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Introduction
VMware vSphere® 6.0 introduces many enhancements to VMware vSphere Hypervisor, VMware virtual 
machines, VMware vCenter Server™, virtual storage, and virtual networking. This paper will discuss these 
improvements that further extend the core capabilities of the vSphere platform. 

vSphere Hypervisor Enhancements
Scalability Improvements
VMware ESXi™ 6.0 has dramatically increased the scalability of the platform. With vSphere Hypervisor 6.0, 
clusters can scale to as many as 64 hosts, up from 32 in previous releases. With 64 hosts in a cluster, 
vSphere 6.0 can support 8,000 virtual machines in a single cluster. This enables greater consolidation ratios, 
more efficient use of VMware vSphere Distributed Resource Scheduler™ (vSphere DRS), and fewer clusters that 
must be separately managed.

Each vSphere Hypervisor 6.0 instance can support as many as 480 physical CPUs, 12TB of RAM, and 
1,000 virtual machines. By leveraging the newest hardware advances, ESXi 6.0 enables the virtualization of 
applications that were once thought to be nonvirtualizable. 

ESXi Security Enhancements
Account Management
ESXi 6.0 enables management of local accounts on the ESXi server, using new ESXCLI commands. The ability 
to add, list, remove, and modify accounts across all hosts in a cluster can be centrally managed using a 
vCenter Server system. Previously, the account and permission management functionality for ESXi hosts was 
available only with direct host connections. Setting, removing, and listing local permissions on ESXi servers can 
also be centrally managed.

Account Lockout
There are two new settings available in ESXi Host Advanced System Settings for the management of local 
account failed login attempts and account lockout duration. These parameters affect SSH and vSphere Web 
Services connections but not DCUI and console shell access.

Password Complexity Rules
In previous versions of ESXi, password complexity changes had to be made by hand-editing the /etc/pam.d/
passwd file on each ESXi host. In vSphere 6.0, this has been moved to an entry in Host Advanced System 
Settings, enabling centrally managed setting changes for all hosts in a cluster.

Improved Auditability of ESXi Administrator Actions
Prior to vSphere 6.0, actions at the vCenter Server level by a named user appeared in ESXi logs with the 
“vpxuser” username—for example, [user=vpxuser].

In vSphere 6.0, all actions at the vCenter Server level against an ESXi server appear in the ESXi logs with the 
vCenter Server username—for example, [user=vpxuser:DOMAIN\User].

This provides a better audit trail of actions that were run on a vCenter Server instance that conducted 
corresponding tasks on the ESXi hosts.

Flexible Lockdown Modes
Prior to vSphere 6.0, there was one lockdown mode. Feedback from customers indicated that this lockdown 
mode was inflexible in some use cases. With vSphere 6.0, the introduction of two lockdown modes aims to 
improve that.

The first mode is “normal lockdown mode.” The DCUI access is not stopped, and users on the “DCUI.Access” list 
can access DCUI.
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The second mode is “strict lockdown mode.” In this mode, DCUI is stopped.

There is also a new functionality called “Exception Users.” These are local accounts or Microsoft Active Directory 
accounts with permissions defined locally on the host where these users have host access. These Exception 
Users are not recommended for general user accounts but are recommended for use by third-party 
applications—“Service Accounts,” for example—that need host access when either normal or strict lockdown 
mode is enabled. Permissions on these accounts should be set to the bare minimum required for the application 
to do its task and with an account that needs only read-only permissions to the ESXi host.

Smart Card Authentication to DCUI
This functionality is for U.S. federal customers only. It enables DCUI login access using a Common Access Card 
(CAC) and Personal Identity Verification (PIV). An ESXi host must be part of an Active Directory domain.

Virtual Machine Enhancements
Virtual Machine Compatibility Level with ESXi 6.0
vSphere 6.0 introduces a new virtual machine compatibility level with several new features such as support for 
128 vCPUs and 4TB of RAM, hot-add RAM enhancements to vNUMA, WDDM 1.1 GDI acceleration, a USB 3.0 xHCI 
controller, and several serial and parallel port enhancements.

Table 1 summarizes the virtual machine compatibility levels supported in vSphere 6.0.

vSPHERE RELEASE VIRTUAL MACHINE  
HARDWARE VERSION

vSPHERE COMPATIBILITY

vSphere 4.0 Version 7 VMware ESX®/ESXi 4.0 and later 

vSphere 4.1 Version 7 VMware ESX/ESXi 4.0 and later 

vSphere 5.0 Version 8 VMware ESXi 5.0 and later

vSphere 5.1 Version 9 VMware ESXi 5.1 and later

vSphere 5.5 Version 10 VMware ESXi 5.5 and later

vSphere 6.0 Version 11 VMware ESXi 6.0 and later

Table 1. Virtual Machine Compatibility Levels

vNUMA Enhancements
When a vNUMA virtual machine with the hot-add memory option is enabled and memory is hot-added to it, that 
memory is now allocated equally across all NUMA regions. In previous releases, all new memory was allocated 
only to region 0. This enhancement ensures that all regions benefit from the increase in RAM, enabling the 
virtual machine to scale without requiring any downtime.

Serial and Parallel Port Enhancements
Serial and parallel ports can now be removed from a virtual machine when using compatibility 6 (vHW 11). In 
addition, the maximum number of serial ports has been increased to 32. Security-conscious organizations like 
the ability to control all aspects of the hardware that the applications are running on. With vSphere 6.0, they can 
remove unused serial and parallel ports. Point-of-sale systems often require a large number of serial devices. 
With vSphere 6.0, each virtual machine can contain as many as 32 serial ports, enabling virtualization of more 
point-of-sale systems. 
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Expanded Guest OS Support
vSphere 6.0 introduces support for the following guest operating systems (OSs):

•	Oracle	Unbreakable	Enterprise	Kernel	Release	3	Quarterly	Update	3

•	Asianux	4	SP4

•	Solaris	1 1 .2

•	Ubuntu	12.04.5

•	Ubuntu	14.04.1

•	Oracle	Linux	7

•	FreeBSD	9.3

•	Mac	OS	X	10.10

A full list of supported guest OSs can be found at  
http://www.vmware.com/resources/compatibility/search.php?deviceCategory=guestos.

vCenter Server Enhancements
vCenter Server Architecture Changes
vCenter Server 6.0 simplifies planning and deployment by offering two deployment models. The first, 
embedded, deploys the new Platform Services Controller (PSC) and the vCenter Server system on the same 
machine. The second, external, deploys the PSC and the vCenter Server instance on separate machines. 

All vCenter Server services—such as VMware vCenter™ Inventory Service, VMware vSphere Web Client, 
auto deploy, and so on—are installed along with vCenter Server. There are no longer separate installers 
for these components, simplifying the architecture by combining functions onto a single machine. 
VMware vSphere Update Manager™ remains as a standalone Microsoft Windows installation.

Both	deployment	models	support	using	an	embedded	PostgreSQL	database.	For	external	database	use,	
Windows	vCenter	Server	deployments	support	Microsoft	SQL	or	Oracle,	and	the	VMware	vCenter	Server	
Appliance™ supports Oracle.

Figure 1. VMware vCenter Server Appliance Deployment

http://www.vmware.com/resources/compatibility/search.php?deviceCategory=guestos
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Platform Services Controller
The PSC includes common services used across VMware vCloud® Suite. This includes VMware vCenter 
Single Sign-On™, licensing, and certificate management. 

PSCs replicate information such as licenses, roles and permissions, and tags with other PSCs. 

PSC PSC
Figure 2. Replicated Information Between Platform Services Controllers 

Enhanced Linked Mode
Because PSCs replicate all the information traditionally required for linked mode, linked mode is now 
automatically enabled for any vCenter Server deployment. This is true when using a Windows install, vCenter 
Server Appliance, or a mix of the two, as long as all vCenter Server instances are joined to the same vCenter 
Single Sign-On domain. This eliminates extra configuration steps traditionally required to establish linked mode 
and enables vCenter Server Appliance to now utilize it.

PSC

vCenter

vCenter

Figure 3. Enhanced Linked Mode

Certificate Management
In vSphere 6.0, “solution users”—the users created when a solution such as vCenter Server, vCenter Inventory 
Service, and so on, is registered with vCenter Single Sign-On—are utilized as certificate endpoints. These users 
are issued certificates instead of individual services. This enables the services associated with a solution user to 
utilize the same certificate, substantially reducing the number of certificates required to manage in the environment.

The PSC contains the VMware Certificate Authority (VMCA). The VMCA is a root certificate authority (CA) that 
issues signed certificates to all vSphere 6.0 components via the solution users. This secures the environment by 
using a CA to generate certificates as opposed to using self-signed certificates as in previous releases. 

The VMCA can also be configured as a subordinate CA, enabling it to issue certificates based on an existing 
enterprise CA. Organizations that have an investment in a CA can easily incorporate the VMCA into their existing 
infrastructure.
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vCenter Server Appliance
vCenter Server Appliance now has the same scalability numbers as the Windows installable vCenter Server: 
1,000	hosts	and	10,000	virtual	machines.	This	is	supported	with	the	embedded	PostgreSQL	database	or	an	
external Oracle Database. This enables organizations to choose the platform that is best for them without 
sacrificing vCenter Server performance. 

Virtual
Appliance

Which Platform?

METRIC WINDOWS APPLIANCE

Hosts per vCenter Server System 1,000 1,000

Powered-on Virtual Machines per 
vCenter Server System

10,000 10,000

Hosts per Cluster 64 64

Virtual Machines per Cluster 8,000 8,000

Linked Mode

Table 2. vCenter Server Platform Scalability Numbers



T E C H N I C A L  W H I T E  P A P E R  /  8

What’s New in the VMware vSphere® 6.0 Platform

vSphere Web Client
vSphere Web Client includes significant performance and usability improvements.

The performance improvements include login times that are up to 13 times faster, right-click menus that are 
visible and usable four times faster, and other actions that are now at least 50 percent faster. This puts 
vSphere Web Client on a par with the standalone VMware vSphere Client™.

The usability improvements include a new drop-down menu that enables users to navigate to any area of 
vSphere Web Client regardless of which area they currently are operating in. The right-click menu has also been 
flattened, which enables right-click operations to be consistent across the UI. The task pane has been relocated 
to the bottom of the screen, making it easier to view Recent Tasks, which update in real time. The UI is also 
dockable, enabling administrators to customize their UI.

Figure 4. vSphere Web Client – Usability Improvements

VMware vSphere vMotion
VMware vSphere vMotion® capabilities have been enhanced in this release, enabling users to perform live 
migration of virtual machines across virtual switches, across vCenter Server systems, and across long distances 
of up to 100ms RTT.

These new vSphere vMotion enhancements enable greater flexibility when designing vSphere architectures that 
were previously restricted to a single vCenter Server system due to scalability limits and multisite or metro 
design constraints. Because vCenter Server scale limits no longer are a boundary for pools of compute 
resources, much larger vSphere environments are now possible.

vSphere administrators now can migrate across vCenter Server systems, enabling migration from a Windows 
version of vCenter Server to vCenter Server Appliance or vice versa, depending on specific requirements. 
Previously, this was a difficult task and caused a disruption to virtual machine management. This can now be 
accomplished seamlessly without losing historical data about the virtual machine.
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vCenter Server

Virtual Machine Network
(L2 Connectivity)

 vSphere vMotion
Network

VM

VDS A

vCenter Server

VM

VDS B

VMvSphere vMotionVM

Figure 5. VMware vSphere vMotion Enhanced Capabilities

When a virtual machine is migrated across vCenter Server instances, the data and settings for the virtual 
machine are preserved. This includes the virtual machine UUID, event, alarm, task history, as well as resource 
settings including shares, reservations, and limits. VMware vSphere High Availability (vSphere HA) and 
vSphere DRS settings are also retained, including affinity and antiaffinity rules, automation level, start-up 
priority, and host isolation response. This maintains a seamless experience as the virtual machine moves 
throughout the infrastructure.

MAC addresses are also preserved as they are moved across vCenter Server instances. When a virtual machine 
is moved out of a vCenter Server instance, the MAC address is added to an internal blacklist to ensure that a 
duplicate MAC is not generated.

Increasing the latency thresholds for vSphere vMotion enables migration across larger geographic spans, 
targeting intracontinental distances. This feature plays a key role for data center migrations, disaster avoidance 
scenarios, and multisite load balancing.
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Figure 6. Enabling vSphere vMotion Migration Across Longer Distances

With these dynamic new vSphere vMotion features, vSphere administrators now can simultaneously change the 
compute resource, storage resource, virtual machine network, and vCenter Server instance without disrupting 
applications that reside on the virtual machine, enabling a wide array of new design opportunities.

VMware vSphere Fault Tolerance Enhancements
VMware vSphere Fault Tolerance (vSphere FT) provides continuous availability for applications in the event of 
physical server failures by creating a live shadow instance of a virtual machine that is always up to date with the 
primary virtual machine. In the event of a hardware outage, vSphere FT automatically triggers failover, ensuring 
zero downtime and preventing data loss. vSphere FT is easy to set up and configure and does not require any 
OS-specific or application-specific agents or configuration. It is tightly integrated with vSphere and is managed 
using	vSphere	Web	Client.	It	is	included	with	VMware	vSphere	Essentials	Plus	Kit	and	higher	editions	of	vSphere.

Previous versions of vSphere FT supported only a single vCPU. Through the use of a completely new 
fast-checkpointing technology, vSphere FT now supports protection of virtual machines with up to four vCPUs 
and 64GB of memory. This means that the vast majority of mission-critical customer workloads can now be 
protected regardless of application or OS.

VMware vSphere Storage APIs – Data Protection can now be used with virtual machines protected by 
vSphere FT. An in-guest agent is required to back up the previous version of vSphere FT. vSphere FT 6.0 
enables vSphere administrators to use VMware Snapshot–based tools to back up virtual machines protected by 
vSphere FT, enabling easier backup administration, enhanced data protection, and reduced risk.

There have also been enhancements in how vSphere FT handles storage. It now creates a complete copy of 
the entire virtual machine, resulting in total protection for virtual machine storage in addition to compute 
and memory. It also increases the options for storage by enabling the files of the primary and secondary 
virtual machines to be stored on shared as well as local storage. This results in increased protection, 
reduced risk, and improved flexibility.
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In addition, improvements have been made to vSphere FT virtual disk support and host compatibility 
requirements. Prior versions required a very specific virtual disk type: eager-zeroed thick. They also had very 
limiting host compatibility requirements. vSphere FT now supports all virtual disk formats: eager-zeroed thick, 
thick, and thin. Host compatibility for vSphere FT is now the same as for vSphere vMotion. This makes it much 
easier to use vSphere FT.

VMware vSphere High Availability Enhancements 
vSphere HA delivers the availability required by most applications running in virtual machines, independent of 
the OS and application running in it. It provides uniform, cost-effective failover protection against hardware and 
OS outages within a virtualized IT environment. It does this by monitoring vSphere hosts and virtual machines to 
detect hardware and guest OS failures. It restarts virtual machines on other vSphere hosts in the cluster without 
manual intervention when a server outage is detected, and it reduces application downtime by automatically 
restarting virtual machines upon detection of an OS failure. 

With the growth in size and complexity of vSphere environments, the ability to prevent and recover from 
storage issues is more important than ever. vSphere HA now includes Virtual Machine Component Protection 
(VMCP), which provides enhanced protection from All Paths Down (APD) and Permanent Device Loss (PDL) 
conditions for block (FC, iSCSI, FCoE) and file storage (NFS). 

Prior to vSphere 6.0, vSphere HA could not detect APD conditions and had limited ability to detect and 
remediate PDL conditions. When those conditions occurred, applications were impacted or unavailable longer 
and administrators had to help resolve the issue. vSphere VMCP detects APD and PDL conditions on connected 
storage, generates vCenter alarms, and automatically restarts impacted virtual machines on fully functional 
hosts. By doing this, it greatly improves the availability of virtual machines and applications without requiring 
more effort from administrators.

vSphere HA can now protect as many as 64 ESXi hosts and 6,000 virtual machines—up from 32 and 2,048—
which greatly increases the scale of vSphere HA supported environments. It also is fully compatible with 
VMware Virtual Volumes, VMware vSphere Network I/O Control, IPv6, VMware NSX™, and cross vCenter Server 
vSphere vMotion. vSphere HA can now be used in more and larger environments and with less concern for 
feature compatibility.

Multisite Content Library
The Content Library simplifies virtual machine template management and distribution for organizations that 
have several vCenter Server systems across geographic locations. It centrally manages virtual machine 
templates, ISO images, and scripts, and it performs the content delivery of associated data from the published 
catalog to the subscribed catalog at other sites.

As content is updated within the published catalog, the changes automatically are distributed to all subscribed 
catalogs at other sites. This feature guarantees that all sites have access to the approved standard templates 
across an entire organization. As content is updated, old versions are automatically purged and replaced with 
the newest version, offering life cycle management capabilities for virtual machine templates and related files.
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Figure 7. Multisite Content Library Access Capabilities

This “store once, share many” architecture reduces the time associated with distributing templates manually, 
enabling more time to be spent performing more-important administrative tasks.

Additionally, the number of simultaneous transfers and the consumed bandwidth are configurable to prevent 
the saturation of WAN connections in bandwidth-constrained environments. Synchronization tasks can be 
scheduled to be performed during nonpeak hours when more bandwidth is available for content replication.

vSphere Storage Enhancements
Virtual Volumes
Virtual Volumes is a new virtual machine disk management and integration framework that enables array-based 
operations at the virtual disk level. It transforms the data plane of SAN and NAS storage systems by aligning 
storage consumption and operations with virtual machines. In other words, Virtual Volumes makes SAN and 
NAS storage systems capable of being managed at a virtual machine level and enables the leveraging of array-
based data services and storage array capabilities with a virtual machine–centric approach at the granularity of 
a single virtual disk.

Virtual Volumes implements a significantly different and improved storage architecture, enabling operations to 
be conducted at the virtual machine level using native array capabilities. With Virtual Volumes, most data 
operations are offloaded to the storage arrays.

Virtual Volumes eliminates the need to provision and manage large numbers of LUNs or volumes per host. This 
reduces operational overhead while enabling scalable data services on a per–virtual machine level.

Storage Policy–Based Management (SPBM) is a key technology that works in conjunction with Virtual Volumes. 
This framework delivers an orchestration and automation engine that translates the storage requirements 
expressed in a virtual machine storage policy into virtual machine granular provisioning capabilities with 
dynamic resource allocation and management of storage-related services.

Through the integration of VMware vSphere API for Storage Awareness™, storage array capabilities are pushed 
through the vSphere stack and are surfaced in the vCenter Server management interface. Using virtual machine 
storage policies, vSphere administrators can specify a set of storage requirements and capabilities for any 
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particular virtual machine to match service levels required by hosted applications. SPBM leverages Virtual 
Volumes to recommend compliant datastores for virtual machine placement and to transparently turn on the 
necessary data services based on native array capabilities. Through SPBM, virtual machine tailored data services 
are executed by the array. Coupled with Virtual Volumes, SPBM ensures policy compliance throughout the 
virtual machine life cycle.

VMware vSphere Data Protection Enhancements
VMware vSphere Data Protection™ is a backup and recovery solution for VMware virtual machines. It is fully 
integrated with vCenter Server and vSphere Web Client, providing easy, disk-based backup and recovery for 
VMware virtualized environments. All functionality previously available with VMware vSphere Data Protection 
Advanced™ has been consolidated into vSphere Data Protection 6.0.

vSphere Data Protection features industry-leading EMC® Avamar® variable-length segment deduplication to 
minimize backup data storage consumption. vSphere Data Protection virtual appliances can be deployed with 
up to 8TB of deduplicated backup data capacity. Changed block tracking (CBT) is utilized for backup and restore 
to reduce time and network bandwidth requirements.

vSphere Data Protection now includes agents that enable application-consistent backup and reliable recovery of 
Microsoft	SQL	Server,	Microsoft	Exchange	Server,	and	Microsoft	SharePoint	Server,	including	SQL	Server	
clusters and Exchange Server database availability groups. Individual databases can be selected for backup and 
restore, and it is possible to restore individual Exchange Server mailboxes.

Secure, efficient replication of backup data between vSphere Data Protection virtual appliances provides an 
easy, reliable method to move backup data offsite for disaster recovery. Replicated backup data can be restored 
at the target location or replicated back to the source location for restore. This functionality provides several 
retention and recovery options to satisfy a wide variety of business requirements.

The best way to ensure backup data integrity is to perform regular “practice” restores. This important 
activity is seldom performed in many organizations. vSphere Data Protection now includes automated 
backup verification—scheduled jobs that routinely restore virtual machines, boot the guest OSs, check for 
VMware Tools™ heartbeats to verify that the virtual machines have been recovered successfully, and then 
delete the restored virtual machines.

vSphere Data Protection features support for storing backup data on EMC Data Domain®, providing increased 
reliability and backup data capacity. EMC DD Boost™ is utilized to minimize network bandwidth impact and 
improve performance.

External proxies are now available with vSphere Data Protection. They can be deployed to remote locations such 
as other vSphere clusters within the same site or across sites to help minimize network bandwidth requirements. 
External proxies also enable support for as many as 24 concurrent backup streams and for Red Hat Enterprise 
Linux Logical Volume Manager (LVM) and the Ext4 file system.

vSphere	Data	Protection	6.0	is	included	with	vSphere	Essentials	Plus	Kit	6.0	and	higher	editions	of	vSphere,	all	
VMware vSphere with Operations Management™ 6.0 editions, and all vCloud Suite 6.0 editions.

VMware vSphere Replication Enhancements
VMware vSphere Replication™, the VMware proprietary replication engine, provides data protection and disaster 
recovery for the vSphere platform by replicating virtual machines within the same site and across sites. It is 
tightly integrated with vSphere and is managed using vSphere Web Client. It is included with vSphere Essentials 
Plus	Kit	and	higher	editions	of	vSphere.	Multiple	points	in	time	recovery	can	be	enabled	to	provide	as	many	as	
24 recovery points for a replicated virtual machine. vSphere Replication is used as a standalone solution and as a 
replication engine for VMware vCenter Site Recovery Manager™ and VMware vCloud Air™ Disaster Recovery.
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The recovery point objective (RPO) can be set on a per–virtual machine basis and can range from 15 minutes to 
24 hours. After initial synchronization between the source and the target locations, only changes to the virtual 
machines are replicated, enabling vSphere Replication to minimize network bandwidth consumption. New to 
vSphere Replication in vSphere 6.0 to further improve efficiency is the option to compress replicated data as it is 
sent across the network.

It is now possible to easily isolate network traffic associated with vSphere Replication. This enables vSphere 
administrators to control bandwidth by configuring more than one network interface card in a vSphere Replication 
virtual appliance and by using vSphere Network I/O Control to separate network traffic. The result is improved 
performance and security.

Enhancements have been made to the way vSphere Replication performs a full synchronization. Previous 
versions of vSphere Replication requested and compared remote checksums with local checksums to 
determine the regions of a virtual disk that had to be replicated. With some storage platforms and vSphere 6.0, 
vSphere Replication can query vSphere for storage allocation information, to reduce the amount of time and 
network bandwidth required to perform a full synchronization.

vSphere Replication is fully compatible with VMware vSphere Storage vMotion® at both the source and target 
locations. Prior to vSphere 6.0, moving a replica at the target location required vSphere Replication to perform a 
full synchronization. With vSphere 6.0, migrating a replica with vSphere Storage vMotion no longer requires this. 
That makes it much easier to balance storage utilization with vSphere Storage vMotion and VMware vSphere 
Storage DRS™ while avoiding RPO violations.

Improvements have also been made to VMware Tools for Linux virtual machines. With some Linux OSs, 
VMware Tools features the ability to quiesce the guest OS during replication and backup operations. 
vSphere Replication can utilize this new functionality to enable file system–consistent recovery of Linux 
virtual machines.

vSphere Networking Enhancements
vSphere Network I/O Control Enhancements
vSphere Network I/O Control Version 3 enables administrators or service providers to reserve—that is, 
guarantee—bandwidth to a vNIC in a virtual machine or an entire distributed port group. This ensures that other 
virtual machines or tenants in a multitenancy environment don’t impact the SLA of other virtual machines or 
tenants sharing the same upstream links—that is, bandwidth.
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About vSphere Installation and Setup

vSphere Installation and Setup describes how to install and configure VMware® vCenter Server, deploy the
vCenter Server Appliance, and ESXi.

Intended Audience
vSphere Installation and Setup is intended for experienced administrators who want to install and configure
vCenter Server, deploy and configure the vCenter Server Appliance, and install and configure ESXi.

This information is written for experienced Windows or Linux system administrators who are familiar with
virtual machine technology and data center operations. The information about using the Image Builder and
Auto Deploy is written for administrators who have experience with Microsoft PowerShell and PowerCLI.
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Updated Information
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Introduction to vSphere Installation
and Setup 1

vSphere 6.0 provides various options for installation and setup. To ensure a successful vSphere deployment,
understand the installation and setup options, and the sequence of tasks.

The two core components of vSphere are VMware ESXi® and VMware vCenter Server®. ESXi is the
virtualization platform on which you can create and run virtual machines and virtual appliances.
vCenter Server is a service that acts as a central administrator for ESXi hosts connected in a network.
vCenter Server lets you pool and manage the resources of multiple hosts.

You can install vCenter Server on a Windows virtual machine or physical server, or deploy the
vCenter Server Appliance. The vCenter Server Appliance is a preconfigured Linux-based virtual machine
optimized for running vCenter Server and the vCenter Server components. You can deploy the
vCenter Server Appliance on hosts running ESXi 5.0 or later.

Starting with vSphere 6.0, all prerequisite services for running vCenter Server and the vCenter Server
components are bundled in the VMware Platform Services Controller. You can deploy vCenter Server with
an embedded or external Platform Services Controller, but you must always install or deploy the
Platform Services Controller before installing or deploying vCenter Server.

This chapter includes the following topics:

n “vCenter Server Components and Services,” on page 11

n “vCenter Server Deployment Models,” on page 13

n “Overview of the vSphere Installation and Setup Process,” on page 16

n “vSphere Security Certificates Overview,” on page 17

n “Enhanced Linked Mode Overview,” on page 20

vCenter Server Components and Services
vCenter Server provides a centralized platform for management, operation, resource provisioning, and
performance evaluation of virtual machines and hosts.

When you install vCenter Server with an embedded Platform Services Controller, or deploy the
vCenter Server Appliance with an embedded Platform Services Controller, vCenter Server, the
vCenter Server components, and the services included in the Platform Services Controller are deployed on
the same system.

When you install vCenter Server with an external Platform Services Controller, or deploy the
vCenter Server Appliance with an external Platform Services Controller, vCenter Server and the
vCenter Server components are deployed on one system, and the services included in the
Platform Services Controller are deployed on another system.
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The following components are included in the vCenter Server and vCenter Server Appliance installations:

n The VMware Platform Services Controller group of infrastructure services contains vCenter Single
Sign-On, License service, Lookup Service, and VMware Certificate Authority.

n The vCenter Server group of services contains vCenter Server, vSphere Web Client, Inventory Service,
vSphere Auto Deploy, vSphere ESXi Dump Collector, vSphere Syslog Collector on Windows and
vSphere Syslog Service for the vCenter Server Appliance.

Services Installed with VMware Platform Services Controller

vCenter Single Sign-On The vCenter Single Sign-On authentication service provides secure
authentication services to the vSphere software components. By using
vCenter Single Sign-On, the vSphere components communicate with each
other through a secure token exchange mechanism, instead of requiring each
component to authenticate a user separately with a directory service like
Active Directory. vCenter Single Sign-On constructs an internal security
domain (for example, vsphere.local) where the vSphere solutions and
components are registered during the installation or upgrade process,
providing an infrastructure resource. vCenter Single Sign-On can
authenticate users from its own internal users and groups, or it can connect
to trusted external directory services such as Microsoft Active Directory.
Authenticated users can then be assigned registered solution-based
permissions or roles within a vSphere environment.

vCenter Single Sign-On is available and required with vCenter Server 5.1.x
and later.

vSphere License
Service

The vSphere License service provides common license inventory and
management capabilities to all vCenter Server systems that are connected to
a Platform Services Controller or multiple linked
Platform Services Controllers.

VMware Certificate
Authority

VMware Certificate Authority (VMCA) provisions each ESXi host with a
signed certificate that has VMCA as the root certificate authority, by default.
Provisioning occurs when the ESXi host is added to vCenter Server explicitly
or as part of the ESXi host installation process. All ESXi certificates are stored
locally on the host.

Services Installed with vCenter Server
These additional components are installed silently when you install vCenter Server. The components cannot
be installed separately as they do not have their own installers.

vCenter Inventory
Service

Inventory Service stores vCenter Server configuration and inventory data,
enabling you to search and access inventory objects across vCenter Server
instances.

PostgreSQL A bundled version of the VMware distribution of PostgreSQL database for
vSphere and vCloud Hybrid Services.

vSphere Web Client The vSphere Web Client lets you connect to vCenter Server instances by
using a Web browser, so that you can manage your vSphere infrastructure.

vSphere ESXi Dump
Collector

The vCenter Server support tool. You can configure ESXi to save the
VMkernel memory to a network server, rather than to a disk, when the
system encounters a critical failure. The vSphere ESXi Dump Collector
collects such memory dumps over the network.

vSphere Installation and Setup
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vSphere Syslog
Collector

The vCenter Server on Windows support tool that enables network logging
and combining of logs from multiple hosts. You can use the Syslog Collector
to direct ESXi system logs to a server on the network, rather than to a local
disk. The recommended maximum number of supported hosts to collect logs
from is 30. For information about configuring vSphere Syslog Collector, see 
Modifying the VMware Syslog Collector settings after it is installed.

vSphere Syslog Service The vCenter Server Appliance support tool that provides a unified
architecture for system logging, network logging and collecting logs from
hosts. You can use the vSphere Syslog Service to direct ESXi system logs to a
server on the network, rather than to a local disk. The recommended
maximum number of supported hosts to collect logs from is 30. For
information about configuring vSphere Syslog Service, see vCenter Server
Appliance Configuration.

vSphere Auto Deploy The vCenter Server support tool that can provision hundreds of physical
hosts with ESXi software. You can specify the image to deploy and the hosts
to provision with the image. Optionally, you can specify host profiles to
apply to the hosts, and a vCenter Server location (folder or cluster) for each
host.

vCenter Server Deployment Models
You can install vCenter Server on a virtual machine or a physical server running Microsoft Windows Server
2008 SP2 or later, or can deploy the vCenter Server Appliance. The vCenter Server Appliance is a
preconfigured Linux-based virtual machine, optimized for running vCenter Server.

vSphere 6.0 introduces vCenter Server with an embedded Platform Services Controller and vCenter Server
with an external Platform Services Controller.

IMPORTANT   This documentation provides information about the basic deployment models. For information
about the recommended topologies, see List of recommended topologies for vSphere 6.0.x.

vCenter Server with an
embedded
Platform Services
Controller

All services bundled with the Platform Services Controller are deployed on
the same virtual machine or physical server as vCenter Server.

vCenter Server with an
external
Platform Services
Controller

The services bundled with the Platform Services Controller and
vCenter Server are deployed on different virtual machines or physical
servers.

You first must deploy the Platform Services Controller on one virtual
machine or physical server and then deploy vCenter Server on another
virtual machine or physical server.

IMPORTANT   You cannot switch the models after deployment, which means that after you deploy
vCenter Server with an embedded Platform Services Controller, you cannot switch to vCenter Server with
an external Platform Services Controller, and the reverse.

vCenter Server with an Embedded Platform Services Controller
vCenter Server and the Platform Services Controller are deployed on a single virtual machine or physical
server.

Chapter 1 Introduction to vSphere Installation and Setup
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Figure 1‑1.  vCenter Server with an Embedded Platform Services Controller
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Installing vCenter Server with an embedded Platform Services Controller has the following advantages:

n The connection between vCenter Server and the Platform Services Controller is not over the network,
and vCenter Server is not prone to outages because of connectivity and name resolution issues between
vCenter Server and the Platform Services Controller.

n If you install vCenter Server on Windows virtual machines or physical servers, you will need fewer
Windows licenses.

n You will have to manage fewer virtual machines or physical servers.

n You do not need a load balancer to distribute the load across Platform Services Controller.

Installing with an embedded Platform Services Controller has the following disadvantages:

n There is a Platform Services Controller for each product which might be more than required. This
consumes more resources.

n The model is suitable for small-scale environments.

vCenter Server with an External Platform Services Controller
vCenter Server and the Platform Services Controller are deployed on separate virtual machine or physical
server. The Platform Services Controller can be shared across several vCenter Server instances. You can
install a Platform Services Controller and then install several vCenter Server instances and register them
with the Platform Services Controller. You can then install another Platform Services Controller, configure it
to replicate data with the first Platform Services Controller, and then install vCenter Server instances and
register them with the second Platform Services Controller.

Figure 1‑2.  vCenter Server with an External Platform Services Controller
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Installing vCenter Server with an external Platform Services Controller has the following advantages:

n Less resources consumed by the combined services in the Platform Services Controllers enables a
reduced footprint and reduced maintenance.

n Your environment can consist of more vCenter Server instances.
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Installing vCenter Server with an external Platform Services Controller has the following disadvantages:

n The connection between vCenter Server and Platform Services Controller is over the network and is
prone to connectivity and name resolution issues.

n If you install vCenter Server on Windows virtual machines or physical servers, you need more
Microsoft Windows licenses.

n You must manage more virtual machines or physical servers.

Mixed Operating Systems Environment
A vCenter Server instance installed on Windows can be registered with either a Platform Services Controller
installed on Windows or a Platform Services Controller appliance. A vCenter Server Appliance, can be
registered with either a Platform Services Controller installed on Windows or a Platform Services Controller
appliance. Both vCenter Server and the vCenter Server Appliance can be registered with the same
Platform Services Controller within a domain.

Figure 1‑3.  Example of a Mixed Operating Systems Environment with an External Platform Services
Controller on Windows
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Figure 1‑4.  Example of a Mixed Operating Systems Environment with an External Platform Services
Controller Appliance
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Having many Platform Services Controllers that replicate their infrastructure data, allows you to ensure
high availability of your system.

If an external Platform Services Controller with which your vCenter Server instance or
vCenter Server Appliance was initially registered, stops responding, you can repoint your vCenter Server or
vCenter Server Appliance to another external Platform Services Controller in the domain. For more
information, see “Repointing the Connections Between vCenter Server and Platform Services Controller,”
on page 252.
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Overview of the vSphere Installation and Setup Process
vSphere is a sophisticated product with multiple components to install and set up. To ensure a successful
vSphere deployment, understand the sequence of tasks required.

Installing vSphere includes the following tasks:

1 Read the vSphere release notes.

2 Verify that your system meets vSphere hardware and software requirements. See Chapter 2, “System
Requirements,” on page 23.

3 Install ESXi.

a Verify that your system meets the minimum hardware requirements. See “ESXi Requirements,” on
page 23.

b Determine the ESXi installation option to use. See “Options for Installing ESXi,” on page 39.

c Determine where you want to locate and boot the ESXi installer. See “Media Options for Booting
the ESXi Installer,” on page 42. If you are PXE-booting the installer, verify that your network PXE
infrastructure is properly set up. See “PXE Booting the ESXi Installer,” on page 46.

d Create a worksheet with the information you will need when you install ESXi. See “Required
Information for ESXi Installation,” on page 53.

e Install ESXi.

n “Installing ESXi Interactively,” on page 55

n “Installing or Upgrading Hosts by Using a Script,” on page 58

n “Installing ESXi Using vSphere Auto Deploy,” on page 71

IMPORTANT   In vSphere 6.0, Auto Deploy is installed together with vCenter Server. To provision
ESXi hosts by using Auto Deploy, you must install vCenter Server or deploy the
vCenter Server Appliance.

4 Configure ESXi boot and network settings, the direct console, and other settings. See Chapter 5, “Setting
Up ESXi,” on page 161 and Chapter 6, “After You Install and Set Up ESXi,” on page 181.

5 Consider setting up a syslog server for remote logging, to ensure sufficient disk storage for log files.
Setting up logging on a remote host is especially important for hosts with limited local storage. See 
“Required Free Space for System Logging,” on page 38 and “Configure Syslog on ESXi Hosts,” on
page 176.

6 Install vCenter Server on a Windows virtual machine or physical server or deploy the
vCenter Server Appliance.

In vSphere 6.0, you can install vCenter Server or deploy the vCenter Server Appliance, and connect
them in Enhanced Linked Mode configuration by registering the vCenter Server instance and the
vCenter Server Appliance to Platform Services Controllers that replicate their infrastructure data.

Concurrent installations are not supported. After you install or deploy a Platform Services Controller,
you must install vCenter Server instances or deploy vCenter Server Appliance sequentially.

n Install vCenter Server on a Windows virtual machine or physical server.

1 Verify that your system meets the hardware and software requirements for installing
vCenter Server. See “vCenter Server for Windows Requirements,” on page 29.

2 (Optional) Set up an external vCenter Server database. See “Preparing vCenter Server
Databases,” on page 185.

vSphere Installation and Setup
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For an environment with up to 20 hosts and 200 virtual machines, you can use the bundled
PostgreSQL database. For production and large scale environments, set up an external
database, because the migration from the embedded PostgreSQL database to an external
database is not a trivial manual process.

3 Create a worksheet with the information you need for installation. See “Required Information
for Installing vCenter Server,” on page 210.

4 Install vCenter Server and the Platform Services Controller. See Chapter 8, “Installing vCenter
Server on a Windows Virtual Machine or Physical Server,” on page 223.

You can install vCenter Server with an embedded or with an external
Platform Services Controller.

vCenter Server with an embedded Platform Services Controller deployment is suitable for
small-scale environments. vCenter Server with an external Platform Services Controller
deployment is suitable for environments with several vCenter Server instances. See “vCenter
Server Deployment Models,” on page 13 .

n Deploy the vCenter Server Appliance.

1 Review the topics in “vCenter Server Appliance Requirements,” on page 31 and verify that
your system meets the hardware and software requirements for deploying the
vCenter Server Appliance.

2 (Optional) Set up an external Oracle database. The vCenter Server Appliance supports only
Oracle database as an external database. See “Preparing vCenter Server Databases,” on
page 185.

You can also use the bundled PostgreSQL database, which is suitable for environments that
contain up to 1,000 hosts and 10,000 virtual machines.

3 Use the topic “Required Information for Deploying the vCenter Server Appliance,”
on page 214 to create a worksheet with the information you need for installation.

4 Deploy the vCenter Server Appliance with an embedded Platform Services Controller or with
an external Platform Services Controller. See Chapter 9, “Deploying the vCenter Server
Appliance,” on page 233.

vCenter Server with an embedded Platform Services Controller deployment is suitable for
small-scale environments. vCenter Server with an external Platform Services Controller
deployment is suitable for environments with several vCenter Server instances. See “vCenter
Server Deployment Models,” on page 13 .

7 Connect to vCenter Server from the vSphere Web Client. See Chapter 11, “After You Install vCenter
Server or Deploy the vCenter Server Appliance,” on page 249.

8 Configure vCenter Server and the vCenter Server Appliance. See vCenter Server and Host Management
and vCenter Server Appliance Configuration.

vSphere Security Certificates Overview
ESXi hosts and vCenter Server communicate securely over SSL to ensure confidentiality, data integrity and
authentication.

In vSphere 6.0, the VMware Certificate Authority (VMCA) provisions each ESXi host with a signed
certificate that has VMCA as the root certificate authority, by default. Provisioning happens when the ESXi
host is added to vCenter Server explicitly or as part of the ESXi host installation. All ESXi certificates are
stored locally on the host.

You can also use custom certificates with a different root Certificate Authority (CA). For information about
managing certificates for ESXi hosts, see the vSphere Security documentation.
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All certificates for vCenter Server and the vCenter Server services are stored in the VMware Endpoint
Certificate Store (VECS).

You can replace the VMCA certificate for vCenter Server with a different certificate signed by a CA. If you
want to use a third party certificate, install the Platform Services Controller, add the new CA-signed root
certificate to VMCA, and then install vCenter Server. For information about managing vCenter Server
certificates, see the vSphere Security documentation.

Certificate Replacement Overview
You can perform different types of certificate replacement depending on company policy and requirements
for the system that you are configuring. You can perform each replacement with the vSphere Certificate
Manager utility or manually by using the CLIs included with your installation.

VMCA is included in each Platform Services Controller and in each embedded deployment. VMCA
provisions each node, each vCenter Server solution user, and each ESXi host with a certificate that is signed
by VMCA as the certificate authority. vCenter Server solution users are groups of vCenter Server services.
See vSphere Security for a list of solution users.

You can replace the default certificates. For vCenter Server components, you can use a set of command-line
tools included in your installation. You have several options.

See the vSphere Security publication for details on the replacement workflows and on the vSphere Certificate
Manager utility.

Replace With Certificates Signed by VMCA
If your VMCA certificate expires or you want to replace it for other reasons, you can use the certificate
management CLIs to perform that process. By default, the VMCA root certificate expires after ten years, and
all certificates that VMCA signs expire when the root certificate expires, that is, after a maximum of ten
years.

Figure 1‑5.  Certificates Signed by VMCA Are Stored in VECS
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Make VMCA an Intermediate CA
You can replace the VMCA root certificate with a certificate that is signed by an enterprise CA or third-party
CA. VMCA signs the custom root certificate each time it provisions certificates, making VMCA an
intermediate CA.

NOTE   If you perform a fresh install that includes an external Platform Services Controller, install the
Platform Services Controller first and replace the VMCA root certificate. Next, install other services or add
ESXi hosts to your environment. If you perform a fresh install with an embedded
Platform Services Controller, replace the VMCA root certificate before you add ESXi hosts. If you do, all
certificates are signed by the whole chain, and you do not have to generate new certificates.

Figure 1‑6.  Certificates Signed by a Third-Party or Enterprise CA Use VMCA as an Intermediate CA
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Do Not Use VMCA, Provision with Custom Certificates
You can replace the existing VMCA-signed certificates with custom certificates. If you use that approach,
you are responsible for all certificate provisioning and monitoring.
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Figure 1‑7.  External Certificates are Stored Directly in VECS
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Hybrid Deployment
You can have VMCA supply some of the certificates, but use custom certificates for other parts of your
infrastructure. For example, because solution user certificates are used only to authenticate to vCenter Single
Sign-On, consider having VMCA provision those certificates. Replace the machine SSL certificates with
custom certificates to secure all SSL traffic.

ESXi Certificate Replacement
For ESXi hosts, you can change certificate provisioning behavior from the vSphere Web Client.

VMware Certificate
Authority mode (default)

When you renew certificates from the vSphere Web Client, VMCA issues the
certificates for the hosts. If you changed the VMCA root certificate to include
a certificate chain, the host certificates include the full chain.

Custom Certificate
Authority mode

Allows you to manually update and use certificates that are not signed or
issued by VMCA.

Thumbprint mode Can be used to retain 5.5 certificates during refresh. Use this mode only
temporarily in debugging situations.

Enhanced Linked Mode Overview
Enhanced Linked Mode connects multiple vCenter Server systems together by using one or more
Platform Services Controllers.

Enhanced Linked Mode lets you view and search across all linked vCenter Server systems and replicate
roles, permissions, licenses, policies, and tags.

When you install vCenter Server or deploy the vCenter Server Appliance with an external
Platform Services Controller, you must first install the Platform Services Controller. During installation of
the Platform Services Controller, you can select whether to create a new vCenter Single Sign-On domain or
join an existing domain. You can select to join an existing vCenter Single Sign-On domain if you have
already installed or deployed a Platform Services Controller, and have created a vCenter Single Sign-On
domain. When you join an existing vCenter Single Sign-On domain, the data between the existing
Platform Services Controller and the new Platform Services Controller is replicated, and the infrastructure
data is replicated between the two Platform Services Controllers.
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With Enhanced Linked Mode, you can connect not only vCenter Server systems running on Windows but
also many vCenter Server Appliances. You can also have an environment where multiple vCenter Server
systems and vCenter Server Appliances are linked together.

If you install vCenter Server with an external Platform Services Controller, you first must deploy the
Platform Services Controller on one virtual machines or physical server and then deploy vCenter Server on
another virtual machines or physical server. While installing vCenter Server, you must select the external
Platform Services Controller. Make sure that the Platform Services Controller you select is an external
standalone Platform Services Controller. Selecting an existing Platform Services Controller that is a part of
an embedded installation is not supported and cannot be reconfigured after the deployment. For
information about the recommended topologies, see List of recommended topologies for vSphere 6.0.x.

Chapter 1 Introduction to vSphere Installation and Setup

VMware, Inc.  21

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2108548


vSphere Installation and Setup

22  VMware, Inc.



System Requirements 2
Systems running vCenter Server on Windows, the vCenter Server Appliance, and ESXi instances must meet
specific hardware and operating system requirements.

If you are using Auto Deploy to provision ESXi hosts, see also “Preparing for vSphere Auto Deploy,” on
page 82.

This chapter includes the following topics:

n “ESXi Requirements,” on page 23

n “vCenter Server for Windows Requirements,” on page 29

n “vCenter Server Appliance Requirements,” on page 31

n “vCenter Server Required Ports,” on page 33

n “vSphere DNS Requirements,” on page 35

n “vSphere Web Client Software Requirements,” on page 36

n “Client Integration Plug-In Software Requirements,” on page 36

n “vSphere Client Requirements,” on page 37

n “Required Free Space for System Logging,” on page 38

ESXi Requirements
To install ESXi 6.0 or upgrade to ESXi 6.0, your system must meet specific hardware and software
requirements.

ESXi Hardware Requirements
Make sure the host meets the minimum hardware configurations supported by ESXi 6.0.

Hardware and System Resources
To install or upgrade ESXi 6.0, your hardware and system resources must meet the following requirements:

n Supported server platform . For a list of supported platforms, see the VMware Compatibility Guide at 
http://www.vmware.com/resources/compatibility.

n ESXi 6.0 requires a host machine with at least two CPU cores.

n ESXi 6.0 supports 64-bit x86 processors released after September 2006. This includes a broad range of
multi-core processors. For a complete list of supported processors, see the VMware compatibility guide
at http://www.vmware.com/resources/compatibility.
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n ESXi 6.0 requires the NX/XD bit to be enabled for the CPU in the BIOS.

n ESXi requires a minimum of 4GB of physical RAM. It is recommended to provide at least 8 GB of RAM
to run virtual machines in typical production environments.

n To support 64-bit virtual machines, support for hardware virtualization (Intel VT-x or AMD RVI) must
be enabled on x64 CPUs.

n One or more Gigabit or faster Ethernet controllers. For a list of supported network adapter models, see
the VMware Compatibility Guide at http://www.vmware.com/resources/compatibility.

n SCSI disk or a local, non-network, RAID LUN with unpartitioned space for the virtual machines.

n For Serial ATA (SATA), a disk connected through supported SAS controllers or supported on-board
SATA controllers. SATA disks will be considered remote, not local. These disks will not be used as a
scratch partition by default because they are seen as remote.

NOTE   You cannot connect a SATA CD-ROM device to a virtual machine on an ESXi 6.0 host. To use the
SATA CD-ROM device, you must use IDE emulation mode.

Storage Systems
For a list of supported storage systems, see the VMware Compatibility Guide at 
http://www.vmware.com/resources/compatibility. For Software Fibre Channel over Ethernet (FCoE), see 
“Installing and Booting ESXi with Software FCoE,” on page 53.

ESXi Booting Requirements
vSphere 6.0 supports booting ESXi hosts from the Unified Extensible Firmware Interface (UEFI). With UEFI,
you can boot systems from hard drives, CD-ROM drives, or USB media. Network booting or provisioning
with VMware Auto Deploy requires the legacy BIOS firmware and is not available with UEFI.

ESXi can boot from a disk larger than 2TB provided that the system firmware and the firmware on any add-
in card that you are using support it. See the vendor documentation.

NOTE   Changing the boot type from legacy BIOS to UEFI after you install ESXi 6.0 might cause the host to
fail to boot. In this case, the host displays an error message similar to Not a VMware boot bank. Changing the
host boot type between legacy BIOS and UEFI is not supported after you install ESXi 6.0.

Storage Requirements for ESXi 6.0 Installation or Upgrade
Installing ESXi 6.0 or upgrading to ESXi 6.0 requires a boot device that is a minimum of 1GB in size. When
booting from a local disk, SAN or iSCSI LUN, a 5.2GB disk is required to allow for the creation of the VMFS
volume and a 4GB scratch partition on the boot device . If a smaller disk or LUN is used, the installer
attempts to allocate a scratch region on a separate local disk. If a local disk cannot be found the scratch
partition, /scratch, is located on the ESXi host ramdisk, linked to /tmp/scratch. You can
reconfigure /scratch to use a separate disk or LUN. For best performance and memory optimization, do not
leave /scratch on the ESXi host ramdisk.

To reconfigure /scratch, see “Set the Scratch Partition from the vSphere Web Client,” on page 175.

Due to the I/O sensitivity of USB and SD devices the installer does not create a scratch partition on these
devices. When installing or upgrading on USB or SD devices, the installer attempts to allocate a scratch
region on an available local disk or datastore. If no local disk or datastore is found, /scratch is placed on the
ramdisk. After the installation or upgrade, you should reconfigure /scratch to use a persistent datastore.
Although a 1GB USB or SD device suffices for a minimal installation, you should use a 4GB or larger device.
The extra space will be used for an expanded coredump partition on the USB/SD device. Use a high quality
USB flash drive of 16GB or larger so that the extra flash cells can prolong the life of the boot media, but high
quality drives of 4GB or larger are sufficient to hold the extended coredump partition. See Knowledge Base
article 2004784.
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In Auto Deploy installations, the installer attempts to allocate a scratch region on an available local disk or
datastore. If no local disk or datastore is found, /scratch is placed on ramdisk. You should
reconfigure /scratch to use a persistent datastore following the installation.

For environments that boot from a SAN or use Auto Deploy, you need not allocate a separate LUN for each
ESXi host. You can co-locate the scratch regions for many ESXi hosts onto a single LUN. The number of
hosts assigned to any single LUN should be weighed against the LUN size and the I/O behavior of the
virtual machines.

Supported Remote Management Server Models and Firmware Versions
You can use remote management applications to install or upgrade ESXi, or to manage hosts remotely.

Table 2‑1.  Supported Remote Management Server Models and Minimum Firmware Versions

Remote Management Server
Model Firmware Version Java

Dell DRAC 7 1.30.30 (Build 43) 1.7.0_60-b19

Dell DRAC 6 1.54 (Build 15), 1.70 (Build 21) 1.6.0_24

Dell DRAC 5 1.0, 1.45, 1.51 1.6.0_20,1.6.0_203

Dell DRAC 4 1.75 1.6.0_23

HP ILO 1.81, 1.92 1.6.0_22, 1.6.0_23

HP ILO 2 1.8, 1.81 1.6.0_20, 1.6.0_23

HP ILO 3 1.28 1.7.0_60-b19

HP ILO 4 1.13 1.7.0_60-b19

IBM RSA 2 1.03, 1.2 1.6.0_22

Recommendations for Enhanced ESXi Performance
To enhance performance, install or upgrade ESXi on a robust system with more RAM than the minimum
required and with multiple physical disks.

For ESXi system requirements, see “ESXi Hardware Requirements,” on page 23. See also the technical
papers on vSphere 5 performance at http://www.vmware.com/resources/techresources/cat/91,203,96.
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Table 2‑2.  Recommendations for Enhanced Performance

System Element Recommendation

RAM ESXi hosts require more RAM than typical servers. Provide
at least 8GB of RAM to take full advantage of ESXi features
and run virtual machines in typical production
environments. An ESXi host must have sufficient RAM to
run concurrent virtual machines. The following examples
are provided to help you calculate the RAM required by
the virtual machines running on the ESXi host.
Operating four virtual machines with
Red Hat Enterprise Linux or Windows XP requires at least
3GB of RAM for baseline performance. This figure includes
approximately 1024MB for the virtual machines, 256MB
minimum for each operating system as recommended by
vendors.
Running these four virtual machines with 512MB RAM
requires that the ESXi host have approximately 4GB RAM,
which includes 2048MB for the virtual machines.
These calculations do not take into account possible
memory savings from using variable overhead memory for
each virtual machine. See vSphere Resource Management.

Dedicated Fast Ethernet adapters for virtual machines Place the management network and virtual machine
networks on different physical network cards. Dedicated
Gigabit Ethernet cards for virtual machines, such as Intel
PRO 1000 adapters, improve throughput to virtual
machines with high network traffic.

Disk location Place all data that your virtual machines use on physical
disks allocated specifically to virtual machines.
Performance is better when you do not place your virtual
machines on the disk containing the ESXi boot image. Use
physical disks that are large enough to hold disk images
that all the virtual machines use.

VMFS5 partitioning The ESXi installer creates the initial VMFS volumes on the
first blank local disk found. To add disks or modify the
original configuration, use the vSphere Web Client. This
practice ensures that the starting sectors of partitions are
64K-aligned, which improves storage performance.
NOTE   For SAS-only environments, the installer might not
format the disks. For some SAS disks, it is not possible to
identify whether the disks are local or remote. After the
installation, you can use the vSphere Web Client to set up
VMFS.

Processors Faster processors improve ESXi performance. For certain
workloads, larger caches improve ESXi performance.

Hardware compatibility Use devices in your server that are supported by ESXi 6.0
drivers. See the Hardware Compatibility Guide at 
http://www.vmware.com/resources/compatibility.

Incoming and Outgoing Firewall Ports for ESXi Hosts
The vSphere Web Client allows you to open and close firewall ports for each service or to allow traffic from
selected IP addresses.

The following table lists the firewalls for services that are usually installed. If you install other VIBs on your
host, additional services and firewall ports might become available.
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Table 2‑3.  Incoming Firewall Connections

Service Port Comment

CIM Server 5988 (TCP) Server for CIM (Common Information Model).

CIM Secure Server 5989 (TCP) Secure server for CIM.

CIM SLP 427 (TCP, UDP) The CIM client uses the Service Location Protocol,
version 2 (SLPv2) to find CIM servers.

DHCPv6 546 (TCP, UDP) DHCP client for IPv6.

DVSSync 8301, 8302 (UDP) DVSSync ports are used for synchronizing states
of distributed virtual ports between hosts that
have VMware FT record/replay enabled. Only
hosts that run primary or backup virtual machines
must have these ports open. On hosts that are not
using VMware FT these ports do not have to be
open.

NFC 902 (TCP) Network File Copy (NFC) provides a file-type-
aware FTP service for vSphere components. ESXi
uses NFC for operations such as copying and
moving data between datastores by default.

Virtual SAN Clustering Service 12345, 23451 (UDP) Virtual SAN Cluster Monitoring and Membership
Directory Service. Uses UDP-based IP multicast to
establish cluster members and distribute Virtual
SAN metadata to all cluster members. If disabled,
Virtual SAN does not work.

DHCP Client 68 (UDP) DHCP client for IPv4.

DNS Client 53 (UDP) DNS client.

Fault Tolerance 8200, 8100, 8300 (TCP, UDP) Traffic between hosts for vSphere Fault Tolerance
(FT).

NSX Distributed Logical Router
Service

6999 (UDP) NSX Virtual Distributed Router service. The
firewall port associated with this service is opened
when NSX VIBs are installed and the VDR module
is created. If no VDR instances are associated with
the host, the port does not have to be open.
This service was called NSX Distributed Logical
Router in earlier versions of the product.

Virtual SAN Transport 2233 (TCP) Virtual SAN reliable datagram transport. Uses
TCP and is used for Virtual SAN storage IO. If
disabled, Virtual SAN does not work.

SNMP Server 161 (UDP) Allows the host to connect to an SNMP server.

SSH Server 22 (TCP) Required for SSH access.

vMotion 8000 (TCP) Required for virtual machine migration with
vMotion.

vSphere Web Client 902, 443 (TCP) Client connections

vsanvp 8080 (TCP) VSAN VASA Vendor Provider. Used by the
Storage Management Service (SMS) that is part of
vCenter to access information about Virtual SAN
storage profiles, capabilities, and compliance. If
disabled, Virtual SAN Storage Profile Based
Management (SPBM) does not work.

vSphere Web Access 80 (TCP) Welcome page, with download links for different
interfaces.
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Table 2‑4.  Outgoing Firewall Connections

Service Port Comment

CIM SLP 427 (TCP, UDP) The CIM client uses the Service Location Protocol,
version 2 (SLPv2) to find CIM servers.

DHCPv6 547 (TCP, UDP) DHCP client for IPv6.

DVSSync 8301, 8302 (UDP) DVSSync ports are used for synchronizing states
of distributed virtual ports between hosts that
have VMware FT record/replay enabled. Only
hosts that run primary or backup virtual machines
must have these ports open. On hosts that are not
using VMware FT these ports do not have to be
open.

HBR 44046, 31031 (TCP) Used for ongoing replication traffic by vSphere
Replication and VMware Site Recovery Manager.

NFC 902 (TCP) Network File Copy (NFC) provides a file-type-
aware FTP service for vSphere components. ESXi
uses NFC for operations such as copying and
moving data between datastores by default.

VVOL 9 (UDP) Used by the Virtual Volumes feature.

Virtual SAN Clustering Service 12345 23451 (UDP) Cluster Monitoring, Membership, and Directory
Service used by Virtual SAN.

DHCP Client 68 (UDP) DHCP client.

DNS Client 53 (TCP, UDP) DNS client.

Fault Tolerance 80, 8200, 8100, 8300 (TCP, UDP) Supports VMware Fault Tolerance.

Software iSCSI Client 3260 (TCP) Supports software iSCSI.

NSX Distributed Logical Router
Service

6999 (UDP) The firewall port associated with this service is
opened when NSX VIBs are installed and the VDR
module is created. If no VDR instances are
associated with the host, the port does not have to
be open.

rabbitmqproxy 5671 (TCP) A proxy running on the ESXi host that allows
applications running inside virtual machines to
communicate to the AMQP brokers running in the
vCenter network domain. The virtual machine
does not have to be on the network, that is, no NIC
is required. The proxy connects to the brokers in
the vCenter network domain. Therefore, the
outgoing connection IP addresses should at least
include the current brokers in use or future
brokers. Brokers can be added if customer would
like to scale up.

Virtual SAN Transport 2233 (TCP) Used for RDT traffic (Unicast peer to peer
communication) between Virtual SAN nodes.

vMotion 8000 (TCP) Required for virtual machine migration with
vMotion.

VMware vCenter Agent 902 (UDP) vCenter Server agent.

vsanvp 8080 (TCP) Used for Virtual SAN Vendor Provider traffic.
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vCenter Server for Windows Requirements
To install vCenter Server on a Windows virtual machine or physical server, your system must meet specific
hardware and software requirements.

n Synchronize the clocks of the virtual machines on which you plan to install vCenter Server and the
Platform Services Controller. See “Synchronizing Clocks on the vSphere Network,” on page 209.

n Verify that the DNS name of the virtual machine or physical server matches the actual full computer
name.

n Verify that the host name of the virtual machine or physical server that you are installing or upgrading
vCenter Server on complies with RFC 1123 guidelines.

n Verify that the system on which you are installing vCenter Server is not an Active Directory domain
controller.

n If your vCenter Server service is running in a user account other than the Local System account, verify
that the user account in which the vCenter Server service is running has the following permissions:

n Member of the Administrators group

n Log on as a service

n Act as part of the operating system (if the user is a domain user)

n If the system that you use for your vCenter Server installation belongs to a working group rather than a
domain, not all functionality is available to vCenter Server. If assigned to a workgroup, the
vCenter Server system is not able to discover all domains and systems available on the network when
using some features. Your host machine must be connected to a domain if you want to add Active
Directory identity sources after the installation.

n Verify that the LOCAL SERVICE account has read permission on the folder in which vCenter Server is
installed and on the HKLM registry.

n Verify that the connection between the virtual machine or physical server and the domain controller is
working.

vCenter Server for Windows Pre-Install Checks
When you install vCenter Server and the Platform Services Controller, the installer does a pre-install check,
for example, to verify that enough space is available on the virtual machine or physical server where you are
installing vCenter Server, and verifies that the external database, if any, can be successfully accessed.

When you deploy vCenter Server with an embedded Platform Services Controller, or an external
Platform Services Controller, vCenter Single Sign-On is installed as part of the Platform Services Controller.
At the time of installation, the installer provides you with the option to join an existing vCenter Single Sign-
On server domain. When you provide the information about the other vCenter Single Sign-On service, the
installer uses the administrator account to check the host name and password, to verify that the details of
the vCenter Single Sign-On server you provided can be authenticated before proceeding with the
installation process.

The pre-install checker performs checks for the following aspects of the environment:

n Windows version

n Minimum processor requirements

n Minimum memory requirements

n Minimum disk space requirements

n Permissions on the selected install and data directory
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n Internal and external port availability

n External database version

n External database connectivity

n Administrator privileges on the Windows machine

n Any credentials that you enter

For information about the minimum storage requirements, see “vCenter Server for Windows Storage
Requirements,” on page 30. For information about the minimum hardware requirements, see “vCenter
Server for Windows Hardware Requirements,” on page 30.

vCenter Server for Windows Hardware Requirements
When you install vCenter Server on a virtual machine or physical server running Microsoft Windows, your
system must meet specific hardware requirements.

You can install vCenter Server and the Platform Services Controller on the same virtual machine or physical
server or on different virtual machines or physical servers. When you install vCenter Server with an
embedded Platform Services Controller, you install vCenter Server and the Platform Services Controller on
the same virtual machine or physical server. When you install the vCenter Server with an external
Platform Services Controller, first install the Platform Services Controller that contains all of the required
services on one virtual machine or physical server, and then install vCenter Server and the vCenter Server
components on another virtual machine or physical server.

NOTE   Installing vCenter Server on a network drive or USB flash drive is not supported.

Table 2‑5.  Minimum Recommended Hardware Requirements for Installing vCenter Server on a Windows
Machine

Platform Services
Controller

Tiny
Environment
(up to 10
Hosts, 100
Virtual
Machines)

Small
Environment
(up to 100
Hosts, 1000
Virtual
Machines)

Medium
Environment
(up to 400
Hosts, 4,000
Virtual
Machines)

Large
Environment
(up to 1,000
Hosts, 10,000
Virtual
Machines)

Number of CPUs 2 2 4 8 16

Memory 2 GB RAM 8 GB RAM 16 GB RAM 24 GB RAM 32 GB RAM

IMPORTANT   For vCenter Server with an embedded Platform Services Controller, you must add the hardware
requirements for Platform Services Controller to the hardware requirements for vCenter Server depending
on the size of your environment.

For the hardware requirements of your database, see the database documentation. The database
requirements are in addition to the vCenter Server requirements if the database and vCenter Server run on
the same machine.

vCenter Server for Windows Storage Requirements
When you install vCenter Server, your system must meet minimum storage requirements.

The storage requirements per folder depend on the deployment model that you decide to install. During
installation, you can select a folder other than the default C:\Program Files\VMware folder to install
vCenter Server and the Platform Services Controller. You can also select a folder other than the default
C:\ProgramData\VMware\vCenterServer\ in which to store data.
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Table 2‑6.  vCenter Server Minimum Storage Requirements Depending On the Deployment Model

Default Folder

vCenter Server with an
Embedded
Platform Services
Controller

vCenter Server with an
External
Platform Services
Controller

External
Platform Services
Controller

Program Files 6 GB 6 GB 1 GB

ProgramData 8 GB 8 GB 2 GB

System folder (to cache the
MSI installer)

3 GB 3 GB 1 GB

vCenter Server for Windows Software Requirements
Make sure that your operating system supports vCenter Server.

vCenter Server requires a 64-bit operating system, and the 64-bit system DSN is required for vCenter Server
to connect to the external database.

The earliest Windows Server version that vCenter Server supports is Windows Server 2008 SP2. Your
Windows Server must have the latest updates and patches installed. For a full list of supported operating
systems, see Supported host Operating Systems for VMware vCenter Server installation.

vCenter Server for Windows Database Requirements
vCenter Server requires a database to store and organize server data.

Each vCenter Server instance must have its own database. For environments with up to 20 hosts and 200
virtual machines, you can use the bundled PostgreSQL database that the vCenter Server installer can install
and set up for you during the vCenter Server installation. Larger installations require a supported database.

During vCenter Server installation or upgrade, you must select to install the embedded database or point
the vCenter Server system to any existing supported database. vCenter Server supports Oracle and
Microsoft SQL Server databases. For information about supported database server versions, see the VMware
Product Interoperability Matrix at 
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

vCenter Server Appliance Requirements
You can deploy the vCenter Server Appliance on a host running ESXi 5.0 or later. Your system must also
meet specific software and hardware requirements.

When you use Fully Qualified Domain Names, make sure that the machine you use for deploying the
vCenter Server Appliance and the ESXi host are on the same DNS server.

Before you deploy the vCenter Server Appliance, synchronize the clocks of all virtual machines on the
vSphere network. Unsynchronized clocks might result in authentication problems and can cause the
installation to fail or prevent the vCenter Server services from starting. See “Synchronizing Clocks on the
vSphere Network,” on page 209.

vCenter Server Appliance Hardware Requirements
When you deploy the vCenter Server Appliance, you can select to deploy an appliance that is suitable for
the size of your vSphere environment. The option that you select determine the number of CPUs and the
amount of memory that the appliance will have.

The hardware requirements such as number of CPUs and memory depend on the size of your vSphere
inventory.
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Table 2‑7.  Hardware Requirements for VMware vCenter Server Appliance

Resources
Platform Services
Controller

Tiny
Environment
(up to 10
Hosts, 100
Virtual
Machines)

Small
Environment
(up to 100
Hosts, 1,000
Virtual
Machines)

Medium
Environment
(up to 400
Hosts, 4,000
Virtual
Machines)

Large
Environment
(up to 1,000
Hosts, 10,000
Virtual
Machines)

Number of CPUs 2 2 4 8 16

Memory 2 GB RAM 8 GB RAM 16 GB RAM 24 GB RAM 32 GB RAM

IMPORTANT   For vCenter Server Appliance with an embedded Platform Services Controller, you must add
the hardware requirements for Platform Services Controller to the hardware requirements for
vCenter Server Appliance depending on the size of your environment.

vCenter Server Appliance Storage Requirements
When you deploy the vCenter Server Appliance, the host on which you deploy the appliance must meet
minimum storage requirements. The required storage depends not only on the size of the vSphere
environment, but also on the disk provisioning mode.

The storage requirements depend on the deployment model that you select to deploy.

Table 2‑8.  vCenter Server Minimum Storage Requirements Depending On the Deployment Model

vCenter Server Appliance
with an Embedded
Platform Services
Controller

vCenter Server Appliance
with an External
Platform Services
Controller

External
Platform Services
Controller Appliance

Tiny environment (up to 10
hosts, 100 virtual machines)

120 GB 86 GB 30 GB

Small environment (up to
100 hosts, 1,000 virtual
machines)

150 GB 108 GB 30 GB

Medium environment (up to
400 hosts, 4,000 virtual
machine)

300 GB 220 GB 30 GB

Large environment (up to
1,000 hosts, 10,000 virtual
machines)

450 GB 280 GB 30 GB

Software Included in the vCenter Server Appliance
The vCenter Server Appliance is a preconfigured Linux-based virtual machine optimized for running
vCenter Server and associated services.

The vCenter Server Appliance package contains the following software:

n SUSE Linux Enterprise Server 11 Update 3 for VMware, 64-bit edition

n PostgreSQL

n vCenter Server 6.0 and vCenter Server 6.0 components.
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vCenter Server Appliance Software Requirements
The VMware vCenter Server Appliance can be deployed only on hosts that are running ESXi version 5.0 or
later.

You can deploy the vCenter Server Appliance only by using the Client Integration Plug-In, which is an
HTML installer for Windows that you can use to connect directly to an ESXi 5.0.x, ESXi 5.1.x, ESXi 5.5.x, or
ESXi 6.0 host and deploy the vCenter Server Appliance on the host.

IMPORTANT   You cannot deploy the vCenter Server Appliance by using the vSphere Client or the
vSphere Web Client. During the deployment of the vCenter Server Appliance you must provide various
inputs, such as Operating System and vCenter Single Sign-On passwords. If you try to deploy the appliance
by using the vSphere Client or the vSphere Web Client, you are not prompted to provide such inputs and
the deployment fails.

vCenter Server Appliance Database Requirements
The vCenter Server Appliance requires a database to store and organize server data.

Each vCenter Server Appliance instance must have its own database. You can use the bundled PostgreSQL
database that is included in the vCenter Server Appliance, which supports up to 1,000 hosts and 10,000
virtual machines.

For external databases, the vCenter Server Appliance supports only Oracle databases. These Oracle
databases are of the same versions shown in the VMware Product Interoperability Matrix for the version of
the vCenter Server that you are installing. See the VMware Product Interoperability Matrix at 
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

If you want to use an external database, make sure that you create a 64-bit DSN so that vCenter Server can
connect to the Oracle database.

vCenter Server Required Ports
The vCenter Server system both on Windows and in the appliance, must be able to send data to every
managed host and receive data from the vSphere Web Client and the Platform Services Controller services.
To enable migration and provisioning activities between managed hosts, the source and destination hosts
must be able to receive data from each other.

If a port is in use or is blacklisted, the vCenter Server installer displays an error message. You must use
another port number to proceed with the installation. There are internal ports that are used only for inter-
process communication.

VMware uses designated ports for communication. Additionally, the managed hosts monitor designated
ports for data from vCenter Server. If a firewall exists between any of these elements, the installer opens the
ports during the installation or upgrade process. For custom firewalls, you must manually open the
required ports. If you have a firewall between two managed hosts and you want to perform source or target
activities, such as migration or cloning, you must configure a means for the managed hosts to receive data.

NOTE   In Microsoft Windows Server 2008 and later, firewall is enabled by default.
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Table 2‑9.  Ports Required for Communication Between Components

Port Description Can Be Changed During Installation

22 System port for SSHD.
This port is used only by the vCenter Server Appliance.

No

80 vCenter Server requires port 80 for direct HTTP connections. Port
80 redirects requests to HTTPS port 443. This redirection is useful
if you accidentally use http://server instead of https://server.
WS-Management (also requires port 443 to be open).
If you use a Microsoft SQL database that is stored on the same
virtual machine or physical server as the vCenter Server, port 80
is used by the SQL Reporting Service. When you install or
upgrade vCenter Server, the installer prompts you to change the
HTTP port for vCenter Server. Change the vCenter Server HTTP
port to a custom value to ensure a successful installation or
upgrade.

Yes

88 VMware key distribution center port. No

389 This port must be open on the local and all remote instances of
vCenter Server. This is the LDAP port number for the Directory
Services for the vCenter Server group. If another service is
running on this port, it might be preferable to remove it or
change its port to a different port. You can run the LDAP service
on any port from 1025 through 65535.
If this instance is serving as the Microsoft Windows Active
Directory, change the port number from 389 to an available port
from 1025 through 65535.

No

443 The default port that the vCenter Server system uses to listen for
connections from the vSphere Web Client. To enable the
vCenter Server system to receive data from the
vSphere Web Client, open port 443 in the firewall.
The vCenter Server system also uses port 443 to monitor data
transfer from SDK clients.
This port is also used for the following services:
n WS-Management (also requires port 80 to be open)
n Third-party network management client connections to

vCenter Server
n Third-party network management clients access to hosts

Yes

514 vSphere Syslog Collector port for vCenter Server on Windows
and vSphere Syslog Service port for vCenter Server Appliance

Yes

636 For vCenter Server Enhanced Linked Mode, this is the SSL port
of the local instance. If another service is running on this port, it
might be preferable to remove it or change its port to a different
port. You can run the SSL service on any port from 1025 through
65535.

No

902 The default port that the vCenter Server system uses to send data
to managed hosts. Managed hosts also send a regular heartbeat
over UDP port 902 to the vCenter Server system. This port must
not be blocked by firewalls between the server and the hosts or
between hosts.
Port 902 must not be blocked between the vSphere Client and the
hosts. The vSphere Client uses this port to display virtual
machine consoles

Yes

1514 vSphere Syslog Collector TLS port for vCenter Server on
Windows and vSphere Syslog Service TLS port for
vCenter Server Appliance

Yes

2012 Control interface RPC for vCenter Single Sign-On No

2014 RPC port for all VMCA (VMware Certificate Authority) APIs Yes
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Table 2‑9.  Ports Required for Communication Between Components (Continued)

Port Description Can Be Changed During Installation

2020 Authentication framework management Yes

6500 ESXi Dump Collector port Yes

6501 Auto Deploy service Yes

6502 Auto Deploy management Yes

7444 Secure Token Service No

9443 vSphere Web Client HTTPS No

11711 vCenter Single Sign-On LDAP No

11712 vCenter Single Sign-On LDAPS No

To configure the vCenter Server system to use a different port to receive vSphere Web Client data, see the
vCenter Server and Host Management documentation.

For more information about firewall configuration, see the vSphere Security documentation.

vSphere DNS Requirements
You install or upgrade vCenter Server, like any other network server, on a host machine with a fixed IP
address and well-known DNS name, so that clients can reliably access the service.

Assign a static IP address and host name to the Windows server that will host the vCenter Server system.
This IP address must have a valid (internal) domain name system (DNS) registration. When you install
vCenter Server and the Platform Services Controller, you must provide the fully qualified domain name
(FQDN) or the static IP of the host machine on which you are performing the install or upgrade. The
recommendation is to use the FQDN.

When you deploy the vCenter Server Appliance, you can assign a static IP to the appliance. This way, you
ensure that in case of system restart, the IP address of the vCenter Server Appliance remains the same.

Ensure that DNS reverse lookup returns an FQDN when queried with the IP address of the host machine on
which vCenter Server is installed. When you install or upgrade vCenter Server, the installation or upgrade
of the Web server component that supports the vSphere Web Client fails if the installer cannot look up the
fully qualified domain name of the vCenter Server host machine from its IP address. Reverse lookup is
implemented using PTR records.

If you use DHCP instead of a static IP address for vCenter Server, make sure that the vCenter Server
computer name is updated in the domain name service (DNS). If you can ping the computer name, the
name is updated in DNS.

Ensure that the ESXi host management interface has a valid DNS resolution from the vCenter Server and all
vSphere Web Client instances. Ensure that the vCenter Server has a valid DNS resolution from all ESXi hosts
and all vSphere Web Clients.

Verify That the FQDN is Resolvable
You install or upgrade vCenter Server, like any other network server, on a virtual machine or physical
server with a fixed IP address and well-known DNS name, so that clients can reliably access the service.

If you plan to use a FQDN, for the virtual machine or physical server on which you install or upgrade
vCenter Server, you must verify that the FQDN is resolvable.
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Procedure

u At the Windows command prompt, run the nslookup command.

nslookup -nosearch -nodefname your_vCenter_Server_FQDN

If the FQDN is resolvable, the nslookup command returns the IP address and name of the vCenter Server
virtual machine or physical server.

vSphere Web Client Software Requirements
Make sure that your browser supports the vSphere Web Client.

The vSphere Web Client 6.0 requires Adobe Flash Player 16 or later. The latest Adobe Flash Player version
for Linux systems is 11.2. Therefore, the vSphere Web Client cannot run on Linux platforms.

VMware has tested and supports the following guest operating systems and browser versions for the
vSphere Web Client. For best performance, use Google Chrome.

Table 2‑10.  Supported Guest Operating Systems and Minimum Browser Versions for the
vSphere Web Client

Operating system Browser

Windows Microsoft Internet Explorer 10.0.19 and later.
Mozilla Firefox 34 and later.
Google Chrome 39 and later.

Mac OS Mozilla Firefox 34 and later.
Google Chrome 39 and later.

Client Integration Plug-In Software Requirements
If you plan to install the Client Integration Plug-in separately from the vSphere Web Client so that you can
connect to an ESXi host and deploy or upgrade the vCenter Server Appliance, make sure that your browser
supports the Client Integration Plug-in.

To use the Client Integration Plug-in, verify that you have one of the supported Web browsers.

Table 2‑11.  Supported Web Browsers

Browser Supported Versions

Microsoft Internet Explorer Version 10 and 11

Mozilla Firefox Version 30 and later

Google Chrome Version 35 and later
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vSphere Client Requirements
You can install the vSphere Client to manage single ESXi host. The Windows system on which you install
the vSphere Client must meet specific hardware and software requirements.

vSphere Client Hardware Requirements
Make sure that the vSphere Client hardware meets the minimum requirements.

vSphere Client Minimum Hardware Requirements and Recommendations
Table 2‑12.  vSphere Client Minimum Hardware Requirements and Recommendations

vSphere Client Hardware Requirements and Recommendations

CPU 1 CPU

Processor 500MHz or faster Intel or AMD processor (1GHz
recommended)

Memory 500MB (1GB recommended)

Disk Storage 1.5GB free disk space for a complete installation, which
includes the following components:
n Microsoft .NET 2.0 SP2
n Microsoft .NET 3.0 SP2
n Microsoft .NET 3.5 SP1
n Microsoft Visual J#

Remove any previously installed versions of Microsoft
Visual J# on the system where you are installing the
vSphere Client.

n vSphere Client
If you do not have any of these components already
installed, you must have 400MB free on the drive that has
the %temp% directory.
If you have all of the components already installed, 300MB
of free space is required on the drive that has the %temp%
directory, and 450MB is required for vSphere Client.

Networking Gigabit connection recommended

vSphere Client Software Requirements
Make sure that your operating system supports the vSphere Client.

For the most current, complete list of supported operating systems for the vSphere Client, see Supported
host operating systems for vSphere Client (Windows) installation.

The vSphere Client requires the Microsoft .NET 3.5 SP1 Framework. If it is not installed on your system, the
vSphere Client installer installs it. The .NET 3.5 SP1 installation might require Internet connectivity to
download more files.

TCP and UDP Ports for the vSphere Client
ESXi hosts and other network components are accessed using predetermined TCP and UDP ports. If you
manage network components from outside a firewall, you might be required to reconfigure the firewall to
allow access on the appropriate ports.

The table lists TCP and UDP ports, and the purpose and the type of each. Ports that are open by default at
installation time are indicated by (Default).
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Table 2‑13.  TCP and UDP Ports

Port Purpose Traffic Type

443 (Default) HTTPS access
vSphere Client access to vCenter Server
vSphere Client access to ESXi hosts
vSphere Client access to vSphere Update Manager

Incoming TCP

902 (Default) vSphere Client access to virtual machine consoles Incoming and
outgoing TCP,
outgoing UDP

903 Remote console traffic generated by user access to virtual machines on a
specific host.
vSphere Client access to virtual machine consoles
MKS transactions (xinetd/vmware-authd-mks)

Incoming TCP

Required Free Space for System Logging
If you used Auto Deploy to install your ESXi 6.0 host, or if you set up a log directory separate from the
default location in a scratch directory on the VMFS volume, you might need to change your current log size
and rotation settings to ensure that enough space is available for system logging .

All vSphere components use this infrastructure. The default values for log capacity in this infrastructure
vary, depending on the amount of storage available and on how you have configured system logging. Hosts
that are deployed with Auto Deploy store logs on a RAM disk, which means that the amount of space
available for logs is small.

If your host is deployed with Auto Deploy, reconfigure your log storage in one of the following ways:

n Redirect logs over the network to a remote collector.

n Redirect logs to a NAS or NFS store.

If you redirect logs to non-default storage, such as a NAS or NFS store, you might also want to reconfigure
log sizing and rotations for hosts that are installed to disk.

You do not need to reconfigure log storage for ESXi hosts that use the default configuration, which stores
logs in a scratch directory on the VMFS volume. For these hosts, ESXi 6.0 configures logs to best suit your
installation, and provides enough space to accommodate log messages.

Table 2‑14.  Recommended Minimum Size and Rotation Configuration for hostd, vpxa, and fdm Logs

Log Maximum Log File Size
Number of Rotations to
Preserve Minimum Disk Space Required

Management Agent
(hostd)

10 MB 10 100 MB

VirtualCenter Agent
(vpxa)

5 MB 10 50 MB

vSphere HA agent (Fault
Domain Manager, fdm)

5 MB 10 50 MB

For information about setting up a remote log server, see “Configure Syslog on ESXi Hosts,” on page 176.
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Before You Install ESXi 3
Before you install ESXi, understand the installation process and options.

This chapter includes the following topics:

n “Options for Installing ESXi,” on page 39

n “Media Options for Booting the ESXi Installer,” on page 42

n “Using Remote Management Applications,” on page 53

n “Required Information for ESXi Installation,” on page 53

n “Download the ESXi Installer,” on page 54

Options for Installing ESXi
ESXi can be installed in several ways. To ensure the best vSphere deployment, understand the options
thoroughly before beginning the installation.

ESXi installations are designed to accommodate a range of deployment sizes.

Depending on the installation method you choose, different options are available for accessing the
installation media and booting the installer.

Interactive ESXi Installation
Interactive installations are recommended for small deployments of fewer than five hosts.

You boot the installer from a CD or DVD, from a bootable USB device, or by PXE booting the installer from
a location on the network. You follow the prompts in the installation wizard to install ESXi to disk. See 
“Installing ESXi Interactively,” on page 55.

Scripted ESXi Installation
Running a script is an efficient way to deploy multiple ESXi hosts with an unattended installation.

The installation script contains the host configuration settings. You can use the script to configure multiple
hosts with the same settings. See “Installing or Upgrading Hosts by Using a Script,” on page 58.

The installation script must be stored in a location that the host can access by HTTP, HTTPS, FTP, NFS,
CDROM, or USB. You can PXE boot the ESXi installer or boot it from a CD/DVD or USB drive.
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Figure 3‑1.  Scripted Installation
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Auto Deploy ESXi Installation
vSphere 5.x and vSphere 6.0 provide several ways to install ESXi with Auto Deploy.

These topics describe Auto Deploy options for ESXi installation.

Provisioning ESXi Hosts by Using vSphere Auto Deploy
With the vSphere Auto Deploy ESXi feature, you can provision and reprovision large numbers of ESXi hosts
efficiently with vCenter Server.

When you provision hosts by using Auto Deploy, vCenter Server loads the ESXi image directly into the host
memory. Auto Deploy does not store the ESXi state on the host disk.

vCenter Server makes ESXi updates and patches available for download in the form of an image profile.
Optionally, the host configuration is provided in the form of a host profile. You can create host profiles by
using the vSphere Web Client. You can create custom image profiles by using ESXi Image Builder CLI. See 
“Using vSphere ESXi Image Builder,” on page 137 and vSphere Host Profiles.

The first time you provision a host by using Auto Deploy, the host PXE boots and establishes contact with
the Auto Deploy server, which streams the image profile and any host profile to the host. The host starts
using the image profile, and Auto Deploy assigns the host to the appropriate vCenter Server system.

When you restart the host, the Auto Deploy server continues to provision the host with the appropriate
image and host profile. To provision the host with a different image profile, you must change the rule that
specifies the image profile, and perform a test and repair compliance operation. To propagate changes to all
hosts that the rule specifies, change the rule and perform the test and repair operation. The ability to
propagate changes to multiple hosts makes Auto Deploy an efficient way to provision and reprovision large
numbers of hosts, and to enforce compliance to a master ESXi image.

See “Understanding vSphere Auto Deploy,” on page 72.
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Using vSphere Auto Deploy for Stateful Installations
In some situations, it is useful to provision hosts with Auto Deploy and to perform all subsequent boots
from disk.

You can use vSphere Auto Deploy to provision an ESXi host, and set up a host profile that causes the host to
store the ESXi image and configuration on the local disk, a remote disk, or a USB drive. Subsequently, the
ESXi host boots from this local image. Auto Deploy no longer provisions the host. This process is similar to
performing a scripted installation. With a scripted installation, the script provisions a host and the host then
boots from disk. For this case, Auto Deploy provisions a host and the host then boots from disk.

See “Using Auto Deploy for Stateless Caching and Stateful Installs,” on page 94.

vSphere Auto Deploy and Stateless Caching
You can use vSphere Auto Deploy to provision an ESXi host, and set up a host profile that causes the host to
store the ESXI image and configuration on the local disk, a remote disk, or a USB drive.

Subsequently, the Auto Deploy server continues to provision this host. If the Auto Deploy server is not
available, the host uses the image on disk.

See “Using Auto Deploy for Stateless Caching and Stateful Installs,” on page 94.

Customizing Installations with ESXi Image Builder CLI
You can use ESXi Image Builder CLI to create ESXi installation images with a customized set of updates,
patches, and drivers.

ESXi Image Builder CLI is a PowerShell CLI command set that you can use to create an ESXi installation
image with a customized set of ESXi updates and patches. You can also include third-party network or
storage drivers that are released between vSphere releases.

You can deploy an ESXi image created with Image Builder in either of the following ways:

n By burning it to an installation DVD.

n Through vCenter Server, using the Auto Deploy feature.

See “Using vSphere ESXi Image Builder,” on page 137 and “Installing ESXi Using vSphere Auto Deploy,”
on page 71.

About ESXi Evaluation and Licensed Modes
You can use evaluation mode to explore the entire set of features for ESXi hosts. The evaluation mode
provides the set of features equal to a vSphere Enterprise Plus license. Before the evaluation mode expires,
you must assign to your hosts a license that supports all the features in use.

For example, in evaluation mode, you can use vSphere vMotion technology, the vSphere HA feature, the
vSphere DRS feature, and other features. If you want to continue using these features, you must assign a
license that supports them.

The installable version of ESXi hosts is always installed in evaluation mode. ESXi Embedded is preinstalled
on an internal storage device by your hardware vendor. It might be in evaluation mode or prelicensed.

The evaluation period is 60 days and begins when you turn on the ESXi host. At any time during the 60-day
evaluation period, you can convert from licensed mode to evaluation mode. The time available in the
evaluation period is decreased by the time already used.
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For example, suppose that you use an ESXi host in evaluation mode for 20 days and then assign a
vSphere Standard Edition license key to the host. If you set the host back in evaluation mode, you can
explore the entire set of features for the host for the remaining evaluation period of 40 days.

For information about managing licensing for ESXi hosts, see the vCenter Server and Host Management
documentation.

Media Options for Booting the ESXi Installer
The ESXi installer must be accessible to the system on which you are installing ESXi.

The following boot media are supported for the ESXi installer:

n Boot from a CD/DVD. See “Download and Burn the ESXi Installer ISO Image to a CD or DVD,” on
page 42.

n Boot from a USB flash drive. See “Format a USB Flash Drive to Boot the ESXi Installation or Upgrade,”
on page 42.

n PXE boot from the network. “PXE Booting the ESXi Installer,” on page 46

n Boot from a remote location using a remote management application. See “Using Remote Management
Applications,” on page 53

Download and Burn the ESXi Installer ISO Image to a CD or DVD
If you do not have an ESXi installation CD/DVD, you can create one.

You can also create an installer ISO image that includes a custom installation script. See “Create an Installer
ISO Image with a Custom Installation or Upgrade Script,” on page 45.

Procedure

1 Download the ESXi installer from the VMware Web site at 
https://my.vmware.com/web/vmware/downloads.

ESXi is listed under Datacenter & Cloud Infrastructure.

2 Confirm that the md5sum is correct.

See the VMware Web site topic Using MD5 Checksums at 
http://www.vmware.com/download/md5.html.

3 Burn the ISO image to a CD or DVD.

Format a USB Flash Drive to Boot the ESXi Installation or Upgrade
You can format a USB flash drive to boot the ESXi installation or upgrade.

Perform the procedure on a Linux machine with an operating system that can detect the USB flash drive. In
the examples, the operating system detects the USB flash drive as /dev/sdb.

NOTE   The ks file that contains the installation script cannot be located on the same USB flash drive that you
are using to boot the installation or upgrade.

Prerequisites

n The ESXi ISO image VMware-VMvisor-Installer-6.x.x-XXXXXX.x86_64.iso, including the isolinux.cfg
file, where 6.x.x is the version of ESXi that you are installing, and XXXXXX is the build number of the
installer ISO image

n Linux machine with access to Syslinux version 3.86 or 4.03
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Procedure

1 If your USB flash drive is not detected as /dev/sdb, or you are not sure how your USB flash drive is
detected, determine how it is detected.

a At the command line, run the following command.

tail -f /var/log/messages

This command displays the current log messages.

b Plug in your USB flash drive.

You see several messages that identify the USB flash drive, in a format similar to the following
message.

Oct 25 13:25:23 ubuntu kernel: [  712.447080] sd 3:0:0:0: [sdb] Attached SCSI removable 

disk

In this example, sdb identifies the USB device. If your device is identified differently, use that
identification, in place of sdb.

2 Create a partition table on the USB flash device.

/sbin/fdisk /dev/sdb

a Type d to delete partitions until they are all deleted.

b Type n to create a primary partition 1 that extends over the entire disk.

c Type t to set the type to an appropriate setting for the FAT32 file system, such as c.

d Type a to set the active flag on partition 1.

e Type p to print the partition table.

The result should be similar to the following text:

Disk /dev/sdb: 2004 MB, 2004877312 bytes

255 heads, 63 sectors/track, 243 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

   Device Boot      Start         End      Blocks   Id  System

/dev/sdb1             1           243      1951866  c   W95 FAT32 (LBA)

f Type w to write the partition table and exit the program.

3 Format the USB flash drive with the Fat32 file system.

/sbin/mkfs.vfat -F 32 -n USB /dev/sdb1

4 Run the following commands.

/path_to_syslinux-version_directory/syslinux-version/bin/syslinux /dev/sdb1

cat /path_to_syslinux-version_directory/syslinux-version/usr/share/syslinux/mbr.bin 

> /dev/sdb

5 Mount the USB flash drive.

mount /dev/sdb1 /usbdisk

6 Mount the ESXi installer ISO image.

mount -o loop VMware-VMvisor-Installer-6.x.x-XXXXXX.x86_64.iso /esxi_cdrom

7 Copy the contents of the ISO image to /usbdisk.

cp -r /esxi_cdrom/* /usbdisk
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8 Rename the isolinux.cfg file to syslinux.cfg.

mv /usbdisk/isolinux.cfg /usbdisk/syslinux.cfg

9 In the /usbdisk/syslinux.cfg file, change the APPEND -c boot.cfg line to APPEND -c boot.cfg -p 1.

10 If you use Syslinux version 4.03, replace menu.c32.

cp / path_to_syslinux directory/syslinux-4.03/usr/share/syslinux/menu.c32 /usbdisk/

11 Unmount the USB flash drive.

umount /usbdisk

12 Unmount the installer ISO image.

umount /esxi_cdrom

The USB flash drive can boot the ESXi installer.

Create a USB Flash Drive to Store the ESXi Installation Script or Upgrade Script
You can use a USB flash drive to store the ESXi installation script or upgrade script that is used during
scripted installation or upgrade of ESXi.

When multiple USB flash drives are present on the installation machine, the installation software searches
for the installation or upgrade script on all attached USB flash drives.

The instructions in this procedure assume that the USB flash drive is detected as /dev/sdb.

NOTE   The ks file containing the installation or upgrade script cannot be located on the same USB flash drive
that you are using to boot the installation or upgrade.

Prerequisites

n Linux machine

n ESXi installation or upgrade script, the ks.cfg kickstart file

n USB flash drive

Procedure

1 Attach the USB flash drive to a Linux machine that has access to the installation or upgrade script.

2 Create a partition table.

/sbin/fdisk /dev/sdb

a Type d to delete partitions until they are all deleted.

b Type n to create primary partition 1 that extends over the entire disk.

c Type t to set the type to an appropriate setting for the FAT32 file system, such as c.

d Type p to print the partition table.

The result should be similar to the following text:

Disk /dev/sdb: 2004 MB, 2004877312 bytes

255 heads, 63 sectors/track, 243 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

   Device Boot      Start         End      Blocks   Id  System

/dev/sdb1             1           243      1951866  c   W95 FAT32 (LBA)

e Type w to write the partition table and quit.
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3 Format the USB flash drive with the Fat32 file system.

/sbin/mkfs.vfat -F 32 -n USB /dev/sdb1

4 Mount the USB flash drive.

mount /dev/sdb1 /usbdisk

5 Copy the ESXi installation script to the USB flash drive.

cp ks.cfg /usbdisk

6 Unmount the USB flash drive.

The USB flash drive contains the installation or upgrade script for ESXi.

What to do next

When you boot the ESXi installer, point to the location of the USB flash drive for the installation or upgrade
script. See “Enter Boot Options to Start an Installation or Upgrade Script,” on page 58 and “About PXE
Configuration Files,” on page 49.

Create an Installer ISO Image with a Custom Installation or Upgrade Script
You can customize the standard ESXi installer ISO image with your own installation or upgrade script. This
customization enables you to perform a scripted, unattended installation or upgrade when you boot the
resulting installer ISO image.

See also “About Installation and Upgrade Scripts,” on page 60 and “About the boot.cfg File,” on page 68.

Prerequisites

n Linux machine

n The ESXi ISO image VMware-VMvisor-Installer-6.x.x-XXXXXX.x86_64.iso,where 6.x.x is the version of
ESXi you are installing, and XXXXXX is the build number of the installer ISO image

n Your custom installation or upgrade script, the ks_cust.cfg kickstart file

Procedure

1 Download the ESXi ISO image from the VMware Web site.

2 Mount the ISO image in a folder:

mount -o loop VMware-VMvisor-Installer-6.x.x-XXXXXX.x86_64.iso /esxi_cdrom_mount

XXXXXX is the ESXi build number for the version that you are installing or upgrading to.

3 Copy the contents of cdrom to another folder:

cp -r /esxi_cdrom_mount /esxi_cdrom

4 Copy the kickstart file to /esxi_cdrom.

cp ks_cust.cfg /esxi_cdrom

5 (Optional) Modify the boot.cfg file to specify the location of the installation or upgrade script by using
the kernelopt option.

This step automates the installation or upgrade, without the need to specify the kickstart file during the
installation or upgrade.

6 Recreate the ISO image:

mkisofs -relaxed-filenames -J -R -o custom_esxi.iso -b isolinux.bin -c boot.cat -no-emul-boot

-boot-load-size 4 -boot-info-table /esxi_cdrom

Chapter 3 Before You Install ESXi

VMware, Inc.  45



The ISO image includes your custom installation or upgrade script.

What to do next

Install ESXi from the ISO image.

PXE Booting the ESXi Installer
You use the preboot execution environment (PXE) to boot a host and start the ESXi installer from a network
interface.

ESXi 6.0 is distributed in an ISO format that is designed to install to flash memory or to a local hard drive.
You can extract the files and boot by using PXE.

PXE uses Dynamic Host Configuration Protocol (DHCP) and Trivial File Transfer Protocol (TFTP) to boot an
operating system over a network.

PXE booting requires some network infrastructure and a machine with a PXE-capable network adapter.
Most machines that can run ESXi have network adapters that can PXE boot.

NOTE   Ensure that the vSphere Auto Deploy server has an IPv4 address. PXE booting is supported only
with IPv4.

About the TFTP Server, PXELINUX, and gPXE
Trivial File Transfer Protocol (TFTP) is similar to the FTP service, and is typically used only for network
booting systems or loading firmware on network devices such as routers.

Most Linux distributions include a copy of the tftp-hpa server. If you require a supported solution, purchase
a supported TFTP server from your vendor of choice.

If your TFTP server will run on a Microsoft Windows host, use tftpd32 version 2.11 or later. See 
http://tftpd32.jounin.net/. Earlier versions of tftpd32 were incompatible with PXELINUX and gPXE.

You can also acquire a TFTP server from one of the packaged appliances on the VMware Marketplace.

The PXELINUX and gPXE environments allow your target machine to boot the ESXi installer. PXELINUX is
part of the SYSLINUX package, which can be found at 
http://www.kernel.org/pub/linux/utils/boot/syslinux/, although many Linux distributions include it. Many
versions of PXELINUX also include gPXE. Some distributions, such as Red Hat Enterprise Linux version 5.3,
include earlier versions of PXELINUX that do not include gPXE.

If you do not use gPXE, you might experience problems while booting the ESXi installer on a heavily loaded
network TFTP is sometimes unreliable for transferring large amounts of data. If you use PXELINUX without
gPXE, the pxelinux.0 binary file, the configuration file, the kernel, and other files are transferred by TFTP. If
you use gPXE, only the gpxelinux.0 binary file and configuration file are transferred by TFTP. With gPXE,
you can use a Web server to transfer the kernel and other files required to boot the ESXi installer.

NOTE   VMware tests PXE booting with PXELINUX version 3.86. This is not a statement of limited support.
For support of third-party agents that you use to set up your PXE booting infrastructure, contact the vendor.
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Figure 3‑2.  Overview of PXE Boot Installation Process
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Sample DHCP Configuration
To PXE boot the ESXi installer, the DHCP server must send the address of the TFTP server and a pointer to
the pxelinux.0 or gpxelinux.0 directory.

The DHCP server is used by the target machine to obtain an IP address. The DHCP server must be able to
determine whether the target machine is allowed to boot and the location of the PXELINUX binary (which
usually resides on a TFTP server). When the target machine first boots, it broadcasts a packet across the
network requesting this information to boot itself. The DHCP server responds.

CAUTION   Do not set up a new DHCP server if your network already has one. If multiple DHCP servers
respond to DHCP requests, machines can obtain incorrect or conflicting IP addresses, or can fail to receive
the proper boot information. Talk to a network administrator before setting up a DHCP server. For support
on configuring DHCP, contact your DHCP server vendor.
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Many DHCP servers can PXE boot hosts. If you are using a version of DHCP for Microsoft Windows, see the
DHCP server documentation to determine how to pass the next-server and filename arguments to the
target machine.

gPXE Example

This example shows how to configure a ISC DHCP version 3.0 server to enable gPXE.

allow booting;

allow bootp;

# gPXE options

option space gpxe;

option gpxe-encap-opts code 175 = encapsulate gpxe;

option gpxe.bus-id code 177 = string;

class "pxeclients" {

   match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";

   next-server TFTP server address;

   if not exists gpxe.bus-id {

      filename "/gpxelinux.0";

   }

}

subnet Network address netmask Subnet Mask {

   range Starting IP Address Ending IP Address;

}

When a machine attempts to PXE boot, the DHCP server provides an IP address and the location of the
gpxelinux.0 binary file on the TFTP server. The IP address assigned is in the range defined in the subnet
section of the configuration file.

PXELINUX (without gPXE) Example

This example shows how to configure a ISC DHCP version 3.0 server to enable PXELINUX.

#

# DHCP Server Configuration file.

#   see /usr/share/doc/dhcp*/dhcpd.conf.sample

#

ddns-update-style ad-hoc;

allow booting;

allow bootp;

class "pxeclients" {

   match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";

   next-server xxx.xxx.xx.xx;

   filename = "pxelinux.0";

}

subnet 192.168.48.0 netmask 255.255.255.0 {

   range 192.168.48.100 192.168.48.250;

}

When a machine attempts to PXE boot, the DHCP server provides an IP address and the location of the
pxelinux.0 binary file on the TFTP server. The IP address assigned is in the range defined in the subnet
section of the configuration file.
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About PXE Configuration Files
The PXE configuration file defines the menu displayed to the target ESXi host as it boots up and contacts the
TFTP server. You need a PXE configuration file to PXE boot the ESXi installer.

The TFTP server constantly listens for PXE clients on the network. When it detects that a PXE client is
requesting PXE services, it sends the client a network package that contains a boot menu.

Required Files

In the PXE configuration file, you must include paths to the following files:

n mboot.c32 is the boot loader.

n boot.cfg is the boot loader configuration file.

See “About the boot.cfg File,” on page 68

File Name for the PXE Configuration File

For the file name of the PXE configuration file, select one of the following options:

n 01-mac_address_of_target_ESXi_host. For example, 01-23-45-67-89-0a-bc

n The target ESXi host IP address in hexadecimal notation.

n default

The initial boot file, pxelinux.0 or gpxelinux.0, tries to load a PXE configuration file. It tries with the MAC
address of the target ESXi host, prefixed with its ARP type code, which is 01 for Ethernet. If that attempt
fails, it tries with the hexadecimal notation of target ESXi system IP address. Ultimately, it tries to load a file
named default.

File Location for the PXE Configuration File

Save the file in var/lib/tftpboot/pxelinux.cfg/ on the TFTP server.

For example, you might save the file on the TFTP server at /tftpboot/pxelinux.cfg/01-00-21-5a-ce-40-f6.
The MAC address of the network adapter on the target ESXi host is 00-21-5a-ce-40-f6.

PXE Boot the ESXi Installer by Using PXELINUX and a PXE Configuration File
You can use a TFTP server to PXE boot the ESXi installer, using PXELINUX and a PXE configuration file.

See also “About Installation and Upgrade Scripts,” on page 60 and “About the boot.cfg File,” on page 68.

Prerequisites

Verify that your environment has the following components:

n The ESXi installer ISO image downloaded from the VMware Web site.

n TFTP server that supports PXE booting with gPXE. See “About the TFTP Server, PXELINUX, and
gPXE,” on page 46.

n DHCP server configured for PXE booting. See “Sample DHCP Configuration,” on page 47.

n PXELINUX.

n Server with a hardware configuration that is supported with your version of ESXi. See VMware
Compatibility Guide at http://www.vmware.com/resources/compatibility/search.php.

n Network security policies to allow TFTP traffic (UDP port 69).

n (Optional) Installation script, the kickstart file. See “About Installation and Upgrade Scripts,” on
page 60.
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n Network adapter with PXE support on the target ESXi host.

n IPv4 networking. IPv6 is not supported for PXE booting.

Use a native VLAN in most cases. To specify the VLAN ID to be used with PXE booting, verify that your
NIC supports VLAN ID specification.

Procedure

1 Create the /tftpboot/pxelinux.cfg directory on your TFTP server.

2 On the Linux machine, install PXELINUX.

PXELINUX is included in the Syslinux package. Extract the files, locate the pxelinux.0 file, and copy it
to the /tftpboot directory on your TFTP server.

3 Configure the DHCP server to send the following information to each client host:

n The name or IP address of your TFTP server

n The name of your initial boot file, pxelinux.0

4 Copy the contents of the ESXi installer image to the /var/lib/tftpboot directory on the TFTP server.

5 (Optional) For a scripted installation, in the boot.cfg file, add the kernelopt option to the line after the
kernel command, to specify the location of the installation script.

Use the following code as a model, where XXX.XXX.XXX.XXX is the IP address of the server where the
installation script resides, and esxi_ksFiles is the directory that contains the ks.cfg file.

kernelopt=ks=http://XXX.XXX.XXX.XXX/esxi_ksFiles/ks.cfg

6 Create a PXE configuration file.

This file defines how the host boots when no operating system is present. The PXE configuration file
references the boot files. Use the following code as a model, where XXXXXX is the build number of the
ESXi installer image.

DEFAULT menu.c32

MENU TITLE ESXi-6.x.x-XXXXXX-full Boot Menu

NOHALT 1

PROMPT 0

TIMEOUT 80

LABEL install

  KERNEL mboot.c32

   APPEND -c location of boot.cfg

MENU LABEL ESXi-6.x.x-XXXXXX-full ^Installer

LABEL hddboot

 LOCALBOOT 0x80

 MENU LABEL ^Boot from local disk

7 Name the file with the media access control (MAC) address of the target host machine: 01-
mac_address_of_target_ESXi_host.

For example, 01-23-45-67-89-0a-bc.

8 Save the PXE configuration file in /tftpboot/pxelinux.cfg on the TFTP server.

9 Boot the machine with the network adapter.
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PXE Boot the ESXi Installer by Using PXELINUX and an isolinux.cfg PXE
Configuration File
You can PXE boot the ESXi installer by using PXELINUX, and you can use the isolinux.cfg file as the PXE
configuration file.

See also “About Installation and Upgrade Scripts,” on page 60 and “About the boot.cfg File,” on page 68

Prerequisites

Verify that your environment has the following components:

n The ESXi installer ISO image downloaded from the VMware Web site.

n TFTP server that supports PXE booting with PXELINUX. See “About the TFTP Server, PXELINUX, and
gPXE,” on page 46.

n DHCP server configured for PXE booting. See “Sample DHCP Configuration,” on page 47.

n PXELINUX.

n Server with a hardware configuration that is supported with your version of ESXi. See the VMware
Compatibility Guide http://www.vmware.com/resources/compatibility/search.php.

n Network security policies to allow TFTP traffic (UDP port 69).

n (Optional) Installation script, the kickstart file. See “About Installation and Upgrade Scripts,” on
page 60.

n Network adapter with PXE support on the target ESXi host.

n IPv4 networking. IPv6 is not supported for PXE booting.

Use a native VLAN in most cases. To specify the VLAN ID to be used with PXE booting, verify that your
NIC supports VLAN ID specification.

Procedure

1 Create the /tftpboot/pxelinux.cfg directory on your TFTP server.

2 On the Linux machine, install PXELINUX.

PXELINUX is included in the Syslinux package. Extract the files, locate the pxelinux.0 file, and copy it
to the /tftpboot directory on your TFTP server.

3 Configure the DHCP server.

The DHCP server sends the following information to your client hosts:

n The name or IP address of your TFTP server

n The name of your initial boot file, pxelinux.0

4 Copy the contents of the ESXi installer image to the /var/lib/tftpboot directory on the TFTP server.

5 (Optional) For a scripted installation, in the boot.cfg file, add the kernelopt option on the line after the
kernel command to specify the location of the installation script.

In the following example, XXX.XXX.XXX.XXX is the IP address of the server where the installation
script resides.

kernelopt=ks=http://XXX.XXX.XXX.XXX/esxi_ksFiles/ks.cfg
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6 Copy the isolinux.cfg file from the ESXi installer ISO image to the /tftpboot/pxelinux.cfg directory.

The isolinux.cfg file contains the following code, where XXXXXX is the build number of the ESXi
installer image:

DEFAULT menu.c32

MENU TITLE ESXi-6.x.x-XXXXXX-full Boot Menu

NOHALT 1

PROMPT 0

TIMEOUT 80

LABEL install

  KERNEL mboot.c32

   APPEND -c location of boot.cfg

MENU LABEL ESXi-6.x.x-XXXXXX-full ^Installer

LABEL hddboot

 LOCALBOOT 0x80

 MENU LABEL ^Boot from local disk

7 Rename the isolinux.cfg file with the MAC address of the target host machine: 01-
mac_address_of_target_ESXi_host. For example, 01-23-45-67-89-0a-bc

8 Boot the machine with the network adapter.

PXE Boot the ESXi Installer Using gPXE
You can PXE boot the ESXi installer using gPXE.

See also “About Installation and Upgrade Scripts,” on page 60 and “About the boot.cfg File,” on page 68

Prerequisites

Verify that your environment has the following components:

n The ESXi installer ISO image downloaded from the VMware Web site

n HTTP Web server that is accessible by your target ESXi hosts

n DHCP server configured for PXE booting: /etc/dhcpd.conf is configured for client hosts with a TFTP
server and the initial boot file set to gpxelinux.0/undionly.kpxe. See “Sample DHCP Configuration,”
on page 47.

n Server with a hardware configuration that is supported with your version of ESXi. See the Hardware
Compatibility Guide at http://www.vmware.com/resources/compatibility/search.php.

n gPXELINUX

n (Optional) ESXi installation script. See “About Installation and Upgrade Scripts,” on page 60.

Use a native VLAN in most cases. If you want to specify the VLAN ID to be used with PXE booting, check
that your NIC supports VLAN ID specification.

Procedure

1 Copy the contents of the ESXi installer ISO image to the /var/www/html directory on the HTTP server.
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2 Modify the boot.cfg file with the information for the HTTP server.

Use the following code as a model, where XXX.XXX.XXX.XXX is the HTTP server IP address. The
kernelopt line is optional. Include that option to specify the location of the installation script for a
scripted installation.

title=Loading ESX installer

kernel=http://XXX.XXX.XXX.XXX/tboot.b00

kernelopt=ks=http://XXX.XXX.XXX.XXX/esxi_ksFiles/ks.cfg

modules=http://XXX.XXX.XXX.XXX/b.b00 --- http://XXX.XXX.XXX.XXX/useropts.gz --- 

http://XXX.XXX.XXX.XXX/k.b00 --- http://XXX.XXX.XXX.XXX/a.b00 --- 

http://XXX.XXX.XXX.XXX/s.v00 --- http://XXX.XXX.XXX.XXX/weaselin.t00 --- 

http://XXX.XXX.XXX.XXX/tools.t00 --- http://XXX.XXX.XXX.XXX/imgdb.tgz --- 

http://XXX.XXX.XXX.XXX/imgpayld.tgz

3 gPXE boot the host and press Ctrl+B to access the GPT menu.

4 Enter the following commands to boot with the ESXi installer, where XXX.XXX.XXX.XXX is the HTTP
server IP address.

dhcp net0 ( if dchp is not set)

kernel -n mboot.c32 http://XXX.XXX.XXX.XXX/mboot.c32

imgargs mboot.c32 -c http://XXX.XXX.XXX.XXX/boot.cfg

boot mboot.c32

Installing and Booting ESXi with Software FCoE
You can install and boot ESXi from an FCoE LUN using VMware software FCoE adapters and network
adapters with FCoE offload capabilities. Your host does not require a dedicated FCoE HBA.

See the vSphere Storage documentation for information about installing and booting ESXi with software
FCoE.

Using Remote Management Applications
Remote management applications allow you to install ESXi on servers that are in remote locations.

Remote management applications supported for installation include HP Integrated Lights-Out (iLO), Dell
Remote Access Card (DRAC), IBM management module (MM), and Remote Supervisor Adapter II (RSA II).
For a list of currently supported server models and remote management firmware versions, see “Supported
Remote Management Server Models and Firmware Versions,” on page 25. For support on remote
management applications, contact the vendor.

You can use remote management applications to do both interactive and scripted installations of ESXi
remotely.

If you use remote management applications to install ESXi, the virtual CD might encounter corruption
problems with systems or networks operating at peak capacity. If a remote installation from an ISO image
fails, complete the installation from the physical CD media.

Required Information for ESXi Installation
In an interactive installation, the system prompts you for the required system information. In a scripted
installation, you must supply this information in the installation script.

For future use, note the values you use during the installation. These notes are useful if you must reinstall
ESXi and reenter the values that you originally chose.
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Table 3‑1.  Required Information for ESXi Installation

Information
Required or
Optional Default Comments

Keyboard layout Required U.S. English  

VLAN ID Optional None Range: 0 through 4094

IP address Optional DHCP You can allow DHCP to configure the network
during installation. After installation, you can
change the network settings.Subnet mask Optional Calculated based on the IP

address

Gateway Optional Based on the configured IP
address and subnet mask

Primary DNS Optional Based on the configured IP
address and subnet mask

Secondary DNS Optional None

Host name Required for
static IP
settings

None The vSphere Web Client can use either the host
name or the IP address to access the ESXi host.

Install location Required None Must be at least 5 GB if you install the
components on a single disk.

Migrate existing
ESXi settings.
Preserve existing
VMFS datastore.

Required if
you are
installing
ESXi on a
drive with an
existing ESXi
installation.

None If you have an existing ESXi 5.x installation, the
ESXi installer offers a choice between
preserving or overwriting the VMFS datastore
during installation

Root password Optional None The root password must contain between 8 and
40 characters. For information about passwords
see the vSphere Security documentation.

Download the ESXi Installer
Download the installer for ESXi.

Prerequisites

Create a My VMware account at https://my.vmware.com/web/vmware/.

Procedure

1 Download the ESXi installer from the VMware Web site at 
https://my.vmware.com/web/vmware/downloads.

ESXi is listed under Datacenter & Cloud Infrastructure.

2 Confirm that the md5sum is correct.

See the VMware Web site topic Using MD5 Checksums at 
http://www.vmware.com/download/md5.html.
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Installing ESXi 4
You can install ESXi interactively, with a scripted installation, or with vSphere Auto Deploy.

This chapter includes the following topics:

n “Installing ESXi Interactively,” on page 55

n “Installing or Upgrading Hosts by Using a Script,” on page 58

n “Installing ESXi Using vSphere Auto Deploy,” on page 71

n “Using vSphere ESXi Image Builder,” on page 137

Installing ESXi  Interactively
Use the interactive installation option for small deployments of less than five hosts.

In a typical interactive installation, you boot the ESXi installer and respond to the installer prompts to install
ESXi to the local host disk. The installer reformats and partitions the target disk and installs the ESXi boot
image. If you have not installed ESXi on the target disk before, all data located on the drive is overwritten,
including hardware vendor partitions, operating system partitions, and associated data.

NOTE   To ensure that you do not lose any data, migrate the data to another machine before you install ESXi.

If you are installing ESXi on a disk that contains a previous installation of ESXi or ESX, or a VMFS datastore,
the installer provides you with options for upgrading. See the vSphere Upgrade documentation.

Install ESXi Interactively
You use the ESXi CD/DVD or a USB flash drive to install the ESXi software onto a SAS, SATA, SCSI hard
drive, or USB drive.

Prerequisites

n You must have the ESXi installer ISO in one of the following locations:

n On CD or DVD. If you do not have the installation CD/DVD, you can create one. See “Download
and Burn the ESXi Installer ISO Image to a CD or DVD,” on page 42

n On a USB flash drive. See “Format a USB Flash Drive to Boot the ESXi Installation or Upgrade,” on
page 42.

NOTE   You can also PXE boot the ESXi installer to launch an interactive installation or a scripted
installation. See “PXE Booting the ESXi Installer,” on page 46.

n Verify that the server hardware clock is set to UTC. This setting is in the system BIOS.
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n Verify that a keyboard and monitor are attached to the machine on which the ESXi software will be
installed. Alternatively, use a remote management application. See “Using Remote Management
Applications,” on page 53.

n Consider disconnecting your network storage. This action decreases the time it takes the installer to
search for available disk drives. Note that when you disconnect network storage, any files on the
disconnected disks are unavailable at installation.

Do not disconnect a LUN that contains an existing ESX or ESXi installation. Do not disconnect a VMFS
datastore that contains the Service Console of an existing ESX installation. These actions can affect the
outcome of the installation.

n Gather the information required by the ESXi installation wizard. See “Required Information for ESXi
Installation,” on page 53.

n Verify that ESXi Embedded is not present on the host machine. ESXi Installable and ESXi Embedded
cannot exist on the same host.

Procedure

1 Insert the ESXi installer CD/DVD into the CD/DVD-ROM drive, or attach the Installer USB flash drive
and restart the machine.

2 Set the BIOS to boot from the CD-ROM device or the USB flash drive.

See your hardware vendor documentation for information on changing boot order.

3 On the Select a Disk page, select the drive on which to install ESXi and press Enter.

Press F1 for information about the selected disk.

NOTE   Do not rely on the disk order in the list to select a disk. The disk order is determined by the BIOS
and might be out of order. This might occur on systems where drives are continuously being added and
removed.

If you select a disk that contains data, the Confirm Disk Selection page appears.

If you are installing on a disc with a previous ESXi or ESX installation or VMFS datastore, the installer
provides several choices.

IMPORTANT   If you are upgrading or migrating an existing ESX/ESXi installation, see the vSphere Upgrade
documentation. The instructions in this vSphere Installation and Setup documentation are for a fresh
installation of ESXi.

If you select a disk that is in Virtual SAN disk group, the resulting installation depends on the type of
disk and the group size:

n If you select an SSD, the SSD and all underlying HDDs in the same disk group will be wiped.

n If you select an HDD, and the disk group size is greater than two, only the selected HDD will be
wiped.

n If you select an HDD disk, and the disk group size is two or less, the SSD and the selected HDD
will be wiped.

For more information about managing Virtual SAN disk groups, see the vSphere Storage documentation.

4 Select the keyboard type for the host.

You can change the keyboard type after installation in the direct console.

5 Enter the root password for the host.

You can leave the password blank, but to secure the system from the first boot, enter a password. You
can change the password after installation in the direct console.
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6 Press Enter to start the installation.

7 When the installation is complete, remove the installation CD, DVD, or USB flash drive.

8 Press Enter to reboot the host.

If you are performing a new installation, or you chose to overwrite an existing VMFS datastore, during
the reboot operation, VFAT scratch and VMFS partitions are created on the host disk.

9 Set the first boot device to be the drive on which you installed ESXi in Step 3.

For information about changing boot order, see your hardware vendor documentation.

NOTE   UEFI systems might require additional steps to set the boot device. See “Host Fails to Boot After
You Install ESXi in UEFI Mode,” on page 166

After the installation is complete, you can migrate existing VMFS data to the ESXi host.

You can boot a single machine from each ESXi image. Booting multiple devices from a single shared ESXi
image is not supported.

What to do next

Set up basic administration and network configuration for ESXi. See Chapter 6, “After You Install and Set
Up ESXi,” on page 181.

Install ESXi on a Software iSCSI Disk
When you install ESXi to a software iSCSI disk, you must configure the target iSCSI qualified name (IQN).

During system boot, the system performs a Power-On Self Test (POST), and begins booting the adapters in
the order specified in the system BIOS. When the boot order comes to the iSCSI Boot Firmware Table (iBFT)
adapter, the adapter attempts to connect to the target, but does not boot from it. See Prerequisites.

If the connection to the iSCSI target is successful, the iSCSI boot firmware saves the iSCSI boot configuration
in the iBFT. The next adapter to boot must be the ESXi installation media, either a mounted ISO image or a
physical CD-ROM.

Prerequisites

n Verify that the target IQN is configured in the iBFT BIOS target parameter setting. This setting is in the
option ROM of the network interface card (NIC) to be used for the iSCSI LUN. See the vendor
documentation for your system.

n Disable the iBFT adapter option to boot to the iSCSI target. This action is necessary to make sure that
the ESXi installer boots, rather than the iSCSI target. When you start your system, follow the prompt to
log in to your iBFT adapter and disable the option to boot to the iSCSI target. See the vendor
documentation for your system and iBFT adapter. After you finish the ESXi installation, you can
reenable the option to boot from the LUN you install ESXi on.

Procedure

1 Start an interactive installation from the ESXi installation CD/DVD or mounted ISO image.

2 On the Select a Disk screen, select the iSCSI target you specified in the iBFT BIOS target parameter
setting.

If the target does not appear in this menu, make sure that the TCP/IP and initiator iSCSI IQN settings
are correct. Check the network Access Control List (ACL) and confirm that the adapter has adequate
permissions to access the target.

3 Follow the prompts to complete the installation.

4 Reboot the host.
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5 In the host BIOS settings, enter the iBFT adapter BIOS configuration, and change the adapter parameter
to boot from the iSCSI target.

See the vendor documentation for your system.

What to do next

On your iBFT adapter, reenable the option to boot to the iSCSI target, so the system will boot from the LUN
you installed ESXi on.

Installing or Upgrading Hosts by Using a Script
You can quickly deploy ESXi hosts by using scripted, unattended installations or upgrades. Scripted
installations or upgrades provide an efficient way to deploy multiple hosts.

The installation or upgrade script contains the installation settings for ESXi. You can apply the script to all
hosts that you want to have a similar configuration.

For a scripted installation or upgrade, you must use the supported commands to create a script. You can
edit the script to change settings that are unique for each host.

The installation or upgrade script can reside in one of the following locations:

n FTP server

n HTTP/HTTPS server

n NFS server

n USB flash drive

n CD-ROM drive

Approaches for Scripted Installation
You can install ESXi on multiple machines using a single script for all of them or a separate script for each
machine.

For example, because disk names vary from machine to machine, one of the settings that you might want to
configure in a script is the selection for the disk to install ESXi on.

Table 4‑1.  Scripted Installation Choices

Option Action

Always install on the first disk on multiple machines. Create one script.

Install ESXi on a different disk for each machine. Create multiple scripts.

For information about the commands required to specify the disk to install on, see “Installation and
Upgrade Script Commands,” on page 61.

Enter Boot Options to Start an Installation or Upgrade Script
You can start an installation or upgrade script by typing boot options at the ESXi installer boot command
line.

At boot time you might need to specify options to access the kickstart file. You can enter boot options by
pressing Shift+O in the boot loader. For a PXE boot installation, you can pass options through the
kernelopts line of the boot.cfg file. See “About the boot.cfg File,” on page 68 and “PXE Booting the ESXi
Installer,” on page 46.
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To specify the location of the installation script, set the ks=filepath option, where filepath is indicates the
location of your Kickstart file. Otherwise, a scripted installation or upgrade cannot start. If ks=filepath is
omitted, the text installer is run.

Supported boot options are listed in “Boot Options,” on page 59.

Procedure

1 Start the host.

2 When the ESXi installer window appears, press Shift+O to edit boot options.

3 At the runweasel command prompt, type
ks=location of installation script plus boot command-line options.

Example: Boot Option
You type the following boot options:

ks=http://00.00.00.00/kickstart/ks-osdc-pdp101.cfg nameserver=00.00.0.0 ip=00.00.00.000 

netmask=255.255.255.0 gateway=00.00.00.000

Boot Options
When you perform a scripted installation, you might need to specify options at boot time to access the
kickstart file.

Supported Boot Options

Table 4‑2.  Boot Options for ESXi Installation

Boot Option Description

BOOTIF=hwtype-MAC address Similar to the netdevice option, except in the PXELINUX
format as described in the IPAPPEND option under
SYSLINUX at the syslinux.zytor.com site.

gateway=ip address Sets this network gateway as the default gateway to be used
for downloading the installation script and installation
media.

ip=ip address Sets up a static IP address to be used for downloading the
installation script and the installation media. Note: the
PXELINUX format for this option is also supported. See the
IPAPPEND option under SYSLINUX at the
syslinux.zytor.com site.

ks=cdrom:/path Performs a scripted installation with the script at path,
which resides on the CD in the CD-ROM drive. Each
CDROM is mounted and checked until the file that matches
the path is found.
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Table 4‑2.  Boot Options for ESXi Installation (Continued)

Boot Option Description

ks=file://path Performs a scripted installation with the script at path.

ks=protocol://serverpath Performs a scripted installation with a script located on the
network at the given URL. protocol can be http, https, ftp,
or nfs. An example using nfs protocol is
ks=nfs://host:porturl-path. The format of an NFS URL
is specified in RFC 2224.

ks=usb Performs a scripted installation, accessing the script from an
attached USB drive. Searches for a file named ks.cfg. The
file must be located in the root directory of the drive. If
multiple USB flash drives are attached, they are searched
until the ks.cfg file is found. Only FAT16 and FAT32 file
systems are supported.

ks=usb:/path Performs a scripted installation with the script file at the
specified path, which resides on USB.

ksdevice=device Tries to use a network adapter device when looking for an
installation script and installation media. Specify as a MAC
address, for example, 00:50:56:C0:00:01. This location can
also be a vmnicNN name. If not specified and files need to
be retrieved over the network, the installer defaults to the
first discovered network adapter that is plugged in.

nameserver=ip address Specifies a domain name server to be used for downloading
the installation script and installation media.

netdevice=device Tries to use a network adapter device when looking for an
installation script and installation media. Specify as a MAC
address, for example, 00:50:56:C0:00:01. This location can
also be a vmnicNN name. If not specified and files need to
be retrieved over the network, the installer defaults to the
first discovered network adapter that is plugged in.

netmask=subnet mask Specifies subnet mask for the network interface that
downloads the installation script and the installation media.

vlanid=vlanid Configure the network card to be on the specified VLAN.

About Installation and Upgrade Scripts
The installation/upgrade script is a text file, for example ks.cfg, that contains supported commands.

The command section of the script contains the ESXi installation options. This section is required and must
appear first in the script.

About the Default ks.cfg Installation Script
The ESXi installer includes a default installation script that performs a standard installation to the first
detected disk.

The default ks.cfg installation script is located in the initial RAM disk at /etc/vmware/weasel/ks.cfg. You
can specify the location of the default ks.cfg file with the ks=file://etc/vmware/weasel/ks.cfg boot option.
See “Enter Boot Options to Start an Installation or Upgrade Script,” on page 58.

When you install ESXi using the ks.cfg script, the default root password is mypassword.

You cannot modify the default script on the installation media. After the installation, you can use the
vSphere Web Client to log in to the vCenter Server that manages the ESXi host and modify the default
settings.
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The default script contains the following commands:

#

# Sample scripted installation file

#

# Accept the VMware End User License Agreement

vmaccepteula

# Set the root password for the DCUI and Tech Support Mode

rootpw mypassword

# Install on the first local disk available on machine

install --firstdisk --overwritevmfs

# Set the network to DHCP on the first network adapter

network --bootproto=dhcp --device=vmnic0

# A sample post-install script

%post --interpreter=python --ignorefailure=true

import time

stampFile = open('/finished.stamp', mode='w')

stampFile.write( time.asctime() )

Locations Supported for Installation or Upgrade Scripts
In scripted installations and upgrades, the ESXi installer can access the installation or upgrade script, also
called the kickstart file, from several locations.

The following locations are supported for the installation or upgrade script:

n CD/DVD. See “Create an Installer ISO Image with a Custom Installation or Upgrade Script,” on
page 45.

n USB Flash drive. See “Create a USB Flash Drive to Store the ESXi Installation Script or Upgrade Script,”
on page 44.

n A network location accessible through the following protocols: NFS, HTTP, HTTPS, FTP

Path to the Installation or Upgrade Script
You can specify the path to an installation or upgrade script.

ks=http://XXX.XXX.XXX.XXX/kickstart/KS.CFG is the path to the ESXi installation script, where
XXX.XXX.XXX.XXX is the IP address of the machine where the script resides. See “About Installation and
Upgrade Scripts,” on page 60.

To start an installation script from an interactive installation, you enter the ks= option manually. See “Enter
Boot Options to Start an Installation or Upgrade Script,” on page 58.

Installation and Upgrade Script Commands
To modify the default installation or upgrade script or to create your own script, use supported commands.
Use supported commands in the installation script, which you specify with a boot command when you boot
the installer.

To determine which disk to install or upgrade ESXi on, the installation script requires one of the following
commands: install, upgrade, or installorupgrade. The install command creates the default partitions,
including a VMFS datastore that occupies all available space after the other partitions are created.
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accepteula or vmaccepteula (required)

Accepts the ESXi license agreement.

clearpart (optional)

Clears any existing partitions on the disk. Requires the install command to be specified. Carefully edit the
clearpart command in your existing scripts.

--drives= Remove partitions on the specified drives.

--alldrives Ignores the --drives= requirement and allows clearing of partitions on every
drive.

--ignoredrives= Removes partitions on all drives except those specified. Required unless the
--drives= or --alldrives flag is specified.

--overwritevmfs Allows overwriting of VMFS partitions on the specified drives. By default,
overwriting VMFS partitions is not allowed.

--firstdisk=

disk-type1

[disk-type2,...]

Partitions the first eligible disk found. By default, the eligible disks are set to
the following order:

1 Locally attached storage (local)

2 Network storage (remote)

3 USB disks (usb)

You can change the order of the disks by using a comma-separated list
appended to the argument. If you provide a filter list, the default settings are
overridden. You can combine filters to specify a particular disk, including
esx for the first disk with ESXi installed on it, model and vendor
information, or the name of the VMkernel device driver. For example, to
prefer a disk with the model name ST3120814A and any disk that uses the
mptsas driver rather than a normal local disk, the argument is
--firstdisk=ST3120814A,mptsas,local.

dryrun (optional)

Parses and checks the installation script. Does not perform the installation.

install

Specifies that this is a fresh installation. Replaces the deprecated autopart command used for ESXi 4.1
scripted installations. Either the install, upgrade, or installorupgrade command is required to determine
which disk to install or upgrade ESXi on.

--disk= or --drive= Specifies the disk to partition. In the command --disk=diskname, the diskname
can be in any of the forms shown in the following examples:

n Path: --disk=/vmfs/devices/disks/mpx.vmhba1:C0:T0:L0

n MPX name: --disk=mpx.vmhba1:C0:T0:L0

n VML name: --disk=vml.000000034211234

n vmkLUN UID: --disk=vmkLUN_UID
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For accepted disk name formats, see “Disk Device Names,” on page 68.

--firstdisk=

disk-type1,

[disk-type2,...]

Partitions the first eligible disk found. By default, the eligible disks are set to
the following order:

1 Locally attached storage (local)

2 Network storage (remote)

3 USB disks (usb)

You can change the order of the disks by using a comma-separated list
appended to the argument. If you provide a filter list, the default settings are
overridden. You can combine filters to specify a particular disk, including
esx for the first disk with ESX installed on it, model and vendor information,
or the name of the vmkernel device driver. For example, to prefer a disk with
the model name ST3120814A and any disk that uses the mptsas driver rather
than a normal local disk, the argument is
--firstdisk=ST3120814A,mptsas,local.

--ignoressd Excludes solid-state disks from eligibility for partitioning. This option can be
used with the install command and the --firstdisk option. This option
takes precedence over the --firstdisk option. This option is invalid with
the --drive or --disk options and with the upgrade and installorupgrade
commands. See the vSphere Storage documentation for more information
about preventing SSD formatting during auto-partitioning.

--overwritevsan You must use the --overwritevsan option when you install ESXi on a disk,
either SSD or HDD (magnetic), that is in a Virtual SAN disk group. If you use
this option and no Virtual SAN partition is on the selected disk, the
installation will fail. When you install ESXi on a disk that is in Virtual SAN
disk group, the result depends on the disk that you select:

n If you select an SSD, the SSD and all underlying HDDs in the same disk
group will be wiped.

n If you select an HDD, and the disk group size is greater than two, only
the selected HDD will be wiped.

n If you select an HDD disk, and the disk group size is two or less, the SSD
and the selected HDD will be wiped.

For more information about managing Virtual SAN disk groups, see the
vSphere Storage documentation.

--overwritevmfs Required to overwrite an existing VMFS datastore on the disk before
installation.

--preservevmfs Preserves an existing VMFS datastore on the disk during installation.

--novmfsondisk Prevents a VMFS partition from being created on this disk. Must be used
with --overwritevmfs if a VMFS partition already exists on the disk.

installorupgrade

Either the install, upgrade, or installorupgrade command is required to determine which disk to install or
upgrade ESXi on.

--disk= or --drive= Specifies the disk to partition. In the command --disk=diskname, the diskname
can be in any of the forms shown in the following examples:

n Path: --disk=/vmfs/devices/disks/mpx.vmhba1:C0:T0:L0
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n MPX name: --disk=mpx.vmhba1:C0:T0:L0

n VML name: --disk=vml.000000034211234

n vmkLUN UID: --disk=vmkLUN_UID

For accepted disk name formats, see “Disk Device Names,” on page 68.

--firstdisk=

disk-type1,

[disk-type2,...]

Partitions the first eligible disk found. By default, the eligible disks are set to
the following order:

1 Locally attached storage (local)

2 Network storage (remote)

3 USB disks (usb)

You can change the order of the disks by using a comma-separated list
appended to the argument. If you provide a filter list, the default settings are
overridden. You can combine filters to specify a particular disk, including
esx for the first disk with ESX installed on it, model and vendor information,
or the name of the vmkernel device driver. For example, to prefer a disk with
the model name ST3120814A and any disk that uses the mptsas driver rather
than a normal local disk, the argument is
--firstdisk=ST3120814A,mptsas,local.

--overwritevsan You must use the --overwritevsan option when you install ESXi on a disk,
either SSD or HDD (magnetic), that is in a Virtual SAN disk group. If you use
this option and no Virtual SAN partition is on the selected disk, the
installation will fail. When you install ESXi on a disk that is in a Virtual SAN
disk group, the result depends on the disk that you select:

n If you select an SSD, the SSD and all underlying HDDs in the same disk
group will be wiped.

n If you select an HDD, and the disk group size is greater than two, only
the selected HDD will be wiped.

n If you select an HDD disk, and the disk group size is two or less, the SSD
and the selected HDD will be wiped.

For more information about managing Virtual SAN disk groups, see the
vSphere Storage documentation.

--overwritevmfs Install ESXi if a VMFS partition exists on the disk, but no ESX or ESXi
installation exists. Unless this option is present, the installer will fail if a
VMFS partition exists on the disk, but no ESX or ESXi installation exists.

keyboard (optional)

Sets the keyboard type for the system.

keyboardType Specifies the keyboard map for the selected keyboard type. keyboardType
must be one of the following types.

n Belgian

n Brazilian

n Croatian

n Czechoslovakian

n Danish
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n Default

n Estonian

n Finnish

n French

n German

n Greek

n Icelandic

n Italian

n Japanese

n Latin American

n Norwegian

n Polish

n Portuguese

n Russian

n Slovenian

n Spanish

n Swedish

n Swiss French

n Swiss German

n Turkish

n US Dvorak

n Ukrainian

n United Kingdom

serialnum or vmserialnum (optional)

Deprecated in ESXi 5.0.x. Supported in ESXi 5.1 and later. Configures licensing. If not included, ESXi installs
in evaluation mode.

--esx=<license-key> Specifies the vSphere license key to use. The format is 5 five-character groups
(XXXXX-XXXXX-XXXXX-XXXXX-XXXXX).

network (optional)

Specifies a network address for the system.

--bootproto=[dhcp|

static]
Specifies whether to obtain the network settings from DHCP or set them
manually.

--device= Specifies either the MAC address of the network card or the device name, in
the form vmnicNN, as in vmnic0. This options refers to the uplink device for the
virtual switch.
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--ip= Sets an IP address for the machine to be installed, in the form
xxx.xxx.xxx.xxx. Required with the --bootproto=static option and
ignored otherwise.

--gateway= Designates the default gateway as an IP address, in the form
xxx.xxx.xxx.xxx. Used with the --bootproto=static option.

--nameserver= Designates the primary name server as an IP address. Used with the --
bootproto=static option. Omit this option if you do not intend to use DNS.

The --nameserver option can accept two IP addresses. For example: --
nameserver="10.126.87.104[,10.126.87.120]"

--netmask= Specifies the subnet mask for the installed system, in the form
255.xxx.xxx.xxx. Used with the --bootproto=static option.

--hostname= Specifies the host name for the installed system.

--vlanid= vlanid Specifies which VLAN the system is on. Used with either the
--bootproto=dhcp or --bootproto=static option. Set to an integer from 1
to 4096.

--addvmportgroup=(0|1) Specifies whether to add the VM Network port group, which is used by
virtual machines. The default value is 1.

paranoid (optional)

Causes warning messages to interrupt the installation. If you omit this command, warning messages are
logged.

part or partition (optional)

Creates an additional VMFS datastore on the system. Only one datastore per disk can be created. Cannot be
used on the same disk as the install command. Only one partition can be specified per disk and it can only
be a VMFS partition.

datastore name Specifies where the partition is to be mounted.

--ondisk= or --ondrive= Specifies the disk or drive where the partition is created.

--firstdisk=

disk-type1,

[disk-type2,...]

Partitions the first eligible disk found. By default, the eligible disks are set to
the following order:

1 Locally attached storage (local)

2 Network storage (remote)

3 USB disks (usb)

You can change the order of the disks by using a comma-separated list
appended to the argument. If you provide a filter list, the default settings are
overridden. You can combine filters to specify a particular disk, including
esx for the first disk with ESX installed on it, model and vendor information,
or the name of the vmkernel device driver. For example, to prefer a disk with
the model name ST3120814A and any disk that uses the mptsas driver rather
than a normal local disk, the argument is
--firstdisk=ST3120814A,mptsas,local.
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reboot (optional)

Reboots the machine after the scripted installation is complete.

<--noeject> The CD is not ejected after the installation.

rootpw (required)

Sets the root password for the system.

--iscrypted Specifies that the password is encrypted.

password Specifies the password value.

upgrade

Either the install, upgrade, or installorupgrade command is required to determine which disk to install or
upgrade ESXi on.

--disk= or --drive= Specifies the disk to partition. In the command --disk=diskname, the diskname
can be in any of the forms shown in the following examples:

n Path: --disk=/vmfs/devices/disks/mpx.vmhba1:C0:T0:L0

n MPX name: --disk=mpx.vmhba1:C0:T0:L0

n VML name: --disk=vml.000000034211234

n vmkLUN UID:--disk=vmkLUN_UID

For accepted disk name formats, see “Disk Device Names,” on page 68.

--firstdisk=

disk-type1,

[disk-type2,...]

Partitions the first eligible disk found. By default, the eligible disks are set to
the following order:

1 Locally attached storage (local)

2 Network storage (remote)

3 USB disks (usb)

You can change the order of the disks by using a comma-separated list
appended to the argument. If you provide a filter list, the default settings are
overridden. You can combine filters to specify a particular disk, including
esx for the first disk with ESX installed on it, model and vendor information,
or the name of the vmkernel device driver. For example, to prefer a disk with
the model name ST3120814A and any disk that uses the mptsas driver rather
than a normal local disk, the argument is
--firstdisk=ST3120814A,mptsas,local.

%include or include (optional)

Specifies another installation script to parse. This command is treated similarly to a multiline command, but
takes only one argument.

filename For example: %include part.cfg

%pre (optional)

Specifies a script to run before the kickstart configuration is evaluated. For example, you can use it to
generate files for the kickstart file to include.

--interpreter Specifies an interpreter to use. The default is busybox.
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=[python|busybox]

%post (optional)

Runs the specified script after package installation is complete. If you specify multiple %post sections, they
run in the order that they appear in the installation script.

--interpreter

=[python|busybox]

Specifies an interpreter to use. The default is busybox.

--timeout=secs Specifies a timeout for running the script. If the script is not finished when
the timeout expires, the script is forcefully terminated.

--ignorefailure

=[true|false]

If true, the installation is considered a success even if the %post script
terminated with an error.

%firstboot

Creates an init script that runs only during the first boot. The script has no effect on subsequent boots. If
multiple %firstboot sections are specified, they run in the order that they appear in the kickstart file.

NOTE   You cannot check the semantics of %firstboot scripts until the system is booting for the first time. A
%firstboot script might contain potentially catastrophic errors that are not exposed until after the
installation is complete.

--interpreter

=[python|busybox]

Specifies an interpreter to use. The default is busybox.

NOTE   You cannot check the semantics of the %firstboot script until the system boots for the first time. If the
script contains errors, they are not exposed until after the installation is complete.

Disk Device Names
The install, upgrade, and installorupgrade installation script commands require the use of disk device
names.

Table 4‑3.  Disk Device Names

Format Example Description

VML vml.00025261 The device name as reported by
the VMkernel

MPX mpx.vmhba0:C0:T0:L0 The device name

About the boot.cfg File
The boot loader configuration file boot.cfg specifies the kernel, the kernel options, and the boot modules
that the mboot.c32 boot loader uses in an ESXi installation.

The boot.cfg file is provided in the ESXi installer. You can modify the kernelopt line of the boot.cfg file to
specify the location of an installation script or to pass other boot options.

The boot.cfg file has the following syntax:

# boot.cfg -- mboot configuration file

#

# Any line preceded with '#' is a comment.
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title=STRING

kernel=FILEPATH

kernelopt=STRING

modules=FILEPATH1 --- FILEPATH2... --- FILEPATHn

# Any other line must remain unchanged.

The commands in boot.cfg configure the boot loader.

Table 4‑4.  Commands in boot.cfg .

Command Description

title=STRING Sets the boot loader title to STRING.

kernel=FILEPATH Sets the kernel path to FILEPATH.

kernelopt=STRING Appends STRING to the kernel boot options.

modules=FILEPATH1 --- FILEPATH2... ---
FILEPATHn

Lists the modules to be loaded, separated by three hyphens
(---).

See “Create an Installer ISO Image with a Custom Installation or Upgrade Script,” on page 45, “PXE Boot
the ESXi Installer by Using PXELINUX and a PXE Configuration File,” on page 49, “PXE Boot the ESXi
Installer by Using PXELINUX and an isolinux.cfg PXE Configuration File,” on page 51, and “PXE Booting
the ESXi Installer,” on page 46.

Install or Upgrade ESXi from a CD or DVD by Using a Script
You can install or upgrade ESXi from a CD-ROM or DVD-ROM drive by using a script that specifies the
installation or upgrade options.

You can start the installation or upgrade script by entering a boot option when you start the host. You can
also create an installer ISO image that includes the installation script. With an installer ISO image, you can
perform a scripted, unattended installation when you boot the resulting installer ISO image. See “Create an
Installer ISO Image with a Custom Installation or Upgrade Script,” on page 45.

Prerequisites

Before you run the scripted installation or upgrade, verify that the following prerequisites are met:

n The system on which you are installing or upgrading meets the hardware requirements. See “ESXi
Hardware Requirements,” on page 23.

n You have the ESXi installer ISO on an installation CD or DVD . See “Download and Burn the ESXi
Installer ISO Image to a CD or DVD,” on page 42.

n The default installation or upgrade script (ks.cfg) or a custom installation or upgrade script is
accessible to the system. See “About Installation and Upgrade Scripts,” on page 60.

n You have selected a boot command to run the scripted installation or upgrade. See “Enter Boot Options
to Start an Installation or Upgrade Script,” on page 58. For a complete list of boot commands, see “Boot
Options,” on page 59.

Procedure

1 Boot the ESXi installer from the local CD-ROM or DVD-ROM drive.
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2 When the ESXi installer window appears, press Shift+O to edit boot options.

3 Type a boot option that calls the default installation or upgrade script or an installation or upgrade
script file that you created.

The boot option has the form ks=.

4 Press Enter.

The installation, upgrade, or migration runs, using the options that you specified.

Install or Upgrade ESXi from a USB Flash Drive by Using a Script
You can install or upgrade ESXi from a USB flash drive by using a script that specifies the installation or
upgrade options.

Supported boot options are listed in “Boot Options,” on page 59.

Prerequisites

Before running the scripted installation or upgrade, verify that the following prerequisites are met:

n The system that you are installing or upgrading to ESXi meets the hardware requirements for the
installation or upgrade. See “ESXi Hardware Requirements,” on page 23.

n You have the ESXi installer ISO on a bootable USB flash drive. See “Format a USB Flash Drive to Boot
the ESXi Installation or Upgrade,” on page 42.

n The default installation or upgrade script (ks.cfg) or a custom installation or upgrade script is
accessible to the system. See “About Installation and Upgrade Scripts,” on page 60.

n You have selected a boot option to run the scripted installation, upgrade, or migration. See “Enter Boot
Options to Start an Installation or Upgrade Script,” on page 58.

Procedure

1 Boot the ESXi installer from the USB flash drive.
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2 When the ESXi installer window appears, press Shift+O to edit boot options.

3 Type a boot option that calls the default installation or upgrade script or an installation or upgrade
script file that you created.

The boot option has the form ks=.

4 Press Enter.

The installation, upgrade, or migration runs, using the options that you specified.

Performing a Scripted Installation or Upgrade of ESXi by Using PXE to Boot the
Installer

ESXi 6.0 provides many options for using PXE to boot the installer and using an installation or upgrade
script.

n For information about setting up a PXE infrastructure, see “PXE Booting the ESXi Installer,” on page 46.

n For information about creating and locating an installation script, see “About Installation and Upgrade
Scripts,” on page 60.

n For specific procedures to use PXE to boot the ESXi installer and use an installation script, see one of the
following topics:

n “PXE Boot the ESXi Installer by Using PXELINUX and an isolinux.cfg PXE Configuration File,” on
page 51

n “PXE Boot the ESXi Installer by Using PXELINUX and a PXE Configuration File,” on page 49

n “PXE Boot the ESXi Installer Using gPXE,” on page 52

n For information about using vSphere Auto Deploy to perform a scripted installation by using PXE to
boot, see “Installing ESXi Using vSphere Auto Deploy,” on page 71.

Installing ESXi Using vSphere Auto Deploy
vSphere Auto Deploy lets you provision hundreds of physical hosts with ESXi software.

Using Auto Deploy, experienced system administrators can manage large deployments efficiently. Hosts are
network-booted from a central Auto Deploy server. Optionally, hosts are configured with a host profile of a
reference host. The host profile can be set up to prompt the user for input. After boot up and configuration
complete, the hosts are managed by vCenter Server just like other ESXi hosts.
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Auto Deploy can also be used for stateless caching or stateful installs.

IMPORTANT   Auto Deploy requires a secure separation between the production network and the
management or deployment networks as discussed in “Auto Deploy Security Considerations,” on page 116.
Using Auto Deploy without this separation is insecure.

Stateless caching By default, Auto Deploy does not store ESXi configuration or state on the
host disk. Instead, an image profile defines the image that the host is
provisioned with, and other host attributes are managed through host
profiles. A host that uses Auto Deploy for stateless caching still needs to
connect to the Auto Deploy server and the vCenter Server.

Stateful installs You can provision a host with Auto Deploy and set up the host to store the
image to disk. On subsequent boots, the host boots from disk.

Understanding vSphere Auto Deploy
vSphere Auto Deploy can provision hundreds of physical hosts with ESXi software. You can specify the
image to deploy and the hosts to provision with the image. Optionally, you can specify host profiles to
apply to the hosts, and a vCenter Server location (folder or cluster) for each host.

Introduction to Auto Deploy
When you start a physical host that is set up for Auto Deploy, Auto Deploy uses PXE boot infrastructure in
conjunction with vSphere host profiles to provision and customize that host. No state is stored on the host
itself. Instead, the Auto Deploy server manages state information for each host.

State Information for ESXi Hosts

Auto Deploy stores the information for the ESXi hosts to be provisioned in different locations. Information
about the location of image profiles and host profiles is initially specified in the rules that map machines to
image profiles and host profiles.

Table 4‑5.  Auto Deploy Stores Information for Deployment

Information Type Description Source of Information

Image state The executable software to run on an ESXi host. Image profile, created with Image Builder
PowerCLI.

Configuration
state

The configurable settings that determine how
the host is configured, for example, virtual
switches and their settings, driver settings, boot
parameters, and so on.

Host profile, created by using the host profile UI.
Often comes from a template host.

Dynamic state The runtime state that is generated by the
running software, for example, generated
private keys or runtime databases.

Host memory, lost during reboot.
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Table 4‑5.  Auto Deploy Stores Information for Deployment (Continued)

Information Type Description Source of Information

Virtual machine
state

The virtual machines stored on a host and
virtual machine autostart information
(subsequent boots only).

Virtual machine information sent by
vCenter Server to Auto Deploy must be available
to supply virtual machine information to Auto
Deploy.

User input State that is based on user input, for example,
an IP address that the user provides when the
system starts up, cannot automatically be
included in the host profile.

Host customization information, stored by
vCenter Server during first boot.
You can create a host profile that requires user
input for certain values.
When Auto Deploy applies a host profile that
requires user provided information, the host is
placed in maintenance mode. Use the host profile
UI to check the host profile compliance, and
respond to the prompt to customize the host.

Auto Deploy Architecture

The Auto Deploy infrastructure consists of several components.

For more information, watch the video "Auto Deploy Architecture":
Auto Deploy Architecture (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_auto_deploy_architecture)
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Figure 4‑1.  vSphere Auto Deploy Architecture
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Auto Deploy server Serves images and host profiles to ESXi hosts.

Auto Deploy rules
engine

Sends information to the Auto Deploy server which image profile and which
host profile to serve to which host. Administrators use the Auto Deploy
PowerCLI to define the rules that assign image profiles and host profiles to
hosts.

Image profiles Define the set of VIBs to boot ESXi hosts with.

n VMware and VMware partners make image profiles and VIBs available
in public depots. Use the Image Builder PowerCLI to examine the depot,
and use the Auto Deploy rules engine to specify which image profile to
assign to which host.

n VMware customers can create a custom image profile based on the
public image profiles and VIBs in the depot and apply that image profile
to the host. See “Using vSphere ESXi Image Builder,” on page 137.

Host profiles Define machine-specific configuration such as networking or storage setup.
Use the host profile UI to create host profiles. You can create a host profile
for a reference host and apply that host profile to other hosts in your
environment for a consistent configuration.

Host customization Stores information that the user provides when host profiles are applied to
the host. Host customization might contain an IP address or other
information that the user supplied for that host. See “Host Customization in
the vSphere Web Client,” on page 109.

Host customization was called answer file in earlier releases of Auto Deploy.
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Rules and Rule Sets
You specify the behavior of the Auto Deploy server by using a set of rules written in PowerCLI. The Auto
Deploy rules engine checks the rule set for matching host patterns to decide which items (image profile, host
profile, or vCenter Server location) to provision each host with.

The rules engine maps software and configuration settings to hosts based on the attributes of the host. For
example, you can deploy image profiles or host profiles to two clusters of hosts by writing two rules, each
matching on the network address of one cluster.

For hosts that have not yet been added to a vCenter Server system, the Auto Deploy server checks with the
rules engine before serving image profiles, host profiles, and inventory location information to hosts. For
hosts that are managed by a vCenter Server system, the image profile, host profile, and inventory location
that vCenter Server has stored in the host object is used. If you make changes to rules, you can use Auto
Deploy PowerCLI cmdlets to test and repair rule compliance. When you repair rule compliance for a host,
that host's image profile and host profile assignments are updated.

The rules engine includes rules and rule sets.

Rules Rules can assign image profiles and host profiles to a set of hosts, or specify
the location (folder or cluster) of a host on the target vCenter Server system.
A rule can identify target hosts by boot MAC address, SMBIOS information,
BIOS UUID, Vendor, Model, or fixed DHCP IP address. In most cases, rules
apply to multiple hosts. You create rules by using Auto Deploy PowerCLI
cmdlets. After you create a rule, you must add it to a rule set. Only two rule
sets, the active rule set and the working rule set, are supported. A rule can
belong to both sets, the default, or only to the working rule set. After you
add a rule to a rule set, you can no longer change the rule. Instead, you copy
the rule and replace items or patterns in the copy.

Active Rule Set When a newly started host contacts the Auto Deploy server with a request
for an image profile, the Auto Deploy server checks the active rule set for
matching rules. The image profile, host profile, and vCenter Server inventory
location that are mapped by matching rules are then used to boot the host. If
more than one item of the same type is mapped by the rules, the Auto
Deploy server uses the item that is first in the rule set.

Working Rule Set The working rule set allows you to test changes to rules before making the
changes active. For example, you can use Auto Deploy PowerCLI cmdlets for
testing compliance with the working rule set. The test verifies that hosts
managed by a vCenter Server system are following the rules in the working
rule set. By default, cmdlets add the rule to the working rule set and activate
the rules. Use the NoActivate parameter to add a rule only to the working
rule set.

You use the following workflow with rules and rule sets.

1 Make changes to the working rule set.

2 Use cmdlets that execute the working rule set rules against a host to make sure that everything is
working correctly.

3 Refine and retest the rules in the working rule set.

4 Activate the rules in the working rule set.

If you add a rule and do not specify the NoActivate parameter, all rules that are currently in the
working rule set are activated. You cannot activate individual rules.

See the PowerCLI command-line help and “Managing Auto Deploy with PowerCLI Cmdlets,” on page 87.
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Auto Deploy Boot Process
When you boot a host that you want to provision or reprovision with vSphere Auto Deploy, the Auto
Deploy infrastructure supplies the image profile and, optionally, a host profile and a vCenter Server location
for that host.

The boot process is different for hosts that have not yet been provisioned with Auto Deploy (first boot) and
for hosts that have been provisioned with Auto Deploy and added to a vCenter Server system (subsequent
boot).

First Boot Prerequisites

Before a first boot process, you must set up your system. Setup includes the following tasks, which are
discussed in more detail in “Preparing for vSphere Auto Deploy,” on page 82.

n Set up a DHCP server that assigns an IP address to each host upon startup and that points the host to
the TFTP server to download the iPXE boot loader from.

n Verify that the Auto Deploy server has an IPv4 address. PXE booting is supported only with IPv4.

n Identify an image profile to be used in one of the following ways.

n Choose an ESXi image profile in a public depot.

n (Optional) Create a custom image profile by using the Image Builder PowerCLI, and place the
image profile in a depot that the Auto Deploy server can access. The image profile must include a
base ESXi VIB.

n (Optional) If you have a reference host in your environment, export the host profile of the reference host
and define a rule that applies the host profile to one or more hosts. See “Setting Up an Auto Deploy
Reference Host,” on page 101.

n Specify rules for the deployment of the host and add the rules to the active rule set.

First Boot Overview

When a host that has not yet been provisioned with vSphere Auto Deploy boots (first boot), the host
interacts with several Auto Deploy components.

1 When the administrator turns on a host, the host starts a PXE boot sequence.

The DHCP Server assigns an IP address to the host and instructs the host to contact the TFTP server.

2 The host contacts the TFTP server and downloads the iPXE file (executable boot loader) and an iPXE
configuration file.

3 iPXE starts executing.

The configuration file instructs the host to make a HTTP boot request to the Auto Deploy server. The
HTTP request includes hardware and network information.

4 In response, the Auto Deploy server performs these tasks:

a Queries the rules engine for information about the host.

b Streams the components specified in the image profile, the optional host profile, and optional
vCenter Server location information.

5 The host boots using the image profile.

If the Auto Deploy server provided a host profile, the host profile is applied to the host.

6 Auto Deploy adds the host to the vCenter Server system that Auto Deploy is registered with.

a If a rule specifies a target folder or cluster on the vCenter Server system, the host is placed in that
folder or cluster. The target folder must be under a data center.
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b If no rule exists that specifies a vCenter Server inventory location, Auto Deploy adds the host to the
first datacenter displayed in the vSphere Web Client UI.

7 (Optional) If the host profile requires the user to specify certain information, such as a static IP address,
the host is placed in maintenance mode when the host is added to the vCenter Server system.

You must reapply the host profile and update the host customization to have the host exit maintenance
mode. When you update the host customization, answer any questions when prompted.

8 If the host is part of a DRS cluster, virtual machines from other hosts might be migrated to the host after
the host has successfully been added to the vCenter Server system.

See “Provision a Host (First Boot),” on page 91.

Figure 4‑2.  Auto Deploy Installation, First Boot
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Subsequent Boots Without Updates

For hosts that are provisioned with Auto Deploy and managed by a vCenter Server system, subsequent
boots can become completely automatic.

1 The administrator reboots the host.

2 As the host boots up, Auto Deploy provisions the host with its image profile and host profile.

3 Virtual machines are brought up or migrated to the host based on the settings of the host.

n Standalone host. Virtual machines are powered on according to autostart rules defined on the host.

n DRS cluster host. Virtual machines that were successfully migrated to other hosts stay there.
Virtual machines for which no host had enough resources are registered to the rebooted host.
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If the vCenter Server system is unavailable, the host contacts the Auto Deploy and is provisioned with an
image profile. The host continues to contact the Auto Deploy server until Auto Deploy reconnects to the
vCenter Server system.

Auto Deploy cannot set up vSphere distributed switches if vCenter Server is unavailable, and virtual
machines are assigned to hosts only if they participate in an HA cluster. Until the host is reconnected to
vCenter Server and the host profile is applied, the switch cannot be created. Because the host is in
maintenance mode, virtual machines cannot start. See “Reprovision Hosts with Simple Reboot Operations,”
on page 92.

Any hosts that are set up to require user input are placed in maintenance mode. See “Update the Host
Customization in the vSphere Web Client,” on page 94.

Subsequent Boots With Updates

You can change the image profile, host profile, or vCenter Server location for hosts. The process includes
changing rules and testing and repairing the host's rule compliance.

1 The administrator uses the Copy-DeployRule PowerCLI cmdlet to copy and edit one or more rules and
updates the rule set. See “Auto Deploy Quick Start,” on page 79 for an example.

2 The administrator runs the Test-DeployRulesetCompliance cmdlet to check whether each host is using
the information that the current rule set specifies.

3 The host returns a PowerCLI object that encapsulates compliance information.

4 The administrator runs the Repair-DeployRulesetCompliance cmdlet to update the image profile, host
profile, or vCenter Server location the vCenter Server system stores for each host.

5 When the host reboots, it uses the updated image profile, host profile, or vCenter Server location for the
host.

If the host profile is set up to request user input, the host is placed in maintenance mode. Follow the
steps in “Update the Host Customization in the vSphere Web Client,” on page 94.

See “Test and Repair Rule Compliance,” on page 90.

Figure 4‑3.  Auto Deploy Installation, Subsequent Boots
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Provisioning of Systems that Have Distributed Switches

You can configure the host profile of an Auto Deploy reference host with a distributed switch.
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When you configure the distributed switch, the boot configuration parameters policy is automatically set to
match the network parameters required for host connectivity after a reboot.

When Auto Deploy provisions the ESXi host with the host profile, the host goes through a two-step process.
1 The host creates a standard virtual switch with the properties specified in the boot configuration

parameters field.

2 The host creates the VMkernel NICs. The VMkernel NICs allow the host to connect to Auto Deploy and
to the vCenter Server system.

When the host is added to vCenter Server, vCenter Server removes the standard switch and reapplies the
distributed switch to the host.

NOTE   Do not change the boot configuration parameters to avoid problems with your distributed switch.

Auto Deploy Quick Start and Cmdlet Overview
To be successful with Auto Deploy, you have to know the tasks involved in provisioning hosts, understand
the Auto Deploy components and their interaction, and know the PowerCLI cmdlets.

Auto Deploy Quick Start
Getting started with Auto Deploy requires that you learn how Auto Deploy works, install the Auto Deploy
server, install vSphere PowerCLI, write vSphere PowerCLI rules that provision hosts, and power on your
hosts to be booted with the image profile you specify. You can customize of the image profile, host profile,
and vCenter Server location.

See “Auto Deploy Proof of Concept Setup,” on page 124 for a step-by-step exercise that helps you set up
your first Auto Deploy environment on a Windows Server 2008 system.

To provision the hosts in your environment with Auto Deploy successfully, you can follow these steps.

1 Install vCenter Server and the vCenter Server components, or deploy the vCenter Server Appliance.

The Auto Deploy server is included with the management node.

2 Install vSphere PowerCLI, which includes Auto Deploy and Image Builder cmdlets.

See “Install vSphere PowerCLI and Prerequisite Software,” on page 84 and “Using Auto Deploy
Cmdlets,” on page 85.

3 Find the image profile that includes the VIBs that you want to deploy to your hosts.
n In most cases, you add the depots containing the required software to your vSphere PowerCLI

session, and then select an image profile from one of those depots.

n To create a custom image profile, use Image Builder cmdlets to clone an existing image profile and
add the custom VIBs to the clone. Add the custom image profile to the vSphere PowerCLI session.

You must use Image Builder for customization only if you have to add or remove VIBs. In most cases,
you can add the depot where VMware hosts the image profiles to your vSphere PowerCLI session as a
URL.

4 Use the New-DeployRule vSphere PowerCLI cmdlet to write a rule that assigns the image profile to one
host, to multiple hosts specified by a pattern, or to all hosts.

New-DeployRule -Name "testrule" -Item image-profile -AllHosts

See “Assign an Image Profile to Hosts,” on page 87.

NOTE   Auto Deploy is optimized for provisioning hosts that have a fixed MAC address to IP address
mapping in DHCP (sometimes called DHCP reservations). If you want to use static IP addresses, you
must set up the host profile to prompt for host customization. See “Set Up Host Profiles for Static IP
Addresses in the vSphere Web Client,” on page 108.
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5 Power on the host to have Auto Deploy provision the host with the specified image profile.

6 Set up the host you provisioned as a reference host for your host profile.

You can specify the reference host syslog settings, firewall settings, storage, networking, and so on. See 
“Setting Up an Auto Deploy Reference Host,” on page 101.

7 Create and export a host profile for the reference host.

See the Host Profiles documentation.

8 To provision multiple hosts, you can use the Copy-DeployRule cmdlet.

You can revise the rule to assign not only an image profile but also a host profile and a cluster location.

Copy-DeployRule -DeployRule "testrule" -ReplaceItem 

my_host_profile_from_reference_host,my_target_cluster

               -ReplacePattern  "ipv4=192.XXX.1.10-192.XXX.1.20"

Where my_host_profile_from_reference_host is the name of the reference host profile, and my_target_cluster
is the name of the target cluster.

9 Power on the hosts that you want to provision.

If the hosts that are specified by the pattern are not currently managed by a vCenter Server system,
Auto Deploy provisions them with the already stored image profile and the specified host profile, and
adds them to the target cluster.

10 Verify that the hosts you provisioned meet the following requirements.

n Each host is connected to the vCenter Server system.

n The hosts are not in maintenance mode.

n The hosts have no compliance failures.

n Each host with a host profile that requires user input has up-to-date host customization
information.

Remedy host customization and compliance problems and reboot hosts until all hosts meet the
requirements.

Read “Understanding vSphere Auto Deploy,” on page 72 for an introduction to the boot process, differences
between first and subsequent boots, and an overview of using host customization.

Auto Deploy PowerCLI Cmdlet Overview
You specify the rules that assign image profiles and host profiles to hosts using a set of PowerCLI cmdlets
that are included in VMware PowerCLI.

If you are new to PowerCLI, read the PowerCLI documentation and review “Using Auto Deploy Cmdlets,”
on page 85. You can get help for any command at the PowerShell prompt.

n Basic help: Get-Help cmdlet_name

n Detailed help: Get-Help cmdlet_name -Detailed

NOTE   When you run Auto Deploy cmdlets, provide all parameters on the command line when you invoke
the cmdlet. Supplying parameters in interactive mode is not recommended.

Table 4‑6.  Rule Engine PowerCLI Cmdlets

Command Description

Get-DeployCommand Returns a list of Auto Deploy cmdlets.

New-DeployRule Creates a new rule with the specified items and patterns.
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Table 4‑6.  Rule Engine PowerCLI Cmdlets (Continued)

Command Description

Set-DeployRule Updates an existing rule with the specified items and
patterns. You cannot update a rule that is part of a rule set.

Get-DeployRule Retrieves the rules with the specified names.

Copy-DeployRule Clones and updates an existing rule.

Add-DeployRule Adds one or more rules to the working rule set and, by
default, also to the active rule set. Use the NoActivate
parameter to add a rule only to the working rule set.

Remove-DeployRule Removes one or more rules from the working rule set and
from the active rule set. Run this command with the -
Delete parameter to completely delete the rule.

Set-DeployRuleset Explicitly sets the list of rules in the working rule set.

Get-DeployRuleset Retrieves the current working rule set or the current active
rule set.

Switch-ActiveDeployRuleset Activates a rule set so that any new requests are evaluated
through the rule set.

Get-VMHostMatchingRules Retrieves rules matching a pattern. For example, you can
retrieve all rules that apply to a host or hosts. Use this
cmdlet primarily for debugging.

Test-DeployRulesetCompliance Checks whether the items associated with a specified host
are in compliance with the active rule set.

Repair-DeployRulesetCompliance Given the output of Test-DeployRulesetCompliance,
this cmdlet updates the image profile, host profile, and
location for each host in the vCenter Server inventory. The
cmdlet might apply image profiles, apply host profiles, or
move hosts to prespecified folders or clusters on the
vCenter Server system.

Apply-EsxImageProfile Associates the specified image profile with the specified
host.

Get-VMHostImageProfile Retrieves the image profile in use by a specified host. This
cmdlet differs from the Get-EsxImageProfile cmdlet in
the Image Builder PowerCLI.

Repair-DeployImageCache Use this cmdlet only if the Auto Deploy image cache is
accidentally deleted.

Get-VMHostAttributes Retrieves the attributes for a host that are used when the
Auto Deploy server evaluates the rules.

Get-DeployMachineIdentity Returns a string value that Auto Deploy uses to logically
link an ESXi host in vCenter to a physical machine.

Set-DeployMachineIdentity Logically links a host object in the vCenter Server database
to a physical machine. Use this cmdlet to add hosts without
specifying rules.

Get-DeployOption Retrieves the Auto Deploy global configuration options.
This cmdlet currently supports the vlan-id option, which
specifies the default VLAN ID for the ESXi Management
Network of a host provisioned with Auto Deploy. Auto
Deploy uses the value only if the host boots without a host
profile.

Set-DeployOption Sets the value of a global configuration option. Currently
supports the vlan-id option for setting the default VLAN
ID for the ESXi Management Network.
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Preparing for vSphere Auto Deploy
Before you can start to use vSphere Auto Deploy, you must prepare your environment. You start with
server setup and hardware preparation. You must register the Auto Deploy software with the vCenter
Server system that you plan to use for managing the hosts you provision, and install the VMware
PowerCLI.

n Prepare Your System and Install the Auto Deploy Server on page 82
Before you can PXE boot an ESXi host with vSphere Auto Deploy, you must install prerequisite
software and set up the DHCP and TFTP servers that Auto Deploy interacts with.

n Install vSphere PowerCLI and Prerequisite Software on page 84
Before you can run Auto Deploy cmdlets to create and modify the rules and rule sets that govern Auto
Deploy behavior, you must install vSphere PowerCLI and all prerequisite software. The Auto Deploy
cmdlets are included with the vSphere PowerCLI installation.

n Using Auto Deploy Cmdlets on page 85
Auto Deploy cmdlets are implemented as Microsoft PowerShell cmdlets and included in
vSphere PowerCLI. Users of Auto Deploy cmdlets can take advantage of all vSphere PowerCLI
features.

n Set Up Bulk Licensing on page 85
You can use the vSphere Web Client or ESXi Shell to specify individual license keys, or you can set up
bulk licensing by using PowerCLI cmdlets. Bulk licensing works for all ESXi hosts, but is especially
useful for hosts provisioned with Auto Deploy.

Prepare Your System and Install the Auto Deploy Server
Before you can PXE boot an ESXi host with vSphere Auto Deploy, you must install prerequisite software
and set up the DHCP and TFTP servers that Auto Deploy interacts with.

Prerequisites

n Verify that the hosts that you plan to provision with Auto Deploy meet the hardware requirements for
ESXi. See “ESXi Hardware Requirements,” on page 23.

NOTE   You cannot provision EFI hosts with Auto Deploy unless you switch the EFI system to BIOS
compatibility mode.

n Verify that the ESXi hosts have network connectivity to vCenter Server and that all port requirements
are met. See “vCenter Server Required Ports,” on page 33.

n If you want to use VLANs in your Auto Deploy environment, you must set up the end to end
networking properly. When the host is PXE booting, the UNDI driver must be set up to tag the frames
with proper VLAN IDs. You must do this set up manually by making the correct changes in the BIOS.
You must also correctly configure the ESXi port groups with the correct VLAN IDs. Ask your network
administrator how VLAN IDs are used in your environment.

n Verify that you have enough storage for the Auto Deploy repository. The Auto Deploy server uses the
repository to store data it needs, including the rules and rule sets you create and the VIBs and image
profiles that you specify in your rules.

Best practice is to allocate 2 GB to have enough room for four image profiles and some extra space. Each
image profile requires approximately 350 MB. Determine how much space to reserve for the Auto
Deploy repository by considering how many image profiles you expect to use.

n Obtain administrative privileges to the DHCP server that manages the network segment you want to
boot from. You can use a DHCP server already in your environment, or install a DHCP server. For your
Auto Deploy setup, replace the gpxelinux.0 file name with undionly.kpxe.vmw-hardwired.
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n Secure your network as you would for any other PXE-based deployment method. Auto Deploy
transfers data over SSL to prevent casual interference and snooping. However, the authenticity of the
client or the Auto Deploy server is not checked during a PXE boot.

n Set up a remote Syslog server. See the vCenter Server and Host Management documentation for Syslog
server configuration information. Configure the first host you boot to use the remote Syslog server and
apply that host's host profile to all other target hosts. Optionally, install and use the vSphere Syslog
Collector, a vCenter Server support tool that provides a unified architecture for system logging and
enables network logging and combining of logs from multiple hosts.

n Install ESXi Dump Collector, set up your first host so that all core dumps are directed to ESXi Dump
Collector, and apply the host profile from that host to all other hosts. See “Configure ESXi Dump
Collector with ESXCLI,” on page 103.

n Verify that the Auto Deploy server has an IPv4 address. Auto Deploy does not support a pure IPv6
environment end-to-end. The PXE boot infrastructure does not support IPv6. After the deployment you
can manually reconfigure the hosts to use IPv6 and add them to vCenter Server over IPv6. However,
when you reboot a stateless host, its IPv6 configuration is lost.

Procedure

1 Install vCenter Server or deploy the vCenter Server Appliance.

The Auto Deploy server is included with the management node.

2 Configure the Auto Deploy service startup type.

a Log in to your vCenter Server system by using the vSphere Web Client.

b On the vSphere Web Client Home page, click Administration.

c Under System Configuration click Services.

d Select Auto Deploy, click the Actions menu, and select Edit Startup Type.

n On Windows, the Auto Deploy service is disabled. In the Edit Startup Type window, select
Manual or Automatic to enable Auto Deploy.

n On the vCenter Server Appliance, the Auto Deploy service by default is set to Manual. If you
want the Auto Deploy service to start automatically upon OS startup, select Automatic.

3 Configure the TFTP server.

a In a vSphere Web Client connected to the vCenter Server system, go to the inventory list and select
the vCenter Server system.

b Click the Manage tab, select Settings, and click Auto Deploy.

c Click Download TFTP Boot Zip to download the TFTP configuration file and unzip the file to the
directory in which your TFTP server stores files.

4 Set up your DHCP server to point to the TFTP server on which the TFTP ZIP file is located.

a Specify the TFTP Server's IP address in DHCP option 66, frequently called next-server.

b Specify the boot file name, which is undionly.kpxe.vmw-hardwired in the DHCP option 67,
frequently called boot-filename.

5 Set each host you want to provision with Auto Deploy to network boot or PXE boot, following the
manufacturer's instructions.

6 Locate the image profile that you want to use and the depot in which it is located.

In most cases, you point to an image profile that VMware makes available in a public depot. If you
want to include custom VIBs with the base image, you can use the vSphere ESXi Image Builder to create
an image profile and use that image profile.
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7 Write a rule that assigns an image profile to hosts.

8 (Optional) If you set up your environment to use Thumbprint mode, you can use your own Certificate
Authority (CA) by replacing the OpenSSL certificate rbd-ca.crt and the OpenSSL private key rbd-
ca.key with your own certificate and key file.

n On Windows, the files are in the SSL subfolder of the Auto Deploy installation directory. For
example, on Windows 7 the default is C:\ProgramData\VMware\VMware vSphere Auto Deploy\ssl.

n On the vCenter Server Appliance, the files are in /etc/vmware-rbd/ssl/.
By default, vCenter Server 6.0 and later uses vSphere Certificate Authority.

When you start a host that is set up for Auto Deploy, the host contacts the DHCP server and is directed to
the Auto Deploy server, which provisions the host with the image profile specified in the active rule set.

What to do next

n Install vSphere PowerCLI. See “Install vSphere PowerCLI and Prerequisite Software,” on page 84.

n Use the vSphere PowerCLI cmdlets to define a rule that assigns an image profile and optional host
profile to the host.

n (Optional) Configure the first host that you provision as a reference host. Use the storage, networking,
and other settings you want for your target hosts to share. Create a host profile for the reference host
and write a rule that assigns both the already tested image profile and the host profile to target hosts.

n If you want to have Auto Deploy overwrite existing partitions, set up a reference host to do auto
partitioning and apply the host profile of the reference host to other hosts. See “Consider and
Implement Your Partitioning Strategy,” on page 107.

n If you have to configure host-specific information, set up the host profile of the reference host to prompt
for user input. See “Host Customization in the vSphere Web Client,” on page 109.

Install vSphere PowerCLI and Prerequisite Software
Before you can run Auto Deploy cmdlets to create and modify the rules and rule sets that govern Auto
Deploy behavior, you must install vSphere PowerCLI and all prerequisite software. The Auto Deploy
cmdlets are included with the vSphere PowerCLI installation.

You install vSphere PowerCLI and prerequisite software on a Microsoft Windows system. See the Microsoft
Web site for information about installing the Microsoft software. See the vSphere PowerCLI User's Guide for
detailed instructions for vSphere PowerCLI installation.

Prerequisites

n Verify that Microsoft .NET 4.5 SP2 is installed, or install it from the Microsoft Web site following the
instructions on that Web site.

n Verify that Windows PowerShell 3.0 is installed, or install it from the Microsoft Web site following the
instructions on that Web site.

Procedure

u Install vSphere PowerCLI, which includes the Auto Deploy cmdlets.

What to do next

Review “Using Auto Deploy Cmdlets,” on page 85. If you are new to vSphere PowerCLI, read the
vSphere PowerCLI documentation.

Use Auto Deploy cmdlets and other vSphere PowerCLI cmdlets and PowerShell cmdlets to manage Auto
Deploy rules and rule sets. Use Get-Helpcmdlet_name for command-line help.
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Using Auto Deploy Cmdlets
Auto Deploy cmdlets are implemented as Microsoft PowerShell cmdlets and included in
vSphere PowerCLI. Users of Auto Deploy cmdlets can take advantage of all vSphere PowerCLI features.

Experienced PowerShell users can use Auto Deploy cmdlets just like other PowerShell cmdlets. If you are
new to PowerShell and vSphere PowerCLI, the following tips might be helpful.

You can type cmdlets, parameters, and parameter values in the vSphere PowerCLI shell.

n Get help for any cmdlet by running Get-Helpcmdlet_name.

n Remember that PowerShell is not case sensitive.

n Use tab completion for cmdlet names and parameter names.

n Format any variable and cmdlet output by using Format-List or Format-Table, or their short forms flfl
or ft. For more information, run the Get-Help Format-List cmdlet.

Passing Parameters by Name

You can pass in parameters by name in most cases and surround parameter values that contain spaces or
special characters with double quotes.

 Copy-DeployRule -DeployRule testrule -ReplaceItem MyNewProfile

Most examples in the vSphere Installation and Setup documentation pass in parameters by name.

Passing Parameters as Objects

You can pass parameters as objects if you want to perform scripting and automation. Passing in parameters
as objects is useful with cmdlets that return multiple objects and with cmdlets that return a single object.
Consider the following example.

1 Bind the object that encapsulates rule set compliance information for a host to a variable.

$tr = Test-DeployRuleSetCompliance MyEsxi42

2 View the itemlist property of the object to see the difference between what is in the rule set and what
the host is currently using.

$tr.itemlist

3 Remediate the host to use the revised rule set by using the Repair-DeployRuleSetCompliance cmdlet
with the variable.

Repair-DeployRuleSetCompliance $tr

The example remediates the host the next time you boot the host.

Set Up Bulk Licensing
You can use the vSphere Web Client or ESXi Shell to specify individual license keys, or you can set up bulk
licensing by using PowerCLI cmdlets. Bulk licensing works for all ESXi hosts, but is especially useful for
hosts provisioned with Auto Deploy.

The following example assigns licenses to all hosts in a data center. You can also associate licenses with
hosts and clusters.

The following example is for advanced PowerCLI users who know how to use PowerShell variables.

Prerequisites

Install PowerCLI. See “Install vSphere PowerCLI and Prerequisite Software,” on page 84.
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Assigning license keys through the vSphere Web Client and assigning licensing by using PowerCLI cmdlets
function differently.

Assign license keys
with the
vSphere Web Client

You can assign license keys to a host when you add the host to the vCenter
Server system or when the host is managed by a vCenter Server system.

Assign license keys
with
LicenseDataManager
PowerCLI

You can specify a set of license keys to be added to a set of hosts. The license
keys are added to the vCenter Server database. Each time a host is added to
the vCenter Server system or reconnects to the vCenter Server system, the
host is assigned a license key. A license key that is assigned through the
PowerCLI is treated as a default license key. When an unlicensed host is
added or reconnected, it is assigned the default license key. If a host is
already licensed, it keeps its license key.

Procedure

1 Connect to the vCenter Server system you want to use and bind the associated license manager to a
variable.

Connect-VIServer -Server 192.XXX.X.XX -User username -Password password

$licenseDataManager = Get-LicenseDataManager

2 Run a cmdlet that retrieves the datacenter in which the hosts for which you want to use the bulk
licensing feature are located.

$hostContainer = Get-Datacenter -Name Datacenter-X

You can also run a cmdlet that retrieves a cluster to use bulk licensing for all hosts in a cluster, or
retrieves a folder to use bulk licensing for all hosts in a folder.

3 Create a new LicenseData object and a LicenseKeyEntry object with associated type ID and license key.

$licenseData = New-Object VMware.VimAutomation.License.Types.LicenseData

$licenseKeyEntry = New-Object Vmware.VimAutomation.License.Types.LicenseKeyEntry

$licenseKeyEntry.TypeId = "vmware-vsphere”

$licenseKeyEntry.LicenseKey = "XXXXX-XXXXX-XXXXX-XXXXX-XXXXX"

4 Associate the LicenseKeys attribute of the LicenseData object you created in step 3 with the
LicenseKeyEntry object.

$licenseData.LicenseKeys += $licenseKeyEntry

5 Update the license data for the data center with the LicenseData object and verify that the license is
associated with the host container.

$licenseDataManager.UpdateAssociatedLicenseData($hostContainer.Uid, $licenseData)

$licenseDataManager.QueryAssociatedLicenseData($hostContainer.Uid)

6 Provision one or more hosts with Auto Deploy and assign them to the data center or to the cluster that
you assigned the license data to.

7 You can use the vSphere Web Client to verify that the host is successfully assigned to the default license
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX.

All hosts that you assigned to the data center are now licensed automatically.
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Managing Auto Deploy with PowerCLI Cmdlets
You can use Auto Deploy PowerCLI cmdlets to create rules that associate hosts with image profiles, host
profiles, and a location on the vCenter Server target. You can also update hosts by testing rule compliance
and repairing compliance issues.

Assign an Image Profile to Hosts
Before you can provision a host, you must create rules that assign an image profile to each host that you
want to provision by using Auto Deploy.

Auto Deploy extensibility rules enforce that VIBs at the CommunitySupported level can only contain files
from certain predefined locations, such as the ESXCLI plug-in path, jumpstart plug-in path, and so on. If
you add a VIB that is in a different location to an image profile, a warning results. You can override the
warning by using the force option.

If you call the New-DeployRule cmdlet on an image profile that includes VIBs at the CommunitySupported
level which violate the rule, set $DeployNoSignatureCheck = $true before adding the image profile. With
that setting, the system ignores signature validation and does not perform the extensibility rules check.

NOTE   Image profiles that include VIBs at the CommunitySupported level are not supported on production
systems.

Prerequisites

n Install VMware PowerCLI and all prerequisite software.

n If you encounter problems running PowerCLI cmdlets, consider changing the execution policy. See 
“Using Auto Deploy Cmdlets,” on page 85.

Procedure

1 Run the Connect-VIServer PowerCLI cmdlet to connect to the vCenter Server system that Auto Deploy
is registered with.

Connect-VIServer 192.XXX.X.XX

The cmdlet might return a server certificate warning. In a production environment, make sure no server
certificate warnings result. In a development environment, you can ignore the warning.

2 Determine the location of a public software depot, or define a custom image profile using the Image
Builder PowerCLI.

3 Run Add-EsxSoftwareDepot to add the software depot that contains the image profile to the PowerCLI
session.

Depot Type Cmdlet

Remote depot Run Add-EsxSoftwareDepot depot_url.

ZIP file a Download the ZIP file to a local file path.
b Run

Add-EsxSoftwareDepot C:\file_path\my_offline_depot.zip.
 

4 In the depot, find the image profile that you want to use by running the Get-EsxImageProfile cmdlet.

By default, the ESXi depot includes one base image profile that includes VMware tools and has the
string standard in its name, and one base image profile that does not include VMware tools.
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5 Define a rule in which hosts with certain attributes, for example a range of IP addresses, are assigned to
the image profile.

New-DeployRule -Name "testrule" -Item "My Profile25" -Pattern "vendor=Acme,Zven",

"ipv4=192.XXX.1.10-192.XXX.1.20"

Double quotes are required if a name contains spaces, optional otherwise. Specify -AllHosts instead of
a pattern to apply the item to all hosts.

The cmdlet creates a rule named testrule. The rule assigns the image profile named My Profile25 to all
hosts with a vendor of Acme or Zven that also have an IP address in the specified range.

6 Add the rule to the rule set.

Add-DeployRule testrule

By default, the rule is added to both the working rule set and the active rule set. If you use the
NoActivate parameter, the working rule set does not become the active rule set.

When the host boots from iPXE, it reports attributes of the machine to the console. Use the same format of
the attributes when writing deploy rules.

******************************************************************

* Booting through VMware AutoDeploy...

*

* Machine attributes:

* . asset=No Asset Tag

* . domain=vmware.com

* . hostname=myhost.mycompany.com

* . ipv4=XX.XX.XXX.XXX

* . mac=XX:Xa:Xb:Xc:Xx:XX

* . model=MyVendorModel

* . oemstring=Product ID: XXXXXX-XXX

* . serial=XX XX XX XX XX XX...

* . uuid=XXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXX

* . vendor=MyVendor

******************************************************************

What to do next

n For hosts already provisioned with Auto Deploy, perform the compliance testing and repair operations
to provision them with the new image profile. See “Test and Repair Rule Compliance,” on page 90.

n Turn on unprovisioned hosts to provision them with the new image profile.

Write a Rule and Assign a Host Profile to Hosts
Auto Deploy can assign a host profile to one or more hosts. The host profile might include information
about storage configuration, network configuration, or other characteristics of the host. If you add a host to a
cluster, that cluster's host profile is used.

In many cases, you assign a host to a cluster instead of specifying a host profile explicitly. The host uses the
host profile of the cluster.

Prerequisites

n Install vSphere PowerCLI and all prerequisite software. See “Install vSphere PowerCLI and Prerequisite
Software,” on page 84.

n Export the host profile that you want to use.
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Procedure

1 Run the Connect-VIServer vSphere PowerCLI cmdlet to connect to the vCenter Server system that Auto
Deploy is registered with.

Connect-VIServer 192.XXX.X.XX

The cmdlet might return a server certificate warning. In a production environment, make sure no server
certificate warnings result. In a development environment, you can ignore the warning.

2 Using the vSphere Web Client, set up a host with the settings you want to use and create a host profile
from that host.

3 Find the name of the host profile by running Get-VMhostProfile vSphere PowerCLI cmdlet, passing in
the ESXi host from which you create a host profile.

4 At the vSphere PowerCLI prompt, define a rule in which host profiles are assigned to hosts with certain
attributes, for example a range of IP addresses.

New-DeployRule -Name "testrule2" -Item my_host_profile -Pattern "vendor=Acme,Zven", 

"ipv4=192.XXX.1.10-192.XXX.1.20"

The specified item is assigned to all hosts with the specified attributes. This example specifies a rule
named testrule2. The rule assigns the specified host profile my_host_profile to all hosts with an IP
address inside the specified range and with a manufacturer of Acme or Zven.

5 Add the rule to the rule set.

Add-DeployRule testrule2

By default, the working rule set becomes the active rule set, and any changes to the rule set become
active when you add a rule. If you use the NoActivate parameter, the working rule set does not become
the active rule set.

What to do next

n Assign a host already provisioned with Auto Deploy to the new host profile by performing compliance
test and repair operations on those hosts. For more information, see “Test and Repair Rule
Compliance,” on page 90.

n Power on unprovisioned hosts to provision them with the host profile.

Write a Rule and Assign a Host to a Folder or Cluster
Auto Deploy can assign a host to a folder or cluster. When the host boots, Auto Deploy adds it to the
specified location on the vCenter Server. Hosts assigned to a cluster inherit the cluster's host profile.

Prerequisites

n Install vSphere PowerCLI and all the prerequisite software.

n Verify that the folder you select is in a data center or in a cluster. You cannot assign the host to a
standalone top-level folder.

Procedure

1 Run the Connect-VIServer vSphere PowerCLI cmdlet to connect to the vCenter Server system that Auto
Deploy is registered with.

Connect-VIServer 192.XXX.X.XX

The cmdlet might return a server certificate warning. In a production environment, make sure no server
certificate warnings appear. In a development environment, you can ignore the warning.
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2 Define a rule in which hosts with certain attributes, for example a range of IP addresses, are assigned to
a folder or a cluster.

New-DeployRule -Name testrule3 -Item "my folder"    -Pattern "vendor=Acme,Zven", 

"ipv4=192.XXX.1.10-192.XXX.1.20"

This example passes in the folder by name. You can instead pass in a folder, cluster, or data center
object that you retrieve with the Get-Folder, Get-Cluster, or Get-Datacenter cmdlet.

3 Add the rule to the rule set.

Add-DeployRule testrule3

By default, the working rule set becomes the active rule set, and any changes to the rule set become
active when you add a rule. If you use the NoActivate parameter, the working rule set does not become
the active rule set.

What to do next

n Assign a host already provisioned with Auto Deploy to the new folder or cluster location by
performing test and repair compliance operation. See “Test and Repair Rule Compliance,” on page 90.

n Power on unprovisioned hosts to add them to the specified vCenter Server location.

Test and Repair Rule Compliance
When you add a rule to the Auto Deploy rule set or make changes to one or more rules, hosts are not
updated automatically. Auto Deploy applies the new rules only when you test their rule compliance and
perform remediation.

Prerequisites

n Install vSphere PowerCLI and all prerequisite software.

n Verify that your infrastructure includes one or more ESXi hosts provisioned with Auto Deploy, and that
the host on which you installed vSphere PowerCLI can access those ESXi hosts.

Procedure

1 Use vSphere PowerCLI to check which Auto Deploy rules are currently available.

Get-DeployRule

The system returns the rules and the associated items and patterns.

2 Make a change to one of the available rules.

For example, you can change the image profile and the name of the rule.

Copy-DeployRule -DeployRule testrule -ReplaceItem MyNewProfile 

             

You cannot edit a rule already added to a rule set. Instead, you copy the rule and replace the item or
pattern you want to change.

3 Verify that you can access the host for which you want to test rule set compliance.

Get-VMHost -Name MyEsxi42

4 Run the cmdlet that tests rule set compliance for the host, and bind the return value to a variable for
later use.

$tr = Test-DeployRuleSetCompliance MyEsxi42
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5 Examine the differences between the contents of the rule set and configuration of the host.

$tr.itemlist

The system returns a table of current and expected items.

CurrentItem                             ExpectedItem

-----------                             ------------   

My Profile 25                           MyProfileUpdate

6 Remediate the host to use the revised rule set the next time you boot the host.

Repair-DeployRuleSetCompliance $tr

What to do next

If the rule you changed specified the inventory location, the change takes effect when you repair
compliance. For all other changes, boot your host to have Auto Deploy apply the new rule and to achieve
compliance between the rule set and the host.

Provisioning ESXi Systems with vSphere Auto Deploy
vSphere Auto Deploy can provision hundreds of physical hosts with ESXi software. You can provision hosts
that did not previously run ESXi software (first boot), reboot hosts, or reprovision hosts with a different
image profile, host profile, or folder or cluster location.

The Auto Deploy process differs depending on the state of the host and on the changes that you want to
make.

Provision a Host (First Boot)
Provisioning a host that has never been provisioned with Auto Deploy (first boot) differs from subsequent
boot processes. You must prepare the host and fulfill all other prerequisites before you can provision the
host. You can optionally define a custom image profile with Image Builder PowerCLI cmdlets.

Prerequisites

n Make sure your host meets the hardware requirements for ESXi hosts.

See “ESXi Hardware Requirements,” on page 23.

n Prepare the system for vSphere Auto Deploy (see “Preparing for vSphere Auto Deploy,” on page 82).

n Write rules that assign an image profile to the host and optionally assign a host profile and a vCenter
Server location to the host. See “Managing Auto Deploy with PowerCLI Cmdlets,” on page 87.

When setup is complete, the Auto Deploy server and PowerCLI are installed, DHCP setup is complete,
and rules for the host that you want to provision are in the active rule set.

Procedure

1 Turn on the host.

The host contacts the DHCP server and downloads iPXE from the location the server points it to. Next,
the Auto Deploy server provisions the host with the image specified by the rule engine. The Auto
Deploy server might also apply a host profile to the host if one is specified in the rule set. Finally, Auto
Deploy adds the host to the vCenter Server system that is specified in the rule set.

2 (Optional) If Auto Deploy applies a host profile that requires user input such as an IP address, the host
is placed in maintenance mode. Reapply the host profile with the vSphere Web Client and provide the
user input when prompted.
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After the first boot process, the host is running and managed by a vCenter Server system. The vCenter
Server stores the host's image profile, host profile, and location information.

You can now reboot the host as needed. Each time you reboot, the host is reprovisioned by the vCenter
Server system.

What to do next

Reprovision hosts as needed. See “Reprovisioning Hosts,” on page 92.

If you want to change the image profile, host profile, or location of the host, update the rules and perform a
test and repair compliance operation. See “Test and Repair Rule Compliance,” on page 90.

Reprovisioning Hosts
vSphere Auto Deploy supports multiple reprovisioning options. You can perform a simple reboot or
reprovision with a different image profile or a different host profile.

A first boot using Auto Deploy requires that you set up your environment and add rules to the rule set. See 
“Preparing for vSphere Auto Deploy,” on page 82.

The following reprovisioning operations are available.

n Simple reboot.

n Reboot of hosts for which the user answered questions during the boot operation.

n Reprovision with a different image profile.

n Reprovision with a different host profile.

Reprovision Hosts with Simple Reboot Operations

A simple reboot of a host that is provisioned with Auto Deploy requires only that all prerequisites are still
met. The process uses the previously assigned image profile, host profile, and vCenter Server location.

Setup includes DHCP server setup, writing rules, and making an image profile available to the Auto Deploy
infrastructure.

Prerequisites

Make sure the setup you performed during the first boot operation is in place.

Procedure

1 Check that the image profile and host profile for the host are still available, and that the host has the
identifying information (asset tag, IP address) it had during previous boot operations.

2 Place the host in maintenance mode.

Host Type Action

Host is part of a DRS cluster VMware DRS migrates virtual machines to appropriate hosts when you
place the host in maintenance mode.

Host is not part of a DRS cluster You must migrate all virtual machines to different hosts and place each
host in maintenance mode.

 
3 Reboot the host.

The host shuts down. When the host reboots, it uses the image profile that the Auto Deploy server provides.
The Auto Deploy server also applies the host profile stored on the vCenter Server system.
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Reprovision a Host with a New Image Profile

You can reprovision the host with a new image profile, host profile, or vCenter Server location by changing
the rule for the host and performing a test and repair compliance operation.

Several options for reprovisioning hosts exist.

n If the VIBs that you want to use support live update, you can use an esxcli software vib command. In
that case, you must also update the rule set to use an image profile that includes the new VIBs.

n During testing, you can apply an image profile to an individual host with the Apply-EsxImageProfile
cmdlet and reboot the host so the change takes effect. The Apply-EsxImageProfile cmdlet updates the
association between the host and the image profile but does not install VIBs on the host.

n In all other cases, use this procedure.

Prerequisites

n Create the image profile you want to boot the host with. Use the Image Builder PowerCLI, discussed in 
“Using vSphere ESXi Image Builder,” on page 137.

n Make sure that the setup that you performed during the first boot operation is in place.

Procedure

1 At the PowerShell prompt, run the Connect-VIServer PowerCLI cmdlet to connect to the vCenter Server
system that Auto Deploy is registered with.

Connect-VIServer myVCServer

The cmdlet might return a server certificate warning. In a production environment, make sure no server
certificate warnings result. In a development environment, you can ignore the warning.

2 Determine the location of a public software depot that contains the image profile that you want to use,
or define a custom image profile with the Image Builder PowerCLI.

3 Run Add-EsxSoftwareDepot to add the software depot that contains the image profile to the PowerCLI
session.

Depot Type Cmdlet

Remote depot Run Add-EsxSoftwareDepot depot_url.

ZIP file a Download the ZIP file to a local file path or create a mount point local
to the PowerCLI machine.

b Run
Add-EsxSoftwareDepot C:\file_path\my_offline_depot.zip.

 
4 Run Get-EsxImageProfile to see a list of image profiles, and decide which profile you want to use.

5 Run Copy-DeployRule and specify the ReplaceItem parameter to change the rule that assigns an image
profile to hosts.

The following cmdlet replaces the current image profile that the rule assigns to the host with the
my_new_imageprofile profile. After the cmdlet completes, myrule assigns the new image profile to hosts.
The old version of myrule is renamed and hidden.

Copy-DeployRule myrule -ReplaceItem my_new_imageprofile

6 Test and repair rule compliance for each host that you want to deploy the image to.

See “Test and Repair Rule Compliance,” on page 90.

When you reboot hosts after compliance repair, Auto Deploy provisions the hosts with the new image
profile.
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Update the Host Customization in the vSphere Web Client

If a host required user input during a previous boot, the answers are saved with the vCenter Server. If you
want to prompt the user for new information, you remediate the host.

Prerequisites

Attach a host profile that prompts for user input to the host.

Procedure

1 Migrate all virtual machines to different hosts, and place the host into maintenance mode.

Host Type Action

Host is part of a DRS cluster VMware DRS migrates virtual machines to appropriate hosts when you
place the host in maintenance mode.

Host is not part of a DRS cluster You must migrate all virtual machines to different hosts and place each
host in maintenance mode.

 
2 In the vSphere Web Client, right click the host and click All vCenter Actions > Host Profiles >

Remediate to remediate the host.

3 When prompted, provide the user input.

You can now direct the host to exit maintenance mode.

The host customization is saved. The next time you boot, the host customization is applied to the host.

Using Auto Deploy for Stateless Caching and Stateful Installs
The Auto Deploy stateless caching feature lets you cache the host's image. The Auto Deploy stateful installs
feature lets you install hosts over the network. After the initial network boot, these hosts boot like other ESXi
hosts.

The stateless caching solution is primarily intended for situations when several hosts boot simultaneously.
The locally cached image helps prevent a bottleneck that results if several hundreds of hosts connect to the
Auto Deploy server simultaneously. After the boot operation is complete, hosts connect to Auto Deploy to
complete the setup.

The stateful installs feature lets you provision hosts with the image profile over the network without having
to set up the PXE boot infrastructure.

n Introduction to Stateless Caching and Stateful Installs on page 95
You can use the System Cache Configuration host profile to provision hosts with Auto Deploy
stateless caching and stateful installs.

n Understanding Stateless Caching and Stateful Installs on page 96
When you want to use Auto Deploy with stateless caching or stateful installs, you must set up a host
profile, apply the host profile, and set the boot order.

n Set Up Stateless Hosts to Use Auto Deploy with Caching on page 97
You can set up your system to provision hosts with Auto Deploy, and configure the hosts to use
stateless caching. If the Auto Deploy server is not available when a host reboots, the host uses the
cached image.

n Enable Stateful Installs for Hosts Provisioned with Auto Deploy on page 99
You can set up hosts provisioned with Auto Deploy to cache the image to disk and to use the cached
image on subsequent boots. After the image is cached, the hosts act like hosts on which an image is
installed.
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Introduction to Stateless Caching and Stateful Installs
You can use the System Cache Configuration host profile to provision hosts with Auto Deploy stateless
caching and stateful installs.

Examples of Stateless Caching and Stateful Installs

Hosts provisioned with
Auto Deploy cache the
image (stateless
caching)

Set up and apply a host profile for stateless caching. You can cache the image
on a local disk, a remote disk, or a USB drive. Continue provisioning this
host with Auto Deploy. If the Auto Deploy server becomes unavailable, for
example because hundreds of hosts attempt to access it simultaneously, the
host boots from the cache. The host attempts to reach the Auto Deploy server
after the boot operation to complete configuration.

Hosts provisioned with
Auto Deploy become
stateful hosts

Set up and apply a host profile for stateful installs. When you provision a
host with Auto Deploy, the image is installed on the local disk, a remote
disk, or a USB drive. For subsequent boots, you boot from the disk. The host
no longer uses Auto Deploy.

Preparation

To successfully use stateless caching or stateful installs, decide how to configure the system and set the boot
order.

Table 4‑7.  Preparation for Stateless Caching or Stateful Installs

Requirement or Decision Description

Decide on VMFS partition overwrite When you install ESXi by using the interactive installer,
you are prompted whether you want to overwrite an
existing VMFS datastore. The System Cache Configuration
host profile provides an option to overwrite existing VMFS
partitions.
The option is not available if you set up the host profile to
use a USB drive.

Decide whether you need a highly available environment If you use Auto Deploy with stateless caching, you can set
up a highly available Auto Deploy environment to
guarantee that virtual machines are migrated on newly
provisioned hosts and that the environment supports
vNetwork Distributed Switch even if the vCenter Server
system becomes temporarily unavailable.

Set the boot order The boot order you specify for your hosts depends on the
feature you want to use.
n To set up Auto Deploy with stateless caching,

configure your host to first attempt to boot from the
network, and to then attempt to boot from disk. If the
Auto Deploy server is not available, the host boots
using the cache.

n To set up Auto Deploy for stateful installs on hosts that
do not currently have a bootable disk, configure your
hosts to first attempt to boot from disk, and to then
attempt to boot from the network.
NOTE   If you currently have a bootable image on the
disk, configure the hosts for one-time PXE boot, and
provision the host with Auto Deploy to use a host
profile that specifies stateful installs.
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Stateless Caching and Loss of Connectivity

If the ESXi hosts that run your virtual machines lose connectivity to the Auto Deploy server, the
vCenter Server system, or both, some limitations apply the next time you reboot the host.

n If vCenter Server is available but the Auto Deploy server is unavailable, hosts do not connect to the
vCenter Server system automatically. You can manually connect the hosts to the vCenter Server, or wait
until the Auto Deploy server is available again.

n If both vCenter Server and Auto Deploy are unavailable, you can connect to each ESXi host by using the
vSphere Web Client, and add virtual machines to each host.

n If vCenter Server is not available, vSphere DRS does not work. The Auto Deploy server cannot add
hosts to the vCenter Server. You can connect to each ESXi host by using the vSphere Web Client, and
add virtual machines to each host.

n If you make changes to your setup while connectivity is lost, the changes are lost when the connection
to the Auto Deploy server is restored.

Understanding Stateless Caching and Stateful Installs
When you want to use Auto Deploy with stateless caching or stateful installs, you must set up a host profile,
apply the host profile, and set the boot order.

When you apply a host profile that enables caching to a host, Auto Deploy partitions the specified disk.
What happens next depends on how you set up the host profile and how you set the boot order on the host.

n Auto Deploy caches the image when you apply the host profile if Enable stateless caching on the host
is selected in the System Cache Configuration host profile. No reboot is required. When you later
reboot, the host continues to use the Auto Deploy infrastructure to retrieve its image. If the Auto
Deploy server is not available, the host uses the cached image.

n Auto Deploy installs the image if Enable stateful installs on the host is selected in the System Cache
Configuration host profile. When you reboot, the host boots from disk, just like a host that was
provisioned with the installer. Auto Deploy no longer provisions the host.

You can apply the host profile from a vSphere Web Client, or write an Auto Deploy PowerCLI rule that
applies the host profile.

Using the vSphere Web Client to Set Up Auto Deploy for Stateless Caching or Stateful Installs

You can create a host profile on a reference host and apply that host profile to additional hosts or to a
vCenter Server folder or cluster. The following workflow results.

1 You provision a host with Auto Deploy and edit that host's System Image Cache Configuration host
profile.

2 You place one or more target hosts in maintenance mode, apply the host profile to each host, and
instruct the host to exit maintenance mode.

3 What happens next depends on the host profile you selected.

n If the host profile enabled stateless caching, the image is cached to disk. No reboot is required.

n If the host profile enabled stateful installs, the image is installed. When you reboot, the host uses
the installed image.

4 A reboot is required so the changes can take effect.

Using PowerCLI to Set Up Auto Deploy for Stateless Caching or Stateful Installs

You can create a host profile for a reference host and write an Auto Deploy PowerCLI rule that applies that
host profile to other target hosts. The following workflow results.

1 You provision a reference with Auto Deploy and create a host profile to enable a form of caching.
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2 You write a rule that provisions additional hosts with Auto Deploy and that applies the host profile of
the reference host to those hosts.

3 Auto Deploy provisions each host with the new image profile. The exact effect of applying the host
profile depends on the host profile you selected.

n For stateful installs, Auto Deploy proceeds as follows:

n During first boot, Auto Deploy installs the image on the host.

n During subsequent boots, the host boots from disk. Auto Deploy is no longer involved.

n For stateless caching, Auto Deploy proceeds as follows:

n During first boot, Auto Deploy provisions the host and caches the image.

n During subsequent boots, Auto Deploy provisions the host. If Auto Deploy is unavailable, the
host boots from the cached image, however, setup can only be completed when the host can
reach the Auto Deploy server.

Set Up Stateless Hosts to Use Auto Deploy with Caching
You can set up your system to provision hosts with Auto Deploy, and configure the hosts to use stateless
caching. If the Auto Deploy server is not available when a host reboots, the host uses the cached image.

A host that is set up for stateless caching uses the cached image only if the Auto Deploy server is not
available when the host reboots. In all other situations, the host is provisioned with Auto Deploy. If you
change the rule that applies an image profile to the host, and you perform a test and repair compliance
operation, Auto Deploy provisions the host with the new image and the new image is cached.

Set up a highly available Auto Deploy infrastructure to guarantee that virtual machines are migrated to the
host if the host reboots. Because vCenter Server assigns virtual machines to the host, vCenter Server must be
available. See “Set Up Highly Available Auto Deploy Infrastructure,” on page 115.

You can set up your environment for stateless caching by applying host profiles directly or by using
PowerCLI rules.

Table 4‑8.  Setting up hosts for stateless caching or stateful installs

Workflow Stateless caching Stateful install

Apply host profile directly Apply the host profile either to
individual hosts or to all hosts in a folder
or cluster. See “Configure a Host Profile
to Use Stateless Caching,” on page 98.

Apply the host profile either to individual
hosts or to all hosts in a folder or cluster. See 
“Configure a Host Profile to Enable Stateful
Installs,” on page 100.

Write and apply PowerCLI
rules

Set up a reference host with a host
profile that has the caching setup you
want. Write an Auto Deploy PowerCLI
rule that provisions the host and that
applies a host profile that is set up for
stateless caching. See “Write a Rule and
Assign a Host Profile to Hosts,” on
page 88.

Set up a reference host with a host profile that
has the caching setup you want. Write an
Auto Deploy PowerCLI rule that provisions
the host and that applies a host profile that is
set up for stateful installs. See “Write a Rule
and Assign a Host Profile to Hosts,” on
page 88.

Prepare for Auto Deploy with Stateless Caching

Before you can start provisioning a host that uses stateless caching with Auto Deploy, you must verify that
your environment is set up for Auto Deploy, prepare Auto Deploy PowerCLI rules, and set the host boot
order.

Prerequisites

n Decide which disk to use for caching and determine whether the caching process will overwrite an
existing VMFS partition.
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n In production environments, protect the vCenter Server system and the Auto Deploy server by
including them in a highly available environment. Having the vCenter Server in a management cluster
guarantees that VDS and virtual machine migration are available. If possible, protect other elements of
your infrastructure. See “Set Up Highly Available Auto Deploy Infrastructure,” on page 115.

Procedure

1 Set up your environment for Auto Deploy and install PowerCLI.

See “Preparing for vSphere Auto Deploy,” on page 82.

2 Verify that a disk with at least 1GB of free space is available.

If the disk is not yet partitioned, partitioning happens when you apply the host profile.

3 Set up the host to first attempt a network boot and to boot from disk if network boot fails.

See your hardware vendor's documentation.

What to do next

Set up a host profile for stateless caching. In most cases, you set up the host profile on a reference host and
apply that host profile to other hosts.

Configure a Host Profile to Use Stateless Caching

When a host is set up to use stateless caching, the host uses a cached image if the Auto Deploy Server is not
available. To use stateless caching, you must configure a host profile. You can apply that host profile to
other hosts that you want to set up for stateless caching.

You can configure the host profile on a single host that you want to set up to use caching. You can also
create a host profile that uses caching on a reference host and apply that host profile to other hosts.

Prerequisites

Prepare your host for stateless caching. See “Prepare for Auto Deploy with Stateless Caching,” on page 97.

Procedure

1 In the vSphere Web Client, create a host profile.

See the Host Profiles documentation.

2 Select the host profile and click Edit Host Profile.

3 Leave the name and description and click Next.

4 Click Advanced Configuration Settings and click the System Image Cache Configuration folder.

5 Click the System Image Cache Configuration icon.

6 In the System Image Cache Profile Settings drop-down menu, make your selection.

Option Description

Enable stateless caching on the
host

Caches the image to disk.

Enable stateless caching to a USB
disk on the host

Caches the image to a USB disk attached to the host.

 

vSphere Installation and Setup

98  VMware, Inc.



7 If you selected Enable stateless caching on the host, specify information about the disk to use.

Option Description

Arguments for first disk By default, the system attempts to replace an existing ESXi installation, and
then attempts to write to the local disk.
You can use the Arguments for first disk field to specify a comma-
separated list of disks to use, in order of preference. You can specify more
than one disk. Use esx for the first disk with ESX installed on it, use model
and vendor information, or specify the name of the vmkernel device
driver. For example, to have the system first look for a disk with the model
name ST3120814A, second for any disk that uses the mptsas driver, and
third for the local disk, specify ST3120814A,mptsas,local as the value of
this field.
The first disk setting in the host profile specifies the search order for
determining which disk to use for the cache. The search order is specified
as a comma delimited list of values. The default setting esx,local
specifies that Auto Deploy should first look for an existing cache disk. The
cache disk is identified as a disk with an existing ESXi software image. If
Auto Deploy cannot find an existing cache disk, it searches for an available
local disk device. When searching for an available disk Auto Deploy uses
the first empty disk that does not have an existing VMFS partition.
You can use the first disk argument only to specify the search order. You
cannot explicitly specify a disk. For example, you cannot specify a specific
LUN on a SAN.

Check to overwrite any VMFS
volumes on the selected disk

If you click this check box, the system overwrites existing VMFS volumes if
not enough space is available to store the image, image profile, and host
profile.

 
8 Click Finish to complete the host profile configuration.

9 Apply the host profile with the vSphere Web Client or the vSphere PowerCLI.

Option Description

vSphere Web Client Use the host profiles interface of the vSphere Web Client. See the Host
Profiles documentation.

vSphere PowerCLI See “Write a Rule and Assign a Host Profile to Hosts,” on page 88.
 

Enable Stateful Installs for Hosts Provisioned with Auto Deploy
You can set up hosts provisioned with Auto Deploy to cache the image to disk and to use the cached image
on subsequent boots. After the image is cached, the hosts act like hosts on which an image is installed.

Prepare Hosts Provisioned with Auto Deploy for Stateful Installs

In some situations, it is useful to provision hosts with Auto Deploy and to perform all subsequent boots
from disk. This approach is called Stateful Installs.

Prerequisites

Decide which disk to use for storing the image, and determine whether the new image will overwrite an
existing VMFS partition.

Procedure

1 Set up your environment for Auto Deploy and install PowerCLI.

See “Preparing for vSphere Auto Deploy,” on page 82.

2 Verify that a disk with at least 1GB of free space is available.

If the disk is not partitioned, partitioning happens when you apply the host profile.
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3 Set up the host to boot from disk.

See your hardware vendor's documentation.

Configure a Host Profile to Enable Stateful Installs

To set up a host provisioned with Auto Deploy to boot from disk, you must configure a host profile. You
can apply that host profile to other hosts that you want to set up for stateful installs.

You can configure the host profile on a single host. You can also create a host profile on a reference host and
apply that host profile to other hosts.

Prerequisites

Make sure that your host is configured for Auto Deploy and that you meet other prerequisites for stateful
installs. See “Prepare Hosts Provisioned with Auto Deploy for Stateful Installs,” on page 99.

Procedure

1 In the vSphere Web Client, create a host profile.

See the Host Profiles documentation.

2 With the host profile object displayed, click the Edit host profile settings icon.

3 Leave the name and description and click Next.

4 Click Advanced Configuration Settings and click the System Image Cache Configuration folder.

5 Click the System Image Cache Configuration icon.

6 In the System Image Cache Profile Settings drop-down menu, make your selection.

Option Description

Enable stateful installs on the host Caches the image to a disk.

Enable stateful installs to a USB
disk on the host

Caches the image to a USB disk attached to the host.

 

vSphere Installation and Setup

100  VMware, Inc.



7 If you select Enable stateful installs on the host, specify information about the disk to use.

Option Description

Arguments for first disk By default, the system attempts to replace an existing ESXi installation, and
then attempts to write to the local disk.
You can use the Arguments for first disk field to specify a comma-
separated list of disks to use, in order of preference. You can specify more
than one disk. Use esx for the first disk with ESX installed on it, use model
and vendor information, or specify the name of the vmkernel device
driver. For example, to have the system first look for a disk with the model
name ST3120814A, second for any disk that uses the mptsas driver, and
third for the local disk, specify ST3120814A,mptsas,local as the value of
this field.
The first disk setting in the host profile specifies the search order for
determining which disk to use for the cache. The search order is specified
as a comma delimited list of values. The default setting esx,local
specifies that Auto Deploy should first look for an existing cache disk. The
cache disk is identified as a disk with an existing ESXi software image. If
Auto Deploy cannot find an existing cache disk, it searches for an available
local disk device. When searching for an available disk Auto Deploy uses
the first empty disk that does not have an existing VMFS partition.
You can use the first disk argument only to specify the search order. You
cannot explicitly specify a disk. For example, you cannot specify a specific
LUN on a SAN.

Check to overwrite any VMFS
volumes on the selected disk

If you click this check box, the system overwrites existing VMFS volumes if
not enough space is available to store the image, image profile, and host
profile.

 
8 Click Finish to complete the host profile configuration.

9 Apply the host profile with the vSphere Web Client or the vSphere PowerCLI.

Option Description

vSphere Web Client To apply the host profile to individual hosts, use the host profiles interface
of the vSphere Web Client. See the Host Profiles documentation.

vSphere PowerCLI To apply the host profile to one or more hosts by using PowerCLI, see 
“Write a Rule and Assign a Host Profile to Hosts,” on page 88.

 

Setting Up an Auto Deploy Reference Host
In an environment where no state is stored on the host, a reference host helps you set up multiple hosts with
the same configuration. You configure the reference host with the logging, coredump, and other settings
that you want, save the host profile, and write a rule that applies the host profile to other hosts as needed.

You can configure the storage, networking, and security settings on the reference host and set up services
such as syslog and NTP.
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Understanding Reference Host Setup
A well-designed reference host connects to all services such as syslog, NTP, and so on. The reference host
setup might also include security, storage, networking, and ESXi Dump Collector. You can apply such a
host's setup to other hosts by using host profiles.

The exact setup of your reference host depends on your environment, but you might consider the following
customization.

NTP Server Setup When you collect logging information in large environments, you must make
sure that log times are coordinated. Set up the reference host to use the NTP
server in your environment that all hosts can share. You can specify an NTP
server by running the vicfg-ntp command. You can start and stop the NTP
service for a host with the vicfg-ntp command, or the vSphere Web Client.

Syslog Server Setup All ESXi hosts run a syslog service (vmsyslogd), which logs messages from
the VMkernel and other system components to a file. You can specify the log
host and manage the log location, rotation, size, and other attributes by
running the esxcli system syslog vCLI command or by using the
vSphere Web Client. Setting up logging on a remote host is especially
important for hosts provisioned with Auto Deploy that have no local storage.
You can optionally install the vSphere Syslog Collector to collect logs from
all hosts.

Core Dump Setup You can set up your reference host to send core dumps to a shared SAN
LUN, or you can install ESXi Dump Collector in your environment and
configure the reference host to use ESXi Dump Collector. See “Configure
ESXi Dump Collector with ESXCLI,” on page 103. You can either install ESXi
Dump Collector by using the vCenter Server installation media or use the
ESXi Dump Collector that is included in the vCenter Server Appliance. After
setup is complete, VMkernel memory is sent to the specified network server
when the system encounters a critical failure.

Security Setup In most deployments, all hosts that you provision with Auto Deploy must
have the same security settings. Make any customization in your reference
host. You can, for example, set up the firewall to allow certain services to
access the ESXi system. See the vSphere Security documentation. Security
setup includes shared user access settings for all hosts. You can achieve
unified user access by setting up your reference host to use Active Directory.

NOTE   If you set up Active Directory by using host profiles, the passwords
are not protected. Use the vSphere Authentication Service to set up Active
Directory to avoid exposing the Active Directory password.

Networking and Storage
Setup

If you reserve a set of networking and storage resources for use by hosts
provisioned with Auto Deploy, you can set up your reference host to use
those resources.

In very large deployments, the reference host setup supports an Enterprise Network Manager, which
collects all information coming from the different monitoring services that are running in the environment.
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Figure 4‑4.  Auto Deploy Reference Host Setup
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“Configuring an Auto Deploy Reference Host,” on page 103 explains how to perform this setup.

Watch the video "Auto Deploy Reference Hosts" for information about the reference host setup:

Auto Deploy Reference Hosts (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_auto_deploy_reference_hosts)

Configuring an Auto Deploy Reference Host
vSphere allows you to configure a reference host by using the vSphere Web Client, by using vCLI, or by
using host profiles.

To set up a reference host, you can use the approach that suits you best.

vSphere Web Client The vSphere Web Client supports setup of networking, storage, security, and
most other aspects of anESXi host. Set up your environment and create a host
profile from the reference host for use by Auto Deploy.

vSphere Command-Line
Interface

You can use vCLI commands for setup of many aspects of your host. vCLI is
suitable for configuring many of the services in the vSphere environment.
Commands include vicfg-ntp (set up an NTP server), esxcli system syslog
(set up a syslog server), and esxcli network route (add routes and set up
the default route). See “Configure ESXi Dump Collector with ESXCLI,” on
page 103.

Host Profiles Interface Best practice is to set up a host with vSphere Web Client or vCLI and create a
host profile from that host. You can instead use the Host Profiles interface in
the vSphere Web Client and save that host profile. See “Configure Host
Profiles for an Auto Deploy Reference Host with the vSphere Web Client,”
on page 104.

Configure ESXi Dump Collector with ESXCLI
A core dump is the state of working memory in the event of host failure. By default, a core dump is saved to
the local disk. You can use ESXi Dump Collector to keep core dumps on a network server for use during
debugging. ESXi Dump Collector is especially useful for Auto Deploy, but is supported for any ESXi host.
ESXi Dump Collector supports other customization, including sending core dumps to the local disk.

If you intend to use IPv6, and if both the ESXi host and ESXi Dump Collector are on the same local link, both
can use either local link scope IPv6 addresses or global scope IPv6 addresses.
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If you intend to use IPv6, and if ESXi and ESXi Dump Collector are on different hosts, both require global
scope IPv6 addresses. The traffic routes through the default IPv6 gateway.

Prerequisites

n ESXi Dump Collector is included with the vCenter Server management node.

n Install vCLI if you want to configure the host to use ESXi Dump Collector. In troubleshooting
situations, you can use ESXCLI in the ESXi Shell instead.

Procedure

1 Set up an ESXi system to use ESXi Dump Collector by running esxcli system coredump in the local
ESXi Shell or by using vCLI.

 esxcli system coredump network set --interface-name vmk0    --server-ip 10xx.xx.xx.xx --

server-port 6500

You must specify a VMkernel NIC and the IP address and optional port of the server to send the core
dumps to. You can use an IPv4 address or an IPv6 address. If you configure an ESXi system that is
running on a virtual machine that is using a vSphere standard switch, you must select a VMkernel port
that is in promiscuous mode.

2 Enable ESXi Dump Collector.

esxcli system coredump network set --enable true

3 (Optional) Verify that ESXi Dump Collector is configured correctly.

esxcli system coredump network check

The host on which you have set up ESXi Dump Collector is configured to send core dumps to the specified
server by using the specified VMkernel NIC and optional port.

What to do next

n Write a rule that applies the host profile to all hosts that you want to provision with the settings
specified in the reference host. See “Write a Rule and Assign a Host Profile to Hosts,” on page 88.

n For hosts that are already provisioned with Auto Deploy, perform the test and repair compliance
operations to provision them with the new host profile. See “Test and Repair Rule Compliance,” on
page 90.

n Power on unprovisioned hosts to provision them with the new host profile.

Configure Host Profiles for an Auto Deploy Reference Host with the vSphere Web
Client
You can set up host profiles in a reference host and apply the host profile settings to all other hosts that you
provision with vSphere Auto Deploy. You can either configure the reference host and export the host profile
or, for small changes, edit the host profiles directly.

Prerequisites

Verify that you have access to a vSphere Web client that can connect to the vCenter Server system

Procedure

1 In the vSphere Web Client, click Rules and Profiles and click Host Profiles.

2 For a new profile, click the Create Profile from a host icon, or right-click a profile that you want to
modify and select Edit Host Profile.

vSphere Installation and Setup

104  VMware, Inc.



3 Customize your reference host by using vCLI, by using the client UI, or by using the Host Profiles
interface.

Policy Description

ESXi Dump Collector Set up ESXi Dump Collector with the esxcli system coredump
command and save the host profile (best practice), or configure the host
profile directly. See “Set Up Syslog from the Host Profiles Interface in the
vSphere Web Client,” on page 106.

Syslog Set up syslog for the host with the esxcli system syslog command.
Save the host profile (best practice) or configure the host profile directly.
See “Set Up Syslog from the Host Profiles Interface in the vSphere Web
Client,” on page 106.

NTP Use the vicfg-ntp vCLI command or the vSphere Web Client to set up a
host. If you use the vSphere Web Client to start the NTP Server, make sure
the startup policy for the NTP Daemon is set appropriately.
a In the vSphere Web Client, select the host.
b Select the Manage tab and click Time Configuration.
c Click Edit and click Use Network Time Protocol (Enable NTP client).
d Select Start and stop with host as the NTP Service Startup Policy.

Security Set up the firewall configuration, security configuration, user
configuration, and user group configuration for the reference host with the
vSphere Web Client or with vCLI commands. See the vSphere Security
documentation.

Networking and Storage Set up the networking and storage policies for the reference host with the
vSphere Web Client or vCLI command.

 
4 Click OK to save the host profile settings.

What to do next

Write a rule that applies the host profile to all hosts that you want to provision with the settings that you
specified in the reference host (see “Write a Rule and Assign a Host Profile to Hosts,” on page 88). Perform a
test-and-repair compliance operation.

Set Up ESXi Dump Collector from the Host Profiles Interface in the vSphere Web Client

You can set up ESXi Dump Collector for a reference host with esxcli or directly in the Host Profiles panels
of the vSphere Web Client. You can export the host profile and write a rule that applies the profile to all
hosts provisioned with Auto Deploy.

Best practice is to set up hosts to use ESXi Dump Collector with the esxcli system coredump command and
save the host profile (see “Configure ESXi Dump Collector with ESXCLI,” on page 103). If you prefer to use
a GUI, set up ESXi Dump Collector from the Host Profiles interface.

Prerequisites

Verify that at least one partition has sufficient storage capability for core dumps from multiple hosts
provisioned with vSphere Auto Deploy.

Procedure

1 In the vSphere Web Client, click Rules and Profiles and click Host Profiles.

2 For a new profile, click the Create Profile from a host icon, or right-click a profile that you want to
modify and select Edit Host Profile.

3 Leave the name and description and click Next.

4 Select Network Configuration.

5 Select Network Coredump Settings.
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6 Click the Enabled check box.

7 Specify the host NIC to use, the Network Coredump Server IP, and the Network Coredump Server
Port.

8 Click Finish to save the host profile settings.

What to do next

n Write a rule that applies the host profile to all hosts that you want to provision with the settings that
you specified in the reference host. See “Write a Rule and Assign a Host Profile to Hosts,” on page 88.

n For hosts already provisioned with Auto Deploy, perform the compliance testing and repair operations
to provision them with the new host profile. See “Test and Repair Rule Compliance,” on page 90.

n Turn on unprovisioned hosts to provision them with the new host profile.

Set Up Syslog from the Host Profiles Interface in the vSphere Web Client

Hosts provisioned with Auto Deploy usually do not have sufficient local storage to save system logs. You
can specify a remote syslog server for those hosts by setting up a reference host, saving the host profile, and
applying that host profile to other hosts as needed.

Best practice is to set up the syslog server on the reference host with the vSphere Web Client or the esxcli
system syslog command and to save the host profile. You can also set up syslog from the Host Profiles
interface.

Prerequisites

n If you intend to use a remote syslog host, set up that host before you customize host profiles.

n Verify that you have access to a vSphere Web Client that can connect to the vCenter Server system.

Procedure

1 In the vSphere Web Client, click Rules and Profiles and click Host Profiles.

2 (Optional) If no reference host exists in your environment, click the Extract Profile from Host icon to
create a host profile.

3 Right-click the host profile you want to modify and select Edit Host Profile.

4 Leave the name and description and click Next.

5 Click Advanced Configuration Settings click the Advanced Options folder, and click Advanced
configuration options.

You can specify syslog settings from here.

6 If you are setting up an ESXi 5.0 host that did not have a previously configured syslog server, you have
to create an advanced configuration option.

a Click the plus sign.

b Click the new Advanced configuration option at the top of the option list and select Configure a
fixed option from the drop-down menu.

c Specify Syslog.global.loghost as the option, and your host as the value.

If you are configuring an ESXi version 5.1 or later host or an ESXi 5.0 host that has syslog configured,
Syslog.global.loghost is already in the list of advanced options.

7 Click OK to save the host profile settings.
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What to do next

n Write a rule that applies the host profile to all hosts that you want to provision with the settings that
you specified in the reference host (see “Write a Rule and Assign a Host Profile to Hosts,” on page 88).

n For hosts already provisioned with Auto Deploy, perform the compliance testing and repair operations
to provision them with the new image profile. See “Test and Repair Rule Compliance,” on page 90.

n Turn on unprovisioned hosts to provision them with the new image profile.

Set Up Networking for Your Auto Deploy Host in the vSphere Web Client

You can set up networking for your Auto Deploy reference host and apply the host profile to all other hosts
to guarantee a fully functional networking environment.

Prerequisites

Provision the host you want to use as your reference host with an ESXi image by using Auto Deploy.

Procedure

1 In the vSphere Web Client, select the host and click the Networking tab.

2 Perform networking setup.

If you are using virtual switches and not vSphere Distributed Switch, do not add other VMkernel NICs
to vSwitch0.

3 After the reference host is configured, reboot the system to verify that vmk0 is connected to the
Management Network.

4 Create a host profile from the host.

What to do next

n Write a rule that applies the host profile to all hosts that you want to provision with the settings that
you specified in the reference host. See “Write a Rule and Assign a Host Profile to Hosts,” on page 88.

n For hosts already provisioned with Auto Deploy, perform the compliance testing and repair operations
to provision them with the new host profile. See “Test and Repair Rule Compliance,” on page 90.

n Turn on unprovisioned hosts to provision them with the new host profile.

Consider and Implement Your Partitioning Strategy

By default, Auto Deploy provisions hosts only if a partition is available on the host. You can set up a
reference host to auto-partition all hosts that you provision with Auto Deploy.

CAUTION   If you change the default auto-partitioning behavior, Auto Deploy overwrites existing partitions
regardless of their content. If you turn on this option, ensure that no unintended data loss results.

To ensure that local SSDs remain unpartitioned during auto-partitioning, you must set the parameter
skipPartitioningSsds=TRUE on the reference host.

For more information about preventing SSD formatting during auto-partitioning, see the vSphere Storage
documentation.

Prerequisites

n Provision the host you wish to use as your reference host with an ESXi image by using Auto Deploy.

n Verify that you have access to avSphere Web Client that can connect to the vCenter Server system.

Procedure

1 In the vSphere Web Client, select the host you want to use as a reference host and click Manage.
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2 Click Settings.

3 Click System to open the system options and click Advanced System Settings.

4 Scroll to VMkernel.Boot.autoPartition and set the value to true.

5 (Optional) If you want local SSDs to remain unpartitioned, scroll to
VMkernel.Boot.skipPartitioningSsds and set the value to true.

6 If no host profile exists for your reference host, create it now.

7 Use the Auto Deploy PowerCLI to write a rule that applies the host profile of your reference host to all
hosts immediately when they boot.

Auto-partitioning is performed when the hosts boot.

Advanced Management Tasks
In most cases, you manage your Auto Deploy environment by preparing system setup, writing rules, and
provisioning hosts. In some cases, you might perform advanced management tasks such as reregistering the
Auto Deploy server or assigning a static IP address to each host.

Set Up Host Profiles for Static IP Addresses in the vSphere Web Client
By default, hosts provisioned with Auto Deploy are assigned DHCP addresses by a DHCP server. You can
use the Auto Deploy host customization mechanism to assign static IP addresses to hosts.

Prerequisites

n Set up your Auto Deploy environment.

n Boot the host using Auto Deploy.

n Extract a host profile from the host.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server that manages the Auto Deploy host, select
Policies and Profiles, and select Host Profiles.

2 Right-click the extracted host profile and click Edit Settings.

3 Use the default name and description and click Next.

4 Change the default IP address settings by clicking Networking configuration > Host port group >
Management Network > IP address settings.

5 From the IPv4 address drop-down menu, select User specified IP address to be used while applying
the configuration.

6 If the host is in a different subnet than the vCenter Server system, select Networking Configuration >
NetStack Instance > defaultTcpipStack > DNS configuration and enter the default route in the
Default IPv4 gateway text box.

7 Select Networking Configuration > NetStack Instance > defaultTcpipStack > DNS configuration.

8 Make sure the Flag indicating if DHCP should be used check box is deselected.

9 Right-click the host and select All vCenter Actions > Host Profiles > Attach Host Profile.

10 Select the profile to attach and click Next.

11 Provide the IP address and net mask and click Finish.

12 Reboot the ESXi host.
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The IP address is saved as a host customization and applied to the host.

Host Customization in the vSphere Web Client
To customize hosts with shared attributes, you can create a host profile in a reference host. To customize
individual hosts, you can set up some fields in the host profile to prompt the user for input for each host.

Host profiles allow you to prespecify information, for example, the storage setup or Syslog setup in a
reference host to and apply the host profile to a set of target hosts that share the same settings. You can also
use host profiles to specify that certain settings are host dependent. If you do so, the host comes up in
maintenance mode when you provision it with Auto Deploy. Remediate the host or reset the host
customization to be prompted for input. The system stores your input and uses it the next time the host
boots.

NOTE   The host customization is not stored in a location or format that administrators can access. Use the
Host Profiles UI in the vSphere Web Client to modify customization.

When the host profile is set to prompt for user input, you must specify a value in the dialog that appears
when you reset the host customization. An error results if you do not specify a value.

Table 4‑9.  Host Profile Options that Prompt for iSCSI User Input

Information to Request User Input For Setting the Host Profile Option

When you apply a host profile on a system that includes a
profile for iSCSI, you are prompted for several properties.
For many of the properties, a system default is available.
For some properties, you must specify a value or an error
results.

IQN name If the iSCSI setup uses an IQN name,
you are prompted when you apply the
host profile. You cannot continue until
you provide the name.

CHAP
information

If you set up iSCSI to require CHAP
authentication, you are prompted for
CHAP information including the user
name and the secret when you apply
the host profile. You cannot continue
until you provide the name.

1 Select Edit Host Profile, click Storage configuration,
and click iSCSI Initiator Configuration.

2 Select the folder for an already enabled initiator and set
up the initiator.

3 Set up the initiator. For many fields, the user is
prompted as part of host customization.

Table 4‑10.  Host Profile Options that Prompt for Storage User Input

Information to Request User Input For Setting the Host Profile Option

You are setting up the Fixed PSP configuration and want to
prompt for the adapter and target IDs for the storage
arrays that should use the Fixed PSP.

You can set the option only if the adapter is set up to use
the Fixed PSP.
1 Select Edit Host Profile, click Storage configuration.
2 Click Native Multipathing (NMP).
3 Click Path Selection Policy (PSP) configuration.
4 In the Preferred Path window, select Prompt the user

for adapter and target IDs on the host.

Configure FCoE adapter activation based on a user-
specified MAC address.

You can set the option only if an activation profile exists.
1 Select Edit Host Profile, click Storage configuration.
2 Click Software FCoE configuration.
3 Click Adapter Configuration.
4 Click the activation profile and click Policy Profile.
5 Select Activation policy based on adapter MAC

address from the drop-down menu.
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Table 4‑11.  Host Profile Options that Prompt for Security User Input

Information to Request User Input For Setting the Host Profile Option

Administrator password for ESXi host when the host boots
for the first time.

1 Select Edit Host Profile, and click Security and
Services.

2 click Security Settings and click Security
configuration.

3 In the right panel, select User Input Password to be
Used to Configure Administrator Password from the
Administrator password drop-down menu.

Preconfigures a user for the ESXi host but prompts for the
password for that user on each host when the host boots for
the first time.

You can perform this task only if a user configuration
already exists. Configure the user by selecting one of the
options.
n Assigned fixed user configurations is available for

compatibility with ESX/ESXi 4.1 system, this option
displays the password in the clear.

n Assign advanced fixed user configurations is for
users of ESXi 5.0 and later systems.

n Specify the user configuration in the profile but
prompt for password during host configuration
allows you to specify the information about the user
but prompt for a password on each host.

Prompt the user for credentials when the host joins the
Active Directory domain.

1 Set the Authentication configuration profile to use a
fixed domain.
a Select Edit Host Profile, click Security and

Services.
b Click Security Settings, and click Authentication

configuration.
c Click Active Directory configuration.
d In the Domain Name drop-down menu, select

Configure a fixed domain name.
2 Set the method for joining the domain to prompt the

user.
a Select Edit Host Profile, click Security and

Services and click Authentication configuration.
b Click Active Directory configuration.
c In the Join Domain Method drop-down menu,

select Use user specified AD credentials to join
the host to domain.
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Table 4‑12.  Host Profile Options that Prompt for Networking User Input

Information to Request User Input For Setting the Host Profile Option

Prompt the user for the MAC address for a port group. You
can have the system prompt the user in all cases (User
specified MAC address...) or prompt the user only if no
default is available.

1 Select Edit Host Profile, click Networking
configuration, and click Host port group.

2 Click Management Network.
3 In the Determine how MAC address for vmknic

should be decided field, select how the system
manages the MAC address.
n User specified MAC Address to be used while

applying the configuration
n Prompt the user for the MAC Address if no

default is available

Prompt the user for the IPv4 address for each ESXi host to
which the profile is applied. You can have the system
prompt the user in all cases (User specified IPv4 address...)
or prompt the user only if no default is available.

1 Select Edit Host Profile, click Networking
configuration, and click Host port group.

2 Click Management Network and click IP address
settings.

3 In the IPv4 address field, select how the system
manages the IPv4 address.
n User specified IPv4 Address to be used while

applying the configuration
n Prompt the user for the IPv4 Address if no

default is available

Prompt the user for the IPv6 address for each ESXi host to
which the profile is applied. You can have the system
prompt the user in all cases (User specified IPv6 address...)
or prompt the user only if no default is available.

1 Select Edit Host Profile, click Networking
configuration, and click Host port group.

2 Click Management Network and click IP address
settings.

3 In the Static IPv6 address field, select how the system
manages the IPv6 address.
n User specified IPv6 Address to be used while

applying the configuration
n Prompt the user for the IPv6 Address if no

default is available

Prompt the user for the DNS name of the host. You can
have the system prompt the user in all cases (User specified
host name...) or prompt the user only if no default is
available.

1 Select Edit Host Profile, click Networking
configuration, and click DNS configuration.

2 In the Host name field, select how the system manages
the DNS configuration.
n Prompt the user for host name if default is not

available
n User specified host name to be used while

applying the configuration

Prompt the user for the MAC address for a distributed
switch, its port group, or one of its services. Right-click the
Host virtual NIC folder icon and click the Add sub-profile
icon to determine the component to which the setting is
applied.
You can decide to prompt the user in all cases or only if no
default is available.

1 Open Networking configuration.
2 Click Host virtual NIC.
3 In the Determine how MAC address for vmknic

should be decided field, select how the system
manages the MAC address for the distributed switch.
n User specified MAC address to be used while

applying the configuration
n Prompt the user for the MAC address if no

default is available
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Table 4‑12.  Host Profile Options that Prompt for Networking User Input (Continued)

Information to Request User Input For Setting the Host Profile Option

Prompt the user for the IPv4 address for a distributed
switch, its port group, or one of its services. Right-click the
Host virtual NIC folder icon and click the Add sub-profile
icon to determine the component to which the setting is
applied.
You can decide to prompt the user only if no default is
available or in all cases.

1 Open Networking configuration.
2 Click Host virtual NIC.
3 Click IP address settings.
4 In the IPv4 address field, select how the system

handles the IPv4 address for the distributed switch.
n User specified IPv4 address to be used while

applying the configuration
n Prompt the user for IPv4 address if no default is

available

Prompt the user for the IPv6 address for a distributed
switch, its port group, or one of its services. Right-click the
Host virtual NIC folder icon and click the Add sub-profile
icon to determine the component to which the setting is
applied.
You can decide to prompt the user only if no default is
available or in all cases.

1 Open Networking configuration.
2 Open Host virtual NIC.
3 Open IP address settings.
4 In the Static IPv6 address field, select how the system

manages the IPv6 address for the distributed switch.
n User specified IPv6 address to be used while

applying the configuration
n Prompt the user for IPv6 address if no default is

available

Auto Deploy Best Practices and Security Consideration
Follow best practices when installing vSphere Auto Deploy and when using Auto Deploy with other
vSphere components. Set up a highly available Auto Deploy infrastructure in large production
environments or when using stateless caching. Follow all security guidelines that you would follow in a
PXE boot environment, and consider the recommendations in this chapter.

Auto Deploy Best Practices
You can follow several Auto Deploy best practices, set up networking, configure vSphere HA, and
otherwise optimize your environment for Auto Deploy.

See the VMware Knowledge Base for additional best practice information.

Auto Deploy and vSphere HA Best Practices

You can improve the availability of the virtual machines running on hosts provisioned with Auto Deploy by
following best practices.

Some environments configure the hosts provisioned with Auto Deploy with a distributed switch or
configure virtual machines running on the hosts with Auto Start Manager. In such environments, deploy the
vCenter Server system so that its availability matches the availability of the Auto Deploy server. Several
approaches are possible.

n In a proof of concept environment, deploy thevCenter Server system and the Auto Deploy server on the
same system. In all other situations, install the two servers on separate systems.

n Deploy vCenter Server Heartbeat.

VMware vCenter Server Heartbeat delivers high availability for vCenter Server, protecting the virtual
and cloud infrastructure from application, configuration, operating system, and hardware related
outages.
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n Deploy the vCenter Server system on a virtual machine. Run the vCenter Server virtual machine in a
vSphere HA enabled cluster and configure the virtual machine with a vSphere HA restart priority of
high. Include two or more hosts in the cluster that are not managed by Auto Deploy and pin the
vCenter Server virtual machine to these hosts by using a rule (vSphere HA DRS required VM to host
rule). You can set up the rule and then disable DRS if you do not want to use DRS in the cluster. The
greater the number of hosts that are not managed by Auto Deploy, the greater your resilience to host
failures.

NOTE   This approach is not suitable if you use Auto Start Manager. Auto Start Manager is not
supported in a cluster enabled for vSphere HA.

Auto Deploy Networking Best Practices

Prevent networking problems by following Auto Deploy networking best practices.

Auto Deploy and IPv6 Because Auto Deploy takes advantage of the iPXE infrastructure, it requires
that each host has an IPv4 address. After the deployment you can manually
reconfigure the hosts to use IPv6 and add them to vCenter Server over IPv6.
However, when you reboot a stateless host, its IPv6 configuration is lost.

IP Address Allocation Use DHCP reservations for address allocation. Fixed IP addresses are
supported by the host customization mechanism, but providing input for
each host is not recommended.

VLAN Considerations Use Auto Deploy in environments that do not use VLANs.

If you intend to use Auto Deploy in an environment that uses VLANs, make
sure that the hosts that you want to provision can reach the DHCP server.
How hosts are assigned to a VLAN depends on the setup at your site. The
VLAN ID might be assigned by the switch or the router, or might be set in
the host's BIOS or through the host profile. Contact your network
administrator to determine the steps for allowing hosts to reach the DHCP
server.

Auto Deploy and VMware Tools Best Practices

When you provision hosts with Auto Deploy, you can select an image profile that includes VMware Tools,
or select the smaller image associated with the image profile that does not contain VMware Tools.

You can download two image profiles from the VMware download site.

n xxxxx-standard: An image profile that includes the VMware Tools binaries, required by the guest
operating system running inside a virtual machine. The image is usually named esxi-version-xxxxx-
standard.

n xxxxx-no-tools: An image profile that does not include the VMware Tools binaries. This image profile
is usually smaller has a lower memory overhead, and boots faster in a PXE-boot environment. This
image is usually named esxi-version-xxxxx-no-tools.

With vSphere 5.0 Update 1 and later, you can deploy ESXi using either image profile.

n If the network boot time is of no concern, and your environment has sufficient extra memory and
storage overhead, use the image that includes VMware Tools.

n If you find the network boot time too slow when using the standard image, or if you want to save some
space on the hosts, you can use the image profile that does not include VMware Tools, and place the
VMware Tools binaries on shared storage. See, “Provision ESXi Host by Using an Image Profile
Without VMware Tools,” on page 117.
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Auto Deploy Load Management Best Practices

Simultaneously booting large numbers of hosts places a significant load on the Auto Deploy server. Because
Auto Deploy is a Web server at its core, you can use existing Web server scaling technologies to help
distribute the load. For example, one or more caching reverse proxy servers can be used with Auto Deploy.
The reverse proxies serve up the static files that make up the majority of an ESXi boot image. Configure the
reverse proxy to cache static content and pass all requests through to the Auto Deploy server. For more
information, watch the video "Using Reverse Web Proxy Servers for Auto Deploy Scalability":

Using Reverse Web Proxy Servers for Auto Deploy Scalability
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_reverse_web_proxy_for_auto_deploy_scalability)

Use multiple TFTP servers to point to different proxy servers. Use one TFTP server for each reverse proxy
server. After that, set up the DHCP server to send different hosts to different TFTP servers.

When you boot the hosts, the DHCP server redirects them to different TFTP servers. Each TFTP server
redirects hosts to a different server, either the Auto Deploy server or a reverse proxy server, significantly
reducing the load on the Auto Deploy server.

After a massive power outage, bring up the hosts on a per-cluster basis. If you bring multiple clusters online
simultaneously, the Auto Deploy server might experience CPU bottlenecks. All hosts might come up after a
delay. The bottleneck is less severe if you set up the reverse proxy.

vSphere Auto Deploy Logging and Troubleshooting Best Practices

To resolve problems that you encounter with vSphere Auto Deploy, use the Auto Deploy logging
information from the vSphere Web Client and set up your environment to send logging information and
core dumps to remote hosts.

Auto Deploy Logs Download the Auto Deploy logs by going to the Auto Deploy page in the
vSphere Web Client. See, “Download Auto Deploy Logs,” on page 118.

Setting Up Syslog Set up a remote syslog server. See the vCenter Server and Host Management
documentation for syslog server configuration information. Configure the
first host you boot to use the remote syslog server and apply that host's host
profile to all other target hosts. Optionally, install and use the vSphere Syslog
Collector, a vCenter Server support tool that provides a unified architecture
for system logging, enables network logging, and lets you combine logs from
multiple hosts.

Setting Up ESXi Dump
Collector

Hosts provisioned with Auto Deploy do not have a local disk to store core
dumps on. Install ESXi Dump Collector and set up your first host so that all
core dumps are directed to ESXi Dump Collector, and apply the host profile
from that host to all other hosts. See “Configure ESXi Dump Collector with
ESXCLI,” on page 103.

Using Auto Deploy in a Production Environment

When you move from a proof of concept setup to a production environment, take care to make the
environment resilient.

n Protect the Auto Deploy server. See “Auto Deploy and vSphere HA Best Practices,” on page 112.

n Protect all other servers in your environment, including the DHCP server and the TFTP server.

n Follow VMware security guidelines, including those outlined in “Auto Deploy Security
Considerations,” on page 116.
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Set Up Highly Available Auto Deploy Infrastructure
In many production situations, a highly available Auto Deploy infrastructure is required to prevent data
loss. Such infrastructure is also a prerequisite for using Auto Deploy with stateless caching.

Highly Available Auto Deploy Infrastructure
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_ha_auto_deploy_infrastructure)

Figure 4‑5.  Highly Available Auto Deploy Infrastructure
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Prerequisites

For the management cluster, install ESXi on three hosts. Do not provision the management cluster hosts
with Auto Deploy.

Watch the video "Highly Available Auto Deploy Infrastructure" for information about the implementation
of a highly available Auto Deploy infrastructure:

Procedure

1 Enable vSphere HA and vSphere DRS on the management cluster.

2 Set up the following virtual machines on the management cluster.

Infrastructure Component Description

PXE boot infrastructure TFTP and DHCP servers.

Infrastructure VM Active Directory, DNS, vCenter Server.

Auto Deploy environment PowerCLI, Auto Deploy server, vCenter Server. Set up this environment
on a single virtual machine or on three separate virtual machines in
production systems.

 
The vCenter Server on the infrastructure virtual machine differs from the vCenter Server in the Auto
Deploy environment.

3 Set up Auto Deploy to provision other hosts as needed.

Because the components on the management cluster are protected with vSphere HA, high availability is
supported.
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Auto Deploy Security Considerations
Understanding potential security risks helps you set up your environment in a secure manner.

Secure your network as you would for any other PXE-based deployment method. Auto Deploy transfers
data over SSL to prevent casual interference and snooping. However, the authenticity of the client or of the
Auto Deploy server is not checked during a PXE boot.

The boot image that the Auto Deploy server downloads to a machine can have the following components.

n The VIB packages that the image profile consists of are always included in the boot image.

n The host profile and host customization are included in the boot image if Auto Deploy rules are set up
to provision the host with a host profile or a host customization setting.

n The administrator (root) password and user passwords that are included with host profile and host
customization are MD5 encrypted.

n Any other passwords associated with profiles are in the clear. If you set up Active Directory by
using host profiles, the passwords are not protected.

Use the vSphere Authentication Service for setting up Active Directory to avoid exposing the
Active Directory passwords.

n The host's public and private SSL key and certificate are included in the boot image.

You can greatly reduce the security risk of Auto Deploy by completely isolating the network where Auto
Deploy is used.

Using the Device Alias Configuration Host Profile
In vSphere 5.5 and later, you can persistently map a device (bus address) to a device name (alias). You can
modify the mapping by using the Device Alias Configuration host profile. Using persistent mapping can
help avoid compliance warnings for stateless hosts, and is also useful for stateful hosts.

The Device Alias Configuration host profile is selected by default, which means that aliases are assigned to
each device. For example, if a host does not recognize one of the NICs during the boot process, the NIC
aliases no longer change. That can help for management with scripts, and if you apply a host profile from a
reference host.

NOTE   To avoid errors, do not disable or edit the Device Alias Configuration host profile.

To ensure uniform, persistent, and stable device naming across all hosts, use the device alias profile with
homogeneous hosts only. These are hosts that are identically configured with the same network and storage
cards in the PCI bus.

NOTE   Always bring the BIOS up to the latest level. For systems with earlier versions of the BIOS, the BIOS
might not provide accurate location information for on-board devices. ESXi applies heuristics for this case to
keep the alias stable, even for these devices, this might not work under all conditions, for example if changes
are made in the BIOS setting or if the devices fail.

Device Alias Configuration Compliance Failures

For hosts are not fully homogenous, for example, the hosts contain different PCI cards or have different
BIOS levels, if you apply the host profile from a reference host, a compliance check might result in a
compliance failure. The compliance check ignores extra devices on the host that were not on the reference
host. Select the host with the fewest devices as the reference host.

If the compliance check shows that he hosts are not fully homogeneous, the compliance failure cannot be
remediated without modifying the hardware itself.
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If the compliance check shows that the device aliases, for example, names such as vmhba3, are different
from those on the reference host, remediation might be possible.

n To remediate a host that is not provisioned with Auto Deploy, perform host profile remediation and
reboot the host.

n To remediate a host that is provisioned with Auto Deploy, reprovision a host.

Upgrading Systems for Device Alias Profiles

In ESXi versions earlier than 5.5, the Device Alias Configuration profile does not exist. Consider the
following problems when you upgrade from previous versions of ESXi to ESXi 5.5:

n For installed hosts, that is, hosts not provisioned with Auto Deploy, upgrading the ESXi host preserves
aliases. After they are upgraded, aliases remain stable as long as the BIOS provides the information.

n When you upgrade a cluster of ESXi host provisioned with Auto Deploy image, the aliases do not
change because ESXi 5.5 uses the same algorithm to generate aliases as earlier versions. Generate a new
host profile for the reference host. This host profile includes the Device Alias Configuration profile. Set
up Auto Deploy to apply the reference host's host profile to all other hosts for consistent device naming
across your cluster.

n When upgrading a system, do not flash the BIOS, because this action can change aliases. Flashing the
BIOS to the latest level is more appropriate for a new install.

Provision ESXi Host by Using an Image Profile Without VMware Tools
When you provision ESXi hosts with Auto Deploy, you can select to provision the host by using the image
profile that does not contain VMware Tools binaries. This image profile is usually smaller, has a lower
memory overhead, and boots faster in a PXE-boot environment.

If you find the network boot time too slow when using the standard image, or if you want to save some
space on the hosts, you can use the image profile that does not include VMware Tools, and place the
VMware Tools binaries on a shared storage.

Prerequisites

Download thexxxxx-no-tools `image profile from the VMware download site.

Procedure

1 Boot an ESXi host that was not provisioned with Auto Deploy.

2 Copy the /productLocker directory from the ESXi host to a shared storage.

3 Change the UserVars.ProductLockerLocation variable to point to the /productLocker directory.

a In the vSphere Web Client, select the reference host and click the Manage tab.

b Select Settings and click Advanced System Settings.

c Filter the settings for uservars, and select UserVars.ProductLockerLocation.

d Click the pen icon and edit the location so it points to the shared storage.

4 Create a host profile from the reference host.

5 Create an Auto Deploy rule that assigns the xxxxx-no-tools image profile and host profile from the
reference host to all other hosts.

6 Boot your target hosts with the rule so they pick up the product locker location from the reference host.
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Download Auto Deploy Logs
You can use the Auto Deploy logging information from the vSphere Web Client to resolve problems that
you encounter with vSphere Auto Deploy.

Prerequisites

Use the vSphere Web Client to log in to the vCenter Server instance that Auto Deploy is registered with.

Procedure

1 Select vCenter Inventory Lists and select the vCenter Server system.

2 On the Manage tab, select Settings, and click Auto Deploy.

3 Click Download Log to download the log files.
 

 

Troubleshooting Auto Deploy
The Auto Deploy troubleshooting topics offer solutions for situations when provisioning hosts with Auto
Deploy does not work as expected.

Auto Deploy TFTP Timeout Error at Boot Time
A TFTP Timeout error message appears when a host provisioned by Auto Deploy boots. The text of the
message depends on the BIOS.

Problem

A TFTP Timeout error message appears when a host provisioned by Auto Deploy boots. The text of the
message depends on the BIOS.

Cause

The TFTP server is down or unreachable.

Solution

u Ensure that your TFTP service is running and reachable by the host that you are trying to boot.

Auto Deploy Host Boots with Wrong Configuration
A host is booting with a different ESXi image, host profile, or folder location than the one specified in the
rules.

Problem

A host is booting with a different ESXi image profile or configuration than the image profile or
configuration that the rules specify. For example, you change the rules to assign a different image profile,
but the host still uses the old image profile.
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Cause

After the host has been added to a vCenter Server system, the boot configuration is determined by the
vCenter Server system. The vCenter Server system associates an image profile, host profile, or folder
location with the host.

Solution

u Use the Test-DeployRuleSetCompliance and Repair-DeployRuleSetCompliance PowerCLI cmdlets to
reevalute the rules and to associate the correct image profile, host profile, or folder location with the
host.

Host Is Not Redirected to Auto Deploy Server
During boot, a host that you want to provision with Auto Deploy loads iPXE. The host is not redirected to
the Auto Deploy server.

Problem

During boot, a host that you want to provision with Auto Deploy loads iPXE. The host is not redirected to
the AutoDeploy server.

Cause

The tramp file that is included in the TFTP ZIP file has the wrong IP address for the Auto Deploy server.

Solution

u Correct the IP address of the Auto Deploy server in the tramp file, as explained in the vSphere Installation
and Setup documentation.

Auto Deploy Host with a Built-In USB Flash Drive Does Not Send Coredumps to
Local Disk
If your Auto Deploy host has a built-in USB flash drive, and an error results in a coredump, the coredump is
lost. Set up your system to use ESXi Dump Collector to store coredumps on a networked host.

Problem

If your Auto Deploy host has a built-in USB Flash, and if it encounters an error that results in a coredump,
the coredump is not sent to the local disk.

Solution

1 Install ESXi Dump Collector on a system of your choice.

ESXi Dump Collector is included with the vCenter Server installer.

2 Use ESXCLI to configure the host to use ESXi Dump Collector.

esxcli conn_options system coredump network set IP-addr,port

esxcli system coredump network set -e true

3 Use ESXCLI to disable local coredump partitions.

esxcli conn_options system coredump partition set -e false
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Package Warning Message When You Assign an Image Profile to Auto Deploy
Host
When you run a PowerCLI cmdlet that assigns an image profile that is not Auto Deploy ready, a warning
message appears.

Problem

When you write or modify rules to assign an image profile to one or more hosts, the following error results:

Warning: Image Profile <name-here> contains one or more software packages that are not stateless-

ready. You may experience problems when using this profile with Auto Deploy.

Cause

Each VIB in an image profile has a stateless-ready flag that indicates that the VIB is meant for use with
Auto Deploy. You get the error if you attempt to write an Auto Deploy rule that uses an image profile in
which one or more VIBs have that flag set to FALSE.

NOTE   You can use hosts provisioned with Auto Deploy that include VIBs that are not stateless ready
without problems. However booting with an image profile that includes VIBs that are not stateless ready is
treated like a fresh install. Each time you boot the host, you lose any configuration data that would
otherwise be available across reboots for hosts provisioned with Auto Deploy.

Solution

1 Use Image Builder PowerCLI cmdlets to view the VIBs in the image profile.

2 Remove any VIBs that are not stateless-ready.

3 Rerun the Auto Deploy PowerCLI cmdlet.

Auto Deploy Host Reboots After Five Minutes
An Auto Deploy host boots and displays iPXE information, but reboots after five minutes.

Problem

A host to be provisioned with Auto Deploy boots from iPXE and displays iPXE information on the console.
However, after five minutes, the host displays the following message to the console and reboots.

This host is attempting to network-boot using VMware

AutoDeploy. However, there is no ESXi image associated with this host.

Details: No rules containing an Image Profile match this

host. You can create a rule with the New-DeployRule PowerCLI cmdlet

and add it to the rule set with Add-DeployRule or Set-DeployRuleSet. 

The rule should have a pattern that matches one or more of the attributes 

listed below.

The host might also display the following details:

Details: This host has been added to VC, but no Image Profile

is associated with it. You can use Apply-ESXImageProfile in the

PowerCLI to associate an Image Profile with this host.

Alternatively, you can reevaluate the rules for this host with the

Test-DeployRuleSetCompliance and Repair-DeployRuleSetCompliance cmdlets.

The console then displays the host's machine attributes including vendor, serial number, IP address, and so
on.
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Cause

No image profile is currently associated with this host.

Solution

You can temporarily assign an image profile to the host by running the Apply-EsxImageProfile cmdlet.

You can permanently assign an image profile to the host as follows.

1 Run the New-DeployRule cmdlet to create a rule that includes a pattern that matches the host with an
image profile.

2 Run the Add-DeployRule cmdlet to add the rule to a ruleset.

3 Run the Test-DeployRuleSetCompliance cmdlet and use the output of that cmdlet as the input to the
Repair-DeployRuleSetCompliance cmdlet.

Auto Deploy Host Does Not Network Boot
The host you provision with Auto Deploy comes up but does not network boot.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host does not start the network boot
process.

Cause

You did not enable your host for network boot.

Solution

1 Reboot the host and follow the on-screen instructions to access the BIOS configuration.

If you have an EFI host, you must switch the EFI system to BIOS compatibility mode.

2 In the BIOS configuration, enable Network Boot in the Boot Device configuration.

Auto Deploy Host Does Not Get a DHCP Assigned Address
The host you provision with Auto Deploy fails to get a DHCP Address.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host performs a network boot but is
not assigned a DHCP address. The Auto Deploy server cannot provision the host with the image profile.

Cause

You might have a problem with the DHCP service or with the firewall setup.

Solution

1 Check that the DHCP server service is running on the Windows system on which the DHCP server is
set up to provision hosts.

a Click Start > Settings > Control Panel > Administrative Tools.

b Double-click Services to open the Services Management panel.

c In the Services field, look for the DHCP server service and restart the service if it is not running.

2 If the DHCP server is running, recheck the DHCP scope and the DHCP reservations that you
configured for your target hosts.

If the DHCP scope and reservations are configured correctly, the problem most likely involves the
firewall.
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3 As a temporary workaround, turn off the firewall to see whether that resolves the problem.

a Open the command prompt by clicking Start > Program > Accessories > Command prompt.

b Type the following command to temporarily turn off the firewall. Do not turn off the firewall in a
production environment.

netsh firewall set opmode disable

c Attempt to provision the host with Auto Deploy.

d Type the following command to turn the firewall back on.

netsh firewall set opmode enable

4 Set up rules to allow DHCP network traffic to the target hosts.

See the firewall documentation for DHCP and for the Windows system on which the DHCP server is
running for details.

Auto Deploy Host Cannot Contact TFTP Server
The host that you provision with Auto Deploy cannot contact the TFTP server.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host performs a network boot and is
assigned a DHCP address by the DHCP server, but the host cannot contact the TFTP server.

Cause

The TFTP server might have stopped running, or a firewall might block the TFTP port.

Solution

n If you installed the WinAgents TFTP server, open the WinAgents TFTP management console and verify
that the service is running. If the service is running, check the Windows firewall's inbound rules to
make sure the TFTP port is not blocked. Turn off the firewall temporarily to see whether the firewall is
the problem.

n For all other TFTP servers, see the server documentation for debugging procedures.

Auto Deploy Host Cannot Retrieve ESXi Image from Auto Deploy Server
The host that you provision with Auto Deploy stops at the iPXE boot screen.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the boot process stops at the iPXE boot
screen and the status message indicates that the host is attempting to get the ESXi image from the Auto
Deploy server.

Cause

The Auto Deploy service might be stopped or the Auto Deploy server might be unaccessible.

Solution

1 Log in to the system on which you installed the Auto Deploy server.
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2 Check that the Auto Deploy server is running.

a Click Start > Settings > Control Panel > Administrative Tools.

b Double-click Services to open the Services Management panel.

c In the Services field, look for the VMware vSphere Auto Deploy Waiter service and restart the
service if it is not running.

3 Open a Web browser, enter the following URL, and check whether the Auto Deploy server is accessible.

https://Auto_Deploy_Server_IP_Address:Auto_Deploy_Server_Port/vmw/rdb

NOTE   Use this address only to check whether the server is accessible.

4 If the server is not accessible, a firewall problem is likely.

a Try setting up permissive TCP Inbound rules for the Auto Deploy server port.

The port is 6501 unless you specified a different port during installation.

b As a last resort, disable the firewall temporarily and enable it again after you verified whether it
blocked the traffic. Do not disable the firewall on production environments.

To disable the firewall, run netsh firewall set opmode disable. To enable the firewall, run
netsh firewall set opmode enable.

Recovering from Database Corruption on the Auto Deploy Server
In some situations, you might have a problem with the Auto Deploy database. The most efficient recovery
option is to replace the existing database file with the most recent backup.

Problem

When you use Auto Deploy to provision the ESXi hosts in your environment, you might encounter a
problem with the Auto Deploy database.

IMPORTANT   This is a rare problem. Follow all other Auto Deploy troubleshooting strategies before you
replace the current database file. Rules or associations that you created since the backup you choose are lost.

Cause

This problem happens only with hosts that are provisioned with Auto Deploy.

Solution

1 Stop the Auto Deploy server service.

2 Find the Auto Deploy log by going to the Auto Deploy page in the vSphere Web Client.

3 Check the logs for the following message:

DatabaseError: database disk image is malformed.

If you see the message, replace the existing database with the most recent backup.
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4 Go to the Auto Deploy data directory.

Operating System File Location

vCenter Server appliance /var/lib/rbd

Microsoft Windows The data directory you selected during installation. To find it, type the
following command into a command prompt.

reg.exe QUERY "HKLM\SOFTWARE\WOW6432Node\VMware, 
Inc.\VMware vSphere Auto Deploy" /v DataPath

 
The directory contains a file named db, and backup files named db-yyy-mm-dd.

5 Rename the current db file.

VMware Support might ask for that file if you call for assistance.

6 Rename the most recent backup to db.

7 Restart the Auto Deploy server service.

8 If the message still appears in the log, repeat the steps to use the next recent backup until Auto Deploy
works without database errors.

Auto Deploy Proof of Concept Setup
A proof of concept setup of an Auto Deploy environment helps administrators to evaluate the product and
demonstrate its capabilities to management. When you complete the proof of concept setup workflow, you
have a working Auto Deploy environment that includes a reference host and one or more other target hosts.

The proof of concept setup is intended for a test or development environment, but your completed setup
can be the basis for a production environment. The set of tasks starts in an environment in which no Auto
Deploy components are installed. The task descriptions assume that you are using a flat network with no
VLAN tagging between the physical hosts and the rest of your environment.

To perform the tasks, you should have the following background knowledge and privileges.

n Experience with vSphere (vCenter Server, ESX, and ESXi).

n Basic knowledge of Microsoft PowerShell and vSphere PowerCLI.

n Administrator rights to the target Windows and vCenter Server systems.

Follow the tasks in the order presented in this document. Some steps can be performed in a different order,
but the order used here limits repeated manipulation of some components.

Auto Deploy does not support a pure IPv6 environment end-to-end. The PXE boot infrastructure does not
support IPv6. After the deployment you can manually reconfigure the hosts to use IPv6 and add them to
vCenter Server over IPv6. However, when you reboot a stateless host, its IPv6 configuration is lost.

Proof of Concept Preinstallation Checklist
Before you can start the proof of concept setup, make sure that your environment meets the hardware and
software requirements, and that you have the necessary permissions for the components included in the
setup.

This proof of concept setup is customized for vCenter Server 6.0 and later. For earlier versions of
vCenter Server, go to the corresponding VMware Documentation Center.

For your proof of concept setup, your system must meet specific software and hardware requirements.
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Table 4‑13.  Preinstallation Checklist

Required Software and Hardware Details

Operating System A Windows Server 2008 R2 system or later supported
Windows system with Microsoft PowerShell preinstalled.
For a full list of supported operating systems, see 
Supported host Operating Systems for VMware vCenter
Server installation.

vCenter Server Version 6.0 or later to be installed on a Windows system.
You can also install vSphere PowerCLI on a different
Windows system. The Auto Deploy server is part of
vCenter Server. You install vSphere PowerCLI on the same
Windows system. You perform many of the setup tasks by
logging in to that system, either directly into the console or
by using Remote Desktop (RDP).

Storage At least 4 GB of free space on the Windows system where
vCenter Server is running. Preferably a second volume or
hard drive.
Storage for ESXi datastores NFS, iSCSI, or FibreChannel,
with servers and storage arrays that are configured so the
servers can detect the LUNs.
n A list of target IP addresses for NFS or iSCSI.
n A list of target volume information for NFS or iSCSI.

Host information (for two or more hosts) A list of target IP addresses for NFS or iSCSI.
A list of target volume information for NFS or iSCSI.
n Default route, net mask, and primary and secondary

DNS server IP addresses.
n IP address and net mask for the VMkernel primary

management network.
n IP address and net mask for other VMkernel networks

such as storage, vSphere FT, or VMware vMotion.
Auto Deploy does not overwrite existing partitions by
default.

vSphere PowerCLI vSphere PowerCLI installer binaries downloaded from the
Downloads page on the VMware Web site.

ESXi software depot The location of the ESXi software depot on the Downloads
page of the VMware Web site. You use a URL to point to
the image profile stored at that location, or you download a
ZIP file to work with a local depot. Do not download the
ESXi image.

TFTP server TFTP installer software such as WinAgents TFTP server.
The TFTP server included in Windows Server 2008 is
closely tied to Windows network deployment and is not
suitable.

DHCP server The DHCP server included with Windows Server 2008 is
suitable for this proof of concept setup.

You also need information about and administrator privileges to the environment's core servers including
the ActiveDirectory server, DNS server, DHCP server, NTP server, and so on.

You must have complete control of the broadcast domain of the subnet in which you will deploy the setup.
Ensure that no other DHCP, DNS, or TFTP server are on this subnet.

Chapter 4 Installing ESXi

VMware, Inc.  125

http://kb.vmware.com/kb/2091273
http://kb.vmware.com/kb/2091273


Install the TFTP Server
Auto Deploy relies on a TFTP server for sending the boot image to the hosts that it provisions. You must
install a TFTP server in your environment.

This task only installs the TFTP server. You later download a configuration file to the server. See “Configure
the Auto Deploy and TFTP Environment in the vSphere Web Client,” on page 129.

Prerequisites

Make sure your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

Procedure

1 Log in to the console of the Windows system on which vCenter Server is installed with administrator
privileges, either directly or by using RDP.

2 Download and install the TFTP server software.

This sample setup uses the TFTP server from WinAgents. The TFTP server that is included with
Windows 2008 is closely tied to Windows network deployment and not suitable for Auto Deploy.

3 Configure the TFTP root directory as D:\Drive or a similar location (for example, D:\TFTP_Root\).

What to do next

Install and set up vSphere PowerCLI. You use PowerCLI cmdlets to write the rules that assign image
profiles and host profiles to hosts. See “Install and Set Up vSphere PowerCLI,” on page 126.

Install and Set Up vSphere PowerCLI
You manage Auto Deploy with rules that you create with vSphere PowerCLI cmdlets.

This proof of concept setup installs vSphere PowerCLI on the same system as the vCenter Server system.
You can also install vSphere PowerCLI on a different Windows system.

Prerequisites

n Verify that Microsoft .NET 4.5 SP2 is installed, or install it from the Microsoft Web site.

n Verify that Windows PowerShell 3.0 is installed, or install it from the Microsoft Web site.

Procedure

1 Log in with administrator privileges to the console of the Windows system on which vCenter Server is
installed, either directly or by using RDP.

2 Download vSphere PowerCLI from the Download page of the VMware Web site and install the
vSphere PowerCLI software.

3 Confirm that vSphere PowerCLI is working.

a Double-click the vSphere PowerCLI icon on the desktop to open a vSphere PowerCLI window.

b (Optional) If an SSL error appears, check the thumbprint and ignore the error, and then run Get-
DeployCommand, and press Enter.

vSphere PowerCLI displays a list of cmdlets and their definitions in the vSphere PowerCLI window.

What to do next

n If you do not see a list of cmdlets when you run Get-DeployCommand, check your vSphere PowerCLI
version and uninstall and reinstall it if necessary.
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n For some background information on vSphere PowerCLI, see “Using Auto Deploy Cmdlets,” on
page 85. See the vSphere PowerCLI User's Guide for details.

n Prepare the hosts you want to provision with Auto Deploy. See “Prepare Auto Deploy Target Hosts,”
on page 127.

Prepare Auto Deploy Target Hosts
You must prepare all target hosts for Auto Deploy.

Prerequisites

Hosts that you want to provision with Auto Deploy must meet the requirements for ESXi.

See “ESXi Hardware Requirements,” on page 23.

NOTE   You cannot provision EFI hosts with Auto Deploy unless you switch the EFI system to BIOS
compatibility mode.

Procedure

1 Change each physical host's BIOS settings to force the host to boot from the primary network device.

2 Reconfirm the MAC address of the primary network device.

What to do next

Prepare the DHCP Server. See “Prepare the DHCP Server,” on page 127.

Prepare the DHCP Server
The DHCP Server in your proof of concept environment must be set up to serve each target host with an
iPXE binary.

The proof of concept environment uses Active Directory with DNS and DHCP.

The proof of concept illustrates how to use DHCP reservations. Setting up fixed IP addresses for each host is
time consuming and not recommended.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Log in to your DHCP Server as an administrator user.

2 Create a DHCP scope for your IP address range.

a Click Start > Settings > Control Panel > Administrative Tools and click DHCP.

b Navigate to DHCP > hostname > IPv4.

c Right-click IPv4 and select New Scope.

d On the Welcome screen, click Next, and specify a name and description for the scope.

e Specify an IP address range and click Next.

f Click Next until you reach the Configure DHCP Options screen and select No, I will configure this
option later.
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3 If you are planning on using DHCP reservations, create a DHCP reservation for each target ESXi host.

a In the DHCP window, navigate to DHCP > hostname > IPv4 > Autodeploy Scope > Reservations.

b Right-click Reservations and select New Reservation.

c In the New Reservation window, specify a name, IP address, and the MAC address for one of the
hosts. Do not include the colon (:) in the MAC address.
 

 
d Repeat the process for each of the other hosts.

4 Set up the DHCP Server to point the hosts to the TFTP Server.

The precise process depends on the DHCP Server you are using. This example uses the DHCP server
included with Windows 2008.

a In the DHCP window, navigate to DHCP > hostname > IPv4 > Autodeploy Scope > Scope
Options.

b Right click Scope Options and choose Configure Options.

c In the Scope Options window, click the General tab.

d Click 066 Boot Server Host Name and enter the address of the TFTP server that you installed in the
String value field below the Available Options.
 

 
e Click 067 Bootfile Name and enter undionly.kpxe.vmw-hardwired.

The undionly.kpxe.vmw-hardwired iPXE binary will be used to boot the ESXi hosts.

f Click Apply and click OK to close the window.

5 In the DHCP window, right-click DHCP > hostname > IPv4 > Scope > Activate and click Activate.
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6 Do not log out from the DHCP Server if you are using Active Directory for DHCP and DNS, or log out
otherwise.

What to do next

Prepare the DNS Server. See “Prepare the DNS Server,” on page 129.

Prepare the DNS Server
Preparing the DNS server involves adding the DHCP information to the DNS server and verifying that the
DNS entries are working. This task is optional.

The example environment uses Active Directory with DNS and DHCP.

Prerequisites

Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on page 124
for the complete list.

Procedure

1 Log in to the DNS server.

2 Add the DHCP reservation IP addresses and the associated host names as static DNS entries.

Be sure to add entries in both Forward (ARecord) and Reverse (PTR Record) Zones.

3 Log in to the console of the Windows system on which vCenter Server is installed with administrator
privileges, either directly or by using RDP.

4 Open a command prompt and perform an nslookup of ESXi host names to validate that the DNS entries
are working.

Use both forward (Short and FQDN) and reverse lookups.

5 Log out of your DNS server.

Configure the Auto Deploy and TFTP Environment in the vSphere Web Client
You must download a TFTP Boot ZIP file from your Auto Deploy server. The customized FTP server serves
the boot images that Auto Deploy provides. You can perform the task in the vSphere Web Client.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 From your Web browser, access the URL of the vSphere Web Client that connects to the vCenter Server
system that manages the Auto Deploy server.

2 When the Certificate warning appears, continue to the vCenter Server system.

3 Start the Auto Deploy service.

a On the vSphere Web Client Home page, click Administration.

b Under System Configuration click Services.

c Select Auto Deploy, click the Actions menu, and select Start.

On Windows, the Auto deploy service can be disabled. You can enable the service by changing the
Auto Deploy service startup type.
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4 In the inventory, navigate to the vCenter Server system.

5 On the Manage tab, select Settings, and click Auto Deploy.

6 Click the Download TFTP Boot Zip link to download the TFTP configuration file.

7 Save the file Deploy-tftp.zip to the TFTP_Root directory that you created when you installed the TFTP
Server, and unzip the file.

8 Minimize the Web browser you are using with the vSphere Web Client.

What to do next

Prepare the depot from which Auto Deploy retrieves the ESXi software when it provisions the hosts. See 
“Prepare the ESXi Software Depot,” on page 130.

Prepare the ESXi Software Depot
Auto Deploy provisions hosts with images described by image profiles. Image profiles are stored in
software depots. You must make sure the correct image profile is available before you start provisioning
hosts.

The ESXi software depot contains the image profiles and software packages (VIBs) that are used to run ESXi.
An image profile is a list of VIBs. This proof of concept setup uses a depot and image profile provided by
VMware and does not create custom image profiles.

This proof of concept setup downloads the ZIP file that contains the image profile. You can instead point the
Auto Deploy server to the HTTP URL of an image profile.

If you require custom VIBs such as custom drivers in your image profile, you can create a custom image
profile by using the Image Builder PowerCLI.

The steps in this task instruct you to run PowerCLI cmdlets. For additional information on each cmdlet, type
Help cmdlet at the PowerCLI prompt or search the vSphere Documentation Center.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Log in to the console of the Windows system on which vCenter Server is installed with administrator
privileges, either directly or by using RDP.

2 Download the ESXi Depot ZIP file from the VMware Web site to a location the PowerCLI Windows
system can access.

The file has a name that follows this pattern: VMware-Esxi-N.N.N-xxxxx-depot.zip.

3 Save the ZIP file to your local D:\ drive or any volume with enough space and note the location of the
file.

4 Start a PowerCLI session and run the following cmdlets at the prompt.

Connect-VIServer -Server your_vc_hostname -User username -Password password <Enter>

Add-EsxSoftwareDepot path:\VMware-Esxi-version-xxxxx-depot.zip <Enter>

Include the complete path and file name of the ZIP file you downloaded.
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5 Validate that you successfully added the ZIP file to the depot by checking the contents of the depot with
the Get-EsxImageProfile cmdlet.

Get-EsxImageProfile <Enter>

The cmdlet returns information about all image profiles in the depot.

What to do next

Set up Auto Deploy to provision the first host and provision that host with the image profile in the depot.
See “Set Up the First Host and Provision with Auto Deploy,” on page 131.

Set Up the First Host and Provision with Auto Deploy
Setting up the first host requires that you understand how to write Auto Deploy rules with vSphere
PowerCLI. After you write the rules and add them to the ruleset, you can turn on the host to provision it.

You use the PowerCLI command-line interface to specify how Auto Deploy provisions the target hosts. You
define rules and add each rule to the active ruleset. The Auto Deploy server checks the ruleset to determine
which image profile to send to each ESXi host, which host profile to send to each ESXi host, and which
location on the vCenter Server to place the host in.

A rule allows you to specify the following parameters.

Parameter Description

Name Name of the rule, specified with the -Name parameter.

Item One or more items, specified with the -Item parameter. An item can be an image profile to be used, a host
profile to be used, or a vCenter Server inventory location (datacenter, folder, cluster) for the target host. You
can specify multiple items separated by commas.

Pattern The pattern specifies the host or group of hosts to which the rule applies. Choose one of the following.

vendor Machine vendor name.

model Machine model name.

serial Machine serial number.

hostname Machine hostname.

domain Domain name.

ipv4 IPv4 address of the machine.

mac Boot NIC MAC address.

asset Machine asset tag.

oemstring OEM-specific strings in the SMBIOS.

Specify -AllHosts to apply the item or items to all hosts.

This proof of concept setup first uses -AllHosts and later uses an IP address range to identify the hosts to
provision.

Write Rules for the First Host

You specify the image profile to provision the host with by using PowerCLI to write a rule and adding the
rule to the active ruleset.

This task assumes you have a basic knowledge of Microsoft PowerShell and vSphere PowerCLI.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.
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n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

n Make sure you can access the ESXi software from the system on which you run the PowerCLI cmdlets.

Procedure

1 Log in to the console of the Windows system on which vCenter Server is installed with administrator
privileges, either directly or by using RDP.

This task assumes that you installed PowerCLI on the system on which the vCenter Server system is
running.

2 Open the PowerCLI window and list the ESXi image profiles.

Get-EsxImageProfile

3 Create a new rule by running the following cmdlet, replacing ESXi-5.1.0-XXXXX-standard with the
image profile that you want to use.

New-DeployRule -Name "InitialBootRule" -Item "Esxi-5.1.0-XXXXX-standard" -AllHosts

4 Add the new rule to the active rule set to make the rule available to the Auto Deploy server.

Add-DeployRule -DeployRule "InitialBootRule"

What to do next

Boot the host and check that Auto Deploy provisions the host and adds it to the vCenter Server inventory.
See “Provision the First Host,” on page 132.

Provision the First Host

You can provision the first host and check its location on the vCenter Server to complete verification of the
image provisioning of your setup.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Open a console session to the physical host that you want to use as the first ESXi target host, boot the
host, and look for messages that indicate a successful iPXE boot.

During the boot process, DHCP assigns an IP address to the host. The IP address matches a name you
specified earlier in the DNS server. The host contacts the Auto Deploy server and downloads the ESXi
binaries from the HTTP URL indicated in the iPXE tramp file that you downloaded into the TFTP_Root
directory earlier. Each instance of Auto Deploy produces a custom set of files for the TFTP Server.

2 With a vSphere Web Client and connect to the vCenter Server system.

In this proof of concept setup, the vCenter Server system is localhost.

3 Click Hosts and Clusters.

4 Check that the newly provisioned host is now in the vCenter Server inventory at the datacenter level.

By default, Auto Deploy adds hosts at the datacenter level when the boot process completes.

What to do next

If you encounter problems, see “Troubleshooting Auto Deploy,” on page 118.
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Configure the first host for use as a reference host and save its host profile for use with other hosts. See 
“Configure the Proof of Concept Reference Host,” on page 133.

Configure the Proof of Concept Reference Host
You can customize the first ESXi host that you boot for your environment and create a host profile. You can
set up Auto Deploy to provision other target hosts with that host profile. The ESXi host you create the host
profile from is considered your reference host or template host.

How you configure the reference host depends on what you want to do.

Shared settings Specify settings that all hosts share and save a host profile for the host.

Host-specific settings Customize hosts by setting up the host profile to prompt for user input for a
limited number of options such as a static IP address. Host customizations
are saved when you save the host profile. See “Host Customization in the
vSphere Web Client,” on page 109.

Auto Deploy applies all common settings from the host profile to all target hosts. If you set up the host
profile to ask for user input, all hosts provisioned with that host profile come up in maintenance mode. You
must reapply the host profile or reset host customizations to be prompted for the host-specific information.

NOTE   Administrators cannot directly access or manipulate host customizations. Use the
vSphere Web Client Host Profiles UI to work with host customizations.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Use the vSphere Web Client to connect to the vCenter Server system.

In this proof of concept setup, the vCenter Server system is localhost.

2 Click Hosts and Clusters and select the host that Auto Deploy added to the first datacenter.

3 Configure the host.

The rest of the proof of concept setup assumes that you configure at least one setting that is different for
different hosts.

Configuration Description

Networking Configure the following networking components.
n Base virtual switch and management port group for VMkernel.
n Storage network port group for VMkernel.
n Virtual machine networking port group.
n Any additional virtual switches and port groups.
n Distributed switches, if necessary (transfer port groups to distributed

switches if you use them).

Storage Configure shared storage.

Time settings Configure your time settings.

Security Configure the security profile.

Authentication Configure authentication.
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Configuration Description

DNS and routing If necessary, configure DNS and route settings.

Other Configure advanced settings or any other settings as required in the target
environment.

 

What to do next

Create the host profile from the reference host for use with all other target hosts. See the Host Profiles
documentation.

Create and Apply a Host Profile with the vSphere Web Client
Configuration that is shared by a group of hosts is stored in a host profile. You can create the host profile
from your reference host. Configuration that differs for different hosts, such as a static IP address, can be
managed through the host customization mechanism.

Auto Deploy can provision each host with the same host profile. In certain cases, Auto Deploy also uses host
customizations that allow you to specify information that differs for different hosts. For example, if you set
up a VMkernel port for vMotion or for storage, you can specify a static IP address for the port by using the
host customization mechanism.

In this example, you extract a host profile from a reference host, attach the host profile to one other host, and
check host profile compliance. In most cases, you do not perform these tasks manually but you write an
Auto Deploy rule that applies a host profile to hosts that are provisioned with Auto Deploy. See “Write a
Rule and Assign a Host Profile to Hosts,” on page 88.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Log in to a vSphere Web Client that is connected to the vCenter Server system with administrator
privileges.

2 Click Rules and Profiles and select Host Profiles.

3 Click the Extract profile from host icon and respond to the wizard prompts.

Option Description

Select Host Select the reference host you configured earlier.

Name and Description Name the profile ESXiGold and add a description.

Ready to Complete Review the information and click Finish.
 

4 Right-click the ESXiGold host profile, select Attach/Detach Hosts and Clusters.

5 Select the ESXi host to which you want to attach the profile, click Attach, and click Next.

The wizard loads the host customization.

6 Provide any customization information and click Finish.

What to do next

Create a rule that assigns the image profile and the newly-created host profile to all hosts you want to
provision with Auto Deploy. See “Create a Rule for Other Target Hosts,” on page 135.
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Create a Rule for Other Target Hosts
You can create a rule that applies the previously verified image profile and the host profile that you just
created to all target hosts.

This task assumes you have a basic knowledge of Microsoft PowerShell and vSphere PowerCLI.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

Procedure

1 Log in to the console of the Windows system on which vCenter Server is installed with administrator
privileges, either directly or by using RDP.

2 Start a PowerCLI session and type the following commands, followed by Enter, at the prompt.

Connect-VIServer -Server your_vc_hostname -User username -Password password 

Add-EsxSoftwareDepot path:\VMware-Esxi-version-xxxxx-depot.zip 

Include the complete path and file name of the ZIP file you downloaded earlier. Adding the software
depot is required each time you start a new PowerCLI session.

3 (Optional) To display the rules in the active ruleset type he following cmdlet at the prompt and press
Enter.

Get-DeployRuleset

4 To create a rule that instructs Auto Deploy to provision the set of hosts in the specified IP range with
the image you selected and with the host profile you created from the reference host, type the following
command and press Enter.

New-DeployRule -name "Production01Rule" -item "image_profile", ESXiGold,target_cluster -

Pattern "ipv4=IP_range"

Option Description

image_profile The ESXi image profile you used in the first deploy rule.

target_cluster Name of the cluster in vCenter Server to which you want to add all hosts.

IP_range Either a single IP address or a range of IP addresses for the hosts you want
to provision with the image profile and host profile.

 
When you specify a target cluster, the host profile is applied to all hosts in the cluster. Applying the
host profile to each host is not required.

5 Add the new rule to the active ruleset.

Add-DeployRule -DeployRule "Production01Rule" <Enter>

6 (Optional) Remove the deploy rule you created for the initial boot operation.

Remove-DeployRule -DeployRule InitialBootRule <Enter>
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7 Check the active rule set.

Get-DeployRuleset<Enter>

PowerCLI displays information similar to the following example.

Name:              Production01Rule

PatternList:       {ipv4=address_range}

ItemList:          {ESXi-version-XXXXXX-standard, Compute01, ESXiGold}

What to do next

Provision all hosts and set up host customizations for each host. See “Provision All Hosts and Set Up Host
Customizations,” on page 136.

Provision All Hosts and Set Up Host Customizations
With the rule in place that provisions hosts using an image profile, and with the host profile created from
the reference host available, you can provision all target hosts. If any host profile items are set to prompt the
user for input, the host comes up in maintenance mode. You apply the host profile or check host compliance
to be prompted for the information. The system associates the host customization with the host.

Prerequisites

n Verify that your system meets the requirements in the preinstallation checklist. See “Proof of Concept
Preinstallation Checklist,” on page 124.

n Perform all preceding proof of concept setup tasks. See “Auto Deploy Proof of Concept Setup,” on
page 124 for the complete list.

n Open a console to each host you want to provision to monitor boot progress.

Procedure

1 Boot the remaining hosts.

Auto Deploy boots the hosts, applies the host profile, and adds the hosts to the vCenter Server
inventory. The hosts remain in maintenance mode because the host profile from the reference host is set
up to require user input for each host.

2 With a vSphere Web Client, connect to the vCenter Server system.

3 Click Home and select Host Profiles.

4 In the panel on the left, select the ESXiGold profile and add the newly booted hosts to that profile.

5 Apply the host profile to each of the hosts, provide the user input information, and reboot each host.

When the reboot progress completes, all hosts are running with the image you specify and use the
configuration in the reference host profile. The cluster shows that all hosts are fully compliant.

All hosts are now configured with the shared information through the reference host profile and with the
host-specific information through the host customization mechanism. The next time you boot the hosts, they
retrieve that information and boot completely.

What to do next

With your proof of concept implementation completed successfully, you can start planning your production
setup.
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Using vSphere ESXi Image Builder
vSphere ESXi Image Builder is a set of vSphere PowerCLI cmdlets that you can use to manage vSphere
image profiles and VIB packages, such as driver VIBs and update VIBs. You can also use vSphere ESXi
Image Builder cmdlets to export an image profile to an ISO or offline depot ZIP file that you can use to
install ESXi with a customized set of updates, patches, and drivers.

Understanding vSphere ESXi Image Builder
You can use the VMware vSphere® ESXi™ Image Builder CLI to manage software depots, image profiles,
and software packages (VIBs). Image profiles and VIBs specify the software you want to use during
installation or upgrade of an ESXi host.

vSphere ESXi Image Builder Overview
vSphere ESXi Image Builder lets you manage vSphere image profiles and VIBs.

VIBs are software packages, and image profiles contain a set of software packages. See “Software Depots
and Their Components,” on page 138.

Figure 4‑6.  Image Builder Architecture
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You use vSphere ESXi Image Builder cmdlets for managing the software to deploy to your ESXi hosts in
several different situations.

Table 4‑14.  Cases Where You Can Use vSphere ESXi Image Builder

Use Case for vSphere ESXi Image Builder Description

Create image profiles for use by vSphere Auto Deploy Use vSphere ESXi Image Builder to create an image profile
that defines the VIBs that vSphere Auto Deploy uses to
provision hosts.

Add custom third-party drivers to existing image profile
and export to ISO or bundle

When you add third-party driver or extension custom VIBs
to your ESXi hosts, use vSphere ESXi Image Builder to
clone the base image provided by VMware, add the custom
VIBs, and export to ISO or to offline bundle ZIP file.
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Table 4‑14.  Cases Where You Can Use vSphere ESXi Image Builder (Continued)

Use Case for vSphere ESXi Image Builder Description

Perform upgrades If you upgrade from a 4.0 or 4.1 system that includes
custom extensions or drivers, you can use vSphere ESXi
Image Builder to create an image profile that includes the
vSphere 5 base VIB. You can create vSphere 5 VIBs for the
custom extensions and add those VIBs to the base VIB.
Export the custom image profile to an ISO you can install
or to a ZIP that you can use with vSphere Update Manager.

Create custom images with reduced footprint If you require a minimal footprint image, you can clone the
ESXi base image profile and remove VIBs using vSphere
ESXi Image Builder.

The vSphere ESXi Image Builder cmdlets take image profiles and VIBs as input and produce various
outputs.

Table 4‑15.  Input and Output to the vSphere ESXi Image Builder Cmdlets

Parameter Description

Input Image profiles and VIBs that are located in a software
depot are used as input to vSphere PowerCLI cmdlets
running on a Windows client.

Output vSphere PowerCLI cmdlets create custom image profiles
that can be exported to an ISO image or an offline depot
ZIP file. ISO images are used for installation. The ZIP depot
can be used by Update Manager or by esxcli software
commands to update or install images. Image profiles are
also used in vSphere Auto Deploy rules to customize the
software to provision ESXi hosts with.

Watch the video "Using Image Builder CLI" for information about vSphere ESXi Image Builder:
Using Image Builder CLI (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_using_image_builder_cli)

Software Depots and Their Components
Understanding how depots, profiles, and VIBs are structured and where you can use them is a prerequisite
for in-memory installation of a custom ESXi ISO, for provisioning ESXi hosts using vSphere Auto Deploy,
and for certain custom upgrade operations.

The following technical terms are used throughout the vSphere documentation set in discussions of
installation and upgrade tasks.

VIB A VIB is an ESXi software package. VMware and its partners package
solutions, drivers, CIM providers, and applications that extend the ESXi
platform as VIBs. VIBs are available in software depots. You can use VIBs to
create and customize ISO images or to upgrade ESXi hosts by installing VIBs
asynchronously onto the hosts.

See “SoftwarePackage Object Properties,” on page 142.

Image Profile An image profile defines an ESXi image and consists of VIBs. An image
profile always includes a base VIB, and might include more VIBs. You
examine and define an image profile by using vSphere ESXi Image Builder.
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See “ImageProfile Object Properties,” on page 141.

Software Depot A software depot is a collection of VIBs and image profiles. The software
depot is a hierarchy of files and folders and can be available through an
HTTP URL (online depot) or a ZIP file (offline depot). VMware and VMware
partners make depots available. Companies with large VMware installations
might create internal depots to provision ESXi hosts with vSphere Auto
Deploy, or to export an ISO for ESXi installation.

vSphere ESXi Image Builder Cmdlets Overview
vSphere ESXi Image Builder cmdlets allow you to manage image profiles and VIBs.

vSphere ESXi Image Builder includes the following cmdlets.

NOTE   When you run vSphere ESXi Image Builder cmdlets, provide all parameters on the command line
when you invoke the cmdlet. Supplying parameters in interactive mode is not recommended.

Run Get-Help cmdlet_name at the vSphere PowerCLI prompt for detailed reference information.

Table 4‑16.  vSphere ESXi Image Builder Cmdlets

Cmdlet Description

Add-EsxSoftwareDepot Adds the software depot or ZIP file at the specified location to your current environment.
Downloads metadata from the depot and analyzes VIBs for dependencies.

Remove-
EsxSoftwareDepot

Disconnects from the specified software depot.

Get-EsxSoftwareDepot Returns a list of software depots that are in the current environment. If you want to examine
and manage image profiles and VIBs, you must first add the corresponding software depot
to your environment.

Get-
EsxSoftwarePackage

Returns a list of software package objects (VIBs). Use this cmdlet's options to filter the
results.

Get-EsxImageProfile Returns an array of ImageProfile objects from all currently added depots.

New-EsxImageProfile Creates a new image profile. In most cases, creating a new profile by cloning an existing
profile is recommended. See “Clone an Image Profile,” on page 146.

Set-EsxImageProfile Modifies a local ImageProfile object and performs validation tests on the modified profile.
The cmdlet returns the modified object but does not persist it.

Export-
EsxImageProfile

Exports an image profile as either an ESXi ISO image for ESXi installation, or as a ZIP file.

Compare-
EsxImageProfile

Returns an ImageProfileDiff structure that shows whether the two profiles have the
same VIB list and acceptance level. See “Acceptance Levels,” on page 141.

Remove-
EsxImageProfile

Removes the image profile from the software depot.

Add-
EsxSoftwarePackage

Adds one or more new packages (VIBs) to an existing image profile.

Remove-
EsxSoftwarePackage

Removes one or more packages (VIBs) from an image profile.
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Image Profiles
Image profiles define the set of VIBs that an ESXi installation or update process uses. Image profiles apply to
hosts provisioned with vSphere Auto Deploy and to other ESXi 5.x hosts. You define and manipulate image
profiles with vSphere ESXi Image Builder.

Image Profile Requirements

You can create a custom image profile from scratch or clone an existing profile and add or remove VIBs. A
profile must meet the following requirements to be valid.

n Each image profile must have a unique name and vendor combination.

n Each image profile has an acceptance level. When you add a VIB to an image profile with an vSphere
ESXi Image Builder cmdlet, Image Builder checks that the VIB matches the acceptance level defined for
the profile.

n You cannot remove VIBs that are required by other VIBs.

n You cannot include two versions of the same VIB in an image profile. When you add a new version of a
VIB, the new version replaces the existing version of the VIB.

Image Profile Validation

An image profile and its VIBs must meet several criteria to be valid.

n Image profiles must contain at least one base VIB and one bootable kernel module.

n If any VIB in the image profile depends on another VIB, that other VIB must also be included in the
image profile. VIB creators store that information in the SoftwarePackage object's Depends property.

n VIBs must not conflict with each other. VIB creators store conflict information in the SoftwarePackage
object's Conflicts property.

n Two VIBs with the same name, but two different versions, cannot coexist. When you add a new version
of a VIB, the new version replaces the existing version of the VIB.

n No acceptance level validation issues exist.

When you make a change to an image profile, vSphere ESXi Image Builder checks that the change does not
invalidate the profile.

Dependency Validation When you add or remove a VIB, vSphere ESXi Image Builder checks that
package dependencies are met. Each SoftwarePackage object includes a
Depends property that specifies a list of other VIBs that VIB depends on. See 
“Structure of ImageProfile, SoftwarePackage, and ImageProfileDiff Objects,”
on page 141

Acceptance Level
Validation

vSphere ESXi Image Builder performs acceptance level validation each time
an image profile is created or changed. vSphere ESXi Image Builder checks
the acceptance level of VIBs in the image profile against the minimum
allowed acceptance level of the profile. The acceptance level of the VIB is also
validated each time the signature of a VIB is validated.

VIB Validation During Export

When you export an image profile to an ISO, vSphere ESXi Image Builder validates each VIB by performing
the following actions.

n Checks that no conflicts exist by checking the Conflicts property of each SoftwarePackage object.
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n Performs VIB signature validation. Signature validation prevents unauthorized modification of VIB
packages. The signature is a cryptographic checksum that guarantees that a VIB was produced by its
author. Signature validation also happens during installation of VIBs on an ESXi host and when the
vSphere Auto Deploy server uses VIBs.

n Checks that VIBs follow file path usage rules. VMware tests VMwareCertified and VMwareAccepted
VIBs to guarantee those VIBs always follow file path usage rules.

Acceptance Levels

Each VIB is released with an acceptance level that cannot be changed. The host acceptance level determines
which VIBs can be installed to a host. You can change the host acceptance levels with esxcli commands.

VMware supports the following acceptance levels.

VMwareCertified The VMwareCertified acceptance level has the most stringent requirements.
VIBs with this level go through thorough testing fully equivalent to VMware
in-house Quality Assurance testing for the same technology. Today, only
IOVP drivers are published at this level. VMware takes support calls for VIBs
with this acceptance level.

VMwareAccepted VIBs with this acceptance level go through verification testing, but the tests
do not fully test every function of the software. The partner runs the tests
and VMware verifies the result. Today, CIM providers and PSA plug-ins are
among the VIBs published at this level. VMware directs support calls for
VIBs with this acceptance level to the partner's support organization.

PartnerSupported VIBs with the PartnerSupported acceptance level are published by a partner
that VMware trusts. The partner performs all testing. VMware does not
verify the results. This level is used for a new or nonmainstream technology
that partners want to enable for VMware systems. Today, driver VIB
technologies such as Infiniband, ATAoE, and SSD are at this level with
nonstandard hardware drivers. VMware directs support calls for VIBs with
this acceptance level to the partner's support organization.

CommunitySupported The CommunitySupported acceptance level is for VIBs created by
individuals or companies outside of VMware partner programs. VIBs at this
level have not gone through any VMware-approved testing program and are
not supported by VMware Technical Support or by a VMware partner.

Structure of ImageProfile, SoftwarePackage, and ImageProfileDiff Objects
Knowing the structure of ImageProfile, SoftwarePackage, and ImageProfileDiff objects helps you manage
deployment and upgrade processes.

ImageProfile Object Properties

The ImageProfile object, which is accessible with the Get-EsxImageProfile vSphere PowerCLI cmdlet, has
the following properties.

Name Type Description

AcceptanceLevel AcceptanceLevel Determines which VIBs you can add to
the profile. Levels are
VMwareCertified, VMwareAccepted,
PartnerSupported, and
CommunitySupported. See 
“Acceptance Levels,” on page 141.

Author System.String The person who created the profile. 60
characters or fewer.
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Name Type Description

CreationTime System.DateTime The timestamp of creation time.

Description System.String The full text description of profile. No
length limit.

GUID System.String Globally unique ID of the image
profile.

ModifiedTime System.DateTime The timestamp of last modification
time.

Name System.String The name of the image profile. 80
characters or fewer.

ReadOnly System.Boolean When set to true, the profile cannot be
edited. Use Set-EsxImageProfile -
Readonly to make your custom image
profiles read-only.

Rules ImageProfileRule[] Any OEM hardware requirements and
restrictions that the image profile
might have. vSphere Auto Deploy
verifies the value of this property
when deploying an image profile and
deploys the profile if matching
hardware is available.

Vendor System.String The organization that publishes the
profile. 40 characters or fewer.

VibList SoftwarePackage[] The list of VIB IDs the image contains.

SoftwarePackage Object Properties

When preparing an image profile, you can examine software packages to decide which packages are
suitable for inclusion. The SoftwarePackage object has the following properties.

Name Type Description

AcceptanceLevel AcceptanceLevel The acceptance level of this VIB.

Conflicts SoftwareConstraint[] A list of VIBs that cannot be installed
at the same time as this VIB. Each
constraint uses the following format:
package-name[<<|<=|=|>=|<<
version]

Depends SoftwareConstraint[] A list of VIBs that must be installed at
the same time as this VIB. Same
constraint format as Conflicts
property.

Description System.String The long description of the VIB.

Guid System.String The unique ID for the VIB.

LiveInstallOk System.Boolean True if live installs of this VIB are
supported.

LiveRemoveOk System.Boolean True if live removals of this VIB are
supported.

MaintenanceMode System.Boolean True if hosts must be in maintenance
mode for installation of this VIB.

Name System.String The name of the VIB. Usually uniquely
describes the package on a running
ESXi system.
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Name Type Description

Provides SoftwareProvides The list of virtual packages or
interfaces this VIB provides. See 
“SoftwareProvide Object Properties,”
on page 145.

ReferenceURLs SupportReference[] The list of SupportReference objects
with in-depth support information.
The SupportReference object has two
properties, Title and URL, both of
type System.String.

Replaces SoftwareConstraint[] The list of SoftwareConstraint
objects that identify VIBs that replace
this VIB or make it obsolete. VIBs
automatically replace VIBs with the
same name but lower versions.

ReleaseDate System.DateTime Date and time of VIB publication or
release.

SourceUrls System.String[] The list of source URLs from which
this VIB can be downloaded.

StatelessReady System.Boolean True if the package supports host
profiles or other technologies that
make it suitable for use in conjunction
with vSphere Auto Deploy.

Summary System.String A one-line summary of the VIB.

Tags System.String[] An array of string tags for this package
defined by the vendor or publisher.
Tags can be used to identify
characteristics of a package.

Vendor System.String The VIB vendor or publisher.

Version System.String The VIB version.

VersionObject Software.Version The VersionObject property is of
type SoftwareVersion. The
SoftwareVersion class implements a
static Compare method to compare two
versions of strings. See 
“SoftwareVersion Object Properties,”
on page 144

ImageProfileDiff Object Properties

When you run the Compare-EsxImageProfile cmdlet, you pass in two parameters, first the reference profile,
and then the comparison profile. The cmdlet returns an ImageProfileDiff object, which has the following
properties.

Name Type Description

CompAcceptanceLevel System.String The acceptance level for the second
profile that you passed to Compare-
EsxImageProfile.

DowngradeFromRef System.String[] The list of VIBs in the second profile
that are downgrades from VIBs in the
first profile.

Equal System.Boolean True if the two image profiles have
identical packages and acceptance
levels.
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Name Type Description

OnlyInComp System.String The list of VIBs found only in the
second profile that you passed to
Compare-EsxImageProfile.

OnlyInRef System.String[] The list of VIBs found only in the first
profile that you passed to Compare-
EsxImageProfile.

PackagesEqual System.Boolean True if the image profiles have
identical sets of VIB packages.

RefAcceptanceLevel System.String The acceptance level for the first
profile that you passed to Compare-
EsxImageProfile.

UpgradeFromRef System.String[] The list of VIBs in the second profile
that are upgrades from VIBs in the first
profile.

SoftwareVersion Object Properties

The SoftwareVersion object lets you compare two version strings. The object includes a Comparestatic
method that accepts two strings as input and returns 1 if the first version string is a higher number than the
second version string. Compare returns 0 if two versions strings are equal. Compare returns -1 if the second
version string is a higher number than the first string. The object has the following properties.

Name Type Description

Version System.String The part of the version before the
hyphen. This part indicates the
primary version.

Release System.String The part of the version after the
hyphen. This part indicates the release
version.

SoftwareConstraint Object Properties

The SoftwareConstraint object implements a MatchesProvide method. The method accepts a
SoftwareProvides or SoftwarePackage object as input and returns True if the constraint matches the
SoftwareProvide or the SoftwarePackage, or returns False otherwise.

The SoftwareConstraint object includes the following properties.

Name Type Description

Name System.String The name of the constraint. This name
should match a corresponding
SoftwareProvide Name property.

Relation System.String An enum, or one of the following
comparison indicators: <<, <=, = >=, >>.
This property can be $null if the
constraint does not have a Relation
and Version property.

Version System.String The version to match the constraint
against. This property can be $null if
the constraint does not have a
Relation and Version property.

VersionObject SoftwareVersion The version represented by a
SoftwareVersion object.
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SoftwareProvide Object Properties

The SoftwareProvide object includes the following properties.

Name Type Description

Name System.String The name of the provide.

Version System.String The version of the provide. Can be
$null if the provide does not specify a
version.

Release System.String The version of the provide as
represented by a SoftwareVersion
object. See “SoftwareVersion Object
Properties,” on page 144.

vSphere ESXi Image Builder Installation and Usage
vSphere ESXi Image Builder consists of the vSphere ESXi Image Builder server and the vSphere ESXi Image
Builder PowerShell cmdlets. The vSphere ESXi Image Builder server starts when your run the first vSphere
ESXi Image Builder cmdlet.

Install vSphere ESXi Image Builder and Prerequisite Software
Before you can run vSphere ESXi Image Builder cmdlets, you must install vSphere PowerCLI and all
prerequisite software. The vSphere ESXi Image Builder snap-in is included with the vSphere PowerCLI
installation.

You install vSphere ESXi Image Builder and prerequisite software on a Microsoft Windows system.

Procedure

1 Install Microsoft .NET 2.0 from the Microsoft website following the instructions on that website.

2 Install Microsoft PowerShell 2.0. from the Microsoft website following the instructions on that website.

3 Install vSphere PowerCLI, which includes the vSphere ESXi Image Builder cmdlets.

See the vSphere PowerCLI Installation Guide for detailed instructions.

What to do next

Review “Using vSphere ESXi Image Builder Cmdlets,” on page 145.If you are new to vSphere PowerCLI,
read the vSphere PowerCLI documentation.

Use vSphere ESXi Image Builder cmdlets and other vSphere PowerCLI cmdlets and PowerShell cmdlets to
manage image profiles and VIBs. Use Get-Help cmdlet_name at any time for command-line help.

Using vSphere ESXi Image Builder Cmdlets
vSphere ESXi Image Builder cmdlets are implemented as Microsoft PowerShell cmdlets and included in
vSphere PowerCLI. Users of vSphere ESXi Image Builder cmdlets can take advantage of all
vSphere PowerCLI features.

Experienced PowerShell users can use vSphere ESXi Image Builder cmdlets just like other PowerShell
cmdlets. If you are new to PowerShell and vSphere PowerCLI, follow these tips.

You can type cmdlets, parameters, and parameter values in the vSphere PowerCLI shell.

n Get help for any cmdlet by running Get-Help cmdlet_name.

n Remember that PowerShell is not case sensitive.

n Use tab completion for cmdlet names and parameter names.
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n Format any variable and cmdlet output by using Format-List or Format-Table or their short forms fl or
ft. See Get-Help Format-List.

n Use wildcards for searching and filtering VIBs and image profiles. All wildcard expressions are
supported.

Passing Parameters by Name

You can pass in parameters by name in most cases and surround parameter values that contain spaces or
special characters with double quotes.

Add-EsxSoftwarePackage -ImageProfile profile42 -SoftwarePackage "partner package 35"

Passing Parameters as Objects

You can pass parameters as objects if you want to do scripting and automation. You can use the technique
with cmdlets that return multiple objects or with cmdlets that return a single object.

1 Bind the output of a cmdlet that returns multiple objects to a variable.

$profs = Get-EsxImageProfile

2 When you run the cmdlet that needs the object as input, access the object by position, with the list
starting with 0.

Add-EsxSoftwarePackage -ImageProfile $profs[4] -SoftwarePackage partner-pkg

The example adds the specified software package to the fifth image profile in the list returned by Get-
EsxImageProfile.

Most of the examples in the vSphere Installation and Setup documentation pass in parameters by name. 
“vSphere ESXi Image Builder Workflows,” on page 155 includes examples that pass parameters as objects.

vSphere ESXi Image Builder Common Tasks
The vSphere ESXi Image Builder cmdlets allow you to manipulate software depots, image profiles, and
VIBs.

Clone an Image Profile
Cloning a published profile is the easiest way to create a custom image profile. Cloning a profile is
especially useful if you want to remove a few VIBs from a profile, or if you want to use hosts from different
vendors and want to use the same basic profile, but want to add vendor-specific VIBs. VMware partners or
large installations might consider creating a new profile.

Prerequisites

n Install the vSphere PowerCLI and all prerequisite software. See “vSphere ESXi Image Builder
Installation and Usage,” on page 145.

n Verify that you have access to the software depot that contains the image profile you want to clone.
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Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 (Optional) Run the Get-EsxImageProfile cmdlet to find the name of the profile that you want to clone.

You can use filtering options with Get-EsxImageProfile.

3 Run the New-EsxImageProfile cmdlet to create the new profile and use the -CloneProfile parameter to
specify the profile you want to clone.

New-EsxImageProfile -CloneProfile My_Profile -Name "Test Profile 42"

This example clones the profile named My_Profile and assigns it the name Test Profile 42. You must
specify a unique combination of name and vendor for the cloned profile.

What to do next

See “Examine Depot Contents,” on page 155 for some examples of filtering.

Customize the image profile by adding or removing VIBs. See “Add VIBs to an Image Profile,” on page 147.

Add VIBs to an Image Profile
You can add one or more VIBs to an image profile if that image profile is not set to read only. If the new VIB
depends on other VIBs or conflicts with other VIBs in the profile, a message is displayed at the PowerShell
prompt and the VIB is not added.

You can add VIBs from VMware or from VMware partners to an image profile. If you add VMware VIBs,
vSphere ESXi Image Builder performs validation. If you add VIBs from two or more OEM partners
simultaneously, no errors are reported but the resulting image profile might not work. Install VIBs from
only one OEM vendor at a time.

If an error about acceptance level problems appears, change the acceptance level of the image profile and the
acceptance level of the host. Consider carefully whether changing the host acceptance level is appropriate.
VIB acceptance levels are set during VIB creation and cannot be changed.

You can add VIBs even if the resulting image profile is invalid.

NOTE   VMware can support only environments and configurations that are proven to be stable and fully
functional through rigorous and extensive testing. Use only those supported configurations. You can use
custom VIBs if you lower your host acceptance level, and as a result, supportability. In that case, track the
changes you made, so you can revert them if you want to remove custom VIBs and restore the host
acceptance level to the default (Partner Supporter) later. See “Working with Acceptance Levels,” on
page 152.

Prerequisites

Install the vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145
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Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 Run the Get-EsxImageProfile cmdlet to list all image profiles in all currently visible depots.

The cmdlet returns all available profiles. You can narrow your search by using the optional arguments
to filter the output.

3 Clone the profile.

New-EsxImageProfile -CloneProfile My_Profile -Name "Test Profile 42" -Vendor "My Vendor"

Image profiles published by VMware and its partners are read only. To make changes, you must clone
the image profile. The vendor parameter is required.

4 Run the Add-EsxSoftwarePackage cmdlet to add a new package to one of the image profiles.

Add-EsxSoftwarePackage -ImageProfile My_Profile -SoftwarePackage partner-package

The cmdlet runs the standard validation tests on the image profile. If validation succeeds, the cmdlet
returns a modified, validated image profile. If the VIB that you want to add depends on a different VIB,
the cmdlet displays that information and includes the VIB that would resolve the dependency. If the
acceptance level of the VIB that you want to add is lower than the image profile acceptance level, an
error occurs.

Export an Image Profile to ISO or Offline Bundle ZIP
You can export an image profile to an ISO image or a ZIP file of component files and folders. You cannot
create both by running the cmdlet once. You can use the ISO image as an ESXi installer or upload the ISO
into vSphere Update Manager for upgrades. You can use the ZIP file, which contains metadata and the VIBs
specified in the image profile, for upgrades to ESXi 5.0 and later.

Prerequisites

Install the vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.
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2 Run Export-EsxImageProfile to export the image profile.

Export Format Cmdlet

ISO images Export-EsxImageProfile with the -ExportToIso parameter

Offline depot ZIP files Export-EsxImageProfile with the -ExportToBundle parameter
 

For the ISO image, vSphere ESXi Image Builder validates VIB signatures, adds VIB binaries to the image,
and downloads the image to the specified location. For the ZIP file, vSphere ESXi Image Builder validates
VIB signatures and downloads the VIB binaries to the specified location.

Example: Exporting an Image Profile to ISO

Example: Exporting an Image Profile to Offline Bundle

Follow these steps to export an image profile to an ISO image or a ZIP file of component files and folders.

1 Add the software depot.

Add-EsxSoftwareDepot -DepotUrl url_or_file

2 View all available image profiles to find the name of the image profile to export.

Get-EsxImageProfile

3 Export the image profile.

Export-EsxImageProfile -ImageProfile "myprofile" -ExportToIso -FilePath iso_name

1 Add the software depot.

Add-EsxSoftwareDepot -DepotUrl url_or_file

2 View all available image profiles to find the name of the image profile to export.

Get-EsxImageProfile

3 Export the image profile.

Export-EsxImageProfile -ImageProfile "myprofile" -ExportToBundle -FilePath C:\my_bundle.zip

What to do next

Use the ISO image in an ESXi installation or upload the ISO image into vSphereUpdate Manager to perform
upgrades.

Use the ZIP file to upgrade an ESXi installation.

n Import the ZIP file into vSphere Update Manager for use with patch baselines.

n Download the ZIP file to an ESXi host or a datastore and run esxcli software vib commands to import
the VIBs in the ZIP file.

See the vSphere Upgrade documentation.

Preserve Image Profiles Across Sessions
When you create an image profile and exit the vSphere PowerCLI session, the image profile is no longer
available when you start a new session. You can export the image profile to a ZIP file software depot, and
add that depot in the next session.

Prerequisites

Install the vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.
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Procedure

1 In a vSphere PowerCLI session, create an image profile, for example by cloning an existing image
profile and adding a VIB.

2 Export the image profile to a ZIP file by calling Export-EsxImageProfile with the ExportToBundle
parameter.

Export-EsxImageProfile    -ImageProfile "my_profile" -ExportToBundle -FilePath

                "C:\isos\temp-base-plus-vib25.zip"

3 Exit the vSphere PowerCLI session.

4 When you start a new vSphere PowerCLI session, add the depot that contains your image profile to
access it.

Add-EsxSoftwareDepot "C:\isos\temp-base-plus-vib25.zip"

Compare Image Profiles
You can compare two image profiles by using the Compare-EsxImageProfile cmdlet, for example, to see if
they have the same VIB list or acceptance level . Comparing image profiles or their properties is also
possible by using the PowerShell comparison operators.

Prerequisites

Install the vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 (Optional) Run the Get-EsxImageProfile cmdlet to view a list of all image profiles in all available
depots.

In the list, you can locate the names of the image profiles you want to compare.

3 Before comparing the image profiles, assign them to variables.

For example, you can create variables $imageProfile1 and $imageProfile2 to hold the names of the
compared images profiles.

$imageProfile1

                = Get-EsxImageProfile -Name "ImageProfile1"

$imageProfile2

                = Get-EsxImageProfile -Name "ImageProfile2"
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4 Compare the two image profiles by using the Compare-EsxImageProfile cmdlet or the -eq comparison
operator, which returns a Boolean value.

n Compare the two image profiles to get a full description of the differences by using the Compare-
EsxImageProfile cmdlet.

Compare-EsxImageProfile -ReferenceProfile

                     $imageProfile1 -ComparisonProfile $imageProfile2

n Compare the two image profiles by VIB list and acceptance level using the -eq comparison
operator.

   if ($imageProfile1 -eq $imageProfile2) {

      Write-host "Successfully verified that both image profiles are equal."

   } else {

      Write-host "Failed to verify that the image profiles are equal."

   }

n Compare the two image profiles by a specific property using the -eq comparison operator.

   if ($imageProfile1.vendor -eq $imageProfile2.vendor) {

      Write-host "Successfully verified that both image profiles are equal."

   } else {

      Write-host "Failed to verify that the image profiles are equal."

   }

Compare VIBs
You can compare two VIBs or their properties by using the PowerShell comparison operators.

Prerequisites

Install the vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 (Optional) Run the Get-EsxSoftwarePackage cmdlet to view all available VIBs.

In the list, you can locate the names of the VIBs you want to compare.

3 Before comparing the VIBs, assign them to variables.

For example, you can create variables $vib1 and $vib2 to hold the names of the compared VIBs.

$vib1 = Get-EsxSoftwarePackage -Name "ReferenceVIB"

$vib2 = Get-EsxSoftwarePackage -Name "ComparisonVIB"
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4 Use a comparison operator to compare the VIBs by contents and acceptance level or by a specific
property.

n Compare the two VIBs by their contents and acceptance level.

   if ($vib1 -eq $vib2) {

      Write-host "Successfully verified that both VIBs are equal."

   } else {

      Write-host "Failed to verify that the VIBs are equal."

   }

n Compare a specific property of the VIBs by using a comparison operator such as -eq, -lt, -le, -gt
or -ge.

   if ($vib1.VersionObject -lt $vib2.VersionObject) {

      Write-host "Successfully verified that both the VIBs are equal."

   } else {

      Write-host "Failed to verify that the VIBs are equal."

   }

Working with Acceptance Levels
Hosts, image profiles, and individual VIBs have acceptance levels. VIB acceptance levels show how the VIB
was tested. Understanding what each acceptance level implies, how to change levels, and what a change
implies is an important part of installation and update procedures.

Acceptance levels are set for hosts, image profiles, and individual VIBs. The default acceptance level for an
ESXi image or image profile is PartnerSupported.

Host acceptance levels The host acceptance level determines which VIBs you can install on a host.
You can change a host's acceptance level with ESXCLI commands. By
default, ESXi hosts have an acceptance level of PartnerSupported to allow for
easy updates with PartnerSupported VIBs.

NOTE   VMware supports hosts at the PartnerSupported acceptance level. For
problems with individual VIBs with PartnerSupported acceptance level,
contact your partner's support organization.

Image profile
acceptance levels

The image profile acceptance level is set to the lowest VIB acceptance level in
the image profile. If you want to add a VIB with a low acceptance level to an
image profile, you can change the image profile acceptance level with the
Set-EsxImageProfile cmdlet. See “Set the Image Profile Acceptance Level,”
on page 154.

The vSphere Update Manager does not display the actual acceptance level.
Use vSphere ESXi Image Builder cmdlets to retrieve the acceptance level
information for VIBs and image profiles.

VIB acceptance levels A VIB's acceptance level is set when the VIB is created. Only the VIB creator
can set the acceptance level.

If you attempt to provision a host with an image profile or VIB that has a lower acceptance level than the
host, an error occurs. Change the acceptance level of the host to install the image profile or VIB. See “Change
the Host Acceptance Level,” on page 153. Changing the acceptance level of the host changes the support
level for that host.
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The acceptance level of a host, image profile, or VIB lets you determine who tested the VIB and who
supports the VIB. VMware supports the following acceptance levels .

VMwareCertified The VMwareCertified acceptance level has the most stringent requirements.
VIBs with this level go through thorough testing fully equivalent to VMware
in-house Quality Assurance testing for the same technology. Today, only
IOVP drivers are published at this level. VMware takes support calls for VIBs
with this acceptance level.

VMwareAccepted VIBs with this acceptance level go through verification testing, but the tests
do not fully test every function of the software. The partner runs the tests
and VMware verifies the result. Today, CIM providers and PSA plug-ins are
among the VIBs published at this level. VMware directs support calls for
VIBs with this acceptance level to the partner's support organization.

PartnerSupported VIBs with the PartnerSupported acceptance level are published by a partner
that VMware trusts. The partner performs all testing. VMware does not
verify the results. This level is used for a new or nonmainstream technology
that partners want to enable for VMware systems. Today, driver VIB
technologies such as Infiniband, ATAoE, and SSD are at this level with
nonstandard hardware drivers. VMware directs support calls for VIBs with
this acceptance level to the partner's support organization.

CommunitySupported The CommunitySupported acceptance level is for VIBs created by
individuals or companies outside of VMware partner programs. VIBs at this
level have not gone through any VMware-approved testing program and are
not supported by VMware Technical Support or by a VMware partner.

Change the Host Acceptance Level

You can lower the host acceptance level to match the acceptance level for a VIB or image profile you want to
install.

The acceptance level of each VIB on a host must be at least as high as the acceptance level of the host. For
example, you cannot install a VIB with PartnerSupported acceptance level on a host with VMwareAccepted
acceptance level. You must first lower the acceptance level of the host. For more information on acceptance
levels, see “Acceptance Levels,” on page 141.

   Changing the host acceptance level to CommunitySupported affects the supportability of your host and
might affect the security of your host.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Retrieve the acceptance level for the VIB or image profile.

Option Description

View information for all VIBs esxcli --server=server_name software
                     sources vib list --depot=depot_URL

View information for a specified VIB esxcli --server=server_name software
                     sources vib list --viburl=vib_URL
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Option Description

View information for all image
profiles

esxcli --server=server_name software
                     sources profile list --depot=depot_URL

View information for a specified
image profile

esxcli --server=server_name software
                     sources profile get --depot=depot_URL
                     --profile=profile_name

 
2 View the host acceptance level.

esxcli --server=server_name software acceptance get

3 Change the acceptance level of the host.

esxcli

                --server=server_name software acceptance set --level=acceptance_level

The value for acceptance_level can be VMwareCertified, VMwareAccepted, PartnerSupported, or
CommunitySupported. The values for acceptance_level are case-sensitive.

NOTE   If the host has a higher acceptance level than the VIB or image profile you want to add, you can
run commands in the esxcli software vib or esxcli software profile namespace with the --force
option. When you use the --force option, a warning appears because you enforce a VIB or image
profile with lower acceptance level than the acceptance level of the host and your setup is no longer
consistent. The warning is repeated when you install VIBs, remove VIBs, or perform certain other
operations on the host that has inconsistent acceptance levels.

Set the Image Profile Acceptance Level

If you want to add a VIB to an image profile, and the acceptance level of the VIB is lower than that of the
image profile, you can clone the image profile with a lower acceptance level or change the image profile's
acceptance level.

You can specify VMwareCertified, VMwareAccepted, PartnerSupported, or CommunitySupported as an
acceptance level of an image profile. If you lower the acceptance level, the level of support for the image
profile and hosts that you provision with it changes. For more information, see “Acceptance Levels,” on
page 141.

Prerequisites

Install vSphere PowerCLI and all prerequisite software. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 Get the acceptance level for the image profile.

Get-EsxImageProfile -Name string

3 Set the acceptance level of the image profile.

Set-EsxImageProfile -Name string -AcceptanceLevel level
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vSphere ESXi Image Builder Workflows
vSphere ESXi Image Builder workflows are examples for cmdlet usage. Workflows do not represent actual
tasks, but illustrate how you might explore different ways of using a cmdlet. Administrators trying out the
workflows benefit from some experience with vSphere PowerCLI, Microsoft PowerShell, or both.

Examine Depot Contents
You can examine software depots and VIBs with vSphere ESXi Image Builder cmdlets. You can use
wildcards to examine depot contents. All wildcard expressions are supported.

The workflow itself passes parameters by name. However, you can pass parameters as objects by accessing
variables.

You can use filtering options and wildcard expressions to examine depot contents.

Prerequisites

Verify that vSphere PowerCLI and prerequisite software is installed. See “Install vSphere ESXi Image
Builder and Prerequisite Software,” on page 145.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 Retrieve image profiles.

You can filter by vendor, name, and acceptance level.

n Get-EsxImageProfiles

Returns an array of ImageProfile objects from all depots you added to the session.

n Get-EsxImageProfile -Vendor "C*"

Returns all image profiles created by a vendor with a name that starts with the letter C.

3 Retrieve software packages by using the Get-EsxSoftwarePackage cmdlet.

You can filter, for example by vendor or version, and you can use the standard PowerShell wildcard
characters.

n Get-EsxSoftwarePackage -Vendor "V*"

Returns all software packages from a vendor with a name that starts with the letter V.

n Get-EsxSoftwarePackage -Vendor "V*" -Name "*scsi*"

Returns all software packages with a name that contains the string scsi in it from a vendor with a
name that starts with the letter V.

n Get-EsxSoftwarePackage -Version "2.0*"

Returns all software packages with a version string that starts with 2.0.
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4 Use -Newest to find the latest package.

n Get-EsxSoftwarePackage -Vendor "V*" -Newest

Returns the newest package for the vendors with a name that starts with the letter V, and displays
the information as a table.

n Get-EsxSoftwarePackage -Vendor "V*" -Newest | format-list

Returns detailed information about each software package by using a pipeline to link the output of
the request for software packages to the PowerShell format-list cmdlet.

5 View the list of VIBs in the image profile.

(Get-EsxImageProfile -Name "Robin's Profile").VibList

VibList is a property of the ImageProfile object.

6 Retrieve software packages released before or after a certain date by using the CreatedBefore or
CreatedAfter parameter.

Get-EsxSoftwarePackage -CreatedAfter 7/1/2010

Example: Depot Content Examination Using Variables

This workflow example examines depot contents by passing in parameters as objects accessed by position in
a variable, instead of passing in parameters by name. You can run the following commands in sequence
from the vSphere PowerCLI prompt. Replace names with names that are appropriate in your installation.

Get-EsxSoftwarePackage -Vendor "V*"

Get-EsxSoftwarePackage -Vendor "V*" -Name "r*"

Get-EsxSoftwarePackage -Version "2.0*"

$ip1 = Get-EsxImageProfile -name ESX-5.0.0-123456-full

$ip1.VibList

Get-EsxSoftwarePackage -CreatedAfter 7/1/2010

Create Image Profiles by Cloning Workflow
You can use vSphere ESXi Image Builder cmdlets to check which depots are available, to add a depot, to
view image profile information, and to create a new image profile by cloning one of the available image
profiles.

Published profiles are usually read-only and cannot be modified. Even if a published profile is not read-
only, cloning instead of modifying the profile is a best practice, because modifying the original profile erases
the original. You cannot revert to the original, unmodified profile except by reconnecting to a depot.

A profile cloning workflow might include checking the current state of the system, adding a software depot,
and cloning the profile.

Prerequisites

Verify that vSphere PowerCLI and prerequisite software is installed. See “Install vSphere ESXi Image
Builder and Prerequisite Software,” on page 145.

Procedure

1 In a PowerShell window, check whether any software depots are defined for the current session.

$DefaultSoftwareDepots

PowerShell returns the currently defined depots, or nothing if you just started PowerShell.
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2 If the depot containing the profile that you want to clone does not appear in the results, add it to the
current session.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file path.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
PowerShell adds the specified depot to your current session and lists all current depots.

3 (Optional) Check the $DefaultSoftwareDepots variable, which now returns the newly added depot.

4 View all available image profiles.

Get-EsxImageProfile

5 To clone an image profile, enter its name, a new name for the new profile, and a name of the vendor.

$ip = New-EsxImageProfile -CloneProfile base-tbd-v1 -Name "Test Profile 42" -Vendor 

"Vendor20"

6 (Optional) View the newly created image profile, $ip.

PowerShell returns the information about the image profile in tabular format.

Name                Vendor          Last Modified          Acceptance Level

----                ------          -------------          ----------------

Test Profile 42     Vendor20        9/15/2010 5:45:43...   PartnerSupported

Example: Creating Image Profile by Cloning Using Variables

This workflow example repeats the steps of this workflow by passing in parameters as objects accessed by
position in a variable, instead of passing in parameters by name. You can run the following cmdlets in
sequence from the vSphere PowerCLI prompt.

$DefaultSoftwareDepots

Add-EsxSoftwareDepot -DepotUrl depot_url

$DefaultSoftwareDepots

$profs = Get-EsxImageProfile

$profs

$ip = New-EsxImageProfile -CloneProfile $profs[2] -Name "new_profile_name" -Vendor "my_vendor"

$ip

Create New Image Profiles Workflow
In most situations, you create an image profile by cloning an existing profile. Some VMware customers or
partners might need to create a new image profile. Pay careful attention to dependencies and acceptance
levels if you create an image profile from scratch.

The system expects that the acceptance level of the VIBs you add to the base image is at least as high as the
level of the base image. If you have to add a VIB with a lower acceptance level to the image profile, you
must lower the image profile acceptance level. For more information, see “Set the Image Profile Acceptance
Level,” on page 154.

As an alternative to specifying the parameters on the command line, you can use the PowerShell prompting
mechanism to specify string parameters. Prompting does not work for other parameters such as objects.

Prerequisites

n vSphere PowerCLI and prerequisite software is installed. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

Chapter 4 Installing ESXi

VMware, Inc.  157



n You have access to a depot that includes a base image and one or more VIBs. VMware and VMware
partners have public depots, accessible by a URL. VMware or VMware partners can create a ZIP file
that you can unzip to your local environment and access by using a file path.

Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 Run the Get-EsxImageProfile cmdlet to list all image profiles in all currently visible depots. You can
narrow your search by using the optional arguments to filter the output.

Get-EsxSoftwarePackage -CreatedAfter 7/1/2010

3 Create a new profile, assign it a name and vendor, and add a base package.

New-EsxImageProfile -NewProfile -Name "Test #2" -vendor "Vendor42" -SoftwarePackage esx-

base[0],esx-xlibs[0]

The example uses the esx-base package. In most cases, you include the esx-base package when you
create a new image profile. Names that contain spaces are surrounded by quotes.

4 Use a pipeline to pass the new image profile to format-list for detailed information about the new
package.

(Get-EsxImageProfile -Name "Test #2").VibList | format-list

Example: Creating Image Profiles from Scratch Using Variables

This command sequence repeats the steps of the workflow, but passes parameters as objects, accessed by
position in a variable, instead of passing parameters by name. You can run the following commands in
sequence at thevSphere PowerCLI prompt.

Add-EsxSoftwareDepot depoturl

$pkgs = Get-EsxSoftwarePackage -CreatedAfter 7/1/2010

$ip2 = New-EsxImageProfile -NewProfile -Name "Test #2" -vendor "Vendor42" -SoftwarePackage 

$pkgs[0]

$ip2.VibList | format-list

Edit Image Profiles Workflow
You can create a custom image by cloning and editing an image profile. You can add or replace one or more
VIBs in the existing profile. If adding or replacing VIBs might prevent the image profile from working
correctly, an error occurs.

Prerequisites

n vSphere PowerCLI and prerequisite software is installed. See “Install vSphere ESXi Image Builder and
Prerequisite Software,” on page 145.

n You have access to a depot that includes a base image and one or more VIBs. VMware and VMware
partners make public depots, accessible by a URL, available. VMware or VMware partners can create a
ZIP file that you can download to your local environment and access by using a file path.
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Procedure

1 In a vSphere PowerCLI session, run the Add-EsxSoftwareDepot cmdlet for each depot you want to work
with.

Option Action

Remote depot Run Add-EsxSoftwareDepot -DepotUrl depot_url.

ZIP file a Download the ZIP file to a local file system.
b Run Add-EsxSoftwareDepot -DepotUrl C:\file_path\offline-

bundle.zip
 
The cmdlet returns one or more SoftwareDepot objects.

2 Use a pipeline to pass the image profile you intend to edit to format-list to see detailed information.

In this example, the image profile created in “Create New Image Profiles Workflow,” on page 157
contains only the base image. A newly created image profile is not included in the depot. Instead, you
access the image profile by name or by binding it to a variable.

Get-EsxImageProfile "Test #2" | format-list

PowerShell returns the information.

Name            : Test #2

Vendor           : Vendor42

...

VibList          : {esx-base 5.0.0.-...,}

3 (Optional) If you are adding a VIB with a lower acceptance level than that of the image profile, change
the acceptance level of the image profile.

Set-EsxImageProfile -ImageProfile "Test #2" -AcceptanceLevel VMwareAccepted 

             

PowerShell returns the information about the changed profile in tabular format.

Name           Vendor           Last Modified       Acceptance Level

----           ------           -------------       ----------------

Test #2        Vendor42         9/22/2010 12:05:... VMwareAccepted

4 Add a software package (VIB) to the image profile. You can add the package by name.

Add-EsxSoftwarePackage -ImageProfile "Test #2"

                -SoftwarePackage NewPack3

PowerShell returns the information about the image profile in tabular format.

Name           Vendor           Last Modified       Acceptance Level

----           ------           -------------       ----------------

Test #2        Vendor42         9/22/2010 12:05:... VMwareAccepted

NOTE   If an error occurs when you add the software package, you might have a problem with
acceptance levels, see “Working with Acceptance Levels,” on page 152

5 View the image profile again.

Get-EsxImageProfile "Test #2" | format-list

The VIB list is updated to include the new software package and the information is displayed.

Name            : Test #2

Vendor           : Vendor42

...

VibList          : {esx-base 5.0.0.-..., NewPack3}
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Example: Editing Image Profiles by Using Variables

This cmdlet sequence repeats the steps of the workflow but passes parameters as objects, accessed by
position in a variable, instead of passing parameters by name. You can run the following cmdlets in
sequence from the vSphere PowerCLI prompt.

Add-EsxSoftwareDepot -DepotUrl depot_url

$ip2 = Get-EsxImageProfile -name "Test #2"

$ip2 | format-list

Set-EsxImageProfile -ImageProfile $ip2 -AcceptanceLevel VMwareAccepted

Add-EsxImageSoftwarePackage -ImageProfile $ip2 -SoftwarePackage NewPack3

$ip2 | format-list
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Setting Up ESXi 5
These topics provide information about using the direct console user interface and configuring defaults for 
ESXi.

This chapter includes the following topics:

n “ESXi Autoconfiguration,” on page 162

n “About the Direct Console ESXi Interface,” on page 162

n “Set the Password for the Administrator Account,” on page 165

n “Configuring the BIOS Boot Settings,” on page 165

n “Host Fails to Boot After You Install ESXi in UEFI Mode,” on page 166

n “Network Access to Your ESXi Host,” on page 167

n “Configure the Network Settings on a Host That Is Not Attached to the Network,” on page 167

n “Managing ESXi Remotely,” on page 168

n “Configuring Network Settings,” on page 168

n “Storage Behavior,” on page 173

n “View System Logs,” on page 176

n “Configure Syslog on ESXi Hosts,” on page 176

n “Enable ESXi Shell and SSH Access with the Direct Console User Interface,” on page 177

n “Set the Host Image Profile Acceptance Level,” on page 178

n “Reset the System Configuration,” on page 179

n “Remove All Custom Packages on ESXi,” on page 179

n “Disable Support for Non-ASCII Characters in Virtual Machine File and Directory Names,” on
page 180

n “Decommission an ESXi Host,” on page 180
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ESXi Autoconfiguration
When you turn on the ESXi host for the first time or after resetting the configuration defaults, the host enters
an autoconfiguration phase. This phase configures system network and storage devices with default
settings.

By default, Dynamic Host Configuration Protocol (DHCP) configures IP, and all visible blank internal disks
are formatted with the virtual machine file system (VMFS) so that virtual machines can be stored on the
disks.

About the Direct Console ESXi Interface
Use the direct console interface for initial ESXi configuration and troubleshooting.

Connect a keyboard and monitor to the host to use the direct console. After the host completes the
autoconfiguration phase, the direct console appears on the monitor. You can examine the default network
configuration and change any settings that are not compatible with your network environment.

Key operations available to you in the direct console include:

n Configuring hosts

n Setting up administrative access

n Troubleshooting

You can also use vSphere Web Client to manage the host by using vCenter Server.

Table 5‑1.  Navigating in the Direct Console

Action Key

View and change the configuration F2

Change the user interface to high-contrast mode F4

Shut down or restart the host F12

View the VMkernel log Alt+F12

Switch to the shell console Alt+F1

Switch to the direct console user interface Alt+F2

Move the selection between fields Arrow keys

Select a menu item Enter

Toggle a value Spacebar

Confirm sensitive commands, such as resetting
configuration defaults

F11

Save and exit Enter

Exit without saving Esc

Exit system logs q

Configure the Keyboard Layout for the Direct Console
You can configure the layout for the keyboard that you use with the direct console.

Procedure

1 From the direct console, select Configure Keyboard and press Enter.

2 Select the layout to use.
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3 Press the spacebar to toggle selections on and off.

4 Press Enter.

Create a Security Banner for the Direct Console
A security banner is a message that is displayed on the direct console Welcome screen.

Procedure

1 From the vSphere Web Client, connect to the vCenter Server.

2 Select the host in the inventory.

3 Click the Manage tab.

4 Click Settings.

5 Under System, select Advanced System Settings.

6 Select Annotations.

7 Click the Edit icon.

8 Enter a security message.

The message is displayed on the direct console Welcome screen.

Redirecting the Direct Console to a Serial Port
To manage your ESXi host remotely from a serial console, you can redirect the direct console to a serial port.

vSphere supports the VT100 terminal type and the PuTTy terminal emulator to view the direct console over
the serial port.

You can redirect the direct console to a serial port in several ways.

n Redirect the Direct Console to a Serial Port by Setting the Boot Options Manually on page 163
When you redirect the direct console to a serial port by setting the boot options, the change does not
persist for subsequent boots.

n Redirect the Direct Console to a Serial Port from the vSphere Web Client on page 164
You can manage the ESXi host remotely from a console that is connected to the serial port by
redirecting the direct console to either of the serial ports com1 or com2. When you use the
vSphere Web Client to redirect the direct console to a serial port, the boot option that you set persists
after subsequent reboots.

n Redirect the Direct Console to a Serial Port in a Host Deployed with Auto Deploy on page 164
After you redirect the direct console to a serial port, you can make that setting part of the host profile
that persists when you reprovision the host with Auto Deploy.

Redirect the Direct Console to a Serial Port by Setting the Boot Options Manually
When you redirect the direct console to a serial port by setting the boot options, the change does not persist
for subsequent boots.

Prerequisites

Verify that the serial port is not in use for serial logging and debugging.

Procedure

1 Start the host.
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2 When the Loading VMware Hypervisor window appears, press Shift+O to edit boot options.

3 Disable the logPort and gdbPort on com1 and set tty2Port to com1 by entering the following boot
options:

"gdbPort=none logPort=none tty2Port=com1";

To use com2 instead, replace com1 with com2.

The direct console is redirected to the serial port until you reboot the host. To redirect the direct console for
subsequent boots, see “Redirect the Direct Console to a Serial Port from the vSphere Web Client,” on
page 164

Redirect the Direct Console to a Serial Port from the vSphere Web Client
You can manage the ESXi host remotely from a console that is connected to the serial port by redirecting the
direct console to either of the serial ports com1 or com2. When you use the vSphere Web Client to redirect
the direct console to a serial port, the boot option that you set persists after subsequent reboots.

Prerequisites

n Verify that you can access the host from the vSphere Web Client.

n Verify that the serial port is not in use for serial logging and debugging, or for ESX Shell (tty1Port).

Procedure

1 From the vSphere Web Client, connect to the vCenter Server.

2 Select the host in the inventory.

3 Click the Manage tab.

4 Click Settings.

5 Under System, select Advanced System Settings.

6 Make sure that the VMkernel.Boot.logPort and VMkernel.Boot.gdbPort fields are not set to use the
com port that you want to redirect the direct console to.

7 Set VMkernel.Boot.tty2Port to the serial port to redirect the direct console to: com1 or com2.

8 Reboot the host.

You can now manage the ESXi host remotely from a console that is connected to the serial port.

Redirect the Direct Console to a Serial Port in a Host Deployed with Auto Deploy
After you redirect the direct console to a serial port, you can make that setting part of the host profile that
persists when you reprovision the host with Auto Deploy.

Prerequisites

The serial port must not already be in use for serial logging and debugging.

Procedure

1 From the vSphere Web Client, connect to the vCenter Server.

2 Select the host in the inventory.

3 Click the Manage tab.

4 Select Settings.
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5 Select Advanced System Settings.

6 Make sure that the VMkernel.Boot.logPort and VMkernel.Boot.gdbPort fields are not set to use the
com port that you want to redirect the direct console to.

7 Set VMkernel.Boot.tty2Port to the serial port to redirect the direct console to: com1 or com2.

8 Click OK.

9 Save the host profile and attach the host to the profile. See the vSphere Host Profiles documentation.

The setting to redirect the direct console to a serial port is stored by vCenter Server and persists when you
reprovision the host with Auto Deploy.

Set the Password for the Administrator Account
You can use the direct console to set the password for the administrator account (root).

The administrative user name for the ESXi host is root. By default, the administrative password is not set.

Procedure

1 From the direct console, select Configure Password.

2 (Optional) If a password is already set up, type the password in the Old Password line and press Enter.

3 In the New Password line, type a new password and press Enter.

4 Retype the new password and press Enter.

Configuring the BIOS Boot Settings
If your server has multiple drives, you might need to configure the BIOS settings.

The BIOS boot configuration determines how your server boots. Generally, the CD-ROM device is listed
first.

NOTE   If you are using ESXi Embedded, the BIOS boot configuration determines whether your server boots
into the ESXi boot device or another boot device. Generally, the USB flash device is listed first in the BIOS
boot settings on the machine that hosts ESXi.

You can change the boot setting by configuring the boot order in the BIOS during startup or by selecting a
boot device from the boot device selection menu. When you change the boot order in the BIOS, the new
setting affects all subsequent reboots. When you select a boot device from the boot device selection menu,
the selection affects the current boot only.

Some servers do not have a boot device selection menu, in which case you must change the boot order in the
BIOS even for one-time boots, and then change it back again during a subsequent reboot.

Change the BIOS Boot Setting for ESXi
Configure the BIOS boot setting for ESXi if you want the server to boot into ESXi by default.

ESXi Installable and ESXi Embedded cannot exist on the same host.

Procedure

1 While the ESXi host is powering on, press the key required to enter your host’s BIOS setup.

Depending on your server hardware, the key might be a function key or Delete. The option to enter the
BIOS setup might be different for your server.
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2 Select the BIOS boot setting.

Option Description

If you are using the installable
version of ESXi

Select the disk on which you installed the ESXi software and move it to the
first position in the list. The host boots into ESXi.

If you are using ESXi Embedded Select the USB flash device and move it to the first position in the list. The
host starts in ESXi mode.

 

Configure the Boot Setting for Virtual Media
If you are using remote management software to set up ESXi, you might need to configure the boot setting
for virtual media.

Virtual media is a method of connecting a remote storage media such as CD-ROM, USB mass storage, ISO
image, and floppy disk to a target server that can be anywhere on the network. The target server has access
to the remote media, and can read from and write to it as if it were physically connected to the server's USB
port.

Prerequisites

ESXi Installable and ESXi Embedded cannot exist on the same host.

Procedure

1 Connect the media to the virtual device.

For example, if you are using a Dell server, log in to the Dell Remote Access Controller (DRAC) or a
similar remote management interface and select a physical floppy or CD-ROM drive, or provide a path
to a floppy image or CD-ROM image.

2 Reboot the server.

3 While the server is powering on, enter the device selection menu.

Depending on your server hardware, the key might be a function key or Delete.

4 Follow the instructions to select the virtual device.

The server boots from the configured device once and goes back to the default boot order for subsequent
boots.

Host Fails to Boot After You Install ESXi in UEFI Mode
When you install ESXi on a host machine in UEFI mode, the machine might fail to boot.

Problem

When you reboot after installing ESXi on a host machine in UEFI mode, the reboot might fail. This problem
is accompanied by an error message similar to Unexpected network error. No boot device available.

Cause

The host system fails to recognize the disk that ESXi is installed on as the boot disk.

Solution

1 While the error message is displayed on screen, press F11 to display boot options.

2 Select an option similar to Add boot option.

The wording of the option might vary, depending on your system.

3 Select the file \EFI\BOOT\BOOTx64.EFI on the disk that you installed ESXi on.
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4 Change the boot order so that the host boots from the option that you added.

Network Access to Your ESXi  Host
The default behavior is to configure the ESXi management network using DHCP. You can override the
default behavior and use static IP settings for the management network after the installation is completed.

Table 5‑2.  Network Configuration Scenarios Supported by ESXi

Scenario Approach

You want to accept the DHCP-configured IP
settings.

In the ESXi direct console, you can find the IP address assigned
through DHCP to the ESXi management interface. You can use that
IP address to connect to the host from the vSphere Web Client and
customize settings, including changing the management IP address.

One of the following is true:
n You do not have a DHCP server.
n The ESXi host is not connected to a DHCP

server.
n Your connected DHCP server is not

functioning properly.

During the autoconfiguration phase, the software assigns the link
local IP address, which is in the subnet 169.254.x.x/16. The assigned
IP address appears on the direct console.
You can override the link local IP address by configuring a static IP
address using the direct console.

The ESXi host is connected to a functioning DHCP
server, but you do not want to use the DHCP-
configured IP address.

During the autoconfiguration phase, the software assigns a DHCP-
configured IP address.
You can make the initial connection by using the DHCP-configured
IP address. Then you can configure a static IP address.
If you have physical access to the ESXi host, you can override the
DHCP-configured IP address by configuring a static IP address
using the direct console.

Your security deployment policies do not permit
unconfigured hosts to be powered on the network.

Follow the setup procedure in “Configure the Network Settings on
a Host That Is Not Attached to the Network,” on page 167.

Configure the Network Settings on a Host That Is Not Attached to the
Network

Some highly secure environments do not permit unconfigured hosts on the network to be powered on. You
can configure the host before you attach the host to the network.

Prerequisites

Verify that no network cables are connected to the host.

Procedure

1 Power on the host.

2 Use the direct console user interface to configure the password for the administrator account (root).

3 Use the direct console user interface to configure a static IP address.

4 Connect a network cable to the host.

5 (Optional) Use the vSphere Web Client to connect to a vCenter Server system.

6 (Optional) Add the host to the vCenter Server inventory.
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Managing ESXi  Remotely
You can use the vSphere Client, the vSphere Web Client and vCenter Server to manage your ESXi hosts.

For instructions about downloading and installing vCenter Server and the vCenter Server components or for
downloading and deploying the vCenter Server Appliance, see Chapter 8, “Installing vCenter Server on a
Windows Virtual Machine or Physical Server,” on page 223 and Chapter 9, “Deploying the vCenter Server
Appliance,” on page 233. For instructions about installing the vSphere Client, see “Install the vSphere
Client,” on page 183.

Configuring Network Settings
ESXi requires one IP address for the management network. To configure basic network settings, use the
vSphere Web Client or the direct console.

Use the vSphere Web Client if you are satisfied with the IP address assigned by the DHCP server.

Use the direct console for network configuration in the following cases:

n You are not satisfied with the IP address assigned by the DHCP server.

n You are not allowed to use the IP address assigned by the DHCP server.

n ESXi does not have an IP address. This situation could happen if the autoconfiguration phase did not
succeed in configuring DHCP.

n The wrong network adapter was selected during the autoconfiguration phase.

ESXi Networking Security Recommendations
Isolation of network traffic is essential to a secure ESXi environment. Different networks require different
access and level of isolation.

Your ESXi host uses several networks. Use appropriate security measures for each network, and isolate
traffic for specific applications and functions. For example, ensure that vSphere vMotion traffic does not
travel over networks where virtual machines are located. Isolation prevents snooping. Having separate
networks also is recommended for performance reasons.

n vSphere infrastructure networks are used for features such as VMware vSphere vMotion®, VMware
vSphere Fault Tolerance, and storage. These networks are considered to be isolated for their specific
functions and often are not routed outside a single physical set of server racks.

n A management network isolates client traffic, command-line interface (CLI) or API traffic, and third-
party software traffic from normal traffic. This network should be accessible only by system, network,
and security administrators. Use jump box or virtual private network (VPN) to secure access to the
management network. Strictly control access within this network to potential sources of malware.

n Virtual machine traffic can flow over one or many networks. You can enhance the isolation of virtual
machines by using virtual firewall solutions that set firewall rules at the virtual network controller.
These settings travel with a virtual machine as it migrates from host to host within your vSphere
environment.

Choose Network Adapters for the Management Network
Traffic between an ESXi host and any external management software is transmitted through an Ethernet
network adapter on the host. You can use the direct console to choose the network adapters that are used by
the management network.

Examples of external management software include the vCenter Server and SNMP client. Network adapters
on the host are named vmnicN, where N is a unique number identifying the network adapter, for example,
vmnic0, vmnic1, and so forth.
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During the autoconfiguration phase, the ESXi host chooses vmnic0 for management traffic. You can override
the default choice by manually choosing the network adapter that carries management traffic for the host. In
some cases, you might want to use a Gigabit Ethernet network adapter for your management traffic.
Another way to help ensure availability is to select multiple network adapters. Using multiple network
adapters enables load balancing and failover capabilities.

Procedure

1 From the direct console, select Configure Management Network and press Enter.

2 Select Network Adapters and press Enter.

3 Select a network adapter and press Enter.

After the network is functional, you can use the vSphere Web Client to connect to the ESXi host through
vCenter Server.

Set the VLAN ID
You can set the virtual LAN (VLAN) ID number of the ESXi host.

Procedure

1 From the direct console, select Configure Management Network and press Enter.

2 Select VLAN and press Enter.

3 Enter a VLAN ID number from 1 through 4094.

Configuring IP Settings for ESXi
By default, DHCP sets the IP address, subnet mask, and default gateway.

For future reference, write down the IP address.

For DHCP to work, your network environment must have a DHCP server. If DHCP is not available, the host
assigns the link local IP address, which is in the subnet 169.254.x.x/16. The assigned IP address appears on
the direct console. If you do not have physical monitor access to the host, you can access the direct console
using a remote management application. See “Using Remote Management Applications,” on page 53

When you have access to the direct console, you can optionally configure a static network address. The
default subnet mask is 255.255.0.0.

 Configure IP Settings from the Direct Console
If you have physical access to the host or remote access to the direct console, you can use the direct console
to configure the IP address, subnet mask, and default gateway.

Procedure

1 Select Configure Management Network and press Enter.

2 Select IP Configuration and press Enter.

3 Select Set static IP address and network configuration.

4 Enter the IP address, subnet mask, and default gateway and press Enter.
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Configure IP Settings from the vSphere Web Client
If you do not have physical access to the host, you can use the vSphere Web Client to configure static IP
settings.

Procedure

1 Log in to the vCenter Server from the vSphere Web Client.

2 Select the host in the inventory.

3 On the Manage tab, select Networking.

4 Select Virtual adapters.

5 Select vmk0 Management Network and click the edit icon.

6 Select IPv4 settings.

7 Select Use static IPv4 settings.

8 Enter or change the static IPv4 address settings.

9 (Optional) Set static IPv6 addresses.

a Select IPv6 settings.

b Select Static IPv6 addresses.

c Click the add icon.

d Type the IPv6 address and click OK.

10 Click OK.

Configuring DNS for ESXi
You can select either manual or automatic DNS configuration of the ESXi host.

The default is automatic. For automatic DNS to work, your network environment must have a DHCP server
and a DNS server.

In network environments where automatic DNS is not available or not desirable, you can configure static
DNS information, including a host name, a primary name server, a secondary name server, and DNS
suffixes.

Configure DNS Settings from the Direct Console
If you have physical access to the host or remote access to the direct console, you can use the direct console
to configure DNS information.

Procedure

1 Select Configure Management Network and press Enter.

2 Select DNS Configuration and press Enter.

3 Select Use the following DNS server addresses and hostname.

4 Enter the primary server, an alternative server (optional), and the host name.
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Configure DNS Suffixes
If you have physical access to the host, you can use the direct console to configure DNS information. By
default, DHCP acquires the DNS suffixes.

Procedure

1 From the direct console, select Configure Management Network.

2 Select Custom DNS Suffixes and press Enter.

3 Enter new DNS suffixes.

Test the Management Network
You can use the direct console to do simple network connectivity tests.

The direct console performs the following tests.

n Pings the default gateway

n Pings the primary DNS name server

n Pings the secondary DNS nameserver

n Resolves the configured host name

Procedure

1 From the direct console, select Test Management Network and press Enter.

2 Press Enter to start the test.

Restart the Management Agents
The management agents synchronize VMware components and let you access the ESXi host by using the
vSphere Web Client and vCenter Server. They are installed with the vSphere software. You might need to
restart the management agents if remote access is interrupted.

Restarting the management agents restarts all management agents and services that are installed and
running in /etc/init.d on the ESXi host. Typically, these agents include hostd, ntpd, sfcbd, slpd, wsman,
and vobd. The software also restarts the Fault Domain Manager (FDM) if installed.

Users accessing this host by using the vSphere Web Client and vCenter Server lose connectivity when you
restart management agents.

Procedure

1 From the direct console, select Troubleshooting Options and press Enter.

2 Select Restart Management Agents and press Enter.

3 Press F11 to confirm the restart.

The ESXi host restarts the management agents and services.

Restart the Management Network
Restarting the management network interface might be required to restore networking or to renew a DHCP
lease.

Restarting the management network will result in a brief network outage that might temporarily affect
running virtual machines.
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If a renewed DHCP lease results in a new network identity (IP address or host name), remote management
software will be disconnected.

Procedure

1 From the direct console, select Restart Management Network and press Enter.

2 Press F11 to confirm the restart.

Disable the Management Network
The management network synchronizes VMware components and lets you access the ESXi host through the
vSphere Web Client and vCenter Server. It is installed with the vSphere software. You might need to disable
the management network to isolate a host from the vCenter Server inventory.

Users who access this host through the vSphere Web Client and vCenter Server lose connectivity when you
disable the management network.

One reason to disable the management network is to isolate an ESXi host from an HA and DRS cluster,
without losing your static IP and DNS configurations or rebooting the host.

This operation does not require downtime for virtual machines. The virtual machines continue to run while
the host is disconnected from vCenter Server and the vSphere Web Client.

Procedure

1 From the direct console, select Disable Management Network and press Enter.

2 Press F11 to confirm.

Restoring the Standard Switch
A vSphere Distributed Switch functions as a single virtual switch across all associated hosts. Virtual
machines can maintain a consistent network configuration as they migrate across multiple hosts. If you
migrate an existing standard switch, or virtual adapter, to a Distributed Switch and the Distributed Switch
becomes unnecessary or stops functioning, you can restore the standard switch to ensure that the host
remains accessible.

When you restore the standard switch, a new virtual adapter is created and the management network
uplink that is currently connected to Distributed Switch is migrated to the new virtual switch.

You might need to restore the standard switch for the following reasons:

n The Distributed Switch is not needed or is not functioning.

n The Distributed Switch needs to be repaired to restore connectivity to vCenter Server and the hosts
need to remain accessible.

n You do not want vCenter Server to manage the host. When the host is not connected to vCenter Server,
most Distributed Switch features are unavailable to the host.

Prerequisites

Verify that your management network is connected to a distributed switch.

Procedure

1 From the direct console, select Restore Standard Switch and press Enter.

If the host is on a standard switch, this selection is dimmed, and you cannot select it.

2 Press F11 to confirm.
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Test Connectivity to Devices and Networks
You can use the direct console to perform some simple network connectivity tests. In addition to the
management network, you can specify other devices and networks.

Procedure

1 From the direct console, select Test Management Network and press Enter.

2 Type addresses to ping or another DNS host name to resolve.

3 Press Enter to start the test.

Storage Behavior
When you start ESXi, the host enters an autoconfiguration phase during which system storage devices are
configured with defaults.

When you reboot the ESXi host after installing the ESXi image, the host configures the system storage
devices with default settings. By default, all visible blank internal disks are formatted with VMFS, so you
can store virtual machines on the disks. In ESXi Embedded, all visible blank internal disks with VMFS are
also formatted by default.

CAUTION   ESXi overwrites any disks that appear to be blank. Disks are considered to be blank if they do not
have a valid partition table or partitions. If you are using software that uses such disks, in particular if you
are using logical volume manager (LVM) instead of, or in addition to, conventional partitioning schemes,
ESXi might cause local LVM to be reformatted. Back up your system data before you power on ESXi for the
first time.

On the hard drive or USB device that the ESXi host is booting from, the disk-formatting software retains
existing diagnostic partitions that the hardware vendor creates. In the remaining space, the software creates
the partitions described in Table 5-3.
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Table 5‑3.  Partitions Created by ESXi on the Host Drive

ESXi Version Partitions Created

ESXi Installable For fresh installations, several new partitions are created
for the boot banks, the scratch partition, and the locker.
Fresh ESXi installations use GUID Partition Tables (GPT)
instead of MSDOS-based partitioning. The partition table
itself is fixed as part of the binary image, and is written to
the disk at the time the system is installed. The ESXi
installer leaves the scratch and VMFS partitions blank and
ESXi creates them when the host is rebooted for the first
time after installation or upgrade. One 4GB VFAT scratch
partition is created for system swap. See “About the
Scratch Partition,” on page 174. The VFAT scratch
partition is created only on the disk from which the ESXi
host is booting.
NOTE   To create the VMFS volume and a scratch partition
with the installation, the ESXi installer requires a minimum
of 5.2GB of free space on the installation disk.
The installer affects only the installation disk. The installer
does not affect other disks of the server. When you install
on a disk, the installer overwrites the entire disk. When the
installer autoconfigures storage, the installer does not
overwrite hardware vendor partitions. During ESXi
installation, the installer creates a 110MB diagnostic
partition for core dumps.

ESXi Embedded One 110MB diagnostic partition for core dumps, if this
partition is not present on another disk. The VFAT scratch
and diagnostic partitions are created only on the disk from
which the ESXi host is booting. On other disks, the
software creates one VMFS5 partition per blank disk, using
the whole disk. Only blank disks are formatted.

Both ESXi Installable and ESXi Embedded One VMFS5 partition on the remaining free space.

You might want to override this default behavior if, for example, you use shared storage devices instead of
local storage. To prevent automatic disk formatting, detach the local storage devices from the host under the
following circumstances:

n Before you start the host for the first time.

n Before you start the host after you reset the host to the configuration defaults.

To override the VMFS formatting if automatic disk formatting already occurred, you can remove the
datastore. See the vCenter Server and Host Management documentation.

About the Scratch Partition
For new installations of ESXi, during the autoconfiguration phase, a 4GB VFAT scratch partition is created if
the partition is not present on another disk.

NOTE   Partitioning for hosts that are upgraded to ESXi 5.x from ESXi versions earlier than version 5.0 differs
significantly from partitioning for new installations of ESXi 5.x. See the vSphere Upgrade documentation.

When ESXi boots, the system tries to find a suitable partition on a local disk to create a scratch partition.

The scratch partition is not required. It is used to store vm-support output, which you need when you create
a support bundle. If the scratch partition is not present, vm-support output is stored in a ramdisk. In low-
memory situations, you might want to create a scratch partition if one is not present.
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For the installable version of ESXi, the partition is created during installation and is selected. VMware
recommends that you do not modify the partition.

NOTE   To create the VMFS volume and scratch partition, the ESXi installer requires a minimum of 5.2GB of
free space on the installation disk.

For ESXi Embedded, if a partition is not found, but an empty local disk exists, the system formats it and
creates a scratch partition. If no scratch partition is created, you can configure one, but a scratch partition is
not required. You can also override the default configuration. You might want to create the scratch partition
on a remote NFS mounted directory.

NOTE   The installer can create multiple VFAT partitions. The VFAT designation does not always indicate
that the partition is a scratch partition. In some cases, a VFAT partition can simply lie idle.

Set the Scratch Partition from the vSphere Web Client
If a scratch partition is not set up, you might want to configure one, especially if low memory is a concern.
When a scratch partition is not present, vm-support output is stored in a ramdisk.

Prerequisites

The directory to use for the scratch partition must exist on the host.

Procedure

1 From the vSphere Web Client, connect to the vCenter Server.

2 Select the host in the inventory.

3 Click the Manage tab.

4 Select Settings.

5 Select Advanced System Settings.

The setting ScratchConfig.CurrentScratchLocation shows the current location of the scratch partition.

6 In the field ScratchConfig.ConfiguredScratchLocation, enter a directory path that is unique for this
host.

7 Reboot the host for the changes to take effect.

Host Stops Unexpectedly at Bootup When Sharing a Boot Disk with Another Host
When more than one host, either physical or virtual, boots from the same shared physical disk or LUN, they
cannot use the same scratch partition.

Problem

The host stops at bootup when sharing a boot disk with another host.

Cause

More than one ESXi host can share the same physical disk or LUN. When two such hosts also have the same
scratch partition configured, either of the hosts can fail at bootup.

Solution

1 Set the hosts to boot sequentially, and boot the hosts.

This setting lets you start the hosts so that you can change the scratch partition for one of them.

2 From the vSphere Web Client, connect to the vCenter Server.

3 Select the host in the inventory.
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4 Click the Manage tab.

5 Click Settings.

6 Under System, select Advanced System Settings.

7 Select ScratchConfig.

The field ScratchConfig.CurrentScratchLocation shows the current location of the scratch partition.

8 In the field ScratchConfig.ConfiguredScratchLocation, enter a directory path that is unique for this
host.

9 Reboot the host for the changes to take effect.

View System Logs
System logs provide detailed information about system operational events.

Procedure

1 From the direct console, select View System Logs.

2 Press a corresponding number key to view a log.

vCenter Server Agent (vpxa) logs appear if you add the host to vCenter Server.

3 Press Enter or the spacebar to scroll through the messages.

4 Perform a regular expression search.

a Press the slash key (/).

b Type the text to find.

c Press Enter.

The found text is highlighted on the screen.

5 Press q to return to the direct console.

What to do next

See also “Configure Syslog on ESXi Hosts,” on page 176.

Configure Syslog on ESXi Hosts
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other system
components to log files. Up to 30 hosts are supported.

You can use the vSphere Web Client or the esxcli system syslog vCLI command to configure the syslog
service.

For more information about using vCLI commands, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 In the vSphere Web Client inventory, select the host.

2 Click the Manage tab.

3 In the System panel, click Advanced System Settings.

4 Locate the Syslog section of the Advanced System Settings list.
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5 To set up logging globally, select the setting to change and click the Edit icon.

Option Description

Syslog.global.defaultRotate Sets the maximum number of archives to keep. You can set this number
globally and for individual subloggers.

Syslog.global.defaultSize Sets the default size of the log, in KB, before the system rotates logs. You
can set this number globally and for individual subloggers.

Syslog.global.LogDir Directory where logs are stored. The directory can be located on mounted
NFS or VMFS volumes. Only the /scratch directory on the local file
system is persistent across reboots. The directory should be specified as
[datastorename] path_to_file where the path is relative to the root of the
volume backing the datastore. For example, the path
[storage1] /systemlogs maps to the
path /vmfs/volumes/storage1/systemlogs.

Syslog.global.logDirUnique Selecting this option creates a subdirectory with the name of the ESXi host
under the directory specified by Syslog.global.LogDir. A unique directory
is useful if the same NFS directory is used by multiple ESXi hosts.

Syslog.global.LogHost Remote host to which syslog messages are forwarded and port on which
the remote host receives syslog messages. You can include the protocol
and the port, for example, ssl://hostName1:1514. UDP (default), TCP,
and SSL are supported. The remote host must have syslog installed and
correctly configured to receive the forwarded syslog messages. See the
documentation for the syslog service installed on the remote host for
information on configuration.

 
6 (Optional) To overwrite the default log size and log rotation for any of the logs.

a Click the name of the log you that want to customize.

b Click the Edit icon and enter the number of rotations and log size you want.

7 Click OK.

Changes to the syslog options take effect immediately.

Enable ESXi Shell and SSH Access with the Direct Console User
Interface

Use the direct console user interface to enable the ESXi Shell.

Procedure

1 From the Direct Console User Interface, press F2 to access the System Customization menu.

2 Select Troubleshooting Options and press Enter.

3 From the Troubleshooting Mode Options menu, select a service to enable.

n Enable ESXi Shell

n Enable SSH

4 Press Enter to enable the service.

5 (Optional) Set the timeout for the ESXi Shell.

By default, timeouts for the ESXi Shell is 0 (disabled).
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The availability timeout setting is the number of minutes that can elapse before you must log in after
the ESXi Shell is enabled. After the timeout period, if you have not logged in, the shell is disabled.

NOTE   If you are logged in when the timeout period elapses, your session will persist. However, the
ESXi Shell will be disabled, preventing other users from logging in.

a From the Troubleshooting Mode Options menu, select Modify ESXi Shell and SSH timeouts and
press Enter.

b Enter the availability timeout in minutes.

The availability timeout is the number of minutes that can elapse before you must log in after the
ESXi Shell is enabled.

c Press Enter.

d Enter the idle timeout.

The idle timeout is the number of minutes that can elapse before the user is logged out of an idle
interactive sessions. Changes to the idle timeout apply the next time a user logs in to the ESXi Shell
and do not affect existing sessions.

6 Press Esc until you return to the main menu of the Direct Console User Interface.

Set the Host Image Profile Acceptance Level
The Host Image Profile acceptance level determines which vSphere installation bundles (VIBs) are accepted
for installation.

VIB signatures are checked and accepted for installation based on a combination of the VIB acceptance level
and the host image profile acceptance level. VIBs are tagged with an acceptance level that depends on their
signature status.

See “Acceptance Levels,” on page 141.

Prerequisites

Required privileges: Host.Configuration.SecurityProfile and Host.Configuration.Firewall

Procedure

1 From the vSphere Web Client, connect to the vCenter Server.

2 Select the host in the inventory.

3 Click the Manage tab.

4 Click Settings.

5 Under System, select Security Profile.

6 Scroll down to Host Image Profile Acceptance Level, and click Edit.

7 Select the acceptance level and click OK.

Table 5‑4.  Host Image Profile Acceptance Levels

Host Image Profile Acceptance Level Accepted Levels of VIBs

VMware Certified VMware Certified

VMware Accepted VMware Certified, VMware Accepted
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Table 5‑4.  Host Image Profile Acceptance Levels (Continued)

Host Image Profile Acceptance Level Accepted Levels of VIBs

Partner Supported VMware Certified, VMware Accepted, Partner
Supported

Community Supported VMware Certified, VMware Accepted, Partner
Supported, Community Supported

Reset the System Configuration
If you are having trouble determining the source of a problem with your ESXi host, you can reset the system
configuration.

Changes in the system configuration can be related to various problems, including problems with
connectivity to the network and devices. Resetting the system configuration might solve such problems. If
resetting the system configuration does not solve the problem, it can still rule out configuration changes
made since the initial setup as the source of the problem.

When you reset the configuration, the software overrides all your configuration changes, deletes the
password for the administrator account (root), and reboots the host. Configuration changes made by your
hardware vendor, such as IP address settings and license configuration, might also be deleted.

Resetting the configuration does not remove virtual machines on the ESXi host. After you reset the
configuration defaults, the virtual machines are not visible, but you make them visible again by
reconfiguring storage and reregistering the virtual machines.

CAUTION   When you reset the configuration defaults, users accessing the host lose connectivity.

Prerequisites

Before resetting the configuration, back up your ESXi configuration in case you want to restore your
configuration.

Procedure

1 Back up the configuration using the vSphere CLI vicfg-cfgbackup command.

2 From the direct console, select Reset System Configuration and press Enter.

3 Press F11 to confirm.

The system reboots after all settings are reset to the default values.

Remove All Custom Packages on ESXi
After adding custom packages, you might decide to remove them.

Prerequisites

Before you remove custom packages, shut down or migrate running virtual machines off of the ESXi host.

Procedure

1 Reboot the ESXi host.

2 In the direct console, select Remove Custom Extensions and press F11 to confirm.

3 Reboot the host.

All custom packages are removed.
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Disable Support for Non-ASCII Characters in Virtual Machine File and
Directory Names

By default, ESXi supports the use of non-ASCII characters for virtual machine file and directory names. You
can disable this support by modifying the /etc/vmware/hostd/config.xml file.

After you disable this support, you can still enter non-ASCII characters for virtual machine names. vSphere
user interfaces will display the virtual machine names in the non-ASCII characters, but ESXi will convert the
actual file and directory names to ASCII strings.

Procedure

1 Using a text editor, open the /etc/vmware/hostd/config.xml file for the ESXi host.

2 Within the <config></config> tag, add the following code.

<g11nSupport>false</g11nSupport>

3 Save and close the file.

4 Reboot the host.

Decommission an ESXi Host
If you do not want your server to be an ESXi host, you can decommission the ESXi host machine.

Procedure

1 Remove VMFS datastores on the internal disks so that the internal disks are no longer set up to store
virtual machines.

2 Change the boot setting in the BIOS so that the host no longer boots into ESXi.

3 Install another operating system in its place.
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After You Install and Set Up ESXi 6
After ESXi is installed and set up, you can manage the host by using the vSphere Web Client and
vCenter Server, license the host, and back up your ESXi configuration.

You can also use the vSphere Client to connect directly to the ESXi host and to manage it.

This chapter includes the following topics:

n “Managing the ESXi Host,” on page 181

n “Licensing ESXi Hosts,” on page 181

n “Install the vSphere Client,” on page 183

Managing the ESXi Host
The vSphere Client provides the simplest way to manage your ESXi host and operate its virtual machines.

You can also use the vSphere Web Client to connect to and manage vCenter Server by using a Web browser.
The vSphere Web Client is installed together with vCenter Server and the vCenter Server Appliance and
you can use it to manage your ESXi hosts.

Licensing ESXi Hosts
After you install ESXi, it has a 60-day evaluation period during which you can explore the full set of vSphere
features provided with a vSphere Enterprise Plus license. You must assign the host an appropriate license
before the evaluation period expires.

ESXi hosts are licensed with vSphere licenses that have per-CPU capacity. To license hosts correctly, you
must assign them a vSphere license that has enough CPU capacity to cover all CPUs in the hosts. The license
must support all features that the hosts are using. For example, if the hosts are connected to a vSphere
Distributed Switch, you must assign a license that has the vSphere Distributed Switch feature.

You can use one of following methods to license ESXi hosts:

n License multiple hosts at a time by using the license management function in the vSphere Web Client.
The hosts must be connected to a vCenter Server system. For more information, see vCenter Server and
Host Management.

n Set up bulk licensing by using PowerCLI commands. Bulk licensing works for all ESXi hosts, but is
especially useful for hosts provisioned with Auto Deploy. See “Set Up Bulk Licensing,” on page 85

n License individual ESXi hosts through a direct connection with the vSphere Client. For more
information, see vSphere Administration with the vSphere Client.
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About ESXi Evaluation and Licensed Modes
You can use evaluation mode to explore the entire set of features for ESXi hosts. The evaluation mode
provides the set of features equal to a vSphere Enterprise Plus license. Before the evaluation mode expires,
you must assign to your hosts a license that supports all the features in use.

For example, in evaluation mode, you can use vSphere vMotion technology, the vSphere HA feature, the
vSphere DRS feature, and other features. If you want to continue using these features, you must assign a
license that supports them.

The installable version of ESXi hosts is always installed in evaluation mode. ESXi Embedded is preinstalled
on an internal storage device by your hardware vendor. It might be in evaluation mode or prelicensed.

The evaluation period is 60 days and begins when you turn on the ESXi host. At any time during the 60-day
evaluation period, you can convert from licensed mode to evaluation mode. The time available in the
evaluation period is decreased by the time already used.

For example, suppose that you use an ESXi host in evaluation mode for 20 days and then assign a
vSphere Standard Edition license key to the host. If you set the host back in evaluation mode, you can
explore the entire set of features for the host for the remaining evaluation period of 40 days.

For information about managing licensing for ESXi hosts, see the vCenter Server and Host Management
documentation.

Recording the License Key of an ESXi Host
If a host becomes inaccessible or unbootable, you should have a record of its license key. You can write
down the license key and tape it to the server, or put the license key in a secure location. You can access the
license key from the direct console user interface or the vSphere Web Client.

View the License Keys of ESXi Hosts from the vSphere Web Client
You can view the license keys of the hosts that are connected to a vCenter Server system through the
vSphere Web Client.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing select Licenses.

2 On the Assets tab, select Hosts.

3 In the License column, click a license.

You view information about the license, such as its usage and license key.

Access the ESXi License Key from the Direct Console
If you have physical access to the host or remote access to the direct console, you can use the direct console
to access the ESXi license key.

Procedure

u From the direct console, select View Support Information.

The license key appears in the form XXXXX-XXXXX-XXXXX-XXXXX-XXXXX, labeled License Serial
Number.

NOTE   The physical machine serial number also appears, labeled Serial Number. Do not confuse the
license key with the physical machine serial number.
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Install the vSphere Client
The vSphere Client enables you to connect to an ESXi host.

Prerequisites

n Verify that you have the vCenter Server installer or the vSphere Client installer.

n Verify that you are a member of the Administrators group on the system.

n Verify that the system has an Internet connection.

Procedure

1 Run the vSphere Client installer in one of the following ways.

Option Description

If you are installing from the
vCenter Server installer

a In the software installer directory, double-click the autorun.exe file.
b Select vSphere™ Client.
c Click Install.

If you downloaded the vSphere
Client

Double-click the VMware-viclient-build number.exe file.

 
2 Follow the prompts in the wizard to complete the installation.

You can use the vSphere Client to connect to an ESXi host or to connect to a vCenter Server system.

Chapter 6 After You Install and Set Up ESXi
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Before You Install vCenter Server or
Deploy the vCenter Server Appliance 7

You can install vCenter Server on a physical system or on a virtual machine running on an ESXi host. You
can also download and deploy the vCenter Server Appliance on a host running ESXi 5.0 or later.

This chapter includes the following topics:

n “Preparing vCenter Server Databases,” on page 185

n “How vCenter Single Sign-On Affects Installation,” on page 205

n “Synchronizing Clocks on the vSphere Network,” on page 209

n “Using a User Account for Running vCenter Server,” on page 209

n “Installing vCenter Server on IPv6 Machines,” on page 210

n “Running the vCenter Server Installer from a Network Drive,” on page 210

n “Required Information for Installing vCenter Server,” on page 210

n “Required Information for Deploying the vCenter Server Appliance,” on page 214

Preparing vCenter Server Databases
vCenter Server requires a database to store and organize server data. You can either use the bundled
PostgreSQL database that can be installed and configured at deployment time, or you can set up an external
database.

vCenter Server for Windows supports Oracle and Microsoft SQL database, while the
vCenter Server Appliance supports only an Oracle database as an external database.

Although the database is automatically configured by the installer, you can configure an external database
manually or by using a script. In addition, the data source name user must have a specific list of
permissions.

See “Set Database Permissions By Manually Creating Database Roles and the VMW Schema,” on page 189
and “Configure an Oracle Database User,” on page 198.

The database passwords are stored in clear text on the Windows virtual machine or physical host on which
you install vCenter Server and in the vCenter Server Appliance. The files containing the passwords are
protected by using the operating system protection, that is, you must be a Windows local administrator or a
Linux root user to access and read these files.

vCenter Server instances cannot share the same database schema. Multiple vCenter Server databases can
reside on the same database server, or they can be separated across multiple database servers. For Oracle
databases, which have the concept of schema objects, you can run multiple vCenter Server instances in a
single database server if you have a different schema owner for each vCenter Server instance. You can also
use a dedicated Oracle database server for each vCenter Server instance.
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You cannot install vCenter Server and point to an older external vCenter Server database. You can upgrade
the vCenter Server 5.x database to the latest version only by upgrading the vCenter Server instance
connected to that database. For information about upgrading vCenter Server, see vSphere Upgrade.

vCenter Server Database Configuration Notes
After you select a supported database type, make sure you understand any special configuration
requirements.

Table 7-1 is not a complete list of databases supported with vCenter Server and the
vCenter Server Appliance. For information about specific database versions and service pack configurations
supported with vCenter Server, see the VMware Product Interoperability Matrixes. The
vCenter Server Appliance supports the same Oracle database versions as vCenter Server. Only special
database configuration notes not listed in the Product Interoperability Matrixes are provided in Table 7-1.

vCenter Server databases require a UTF code set.

Contact your DBA for the appropriate database credentials.

Table 7‑1.  Configuration Notes for Databases Supported with vCenter Server

Database Type Configuration Notes

PostgreSQL For vCenter Server 6.0, the bundled PostgreSQL database is suitable for environments with
up to 20 hosts and 200 virtual machines. For the vCenter Server Appliance, you can use the
embedded PostgreSQL database for environments with up to 1,000 hosts and 10,000 virtual
machines.
IMPORTANT   If you use the embedded PostgreSQL database, uninstalling vCenter Server on
Windows, uninstalls the embedded database, and all data is lost.

Microsoft SQL Server 2008
R2 SP2 or higher

Ensure that the machine has a valid ODBC DSN entry.
NOTE   This database is not supported for the vCenter Server Appliance.

Microsoft SQL Server 2012 Ensure that the machine has a valid ODBC DSN entry.
NOTE   This database is not supported for the vCenter Server Appliance.

Microsoft SQL Server 2014 Ensure that the machine has a valid ODBC DSN entry.
NOTE   This database is not supported for the vCenter Server Appliance.

Oracle 11g and Oracle 12c Ensure that the machine has a valid ODBC DSN entry.
After you complete the vCenter Server installation, apply the latest patch to the Oracle
client and server.

Create a 64-Bit DSN
The vCenter Server system must have a 64-bit DSN. This requirement applies to all supported databases.

NOTE   Your SQL database might have certain requirements for the ODBC driver. See Knowledge Base
article 1015804.

Procedure

1 From the Windows Start menu, select Control Panel > Administrative Tools > Data Sources (ODBC).

2 Create a system DSN.

If you have a Microsoft SQL database, create the system DSN by using SQL Native Client version 10 or
11.

3 Test the connectivity.

The system now has a DSN that is compatible with vCenter Server. When the vCenter Server installer
prompts you for a DSN, select the 64-bit DSN.
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Verify That vCenter Server Can Communicate with the Local Database
If your database is located on the same machine on which vCenter Server is to be installed, and you have
changed the name of this machine, verify the configuration. Make sure that the vCenter Server DSN is
configured to communicate with the new name of the machine.

Changing the vCenter Server computer name impacts database communication if the database server is on
the same computer with vCenter Server. If you changed the machine name, you can verify that
communication remains intact.

If your database is remote, you can skip this procedure. The name change has no effect on communication
with remote databases.

After you rename the server, verify with your database administrator or the database vendor that all
components of the database are working.

Prerequisites

n Make sure that the database server is running.

n Make sure that the vCenter Server computer name is updated in the domain name service (DNS).

Procedure

1 Update the data source information, as needed.

2 Ping the computer name to test this connection.

For example, if the computer name is host-1.company.com, run the following command at the Windows
command prompt:

ping host-1.company.com

If you can ping the computer name, the name is updated in DNS.

vCenter Server communication is confirmed. You can continue to prepare other components of your
environment.

Maintaining a vCenter Server Database
After your vCenter Server database instance and vCenter Server are installed and operational, perform
standard database maintenance processes.

The standard database maintenance processes include the following:

n Monitoring the growth of the log file and compacting the database log file, as needed.

n Scheduling regular backups of the database.

n Backing up the database before any vCenter Server upgrade.

See your database vendor's documentation for specific maintenance procedures and support.

Configure Microsoft SQL Server Databases
To use a Microsoft SQL database for your vCenter Server repository, configure your database to work with
vCenter Server.

Procedure

1 Create a SQL Server Database and User for vCenter Server on page 188
You must create a database and user for vCenter Server. To simplify the process, you can use a script.
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2 Set Database Permissions By Manually Creating Database Roles and the VMW Schema on page 189
By using this method, available with vCenter Server 5.x and later, the vCenter Server database
administrator can set permissions for vCenter Server users and administrators to be granted through
Microsoft SQL Server database roles.

3 Set Database Permissions by Using the dbo Schema and the db_owner Database Role on page 190
If you use Microsoft SQL Server database, the simplest way to assign permissions for a vCenter Server
database user is through the database role db_owner. Assign the db_owner role to the vCenter Server
database user on both the vCenter Server and MSDB databases.

4 Use a Script to Create a vCenter Server User by Using the dbo Schema and db_owner Database Role
on page 191
If you set database permissions by using the dbo schema and db_owner database role, you can use a
script to create a vCenter Server user with the db_owner database role.

5 Use a Script to Create and Apply a Microsoft SQL Server Database Schema and Roles on page 191
In this method of configuring the SQL database, you create the custom schema VMW, instead of using
the existing dbo schema. You must also enable Database Monitoring for a user before you install
vCenter Server with an embedded or external Platform Services Controller.

6 (Optional) Use a Script to Create Microsoft SQL Server Database Objects Manually on page 193
You can create database objects manually with this method of configuring the SQL database.

7 Configure a SQL Server ODBC Connection on page 195
After you create a vCenter Server user, establish a connection with a SQL Server database. This
connection is required to install a vCenter Server instance.

8 Configure Microsoft SQL Server TCP/IP for JDBC on page 197
If the Microsoft SQL Server database has TCP/IP disabled and the dynamic ports are not set, the JDBC
connection remains closed. The closed connection causes the vCenter Server statistics to malfunction.
You can configure the server TCP/IP for JDBC.

Create a SQL Server Database and User for vCenter Server
You must create a database and user for vCenter Server. To simplify the process, you can use a script.

In the script, you can customize the location of the data and log files.

The user that is created by this script is not subject to any security policy. Change the passwords as
appropriate.

Procedure

1 Log in to a Microsoft SQL Server Management Studio session as the sysadmin (SA) or a user account
with sysadmin privileges.

2 Run the following script.

The script is located in the vCenter Server installation package at /<installation directory>/vCenter-
Server/dbschema/DB_and_schema_creation_scripts_MSSQL.txt.

use [master] 

go 

CREATE DATABASE [VCDB] ON PRIMARY 

(NAME = N'vcdb', FILENAME = N'C:\VCDB.mdf', SIZE = 10MB, FILEGROWTH = 10% ) 

LOG ON 

(NAME = N'vcdb_log', FILENAME = N'C:\VCDB.ldf', SIZE = 1000KB, FILEGROWTH = 10%) 

COLLATE SQL_Latin1_General_CP1_CI_AS 

go

use VCDB 
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go 

CREATE LOGIN [vpxuser] WITH PASSWORD=N'vpxuser!0', DEFAULT_DATABASE=VCDB, 

DEFAULT_LANGUAGE=us_english, CHECK_POLICY=OFF

go 

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

use MSDB

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

You now have a Microsoft SQL Server database that you can use with vCenter Server.

What to do next

See “Set Database Permissions By Manually Creating Database Roles and the VMW Schema,” on page 189.

Set Database Permissions By Manually Creating Database Roles and the VMW
Schema
By using this method, available with vCenter Server 5.x and later, the vCenter Server database administrator
can set permissions for vCenter Server users and administrators to be granted through Microsoft SQL Server
database roles.

Use this method because it removes the requirement to set up the database dbo schema and db_owner role
for vCenter Server users who install and upgrade vCenter Server.

Alternatively, you can assign vCenter Server database permissions by creating and assigning the db_owner
role and letting the vCenter Server installer create the default schema that assigns database user permissions
to that role. See “Set Database Permissions by Using the dbo Schema and the db_owner Database Role,” on
page 190.

Prerequisites

Create the vCenter Server database. See “Create a SQL Server Database and User for vCenter Server,” on
page 188

Procedure

1 Create the database VCDB and the database schema VMW in VCDB.

2 Assign the default schema VMW to the user [vpxuser].

3 In the vCenter Server database, create the user role VC_ADMIN_ROLE.

4 In the vCenter Server database, grant privileges to the VC_ADMIN_ROLE role.

a Grant the schema permissions ALTER, REFERENCES, and INSERT.

b Grant the permissions CREATE TABLE, VIEW, and CREATE PROCEDURES.

5 In the vCenter Server database, create the VC_USER_ROLE role.

6 In the vCenter Server database, grant the schema permissions SELECT, INSERT, DELETE, UPDATE,
and EXECUTE to the VC_USER_ROLE role.

7 Grant the VC_USER_ROLE role to the user [vpxuser].

8 Grant the VC_ADMIN_ROLE role to the user [vpxuser].

9 In the MSDB database, create the user [vpxuser].

10 In the MSDB database, create the VC_ADMIN_ROLE role.
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11 Grant privileges to the VC_ADMIN_ROLE role in MSDB .

a On the MSDB tables syscategories, sysjobsteps, sysjobs_view, and sysjobs, grant the SELECT
permission to the user [vpxuser] .

b On the MSDB stored procedures sp_add_job, sp_delete_job, sp_add_jobstep, sp_update_job,
sp_add_jobserver, sp_add_jobschedule, sp_add_category, and sp_lock grant the EXECUTE
permission to the VC_ADMIN_ROLE role.

12 In the MSDB database, grant the VC_ADMIN_ROLE role to the user [vpxuser].

13 Grant the permissions VIEW SERVER STATE and VIEW ANY DEFINITIONS to the user [vpxuser].

14 Connect to the vCenter Server database as user [vpxuser] and create the ODBC DSN.

15 Install vCenter Server.

16 In the MSDB database, revoke the VC_ADMIN_ROLE role from the user [vpxuser].

After you revoke the role, you can leave the role as inactive for use in future upgrades, or remove the
role for increased security. If you remove the role, you must create the role again and assign it to the
user [vpxuser] before any future upgrade of vCenter Server.

The hardcoded dbo role is removed from VCDB_mssql.sql.

What to do next

“Use a Script to Create and Apply a Microsoft SQL Server Database Schema and Roles,” on page 191

Set Database Permissions by Using the dbo Schema and the db_owner Database
Role
If you use Microsoft SQL Server database, the simplest way to assign permissions for a vCenter Server
database user is through the database role db_owner. Assign the db_owner role to the vCenter Server
database user on both the vCenter Server and MSDB databases.

Alternatively, experienced database administrators can set permissions by creating database roles and the
VMW schema manually. See “Set Database Permissions By Manually Creating Database Roles and the
VMW Schema,” on page 189 and “Use a Script to Create and Apply a Microsoft SQL Server Database
Schema and Roles,” on page 191. That method, available beginning with vSphere 5.0, is recommended,
because it gives the database administrator greater control over database permissions. The recommended
method also removes the requirement to set up the database dbo schema and db_owner role for
vCenter Server users who install and upgrade vCenter Server.

Prerequisites

Create the vCenter Server database. See “Create a SQL Server Database and User for vCenter Server,” on
page 188

Procedure

1 Assign the dbo role to the vCenter Server and Microsoft SQL databases.

2 For any user who will install or upgrade vCenter Server, assign the user the default schema dbo.

When you install vCenter Server, the installer uses the default dbo schema to assign permissions to the
db_owner role.
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Use a Script to Create a vCenter Server User by Using the dbo Schema and
db_owner Database Role
If you set database permissions by using the dbo schema and db_owner database role, you can use a script
to create a vCenter Server user with the db_owner database role.

Alternatively, experienced database administrators can set permissions by creating database roles and the
VMW and SQL Server database schemas. See “Set Database Permissions By Manually Creating Database
Roles and the VMW Schema,” on page 189“Use a Script to Create and Apply a Microsoft SQL Server
Database Schema and Roles,” on page 191. That method, available beginning with vSphere 5.0, is
recommended, because it gives the database administrator greater control over database permissions. That
method removes the requirement to set up the dbo database role and db_owner schema for vCenter Server
users who install and upgrade vCenter Server.

Prerequisites

Create the vCenter Server database. See “Create a SQL Server Database and User for vCenter Server,” on
page 188

Procedure

1 Log in to a Microsoft SQL Server Management Studio session as the sysadmin or a user account with
sysadmin privileges.

2 Run the script to create a vCenter Server user.

The script is located in the vCenter Server installation package /installation directory/vCenter-
Server/dbschema/DB_and_schema_creation_scripts_MSSQL.txt file.

use VCDB

go

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser'

go

use MSDB

go

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser'

go

What to do next

“Configure a SQL Server ODBC Connection,” on page 195

Use a Script to Create and Apply a Microsoft SQL Server Database Schema and
Roles
In this method of configuring the SQL database, you create the custom schema VMW, instead of using the
existing dbo schema. You must also enable Database Monitoring for a user before you install vCenter Server
with an embedded or external Platform Services Controller.

This method requires that you create new database roles and grant them to the database user.

See “Set Database Permissions By Manually Creating Database Roles and the VMW Schema,” on page 189
and “Use a Script to Create and Apply a Microsoft SQL Server Database Schema and Roles,” on page 191.

Prerequisites

Create the SQL Server database and user for vCenter Server. You can create the database manually or by
using a script. See “Create a SQL Server Database and User for vCenter Server,” on page 188
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Procedure

1 Log in to a Microsoft SQL Server Management Studio session as the sysadmin or a user account with
sysadmin privileges.

2 Run the following script to create the database schema and roles.

The script is located in the vCenter Server installation package at /installation directory/vCenter-
Server/dbschema/DB_and_schema_creation_scripts_MSSQL.txt .

CREATE SCHEMA [VMW]

go

ALTER USER [vpxuser] WITH DEFAULT_SCHEMA =[VMW]

if not exists (SELECT name FROM sysusers WHERE issqlrole=1 AND name = 'VC_ADMIN_ROLE')

CREATE ROLE VC_ADMIN_ROLE;

GRANT ALTER ON SCHEMA :: [VMW] to VC_ADMIN_ROLE;

GRANT REFERENCES ON SCHEMA :: [VMW] to VC_ADMIN_ROLE;

GRANT INSERT ON SCHEMA ::  [VMW] to VC_ADMIN_ROLE;

GRANT CREATE TABLE to VC_ADMIN_ROLE;

GRANT CREATE VIEW to VC_ADMIN_ROLE;

GRANT CREATE Procedure to VC_ADMIN_ROLE;

if not exists (SELECT name FROM sysusers WHERE issqlrole=1 AND name = 'VC_USER_ROLE')

CREATE ROLE VC_USER_ROLE

go

GRANT SELECT ON SCHEMA ::  [VMW] to VC_USER_ROLE

go

GRANT INSERT ON SCHEMA ::  [VMW] to VC_USER_ROLE

go

GRANT DELETE ON SCHEMA ::  [VMW] to VC_USER_ROLE

go

GRANT UPDATE ON SCHEMA ::  [VMW] to VC_USER_ROLE

go

GRANT EXECUTE ON SCHEMA :: [VMW] to VC_USER_ROLE

go

sp_addrolemember VC_USER_ROLE , [vpxuser]

go

sp_addrolemember VC_ADMIN_ROLE , [vpxuser]

go

use MSDB

go

if not exists (SELECT name FROM sysusers WHERE issqlrole=1 AND name = 'VC_ADMIN_ROLE')

CREATE ROLE VC_ADMIN_ROLE;

go

GRANT SELECT on msdb.dbo.syscategories to VC_ADMIN_ROLE

go

GRANT SELECT on msdb.dbo.sysjobsteps to VC_ADMIN_ROLE

go

GRANT SELECT ON msdb.dbo.sysjobs to VC_ADMIN_ROLE

go

GRANT SELECT ON msdb.dbo.sysjobs_view to VC_ADMIN_ROLEg

go

GRANT EXECUTE ON msdb.dbo.sp_add_job TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_delete_job TO VC_ADMIN_ROLE
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go

GRANT EXECUTE ON msdb.dbo.sp_add_jobstep TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_update_job TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_add_jobserver TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_add_jobschedule TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_add_category TO VC_ADMIN_ROLE

go

GRANT EXECUTE ON msdb.dbo.sp_lock TO VC_ADMIN_ROLE

go

sp_addrolemember VC_ADMIN_ROLE , [vpxuser]

go

use master

go

grant VIEW SERVER STATE to [vpxuser]

go

GRANT VIEW ANY DEFINITION TO [vpxuser]

go

(Optional) Use a Script to Create Microsoft SQL Server Database Objects Manually
You can create database objects manually with this method of configuring the SQL database.

Alternatively, you can configure a SQL Server ODBC connection and run the Install package. The vCenter
Server installer will create database objects. See “Configure a SQL Server ODBC Connection,” on page 195.

Using a script to create database objects manually requires that you take one of the following actions.

n Grant the db_owner role to the database user in VCDB and in MSDB. See “Set Database Permissions by
Using the dbo Schema and the db_owner Database Role,” on page 190 and “Use a Script to Create a
vCenter Server User by Using the dbo Schema and db_owner Database Role,” on page 191.

n Grant the VC_ADMIN_ROLE role to the database user in VCDB and in MSDB, and grant the
VC_USER_ROLE role to the database user in VCDB. See “Set Database Permissions By Manually
Creating Database Roles and the VMW Schema,” on page 189.

Prerequisites

Create the SQL Server database. You can create the SQL Server database manually or by using a script. See 
“Create a SQL Server Database and User for vCenter Server,” on page 188

Procedure

1 Log in to a Microsoft SQL Server Management Studio session as user_name for a user account that you
created on the vCenter Server and MSDB databases.

2 Locate the dbschema scripts in the vCenter Server installation
package /installation_directory/vCenter-Server/dbschema directory.

3 Open the VCDB_mssql.SQL and the Topn_DB_mssql.sql files by using Microsoft SQL Server Management
Studio and replace all occurrences of $schema with the schema name.

4 Open VCDB_views_mssql.sql file by using Microsoft SQL Server Management Studio and replace all
occurrences of ; with ; new line, and go.
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5 Run the scripts in sequence on the database.

The DBO user must own the objects created by these scripts. Open the scripts one at a time in Microsoft
SQL Server Management Studio and press F5 to execute each script in the order shown here.

VCDB_mssql.SQL

insert_stats_proc_mssql.sql

load_stats_proc_mssql.sql

purge_stat2_proc_mssql.sql

purge_stat3_proc_mssql.sql

purge_usage_stats_proc_mssql.sql

stats_rollup1_proc_mssql.sql

stats_rollup2_proc_mssql.sql

stats_rollup3_proc_mssql.sql

cleanup_events_mssql.sql

delete_stats_proc_mssql.sql

upsert_last_event_proc_mssql.sql

load_usage_stats_proc_mssql.sql

TopN_DB_mssql.sql

calc_topn1_proc_mssql.sql

calc_topn2_proc_mssql.sql

calc_topn3_proc_mssql.sql

calc_topn4_proc_mssql.sql

clear_topn1_proc_mssql.sql

clear_topn2_proc_mssql.sql

clear_topn3_proc_mssql.sql

clear_topn4_proc_mssql.sql

rule_topn1_proc_mssql.sql

rule_topn2_proc_mssql.sql

rule_topn3_proc_mssql.sql

rule_topn4_proc_mssql.sql

process_license_snapshot_mssql.sql

l_stats_rollup3_proc_mssql.sql

l_purge_stat2_proc_mssql.sql

l_purge_stat3_proc_mssql.sql

l_stats_rollup1_proc_mssql.sql

l_stats_rollup2_proc_mssql.sql

VCDB_views_mssql.sql

6 (Optional) You can also run the following scripts to enable database health monitoring.

job_dbm_performance_data_mssql.sql

process_performance_data_mssql.sql

7 For all supported editions of Microsoft SQL Server (except Microsoft SQL Server 2008 R2 Express), run
these scripts to set up scheduled jobs on the database.

These scripts ensure that the SQL Server Agent service is running.

job_schedule1_mssql.sql

job_schedule2_mssql.sql

job_schedule3_mssql.sql

job_cleanup_events_mssql.sql

job_topn_past_day_mssql.sql

job_topn_past_week_mssql.sql

job_topn_past_month_mssql.sql

job_topn_past_year_mssql.sql
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8 For all the procedures you created in Step 5, grant the execute privilege to the vCenter Server database.

grant execute on insert_stats_proc to vCenter_db_user

grant execute on purge_stat2_proc to vCenter_db_user

grant execute on purge_stat3_proc to vCenter_db_user

grant execute on purge_usage_stat_proc to vCenter_db_user

grant execute on stats_rollup1_proc to vCenter_db_user

grant execute on stats_rollup2_proc to vCenter_db_user

grant execute on stats_rollup3_proc to vCenter_db_user

grant execute on cleanup_events_tasks_proc to vCenter_db_user

grant execute on delete_stats_proc to vCenter_db_user

grant execute on upsert_last_event_proc to vCenter_db_user

grant execute on load_usage_stats_proc to vCenter_db_user

grant execute on load_stats_proc to vCenter_db_user

grant execute on calc_topn1_proc to vCenter_db_user

grant execute on calc_topn2_proc to vCenter_db_user

grant execute on calc_topn3_proc to vCenter_db_user

grant execute on calc_topn4_proc to vCenter_db_user

grant execute on clear_topn1_proc to vCenter_db_user

grant execute on clear_topn2_proc to vCenter_db_user

grant execute on clear_topn3_proc to vCenter_db_user

grant execute on clear_topn4_proc to vCenter_db_user

grant execute on rule_topn1_proc to vCenter_db_user

grant execute on rule_topn2_proc to vCenter_db_user

grant execute on rule_topn3_proc to vCenter_db_user

grant execute on rule_topn4_proc to vCenter_db_user

grant execute on process_license_snapshot_proc to vCenter_db_user

grant execute on l_stats_rollup3_proc to vCenter_db_user

grant execute on l_purge_stat2_proc to vCenter_db_user

grant execute on l_purge_stat3_proc to vCenter_db_user

grant execute on l_stats_rollup1_proc to vCenter_db_user

grant execute on l_stats_rollup2_proc to vCenter_db_user

If you ran the script process_performance_data_mssql.sql in Step 5, grant the following execute
privilege to the vCenter Server database.

grant execute on process_performance_data_proc to vCenter_db_user

9 On the machine on which you intend to install vCenter Server, create a DSN that points to the database
server with the schema.

10 Run the vCenter Server installer.

11 If a database reinitialization warning message appears in the vCenter Server installer, select Do not
overwrite, leave my existing database in place and continue the installation.

This message appears if you are using a database that has vCenter Server tables that were created by a
previous installation. The message does not appear if the database is clean.

12 When prompted, provide the database user login.

Configure a SQL Server ODBC Connection
After you create a vCenter Server user, establish a connection with a SQL Server database. This connection is
required to install a vCenter Server instance.

If you use SQL Server for vCenter Server, do not use the master database.
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See your Microsoft SQL ODBC documentation for specific instructions for configuring the SQL Server
ODBC connection.

CAUTION   If you are using a named instance of Microsoft SQL Server 2008 Standard Edition with
vCenter Server, do not name the instance MSSQLSERVER. If you do, the JDBC connection does not work,
and certain features, such as Performance Charts, are not available.

Prerequisites

n Review the required database patches specified in “vCenter Server Database Configuration Notes,” on
page 186.

n Create a database using SQL Server Management Studio on the SQL Server. See “Create a SQL Server
Database and User for vCenter Server,” on page 188.

n Set database permissions using one of the following options:

n Option 1 (recommended): Follow the procedures in “Set Database Permissions By Manually
Creating Database Roles and the VMW Schema,” on page 189 and “Use a Script to Create and
Apply a Microsoft SQL Server Database Schema and Roles,” on page 191.

n Option 2 (alternative): Follow the procedures in “Set Database Permissions by Using the dbo
Schema and the db_owner Database Role,” on page 190 and “Use a Script to Create a vCenter
Server User by Using the dbo Schema and db_owner Database Role,” on page 191.

n Deploy SQL Native Client version 10 or 11.

Procedure

1 On your vCenter Server system, select Start > Administrative Tools > Data Sources (ODBC).

2 On the System DSN tab, modify an existing or create a new SQL Server ODBC connection.

n To modify an existing SQL Server ODBC connection, select the connection from the System Data
Source list and click Configure.

IMPORTANT   The existing DSN must use SQL Native Client version 10 or 11.

n To create a new SQL Server ODBC connection, click Add, select SQL Native Client, and click
Finish .

3 Type an ODBC data source name (DSN) in the Name text box.

For example, VMware vCenter Server.

4 (Optional) Type an ODBC DSN description in the Description text box.

5 Select the server name from the Server drop-down menu.

Type the SQL Server host name in the text box if it is not in the drop-down menu.

6 Select an authentication method.

n Integrate Windows authentication.

Additionally, you can also enter the Service Principal Name (SPN).

IMPORTANT   You cannot use this option if the vCenter Server service is running under the Microsoft
Windows built-in system account.

n SQL Server authentication.

Type your SQL Server login name and password.

7 Select the database created for the vCenter Server system from the Change the default database to
menu.
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8 Click Finish.

9 For SQL Server 2008 editions, test the data source by selecting Test Data Source and clicking OK from
the ODBC Microsoft SQL Server Setup menu.

10 Verify that the SQL Agent is running on your database server.

Configure Microsoft SQL Server TCP/IP for JDBC
If the Microsoft SQL Server database has TCP/IP disabled and the dynamic ports are not set, the JDBC
connection remains closed. The closed connection causes the vCenter Server statistics to malfunction. You
can configure the server TCP/IP for JDBC.

This task applies to remote Microsoft SQL Server database servers. You can skip this task if your database is
local.

Procedure

1 Select Start > All Programs > Microsoft SQL Server > Configuration Tool > SQL Server Configuration
Manager.

2 Select SQL Server Network Configuration > Protocols for Instance name.

3 Enable TCP/IP.

4 Open TCP/IP Properties.

5 On the Protocol tab, make the following entries.
 
Enabled Yes

Listen All Yes

Keep Alive 30000

6 On the IP Addresses tab, make the following selections.
 
Active Yes

TCP Dynamic Ports 0

7 Restart the SQL Server service from SQL Server Configuration Manager > SQL Server Services.

8 Start the SQL Server Browser service from SQL Server Configuration Manager > SQL Server Services.

What to do next

Optionally, you can enable Database Monitoring for Microsoft SQL database users. Otherwise, install
vCenter Server.

Configure Oracle Databases
To use an Oracle database for your vCenter Server repository, configure your database to work with
vCenter Server.

Procedure

1 Use a Script to Create a Local or Remote Oracle Database on page 198
When you use an Oracle database with vCenter Server, the database must have certain table spaces
and privileges. To simplify the process of creating the database, you can run a script. You also can
create the database manually.

2 Configure an Oracle Database User on page 198
To use an Oracle database when you install vCenter Server, you must configure the database user.
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3 (Optional) Configure an Oracle Database User to Enable Database Monitoring on page 200
vCenter Server Database Monitoring captures metrics that enable the administrator to assess the status
and health of the database server. Enabling Database Monitoring helps the administrator prevent
vCenter downtime because of a lack of resources for the database server.

4 (Optional) Use a Script to Create the Oracle Database Schema on page 200
The vCenter Server installer creates the schema during installation. For experienced database
administrators who need more control over schema creation because of environmental constraints,
you can optionally use a script to create your database schema.

5 Configure an Oracle Connection for Local Access on page 202
Configure a connection for local access if you install vCenter Server on the same system as the Oracle
database.

6 Configure an Oracle Database Connection for Remote Access on page 202
Before a vCenter Server system can access the Oracle database remotely, you must configure an Oracle
connection.

7 Connect to an Oracle Database Locally on page 203
Before a vCenter Server system can connect to an Oracle database locally, you must set up the
connection.

Use a Script to Create a Local or Remote Oracle Database
When you use an Oracle database with vCenter Server, the database must have certain table spaces and
privileges. To simplify the process of creating the database, you can run a script. You also can create the
database manually.

When using the script, you can customize the location of the data and log files. The user created by this
script does not follow any security policy. The passwords are provided only for convenience. Change the
passwords as appropriate.

Procedure

1 Log in to a SQL*Plus session with the system account.

2 Run the following script.

The script is located in the vCenter Server installation package /installation directory/vCenter-
Server/dbschema/DB_and_schema_creation_scripts_oracle.txt file.

CREATE SMALLFILE TABLESPACE "VPX" DATAFILE '/u01/app/oracle/oradata/vcdb/vpx01.dbf'

SIZE 1G AUTOEXTEND ON NEXT 10M MAXSIZE UNLIMITED LOGGING EXTENT MANAGEMENT LOCAL SEGMENT 

SPACE MANAGEMENT AUTO;

For a Windows installation, change the directory path to the vpx01.dbf file.

You now have an Oracle database that you can use with vCenter Server.

What to do next

You can run a script to create the database schema.

Configure an Oracle Database User
To use an Oracle database when you install vCenter Server, you must configure the database user.

You can configure an Oracle database for vCenter Server either locally on the same Microsoft Windows
machine as vCenter Server or remotely on a network-connected Linux, UNIX or Microsoft Windows host.
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Prerequisites

Review the software requirements for vCenter Server with Oracle.

Procedure

1 Log in to a SQL*Plus session with the system account.

2 Run the following SQL command to create a vCenter Server database user with the correct permissions.

The script is located in the vCenter Server installation package /installation directory/vCenter-
Server/dbschema/DB_and_schema_creation_scripts_oracle.txt file.

In this example, the user name is VPXADMIN.

CREATE USER "VPXADMIN" PROFILE "DEFAULT" IDENTIFIED BY "oracle" DEFAULT TABLESPACE

"VPX" ACCOUNT UNLOCK;

grant connect to VPXADMIN;

grant resource to VPXADMIN;

grant create view to VPXADMIN;

grant create sequence to VPXADMIN;

grant create table to VPXADMIN;

grant create materialized view to VPXADMIN;

grant execute on dbms_lock to VPXADMIN;

grant execute on dbms_job to VPXADMIN;

grant select on dba_lock to VPXADMIN;

grant select on dba_tablespaces to VPXADMIN;

grant select on dba_temp_files to VPXADMIN;

grant select on dba_data_files to VPXADMIN;

grant select on v_$session to VPXADMIN;

grant unlimited tablespace to VPXADMIN;

By default, the RESOURCE role has the CREATE PROCEDURE, CREATE TABLE, and CREATE
SEQUENCE privileges assigned. If the RESOURCE role lacks these privileges, grant them to the
vCenter Server database user.

NOTE   Instead of granting unlimited tablespace, you can set a specific tablespace quota. The
recommended quota is unlimited with a minimum of at least 500MB. To set an unlimited quota, use the
following command.

alter user "VPXADMIN" quota unlimited on "VPX";

If you set a limited quota, monitor the remaining available tablespace to avoid the following error.

ORA-01536: space quota exceeded for tablespace '<tablespace>'

3 (Optional) After you have successfully installed vCenter Server with the Oracle database, you can
revoke the following privileges.

revoke select on dba_tablespaces from VPXADMIN;

revoke select on dba_temp_files from VPXADMIN;

revoke select on dba_data_files from VPXADMIN;

You now have an Oracle database user that you can reference in the vCenter Server installer.

What to do next

Create the Oracle database, including all necessary table spaces and privileges.
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(Optional) Configure an Oracle Database User to Enable Database Monitoring
vCenter Server Database Monitoring captures metrics that enable the administrator to assess the status and
health of the database server. Enabling Database Monitoring helps the administrator prevent vCenter
downtime because of a lack of resources for the database server.

Database Monitoring for vCenter Server enables administrators to monitor the database server CPU,
memory, I/O, data storage, and other environment factors for stress conditions. Statistics are stored in the
vCenter Server Profile Logs.

Enable Database Monitoring for a user before or after you install vCenter Server. You can perform this
procedure while vCenter Server is running.

Procedure

1 Log in to a SQL*Plus session with the system account.

2 Run the following SQL commands to grant additional permissions to the vCenter Server database user:

grant select on v_$system_event to user;

grant select on v_$sysmetric_history to user;

grant select on v_$sysstat to user;

grant select on dba_data_files to user;

grant select on v_$loghist to user;

vCenter Database Monitoring is enabled.

(Optional) Use a Script to Create the Oracle Database Schema
The vCenter Server installer creates the schema during installation. For experienced database administrators
who need more control over schema creation because of environmental constraints, you can optionally use a
script to create your database schema.

To have the vCenter Server installer create your schema for you, see “Configure an Oracle Connection for
Local Access,” on page 202 or “Configure an Oracle Database Connection for Remote Access,” on page 202,
depending on your environment.

Prerequisites

Create the Oracle database and user. You can create the Oracle database and user manually or by using
scripts.

Procedure

1 Open a SQL*Plus window with a user that has schema owner rights on the vCenter Server database.

2 Locate the dbschema scripts in the vCenter Server installation package /installation
directory/vCenter-Server/dbschema directory.

3 In SQL*Plus, run the scripts in sequence on the database.

path is the directory path to the /installation directory/vCenter-Server/dbschema folder.

@path/VCDB_oracle.SQL

@path/VCDB_views_oracle.SQL

@path/insert_stats_proc_oracle.sql

@path/load_stats_proc_oracle.sql

@path/purge_stat2_proc_oracle.sql

@path/purge_stat3_proc_oracle.sql

@path/purge_usage_stats_proc_oracle.sql

@path/stats_rollup1_proc_oracle.sql

@path/stats_rollup2_proc_oracle.sql
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@path/stats_rollup3_proc_oracle.sql

@path/cleanup_events_oracle.sql

@path/delete_stats_proc_oracle.sql

@path/load_usage_stats_proc_oracle.sql

@path/TopN_DB_oracle.sql

@path/calc_topn1_proc_oracle.sql

@path/calc_topn2_proc_oracle.sql

@path/calc_topn3_proc_oracle.sql

@path/calc_topn4_proc_oracle.sql

@path/clear_topn1_proc_oracle.sql

@path/clear_topn2_proc_oracle.sql

@path/clear_topn3_proc_oracle.sql

@path/clear_topn4_proc_oracle.sql

@path/rule_topn1_proc_oracle.sql

@path/rule_topn2_proc_oracle.sql

@path/rule_topn3_proc_oracle.sql

@path/rule_topn4_proc_oracle.sql

@path/process_license_snapshot_oracle.sql

@path/l_purge_stat2_proc_oracle.sql

@path/l_purge_stat3_proc_oracle.sql

@path/l_stats_rollup1_proc_oracle.sql

@path/l_stats_rollup2_proc_oracle.sql

@path/l_stats_rollup3_proc_oracle.sql

4 (Optional) You can also run the following scripts to enable database health monitoring.

job_dbm_performance_data_oracle.sql

process_performance_data_oracle.sql

5 For all supported editions of Oracle Server, run these scripts to set up scheduled jobs on the database.

@path/job_schedule1_oracle.sql

@path/job_schedule2_oracle.sql

@path/job_schedule3_oracle.sql 

@path/job_cleanup_events_oracle.sql

@path/job_topn_past_day_oracle.sql

@path/job_topn_past_week_oracle.sql

@path/job_topn_past_month_oracle.sql

@path/job_topn_past_year_oracle.sql

You now have a database schema that is compatible with vCenter Server.

6 On the machine that you are installing vCenter Server on, create a DSN that points to the database
server that has the schema.

7 Run the vCenter Server installer.

8 If a database reinitialization warning message appears in the vCenter Server installer, select Do not
overwrite, leave my existing database in place and continue the installation.

This message appears if you are using a database that has vCenter Server tables that were created by a
previous installation. The message does not appear if the database is clean.

9 When prompted, provide the database user login.

The Oracle database schema is created.
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Configure an Oracle Connection for Local Access
Configure a connection for local access if you install vCenter Server on the same system as the Oracle
database.

Prerequisites

Review the required database patches specified in “vCenter Server Database Configuration Notes,” on
page 186. If you do not prepare your database correctly, the vCenter Server installer displays error and
warning messages.

Procedure

1 Download Oracle 11g or Oracle 12c from the Oracle Web site.

2 Install Oracle 11g or Oracle 12c, and create a database.

3 Configure the TNS Service Name option in the ODBC DSN.

The TNS Service Name is the net service name for the database to which you want to connect. You can
find the net service name in the tnsnames.ora file located in the NETWORK\ADMIN folder in the Oracle
database installation location.

The database is configured for local access.

Configure an Oracle Database Connection for Remote Access
Before a vCenter Server system can access the Oracle database remotely, you must configure an Oracle
connection.

Prerequisites

Review the required database patches specified in “vCenter Server Database Configuration Notes,” on
page 186. If you do not prepare your database correctly, the vCenter Server installer displays error and
warning messages.

Procedure

1 Use a text editor or the Net8 Configuration Assistant to edit the tnsnames.ora file located in the
directory C:\Oracle\Oraxx\NETWORK\ADMIN, where xx is either 10g or 11g.

Add the following entry, where HOST is the managed host to which the client must connect.

VPX =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS=(PROTOCOL=TCP)(HOST=vpxd-Oracle)(PORT=1521))

   )

(CONNECT_DATA =

(SERVICE_NAME = VPX)

   )

   )

2 Configure the TNS Service Name option in the ODBC DSN.

The TNS Service Name is the net service name for the database to which you want to connect, in this
case, VPX. You can find the net service name in the tnsnames.ora file.
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Connect to an Oracle Database Locally
Before a vCenter Server system can connect to an Oracle database locally, you must set up the connection.

Procedure

u Create an ODBC connection to the database.

The following code shows example settings.

Data Source Name: VMware vCenter Server  TNS Service Name: VPX  User Id: vpxAdmin

You now have a database that you can connect to locally.

What to do next

You can enable Database Monitoring for Oracle database users. Otherwise, install vCenter Server.

Database Permission Requirements for vCenter Server
vCenter Server requires a database. If you decide to use an external Oracle or Microsoft SQL Server
database, when you create the database, you must grant certain permissions to the database user.

Table 7‑2.  Microsoft SQL Database Permissions for vCenter Server

Permission Description

GRANT ALTER ON SCHEMA :: [VMW] TO
VC_ADMIN_ROLE;

Mandatory when you work with SQL Server custom
schema.

GRANT REFERENCES ON SCHEMA :: [VMW] TO
VC_ADMIN_ROLE;

Mandatory when you work with SQL Server custom
schema.

GRANT INSERT ON SCHEMA :: [VMW] TO
VC_ADMIN_ROLE;

Mandatory when you work with SQL Server custom
schema.

GRANT CREATE TABLE TO VC_ADMIN_ROLE; Necessary for creating a table.

GRANT CREATE VIEW TO VC_ADMIN_ROLE; Necessary for creating a view.

GRANT CREATE PROCEDURE TO VC_ADMIN_ROLE; Necessary for creating a stored procedure.

GRANT SELECT ON SCHEMA :: [VMW] TO
VC_USER_ROLE

Permissions that let you run SELECT, INSERT, DELETE,
UPDATE operations on tables which are part of the VMW
schema.

GRANT INSERT ON SCHEMA :: [VMW] TO
VC_USER_ROLE

GRANT DELETE ON SCHEMA :: [VMW] TO
VC_USER_ROLE

GRANT UPDATE ON SCHEMA :: [VMW] TO
VC_USER_ROLE

GRANT EXECUTE ON SCHEMA :: [VMW] TO
VC_USER_ROLE

Necessary for running a stored procedure in the db
schema.

GRANT SELECT ON msdb.dbo.syscategories TO
VC_ADMIN_ROLE

Necessary for deploying SQL Server jobs.
These permissions are mandatory only during installation
and upgrade and not required after deployment.GRANT SELECT ON msdb.dbo.sysjobsteps

TOVC_ADMIN_ROLE

GRANT SELECT ON msdb.dbo.sysjobs TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_add_job TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_delete_job TO
VC_ADMIN_ROLE
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Table 7‑2.  Microsoft SQL Database Permissions for vCenter Server (Continued)

Permission Description

GRANT EXECUTE ON msdb.dbo.sp_add_jobstep TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_update_job TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_add_jobserver TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_add_jobschedule
TO VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_add_category TO
VC_ADMIN_ROLE

GRANT EXECUTE ON msdb.dbo.sp_lock TO
VC_ADMIN_ROLE

Necessary during installation or upgrade. Verifies that the
provided database is not used by another connection.

GRANT VIEW SERVER STATE TO [vpxuser] Provides access to SQL Server DMV views.

GRANT VIEW ANY DEFINITION TO [vpxuser] Necessary for providing the user with the privileges to see
metadata for SQL Server objects.

Table 7‑3.  Oracle Database Permissions for vCenter Server

Permission Description

GRANT CONNECT TO VPXADMIN; Necessary for connecting to the Oracle database.

GRANT RESOURCE TO VPXADMIN; Necessary for creating a trigger, sequence, type, procedure,
and so on.
By default, the RESOURCE role has the CREATE
PROCEDURE, CREATE TABLE, and CREATE SEQUENCE
privileges assigned. If the RESOURCE role lacks these
privileges, grant them to the vCenter Server database user.

GRANT CREATE VIEW TO VPXADMIN; Necessary for creating a view.

GRANT CREATE SEQUENCE TO VPXADMIN; Necessary for creating a sequence.

GRANT CREATE TABLE TO VPXADMIN; Necessary for creating a table.

GRANT CREATE MATERIALIZED VIEW TO
VPXADMIN;

Necessary for creating a materialized view.

GRANT EXECUTE ON dbms_lock TO VPXADMIN; Necessary for guaranteeing that the vCenter Server
database is used by a single vCenter Server instance.

GRANT EXECUTE ON dbms_job TO VPXADMIN; Necessary during installation or upgrade for scheduling
and managing the SQL jobs.
This permission is not required after deployment.

GRANT SELECT ON dba_lock TO VPXADMIN; Necessary for determining existing locks on the
vCenter Server database.

GRANT SELECT ON dba_tablespaces TO VPXADMIN; Necessary during upgrade for determining the required
disk space.
This permission is not required after deployment.

GRANT SELECT ON dba_temp_files TO VPXADMIN; Necessary during upgrade for determining the required
disk space.
This permission is not required after deployment.

GRANT SELECT ON dba_data_files TO VPXADMIN; Necessary for monitoring the free space while
vCenter Server is working.

GRANT SELECT ON v_$session TO VPXADMIN; View used to determine existing locks on the
vCenter Server database.
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Table 7‑3.  Oracle Database Permissions for vCenter Server (Continued)

Permission Description

GRANT UNLIMITED TABLESPACE TO VPXADMIN;; Necessary for granting unlimited tablespace permissions to
the vCenter Server database user.

GRANT SELECT ON v_$system_event TO VPXADMIN; Necessary for checking log file switches.

GRANT SELECT ON v_$sysmetric_history TO
VPXADMIN;

Necessary for checking the CPU utilization.

GRANT SELECT ON v_$sysstat TO VPXADMIN; Necessary for determining the Buffer Cache Hit Ratio.

GRANT SELECT ON dba_data_files TO VPXADMIN; Necessary for determining the tablespace utilization.

GRANT SELECT ON v_$loghist TO VPXADMIN; Necessary for checking the checkpoint frequency.

The privileges on the master database are used to monitor the vCenter Server database. so that, for example,
if a certain threshold is reached, you can see an alert.

How vCenter Single Sign-On Affects Installation
Starting with version 5.1, vSphere includes a vCenter Single Sign-On service as part of the vCenter Server
management infrastructure. This change affects vCenter Server installation.

Authentication with vCenter Single Sign-On makes vSphere more secure because the vSphere software
components communicate with each other by using a secure token exchange mechanism, and all other users
also authenticate with vCenter Single Sign-On.

Starting with vSphere 6.0, vCenter Single Sign-On is either included in an embedded deployment, or part of
the Platform Services Controller. The Platform Services Controller contains all of the services that are
necessary for the communication between vSphere components including vCenter Single Sign-On, VMware
Certificate Authority, VMware Lookup Service, and the licensing service.

The order of installation is important.

First installation If your installation is distributed, you must install the
Platform Services Controller before you install vCenter Server or deploy the
vCenter Server Appliance. For an embedded deployment the correct
installation order happens automatically.

Subsequent
installations

For approximately up to eight vCenter Server instances, one
Platform Services Controller can serve your entire vSphere environment. You
can connect the new vCenter Server instances to the same
Platform Services Controller. For more than approximately eight
vCenter Server instances, you can install an additional
Platform Services Controller for better performance. The vCenter Single
Sign-On service on each Platform Services Controller synchronizes
authentication data with all other instances. The precise number depends on
how heavily the vCenter Server instances are being used and on other
factors.
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vCenter Single Sign-On Components
vCenter Single Sign-On includes the Security Token Service (STS), an administration server, and vCenter
Lookup Service, as well as the VMware Directory Service (vmdir). The VMware Directory Service is also
used for certificate management.

During installation, the components are deployed as part an embedded deployment, or as part of the
Platform Services Controller.

STS (Security Token
Service)

The STS service issues Security Assertion Markup Language (SAML) tokens.
These security tokens represent the identity of a user in one of the identity
source types supported byvCenter Single Sign-On. The SAML tokens allow
both human users and solution users who authenticate successfully to
vCenter Single Sign-On to use any vCenter service that vCenter Single Sign-
On supports without authenticating again to each service.

The vCenter Single Sign-On service signs all tokens with a signing certificate,
and stores the token signing certificate on disk. The certificate for the service
itself is also stored on disk.

Administration server The administration server allows users with administrator privileges to
vCenter Single Sign-On to configure the vCenter Single Sign-On server and
manage users and groups from the vSphere Web Client. Initially, only the
user administrator@your_domain_name has these privileges. In vSphere 5.5
this user was administrator@vsphere.local. With vSphere 6.0, you can change
the vSphere domain when you install vCenter Server or deploy the
vCenter Server Appliance with a new Platform Services Controller. Do not
name the domain name with your Microsoft Active Directory or OpenLDAP
domain name.

VMware Directory
Service (vmdir)

The VMware Directory service (vmdir) is associated with the domain you
specify during installation and is included in each embedded deployment
and on each Platform Services Controller. This service is a multi-tenanted,
multi-mastered directory service that makes an LDAP directory available on
port 389. The service still uses port 11711 for backward compatibility with
vSphere 5.5 and earlier systems.

If your environment includes more than one instance of the
Platform Services Controller, an update of vmdir content in one vmdir
instance is propagated to all other instances of vmdir.

Starting with vSphere 6.0, the VMware Directory Service stores not only
vCenter Single Sign-On information but also certificate information.

Identity Management
Service

Handles identity sources and STS authentication requests.

Setting the vCenter Server Administrator User
The way you set the vCenter Server administrator user depends on your vCenter Single Sign-On
deployment.

In vSphere versions before vSphere 5.1, vCenter Server administrators are the users that belong to the local
operating system administrators group.
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In vSphere 5.1.x, 5.5, and 6.0, when you install vCenter Server, you must provide the default (initial)
vCenter Server administrator user or group. For deployments where vCenter Server and vCenter Single
Sign-On are on the same virtual machine or physical server, you can designate the local operating system
group Administrators as vCenter Server administrative users. This option is the default. This behavior is
unchanged from vCenter Server 5.0.

For larger installations, where vCenter Single Sign-On is part of the Platform Services Controller and
vCenter Server are deployed on different virtual machines or physical servers, you cannot preserve the same
behavior as in vCenter Server 5.0. Instead, assign the vCenter Server administrator role to a user or group
from an identity source that is registered in the vCenter Single Sign-On server: Active Directory,
OpenLDAP, or the system identity source.

Authenticating to the vCenter Server Environment
In vCenter Server versions 5.1 and later, users authenticate through vCenter Single Sign-On.

In vCenter Server versions earlier than vCenter Server 5.1, when a user connects to vCenter Server,
vCenter Server authenticates the user by validating the user against an Active Directory domain or the list of
local operating system users.

The user administrator@your_domain_name has vCenter Single Sign-On administrator privileges by default.
When logged in to the vCenter Single Sign-On server from the vSphere Web Client, the
administrator@your_domain_name user can assign vCenter Single Sign-On administrator privileges to other
users. These users might be different from the users that administer vCenter Server.

Users can log in to vCenter Server with the vSphere Web Client. Users authenticate to vCenter Single Sign-
On. Users can view all the vCenter Server instances that the user has permissions on. After users connect to
vCenter Server, no further authentication is required. The actions users can perform on objects depend on
the user's vCenter Server permissions on those objects.

For more information about vCenter Single Sign-On, see vSphere Security.

How vCenter Single Sign-On Affects Log In Behavior
vCenter Single Sign-On log in behavior depends on the domain the user belongs to and the identity sources
that you have added to vCenter Single Sign-On.

When a user logs in to a vCenter Server system from the vSphere Web Client, the login behavior depends on
whether the user is in the default domain, that is, the domain that is set as the default identity source.

n Users who are in the default domain can log in with their user name and password.

n Users who are in a domain that has been added to vCenter Single Sign-On as an identity source but is
not the default domain can log in to vCenter Server but must specify the domain in one of the following
ways.

n Including a domain name prefix, for example, MYDOMAIN\user1

n Including the domain, for example, user1@mydomain.com

n Users who are in a domain that is not a vCenter Single Sign-On identity source cannot log in to
vCenter Server. If the domain that you add to vCenter Single Sign-On is part of a domain hierarchy,
Active Directory determines whether users of other domains in the hierarchy are authenticated or not.

vCenter Single Sign-On does not propagate permissions to authenticate that result from nested groups from
dissimilar identity sources. For example, if you add the Domain Administrators group to the Local
Administrators group, the permissions are not propagated because Local OS and Active Directory are
separate identity sources.

After installation on a Windows system, the user administrator@your_domain_name has administrator
privileges to both the vCenter Single Sign-On server and the vCenter Server system.
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After you deploy the vCenter Server Appliance, the user administrator@your_domain_name has
administrator privileges to both the vCenter Single Sign-On server and the vCenter Server system.

Identity Sources for vCenter Server with vCenter Single Sign-On
You can use identity sources to attach one or more domains to vCenter Single Sign-On. A domain is a
repository for users and groups that the vCenter Single Sign-On server can use for user authentication.

An identity source is a collection of user and group data. The user and group data is stored in Active
Directory, OpenLDAP, or locally to the operating system of the machine where vCenter Single Sign-On is
installed.

After installation, every instance of vCenter Single Sign-On has the identity source your_domain_name, for
example vsphere.local. This identity source is internal to vCenter Single Sign-On. A vCenter Single Sign-On
administrator can add identity sources, set the default identity source, and create users and groups in the
vsphere.local identity source.

Types of Identity Sources
vCenter Server versions earlier than version 5.1 supported Active Directory and local operating system
users as user repositories. As a result, local operating system users could always authenticate to the
vCenter Server system. vCenter Server version 5.1 and version 5.5 uses vCenter Single Sign-On for
authentication. See the vSphere 5.1 documentation for a list of supported identity sources with vCenter
Single Sign-On 5.1. vCenter Single Sign-On 5.5 supports the following types of user repositories as identity
sources, but supports only one default identity source.

n Active Directory versions 2003 and later. Shown as Active Directory (Integrated Windows
Authentication) in the vSphere Web Client. vCenter Single Sign-On allows you to specify a single
Active Directory domain as an identity source. The domain can have child domains or be a forest root
domain. VMware KB article 2064250 discusses Microsoft Active Directory Trusts supported with
vCenter Single Sign-On.

n Active Directory over LDAP. vCenter Single Sign-On supports multiple Active Directory over LDAP
identity sources. This identity source type is included for compatibility with the vCenter Single Sign-On
service included with vSphere 5.1. Shown as Active Directory as an LDAP Server in the vSphere Web
Client.

n OpenLDAP versions 2.4 and later. vCenter Single Sign-On supports multiple OpenLDAP identity
sources. Shown as OpenLDAP in the vSphere Web Client.

n Local operating system users. Local operating system users are local to the operating system where the
vCenter Single Sign-On server is running. The local operating system identity source exists only in basic
vCenter Single Sign-On server deployments and is not available in deployments with multiple vCenter
Single Sign-On instances. Only one local operating system identity source is allowed. Shown as localos
in the vSphere Web Client.

NOTE   Do not use local operating system users if the Platform Services Controller is on a different
machine than the vCenter Server system. Using local operating system users might make sense in an
embedded deployment but is not recommended.

n vCenter Single Sign-On system users. Exactly one system identity source named vsphere.local is created
when you install vCenter Single Sign-On. Shown as vsphere.local in the vSphere Web Client.

NOTE   At any time, only one default domain exists. If a user from a non-default domain logs in, that user
must add the domain name (DOMAIN\user) to authenticate successfully.

vCenter Single Sign-On identity sources are managed by vCenter Single Sign-On administrator users.
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You can add identity sources to a vCenter Single Sign-On server instance. Remote identity sources are
limited to Active Directory and OpenLDAP server implementations.

For more information about vCenter Single Sign-On, see vSphere Security.

Synchronizing Clocks on the vSphere Network
Make sure that components on the vSphere network have their clocks synchronized. If the clocks on the
machines in your vSphere network are not synchronized, SSL certificates, which are time-sensitive, might
not be recognized as valid in communications between network machines.

Unsynchronized clocks can result in authentication problems, which can cause the installation to fail or
prevent the vCenter Server Appliance vpxd service from starting.

Make sure any Windows host machine on which a vCenter component runs is synchronized with the NTP
server. See the Knowledge Base article Timekeeping best practices for Windows, including NTP.

Synchronize ESXi Clocks with a Network Time Server
Before you install vCenter Server or deploy the vCenter Server Appliance, make sure all machines on your
vSphere network have their clocks synchronized.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the host in the vSphere inventory.

3 Click the Manage tab, and click Settings.

4 In the System section, select Time Configuration.

5 Click Edit and set up the NTP server.

a Select Use Network Time Protocol (Enable NTP client).

b Set the NTP Service Startup Policy.

c Enter the IP addresses of the NTP servers to synchronize with.

d Click Start or Restart in the NTP Service Status section.

6 Click OK.

The host synchronizes with the NTP server.

Using a User Account for Running vCenter Server
You can use the Microsoft Windows built-in system account or a user account to run vCenter Server. With a
user account, you can enable Windows authentication for SQL Server, and it provides more security.

The user account must be an administrator on the local machine. In the installation wizard, you specify the
account name as DomainName\Username. You must configure the SQL Server database to allow the domain
account access to SQL Server.

The Microsoft Windows built-in system account has more permissions and rights on the server than the
vCenter Server system needs, which can contribute to security problems.

IMPORTANT   If the vCenter Server service is running under the Microsoft Windows built-in system account,
when using Microsoft SQL Server, vCenter Server 6.0 supports only DSNs with SQL Server authentication.

For SQL Server DSNs configured with Windows authentication, use the same user account for the VMware
VirtualCenter Management Webservices service and the DSN user.
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If you do not plan to use Microsoft Windows authentication for SQL Server or you are using an Oracle
database, you might still want to set up a local user account for the vCenter Server system. The only
requirement is that the user account is an administrator on the local machine and the account must be
granted the Log on as a service privilege.

Installing vCenter Server on IPv6 Machines
Starting with vSphere 6.0, vCenter Server supports connection between vCenter Server and vCenter Server
components by either IPv4 or IPv6 addresses.

Mixed IPv4 and IPv6 environment is not supported. When you install vCenter Server in an IPv6
environment, use the fully qualified domain name (FQDN) or host name of the machine on which you
install vCenter Server. For pure IPv4 environment, the best practice is to use the fully qualified domain
name (FQDN) or host name of the machine on which you install vCenter Server, because the IP address can
change if assigned by DHCP.

Running the vCenter Server Installer from a Network Drive
You can run the vCenter Server installer from a network drive, but you cannot install the software on a
network drive.

In Windows, you can run the installers from the network drive and install the software on the local machine.

Required Information for Installing vCenter Server
When you install vCenter Server with an embedded or external Platform Services Controller, the installation
wizard prompts you for the installation information.

Required Information for Installing vCenter Server with an Embedded
Platform Services Controller

The vCenter Server installation wizard prompts you for the installation information. It is a best practice to
keep a record of the values that you entered in case you must reinstall the product.

You can use this worksheet to record the information that you need for the installation of vCenter Server
with an embedded Platform Services Controller.

Table 7‑4.  Information Required for Installing vCenter Server with an Embedded
Platform Services Controller

Required Information Default Your Entry

System name of the local system.
A system name to use for managing the local system. The system name
must be an FQDN. If a DSN is not available, provide a static IP address.

New vCenter
Single Sign-On
domain.

Domain name vsphere.local

User name administrator You cannot change the
default user name during
installation.
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Table 7‑4.  Information Required for Installing vCenter Server with an Embedded
Platform Services Controller (Continued)

Required Information Default Your Entry

Password for the vCenter Single Sign-On
administrator account.
The password must be at least 8 characters, but no
more than 20 characters in length.
The password must conform to the following
requirements:
n Must contain at least one uppercase letter.
n Must contain at least one lowercase letter.
n Must contain at least one number.
n Must contain at least one special character, such

as ampersand (&), hash key (#), and percent sign
(%).

Site name.
A name for the vCenter Single Sign-On site.

Join a vCenter
Single Sign-On
domain.

Platform Services Controller FQDN or IP address.

HTTPS port to communicate with an existing
vCenter Single Sign-On domain

443

Password for the vCenter Single Sign-On
administrator account.

Join an existing site or
create a new site.

Name of the site to join
or name of the new site.

vCenter Server
Service account
information.
Can be the
Windows system
account or a
user-specified
account.

Account user name
Required if you use a user service account.

Account password
Required if you use a user service account.

Data source name (DSN).
Required if you plan to use an existing external database. Not required if
you plan to use the bundled PostrgreSQL database. Leading and trailing
spaces are not supported. Remove spaces from the beginning or end of
the DSN.

Database user
name.

Required if you plan to use an existing database. Not
required if you plan to use the bundled PostgreSQL
database. Non-ASCII characters are not supported.

Database
password.

HTTP port. 80

HTTPS port. 443

Syslog Service port. 514

Syslog Service TLS port. 1514

Secure Token Service port. 7444

Auto Deploy Management port. 6502

Auto Deploy Service port. 6501

ESXi Dump Collector port. 6500

ESXi Heartbeat port. 902
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Table 7‑4.  Information Required for Installing vCenter Server with an Embedded
Platform Services Controller (Continued)

Required Information Default Your Entry

vSphere Web Client port. 9443

Destination folder.
n The folder in which to install vCenter Server.
n The folder in which to store data for vCenter Server with an

embedded Platform Services Controller.
The installation paths cannot contain non-ASCII characters, commas (,),
periods (.), exclamation points (!), pound signs (#), at signs (@), or
percentage signs (%).

n The default
installation
folder is
C:\Progra
m
Files\VMw
are.

n The default
folder for
data
storage is
C:\Progra
mData\VMw
are.

Required Information for Installing a Platform Services Controller
When you install vCenter Server with an external Platform Services Controller, the
Platform Services Controller installation wizard prompts you for the installation information. It is a best
practice to keep a record of the values that you entered in case you must reinstall the product.

You can use this worksheet to record the information that you need for the installation of an external
Platform Services Controller.

Table 7‑5.  Information Required for Installing an External Platform Services Controller

Required Information Default Your Entry

System name of the local system.
A system name to use for managing the local system. The system name
must be an FQDN. If a DSN is not available, provide a static IP address.

New vCenter
Single Sign-On
domain.

Domain name vsphere.local

User name administrator You cannot change the
default user name during
installation.

Password for the vCenter Single Sign-On
administrator account.
The password must be at least 8 characters, but no
more than 20 characters in length.
The password must conform to the following
requirements:
n Must contain at least one uppercase letter.
n Must contain at least one lowercase letter.
n Must contain at least one number.
n Must contain at least one special character, such

as ampersand (&), hash key (#), and percent sign
(%).

Site name.
A name for the vCenter Single Sign-On site.

Join a vCenter
Single Sign-On
domain.

Platform Services Controller FQDN or IP address

HTTPS port to communicate with an existing
vCenter Single Sign-On domain

443
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Table 7‑5.  Information Required for Installing an External Platform Services Controller (Continued)

Required Information Default Your Entry

Password for the vCenter Single Sign-On
administrator account.

Join an existing site or
create a new site

Name of the site to join
or name of the new site.

HTTP port. 80

HTTPS port. 443

Syslog Service port. 514

Syslog Service TLS port. 1514

Secure Token Service port. 7444

Destination folder.
n The folder in which to install the Platform Services Controller.
n The folder in which to store data for the Platform Services Controller.
The installation paths cannot contain non-ASCII characters, commas (,),
periods (.), exclamation points (!), pound signs (#), at signs (@), or
percentage signs (%).

n The default
installation
folder is
C:\Progra
m
Files\VMw
are.

n The default
folder for
data
storage is
C:\Progra
mData\VMw
are.

Required Information for Installing vCenter Server
When you install vCenter Server with an external Platform Services Controller, the vCenter Server
installation wizard prompts you for the installation information. It is a best practice to keep a record of the
values that you entered in case you have to reinstall the product.

You can use this worksheet to record the information that you need for the installation of vCenter Server
with an external Platform Services Controller.

Table 7‑6.  Information Required for Installing vCenter Server with an External Platform Services Controller

Required Information Default value Your Entry

System name of the local system.
A system name to use for managing the local system. The
system name must be an FQDN. If a DSN is not available,
provide a static IP address.

Single Sign-On
information.

Platform Services Controller
FQDN or IP address.

Single Sign-On HTTPS port. 443

Single Sign-On user name.

Single Sign-On user password.

vCenter Server Service
account information.
Can be the Windows
system account or a
user-specified account.

Account user name
Required if you use a user service
account.

Account password
Required if you use a user service
account.
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Table 7‑6.  Information Required for Installing vCenter Server with an External Platform Services Controller
(Continued)

Required Information Default value Your Entry

Data source name (DSN).
Required if you use an existing external database. Not
required if you are using the bundled PostgreSQL
database. Leading and trailing spaces are not supported.
Remove spaces from the beginning or end of the DSN.

Database user name. Required if you plan to use an
existing database. Not required if
you plan to use the bundled
PostgreSQL database. Non-ASCII
characters are not supported.

Database password.

HTTP port. 80

HTTPS port. 443

Syslog Service port. 514

Syslog Service TLS port. 1514

Auto Deploy Management port. 6502

Auto Deploy Service port. 6501

ESXi Dump Collector port. 6500

ESXi Heartbeat port. 902

vSphere Web Client port. 9443

Destination folders.
n The folder in which to install vCenter Server.
n The folder in which to store data for vCenter Server

with an external Platform Services Controller.
The installation paths cannot contain non-ASCII characters,
commas (,), periods (.), exclamation points (!), pound signs
(#), at signs (@), or percentage signs (%).

n The default
installation
folder is
C:\Program
Files\VMware.

n The default
folder for data
storage is
C:\ProgramDat
a\VMware.

Required Information for Deploying the vCenter Server Appliance
When you deploy the vCenter Server Appliance with an embedded or external Platform Services Controller,
the installation wizard prompts you for the deployment information.

Required Information for Deploying the vCenter Server Appliance with an
Embedded Platform Services Controller

The vCenter Server Appliance deployment wizard prompts you for the deployment information. It is a best
practice to keep a record of the values that you entered in case you must reinstall the product.

You can use this worksheet to record the information that you need for deploying a
vCenter Server Appliance with an embedded Platform Services Controller.
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Table 7‑7.  Information Required for Deploying vCenter Server Appliance with an Embedded
Platform Services Controller

Required Information Default Your Entry

FQDN or IP of the ESXi host on which you deploy the
vCenter Server Appliance

ESXi host user name

ESXi host password

vCenter Server Appliance name Example: Sample-
Appliance-Name

Password of the root user of the vCenter Server Appliance.
The password must be at least 8 characters, but no more
than 20 characters in length.
The password must conform to the following
requirements:
n Must contain at least one uppercase letter.
n Must contain at least one lowercase letter.
n Must contain at least one number.
n Must contain at least one special character, for

example, a dollar sign ($), hash key (#), at sign (@),
period (.), or exclamation mark (!).

New Single Sign-On
domain.

Domain name vsphere.local

User name administrator You cannot change the default user
name during installation.

Password for the vCenter
Single Sign-On administrator
account.
The password must be at least
8 characters, but no more than
20 characters in length.
The password must conform to
the following requirements:
n Must contain at least one

uppercase letter.
n Must contain at least one

lowercase letter.
n Must contain at least one

number.
n Must contain at least one

special character, such as
ampersand (&), hash key
(#), and percent sign (%).

Site name.
A name for the vCenter Single
Sign-On site.

Join a Single Sign-On
domain.

Platform Services Controller
FQDN or IP address.

Password for the vCenter
Single Sign-On administrator
account.

Port number 443

Site name
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Table 7‑7.  Information Required for Deploying vCenter Server Appliance with an Embedded
Platform Services Controller (Continued)

Required Information Default Your Entry

vCenter Server Appliance size.
The options vary depending on the size of your vSphere
environment:
n Tiny (up to 10 hosts, 100 virtual machines)
n Small (up to 100 hosts, 1,000 virtual machines)
n Medium (up to 400 hosts, 4,000 virtual machines)
n Large (up to 1,000 hosts, 10,000 virtual machines)

Tiny (up to 10 hosts,
100 virtual machines

Name of the datastore on which the
vCenter Server Appliance is deployed.

Enable or disable Thin Disk Mode. Disabled by default

Oracle database server. Required if you plan to use an
existing Oracle database. Not
required if you plan to use the
bundled PostgreSQL database.
Non-ASCII characters are not
supported.

Oracle database port.

Oracle database instance
name.

Database user name.

Database password.

Network name.

IP address allocation.
Can be either IPv4 or IPv6.

IPv4

Network type.
Can be either DHCP or static for IPv4; and DHCP or static
for IPv6.

DHCP

IPv4 address assigned by
DHCP settings.

FQDN
If there is no enabled DNS in
your environment, leave the
FQDN text box blank.

Enable or disable SSH. Disabled by default

IPv4 static assignment
settings.

Network address.

System name (FQDN or IP
address).
A system name to use for
managing the local system.
The system name must be
FQDN. If DNS is not available,
provide a static IP address.

Subnet mask.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

IPv6 address assigned by
DHCP settings

FQDN
If there is no enabled DNS in
your environment, leave the
FQDN text box blank.

Enable or disable SSH Disabled by default
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Table 7‑7.  Information Required for Deploying vCenter Server Appliance with an Embedded
Platform Services Controller (Continued)

Required Information Default Your Entry

IPv6 static assignment
settings.

FQDN

Network address.

Network prefix.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

Time synchronization
settings.
You can synchronize the
time of the appliance
either with the time of
the ESXi host, or use
NTP servers.

Names of the NTP servers,
separated by commas.
Required to use NTP servers
for time synchronization.

Required Information for Deploying the Platform Services Controller Appliance
The Platform Services Controller deployment wizard prompts you for the deployment information. It is a
best practice to keep a record of the values that you entered in case you must reinstall the product.

You can use this worksheet to record the information that you need for deploying an external
Platform Services Controller.

Table 7‑8.  Information Required for Deploying an External Platform Services Controller

Required Information Default Value Your Entry

FQDN or IP of the ESXi host on which you deploy the
Platform Services Controller appliance.

ESXi host user name

ESXi host password

Platform Services Controller appliance name Example: Sample-
Appliance-Name

Password of the root user of the vCenter Server Appliance.
The password must be at least 8 characters, but no more
than 20 characters in length.
The password must conform to the following
requirements:
n Must contain at least one uppercase letter.
n Must contain at least one lowercase letter.
n Must contain at least one number.
n Must contain at least one special character, for

example, a dollar sign ($), hash key (#), at sign (@),
period (.), or exclamation mark (!).

New Single Sign-On
domain.

Domain name vsphere.local
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Table 7‑8.  Information Required for Deploying an External Platform Services Controller (Continued)

Required Information Default Value Your Entry

Password for the vCenter
Single Sign-On administrator
account.
The password must be at least
8 characters, but no more than
20 characters in length.
The password must conform to
the following requirements:
n Must contain at least one

uppercase letter.
n Must contain at least one

lowercase letter.
n Must contain at least one

number.
n Must contain at least one

special character, such as
ampersand (&), hash key
(#), and percent sign (%).

Site name.
A name for the vCenter Single
Sign-On site.

Join a Single Sign-On
domain.

Platform Services Controller
FQDN or IP address

Password for the vCenter
Single Sign-On administrator
account.

Port number 443

Site name

Platform Services Controller appliance size. Platform Services
Controller

You cannot change the default
option. The virtual appliance that
you deploy will be with 2 CPUs
and 2 GB memory.

Name of the datastore on which the
Platform Services Controller appliance is deployed.

Enable or disable Thin Disk Mode. Disabled by default

Network name.

IP address allocation.
Can be either IPv4 or IPv6.

IPv4

Network type.
Can be either DHCP or static for IPv4; and DHCP or static
for IPv6.

DHCP

IPv4 address assigned by
DHCP settings

FQDN
If there is no enabled DDNS in
your environment, leave the
FQDN text box blank.

Enable or disable SSH. Disabled by default

IPv4 static assignment
settings.

Network address.
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Table 7‑8.  Information Required for Deploying an External Platform Services Controller (Continued)

Required Information Default Value Your Entry

System name (FQDN or IP
address).
A system name to use for
managing the local system.
The system name must be
FQDN. If DNS is not available,
provide a static IP address.

Subnet mask.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

IPv6 address assigned by
DHCP settings

FQDN
If you have notenabled DNS,
leave the FQDN text box
blank.

Enable or disable SSH Disabled by default

IPv6 static assignment
settings.

FQDN

Network address.

Network prefix.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

Time synchronization
settings.
You can synchronize the
time of the appliance
either with the time of
the ESXi host, or use
NTP servers.

Names of the NTP servers,
separated by commas.
Required to use NTP servers
for time synchronization.

Required Information for Deploying the vCenter Server Appliance
The vCenter Server Appliance deployment wizard prompts you for the deployment information. It is a best
practice to keep a record of the values that you entered in case you must reinstall the product.

You can use this worksheet to record the information that you need for deploying a
vCenter Server Appliance with an external Platform Services Controller.

Table 7‑9.  Information Required for Deploying the vCenter Server Appliance

Required Information Default Value Your Entry

FQDN or IP of the ESXi host on which you deploy the
vCenter Server Appliance

ESXi host user name

ESXi host password

vCenter Server Appliance name Example: Sample-
Appliance-Name
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Table 7‑9.  Information Required for Deploying the vCenter Server Appliance (Continued)

Required Information Default Value Your Entry

Password of the root user of the vCenter Server Appliance.
The password must be at least 8 characters, but no more
than 20 characters in length.
The password must conform to the following
requirements:
n Must contain at least one uppercase letter.
n Must contain at least one lowercase letter.
n Must contain at least one number.
n Must contain at least one special character, for

example, a dollar sign ($), hash key (#), at sign (@),
period (.), or exclamation mark (!).

Platform Services Controller FQDN or IP address.
You must provide the FQDN or IP address of a
Platform Services Controller that you already installed or
deployed .

vCenter Single Sign-On administrator password.

vCenter Single Sign-On HTTPS port. 443

vCenter Server Appliance size.
The options vary depending on the size of your vSphere
environment.
n Tiny (up to 10 hosts, 100 virtual machines)
n Small (up to 100 hosts, 1,000 virtual machines)
n Medium (up to 400 hosts, 4,000 virtual machines)
n Large (up to 1,000 hosts, 10,000 virtual machines)

Tiny (up to 10 hosts,
100 virtual
machines)

Name of the datastore on which the
vCenter Server Appliance is deployed.

Enable or disable thin disk mode. Disabled by default

Oracle database server. Required only if you plan to
use an existing Oracle
database. Not required if you
are using the bundled
PostgreSQL database. Non-
ASCII characters are not
supported.

Oracle database port.

Oracle database instance
name.

Database user name.

Database password.

Network name.

IP address allocation.
Can be either IPv4 or IPv6.

IPv4

Network type.
Can be either DHCP or static for IPv4; and DHCP or static
for IPv6.

DHCP

IPv4 address assigned by
DHCP settings

FQDN
If there is no enabled DNS in
your environment, leave the
FQDN text box blank.

Enable or disable SSH. Disabled by default

IPv4 static assignment
settings.

Network address.
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Table 7‑9.  Information Required for Deploying the vCenter Server Appliance (Continued)

Required Information Default Value Your Entry

System name (FQDN or IP
address).
A system name to use for
managing the local system.
The system name must be
FQDN. If DNS is not available,
provide a static IP address.

Subnet mask.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

IPv6 address assigned by
DHCP settings

FQDN
If there is no enabled DNS in
your environment, leave the
FQDN text box blank.

Enable or disable SSH Disabled by default

IPv6 static assignment
settings.

FQDN

Network address.

Network prefix.

Network gateway.

Network DNS servers
separated by commas.

Enable or disable SSH. Disabled by default

Time synchronization
settings.
You can synchronize the
time of the appliance
either with the time of
the ESXi host, or use
NTP servers.

Names of the NTP servers,
separated by commas.
Required to use NTP servers
for time synchronization.
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Installing vCenter Server on a
Windows Virtual Machine or Physical
Server 8

You can install vCenter Server on a Microsoft Windows virtual machine or physical server to manage your
vSphere environment.

After you install vCenter Server, only the user administrator@your_domain_name has the privileges to log in
to the vCenter Server system.

The administrator@your_domain_name user can perform the following tasks:

n Add an identity source in which additional users and groups are defined in vCenter Single Sign-On.

n Assign roles to users and groups to give them privileges.

For information about adding identity sources and giving permissions to the users and groups, see vSphere
Security.

This chapter includes the following topics:

n “Download the vCenter Server for Windows Installer,” on page 223

n “Install vCenter Server with an Embedded Platform Services Controller,” on page 224

n “Installing vCenter Server with an External Platform Services Controller,” on page 226

n “Installing vCenter Server in an Environment with Multiple NICs,” on page 230

Download the vCenter Server for Windows Installer
Download the .iso installer for vCenter Server for Windows and the associated vCenter Server components
and support tools.

Prerequisites

Create a My VMware account at https://my.vmware.com/web/vmware/.

Procedure

1 Download the vCenter Server installer from the VMware Web site at 
https://my.vmware.com/web/vmware/downloads.

vCenter Server is part of VMware vCloud Suite and VMware vSphere, listed under Datacenter & Cloud
Infrastructure.

2 Confirm that the md5sum is correct.

See the VMware Web site topic Using MD5 Checksums at 
http://www.vmware.com/download/md5.html.

3 Mount the ISO image to the Windows virtual machine or physical server on which you want to install
vCenter Server for Windows.
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Install vCenter Server with an Embedded Platform Services Controller
You can deploy vCenter Server, the vCenter Server components, and the Platform Services Controller on
one virtual machine or physical server.

You cannot change the deployment model to vCenter Server with an external Platform Services Controller
after the installation completes.

Figure 8‑1.  vCenter Server with an Embedded Platform Services Controller

Platform Services
Controller

Virtual Machine
or Physical Server

vCenter Server

IMPORTANT   Concurrent installations of vCenter Server instances with embedded
Platform Services Controllers are not supported. You must install the vCenter Server instances with
embedded Platform Services Controllers in a sequence.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server installer.

n If you want to use the vSphere Web Client on the host machine on which you install vCenter Server,
verify that Adobe Flash Player version 11.9 or later is installed on the system.

Procedure

1 In the software installer directory, double-click the autorun.exe file to start the installer.

2 Select vCenter Server for Windows and click Install.

3 Follow the prompts of the installation wizard to review the welcome page and accept the license
agreement.

4 Select vCenter Server and Embedded Platform Services Controller, and click Next.

5 Enter the system network name, preferably an FQDN, and click Next.

You can also enter an IP address. If you enter an IP address, provide a static IP address.

IMPORTANT   Make sure the FQDN or IP address that you provide does not change. The system name
cannot be changed after deployment. If the system name changes, you must uninstall vCenter Server
and install it again.
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6 Create a new vCenter Single Sign-On domain or join an existing domain.

IMPORTANT   Although you can select to join a vCenter Single Sign-On domain, you should consider
vCenter Server with an embedded Platform Services Controller as a standalone installation and do not
use it for replication of infrastructure data.

Option Description

Create a new Single Sign-On
domain

Creates a new vCenter Single Sign-On server.
a Enter the domain name, for example vsphere.local.
b Set the password for the vCenter Single Sign-On administrator

account.

This is the password for the user administrator@your_domain_name,
where your_domain_name is a new domain that is created by vCenter
Single Sign-On. After installation, you can log in to vCenter Single
Sign-On and to vCenter Server as adminstrator@your_domain_name.

c Enter the site name for vCenter Single Sign-On.

The site name is important if you are using vCenter Single Sign-On in
multiple locations. The site name must contain alphanumeric
characters. Choose your own name for the vCenter Single Sign-On site.
You cannot change the name after installation.

Non-ASCII or high-ASCII characters are not supported in site names.
Your site name must include alphanumeric characters and a comma
(,), period (.), question mark (?), dash (-), underscore (_), plus sign (+)
or equals sign (=).

Join a Single Sign-On domain in an
existing
Platform Services Controller

Joins a new vCenter Single Sign-On server to a vCenter Single Sign-On
domain in an existing Platform Services Controller. You must provide the
information about the vCenter Single Sign-On server to which you join the
new vCenter Single Sign-On server.
a Type the fully qualified domain name (FQDN) or IP address of the

Platform Services Controller that contains the vCenter Single Sign-On
server to join.

b Type the HTTPS port to use for communication with the
Platform Services Controller.

c Type the password of the vCenter Single Sign-On administrator
account.

d Click Next.
e Approve the certificate provided by the remote machine, and you

must select whether to create or join an existing vCenter Single Sign-
On site.

f Select whether to create or join an existing vCenter Single Sign-On site.
 

7 Click Next.

8 Select the vCenter Server service account and click Next.

Option Description

Use Windows Local System
Account

The vCenter Server service runs in the Windows Local System account.
This option prevents you from connecting to an external database by using
Windows integrated authentication.

Specify a user service account The vCenter Server service runs in an administrative user account with a
user name and password that you provide.

 

IMPORTANT   The user credentials that you provide must be of a user who is in the local administrator
group and who has the Log on as a service privilege.
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9 Select the type of database that you want to use and click Next.

Option Description

Use an embedded database
(vPostgres)

vCenter Server uses the embedded PostgreSQL database. This database is
suitable for small scale deployments.

Use an external database vCenter Server uses an existing external database.
a Select your database from the list of available DSNs.
b Type the user name and the password for the DSN.
If your database uses Windows NT authentication, the user name and
password text boxes are disabled.

 
10 For each component, accept the default port numbers, or if another service is using the defaults, enter

alternative ports, and click Next.

Make sure that ports 80 and 443 are free and dedicated, so that vCenter Single Sign-On can use these
ports. Otherwise, use custom ports during installation.

11 (Optional) Change the default destination folders and click Next.

IMPORTANT   Do not use folders that end with an exclamation mark (!).

12 Review the summary of the installation settings and click Install.

13 (Optional) Click Launch vSphere Web Client to start the vSphere Web Client and log in to
vCenter Server.

14 After the installation completes, click Finish.

vCenter Server, the vCenter Server components, and the Platform Services Controller are installed.

Installing vCenter Server with an External
Platform Services Controller

You can install vCenter Server and the Platform Services Controller on different virtual machines or
physical servers.

You can separate the Platform Services Controller and vCenter Server and have them installed on different
virtual machines or physical servers. First install the Platform Services Controller, then install
vCenter Server and the vCenter Server components on another virtual or physical machine, and connect
vCenter Server to the Platform Services Controller. You can connect many vCenter Server instances to one
Platform Services Controller.

IMPORTANT   Concurrent installations of vCenter Server instances and Platform Services Controllers are not
supported. You must install the Platform Services Controllers and vCenter Server instances in a sequence.
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Figure 8‑2.  vCenter Server with an External Platform Services Controller
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You cannot change the deployment model to vCenter Server with an embedded
Platform Services Controller after the installation completes.

IMPORTANT   Before installing vCenter Server with an external Platform Services Controller, synchronize the
clocks on the vSphere network. Time skew on the virtual machines or physical servers on which you install
the Platform Services Controller and vCenter Server might cause deployment failure. For instructions about
synchronizing the clocks on your vSphere network, see “Synchronizing Clocks on the vSphere Network,”
on page 209.

Install a Platform Services Controller on a Windows Machine
To install vCenter Server with an external Platform Services Controller, first install a
Platform Services Controller for Windows. The Platform Services Controller contains the common services,
such as vCenter Single Sign-On and the License service, which can be shared across several vCenter Server
instances.

You can install many Platform Services Controllers and join them to the same vCenter Single Sign-On
domain. Concurrent installations of Platform Services Controllers are not supported. You must install the
Platform Services Controllers in a sequence.

IMPORTANT   If you want to replace the VMCA-signed certificate with a CA-signed certificate, install the
Platform Services Controller first, and then include VMCA in the certificate chain and generate new
certificates from VMCA that are signed by the whole chain. You can then install vCenter Server. For
information about managing vCenter Server certificates, see the vSphere Security documentation.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server installer.

n If you want to use the vSphere Web Client on the host machine on which you install vCenter Server,
verify that Adobe Flash Player version 11.9 or later is installed on the system.

Procedure

1 In the software installer directory, double-click the autorun.exe file to start the installer.

2 Select vCenter Server for Windows and click Install.

3 Follow the prompts of the installation wizard to review the welcome page and accept the license
agreement.

4 Select Platform Services Controller and click Next.

Chapter 8 Installing vCenter Server on a Windows Virtual Machine or Physical Server

VMware, Inc.  227



5 Enter the system name, preferably an FQDN, and click Next.

You can also enter an IP address. If you enter an IP address, provide a static IP address.

IMPORTANT   When you provide an FQDN or an IP address as the system name of the
Platform Services Controller, make sure that the FQDN or IP address does not change. If the FQDN or
IP address of the host machine changes, you have to reinstall the Platform Services Controller and the
vCenter Server instances registered with it. The FQDN or IP address of the Platform Services Controller
is used to generate an SSL certificate for the Platform Services Controller host machine.

6 Create a new vCenter Single Sign-On domain or join an existing domain.

Option Description

Create a new Single Sign-On
domain

Creates a new vCenter Single Sign-On server.
a Enter the domain name, for example vsphere.local.
b Set the password for the vCenter Single Sign-On administrator

account.

This is the password for the user administrator@your_domain_name,
where your_domain_name is a new domain that is created by vCenter
Single Sign-On. After installation, you can log in to vCenter Single
Sign-On and to vCenter Server as adminstrator@your_domain_name.

c Enter the site name for vCenter Single Sign-On.

The site name is important if you are using vCenter Single Sign-On in
multiple locations. The site name must contain alphanumeric
characters. Choose your own name for the vCenter Single Sign-On site.
You cannot change the name after installation.

Non-ASCII or high-ASCII characters are not supported in site names.
Your site name must include alphanumeric characters and a comma
(,), period (.), question mark (?), dash (-), underscore (_), plus sign (+)
or equals sign (=).

Join a Single Sign-On domain in an
existing
Platform Services Controller

Joins a new vCenter Single Sign-On server to a vCenter Single Sign-On
domain in an existing Platform Services Controller. You must provide the
information about the vCenter Single Sign-On server to which you join the
new vCenter Single Sign-On server.
a Type the fully qualified domain name (FQDN) or IP address of the

Platform Services Controller that contains the vCenter Single Sign-On
server to join.

b Type the HTTPS port to use for communication with the
Platform Services Controller.

c Type the password of the vCenter Single Sign-On administrator
account.

d Click Next.
e Approve the certificate provided by the remote machine, and you

must select whether to create or join an existing vCenter Single Sign-
On site.

f Select whether to create or join an existing vCenter Single Sign-On site.
 
When you select to join an existing vCenter Single Sign-On domain, you enable the Enhanced Linked
Mode feature. Your Platform Services Controller will replicate infrastructure data with the joined
vCenter Single Sign-On server.

7 Click Next.

8 For each component, accept the default port numbers, or if another service is using the defaults, enter
alternative ports, and click Next.

Make sure that ports 80 and 443 are free and dedicated, so that vCenter Single Sign-On can use these
ports. Otherwise, use custom ports during installation.
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9 (Optional) Change the default destination folders and click Next.

IMPORTANT   Do not use folders that end with an exclamation mark (!).

10 Review the summary of the installation settings and click Install.

11 After the installation completes, click Finish.

The Platform Services Controller is installed.

What to do next

Install vCenter Server on another Windows virtual machine or physical server and register vCenter Server
and the vCenter Server components to the Platform Services Controller.

Install vCenter Server and the vCenter Server Components
After you install a Platform Services Controller on a Windows host machine, or deploy a
Platform Services Controller appliance, you can install vCenter Server and the vCenter Server components
and connect the vCenter Server instance to the deployed Platform Services Controller.

Concurrent installations of vCenter Server instances are not supported. If you want to install many
vCenter Server instances and register them with the same Platform Services Controller or
Platform Services Controller appliance, install the vCenter Server instances one by one in a sequence.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server installer.

n If you want to use the vSphere Web Client on the host machine on which you install vCenter Server,
verify that Adobe Flash Player version 11.9 or later is installed on the system.

Procedure

1 In the software installer directory, double-click the autorun.exe file to start the installer.

2 Select vCenter Server for Windows and click Install.

3 Follow the prompts of the installation wizard to review the welcome page and accept the license
agreement.

4 Select vCenter Server and click Next.

5 Enter the system network name, preferably a static IP address, and click Next.

IMPORTANT   The name that you type is encoded in the SSL certificate of the system. The components
communicate with each other by using this name. The system name must be either a static IP address or
a fully qualified domain name (FQDN). Make sure that the system name does not change. You cannot
change the system name after the installation completes.

6 Provide the system name of the Platform Services Controller that you already installed or deployed, the
HTTPS port to use for communication with the vCenter Single Sign-On server, as well as the vCenter
Single Sign-On password, and click Next.

IMPORTANT   Make sure that you use either the IP address or the FQDN that you provided during the
installation of the Platform Services Controller. If you provided the FQDN as a system name of the
Platform Services Controller, you cannot use an IP address, and the reverse. When a service from
vCenter Server connects to a service running in the Platform Services Controller, the certificate is
verified. If the IP address or FQDN changes, the verification fails and vCenter Server cannot connect to
the Platform Services Controller.
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7 Approve the certificate provided by the remote machine.

8 Select the vCenter Server service account and click Next.

Option Description

Use Windows Local System
Account

The vCenter Server service runs in the Windows Local System account.
This option prevents you from connecting to an external database by using
Windows integrated authentication.

Specify a user service account The vCenter Server service runs in an administrative user account with a
user name and password that you provide.

 

IMPORTANT   The user credentials that you provide must be of a user who is in the local administrator
group and who has the Log on as a service privilege.

9 Select the type of database that you want to use and click Next.

Option Description

Use an embedded database
(vPostgres)

vCenter Server uses the embedded PostgreSQL database. This database is
suitable for small scale deployments.

Use an external database vCenter Server uses an existing external database.
a Select your database from the list of available DSNs.
b Type the user name and the password for the DSN.
If your database uses Windows NT authentication, the user name and
password text boxes are disabled.

 
10 For each component, accept the default port numbers, or if another service is using the defaults, enter

alternative ports, and click Next.

11 (Optional) Change the default destination folders and click Next.

IMPORTANT   Do not use folders that end with an exclamation mark (!).

12 Review the summary of the installation settings and click Install.

13 (Optional) Click Launch vSphere Web Client to start the vSphere Web Client and log in to
vCenter Server.

14 After the installation completes, click Finish.

vCenter Server is installed in evaluation mode. You can activate vCenter Server by using the
vSphere Web Client. For information about activating vCenter Server, see vCenter Server and Host
Management.

Installing vCenter Server in an Environment with Multiple NICs
If you want to install vCenter Server with an externalPlatform Services Controller in an environment with
multiple NICs, you must keep a record of the IP addresses or FQDNs that you use as system network
names.

For example, if you want to install a Platform Services Controller on one virtual machine and vCenter Server
on another virtual machine and each virtual machine has two NICs, you can use the following workflow:

1 Install a Platform Services Controller one of the virtual machines and use one of its IP addresses or
FQDNs as a system network name.

2 On the other virtual machine, start the installation of vCenter Server and use one of its IP addresses or
FQDNs as a system network name.
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3 When prompted to provide the system network name of the Platform Services Controller, enter the IP
address or FQDN that you entered during the installation of the Platform Services Controller.

If you enter the other IP address or FQDN of the Platform Services Controller, you receive an error
message.

4 After the installation completes, you can log in to the vSphere Web Client by using either of the NIC IP
addresses or FQDNs of vCenter Server.
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Deploying the
vCenter Server Appliance 9

As an alternative to installing vCenter Server on a Windows virtual machine or physical server, you can
deploy the vCenter Server Appliance.

Before you deploy the vCenter Server Appliance, download the ISO file and mount it to the Windows host
machine from which you want to perform the deployment. Install the Client Integration Plug-In and then
start the installation wizard.

For information about the vCenter Server Appliance requirements, see “vCenter Server Appliance
Requirements,” on page 31.

The vCenter Server Appliance has the following default user names:

n root with a password that you enter while deploying the virtual appliance.

n administrator@your_domain_name with the password that you enter while deploying the virtual
appliance.

After you deploy the vCenter Server Appliance, only the administrator@your_domain_name user has the
privileges to log in to the vCenter Server system.

The administrator@your_domain_name user can proceed as follows:

n Add an identity source in which additional users and groups are defined to vCenter Single Sign-
On.

n Give permissions to the users and groups.

For information about adding identity sources and giving permissions to the users and groups, see
vSphere Security.

Version 6.0 of the vCenter Server Appliance is deployed with virtual hardware version 8, which supports 32
virtual CPUs per virtual machine in ESXi. Depending on the hosts that you will manage with the
vCenter Server Appliance, you might want to upgrade the ESXi hosts and update the hardware version of
the vCenter Server Appliance to support more virtual CPUs:

n ESXi 5.5.x supports up to virtual hardware version 10 with up to 64 virtual CPUs per virtual machine.

n ESXi 6.0 supports up to virtual hardware version 11 with up to 128 virtual CPUs per virtual machine.

IMPORTANT   You cannot deploy the vCenter Server Appliance by using the vSphere Client or the
vSphere Web Client. During the deployment of the vCenter Server Appliance you must provide various
inputs, such as Operating System and vCenter Single Sign-On passwords. If you try to deploy the appliance
by using the vSphere Client or the vSphere Web Client, you are not prompted to provide such inputs and
the deployment fails.

For information about upgrading the vCenter Server Appliance, see vSphere Upgrade.
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For inventory and other configuration limits in the vCenter Server Appliance, see the Configuration
Maximums documentation.

For information about configuring the vCenter Server Appliance, see vCenter Server Appliance Configuration.

IMPORTANT   vCenter Server 6.0 supports connection between vCenter Server and vCenter Server
components by either IPv4 or IPv6 addresses. Mixed IPv4 and IPv6 environment is not supported. If you
want to set up the vCenter Server Appliance to use an IPv6 address allocation, make sure to use the fully
qualified domain name (FQDN) or host name of the appliance. In an IPv4 environment, the best practice is
to use the FQDN or host name of the appliance, because the IP address can change if assigned by DHCP.

This chapter includes the following topics:

n “Download the vCenter Server Appliance Installer,” on page 234

n “Install the Client Integration Plug-In,” on page 234

n “Deploy the vCenter Server Appliance with an Embedded Platform Services Controller,” on page 235

n “Deploying a vCenter Server Appliance with an External Platform Services Controller,” on page 238

Download the vCenter Server Appliance Installer
Download the .iso installer for the vCenter Server Appliance and Client Integration Plug-in.

Prerequisites

Create a My VMware account at https://my.vmware.com/web/vmware/.

Procedure

1 Download the vCenter Server Appliance installer from the VMware Web site at 
https://my.vmware.com/web/vmware/downloads.

2 Confirm that the md5sum is correct.

See the VMware Web site topic Using MD5 Checksums at 
http://www.vmware.com/download/md5.html.

3 Mount the ISO image to the Windows virtual machine physical server on which you want to install the
Client Integration Plug-In to deploy or upgrade the vCenter Server Appliance.

Install the Client Integration Plug-In
You must install the Client Integration Plug-in before you deploy or upgrade the vCenter Server Appliance.

Prerequisites

Verify that the .iso file for vCenter Server Appliance is downloaded and mounted.

Procedure

1 In the software installer directory, navigate to the vcsa directory and double-click VMware-
ClientIntegrationPlugin-6.0.0.exe.

The Client Integration Plug-in installation wizard appears.

2 On the Welcome page, click Next.

3 Read and accept the terms in the End-User License Agreement and click Next.

4 (Optional) Change the default path to the Client Integration Plug-in installation folder, and click Next.

5 On the Ready to Install the Plug-in page of the wizard, review the information and click Install.
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6 After the installation completes, click Finish.

Deploy the vCenter Server Appliance with an Embedded
Platform Services Controller

When you choose to deploy the vCenter Server Appliance with an embedded Platform Services Controller,
you deploy the Platform Services Controller and vCenter Server as one appliance.

IMPORTANT   Concurrent deployments of vCenter Server Appliances with embedded
Platform Services Controllers are not supported. You must deploy the vCenter Server Appliance instances
with embedded Platform Services Controllers in a sequence.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server Appliance installer.

n Install the Client Integration Plug-In.

n Verify that the ESXi host on which you deploy the vCenter Server Appliance is not in lockdown or
maintenance mode.

n If you plan to use NTP servers for time synchronization, make sure that the time between the NTP
servers and the ESXi host is synchronized.

Procedure

1 In the software installer directory, double-click vcsa-setup.html.

2 Wait up to three seconds for the browser to detect the Client Integration Plug-in and allow the plug-in
to run on the browser when prompted.

3 On the Home page, click Install to start the vCenter Server Appliance deployment wizard.

4 Read and accept the license agreement, and click Next.

5 Connect to the target ESXi host on which you want to deploy the vCenter Server Appliance and click
Next.

a Enter the FQDN or the IP address of the ESXi host to connect to.

b Enter the user name and the password of a user who has administrative privileges on the ESXi
host, for example, the root user.

6 (Optional) Accept the certificate warning, if any, by clicking Yes.

7 On the Set up virtual machine page, enter the vCenter Server Appliance name, set the password for the
root user, and click Next.

The password must contain at least eight characters, a number, uppercase and lowercase letters, and a
special character, for example, an exclamation mark (!), brackets (()), hash key (#), at sign (@), or
exclamation mark (!).

8 In the Select deployment type page, select Install vCenter Server with an embedded Platform Services
Controller and click Next.

This option deploys an appliance in which both the Platform Services Controller and vCenter Server are
installed.
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9 Create a new vCenter Single Sign-On domain or join an existing domain.

IMPORTANT   Although you can select to join a vCenter Single Sign-On domain, you should consider the
vCenter Server Appliance with an embedded Platform Services Controller as a standalone deployment
and do not use it for replication of infrastructure data.

Option Description

Create a new Single Sign-On
domain

Creates a new vCenter Single Sign-On server.
a Set the password for the vCenter Single Sign-On administrator

account.

This is the password for the user administrator@vour_domain_name,
where vour_domain_name is a new domain that is created by vCenter
Single Sign-On. After installation, you can log in to vCenter Single
Sign-On and to vCenter Server as adminstrator@vour_domain_name.

b Enter the domain name, for example vsphere.local.
c Enter the site name for vCenter Single Sign-On.

The site name is important if you are using vCenter Single Sign-On in
multiple locations. Choose your own name for the vCenter Single
Sign-On site. You cannot change the name after installation.

The supported characters are alphanumeric characters and dash (-).

Join a Single Sign-On domain in an
existing
Platform Services Controller

Joins a new vCenter Single Sign-On server to a vCenter Single Sign-On
domain in an existing Platform Services Controller. You must provide the
information about the vCenter Single Sign-On server to which you join the
new vCenter Single Sign-On server.
a Type the fully qualified domain name (FQDN) or IP address of the

Platform Services Controller that contains the vCenter Single Sign-On
server to join.

b Type the password of the vCenter Single Sign-On administrator
account.

c Type the HTTPS port to use for communication with the
Platform Services Controller and click Next.

d Select whether to create or join an existing vCenter Single Sign-On site.
 

10 Click Next.

11 In the Select appliance size page of the wizard, select the vCenter Server Appliance size for your
vSphere inventory, and click Next.

Option Description

Tiny (up to 10 hosts, 100 VMs) Deploys an appliance with 2 CPUs and 8 GB of memory.

Small (up to 100 hosts, 1,000 VMs) Deploys an appliance with 4 CPUs and 16 GB of memory.

Medium (up to 400 hosts, 4,000
VMs)

Deploys an appliance with 8 CPUs and 24 GB of memory.

Large (up to 1,000 hosts, 10,000
VMs)

Deploys an appliance with 16 CPUs and 32 GB of memory.

 
12 From the list of available datastores, select the location where all the virtual machine configuration files

and virtual disks will be stored and, optionally, enable thin provisioning by selecting Enable Thin Disk
Mode.
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13 Select the type of database that you want to use and click Next.

Option Description

Use an embedded database
(vPostgres)

Configures vCenter Server in the appliance to use the embedded
PostgreSQL database. This database is suitable for small scale
deployments.

Use an Oracle database Configures vCenter Server in the appliance to use an existing external
Oracle database.
a Enter the IP address or the FQDN of the machine on which the Oracle

database is installed.
b Enter the port to use for communication with the Oracle database.
c Enter the database instance name.
d Enter the database user name and password.
IMPORTANT   Make sure that you provide correct credentials. Otherwise, the
deployment might fail.

 
14 On the Network Settings page, set up the network settings.

The IP address or the FQDN of the appliance is used as a system name. It is recommended to use an
FQDN. However, if you want to use an IP address, use static IP address allocation for the appliance,
because IP addresses allocated by DHCP might change.

Option Action

Choose a network Select the network to connect to.
The networks displayed in the drop-down menu depend on the ESXi network settings. Non-
ephemeral distributed virtual port groups are not supported and are not displayed in the drop-
down menu.

IP Address family Select the IP version of the appliance.
You can select either IPv4 or IPv6.

Network type Select how to allocate the IP address of the appliance.
n Static

You are prompted to enter the IP address and network settings.
n DHCP

A DHCP server is used to allocate the IP address. Select this option only if a DHCP server
is available in your environment.

FQDN (Optional) Enter a preferred fully qualified domain name (FQDN) of the appliance.

If you use an IP address as a system name, you cannot change the IP address and update the DNS
settings after deployment.

15 Configure the time settings in the appliance, optionally select Enable SSH to secure the connection, and
click Next.

Option Description

Synchronize appliance time with
ESXi host

Enables periodic time synchronization, and VMware Tools sets the time of
the guest operating system to be the same as the time of the ESXi host.

Use NTP servers (separated by
commas)

Uses a Network Time Protocol server for synchronizing the time. If you
select this option, you must enter the names of the NTP servers separated
by commas.

 
16 In the Ready to complete page, review the deployment settings for the vCenter Server Appliance, and

click Finish to complete the deployment process.

17 (Optional) After the deployment completes, click the
https://vcenter_server_appliance_IP_address/vsphere-client link to start the vSphere Web Client and
log in to the vCenter Server instance in the vCenter Server Appliance.
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18 Click Close to exit the wizard.

Deploying a vCenter Server Appliance with an External
Platform Services Controller

You can deploy a vCenter Server Appliance with an external Platform Services Controller. This way you
deploy two different appliances.

To have the Platform Services Controller and the vCenter Server instance deployed as two different
appliances, first deploy the Platform Services Controller, then deploy vCenter Server and the vCenter Server
components as another virtual appliance, and register the vCenter Server Appliance to the
Platform Services Controller.

IMPORTANT   Concurrent deployments of vCenter Server Appliances and Platform Services Controller
appliances are not supported. You must deploy the Platform Services Controller appliances and
vCenter Server Appliances in a sequence.

IMPORTANT   Before deploying a vCenter Server Appliance with an external Platform Services Controller,
synchronize the clocks on the vSphere network. Time skew on the virtual machines might cause
deployment failure. For instructions on synchronizing the clocks on your vSphere network, see 
“Synchronizing Clocks on the vSphere Network,” on page 209.

Deploy a Platform Services Controller Appliance
If you plan to deploy the vCenter Server Appliance with an external Platform Services Controller, deploy a
Platform Services Controller appliance first. The Platform Services Controller appliance contains all of the
necessary services, such as vCenter Single Sign-On and License Service, which can be shared between
multiple vCenter Server instances.

IMPORTANT   You can deploy many Platform Services Controller appliances and join them to the same
vCenter Single Sign-On domain. Concurrent deployments of Platform Services Controllers are not
supported. You must deploy the Platform Services Controllers in a sequence.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server Appliance installer.

n Install the Client Integration Plug-In.

n Verify that the ESXi host on which you deploy the vCenter Server Appliance is not in lockdown or
maintenance mode.

n If you plan to use NTP servers for time synchronization, make sure that the time between the NTP
servers and the ESXi host is synchronized.

Procedure

1 In the software installer directory, double-click vcsa-setup.html.

2 Wait up to three seconds for the browser to detect the Client Integration Plug-in and allow the plug-in
to run on the browser when prompted.

3 On the Home page, click Install to start the vCenter Server Appliance deployment wizard.

4 Read and accept the license agreement, and click Next.
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5 Connect to the target ESXi host on which you want to deploy the vCenter Server Appliance and click
Next.

a Enter the FQDN or the IP address of the ESXi host to connect to.

b Enter the user name and the password of a user who has administrative privileges on the ESXi
host, for example, the root user.

6 On the Set up virtual machine page, enter the vCenter Server Appliance name, set the password for the
root user, and click Next.

The password must contain at least eight characters, a number, uppercase and lowercase letters, and a
special character, for example, an exclamation mark (!), brackets (()), hash key (#), at sign (@), or
exclamation mark (!).

7 (Optional) Accept the certificate warning, if any, by clicking Yes.

8 In the Select a deployment type page, select Install Platform Services Controller and click Next.

9 Create a new vCenter Single Sign-On domain or join an existing domain.

Option Description

Create a new Single Sign-On
domain

Creates a new vCenter Single Sign-On server.
a Set the password for the vCenter Single Sign-On administrator

account.

This is the password for the user administrator@vour_domain_name,
where vour_domain_name is a new domain that is created by vCenter
Single Sign-On. After installation, you can log in to vCenter Single
Sign-On and to vCenter Server as adminstrator@vour_domain_name.

b Enter the domain name, for example vsphere.local.
c Enter the site name for vCenter Single Sign-On.

The site name is important if you are using vCenter Single Sign-On in
multiple locations. Choose your own name for the vCenter Single
Sign-On site. You cannot change the name after installation.

The supported characters are alphanumeric characters and dash (-).

Join a Single Sign-On domain in an
existing
Platform Services Controller

Joins a new vCenter Single Sign-On server to a vCenter Single Sign-On
domain in an existing Platform Services Controller. You must provide the
information about the vCenter Single Sign-On server to which you join the
new vCenter Single Sign-On server.
a Type the fully qualified domain name (FQDN) or IP address of the

Platform Services Controller that contains the vCenter Single Sign-On
server to join.

b Type the password of the vCenter Single Sign-On administrator
account.

c Type the HTTPS port to use for communication with the
Platform Services Controller and click Next.

d Select whether to create or join an existing vCenter Single Sign-On site.
 
When you select to join an existing vCenter Single Sign-On domain, you enable the Enhanced Linked
Mode feature. Your Platform Services Controller will replicate infrastructure data with the joined
vCenter Single Sign-On server.

10 Click Next.

11 In the Select appliance size page of the wizard click Next.

You deploy a Platform Services Controller appliance with 2 CPUs and 2 GB memory.

12 From the list of available datastores, select the location where all the virtual machine configuration files
and virtual disks will be stored and, optionally, enable thin provisioning by selecting Enable Thin Disk
Mode.
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13 On the Network Settings page, set up the network settings.

The IP address or the FQDN of the appliance is used as a system name. It is recommended to use an
FQDN. However, if you want to use an IP address, use static IP address allocation for the appliance,
because IP addresses allocated by DHCP might change.

Option Action

Choose a network Select the network to connect to.
The networks displayed in the drop-down menu depend on the ESXi network settings. Non-
ephemeral distributed virtual port groups are not supported and are not displayed in the drop-
down menu.

IP Address family Select the IP version of the appliance.
You can select either IPv4 or IPv6.

Network type Select how to allocate the IP address of the appliance.
n Static

You are prompted to enter the IP address and network settings.
n DHCP

A DHCP server is used to allocate the IP address. Select this option only if a DHCP server
is available in your environment.

FQDN (Optional) Enter a preferred fully qualified domain name (FQDN) of the appliance.

If you use an IP address as a system name, you cannot change the IP address and update the DNS
settings after deployment.

14 Configure the time settings in the appliance, optionally select Enable SSH to secure the connection, and
click Next.

Option Description

Synchronize appliance time with
ESXi host

Enables periodic time synchronization, and VMware Tools sets the time of
the guest operating system to be the same as the time of the ESXi host.

Use NTP servers (separated by
commas)

Uses a Network Time Protocol server for synchronizing the time. If you
select this option, you must enter the names of the NTP servers separated
by commas.

 
15 In the Ready to complete page, review the deployment settings for the vCenter Server Appliance, and

click Finish to complete the deployment process.

What to do next

You can now deploy the vCenter Server Appliance and connect it to the Platform Services Controller.

Deploy the vCenter Server Appliance
Deploy the vCenter Server Appliance after you deploy the Platform Services Controller appliance or install
a Platform Services Controller on a Windows virtual machine or physical server.

IMPORTANT   Concurrent deployments of vCenter Server Appliances are not supported. If you want to deploy
many vCenter Server Appliances and register them with the same Platform Services Controller or
Platform Services Controller appliance, deploy the vCenter Server Appliances one by one in a sequence.

Prerequisites

n Verify that your system meets the minimum software and hardware requirements.

n Download the vCenter Server Appliance installer.

n Install the Client Integration Plug-In.
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n Verify that the ESXi host on which you deploy the vCenter Server Appliance is not in lockdown or
maintenance mode.

n If you plan to use NTP servers for time synchronization, make sure that the time between the NTP
servers and the ESXi host is synchronized.

Procedure

1 In the software installer directory, double-click vcsa-setup.html.

2 Wait up to three seconds for the browser to detect the Client Integration Plug-in and allow the plug-in
to run on the browser when prompted.

3 On the Home page, click Install to start the vCenter Server Appliance deployment wizard.

4 Read and accept the license agreement, and click Next.

5 Connect to the target ESXi host on which you want to deploy the vCenter Server Appliance and click
Next.

a Enter the FQDN or the IP address of the ESXi host to connect to.

b Enter the user name and the password of a user who has administrative privileges on the ESXi
host, for example, the root user.

6 (Optional) Accept the certificate warning, if any, by clicking Yes.

7 On the Set up virtual machine page, enter the vCenter Server Appliance name, set the password for the
root user, and click Next.

The password must contain at least eight characters, a number, uppercase and lowercase letters, and a
special character, for example, an exclamation mark (!), brackets (()), hash key (#), at sign (@), or
exclamation mark (!).

8 In the Select deployment type page, select Install vCenter Server and click Next.

9 Provide the system name of a Platform Services Controller that you already installed, enter the vCenter
Single Sign-On password, and click Next.

If you deployed a Platform Services Controller appliance, provide the IP address of the newly deployed
appliance. If you installed a Platform Services Controller on Windows, provide the system name of the
host machine on which you installed the Platform Services Controller.

10 In the Select appliance size page of the wizard, select the vCenter Server Appliance size depending on
the vSphere inventory size, and click Next.

Option Description

Tiny (up to 10 hosts, 100 VMs) Deploys an appliance with 2 CPUs and 8 GB of memory.

Small (up to 100 hosts, 1,000 VMs) Deploys an appliance with 4 CPUs and 16 GB of memory.

Medium (up to 400 hosts, 4,000
VMs)

Deploys an appliance with 8 CPUs and 24 GB of memory.

Large (up to 1,000 hosts, 10,000
VMs)

Deploys an appliance with 16 CPUs and 32 GB of memory.

 
11 From the list of available datastores, select the location where all the virtual machine configuration files

and virtual disks will be stored and, optionally, enable thin provisioning by selecting Enable Thin Disk
Mode.
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12 Select the type of database that you want to use and click Next.

Option Description

Use an embedded database
(vPostgres)

Configures vCenter Server in the appliance to use the embedded
PostgreSQL database. This database is suitable for small scale
deployments.

Use an Oracle database Configures vCenter Server in the appliance to use an existing external
Oracle database.
a Enter the IP address or the FQDN of the machine on which the Oracle

database is installed.
b Enter the port to use for communication with the Oracle database.
c Enter the database instance name.
d Enter the database user name and password.
IMPORTANT   Make sure that you provide correct credentials. Otherwise, the
deployment might fail.

 
13 On the Network Settings page, set up the network settings.

The IP address or the FQDN of the appliance is used as a system name. It is recommended to use an
FQDN. However, if you want to use an IP address, use static IP address allocation for the appliance,
because IP addresses allocated by DHCP might change.

Option Action

Choose a network Select the network to connect to.
The networks displayed in the drop-down menu depend on the ESXi network settings. Non-
ephemeral distributed virtual port groups are not supported and are not displayed in the drop-
down menu.

IP Address family Select the IP version of the appliance.
You can select either IPv4 or IPv6.

Network type Select how to allocate the IP address of the appliance.
n Static

You are prompted to enter the IP address and network settings.
n DHCP

A DHCP server is used to allocate the IP address. Select this option only if a DHCP server
is available in your environment.

FQDN (Optional) Enter a preferred fully qualified domain name (FQDN) of the appliance.

If you use an IP address as a system name, you cannot change the IP address and update the DNS
settings after deployment.

14 Configure the time settings in the appliance, optionally select Enable SSH to secure the connection, and
click Next.

Option Description

Synchronize appliance time with
ESXi host

Enables periodic time synchronization, and VMware Tools sets the time of
the guest operating system to be the same as the time of the ESXi host.

Use NTP servers (separated by
commas)

Uses a Network Time Protocol server for synchronizing the time. If you
select this option, you must enter the names of the NTP servers separated
by commas.

 
15 In the Ready to complete page, review the deployment settings for the vCenter Server Appliance, and

click Finish to complete the deployment process.

16 (Optional) After the deployment completes, click the
https://vcenter_server_appliance_IP_address/vsphere-client link to start the vSphere Web Client and
log in to the vCenter Server instance in the vCenter Server Appliance.
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17 Click Close to exit the wizard.
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Troubleshooting vCenter Server
Installation or Deployment 10

The vCenter Server installation or deployment troubleshooting topics provide solutions to problems that
you might encounter during the vCenter Server installation or vCenter Server Appliance deployment
process.

This chapter includes the following topics:

n “Collecting Logs for Troubleshooting a vCenter Server Installation or Upgrade,” on page 245

n “Attempt to Install a Platform Services Controller After a Prior Installation Failure,” on page 247

n “Microsoft SQL Database Set to Unsupported Compatibility Mode Causes vCenter Server Installation
or Upgrade to Fail,” on page 248

Collecting Logs for Troubleshooting a vCenter Server Installation or
Upgrade

You can collect installation or upgrade log files for vCenter Server. If an installation or upgrade fails,
checking the log files can help you identify the source of the failure.

You can choose the Installation Wizard method or the manual method for saving and recovering log files for
a vCenter Server for Windows installation failure.

You can also collect deployment log files for vCenter Server Appliance.

n Collect Installation Logs by Using the Installation Wizard on page 246
You can use the Setup Interrupted page of the installation wizard to browse to the generated .zip file
of the vCenter Server for Windows installation log files.

n Retrieve Installation Logs Manually on page 246
You can retrieve the installation log files manually for examination.

n Collect Deployment Log Files for the vCenter Server Appliance on page 246
If the vCenter Server Appliance deployment fails, you can retrieve the log files and examine them for
the reason of the failure.

n Export a vCenter Server Support Bundle for Troubleshooting on page 247
If you want to export the support bundle of the vCenter Server instance in the
vCenter Server Appliance for troubleshooting, you can do that by using the URL displayed on the
DCUI home screen.
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Collect Installation Logs by Using the Installation Wizard
You can use the Setup Interrupted page of the installation wizard to browse to the generated .zip file of the
vCenter Server for Windows installation log files.

If the installation fails, the Setup Interrupted page appears with the log collection check boxes selected by
default.

Procedure

1 Leave the check boxes selected and click Finish.

The installation files are collected in a .zip file on your desktop, for example, VMware-VCS-logs-time-
of-installation-attempt.zip, where time-of-installation-attempt displays the year, month, date, hour,
minutes, and seconds of the installation attempt.

2 Retrieve the log files from the .zip file on your desktop.

What to do next

Examine the log files to determine the cause of failure.

Retrieve Installation Logs Manually
You can retrieve the installation log files manually for examination.

Procedure

1 Navigate to the installation log file locations.

n %PROGRAMDATA%\VMware\vCenterServer\logs directory, usually
C:\ProgramData\VMware\vCenterServer\logs

n %TEMP% directory, usually C:\Users\username\AppData\Local\Temp
The files in the %TEMP% directory include vminst.log, pkgmgr.log, pkgmgr-comp-msi.log, and vim-vcs-
msi.log.

2 Open the installation log files in a text editor for examination.

Collect Deployment Log Files for the vCenter Server Appliance
If the vCenter Server Appliance deployment fails, you can retrieve the log files and examine them for the
reason of the failure.

The full path to the log files is displayed in the vCenter Server Appliance deployment wizard.

In case of firstboot failure, you can download the support bundle on a Windows host machine and examine
the log files to determine which firstboot script failed. See “Export a vCenter Server Support Bundle for
Troubleshooting,” on page 247.

Procedure

1 On the Windows machine that you use for deploying the vCenter Server Appliance, navigate to the log
files folder.

If you are logged in as an administrator, by default this is the
C:\Users\Administrator\AppData\Local\VMware\CIP\vcsaInstaller folder.

2 Open the installation log files in a text editor for examination.
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Export a vCenter Server Support Bundle for Troubleshooting
If you want to export the support bundle of the vCenter Server instance in the vCenter Server Appliance for
troubleshooting, you can do that by using the URL displayed on the DCUI home screen.

You can also collect the support bundle from the vCenter Server Appliance Bash shell, by running the vc-
support.sh script.

The support bundle is exported in .tgz format.

Procedure

1 Log in to the Windows host machine on which you want to download the bundle.

2 Open a Web browser and enter the URL to the support bundle displayed in the DCUI.

https://appliance-fully-qualified-domain-name:443/appliance/support-bundle

3 Enter the user name and password of the root user.

4 Click Enter.

The support bundle is downloaded as .tgz file on your Windows machine.

5 (Optional) To determine which firstboot script failed, examine the firstbootStatus.json file.

If you ran the vc-support.sh script in the vCenter Server Appliance Bash shell, to examine the
firstbootStatus.json file, run

cat /var/log/firstboot/firstbootStatus.json

Attempt to Install a Platform Services Controller After a Prior
Installation Failure

When you want to replicate Platform Services Controller data, you might not be able to join a vCenter Single
Sign-On domain in an existing Platform Services Controller.

Problem

When you try to install a Platform Services Controller, either embedded or external, and join the
Platform Services Controller to a vCenter Single Sign-On domain or site, the installation might fail and the
failure might leave incomplete data in the Platform Services Controller federation.

Cause

The Platform Services Controller data is not cleaned up when an installation of a
Platform Services Controller fails. Consider the following scenario:

1 Install Platform Services Controller A.

2 When you try to install Platform Services Controller B and join it to the same domain as
Platform Services Controller A, the installation fails.

3 Second attempt to install Platform Services Controller B and join it to the same domain as
Platform Services Controller A fails, because Platform Services Controller A contains incomplete data.

Solution

1 Log in as an administrator to the machine on which you install Platform Services Controller A.

2 At the command prompt navigate to the vdcleavefed command.

The vdcleavefed command is located at C:\Program Files\VMware\vCenter Server\vmdird\ on
Windows and /usr/lib/vmware-vmdir/bin/ on Linux.
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3 Run the vdcleavefed command to delete the data.

vdcleavefed -h Platform-Services-Controller-B-System-Name -u Administrator

4 Install Platform Services Controller B.

Microsoft SQL Database Set to Unsupported Compatibility Mode
Causes vCenter Server Installation or Upgrade to Fail

vCenter Server installation with a Microsoft SQL database fails when the database is set to compatibility
mode with an unsupported version.

Problem

The following error message appears: The DB User entered does not have the required permissions
needed to install and configure vCenter Server with the selected DB. Please correct the following

error(s): %s

Cause

The database version must be supported for vCenter Server. For SQL, even if the database is a supported
version, if it is set to run in compatibility mode with an unsupported version, this error occurs. For example,
if SQL 2008 is set to run in SQL 2000 compatibility mode, this error occurs.

Solution

u Make sure the vCenter Server database is a supported version and is not set to compatibility mode with
an unsupported version. See the VMware Product Interoperability Matrixes at 
http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php?.
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After You Install vCenter Server or
Deploy the vCenter Server Appliance 11

After you install vCenter Server or deploy the vCenter Server Appliance, consider these postinstallation
options before adding inventory for the vCenter Server to manage.

This chapter includes the following topics:

n “Log in to vCenter Server by Using the vSphere Web Client,” on page 249

n “Collect vCenter Server Log Files,” on page 250

n “Install or Upgrade vSphere Authentication Proxy,” on page 250

n “Uninstall vCenter Server,” on page 251

n “Repointing the Connections Between vCenter Server and Platform Services Controller,” on page 252

Log in to vCenter Server by Using the vSphere Web Client
Log in to vCenter Server by using the vSphere Web Client to manage your vSphere inventory.

Prerequisites

If you want to use vCenter Server 5.0 with vSphere Web Client, verify that the vCenter Server 5.0 system is
registered with vSphere Web Client.

If you want to use vCenter Server 5.1 or vCenter Server 5.5 with vSphere Web Client, verify that
vCenter Server is installed and that both vCenter Server and vSphere Web Client point to the same vCenter
Single Sign-On instance.

In vSphere 6.0, the vSphere Web Client is installed as part of the vCenter Server on Windows or the
vCenter Server Appliance deployment. This way, the vSphere Web Client always points to the same
vCenter Single Sign-On instance.

Procedure

1 Open a Web browser and enter the URL for the vSphere Web Client:
https://client-hostname/vsphere-client.

2 Enter the credentials of a user who has permissions on vCenter Server, and click Login.
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3 If a warning message about an untrusted SSL certificate appears, select the appropriate action based on
your security policy.

Option Action

Ignore the security warning for this
login session only.

Click Ignore.

Ignore the security warning for this
login session, and install the default
certificate so that the warning does
not appear again.

Select Install this certificate and do not display any security warnings for
this server and click Ignore.
Select this option only if using the default certificate does not present a
security problem in your environment.

Cancel and install a signed
certificate before proceeding.

Click Cancel and ensure that a signed certificate is installed on the vCenter
Server system before you attempt to connect again.

 

The vSphere Web Client connects to all the vCenter Server systems on which the specified user has
permissions, allowing you to view and manage your inventory.

Collect vCenter Server Log Files
After you install vCenter Server, you can collect the vCenter Server log files for diagnosing and
troubleshooting purposes.

Procedure

1 Log in as an administrator on the Windows machine where vCenter Server is installed.

2 Generate the log bundle.

n Navigate to Start > Programs > VMware > Generate vCenter Server log bundle.

You can generate vCenter Server log bundles even if you are unable to connect to the
vCenter Server by using the vSphere Web Client.

n In the command prompt, navigate to installation_directory\VMware\vCenter Server\bin and run
the vc-support.bat command.

The log files for the vCenter Server system are generated and saved in a .tgz archive on your desktop.

Install or Upgrade vSphere Authentication Proxy
Install vSphere Authentication Proxy to enable ESXi hosts to join a domain without using Active Directory
credentials. vSphere Authentication Proxy enhances security for PXE-booted hosts and hosts that are
provisioned using Auto Deploy by removing the need to store Active Directory credentials in the host
configuration.

If an earlier version of the vSphere Authentication Proxy is installed on your system, this procedure
upgrades the vSphere Authentication Proxy to the current version.

You can install vSphere Authentication Proxy on the same machine as the associated vCenter Server, or on a
different machine that has network connection to the vCenter Server. vSphere Authentication Proxy is
supported with vCenter Server versions 5.0 and later.

The vSphere Authentication Proxy service binds to an IPv4 address for communication with vCenter Server,
and does not support IPv6. The vCenter Server instance can be on a host machine in an IPv4-only, IPv4/IPv6
mixed-mode, or IPv6-only network environment, but the machine that connects to the vCenter Server
through the vSphere Web Client must have an IPv4 address for the vSphere Authentication Proxy service to
work.
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Prerequisites

n Install Microsoft .NET Framework 3.5 on the machine where you want to install vSphere
Authentication Proxy.

n Verify that you have administrator privileges.

n Verify that the host machine has a supported processor and operating system.

n Verify that the host machine has a valid IPv4 address. You can install vSphere Authentication Proxy on
a machine in an IPv4-only or IPv4/IPv6 mixed-mode network environment, but you cannot install
vSphere Authentication Proxy on a machine in an IPv6-only environment.

n If you are installing vSphere Authentication Proxy on a Windows Server 2008 R2 host machine,
download and install the Windows hotfix described in Windows KB Article 981506 on the
support.microsoft.com Web site. If this hotfix is not installed, the vSphere Authentication Proxy
Adapter fails to initialize. This problem is accompanied by error messages in camadapter.log similar to
Failed to bind CAM website with CTL and Failed to initialize CAMAdapter.

n Download the vCenter Server installer.

Gather the following information to complete the installation or upgrade:

n The location to install vSphere Authentication Proxy, if you are not using the default location.

n The address and credentials for the vCenter Server that vSphere Authentication Proxy will connect to:
IP address or name, HTTP port, user name, and password.

n The host name or IP address to identify vSphere Authentication Proxy on the network.

Procedure

1 Add the host machine where you will install the authentication proxy service to the domain.

2 Use the Domain Administrator account to log in to the host machine.

3 In the software installer directory, double-click the autorun.exe file to start the installer.

4 Select VMware vSphere Authentication Proxy and click Install.

5 Follow the wizard prompts to complete the installation or upgrade.

During installation, the authentication service registers with the vCenter Server instance where Auto
Deploy is registered.

When you install the vSphere Authentication Proxy service, the installer creates a domain account with
appropriate privileges to run the authentication proxy service. The account name begins with the prefix CAM-
and has a 32-character, randomly generated password associated with it. The password is set to never
expire. Do not change the account settings.

What to do next

Configure ESXi to use vSphere Authentication Proxy to join a domain. See the vSphere Security
documentation.

Uninstall vCenter Server
You must have administrator privileges to uninstall VMware vCenter Server.

IMPORTANT   If you are using the embedded PostgreSQL database, uninstalling vCenter Server causes the
embedded database to be uninstalled, and all data is lost.

Prerequisites

If you are uninstalling the vCenter Server system, remove the hosts from the Hosts and Clusters inventory.
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Procedure

1 As an administrator user on the Windows system, click Start > Control Panel > Programs and Features.

2 Select VMware vCenter Server from the list and click Remove.

3 Click Remove to confirm that you want to remove the program.

4 Click Finish.

Repointing the Connections Between vCenter Server and
Platform Services Controller

Joining external Platform Services Controllers in the same vCenter Single Sign-On domain, ensures high
availability of your system.

If your environment contains external Platform Services Controllers that replicate the infrastructure data
within a single domain, you can redirect the vCenter Server instances and vCenter Server Appliances to
another Platform Services Controller. As long as the Platform Services Controllers are in the same domain, if
a Platform Services Controller stops responding, you can redirect the vCenter Server instances and
vCenter Server Appliances to another Platform Services Controller within the domain.

Example: Repoint a vCenter Server Appliance to Another External
Platform Services Controller

If you deploy the vCenter Server Appliance with an external Platform Services Controller and then deploy
another Platform Services Controller appliance and join it to the vCenter Single Sign-On domain in the first
Platform Services Controller, you can repoint the vCenter Server Appliance to the other
Platform Services Controller in the domain at any time.

Consider the following scenario:

1 Deploy a Platform Services Controller appliance A.

2 Deploy a Platform Services Controller appliance B, and join it to the vCenter Single Sign-On domain in
Platform Services Controller A.

3 Deploy a vCenter Server Appliance and register it with the Platform Services Controller appliance A.

4 If Platform Services Controller appliance A stops responding, repoint the vCenter Server Appliance to
Platform Services Controller appliance B.

a Log in to the vCenter Server Appliance Linux console as root.

b Repoint the vCenter Server Appliance to Platform Services Controller appliance B.

/usr/lib/vmware-vmafd/bin/vmafd-cli set-dc-name -server-name localhost -dc-name system-

name-of-platform-services-controller-B

Here, system-name-of-platform-services-controller-B is the system name used to identify the
Platform Services Controller B. This system name must be an FQDN or a static IP address.

c (Optional) If Platform Services Controller B runs on an HTTPS port that is different from the
HTTPS port of Platform Services Controller A, you must also update the port number.

/usr/lib/vmware-vmafd/bin/vmafd-cli set-dc-port -server-name localhost -dc-port https-

port-of-platform-services-controller-B

d Use the service-control CLI to stop the services in the vCenter Server Appliance.

service-control --stop --all

e Use the service-control CLI to start the services in the vCenter Server Appliance.

service-control --start --all
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f Log in to the vCenter Server instance in the vCenter Server Appliance by using the
vSphere Web Client to verify that the vCenter Server is up and running and can be managed.

Example: Repoint vCenter Server to Another External
Platform Services Controller

If you install vCenter Server with an external Platform Services Controller and then install another
Platform Services Controller and join it to the vCenter Single Sign-On domain in the first
Platform Services Controller, you can repoint the vCenter Server to the other at any time.

Consider the following scenario:

1 Install a Platform Services Controller A.

2 Install a Platform Services Controller B, and join it to the vCenter Single Sign-On domain in
Platform Services Controller A.

3 Install vCenter Server and register it with the Platform Services Controller A.

4 If Platform Services Controller A stops responding, repoint the vCenter Server instance to
Platform Services Controller B.

a Log in as an administrator to the virtual machine or physical server on which you installed
vCenter Server.

b Open the command prompt.

c Repoint the vCenter Server instance to Platform Services Controller B.

C:\Program Files\VMware\vCenter Server\vmafdd\vmafd-cli set-dc-name —server-name 

localhost —dc-name system-name-of-platform-services-controller-B

Here, system-name-of-platform-services-controller-B is the system name used to identify the
Platform Services Controller B. This system name must be an FQDN or a static IP address.

d (Optional) If Platform Services Controller B runs on an HTTPS port that is different from the
HTTPS port of Platform Services Controller A, you must also update the port number.

C:\Program Files\VMware\vCenter Server\vmafdd\vmafd-cli set-dc-port —server-name 

localhost —dc-port https-port-of-platform-services-controller-B

e Use the service-control CLI to stop the vCenter Server services.

service-control --stop --all

f Use the service-control CLI to start the vCenter Server services.

service-control --start --all

g Log in to the vCenter Server instance by using the vSphere Web Client to verify that the
vCenter Server is up and running and can be managed.
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Backing Up and Restoring
vCenter Server 12

You can use vSphere Data Protection to back up and restore a virtual machine (VM) that contains
vCenter Server, a vCenter Server Appliance, or a Platform Services Controller.

IMPORTANT   This documentation provides information about backing up and restoring vCenter Server with
an embedded Platform Services Controller and vCenter Server Appliance with an embedded
Platform Services Controller. For information on how to back up and restore vCenter Server with an
external Platform Services Controller and vCenter Server Appliance with an external
Platform Services Controller, see How to backup and restore vCenter Server 6.0 external deployment model.

vSphere Data Protection is a disk-based backup and recovery solution that is powered by EMC. vSphere
Data Protection is fully integrated with vCenter Server and lets you manage backup jobs while storing
backups in deduplicated destination storage locations. After you deploy and configure vSphere Data
Protection, you can access vSphere Data Protection by using the vSphere Web Client interface to select,
schedule, configure, and manage backups and recoveries of VMs. During a backup, vSphere Data Protection
creates a quiesced snapshot of the VM. Deduplication is automatically performed with every backup
operation.

In vSphere 6.0, to back up and restore a VM that contains vCenter Server, a vCenter Server Appliance, or a
Platform Services Controller, you must do a full image backup, and the VM must meet the following
requirements:

n The VM must have VMware Tools installed and running.

n The VM must use a fully qualified domain name (FQDN) with correct DNS resolution, or must be
configured with a static IP address.

The following backups and recoveries are not supported:

n Incremental backups

n Differential backups

n Individual disk backups

n Virtual machines that have snapshots

You can also use vSphere Data Protection to restore a VM that contains vCenter Server instance directly on
the ESXi host that is running the vSphere Data Protection Appliance when the vCenter Server service
becomes unavailable or when you cannot access the vSphere Data Protection user interface by using the
vSphere Web Client.

1 Deploy the vSphere Data Protection OVF Template on page 256
Deploy vSphere Data Protection to back up and restore a VM that contains vCenter Server or the
vCenter Server Appliance.
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2 Configure vSphere Data Protection on page 257
During the initial vSphere Data Protection configuration you can configure the network settings and
time zone information for your vSphere Data Protection Appliance. You use the vSphere Data
Protection configuration wizard to register the vSphere Data Protection Appliance with
vCenter Server.

3 Create a Backup Job in vSphere Data Protection on page 258
You can create backup jobs to associate the backup of a set of one or more VMs that contain
vCenter Server or the vCenter Server Appliance with a backup schedule and specific retention
policies.

4 Start Manually a Backup Job on page 259
A backup operation starts automatically according to the scheduled date, time, and frequency
configured in the backup job. If you want to run an existing backup job immediately, you can start the
process manually.

5 Restoring vCenter Server on page 260
After you back up a VM that contains vCenter Server or the vCenter Server Appliance, you can restore
the backups to the original location or a new location.

Deploy the vSphere Data Protection OVF Template
Deploy vSphere Data Protection to back up and restore a VM that contains vCenter Server or the
vCenter Server Appliance.

Prerequisites

n Verify that your ESXi version is 5.0 or later.

n If a firewall is enabled in your environment, verify that port 902 is open for communication between the
vSphere Data Protection Appliance and the ESXi host. See the vSphere Data Protection documentation.

n Verify that the VMware Client Integration Plug-in is installed for your browser. For more information,
see “Install the Client Integration Plug-In,” on page 234.

n Use the vSphere Web Client to log in as an administrator to the vCenter Server instance that manages
your environment.

Procedure

1 Select vCenter > Datacenters.

2 On the Objects tab, click Actions and select Deploy OVF Template.

3 Navigate to the location of the vSphere Data Protection Appliance .ova file and click Open.

4 Verify the OVF template details and click Next.

5 Review the template details, click Next, and follow the prompts of the wizard to accept the license
agreement.

6 On the Select name and folder page, enter an FQDN for the vSphere Data Protection Appliance, select
the folder or data center where you want to deploy the vSphere Data Protection Appliance, and click
Next.

The vSphere Data Protection configuration uses the name that you enter to find the vSphere Data
Protection Appliance in the vCenter Server inventory. Do not change the vSphere Data Protection
Appliance name after installation.

7 Select the host on which to deploy the vSphere Data Protection Appliance and click Next.

8 Select the virtual disk format and the storage location for the vSphere Data Protection Appliance and
click Next.
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9 Select the destination network for the vSphere Data Protection Appliance and click Next.

10 On the Customize template page, enter the network settings such as the default gateway, DNS, network
IP address, and netmask and click Next.

Confirm that the IP addresses are correct and match the entry in the DNS server. If you enter incorrect
IP addresses, you must redeploy the vSphere Data Protection Appliance.

NOTE   The vSphere Data Protection Appliance does not support DHCP. A static IP address is required.

11 On the Ready to complete page, confirm that all of the deployment options are correct, select Power on
after deployment, and click Finish.

The vSphere Data Protection Appliance deployment process starts and the vSphere Data Protection
Appliance boots in install mode.

What to do next

Configure the initial settings of vSphere Data Protection. See “Configure vSphere Data Protection,” on
page 257.

Configure vSphere Data Protection
During the initial vSphere Data Protection configuration you can configure the network settings and time
zone information for your vSphere Data Protection Appliance. You use the vSphere Data Protection
configuration wizard to register the vSphere Data Protection Appliance with vCenter Server.

Prerequisites

n Deploy the vSphere Data Protection Appliance.

n Read the vSphere Data Protection Administration Guide for the complete list of steps to configure vSphere
Data Protection.

n Verify that enough disk space is available on the datastore. When an optional performance analysis test
is run during the initial configuration of the appliance, 41 GB is required for each disk on each
datastore. If the available space is not enough, the test reports a value of 0 for all of the read, write, and
seek tests, and displays a final status of insufficient space.

n Use the vSphere Web Client to log in as an administrator to the vCenter Server instance that manages
your environment.

Procedure

1 In the vSphere Web Client, select vCenter Inventory Lists > Virtual Machines.

2 Right-click the vSphere Data Protection Appliance and select Open Console.

After the installation files load, the Welcome screen for the vSphere Data Protection menu appears.

3 In a Web browser, navigate to vSphere Data Protection Configuration Utility URL.

https://IP_address_VDP_Appliance:8543/vdp-configure/

4 Log in as root.

The default password is changeme.

The vSphere Data Protection configuration wizard appears.

5 On the Network settings page of the wizard, enter or confirm the network and server information for
the vSphere Data Protection Appliance, and click Next.

Ensure that the values are populated correctly, otherwise the initial configuration fails.
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6 Select the appropriate time zone for your vSphere Data Protection Appliance and click Next.

7 On the VDP credentials page, select a new root password for the virtual appliance and click Next.

8 On the vCenter Registration page, register the appliance with vCenter Server:

a In the vCenter username text box, enter a vCenter Server user name.

If the user belongs to a domain account, enter the user name by using the DOMAIN\UserName
format.

IMPORTANT   If you enter the vCenter Single Sign-On administrator user name in the user principal
name (UPN) format, the tasks related to vSphere Data Protection operations do not appear in the
Recent Tasks pane of the vSphere Web Client. If you want to use the vCenter Single Sign-On
administrator user name, enter the vCenter Single Sign-On user name in UPN format.

b In the vCenter password text box, enter the vCenter Server password.

c Enter a vCenter FQDN or IP address.

d Change the default vCenter Server HTTP port.

Enter a custom value for the HTTP port if you must connect to vCenter Server over the HTTP port,
instead of the HTTPS port, which is used for all other communication.

e Enter a vCenter HTTPS port (the default is 443).

f Select the Use vCenter for SSO authentication check box.

g (Optional) Click Test Connection.

A connection success message appears. If this message does not appear, troubleshoot your settings
and repeat this step until a successful message appears.

9 Click Next and respond to the wizard prompts to complete the configuration.

What to do next

Create a backup job with specific retention policy and backup schedule. For more information, see “Create a
Backup Job in vSphere Data Protection,” on page 258.

Create a Backup Job in vSphere Data Protection
You can create backup jobs to associate the backup of a set of one or more VMs that contain vCenter Server
or the vCenter Server Appliance with a backup schedule and specific retention policies.

IMPORTANT   This documentation provides information about backing up and restoring vCenter Server with
an embedded Platform Services Controller and vCenter Server Appliance with an embedded
Platform Services Controller. For information on how to back up and restore vCenter Server with an
external Platform Services Controller and vCenter Server Appliance with an external
Platform Services Controller, see How to backup and restore vCenter Server 6.0 external deployment model.

Prerequisites

n Deploy and configure the vSphere Data Protection Appliance.

n Use the vSphere Web Client to log in to the vCenter Server instance that manages your environment.
Log in as the user with administrator privileges that was used during the vSphere Data Protection
configuration.

Procedure

1 On the vSphere Web Client Home page, click vSphere Data Protection.
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2 From the Backup Job Actions menu, select New to run the Create new backup job wizard.

3 On the Job Type page, select Guest Images and click Next.

4 On the Data Type page, select Full Image and click Next.

You can see all the objects and virtual machines in the vCenter Server inventory.

5 On the Backup Targets page, select the VM that contains the vCenter Server instance you want to back
up, and click Next.

6 On the Schedule page, select the schedule for the backup job and click Next.

7 On the Retention Policy page, select a retention period and click Next.

NOTE   When you enter a new maintenance period that follows the expiration of a backup, the vSphere
Data Protection Appliance removes its reference to the backup data and you cannot restore the expired
backup. The vSphere Data Protection Appliance determines whether the backup data is used by any
other restore point, and if the system determines that the data is not used, the data is removed and the
disk capacity becomes available.

8 On the Name page, enter a name for the backup job and click Next.

9 On the Ready to Complete page, review the summary information for the backup job and click Finish.

The newly created backup job is listed on the Backup tab. The backup job starts automatically
according to the configured schedule.

What to do next

n Run an existing backup job immediately . For more information, see “Create a Backup Job in vSphere
Data Protection,” on page 258.

n Restore a backed up vCenter Server or a vCenter Server Appliance. For more information, see 
“Restoring vCenter Server,” on page 260.

Start Manually a Backup Job
A backup operation starts automatically according to the scheduled date, time, and frequency configured in
the backup job. If you want to run an existing backup job immediately, you can start the process manually.

Prerequisites

n Deploy and configure the vSphere Data Protection Appliance.

n Create a backup job. See “Create a Backup Job in vSphere Data Protection,” on page 258.

n Use the vSphere Web Client to log in to the vCenter Server instance that manages your environment.
Log in as the user with administrator privileges that was used during the vSphere Data Protection
configuration.

Procedure

1 On the vSphere Web Client Home page, click vSphere Data Protection.

2 On the Backup tab, select the backup job that you want to run.

3 Click Backup now, and select Backup all sources.

A dialog box confirms that the backup operation was successfully initiated.

What to do next

Restore a backed up vCenter Server or vCenter Server Appliance. For more information, see “Restoring
vCenter Server,” on page 260.
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Restoring vCenter Server
After you back up a VM that contains vCenter Server or the vCenter Server Appliance, you can restore the
backups to the original location or a new location.

You can restore VMs to the original location by either overwriting the backed up VM or by creating a new
VM that contains the restored vCenter Server or vCenter Server Appliance on the same ESXi host. You can
also restore the VM on a new ESXi host.

You can restore a VM on the ESXi host that is running the vSphere Data Protection Appliance. The direct-to-
host emergency restore operation lets you restore a VM that contains vCenter Server instance when
vCenter Server becomes unavailable or when the user cannot access the vSphere Data Protection user
interface by using the vSphere Web Client.

Restore vCenter Server to the Original Location
You can restore full image backups of VMs that contain vCenter Server or the vCenter Server Appliance
manually by using the Restore backup wizard.

IMPORTANT   This documentation provides information about backing up and restoring vCenter Server with
an embedded Platform Services Controller and vCenter Server Appliance with an embedded
Platform Services Controller. For information on how to back up and restore vCenter Server with an
external Platform Services Controller and vCenter Server Appliance with an external
Platform Services Controller, see How to backup and restore vCenter Server 6.0 external deployment model.

Prerequisites

n Deploy and configure the vSphere Data Protection Appliance.

n Back up a VM with running vCenter Server or the vCenter Server Appliance. See, “Create a Backup Job
in vSphere Data Protection,” on page 258.

n Use the vSphere Web Client to log in to the vCenter Server instance that manages your environment.
Log in as the user with administrator privileges that was used during the vSphere Data Protection
configuration.

Procedure

1 On the vSphere Web Client Home page, click vSphere Data Protection.

2 Click the Restore tab.

3 (Optional) Filter the backups to narrow your search.

4 Select a VM listed in the Name column, and select one or more backup items that you want to restore.

When you select a VM, you can see the list the performed backups for that VM.

5 Click Restore to start the Restore backup wizard.

6 On the Select Backup page, verify that the list of backups is correct, remove the backups that you want
to exclude from the restore operation, and click Next.

7 On the Set Restore Options page, leave the Restore to Original Location check box selected.

IMPORTANT   If the virtual disk of the original VM has been removed or deleted, you cannot restore the
VM to its original location. The VMDK must be restored to a new location.

8 (Optional) Under Advanced options, select a new datastore to power on the VM after it is restored and
to reconnect the NIC.

9 Click Next.
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10 On the Ready to complete page, review the summary of your restore requests, and click Finish to start
the restore operation.

NOTE   If in Step 8 you selected to reconnect NIC during the restore process, verify that the network
configuration for the newly created VM is correct. The new VM NIC might use the same IP address as
the original VM, which causes conflicts.

An information dialog box confirms that the restore operation was successfully initiated. You can monitor
the restore progress in the Recent Tasks pane.

Restore vCenter Server to a New Location
You can restore full image backups manually by using the Restore backup wizard.

IMPORTANT   This documentation provides information about backing up and restoring vCenter Server with
an embedded Platform Services Controller and vCenter Server Appliance with an embedded
Platform Services Controller. For information on how to back up and restore vCenter Server with an
external Platform Services Controller and vCenter Server Appliance with an external
Platform Services Controller, see How to backup and restore vCenter Server 6.0 external deployment model.

Prerequisites

n Deploy and configure the vSphere Data Protection Appliance.

n Back up a VM with running vCenter Server or the vCenter Server Appliance. See, “Create a Backup Job
in vSphere Data Protection,” on page 258.

n Use the vSphere Web Client to log in to the vCenter Server instance that manages your environment.
Log in as the user with administrator privileges that was used during the vSphere Data Protection
configuration.

Procedure

1 On the vSphere Web Client Home page, click vSphere Data Protection.

2 Click the Restore tab.

3 (Optional) Filter the backups to narrow your search.

4 Select a VM listed in the Name column, and select one or more backup items that you want to restore.

When you select a VM, you can see the list the performed backups for that VM.

5 Click Restore to start the Restore backup wizard.

6 On the Select Backup page, verify that the list of backups is correct, remove the backups that you want
to exclude from the restore operation, and click Next.

7 On the Set Restore Options page, deselect the Restore to Original Location check box to set the restore
options for each backup that you are restoring to a new location.

8 Enter the new VM name and click Choose to select a new host for the restored VM.

9 Select the datastore in which to restore the VM that contains vCenter Server or the
vCenter Server Appliance, and click Next.

10 (Optional) Under Advanced options, select a new datastore to power on the VM after it is restored and
to reconnect the NIC.

11 Click Next.
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12 On the Ready to complete page, review the summary of your restore requests, and click Finish to start
the restore operation.

NOTE   If in Step 10 you selected to reconnect NIC during the restore process, confirm the network
configuration for the newly created VM. The new VM NIC might use the same IP address as the
original VM, which causes conflicts.

An information dialog box confirms that the restore operation was successfully initiated. You can monitor
the restore progress in the Recent Tasks pane.

Restore vCenter Server with the Direct-to-Host Emergency Restore Operation
The direct-to-host emergency restore operation lets you restore the VM that contains vCenter Server or the
vCenter Server Appliance when vCenter Server becomes unavailable or when you cannot access the
vSphere Data Protection user interface by using the vSphere Web Client.

vSphere Data Protection depends on vCenter Server for many of the vSphere Data Protection core
operations. When vCenter Server becomes unavailable, an emergency restore operation can restore the VM
that contains the vCenter Server directly on the ESXi host that is running the vSphere Data Protection
Appliance. The Emergency Restore tab displays a list of VMs that have been backed up by the vSphere Data
Protection Appliance. These VMs containing vCenter Server instances can be restored as new VMs on the
ESXi host where the vSphere Data Protection Appliance is running. For best practices, recommendations,
and limitations of the emergency restore operation, see the vSphere Data Protection documentation.

Procedure

1 Log in as an administrator to the vSphere Client, click the Summary tab.

a Under Host Management, select Disassociate Host from vCenter Server.

b Click Yes when prompted to disassociate the host from vCenter Server.

2 In a Web browser, navigate to the vSphere Data Protection Configure Utility.

https://IP_address_VDP_Appliance:8543/vdp-configure/.

3 On the Emergency Restore tab, select the VM that will serve as the restore point, and click Restore.

4 In the Host Credentials dialog box, enter valid host credentials and click OK.

5 In the Restore a Backup dialog box, enter a new name.

6 Select a datastore as the destination target for the backup, and click Restore.

CAUTION   The datastore capacity size is listed. Make sure you select a datastore with enough disk space
to accommodate the restore. Insufficient space causes the restore to fail.

7 In the Recent Tasks pane, check the progress to verify that the restore is submitted successfully.

NOTE   The restored VM is listed in the inventory at the vSphere host level. Restoring to a more specific
inventory path is not supported.
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About vSphere Availability

vSphere Availability describes solutions that provide business continuity, including how to establish
vSphere® High Availability (HA) and vSphere Fault Tolerance.

Intended Audience
This information is for anyone who wants to provide business continuity through the vSphere HA and Fault
Tolerance solutions. The information in this book is for experienced Windows or Linux system
administrators who are familiar with virtual machine technology and data center operations.
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Business Continuity and Minimizing
Downtime 1

Downtime, whether planned or unplanned, brings with it considerable costs. However, solutions to ensure
higher levels of availability have traditionally been costly, hard to implement, and difficult to manage.

VMware software makes it simpler and less expensive to provide higher levels of availability for important
applications. With vSphere, organizations can easily increase the baseline level of availability provided for
all applications as well as provide higher levels of availability more easily and cost effectively. With
vSphere, you can:

n Provide higher availability independent of hardware, operating system, and applications.

n Reduce planned downtime for common maintenance operations.

n Provide automatic recovery in cases of failure.

vSphere makes it possible to reduce planned downtime, prevent unplanned downtime, and recover rapidly
from outages.

This chapter includes the following topics:

n “Reducing Planned Downtime,” on page 7

n “Preventing Unplanned Downtime,” on page 8

n “vSphere HA Provides Rapid Recovery from Outages,” on page 8

n “vSphere Fault Tolerance Provides Continuous Availability,” on page 9

Reducing Planned Downtime
Planned downtime typically accounts for over 80% of data center downtime. Hardware maintenance, server
migration, and firmware updates all require downtime for physical servers. To minimize the impact of this
downtime, organizations are forced to delay maintenance until inconvenient and difficult-to-schedule
downtime windows.

vSphere makes it possible for organizations to dramatically reduce planned downtime. Because workloads
in a vSphere environment can be dynamically moved to different physical servers without downtime or
service interruption, server maintenance can be performed without requiring application and service
downtime. With vSphere, organizations can:

n Eliminate downtime for common maintenance operations.

n Eliminate planned maintenance windows.

n Perform maintenance at any time without disrupting users and services.
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The vSphere vMotion® and Storage vMotion functionality in vSphere makes it possible for organizations to
reduce planned downtime because workloads in a VMware environment can be dynamically moved to
different physical servers or to different underlying storage without service interruption. Administrators
can perform faster and completely transparent maintenance operations, without being forced to schedule
inconvenient maintenance windows.

Preventing Unplanned Downtime
While an ESXi host provides a robust platform for running applications, an organization must also protect
itself from unplanned downtime caused from hardware or application failures. vSphere builds important
capabilities into data center infrastructure that can help you prevent unplanned downtime.

These vSphere capabilities are part of virtual infrastructure and are transparent to the operating system and
applications running in virtual machines. These features can be configured and utilized by all the virtual
machines on a physical system, reducing the cost and complexity of providing higher availability. Key
availability capabilities are built into vSphere:

n Shared storage. Eliminate single points of failure by storing virtual machine files on shared storage,
such as Fibre Channel or iSCSI SAN, or NAS. The use of SAN mirroring and replication features can be
used to keep updated copies of virtual disk at disaster recovery sites.

n Network interface teaming. Provide tolerance of individual network card failures.

n Storage multipathing. Tolerate storage path failures.

In addition to these capabilities, the vSphere HA and Fault Tolerance features can minimize or eliminate
unplanned downtime by providing rapid recovery from outages and continuous availability, respectively.

vSphere HA Provides Rapid Recovery from Outages
vSphere HA leverages multiple ESXi hosts configured as a cluster to provide rapid recovery from outages
and cost-effective high availability for applications running in virtual machines.

vSphere HA protects application availability in the following ways:

n It protects against a server failure by restarting the virtual machines on other hosts within the cluster.

n It protects against application failure by continuously monitoring a virtual machine and resetting it in
the event that a failure is detected.

n It protects against datastore accessibility failures by restarting affected virtual machines on other hosts
which still have access to their datastores.

n It protects virtual machines against network isolation by restarting them if their host becomes isolated
on the management or Virtual SAN network. This protection is provided even if the network has
become partitioned.

Unlike other clustering solutions, vSphere HA provides the infrastructure to protect all workloads with the
infrastructure:

n You do not need to install special software within the application or virtual machine. All workloads are
protected by vSphere HA. After vSphere HA is configured, no actions are required to protect new
virtual machines. They are automatically protected.

n You can combine vSphere HA with vSphere Distributed Resource Scheduler (DRS) to protect against
failures and to provide load balancing across the hosts within a cluster.

vSphere Availability
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vSphere HA has several advantages over traditional failover solutions:

Minimal setup After a vSphere HA cluster is set up, all virtual machines in the cluster get
failover support without additional configuration.

Reduced hardware cost
and setup

The virtual machine acts as a portable container for the applications and it
can be moved among hosts. Administrators avoid duplicate configurations
on multiple machines. When you use vSphere HA, you must have sufficient
resources to fail over the number of hosts you want to protect with vSphere
HA. However, the vCenter Server system automatically manages resources
and configures clusters.

Increased application
availability

Any application running inside a virtual machine has access to increased
availability. Because the virtual machine can recover from hardware failure,
all applications that start at boot have increased availability without
increased computing needs, even if the application is not itself a clustered
application. By monitoring and responding to VMware Tools heartbeats and
restarting nonresponsive virtual machines, it protects against guest operating
system crashes.

DRS and vMotion
integration

If a host fails and virtual machines are restarted on other hosts, DRS can
provide migration recommendations or migrate virtual machines for
balanced resource allocation. If one or both of the source and destination
hosts of a migration fail, vSphere HA can help recover from that failure.

vSphere Fault Tolerance Provides Continuous Availability
vSphere HA provides a base level of protection for your virtual machines by restarting virtual machines in
the event of a host failure. vSphere Fault Tolerance provides a higher level of availability, allowing users to
protect any virtual machine from a host failure with no loss of data, transactions, or connections.

Fault Tolerance provides continuous availability by ensuring that the states of the Primary and Secondary
VMs are identical at any point in the instruction execution of the virtual machine.

If either the host running the Primary VM or the host running the Secondary VM fails, an immediate and
transparent failover occurs. The functioning ESXi host seamlessly becomes the Primary VM host without
losing network connections or in-progress transactions. With transparent failover, there is no data loss and
network connections are maintained. After a transparent failover occurs, a new Secondary VM is respawned
and redundancy is re-established. The entire process is transparent and fully automated and occurs even if
vCenter Server is unavailable.

Chapter 1 Business Continuity and Minimizing Downtime
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Creating and Using vSphere HA
Clusters 2

vSphere HA clusters enable a collection of ESXi hosts to work together so that, as a group, they provide
higher levels of availability for virtual machines than each ESXi host can provide individually. When you
plan the creation and usage of a new vSphere HA cluster, the options you select affect the way that cluster
responds to failures of hosts or virtual machines.

Before you create a vSphere HA cluster, you should know how vSphere HA identifies host failures and
isolation and how it responds to these situations. You also should know how admission control works so
that you can choose the policy that fits your failover needs. After you establish a cluster, you can customize
its behavior with advanced options and optimize its performance by following recommended best practices.

NOTE   You might get an error message when you try to use vSphere HA. For information about error
messages related to vSphere HA, see the VMware knowledge base article at 
http://kb.vmware.com/kb/1033634.

This chapter includes the following topics:

n “How vSphere HA Works,” on page 11

n “vSphere HA Admission Control,” on page 20

n “vSphere HA Interoperability,” on page 26

n “Creating and Configuring a vSphere HA Cluster,” on page 29

n “Best Practices for vSphere HA Clusters,” on page 37

How vSphere HA Works
vSphere HA provides high availability for virtual machines by pooling the virtual machines and the hosts
they reside on into a cluster. Hosts in the cluster are monitored and in the event of a failure, the virtual
machines on a failed host are restarted on alternate hosts.

When you create a vSphere HA cluster, a single host is automatically elected as the master host. The master
host communicates with vCenter Server and monitors the state of all protected virtual machines and of the
slave hosts. Different types of host failures are possible, and the master host must detect and appropriately
deal with the failure. The master host must distinguish between a failed host and one that is in a network
partition or that has become network isolated. The master host uses network and datastore heartbeating to
determine the type of failure.

Sphere HA Clusters (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:vSphereHAClusters)
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Master and Slave Hosts
When you add a host to a vSphere HA cluster, an agent is uploaded to the host and configured to
communicate with other agents in the cluster. Each host in the cluster functions as a master host or a slave
host.

When vSphere HA is enabled for a cluster, all active hosts (those not in standby or maintenance mode, or
not disconnected) participate in an election to choose the cluster's master host. The host that mounts the
greatest number of datastores has an advantage in the election. Only one master host typically exists per
cluster and all other hosts are slave hosts. If the master host fails, is shut down or put in standby mode, or is
removed from the cluster a new election is held.

The master host in a cluster has a number of responsibilities:

n Monitoring the state of slave hosts. If a slave host fails or becomes unreachable, the master host
identifies which virtual machines need to be restarted.

n Monitoring the power state of all protected virtual machines. If one virtual machine fails, the master
host ensures that it is restarted. Using a local placement engine, the master host also determines where
the restart should be done.

n Managing the lists of cluster hosts and protected virtual machines.

n Acting as vCenter Server management interface to the cluster and reporting the cluster health state.

The slave hosts primarily contribute to the cluster by running virtual machines locally, monitoring their
runtime states, and reporting state updates to the master host. A master host can also run and monitor
virtual machines. Both slave hosts and master hosts implement the VM and Application Monitoring
features.

One of the functions performed by the master host is to orchestrate restarts of protected virtual machines. A
virtual machine is protected by a master host after vCenter Server observes that the virtual machine's power
state has changed from powered off to powered on in response to a user action. The master host persists the
list of protected virtual machines in the cluster's datastores. A newly elected master host uses this
information to determine which virtual machines to protect.

NOTE   If you disconnect a host from a cluster, all of the virtual machines registered to that host are
unprotected by vSphere HA.

Host Failure Types and Detection
The master host of a vSphere HA cluster is responsible for detecting the failure of slave hosts. Depending on
the type of failure detected, the virtual machines running on the hosts might need to be failed over.

In a vSphere HA cluster, three types of host failure are detected:

n Failure- A host stops functioning.

n Isolation- A host becomes network isolated.

n Partition- A host loses network connectivity with the master host.

The master host monitors the liveness of the slave hosts in the cluster. This communication is done through
the exchange of network heartbeats every second. When the master host stops receiving these heartbeats
from a slave host, it checks for host liveness before declaring the host to have failed. The liveness check that
the master host performs is to determine whether the slave host is exchanging heartbeats with one of the
datastores. See “Datastore Heartbeating,” on page 19. Also, the master host checks whether the host
responds to ICMP pings sent to its management IP addresses.
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If a master host is unable to communicate directly with the agent on a slave host, the slave host does not
respond to ICMP pings, and the agent is not issuing heartbeats it is considered to have failed. The host's
virtual machines are restarted on alternate hosts. If such a slave host is exchanging heartbeats with a
datastore, the master host assumes that it is in a network partition or network isolated and so continues to
monitor the host and its virtual machines. See “Network Partitions,” on page 18.

Host network isolation occurs when a host is still running, but it can no longer observe traffic from vSphere
HA agents on the management network. If a host stops observing this traffic, it attempts to ping the cluster
isolation addresses. If this also fails, the host declares itself as isolated from the network.

The master host monitors the virtual machines that are running on an isolated host and if it observes that
they power off, and the master host is responsible for the virtual machines, it restarts them.

NOTE   If you ensure that the network infrastructure is sufficiently redundant and that at least one network
path is available at all times, host network isolation should be a rare occurrence.

Determining Responses to Host Issues
If a host fails and its virtual machines must be restarted, you can control the order in which the virtual
machines are restarted with the VM restart priority setting. You can also configure how vSphere HA
responds if hosts lose management network connectivity with other hosts by using the host isolation
response setting. Other factors are also considered when vSphere HA restarts a virtual machine after a
failure.

The following settings apply to all virtual machines in the cluster in the case of a host failure or isolation.
You can also configure exceptions for specific virtual machines. See “Customize an Individual Virtual
Machine,” on page 37.

VM Restart Priority
VM restart priority determines the relative order in which virtual machines are allocated resources after a
host failure. Such virtual machines are assigned to hosts with unreserved capacity, with the highest priority
virtual machines placed first and continuing to those with lower priority until all virtual machines have
been placed or no more cluster capacity is available to meet the reservations or memory overhead of the
virtual machines. A host then restarts the virtual machines assigned to it in priority order. If there are
insufficient resources, vSphere HA waits for more unreserved capacity to become available, for example,
due to a host coming back online, and then retries the placement of these virtual machines. To reduce the
chance of this situation occurring, configure vSphere HA admission control to reserve more resources for
failures. Admission control allows you to control the amount of cluster capacity that is reserved by virtual
machines, which is unavailable to meet the reservations and memory overhead of other virtual machines if
there is a failure.

The values for this setting are Disabled, Low, Medium (the default), and High. The Disabled setting is
ignored by the vSphere HA VM/Application monitoring feature because this feature protects virtual
machines against operating system-level failures and not virtual machine failures. When an operating
system-level failure occurs, the operating system is rebooted by vSphere HA, and the virtual machine is left
running on the same host. You can change this setting for individual virtual machines.

NOTE   A virtual machine reset causes a hard reboot of the guest operating system, but does not power cycle
the virtual machine.

The restart priority settings for virtual machines vary depending on user needs. Assign higher restart
priority to the virtual machines that provide the most important services.

For example, in the case of a multitier application, you might rank assignments according to functions
hosted on the virtual machines.

n High. Database servers that provide data for applications.
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n Medium. Application servers that consume data in the database and provide results on web pages.

n Low. Web servers that receive user requests, pass queries to application servers, and return results to
users.

If a host fails, vSphere HA attempts to register to an active host the affected virtual machines that were
powered on and have a restart priority setting of Disabled, or that were powered off.

Host Isolation Response
Host isolation response determines what happens when a host in a vSphere HA cluster loses its
management network connections, but continues to run. You can use the isolation response to have vSphere
HA power off virtual machines that are running on an isolated host and restart them on a nonisolated host.
Host isolation responses require that Host Monitoring Status is enabled. If Host Monitoring Status is
disabled, host isolation responses are also suspended. A host determines that it is isolated when it is unable
to communicate with the agents running on the other hosts, and it is unable to ping its isolation addresses.
The host then executes its isolation response. The responses are Power off and restart VMs or Shutdown and
restart VMs. You can customize this property for individual virtual machines.

NOTE   If a virtual machine has a restart priority setting of Disabled, no host isolation response is made.

To use the Shutdown and restart VMs setting, you must install VMware Tools in the guest operating system
of the virtual machine. Shutting down the virtual machine provides the advantage of preserving its state.
Shutting down is better than powering off the virtual machine, which does not flush most recent changes to
disk or commit transactions. Virtual machines that are in the process of shutting down take longer to fail
over while the shutdown completes. Virtual Machines that have not shut down in 300 seconds, or the time
specified in the advanced option das.isolationshutdowntimeout, are powered off.

After you create a vSphere HA cluster, you can override the default cluster settings for Restart Priority and
Isolation Response for specific virtual machines. Such overrides are useful for virtual machines that are used
for special tasks. For example, virtual machines that provide infrastructure services like DNS or DHCP
might need to be powered on before other virtual machines in the cluster.

A virtual machine "split-brain" condition can occur when a host becomes isolated or partitioned from a
master host and the master host cannot communicate with it using heartbeat datastores. In this situation, the
master host cannot determine that the host is alive and so declares it dead. The master host then attempts to
restart the virtual machines that are running on the isolated or partitioned host. This attempt succeeds if the
virtual machines remain running on the isolated/partitioned host and that host lost access to the virtual
machines' datastores when it became isolated or partitioned. A split-brain condition then exists because
there are two instances of the virtual machine. However, only one instance is able to read or write the
virtual machine's virtual disks. VM Component Protection can be used to prevent this split-brain condition.
When you enable VMCP with the aggressive setting, it monitors the datastore accessibility of powered-on
virtual machines, and shuts down those that lose access to their datastores.

To recover from this situation, ESXi generates a question on the virtual machine that has lost the disk locks
for when the host comes out of isolation and cannot reacquire the disk locks. vSphere HA automatically
answers this question, allowing the virtual machine instance that has lost the disk locks to power off,
leaving just the instance that has the disk locks.
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Factors Considered for Virtual Machine Restarts
After a failure, the cluster's master host attempts to restart affected virtual machines by identifying a host
that can power them on. When choosing such a host, the master host considers a number of factors.

File accessibility Before a virtual machine can be started, its files must be accessible from one
of the active cluster hosts that the master can communicate with over the
network

Virtual machine and
host compatibility

If there are accessible hosts, the virtual machine must be compatible with at
least one of them. The compatibility set for a virtual machine includes the
effect of any required VM-Host affinity rules. For example, if a rule only
permits a virtual machine to run on two hosts, it is considered for placement
on those two hosts.

Resource reservations Of the hosts that the virtual machine can run on, at least one must have
sufficient unreserved capacity to meet the memory overhead of the virtual
machine and any resource reservations. Four types of reservations are
considered: CPU, Memory, vNIC, and Virtual flash. Also, sufficient network
ports must be available to power on the virtual machine.

Host limits In addition to resource reservations, a virtual machine can only be placed on
a host if doing so does not violate the maximum number of allowed virtual
machines or the number of in-use vCPUs.

Feature constraints If the advanced option has been set that requires vSphere HA to enforce VM
to VM anti-affinity rules, vSphere HA does not violate this rule. Also,
vSphere HA does not violate any configured per host limits for fault tolerant
virtual machines.

If no hosts satisfy the preceding considerations, the master host issues an event stating that there are not
enough resources for vSphere HA to start the VM and tries again when the cluster conditions have changed.
For example, if the virtual machine is not accessible, the master host tries again after a change in file
accessibility.

Limits for Virtual Machine Restart Attempts
If the vSphere HA master agent's attempt to restart a VM, which involves registering it and powering it on,
fails, this restart is retried after a delay. vSphere HA attempts these restarts for a maximum number of
attempts (6 by default), but not all restart failures count against this maximum.

For example, the most likely reason for a restart attempt to fail is because either the VM is still running on
another host, or because vSphere HA tried to restart the VM too soon after it failed. In this situation, the
master agent delays the retry attempt by twice the delay imposed after the last attempt, with a 1 minute
minimum delay and a 30 minute maximum delay. Thus if the delay is set to 1 minute, there is an initial
attempt at T=0, then additional attempts made at T=1 (1 minute), T=3 (3 minutes), T=7 (7 minutes), T=15 (15
minutes), and T=30 (30 minutes). Each such attempt is counted against the limit and only six attempts are
made by default.

Other restart failures result in countable retries but with a different delay interval. An example scenario is
when the host chosen to restart virtual machine loses access to one of the VM's datastores after the choice
was made by the master agent. In this case, a retry is attempted after a default delay of 2 minutes. This
attempt also counts against the limit.

Finally, some retries are not counted. For example, if the host on which the virtual machine was to be
restarted fails before the master agent issues the restart request, the attempt is retried after 2 minutes but
this failure does not count against the maximum number of attempts.
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Virtual Machine Restart Notifications
vSphere HA generates a cluster event when a failover operation is in progress for virtual machines in the
cluster. The event also displays a configuration issue in the Cluster Summary tab which reports the number
of virtual machines that are being restarted. There are four different categories of such VMs.

n VMs being placed: vSphere HA is in the process of trying to restart these VMs

n VMs awaiting a retry: a previous restart attempt failed, and vSphere HA is waiting for a timeout to
expire before trying again.

n VMs requiring additional resources: insufficient resources are available to restart these VMs. vSphere
HA retries when more resources become available, for example a host comes back online.

n Inaccessible Virtual SAN VMs: vSphere HA cannot restart these Virtual SAN VMs because they are not
accessible. It retries when there is a change in accessibility.

These virtual machine counts are dynamically updated whenever a change is observed in the number of
VMs for which a restart operation is underway. The configuration issue is cleared when vSphere HA has
restarted all VMs or has given up trying.

In vSphere 5.5 or earlier, a per-VM event is triggered for an unsuccessful attempt to restart the virtual
machine. This event is disabled by default in vSphere 6.x and can be enabled by setting the vSphere HA
advanced option das.config.fdm.reportfailoverfailevent to 1.

VM and Application Monitoring
VM Monitoring restarts individual virtual machines if their VMware Tools heartbeats are not received
within a set time. Similarly, Application Monitoring can restart a virtual machine if the heartbeats for an
application it is running are not received. You can enable these features and configure the sensitivity with
which vSphere HA monitors non-responsiveness.

When you enable VM Monitoring, the VM Monitoring service (using VMware Tools) evaluates whether
each virtual machine in the cluster is running by checking for regular heartbeats and I/O activity from the
VMware Tools process running inside the guest. If no heartbeats or I/O activity are received, this is most
likely because the guest operating system has failed or VMware Tools is not being allocated any time to
complete tasks. In such a case, the VM Monitoring service determines that the virtual machine has failed
and the virtual machine is rebooted to restore service.

Occasionally, virtual machines or applications that are still functioning properly stop sending heartbeats. To
avoid unnecessary resets, the VM Monitoring service also monitors a virtual machine's I/O activity. If no
heartbeats are received within the failure interval, the I/O stats interval (a cluster-level attribute) is checked.
The I/O stats interval determines if any disk or network activity has occurred for the virtual machine during
the previous two minutes (120 seconds). If not, the virtual machine is reset. This default value (120 seconds)
can be changed using the advanced option das.iostatsinterval.

To enable Application Monitoring, you must first obtain the appropriate SDK (or be using an application
that supports VMware Application Monitoring) and use it to set up customized heartbeats for the
applications you want to monitor. After you have done this, Application Monitoring works much the same
way that VM Monitoring does. If the heartbeats for an application are not received for a specified time, its
virtual machine is restarted.

You can configure the level of monitoring sensitivity. Highly sensitive monitoring results in a more rapid
conclusion that a failure has occurred. While unlikely, highly sensitive monitoring might lead to falsely
identifying failures when the virtual machine or application in question is actually still working, but
heartbeats have not been received due to factors such as resource constraints. Low sensitivity monitoring
results in longer interruptions in service between actual failures and virtual machines being reset. Select an
option that is an effective compromise for your needs.
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The default settings for monitoring sensitivity are described in Table 2-1. You can also specify custom values
for both monitoring sensitivity and the I/O stats interval by selecting the Custom checkbox.

Table 2‑1.  VM Monitoring Settings

Setting Failure Interval (seconds) Reset Period

High 30 1 hour

Medium 60 24 hours

Low 120 7 days

After failures are detected, vSphere HA resets virtual machines. The reset ensures that services remain
available. To avoid resetting virtual machines repeatedly for nontransient errors, by default, virtual
machines will be reset only three times during a certain configurable time interval. After virtual machines
have been reset three times, vSphere HA makes no further attempts to reset the virtual machines after
subsequent failures until after the specified time has elapsed. You can configure the number of resets using
the Maximum per-VM resets custom setting.

NOTE   The reset statistics are cleared when a virtual machine is powered off then back on, or when it is
migrated using vMotion to another host. This causes the guest operating system to reboot, but is not the
same as a 'restart' in which the power state of the virtual machine is changed.

If a virtual machine has a datastore accessibility failure (either All Paths Down or Permanent Device Loss),
the VM Monitoring service suspends resetting it until the failure has been addressed.

VM Component Protection
If VM Component Protection (VMCP) is enabled, vSphere HA can detect datastore accessibility failures and
provide automated recovery for affected virtual machines.

VMCP provides protection against datastore accessibility failures that can affect a virtual machine running
on a host in a vSphere HA cluster. When a datastore accessibility failure occurs, the affected host can no
longer access the storage path for a specific datastore. You can determine the response that vSphere HA will
make to such a failure, ranging from the creation of event alarms to virtual machine restarts on other hosts.

VM Component Protection (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vm_component_protection)

Types of Failure
There are two types of datastore accessibility failure:

PDL PDL (Permanent Device Loss) is an unrecoverable loss of accessibility that
occurs when a storage device reports the datastore is no longer accessible by
the host. This condition cannot be reverted without powering off virtual
machines.

APD APD (All Paths Down) represents a transient or unknown accessibility loss
or any other unidentified delay in I/O processing. This type of accessibility
issue is recoverable.
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Configuring VMCP
VM Component Protection is enabled and configured in the vSphere Web Client. To enable this feature, you
must select the Protect against Storage Connectivity Loss checkbox in the edit cluster settings wizard. The
storage protection levels you can choose and the virtual machine remediation actions available differ
depending on the type of database accessibility failure.

PDL failures A virtual machine is automatically failed over to a new host unless you have
configured VMCP only to Issue events.

APD events The response to APD events is more complex and accordingly the
configuration is more fine-grained.

After the user-configured Delay for VM failover for APD period has
elapsed, the action taken depends on the policy you selected. An event will
be issued and the virtual machine is restarted conservatively or aggressively.
The conservative approach does not terminate the virtual machine if the
success of the failover is unknown, for example in a network partition. The
aggressive approach does terminate the virtual machine under these
conditions. Neither approach terminates the virtual machine if there are
insufficient resources in the cluster for the failover to succeed.

If APD recovers before the user-configured Delay for VM failover for APD
period has elapsed, you can choose to reset the affected virtual machines,
which recovers the guest applications that were impacted by the IO failures.

NOTE   If either the Host Monitoring or VM Restart Priority settings are disabled, VMCP cannot perform
virtual machine restarts. Storage health can still be monitored and events can be issued, however.

For more information on configuring VMCP, see “Configure Virtual Machine Responses,” on page 32.

Network Partitions
When a management network failure occurs for a vSphere HA cluster, a subset of the cluster's hosts might
be unable to communicate over the management network with the other hosts. Multiple partitions can occur
in a cluster.

A partitioned cluster leads to degraded virtual machine protection and cluster management functionality.
Correct the partitioned cluster as soon as possible.

n Virtual machine protection. vCenter Server allows a virtual machine to be powered on, but it can be
protected only if it is running in the same partition as the master host that is responsible for it. The
master host must be communicating with vCenter Server. A master host is responsible for a virtual
machine if it has exclusively locked a system-defined file on the datastore that contains the virtual
machine's configuration file.

n Cluster management. vCenter Server can communicate with the master host, but only a subset of the
slave hosts. As a result, changes in configuration that affect vSphere HA might not take effect until after
the partition is resolved. This failure could result in one of the partitions operating under the old
configuration, while another uses the new settings.
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Datastore Heartbeating
When the master host in a vSphere HA cluster can not communicate with a slave host over the management
network, the master host uses datastore heartbeating to determine whether the slave host has failed, is in a
network partition, or is network isolated. If the slave host has stopped datastore heartbeating, it is
considered to have failed and its virtual machines are restarted elsewhere.

vCenter Server selects a preferred set of datastores for heartbeating. This selection is made to maximize the
number of hosts that have access to a heartbeating datastore and minimize the likelihood that the datastores
are backed by the same LUN or NFS server.

You can use the advanced option das.heartbeatdsperhost to change the number of heartbeat datastores
selected by vCenter Server for each host. The default is two and the maximum valid value is five.

vSphere HA creates a directory at the root of each datastore that is used for both datastore heartbeating and
for persisting the set of protected virtual machines. The name of the directory is .vSphere-HA. Do not delete
or modify the files stored in this directory, because this can have an impact on operations. Because more
than one cluster might use a datastore, subdirectories for this directory are created for each cluster. Root
owns these directories and files and only root can read and write to them. The disk space used by vSphere
HA depends on several factors including which VMFS version is in use and the number of hosts that use the
datastore for heartbeating. With vmfs3, the maximum usage is approximately 2GB and the typical usage is
approximately 3MB. With vmfs5 the maximum and typical usage is approximately 3MB. vSphere HA use of
the datastores adds negligible overhead and has no performance impact on other datastore operations.

vSphere HA limits the number of virtual machines that can have configuration files on a single datastore.
See Configuration Maximums for updated limits. If you place more than this number of virtual machines on a
datastore and power them on, vSphere HA protects a number of virtual machines only up to the limit.

NOTE   A Virtual SAN datastore cannot be used for datastore heartbeating. Therefore, if no other shared
storage is accessible to all hosts in the cluster, there can be no heartbeat datastores in use. However, if you
have storage that can be reached by an alternate network path that is independent of the Virtual SAN
network, you can use it to set up a heartbeat datastore.

vSphere HA Security
vSphere HA is enhanced by several security features.

Select firewall ports
opened

vSphere HA uses TCP and UDP port 8182 for agent-to-agent communication.
The firewall ports open and close automatically to ensure they are open only
when needed.

Configuration files
protected using file
system permissions

vSphere HA stores configuration information on the local storage or on
ramdisk if there is no local datastore. These files are protected using file
system permissions and they are accessible only to the root user. Hosts
without local storage are only supported if they are managed by Auto
Deploy.

Detailed logging The location where vSphere HA places log files depends on the version of
host.

n For ESXi 5.x hosts, vSphere HA writes to syslog only by default, so logs
are placed where syslog is configured to put them. The log file names for
vSphere HA are prepended with fdm, fault domain manager, which is a
service of vSphere HA.

n For legacy ESXi 4.x hosts, vSphere HA writes to /var/log/vmware/fdm on
local disk, as well as syslog if it is configured.
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n For legacy ESX 4.x hosts, vSphere HA writes to /var/log/vmware/fdm.

Secure vSphere HA
logins

vSphere HA logs onto the vSphere HA agents using a user account, vpxuser,
created by vCenter Server. This account is the same account used by vCenter
Server to manage the host. vCenter Server creates a random password for
this account and changes the password periodically. The time period is set
by the vCenter Server VirtualCenter.VimPasswordExpirationInDays
setting. Users with administrative privileges on the root folder of the host
can log in to the agent.

Secure communication All communication between vCenter Server and the vSphere HA agent is
done over SSL. Agent-to-agent communication also uses SSL except for
election messages, which occur over UDP. Election messages are verified
over SSL so that a rogue agent can prevent only the host on which the agent
is running from being elected as a master host. In this case, a configuration
issue for the cluster is issued so the user is aware of the problem.

Host SSL certificate
verification required

vSphere HA requires that each host have a verified SSL certificate. Each host
generates a self-signed certificate when it is booted for the first time. This
certificate can then be regenerated or replaced with one issued by an
authority. If the certificate is replaced, vSphere HA needs to be reconfigured
on the host. If a host becomes disconnected from vCenter Server after its
certificate is updated and the ESXi or ESX Host agent is restarted, then
vSphere HA is automatically reconfigured when the host is reconnected to
vCenter Server. If the disconnection does not occur because vCenter Server
host SSL certificate verification is disabled at the time, verify the new
certificate and reconfigure vSphere HA on the host.

vSphere HA Admission Control
vCenter Server uses admission control to ensure that sufficient resources are available in a cluster to provide
failover protection and to ensure that virtual machine resource reservations are respected.

Three types of admission control are available.

Host Ensures that a host has sufficient resources to satisfy the reservations of all
virtual machines running on it.

Resource Pool Ensures that a resource pool has sufficient resources to satisfy the
reservations, shares, and limits of all virtual machines associated with it.

vSphere HA Ensures that sufficient resources in the cluster are reserved for virtual
machine recovery in the event of host failure.

Admission control imposes constraints on resource usage and any action that would violate these
constraints is not permitted. Examples of actions that could be disallowed include the following:

n Powering on a virtual machine.

n Migrating a virtual machine onto a host or into a cluster or resource pool.

n Increasing the CPU or memory reservation of a virtual machine.
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Of the three types of admission control, only vSphere HA admission control can be disabled. However,
without it there is no assurance that the expected number of virtual machines can be restarted after a failure.
Do not permanently disable admission control, however you might need to do so temporarily, for the
following reasons:

n If you need to violate the failover constraints when there are not enough resources to support them--for
example, if you are placing hosts in standby mode to test them for use with Distributed Power
Management (DPM).

n If an automated process needs to take actions that might temporarily violate the failover constraints (for
example, as part of an upgrade or patching of ESXi hosts as directed by vSphere Update Manager).

n If you need to perform testing or maintenance operations.

Admission control sets aside capacity, but when a failure occurs vSphere HA uses whatever capacity is
available for virtual machine restarts. For example, vSphere HA places more virtual machines on a host than
admission control would allow for user-initiated power ons.

NOTE   When vSphere HA admission control is disabled, vSphere HA ensures that there are at least two
powered-on hosts in the cluster even if DPM is enabled and can consolidate all virtual machines onto a
single host. This is to ensure that failover is possible.

Host Failures Cluster Tolerates Admission Control Policy
You can configure vSphere HA to tolerate a specified number of host failures. With the Host Failures
Cluster Tolerates admission control policy, vSphere HA ensures that a specified number of hosts can fail
and sufficient resources remain in the cluster to fail over all the virtual machines from those hosts.

With the Host Failures Cluster Tolerates policy, vSphere HA performs admission control in the following
way:

1 Calculates the slot size.

A slot is a logical representation of memory and CPU resources. By default, it is sized to satisfy the
requirements for any powered-on virtual machine in the cluster.

2 Determines how many slots each host in the cluster can hold.

3 Determines the Current Failover Capacity of the cluster.

This is the number of hosts that can fail and still leave enough slots to satisfy all of the powered-on
virtual machines.

4 Determines whether the Current Failover Capacity is less than the Configured Failover Capacity
(provided by the user).

If it is, admission control disallows the operation.

NOTE   You can set a specific slot size for both CPU and memory in the admission control section of the
vSphere HA settings in the vSphere Web Client.

Slot Size Calculation
vSphere HA Slot Size and Admission Control
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vsphere_slot_admission_control)
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Slot size is comprised of two components, CPU and memory.

n vSphere HA calculates the CPU component by obtaining the CPU reservation of each powered-on
virtual machine and selecting the largest value. If you have not specified a CPU reservation for a virtual
machine, it is assigned a default value of 32MHz. You can change this value by using the
das.vmcpuminmhz advanced option.)

n vSphere HA calculates the memory component by obtaining the memory reservation, plus memory
overhead, of each powered-on virtual machine and selecting the largest value. There is no default value
for the memory reservation.

If your cluster contains any virtual machines that have much larger reservations than the others, they will
distort slot size calculation. To avoid this, you can specify an upper bound for the CPU or memory
component of the slot size by using the das.slotcpuinmhz or das.slotmeminmb advanced options,
respectively. See “vSphere HA Advanced Options,” on page 35.

You can also determine the risk of resource fragmentation in your cluster by viewing the number of virtual
machines that require multiple slots. This can be calculated in the admission control section of the vSphere
HA settings in the vSphere Web Client. Virtual machines might require multiple slots if you have specified a
fixed slot size or a maximum slot size using advanced options.

Using Slots to Compute the Current Failover Capacity
After the slot size is calculated, vSphere HA determines each host's CPU and memory resources that are
available for virtual machines. These amounts are those contained in the host's root resource pool, not the
total physical resources of the host. The resource data for a host that is used by vSphere HA can be found on
the host's Summary tab on the vSphere Web Client. If all hosts in your cluster are the same, this data can be
obtained by dividing the cluster-level figures by the number of hosts. Resources being used for
virtualization purposes are not included. Only hosts that are connected, not in maintenance mode, and that
have no vSphere HA errors are considered.

The maximum number of slots that each host can support is then determined. To do this, the host’s CPU
resource amount is divided by the CPU component of the slot size and the result is rounded down. The
same calculation is made for the host's memory resource amount. These two numbers are compared and the
smaller number is the number of slots that the host can support.

The Current Failover Capacity is computed by determining how many hosts (starting from the largest) can
fail and still leave enough slots to satisfy the requirements of all powered-on virtual machines.

Advanced Runtime Info
When you select the Host Failures Cluster Tolerates admission control policy, the Advanced Runtime Info
pane appears in the vSphere HA section of the cluster's Monitor tab in the vSphere Web Client. This pane
displays the following information about the cluster:

n Slot size.

n Total slots in cluster. The sum of the slots supported by the good hosts in the cluster.

n Used slots. The number of slots assigned to powered-on virtual machines. It can be more than the
number of powered-on virtual machines if you have defined an upper bound for the slot size using the
advanced options. This is because some virtual machines can take up multiple slots.

n Available slots. The number of slots available to power on additional virtual machines in the cluster.
vSphere HA reserves the required number of slots for failover. The remaining slots are available to
power on new virtual machines.

n Failover slots. The total number of slots not counting the used slots or the available slots.

n Total number of powered on virtual machines in cluster.

n Total number of hosts in cluster.
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n Total good hosts in cluster. The number of hosts that are connected, not in maintenance mode, and have
no vSphere HA errors.

Example: Admission Control Using Host Failures Cluster Tolerates Policy
The way that slot size is calculated and used with this admission control policy is shown in an example.
Make the following assumptions about a cluster:

n The cluster is comprised of three hosts, each with a different amount of available CPU and memory
resources. The first host (H1) has 9GHz of available CPU resources and 9GB of available memory, while
Host 2 (H2) has 9GHz and 6GB and Host 3 (H3) has 6GHz and 6GB.

n There are five powered-on virtual machines in the cluster with differing CPU and memory
requirements. VM1 needs 2GHz of CPU resources and 1GB of memory, while VM2 needs 2GHz and
1GB, VM3 needs 1GHz and 2GB, VM4 needs 1GHz and 1GB, and VM5 needs 1GHz and 1GB.

n The Host Failures Cluster Tolerates is set to one.

Figure 2‑1.  Admission Control Example with Host Failures Cluster Tolerates Policy
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1 Slot size is calculated by comparing both the CPU and memory requirements of the virtual machines
and selecting the largest.

The largest CPU requirement (shared by VM1 and VM2) is 2GHz, while the largest memory
requirement (for VM3) is 2GB. Based on this, the slot size is 2GHz CPU and 2GB memory.

2 Maximum number of slots that each host can support is determined.

H1 can support four slots. H2 can support three slots (which is the smaller of 9GHz/2GHz and
6GB/2GB) and H3 can also support three slots.

3 Current Failover Capacity is computed.

The largest host is H1 and if it fails, six slots remain in the cluster, which is sufficient for all five of the
powered-on virtual machines. If both H1 and H2 fail, only three slots remain, which is insufficient.
Therefore, the Current Failover Capacity is one.

The cluster has one available slot (the six slots on H2 and H3 minus the five used slots).
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Percentage of Cluster Resources Reserved Admission Control Policy
You can configure vSphere HA to perform admission control by reserving a specific percentage of cluster
CPU and memory resources for recovery from host failures.

With the Percentage of Cluster Resources Reserved admission control policy, vSphere HA ensures that a
specified percentage of aggregate CPU and memory resources are reserved for failover.

With the Cluster Resources Reserved policy, vSphere HA enforces admission control as follows:

1 Calculates the total resource requirements for all powered-on virtual machines in the cluster.

2 Calculates the total host resources available for virtual machines.

3 Calculates the Current CPU Failover Capacity and Current Memory Failover Capacity for the cluster.

4 Determines if either the Current CPU Failover Capacity or Current Memory Failover Capacity is less
than the corresponding Configured Failover Capacity (provided by the user).

If so, admission control disallows the operation.

vSphere HA uses the actual reservations of the virtual machines. If a virtual machine does not have
reservations, meaning that the reservation is 0, a default of 0MB memory and 32MHz CPU is applied.

NOTE   The Percentage of Cluster Resources Reserved admission control policy also checks that there are at
least two vSphere HA-enabled hosts in the cluster (excluding hosts that are entering maintenance mode). If
there is only one vSphere HA-enabled host, an operation is not allowed, even if there is a sufficient
percentage of resources available. The reason for this extra check is that vSphere HA cannot perform
failover if there is only a single host in the cluster.

Computing the Current Failover Capacity
The total resource requirements for the powered-on virtual machines is comprised of two components, CPU
and memory. vSphere HA calculates these values.

n The CPU component by summing the CPU reservations of the powered-on virtual machines. If you
have not specified a CPU reservation for a virtual machine, it is assigned a default value of 32MHz (this
value can be changed using the das.vmcpuminmhz advanced option.)

n The memory component by summing the memory reservation (plus memory overhead) of each
powered-on virtual machine.

The total host resources available for virtual machines is calculated by adding the hosts' CPU and memory
resources. These amounts are those contained in the host's root resource pool, not the total physical
resources of the host. Resources being used for virtualization purposes are not included. Only hosts that are
connected, not in maintenance mode, and have no vSphere HA errors are considered.

The Current CPU Failover Capacity is computed by subtracting the total CPU resource requirements from
the total host CPU resources and dividing the result by the total host CPU resources. The Current Memory
Failover Capacity is calculated similarly.

Example: Admission Control Using Percentage of Cluster Resources Reserved
Policy
The way that Current Failover Capacity is calculated and used with this admission control policy is shown
with an example. Make the following assumptions about a cluster:

n The cluster is comprised of three hosts, each with a different amount of available CPU and memory
resources. The first host (H1) has 9GHz of available CPU resources and 9GB of available memory, while
Host 2 (H2) has 9GHz and 6GB and Host 3 (H3) has 6GHz and 6GB.
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n There are five powered-on virtual machines in the cluster with differing CPU and memory
requirements. VM1 needs 2GHz of CPU resources and 1GB of memory, while VM2 needs 2GHz and
1GB, VM3 needs 1GHz and 2GB, VM4 needs 1GHz and 1GB, and VM5 needs 1GHz and 1GB.

n The Configured Failover Capacity for CPU and Memory are both set to 25%.

Figure 2‑2.  Admission Control Example with Percentage of Cluster Resources Reserved Policy
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The total resource requirements for the powered-on virtual machines is 7GHz and 6GB. The total host
resources available for virtual machines is 24GHz and 21GB. Based on this, the Current CPU Failover
Capacity is 70% ((24GHz - 7GHz)/24GHz). Similarly, the Current Memory Failover Capacity is 71%
((21GB-6GB)/21GB).

Because the cluster's Configured Failover Capacity is set to 25%, 45% of the cluster's total CPU resources and
46% of the cluster's memory resources are still available to power on additional virtual machines.

Specify Failover Hosts Admission Control Policy
You can configure vSphere HA to designate specific hosts as the failover hosts.

With the Specify Failover Hosts admission control policy, when a host fails, vSphere HA attempts to restart
its virtual machines on any of the specified failover hosts. If this is not possible, for example the failover
hosts have failed or have insufficient resources, then vSphere HA attempts to restart those virtual machines
on other hosts in the cluster.

To ensure that spare capacity is available on a failover host, you are prevented from powering on virtual
machines or using vMotion to migrate virtual machines to a failover host. Also, DRS does not use a failover
host for load balancing.

NOTE   If you use the Specify Failover Hosts admission control policy and designate multiple failover hosts,
DRS does not attempt to enforce VM-VM affinity rules for virtual machines that are running on failover
hosts.

The Current Failover Hosts appear in the vSphere HA section of the cluster's Summary tab. The status icon
next to each host can be green, yellow, or red.

n Green. The host is connected, not in maintenance mode, and has no vSphere HA errors. No powered-on
virtual machines reside on the host.

n Yellow. The host is connected, not in maintenance mode, and has no vSphere HA errors. However,
powered-on virtual machines reside on the host.
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n Red. The host is disconnected, in maintenance mode, or has vSphere HA errors.

Choosing an Admission Control Policy
You should choose a vSphere HA admission control policy based on your availability needs and the
characteristics of your cluster. When choosing an admission control policy, you should consider a number of
factors.

Avoiding Resource Fragmentation
Resource fragmentation occurs when there are enough resources in aggregate for a virtual machine to be
failed over. However, those resources are located on multiple hosts and are unusable because a virtual
machine can run on one ESXi host at a time. The default configuration of the Host Failures Cluster Tolerates
policy avoids resource fragmentation by defining a slot as the maximum virtual machine reservation. The
Percentage of Cluster Resources policy does not address the problem of resource fragmentation. With the
Specify Failover Hosts policy, resources are not fragmented because hosts are reserved for failover.

Flexibility of Failover Resource Reservation
Admission control policies differ in the granularity of control they give you when reserving cluster
resources for failover protection. The Host Failures Cluster Tolerates policy allows you to set the failover
level as a number of hosts. The Percentage of Cluster Resources policy allows you to designate up to 100%
of cluster CPU or memory resources for failover. The Specify Failover Hosts policy allows you to specify a
set of failover hosts.

Heterogeneity of Cluster
Clusters can be heterogeneous in terms of virtual machine resource reservations and host total resource
capacities. In a heterogeneous cluster, the Host Failures Cluster Tolerates policy can be too conservative
because it only considers the largest virtual machine reservations when defining slot size and assumes the
largest hosts fail when computing the Current Failover Capacity. The other two admission control policies
are not affected by cluster heterogeneity.

NOTE   vSphere HA includes the resource usage of Fault Tolerance Secondary VMs when it performs
admission control calculations. For the Host Failures Cluster Tolerates policy, a Secondary VM is assigned a
slot, and for the Percentage of Cluster Resources policy, the Secondary VM's resource usage is accounted for
when computing the usable capacity of the cluster.

vSphere HA Interoperability
vSphere HA can interoperate with many other features, such as DRS and Virtual SAN.

Before configuring vSphere HA, you should be aware of the limitations of its interoperability with these
other features or products.

Using vSphere HA with Virtual SAN
You can use Virtual SAN as the shared storage for a vSphere HA cluster. When enabled, Virtual SAN
aggregates the specified local storage disks available on the hosts into a single datastore shared by all hosts.

To use vSphere HA with Virtual SAN, you must be aware of certain considerations and limitations for the
interoperability of these two features.

For information about Virtual SAN, see VMware Virtual SAN.
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ESXi Host Requirements
You can use Virtual SAN with a vSphere HA cluster only if the following conditions are met:

n The cluster's ESXi hosts all must be version 5.5 or later.

n The cluster must have a minimum of three ESXi hosts.

Networking Differences
Virtual SAN has its own network. When Virtual SAN and vSphere HA are enabled for the same cluster, the
HA interagent traffic flows over this storage network rather than the management network. The
management network is used by vSphere HA only when Virtual SAN is disabled. vCenter Server chooses
the appropriate network when vSphere HA is configured on a host.

NOTE   Virtual SAN can only be enabled when vSphere HA is disabled.

If you change the Virtual SAN network configuration, the vSphere HA agents do not automatically pick up
the new network settings. So to make changes to the Virtual SAN network, you must take the following
steps in the vSphere Web Client:

1 Disable Host Monitoring for the vSphere HA cluster.

2 Make the Virtual SAN network changes.

3 Right-click all hosts in the cluster and select Reconfigure for vSphere HA.

4 Re-enable Host Monitoring for the vSphere HA cluster.

Table 2-2 shows the differences in vSphere HA networking when Virtual SAN is used or not.

Table 2‑2.  vSphere HA networking differences

Virtual SAN Enabled Virtual SAN Disabled

Network used by vSphere HA Virtual SAN storage network Management network

Heartbeat datastores Any datastore mounted to > 1 host,
but not Virtual SAN datastores

Any datastore mounted to > 1 host

Host declared isolated Isolation addresses not pingable and
Virtual SAN storage network
inaccessible

Isolation addresses not pingable and
management network inaccessible

Capacity Reservation Settings
When you reserve capacity for your vSphere HA cluster with an admission control policy, this setting must
be coordinated with the corresponding Virtual SAN setting that ensures data accessibility on failures.
Specifically, the Number of Failures Tolerated setting in the Virtual SAN rule set must not be lower than the
capacity reserved by the vSphere HA admission control setting.

For example, if the Virtual SAN rule set allows for only two failures, the vSphere HA admission control
policy must reserve capacity that is equivalent to only one or two host failures. If you are using the
Percentage of Cluster Resources Reserved policy for a cluster that has eight hosts, you must not reserve
more than 25% of the cluster resources. In the same cluster, with the Host Failures Cluster Tolerates policy,
the setting must not be higher than two hosts. If less capacity is reserved by vSphere HA, failover activity
might be unpredictable, while reserving too much capacity overly constrains the powering on of virtual
machines and inter-cluster vMotion migrations.
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Using vSphere HA and DRS Together
Using vSphere HA with Distributed Resource Scheduler (DRS) combines automatic failover with load
balancing. This combination can result in a more balanced cluster after vSphere HA has moved virtual
machines to different hosts.

When vSphere HA performs failover and restarts virtual machines on different hosts, its first priority is the
immediate availability of all virtual machines. After the virtual machines have been restarted, those hosts on
which they were powered on might be heavily loaded, while other hosts are comparatively lightly loaded.
vSphere HA uses the virtual machine's CPU and memory reservation and overhead memory to determine if
a host has enough spare capacity to accommodate the virtual machine.

In a cluster using DRS and vSphere HA with admission control turned on, virtual machines might not be
evacuated from hosts entering maintenance mode. This behavior occurs because of the resources reserved
for restarting virtual machines in the event of a failure. You must manually migrate the virtual machines off
of the hosts using vMotion.

In some scenarios, vSphere HA might not be able to fail over virtual machines because of resource
constraints. This can occur for several reasons.

n HA admission control is disabled and Distributed Power Management (DPM) is enabled. This can
result in DPM consolidating virtual machines onto fewer hosts and placing the empty hosts in standby
mode leaving insufficient powered-on capacity to perform a failover.

n VM-Host affinity (required) rules might limit the hosts on which certain virtual machines can be placed.

n There might be sufficient aggregate resources but these can be fragmented across multiple hosts so that
they can not be used by virtual machines for failover.

In such cases, vSphere HA can use DRS to try to adjust the cluster (for example, by bringing hosts out of
standby mode or migrating virtual machines to defragment the cluster resources) so that HA can perform
the failovers.

If DPM is in manual mode, you might need to confirm host power-on recommendations. Similarly, if DRS is
in manual mode, you might need to confirm migration recommendations.

If you are using VM-Host affinity rules that are required, be aware that these rules cannot be violated.
vSphere HA does not perform a failover if doing so would violate such a rule.

For more information about DRS, see the vSphere Resource Management documentation.

vSphere HA and DRS Affinity Rules
If you create a DRS affinity rule for your cluster, you can specify how vSphere HA applies that rule during a
virtual machine failover.

The two types of rules for which you can specify vSphere HA failover behavior are the following:

n VM anti-affinity rules force specified virtual machines to remain apart during failover actions.

n VM-Host affinity rules place specified virtual machines on a particular host or a member of a defined
group of hosts during failover actions.

When you edit a DRS affinity rule, select the checkbox or checkboxes that enforce the desired failover
behavior for vSphere HA.

n HA must respect VM anti-affinity rules during failover -- if VMs with this rule would be placed
together, the failover is aborted.
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n HA should respect VM to Host affinity rules during failover --vSphere HA attempts to place VMs
with this rule on the specified hosts if at all possible.

NOTE   vSphere HA can restart a VM in a DRS-disabled cluster, overriding a VM-Host affinity rules mapping
if the host failure happens soon (by default, within 5 minutes) after setting the rule.

Other vSphere HA Interoperability Issues
To use vSphere HA, you must be aware of the following additional interoperability issues.

VM Component Protection
VM Component Protection (VMCP) has the following interoperability issues and limitations:

n VMCP does not support vSphere Fault Tolerance. If VMCP is enabled for a cluster using Fault
Tolerance, the affected FT virtual machines will automatically receive overrides that disable VMCP.

n VMCP does not detect or respond to accessibility issues for files located on Virtual SAN datastores. If a
virtual machine's configuration and VMDK files are located only on Virtual SAN datastores, they are
not protected by VMCP.

n VMCP does not detect or respond to accessibility issues for files located on Virtual Volume (vVol)
datastores. If a virtual machine's configuration and VMDK files are located only on vVol datastores,
they are not protected by VMCP.

n VMCP does not protect against inaccessible Raw Device Mapping (RDM)s.

IPv6
vSphere HA can be used with IPv6 network configurations, which are fully supported if the following
considerations are observed:

n The cluster contains only ESXi 6.0 or later hosts.

n The management network for all hosts in the cluster must be configured with the same IP version,
either IPv6 or IPv4. vSphere HA clusters cannot contain both types of networking configuration.

n The network isolation addresses used by vSphere HA must match the IP version used by the cluster for
its management network.

n IPv6 cannot be used in vSphere HA clusters that also utilize Virtual SAN.

In addition to the previous restrictions, the following types of IPv6 address types are not supported for use
with the vSphere HA isolation address or management network: link-local, ORCHID, and link-local with
zone indices. Also, the loopback address type cannot be used for the management network.

NOTE   To upgrade an existing IPv4 deployment to IPv6, you must first disable vSphere HA.

Creating and Configuring a vSphere HA Cluster
vSphere HA operates in the context of a cluster of ESXi (or legacy ESX) hosts. You must create a cluster,
populate it with hosts, and configure vSphere HA settings before failover protection can be established.

When you create a vSphere HA cluster, you must configure a number of settings that determine how the
feature works. Before you do this, identify your cluster's nodes. These nodes are the ESXi hosts that will
provide the resources to support virtual machines and that vSphere HA will use for failover protection. You
should then determine how those nodes are to be connected to one another and to the shared storage where
your virtual machine data resides. After that networking architecture is in place, you can add the hosts to
the cluster and finish configuring vSphere HA.

Chapter 2 Creating and Using vSphere HA Clusters

VMware, Inc.  29



You can enable and configure vSphere HA before you add host nodes to the cluster. However, until the
hosts are added, your cluster is not fully operational and some of the cluster settings are unavailable. For
example, the Specify a Failover Host admission control policy is unavailable until there is a host that can be
designated as the failover host.

NOTE   The Virtual Machine Startup and Shutdown (automatic startup) feature is disabled for all virtual
machines residing on hosts that are in (or moved into) a vSphere HA cluster. Automatic startup is not
supported when used with vSphere HA.

vSphere HA Checklist
The vSphere HA checklist contains requirements that you must be aware of before creating and using a
vSphere HA cluster.

Review this list before you set up a vSphere HA cluster. For more information, follow the appropriate cross
reference.

n All hosts must be licensed for vSphere HA.

n A cluster must contain at least two hosts.

n All hosts must be configured with static IP addresses. If you are using DHCP, you must ensure that the
address for each host persists across reboots.

n All hosts must have at least one management network in common. The best practice is to have at least
two management networks in common. You should use the VMkernel network with the Management
traffic checkbox enabled. The networks must be accessible to each other and vCenter Server and the
hosts must be accessible to each other on the management networks. See“Best Practices for
Networking,” on page 37.

n To ensure that any virtual machine can run on any host in the cluster, all hosts must have access to the
same virtual machine networks and datastores. Similarly, virtual machines must be located on shared,
not local, storage otherwise they cannot be failed over in the case of a host failure.

NOTE   vSphere HA uses datastore heartbeating to distinguish between partitioned, isolated, and failed
hosts. So if some datastores are more reliable in your environment, configure vSphere HA to give
preference to them.

n For VM Monitoring to work, VMware tools must be installed. See “VM and Application Monitoring,”
on page 16.

n vSphere HA supports both IPv4 and IPv6. See “Other vSphere HA Interoperability Issues,” on page 29
for considerations when using IPv6.

n For VM Component Protection to work, hosts must have the All Paths Down (APD) Timeout feature
enabled.

n To use VM Component Protection, clusters must contain ESXi 6.0 hosts or later.

n Only vSphere HA clusters that contain ESXi 6.0 or later hosts can be used to enable VMCP. Clusters that
contain hosts from an earlier release cannot enable VMCP, and such hosts cannot be added to a VMCP-
enabled cluster.

n If your cluster uses Virtual Volume (vVol) datastores, when vSphere HA is enabled a configuration
vVol is created on each vVol datastore by vCenter Server. In these containers, vSphere HA stores the
files it uses to protect virtual machines. vSphere HA does not function correctly if you delete these
containers. Only one container is created per vVol datastore.
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Create a vSphere HA Cluster
To enable your cluster for vSphere HA, you must first create an empty cluster. After you plan the resources
and networking architecture of your cluster, use the vSphere Web Client to add hosts to the cluster and
specify the cluster's vSphere HA settings.

A vSphere HA-enabled cluster is a prerequisite for Fault Tolerance.

Prerequisites

n Verify that all virtual machines and their configuration files reside on shared storage.

n Verify that the hosts are configured to access the shared storage so that you can power on the virtual
machines by using different hosts in the cluster.

n Verify that hosts are configured to have access to the virtual machine network.

n Verify that you are using redundant management network connections for vSphere HA. For
information about setting up network redundancy, see “Best Practices for Networking,” on page 37.

n Verify that you have configured hosts with at least two datastores to provide redundancy for vSphere
HA datastore heartbeating.

n Connect vSphere Web Client to vCenter Server using an account with cluster administrator
permissions.

Procedure

1 In the vSphere Web Client, browse to the data center where you want the cluster to reside and click
Create a Cluster.

2 Complete the New Cluster wizard.

Do not turn on vSphere HA (or DRS).

3 Click OK to close the wizard and create an empty cluster.

4 Based on your plan for the resources and networking architecture of the cluster, use the
vSphere Web Client to add hosts to the cluster.

5 Browse to the cluster and enable vSphere HA.

a Click the Manage tab and click Settings.

b Select vSphere HA and click Edit.

c Select Turn ON vSphere HA.

6 Select Host Monitoring

Enabling Host Monitoring allows hosts in the cluster to exchange network heartbeats and allows
vSphere HA to take action when it detects failures. Host Monitoring is required for the vSphere Fault
Tolerance recovery process to work properly.

7 Choose a setting for Virtual Machine Monitoring.

Select VM Monitoring Only to restart individual virtual machines if their heartbeats are not received
within a set time. You can also select VM and Application Monitoring to enable application
monitoring.

8 Click OK.

You have a vSphere HA cluster, populated with hosts.
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What to do next

Configure the vSphere HA settings as appropriate for your cluster.

n Failure conditions and VM response

n Admission Control

n Datastore for Heartbeating

n Advanced Options

See “Configuring vSphere HA Cluster Settings,” on page 32.

Configuring vSphere HA Cluster Settings
When you create a vSphere HA cluster or configure an existing cluster, you must configure settings that
determine how the feature works.

In the vSphere Web Client, you can configure following the vSphere HA settings:

Failure conditions and
VM response

Provide settings here for VM restart priority, Host isolation response, VM
monitoring sensitivity, and VM Component Protection.

Admission Control Enable or disable admission control for the vSphere HA cluster and choose a
policy for how it is enforced.

Datastore for
Heartbeating

Specify preferences for the datastores that vSphere HA uses for datastore
heartbeating.

Advanced Options Customize vSphere HA behavior by setting advanced options.

NOTE   You can check the status of vSphere HA configuration tasks on each of the hosts in the Tasks console
of the vSphere Web Client.

Configure Virtual Machine Responses
The Failure conditions and VM response page allows you to choose settings that determine how vSphere
HA responds to host failures and isolations. These settings include the VM restart priority, host isolation
response, settings for VM Component Protection, and VM monitoring sensitivity.

Virtual Machine Response page is editable only if you enabled vSphere HA.

Procedure

1 In the vSphere Web Client, browse to the vSphere HA cluster.

2 Click the Manage tab and click Settings.

3 Under Settings, select vSphere HA and click Edit.

4 Expand Failure Conditions and VM Response to display the configuration options.

Option Description

VM restart priority The restart priority determines the order in which virtual machines are
restarted when the host fails. Higher priority virtual machines are started
first. This priority applies only on a per-host basis. If multiple hosts fail, all
virtual machines are migrated from the first host in order of priority, then
all virtual machines from the second host in order of priority, and so on.

Response for Host Isolation The host isolation response determines what happens when a host in a
vSphere HA cluster loses its console network connection, but continues
running.
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Option Description

Response for Datastore with
Permanent Device Loss (PDL)

This setting determines what VMCP does in the case of a PDL failure. You
can choose to have it Issue Events or Power off and restart VMs.

Response for Datastore with All
Paths Down (APD)

This setting determines what VMCP does in the case of an APD failure.
You can choose to have it Issue Events or Power off and restart VMs
conservatively or aggressively.

Delay for VM failover for APD This setting is the number of minutes that VMCP waits before taking
action.

Response for APD recovery after
APD timeout

You can choose whether or not VMCP resets a VM in this situation.

VM monitoring sensitivity Set this by by moving the slider between Low and High. You can also
select Custom to provide custom settings.

 
5 Click OK.

Your Virtual Machine Response settings take effect.

Configure Admission Control
After you create a cluster, admission control allows you to specify whether virtual machines can be started if
they violate availability constraints. The cluster reserves resources to allow failover for all running virtual
machines on the specified number of hosts.

The Admission Control page appears only if you enabled vSphere HA.

Procedure

1 In the vSphere Web Client, browse to the vSphere HA cluster.

2 Click the Manage tab and click Settings.

3 Under Settings, select vSphere HA and click Edit.

4 Expand Admission Control to display the configuration options.

5 Select an admission control policy to apply to the cluster.

Option Description

Define failover capacity by static
number of hosts

Select the maximum number of host failures that you can recover from or
to guarantee failover for. Also, you must select a slot size policy.

Define failover capacity by
reserving a percentage of the
cluster resources

Specify a percentage of the cluster’s CPU and Memory resources to reserve
as spare capacity to support failovers.

Use dedicated failover hosts Select hosts to use for failover actions. Failovers can still occur to other
hosts in the cluster if a default failover host does not have enough
resources.

Do not reserve failover capacity This option allows virtual machine power-ons that violate availability
constraints.

 
6 Click OK.

Admission control is enabled and the policy that you chose takes effect.

Configure Datastore for Heartbeating
vSphere HA uses datastore heartbeating to distinguish between hosts that have failed and hosts that reside
on a network partition. Datastore heartbeating allows vSphere HA to monitor hosts when a management
network partition occurs and to continue to respond to failures that occur.

You can specify the datastores that you want to be used for datastore heartbeating.
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Procedure

1 In the vSphere Web Client, browse to the vSphere HA cluster.

2 Click the Manage tab and click Settings.

3 Under Settings, select vSphere HA and click Edit.

4 Expand Datastore for Heartbeating to display the configuration options for datastore heartbeating.

5 To instruct vSphere HA about how to select the datastores and how to treat your preferences, choose
from the following options:

Table 2‑3.  

Datastore Heartbeating Options

Automatically select datastores accessible from the host

Use datastores only from the specified list

Use datastores from the specified list and complement automatically if needed

6 In the Available heartbeat datastores pane, select the datastores that you want to use for heartbeating.

The datastores listed are those shared by more than one host in the vSphere HA cluster. When a
datastore is selected, the lower pane displays all the hosts in the vSphere HA cluster that can access it.

7 Click OK.

Set Advanced Options
To customize vSphere HA behavior, set advanced vSphere HA options.

Prerequisites

Verify that you have cluster administrator privileges.

NOTE   Because these options affect the functioning of vSphere HA, change them with caution.

Procedure

1 In the vSphere Web Client, browse to the vSphere HA cluster.

2 Click the Manage tab and click Settings.

3 Under Settings, select vSphere HA and click Edit.

4 Expand Advanced Options.

5 Click Add and type the name of the advanced option in the text box.

You can set the value of the option in the text box in the Value column.

6 Repeat step 5 for each new option that you want to add and click OK.

The cluster uses the options that you added or modified.

What to do next

Once you have set an advanced vSphere HA option, it persists until you do one the following:

n Using the vSphere Web Client, reset its value to the default value.

n Manually edit or delete the option from the fdm.cfg file on all hosts in the cluster.
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vSphere HA Advanced Options

You can set advanced options that affect the behavior of your vSphere HA cluster.

Table 2‑4.  vSphere HA Advanced Options

Option Description

das.isolationaddress[...] Sets the address to ping to determine if a host is isolated
from the network. This address is pinged only when
heartbeats are not received from any other host in the
cluster. If not specified, the default gateway of the
management network is used. This default gateway has to
be a reliable address that is available, so that the host can
determine if it is isolated from the network. You can
specify multiple isolation addresses (up to 10) for the
cluster: das.isolationaddressX, where X = 0-9. Typically
you should specify one per management network.
Specifying too many addresses makes isolation detection
take too long.

das.usedefaultisolationaddress By default, vSphere HA uses the default gateway of the
console network as an isolation address. This option
specifies whether or not this default is used (true|false).

das.isolationshutdowntimeout The period of time the system waits for a virtual machine
to shut down before powering it off. This only applies if the
host's isolation response is Shut down VM. Default value is
300 seconds.

das.slotmeminmb Defines the maximum bound on the memory slot size. If
this option is used, the slot size is the smaller of this value
or the maximum memory reservation plus memory
overhead of any powered-on virtual machine in the cluster.

das.slotcpuinmhz Defines the maximum bound on the CPU slot size. If this
option is used, the slot size is the smaller of this value or
the maximum CPU reservation of any powered-on virtual
machine in the cluster.

das.vmmemoryminmb Defines the default memory resource value assigned to a
virtual machine if its memory reservation is not specified
or zero. This is used for the Host Failures Cluster Tolerates
admission control policy. If no value is specified, the
default is 0 MB.

das.vmcpuminmhz Defines the default CPU resource value assigned to a
virtual machine if its CPU reservation is not specified or
zero. This is used for the Host Failures Cluster Tolerates
admission control policy. If no value is specified, the
default is 32MHz.

das.iostatsinterval Changes the default I/O stats interval for VM Monitoring
sensitivity. The default is 120 (seconds). Can be set to any
value greater than, or equal to 0. Setting to 0 disables the
check.
NOTE   Values of less than 50 are not recommended since
smaller values can result in vSphere HA unexpectedly
resetting a virtual machine.

das.ignoreinsufficienthbdatastore Disables configuration issues created if the host does not
have sufficient heartbeat datastores for vSphere HA.
Default value is false.

das.heartbeatdsperhost Changes the number of heartbeat datastores required.
Valid values can range from 2-5 and the default is 2.
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Table 2‑4.  vSphere HA Advanced Options (Continued)

Option Description

fdm.isolationpolicydelaysec The number of seconds system waits before executing the
isolation policy once it is determined that a host is isolated.
The minimum value is 30. If set to a value less than 30, the
delay will be 30 seconds.

das.respectvmvmantiaffinityrules Determines if vSphere HA enforces VM-VM anti-affinity
rules. Default value is "false", whereby the rules are not
enforced. Can also be set to "true" and rules are enforced
(even if vSphere DRS is not enabled). In this case, vSphere
HA does not fail over a virtual machine if doing so violates
a rule, but it issues an event reporting there are insufficient
resources to perform the failover.
See vSphere Resource Management for more information on
anti-affinity rules.

das.maxresets The maximum number of reset attempts made by VMCP. If
a reset operation on a virtual machine affected by an APD
situation fails, VMCP retries the reset this many times
before giving up

das.maxterminates The maximum number of retries made by VMCP for
virtual machine termination.

das.terminateretryintervalsec If VMCP fails to terminate a virtual machine, this is the
number of seconds the system waits before it retries a
terminate attempt

das.config.fdm.reportfailoverfailevent When set to 1, enables generation of a detailed per-VM
event when an attempt by vSphere HA to restart a virtual
machine is unsuccessful. Default value is 0. In versions
earlier than vSphere 6.0, this event is generated by default.

vpxd.das.completemetadataupdateintervalsec The period of time (seconds) after a VM-Host affinity rule
is set during which vSphere HA can restart a VM in a DRS-
disabled cluster, overriding the rule. Default value is 300
seconds.

das.config.fdm.memreservationmb By default vSphere HA agents run with a configured
memory limit of 250 MB. A host might not allow this
reservation if it runs out of reservable capacity. You can
use this advanced option to lower the memory limit to
avoid this issue. Only integers greater than 100, which is
the minimum value, can be specified. Conversely, to
prevent problems during master agent elections in a large
cluster (containing 6,000 to 8,000 VMs) you should raise
this limit to 325 MB.
NOTE   Once this limit is changed, for all hosts in the cluster
you must run the Reconfigure HA task. Also, when a new
host is added to the cluster or an existing host is rebooted,
this task should be performed on those hosts in order to
update this memory setting.

NOTE   If you change the value of any of the following advanced options, you must disable and then re-
enable vSphere HA before your changes take effect.

n das.isolationaddress[...]

n das.usedefaultisolationaddress

n das.isolationshutdowntimeout

NOTE   For a complete list of vSphere HA advanced options, see the VMware knowledge base article at 
http://kb.vmware.com/kb/2033250.
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Customize an Individual Virtual Machine

Each virtual machine in a vSphere HA cluster is assigned the cluster default settings for VM Restart Priority,
Host Isolation Response, VM Component Protection, and VM Monitoring. You can specify specific behavior
for each virtual machine by changing these defaults. If the virtual machine leaves the cluster, these settings
are lost.

Procedure

1 In the vSphere Web Client, browse to the vSphere HA cluster.

2 Click the Manage tab and click Settings.

3 Under Settings, select VM Overrides and click Add.

4 Use the + button to select virtual machines to which to apply the overrides.

5 Click OK.

6 (Optional) You can change other settings, such as the Automation level, VM restart priority, Host
isolation response, VMCP settings,VM Monitoring, or VM monitoring sensitivity settings.

NOTE   You can view the cluster defaults for these settings by first expanding Relevant Cluster Settings
and then expanding vSphere HA.

7 Click OK.

The virtual machine’s behavior now differs from the cluster defaults for each setting that you changed.

Best Practices for vSphere HA Clusters
To ensure optimal vSphere HA cluster performance, you should follow certain best practices. This section
highlights some of the key best practices for a vSphere HA cluster.

You can also refer to the vSphere High Availability Deployment Best Practices publication for further discussion.

Best Practices for Networking
Observe the following best practices for the configuration of host NICs and network topology for vSphere
HA. Best Practices include recommendations for your ESXi hosts, and for cabling, switches, routers, and
firewalls.

Network Configuration and Maintenance
The following network maintenance suggestions can help you avoid the accidental detection of failed hosts
and network isolation because of dropped vSphere HA heartbeats.

n When making changes to the networks that your clustered ESXi hosts are on, suspend the Host
Monitoring feature. Changing your network hardware or networking settings can interrupt the
heartbeats that vSphere HA uses to detect host failures, and this might result in unwanted attempts to
fail over virtual machines.

n When you change the networking configuration on the ESXi hosts themselves, for example, adding port
groups, or removing vSwitches, suspend Host Monitoring. After you have made the networking
configuration changes, you must reconfigure vSphere HA on all hosts in the cluster, which causes the
network information to be reinspected. Then re-enable Host Monitoring.

NOTE   Because networking is a vital component of vSphere HA, if network maintenance needs to be
performed inform the vSphere HA administrator.
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Networks Used for vSphere HA Communications
To identify which network operations might disrupt the functioning of vSphere HA, you should know
which management networks are being used for heart beating and other vSphere HA communications.

n On legacy ESX hosts in the cluster, vSphere HA communications travel over all networks that are
designated as service console networks. VMkernel networks are not used by these hosts for vSphere
HA communications. To contain vSphere HA traffic to a subset of the ESX console networks, use the
allowedNetworks advanced option.

n On ESXi hosts in the cluster, vSphere HA communications, by default, travel over VMkernel networks.
With an ESXi host, if you wish to use a network other than the one vCenter Server uses to communicate
with the host for vSphere HA, you must explicitly enable the Management traffic checkbox.

To keep vSphere HA agent traffic on the networks you have specified, configure hosts so vmkNICs used by
vSphere HA do not share subnets with vmkNICs used for other purposes. vSphere HA agents send packets
using any pNIC that is associated with a given subnet if there is also at least one vmkNIC configured for
vSphere HA management traffic. Consequently, to ensure network flow separation, the vmkNICs used by
vSphere HA and by other features must be on different subnets.

Network Isolation Addresses
A network isolation address is an IP address that is pinged to determine whether a host is isolated from the
network. This address is pinged only when a host has stopped receiving heartbeats from all other hosts in
the cluster. If a host can ping its network isolation address, the host is not network isolated, and the other
hosts in the cluster have either failed or are network partitioned. However, if the host cannot ping its
isolation address, it is likely that the host has become isolated from the network and no failover action is
taken.

By default, the network isolation address is the default gateway for the host. Only one default gateway is
specified, regardless of how many management networks have been defined. You should use the
das.isolationaddress[...] advanced option to add isolation addresses for additional networks. See 
“vSphere HA Advanced Options,” on page 35.

Network Path Redundancy
Network path redundancy between cluster nodes is important for vSphere HA reliability. A single
management network ends up being a single point of failure and can result in failovers although only the
network has failed. If you have only one management network, any failure between the host and the cluster
can cause an unnecessary (or false) failover activity if heartbeat datastore connectivity is not retained during
the networking failure. Possible failures include NIC failures, network cable failures, network cable
removal, and switch resets. Consider these possible sources of failure between hosts and try to minimize
them, typically by providing network redundancy.

The first way you can implement network redundancy is at the NIC level with NIC teaming. Using a team
of two NICs connected to separate physical switches improves the reliability of a management network.
Because servers connected through two NICs (and through separate switches) have two independent paths
for sending and receiving heartbeats, the cluster is more resilient. To configure a NIC team for the
management network, configure the vNICs in vSwitch configuration for Active or Standby configuration.
The recommended parameter settings for the vNICs are:

n Default load balancing = route based on originating port ID

n Failback = No

After you have added a NIC to a host in your vSphere HA cluster, you must reconfigure vSphere HA on
that host.
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In most implementations, NIC teaming provides sufficient heartbeat redundancy, but as an alternative you
can create a second management network connection attached to a separate virtual switch. Redundant
management networking allows the reliable detection of failures and prevents isolation or partition
conditions from occurring, because heartbeats can be sent over multiple networks. The original
management network connection is used for network and management purposes. When the second
management network connection is created, vSphere HA sends heartbeats over both management network
connections. If one path fails, vSphere HA still sends and receives heartbeats over the other path.

NOTE   Configure the fewest possible number of hardware segments between the servers in a cluster. The
goal being to limit single points of failure. Additionally, routes with too many hops can cause networking
packet delays for heartbeats, and increase the possible points of failure.

Using IPv6 Network Configurations
Only one IPv6 address should be assigned to a given network interface used by your vSphere HA cluster.
Assigning multiple IP addresses increases the number of heartbeat messages sent by the cluster's master
host with no corresponding benefit.

Best Practices for Interoperability
Observe the following best practices for allowing proper interoperability between vSphere HA and other
features.

vSphere HA and Storage vMotion Interoperability in a Mixed Cluster
In clusters where ESXi 5.x hosts and ESX/ESXi 4.1 or prior hosts are present and where Storage vMotion is
used extensively or Storage DRS is enabled, do not deploy vSphere HA. vSphere HA might respond to a
host failure by restarting a virtual machine on a host with an ESXi version different from the one on which
the virtual machine was running before the failure. A problem can occur if, at the time of failure, the virtual
machine was involved in a Storage vMotion action on an ESXi 5.x host, and vSphere HA restarts the virtual
machine on a host with a version prior to ESXi 5.0. While the virtual machine might power on, any
subsequent attempts at snapshot operations could corrupt the vdisk state and leave the virtual machine
unusable.

Using Auto Deploy with vSphere HA
You can use vSphere HA and Auto Deploy together to improve the availability of your virtual machines.
Auto Deploy provisions hosts when they power up and you can also configure it to install the vSphere HA
agent on such hosts during the boot process. See the Auto Deploy documentation included in vSphere
Installation and Setup for details.

Upgrading Hosts in a Cluster Using Virtual SAN
If you are upgrading the ESXi hosts in your vSphere HA cluster to version 5.5 or higher, and you also plan
to use Virtual SAN, follow this process.

1 Upgrade all of the hosts.

2 Disable vSphere HA.

3 Enable Virtual SAN.

4 Re-enable vSphere HA.
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Best Practices for Admission Control
Observe the following best practices for the configuration and usage of admission control for vSphere HA.

The following recommendations are best practices for vSphere HA admission control.

n Select the Percentage of Cluster Resources Reserved admission control policy. This policy offers the
most flexibility in terms of host and virtual machine sizing. When configuring this policy, choose a
percentage for CPU and memory that reflects the number of host failures you want to support. For
example, if you want vSphere HA to set aside resources for two host failures and have ten hosts of
equal capacity in the cluster, then specify 20% (2/10).

n Ensure that you size all cluster hosts equally. For the Host Failures Cluster Tolerates policy, an
unbalanced cluster results in excess capacity being reserved to handle failures because vSphere HA
reserves capacity for the largest hosts. For the Percentage of Cluster Resources Policy, an unbalanced
cluster requires that you specify larger percentages than would otherwise be necessary to reserve
enough capacity for the anticipated number of host failures.

n If you plan to use the Host Failures Cluster Tolerates policy, try to keep virtual machine sizing
requirements similar across all configured virtual machines. This policy uses slot sizes to calculate the
amount of capacity needed to reserve for each virtual machine. The slot size is based on the largest
reserved memory and CPU needed for any virtual machine. When you mix virtual machines of
different CPU and memory requirements, the slot size calculation defaults to the largest possible, which
limits consolidation.

n If you plan to use the Specify Failover Hosts policy, decide how many host failures to support and then
specify this number of hosts as failover hosts. If the cluster is unbalanced, the designated failover hosts
should be at least the same size as the non-failover hosts in your cluster. This ensures that there is
adequate capacity in case of failure.

Best Practices for Cluster Monitoring
Observe the following best practices for monitoring the status and validity of your vSphere HA cluster.

Setting Alarms to Monitor Cluster Changes
When vSphere HA or Fault Tolerance take action to maintain availability, for example, a virtual machine
failover, you can be notified about such changes. Configure alarms in vCenter Server to be triggered when
these actions occur, and have alerts, such as emails, sent to a specified set of administrators.

Several default vSphere HA alarms are available.

n Insufficient failover resources (a cluster alarm)

n Cannot find master (a cluster alarm)

n Failover in progress (a cluster alarm)

n Host HA status (a host alarm)

n VM monitoring error (a virtual machine alarm)

n VM monitoring action (a virtual machine alarm)

n Failover failed (a virtual machine alarm)

NOTE   The default alarms include the feature name, vSphere HA.

Monitoring Cluster Validity
A valid cluster is one in which the admission control policy has not been violated.
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A cluster enabled for vSphere HA becomes invalid when the number of virtual machines powered on
exceeds the failover requirements, that is, the current failover capacity is smaller than configured failover
capacity. If admission control is disabled, clusters do not become invalid.

In the vSphere Web Client, select vSphere HA from the cluster's Monitor tab and then select Configuration
Issues. A list of current vSphere HA issues appears.

DRS behavior is not affected if a cluster is red because of a vSphere HA issue.
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Providing Fault Tolerance for Virtual
Machines 3

You can utilize vSphere Fault Tolerance for your virtual machines to ensure business continuity with higher
levels of availability and data protection than is offered by vSphere HA.

Fault Tolerance is built on the ESXi host platform, and it provides continuous availability by having
identical virtual machines run on separate hosts.

To obtain the optimal results from Fault Tolerance you should be familiar with how it works, how to enable
it for your cluster and virtual machines, and the best practices for its usage.

Fault Tolerance Protection for Virtual Machines
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_fault_tolerance_protection_vms)

This chapter includes the following topics:

n “How Fault Tolerance Works,” on page 43

n “Fault Tolerance Use Cases,” on page 44

n “Fault Tolerance Requirements, Limits, and Licensing,” on page 44

n “Fault Tolerance Interoperability,” on page 45

n “Preparing Your Cluster and Hosts for Fault Tolerance,” on page 47

n “Using Fault Tolerance,” on page 49

n “Best Practices for Fault Tolerance,” on page 53

n “Legacy Fault Tolerance,” on page 55

How Fault Tolerance Works
You can use vSphere Fault Tolerance (FT) for most mission critical virtual machines. FT provides continuous
availability for such a virtual machine by creating and maintaining another VM that is identical and
continuously available to replace it in the event of a failover situation.

The protected virtual machine is called the Primary VM. The duplicate virtual machine, the Secondary VM,
is created and runs on another host. The Secondary VM's execution is identical to that of the Primary VM
and it can take over at any point without interruption, thereby providing fault tolerant protection.

The Primary and Secondary VMs continuously monitor the status of one another to ensure that Fault
Tolerance is maintained. A transparent failover occurs if the host running the Primary VM fails, in which
case the Secondary VM is immediately activated to replace the Primary VM. A new Secondary VM is started
and Fault Tolerance redundancy is reestablished automatically. If the host running the Secondary VM fails,
it is also immediately replaced. In either case, users experience no interruption in service and no loss of data.
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A fault tolerant virtual machine and its secondary copy are not allowed to run on the same host. This
restriction ensures that a host failure cannot result in the loss of both VMs.

NOTE   You can also use VM-Host affinity rules to dictate which hosts designated virtual machines can run
on. If you use these rules, be aware that for any Primary VM that is affected by such a rule, its associated
Secondary VM is also affected by that rule. For more information about affinity rules, see the vSphere
Resource Management documentation.

Fault Tolerance avoids "split-brain" situations, which can lead to two active copies of a virtual machine after
recovery from a failure. Atomic file locking on shared storage is used to coordinate failover so that only one
side continues running as the Primary VM and a new Secondary VM is respawned automatically.

vSphere Fault Tolerance can accommodate symmetric multiprocessor (SMP) virtual machines with up to
four vCPUs. Earlier versions of vSphere used a different technology for Fault Tolerance (now known as
legacy FT), with different requirements and characteristics (including a limitation of single vCPUs for legacy
FT VMs). If compatibility with these earlier requirements is necessary, you can instead use legacy FT.
However, this involves the setting of an advanced option for each VM. See “Legacy Fault Tolerance,” on
page 55 for more information.

Fault Tolerance Use Cases
Several typical situations can benefit from the use of vSphere Fault Tolerance.

Fault Tolerance provides a higher level of business continuity than vSphere HA. When a Secondary VM is
called upon to replace its Primary VM counterpart, the Secondary VM immediately takes over the Primary
VM’s role with the entire state of the virtual machine preserved. Applications are already running, and data
stored in memory does not need to be re-entered or reloaded. This differs from a failover provided by
vSphere HA, which restarts the virtual machines affected by a failure.

This higher level of continuity and the added protection of state information and data informs the scenarios
when you might want to deploy Fault Tolerance.

n Applications that need to be available at all times, especially those that have long-lasting client
connections that users want to maintain during hardware failure.

n Custom applications that have no other way of doing clustering.

n Cases where high availability might be provided through custom clustering solutions, which are too
complicated to configure and maintain.

Another key use case for protecting a virtual machine with Fault Tolerance can be described as On-Demand
Fault Tolerance. In this case, a virtual machine is adequately protected with vSphere HA during normal
operation. During certain critical periods, you might want to enhance the protection of the virtual machine.
For example, you might be executing a quarter-end report which, if interrupted, might delay the availability
of mission critical information. With vSphere Fault Tolerance, you can protect this virtual machine prior to
running this report and then turn off or suspend Fault Tolerance after the report has been produced. You
can use On-Demand Fault Tolerance to protect the virtual machine during a critical time period and return
the resources to normal during non-critical operation.

Fault Tolerance Requirements, Limits, and Licensing
Before using vSphere Fault Tolerance (FT), consider the high-level requirements, limits, and licensing that
apply to this feature.

Requirements
The following CPU and networking requirements apply to FT.
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CPUs that are used in host machines for fault tolerant VMs must be compatible with vSphere vMotion or
improved with Enhanced vMotion Compatibility. Also, CPUs that support Hardware MMU virtualization
(Intel EPT or AMD RVI) are required. The following CPUs are supported.

n Intel Sandy Bridge or later. Avoton is not supported.

n AMD Bulldozer or later.

Use a dedicated 10-Gbit logging network for FT and verify that the network is low latency.

Limits
In a cluster configured to use Fault Tolerance, two limits are enforced independently.

das.maxftvmsperhost The maximum number of fault tolerant VMs allowed on a host in the cluster.
Both Primary VMs and Secondary VMs count toward this limit. The default
value is 4.

das.maxftvcpusperhost The maximum number of vCPUs aggregated across all fault tolerant VMs on
a host. vCPUs from both Primary VMs and Secondary VMs count toward
this limit. The default value is 8.

Licensing
The number of vCPUs supported by a single fault tolerant VM is limited by the level of licensing that you
have purchased for vSphere. Fault Tolerance is supported as follows:

n vSphere Standard and Enterprise. Allows up to 2 vCPUs

n vSphere Enterprise Plus. Allows up to 4 vCPUs

NOTE   FT and legacy FT are not supported in vSphere Essentials and vSphere Essentials Plus.

Fault Tolerance Interoperability
vSphere Fault Tolerance faces some limitations concerning the vSphere features, devices, and other features
it can interoperate with.

Before configuring vSphere Fault Tolerance, you should be aware of the features and products Fault
Tolerance cannot interoperate with.

vSphere Features Not Supported with Fault Tolerance
When configuring your cluster, you should be aware that not all vSphere features can interoperate with
Fault Tolerance.

The following vSphere features are not supported for fault tolerant virtual machines.

n Snapshots. Snapshots must be removed or committed before Fault Tolerance can be enabled on a
virtual machine. In addition, it is not possible to take snapshots of virtual machines on which Fault
Tolerance is enabled.

n Storage vMotion. You cannot invoke Storage vMotion for virtual machines with Fault Tolerance turned
on. To migrate the storage, you should temporarily turn off Fault Tolerance, and perform the storage
vMotion action. When this is complete, you can turn Fault Tolerance back on.

n Linked clones. You cannot use Fault Tolerance on a virtual machine that is a linked clone, nor can you
create a linked clone from an FT-enabled virtual machine.

n Virtual SAN.
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n VM Component Protection (VMCP). If your cluster has VMCP enabled, overrides are created for fault
tolerant virtual machines that turn this feature off.

n Virtual Volume (vVol) datastores.

n Storage-based policy management.

n I/O filters.

Features and Devices Incompatible with Fault Tolerance
Not all third party devices, features, or products can interoperate with Fault Tolerance.

For a virtual machine to be compatible with Fault Tolerance, the Virtual Machine must not use the following
features or devices.

Table 3‑1.  Features and Devices Incompatible with Fault Tolerance and Corrective Actions

Incompatible Feature or Device Corrective Action

Physical Raw Disk mapping (RDM). With legacy FT you can reconfigure virtual machines with
physical RDM-backed virtual devices to use virtual RDMs
instead.

CD-ROM or floppy virtual devices backed by a physical or
remote device.

Remove the CD-ROM or floppy virtual device or
reconfigure the backing with an ISO installed on shared
storage.

USB and sound devices. Remove these devices from the virtual machine.

N_Port ID Virtualization (NPIV). Disable the NPIV configuration of the virtual machine.

NIC passthrough. This feature is not supported by Fault Tolerance so it must
be turned off.

Hot-plugging devices. The hot plug feature is automatically disabled for fault
tolerant virtual machines. To hot plug devices (either
adding or removing), you must momentarily turn off Fault
Tolerance, perform the hot plug, and then turn on Fault
Tolerance.
NOTE   When using Fault Tolerance, changing the settings
of a virtual network card while a virtual machine is
running is a hot-plug operation, since it requires
"unplugging" the network card and then "plugging" it in
again. For example, with a virtual network card for a
running virtual machine, if you change the network that
the virtual NIC is connected to, FT must be turned off first.

Serial or parallel ports Remove these devices from the virtual machine.

Video devices that have 3D enabled. Fault Tolerance does not support video devices that have
3D enabled.

Virtual EFI firmware Ensure that the virtual machine is configured to use BIOS
firmware before installing the guest operating system.

Virtual Machine Communication Interface (VMCI) Not supported by Fault Tolerance.

2TB+ VMDK Fault Tolerance is not supported with a 2TB+ VMDK.
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Using Fault Tolerance with DRS
You can use vSphere Fault Tolerance with vSphere Distributed Resource Scheduler (DRS) only when the
Enhanced vMotion Compatibility (EVC) feature is enabled. This process allows fault tolerant virtual
machines to benefit from better initial placement.

When a cluster has EVC enabled, DRS makes the initial placement recommendations for fault tolerant
virtual machines and allows you to assign a DRS automation level to Primary VMs (the Secondary VM
always assumes the same setting as its associated Primary VM.)

When vSphere Fault Tolerance is used for virtual machines in a cluster that has EVC disabled, the fault
tolerant virtual machines are given DRS automation levels of "disabled". In such a cluster, each Primary VM
is powered on only on its registered host and its Secondary VM is automatically placed.

If you use affinity rules with a pair of fault tolerant virtual machines, a VM-VM affinity rule applies to the
Primary VM only, while a VM-Host affinity rule applies to both the Primary VM and its Secondary VM. If a
VM-VM affinity rule is set for a Primary VM, DRS attempts to correct any violations that occur after a
failover (that is, after the Primary VM effectively moves to a new host).

Preparing Your Cluster and Hosts for Fault Tolerance
To enable vSphere Fault Tolerance for your cluster, you must meet the feature's prerequisites and you must
perform certain configuration steps on your hosts. After those steps are accomplished and your cluster has
been created, you can also check that your configuration complies with the requirements for enabling Fault
Tolerance.

The tasks you should complete before attempting to enable Fault Tolerance for your cluster include the
following:

n Ensure that your cluster, hosts, and virtual machines meet the requirements outlined in the Fault
Tolerance checklist.

n Configure networking for each host.

n Create the vSphere HA cluster, add hosts, and check compliance.

After your cluster and hosts are prepared for Fault Tolerance, you are ready to turn on Fault Tolerance for
your virtual machines. See “Turn On Fault Tolerance,” on page 51.

Fault Tolerance Checklist
The following checklist contains cluster, host, and virtual machine requirements that you need to be aware
of before using vSphere Fault Tolerance.

Review this list before setting up Fault Tolerance.

NOTE   The failover of fault tolerant virtual machines is independent of vCenter Server, but you must use
vCenter Server to set up your Fault Tolerance clusters.

Cluster Requirements for Fault Tolerance
You must meet the following cluster requirements before you use Fault Tolerance.

n Fault Tolerance logging and VMotion networking configured. See “Configure Networking for Host
Machines,” on page 48.

n vSphere HA cluster created and enabled. See “Creating and Configuring a vSphere HA Cluster,” on
page 29. vSphere HA must be enabled before you can power on fault tolerant virtual machines or add a
host to a cluster that already supports fault tolerant virtual machines.
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Host Requirements for Fault Tolerance
You must meet the following host requirements before you use Fault Tolerance.

n Hosts must use supported processors.

n Hosts must be licensed for Fault Tolerance.

n Hosts must be certified for Fault Tolerance. See 
http://www.vmware.com/resources/compatibility/search.php and select Search by Fault Tolerant
Compatible Sets to determine if your hosts are certified.

n The configuration for each host must have Hardware Virtualization (HV) enabled in the BIOS.

NOTE   VMware recommends that the hosts you use to support FT VMs have their BIOS power management
settings turned to "Maximum performance" or "OS-managed performance".

To confirm the compatibility of the hosts in the cluster to support Fault Tolerance, you can also run profile
compliance checks as described in “Create Cluster and Check Compliance,” on page 49.

Virtual Machine Requirements for Fault Tolerance
You must meet the following virtual machine requirements before you use Fault Tolerance.

n No unsupported devices attached to the virtual machine. See “Fault Tolerance Interoperability,” on
page 45.

n Incompatible features must not be running with the fault tolerant virtual machines. See “Fault
Tolerance Interoperability,” on page 45.

n Virtual machine files must be stored on shared storage. Acceptable shared storage solutions include
Fibre Channel, (hardware and software) iSCSI, NFS, and NAS.

Other Configuration Recommendations
You should also observe the following guidelines when configuring Fault Tolerance.

n If you are using NFS to access shared storage, use dedicated NAS hardware with at least a 1Gbit NIC to
obtain the network performance required for Fault Tolerance to work properly.

n The memory reservation of a fault tolerant virtual machine is set to the VM's memory size when Fault
Tolerance is turned on. Ensure that a resource pool containing fault tolerant VMs has memory resources
above the memory size of the virtual machines. Without this excess in the resource pool, there might
not be any memory available to use as overhead memory.

n Use a maximum of 16 virtual disks per fault tolerant virtual machine.

n To ensure redundancy and maximum Fault Tolerance protection, you should have a minimum of three
hosts in the cluster. In a failover situation, this provides a host that can accommodate the new
Secondary VM that is created.

Configure Networking for Host Machines
On each host that you want to add to a vSphere HA cluster, you must configure two different networking
switches (vMotion and FT logging) so that the host can support vSphere Fault Tolerance.

To enable Fault Tolerance for a host, you must complete this procedure for each port group option (vMotion
and FT logging) to ensure that sufficient bandwidth is available for Fault Tolerance logging. Select one
option, finish this procedure, and repeat the procedure a second time, selecting the other port group option.
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Prerequisites

Multiple gigabit Network Interface Cards (NICs) are required. For each host supporting Fault Tolerance, a
minimum of two physical NICs is recommended. For example, you need one dedicated to Fault Tolerance
logging and one dedicated to vMotion. Use three or more NICs to ensure availability.

NOTE   The vMotion and FT logging NICs must be on different subnets. If you are using legacy FT, IPv6 is
not supported on the FT logging NIC.

Procedure

1 In the vSphere Web Client, browse to the host.

2 Click the Manage tab and click Networking.

3 Click the Add host networking icon.

4 Select VMkernel Network Adapter on the Select Connection Type page and click Next.

5 Select New standard switch and click Next.

6 Assign free physical network adapters to the switch and click Next.

7 Provide a Network label and enable the services you want and click Next.

8 Provide an IP address and subnet mask and click Finish after reviewing your settings.

After you create both a vMotion and Fault Tolerance logging virtual switch, you can create other virtual
switches, as needed. Add the host to the cluster and complete any steps needed to turn on Fault Tolerance.

What to do next

NOTE   If you configure networking to support FT but subsequently suspend the Fault Tolerance logging
port, pairs of fault tolerant virtual machines that are powered on remain powered on. If a failover situation
occurs, when the Primary VM is replaced by its Secondary VM a new Secondary VM is not started, causing
the new Primary VM to run in a Not Protected state.

Create Cluster and Check Compliance
vSphere Fault Tolerance is used in the context of a vSphere HA cluster. After you configure networking on
each host, create the vSphere HA cluster and add the hosts to it. You can check to see whether the cluster is
configured correctly and complies with the requirements for the enablement of Fault Tolerance.

Procedure

1 In the vSphere Web Client, browse to the cluster.

2 Click the Monitor tab and click Profile Compliance.

3 Click Check Compliance Now to run the compliance tests.

The results of the compliance test appear, and the compliance or noncompliance of each host is shown.

Using Fault Tolerance
After you have taken all of the required steps for enabling vSphere Fault Tolerance for your cluster, you can
use the feature by turning it on for individual virtual machines.

Before Fault Tolerance can be turned on, validation checks are performed on a virtual machine.

After these checks are passed and you turn on vSphere Fault Tolerance for a virtual machine, new options
are added to the Fault Tolerance section of its context menu. These include turning off or disabling Fault
Tolerance, migrating the Secondary VM, testing failover, and testing restart of the Secondary VM.
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Validation Checks for Turning On Fault Tolerance
If the option to turn on Fault Tolerance is available, this task still must be validated and can fail if certain
requirements are not met.

Several validation checks are performed on a virtual machine before Fault Tolerance can be turned on.

n SSL certificate checking must be enabled in the vCenter Server settings.

n The host must be in a vSphere HA cluster or a mixed vSphere HA and DRS cluster.

n The host must have ESXi 6.x or greater installed (ESX/ESXi 4.x or greater for legacy FT).

n The virtual machine must not have snapshots.

n The virtual machine must not be a template.

n The virtual machine must not have vSphere HA disabled.

n The virtual machine must not have a video device with 3D enabled.

Checks for Powered-On Virtual Machines
Several additional validation checks are performed for powered-on virtual machines (or those that are in the
process of being powered on).

n The BIOS of the hosts where the fault tolerant virtual machines reside must have Hardware
Virtualization (HV) enabled.

n The host that supports the Primary VM must have a processor that supports Fault Tolerance.

n Your hardware should be certified as compatible with Fault Tolerance. To confirm that it is, use the
VMware Compatibility Guide at http://www.vmware.com/resources/compatibility/search.php and
select Search by Fault Tolerant Compatible Sets.

n The configuration of the virtual machine must be valid for use with Fault Tolerance (for example, it
must not contain any unsupported devices).

Secondary VM Placement
When your effort to turn on Fault Tolerance for a virtual machine passes the validation checks, the
Secondary VM is created. The placement and immediate status of the Secondary VM depends upon whether
the Primary VM was powered-on or powered-off when you turned on Fault Tolerance.

If the Primary VM is powered on:

n The entire state of the Primary VM is copied and the Secondary VM is created, placed on a separate
compatible host, and powered on if it passes admission control.

n The Fault Tolerance Status displayed for the virtual machine is Protected.

If the Primary VM is powered off:

n The Secondary VM is immediately created and registered to a host in the cluster (it might be re-
registered to a more appropriate host when it is powered on.)

n The Secondary VM is not powered on until after the Primary VM is powered on.

n The Fault Tolerance Status displayed for the virtual machine is Not Protected, VM not Running.

n When you attempt to power on the Primary VM after Fault Tolerance has been turned on, the
additional validation checks listed above are performed.

After these checks are passed, the Primary and Secondary VMs are powered on and placed on separate,
compatible hosts. The virtual machine's Fault Tolerance Status is tagged as Protected.
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Turn On Fault Tolerance
You can turn on vSphere Fault Tolerance through the vSphere Web Client.

When Fault Tolerance is turned on, vCenter Server resets the virtual machine's memory limit and sets the
memory reservation to the memory size of the virtual machine. While Fault Tolerance remains turned on,
you cannot change the memory reservation, size, limit, number of vCPUs, or shares. You also cannot add or
remove disks for the VM. When Fault Tolerance is turned off, any parameters that were changed are not
reverted to their original values.

Connect vSphere Web Client to vCenter Server using an account with cluster administrator permissions.

Prerequisites

The option to turn on Fault Tolerance is unavailable (dimmed) if any of these conditions apply:

n The virtual machine resides on a host that does not have a license for the feature.

n The virtual machine resides on a host that is in maintenance mode or standby mode.

n The virtual machine is disconnected or orphaned (its .vmx file cannot be accessed).

n The user does not have permission to turn the feature on.

Procedure

1 In the vSphere Web Client, browse to the virtual machine for which you want to turn on Fault
Tolerance.

2 Right-click the virtual machine and select Fault Tolerance > Turn On Fault Tolerance.

3 Click Yes.

4 Select a datastore on which to place the Secondary VM configuration files. Then click Next.

5 Select a host on which to place the Secondary VM. Then click Next.

6 Review your selections and then click Finish.

The specified virtual machine is designated as a Primary VM, and a Secondary VM is established on another
host. The Primary VM is now fault tolerant.

Turn Off Fault Tolerance
Turning off vSphere Fault Tolerance deletes the secondary virtual machine, its configuration, and all history.

Use the Turn Off Fault Tolerance option if you do not plan to reenable the feature. Otherwise, use the
Suspend Fault Tolerance option.

NOTE   If the Secondary VM resides on a host that is in maintenance mode, disconnected, or not responding,
you cannot use the Turn Off Fault Tolerance option. In this case, you should suspend and resume Fault
Tolerance instead.

Procedure

1 In the vSphere Web Client, browse to the virtual machine for which you want to turn off Fault
Tolerance.

2 Right-click the virtual machine and select Fault Tolerance > Turn Off Fault Tolerance.

3 Click Yes.
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Fault Tolerance is turned off for the selected virtual machine. The history and the secondary virtual machine
for the selected virtual machine are deleted.

Suspend Fault Tolerance
Suspending vSphere Fault Tolerance for a virtual machine suspends its Fault Tolerance protection, but
preserves the Secondary VM, its configuration, and all history. Use this option to resume Fault Tolerance
protection in the future.

Procedure

1 In the vSphere Web Client, browse to the virtual machine for which you want to suspend Fault
Tolerance.

2 Right-click the virtual machine and select Fault Tolerance > Suspend Fault Tolerance.

3 Click Yes.

Fault Tolerance is suspended for the selected virtual machine. Any history and the Secondary VM for the
selected virtual machine are preserved and will be used if the feature is resumed.

What to do next

After you suspend Fault Tolerance, to resume the feature select Resume Fault Tolerance.

Migrate Secondary
After vSphere Fault Tolerance is turned on for a Primary VM, you can migrate its associated Secondary VM.

Procedure

1 In the vSphere Web Client, browse to the Primary VM for which you want to migrate its Secondary
VM.

2 Right-click the virtual machine and select Fault Tolerance > Migrate Secondary.

3 Complete the options in the Migrate dialog box and confirm the changes that you made.

4 Click Finish to apply the changes.

The Secondary VM associated with the selected fault tolerant virtual machine is migrated to the specified
host.

Test Failover
You can induce a failover situation for a selected Primary VM to test your Fault Tolerance protection.

This option is unavailable (dimmed) if the virtual machine is powered off.

Procedure

1 In the vSphere Web Client, browse to the Primary VM for which you want to test failover.

2 Right-click the virtual machine and select Fault Tolerance > Test Failover.

3 View details about the failover in the Task Console.

This task induces failure of the Primary VM to ensure that the Secondary VM replaces it. A new Secondary
VM is also started placing the Primary VM back in a Protected state.
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Test Restart Secondary
You can induce the failure of a Secondary VM to test the Fault Tolerance protection provided for a selected
Primary VM.

This option is unavailable (dimmed) if the virtual machine is powered off.

Procedure

1 In the vSphere Web Client, browse to the Primary VM for which you want to conduct the test.

2 Right-click the virtual machine and select Fault Tolerance > Test Restart Secondary.

3 View details about the test in the Task Console.

This task results in the termination of the Secondary VM that provided Fault Tolerance protection for the
selected Primary VM. A new Secondary VM is started, placing the Primary VM back in a Protected state.

Upgrade Hosts Used for Fault Tolerance
Use the following procedure to upgrade hosts used for Fault Tolerance.

Prerequisites

Verify that you have cluster administrator privileges.

Verify that you have sets of four or more ESXi hosts that are hosting fault tolerant virtual machines that are
powered on. If the virtual machines are powered off, the Primary and Secondary VMs can be relocated to
hosts with different builds.

NOTE   This upgrade procedure is for a minimum four-node cluster. The same instructions can be followed
for a smaller cluster, though the unprotected interval will be slightly longer.

Procedure

1 Using vMotion, migrate the fault tolerant virtual machines off of two hosts.

2 Upgrade the two evacuated hosts to the same ESXi build.

3 Suspend Fault Tolerance on the Primary VM.

4 Using vMotion, move the Primary VM for which Fault Tolerance has been suspended to one of the
upgraded hosts.

5 Resume Fault Tolerance on the Primary VM that was moved.

6 Repeat Step 1 to Step 5 for as many fault tolerant virtual machine pairs as can be accommodated on the
upgraded hosts.

7 Using vMotion, redistribute the fault tolerant virtual machines.

All ESXi hosts in a cluster are upgraded.

Best Practices for Fault Tolerance
To ensure optimal Fault Tolerance results, you should follow certain best practices.

The following recommendations for host and networking configuration can help improve the stability and
performance of your cluster.
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Host Configuration
Hosts running the Primary and Secondary VMs should operate at approximately the same processor
frequencies, otherwise the Secondary VM might be restarted more frequently. Platform power management
features that do not adjust based on workload (for example, power capping and enforced low frequency
modes to save power) can cause processor frequencies to vary greatly. If Secondary VMs are being restarted
on a regular basis, disable all power management modes on the hosts running fault tolerant virtual
machines or ensure that all hosts are running in the same power management modes.

Host Networking Configuration
The following guidelines allow you to configure your host's networking to support Fault Tolerance with
different combinations of traffic types (for example, NFS) and numbers of physical NICs.

n Distribute each NIC team over two physical switches ensuring L2 domain continuity for each VLAN
between the two physical switches.

n Use deterministic teaming policies to ensure particular traffic types have an affinity to a particular NIC
(active/standby) or set of NICs (for example, originating virtual port-id).

n Where active/standby policies are used, pair traffic types to minimize impact in a failover situation
where both traffic types will share a vmnic.

n Where active/standby policies are used, configure all the active adapters for a particular traffic type (for
example, FT Logging) to the same physical switch. This minimizes the number of network hops and
lessens the possibility of oversubscribing the switch to switch links.

NOTE   FT logging traffic between Primary and Secondary VMs is unencrypted and contains guest network
and storage I/O data, as well as the memory contents of the guest operating system. This traffic can include
sensitive data such as passwords in plaintext. To avoid such data being divulged, ensure that this network is
secured, especially to avoid 'man-in-the-middle' attacks. For example, you could use a private network for
FT logging traffic.

Homogeneous Clusters
vSphere Fault Tolerance can function in clusters with nonuniform hosts, but it works best in clusters with
compatible nodes. When constructing your cluster, all hosts should have the following configuration:

n Common access to datastores used by the virtual machines.

n The same virtual machine network configuration.

n The same BIOS settings (power management and hyperthreading) for all hosts.

Run Check Compliance to identify incompatibilities and to correct them.

Performance
To increase the bandwidth available for the logging traffic between Primary and Secondary VMs use a
10Gbit NIC, and enable the use of jumbo frames.

Store ISOs on Shared Storage for Continuous Access
Store ISOs that are accessed by virtual machines with Fault Tolerance enabled on shared storage that is
accessible to both instances of the fault tolerant virtual machine. If you use this configuration, the CD-ROM
in the virtual machine continues operating normally, even when a failover occurs.
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For virtual machines with Fault Tolerance enabled, you might use ISO images that are accessible only to the
Primary VM. In such a case, the Primary VM can access the ISO, but if a failover occurs, the CD-ROM
reports errors as if there is no media. This situation might be acceptable if the CD-ROM is being used for a
temporary, noncritical operation such as a patch.

Avoid Network Partitions
A network partition occurs when a vSphere HA cluster has a management network failure that isolates
some of the hosts from vCenter Server and from one another. See “Network Partitions,” on page 18. When a
partition occurs, Fault Tolerance protection might be degraded.

In a partitioned vSphere HA cluster using Fault Tolerance, the Primary VM (or its Secondary VM) could end
up in a partition managed by a master host that is not responsible for the virtual machine. When a failover is
needed, a Secondary VM is restarted only if the Primary VM was in a partition managed by the master host
responsible for it.

To ensure that your management network is less likely to have a failure that leads to a network partition,
follow the recommendations in “Best Practices for Networking,” on page 37.

Legacy Fault Tolerance
By default, vSphere Fault Tolerance (FT) can accommodate symmetric multiprocessor (SMP) virtual
machines with up to four vCPUs. If your virtual machine has only a single vCPU, however, you can use
legacy FT instead for backward compatibility. Unless technically necessary, use of legacy FT is not
recommended.

To use legacy Fault Tolerance, you must configure an advanced option for the virtual machine. After you
complete this configuration, the legacy FT VM is different in some ways from other fault tolerant VMs.

Differences for VMs That Use Legacy FT
VMs that use FT and VMs that use legacy FT differ in several ways.

Table 3‑2.  Differences Between Legacy FT and FT

Legacy FT FT

Extended Page Tables/Rapid
Virtualization Indexing (EPT/RVI)

Not supported Required

IPv6 Not supported for legacy FT logging
NICs.

Supported for FT-logging NICs.

DRS Fully supported for initial placement,
load balancing, and maintenance
mode support.

Only power on placement of
Secondary VM and maintenance mode
are supported.

vStorage APIs - Data Protection
backups

Not supported Supported

Eager-zeroed thick .vmdk disk files Required Not required because FT supports all
disk file types, including thick and thin

.vmdk redundancy Only a single copy Primary VMs and Secondary VMs
always maintain independent copies,
which can be placed on different
datastores to increase redundancy.

NIC bandwidth Dedicated 1-Gb NIC recommended Dedicated 10-Gb NIC recommended

CPU and host compatibility Requires identical CPU model and
family and nearly identical versions
of vSphere on hosts.

CPUs must be compatible with
vSphere vMotion or EVC. Versions of
vSphere on hosts must be compatible
with vSphere vMotion.
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Table 3‑2.  Differences Between Legacy FT and FT (Continued)

Legacy FT FT

Turn on FT on running VM Not always supported. You might
need to power off VM first.

Supported

Storage vMotion Supported only on powered-off VMs.
vCenter Server automatically turns
off FT before performing a Storage
vMotion action and then turns on FT
again after the Storage vMotion
action completes.

Not supported. User must turn off FT
for the VM before performing the
Storage vMotion action and then turn
on FT again.

vlance networking drivers Not supported Supported

Additional Requirements for Legacy FT
In addition to the differences listed for legacy FT, it also has the following unique requirements.

n Your cluster must contain at least two FT-certified hosts that run the same Fault Tolerance version or
host build number. The Fault Tolerance version number appears on a host's Summary tab in the
vSphere Web Client.

n ESXi hosts must have access to the same virtual machine datastores and networks.

n Virtual machines must be stored in virtual RDM or virtual machine disk (VMDK) files that are thick
provisioned. If a virtual machine is stored in a VMDK file that is thin provisioned and an attempt is
made to use Fault Tolerance, a message indicates that the VMDK file must be converted. To perform the
conversion, you must power off the virtual machine.

n Hosts must have processors from the FT-compatible processor group. Verify that the hosts' processors
are compatible with one another. See the VMware knowledge base article at 
http://kb.vmware.com/kb/1008027 for information about supported processors.

n The host that supports the Secondary VM must have a processor that supports Fault Tolerance and is
the same CPU family or model as the host that supports the Primary VM.

n When you upgrade hosts that contain fault tolerant VMs, verify that the Primary and Secondary VMs
continue to run on hosts with the same FT version number or host build number (for hosts before
ESX/ESXi 4.1).

NOTE   If you designated a VM to use legacy FT before you upgraded the hosts in the cluster, that VM
continues to use legacy FT after the host upgrade.

Enable Legacy Fault Tolerance
To use legacy Fault Tolerance, you must configure an advanced option for the virtual machine.

Legacy FT can be used only with single vCPU virtual machines that are not already using FT. To enable
legacy FT for each VM that is to use it, you must set the vm.uselegacyft advanced option to a value of
true.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click the VM Options tab.

4 Open the Advanced section and next to Configuration Parameters, click Edit Configuration.

5 Click Add Row and enter vm.uselegacyft for Name and true for Value.
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6 Click OK.

Legacy FT is now enabled for that virtual machine.
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About vSphere Storage

vSphere Storage describes storage options available to VMware® ESXi and explains how to configure your
ESXi system so that it can use and manage different types of storage. In addition, vSphere Storage explicitly
concentrates on Fibre Channel® and iSCSI storage area networks (SANs) as storage options and discusses
specifics of using ESXi in Fibre Channel and iSCSI environments.

Intended Audience
This information is for experienced system administrators who are familiar with virtual machine
technology, data center operations, and SAN storage concepts.
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Updated Information

This vSphere Storage is updated with each release of the product or when necessary.

This table provides the update history of the vSphere Storage.

Revision Description

001522-01 “Change the Number of Scanned Storage Devices,” on page 125 has been updated to include new details.

001522-00 Initial release.
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Introduction to Storage 1
This introduction describes storage options available in vSphere and explains how to configure your host so
that it can use and manage different types of storage.

This chapter includes the following topics:

n “Storage Virtualization,” on page 13

n “Types of Physical Storage,” on page 14

n “Target and Device Representations,” on page 17

n “Storage Device Characteristics,” on page 18

n “Supported Storage Adapters,” on page 20

n “Datastore Characteristics,” on page 21

n “How Virtual Machines Access Storage,” on page 24

n “Comparing Types of Storage,” on page 24

Storage Virtualization
vSphere storage virtualization supports such capabilities as virtual machines, Virtual SAN, Virtual Volumes,
policy-based storage managements, and so on.

ESXi provides host-level storage virtualization, which logically abstracts the physical storage layer from
virtual machines. An ESXi virtual machine uses a virtual disk to store its operating system, program files,
and other data associated with its activities. A virtual disk is a large physical file, or a set of files, that can be
copied, moved, archived, and backed up as easily as any other file. You can configure virtual machines with
multiple virtual disks.

To access virtual disks, a virtual machine uses virtual SCSI controllers. These virtual controllers include
BusLogic Parallel, LSI Logic Parallel, LSI Logic SAS, and VMware Paravirtual. These controllers are the only
types of SCSI controllers that a virtual machine can see and access.

Each virtual disk resides on a datastore that is deployed on physical storage. From the standpoint of the
virtual machine, each virtual disk appears as if it were a SCSI drive connected to a SCSI controller. Whether
the actual physical storage is being accessed through storage or network adapters on the host is typically
transparent to the guest operating system and to applications running on the virtual machine.

In addition to virtual disks, vSphere offers a mechanism called raw device mapping (RDM). RDM is useful
when a guest operating system inside a virtual machine requires direct access to a storage device. For
information about RDMs, see Chapter 18, “Raw Device Mapping,” on page 203.
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Other storage virtualization capabilities that vSphere provides include Virtual SAN, Virtual Flash, Virtual
Volumes, and policy-based storage management. For information about Virtual SAN, see the Administering
VMware Virtual SAN.

Types of Physical Storage
The ESXi storage management process starts with storage space that your storage administrator preallocates
on different storage systems.

ESXi supports the following types of storage:

Local Storage Stores virtual machine files on internal or directly connected external storage
disks.

Networked Storage Stores virtual machine files on external storage disks or arrays attached to
your host through a direct connection or through a high-speed network.

Local Storage
Local storage can be internal hard disks located inside your ESXi host, or it can be external storage systems
located outside and connected to the host directly through protocols such as SAS or SATA.

Local storage does not require a storage network to communicate with your host. You need a cable
connected to the storage unit and, when required, a compatible HBA in your host.

The following illustration depicts a virtual machine using local SCSI storage.

Figure 1‑1.  Local Storage
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In this example of a local storage topology, the host uses a single connection to a storage disk. On that disk,
you can create a VMFS datastore, which you use to store virtual machine disk files.

Although this storage configuration is possible, it is not a recommended topology. Using single connections
between storage arrays and hosts creates single points of failure (SPOF) that can cause interruptions when a
connection becomes unreliable or fails. However, because the majority of local storage devices do not
support multiple connections, you cannot use multiple paths to access local storage.

ESXi supports a variety of local storage devices, including SCSI, IDE, SATA, USB, and SAS storage systems.
Regardless of the type of storage you use, your host hides a physical storage layer from virtual machines.

NOTE   You cannot use IDE/ATA or USB drives to store virtual machines.

Local storage does not support sharing across multiple hosts. Only one host has access to a datastore on a
local storage device. As a result, although you can use local storage to create virtual machines, it prevents
you from using VMware features that require shared storage, such as HA and vMotion.

vSphere Storage

14  VMware, Inc.



However, if you use a cluster of hosts that have just local storage devices, you can implement Virtual SAN.
Virtual SAN transforms local storage resources into software-defined shared storage and allows you to use
features that require shared storage. For details, see the Administering VMware Virtual SAN documentation.

Networked Storage
Networked storage consists of external storage systems that your ESXi host uses to store virtual machine
files remotely. Typically, the host accesses these systems over a high-speed storage network.

Networked storage devices are shared. Datastores on networked storage devices can be accessed by
multiple hosts concurrently. ESXi supports multiple networked storage technologies.

In addition to traditional networked storage that this topic covers, VMware supports virtualized shared
storage, such as Virtual SAN. Virtual SAN transforms internal storage resources of your ESXi hosts into
shared storage that provides such capabilities as High Availability and vMotion for virtual machines. For
details, see the Administering VMware Virtual SAN documentation.

NOTE   The same LUN cannot be presented to an ESXi host or multiple hosts through different storage
protocols. To access the LUN, hosts must always use a single protocol, for example, either Fibre Channel
only or iSCSI only.

Fibre Channel (FC)
Stores virtual machine files remotely on an FC storage area network (SAN). FC SAN is a specialized high-
speed network that connects your hosts to high-performance storage devices. The network uses Fibre
Channel protocol to transport SCSI traffic from virtual machines to the FC SAN devices.

To connect to the FC SAN, your host should be equipped with Fibre Channel host bus adapters (HBAs).
Unless you use Fibre Channel direct connect storage, you need Fibre Channel switches to route storage
traffic. If your host contains FCoE (Fibre Channel over Ethernet) adapters, you can connect to your shared
Fibre Channel devices by using an Ethernet network.

Fibre Channel Storage depicts virtual machines using Fibre Channel storage.

Figure 1‑2.  Fibre Channel Storage
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In this configuration, a host connects to a SAN fabric, which consists of Fibre Channel switches and storage
arrays, using a Fibre Channel adapter. LUNs from a storage array become available to the host. You can
access the LUNs and create datastores for your storage needs. The datastores use the VMFS format.

For specific information on setting up the Fibre Channel SAN, see Chapter 3, “Using ESXi with Fibre
Channel SAN,” on page 35.

Internet SCSI (iSCSI)
Stores virtual machine files on remote iSCSI storage devices. iSCSI packages SCSI storage traffic into the
TCP/IP protocol so that it can travel through standard TCP/IP networks instead of the specialized FC
network. With an iSCSI connection, your host serves as the initiator that communicates with a target,
located in remote iSCSI storage systems.

ESXi offers the following types of iSCSI connections:

Hardware iSCSI Your host connects to storage through a third-party adapter capable of
offloading the iSCSI and network processing. Hardware adapters can be
dependent and independent.

Software iSCSI Your host uses a software-based iSCSI initiator in the VMkernel to connect to
storage. With this type of iSCSI connection, your host needs only a standard
network adapter for network connectivity.

You must configure iSCSI initiators for the host to access and display iSCSI storage devices.

iSCSI Storage depicts different types of iSCSI initiators.

Figure 1‑3.  iSCSI Storage
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In the left example, the host uses the hardware iSCSI adapter to connect to the iSCSI storage system.

In the right example, the host uses a software iSCSI adapter and an Ethernet NIC to connect to the iSCSI
storage.

iSCSI storage devices from the storage system become available to the host. You can access the storage
devices and create VMFS datastores for your storage needs.
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For specific information on setting up the iSCSI SAN, see Chapter 9, “Using ESXi with iSCSI SAN,” on
page 63.

Network-attached Storage (NAS)
Stores virtual machine files on remote file servers accessed over a standard TCP/IP network. The NFS client
built into ESXi uses Network File System (NFS) protocol version 3 and 4.1 to communicate with the
NAS/NFS servers. For network connectivity, the host requires a standard network adapter.

NFS Storage depicts a virtual machine using the NFS volume to store its files. In this configuration, the host
connects to the NFS server, which stores the virtual disk files, through a regular network adapter.

Figure 1‑4.  NFS Storage
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For specific information on setting up NFS storage, see “Understanding Network File System Datastores,”
on page 152.

Shared Serial Attached SCSI (SAS)
Stores virtual machines on direct-attached SAS storage systems that offer shared access to multiple hosts.
This type of access permits multiple hosts to access the same VMFS datastore on a LUN.

Target and Device Representations
In the ESXi context, the term target identifies a single storage unit that the host can access. The terms device
and LUN describe a logical volume that represents storage space on a target. Typically, the terms device and
LUN, in the ESXi context, mean a storage volume presented to the host from a storage target and available
for formatting.

Different storage vendors present the storage systems to ESXi hosts in different ways. Some vendors present
a single target with multiple storage devices or LUNs on it, while others present multiple targets with one
LUN each.
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Figure 1‑5.  Target and LUN Representations
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In this illustration, three LUNs are available in each configuration. In one case, the host sees one target, but
that target has three LUNs that can be used. Each LUN represents an individual storage volume. In the
other example, the host sees three different targets, each having one LUN.

Targets that are accessed through the network have unique names that are provided by the storage systems.
The iSCSI targets use iSCSI names, while Fibre Channel targets use World Wide Names (WWNs).

NOTE   ESXi does not support accessing the same LUN through different transport protocols, such as iSCSI
and Fibre Channel.

A device, or LUN, is identified by its UUID name. If a LUN is shared by multiple hosts, it must be presented
to all hosts with the same UUID.

Storage Device Characteristics
You can display all storage devices or LUNs available to the host, including all local and networked devices.
If you use third-party multipathing plug-ins, the storage devices available through the plug-ins also appear
on the list.

For each storage adapter, you can display a separate list of storage devices available for this adapter.

Generally, when you review storage devices, you see the following information.

Table 1‑1.  Storage Device Information

Storage Device Information Description

Name Also called Display Name. It is a name that the ESXi host assigns to the device based on
the storage type and manufacturer. You can change this name to a name of your choice.

Identifier A universally unique identifier that is intrinsic to the device.

Operational State Indicates whether the device is mounted or unmounted. For details, see “Detach
Storage Devices,” on page 128.

LUN Logical Unit Number (LUN) within the SCSI target. The LUN number is provided by
the storage system. If a target has only one LUN, the LUN number is always zero (0).

Type Type of device, for example, disk or CD-ROM.

Drive Type Information about whether the device is a flash drive or a regular HDD drive. For
information about flash drives, see Chapter 14, “Working with Flash Devices,” on
page 133.

Transport Transportation protocol your host uses to access the device. The protocol depends on
the type of storage being used. See “Types of Physical Storage,” on page 14.

Capacity Total capacity of the storage device.

Owner The plug-in, such as the NMP or a third-party plug-in, that the host uses to manage
paths to the storage device. For details, see “Managing Multiple Paths,” on page 186.

Hardware Acceleration Information about whether the storage device assists the host with virtual machine
management operations. The status can be Supported, Not Supported, or Unknown.
For details, see Chapter 22, “Storage Hardware Acceleration,” on page 243.

Location A path to the storage device in the /vmfs/devices/ directory.
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Table 1‑1.  Storage Device Information (Continued)

Storage Device Information Description

Partition Format A partition scheme used by the storage device. It could be of a master boot record
(MBR) or GUID partition table (GPT) format. The GPT devices can support datastores
greater than 2TB. For more information, see “VMFS Datastores and Storage Disk
Formats,” on page 147.

Partitions Primary and logical partitions, including a VMFS datastore, if configured.

Multipathing Policies (VMFS
datastores)

Path Selection Policy and Storage Array Type Policy the host uses to manage paths to
storage. For more information, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

Paths (VMFS datastores) Paths used to access storage and their status.

Display Storage Devices for a Host
Display all storage devices available to a host. If you use any third-party multipathing plug-ins, the storage
devices available through the plug-ins also appear on the list.

The Storage Devices view allows you to list the hosts' storage devices, analyze their information, and
modify properties.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

All storage devices available to the host are listed under Storage Devices.

4 To view details for a specific device, select the device from the list.

5 Use tabs under Device Details to access additional information and modify properties for the selected
device.

Tab Description

Properties View device properties and characteristics. View and modify multipathing
policies for the device.

Paths Display paths available for the device. Disable or enable a selected path.
 

Display Storage Devices for an Adapter
Display a list of storage devices accessible through a specific storage adapter on the host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

All storage adapters installed on the host are listed under Storage Adapters.

4 Select the adapter from the list and click the Devices tab.

Storage devices that the host can access through the adapter are displayed.
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VMware, Inc.  19



Supported Storage Adapters
Storage adapters provide connectivity for your ESXi host to a specific storage unit or network.

ESXi supports different classes of adapters, including SCSI, iSCSI, RAID, Fibre Channel, Fibre Channel over
Ethernet (FCoE), and Ethernet. ESXi accesses the adapters directly through device drivers in the VMkernel.

Depending on the type of storage you use, you might need to enable and configure a storage adapter on
your host.

For information on setting up software FCoE adapters, see Chapter 5, “Configuring Fibre Channel over
Ethernet,” on page 45.

For information on configuring different types of iSCSI adapters, see Chapter 10, “Configuring iSCSI
Adapters and Storage,” on page 69.

Storage Adapter Characteristics
The host uses storage adapters to access different storage devices. You can display details for the available
storage adapters and review their information.

You must enable certain adapters, for example software iSCSI or FCoE, before you can view their
information.

Table 1‑2.  Storage Adapter Information

Adapter Information Description

Model Model of the adapter.

Targets (Fibre Channel and
SCSI)

Number of targets accessed through the adapter.

Connected Targets (iSCSI) Number of connected targets on an iSCSI adapter.

WWN (Fibre Channel) World Wide Name formed according to Fibre Channel standards that uniquely identifies
the FC adapter.

iSCSI Name (iSCSI) Unique name formed according to iSCSI standards that identifies the iSCSI adapter.

iSCSI Alias (iSCSI) A friendly name used instead of the iSCSI name.

IP Address (independent
hardware iSCSI)

Address assigned to the iSCSI HBA.

Devices All storage devices or LUNs the adapter can access.

Paths All paths the adapter uses to access storage devices.

Properties Link that indicates that the adapter requires additional configuration. iSCSI and FCoE
adapters display this link.

View Storage Adapters Information
Display storage adapters that your host uses and review their information.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

4 To view details for a specific adapter, select the adapter from the list.
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Datastore Characteristics
Datastores are logical containers, analogous to file systems, that hide specifics of each storage device and
provide a uniform model for storing virtual machine files. You can display all datastores available to your
hosts and analyze their properties.

Datastores are added to vCenter Server in the following ways:

n You can create a VMFS5 datastore, an NFS version 3 or 4.1 datastore, or a virtual datastore using the
New Datastore wizard. A Virtual SAN datastore is automatically created when you enable Virtual
SAN.

n When you add a host to vCenter Server, all datastores on the host are added to vCenter Server.

The following table describes datastore details that you can see when you review datastores through the
vSphere Web Client. Certain characteristic might not be available or applicable to all types of datastores.

Table 1‑3.  Datastore Information

Datastore
Information Applicable Datastore Type Description

Name VMFS
NFS
Virtual SAN
VVOL

Editable name that you assign to a datastore. For
information on renaming a datastore, see “Change
Datastore Name,” on page 167.

File System Type VMFS
NFS
Virtual SAN
VVOL

File system that the datastore uses. For information
about VMFS and NFS datastores and how to manage
them, see Chapter 16, “Working with Datastores,” on
page 145.
For information about Virtual SAN datastores, see the
Administering VMware Virtual SAN documentation.
For information about Virtual Volumes, see Chapter 19,
“Working with Virtual Volumes,” on page 211.

Device Backing VMFS
NFS
Virtual SAN

Information about underlying storage, such as a storage
device on which the datastore is deployed (VMFS),
server and folder (NFS), or disk groups (Virtual SAN) .

Protocol Endpoints VVOL Information about corresponding protocol endpoints.
See “Protocol Endpoints,” on page 214.

Extents VMFS Individual extents that the datastore spans and their
capacity.

Drive Type VMFS Type of underlying storage device, a flash drive or a
regular HHD drive. For details, see Chapter 14,
“Working with Flash Devices,” on page 133.

Capacity VMFS
NFS
Virtual SAN
VVOL

Includes total capacity, provisioned space, and free
space.

Mount Point VMFS
NFS
Virtual SAN
VVOL

A path to the datastore in the host's /vmfs/volumes/
directory.
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Table 1‑3.  Datastore Information (Continued)

Datastore
Information Applicable Datastore Type Description

Capability Sets VMFS
NOTE   A multi-extent VMFS
datastore assumes capabilities of only
one of its extents.
NFS
Virtual SAN

Information about storage data services that the
underlying storage entity provides. You cannot modify
them.

Storage I/O Control VMFS
NFS

Information on whether cluster-wide storage I/O
prioritization is enabled. See the vSphere Resource
Management documentation.

Hardware
Acceleration

VMFS
NFS
Virtual SAN
VVOL

Information on whether the underlying storage entity
supports hardware acceleration. The status can be
Supported, Not Supported, or Unknown. For details, see 
Chapter 22, “Storage Hardware Acceleration,” on
page 243.
NOTE   NFS 4.1 does not support Hardware
Acceleration.

Tags VMFS
NFS
Virtual SAN
VVOL

Datastore capabilities that you define and associate with
datastores in a form of tags. For information, see 
“Storage Policies and Rules,” on page 226.

Connectivity with
Hosts

VMFS
NFS
VVOL

Hosts where the datastore is mounted.

Multipathing VMFS
VVOL

Path selection policy the host uses to access storage. For
more information, see Chapter 17, “Understanding
Multipathing and Failover,” on page 181.

Display Datastore Information
Access the Datastores view with the vSphere Web Client navigator. The Datastores view that you display
through the navigator lets you list all datastores available in the vSphere infrastructure inventory, analyze
the information, and modify properties. You can also use the view to create datastores.

To list datastores for a particular parent object, such as a data center, cluster, or host, see “List Datastores for
an Infrastructure Object,” on page 23.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

Datastores that are available in the inventory appear in the center Datastores panel.

2 Use the icons to create a datastore or to perform basic tasks for a selected datastore.

Icon Description

Create a datastore.

Increase datastore capacity.

Mount a datastore to certain hosts.
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Icon Description

Remove a datastore.

Unmount a datastore from certain hosts.

3 To view specific datastore details, click a selected datastore.

4 Use tabs to access additional information and modify datastore properties.

Tab Description

Getting Started View introductory information and access basic actions.

Summary View statistics and configuration for the selected datastore.

Monitor View alarms, performance data, resource allocation, events, and other status information for the
datastore.

Manage View and modify datastore properties, alarm definitions, tags, and permissions. Use this tab to
access storage devices that back the datastore, and to view and edit multipathing details for the
datastore devices.

Related Objects View objects related to the datastore. The objects include virtual machines that reside on the
datastore and hosts where the datastore is mounted.

List Datastores for an Infrastructure Object
Display datastores for a specific parent object, such as a data center, cluster, or host.

Procedure

1 Use the vSphere Web Client object navigator to browse to an object that is a valid parent object of a
datastore, such as a data center, cluster, or host.

2 Click the Related Objects tab and click Datastores.

If any datastores are configured for this object, they appear in the center Datastores panel.

3 Use the icons to create a datastore or to perform basic tasks for a selected datastore.

Icon Description

Create a datastore.

Increase datastore capacity.

Mount a datastore to certain hosts.

Remove a datastore.

Unmount a datastore from certain hosts.

4 Use tabs to access additional information and modify datastore properties.

Tab Description

Getting Started View introductory information and access basic actions.

Summary View statistics and configuration for the selected datastore.

Monitor View alarms, performance data, resource allocation, events, and other status information for the
datastore.
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Tab Description

Manage View and modify datastore properties, alarm definitions, tags, and permissions. Use this tab to
access storage devices that back the datastore, and to view and edit multipathing details for the
datastore devices.

Related Objects View objects related to the datastore. The objects include virtual machines that reside on the
datastore and hosts where the datastore is mounted.

How Virtual Machines Access Storage
When a virtual machine communicates with its virtual disk stored on a datastore, it issues SCSI commands.
Because datastores can exist on various types of physical storage, these commands are encapsulated into
other forms, depending on the protocol that the ESXi host uses to connect to a storage device.

ESXi supports Fibre Channel (FC), Internet SCSI (iSCSI), Fibre Channel over Ethernet (FCoE), and NFS
protocols. Regardless of the type of storage device your host uses, the virtual disk always appears to the
virtual machine as a mounted SCSI device. The virtual disk hides a physical storage layer from the virtual
machine’s operating system. This allows you to run operating systems that are not certified for specific
storage equipment, such as SAN, inside the virtual machine.

The following graphic depicts five virtual machines using different types of storage to illustrate the
differences between each type.

Figure 1‑6.  Virtual machines accessing different types of storage
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NOTE   This diagram is for conceptual purposes only. It is not a recommended configuration.

You can use maps on the Storage Views tab to visually represent and understand the relationships between
virtual machines on your host and all available virtual and physical storage resources. For more
information, see the vSphere Monitoring and Performance documentation.

Comparing Types of Storage
Whether certain vSphere functionality is supported might depend on the storage technology that you use.

The following table compares networked storage technologies that ESXi supports.
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Table 1‑4.  Networked Storage that ESXi Supports

Technology Protocols Transfers Interface

Fibre Channel FC/SCSI Block access of data/LUN FC HBA

Fibre Channel over
Ethernet

FCoE/SCSI Block access of data/LUN n Converged Network Adapter (hardware
FCoE)

n NIC with FCoE support (software FCoE)

iSCSI IP/SCSI Block access of data/LUN n iSCSI HBA or iSCSI-enabled NIC
(hardware iSCSI)

n Network adapter (software iSCSI)

NAS IP/NFS File (no direct LUN access) Network adapter

The following table compares the vSphere features that different types of storage support.

Table 1‑5.  vSphere Features Supported by Storage

Storage Type Boot VM vMotion Datastore RDM VM Cluster

VMware
HA and
DRS

Storage
APIs -
Data
Protectio
n

Local Storage Yes No VMFS No Yes No Yes

Fibre Channel Yes Yes VMFS Yes Yes Yes Yes

iSCSI Yes Yes VMFS Yes Yes Yes Yes

NAS over NFS Yes Yes NFS 3 and
NFS 4.1

No No Yes Yes

NOTE   Local storage supports a cluster of virtual machines on a single host (also known as a cluster in a
box). A shared virtual disk is required. For more information about this configuration, see the vSphere
Resource Management documentation.
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Overview of Using ESXi with a SAN 2
Using ESXi with a SAN improves flexibility, efficiency, and reliability. Using ESXi with a SAN also supports
centralized management, failover, and load balancing technologies.

The following are benefits of using ESXi with a SAN:

n You can store data securely and configure multiple paths to your storage, eliminating a single point of
failure.

n Using a SAN with ESXi systems extends failure resistance to the server. When you use SAN storage, all
applications can instantly be restarted on another host after the failure of the original host.

n You can perform live migration of virtual machines using VMware vMotion.

n Use VMware High Availability (HA) in conjunction with a SAN to restart virtual machines in their last
known state on a different server if their host fails.

n Use VMware Fault Tolerance (FT) to replicate protected virtual machines on two different hosts. Virtual
machines continue to function without interruption on the secondary host if the primary one fails.

n Use VMware Distributed Resource Scheduler (DRS) to migrate virtual machines from one host to
another for load balancing. Because storage is on a shared SAN array, applications continue running
seamlessly.

n If you use VMware DRS clusters, put an ESXi host into maintenance mode to have the system migrate
all running virtual machines to other ESXi hosts. You can then perform upgrades or other maintenance
operations on the original host.

The portability and encapsulation of VMware virtual machines complements the shared nature of this
storage. When virtual machines are located on SAN-based storage, you can quickly shut down a virtual
machine on one server and power it up on another server, or suspend it on one server and resume operation
on another server on the same network. This ability allows you to migrate computing resources while
maintaining consistent shared access.

This chapter includes the following topics:

n “ESXi and SAN Use Cases,” on page 28

n “Specifics of Using SAN Storage with ESXi,” on page 28

n “ESXi Hosts and Multiple Storage Arrays,” on page 29

n “Making LUN Decisions,” on page 29

n “Choosing Virtual Machine Locations,” on page 30

n “Layered Applications,” on page 31

n “Third-Party Management Applications,” on page 32
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n “SAN Storage Backup Considerations,” on page 32

ESXi and SAN Use Cases
When used with a SAN, ESXi can benefit from multiple vSphere features, including Storage vMotion,
Distributed Resource Scheduler (DRS), High Availability, and so on.

Using ESXi in conjunction with a SAN is effective for the following tasks:

Storage consolidation
and simplification of
storage layout

If you are working with multiple hosts, and each host is running multiple
virtual machines, the storage on the hosts is no longer sufficient and external
storage is required. Choose a SAN for external storage to provide a simpler
system architecture along with other benefits.

Maintenance with zero
downtime

When performing ESXi host or infrastructure maintenance, use vMotion to
migrate virtual machines to other host. If shared storage is on the SAN, you
can perform maintenance without interruptions to the users of the virtual
machines. Virtual machine working processes continue throughout a
migration.

Load balancing You can add a host to a DRS cluster, and the host's resources become part of
the cluster's resources. The distribution and usage of CPU and memory
resources for all hosts and virtual machines in the cluster are continuously
monitored. DRS compares these metrics to an ideal resource utilization. Ideal
utilization takes into account the attributes of the cluster's resource pools and
virtual machines, the current demand, and the imbalance target. It then
performs (or recommends) virtual machine migrations accordingly.

Disaster recovery You can use VMware High Availability to configure multiple ESXi hosts as a
cluster to provide rapid recovery from outages and cost-effective high
availability for applications running in virtual machines.

Simplified array
migrations and storage
upgrades

When you purchase new storage systems or arrays, use Storage vMotion to
perform live automated migration of virtual machine disk files from existing
storage to their new destination without interruptions to the users of the
virtual machines.

Specifics of Using SAN Storage with ESXi
Using a SAN in conjunction with an ESXi host differs from traditional SAN usage in a variety of ways.

When you use SAN storage with ESXi, keep in mind the following considerations:

n You cannot use SAN administration tools to directly access operating systems of virtual machines that
use the storage. With traditional tools, you can monitor only the VMware ESXi operating system. You
use the vSphere Web Client to monitor virtual machines.

n The HBA visible to the SAN administration tools is part of the ESXi system, not part of the virtual
machine.

n Typically, your ESXi system performs multipathing for you.
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ESXi Hosts and Multiple Storage Arrays
An ESXi host can access storage devices presented from multiple storage arrays, including arrays from
different vendors.

When you use multiple arrays from different vendors, the following considerations apply:

n If your host uses the same Storage Array Type Plugin (SATP) for multiple arrays, be careful when you
need to change the default Path Selection Policy (PSP) for that SATP. The change will apply to all
arrays. For information on SATPs and PSPs, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

n Some storage arrays make recommendations on queue depth and other settings. Typically, these
settings are configured globally at the ESXi host level. Making a change for one array impacts other
arrays that present LUNs to the host. For information on changing queue depth, see the VMware
knowledge base article at http://kb.vmware.com/kb/1267.

n Use single-initiator-single-target zoning when zoning ESXi hosts to Fibre Channel arrays. With this type
of configuration, fabric related events that occur on one array do not impact other arrays. For more
information about zoning, see “Using Zoning with Fibre Channel SANs,” on page 36.

Making LUN Decisions
You must plan how to set up storage for your ESXi systems before you format LUNs with VMFS datastores.

When you make your LUN decision, keep in mind the following considerations:

n Each LUN should have the correct RAID level and storage characteristic for the applications running in
virtual machines that use the LUN.

n Each LUN must contain only one VMFS datastore.

n If multiple virtual machines access the same VMFS, use disk shares to prioritize virtual machines.

You might want fewer, larger LUNs for the following reasons:

n More flexibility to create virtual machines without asking the storage administrator for more space.

n More flexibility for resizing virtual disks, doing snapshots, and so on.

n Fewer VMFS datastores to manage.

You might want more, smaller LUNs for the following reasons:

n Less wasted storage space.

n Different applications might need different RAID characteristics.

n More flexibility, as the multipathing policy and disk shares are set per LUN.

n Use of Microsoft Cluster Service requires that each cluster disk resource is in its own LUN.

n Better performance because there is less contention for a single volume.

When the storage characterization for a virtual machine is not available, there is often no simple method to
determine the number and size of LUNs to provision. You can experiment using either a predictive or
adaptive scheme.

Chapter 2 Overview of Using ESXi with a SAN

VMware, Inc.  29

http://kb.vmware.com/kb/1267


Use the Predictive Scheme to Make LUN Decisions
When setting up storage for ESXi systems, before creating VMFS datastores, you must decide on the size
and number of LUNs to provision. You can experiment using the predictive scheme.

Procedure

1 Provision several LUNs with different storage characteristics.

2 Create a VMFS datastore on each LUN, labeling each datastore according to its characteristics.

3 Create virtual disks to contain the data for virtual machine applications in the VMFS datastores created
on LUNs with the appropriate RAID level for the applications' requirements.

4 Use disk shares to distinguish high-priority from low-priority virtual machines.

NOTE   Disk shares are relevant only within a given host. The shares assigned to virtual machines on one
host have no effect on virtual machines on other hosts.

5 Run the applications to determine whether virtual machine performance is acceptable.

Use the Adaptive Scheme to Make LUN Decisions
When setting up storage for ESXi hosts, before creating VMFS datastores, you must decide on the number
and size of LUNS to provision. You can experiment using the adaptive scheme.

Procedure

1 Provision a large LUN (RAID 1+0 or RAID 5), with write caching enabled.

2 Create a VMFS on that LUN.

3 Create four or five virtual disks on the VMFS.

4 Run the applications to determine whether disk performance is acceptable.

If performance is acceptable, you can place additional virtual disks on the VMFS. If performance is not
acceptable, create a new, large LUN, possibly with a different RAID level, and repeat the process. Use
migration so that you do not lose virtual machines data when you recreate the LUN.

Choosing Virtual Machine Locations
When you’re working on optimizing performance for your virtual machines, storage location is an
important factor. A trade-off always exists between expensive storage that offers high performance and high
availability and storage with lower cost and lower performance.

Storage can be divided into different tiers depending on a number of factors:

n High Tier. Offers high performance and high availability. Might offer built-in snapshots to facilitate
backups and point-in-time (PiT) restorations. Supports replication, full storage processor redundancy,
and SAS drives. Uses high-cost spindles.

n Mid Tier. Offers mid-range performance, lower availability, some storage processor redundancy, and
SCSI or SAS drives. May offer snapshots. Uses medium-cost spindles.

n Lower Tier. Offers low performance, little internal storage redundancy. Uses low end SCSI drives or
SATA (serial low-cost spindles).
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Not all applications need to be on the highest-performance, most-available storage—at least not throughout
their entire life cycle.

NOTE   If you need some of the functionality of the high tier, such as snapshots, but do not want to pay for it,
you might be able to achieve some of the high-performance characteristics in software. For example, you can
create snapshots in software.

When you decide where to place a virtual machine, ask yourself these questions:

n How critical is the virtual machine?

n What are its performance and availability requirements?

n What are its PiT restoration requirements?

n What are its backup requirements?

n What are its replication requirements?

A virtual machine might change tiers throughout its life cycle because of changes in criticality or changes in
technology that push higher-tier features to a lower tier. Criticality is relative and might change for a variety
of reasons, including changes in the organization, operational processes, regulatory requirements, disaster
planning, and so on.

Layered Applications
SAN administrators customarily use specialized array-based software for backup, disaster recovery, data
mining, forensics, and configuration testing.

Storage providers typically supply two types of advanced services for their LUNs: snapshotting and
replication.

n Snapshotting creates space with efficient copies of LUNs that share common blocks of data. In general,
snapshotting is used locally on the same storage systems as the primary LUN for quick backups,
application testing, forensics, or data mining.

n Replication creates full copies of LUNs. Replicas are usually made to separate storage systems, possibly
separate sites to protect against major outages that incapacitate or destroy an entire array or site.

When you use an ESXi system in conjunction with a SAN, you must decide whether array-based or host-
based tools are more suitable for your particular situation.

Array-Based (Third-Party) Solution
When you use an ESXi system in conjunction with a SAN, you must decide whether array-based tools are
more suitable for your particular situation.

When you consider an array-based solution, keep in mind the following points:

n Array-based solutions usually result in more comprehensive statistics. With RDMs, data always takes
the same path, which results in easier performance management.

n Security is more transparent to the storage administrator when you use an RDM and an array-based
solution because with RDMs, virtual machines more closely resemble physical machines.

n If you use an array-based solution, physical compatibility RDMs are often used for the storage of virtual
machines. If you do not intend to use RDMs, check the storage vendor documentation to see if
operations on LUNs with VMFS volumes are supported. If you use array operations on VMFS LUNs,
carefully read the section on resignaturing.
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File-Based (VMFS) Solution
When you use an ESXi system in conjunction with a SAN, you must decide whether file-based tools are
more suitable for your particular situation.

When you consider a file-based solution that uses VMware tools and VMFS instead of the array tools, be
aware of the following points:

n Using VMware tools and VMFS is better for provisioning. One large LUN is allocated and
multiple .vmdk files can be placed on that LUN. With an RDM, a new LUN is required for each virtual
machine.

n Snapshotting is included with your ESXi host at no extra cost.

n Using VMFS is easier for ESXi administrators.

n ESXi administrators who use the file-based solution are more independent from the SAN administrator.

Third-Party Management Applications
You can use third-party management applications in conjunction with your ESXi host.

Most SAN hardware is packaged with storage management software. In many cases, this software is a web
application that can be used with any web browser connected to your network. In other cases, this software
typically runs on the storage system or on a single server, independent of the servers that use the SAN for
storage.

Use this third-party management software for the following tasks:

n Storage array management, including LUN creation, array cache management, LUN mapping, and
LUN security.

n Setting up replication, check points, snapshots, or mirroring.

If you decide to run the SAN management software on a virtual machine, you gain the benefits of running a
virtual machine, including failover using vMotion and VMware HA. Because of the additional level of
indirection, however, the management software might not be able to see the SAN. In this case, you can use
an RDM.

NOTE   Whether a virtual machine can run management software successfully depends on the particular
storage system.

SAN Storage Backup Considerations
Having a proper backup strategy is one of the most important aspects of SAN management. In the SAN
environment, backups have two goals. The first goal is to archive online data to offline media. This process
is repeated periodically for all online data on a time schedule. The second goal is to provide access to offline
data for recovery from a problem. For example, database recovery often requires retrieval of archived log
files that are not currently online.

Scheduling a backup depends on a number of factors:

n Identification of critical applications that require more frequent backup cycles within a given period of
time.

n Recovery point and recovery time goals. Consider how precise your recovery point needs to be, and
how long you are willing to wait for it.

n The rate of change (RoC) associated with the data. For example, if you are using
synchronous/asynchronous replication, the RoC affects the amount of bandwidth required between the
primary and secondary storage devices.
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n Overall impact on SAN environment, storage performance (while backing up), and other applications.

n Identification of peak traffic periods on the SAN (backups scheduled during those peak periods can
slow the applications and the backup process).

n Time to schedule all backups within the data center.

n Time it takes to back up an individual application.

n Resource availability for archiving data; usually offline media access (tape).

Include a recovery-time objective for each application when you design your backup strategy. That is,
consider the time and resources necessary to perform a backup. For example, if a scheduled backup stores
so much data that recovery requires a considerable amount of time, examine the scheduled backup. Perform
the backup more frequently, so that less data is backed up at a time and the recovery time decreases.

If a particular application requires recovery within a certain time frame, the backup process needs to
provide a time schedule and specific data processing to meet this requirement. Fast recovery can require the
use of recovery volumes that reside on online storage to minimize or eliminate the need to access slow
offline media for missing data components.

Using Third-Party Backup Packages
You can use third-party backup solutions to protect system, application, and user data in your virtual
machines.

VMware offers the Storage APIs - Data Protection to work in conjunction with third-party products. When
using the APIs, third-party software can perform backups without loading ESXi hosts with the processing of
backup tasks.

The third-party products using the Storage APIs - Data Protection can perform the following backup tasks:

n Perform full, differential, and incremental image backup and restore of virtual machines.

n Perform file-level backup of virtual machines that use supported Windows and Linux operating
systems.

n Ensure data consistency by using Microsoft Volume Shadow Copy Services (VSS) for virtual machines
that run supported Microsoft Windows operating systems.

Because the Storage APIs - Data Protection leverage the snapshot capabilities of VMFS, backups that you
can perform do not require downtime for virtual machines. These backups are nondisruptive, can be
performed at any time, and do not need extended backup windows.

For information about the Storage APIs - Data Protection and integration with backup products, see the
VMware Web site or contact you backup vendor.
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Using ESXi with Fibre Channel SAN 3
When you set up ESXi hosts to use FC SAN storage arrays, special considerations are necessary. This section
provides introductory information about how to use ESXi with a FC SAN array.

This chapter includes the following topics:

n “Fibre Channel SAN Concepts,” on page 35

n “Using Zoning with Fibre Channel SANs,” on page 36

n “How Virtual Machines Access Data on a Fibre Channel SAN,” on page 37

Fibre Channel SAN Concepts
If you are an ESXi administrator planning to set up hosts to work with SANs, you must have a working
knowledge of SAN concepts. You can find information about SANs in print and on the Internet. Because
this industry changes constantly, check these resources frequently.

If you are new to SAN technology, familiarize yourself with the basic terminology.

A storage area network (SAN) is a specialized high-speed network that connects computer systems, or host
servers, to high performance storage subsystems. The SAN components include host bus adapters (HBAs)
in the host servers, switches that help route storage traffic, cables, storage processors (SPs), and storage disk
arrays.

A SAN topology with at least one switch present on the network forms a SAN fabric.

To transfer traffic from host servers to shared storage, the SAN uses the Fibre Channel (FC) protocol that
packages SCSI commands into Fibre Channel frames.

To restrict server access to storage arrays not allocated to that server, the SAN uses zoning. Typically, zones
are created for each group of servers that access a shared group of storage devices and LUNs. Zones define
which HBAs can connect to which SPs. Devices outside a zone are not visible to the devices inside the zone.

Zoning is similar to LUN masking, which is commonly used for permission management. LUN masking is a
process that makes a LUN available to some hosts and unavailable to other hosts.

When transferring data between the host server and storage, the SAN uses a technique known as
multipathing. Multipathing allows you to have more than one physical path from the ESXi host to a LUN on
a storage system.

Generally, a single path from a host to a LUN consists of an HBA, switch ports, connecting cables, and the
storage controller port. If any component of the path fails, the host selects another available path for I/O. The
process of detecting a failed path and switching to another is called path failover.
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Ports in Fibre Channel SAN
In the context of this document, a port is the connection from a device into the SAN. Each node in the SAN,
such as a host, a storage device, or a fabric component has one or more ports that connect it to the SAN.
Ports are identified in a number of ways.

WWPN (World Wide Port
Name)

A globally unique identifier for a port that allows certain applications to
access the port. The FC switches discover the WWPN of a device or host and
assign a port address to the device.

Port_ID (or port
address)

Within a SAN, each port has a unique port ID that serves as the FC address
for the port. This unique ID enables routing of data through the SAN to that
port. The FC switches assign the port ID when the device logs in to the fabric.
The port ID is valid only while the device is logged on.

When N-Port ID Virtualization (NPIV) is used, a single FC HBA port (N-port) can register with the fabric by
using several WWPNs. This method allows an N-port to claim multiple fabric addresses, each of which
appears as a unique entity. When ESXi hosts use a SAN, these multiple, unique identifiers allow the
assignment of WWNs to individual virtual machines as part of their configuration.

Fibre Channel Storage Array Types
ESXi supports different storage systems and arrays.

The types of storage that your host supports include active-active, active-passive, and ALUA-compliant.

Active-active storage
system

Allows access to the LUNs simultaneously through all the storage ports that
are available without significant performance degradation. All the paths are
active at all times, unless a path fails.

Active-passive storage
system

A system in which one storage processor is actively providing access to a
given LUN. The other processors act as backup for the LUN and can be
actively providing access to other LUN I/O. I/O can be successfully sent only
to an active port for a given LUN. If access through the active storage port
fails, one of the passive storage processors can be activated by the servers
accessing it.

Asymmetrical storage
system

Supports Asymmetric Logical Unit Access (ALUA). ALUA-complaint
storage systems provide different levels of access per port. ALUA allows
hosts to determine the states of target ports and prioritize paths. The host
uses some of the active paths as primary while others as secondary.

Using Zoning with Fibre Channel SANs
Zoning provides access control in the SAN topology. Zoning defines which HBAs can connect to which
targets. When you configure a SAN by using zoning, the devices outside a zone are not visible to the devices
inside the zone.

Zoning has the following effects:

n Reduces the number of targets and LUNs presented to a host.

n Controls and isolates paths in a fabric.

n Can prevent non-ESXi systems from accessing a particular storage system, and from possibly
destroying VMFS data.

n Can be used to separate different environments, for example, a test from a production environment.
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With ESXi hosts, use a single-initiator zoning or a single-initiator-single-target zoning. The latter is a
preferred zoning practice. Using the more restrictive zoning prevents problems and misconfigurations that
can occur on the SAN.

For detailed instructions and best zoning practices, contact storage array or switch vendors.

How Virtual Machines Access Data on a Fibre Channel SAN
ESXi stores a virtual machine's disk files within a VMFS datastore that resides on a SAN storage device.
When virtual machine guest operating systems issue SCSI commands to their virtual disks, the SCSI
virtualization layer translates these commands to VMFS file operations.

When a virtual machine interacts with its virtual disk stored on a SAN, the following process takes place:

1 When the guest operating system in a virtual machine reads or writes to a SCSI disk, it issues SCSI
commands to the virtual disk.

2 Device drivers in the virtual machine’s operating system communicate with the virtual SCSI controllers.

3 The virtual SCSI controller forwards the command to the VMkernel.

4 The VMkernel performs the following tasks.

a Locates the file in the VMFS volume that corresponds to the guest virtual machine disk.

b Maps the requests for the blocks on the virtual disk to blocks on the appropriate physical device.

c Sends the modified I/O request from the device driver in the VMkernel to the physical HBA.

5 The physical HBA performs the following tasks.

a Packages the I/O request according to the rules of the FC protocol.

b Transmits the request to the SAN.

6 Depending on a port the HBA uses to connect to the fabric, one of the SAN switches receives the
request and routes it to the storage device that the host wants to access.

Chapter 3 Using ESXi with Fibre Channel SAN
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Configuring Fibre Channel Storage 4
When you use ESXi systems with SAN storage, specific hardware and system requirements exist.

This chapter includes the following topics:

n “ESXi Fibre Channel SAN Requirements,” on page 39

n “Installation and Setup Steps,” on page 40

n “N-Port ID Virtualization,” on page 41

ESXi Fibre Channel SAN Requirements
In preparation for configuring your SAN and setting up your ESXi system to use SAN storage, review the
requirements and recommendations.

n Make sure that the SAN storage hardware and firmware combinations you use are supported in
conjunction with ESXi systems. For an up-to-date list, see the VMware Compatibility Guide.

n Configure your system to have only one VMFS volume per LUN.

n Unless you are using diskless servers, do not set up the diagnostic partition on a SAN LUN.

In the case of diskless servers that boot from a SAN, a shared diagnostic partition is appropriate.

n Use RDMs to access raw disks. For information, see Chapter 18, “Raw Device Mapping,” on page 203.

n For multipathing to work properly, each LUN must present the same LUN ID number to all ESXi hosts.

n Make sure the storage device driver specifies a large enough queue. You can set the queue depth for the
physical HBA during system setup. For information on changing queue depth for HBAs and virtual
machines, see the vSphere Troubleshooting documentation.

n On virtual machines running Microsoft Windows, increase the value of the SCSI TimeoutValue
parameter to 60. This increase allows Windows to better tolerate delayed I/O resulting from path
failover. For information, see “Set Timeout on Windows Guest OS,” on page 185.

ESXi Fibre Channel SAN Restrictions
When you use ESXi with a SAN, certain restrictions apply.

n ESXi does not support FC connected tape devices.

n You cannot use multipathing software inside a virtual machine to perform I/O load balancing to a
single physical LUN. However, when your Microsoft Windows virtual machine uses dynamic disks,
this restriction does not apply. For information about configuring dynamic disks, see “Set Up Dynamic
Disk Mirroring,” on page 173.
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Setting LUN Allocations
This topic provides general information about how to allocate LUNs when your ESXi works in conjunction
with SAN.

When you set LUN allocations, be aware of the following points:

Storage provisioning To ensure that the ESXi system recognizes the LUNs at startup time,
provision all LUNs to the appropriate HBAs before you connect the SAN to
the ESXi system.

VMware recommends that you provision all LUNs to all ESXi HBAs at the
same time. HBA failover works only if all HBAs see the same LUNs.

For LUNs that will be shared among multiple hosts, make sure that LUN IDs
are consistent across all hosts. For example, LUN 5 should be mapped to host
1, host 2, and host 3 as LUN 5.

vMotion and VMware
DRS

When you use vCenter Server and vMotion or DRS, make sure that the LUNs
for the virtual machines are provisioned to all ESXi hosts. This provides the
most ability to move virtual machines.

Active-active compared
to active-passive arrays

When you use vMotion or DRS with an active-passive SAN storage device,
make sure that all ESXi systems have consistent paths to all storage
processors. Not doing so can cause path thrashing when a vMotion
migration occurs.

For active-passive storage arrays not listed in Storage/SAN Compatibility,
VMware does not support storage port failover. In those cases, you must
connect the server to the active port on the storage array. This configuration
ensures that the LUNs are presented to the ESXi host.

Setting Fibre Channel HBAs
Typically, FC HBAs that you use on your ESXi host work correctly with the default configuration settings.

You should follow the configuration guidelines provided by your storage array vendor. During FC HBA
setup, consider the following issues.

n Do not mix FC HBAs from different vendors in a single host. Having different models of the same HBA
is supported, but a single LUN cannot be accessed through two different HBA types, only through the
same type.

n Ensure that the firmware level on each HBA is the same.

n Set the timeout value for detecting a failover. To ensure optimal performance, do not change the default
value.

n ESXi supports 16 GB end-to-end Fibre Channel connectivity.

Installation and Setup Steps
This topic provides an overview of installation and setup steps that you need to follow when configuring
your SAN environment to work with ESXi.

Follow these steps to configure your ESXi SAN environment.

1 Design your SAN if it is not already configured. Most existing SANs require only minor modification to
work with ESXi.

2 Check that all SAN components meet requirements.
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3 Perform any necessary storage array modification.

Most vendors have vendor-specific documentation for setting up a SAN to work with VMware ESXi.

4 Set up the HBAs for the hosts you have connected to the SAN.

5 Install ESXi on the hosts.

6 Create virtual machines and install guest operating systems.

7 (Optional) Set up your system for VMware HA failover or for using Microsoft Clustering Services.

8 Upgrade or modify your environment as needed.

N-Port ID Virtualization
N-Port ID Virtualization (NPIV) is an ANSI T11 standard that describes how a single Fibre Channel HBA
port can register with the fabric using several worldwide port names (WWPNs). This allows a fabric-
attached N-port to claim multiple fabric addresses. Each address appears as a unique entity on the Fibre
Channel fabric.

How NPIV-Based LUN Access Works
NPIV enables a single FC HBA port to register several unique WWNs with the fabric, each of which can be
assigned to an individual virtual machine.

SAN objects, such as switches, HBAs, storage devices, or virtual machines can be assigned World Wide
Name (WWN) identifiers. WWNs uniquely identify such objects in the Fibre Channel fabric. When virtual
machines have WWN assignments, they use them for all RDM traffic, so the LUNs pointed to by any of the
RDMs on the virtual machine must not be masked against its WWNs. When virtual machines do not have
WWN assignments, they access storage LUNs with the WWNs of their host’s physical HBAs. By using
NPIV, however, a SAN administrator can monitor and route storage access on a per virtual machine basis.
The following section describes how this works.

When a virtual machine has a WWN assigned to it, the virtual machine’s configuration file (.vmx) is
updated to include a WWN pair (consisting of a World Wide Port Name, WWPN, and a World Wide Node
Name, WWNN). As that virtual machine is powered on, the VMkernel instantiates a virtual port (VPORT)
on the physical HBA which is used to access the LUN. The VPORT is a virtual HBA that appears to the FC
fabric as a physical HBA, that is, it has its own unique identifier, the WWN pair that was assigned to the
virtual machine. Each VPORT is specific to the virtual machine, and the VPORT is destroyed on the host and
it no longer appears to the FC fabric when the virtual machine is powered off. When a virtual machine is
migrated from one host to another, the VPORT is closed on the first host and opened on the destination
host.

If NPIV is enabled, WWN pairs (WWPN & WWNN) are specified for each virtual machine at creation time.
When a virtual machine using NPIV is powered on, it uses each of these WWN pairs in sequence to try to
discover an access path to the storage. The number of VPORTs that are instantiated equals the number of
physical HBAs present on the host. A VPORT is created on each physical HBA that a physical path is found
on. Each physical path is used to determine the virtual path that will be used to access the LUN. Note that
HBAs that are not NPIV-aware are skipped in this discovery process because VPORTs cannot be
instantiated on them.

Requirements for Using NPIV
If you plan to enable NPIV on your virtual machines, you should be aware of certain requirements.

The following requirements exist:

n NPIV can be used only for virtual machines with RDM disks. Virtual machines with regular virtual
disks use the WWNs of the host’s physical HBAs.
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n HBAs on your host must support NPIV.

For information, see the VMware Compatibility Guide and refer to your vendor documentation.

n Use HBAs of the same type, either all QLogic or all Emulex. VMware does not support
heterogeneous HBAs on the same host accessing the same LUNs.

n If a host uses multiple physical HBAs as paths to the storage, zone all physical paths to the virtual
machine. This is required to support multipathing even though only one path at a time will be
active.

n Make sure that physical HBAs on the host have access to all LUNs that are to be accessed by NPIV-
enabled virtual machines running on that host.

n The switches in the fabric must be NPIV-aware.

n When configuring a LUN for NPIV access at the storage level, make sure that the NPIV LUN number
and NPIV target ID match the physical LUN and Target ID.

NPIV Capabilities and Limitations
Learn about specific capabilities and limitations of the use of NPIV with ESXi.

ESXi with NPIV supports the following items:

n NPIV supports vMotion. When you use vMotion to migrate a virtual machine it retains the assigned
WWN.

If you migrate an NPIV-enabled virtual machine to a host that does not support NPIV, VMkernel
reverts to using a physical HBA to route the I/O.

n If your FC SAN environment supports concurrent I/O on the disks from an active-active array, the
concurrent I/O to two different NPIV ports is also supported.

When you use ESXi with NPIV, the following limitations apply:

n Because the NPIV technology is an extension to the FC protocol, it requires an FC switch and does not
work on the direct attached FC disks.

n When you clone a virtual machine or template with a WWN assigned to it, the clones do not retain the
WWN.

n NPIV does not support Storage vMotion.

n Disabling and then re-enabling the NPIV capability on an FC switch while virtual machines are running
can cause an FC link to fail and I/O to stop.

Assign WWNs to Virtual Machines
Assign WWN settings to virtual machine with an RDM disk.

You can create from 1 to 16 WWN pairs, which can be mapped to the first 1 to 16 physical FC HBAs on the
host.

Prerequisites

Create a virtual machine with an RDM disk. See “Create Virtual Machines with RDMs,” on page 208.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click VM Options.
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4 Click the Fibre Channel NPIV triangle to expand the NPIV options.

5 Deselect the Temporarily Disable NPIV for this virtual machine check box.

6 Select Generate new WWNs.

7 Specify the number of WWNNs and WWPNs.

A minimum of 2 WWPNs are needed to support failover with NPIV. Typically only 1 WWNN is
created for each virtual machine.

The host creates WWN assignments for the virtual machine.

What to do next

Register newly created WWNs in the fabric so that the virtual machine is able to log in to the switch, and
assign storage LUNs to the WWNs.

Modify WWN Assignments
You can modify WWN assignments for a virtual machine with an RDM.

Typically, you do not need to change existing WWN assignments on your virtual machine. In certain
circumstances, for example, when manually assigned WWNs are causing conflicts on the SAN, you might
need to change or remove WWNs.

Prerequisites

Make sure to power off the virtual machine if you want to edit the existing WWNs.

Before you begin, ensure that your SAN administrator has provisioned the storage LUN ACL to allow the
virtual machine’s ESXi host to access it.

Procedure

1 Open the Virtual Machine Properties dialog box by clicking the Edit Settings link for the selected
virtual machine.

2 Click the Options tab and select Fibre Channel NPIV.

The Virtual Machine Properties dialog box opens.

3 Edit the WWN assignments by selecting one of the following options:

Option Description

Temporarily disable NPIV for this
virtual machine

Disable the WWN assignments for the virtual machine.

Leave unchanged The existing WWN assignments are retained. The read-only WWN
Assignments section of this dialog box displays the node and port values
of any existing WWN assignments.

Generate new WWNs New WWNs are generated and assigned to the virtual machine,
overwriting any existing WWNs (those of the HBA itself are unaffected).

Remove WWN assignment The WWNs assigned to the virtual machine are removed and it uses the
HBA WWNs to access the storage LUN. This option is not available if you
are creating a new virtual machine.

 
4 Click OK to save your changes.

Chapter 4 Configuring Fibre Channel Storage
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Configuring Fibre Channel over
Ethernet 5

To access Fibre Channel storage, an ESXi host can use the Fibre Channel over Ethernet (FCoE) protocol.

The FCoE protocol encapsulates Fibre Channel frames into Ethernet frames. As a result, your host does not
need special Fibre Channel links to connect to Fibre Channel storage, but can use 10Gbit lossless Ethernet to
deliver Fibre Channel traffic.

This chapter includes the following topics:

n “Fibre Channel over Ethernet Adapters,” on page 45

n “Configuration Guidelines for Software FCoE,” on page 46

n “Set Up Networking for Software FCoE,” on page 46

n “Add Software FCoE Adapters,” on page 47

Fibre Channel over Ethernet Adapters
To use Fibre Channel over Ethernet (FCoE), you need to install FCoE adapters on your host.

The adapters that VMware supports generally fall into two categories, hardware FCoE adapters and
software FCoE adapters that use the native FCoE stack in ESXi.

Hardware FCoE Adapters
This category includes completely offloaded specialized Converged Network Adapters (CNAs) that contain
network and Fibre Channel functionalities on the same card.

When such adapter is installed, your host detects and can use both CNA components. In the client, the
networking component appears as a standard network adapter (vmnic) and the Fibre Channel component
as a FCoE adapter (vmhba). You do not need to configure the hardware FCoE adapter to be able to use it.

Software FCoE Adapters
A software FCoE adapter uses the native FCoE protocol stack in ESXi for the protocol processing. The
software FCoE adapter is used with a NIC that offers Data Center Bridging (DCB) and I/O offload
capabilities. Intel X520 is an example of such NIC. For information on NICs supporting software FCoE, see
the VMware Compatibility Guide.

For the software FCoE adapter, you must properly configure networking and then activate the adapter.

NOTE   The number of software FCoE adapters you activate corresponds to the number of physical NIC
ports. ESXi supports a maximum of four software FCoE adapters on one host.
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Configuration Guidelines for Software FCoE
When setting up your network environment to work with ESXi software FCoE, follow the guidelines and
best practices that VMware offers.

Network Switch Guidelines
Follow these guidelines when you configure a network switch for software FCoE environment:

n On the ports that communicate with your ESXi host, disable the Spanning Tree Protocol (STP). Having
the STP enabled might delay the FCoE Initialization Protocol (FIP) response at the switch and cause an
all paths down (APD) condition.

The FIP is a protocol that FCoE uses to discover and initialize FCoE entities on the Ethernet.

n Turn on Priority-based Flow Control (PFC) and set it to AUTO.

n Make sure that you have a compatible firmware version on the FCoE switch.

Network Adapter Best Practices
If you plan to enable software FCoE adapters to work with network adapters, specific considerations apply.

n Make sure that the latest microcode is installed on the FCoE network adapter.

n If the network adapter has multiple ports, when configuring networking, add each port to a separate
vSwitch. This practice helps you to avoid an APD condition when a disruptive event, such as an MTU
change, occurs.

n Do not move a network adapter port from one vSwitch to another when FCoE traffic is active. If you
need to make this change, reboot your host afterwards.

n If you changed the vSwitch for a network adapter port and caused a failure, moving the port back to the
original vSwitch resolves the problem.

Set Up Networking for Software FCoE
Before you activate the software FCoE adapters, you need to create VMkernel network adapters for all
physical FCoE NICs installed on your host.

This procedure explains how to create a single VMkernel network adapter connected to a single FCoE
physical network adapter through a vSphere standard switch. If your host has multiple network adapters or
multiple ports on the adapter, connect each FCoE NIC to a separate standard switch. For more information,
see the vSphere Networking documentation.

NOTE   ESXi supports the maximum of four network adapter ports used for software FCoE.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Under Unclaimed Adapters, select the network adapter (vmnic#) that supports FCoE and click Assign.

Make sure to assign the adapter to Active Adapters.
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6 Enter a network label.

Network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, FCoE.

7 Specify a VLAN ID and click Next.

Because FCoE traffic requires an isolated network, make sure that the VLAN ID you enter is different
from the one used for regular networking on your host. For more information, see the vSphere
Networking documentation.

8 After completing configuration, review the information and click Finish.

You have created the virtual VMkernel adapter for the physical FCoE network adapter installed on your
host.

NOTE   To avoid FCoE traffic disruptions, do not remove the FCoE network adapter (vmnic#) from the
vSphere standard switch after you set up FCoE networking.

Add Software FCoE Adapters
You must activate software FCoE adapters so that your host can use them to access Fibre Channel storage.

The number of software FCoE adapters you can activate corresponds to the number of physical FCoE NIC
ports on your host. ESXi supports the maximum of four software FCoE adapters on one host.

Prerequisites

Set up networking for the software FCoE adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and click Add.

4 Select Software FCoE Adapter.

5 On the Add Software FCoE Adapter dialog box, select an appropriate vmnic from the drop-down list of
physical network adapters.

Only those adapters that are not yet used for FCoE traffic are listed.

6 Click OK.

The software FCoE adapter appears on the list of storage adapters.

After you activate the software FCoE adapter, you can view its properties. If you do not use the adapter, you
can remove it from the list of adapters.

Chapter 5 Configuring Fibre Channel over Ethernet
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Booting ESXi from Fibre Channel
SAN 6

When you set up your host to boot from a SAN, your host's boot image is stored on one or more LUNs in
the SAN storage system. When the host starts, it boots from the LUN on the SAN rather than from its local
disk.

ESXi supports booting through a Fibre Channel host bus adapter (HBA) or a Fibre Channel over Ethernet
(FCoE) converged network adapter (CNA).

This chapter includes the following topics:

n “Boot from SAN Benefits,” on page 49

n “Boot from Fibre Channel SAN Requirements and Considerations,” on page 50

n “Getting Ready for Boot from SAN,” on page 50

n “Configure Emulex HBA to Boot from SAN,” on page 52

n “Configure QLogic HBA to Boot from SAN,” on page 53

Boot from SAN Benefits
Boot from SAN can provide numerous benefits to your environment. However, in certain cases, you should
not use boot from SAN for ESXi hosts. Before you set up your system for boot from SAN, decide whether it
is appropriate for your environment.

CAUTION   When you use boot from SAN with multiple ESXi hosts, each host must have its own boot LUN. If
you configure multiple hosts to share the same boot LUN, ESXi image corruption is likely to occur.

If you use boot from SAN, the benefits for your environment will include the following:

n Cheaper servers. Servers can be more dense and run cooler without internal storage.

n Easier server replacement. You can replace servers and have the new server point to the old boot
location.

n Less wasted space. Servers without local disks often take up less space.

n Easier backup processes. You can backup the system boot images in the SAN as part of the overall SAN
backup procedures. Also, you can use advanced array features such as snapshots on the boot image.

n Improved management. Creating and managing the operating system image is easier and more
efficient.

n Better reliability. You can access the boot disk through multiple paths, which protects the disk from
being a single point of failure.
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Boot from Fibre Channel SAN Requirements and Considerations
Your ESXi boot configuration must meet specific requirements.

Table 6‑1.  Boot from SAN Requirements

Requirement Description

ESXi system
requirements

Follow vendor recommendation for the server booting from a SAN.

Adapter
requirements

Enable and correctly configure the adapter, so it can access the boot LUN. See your vendor
documentation.

Access control n Each host must have access to its own boot LUN only, not the boot LUNs of other hosts. Use
storage system software to make sure that the host accesses only the designated LUNs.

n Multiple servers can share a diagnostic partition. You can use array specific LUN masking to
achieve this.

Multipathing
support

Multipathing to a boot LUN on active-passive arrays is not supported because the BIOS does not
support multipathing and is unable to activate a standby path.

SAN considerations SAN connections must be through a switched topology if the array is not certified for direct
connect topology. If the array is certified for direct connect topology, the SAN connections can be
made directly to the array. Boot from SAN is supported for both switched topology and direct
connect topology if these topologies for the specific array are certified.

Hardware- specific
considerations

If you are running an IBM eServer BladeCenter and use boot from SAN, you must disable IDE
drives on the blades.

Getting Ready for Boot from SAN
When you set up your boot from SAN environment, you perform a number of tasks.

This section describes the generic boot-from-SAN enablement process on the rack mounted servers. For
information on enabling boot from SAN on Cisco Unified Computing System FCoE blade servers, refer to
Cisco documentation.

1 Configure SAN Components and Storage System on page 50
Before you set up your ESXi host to boot from a SAN LUN, configure SAN components and a storage
system.

2 Configure Storage Adapter to Boot from SAN on page 51
When you set up your host to boot from SAN, you enable the boot adapter in the host BIOS. You then
configure the boot adapter to initiate a primitive connection to the target boot LUN.

3 Set Up Your System to Boot from Installation Media on page 51
When setting up your host to boot from SAN, you first boot the host from the VMware installation
media. To achieve this, you need to change the system boot sequence in the BIOS setup.

Configure SAN Components and Storage System
Before you set up your ESXi host to boot from a SAN LUN, configure SAN components and a storage
system.

Because configuring the SAN components is vendor specific, refer to the product documentation for each
item.

Procedure

1 Connect network cable, referring to any cabling guide that applies to your setup.

Check the switch wiring, if there is any.
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2 Configure the storage array.

a From the SAN storage array, make the ESXi host visible to the SAN. This process is often referred
to as creating an object.

b From the SAN storage array, set up the host to have the WWPNs of the host’s adapters as port
names or node names.

c Create LUNs.

d Assign LUNs.

e Record the IP addresses of the switches and storage arrays.

f Record the WWPN for each SP.

CAUTION   If you use scripted installation to install ESXi in boot from SAN mode, you need to take
special steps to avoid unintended data loss.

Configure Storage Adapter to Boot from SAN
When you set up your host to boot from SAN, you enable the boot adapter in the host BIOS. You then
configure the boot adapter to initiate a primitive connection to the target boot LUN.

Prerequisites

Determine the WWPN for the storage adapter.

Procedure

u Configure the storage adapter to boot from SAN.

Because configuring boot adapters is vendor specific, refer to your vendor documentation.

Set Up Your System to Boot from Installation Media
When setting up your host to boot from SAN, you first boot the host from the VMware installation media.
To achieve this, you need to change the system boot sequence in the BIOS setup.

Because changing the boot sequence in the BIOS is vendor specific, refer to vendor documentation for
instructions. The following procedure explains how to change the boot sequence on an IBM host.

Procedure

1 During your system power up, enter the system BIOS Configuration/Setup Utility.

2 Select Startup Options and press Enter.

3 Select Startup Sequence Options and press Enter.

4 Change the First Startup Device to [CD-ROM].

You can now install ESXi.

Chapter 6 Booting ESXi from Fibre Channel SAN
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Configure Emulex HBA to Boot from SAN
Configuring the Emulex HBA BIOS to boot from SAN includes enabling the BootBIOS prompt and enabling
BIOS.

Procedure

1 Enable the BootBIOS Prompt on page 52
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable the BootBIOS
prompt.

2 Enable the BIOS on page 52
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable BIOS.

Enable the BootBIOS Prompt
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable the BootBIOS
prompt.

Procedure

1 Run lputil.

2 Select 3. Firmware Maintenance.

3 Select an adapter.

4 Select 6. Boot BIOS Maintenance.

5 Select 1. Enable Boot BIOS.

Enable the BIOS
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable BIOS.

Procedure

1 Reboot the host.

2 To configure the adapter parameters, press ALT+E at the Emulex prompt and follow these steps.

a Select an adapter (with BIOS support).

b Select 2. Configure This Adapter's Parameters.

c Select 1. Enable or Disable BIOS.

d Select 1 to enable BIOS.

e Select x to exit and Esc to return to the previous menu.

3 To configure the boot device, follow these steps from the Emulex main menu.

a Select the same adapter.

b Select 1. Configure Boot Devices.

c Select the location for the Boot Entry.

d Enter the two-digit boot device.

e Enter the two-digit (HEX) starting LUN (for example, 08).

f Select the boot LUN.
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g Select 1. WWPN. (Boot this device using WWPN, not DID).

h Select x to exit and Y to reboot.

4 Boot into the system BIOS and move Emulex first in the boot controller sequence.

5 Reboot and install on a SAN LUN.

Configure QLogic HBA to Boot from SAN
This sample procedure explains how to configure the QLogic HBA to boot ESXi from SAN. The procedure
involves enabling the QLogic HBA BIOS, enabling the selectable boot, and selecting the boot LUN.

Procedure

1 While booting the server, press Ctrl+Q to enter the Fast!UTIL configuration utility.

2 Perform the appropriate action depending on the number of HBAs.

Option Description

One HBA If you have only one host bus adapter (HBA), the Fast!UTIL Options page
appears. Skip to Step 3.

Multiple HBAs If you have more than one HBA, select the HBA manually.
a In the Select Host Adapter page, use the arrow keys to position the

cursor on the appropriate HBA.
b Press Enter.

 
3 In the Fast!UTIL Options page, select Configuration Settings and press Enter.

4 In the Configuration Settings page, select Adapter Settings and press Enter.

5 Set the BIOS to search for SCSI devices.

a In the Host Adapter Settings page, select Host Adapter BIOS.

b Press Enter to toggle the value to Enabled.

c Press Esc to exit.

6 Enable the selectable boot.

a Select Selectable Boot Settings and press Enter.

b In the Selectable Boot Settings page, select Selectable Boot.

c Press Enter to toggle the value to Enabled.

7 Use the cursor keys to select the Boot Port Name entry in the list of storage processors (SPs) and press
Enter to open the Select Fibre Channel Device screen.

8 Use the cursor keys to select the specific SP and press Enter.

If you are using an active-passive storage array, the selected SP must be on the preferred (active) path to
the boot LUN. If you are not sure which SP is on the active path, use your storage array management
software to find out. The target IDs are created by the BIOS and might change with each reboot.

9 Perform the appropriate action depending on the number of LUNs attached to the SP.

Option Description

One LUN The LUN is selected as the boot LUN. You do not need to enter the Select
LUN screen.

Multiple LUNs Select LUN screen opens. Use the cursor to select the boot LUN, then press
Enter.
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10 If any remaining storage processors show in the list, press C to clear the data.

11 Press Esc twice to exit and press Enter to save the setting.
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Booting ESXi with Software FCoE 7
ESXi supports boot from FCoE capable network adapters.

When you install and boot ESXi from an FCoE LUN, the host can use a VMware software FCoE adapter and
a network adapter with FCoE capabilities. The host does not require a dedicated FCoE HBA.

You perform most configurations through the option ROM of your network adapter. The network adapters
must support one of the following formats, which communicate parameters about an FCoE boot device to
VMkernel.

n FCoE Boot Firmware Table (FBFT). FBFT is Intel propriety.

n FCoE Boot Parameter Table (FBPT). FBPT is defined by VMware for third-party vendors to implement
software FCoE boot.

The configuration parameters are set in the option ROM of your adapter. During an ESXi installation or a
subsequent boot, these parameters are exported in to system memory in either FBFT format or FBPT format.
The VMkernel can read the configuration settings and use them to access the boot LUN.

This chapter includes the following topics:

n “Requirements and Considerations for Software FCoE Boot,” on page 55

n “Best Practices for Software FCoE Boot,” on page 56

n “Set Up Software FCoE Boot,” on page 56

n “Troubleshooting Installation and Boot from Software FCoE,” on page 57

Requirements and Considerations for Software FCoE Boot
When you boot the ESXi host from SAN using software FCoE, certain requirements and considerations
apply.

Requirements
n ESXi 5.1 or later.

n The network adapter must have the following capabilities:

n Be FCoE capable.

n Support ESXi open FCoE stack.

n Contain FCoE boot firmware which can export boot information in FBFT format or FBPT format.

Considerations
n You cannot change software FCoE boot configuration from within ESXi.
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n Coredump is not supported on any software FCoE LUNs, including the boot LUN.

n Multipathing is not supported at pre-boot.

n Boot LUN cannot be shared with other hosts even on shared storage.

Best Practices for Software FCoE Boot
VMware recommends several best practices when you boot your system from a software FCoE LUN.

n Make sure that the host has access to the entire boot LUN. The boot LUN cannot be shared with other
hosts even on shared storage.

n If you use Intel 10 Gigabit Ethernet Controller (Niantec) with a Cisco switch, configure the switch port
in the following way:

n Enable the Spanning Tree Protocol (STP).

n Turn off switchport trunk native vlan for the VLAN used for FCoE.

Set Up Software FCoE Boot
Your ESXi host can boot from a FCoE LUN using the software FCoE adapter a network adapter.

When you configure your host for a software FCoE boot, you perform a number of tasks.

Prerequisites

The network adapter has the following capabilities:

n Support partial FCoE offload (software FCoE).

n Contain either a FCoE Boot Firmware Table (FBFT) or a FCoE Boot Parameter Table (FBPT).

For information about network adapters that support software FCoE boot, see the VMware Compatibility
Guide.

Procedure

1 Configure Software FCoE Boot Parameters on page 56
To support a software FCoE boot process, a network adapter on your host must have a specially
configured FCoE boot firmware. When you configure the firmware, you enable the adapter for the
software FCoE boot and specify the boot LUN parameters.

2 Install and Boot ESXi from Software FCoE LUN on page 57
When you set up your system to boot from a software FCoE LUN, you install the ESXi image to the
target LUN. You can then boot your host from that LUN.

Configure Software FCoE Boot Parameters
To support a software FCoE boot process, a network adapter on your host must have a specially configured
FCoE boot firmware. When you configure the firmware, you enable the adapter for the software FCoE boot
and specify the boot LUN parameters.

Procedure

u In the option ROM of the network adapter, specify software FCoE boot parameters.

These parameters include boot target, boot LUN, VLAN ID, and so on.

Because configuring the network adapter is vendor specific, review your vendor documentation for
instructions.
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Install and Boot ESXi from Software FCoE LUN
When you set up your system to boot from a software FCoE LUN, you install the ESXi image to the target
LUN. You can then boot your host from that LUN.

Prerequisites

n Configure the option ROM of the network adapter to point to a target LUN that you want to use as the
boot LUN. Make sure that you have information about the bootable LUN.

n Change the boot order in the system BIOS to the following sequence:

a The network adapter that you use for the software FCoE boot.

b The ESXi installation media.

See the vendor documentation for your system.

Procedure

1 Start an interactive installation from the ESXi installation CD/DVD.

The ESXi installer verifies that FCoE boot is enabled in the BIOS and, if needed, creates a standard
virtual switch for the FCoE capable network adapter. The name of the vSwitch is
VMware_FCoE_vSwitch. The installer then uses preconfigured FCoE boot parameters to discover and
display all available FCoE LUNs.

2 On the Select a Disk screen, select the software FCoE LUN that you specified in the boot parameter
setting.

If the boot LUN does not appear in this menu, make sure that you correctly configured boot parameters
in the option ROM of the network adapter.

3 Follow the prompts to complete the installation.

4 Reboot the host.

5 Change the boot order in the system BIOS so that the FCoE boot LUN is the first bootable device.

ESXi continues booting from the software FCoE LUN until it is ready to be used.

What to do next

If needed, you can rename and modify the VMware_FCoE_vSwitch that the installer automatically created.
Make sure that the Cisco Discovery Protocol (CDP) mode is set to Listen or Both.

Troubleshooting Installation and Boot from Software FCoE
If the installation or boot of ESXi from a software FCoE LUN fails, you can use several troubleshooting
methods.

Problem

When you install or boot ESXi from FCoE storage using a VMware software FCoE adapter and a network
adapter with partial FCoE offload capabilities, the installation or the boot process fails.

Solution

n Make sure that you correctly configured boot parameters in the option ROM of the FCoE network
adapter.

n During installation, monitor the BIOS of the FCoE network adapter for any errors.

n If possible, check the VMkernel log for errors.

Chapter 7 Booting ESXi with Software FCoE
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n Use the esxcli command to verify whether the boot LUN is present.

esxcli conn_options hardware bootdevice list
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Best Practices for Fibre Channel
Storage 8

When using ESXi with Fibre Channel SAN, follow best practices that VMware offers to avoid performance
problems.

The vSphere Web Client offer extensive facilities for collecting performance information. The information is
graphically displayed and frequently updated.

You can also use the resxtop or esxtop command-line utilities. The utilities provide a detailed look at how
ESXi uses resources in real time. For more information, see the vSphere Resource Management documentation.

Check with your storage representative if your storage system supports Storage API - Array Integration
hardware acceleration features. If it does, refer to your vendor documentation for information on how to
enable hardware acceleration support on the storage system side. For more information, see Chapter 22,
“Storage Hardware Acceleration,” on page 243.

This chapter includes the following topics:

n “Preventing Fibre Channel SAN Problems,” on page 59

n “Disable Automatic Host Registration,” on page 60

n “Optimizing Fibre Channel SAN Storage Performance,” on page 60

Preventing Fibre Channel SAN Problems
When using ESXi in conjunction with a Fibre Channel SAN, you must follow specific guidelines to avoid
SAN problems.

You should observe these tips for preventing problems with your SAN configuration:

n Place only one VMFS datastore on each LUN.

n Do not change the path policy the system sets for you unless you understand the implications of
making such a change.

n Document everything. Include information about zoning, access control, storage, switch, server and FC
HBA configuration, software and firmware versions, and storage cable plan.

n Plan for failure:

n Make several copies of your topology maps. For each element, consider what happens to your SAN
if the element fails.

n Cross off different links, switches, HBAs and other elements to ensure you did not miss a critical
failure point in your design.

n Ensure that the Fibre Channel HBAs are installed in the correct slots in the host, based on slot and bus
speed. Balance PCI bus load among the available busses in the server.
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n Become familiar with the various monitor points in your storage network, at all visibility points,
including host's performance charts, FC switch statistics, and storage performance statistics.

n Be cautious when changing IDs of the LUNs that have VMFS datastores being used by your ESXi host.
If you change the ID, the datastore becomes inactive and its virtual machines fail. You can resignature
the datastore to make it active again. See “Managing Duplicate VMFS Datastores,” on page 162.

If there are no running virtual machines on the VMFS datastore, after you change the ID of the LUN,
you must use rescan to reset the ID on your host. For information on using rescan, see “Storage Refresh
and Rescan Operations,” on page 124.

Disable Automatic Host Registration
Certain storage arrays require that ESXi hosts register with the arrays. ESXi performs automatic host
registration by sending the host's name and IP address to the array. If you prefer to perform manual
registration using storage management software, disable the ESXi auto-registration feature.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Disk.EnableNaviReg parameter and click the Edit icon.

5 Change the value to 0.

This disables the automatic host registration enabled by default.

Optimizing Fibre Channel SAN Storage Performance
Several factors contribute to optimizing a typical SAN environment.

If the environment is properly configured, the SAN fabric components (particularly the SAN switches) are
only minor contributors because of their low latencies relative to servers and storage arrays. Make sure that
the paths through the switch fabric are not saturated, that is, that the switch fabric is running at the highest
throughput.

Storage Array Performance
Storage array performance is one of the major factors contributing to the performance of the entire SAN
environment.

If there are issues with storage array performance, be sure to consult your storage array vendor’s
documentation for any relevant information.

Follow these general guidelines to improve the array performance in the vSphere environment:

n When assigning LUNs, remember that each LUN is accessed by a number of hosts, and that a number
of virtual machines can run on each host. One LUN used by a host can service I/O from many different
applications running on different operating systems. Because of this diverse workload, the RAID group
containing the ESXi LUNs should not include LUNs used by other servers that are not running ESXi.

n Make sure read/write caching is enabled.

n SAN storage arrays require continual redesign and tuning to ensure that I/O is load balanced across all
storage array paths. To meet this requirement, distribute the paths to the LUNs among all the SPs to
provide optimal load balancing. Close monitoring indicates when it is necessary to rebalance the LUN
distribution.
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Tuning statically balanced storage arrays is a matter of monitoring the specific performance statistics
(such as I/O operations per second, blocks per second, and response time) and distributing the LUN
workload to spread the workload across all the SPs.

NOTE   Dynamic load balancing is not currently supported with ESXi.

Server Performance with Fibre Channel
You must consider several factors to ensure optimal server performance.

Each server application must have access to its designated storage with the following conditions:

n High I/O rate (number of I/O operations per second)

n High throughput (megabytes per second)

n Minimal latency (response times)

Because each application has different requirements, you can meet these goals by choosing an appropriate
RAID group on the storage array. To achieve performance goals:

n Place each LUN on a RAID group that provides the necessary performance levels. Pay attention to the
activities and resource utilization of other LUNS in the assigned RAID group. A high-performance
RAID group that has too many applications doing I/O to it might not meet performance goals required
by an application running on the ESXi host.

n Make sure that each server has a sufficient number of HBAs to allow maximum throughput for all the
applications hosted on the server for the peak period. I/O spread across multiple HBAs provide higher
throughput and less latency for each application.

n To provide redundancy in the event of HBA failure, make sure the server is connected to a dual
redundant fabric.

n When allocating LUNs or RAID groups for ESXi systems, multiple operating systems use and share that
resource. As a result, the performance required from each LUN in the storage subsystem can be much
higher if you are working with ESXi systems than if you are using physical machines. For example, if
you expect to run four I/O intensive applications, allocate four times the performance capacity for the
ESXi LUNs.

n When using multiple ESXi systems in conjunction with vCenter Server, the performance needed from
the storage subsystem increases correspondingly.

n The number of outstanding I/Os needed by applications running on an ESXi system should match the
number of I/Os the HBA and storage array can handle.

Chapter 8 Best Practices for Fibre Channel Storage
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Using ESXi with iSCSI SAN 9
You can use ESXi in conjunction with a storage area network (SAN), a specialized high-speed network that
connects computer systems to high-performance storage subsystems. Using ESXi together with a SAN
provides storage consolidation, improves reliability, and helps with disaster recovery.

To use ESXi effectively with a SAN, you must have a working knowledge of ESXi systems and SAN
concepts. Also, when you set up ESXi hosts to use Internet SCSI (iSCSI) SAN storage systems, you must be
aware of certain special considerations that exist.

This chapter includes the following topics:

n “iSCSI SAN Concepts,” on page 63

n “How Virtual Machines Access Data on an iSCSI SAN,” on page 68

iSCSI SAN Concepts
If you are an administrator who plans to set up ESXi hosts to work with iSCSI SANs, you must have a
working knowledge of iSCSI concepts.

iSCSI SANs use Ethernet connections between computer systems, or host servers, and high performance
storage subsystems. The SAN components include iSCSI host bus adapters (HBAs) or Network Interface
Cards (NICs) in the host servers, switches and routers that transport the storage traffic, cables, storage
processors (SPs), and storage disk systems.

iSCSI SAN uses a client-server architecture. The client, called iSCSI initiator, operates on your host. It
initiates iSCSI sessions by issuing SCSI commands and transmitting them, encapsulated into iSCSI protocol,
to a server. The server is known as an iSCSI target. The iSCSI target represents a physical storage system on
the network. It can also be provided by a virtual iSCSI SAN, for example, an iSCSI target emulator running
in a virtual machine. The iSCSI target responds to the initiator's commands by transmitting required iSCSI
data.

iSCSI Multipathing
When transferring data between the host server and storage, the SAN uses a technique known as
multipathing. Multipathing allows you to have more than one physical path from the ESXi host to a LUN on
a storage system.

Generally, a single path from a host to a LUN consists of an iSCSI adapter or NIC, switch ports, connecting
cables, and the storage controller port. If any component of the path fails, the host selects another available
path for I/O. The process of detecting a failed path and switching to another is called path failover.

NOTE   vSphere supports direct-attached iSCSI storage that does not require switches. With direct-attached
iSCSI, as with a switched configuration, use redundant paths, targets, and initiators to avoid single point of
failure.
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For more information on multipathing, see Chapter 17, “Understanding Multipathing and Failover,” on
page 181.

Ports in the iSCSI SAN
A single discoverable entity on the iSCSI SAN, such as an initiator or a target, represents an iSCSI node.
Each node has one or more ports that connect it to the SAN.

iSCSI ports are end-points of an iSCSI session. Each node can be identified in a number of ways.

IP Address Each iSCSI node can have an IP address associated with it so that routing
and switching equipment on your network can establish the connection
between the server and storage. This address is just like the IP address that
you assign to your computer to get access to your company's network or the
Internet.

iSCSI Name A worldwide unique name for identifying the node. iSCSI uses the iSCSI
Qualified Name (IQN) and Extended Unique Identifier (EUI).

By default, ESXi generates unique iSCSI names for your iSCSI initiators, for
example, iqn.1998-01.com.vmware:iscsitestox-68158ef2. Usually, you do
not have to change the default value, but if you do, make sure that the new
iSCSI name you enter is worldwide unique.

iSCSI Alias A more manageable name for an iSCSI device or port used instead of the
iSCSI name. iSCSI aliases are not unique and are intended to be just a
friendly name to associate with a port.

iSCSI Naming Conventions
iSCSI uses a special unique name to identify an iSCSI node, either target or initiator. This name is similar to
the WorldWide Name (WWN) associated with Fibre Channel devices and is used as a way to universally
identify the node.

iSCSI names are formatted in two different ways. The most common is the IQN format.

For more details on iSCSI naming requirements and string profiles, see RFC 3721 and RFC 3722 on the IETF
Web site.

iSCSI Qualified Name (IQN) Format
The IQN format takes the form iqn.yyyy-mm.naming-authority:unique name, where:

n yyyy-mm is the year and month when the naming authority was established.

n naming-authority is usually reverse syntax of the Internet domain name of the naming authority. For
example, the iscsi.vmware.com naming authority could have the iSCSI qualified name form of iqn.
1998-01.com.vmware.iscsi. The name indicates that the vmware.com domain name was registered in
January of 1998, and iscsi is a subdomain, maintained by vmware.com.

n unique name is any name you want to use, for example, the name of your host. The naming authority
must make sure that any names assigned following the colon are unique, such as:
n iqn.1998-01.com.vmware.iscsi:name1

n iqn.1998-01.com.vmware.iscsi:name2

n iqn.1998-01.com.vmware.iscsi:name999

Enterprise Unique Identifier (EUI) Format
The EUI format takes the form eui.16 hex digits.
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For example, eui.0123456789ABCDEF.

The 16-hexadecimal digits are text representations of a 64-bit number of an IEEE EUI (extended unique
identifier) format. The top 24 bits are a company ID that IEEE registers with a particular company. The
lower 40 bits are assigned by the entity holding that company ID and must be unique.

iSCSI Initiators
To access iSCSI targets, your host uses iSCSI initiators. The initiators transport SCSI requests and responses,
encapsulated into the iSCSI protocol, between the host and the iSCSI target.

Your host supports different types of initiators.

For information on configuring and using iSCSI adapters, see Chapter 10, “Configuring iSCSI Adapters and
Storage,” on page 69.

Software iSCSI Adapter
A software iSCSI adapter is a VMware code built into the VMkernel. It allows your host to connect to the
iSCSI storage device through standard network adapters. The software iSCSI adapter handles iSCSI
processing while communicating with the network adapter. With the software iSCSI adapter, you can use
iSCSI technology without purchasing specialized hardware.

Hardware iSCSI Adapter
A hardware iSCSI adapter is a third-party adapter that offloads iSCSI and network processing from your
host. Hardware iSCSI adapters are divided into categories.

Dependent Hardware
iSCSI Adapter

Depends on VMware networking, and iSCSI configuration and management
interfaces provided by VMware.

This type of adapter can be a card that presents a standard network adapter
and iSCSI offload functionality for the same port. The iSCSI offload
functionality depends on the host's network configuration to obtain the IP,
MAC, and other parameters used for iSCSI sessions. An example of a
dependent adapter is the iSCSI licensed Broadcom 5709 NIC.

Independent Hardware
iSCSI Adapter

Implements its own networking and iSCSI configuration and management
interfaces.

An example of an independent hardware iSCSI adapter is a card that either
presents only iSCSI offload functionality or iSCSI offload functionality and
standard NIC functionality. The iSCSI offload functionality has independent
configuration management that assigns the IP, MAC, and other parameters
used for the iSCSI sessions. An example of a independent adapter is the
QLogic QLA4052 adapter.

Hardware iSCSI adapters might need to be licensed. Otherwise, they will not appear in the client or vSphere
CLI. Contact your vendor for licensing information.

Chapter 9 Using ESXi with iSCSI SAN
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Establishing iSCSI Connections
In the ESXi context, the term target identifies a single storage unit that your host can access. The terms
storage device and LUN describe a logical volume that represents storage space on a target. Typically, the
terms device and LUN, in the ESXi context, mean a SCSI volume presented to your host from a storage
target and available for formatting.

Different iSCSI storage vendors present storage to servers in different ways. Some vendors present multiple
LUNs on a single target, while others present multiple targets with one LUN each. While the way the
storage is used by ESXi is similar, the way the information is presented through administrative tools is
different.

Figure 9‑1.  Target Compared to LUN Representations
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target

LUN LUN LUN

storage array

target target target
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Three LUNs are available in each of these configurations. In the first case, the host detects one target but that
target has three LUNs that can be used. Each of the LUNs represents individual storage volume. In the
second case, the host detects three different targets, each having one LUN.

Host-based iSCSI initiators establish connections to each target. Storage systems with a single target
containing multiple LUNs have traffic to all the LUNs on a single connection. With a system that has three
targets with one LUN each, a host uses separate connections to the three LUNs. This information is useful
when you are trying to aggregate storage traffic on multiple connections from the host with multiple iSCSI
HBAs, where traffic for one target can be set to a particular HBA, while traffic for another target can use a
different HBA.

iSCSI Storage System Types
ESXi supports different storage systems and arrays.

The types of storage that your host supports include active-active, active-passive, and ALUA-compliant.

Active-active storage
system

Allows access to the LUNs simultaneously through all the storage ports that
are available without significant performance degradation. All the paths are
active at all times, unless a path fails.

Active-passive storage
system

A system in which one storage processor is actively providing access to a
given LUN. The other processors act as backup for the LUN and can be
actively providing access to other LUN I/O. I/O can be successfully sent only
to an active port for a given LUN. If access through the active storage port
fails, one of the passive storage processors can be activated by the servers
accessing it.
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Asymmetrical storage
system

Supports Asymmetric Logical Unit Access (ALUA). ALUA-complaint
storage systems provide different levels of access per port. ALUA allows
hosts to determine the states of target ports and prioritize paths. The host
uses some of the active paths as primary while others as secondary.

Virtual port storage
system

Allows access to all available LUNs through a single virtual port. These are
active-active storage devices, but hide their multiple connections though a
single port. ESXi multipathing does not make multiple connections from a
specific port to the storage by default. Some storage vendors supply session
managers to establish and manage multiple connections to their storage.
These storage systems handle port failover and connection balancing
transparently. This is often referred to as transparent failover.

Discovery, Authentication, and Access Control
You can use several mechanisms to discover your storage and to limit access to it.

You must configure your host and the iSCSI storage system to support your storage access control policy.

Discovery
A discovery session is part of the iSCSI protocol, and it returns the set of targets you can access on an iSCSI
storage system. The two types of discovery available on ESXi are dynamic and static. Dynamic discovery
obtains a list of accessible targets from the iSCSI storage system, while static discovery can only try to access
one particular target by target name and address.

For more information, see “Configuring Discovery Addresses for iSCSI Adapters,” on page 97.

Authentication
iSCSI storage systems authenticate an initiator by a name and key pair. ESXi supports the CHAP protocol,
which VMware recommends for your SAN implementation. To use CHAP authentication, the ESXi host and
the iSCSI storage system must have CHAP enabled and have common credentials.

For information on enabling CHAP, see “Configuring CHAP Parameters for iSCSI Adapters,” on page 98.

Access Control
Access control is a policy set up on the iSCSI storage system. Most implementations support one or more of
three types of access control:

n By initiator name

n By IP address

n By the CHAP protocol

Only initiators that meet all rules can access the iSCSI volume.

Using only CHAP for access control can slow down rescans because the ESXi host can discover all targets,
but then fails at the authentication step. iSCSI rescans work faster if the host discovers only the targets it can
authenticate.

Error Correction
To protect the integrity of iSCSI headers and data, the iSCSI protocol defines error correction methods
known as header digests and data digests.

Both parameters are disabled by default, but you can enable them. These digests pertain to, respectively, the
header and SCSI data being transferred between iSCSI initiators and targets, in both directions.
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Header and data digests check the end-to-end, noncryptographic data integrity beyond the integrity checks
that other networking layers provide, such as TCP and Ethernet. They check the entire communication path,
including all elements that can change the network-level traffic, such as routers, switches, and proxies.

The existence and type of the digests are negotiated when an iSCSI connection is established. When the
initiator and target agree on a digest configuration, this digest must be used for all traffic between them.

Enabling header and data digests does require additional processing for both the initiator and the target and
can affect throughput and CPU use performance.

NOTE   Systems that use Intel Nehalem processors offload the iSCSI digest calculations, thus reducing the
impact on performance.

For information on enabling header and data digests, see “Configuring Advanced Parameters for iSCSI,” on
page 102.

How Virtual Machines Access Data on an iSCSI SAN
ESXi stores a virtual machine's disk files within a VMFS datastore that resides on a SAN storage device.
When virtual machine guest operating systems issue SCSI commands to their virtual disks, the SCSI
virtualization layer translates these commands to VMFS file operations.

When a virtual machine interacts with its virtual disk stored on a SAN, the following process takes place:

1 When the guest operating system in a virtual machine reads or writes to SCSI disk, it issues SCSI
commands to the virtual disk.

2 Device drivers in the virtual machine’s operating system communicate with the virtual SCSI controllers.

3 The virtual SCSI controller forwards the command to the VMkernel.

4 The VMkernel performs the following tasks.

a Locates the file, which corresponds to the guest virtual machine disk, in the VMFS volume.

b Maps the requests for the blocks on the virtual disk to blocks on the appropriate physical device.

c Sends the modified I/O request from the device driver in the VMkernel to the iSCSI initiator
(hardware or software).

5 If the iSCSI initiator is a hardware iSCSI adapter (both independent or dependent), the adapter
performs the following tasks.

a Encapsulates I/O requests into iSCSI Protocol Data Units (PDUs).

b Encapsulates iSCSI PDUs into TCP/IP packets.

c Sends IP packets over Ethernet to the iSCSI storage system.

6 If the iSCSI initiator is a software iSCSI adapter, the following takes place.

a The iSCSI initiator encapsulates I/O requests into iSCSI PDUs.

b The initiator sends iSCSI PDUs through TCP/IP connections.

c The VMkernel TCP/IP stack relays TCP/IP packets to a physical NIC.

d The physical NIC sends IP packets over Ethernet to the iSCSI storage system.

7 Depending on which port the iSCSI initiator uses to connect to the network, Ethernet switches and
routers carry the request to the storage device that the host wants to access.
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Configuring iSCSI Adapters and
Storage 10

Before ESXi can work with a SAN, you must set up your iSCSI adapters and storage.

To do this, you must first observe certain basic requirements and then follow best practices for installing
and setting up hardware or software iSCSI adapters to access the SAN.

The following table lists the iSCSI adapters (vmhbas) that ESXi supports and indicates whether VMkernel
networking configuration is required.

Table 10‑1.  Supported iSCSI adapters

iSCSI Adapter (vmhba) Description VMkernel Networking

Software Uses standard NICs to connect your
host to a remote iSCSI target on the
IP network .

Required

Independent Hardware Third-party adapter that offloads the
iSCSI and network processing and
management from your host.

Not required

Dependent Hardware Third-party adapter that depends on
VMware networking and iSCSI
configuration and management
interfaces.

Required

After you set up the iSCSI adapters, you can create a datastore on iSCSI storage. For details on how to create
and manage datastores, see “Creating Datastores,” on page 160.

This chapter includes the following topics:

n “ESXi iSCSI SAN Requirements,” on page 70

n “ESXi iSCSI SAN Restrictions,” on page 70

n “Setting LUN Allocations for iSCSI,” on page 70

n “Network Configuration and Authentication,” on page 71

n “Set Up Independent Hardware iSCSI Adapters,” on page 71

n “About Dependent Hardware iSCSI Adapters,” on page 74

n “About the Software iSCSI Adapter,” on page 81

n “Modify General Properties for iSCSI Adapters,” on page 87

n “Setting Up iSCSI Network,” on page 88

n “Using Jumbo Frames with iSCSI,” on page 95

n “Configuring Discovery Addresses for iSCSI Adapters,” on page 97
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n “Configuring CHAP Parameters for iSCSI Adapters,” on page 98

n “Configuring Advanced Parameters for iSCSI,” on page 102

n “iSCSI Session Management,” on page 103

ESXi iSCSI SAN Requirements
You must meet several requirements for your ESXi host to work properly with a SAN.

n Verify that your SAN storage hardware and firmware combinations are supported in conjunction with
ESXi systems. For an up-to-date list, see VMware Compatibility Guide.

n Configure your system to have only one VMFS datastore for each LUN.

n Unless you are using diskless servers, set up a diagnostic partition on a local storage. If you have
diskless servers that boot from iSCSI SAN, see “General Boot from iSCSI SAN Recommendations,” on
page 107 for information about diagnostic partitions with iSCSI.

n Use RDMs for access to any raw disk. For information, see Chapter 18, “Raw Device Mapping,” on
page 203.

n Set the SCSI controller driver in the guest operating system to a large enough queue. For information on
changing queue depth for iSCSI adapters and virtual machines, see vSphere Troubleshooting.

n On virtual machines running Microsoft Windows, increase the value of the SCSI TimeoutValue
parameter to allow Windows to better tolerate delayed I/O resulting from path failover. For
information, see “Set Timeout on Windows Guest OS,” on page 185.

ESXi iSCSI SAN Restrictions
A number of restrictions exist when you use ESXi with an iSCSI SAN.

n ESXi does not support iSCSI-connected tape devices.

n You cannot use virtual-machine multipathing software to perform I/O load balancing to a single
physical LUN.

n ESXi does not support multipathing when you combine independent hardware adapters with either
software or dependent hardware adapters.

Setting LUN Allocations for iSCSI
When preparing your ESXi system to use iSCSI SAN storage you need to set LUN allocations.

Note the following points:

n Storage Provisioning. To ensure that the host recognizes LUNs at startup time, configure all iSCSI
storage targets so that your host can access them and use them. Also, configure your host so that it can
discover all available iSCSI targets.

n vMotion and VMware DRS. When you use vCenter Server and vMotion or DRS, make sure that the
LUNs for the virtual machines are provisioned to all hosts. This configuration provides the greatest
freedom in moving virtual machines.

n Active-active versus active-passive arrays. When you use vMotion or DRS with an active-passive SAN
storage device, make sure that all hosts have consistent paths to all storage processors. Not doing so can
cause path thrashing when a vMotion migration occurs.

For active-passive storage arrays not listed in Storage/SAN Compatibility, VMware does not support
storage-port failover. You must connect the server to the active port on the storage system. This
configuration ensures that the LUNs are presented to the host.
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Network Configuration and Authentication
Before your ESXi host can discover iSCSI storage, the iSCSI initiators must be configured and authentication
might have to be set up.

n For software iSCSI and dependent hardware iSCSI, networking for the VMkernel must be configured.
You can verify the network configuration by using the vmkping utility. With software iSCSI and
dependent iSCSI, IPv4 and IPv6 protocols are supported.

n For independent hardware iSCSI, network parameters, such as IP address, subnet mask, and default
gateway must be configured on the HBA. You can also specify a network protocol, IPv4 or IPv6 for the
adapter.

n Check and change the default initiator name if necessary.

n The dynamic discovery address or static discovery address and target name of the storage system must
be set. For software iSCSI and dependent hardware iSCSI, the address should be pingable using
vmkping.

n For CHAP authentication, enable it on the initiator and the storage system side. After authentication is
enabled, it applies for all of the targets that are not yet discovered, but does not apply to targets that are
already discovered. After the discovery address is set, the new targets discovered are exposed and can
be used at that point.

For details on how to use the vmkping command, search the VMware Knowledge Base.

Set Up Independent Hardware iSCSI Adapters
An independent hardware iSCSI adapter is a specialized third-party adapter capable of accessing iSCSI
storage over TCP/IP. This iSCSI adapter handles all iSCSI and network processing and management for
your ESXi system.

Prerequisites

n Check whether the adapter needs to be licensed.

n Install the adapter.

For information about licencing, installation, and firmware updates, see vendor documentation.

Procedure

1 View Independent Hardware iSCSI Adapters on page 72
View an independent hardware iSCSI adapter to verify that it is correctly installed and ready for
configuration.

2 Modify General Properties for iSCSI Adapters on page 72
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Edit Network Settings for Hardware iSCSI on page 73
After you install an independent hardware iSCSI adapter, you might need to change its default
network settings so that the adapter is configured properly for the iSCSI SAN.

4 Set Up Dynamic or Static Discovery for iSCSI on page 73
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.
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What to do next

If required, configure CHAP parameters and jumbo frames.

View Independent Hardware iSCSI Adapters
View an independent hardware iSCSI adapter to verify that it is correctly installed and ready for
configuration.

After you install an independent hardware iSCSI adapter on a host, it appears on the list of storage adapters
available for configuration. You can view its properties.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

If installed, the hardware iSCSI adapter appears on the list of storage adapters.

4 Select the adapter to view.

The default details for the adapter appear, including the model, iSCSI name, iSCSI alias, IP address, and
target and paths information.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.
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Edit Network Settings for Hardware iSCSI
After you install an independent hardware iSCSI adapter, you might need to change its default network
settings so that the adapter is configured properly for the iSCSI SAN.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Network Settings tab and click Edit.

5 In the IPv4 settings section, disable IPv6 or select the method used to obtain IP addresses.

NOTE   The automatic DHCP option and static option are mutually exclusive.

Option Description

No IPv4 settings Disable IPv4.

Obtain IPv4 settings automatically Use DHCP to obtain IP settings.

Use static IPv4 settings Enter the IPv4 IP address, subnet mask, and default gateway for the iSCSI
adapter.

 
6 In the IPv6 settings section, disable IPv6 or select an appropriate option for obtaining IPv6 addresses.

NOTE   Automatic options and the static option are mutually exclusive.

Option Description

No IPv6 settings Disable IPv6.

Enable IPv6 Select an option for obtaining IPv6 addresses.

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Override Link-local address for IPv6 Override the link-local IP address by configuring a static IP address.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Enter the IPv6 address and subnet prefix length, and click OK.

 

7 In the DNS settings section, provide IP addresses for a preferred DNS server and an alternate DNS
server.

You must provide both values.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.
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Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.

5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

About Dependent Hardware iSCSI Adapters
A dependent hardware iSCSI adapter is a third-party adapter that depends on VMware networking, and
iSCSI configuration and management interfaces provided by VMware.

An example of a dependent iSCSI adapter is a Broadcom 5709 NIC. When installed on a host, it presents its
two components, a standard network adapter and an iSCSI engine, to the same port. The iSCSI engine
appears on the list of storage adapters as an iSCSI adapter (vmhba). Although the iSCSI adapter is enabled
by default, to make it functional, you must first connect it, through a virtual VMkernel adapter (vmk), to a
physical network adapter (vmnic) associated with it. You can then configure the iSCSI adapter.

After you configure the dependent hardware iSCSI adapter, the discovery and authentication data are
passed through the network connection, while the iSCSI traffic goes through the iSCSI engine, bypassing the
network.

Dependent Hardware iSCSI Considerations
When you use dependent hardware iSCSI adapters with ESXi, certain considerations apply.

n When you use any dependent hardware iSCSI adapter, performance reporting for a NIC associated
with the adapter might show little or no activity, even when iSCSI traffic is heavy. This behavior occurs
because the iSCSI traffic bypasses the regular networking stack.

n If you use a third-party virtual switch, for example Cisco Nexus 1000V DVS, disable automatic pinning.
Use manual pinning instead, making sure to connect a VMkernel adapter (vmk) to an appropriate
physical NIC (vmnic). For information, refer to your virtual switch vendor documentation.

n The Broadcom iSCSI adapter performs data reassembly in hardware, which has a limited buffer space.
When you use the Broadcom iSCSI adapter in a congested network or under heavy load, enable flow
control to avoid performance degradation.
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Flow control manages the rate of data transmission between two nodes to prevent a fast sender from
overrunning a slow receiver. For best results, enable flow control at the end points of the I/O path, at
the hosts and iSCSI storage systems.

To enable flow control for the host, use the esxcli system module parameters command. For details,
see the VMware knowledge base article at http://kb.vmware.com/kb/1013413

n Dependent hardware adapters support IPv4 and IPv6.

Configure Dependent Hardware iSCSI Adapters
The entire setup and configuration process for the dependent hardware iSCSI adapters involves several
steps. After you set up your adapter, you might need to configure CHAP parameters and Jumbo Frames.

Procedure

1 View Dependent Hardware iSCSI Adapters on page 75
View a dependent hardware iSCSI adapter to verify that it is correctly loaded.

2 Modify General Properties for iSCSI Adapters on page 76
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Determine Association Between iSCSI and Network Adapters on page 76
You create network connections to bind dependent iSCSI and physical network adapters. To create the
connections correctly, you must determine the name of the physical NIC with which the dependent
hardware iSCSI adapter is associated.

4 Create Network Connections for iSCSI on page 77
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and
the physical network adapters.

5 Set Up Dynamic or Static Discovery for iSCSI on page 80
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

What to do next

If required, configure CHAP parameters and jumbo frames.

View Dependent Hardware iSCSI Adapters
View a dependent hardware iSCSI adapter to verify that it is correctly loaded.

If installed, the dependent hardware iSCSI adapter (vmhba#) appears on the list of storage adapters under
such category as, for example, Broadcom iSCSI Adapter. If the dependent hardware adapter does not
appear on the list of storage adapters, check whether it needs to be licensed. See your vendor
documentation.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

4 Select the adapter (vmhba#) to view.

The default details for the adapter appear, including the iSCSI name, iSCSI alias, and the status.
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What to do next

Although the dependent iSCSI adapter is enabled by default, to make it functional, you must set up
networking for the iSCSI traffic and bind the adapter to the appropriate VMkernel iSCSI port. You then
configure discovery addresses and CHAP parameters.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.

Determine Association Between iSCSI and Network Adapters
You create network connections to bind dependent iSCSI and physical network adapters. To create the
connections correctly, you must determine the name of the physical NIC with which the dependent
hardware iSCSI adapter is associated.

Prerequisites

In the vSphere Web Client, browse to the dependent hardware iSCSI adapter (vmhba#). See “View
Dependent Hardware iSCSI Adapters,” on page 75.

Procedure

1 Select the iSCSI adapter (vmhba#) and click the Network Port Binding tab under Adapter Details.

2 Click Add.

The network adapter (vmnic#) that corresponds to the dependent iSCSI adapter is listed in the Physical
Network Adapter column.

What to do next

If the VMkernel Adapter column is empty, create a VMkernel adapter (vmk#) for the physical network
adapter (vmnic#) and then bind them to the associated dependent hardware iSCSI. See “Setting Up iSCSI
Network,” on page 88.
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Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 77
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 78
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 79
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 79
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 80
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Create a Single VMkernel Adapter for iSCSI

Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.
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You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI

Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.
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Change Network Policy for iSCSI

If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.

VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters

Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details

Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.
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5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

About the Software iSCSI Adapter
With the software-based iSCSI implementation, you can use standard NICs to connect your host to a remote
iSCSI target on the IP network. The software iSCSI adapter that is built into ESXi facilitates this connection
by communicating with the physical NICs through the network stack.

Before you can use the software iSCSI adapter, you must set up networking, activate the adapter, and
configure parameters such as discovery addresses and CHAP.

NOTE   Designate a separate network adapter for iSCSI. Do not use iSCSI on 100Mbps or slower adapters.

Configure the Software iSCSI Adapter
The software iSCSI adapter configuration workflow includes these steps.

Procedure

1 Activate the Software iSCSI Adapter on page 81
You must activate your software iSCSI adapter so that your host can use it to access iSCSI storage.

2 Modify General Properties for iSCSI Adapters on page 82
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Create Network Connections for iSCSI on page 83
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and
the physical network adapters.

4 Set Up Dynamic or Static Discovery for iSCSI on page 86
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

What to do next

If required, configure CHAP parameters and jumbo frames.

Activate the Software iSCSI Adapter
You must activate your software iSCSI adapter so that your host can use it to access iSCSI storage.

You can activate only one software iSCSI adapter.
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Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

NOTE   If you boot from iSCSI using the software iSCSI adapter, the adapter is enabled and the network
configuration is created at the first boot. If you disable the adapter, it is reenabled each time you boot the
host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and click Add.

4 Select Software iSCSI Adapter and confirm that you want to add the adapter.

The software iSCSI adapter (vmhba#) is enabled and appears on the list of storage adapters. After enabling
the adapter, the host assigns the default iSCSI name to it. If you need to change the default name, follow
iSCSI naming conventions.

What to do next

Select the adapter and use the Adapter Details section to complete configuration.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.
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Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 83
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 84
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 85
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 85
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 86
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Create a Single VMkernel Adapter for iSCSI

Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.
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You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI

Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.
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Change Network Policy for iSCSI

If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.

VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters

Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details

Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.

vSphere Storage

86  VMware, Inc.



5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

Disable Software iSCSI Adapter
If you do not need the software iSCSI adapter, you can disable it.

Disabling the software iSCSI adapter marks it for removal. The adapter is removed from the host on the next
host reboot. After removal, all virtual machines and other data on the storage devices associated with this
adapter become inaccessible to the host.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software iSCSI adapter from the list.

4 Under Adapter Details, click the Properties tab.

5 Click Disable and confirm that you want to disable the adapter.

The status indicates that the adapter is disabled.

6 Reboot the host.

After reboot, the adapter no longer appears on the list of storage adapters.

The iSCSI software adapter is no longer available and storage devices associated with it are inaccessible.
You can later activate the adapter.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.
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3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.

Setting Up iSCSI Network
Software and dependent hardware iSCSI adapters depend on VMkernel networking. If you use the software
or dependent hardware iSCSI adapters, you must configure connections for the traffic between the iSCSI
component and the physical network adapters.

Configuring the network connection involves creating a virtual VMkernel adapter for each physical network
adapter. You then associate the VMkernel adapter with an appropriate iSCSI adapter. This process is called
port binding.

For specific considerations on when and how to use network connections with software iSCSI, see the
VMware knowledge base article at http://kb.vmware.com/kb/2038869.

Multiple Network Adapters in iSCSI Configuration
If your host has more than one physical network adapter for software and dependent hardware iSCSI, use
the adapters for multipathing.

You can connect the software iSCSI adapter with any physical NICs available on your host. The dependent
iSCSI adapters must be connected only to their own physical NICs.

NOTE   Physical NICs must be on the same subnet as the iSCSI storage system they connect to.
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Figure 10‑1.  Networking with iSCSI
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The iSCSI adapter and physical NIC connect through a virtual VMkernel adapter, also called virtual
network adapter or VMkernel port. You create a VMkernel adapter (vmk) on a vSphere switch (vSwitch)
using 1:1 mapping between each virtual and physical network adapter.

One way to achieve the 1:1 mapping when you have multiple NICs, is to designate a separate vSphere
switch for each virtual-to-physical adapter pair.

NOTE   If you use separate vSphere switches, you must connect them to different IP subnets. Otherwise,
VMkernel adapters might experience connectivity problems and the host will fail to discover iSCSI LUNs.

The following examples show configurations that use vSphere standard switches, but you can use
distributed switches as well. For more information about vSphere distributed switches, see the vSphere
Networking documentation.
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Figure 10‑2.  1:1 adapter mapping on separate vSphere standard switches
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An alternative is to add all NICs and VMkernel adapters to a single vSphere standard switch. In this case,
you must override the default network setup and make sure that each VMkernel adapter maps to only one
corresponding active physical adapter.

NOTE   You must use the single vSwitch configuration if VMkernel adapters are on the same subnet.

Figure 10‑3.  1:1 adapter mapping on a single vSphere standard switch
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The following table summarises the iSCSI networking configuration discussed in this topic.

Table 10‑2.  Networking configuration for iSCSI

iSCSI Adapters VMkernel Adapters (Ports) Physical Adapters (NICs)

Software iSCSI

vmhba32 vmk1 vmnic1

vmk2 vmnic2

Dependent Hardware iSCSI

vmhba33 vmk1 vmnic1

vmhba34 vmk2 vmnic2
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Guidelines for Using iSCSI Port Binding in ESXi
You can use multiple VMkernel adapters bound to iSCSI to have multiple paths to an iSCSI array that
broadcasts a single IP address.

When you use port binding for multipathing, follow these guidelines:

n iSCSI ports of the array target must reside in the same broadcast domain and IP subnet as the VMkernel
adapters.

n All VMkernel adapters used for iSCSI port binding must reside in the same broadcast domain and IP
subnet.

n All VMkernel adapters used for iSCSI connectivity must reside in the same virtual switch.

n Port binding does not support network routing.

Do not use port binding when any of the following conditions exist:

n Array target iSCSI ports are in a different broadcast domain and IP subnet.

n VMkernel adapters used for iSCSI connectivity exist in different broadcast domains, IP subnets, or use
different virtual switches.

n Routing is required to reach the iSCSI array.

Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 92
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 92
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 93
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 94
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 94
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Chapter 10 Configuring iSCSI Adapters and Storage

VMware, Inc.  91



Create a Single VMkernel Adapter for iSCSI
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.

You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.
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c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.

Change Network Policy for iSCSI
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.
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VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters
Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.
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Managing iSCSI Network
Special consideration apply to network adapters, both physical and VMkernel, that are associated with an
iSCSI adapter.

After you create network connections for iSCSI, an iSCSI indicator on a number of Networking dialog boxes
becomes enabled. This indicator shows that a particular virtual or physical network adapter is iSCSI-bound.
To avoid disruptions in iSCSI traffic, follow these guidelines and considerations when managing iSCSI-
bound virtual and physical network adapters:

n Make sure that the VMkernel network adapters are assigned addresses on the same subnet as the iSCSI
storage portal they connect to.

n iSCSI adapters using VMkernel adapters are not able to connect to iSCSI ports on different subnets,
even if those ports are discovered by the iSCSI adapters.

n When using separate vSphere switches to connect physical network adapters and VMkernel adapters,
make sure that the vSphere switches connect to different IP subnets.

n If VMkernel adapters are on the same subnet, they must connect to a single vSwitch.

n If you migrate VMkernel adapters to a different vSphere switch, move associated physical adapters.

n Do not make configuration changes to iSCSI-bound VMkernel adapters or physical network adapters.

n Do not make changes that might break association of VMkernel adapters and physical network
adapters. You can break the association if you remove one of the adapters or the vSphere switch that
connects them, or change the 1:1 network policy for their connection.

iSCSI Network Troubleshooting
A warning sign indicates non-compliant port group policy for an iSCSI-bound VMkernel adapter.

Problem

The VMkernel adapter's port group policy is considered non-compliant in the following cases:

n The VMkernel adapter is not connected to an active physical network adapter.

n The VMkernel adapter is connected to more than one physical network adapter.

n The VMkernel adapter is connected to one or more standby physical adapters.

n The active physical adapter is changed.

Solution

Follow the steps in “Change Network Policy for iSCSI,” on page 93 to set up the correct network policy for
the iSCSI-bound VMkernel adapter.

Using Jumbo Frames with iSCSI
ESXi supports the use of Jumbo Frames with iSCSI.

Jumbo Frames are Ethernet frames with the size that exceeds 1500 Bytes. The maximum transmission unit
(MTU) parameter is typically used to measure the size of Jumbo Frames. ESXi allows Jumbo Frames with
the MTU up to 9000 Bytes.

When you use Jumbo Frames for iSCSI traffic, the following considerations apply:

n The network must support Jumbo Frames end-to-end for Jumbo Frames to be effective.

n Check with your vendors to ensure your physical NICs and iSCSI HBAs support Jumbo Frames.
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n To set up and verify physical network switches for Jumbo Frames, consult your vendor documentation.

The following table explains the level of support that ESXi provides to Jumbo Frames.

Table 10‑3.  Support of Jumbo Frames

Type of iSCSI Adapters Jumbo Frames Support

Software iSCSI Supported

Dependent Hardware iSCSI Supported. Check with vendor.

Independent Hardware iSCSI Supported. Check with vendor.

Enable Jumbo Frames for Software and Dependent Hardware iSCSI
To enable Jumbo Frames for software and dependent hardware iSCSI adapters in the vSphere Web Client,
change the default value of the maximum transmission units (MTU) parameter.

You change the MTU parameter on the vSphere switch that you use for iSCSI traffic. For more information,
see the vSphere Networking documentation.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Click the Edit Settings icon.

5 On the Properties page, change the MTU parameter.

This step sets the MTU for all physical NICs on that standard switch. The MTU value should be set to
the largest MTU size among all NICs connected to the standard switch. ESXi supports the MTU size up
to 9000 Bytes.

Enable Jumbo Frames for Independent Hardware iSCSI
To enable Jumbo Frames for independent hardware iSCSI adapters in the vSphere Web Client, change the
default value of the maximum transmission units (MTU) parameter.

Use the Advanced Options settings to change the MTU parameter for the iSCSI HBA.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the independent hardware iSCSI adapter from the list of adapters.

4 Under Adapter Details, click the Advanced Options tab and click Edit.

5 Change the value of the MTU parameter.

ESXi supports the MTU size up to 9000 Bytes.
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Configuring Discovery Addresses for iSCSI Adapters
You need to set up target discovery addresses, so that the iSCSI adapter can determine which storage
resource on the network is available for access.

The ESXi system supports these discovery methods:

Dynamic Discovery Also known as SendTargets discovery. Each time the initiator contacts a
specified iSCSI server, the initiator sends the SendTargets request to the
server. The server responds by supplying a list of available targets to the
initiator. The names and IP addresses of these targets appear on the Static
Discovery tab. If you remove a static target added by dynamic discovery, the
target might be returned to the list the next time a rescan happens, the iSCSI
adapter is reset, or the host is rebooted.

NOTE   With software and dependent hardware iSCSI, ESXi filters target
addresses based on the IP family of the iSCSI server address specified. If the
address is IPv4, IPv6 addresses that might come in the SendTargets response
from the iSCSI server are filtered out. When DNS names are used to specify
an iSCSI server, or when the SendTargets response from the iSCSI server has
DNS names, ESXi relies on the IP family of the first resolved entry from DNS
lookup.

Static Discovery In addition to the dynamic discovery method, you can use static discovery
and manually enter information for the targets. The iSCSI adapter uses a list
of targets that you provide to contact and communicate with the iSCSI
servers.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.
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5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

Remove Dynamic or Static iSCSI Targets
Remove iSCSI servers that appear on the list of targets.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to modify from the list.

4 Under Adapter Details, click the Targets tab.

5 Switch between Dynamic Discovery and Static Discovery.

6 Select an iSCSI server to remove and click Remove.

7 Rescan the iSCSI adapter.

If you are removing the static target that was dynamically discovered, you need to remove it from the
storage system before performing the rescan. Otherwise, your host will automatically discover and add
the target to the list of static targets when you rescan the adapter.

Configuring CHAP Parameters for iSCSI Adapters
Because the IP networks that the iSCSI technology uses to connect to remote targets do not protect the data
they transport, you must ensure security of the connection. One of the protocols that iSCSI implements is the
Challenge Handshake Authentication Protocol (CHAP), which verifies the legitimacy of initiators that
access targets on the network.

CHAP uses a three-way handshake algorithm to verify the identity of your host and, if applicable, of the
iSCSI target when the host and target establish a connection. The verification is based on a predefined
private value, or CHAP secret, that the initiator and target share.

ESXi supports CHAP authentication at the adapter level. In this case, all targets receive the same CHAP
name and secret from the iSCSI initiator. For software and dependent hardware iSCSI adapters, ESXi also
supports per-target CHAP authentication, which allows you to configure different credentials for each
target to achieve greater level of security.

Choosing CHAP Authentication Method
ESXi supports unidirectional CHAP for all types of iSCSI initiators, and bidirectional CHAP for software
and dependent hardware iSCSI.

Before configuring CHAP, check whether CHAP is enabled at the iSCSI storage system and check the CHAP
authentication method the system supports. If CHAP is enabled, enable it for your initiators, making sure
that the CHAP authentication credentials match the credentials on the iSCSI storage.
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ESXi supports the following CHAP authentication methods:

Unidirectional CHAP In unidirectional CHAP authentication, the target authenticates the initiator,
but the initiator does not authenticate the target.

Bidirectional CHAP In bidirectional CHAP authentication, an additional level of security enables
the initiator to authenticate the target. VMware supports this method for
software and dependent hardware iSCSI adapters only.

For software and dependent hardware iSCSI adapters, you can set unidirectional CHAP and bidirectional
CHAP for each adapter or at the target level. Independent hardware iSCSI supports CHAP only at the
adapter level.

When you set the CHAP parameters, specify a security level for CHAP.

NOTE   When you specify the CHAP security level, how the storage array responds depends on the array’s
CHAP implementation and is vendor specific. For information on CHAP authentication behavior in
different initiator and target configurations, consult the array documentation.

Table 10‑4.  CHAP Security Level

CHAP Security Level Description Supported

None The host does not use CHAP authentication. Select this
option to disable authentication if it is currently
enabled.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use unidirectional CHAP if
required by target

The host prefers a non-CHAP connection, but can use a
CHAP connection if required by the target.

Software iSCSI
Dependent hardware iSCSI

Use unidirectional CHAP
unless prohibited by target

The host prefers CHAP, but can use non-CHAP
connections if the target does not support CHAP.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use unidirectional CHAP The host requires successful CHAP authentication. The
connection fails if CHAP negotiation fails.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use bidirectional CHAP The host and the target support bidirectional CHAP. Software iSCSI
Dependent hardware iSCSI

Set Up CHAP for iSCSI Adapter
When you set up CHAP name and secret at the iSCSI adapter level, all targets receive the same parameters
from the adapter. By default, all discovery addresses or static targets inherit CHAP parameters that you set
up at the adapter level.

The CHAP name should not exceed 511 alphanumeric characters and the CHAP secret should not exceed
255 alphanumeric characters. Some adapters, for example the QLogic adapter, might have lower limits, 255
for the CHAP name and 100 for the CHAP secret.

Prerequisites

n Before setting up CHAP parameters for software or dependent hardware iSCSI, determine whether to
configure unidirectional or bidirectional CHAP. Independent hardware iSCSI adapters do not support
bidirectional CHAP.

n Verify CHAP parameters configured on the storage side. Parameters that you configure must match the
ones one the storage side.
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n Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Display storage adapters and select the iSCSI adapter to configure.

2 Under Adapter Details, click the Properties tab and click Edit in the Authentication panel.

3 Specify authentication method.

n None

n Use unidirectional CHAP if required by target

n Use unidirectional CHAP unless prohibited by target

n Use unidirectional CHAP

n Use bidirectional CHAP. To configure bidirectional CHAP, you must select this option.

4 Specify the outgoing CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI adapter name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator name
and type a name in the Name text box.

5 Enter an outgoing CHAP secret to be used as part of authentication. Use the same secret that you enter
on the storage side.

6 If configuring bidirectional CHAP, specify incoming CHAP credentials.

Make sure to use different secrets for the outgoing and incoming CHAP.

7 Click OK.

8 Rescan the iSCSI adapter.

If you change the CHAP parameters, they are used for new iSCSI sessions. For existing sessions, new
settings are not used until you log out and log in again.

Set Up CHAP for Target
If you use software and dependent hardware iSCSI adapters, you can configure different CHAP credentials
for each discovery address or static target.

The CHAP name should not exceed 511 and the CHAP secret 255 alphanumeric characters.

Prerequisites

n Before setting up CHAP parameters for software or dependent hardware iSCSI, determine whether to
configure unidirectional or bidirectional CHAP.

n Verify CHAP parameters configured on the storage side. Parameters that you configure must match the
ones one the storage side.

n Access storage adapters.

n Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Select the iSCSI adapter to configure, and click the Targets tab under Adapter Details.

2 Click either Dynamic Discovery or Static Discovery.
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3 From the list of available targets, select a target to configure and click Authentication.

4 Deselect Inherit settings from parent and specify authentication method.

n None

n Use unidirectional CHAP if required by target

n Use unidirectional CHAP unless prohibited by target

n Use unidirectional CHAP

n Use bidirectional CHAP. To configure bidirectional CHAP, you must select this option.

5 Specify the outgoing CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI adapter name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator name
and type a name in the Name text box.

6 Enter an outgoing CHAP secret to be used as part of authentication. Use the same secret that you enter
on the storage side.

7 If configuring bi-directional CHAP, specify incoming CHAP credentials.

Make sure to use different secrets for the outgoing and incoming CHAP.

8 Click OK.

9 Rescan the iSCSI adapter.

If you change the CHAP parameters, they are used for new iSCSI sessions. For existing sessions, new
settings are not used until you log out and login again.

Disable CHAP
You can disable CHAP if your storage system does not require it.

If you disable CHAP on a system that requires CHAP authentication, existing iSCSI sessions remain active
until you reboot your host, end the session through the command line, or the storage system forces a logout.
After the session ends, you can no longer connect to targets that require CHAP.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Open the CHAP Credentials dialog box.

2 For software and dependent hardware iSCSI adapters, to disable just the mutual CHAP and leave the
one-way CHAP, select Do not use CHAP in the Mutual CHAP area.

3 To disable one-way CHAP, select Do not use CHAP in the CHAP area.

The mutual CHAP, if set up, automatically turns to Do not use CHAP when you disable the one-way
CHAP.

4 Click OK.
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Configuring Advanced Parameters for iSCSI
You might need to configure additional parameters for your iSCSI initiators. For example, some iSCSI
storage systems require ARP (Address Resolution Protocol) redirection to move iSCSI traffic dynamically
from one port to another. In this case, you must activate ARP redirection on your host.

The following table lists advanced iSCSI parameters that you can configure using the vSphere Web Client.
In addition, you can use the vSphere CLI commands to configure some of the advanced parameters. For
information, see the Getting Started with vSphere Command-Line Interfaces documentation.

IMPORTANT   Do not make any changes to the advanced iSCSI settings unless you are directed by VMware
support or Storage Vendors.

Table 10‑5.  Additional Parameters for iSCSI Initiators

Advanced Parameter Description Configurable On

Header Digest Increases data integrity. When header digest is enabled, the system
performs a checksum over each iSCSI Protocol Data Unit’s (PDU’s)
header part and verifies using the CRC32C algorithm.

Software iSCSI
Dependent Hardware
iSCSI

Data Digest Increases data integrity. When data digest is enabled, the system
performs a checksum over each PDU's data part and verifies using
the CRC32C algorithm.
NOTE   Systems that use Intel Nehalem processors offload the iSCSI
digest calculations for software iSCSI, thus reducing the impact on
performance.

Software iSCSI
Dependent Hardware
iSCSI

Maximum
Outstanding R2T

Defines the R2T (Ready to Transfer) PDUs that can be in transition
before an acknowledge PDU is received.

Software iSCSI
Dependent Hardware
iSCSI

First Burst Length Specifies the maximum amount of unsolicited data an iSCSI
initiator can send to the target during the execution of a single SCSI
command, in bytes.

Software iSCSI
Dependent Hardware
iSCSI

Maximum Burst
Length

Maximum SCSI data payload in a Data-In or a solicited Data-Out
iSCSI sequence, in bytes.

Software iSCSI
Dependent Hardware
iSCSI

Maximum Receive
Data Segment Length

Maximum data segment length, in bytes, that can be received in an
iSCSI PDU.

Software iSCSI
Dependent Hardware
iSCSI

Session Recovery
Timeout

Specifies the amount of time, in seconds, that can lapse while a
session recovery is performed. If the timeout exceeds its limit, the
iSCSI initiator terminates the session.

Software iSCSI
Dependent Hardware
iSCSI

No-Op Interval Specifies the time interval, in seconds, between NOP-Out requests
sent from your iSCSI initiator to an iSCSI target. The NOP-Out
requests serve as the ping mechanism to verify that a connection
between the iSCSI initiator and the iSCSI target is active.

Software iSCSI
Dependent Hardware
iSCSI

No-Op Timeout Specifies the amount of time, in seconds, that can lapse before your
host receives a NOP-In message. The message is sent by the iSCSI
target in response to the NOP-Out request. When the no-op timeout
limit is exceeded, the initiator terminates the current session and
starts a new one.

Software iSCSI
Dependent Hardware
iSCSI
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Table 10‑5.  Additional Parameters for iSCSI Initiators (Continued)

Advanced Parameter Description Configurable On

ARP Redirect Allows storage systems to move iSCSI traffic dynamically from one
port to another. ARP is required by storage systems that do array-
based failover.

Software iSCSI
Dependent Hardware
iSCSI
Independent Hardware
iSCSI

Delayed ACK Allows systems to delay acknowledgment of received data packets. Software iSCSI
Dependent Hardware
iSCSI

Configure Advanced Parameters for iSCSI
The advanced iSCSI settings control such parameters as header and data digest, ARP redirection, delayed
ACK, and so on.

CAUTION   Do not make any changes to the advanced iSCSI settings unless you are working with the
VMware support team or otherwise have thorough information about the values to provide for the settings.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Configure advanced parameters.

n To configure advanced parameters at the adapter level, under Adapter Details, click the Advanced
Options tab and click Edit.

n Configure advanced parameters at the target level.

a Click the Targets tab and click either Dynamic Discovery or Static Discovery.

b From the list of available targets, select a target to configure and click Advanced Options.

5 Enter any required values for the advanced parameters you want to modify.

iSCSI Session Management
To communicate with each other, iSCSI initiators and targets establish iSCSI sessions. You can review and
manage iSCSI sessions using vSphere CLI.

By default, software iSCSI and dependent hardware iSCSI initiators start one iSCSI session between each
initiator port and each target port. If your iSCSI initiator or target have more than one port, your host can
have multiple sessions established. The default number of sessions for each target equals the number of
ports on the iSCSI adapter times the number of target ports.

Using vSphere CLI, you can display all current sessions to analyze and debug them. To create more paths to
storage systems, you can increase the default number of sessions by duplicating existing sessions between
the iSCSI adapter and target ports.
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You can also establish a session to a specific target port. This can be useful if your host connects to a single-
port storage system that, by default, presents only one target port to your initiator, but can redirect
additional sessions to a different target port. Establishing a new session between your iSCSI initiator and
another target port creates an additional path to the storage system.

The following considerations apply to iSCSI session management:

n Some storage systems do not support multiple sessions from the same initiator name or endpoint.
Attempts to create multiple sessions to such targets can result in unpredictable behavior of your iSCSI
environment.

n Storage vendors can provide automatic session managers. Using the automatic session manages to add
or delete sessions, does not guarantee lasting results and can interfere with the storage performance.

Review iSCSI Sessions
Use the vCLI command to display iSCSI sessions between an iSCSI adapter and a storage system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list iSCSI sessions, run the following command:

esxcli --server=server_name iscsi session list

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34.

-s|--isid=str The iSCSI session identifier.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

Add iSCSI Sessions
Use the vCLI to add an iSCSI session for a target you specify or to duplicate an existing session. By
duplicating sessions, you increase the default number of sessions and create additional paths to storage
systems.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.
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Procedure

u To add or duplicate an iSCSI session, run the followign command:

esxcli --server=server_name iscsi session add

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34. This option is required.

-s|--isid=str The ISID of a session to duplicate. You can find it by listing all session.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

What to do next

Rescan the iSCSI adapter.

Remove iSCSI Sessions
Use the vCLI command to remove an iSCSI session between an iSCSI adapter and a target.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To remove a session, run the following command:

esxcli --server=server_name iscsi session remove

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34. This option is required.

-s|--isid=str The ISID of a session to remove. You can find it by listing all session.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

What to do next

Rescan the iSCSI adapter.

Chapter 10 Configuring iSCSI Adapters and Storage

VMware, Inc.  105



vSphere Storage

106  VMware, Inc.



Booting from iSCSI SAN 11
When you set up your host to boot from a SAN, your host's boot image is stored on one or more LUNs in
the SAN storage system. When the host starts, it boots from the LUN on the SAN rather than from its local
disk.

You can use boot from the SAN if you do not want to handle maintenance of local storage or have diskless
hardware configurations, such as blade systems.

ESXi supports different methods of booting from the iSCSI SAN.

Table 11‑1.  Boot from iSCSI SAN support

Independent Hardware iSCSI Software iSCSI and Dependent Hardware iSCSI

Configure the iSCSI HBA to boot from the SAN.
For information on configuring the HBA, see 
“Configure Independent Hardware iSCSI Adapter
for SAN Boot,” on page 108

Use the network adapter that supports the iBFT. For information,
see “iBFT iSCSI Boot Overview,” on page 109.

This chapter includes the following topics:

n “General Boot from iSCSI SAN Recommendations,” on page 107

n “Prepare the iSCSI SAN,” on page 108

n “Configure Independent Hardware iSCSI Adapter for SAN Boot,” on page 108

n “iBFT iSCSI Boot Overview,” on page 109

General Boot from iSCSI SAN Recommendations
If you plan to set up and use an iSCSI LUN as the boot device for your host, you need to follow certain
general guidelines.

The following guidelines apply to booting from independent hardware iSCSI and iBFT.

n Review any vendor recommendations for the hardware you use in your boot configuration.

n For installation prerequisites and requirements, review vSphere Installation and Setup.

n Use static IP addresses to reduce the chances of DHCP conflicts.

n Use different LUNs for VMFS datastores and boot partitions.

n Configure proper ACLs on your storage system.

n The boot LUN should be visible only to the host that uses the LUN. No other host on the SAN
should be permitted to see that boot LUN.

n If a LUN is used for a VMFS datastore, it can be shared by multiple hosts. ACLs on the storage
systems can allow you to do this.
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n Configure a diagnostic partition.

n With independent hardware iSCSI only, you can place the diagnostic partition on the boot LUN. If
you configure the diagnostic partition in the boot LUN, this LUN cannot be shared across multiple
hosts. If a separate LUN is used for the diagnostic partition, it can be shared by multiple hosts.

n If you boot from SAN using iBFT, you cannot set up a diagnostic partition on a SAN LUN. To
collect your host's diagnostic information, use the vSphere ESXi Dump Collector on a remote
server. For information about the ESXi Dump Collector, see vSphere Installation and Setup and
vSphere Networking.

Prepare the iSCSI SAN
Before you configure your host to boot from an iSCSI LUN, prepare and configure your storage area
network.

CAUTION   If you use scripted installation to install ESXi when booting from a SAN, you must take special
steps to avoid unintended data loss.

Procedure

1 Connect network cables, referring to any cabling guide that applies to your setup.

2 Ensure IP connectivity between your storage system and server.

This includes proper configuration of any routers or switches on your storage network. Storage systems
must be able to ping the iSCSI adapters in your hosts.

3 Configure the storage system.

a Create a volume (or LUN) on the storage system for your host to boot from.

b Configure the storage system so that your host has access to the assigned LUN.

This could involve updating ACLs with the IP addresses, iSCSI names, and the CHAP
authentication parameter you use on your host. On some storage systems, in addition to providing
access information for the ESXi host, you must also explicitly associate the assigned LUN with the
host.

c Ensure that the LUN is presented to the host correctly.

d Ensure that no other system has access to the configured LUN.

e Record the iSCSI name and IP addresses of the targets assigned to the host.

You must have this information to configure your iSCSI adapters.

Configure Independent Hardware iSCSI Adapter for SAN Boot
If your ESXi host uses an independent hardware iSCSI adapter, such as QLogic HBA, you need to configure
the adapter to boot from the SAN.

This procedure discusses how to enable the QLogic iSCSI HBA to boot from the SAN. For more information
and more up-to-date details about QLogic adapter configuration settings, see the QLogic web site.

Prerequisites

Because you first need to boot from the VMware installation media, set up your host to boot from CD/DVD-
ROM. To achieve this, change the system boot sequence in your system BIOS setup.

Procedure

1 Insert the installation CD/DVD in the CD/DVD-ROM drive and reboot the host.
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2 Use the BIOS to set the host to boot from the CD/DVD-ROM drive first.

3 During server POST, press Crtl+q to enter the QLogic iSCSI HBA configuration menu.

4 Select the I/O port to configure.

By default, the Adapter Boot mode is set to Disable.

5 Configure the HBA.

a From the Fast!UTIL Options menu, select Configuration Settings > Host Adapter Settings.

b Configure the following settings for your host adapter: initiator IP address, subnet mask, gateway,
initiator iSCSI name, and CHAP (if required).

6 Configure iSCSI settings.

See “Configure iSCSI Boot Settings,” on page 109.

7 Save your changes and restart the system.

Configure iSCSI Boot Settings
When setting up your ESXi host to boot from iSCSI, you need to configure iSCSI boot settings.

Procedure

1 From the Fast!UTIL Options menu, select Configuration Settings > iSCSI Boot Settings.

2 Before you can set SendTargets, set Adapter Boot mode to Manual.

3 Select Primary Boot Device Settings.

a Enter the discovery Target IP and Target Port.

b You can leave the Boot LUN and iSCSI Name fields blank if only one iSCSI target and one LUN
are at the specified address to boot from. Otherwise, you must specify these fields to ensure that
you do not boot from a volume for some other system. After the target storage system is reached,
these fields will be populated after a rescan.

c Save changes.

4 From the iSCSI Boot Settings menu, select the primary boot device. An auto rescan of the HBA is made
to find new target LUNS.

5 Select the iSCSI target.

NOTE   If more then one LUN exists within the target, you can choose a specific LUN ID by pressing
Enter after you locate the iSCSI device.

6 Return to the Primary Boot Device Setting menu. After the rescan, the Boot LUNand iSCSI Name
fields are populated. Change the value of Boot LUN to the desired LUN ID.

iBFT iSCSI Boot Overview
ESXi hosts can boot from an iSCSI SAN using the software or dependent hardware iSCSI adapters and
network adapters.

To deploy ESXi and boot from the iSCSI SAN, the host must have an iSCSI boot capable network adapter
that supports the iSCSI Boot Firmware Table (iBFT) format. The iBFT is a method of communicating
parameters about the iSCSI boot device to an operating system.

Before installing ESXi and booting from the iSCSI SAN, configure the networking and iSCSI boot
parameters on the network adapter and enable the adapter for the iSCSI boot. Because configuring the
network adapter is vendor specific, review your vendor documentation for instructions.
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When you first boot from iSCSI, the iSCSI boot firmware on your system connects to an iSCSI target. If login
is successful, the firmware saves the networking and iSCSI boot parameters in the iBFT and stores the table
in the system's memory. The system uses this table to configure its own iSCSI connection and networking
and to start up.

The following list describes the iBFT iSCSI boot sequence.

1 When restarted, the system BIOS detects the iSCSI boot firmware on the network adapter.

2 The iSCSI boot firmware uses the preconfigured boot parameters to connect with the specified iSCSI
target.

3 If the connection to the iSCSI target is successful, the iSCSI boot firmware writes the networking and
iSCSI boot parameters in to the iBFT and stores the table in the system memory.

NOTE   The system uses this table to configure its own iSCSI connection and networking and to start up.

4 The BIOS boots the boot device.

5 The VMkernel starts loading and takes over the boot operation.

6 Using the boot parameters from the iBFT, the VMkernel connects to the iSCSI target.

7 After the iSCSI connection is established, the system boots.

iBFT iSCSI Boot Considerations
When you boot the ESXi host from iSCSI using iBFT-enabled network adapters, certain considerations
apply.

n Update your NIC's boot code and iBFT firmware using vendor supplied tools before trying to install
and boot VMware ESXi. Consult vendor documentation and VMware HCL for supported boot code
and iBFT firmware versions for VMware ESXi iBFT boot.

n The iBFT iSCSI boot does not support failover for the iBFT-enabled network adapters.

n After you set up your host to boot from iBFT iSCSI, the following restrictions apply:

n You cannot disable the software iSCSI adapter. If the iBFT configuration is present in the BIOS, the
host re-enables the software iSCSI adapter during each reboot.

NOTE   If you do not use the iBFT-enabled network adapter for the iSCSI boot and do not want the
software iSCSI adapter to be always enabled, remove the iBFT configuration from the network
adapter.

n You cannot remove the iBFT iSCSI boot target using the vSphere Web Client. The target appears on
the list of adapter static targets.

Configuring iBFT Boot from SAN
You can boot from the iSCSI SAN using the software iSCSI adapter or a dependent hardware iSCSI adapter
and a network adapter. The network adapter must support iBFT.

When you set up your host to boot with iBFT, you perform a number of tasks.

1 Configure iSCSI Boot Parameters on page 111
To begin an iSCSI boot process, a network adapter on your host must have a specially configured
iSCSI boot firmware. When you configure the firmware, you specify the networking and iSCSI
parameters and enable the adapter for the iSCSI boot.

2 Change Boot Sequence in BIOS on page 111
When setting up your host to boot from iBFT iSCSI, change the boot sequence to force your host to
boot in an appropriate order.
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3 Install ESXi to iSCSI Target on page 111
When setting up your host to boot from iBFT iSCSI, install the ESXi image to the target LUN.

4 Boot ESXi from iSCSI Target on page 112
After preparing the host for an iBFT iSCSI boot and copying the ESXi image to the iSCSI target,
perform the actual boot.

Configure iSCSI Boot Parameters
To begin an iSCSI boot process, a network adapter on your host must have a specially configured iSCSI boot
firmware. When you configure the firmware, you specify the networking and iSCSI parameters and enable
the adapter for the iSCSI boot.

Configuration on the network adapter can be dynamic or static. If you use the dynamic configuration, you
indicate that all target and initiator boot parameters are acquired using DHCP. For the static configuration,
you manually enter data that includes your host's IP address and initiator IQN, and the target parameters.

Procedure

u On the network adapter that you use for the boot from iSCSI, specify networking and iSCSI parameters.

Because configuring the network adapter is vendor specific, review your vendor documentation for
instructions.

Change Boot Sequence in BIOS
When setting up your host to boot from iBFT iSCSI, change the boot sequence to force your host to boot in
an appropriate order.

Change the BIOS boot sequence to the following sequence:

n iSCSI

n DVD-ROM

Because changing the boot sequence in the BIOS is vendor specific, refer to vendor documentation for
instructions. The following sample procedure explains how to change the boot sequence on a Dell host with
a Broadcom network adapter.

Procedure

1 Turn on the host.

2 During Power-On Self-Test (POST), press F2 to enter the BIOS Setup.

3 In the BIOS Setup, select Boot Sequence and press Enter.

4 In the Boot Sequence menu, arrange the bootable items so that iSCSI precedes the DVD-ROM.

5 Press Esc to exit the Boot Sequence menu.

6 Press Esc to exit the BIOS Setup.

7 Select Save Changes and click Exit to exit the BIOS Setup menu.

Install ESXi to iSCSI Target
When setting up your host to boot from iBFT iSCSI, install the ESXi image to the target LUN.

Prerequisites

n Configure iSCSI boot firmware on your boot NIC to point to the target LUN that you want to use as the
boot LUN.

n Change the boot sequence in the BIOS so that iSCSI precedes the DVD-ROM.
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n If you use Broadcom adapters, set Boot to iSCSI target to Disabled.

Procedure

1 Insert the installation media in the CD/DVD-ROM drive and restart the host.

2 When the installer starts, follow the typical installation procedure.

3 When prompted, select the iSCSI LUN as the installation target.

The installer copies the ESXi boot image to the iSCSI LUN.

4 After the system restarts, remove the installation DVD.

Boot ESXi from iSCSI Target
After preparing the host for an iBFT iSCSI boot and copying the ESXi image to the iSCSI target, perform the
actual boot.

Prerequisites

n Configure the iSCSI boot firmware on your boot NIC to point to the boot LUN.

n Change the boot sequence in the BIOS so that iSCSI precedes the boot device.

n If you use Broadcom adapters, set Boot to iSCSI target to Enabled

Procedure

1 Restart the host.

The host boots from the iSCSI LUN using iBFT data. During the first boot, the iSCSI initialization script
sets up default networking. The network setup is persistent after subsequent reboots.

2 (Optional) Adjust networking configuration using the vSphere Web Client.

Networking Best Practices
To boot the ESXi host from iSCSI using iBFT, you must properly configure networking.

To achieve greater security and better performance, have redundant network adapters on the host.

How you set up all the network adapters depends on whether your environment uses shared or isolated
networks for the iSCSI traffic and host management traffic.

Shared iSCSI and Management Networks
Configure the networking and iSCSI parameters on the first network adapter on the host. After the host
boots, you can add secondary network adapters to the default port group.

Isolated iSCSI and Management Networks
When you configure isolated iSCSI and management networks, follow these guidelines to avoid bandwidth
problems.

n Your isolated networks must be on different subnets.

n If you use VLANs to isolate the networks, they must have different subnets to ensure that routing tables
are properly set up.

n VMware recommends that you configure the iSCSI adapter and target to be on the same subnet. If you
set up the iSCSI adapter and target on different subnets, the following restrictions apply:
n The default VMkernel gateway must be able to route both the management and iSCSI traffic.

n After you boot your host, you can use the iBFT-enabled network adapter only for iBFT. You cannot
use the adapter for other iSCSI traffic.
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n Use the first physical network adapter for the management network.

n Use the second physical network adapter for the iSCSI network. Make sure to configure the iBFT.

n After the host boots, you can add secondary network adapters to both the management and iSCSI
networks.

Change iBFT iSCSI Boot Settings
If settings, such as the IQN name, IP address, and so on, change on the iSCSI storage or your host, update
the iBFT. This task assumes that the boot LUN and the data stored on the LUN remain intact.

Procedure

1 Shut down the ESXi host.

2 Change iSCSI storage settings.

3 Update the iBFT on the host with the new settings.

4 Restart the host.

The host boots using the new information stored in the iBFT.

Troubleshooting iBFT iSCSI Boot
The topics in this section help you to identify and solve problems you might encounter when using iBFT
iSCSI boot.

Loss of System's Gateway Causes Loss of Network Connectivity
You lose network connectivity when you delete a port group associated with the iBFT network adapter.

Problem

A loss of network connectivity occurs after you delete a port group.

Cause

When you specify a gateway in the iBFT-enabled network adapter during ESXi installation, this gateway
becomes the system's default gateway. If you delete the port group associated with the network adapter, the
system's default gateway is lost. This action causes the loss of network connectivity.

Solution

Do not set an iBFT gateway unless it is required. If the gateway is required, after installation, manually set
the system's default gateway to the one that the management network uses.

Changing iSCSI Boot Parameters Causes ESXi to Boot in Stateless Mode
Changing iSCSI boot parameters on the network adapter after the first boot does not update the iSCSI and
networking configuration on the ESXi host.

Problem

If you change the iSCSI boot parameters on the network adapter after the first ESXi boot from iSCSI, the host
will boot in a stateless mode.

Cause

The firmware uses the updated boot configuration and is able to connect to the iSCSI target and load the
ESXi image. However, when loaded, the system does not pick up the new parameters, but continues to use
persistent networking and iSCSI parameters from the previous boot. As a result, the host cannot connect to
the target and boots in the stateless mode.
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Solution

1 Use the vSphere Web Client to connect to the ESXi host.

2 Re-configure the iSCSI and networking on the host to match the iBFT parameters.

3 Perform a rescan.
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Best Practices for iSCSI Storage 12
When using ESXi with the iSCSI SAN, follow best practices that VMware offers to avoid problems.

Check with your storage representative if your storage system supports Storage API - Array Integration
hardware acceleration features. If it does, refer to your vendor documentation for information on how to
enable hardware acceleration support on the storage system side. For more information, see Chapter 22,
“Storage Hardware Acceleration,” on page 243.

This chapter includes the following topics:

n “Preventing iSCSI SAN Problems,” on page 115

n “Optimizing iSCSI SAN Storage Performance,” on page 116

n “Checking Ethernet Switch Statistics,” on page 119

Preventing iSCSI SAN Problems
When using ESXi in conjunction with a SAN, you must follow specific guidelines to avoid SAN problems.

You should observe these tips for avoiding problems with your SAN configuration:

n Place only one VMFS datastore on each LUN. Multiple VMFS datastores on one LUN is not
recommended.

n Do not change the path policy the system sets for you unless you understand the implications of
making such a change.

n Document everything. Include information about configuration, access control, storage, switch, server
and iSCSI HBA configuration, software and firmware versions, and storage cable plan.

n Plan for failure:

n Make several copies of your topology maps. For each element, consider what happens to your SAN
if the element fails.

n Cross off different links, switches, HBAs and other elements to ensure you did not miss a critical
failure point in your design.

n Ensure that the iSCSI HBAs are installed in the correct slots in the ESXi host, based on slot and bus
speed. Balance PCI bus load among the available busses in the server.

n Become familiar with the various monitor points in your storage network, at all visibility points,
including ESXi performance charts, Ethernet switch statistics, and storage performance statistics.

n Be cautious when changing IDs of the LUNs that have VMFS datastores being used by your host. If you
change the ID, virtual machines running on the VMFS datastore will fail.
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If there are no running virtual machines on the VMFS datastore, after you change the ID of the LUN,
you must use rescan to reset the ID on your host. For information on using rescan, see “Storage Refresh
and Rescan Operations,” on page 124.

n If you need to change the default iSCSI name of your iSCSI adapter, make sure the name you enter is
worldwide unique and properly formatted. To avoid storage access problems, never assign the same
iSCSI name to different adapters, even on different hosts.

Optimizing iSCSI SAN Storage Performance
Several factors contribute to optimizing a typical SAN environment.

If the network environment is properly configured, the iSCSI components provide adequate throughput and
low enough latency for iSCSI initiators and targets. If the network is congested and links, switches or routers
are saturated, iSCSI performance suffers and might not be adequate for ESXi environments.

Storage System Performance
Storage system performance is one of the major factors contributing to the performance of the entire iSCSI
environment.

If issues occur with storage system performance, consult your storage system vendor’s documentation for
any relevant information.

When you assign LUNs, remember that you can access each shared LUN through a number of hosts, and
that a number of virtual machines can run on each host. One LUN used by the ESXi host can service I/O
from many different applications running on different operating systems. Because of this diverse workload,
the RAID group that contains the ESXi LUNs should not include LUNs that other hosts use that are not
running ESXi for I/O intensive applications.

Enable read caching and write caching.

Load balancing is the process of spreading server I/O requests across all available SPs and their associated
host server paths. The goal is to optimize performance in terms of throughput (I/O per second, megabytes
per second, or response times).

SAN storage systems require continual redesign and tuning to ensure that I/O is load balanced across all
storage system paths. To meet this requirement, distribute the paths to the LUNs among all the SPs to
provide optimal load balancing. Close monitoring indicates when it is necessary to manually rebalance the
LUN distribution.

Tuning statically balanced storage systems is a matter of monitoring the specific performance statistics (such
as I/O operations per second, blocks per second, and response time) and distributing the LUN workload to
spread the workload across all the SPs.

Server Performance with iSCSI
You must consider several factors to ensure optimal server performance.

Each server application must have access to its designated storage with the following conditions:

n High I/O rate (number of I/O operations per second)

n High throughput (megabytes per second)

n Minimal latency (response times)
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Because each application has different requirements, you can meet these goals by choosing an appropriate
RAID group on the storage system. To achieve performance goals, perform the following tasks:

n Place each LUN on a RAID group that provides the necessary performance levels. Pay attention to the
activities and resource utilization of other LUNS in the assigned RAID group. A high-performance
RAID group that has too many applications doing I/O to it might not meet performance goals required
by an application running on the ESXi host.

n Provide each server with a sufficient number of network adapters or iSCSI hardware adapters to allow
maximum throughput for all the applications hosted on the server for the peak period. I/O spread
across multiple ports provides higher throughput and less latency for each application.

n To provide redundancy for software iSCSI, make sure the initiator is connected to all network adapters
used for iSCSI connectivity.

n When allocating LUNs or RAID groups for ESXi systems, multiple operating systems use and share that
resource. As a result, the performance required from each LUN in the storage subsystem can be much
higher if you are working with ESXi systems than if you are using physical machines. For example, if
you expect to run four I/O intensive applications, allocate four times the performance capacity for the
ESXi LUNs.

n When using multiple ESXi systems in conjunction with vCenter Server, the performance needed from
the storage subsystem increases correspondingly.

n The number of outstanding I/Os needed by applications running on an ESXi system should match the
number of I/Os the SAN can handle.

Network Performance
A typical SAN consists of a collection of computers connected to a collection of storage systems through a
network of switches. Several computers often access the same storage.

Single Ethernet Link Connection to Storage shows several computer systems connected to a storage system
through an Ethernet switch. In this configuration, each system is connected through a single Ethernet link to
the switch, which is also connected to the storage system through a single Ethernet link. In most
configurations, with modern switches and typical traffic, this is not a problem.

Figure 12‑1.  Single Ethernet Link Connection to Storage

When systems read data from storage, the maximum response from the storage is to send enough data to fill
the link between the storage systems and the Ethernet switch. It is unlikely that any single system or virtual
machine gets full use of the network speed, but this situation can be expected when many systems share one
storage device.
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When writing data to storage, multiple systems or virtual machines might attempt to fill their links. As
Dropped Packets shows, when this happens, the switch between the systems and the storage system has to
drop data. This happens because, while it has a single connection to the storage device, it has more traffic to
send to the storage system than a single link can carry. In this case, the switch drops network packets
because the amount of data it can transmit is limited by the speed of the link between it and the storage
system.

Figure 12‑2.  Dropped Packets
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Recovering from dropped network packets results in large performance degradation. In addition to time
spent determining that data was dropped, the retransmission uses network bandwidth that could otherwise
be used for current transactions.

iSCSI traffic is carried on the network by the Transmission Control Protocol (TCP). TCP is a reliable
transmission protocol that ensures that dropped packets are retried and eventually reach their destination.
TCP is designed to recover from dropped packets and retransmits them quickly and seamlessly. However,
when the switch discards packets with any regularity, network throughput suffers significantly. The
network becomes congested with requests to resend data and with the resent packets, and less data is
actually transferred than in a network without congestion.

Most Ethernet switches can buffer, or store, data and give every device attempting to send data an equal
chance to get to the destination. This ability to buffer some transmissions, combined with many systems
limiting the number of outstanding commands, allows small bursts from several systems to be sent to a
storage system in turn.

If the transactions are large and multiple servers are trying to send data through a single switch port, a
switch's ability to buffer one request while another is transmitted can be exceeded. In this case, the switch
drops the data it cannot send, and the storage system must request retransmission of the dropped packet.
For example, if an Ethernet switch can buffer 32KB on an input port, but the server connected to it thinks it
can send 256KB to the storage device, some of the data is dropped.

Most managed switches provide information on dropped packets, similar to the following:

*: interface is up

IHQ: pkts in input hold queue     IQD: pkts dropped from input queue

OHQ: pkts in output hold queue    OQD: pkts dropped from output queue

RXBS: rx rate (bits/sec)          RXPS: rx rate (pkts/sec)

TXBS: tx rate (bits/sec)          TXPS: tx rate (pkts/sec)

TRTL: throttle count

Table 12‑1.  Sample Switch Information

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL

*
GigabitEt
hernet0/1

3 9922 0 0 47630300
0

62273 47784000
0

63677 0

In this example from a Cisco switch, the bandwidth used is 476303000 bits/second, which is less than half of
wire speed. In spite of this, the port is buffering incoming packets and has dropped quite a few packets. The
final line of this interface summary indicates that this port has already dropped almost 10,000 inbound
packets in the IQD column.
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Configuration changes to avoid this problem involve making sure several input Ethernet links are not
funneled into one output link, resulting in an oversubscribed link. When a number of links transmitting
near capacity are switched to a smaller number of links, oversubscription is a possibility.

Generally, applications or systems that write a lot of data to storage, such as data acquisition or transaction
logging systems, should not share Ethernet links to a storage device. These types of applications perform
best with multiple connections to storage devices.

Multiple Connections from Switch to Storage shows multiple connections from the switch to the storage.

Figure 12‑3.  Multiple Connections from Switch to Storage
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Using VLANs or VPNs does not provide a suitable solution to the problem of link oversubscription in
shared configurations. VLANs and other virtual partitioning of a network provide a way of logically
designing a network, but do not change the physical capabilities of links and trunks between switches.
When storage traffic and other network traffic end up sharing physical connections, as they would with a
VPN, the possibility for oversubscription and lost packets exists. The same is true of VLANs that share
interswitch trunks. Performance design for a SANs must take into account the physical limitations of the
network, not logical allocations.

Checking Ethernet Switch Statistics
Many Ethernet switches provide different methods for monitoring switch health.

Switches that have ports operating near maximum throughput much of the time do not provide optimum
performance. If you have ports in your iSCSI SAN running near the maximum, reduce the load. If the port is
connected to an ESXi system or iSCSI storage, you can reduce the load by using manual load balancing.

If the port is connected between multiple switches or routers, consider installing additional links between
these components to handle more load. Ethernet switches also commonly provide information about
transmission errors, queued packets, and dropped Ethernet packets. If the switch regularly reports any of
these conditions on ports being used for iSCSI traffic, performance of the iSCSI SAN will be poor.
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Managing Storage Devices 13
Manage local and networked storage device that your ESXi host has access to.

This chapter includes the following topics:

n “Storage Device Characteristics,” on page 121

n “Understanding Storage Device Naming,” on page 123

n “Storage Refresh and Rescan Operations,” on page 124

n “Identifying Device Connectivity Problems,” on page 126

n “Edit Configuration File Parameters,” on page 131

n “Enable or Disable the Locator LED on Storage Devices,” on page 132

Storage Device Characteristics
You can display all storage devices or LUNs available to the host, including all local and networked devices.
If you use third-party multipathing plug-ins, the storage devices available through the plug-ins also appear
on the list.

For each storage adapter, you can display a separate list of storage devices available for this adapter.

Generally, when you review storage devices, you see the following information.

Table 13‑1.  Storage Device Information

Storage Device Information Description

Name Also called Display Name. It is a name that the ESXi host assigns to the device based on
the storage type and manufacturer. You can change this name to a name of your choice.

Identifier A universally unique identifier that is intrinsic to the device.

Operational State Indicates whether the device is mounted or unmounted. For details, see “Detach
Storage Devices,” on page 128.

LUN Logical Unit Number (LUN) within the SCSI target. The LUN number is provided by
the storage system. If a target has only one LUN, the LUN number is always zero (0).

Type Type of device, for example, disk or CD-ROM.

Drive Type Information about whether the device is a flash drive or a regular HDD drive. For
information about flash drives, see Chapter 14, “Working with Flash Devices,” on
page 133.

Transport Transportation protocol your host uses to access the device. The protocol depends on
the type of storage being used. See “Types of Physical Storage,” on page 14.

Capacity Total capacity of the storage device.
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Table 13‑1.  Storage Device Information (Continued)

Storage Device Information Description

Owner The plug-in, such as the NMP or a third-party plug-in, that the host uses to manage
paths to the storage device. For details, see “Managing Multiple Paths,” on page 186.

Hardware Acceleration Information about whether the storage device assists the host with virtual machine
management operations. The status can be Supported, Not Supported, or Unknown.
For details, see Chapter 22, “Storage Hardware Acceleration,” on page 243.

Location A path to the storage device in the /vmfs/devices/ directory.

Partition Format A partition scheme used by the storage device. It could be of a master boot record
(MBR) or GUID partition table (GPT) format. The GPT devices can support datastores
greater than 2TB. For more information, see “VMFS Datastores and Storage Disk
Formats,” on page 147.

Partitions Primary and logical partitions, including a VMFS datastore, if configured.

Multipathing Policies (VMFS
datastores)

Path Selection Policy and Storage Array Type Policy the host uses to manage paths to
storage. For more information, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

Paths (VMFS datastores) Paths used to access storage and their status.

Display Storage Devices for a Host
Display all storage devices available to a host. If you use any third-party multipathing plug-ins, the storage
devices available through the plug-ins also appear on the list.

The Storage Devices view allows you to list the hosts' storage devices, analyze their information, and
modify properties.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

All storage devices available to the host are listed under Storage Devices.

4 To view details for a specific device, select the device from the list.

5 Use tabs under Device Details to access additional information and modify properties for the selected
device.

Tab Description

Properties View device properties and characteristics. View and modify multipathing
policies for the device.

Paths Display paths available for the device. Disable or enable a selected path.
 

Display Storage Devices for an Adapter
Display a list of storage devices accessible through a specific storage adapter on the host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.
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3 Click Storage Adapters.

All storage adapters installed on the host are listed under Storage Adapters.

4 Select the adapter from the list and click the Devices tab.

Storage devices that the host can access through the adapter are displayed.

Understanding Storage Device Naming
Each storage device, or LUN, is identified by several names.

Device Identifiers
Depending on the type of storage, the ESXi host uses different algorithms and conventions to generate an
identifier for each storage device.

SCSI INQUIRY
identifiers.

The host uses the SCSI INQUIRY command to query a storage device and
uses the resulting data, in particular the Page 83 information, to generate a
unique identifier. Device identifiers that are based on Page 83 are unique
across all hosts, persistent, and have one of the following formats:

n naa.number

n t10.number

n eui.number

These formats follow the T10 committee standards. See the SCSI-3
documentation on the T10 committee Web site.

Path-based identifier. When the device does not provide the Page 83 information, the host
generates an mpx.path name, where path represents the first path to the
device, for example, mpx.vmhba1:C0:T1:L3. This identifier can be used in the
same way as the SCSI INQUIRY identifies.

The mpx. identifier is created for local devices on the assumption that their
path names are unique. However, this identifier is neither unique nor
persistent and could change after every boot.

Typically, the path to the device has the following format:

vmhbaAdapter:CChannel:TTarget:LLUN

n vmhbaAdapter is the name of the storage adapter. The name refers to the
physical adapter on the host, not to the SCSI controller used by the
virtual machines.

n CChannel is the storage channel number.

Software iSCSI adapters and dependent hardware adapters use the
channel number to show multiple paths to the same target.

n TTarget is the target number. Target numbering is determined by the
host and might change if the mappings of targets visible to the host
change. Targets that are shared by different hosts might not have the
same target number.

n LLUN is the LUN number that shows the position of the LUN within the
target. The LUN number is provided by the storage system. If a target
has only one LUN, the LUN number is always zero (0).

For example, vmhba1:C0:T3:L1 represents LUN1 on target 3 accessed through
the storage adapter vmhba1 and channel 0.
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Legacy Identifier
In addition to the SCSI INQUIRY or mpx. identifiers, for each device, ESXi generates an alternative legacy
name. The identifier has the following format:

vml.number

The legacy identifier includes a series of digits that are unique to the device and can be derived in part from
the Page 83 information, if it is available. For nonlocal devices that do not support Page 83 information, the
vml. name is used as the only available unique identifier.

Example: Displaying Device Names in the vSphere CLI
You can use the esxcli --server=server_name storage core device list command to display all device
names in the vSphere CLI. The output is similar to the following example:

# esxcli --server=server_name storage core device list

naa.number

    Display Name: DGC Fibre Channel Disk(naa.number)

    ... 

    Other UIDs:vml.number

Rename Storage Devices
You can change the display name of a storage device. The display name is assigned by the ESXi host based
on the storage type and manufacturer.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the device to rename and click Rename.

5 Change the device name to a friendly name.

Storage Refresh and Rescan Operations
The refresh operation for datastores, storage devices, and storage adapters updates the lists and storage
information displayed in the vSphere Web Client. For example, it updates such information as the datastore
capacity. When you perform storage management tasks or make changes in the SAN configuration, you
might need to rescan your storage.

When you perform VMFS datastore management operations, such as creating a VMFS datastore or RDM,
adding an extent, and increasing or deleting a VMFS datastore, your host or the vCenter Server
automatically rescans and updates your storage. You can disable the automatic rescan feature by turning off
the Host Rescan Filter. See “Turn off Storage Filters,” on page 172.

In certain cases, you need to perform a manual rescan. You can rescan all storage available to your host, or,
if you are using the vCenter Server, to all hosts in a folder, cluster, and data center.

If the changes you make are isolated to storage connected through a specific adapter, perform a rescan for
this adapter.

Perform the manual rescan each time you make one of the following changes.

n Zone a new disk array on a SAN.

n Create new LUNs on a SAN.
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n Change the path masking on a host.

n Reconnect a cable.

n Change CHAP settings (iSCSI only).

n Add or remove discovery or static addresses (iSCSI only).

n Add a single host to the vCenter Server after you have edited or removed from the vCenter Server a
datastore shared by the vCenter Server hosts and the single host.

IMPORTANT   If you rescan when a path is unavailable, the host removes the path from the list of paths to the
device. The path reappears on the list as soon as it becomes available and starts working again.

Perform Storage Rescan
When you make changes in your SAN configuration, you might need to rescan your storage. You can rescan
all storage available to your host, cluster, or data center. If the changes you make are isolated to storage
accessed through a specific host, perform rescan for only this host.

Procedure

1 In the vSphere Web Client object navigator, browse to a host, a cluster, a data center, or a folder that
contains hosts.

2 Select Storage > Rescan Storage from the right-click menu.

3 Specify extent of rescan.

Option Description

Scan for New Storage Devices Rescan all adapters to discover new storage devices. If new devices are
discovered, they appear in the device list.

Scan for New VMFS Volumes Rescan all storage devices to discover new datastores that have been
added since the last scan. Any new datastores appear in the datastore list.

 

Perform Adapter Rescan
When you make changes in your SAN configuration and these changes are isolated to storage accessed
through a specific adapter, perform rescan for only this adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter to rescan from the list.

4 Click the Rescan Adapter icon.

Change the Number of Scanned Storage Devices
While an ESXi host is limited to accessing 256 SCSI storage devices, the range of LUN IDs can be from 0 to
1023. ESXi ignores LUN IDs 1024 or greater. This limit is controlled by Disk.MaxLUN, which has a default
value of 1024.

The value of Disk.MaxLUN also determines how many LUNs the SCSI scan code attempts to discover using
individual INQUIRY commands if the SCSI target does not support direct discovery using REPORT_LUNS.
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You can modify the Disk.MaxLUN parameter depending on your needs. For example, if your environment has
a smaller number of storage devices with LUN IDs from 0 through 100, you can set the value to 101 to
improve device discovery speed on targets that do not support REPORT_LUNS. Lowering the value can
shorten the rescan time and boot time. However, the time to rescan storage devices might depend on other
factors, including the type of storage system and the load on the storage system.

In other cases, you might need to increase the value if your environment uses LUN IDs that are greater than
1023.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select Disk.MaxLUN and click the Edit icon.

5 Change the existing value to the value of your choice, and click OK.

The value you enter specifies the LUN ID that is after the last one you want to discover.

For example, to discover LUN IDs from 0 through 100, set Disk.MaxLUN to 101.

Identifying Device Connectivity Problems
When your ESXi host experiences a problem while connecting to a storage device, the host treats the
problem as permanent or temporary depending on certain factors.

Storage connectivity problems are caused by a variety of reasons. Although ESXi cannot always determine
the reason for a storage device or its paths being unavailable, the host differentiates between a permanent
device loss (PDL) state of the device and a transient all paths down (APD) state of storage.

Permanent Device Loss
(PDL)

A condition that occurs when a storage device permanently fails or is
administratively removed or excluded. It is not expected to become
available. When the device becomes permanently unavailable, ESXi receives
appropriate sense codes or a login rejection from storage arrays, and is able
to recognize that the device is permanently lost.

All Paths Down (APD) A condition that occurs when a storage device becomes inaccessible to the
host and no paths to the device are available. ESXi treats this as a transient
condition because typically the problems with the device are temporary and
the device is expected to become available again.

Detecting PDL Conditions
A storage device is considered to be in the permanent device loss (PDL) state when it becomes permanently
unavailable to your ESXi host.

Typically, the PDL condition occurs when a device is unintentionally removed, or its unique ID changes, or
when the device experiences an unrecoverable hardware error.

When the storage array determines that the device is permanently unavailable, it sends SCSI sense codes to
the ESXi host. The sense codes allow your host to recognize that the device has failed and register the state
of the device as PDL. The sense codes must be received on all paths to the device for the device to be
considered permanently lost.

After registering the PDL state of the device, the host stops attempts to reestablish connectivity or to issue
commands to the device to avoid becoming blocked or unresponsive.
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The vSphere Web Client displays the following information for the device:

n The operational state of the device changes to Lost Communication.

n All paths are shown as Dead.

n Datastores on the device are grayed out.

The host automatically removes the PDL device and all paths to the device if no open connections to the
device exist, or after the last connection closes. You can disable the automatic removal of paths by setting the
advanced host parameter Disk.AutoremoveOnPDL to 0. See “Set Advanced Host Attributes,” on page 178.

If the device returns from the PDL condition, the host can discover it, but treats it as a new device. Data
consistency for virtual machines on the recovered device is not guaranteed.

NOTE   The host cannot detect PDL conditions and continues to treat the device connectivity problems as
APD when a storage device permanently fails in a way that does not return appropriate SCSI sense codes or
iSCSI login rejection.

Permanent Device Loss and SCSI Sense Codes
The following VMkernel log example of a SCSI sense code indicates that the device is in the PDL state.

H:0x0 D:0x2 P:0x0 Valid sense data: 0x5 0x25 0x0 or Logical Unit Not Supported

For information about SCSI sense codes, see Troubleshooting Storage in vSphere Troubleshooting.

Permanent Device Loss and iSCSI
In the case of iSCSI arrays with a single LUN per target, PDL is detected through iSCSI login failure. An
iSCSI storage array rejects your host's attempts to start an iSCSI session with a reason Target Unavailable.
As with the sense codes, this response must be received on all paths for the device to be considered
permanently lost.

Permanent Device Loss and Virtual Machines
After registering the PDL state of the device, the host terminates all I/O from virtual machines. vSphere HA
can detect PDL and restart failed virtual machines. For more information, see “Device Connectivity
Problems and High Availability,” on page 131.

Performing Planned Storage Device Removal
When a storage device is malfunctioning, you can avoid permanent device loss (PDL) conditions or all paths
down (APD) conditions and perform a planned removal and reconnection of a storage device.

Planned device removal is an intentional disconnection of a storage device. You might also plan to remove a
device for such reasons as upgrading your hardware or reconfiguring your storage devices. When you
perform an orderly removal and reconnection of a storage device, you complete a number of tasks.

1 Migrate virtual machines from the device you plan to detach.

See the vCenter Server and Host Management documentation.

2 Unmount the datastore deployed on the device.

See “Unmount Datastores,” on page 168.

3 Detach the storage device.

See “Detach Storage Devices,” on page 128.

4 For an iSCSI device with a single LUN per target, delete the static target entry from each iSCSI HBA
that has a path to the storage device.

See “Remove Dynamic or Static iSCSI Targets,” on page 98.
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5 Perform any necessary reconfiguration of the storage device by using the array console.

6 Reattach the storage device.

See “Attach Storage Devices,” on page 128.

7 Mount the datastore and restart the virtual machines. See “Mount Datastores,” on page 168.

Detach Storage Devices
Safely detach a storage device from your host.

You might need to detach the device to make it inaccessible to your host, when, for example, you perform a
hardware upgrade on the storage side.

Prerequisites

n The device does not contain any datastores.

n No virtual machines use the device as an RDM disk.

n The device does not contain a diagnostic partition or a scratch partition.

Procedure

1 In the vSphere Web Client, display storage devices.

2 Select the device to detach and click the Detach icon.

The device becomes inaccessible. The operational state of the device changes to Unmounted.

What to do next

If multiple hosts share the device, detach the device from each host.

Attach Storage Devices
Reattach a storage device that you previously detached.

Procedure

1 In the vSphere Web Client, display storage devices.

2 Select the detached storage device and click the Attach icon.

The device becomes accessible.

Recovering From PDL Conditions
An unplanned permanent device loss (PDL) condition occurs when a storage device becomes permanently
unavailable without being properly detached from the ESXi host.

The following items in the vSphere Web Client indicate that the device is in the PDL state:

n The datastore deployed on the device is unavailable.

n Operational state of the device changes to Lost Communication.

n All paths are shown as Dead.

n A warning about the device being permanently inaccessible appears in the VMkernel log file.

To recover from the unplanned PDL condition and remove the unavailable device from the host, you need
to perform a number of tasks.

1 Power off and unregister all virtual machines that are running on the datastore affected by the PDL
condition.
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2 Unmount the datastore.

See “Unmount Datastores,” on page 168.

3 Perform a rescan on all ESXi hosts that had access to the device.

See “Perform Storage Rescan,” on page 125.

NOTE   If the rescan is not successful and the host continues to list the device, some pending I/O or active
references to the device might still exist. Check for virtual machines, templates, ISO images, raw device
mappings, and so on that might still have an active reference to the device or datastore.

Handling Transient APD Conditions
A storage device is considered to be in the all paths down (APD) state when it becomes unavailable to your
ESXi host for an unspecified period of time.

The reasons for an APD state can be, for example, a failed switch or a disconnected storage cable.

In contrast with the permanent device loss (PDL) state, the host treats the APD state as transient and expects
the device to be available again.

The host indefinitely continues to retry issued commands in an attempt to reestablish connectivity with the
device. If the host's commands fail the retries for a prolonged period of time, the host and its virtual
machines might be at risk of having performance problems and potentially becoming unresponsive.

To avoid these problems, your host uses a default APD handling feature. When a device enters the APD
state, the system immediately turns on a timer and allows your host to continue retrying nonvirtual
machine commands for a limited time period.

By default, the APD timeout is set to 140 seconds, which is typically longer than most devices need to
recover from a connection loss. If the device becomes available within this time, the host and its virtual
machine continue to run without experiencing any problems.

If the device does not recover and the timeout ends, the host stops its attempts at retries and terminates any
nonvirtual machine I/O. Virtual machine I/O will continue retrying. The vSphere Web Client displays the
following information for the device with the expired APD timeout:

n The operational state of the device changes to Dead or Error.

n All paths are shown as Dead.

n Datastores on the device are dimmed.

Even though the device and datastores are unavailable, virtual machines remain responsive. You can power
off the virtual machines or migrate them to a different datastore or host.

If later one or more device paths becomes operational, subsequent I/O to the device is issued normally and
all special APD treatment ends.

Disable Storage APD Handling
The storage all paths down (APD) handling on your ESXi host is enabled by default. When it is enabled, the
host continues to retry nonvirtual machine I/O commands to a storage device in the APD state for a limited
time period. When the time period expires, the host stops its retry attempts and terminates any nonvirtual
machine I/O. You can disable the APD handling feature on your host.

If you disable the APD handling, the host will indefinitely continue to retry issued commands in an attempt
to reconnect to the APD device. Continuing to retry is the same behavior as in ESXi version 5.0. This
behavior might cause virtual machines on the host to exceed their internal I/O timeout and become
unresponsive or fail. The host might become disconnected from vCenter Server.
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Misc.APDHandlingEnable parameter and click the Edit
icon.

5 Change the value to 0.

If you disabled the APD handling, you can reenable it when a device enters the APD state. The internal APD
handling feature turns on immediately and the timer starts with the current timeout value for each device in
APD.

Change Timeout Limits for Storage APD
The timeout parameter controls how many seconds the ESXi host will retry nonvirtual machine I/O
commands to a storage device in an all paths down (APD) state. If needed, you can change the default
timeout value.

The timer starts immediately after the device enters the APD state. When the timeout expires, the host
marks the APD device as unreachable and fails any pending or new nonvirtual machine I/O. Virtual
machine I/O will continue to be retried.

The default timeout parameter on your host is 140 seconds. You can increase the value of the timeout if, for
example, storage devices connected to your ESXi host take longer than 140 seconds to recover from a
connection loss.

NOTE   If you change the timeout value while an APD is in progress, it will not effect the timeout for that
APD.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Misc.APDTimeout parameter and click the Edit icon.

5 Change the default value.

You can enter a value between 20 and 99999 seconds.

Check the Connection Status of a Storage Device
Use the esxcli command to verify the connection status of a particular storage device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Run the esxcli --server=server_name storage core device list -d=device_ID command.
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2 Check the connection status in the Status: field.

n on - Device is connected.

n dead - Device has entered the APD state. The APD timer starts.

n dead timeout - The APD timeout has expired.

n not connected - Device is in the PDL state.

Device Connectivity Problems and High Availability
When a device enters a Permanent Device Loss (PDL) or an All Paths Down (APD) state, vSphere High
Availability (HA) can detect connectivity problems and provide automated recovery for affected virtual
machines.

vSphere HA uses VM Component Protection (VMCP) to protect virtual machines running on a host in a
vSphere HA cluster against accessibility failures. For more information about VMCP and how to configure
responses for datastores and virtual machines when an APD or PDL condition occurs, see the vSphere
Availability documentation.

Edit Configuration File Parameters
You can change or add virtual machine configuration parameters when instructed by a VMware technical
support representative, or if you see VMware documentation that instructs you to add or change a
parameter to fix a problem with your system.

IMPORTANT   Changing or adding parameters when a system does not have problems might lead to
decreased system performance and instability.

The following conditions apply:

n To change a parameter, you change the existing value for the keyword/value pair. For example, if you
start with the keyword/value pair, keyword/value, and change it to keyword/value2, the result is
keyword=value2.

n You cannot delete a configuration parameter entry.

CAUTION   You must assign a value to configuration parameter keywords. If you do not assign a value, the
keyword can return a value of 0, false, or disable, which can result in a virtual machine that cannot power
on.

Procedure

1 Right-click a virtual machine in the inventory and select Edit Settings.

2 Click the VM Options tab and expand Advanced.

3 Click Edit Configuration.

4 (Optional) To add a parameter, click Add Row and type a name and value for the parameter.

5 (Optional) To change a parameter, type a new value in the Value text box for that parameter.

6 Click OK.
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Enable or Disable the Locator LED on Storage Devices
Use the locator LED to identify specific storage devices, so that you can locate them among other devices.
You can turn the locator LED on or off.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or more disks and enable or disable the locator LED
indicator.

Option Description

Enable Click the Turns on the locator LED icon.

Disable Click the Turns off the locator LED icon.
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Working with Flash Devices 14
In addition to regular storage hard disk drives (HDDs), vSphere supports flash storage devices.

Unlike the regular HDDs that are electromechanical devices containing moving parts, flash devices use
semiconductors as their storage medium and have no moving parts. Typically, flash devices are very
resilient and provide faster access to data.

To detect flash devices, ESXi uses an inquiry mechanism based on T10 standards. The ESXi host can detect
flash devices on a number of storage arrays. Check with your vendor whether your storage array supports
the ESXi mechanism of flash device detection.

After the host detects the flash devices, you can use them for a variety of tasks and functionalities.

This chapter includes the following topics:

n “Using Flash Devices,” on page 134

n “Marking Storage Devices,” on page 134

n “Monitor Flash Devices,” on page 136

n “Best Practices for Flash Devices,” on page 136

n “About Virtual Flash Resource,” on page 137

n “Configuring Host Swap Cache,” on page 139
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Using Flash Devices
You can use flash devices for a variety of functionalities.

Table 14‑1.  Using Flash Devices with vSphere

Functionality Description

Virtual SAN Virtual SAN requires flash devices. For more information, see the Administering
VMware Virtual SAN documentation.

VMFS Datastores You can create VMFS datastores on flash devices. Use the datastores for the
following purposes:
n Store virtual machines. Certain guest operating systems can identify virtual

disks stored on these datastores as flash virtual disks. See “Identifying Flash
Virtual Disks,” on page 134.

n Allocate datastore space for ESXi host swap cache. See “Configuring Host
Swap Cache,” on page 139

Virtual Flash Resource (VFFS) Set up a virtual flash resource and use it for the following functionalities:
n Use as Virtual Flash Read Cache for your virtual machines. See Chapter 15,

“About VMware vSphere Flash Read Cache,” on page 141.
n Allocate the virtual flash resource for ESXi host swap cache. This is an

alternative method of host cache configuration that uses VFFS volumes instead
of VMFS datastores. See “Configure Host Swap Cache with Virtual Flash
Resource,” on page 140.

Identifying Flash Virtual Disks
Guest operating systems can identify virtual disks that reside on flash-based datastores as flash virtual
disks.

To verify if this feature is enabled, guest operating systems can use standard inquiry commands such as
SCSI VPD Page (B1h) for SCSI devices and ATA IDENTIFY DEVICE (Word 217) for IDE devices.

For linked clones, native snapshots, and delta-disks, the inquiry commands report the virtual flash status of
the base disk.

Operating systems can detect that a virtual disk is a flash disk under the following conditions:

n Detection of flash virtual disks is supported on ESXi 5.x and later hosts and virtual hardware version 8
or later.

n Detection of flash virtual disks is supported only on VMFS5 or later.

n If virtual disks are located on shared VMFS datastores with flash device extents, the device must be
marked as flash on all hosts.

n For a virtual disk to be identified as virtual flash, all underlying physical extents should be flash-
backed.

Marking Storage Devices
You can use the vSphere Web Client to mark storage devices that are not automatically recognized as local
flash devices.

When you configure Virtual SAN or set up a virtual flash resource, your storage environment must include
local flash devices.

vSphere Storage

134  VMware, Inc.



However, ESXi might not recognize certain storage devices as flash devices when their vendors do not
support automatic flash device detection. In other cases, certain non-SATA SAS flash devices might not be
detected as local. When devices are not recognized as local flash, they are excluded from the list of devices
offered for Virtual SAN or virtual flash resource. Marking these devices as local flash makes them available
for virtual SAN and virtual flash resource.

Mark Storage Devices as Flash
If ESXi does not automatically recognize its devices as flash, mark them as flash devices.

ESXi does not recognize certain devices as flash when their vendors do not support automatic flash disk
detection. The Drive Type column for the devices shows HDD as their type.

CAUTION   Marking HDD disks as flash disks could deteriorate the performance of datastores and services
that use them. Mark disks as flash disks only if you are certain that those disks are flash disks.

Prerequisites

Verify that the device is not in use.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or several HDD devices that need to be recognized as flash
devices and click the Mark as Flash Disks icon.

5 Click Yes to save your changes.

The type of the devices changes to flash.

What to do next

If the flash device that you mark is shared among multiple hosts, make sure that you mark the device from
all hosts that share the device.

Mark Storage Devices as Local
ESXi enables you to mark devices as local. This is useful in cases when ESXi is unable to determine whether
certain devices are local.

Prerequisites

n Make sure that the device is not shared.

n Power off virtual machines that reside on the device and unmount an associated datastore.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or several remote devices that need to be marked as local and
click the Mark as Local for the Host icon.

5 Click Yes to save your changes.
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Monitor Flash Devices
You can monitor certain critical flash device parameters, including Media Wearout Indicator, Temperature,
and Reallocated Sector Count, from an ESXi host.

Use the esxcli command to monitor flash devices.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the following command to display the flash device statistics:

esxcli server=server_name storage core device smart get -d=flash device_ID

Best Practices for Flash Devices
Follow these best practices when you use flash devices in vSphere environment.

n Make sure to use the latest firmware with flash devices. Frequently check with your storage vendors for
any updates.

n Carefully monitor how intensively you use the flash device and calculate its estimated lifetime. The
lifetime expectancy depends on how actively you continue to use the flash device.

Estimate Lifetime of Flash Devices
When working with flash devices, monitor how actively you use them and calculate their estimated lifetime.

Typically, storage vendors provide reliable lifetime estimates for a flash device under ideal conditions. For
example, a vendor might guarantee a lifetime of 5 years under the condition of 20GB writes per day.
However, the more realistic life expectancy of the device depends on how many writes per day your host
actually generates. Follow these steps to calculate the lifetime of the flash device.

Procedure

1 Obtain the number of writes on the flash device by running the
esxcli storage core device stats get -d=device_ID command.

The Write Operations item in the output shows the number. You can average this number over a period
of time.

2 Estimate lifetime of your device by using the following formula:

vendor provided number of writes per day times vendor provided life span divided by actual average number of
writes per day

For example, if your vendor guarantees a lifetime of 5 years under the condition of 20 GB writes per
day, and the actual number of writes per day is 30 GB, the life span of your flash device will be
approximately 3.3 years.
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About Virtual Flash Resource
You can aggregate local flash devices on an ESXi host into a single virtualized caching layer called virtual
flash resource.

When you set up the virtual flash resource, you create a new file system, Virtual Flash File System (VFFS).
VFFS is a derivative of VMFS, which is optimized for flash devices and is used to group the physical flash
devices into a single caching resource pool. As a non-persistent resource, it cannot be used to store virtual
machines.

The following vSphere functionalities require the virtual flash resource:

n Virtual machine read cache. See Chapter 15, “About VMware vSphere Flash Read Cache,” on page 141.

n Host swap cache. See “Configure Host Swap Cache with Virtual Flash Resource,” on page 140.

Watch the video for information about virtual flash resource.

Configuring Virtual Flash Resource
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_configure_flash_resource)

Before setting up the virtual flash resource, make sure that you use devices approved by the VMware
Compatibility Guide.

Considerations for Virtual Flash Resource
When you configure a virtual flash resource that is consumed by ESXi hosts and virtual machines, several
considerations apply.

n You can have only one virtual flash resource, also called a VFFS volume, on a single ESXi host. The
virtual flash resource is managed only at the host's level.

n You cannot use the virtual flash resource to store virtual machines. Virtual flash resource is a caching
layer only.

n You can use only local flash devices for the virtual flash resource.

n You can create the virtual flash resource from mixed flash devices. All device types are treated the same
and no distinction is made between SAS, SATA, or PCI express connectivity. When creating the
resource from mixed flash devices, make sure to group similar performing devices together to
maximize performance.

n You cannot use the same flash devices for the virtual flash resource and Virtual SAN. Each requires its
own exclusive and dedicated flash device.

n After you set up a virtual flash resource, the total available capacity can be used and consumed by both
ESXi hosts as host swap cache and virtual machines as read cache.

n You cannot choose individual flash devices to be used for either swap cache or read cache. All flash
devices are combined into a single flash resource entity.

Set Up Virtual Flash Resource
You can set up a virtual flash resource or add capacity to existing virtual flash resource.

To set up a virtual flash resource, you use local flash devices connected to your host. To increase the
capacity of your virtual flash resource, you can add more devices, up to the maximum number indicated in
the Configuration Maximums documentation. An individual flash device must be exclusively allocated to the
virtual flash resource and cannot be shared with any other vSphere service, such as Virtual SAN or VMFS.
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Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab and click Settings.

3 Under Virtual Flash, select Virtual Flash Resource Management and click Add Capacity.

4 From the list of available flash devices, select one or more devices to use for the virtual flash resource
and click OK.

Under certain circumstances, you might not be able to see flash devices on the list. For more
information, see the Troubleshooting Flash Devices section in the vSphere Troubleshooting
documentation.

The virtual flash resource is created. The Device Backing area lists all devices that you use for the virtual
flash resource.

What to do next

You can use the virtual flash resource for cache configuration on the host and Flash Read Cache
configuration on virtual disks.

You can increase the capacity by adding more flash devices to the virtual flash resource.

Remove Virtual Flash Resource
You might need to remove a virtual flash resource deployed on local flash devices to free the devices for
other services.

You cannot remove a virtual flash resource if it is configured with host swap cache or if the host has virtual
machines configured with Flash Read Cache that are powered on.

Procedure

1 In the vSphere Web Client, navigate to the host that has virtual flash configured.

2 Click the Manage tab and click Settings.

3 Under Virtual Flash, select Virtual Flash Resource Management and click Remove All.

After you remove the virtual flash resource and erase the flash device, the device is available for other
operations.

Virtual Flash Advanced Settings
You can change advanced options for virtual flash.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.
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4 Select the setting to change and click the Edit button.

Option Description

VFLASH.VFlashResourceUsageThr
eshold

The system triggers the Host vFlash resource usage alarm when a
virtual flash resource usage exceeds the threshold. The default threshold is
80%. You can change the threshold to an appropriate value. The alarm is
automatically cleared when the virtual flash resource usage drops below
the threshold.

VFLASH.MaxResourceGBForVmCa
che

An ESXi host stores Flash Read Cache metadata in RAM. The default limit
of total virtual machine cache size on the host is 2TB. You can reconfigure
this setting. You must restart the host for the new setting to take effect.

 
5 Click OK.

Configuring Host Swap Cache
Your ESXi hosts can use a portion of a flash-backed storage entity as a swap cache shared by all virtual
machines.

The host-level cache is made up of files on a low-latency disk that ESXi uses as a write back cache for virtual
machine swap files. The cache is shared by all virtual machines running on the host. Host-level swapping of
virtual machine pages makes the best use of potentially limited flash device space.

Depending on your environment and licensing package, the following methods of configuring the host-level
swap cache are available. Both methods provide similar results.

n You can create a VMFS datastore on a flash device, and then use the datastore to allocate space for host
cache. The host reserves a certain amount of space for swapping to host cache.

n If you have an appropriate vSphere license that allows you to set up and manage a virtual flash
resource, you can use the resource to configure swap cache on the host. The host swap cache is
allocated from a portion of the virtual flash resource.

Configure Host Cache with VMFS Datastore
Turn on the host's ability to swap to host cache. You can also change the percentage of space allocated for
host cache.

Use this task if you do not have an appropriate licence that allows you to set up and manage a virtual flash
resource. If you have the license, use the virtual flash resource for host cache configuration.

Prerequisites

Create a flash-backed VMFS datastore. See “Create a VMFS Datastore,” on page 160.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Host Cache Configuration.

4 Select the datastore in the list and click the Allocate space for host cache icon.

5 To enable the host swap cache on a per-datastore basis, select the Allocate space for host cache check
box.

By default, maximum available space is allocated for host cache.

6 (Optional) To change the host cache size, select Custom size and make appropriate adjustments.

7 Click OK.
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Configure Host Swap Cache with Virtual Flash Resource
You can reserve a certain amount of virtual flash resource for host swap cache.

Prerequisites

Set up a virtual flash resource. “Set Up Virtual Flash Resource,” on page 137.

NOTE   If an ESXi host configured with virtual flash is in maintenance mode, you cannot add or modify a
host swap cache. You must first exit maintenance mode on the host before you configure a host swap cache.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under Virtual Flash, select Virtual Flash Host Swap Cache Configuration and click Edit.

4 Select the Enable virtual flash host swap cache check box.

5 Specify the amount of virtual flash resource to reserve for host swap cache.

6 Click OK.
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About VMware vSphere Flash Read
Cache 15

Flash Read Cache™ lets you accelerate virtual machine performance through the use of host resident flash
devices as a cache.

You can reserve a Flash Read Cache for any individual virtual disk. The Flash Read Cache is created only
when a virtual machine is powered on, and it is discarded when a virtual machine is suspended or powered
off. When you migrate a virtual machine you have the option to migrate the cache. By default the cache is
migrated if the virtual flash module on the source and destination hosts are compatible. If you do not
migrate the cache, the cache is rewarmed on the destination host. You can change the size of the cache while
a virtual machine is powered on. In this instance, the existing cache is discarded and a new write-through
cache is created, which results in a cache warm up period. The advantage of creating a new cache is that the
cache size can better match the application's active data.

Flash Read Cache supports write-through or read caching. Write-back or write caching are not supported.
Data reads are satisfied from the cache, if present. Data writes are dispatched to the backing storage, such as
a SAN or NAS. All data that is read from or written to the backing storage is unconditionally stored in the
cache.

Flash Read Cache does not support RDMs in physical compatibility. Virtual compatibility RDMs are
supported with Flash Read Cache.

Watch the video for more information about Flash Read Cache.

Configuring vSphere Flash Read Cache
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_config_vsphere_flash_read_cache)

NOTE   Not all workloads benefit with a Flash Read Cache. The performance boost depends on your
workload pattern and working set size. Read-intensive workloads with working sets that fit into the cache
can benefit from a Flash Read Cache configuration. By configuring Flash Read Cache for your read-intensive
workloads additional I/O resources become available on your shared storage, which can result in a
performance increase for other workloads even though they are not configured to use Flash Read Cache.

This chapter includes the following topics:

n “DRS Support for Flash Read Cache,” on page 142

n “vSphere High Availability Support for Flash Read Cache,” on page 142

n “Configure Flash Read Cache for a Virtual Machine,” on page 142

n “Migrating Virtual Machines with Flash Read Cache,” on page 143
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DRS Support for Flash Read Cache
DRS supports virtual flash as a resource.

DRS manages virtual machines with Flash Read Cache reservations. Every time DRS runs, it displays the
available virtual flash capacity reported by the ESXi host. Each host supports one virtual flash resource. DRS
selects a host that has sufficient available virtual flash capacity to start a virtual machine. DRS treats
powered-on virtual machines with a Flash Read Cache as soft affined to their current host and moves them
only for mandatory reasons or if necessary to correct host over-utilization.

vSphere High Availability Support for Flash Read Cache
Flash Read Cache is supported by High Availability (HA).

When vSphere HA restarts a virtual machine configured with Flash Read Cache, the virtual machine is
restarted on a host in the cluster where the Flash Read Cache, CPU, Memory and overhead reservations are
met. vSphere HA will not restart a virtual machine if unreserved flash is insufficient to meet the virtual flash
reservation. You must manually reconfigure a virtual machine to reduce or drop the Flash Read Cache, if
the target host does not have sufficient virtual flash resource available.

Configure Flash Read Cache for a Virtual Machine
You can configure Flash Read Cache for a virtual machine compatible with ESXi 5.5 or later.

Enabling Flash Read Cache lets you specify block size and cache size reservation.

Block size is the minimum number of contiguous bytes that can be stored in the cache. This block size can be
larger than the nominal disk block size of 512 bytes, between 4KB and 1024KB. If a guest operating system
writes a single 512 byte disk block, the surrounding cache block size bytes will be cached. Do not confuse
cache block size with disk block size.

Reservation is a reservation size for cache blocks. There is a minimum number of 256 cache blocks. If the
cache block size is 1MB, then the minimum cache size is 256MB. If the cache block size is 4K, then the
minimum cache size is 1MB.

For more information about sizing guidelines, search for the Performance of vSphere Flash Read Cache in
VMware vSphere white paper on the VMware web site.

Prerequisites

n Set up virtual flash resource. See “Set Up Virtual Flash Resource,” on page 137.

n Verify that the virtual machine is compatible with ESXi 5.5 or later.

Procedure

1 To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

2 Click the Related Objects tab and click Virtual Machines.

3 Right-click the virtual machine and select Edit Settings.

4 On the Virtual Hardware tab, expand Hard disk to view the disk options.

5 To enable Flash Read Cache for the virtual machine, enter a value in the Virtual Flash Read Cache text
box.
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6 Click Advanced to specify the following parameters.

Option Description

Reservation Select a cache size reservation.

Block Size Select a block size.
 

7 Click OK.

Migrating Virtual Machines with Flash Read Cache
You can migrate virtual machines with Flash Read Cache.

Procedure

1 Right-click the virtual machine and select Migrate

2 Select Change Host.

3 Select the destination host.

4 Under Select Flash Read Cache Settings, select Always Migrate Flash Read Cache.

Flash Read Cache
Migration Settings Description

Automatic Migrate the Flash Read Cache if possible.

Migrate Migration will proceed only if the Flash Read Cache can be migrated to the target
destination. This option is useful when the cache is small or the cache size closely matches
the application's active data.

Discard Flash Read Cache is not migrated, the cache is dropped. This option is useful when the
cache size is large or the cache size is larger than the application's active data.

5 Click Finish.
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Working with Datastores 16
Datastores are logical containers, analogous to file systems, that hide specifics of physical storage and
provide a uniform model for storing virtual machine files. Datastores can also be used for storing ISO
images, virtual machine templates, and floppy images.

Depending on the storage you use, datastores can be of the following types:

n VMFS datastores that are backed by the Virtual Machine File System format. See “Understanding VMFS
Datastores,” on page 146.

n NFS datastores that are backed by the Network File System NFS format. See “Understanding Network
File System Datastores,” on page 152.

n Virtual SAN datastores. See the Administering VMware Virtual SAN documentation.

n Virtual Volumes datastores. See Chapter 19, “Working with Virtual Volumes,” on page 211.

After creating datastores, you can perform several administrative operations on the datastores. Certain
operations, such as renaming a datastore, are available for all types of datastores. While others apply to
specific types of datastores.

You can also organize datastores in different ways. For example, you can group them into folders according
to business practices. This allows you to assign the same permissions and alarms on the datastores in the
group at one time.

You can also add datastores to datastore clusters. A datastore cluster is a collection of datastores with shared
resources and a shared management interface. When you create a datastore cluster, you can use Storage
DRS to manage storage resources. For information about datastore clusters, see the vSphere Resource
Management documentation.

This chapter includes the following topics:

n “Understanding VMFS Datastores,” on page 146

n “Understanding Network File System Datastores,” on page 152

n “Creating Datastores,” on page 160

n “Managing Duplicate VMFS Datastores,” on page 162

n “Upgrading VMFS Datastores,” on page 164

n “Increasing VMFS Datastore Capacity,” on page 165

n “Administrative Operations for Datastores,” on page 167

n “Set Up Dynamic Disk Mirroring,” on page 173

n “Collecting Diagnostic Information for ESXi Hosts on a Storage Device,” on page 174

n “Checking Metadata Consistency with VOMA,” on page 176
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n “Configuring VMFS Pointer Block Cache,” on page 178

Understanding VMFS Datastores
To store virtual disks, ESXi uses datastores, which are logical containers that hide specifics of physical
storage from virtual machines and provide a uniform model for storing virtual machine files. Datastores
that you deploy on block storage devices use the vSphere VMFS format, a special high-performance file
system format that is optimized for storing virtual machines.

Several versions of the VMFS file system have been released since its introduction. The following table
shows host-to-VMFS version relationships.

Table 16‑1.  Host access to VMFS version

VMFS ESX/ESXi 3.x host ESX/ESXi 4.x host ESXi 5.x host ESXi 6.0 host

VMFS2 RO RO N N

VMFS3 RW RW RW RW
NOTE   You can continue
to use existing VMFS3
datastores, but you
cannot create new ones.
If you have existing
VMFS3 datastores,
upgrade them to VMFS5.

VMFS5 N N RW RW

n RW: Complete read and write support. You can create and power on virtual machines.

n RO: Read only support. You cannot create or power on virtual machines.

n N: No access. ESXi 5.x and later hosts do not support VMFS2. If your datastore was formatted with
VMFS2, first upgrade the datastore to VMFS3 using legacy hosts.

Use the vSphere Web Client to set up a VMFS datastore in advance on a block-based storage device that
your ESXi host discovers. A VMFS datastore can be extended to span several physical storage extents,
including SAN LUNs and local storage. This feature allows you to pool storage and gives you flexibility in
creating the datastore necessary for your virtual machines.

NOTE   Pooling ATS-capable hardware creates a spanned VMFS datastore that can use ATS-only locking
mechanism. If any device is not ATS-capable, the datastore cannot be ATS-only, but uses ATS+SCSI locking.

You can increase the capacity of a datastore while virtual machines are running on the datastore. This ability
lets you add new space to your VMFS datastores as your virtual machine requires it. VMFS is designed for
concurrent access from multiple physical machines and enforces the appropriate access controls on virtual
machine files.

Characteristics of VMFS5 Datastores
VMFS5 provides many improvements in scalability and performance.

VMFS5 has the following Characteristics:

n Greater than 2TB storage devices for each VMFS5 extent.

n Support of virtual machines with large capacity virtual disks, or disks greater than 2TB.

n Increased resource limits such as file descriptors.

n Standard 1MB file system block size with support of 2TB virtual disks.

n Greater than 2TB disk size for RDMs.
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n Support of small files of 1KB.

n Ability to open any file located on a VMFS5 datastore in a shared mode by a maximum of 32 hosts.

n Scalability improvements on storage devices that support hardware acceleration. For information, see 
Chapter 22, “Storage Hardware Acceleration,” on page 243.

n Default use of ATS-only locking mechanisms on storage devices that support ATS. For information
about ATS-only locking and how to upgrade to ATS-only locking, see “VMFS Locking Mechanisms,”
on page 149.

n Ability to reclaim physical storage space on thin provisioned storage devices. For information, see 
“Array Thin Provisioning and VMFS Datastores,” on page 257.

n Online upgrade process that upgrades existing datastores without disrupting hosts or virtual machines
that are currently running. For information, see “Upgrading VMFS Datastores,” on page 164.

For information about block size limitations of a VMFS datastore, see the VMware knowledge base article at 
http://kb.vmware.com/kb/1003565.

VMFS Datastores and Storage Disk Formats
Storage devices that your host supports can use either the master boot record (MBR) format or the GUID
partition table (GPT) format.

If you create a new VMFS5 datastore, the device is formatted with GPT. The GPT format enables you to
create datastores larger than 2TB and up to 64TB for a single extent.

VMFS3 datastores continue to use the MBR format for their storage devices. Consider the following items
when you work with VMFS3 datastores:

n For VMFS3 datastores, the 2TB limit still applies, even when the storage device has a capacity of more
than 2TB. To be able to use the entire storage space, upgrade a VMFS3 datastore to VMFS5. Conversion
of the MBR format to GPT happens only after you expand the datastore to a size larger than 2TB.

n When you upgrade a VMFS3 datastore to VMFS5, the datastore uses the MBR format. Conversion to
GPT happens only after you expand the datastore to a size larger than 2TB.

n When you upgrade a VMFS3 datastore, remove from the storage device any partitions that ESXi does
not recognize, for example, partitions that use the EXT2 or EXT3 formats. Otherwise, the host cannot
format the device with GPT and the upgrade fails.

n You cannot expand a VMFS3 datastore on devices that have the GPT partition format.

VMFS Datastores as Repositories
ESXi can format SCSI-based storage devices as VMFS datastores. VMFS datastores primarily serve as
repositories for virtual machines.

With VMFS5, you can have up to 256 VMFS datastores per host, with the maximum size of 64TB. The
required minimum size for a VMFS datastore is 1.3GB, however, the recommended minimum size is 2GB.

NOTE   Always have only one VMFS datastore for each LUN.

You can store multiple virtual machines on the same VMFS datastore. Each virtual machine, encapsulated in
a set of files, occupies a separate single directory. For the operating system inside the virtual machine, VMFS
preserves the internal file system semantics, which ensures correct application behavior and data integrity
for applications running in virtual machines.
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When you run multiple virtual machines, VMFS provides specific locking mechanisms for virtual machine
files, so that virtual machines can operate safely in a SAN environment where multiple ESXi hosts share the
same VMFS datastore.

In addition to virtual machines, the VMFS datastores can store other files, such as virtual machine templates
and ISO images.

Sharing a VMFS Datastore Across Hosts
As a cluster file system, VMFS lets multiple ESXi hosts access the same VMFS datastore concurrently.

Figure 16‑1.  Sharing a VMFS Datastore Across Hosts
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For information on the maximum number of hosts that can connect to a single VMFS datastore, see the
Configuration Maximums document.

To ensure that the same virtual machine is not accessed by multiple servers at the same time, VMFS
provides on-disk locking.

Sharing the same VMFS volume across multiple hosts offers the following advantages:

n You can use VMware Distributed Resource Scheduling (DRS) and VMware High Availability (HA).

You can distribute virtual machines across different physical servers. That means you run a mix of
virtual machines on each server so that not all experience high demand in the same area at the same
time. If a server fails, you can restart virtual machines on another physical server. In case of a failure,
the on-disk lock for each virtual machine is released. For more information about VMware DRS, see the
vSphere Resource Management documentation. For information about VMware HA, see the vSphere
Availability documentation.

n You can use vMotion to migrate running virtual machines from one physical server to another. For
information about migrating virtual machines, see the vCenter Server and Host Management
documentation.

VMFS Metadata Updates
A VMFS datastore holds virtual machine files, directories, symbolic links, RDM descriptor files, and so on.
The datastore also maintains a consistent view of all the mapping information for these objects. This
mapping information is called metadata.

Metadata is updated each time you perform datastore or virtual machine management operations. Examples
of operations requiring metadata updates include the following:

n Creating, growing, or locking a virtual machine file
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n Changing a file's attributes

n Powering a virtual machine on or off

n Creating or deleting a VMFS datastore

n Expanding a VMFS datastore

n Creating a template

n Deploying a virtual machine from a template

n Migrating a virtual machine with vMotion

When metadata changes are made in a shared storage enviroment, VMFS uses special locking mechanisms
to protect its data and prevent multiple hosts from concurrently writing to the metadata.

VMFS Locking Mechanisms
In a shared storage environment, when multiple hosts access the same VMFS datastore, specific locking
mechanisms are used. These locking mechanisms prevent multiple hosts from concurrently writing to the
metadata and ensure that no data corruption occurs.

Depending on its configuration and the type of underlying storage, a VMFS datastore can exclusively use
the atomic test and set locking mechanism (ATS-only), or use a combination of ATS and SCSI reservations
(ATS+SCSI).

ATS-Only Mechanism
For storage devices that support T10 standard-based VAAI specifications, VMFS provides ATS locking, also
called hardware assisted locking. The ATS algorithm supports discrete locking per disk sector. All newly
formatted VMFS5 datastores use the ATS-only mechanism if the underlying storage supports it, and never
use SCSI reservations.

When you create a multi-extent datastore where ATS is used, vCenter Server filters out non-ATS devices.
This filtering allows you to use only those devices that support the ATS primitive.

In certain cases, you might need to turn off the ATS-only setting for a VMFS5 datastore. For information, see 
“Change Locking Mechanism to ATS+SCSI,” on page 152.

ATS+SCSI Mechanism
A VMFS datastore that supports the ATS+SCSI mechanism is configured to use ATS and attempts to use it
when possible. If ATS fails, the VMFS datastore reverts to SCSI reservations. In contrast with the ATS
locking, the SCSI reservations lock an entire storage device while an operation that requires metadata
protection is performed. After the operation completes, VMFS releases the reservation and other operations
can continue.

Datastores that use the ATS+SCSI mechanism include VMFS5 datastores that were upgraded from VMFS3.
In addition, new VMFS5 datastores on storage devices that do not support ATS use the ATS+SCSI
mechanism.

If your VMFS datastore reverts to SCSI reservations, you might notice performance degradation caused by
excessive SCSI reservations. For information about how to reduce SCSI reservations, see the vSphere
Troubleshooting documentation.

Display VMFS Locking Information
Use the esxcli command to obtain information about the locking mechanism that a VMFS datastore uses.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To display information related to VMFS locking mechanisms, run the following command:

esxcli --server=server_name storage vmfs lockmode list .

The table lists items that the output of the command might include.

Table 16‑2.  VMFS Locking Information

Fields Values Descriptions

Locking Mode Indicates the locking configuration of
the datastore.

ATS-only The datastore is configured to use
ATS-only.

ATS+SCSI The datastore is configured to use
ATS, but can revert to SCSI if ATS fails
or is not supported.

ATS upgrade pending The datastore is in the process of an
online upgrade to ATS-only.

ATS downgrade pending The datastore is in the process of an
online downgrade to ATS+SCSI.

ATS Compatible Indicates whether the datastore can be
configured for ATS-only or not.

ATS Upgrade Modes Indicates the type of upgrade that the
datastore supports.

None The datastore is not ATS-only
compatible.

Online The datastore can be used during its
upgrade to ATS-only.

Offline The datastore cannot be used during
its upgrade to ATS-only.

ATS Incompatibility Reason If the datastore is not compatible with
ATS-only, indicates the reason for the
incompatibility.

Change VMFS Locking to ATS-Only
If your VMFS5 datastores use the ATS+SCSI locking mechanism, you can change to ATS-only locking.

Typically, VMFS5 datastores that were upgraded from VMFS3 use the ATS+SCSI locking mechanism. If the
datastores are deployed on ATS-enabled hardware, they are generally eligible for an upgrade to ATS-only
locking. Depending on your vSphere environment, you can use one of the following upgrade modes:

n The online upgrade to ATS-only is available for most single-extent VMFS5 datastores. While you
perform the online upgrade on one of the hosts, other host can continue using the datastore.

n The offline upgrade to ATS-only must be used for VMFS5 datastores that span multiple physical
extents. Datastores composed of multiple extents are not eligible for the online upgrade. These
datastore require that no hosts actively use the datastores at the time of the upgrade request.
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Procedure

1 Prepare for an Upgrade to ATS-Only on page 151
You must perform several steps to prepare your environment for an online or offline upgrade to ATS-
only locking.

2 Upgrade Locking Mechanism to ATS-Only on page 151
If a VMFS datastore is ATS-only compatible, you can upgrade its locking mechanism from ATS+SCSI
to ATS-only.

Prepare for an Upgrade to ATS-Only

You must perform several steps to prepare your environment for an online or offline upgrade to ATS-only
locking.

Procedure

1 Upgrade all hosts that access the VMFS5 datastore to the newest version of vSphere.

2 Determine whether the datastore is eligible for an upgrade of its current locking mechanism by running
the esxcli storage vmfs lockmode list command.

The following sample output fields indicate that the datastore is eligible for an upgrade, and show its
current locking mechanism and an upgrade mode available for the datastore.

Locking Mode  ATS Compatible  ATS Upgrade Modes

------------  --------------  -----------------

ATS+SCSI           true       Online or Offline

3 Depending on the upgrade mode available for the datastore, perform one of the following actions:

Upgrade Mode Action

Online Verify that all hosts have consistent storage connectivity to the VMFS
datastore.

Offline Verify that no hosts are actively using the datastore.
 

Upgrade Locking Mechanism to ATS-Only

If a VMFS datastore is ATS-only compatible, you can upgrade its locking mechanism from ATS+SCSI to
ATS-only.

Most datastores that do not span multiple extents are eligible for an online upgrade. While you perform the
online upgrade on one of the ESXi hosts, other hosts can continue using the datastore. The online upgrade
completes only after all hosts have closed the datastore.

Prerequisites

If you plan to complete the upgrade of the locking mechanism by putting the datastore into maintenance
mode, disable Storage DRS. This prerequisite applies only to an online upgrade.

Procedure

1 Perform an upgrade of the locking mechanism by running the following command:

esxcli storage vmfs lockmode set -a|--ats -l|--volume-label= VMFS label -u|--volume-uuid=
VMFS UUID.
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2 For an online upgrade, perform additional steps.

a Close the datastore on all hosts that have access to the datastore, so that the hosts can recognise the
change.

You can use one of the following methods:

n Unmount and mount the datastore.

n Put the datastore into maintenance mode and exit maintenance mode.

b Verify that the Locking Mode status for the datastore changed to ATS-only by running:

esxcli storage vmfs lockmode list

c If the Locking Mode displays any other status, for example ATS UPGRADE PENDING, check
which host has not yet processed the upgrade by running:

esxcli storage vmfs host list

Change Locking Mechanism to ATS+SCSI
When you create a VMFS5 datastore on a device that supports atomic test and set (ATS) locking, the
datastore is set to use the ATS-only locking mechanism. In certain circumstances, you might need to
downgrade the ATS-only locking to ATS+SCSI.

You might need to switch to the ATS+SCSI locking mechanism when, for example, your storage device is
downgraded or firmware updates fail and the device no longer supports ATS.

The downgrade process is similar to the ATS-only upgrade. As with the upgrade, depending on your
storage configuration, you can perform the downgrade in online or offline mode.

Procedure

1 Change the locking mechanism to ATS+SCSI by running the following command:

esxcli storage vmfs lockmode set -s|--scsi -l|--volume-label= VMFS label -u|--volume-uuid=
VMFS UUID.

2 For an online mode, close the datastore on all hosts that have access to the datastore, so that the hosts
can recognise the change.

Understanding Network File System Datastores
An NFS client built into ESXi uses the Network File System (NFS) protocol over TCP/IP to access a
designated NFS volume that is located on a NAS server. The ESXi host can mount the volume and use it for
its storage needs. vSphere supports versions 3 and 4.1 of the NFS protocol.

Typically, the NFS volume or directory is created by a storage administrator and is exported form the NFS
server. The NFS volume is not required to be formatted with a local file system, such as VMFS. You can
mount the volume directly on ESXi hosts and use it to store and boot virtual machines in the same way that
you use VMFS datastores.

In addition to storing virtual disks on NFS datastores, you can use NFS as a central repository for ISO
images, virtual machine templates, and so on. If you use the datastore for ISO images, you can connect the
virtual machine's CD-ROM device to an ISO file on the datastore and install a guest operating system from
the ISO file.

ESXi supports the following storage capabilities on most NFS volumes:

n vMotion and Storage vMotion

n High Availability (HA) and Distributed Resource Scheduler (DRS)
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n Fault Tolerance (FT) and Host Profiles

NOTE   NFS 4.1 does not support Fault Tolerance.

n ISO images, which are presented as CD-ROMs to virtual machines

n Virtual machine snapshots

n Virtual machines with large capacity virtual disks, or disks greater than 2TB. Virtual disks created on
NFS datastores are thin-provisioned by default, unless you use hardware acceleration that supports the
Reserve Space operation. NFS 4.1 does not support hardware acceleration. For information, see 
“Hardware Acceleration on NAS Devices,” on page 249.

NFS Storage Guidelines and Requirements
When using NFS storage, you must follow specific configuration, networking, and NFS datastore
guidelines.

NFS Server Configuration Guidelines
n Make sure that NFS servers you use are listed in the VMware HCL. Use the correct version for the server

firmware.

n When configuring NFS storage, follow the recommendation of your storage vendor.

n Ensure that the NFS volume is exported using NFS over TCP.

n Make sure that the NFS server exports a particular share as either NFS 3 or NFS 4.1, but does not
provide both protocol versions for the same share. This policy needs to be enforced by the server
because ESXi does not prevent mounting the same share through different NFS versions.

n NFS 3 and non-Kerberos NFS 4.1 do not support the delegate user functionality that enables access to
NFS volumes using nonroot credentials. If you use NFS 3 or non-Kerberos NFS 4.1, ensure that each
host has root access to the volume. Different storage vendors have different methods of enabling this
functionality, but typically this is done on the NAS servers by using the no_root_squash option. If the
NAS server does not grant root access, you might still be able to mount the NFS datastore on the host.
However, you will not be able to create any virtual machines on the datastore.

n If the underlying NFS volume, on which files are stored, is read-only, make sure that the volume is
exported as a read-only share by the NFS server, or configure it as a read-only datastore on the ESXi
host. Otherwise, the host considers the datastore to be read-write and might not be able to open the
files.

NFS Networking Guidelines
n For network connectivity, the host requires a standard network adapter.

n ESXi supports Layer 2 and Layer 3 Network switches. If you use Layer 3 switches, ESXi hosts and NFS
storage arrays must be on different subnets and the network switch must handle the routing
information.

n A VMkernel port group is required for NFS storage. You can create a new VMkernel port group for IP
storage on an already existing virtual switch (vSwitch) or on a new vSwitch when it is configured. The
vSwitch can be a vSphere Standard Switch (VSS) or a vSphere Distributed Switch (VDS).

n If you use multiple ports for NFS traffic, make sure that you correctly configure your virtual switches
and physical switches. For information, see the vSphere Networking documentation.

n NFS 3 and non-Kerberos NFS 4.1 support IPv4 and IPv6.
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NFS Datastore Guidelines
n To use NFS 4.1, upgrade your vSphere environment to version 6.0. You cannot mount an NFS 4.1

datastore to hosts that do not support version 4.1.

n You cannot use different NFS versions to mount the same datastore. NFS 3 and NFS 4.1 clients do not
use the same locking protocol. As a result, accessing the same virtual disks from two incompatible
clients might result in incorrect behavior and cause data corruption.

n NFS 3 and NFS 4.1 datastores can coexist on the same host.

n vSphere does not support datastore upgrades from NFS version 3 to version 4.1.

n When you mount the same NFS 3 volume on different hosts, make sure that the server and folder
names are identical across the hosts. If the names do not match, the hosts see the same NFS version 3
volume as two different datastores. This error might result in a failure of such features as vMotion. An
example of such discrepancy is entering filer as the server name on one host and filer.domain.com on
the other. This guideline does not apply to NFS version 4.1.

n If you use non-ASCII characters to name datastores and virtual machines, make sure that the
underlying NFS server offers internationalization support. If the server does not support international
characters, use only ASCII characters, or unpredictable failures might occur.

NFS Protocols and ESXi
ESXi supports NFS protocols version 3 and 4.1. To support both versions, ESXi uses two different NFS
clients.

NFS Protocol Version 3
vSphere supports NFS version 3 in TCP. When you use this version, the following considerations apply:

n With NFS version 3, storage traffic is transmitted in an unencrypted format across the LAN. Because of
this limited security, use NFS storage on trusted networks only and isolate the traffic on separate
physical switches. You can also use a private VLAN.

n NFS 3 uses only one TCP connection for I/O. As a result, ESXi supports I/O on only one IP address or
hostname for the NFS server, and does not support multiple paths. Depending on your network
infrastructure and configuration, you can use network stack to configure multiple connections to the
storage targets. In this case, you must have multiple datastores, with each datastore using separate
network connections between the host and the storage.

n With NFS 3, ESXi does not support the delegate user functionality that enables access to NFS volumes
by using nonroot credentials. You must ensure that each host has root access to the volume.

n NFS 3 supports hardware acceleration that allows your host to integrate with NAS devices and use
several hardware operations that NAS storage provides. For more information, see “Hardware
Acceleration on NAS Devices,” on page 249.

n When hardware acceleration is supported, you can create thick-provisioned virtual disk on NFS 3
datastores.

n NFS 3 locking on ESXi does not use the Network Lock Manager (NLM) protocol. Instead, VMware
provides its own locking protocol. NFS 3 locks are implemented by creating lock files on the NFS
server. Lock files are named .lck-file_id..

NFS Protocol Version 4.1
When you use NFS 4.1, the following considerations apply:

n NFS 4.1 provides multipathing for servers that support session trunking. When trunking is available,
you can use multiple IP addresses to access a single NFS volume. Client ID trunking is not supported.
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n NFS 4.1 does not support hardware acceleration. This limitation does not allow you to create thick
virtual disks on NFS 4.1 datastores.

n NFS 4.1 supports the Kerberos authentication protocol to secure communication with the NFS server.
For more information, see “Using Kerberos Credentials for NFS 4.1,” on page 158.

n NFS 4.1 uses share reservations as a locking mechanism.

n NFS 4.1 supports inbuilt file locking.

n NFS 4.1 supports nonroot users to access files when used with Kerberos.

n NFS 4.1 supports traditional non-Kerberos mounts. In this case, use security and root access guidelines
recommended for NFS version 3.

n Does not support simultaneous AUTH_SYS and Kerberos mounts.

n NFS 4.1 with Kerberos does not support IPv6. NFS 4.1 with AUTH_SYS supports both IPv4 and IPv6.

NFS Protocols and vSphere Solutions

vSphere Features NFS version 3 NFS version 4.1

vMotion and Storage vMotion Yes Yes

High Availability (HA) Yes Yes

Fault Tolerance (FT) Yes Yes

Distributed Resource Scheduler (DRS) Yes Yes

Host Profiles Yes Yes

Storage DRS Yes No

Storage I/O Control Yes No

Site Recovery Manager Yes No

Virtual Volumes Yes No

NFS Version Upgrades
vSphere does not support automatic datastore conversions from NFS version 3 to NFS 4.1. If you want to
upgrade your NFS 3 datastore, the following options are available:

n You can create a new NFS 4.1 datastore, and then use Storage vMotion to migrate virtual machines
from the old datastore to the new one.

n Use conversion methods provided by your NFS storage server. For more information, contact your
storage vendor.

n Unmount from one version and then mount as the other.

CAUTION   If you use this option, make sure to unmount the datastore from all hosts that have access to
the datastore. The datastore can never be mounted by using both protocols at the same time.

Firewall Configurations for NFS Storage
ESXi includes a firewall between the management interface and the network. The firewall is enabled by
default. At installation time, the ESXi firewall is configured to block incoming and outgoing traffic, except
traffic for the default services, such as NFS.

Supported services, including NFS, are described in a rule set configuration file in the ESXi firewall
directory /etc/vmware/firewall/. The file contains firewall rules and lists each rule's relationship with ports
and protocols.
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The behavior of the NFS Client rule set (nfsClient) is different from other rule sets. When the NFS Client
rule set is enabled, all outbound TCP ports are open for the destination hosts in the list of allowed IP
addresses.

The NFS 4.1 rule set opens outgoing connections to destination port 2049, which is the port named in the
specification for version 4.1 protocol. The outgoing connections are open for all IP addresses at the time of
the first mount. This port remains open until the ESXi host is rebooted.

For more information about firewall configurations, see the vSphere Security documentation.

NFS Client Firewall Behavior
The NFS Client firewall rule set behaves differently than other ESXi firewall rule sets. ESXi configures NFS
Client settings when you mount or unmount an NFS datastore. The behavior differs for different versions of
NFS.

When you add, mount, or unmount an NFS datastore, the resulting behavior depends on the version of
NFS.

NFS v3 Firewall Behavior

When you add or mount an NFS v3 datastore, ESXi checks the state of the NFS Client (nfsClient) firewall
rule set.

n If the nfsClient rule set is disabled, ESXi enables the rule set and disables the Allow All IP Addresses
policy by setting the allowedAll flag to FALSE. The IP address of the NFS server is added to the allowed
list of outgoing IP addresses.

n If the nfsClient rule set is enabled, the state of the rule set and the allowed IP address policy are not
changed. The IP address of the NFS server is added to the allowed list of outgoing IP addresses.

NOTE   If you manually enable the nfsClient rule set or manually set the Allow All IP Addresses policy,
either before or after you add an NFS v3 datastore to the system, your settings are overridden when the last
NFS v3 datastore is unmounted. The nfsClient rule set is disabled when all NFS v3 datastores are
unmounted.

When you remove or unmount an NFS v3 datastore, ESXi performs one of the following actions.

n If none of the remaining NFS v3 datastores are mounted from the server of the datastore being
unmounted, ESXi removes the server's IP address from the list of outgoing IP addresses.

n If no mounted NFS v3 datastores remain after the unmount operation, ESXi disables the nfsClient
firewall rule set.

NFS v4.1 Firewall Behavior

When you mount the first NFS v4.1 datastore, ESXi enables the nfs41client rule set and sets its allowedAll
flag to TRUE. This action opens port 2049 for all IP addresses. Unmounting an NFS v4.1 datastore does not
affect the firewall state. That is, the first NFS v4.1 mount opens port 2049 and that port remains enabled
unless you close it explicitly.

Verify Firewall Ports for NFS Clients
To enable access to NFS storage, ESXi automatically opens firewall ports for the NFS clients when you
mount an NFS datastore. For troubleshooting reasons, you might need to verify that the ports are open.

Procedure

1 In the vSphere Web Client, select the ESXi host.

2 Click the Manage tab, and click Settings.

3 Select Security Profile in the System area, and click Edit.
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4 Scroll down to an appropriate version of NFS to make sure that the port is opened.

Using Layer 3 Routed Connections to Access NFS Storage
When you use Layer 3 (L3) routed connections to access NFS storage, consider certain requirements and
restructions.

Ensure that your environment meets the following requirements:

n Use Cisco's Hot Standby Router Protocol (HSRP) in IP Router. If you are using non-Cisco router, be
sure to use Virtual Router Redundancy Protocol (VRRP) instead.

n Use Quality of Service (QoS) to prioritize NFS L3 traffic on networks with limited bandwidths, or on
networks that experience congestion. See your router documentation for details.

n Follow Routed NFS L3 best practices recommended by storage vendor. Contact your storage vendor for
details.

n Disable Network I/O Resource Management (NetIORM).

n If you are planning to use systems with top-of-rack switches or switch-dependent I/O device
partitioning, contact your system vendor for compatibility and support.

In an L3 environment the following restrictions apply:

n The environment does not support VMware Site Recovery Manager.

n The environment supports only the NFS protocol. Do not use other storage protocols such as FCoE over
the same physical network.

n The NFS traffic in this environment does not support IPv6.

n The NFS traffic in this environment can be routed only over a LAN. Other environments such as WAN
are not supported.

Set Up NFS Storage Environment
You must perform several configuration steps before you mount an NFS datastore in vSphere.

Prerequisites

n Familiarize yourself with the guidelines in “NFS Storage Guidelines and Requirements,” on page 153.

n For details on configuring NFS storage, consult your storage vendor documentation.

Procedure

1 On the NFS server, configure an NFS volume and export it to be mounted on the ESXi hosts.

a Note the IP address or the DNS name of the NFS server and the full path, or folder name, for the
NFS share.

For NFS 4.1 you can collect multiple IP addresses or DNS names to take advantage of the
multipathing support that an NFS 4.1 datastore provides. NFS 3 and non-Kerberos NFS 4.1 support
IPv4 and IPv6 addresses.

b If you plan to use Kerberos authentication with NFS 4.1, specify the Kerberos credentials to be used
by ESXi for authentication.

2 On each ESXi host, configure a VMkernel Network port for NFS traffic.

For more information, see the vSphere Networking documentation.
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3 If you plan to use Kerberos authentication with the NFS 4.1 datastore, configure the ESXi hosts for
Kerberos authentication.

Make sure that each host that mounts this datastore is a part of an Active Directory domain and its NFS
authentication credentials are set.

What to do next

You can now create an NFS datastore on the ESXi hosts.

Using Kerberos Credentials for NFS 4.1
With NFS version 4.1, ESXi supports Kerberos authentication mechanism.

Kerberos is an authentication service that allows an NFS 4.1 client installed on ESXi to prove its identity to
an NFS server before mounting an NFS share. Kerberos uses cryptography to work across an insecure
network connection. The vSphere implementation of Kerberos for NFS 4.1 supports only identity
verification for the client and server, but does not provide data integrity or confidentiality services.

When you use Kerberos authentication, the following considerations apply:

n ESXi uses Kerberos version 5 with Active Directory domain and Key Distribution Center (KDC).

n As a vSphere administrator, you specify Active Directory credentials to provide an access to NFS 4.1
Kerberos datastores to an NFS user. A single set of credentials is used to access all Kerberos datastores
mounted on that host.

n When multiple ESXi hosts share the same NFS 4.1 datastore, you must use the same Active Directory
credentials for all hosts that access the shared datastore. You can automate this by setting the user in
host profiles and applying the profile to all ESXi hosts.

n NFS 4.1 does not support simultaneous AUTH_SYS and Kerberos mounts.

n NFS 4.1 with Kerberos does not support IPv6. Only IPv4 is supported.

Configure ESXi Hosts for Kerberos Authentication
If you use NFS 4.1 with Kerberos, you must perform several tasks to set up your hosts for Kerberos
authentication.

When multiple ESXi hosts share the same NFS 4.1 datastore, you must use the same Active Directory
credentials for all hosts that access the shared datastore. You can automate this by setting the user in host
profiles and applying the profile to all ESXi hosts.

Prerequisites

n Make sure that Microsoft Active Directory (AD) and NFS servers are configured to use Kerberos.

n Enable DES-CBC-MD5 encryption mode on AD. The NFS 4.1 client supports only this encryption mode.

n Make sure that the NFS server exports are configured to grant full access to the Kerberos user.

Procedure

1 Configure DNS for NFS 4.1 with Kerberos on page 159
When you use NFS 4.1 with Kerberos, you must change the DNS settings on ESXi hosts to point to the
DNS server that is configured to hand out DNS records for the Kerberos Key Distribution Center
(KDC). For example, use the Active Directory server address, if AD is used as a DNS server.

2 Configure Network Time Protocol for NFS 4.1 with Kerberos on page 159
If you use NFS 4.1 with Kerberos, configure Network Time Protocol (NTP) to make sure all ESXi hosts
on the vSphere network are synchronized.
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3 Enable Kerberos Authentication in Active Directory on page 160
If you use NFS 4.1 storage with Kerberos, you must add each ESXi host to an Active Directory domain
and enable Kerberos authentication. Kerberos integrates with Active Directory to enable single sign-on
and provides an additional layer of security when used across an insecure network connection.

What to do next

After you configure your host for Kerberos, you can create an NFS 4.1 datastore with Kerberos enabled.

Configure DNS for NFS 4.1 with Kerberos

When you use NFS 4.1 with Kerberos, you must change the DNS settings on ESXi hosts to point to the DNS
server that is configured to hand out DNS records for the Kerberos Key Distribution Center (KDC). For
example, use the Active Directory server address, if AD is used as a DNS server.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab, and click Networking and select TCP/IP configuration.

3 Select TCP/IP configuration and click the Edit icon.

4 Enter the DNS setting information.

Option Description

Domain AD Domain Name

Preferred DNS server AD Server IP

Search domains AD Domain Name
 

Configure Network Time Protocol for NFS 4.1 with Kerberos

If you use NFS 4.1 with Kerberos, configure Network Time Protocol (NTP) to make sure all ESXi hosts on
the vSphere network are synchronized.

Procedure

1 Select the host in the vSphere inventory.

2 Click the Manage tab and click Settings.

3 In the System section, select Time Configuration.

4 Click Edit and set up the NTP server.

a Select Use Network Time Protocol (Enable NTP client).

b Set the NTP Service Startup Policy.

c Enter the IP addresses of the NTP servers to synchronize with.

d Click Start or Restart in the NTP Service Status section.

5 Click OK.

The host synchronizes with the NTP server.
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Enable Kerberos Authentication in Active Directory

If you use NFS 4.1 storage with Kerberos, you must add each ESXi host to an Active Directory domain and
enable Kerberos authentication. Kerberos integrates with Active Directory to enable single sign-on and
provides an additional layer of security when used across an insecure network connection.

Prerequisites

Set up an AD domain and a domain administrator account with the rights to add hosts to the domain.

Procedure

1 Add an ESXi host to an Active Directory domain.

a In the vSphere Web Client, select the ESXi host.

b Click the Manage tab and click Settings.

c Under System, select Authentication Services.

d Click Join Domain, supply the domain settings, and click OK.

The directory services type changes to Active Directory.

2 Configure or edit credentials for an NFS Kerberos user.

a Under NFS Kerberos Credentials, click Edit.

b Enter a user name and password.

Files stored in all Kerberos datastores will be accessed using these credentials.

The state for NFS Kerberos credentials changes to Enabled.

Creating Datastores
You use the New Datastore wizard to create your datastores. Depending on the type of storage you have in
your environment and your storage needs, you can create a VMFS, NFS, or virtual datastore.

A Virtual SAN datastore is automatically created when you enable Virtual SAN. For information, see the
Administering VMware Virtual SAN documentation.

You can also use the New Datastore wizard to manage VMFS datastore copies.

n Create a VMFS Datastore on page 160
VMFS datastores serve as repositories for virtual machines. You can set up VMFS datastores on any
SCSI-based storage devices that the host discovers, including Fibre Channel, iSCSI, and local storage
devices.

n Create an NFS Datastore on page 161
You can use the New Datastore wizard to mount an NFS volume.

n Create a Virtual Datastore on page 162
You use the New Datastore wizard to create a virtual datastore.

Create a VMFS Datastore
VMFS datastores serve as repositories for virtual machines. You can set up VMFS datastores on any SCSI-
based storage devices that the host discovers, including Fibre Channel, iSCSI, and local storage devices.

NOTE   You cannot create VMFS3 datastores in vSphere 6.0. Even though existing VMFS3 datastores
continue to be available and usable, you must upgrade them to VMFS5.
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Prerequisites

Install and configure any adapters that your storage requires. Rescan the adapters to discover newly added
storage devices.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

The vSphere Web Client enforces a 42 character limit for the datastore name.

4 Select VMFS as the datastore type.

5 Select the device to use for your datastore.

IMPORTANT   The device you select must not have any values displayed in the Snapshot Volume column.
If a value is present, the device contains a copy of an existing VMFS datastore. For information on
managing datastore copies, see “Managing Duplicate VMFS Datastores,” on page 162.

6 Specify partition configuration.

Option Description

Use all available partitions Dedicates the entire disk to a single VMFS datastore. If you select this
option, all file systems and data currently stored on this device are
destroyed.

Use free space Deploys a VMFS datastore in the remaining free space of the disk.
 

7 (Optional) If the space allocated for the datastore is excessive for your purposes, adjust the capacity
values in the Datastore Size field.

By default, the entire free space on the storage device is allocated.

8 In the Ready to Complete page, review the datastore configuration information and click Finish.

The datastore on the SCSI-based storage device is created. It is available to all hosts that have access to the
device.

Create an NFS Datastore
You can use the New Datastore wizard to mount an NFS volume.

Prerequisites

n Set up NFS storage environment.

n If you plan to use Kerberos authentication with the NFS 4.1 datastore, make sure to configure the ESXi
hosts for Kerberos authentication.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

The vSphere Web Client enforces a 42 character limit for the datastore name.

4 Select NFS as the datastore type.

Chapter 16 Working with Datastores

VMware, Inc.  161



5 Specify an NFS version.

n NFS 3

n NFS 4.1

IMPORTANT   If multiple hosts access the same datastore, you must use the same protocol on all hosts.

6 Type the server name or IP address and the mount point folder name.

With NFS 4.1, you can add multiple IP addresses or server names if the server supports trunking. The
host uses these values to achieve multipathing to the NFS server mount point.

You can use IPv4 or IPv6 addresses for NFS 3 and non-Kerberos NFS 4.1.

7 Select Mount NFS read only if the volume is exported as read-only by the NFS server.

8 If you use Kerberos authentication with NFS 4.1, enable Kerberos on the datastore.

9 If you are creating a datastore at the data center or cluster level, select hosts that mount the datastore.

10 Review the configuration options and click Finish.

Create a Virtual Datastore
You use the New Datastore wizard to create a virtual datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

Make sure to use the name that does not duplicate another datastore name in your data center
environment.

If you mount the same virtual datastore to several hosts, the name of the datastore must be consistent
across all hosts.

4 Select VVOL as the datastore type.

5 From the list of storage containers, select a backing storage container.

6 Select the hosts that require access to the datastore.

7 Review the configuration options and click Finish.

What to do next

After you create the virtual datastore, you can perform such datastore operations as renaming the datastore,
browsing datastore files, unmounting the datastore, and so on.

You cannot add the virtual datastore to a datastore cluster.

Managing Duplicate VMFS Datastores
When a storage device contains a VMFS datastore copy, you can mount the datastore with the existing
signature or assign a new signature.

Each VMFS datastore created in a storage disk has a unique signature, also called UUID, that is stored in the
file system superblock. When the storage disk is replicated or its snapshot is taken on the storage side, the
resulting disk copy is identical, byte-for-byte, with the original disk. As a result, if the original storage disk
contains a VMFS datastore with UUID X, the disk copy appears to contain an identical VMFS datastore, or a
VMFS datastore copy, with exactly the same UUID X.
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In addition to LUN snapshotting and replication, the following storage device operations might cause ESXi
to mark the existing datastore on the device as a copy of the original datastore:

n LUN ID changes

n SCSI device type changes, for example, from SCSI-2 to SCSI-3

n SPC-2 compliancy enablement

ESXi can detect the VMFS datastore copy and display it in the vSphere Web Client. You have an option of
mounting the datastore copy with its original UUID or changing the UUID to resignature the datastore.

Whether you chose resignaturing or mounting without resignaturing depends on how the LUNs are
masked in the storage environment. If your hosts are able to see both copies of the LUN, then resignaturing
is the recommended method. Otherwise, mounting is an option.

Keep Existing Datastore Signature
If you do not need to resignature a VMFS datastore copy, you can mount it without changing its signature.

You can keep the signature if, for example, you maintain synchronized copies of virtual machines at a
secondary site as part of a disaster recovery plan. In the event of a disaster at the primary site, you mount
the datastore copy and power on the virtual machines at the secondary site.

Prerequisites

n Perform a storage rescan on your host to update the view of storage devices presented to the host.

n Unmount the original VMFS datastore that has the same UUID as the copy you plan to mount. You can
mount the VMFS datastore copy only if it does not collide with the original VMFS datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

4 Select VMFS as the datastore type.

5 From the list of storage devices, select the device that has a specific value displayed in the Snapshot
Volume column.

The value present in the Snapshot Volume column indicates that the device is a copy that contains a
copy of an existing VMFS datastore.

6 Under Mount Options, select Keep Existing Signature.

7 Review the datastore configuration information and click Finish.

What to do next

If you later want to resignature the mounted datastore, you must unmount it first.

Resignature a VMFS Datastore Copy
Use datastore resignaturing if you want to retain the data stored on the VMFS datastore copy.

When resignaturing a VMFS copy, ESXi assigns a new signature (UUID) to the copy, and mounts the copy
as a datastore distinct from the original. All references to the original signature from virtual machine
configuration files are updated.

When you perform datastore resignaturing, consider the following points:

n Datastore resignaturing is irreversible.
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n After resignaturing, the storage device replica that contained the VMFS copy is no longer treated as a
replica.

n A spanned datastore can be resignatured only if all its extents are online.

n The resignaturing process is crash and fault tolerant. If the process is interrupted, you can resume it
later.

n You can mount the new VMFS datastore without a risk of its UUID conflicting with UUIDs of any other
datastore, such as an ancestor or child in a hierarchy of storage device snapshots.

Prerequisites

n Unmount the datastore copy.

n Perform a storage rescan on your host to update the view of storage devices presented to the host.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

4 Select VMFS as the datastore type.

5 From the list of storage devices, select the device that has a specific value displayed in the Snapshot
Volume column.

The value present in the Snapshot Volume column indicates that the device is a copy that contains a
copy of an existing VMFS datastore.

6 Under Mount Options, select Assign a New Signature and click Next.

7 Review the datastore configuration information and click Finish.

Upgrading VMFS Datastores
If your datastores were formatted with VMFS2 or VMFS3, you must upgrade the datastores to VMFS5.

When you perform datastore upgrades, consider the following items:

n To upgrade a VMFS2 datastore, you use a two-step process that involves upgrading VMFS2 to VMFS3
first. To access the VMFS2 datastore and perform the VMFS2 to VMFS3 conversion, use an ESX/ESXi 4.x
or earlier host.

After you upgrade your VMFS2 datastore to VMFS3, the datastore becomes available on the ESXi 6.0
host, where you complete the process of upgrading to VMFS5.

n You can perform a VMFS3 to VMFS5 upgrade while the datastore is in use with virtual machines
powered on.

n While performing an upgrade, your host preserves all files on the datastore.

n The datastore upgrade is a one-way process. After upgrading your datastore, you cannot revert it back
to its previous VMFS format.

An upgraded VMFS5 datastore differs from a newly formatted VMFS5.

Table 16‑3.  Comparing Upgraded and Newly Formatted VMFS5 Datastores

Characteristics Upgraded VMFS5 Formatted VMFS5

File block size 1, 2, 4, and 8MB 1MB

Subblock size 64KB 8KB
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Table 16‑3.  Comparing Upgraded and Newly Formatted VMFS5 Datastores (Continued)

Characteristics Upgraded VMFS5 Formatted VMFS5

Partition format MBR. Conversion to GPT happens only
after you expand the datastore to a size
larger than 2TB.

GPT

Datastore limits Retains limits of VMFS3 datastore.

VMFS locking mechanism ATS+SCSI ATS-only (on hardware that
supports ATS)
ATS+SCSI (on hardware that
does not support ATS)

For more information about VMFS locking mechanisms and how to upgrade to ATS-only, see “VMFS
Locking Mechanisms,” on page 149.

Upgrade a Datastore to VMFS5
If you use VMFS3 datastores, you must upgrade them to VMFS5.

You can perform an upgrade while the datastore is in use with virtual machines powered on.

Prerequisites

n If you have a VMFS2 datastore, you must first upgrade it to VMFS3 using an ESX/ESXi 3.x or ESX/ESXi
4.x host. Use the vSphere Host Client to access the host.

n All hosts accessing the datastore must support VMFS5.

n Verify that the volume to be upgraded has at least 2MB of free blocks available and 1 free file
descriptor.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore to upgrade.

3 Click the Manage tab, and click Settings.

4 Click Upgrade to VMFS5.

5 Verify that the hosts accessing the datastore support VMFS5.

6 Click OK to start the upgrade.

7 Perform a rescan on all hosts that are associated with the datastore.

The datastore is upgraded to VMFS5 and is available to all hosts that are associated with the datastore.

Increasing VMFS Datastore Capacity
If your VMFS datastore requires more space, increase the datastore capacity. You can dynamically increase
the capacity by growing a datastore extent or by adding a new extent.

Use one of the following methods to increase a datastore capacity:

n Dynamically grow any expandable datastore extent, so that it fills the available adjacent capacity. The
extent is considered expandable when the underlying storage device has free space immediately after
the extent.
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n Dynamically add a new extent. The datastore can span over up to 32 extents with the size of each extent
of more than 2TB, yet appear as a single volume. The spanned VMFS datastore can use any or all of its
extents at any time. It does not need to fill up a particular extent before using the next one.

NOTE   Datastores that only support hardware assisted locking, also called atomic test and set (ATS)
mechanism cannot span over non-ATS devices. For more information, see “VMFS Locking
Mechanisms,” on page 149.

Increase VMFS Datastore Capacity
When you need to add virtual machines to a datastore, or when the virtual machines running on a datastore
require more space, you can dynamically increase the capacity of a VMFS datastore.

If a shared datastore has powered on virtual machines and becomes 100% full, you can increase the
datastore's capacity only from the host with which the powered on virtual machines are registered.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore to grow and click the Increase Datastore Capacity icon.

3 Select a device from the list of storage devices.

Your selection depends on whether an expandable storage device is available.

Option Description

To expand an existing extent Select the device for which the Expandable column reads YES. A storage
device is reported as expandable when it has free space immediately after
the extent.

To add a new extent Select the device for which the Expandable column reads NO.
 

4 Review the Current Disk Layout to see the available configurations and click Next.

5 Select a configuration option from the bottom panel.

Depending on the current layout of the disk and on your previous selections, the options you see might
vary.

Option Description

Use free space to add new extent Adds the free space on this disk as a new extent.

Use free space to expand existing
extent

Expands an existing extent to a required capacity.

Use free space Deploys an extent in the remaining free space of the disk. This option is
available only when you are adding an extent.

Use all available partitions Dedicates the entire disk to a single extent. This option is available only
when you are adding an extent and when the disk you are formatting is
not blank. The disk is reformatted, and the datastores and any data that it
contains are erased.

 
6 Set the capacity for the extent.

The minimum extent size is 1.3GB. By default, the entire free space on the storage device is available.

7 Click Next.

8 Review the proposed layout and the new configuration of your datastore, and click Finish.
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Administrative Operations for Datastores
After creating datastores, you can perform several administrative operations on the datastores. Certain
operations, such as renaming a datastore, are available for all types of datastores. Others apply to specific
types of datastores.

n Change Datastore Name on page 167
You can change the name of an existing datastore.

n Unmount Datastores on page 168
When you unmount a datastore, it remains intact, but can no longer be seen from the hosts that you
specify. The datastore continues to appear on other hosts, where it remains mounted.

n Mount Datastores on page 168
You can mount a datastore you previously unmounted. You can also mount a datastore on additional
hosts.

n Remove VMFS Datastores on page 169
You can delete any type of VMFS datastore, including copies that you have mounted without
resignaturing. When you delete a datastore, it is destroyed and disappears from all hosts that have
access to the datastore.

n Use Datastore Browser on page 169
Use the datastore file browser to manage contents of your datastores.

n Turn off Storage Filters on page 172
When you perform VMFS datastore management operations, vCenter Server uses default storage
protection filters. The filters help you to avoid storage corruption by retrieving only the storage
devices that can be used for a particular operation. Unsuitable devices are not displayed for selection.
You can turn off the filters to view all devices.

Change Datastore Name
You can change the name of an existing datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore to rename.

3 Select Rename from the right-click menu.

4 Type a new datastore name.

The vSphere Web Client enforces a 42 character limit for the datastore name.

The new name appears on all hosts that have access to the datastore.
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Unmount Datastores
When you unmount a datastore, it remains intact, but can no longer be seen from the hosts that you specify.
The datastore continues to appear on other hosts, where it remains mounted.

Do not perform any configuration operations that might result in I/O to the datastore while the unmount is
in progress.

NOTE   Make sure that the datastore is not used by vSphere HA heartbeating. vSphere HA heartbeating does
not prevent you from unmounting the datastore. However, if the datastore is used for heartbeating,
unmounting it might cause the host to fail and restart any active virtual machine.

Prerequisites

When appropriate, before unmounting datastores, make sure that the following prerequisites are met:

n No virtual machines reside on the datastore.

n The datastore is not managed by Storage DRS.

n Storage I/O control is disabled for this datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Right-click the datastore to unmount and select Unmount Datastore.

3 If the datastore is shared, specify which hosts should no longer access the datastore.

4 Confirm that you want to unmount the datastore.

After you unmount a VMFS datastore from all hosts, the datastore is marked as inactive. If you unmount an
NFS or a virtual datastore from all hosts, the datastore disappears from the inventory.

What to do next

If you unmounted the VMFS datastore as a part of an orderly storage removal procedure, you can now
detach the storage device that is backing the datastore. See “Detach Storage Devices,” on page 128.

Mount Datastores
You can mount a datastore you previously unmounted. You can also mount a datastore on additional hosts.

A VMFS datastore that has been unmounted from all hosts remains in inventory, but is marked as
inaccessible. You can use this task to mount the VMFS datastore to a specified host or multiple hosts.

If you have unmounted an NFS or a virtual datastore from all hosts, the datastore disappears from the
inventory. To mount the NFS or virtual datastore that has been removed from the inventory, use the New
Datastore wizard.

A datastore of any type that is unmounted from some hosts while being mounted on others, is shown as
active in the inventory.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores
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2 Right-click the datastore to mount and select one of the following options:

n Mount Datastore

n Mount Datastore on Additional Hosts
Whether you see one or another option depends on the type of datastore you use.

3 Select the hosts that should access the datastore.

Remove VMFS Datastores
You can delete any type of VMFS datastore, including copies that you have mounted without resignaturing.
When you delete a datastore, it is destroyed and disappears from all hosts that have access to the datastore.

NOTE   The datastore delete operation permanently deletes all files associated with virtual machines on the
datastore. Although you can delete the datastore without unmounting, it is preferable that you unmount the
datastore first.

Prerequisites

n Remove or migrate all virtual machines from the datastore.

n Make sure that no other host is accessing the datastore.

n Disable Storage DRS for the datastore.

n Disable Storage I/O control for the datastore.

n Make sure that the datastore is not used for vSphere HA heartbeating.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Right-click the datastore to remove.

3 Select Delete Datastore.

4 Confirm that you want to remove the datastore.

Use Datastore Browser
Use the datastore file browser to manage contents of your datastores.

You can perform a number of tasks that include the following.

n Upload Files to Datastores on page 170
Use the datastore file browser to upload files to datastores accessible to ESXi hosts.

n Copy Datastore Folders or Files on page 170
Use the datastore browser to copy folders or files to a new location, either on the same datastore or on
a different datastore.

n Move Datastore Folders or Files on page 171
Use the datastore browser to move folders or files to a new location, either on the same datastore or on
a different datastore.

n Rename Datastore Folders or Files on page 171
Use the datastore browser to rename folders or files.

n Inflate Thin Virtual Disks on page 171
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.
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Upload Files to Datastores
Use the datastore file browser to upload files to datastores accessible to ESXi hosts.

In addition to their traditional use as a storage for virtual machines files, datastores can serve to store data
or files related to virtual machines. For example, you can upload ISO images of operating systems from a
local computer to a datastore on the host. You then use these images to install guest operating systems on
the new virtual machines.

NOTE   Virtual Volumes do not support uploading files directly to the virtual datastores. You must first
create a folder on the virtual datastore, and then upload the files into the folder.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore where you want to store the file and click the Navigate to the datastore file
browser icon.

3 (Optional) Create a new folder to store the file.

4 Select the target folder and click the Upload the file to the datastore icon.

5 Locate the item to upload on the local computer and click Open.

6 Refresh the datastore file browser to see the uploaded file on the list.

Copy Datastore Folders or Files
Use the datastore browser to copy folders or files to a new location, either on the same datastore or on a
different datastore.

NOTE   Virtual disk files are moved or copied without format conversion. If you move a virtual disk to a
datastore on a different type of host from the source host, you might need to convert the virtual disks before
you can use them.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to copy, either a folder or a file.

3 Select the object and click the Copy selection to a new location icon.

4 Specify the destination location.

5 (Optional) Select Overwrite files and folders with matching names at the destination.

6 Click OK.
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Move Datastore Folders or Files
Use the datastore browser to move folders or files to a new location, either on the same datastore or on a
different datastore.

NOTE   Virtual disk files are moved or copied without format conversion. If you move a virtual disk to a
datastore on a different type of host from the source host, you might need to convert the virtual disks before
you can use them.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to move, either a folder or a file.

3 Select the object and click the Move selection to a new location icon.

4 Specify the destination location.

5 (Optional) Select Overwrite files and folders with matching names at the destination.

6 Click OK.

Rename Datastore Folders or Files
Use the datastore browser to rename folders or files.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to rename, either a folder or a file.

3 Select the object and click the Rename selection icon.

4 Specify the new name and click OK.

Inflate Thin Virtual Disks
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.

You use the datastore browser to inflate the virtual disk.
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Procedure

1 Navigate to the folder of the virtual disk you want to inflate.

a In the vSphere Web Client, browse to the virtual machine.

b Double-click the virtual machine to display its information.

c Click the Related Objects tab and click Datastores.

The datastore that stores the virtual machine files is listed.

d Select the datastore and click the Navigate to the datastore file browser icon.

The datastore browser displays contents of the datastore.

2 Open the virtual machine folder and browse to the virtual disk file that you want to convert.

The file has the .vmdk extension and is marked with the virtual disk ( ) icon.

3 Right-click the virtual disk file and select Inflate.

The inflated virtual disk occupies the entire datastore space originally provisioned to it.

Turn off Storage Filters
When you perform VMFS datastore management operations, vCenter Server uses default storage protection
filters. The filters help you to avoid storage corruption by retrieving only the storage devices that can be
used for a particular operation. Unsuitable devices are not displayed for selection. You can turn off the
filters to view all devices.

Prerequisites

Before making any changes to the device filters, consult with the VMware support team. You can turn off
the filters only if you have other methods to prevent device corruption.

Procedure

1 Browse to the vCenter Server in the vSphere Web Client object navigator.

2 Click the Manage tab, and click Settings.

3 Click Advanced Settings, and click Edit.

4 In the Key text box, type an appropriate key.

Key Filter Name

config.vpxd.filter.vmfsFilter VMFS Filter

config.vpxd.filter.rdmFilter RDM Filter

config.vpxd.filter.SameHostAndTra
nsportsFilter

Same Host and Transports Filter

config.vpxd.filter.hostRescanFilter Host Rescan Filter
NOTE   If you turn off the Host Rescan Filter, your hosts continue to
perform a rescan each time you present a new LUN to a host or a cluster.

 
5 In the Value text box, type False for the specified key.

6 Click Add and click OK.

You are not required to restart the vCenter Server system.
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Storage Filtering
vCenter Server provides storage filters to help you avoid storage device corruption or performance
degradation that can be caused by an unsupported use of storage devices. These filters are available by
default.

Table 16‑4.  Storage Filters

Filter Name Description Key

VMFS Filter Filters out storage devices, or LUNs, that are already
used by a VMFS datastore on any host managed by
vCenter Server. The LUNs do not show up as
candidates to be formatted with another VMFS
datastore or to be used as an RDM.

config.vpxd.filter.vmfsFilter

RDM Filter Filters out LUNs that are already referenced by an
RDM on any host managed by vCenter Server. The
LUNs do not show up as candidates to be formatted
with VMFS or to be used by a different RDM.
If you need virtual machines to access the same
LUN, the virtual machines must share the same
RDM mapping file. For information about this type
of configuration, see the vSphere Resource Management
documentation.

config.vpxd.filter.rdmFilter

Same Host and
Transports Filter

Filters out LUNs ineligible for use as VMFS datastore
extents because of host or storage type
incompatibility. Prevents you from adding the
following LUNs as extents:
n LUNs not exposed to all hosts that share the

original VMFS datastore.
n LUNs that use a storage type different from the

one the original VMFS datastore uses. For
example, you cannot add a Fibre Channel extent
to a VMFS datastore on a local storage device.

config.vpxd.filter.SameHostAndTransportsFilter

Host Rescan Filter Automatically rescans and updates VMFS datastores
after you perform datastore management operations.
The filter helps provide a consistent view of all
VMFS datastores on all hosts managed by vCenter
Server.
NOTE   If you present a new LUN to a host or a
cluster, the hosts automatically perform a rescan no
matter whether you have the Host Rescan Filter on
or off.

config.vpxd.filter.hostRescanFilter

Set Up Dynamic Disk Mirroring
Typically, you cannot use logical-volume manager software on virtual machines to mirror virtual disks.
However, if your Microsoft Windows virtual machines support dynamic disks, you can protect the virtual
machines from an unplanned storage device loss by mirroring virtual disks across two SAN LUNs.

Prerequisites

n Use a Windows virtual machine that supports dynamic disks.

n Required privilege: Advanced

Procedure

1 Create a virtual machine with two virtual disks.

Make sure to place the disks on different datastores.
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2 Log in to your virtual machine and configure the disks as dynamic mirrored disks.

See Microsoft documentation.

3 After the disks synchronise, power off the virtual machine.

4 Change virtual machine settings to allow the use of dynamic disk mirroring.

a Right-click the virtual machine and select Edit Settings.

b Click the VM Options tab and expand the Advanced menu.

c Click Edit Configuration next to Configuration Parameters.

d Click Add Row and add the following parameters:

Name Value

scsi#.returnNoConnectDuringAPD True

scsi#.returnBusyOnNoConnectStatus False

e Click OK.

Collecting Diagnostic Information for ESXi Hosts on a Storage Device
During a host failure, ESXi must be able to save diagnostic information to a preconfigured location for
diagnostic and technical support purposes.

Typically, a partition to collect diagnostic information, also called VMkernel core dump, is created on a local
storage device during ESXi installation. You can override this default behavior if, for example, you use
shared storage devices instead of local storage. To prevent automatic formatting of local devices, detach the
devices from the host before you install ESXi and power on the host for the first time. You can later set up a
location for collecting diagnostic information on a local or remote storage device.

When you use storage devices, you can select between two options of setting up core dump collection. You
can use a preconfigured diagnostic partition on a storage device or use a file on a VMFS datastore.

n Set Up a Device Partition as Core Dump Location on page 174
Create a diagnostic partition for your ESXi host.

n Set Up a File as Core Dump Location on page 175
If the size of your available core dump partition is insufficient, you can configure ESXi to generate core
dump as a file.

Set Up a Device Partition as Core Dump Location
Create a diagnostic partition for your ESXi host.

When you create a diagnostic partition, the following considerations apply:

n You cannot create a diagnostic partition on an iSCSI LUN accessed through the software iSCSI or
dependent hardware iSCSI adapter. For more information about diagnostic partitions with iSCSI, see 
“General Boot from iSCSI SAN Recommendations,” on page 107.

n You cannot create a diagnostic partition on a software FCoE LUN.

n Unless you are using diskless servers, set up a diagnostic partition on a local storage.

n Each host must have a diagnostic partition of 2.5 GB. If multiple hosts share a diagnostic partition on a
SAN LUN, the partition should be large enough to accommodate core dumps of all hosts.

n If a host that uses a shared diagnostic partition fails, reboot the host and extract log files immediately
after the failure. Otherwise, the second host that fails before you collect the diagnostic data of the first
host might not be able to save the core dump.
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host, and select Add Diagnostic Partition.

If you do not see this option, the host already has a diagnostic partition.

3 Specify the type of diagnostic partition.

Option Description

Private local Creates the diagnostic partition on a local disk. This partition stores fault
information only for your host.

Private SAN storage Creates the diagnostic partition on a non-shared SAN LUN. This partition
stores fault information only for your host.

Shared SAN storage Creates the diagnostic partition on a shared SAN LUN. This partition is
accessed by multiple hosts and can store fault information for more than
one host.

 
4 Click Next.

5 Select the device to use for the diagnostic partition and click Next.

6 Review the partition configuration information and click Finish.

Verify a Diagnostic Partition
Use the esxcli command to verify whether a diagnostic partition is set.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u List partitions to verify that a diagnostic partition is set.

esxcli --server=server_name system coredump partition list

If a diagnostic partition is set, the command displays information about it. Otherwise, the command shows
that no partition is activated and configured.

What to do next

To mange the host’s diagnostic partition, use the vCLI commands. See vSphere Command-Line Interface
Concepts and Examples.

Set Up a File as Core Dump Location
If the size of your available core dump partition is insufficient, you can configure ESXi to generate core
dump as a file.

Typically, a core dump partition of 2.5 GB is created during ESXi installation. For upgrades from ESXi 5.0
and earlier, the core dump partition is limited to 100 MB. For this type of upgrade, during the boot process
the system might create a core dump file on a VMFS datastore. If it does not create a core dump file, you can
manually create the file.

NOTE   Software iSCSI and software FCoE are not supported for core dump file locations.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Create a VMFS datastore core dump file by running the following command:

esxcli system coredump file add -d DATASTORE_UUID -f FILENAME

2 Verify that the file has been created:

esxcli system coredump file list

You can see the output similar to the following:

Path                                             Active Configured Size

------------------------------------------------ ------ ---------- ---------

/vmfs/volumes/52b021c3-.../vmkdump/test.dumpfile false  false      104857600

3 Set the core dump file for the host:

esxcli system coredump file set -p /vmfs/volumes/DATASTORE_UUID/vmkdump/FILENAME

For example:

esxcli system coredump file set -p /vmfs/volumes/52b021c3-

f6b3da50-4c76-001d0904c5a5/vmkdump/test.dumpfile

4 Verify that the core dump file is active and configured:

esxcli system coredump file list

The output similar to the following indicates that the core dump file is active and configured:

Path                                             Active Configured Size

------------------------------------------------ ------ ---------- ---------

/vmfs/volumes/52b021c3-.../vmkdump/test.dumpfile True   True       104857600

What to do next

For information about other commands you can use to manage the core dump files, see the vSphere
Command-Line Interface Reference documentation.

Checking Metadata Consistency with VOMA
Use vSphere On-disk Metadata Analyser (VOMA) to identify and fix incidents of metadata corruption that
affect file systems or underlying logical volumes.

Problem

You might need to check metadata consistency of a file system or a logical volume backing the file system
when you experience problems with various functionalities on a VMFS datastore or a virtual flash resource.
For example you might want to perform a metadata check if one of the following occurs:

n You experience storage outages.

n After you rebuild RAID or perform a disk replacement.

n You see metadata errors in the vmkernel.log file.

n You are unable to access files on a VMFS.

n You see corruption being reported for a datastore in events tabs of vCenter Server.
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Solution

To check metadata consistency, run VOMA from the CLI of an ESXi host. VOMA can be used to check and
fix metadata inconsistency issues for a VMFS datastore or a virtual flash resource. To resolve errors reported
by VOMA, consult VMware Support.

Follow these guidelines when you use the VOMA tool:

n Make sure that the VMFS datastore you analyze does not span multiple extents. You can run VOMA
only against a single-extent datastore.

n Power off any virtual machines that are running or migrate them to a different datastore.

The following example demonstrates how to use VOMA to check VMFS metadata consistency.

1 Obtain the name and partition number of the device that backs the VMFS datastore that you need to
check.

#esxcli storage vmfs extent list

The Device Name and Partition columns in the output identify the device. For example:

Volume Name  XXXXXXXX  Device Name                             Partition  

1TB_VMFS5    XXXXXXXX  naa.600508e000000000b367477b3be3d703    3

2 Run VOMA to check for VMFS errors.

Provide the absolute path to the device partition that backs the VMFS datastore, and provide a partition
number with the device name. For example:

# voma -m vmfs -f check -d /vmfs/devices/disks/naa.600508e000000000b367477b3be3d703:3

The output lists possible errors. For example, the following output indicates that the heartbeat address
is invalid.

XXXXXXXXXXXXXXXXXXXXXXX

Phase 2: Checking VMFS heartbeat region

 ON-DISK ERROR: Invalid HB address

Phase 3: Checking all file descriptors.

Phase 4: Checking pathname and connectivity.

Phase 5: Checking resource reference counts.

Total Errors Found:           1

Command options that the VOMA tool takes include the following.

Table 16‑5.  VOMA Command Options

Command Option Description

-m | --module The module to run:
n vmfs. This is a default option. You can check VMFS3

and VMFS 5 datastores. If you specify this module,
minimal checks are performed for LVM as well.

n vmfsl. Check file systems that back virtual flash
volumes.

n lvm. Check logical volumes that back VMFS datastores.

-f | --func Functions to be performed:
n query. List functions supported by module.
n check. Check for errors.
n fix. Check and fix errors.
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Table 16‑5.  VOMA Command Options (Continued)

Command Option Description

-d | --device Device or disk to be inspected. Make sure to provide the
absolute path to the device partition backing the VMFS
datastore. For example, /vmfs/devices/disks/naa.
00000000000000000000000000:1.

-s | --logfile Specify the log file to output the results.

-v | --version Display the version of VOMA.

-h | --help Display the help message for the VOMA command.

Configuring VMFS Pointer Block Cache
You can use advanced VMFS parameters to configure pointer block cache.

As the size of virtual machine files on VMFS datastores increases, the number of pointer blocks used by
those files also increases. Pointer blocks are used to address file blocks in large virtual machine files and
virtual disks on a VMFS datastore.

You can configure the minimum and maximum sizes of the pointer block cache on each ESXi host. When the
size of the pointer block cache approaches the configured maximum size, an eviction mechanism removes
some pointer block entries from the cache to allow for new pointer blocks to be read in.

Base the maximum size of the pointer block cache on the working size of all open virtual disk files that
reside on VMFS datastores. All VMFS datastores on the host use a single pointer block cache.

The minimum value is based on the minimum guaranteed memory that the system can allocate to the cache.
1TB of open file space requires approximately 4MB of memory.

Use the following parameters to configure the minimum and maximum values for pointer block cache.

Table 16‑6.  Advanced Parameters to Regulate Pointer Block Cache

Parameter Values Description

VMFS3.MaxAddressableSpaceTB Default value is 32 (in TB). Maximum size of all open files that
VMFS cache will support before
eviction starts.

VMFS3.MinAddressableSpaceTB Default value is 10 (in TB). Minimum size of all open files that
VMFS cache guarantees to support.

For information about how to configure these advanced parameters, see “Set Advanced Host Attributes,” on
page 178.

Set Advanced Host Attributes
You can set advanced attributes for a host.

CAUTION   Changing advanced options is considered unsupported unless VMware technical support or a KB
article instruct you to do so. In all other cases, changing these options is considered unsupported. In most
cases, the default settings produce the optimum result.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.
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4 In Advanced Settings, select the appropriate item.

5 Click the Edit button to edit the value.

6 Click OK.

Chapter 16 Working with Datastores

VMware, Inc.  179



vSphere Storage

180  VMware, Inc.



Understanding Multipathing and
Failover 17

To maintain a constant connection between a host and its storage, ESXi supports multipathing. Multipathing
is a technique that lets you use more than one physical path that transfers data between the host and an
external storage device.

In case of a failure of any element in the SAN network, such as an adapter, switch, or cable, ESXi can switch
to another physical path, which does not use the failed component. This process of path switching to avoid
failed components is known as path failover.

In addition to path failover, multipathing provides load balancing. Load balancing is the process of
distributing I/O loads across multiple physical paths. Load balancing reduces or removes potential
bottlenecks.

NOTE   Virtual machine I/O might be delayed for up to sixty seconds while path failover takes place. These
delays allow the SAN to stabilize its configuration after topology changes. In general, the I/O delays might
be longer on active-passive arrays and shorter on active-active arrays.

This chapter includes the following topics:

n “Failover with Fibre Channel,” on page 181

n “Host-Based Failover with iSCSI,” on page 182

n “Array-Based Failover with iSCSI,” on page 184

n “Path Failover and Virtual Machines,” on page 185

n “Managing Multiple Paths,” on page 186

n “VMware Multipathing Module,” on page 187

n “Path Scanning and Claiming,” on page 189

n “Managing Storage Paths and Multipathing Plug-Ins,” on page 192

n “Scheduling Queues for Virtual Machine I/Os,” on page 200

Failover with Fibre Channel
To support multipathing, your host typically has two or more HBAs available. This configuration
supplements the SAN multipathing configuration that generally provides one or more switches in the SAN
fabric and one or more storage processors on the storage array device itself.

In the following illustration, multiple physical paths connect each server with the storage device. For
example, if HBA1 or the link between HBA1 and the FC switch fails, HBA2 takes over and provides the
connection between the server and the switch. The process of one HBA taking over for another is called
HBA failover.
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Figure 17‑1.  Multipathing and Failover with Fibre Channel
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Similarly, if SP1 fails or the links between SP1 and the switches breaks, SP2 takes over and provides the
connection between the switch and the storage device. This process is called SP failover. VMware ESXi
supports both HBA and SP failovers with its multipathing capability.

Host-Based Failover with iSCSI
When setting up your ESXi host for multipathing and failover, you can use multiple iSCSI HBAs or multiple
NICs depending on the type of iSCSI adapters on your host.

For information on different types of iSCSI adapters, see “iSCSI Initiators,” on page 65.

When you use multipathing, specific considerations apply.

n ESXi does not support multipathing when you combine an independent hardware adapter with
software iSCSI or dependent iSCSI adapters in the same host.

n Multipathing between software and dependent adapters within the same host is supported.

n On different hosts, you can mix both dependent and independent adapters.

The following illustration shows multipathing setups possible with different types of iSCSI initiators.
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Figure 17‑2.  Host-Based Path Failover
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Failover with Hardware iSCSI
With hardware iSCSI, the host typically has two or more hardware iSCSI adapters available, from which the
storage system can be reached using one or more switches. Alternatively, the setup might include one
adapter and two storage processors so that the adapter can use a different path to reach the storage system.

On the Host-Based Path Failover illustration, Host1 has two hardware iSCSI adapters, HBA1 and HBA2,
that provide two physical paths to the storage system. Multipathing plug-ins on your host, whether the
VMkernel NMP or any third-party MPPs, have access to the paths by default and can monitor health of each
physical path. If, for example, HBA1 or the link between HBA1 and the network fails, the multipathing
plug-ins can switch the path over to HBA2.

Failover with Software iSCSI
With software iSCSI, as shown on Host 2 of the Host-Based Path Failover illustration, you can use multiple
NICs that provide failover and load balancing capabilities for iSCSI connections between your host and
storage systems.

For this setup, because multipathing plug-ins do not have direct access to physical NICs on your host, you
first need to connect each physical NIC to a separate VMkernel port. You then associate all VMkernel ports
with the software iSCSI initiator using a port binding technique. As a result, each VMkernel port connected
to a separate NIC becomes a different path that the iSCSI storage stack and its storage-aware multipathing
plug-ins can use.

For information on how to configure multipathing for software iSCSI, see “Setting Up iSCSI Network,” on
page 88.
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Array-Based Failover with iSCSI
Some iSCSI storage systems manage path use of their ports automatically and transparently to ESXi.

When using one of these storage systems, your host does not see multiple ports on the storage and cannot
choose the storage port it connects to. These systems have a single virtual port address that your host uses to
initially communicate. During this initial communication, the storage system can redirect the host to
communicate with another port on the storage system. The iSCSI initiators in the host obey this reconnection
request and connect with a different port on the system. The storage system uses this technique to spread
the load across available ports.

If the ESXi host loses connection to one of these ports, it automatically attempts to reconnect with the virtual
port of the storage system, and should be redirected to an active, usable port. This reconnection and
redirection happens quickly and generally does not disrupt running virtual machines. These storage
systems can also request that iSCSI initiators reconnect to the system, to change which storage port they are
connected to. This allows the most effective use of the multiple ports.

The Port Redirection illustration shows an example of port redirection. The host attempts to connect to the
10.0.0.1 virtual port. The storage system redirects this request to 10.0.0.2. The host connects with 10.0.0.2 and
uses this port for I/O communication.

NOTE   The storage system does not always redirect connections. The port at 10.0.0.1 could be used for traffic,
also.

Figure 17‑3.  Port Redirection
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If the port on the storage system that is acting as the virtual port becomes unavailable, the storage system
reassigns the address of the virtual port to another port on the system. Port Reassignment shows an example
of this type of port reassignment. In this case, the virtual port 10.0.0.1 becomes unavailable and the storage
system reassigns the virtual port IP address to a different port. The second port responds to both addresses.
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Figure 17‑4.  Port Reassignment
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With this form of array-based failover, you can have multiple paths to the storage only if you use multiple
ports on the ESXi host. These paths are active-active. For additional information, see “iSCSI Session
Management,” on page 103.

Path Failover and Virtual Machines
Path failover occurs when the active path to a LUN is changed from one path to another, usually because of
a SAN component failure along the current path.

When a path fails, storage I/O might pause for 30 to 60 seconds until your host determines that the link is
unavailable and completes failover. If you attempt to display the host, its storage devices, or its adapters, the
operation might appear to stall. Virtual machines with their disks installed on the SAN can appear
unresponsive. After failover is complete, I/O resumes normally and the virtual machines continue to run.

However, when failovers take a long time to complete, a Windows virtual machine might interrupt the I/O
and eventually fail. To avoid the failure, set the disk timeout value for the Windows virtual machine to at
least 60 seconds.

Set Timeout on Windows Guest OS
Increase the standard disk timeout value on a Windows guest operating system to avoid disruptions during
a path failover.

This procedure explains how to change the timeout value by using the Windows registry.

Prerequisites

Back up the Windows registry.

Procedure

1 Select Start > Run.

2 Type regedit.exe, and click OK.

3 In the left-panel hierarchy view, double-click HKEY_LOCAL_MACHINE > System >
CurrentControlSet > Services > Disk.

4 Double-click TimeOutValue.

5 Set the value data to 0x3c (hexadecimal) or 60 (decimal) and click OK.

After you make this change, Windows waits at least 60 seconds for delayed disk operations to complete
before it generates errors.
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6 Reboot guest OS for the change to take effect.

Managing Multiple Paths
To manage storage multipathing, ESXi uses a collection of Storage APIs, also called the Pluggable Storage
Architecture (PSA). The PSA is an open, modular framework that coordinates the simultaneous operation of
multiple multipathing plug-ins (MPPs). The PSA allows 3rd party software developers to design their own
load balancing techniques and failover mechanisms for particular storage array, and insert their code
directly into the ESXi storage I/O path.

Topics discussing path management use the following acronyms.

Table 17‑1.  Multipathing Acronyms

Acronym Definition

PSA Pluggable Storage Architecture

NMP Native Multipathing Plug-In. Generic VMware
multipathing module.

PSP Path Selection Plug-In, also called Path Selection Policy.
Handles path selection for a given device.

SATP Storage Array Type Plug-In, also called Storage Array Type
Policy. Handles path failover for a given storage array.

The VMkernel multipathing plug-in that ESXi provides by default is the VMware Native Multipathing Plug-
In (NMP). The NMP is an extensible module that manages sub plug-ins. There are two types of NMP sub
plug-ins, Storage Array Type Plug-Ins (SATPs), and Path Selection Plug-Ins (PSPs). SATPs and PSPs can be
built-in and provided by VMware, or can be provided by a third party.

If more multipathing functionality is required, a third party can also provide an MPP to run in addition to,
or as a replacement for, the default NMP.

When coordinating the VMware NMP and any installed third-party MPPs, the PSA performs the following
tasks:

n Loads and unloads multipathing plug-ins.

n Hides virtual machine specifics from a particular plug-in.

n Routes I/O requests for a specific logical device to the MPP managing that device.

n Handles I/O queueing to the logical devices.

n Implements logical device bandwidth sharing between virtual machines.

n Handles I/O queueing to the physical storage HBAs.

n Handles physical path discovery and removal.

n Provides logical device and physical path I/O statistics.

As the Pluggable Storage Architecture illustration shows, multiple third-party MPPs can run in parallel with
the VMware NMP. When installed, the third-party MPPs replace the behavior of the NMP and take
complete control of the path failover and the load-balancing operations for specified storage devices.
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Figure 17‑5.  Pluggable Storage Architecture
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The multipathing modules perform the following operations:

n Manage physical path claiming and unclaiming.

n Manage creation, registration, and deregistration of logical devices.

n Associate physical paths with logical devices.

n Support path failure detection and remediation.

n Process I/O requests to logical devices:

n Select an optimal physical path for the request.

n Depending on a storage device, perform specific actions necessary to handle path failures and I/O
command retries.

n Support management tasks, such as reset of logical devices.

VMware Multipathing Module
By default, ESXi provides an extensible multipathing module called the Native Multipathing Plug-In
(NMP).

Generally, the VMware NMP supports all storage arrays listed on the VMware storage HCL and provides a
default path selection algorithm based on the array type. The NMP associates a set of physical paths with a
specific storage device, or LUN. The specific details of handling path failover for a given storage array are
delegated to a Storage Array Type Plug-In (SATP). The specific details for determining which physical path
is used to issue an I/O request to a storage device are handled by a Path Selection Plug-In (PSP). SATPs and
PSPs are sub plug-ins within the NMP module.

With ESXi, the appropriate SATP for an array you use will be installed automatically. You do not need to
obtain or download any SATPs.

VMware SATPs
Storage Array Type Plug-Ins (SATPs) run in conjunction with the VMware NMP and are responsible for
array-specific operations.

ESXi offers a SATP for every type of array that VMware supports. It also provides default SATPs that
support non-specific active-active and ALUA storage arrays, and the local SATP for direct-attached devices.
Each SATP accommodates special characteristics of a certain class of storage arrays and can perform the
array-specific operations required to detect path state and to activate an inactive path. As a result, the NMP
module itself can work with multiple storage arrays without having to be aware of the storage device
specifics.
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After the NMP determines which SATP to use for a specific storage device and associates the SATP with the
physical paths for that storage device, the SATP implements the tasks that include the following:

n Monitors the health of each physical path.

n Reports changes in the state of each physical path.

n Performs array-specific actions necessary for storage fail-over. For example, for active-passive devices,
it can activate passive paths.

VMware PSPs
Path Selection Plug-Ins (PSPs) are sub plug-ins of the VMware NMP and are responsible for choosing a
physical path for I/O requests.

The VMware NMP assigns a default PSP for each logical device based on the SATP associated with the
physical paths for that device. You can override the default PSP. For information, see “Path Scanning and
Claiming,” on page 189.

By default, the VMware NMP supports the following PSPs:

VMW_PSP_MRU The host selects the path that it used most recently. When the path becomes
unavailable, the host selects an alternative path. The host does not revert
back to the original path when that path becomes available again. There is no
preferred path setting with the MRU policy. MRU is the default policy for
most active-passive storage devices.

The VMW_PSP_MRU ranking capability allows you to assign ranks to
individual paths. To set ranks to individual paths, use the esxcli storage
nmp psp generic pathconfig set command. For details, see the VMware
knowledge base article at http://kb.vmware.com/kb/2003468.

The policy is displayed in the client as the Most Recently Used (VMware)
path selection policy.

VMW_PSP_FIXED The host uses the designated preferred path, if it has been configured.
Otherwise, it selects the first working path discovered at system boot time. If
you want the host to use a particular preferred path, specify it manually.
Fixed is the default policy for most active-active storage devices.

NOTE   If the host uses a default preferred path and the path's status turns to
Dead, a new path is selected as preferred. However, if you explicitly
designate the preferred path, it will remain preferred even when it becomes
inaccessible.

Displayed in the client as the Fixed (VMware) path selection policy.

VMW_PSP_RR The host uses an automatic path selection algorithm rotating through all
active paths when connecting to active-passive arrays, or through all
available paths when connecting to active-active arrays. RR is the default for
a number of arrays and can be used with both active-active and active-
passive arrays to implement load balancing across paths for different LUNs.

Displayed in the client as the Round Robin (VMware) path selection policy.

VMware NMP Flow of I/O
When a virtual machine issues an I/O request to a storage device managed by the NMP, the following
process takes place.

1 The NMP calls the PSP assigned to this storage device.
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2 The PSP selects an appropriate physical path on which to issue the I/O.

3 The NMP issues the I/O request on the path selected by the PSP.

4 If the I/O operation is successful, the NMP reports its completion.

5 If the I/O operation reports an error, the NMP calls the appropriate SATP.

6 The SATP interprets the I/O command errors and, when appropriate, activates the inactive paths.

7 The PSP is called to select a new path on which to issue the I/O.

Path Scanning and Claiming
When you start your ESXi host or rescan your storage adapter, the host discovers all physical paths to
storage devices available to the host. Based on a set of claim rules, the host determines which multipathing
plug-in (MPP) should claim the paths to a particular device and become responsible for managing the
multipathing support for the device.

By default, the host performs a periodic path evaluation every 5 minutes causing any unclaimed paths to be
claimed by the appropriate MPP.

The claim rules are numbered. For each physical path, the host runs through the claim rules starting with
the lowest number first. The attributes of the physical path are compared to the path specification in the
claim rule. If there is a match, the host assigns the MPP specified in the claim rule to manage the physical
path. This continues until all physical paths are claimed by corresponding MPPs, either third-party
multipathing plug-ins or the native multipathing plug-in (NMP).

For the paths managed by the NMP module, a second set of claim rules is applied. These rules determine
which Storage Array Type Plug-In (SATP) should be used to manage the paths for a specific array type, and
which Path Selection Plug-In (PSP) is to be used for each storage device.

Use the vSphere Web Client to view which SATP and PSP the host is using for a specific storage device and
the status of all available paths for this storage device. If needed, you can change the default VMware PSP
using the client. To change the default SATP, you need to modify claim rules using the vSphere CLI.

You can find some information about modifying claim rules in “Managing Storage Paths and Multipathing
Plug-Ins,” on page 192.

For more information about the commands available to manage PSA, see Getting Started with vSphere
Command-Line Interfaces.

For a complete list of storage arrays and corresponding SATPs and PSPs, see the SAN Array Model
Reference section of the vSphere Compatibility Guide.

Viewing the Paths Information
You can review the storage array type policy (SATP) and path selection policy (PSP) that the ESXi host uses
for a specific storage device and the status of all available paths for this storage device. You can access the
path information from both the Datastores and Devices views. For datastores, you review the paths that
connect to the device the datastore is deployed on.

The path information includes the SATP assigned to manage the device, the PSP, a list of paths, and the
status of each path. The following path status information can appear:

Active Paths available for issuing I/O to a LUN. A single or multiple working paths
currently used for transferring data are marked as Active (I/O).

Standby If active paths fail, the path can quickly become operational and can be used
for I/O.
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Disabled The path is disabled and no data can be transferred.

Dead The software cannot connect to the disk through this path.

If you are using the Fixed path policy, you can see which path is the preferred path. The preferred path is
marked with an asterisk (*) in the Preferred column.

For each path you can also display the path's name. The name includes parameters that describe the path:
adapter ID, target ID, and device ID. Usually, the path's name has the format similar to the following:

fc.adapterID-fc.targetID-naa.deviceID

NOTE   When you use the host profiles editor to edit paths, you must specify all three parameters that
describe a path, adapter ID, target ID, and device ID.

View Datastore Paths
Review the paths that connect to storage devices backing your datastores.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore to display its information.

3 Click the Manage tab, and click Settings.

4 Click Connectivity and Multipathing.

5 If the datastore is shared, select a host to view multipathing details for its devices.

6 Under Multipathing Details, review the multipathing policies and paths for the storage device that
backs your datastore.

View Storage Device Paths
View which multipathing policies the host uses for a specific storage device and the status of all available
paths for this storage device.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the storage device whose paths you want to view.

5 Click the Properties tab and review details under Multipathing Policies.

6 Click the Paths tab to review all paths available for the storage device.
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Setting a Path Selection Policy
For each storage device, the ESXi host sets the path selection policy based on the claim rules.

By default, VMware supports the following path selection policies. If you have a third-party PSP installed
on your host, its policy also appears on the list.

Fixed (VMware) The host uses the designated preferred path, if it has been configured.
Otherwise, it selects the first working path discovered at system boot time. If
you want the host to use a particular preferred path, specify it manually.
Fixed is the default policy for most active-active storage devices.

NOTE   If the host uses a default preferred path and the path's status turns to
Dead, a new path is selected as preferred. However, if you explicitly
designate the preferred path, it will remain preferred even when it becomes
inaccessible.

Most Recently Used
(VMware)

The host selects the path that it used most recently. When the path becomes
unavailable, the host selects an alternative path. The host does not revert
back to the original path when that path becomes available again. There is no
preferred path setting with the MRU policy. MRU is the default policy for
most active-passive storage devices.

Round Robin (VMware) The host uses an automatic path selection algorithm rotating through all
active paths when connecting to active-passive arrays, or through all
available paths when connecting to active-active arrays. RR is the default for
a number of arrays and can be used with both active-active and active-
passive arrays to implement load balancing across paths for different LUNs.

Change the Path Selection Policy
Generally, you do not need to change the default multipathing settings your host uses for a specific storage
device. However, if you want to make any changes, you can use the Edit Multipathing Policies dialog box to
modify a path selection policy and specify the preferred path for the Fixed policy. You can also use this
dialog box to change multipathing for SCSI-based protocol endpoints.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices or Protocol Endpoints.

4 Select the item whose paths you want to change and click the Properties tab.

5 Under Multipathing Policies, click Edit Multipathing.

6 Select a path policy.

By default, VMware supports the following path selection policies. If you have a third-party PSP
installed on your host, its policy also appears on the list.

n Fixed (VMware)

n Most Recently Used (VMware)

n Round Robin (VMware)

7 For the fixed policy, specify the preferred path.
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8 Click OK to save your settings and exit the dialog box.

Disable Storage Paths
You can temporarily disable paths for maintenance or other reasons.

You disable a path using the Paths panel. You have several ways to access the Paths panel, from a datastore,
a storage device, or an adapter view. This task explains how to disable a path using a storage device view.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the storage device whose paths you want to disable and click the Paths tab.

5 Select the path to disable and click Disable.

Managing Storage Paths and Multipathing Plug-Ins
Use the esxcli commands to manage the PSA multipathing plug-ins and storage paths assigned to them.

You can display all multipathing plug-ins available on your host. You can list any third-party MPPs, as well
as your host's NMP and SATPs and review the paths they claim. You can also define new paths and specify
which multipathing plug-in should claim the paths.

For more information about commands available to manage PSA, see the Getting Started with vSphere
Command-Line Interfaces.

Multipathing Considerations
Specific considerations apply when you manage storage multipathing plug-ins and claim rules.

The following considerations help you with multipathing:

n If no SATP is assigned to the device by the claim rules, the default SATP for iSCSI or FC devices is
VMW_SATP_DEFAULT_AA. The default PSP is VMW_PSP_FIXED.

n When the system searches the SATP rules to locate a SATP for a given device, it searches the driver
rules first. If there is no match, the vendor/model rules are searched, and finally the transport rules are
searched. If no match occurs, NMP selects a default SATP for the device.

n If VMW_SATP_ALUA is assigned to a specific storage device, but the device is not ALUA-aware, no
claim rule match occurs for this device. The device is claimed by the default SATP based on the device's
transport type.

n The default PSP for all devices claimed by VMW_SATP_ALUA is VMW_PSP_MRU. The
VMW_PSP_MRU selects an active/optimized path as reported by the VMW_SATP_ALUA, or an
active/unoptimized path if there is no active/optimized path. This path is used until a better path is
available (MRU). For example, if the VMW_PSP_MRU is currently using an active/unoptimized path
and an active/optimized path becomes available, the VMW_PSP_MRU will switch the current path to
the active/optimized one.

n While VMW_PSP_MRU is typically selected for ALUA arrays by default, certain ALUA storage arrays
need to use VMW_PSP_FIXED. To check whether your storage array requires VMW_PSP_FIXED, see
the VMware Compatibility Guide or contact your storage vendor. When using VMW_PSP_FIXED with
ALUA arrays, unless you explicitly specify a preferred path, the ESXi host selects the most optimal
working path and designates it as the default preferred path. If the host selected path becomes
unavailable, the host selects an alternative available path. However, if you explicitly designate the
preferred path, it will remain preferred no matter what its status is.
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n By default, the PSA claim rule 101 masks Dell array pseudo devices. Do not delete this rule, unless you
want to unmask these devices.

List Multipathing Claim Rules for the Host
Use the esxcli command to list available multipathing claim rules.

Claim rules indicate which multipathing plug-in, the NMP or any third-party MPP, manages a given
physical path. Each claim rule identifies a set of paths based on the following parameters:

n Vendor/model strings

n Transportation, such as SATA, IDE, Fibre Channel, and so on

n Adapter, target, or LUN location

n Device driver, for example, Mega-RAID

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core claimrule list --claimrule-class=MP command
to list the multipathing claim rules.

Example: Sample Output of the esxcli storage core claimrule list Command
Rule Class  Rule   Class    Type       Plugin     Matches

MP          0      runtime  transport  NMP        transport=usb

MP          1      runtime  transport  NMP        transport=sata

MP          2      runtime  transport  NMP        transport=ide

MP          3      runtime  transport  NMP        transport=block

MP          4      runtime  transport  NMP        transport=unknown

MP          101    runtime  vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          101    file     vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          200    runtime  vendor     MPP_1      vendor=NewVend model=* 

MP          200    file     vendor     MPP_1      vendor=NewVend model=* 

MP          201    runtime  location   MPP_2      adapter=vmhba41 channel=* target=* lun=* 

MP          201    file     location   MPP_2      adapter=vmhba41 channel=* target=* lun=* 

MP          202    runtime  driver     MPP_3      driver=megaraid 

MP          202    file     driver     MPP_3      driver=megaraid 

MP          65535  runtime  vendor     NMP        vendor=* model=*

This example indicates the following:

n The NMP claims all paths connected to storage devices that use the USB, SATA, IDE, and Block SCSI
transportation.

n You can use the MASK_PATH module to hide unused devices from your host. By default, the PSA
claim rule 101 masks Dell array pseudo devices with a vendor string of DELL and a model string of
Universal Xport.

n The MPP_1 module claims all paths connected to any model of the NewVend storage array.

n The MPP_3 module claims the paths to storage devices controlled by the Mega-RAID device driver.
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n Any paths not described in the previous rules are claimed by NMP.

n The Rule Class column in the output describes the category of a claim rule. It can be MP (multipathing
plug-in), Filter, or VAAI.

n The Class column shows which rules are defined and which are loaded. The file parameter in the
Class column indicates that the rule is defined. The runtime parameter indicates that the rule has been
loaded into your system. For a user-defined claim rule to be active, two lines with the same rule
number should exist, one line for the rule with the file parameter and another line with runtime.
Several low numbered rules, have only one line with the Class of runtime. These are system-defined
claim rules that you cannot modify.

Display Multipathing Modules
Use the esxcli command to list all multipathing modules loaded into the system. Multipathing modules
manage physical paths that connect your host with storage.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list multipathing modules, run the following command:

esxcli --server=server_name storage core plugin list --plugin-class=MP

This command typically shows the NMP and, if loaded, the MASK_PATH module. If any third-party MPPs
have been loaded, they are listed as well.

Display SATPs for the Host
Use the esxcli command to list VMware NMP SATPs loaded into the system. Display information about
the SATPs.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list VMware SATPs, run the following command:

esxcli --server=server_name storage nmp satp list

For each SATP, the output displays information that shows the type of storage array or system this SATP
supports and the default PSP for any LUNs using this SATP. Placeholder (plugin not loaded) in the
Description column indicates that the SATP is not loaded.
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Display NMP Storage Devices
Use the esxcli command to list all storage devices controlled by the VMware NMP and display SATP and
PSP information associated with each device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list all storage devices, run the following command:

esxcli --server=server_name storage nmp device list

Use the --device | -d=device_ID option to filter the output of this command to show a single device.

Add Multipathing Claim Rules
Use the esxcli commands to add a new multipathing PSA claim rule to the set of claim rules on the system.
For the new claim rule to be active, you first define the rule and then load it into your system.

You add a new PSA claim rule when, for example, you load a new multipathing plug-in (MPP) and need to
define which paths this module should claim. You may need to create a claim rule if you add new paths and
want an existing MPP to claim them.

CAUTION   When creating new claim rules, be careful to avoid a situation where different physical paths to
the same LUN are claimed by different MPPs. Unless one of the MPPs is the MASK_PATH MPP, this
configuration will cause performance problems.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 To define a new claim rule, run the following command:

esxcli --server=server_name storage core claimrule add

The command takes the following options:

Option Description

-A|--adapter=<str> Indicate the adapter of the paths to use in this operation.

-u|--autoassign The system will auto assign a rule ID.

-C|--channel=<long> Indicate the channel of the paths to use in this operation.

-c|--claimrule-class=<str> Indicate the claim rule class to use in this operation.
Valid values are: MP, Filter, VAAI.

-d|--device=<str> Indicate the device Uid to use for this operation.
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Option Description

-D|--driver=<str> Indicate the driver of the paths to use in this operation.

-f|--force Force claim rules to ignore validity checks and install the rule anyway.

--if-unset=<str> Execute this command if this advanced user variable is not set to 1.

-i|--iqn=<str> Indicate the iSCSI Qualified Name for the target to use in this operation.

-L|--lun=<long> Indicate the LUN of the paths to use in this operation.

-M|--model=<str> Indicate the model of the paths to use in this operation.

-P|--plugin=<str> Indicate which PSA plugin to use for this operation. (required)

-r|--rule=<long> Indicate the rule ID to use for this operation.

-T|--target=<long> Indicate the target of the paths to use in this operation.

-R|--transport=<str> Indicate the transport of the paths to use in this operation.
Valid values are: block, fc, iscsi, iscsivendor, ide, sas, sata, usb, parallel,
unknown.

-t|--type=<str> Indicate which type of matching is used for claim/unclaim or claimrule.
Valid values are: vendor, location, driver, transport, device, target.
(required)

-V|--vendor=<str> Indicate the vendor of the paths to user in this operation.

--wwnn=<str> Indicate the World-Wide Node Number for the target to use in this
operation.

--wwpn=<str> Indicate the World-Wide Port Number for the target to use in this
operation.

 
2 To load the new claim rule into your system, run the following command:

esxcli --server=server_name storage core claimrule load

This command loads all newly created multipathing claim rules from your system's configuration file.

Example: Defining Multipathing Claim Rules
In the following example, you add and load rule # 500 to claim all paths with the NewMod model string and
the NewVend vendor string for the NMP plug-in.

# esxcli --server=server_name storage core claimrule add -r 500 -t vendor -V NewVend -M NewMod -P

NMP

# esxcli --server=server_name storage core claimrule load

After you run the esxcli --server=server_name storage core claimrule list command, you can see the
new claim rule appearing on the list.

NOTE   The two lines for the claim rule, one with the Class of runtime and another with the Class of file,
indicate that the new claim rule has been loaded into the system and is active.

Rule Class  Rule   Class    Type       Plugin     Matches

MP          0      runtime  transport  NMP        transport=usb

MP          1      runtime  transport  NMP        transport=sata

MP          2      runtime  transport  NMP        transport=ide

MP          3      runtime  transport  NMP        transport=block

MP          4      runtime  transport  NMP        transport=unknown

MP          101    runtime  vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          101    file     vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          500    runtime  vendor     NMP        vendor=NewVend model=NewMod  

MP          500    file     vendor     NMP        vendor=NewVend model=NewMod 
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Delete Multipathing Claim Rules
Use the esxcli commands to remove a multipathing PSA claim rule from the set of claim rules on the
system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Delete a claim rule from the set of claim rules.

esxcli --server=server_name storage core claimrule remove

NOTE   By default, the PSA claim rule 101 masks Dell array pseudo devices. Do not delete this rule,
unless you want to unmask these devices.

The command takes the following options:

Option Description

-c|--claimrule-class=<str> Indicate the claim rule class to use in this operation (MP, Filter, VAAI).

-P|--plugin=<str> Indicate the plugin to use for this operation.

-r|--rule=<long> Indicate the rule ID to use for this operation.
 
This step removes the claim rule from the File class.

2 Remove the claim rule from the system.

esxcli --server=server_name storage core claimrule load

This step removes the claim rule from the Runtime class.

Mask Paths
You can prevent the host from accessing storage devices or LUNs or from using individual paths to a LUN.
Use the esxcli commands to mask the paths. When you mask paths, you create claim rules that assign the
MASK_PATH plug-in to the specified paths.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Check what the next available rule ID is.

esxcli --server=server_name storage core claimrule list

The claim rules that you use to mask paths should have rule IDs in the range of 101 – 200. If this
command shows that rule 101 and 102 already exist, you can specify 103 for the rule to add.
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2 Assign the MASK_PATH plug-in to a path by creating a new claim rule for the plug-in.

esxcli --server=server_name storage core claimrule add -P MASK_PATH

3 Load the MASK_PATH claim rule into your system.

esxcli --server=server_name storage core claimrule load

4 Verify that the MASK_PATH claim rule was added correctly.

esxcli --server=server_name storage core claimrule list

5 If a claim rule for the masked path exists, remove the rule.

esxcli --server=server_name storage core claiming unclaim

6 Run the path claiming rules.

esxcli --server=server_name storage core claimrule run

After you assign the MASK_PATH plug-in to a path, the path state becomes irrelevant and is no longer
maintained by the host. As a result, commands that display the masked path's information might show the
path state as dead.

Example: Masking a LUN
In this example, you mask the LUN 20 on targets T1 and T2 accessed through storage adapters vmhba2 and
vmhba3.

1 #esxcli --server=server_name storage core claimrule list

2 #esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 109 -t location -A 

vmhba2 -C 0 -T 1 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 110 -t location -A 

vmhba3 -C 0 -T 1 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 111 -t location -A 

vmhba2 -C 0 -T 2 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 112 -t location -A 

vmhba3 -C 0 -T 2 -L 20

3 #esxcli --server=server_name storage core claimrule load

4 #esxcli --server=server_name storage core claimrule list

5 #esxcli --server=server_name storage core claiming unclaim -t location -A vmhba2 

#esxcli --server=server_name storage core claiming unclaim -t location -A vmhba3

6 #esxcli --server=server_name storage core claimrule run

Unmask Paths
When you need the host to access the masked storage device, unmask the paths to the device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

NOTE   When you run an unclaim operation using a device property, for example, device ID, vendor, or
model, the paths claimed by the MASK_PATH plugin are not unclaimed. The MASK_PATH plugin does
not keep track of any device property of the paths that it claims.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.
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Procedure

1 Delete the MASK_PATH claim rule.

esxcli --server=server_name storage core claimrule remove -r rule#

2 Verify that the claim rule was deleted correctly.

esxcli --server=server_name storage core claimrule list

3 Reload the path claiming rules from the configuration file into the VMkernel.

esxcli --server=server_name storage core claimrule load

4 Run the esxcli --server=server_name storage core claiming unclaim command for each path to the
masked storage device.

For example:

esxcli --server=server_name storage core claiming unclaim -t location -A vmhba0 -C 0 -T 0 -L

149

5 Run the path claiming rules.

esxcli --server=server_name storage core claimrule run

Your host can now access the previously masked storage device.

Define NMP SATP Rules
The NMP SATP claim rules specify which SATP should manage a particular storage device. Usually you do
not need to modify the NMP SATP rules. If you need to do so, use the esxcli commands to add a rule to the
list of claim rules for the specified SATP.

You might need to create a SATP rule when you install a third-party SATP for a specific storage array.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 To add a claim rule for a specific SATP, run the
esxcli --server=server_name storage nmp satp rule add command. The command takes the
following options.

Option Description

-b|--boot This is a system default rule added at boot time. Do not modify esx.conf or
add to host profile.

-c|--claim-option=string Set the claim option string when adding a SATP claim rule.

-e|--description=string Set the claim rule description when adding a SATP claim rule.

-d|--device=string Set the device when adding SATP claim rules. Device rules are mutually
exclusive with vendor/model and driver rules.

-D|--driver=string Set the driver string when adding a SATP claim rule. Driver rules are
mutually exclusive with vendor/model rules.

-f|--force Force claim rules to ignore validity checks and install the rule anyway.

-h|--help Show the help message.
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Option Description

-M|--model=string Set the model string when adding SATP a claim rule. Vendor/Model rules
are mutually exclusive with driver rules.

-o|--option=string Set the option string when adding a SATP claim rule.

-P|--psp=string Set the default PSP for the SATP claim rule.

-O|--psp-option=string Set the PSP options for the SATP claim rule.

-s|--satp=string The SATP for which a new rule will be added.

-R|--transport=string Set the claim transport type string when adding a SATP claim rule.

-t|--type=string Set the claim type when adding a SATP claim rule.

-V|--vendor=string Set the vendor string when adding SATP claim rules. Vendor/Model rules
are mutually exclusive with driver rules.

 

NOTE   When searching the SATP rules to locate a SATP for a given device, the NMP searches the driver
rules first. If there is no match, the vendor/model rules are searched, and finally the transport rules. If
there is still no match, NMP selects a default SATP for the device.

2 Reboot your host.

Example: Defining an NMP SATP Rule
The following sample command assigns the VMW_SATP_INV plug-in to manage storage arrays with
vendor string NewVend and model string NewMod.

# esxcli --server=server_name storage nmp satp rule add -V NewVend -M NewMod -s VMW_SATP_INV

If you run the esxcli --server=server_name storage nmp satp list -s VMW_SATP_INV command, you can
see the new rule added to the list of VMW_SATP_INV rules.

Scheduling Queues for Virtual Machine I/Os
By default, vSphere provides a mechanism that creates scheduling queues for every virtual machine file.
Each file, for example .vmdk, gets its own bandwidth controls.

This mechanism ensures that I/O for a particular virtual machine file goes into its own separate queue and
does not interfere with I/Os from other files.

This capability is enabled by default. If you need to turn it off, you can do this by adjusting
VMkernel.Boot.isPerFileSchedModelActive parameter in the advanced system settings.

Edit Per File I/O Scheduling
The advanced VMkernel.Boot.isPerFileSchedModelActive parameter controls the per file I/O scheduling
mechanism. The mechanism is enabled by default.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the VMkernel.Boot.isPerFileSchedModelActive parameter
and click the Edit icon.
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5 Select one of the following options:

n To disable the per file scheduling mechanism, change the value to No.

NOTE   After you turn off the per file I/O scheduling model, your host reverts to a legacy scheduling
mechanism that uses a single I/O queue. The host maintains the single I/O queue for each virtual
machine and storage device pair. All I/Os between the virtual machine and its virtual disks stored
on the storage device are moved into this queue. As a result, I/Os from different virtual disks might
interfere with each other in sharing the bandwidth and affect each others performance.

n To reenable the per file scheduling mechanism, change the value to Yes.

6 Reboot the host for the changes to take effect.
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Raw Device Mapping 18
Raw device mapping (RDM) provides a mechanism for a virtual machine to have direct access to a LUN on
the physical storage subsystem.

The following topics contain information about RDMs and provide instructions on how to create and
manage RDMs.

This chapter includes the following topics:

n “About Raw Device Mapping,” on page 203

n “Raw Device Mapping Characteristics,” on page 206

n “Create Virtual Machines with RDMs,” on page 208

n “Manage Paths for a Mapped LUN,” on page 209

About Raw Device Mapping
An RDM is a mapping file in a separate VMFS volume that acts as a proxy for a raw physical storage device.
The RDM allows a virtual machine to directly access and use the storage device. The RDM contains
metadata for managing and redirecting disk access to the physical device.

The file gives you some of the advantages of direct access to a physical device while keeping some
advantages of a virtual disk in VMFS. As a result, it merges VMFS manageability with raw device access.

RDMs can be described in terms such as mapping a raw device into a datastore, mapping a system LUN, or
mapping a disk file to a physical disk volume. All these terms refer to RDMs.

Figure 18‑1.  Raw Device Mapping
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Although VMware recommends that you use VMFS datastores for most virtual disk storage, on certain
occasions, you might need to use raw LUNs or logical disks located in a SAN.
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For example, you need to use raw LUNs with RDMs in the following situations:

n When SAN snapshot or other layered applications run in the virtual machine. The RDM better enables
scalable backup offloading systems by using features inherent to the SAN.

n In any MSCS clustering scenario that spans physical hosts — virtual-to-virtual clusters as well as
physical-to-virtual clusters. In this case, cluster data and quorum disks should be configured as RDMs
rather than as virtual disks on a shared VMFS.

Think of an RDM as a symbolic link from a VMFS volume to a raw LUN. The mapping makes LUNs appear
as files in a VMFS volume. The RDM, not the raw LUN, is referenced in the virtual machine configuration.
The RDM contains a reference to the raw LUN.

Using RDMs, you can:

n Use vMotion to migrate virtual machines using raw LUNs.

n Add raw LUNs to virtual machines using the vSphere Web Client.

n Use file system features such as distributed file locking, permissions, and naming.

Two compatibility modes are available for RDMs:

n Virtual compatibility mode allows an RDM to act exactly like a virtual disk file, including the use of
snapshots.

n Physical compatibility mode allows direct access of the SCSI device for those applications that need
lower level control.

Benefits of Raw Device Mapping
An RDM provides a number of benefits, but it should not be used in every situation. In general, virtual disk
files are preferable to RDMs for manageability. However, when you need raw devices, you must use the
RDM.

RDM offers several benefits.

User-Friendly Persistent
Names

Provides a user-friendly name for a mapped device. When you use an RDM,
you do not need to refer to the device by its device name. You refer to it by
the name of the mapping file, for example:

/vmfs/volumes/myVolume/myVMDirectory/myRawDisk.vmdk

Dynamic Name
Resolution

Stores unique identification information for each mapped device. VMFS
associates each RDM with its current SCSI device, regardless of changes in
the physical configuration of the server because of adapter hardware
changes, path changes, device relocation, and so on.

Distributed File Locking Makes it possible to use VMFS distributed locking for raw SCSI devices.
Distributed locking on an RDM makes it safe to use a shared raw LUN
without losing data when two virtual machines on different servers try to
access the same LUN.

File Permissions Makes file permissions possible. The permissions of the mapping file are
enforced at file-open time to protect the mapped volume.

File System Operations Makes it possible to use file system utilities to work with a mapped volume,
using the mapping file as a proxy. Most operations that are valid for an
ordinary file can be applied to the mapping file and are redirected to operate
on the mapped device.
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Snapshots Makes it possible to use virtual machine snapshots on a mapped volume.
Snapshots are not available when the RDM is used in physical compatibility
mode.

vMotion Lets you migrate a virtual machine with vMotion. The mapping file acts as a
proxy to allow vCenter Server to migrate the virtual machine by using the
same mechanism that exists for migrating virtual disk files.

Figure 18‑2.  vMotion of a Virtual Machine Using Raw Device Mapping
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SAN Management
Agents

Makes it possible to run some SAN management agents inside a virtual
machine. Similarly, any software that needs to access a device by using
hardware-specific SCSI commands can be run in a virtual machine. This kind
of software is called SCSI target-based software. When you use SAN
management agents, select a physical compatibility mode for the RDM.

N-Port ID Virtualization
(NPIV)

Makes it possible to use the NPIV technology that allows a single Fibre
Channel HBA port to register with the Fibre Channel fabric using several
worldwide port names (WWPNs). This ability makes the HBA port appear as
multiple virtual ports, each having its own ID and virtual port name. Virtual
machines can then claim each of these virtual ports and use them for all
RDM traffic.

NOTE   You can use NPIV only for virtual machines with RDM disks.

VMware works with vendors of storage management software to ensure that their software functions
correctly in environments that include ESXi. Some applications of this kind are:

n SAN management software

n Storage resource management (SRM) software

n Snapshot software
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n Replication software

Such software uses a physical compatibility mode for RDMs so that the software can access SCSI devices
directly.

Various management products are best run centrally (not on the ESXi machine), while others run well on
the virtual machines. VMware does not certify these applications or provide a compatibility matrix. To find
out whether a SAN management application is supported in an ESXi environment, contact the SAN
management software provider.

RDM Considerations and Limitations
Certain considerations and limitations exist when you use RDMs.

n The RDM is not available for direct-attached block devices or certain RAID devices. The RDM uses a
SCSI serial number to identify the mapped device. Because block devices and some direct-attach RAID
devices do not export serial numbers, they cannot be used with RDMs.

n If you are using the RDM in physical compatibility mode, you cannot use a snapshot with the disk.
Physical compatibility mode allows the virtual machine to manage its own, storage-based, snapshot or
mirroring operations.

Virtual machine snapshots are available for RDMs with virtual compatibility mode.

n You cannot map to a disk partition. RDMs require the mapped device to be a whole LUN.

n If you use vMotion to migrate virtual machines with RDMs, make sure to maintain consistent LUN IDs
for RDMs across all participating ESXi hosts.

n Flash Read Cache does not support RDMs in physical compatibility. Virtual compatibility RDMs are
supported with Flash Read Cache.

Raw Device Mapping Characteristics
An RDM is a special mapping file in a VMFS volume that manages metadata for its mapped device. The
mapping file is presented to the management software as an ordinary disk file, available for the usual file-
system operations. To the virtual machine, the storage virtualization layer presents the mapped device as a
virtual SCSI device.

Key contents of the metadata in the mapping file include the location of the mapped device (name
resolution), the locking state of the mapped device, permissions, and so on.

RDM Virtual and Physical Compatibility Modes
You can use RDMs in virtual compatibility or physical compatibility modes. Virtual mode specifies full
virtualization of the mapped device. Physical mode specifies minimal SCSI virtualization of the mapped
device, allowing the greatest flexibility for SAN management software.

In virtual mode, the VMkernel sends only READ and WRITE to the mapped device. The mapped device
appears to the guest operating system exactly the same as a virtual disk file in a VMFS volume. The real
hardware characteristics are hidden. If you are using a raw disk in virtual mode, you can realize the benefits
of VMFS such as advanced file locking for data protection and snapshots for streamlining development
processes. Virtual mode is also more portable across storage hardware than physical mode, presenting the
same behavior as a virtual disk file.
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In physical mode, the VMkernel passes all SCSI commands to the device, with one exception: the REPORT
LUNs command is virtualized so that the VMkernel can isolate the LUN to the owning virtual machine.
Otherwise, all physical characteristics of the underlying hardware are exposed. Physical mode is useful to
run SAN management agents or other SCSI target-based software in the virtual machine. Physical mode also
allows virtual-to-physical clustering for cost-effective high availability.

VMFS5 supports greater than 2TB disk size for RDMs in virtual and physical modes. You cannot relocate
larger than 2TB RDMs to datastores other than VMFS5.

Dynamic Name Resolution
The RDM file supports dynamic name resolution when a path to a raw device changes.

VMFS uniquely identifies all mapped storage devices, and the identification is stored in its internal data
structures. Any change in the path to a raw device, such as a Fibre Channel switch failure or the addition of
a new HBA, can change the device name. Dynamic name resolution resolves these changes and
automatically associates the original device with its new name.

Raw Device Mapping with Virtual Machine Clusters
Use an RDM with virtual machine clusters that need to access the same raw LUN for failover scenarios. The
setup is similar to that of a virtual machine cluster that accesses the same virtual disk file, but an RDM
replaces the virtual disk file.

Figure 18‑3.  Access from Clustered Virtual Machines
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Comparing Available SCSI Device Access Modes
The ways of accessing a SCSI-based storage device include a virtual disk file on a VMFS datastore, virtual
mode RDM, and physical mode RDM.

To help you choose among the available access modes for SCSI devices, the following table provides a quick
comparison of features available with the different modes.

Table 18‑1.  Features Available with Virtual Disks and Raw Device Mappings

ESXi Features Virtual Disk File Virtual Mode RDM Physical Mode RDM

SCSI Commands Passed
Through

No No Yes
REPORT LUNs is not passed
through

vCenter Server Support Yes Yes Yes
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Table 18‑1.  Features Available with Virtual Disks and Raw Device Mappings (Continued)

ESXi Features Virtual Disk File Virtual Mode RDM Physical Mode RDM

Snapshots Yes Yes No

Distributed Locking Yes Yes Yes

Clustering Cluster-in-a-box only Cluster-in-a-box
cluster-across-boxes

Physical-to-virtual clustering
cluster-across-boxes

SCSI Target-Based Software No No Yes

VMware recommends that you use virtual disk files for the cluster-in-a-box type of clustering. If you plan to
reconfigure your cluster-in-a-box clusters as cluster-across-boxes clusters, use virtual mode RDMs for the
cluster-in-a-box clusters.

Create Virtual Machines with RDMs
When you give your virtual machine direct access to a raw SAN LUN, you create an RDM disk that resides
on a VMFS datastore and points to the LUN. You can create the RDM as an initial disk for a new virtual
machine or add it to an existing virtual machine. When creating the RDM, you specify the LUN to be
mapped and the datastore on which to put the RDM.

Although the RDM disk file has the same.vmdk extension as a regular virtual disk file, the RDM contains
only mapping information. The actual virtual disk data is stored directly on the LUN.

This procedure assumes that you are creating a new virtual machine. For information, see the vSphere Virtual
Machine Administration documentation.

Procedure

1 Right-click any inventory object that is a valid parent object of a virtual machine, such as a data center,
folder, cluster, resource pool, or host, and select New Virtual Machine.

2 Select Create a new virtual machine and click Next.

3 Follow the steps required to create a virtual machine.

4 On the Customize Hardware page, click the Virtual Hardware tab.

5 (Optional) To delete the default virtual hard disk that the system created for your virtual machine,
move your cursor over the disk and click the Remove icon.

6 From the New drop-down menu at the bottom of the page, select RDM Disk and click Add.

7 From the list of SAN devices or LUNs, select a raw LUN for your virtual machine to access directly and
click OK.

The system creates an RDM disk that maps your virtual machine to the target LUN. The RDM disk is
shown on the list of virtual devices as a new hard disk.

8 Click the New Hard Disk triangle to expand the properties for the RDM disk.

9 Select a location for the RDM disk.

You can place the RDM on the same datastore where your virtual machine configuration files reside, or
select a different datastore.

NOTE   To use vMotion for virtual machines with enabled NPIV, make sure that the RDM files and the
virtual machine files are located on the same datastore. You cannot perform Storage vMotion when
NPIV is enabled.
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10 Select a compatibility mode.

Option Description

Physical Allows the guest operating system to access the hardware directly.
Physical compatibility is useful if you are using SAN-aware applications
on the virtual machine. However, a virtual machine with a physical
compatibility RDM cannot be cloned, made into a template, or migrated if
the migration involves copying the disk.

Virtual Allows the RDM to behave as if it were a virtual disk, so you can use such
features as taking snapshots, cloning, and so on. When you clone the disk
or make a template out of it, the contents of the LUN are copied into
a .vmdk virtual disk file. When you migrate a virtual compatibility mode
RDM, you can migrate the mapping file or copy the contents of the LUN
into a virtual disk.

 
11 If you selected virtual compatibility mode, select a disk mode.

Disk modes are not available for RDM disks using physical compatibility mode.

Option Description

Dependent Dependent disks are included in snapshots.

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
12 Click OK.

Manage Paths for a Mapped LUN
When you use virtual machines with RDMs, you can manage paths for mapped raw LUNs.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click the Virtual Hardware tab and click Hard Disk to expand the disk options menu.

4 Click Manage Paths.

5 Use the Edit Multipathing Policies dialog box to enable or disable paths, set multipathing policy, and
specify the preferred path.

For information on managing paths, see Chapter 17, “Understanding Multipathing and Failover,” on
page 181.
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Working with Virtual Volumes 19
The Virtual Volumes functionality changes the storage management paradigm from managing space inside
datastores to managing abstract storage objects handled by storage arrays. With Virtual Volumes, an
individual virtual machine, not the datastore, becomes a unit of storage management, while storage
hardware gains complete control over virtual disk content, layout, and management.

Historically, vSphere storage management used a datastore-centric approach. With this approach, storage
administrators and vSphere administrators discuss in advance the underlying storage requirements for
virtual machines. The storage administrator then sets up LUNs or NFS shares and presents them to ESXi
hosts. The vSphere administrator creates datastores based on LUNs or NFS, and uses these datastores as
virtual machine storage. Typically, the datastore is the lowest granularity level at which data management
occurs from a storage perspective. However, a single datastore contains multiple virtual machines, which
might have different requirements. With the traditional approach, differentiation on a per virtual machine
level is difficult.

The Virtual Volumes functionality helps to improve granularity and allows you to differentiate virtual
machine services on a per application level by offering a new approach to storage management. Rather than
arranging storage around features of a storage system, Virtual Volumes arranges storage around the needs
of individual virtual machines, making storage virtual-machine centric.

Virtual Volumes maps virtual disks and their derivatives, clones, snapshots, and replicas, directly to objects,
called virtual volumes, on a storage system. This mapping allows vSphere to offload intensive storage
operations such as snapshot, cloning, and replication to the storage system.

By creating a volume for each virtual disk, you can set policies at the optimum level. You can decide in
advance what the storage requirements of an application are, and communicate these requirements to the
storage system, so that it creates an appropriate virtual disk based on these requirements. For example, if
your virtual machine requires an active-active storage array, you no longer must select a datastore that
supports the active-active model, but instead, you create an individual virtual volume that will be
automatically placed to the active-active array.

This chapter includes the following topics:

n “Virtual Volumes Concepts,” on page 212

n “Guidelines when Using Virtual Volumes,” on page 215

n “Virtual Volumes and Storage Protocols,” on page 215

n “Virtual Volumes Architecture,” on page 216

n “Before You Enable Virtual Volumes,” on page 217

n “Configure Virtual Volumes,” on page 218

n “Provision Virtual Machines on Virtual Datastores,” on page 221
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Virtual Volumes Concepts
With Virtual Volumes, abstract storage containers replace traditional storage volumes based on LUNs or
NFS shares. In vCenter Server, the storage containers are represented by virtual datastores. Virtual
datastores remove artificial boundaries of traditional datastores and are used to store virtual volumes,
objects that encapsulate virtual machine files.

Watch the video to learn more about different components of the Virtual Volumes functionality.

Virtual Volumes Part 1: Concepts
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vvols_part1_concepts)

n Virtual Volumes on page 212
Virtual volumes are encapsulations of virtual machine files, virtual disks, and their derivatives.

n Virtual Volumes and Storage Providers on page 213
A Virtual Volumes storage provider, also called a VASA provider, is a software component that acts as
a storage awareness service for vSphere. The provider mediates out-of-band communication between
vCenter Server and ESXi hosts on one side and a storage system on the other.

n Storage Containers on page 213
Unlike traditional LUN and NFS based vSphere storage, the Virtual Volumes functionality does not
require preconfigured volumes on a storage side. Instead, Virtual Volumes uses a storage container,
which is a pool of raw storage capacity or an aggregation of storage capabilities that a storage system
can provide to virtual volumes.

n Protocol Endpoints on page 214
Although storage systems manage all aspects of virtual volumes, ESXi hosts have no direct access to
virtual volumes on the storage side. Instead, ESXi hosts use a logical I/O proxy, called the protocol
endpoint, to communicate with virtual volumes and virtual disk files that virtual volumes
encapsulate. ESXi uses protocol endpoints to establish a data path on demand from virtual machines
to their respective virtual volumes.

n Virtual Datastores on page 214
A virtual datastore represents a storage container in vCenter Server and the vSphere Web Client.

Virtual Volumes
Virtual volumes are encapsulations of virtual machine files, virtual disks, and their derivatives.

Virtual volumes are stored natively inside a storage system that is connected through Ethernet or SAN.
They are exported as objects by a compliant storage system and are managed entirely by hardware on the
storage side. Typically, a unique GUID identifies a virtual volume. Virtual volumes are not preprovisioned,
but created automatically when you perform virtual machine management operations. These operations
include a VM creation, cloning, and snapshotting. ESXi and vCenter Server associate one or more virtual
volumes to a virtual machine. The system creates the following types of virtual volumes for the core
elements that make up the virtual machine:

n A data virtual volume that corresponds directly to each virtual disk .vmdk file. As virtual disk files on
traditional datastores, virtual volumes are presented to virtual machines as SCSI disks.

n A configuration virtual volume, or a home directory, represents a small directory that contains
metadata files for a virtual machine. The files include a .vmx file, descriptor files for virtual disks, log
files, and so forth. The configuration virtual volume is formatted with a file system. When ESXi uses
SCSI protocol to connect to storage, configuration virtual volumes are formatted with VMFS. With NFS
protocol, configuration virtual volumes are presented as an NFS directory.
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Additional virtual volumes can be created for other virtual machine components and virtual disk
derivatives, such as clones, snapshots, and replicas. These virtual volumes include a swap virtual volume to
hold virtual machine swap files and a virtual memory volume to hold the contents of virtual machine
memory for a snapshot.

By using different virtual volumes for different VM components, you can apply and manipulate storage
policies at the finest granularity level. For example, a virtual volume that contains a virtual disk can have a
richer set of data services and performance levels than the virtual volume for the VM boot disk. Similarly, a
snapshot virtual volume can use a different storage tier compared to a current virtual volume.

Virtual Volumes and Storage Providers
A Virtual Volumes storage provider, also called a VASA provider, is a software component that acts as a
storage awareness service for vSphere. The provider mediates out-of-band communication between
vCenter Server and ESXi hosts on one side and a storage system on the other.

The storage provider is implemented through VMware APIs for Storage Awareness (VASA) and is used to
manage all aspects of Virtual Volumes storage. The storage provider integrates with the Storage Monitoring
Service (SMS), shipped with vSphere, to communicate with vCenter Server and ESXi hosts.

The storage provider delivers information from the underlying storage, or storage container in the case of
Virtual Volumes, so that storage container capabilities can appear in vCenter Server and the
vSphere Web Client. Then, in turn, the storage provider communicates virtual machine storage
requirements, which you can define in the form of a storage policy, to the storage layer. This integration
process ensures that a virtual volume created in the storage layer meets the requirements outlined in the
policy.

Typically, vendors are responsible for supplying storage providers that can integrate with vSphere and
provide support to Virtual Volumes. Every storage provider must be certified by VMware and properly
deployed. For information about deploying the Virtual Volumes storage provider, contact your storage
vendor.

After you deploy the storage provider, you must register it in vCenter Server, so that it can communicate
with vSphere through the SMS.

Storage Containers
Unlike traditional LUN and NFS based vSphere storage, the Virtual Volumes functionality does not require
preconfigured volumes on a storage side. Instead, Virtual Volumes uses a storage container, which is a pool
of raw storage capacity or an aggregation of storage capabilities that a storage system can provide to virtual
volumes.

A storage container is a part of the logical storage fabric and is a logical unit of the underlying hardware.
The storage container logically groups virtual volumes based on management and administrative needs. For
example, the storage container can contain all virtual volumes created for a tenant in a multitenant
deployment, or a department in an enterprise deployment. Each storage container serves as a virtual
volume store and virtual volumes are allocated out of the storage container capacity.

Typically, a storage administrator on the storage side defines storage containers. The number of storage
containers, their capacity and size depend on a vendor-specific implementation, but at least one container
for each storage system is required.

NOTE   A single storage container cannot span different physical arrays.

After you register a storage provider associated with the storage system, vCenter Server discovers all
configured storage containers along with their storage capability profiles, protocol endpoints, and other
attributes. A single storage container can export multiple capability profiles. As a result, virtual machines
with diverse needs and different storage policy settings can be a part of the same storage container.
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Initially, all discovered storage containers are not connected to any specific host, and you cannot see them in
the vSphere Web Client. To mount a storage container, you must map it to a virtual datastore.

Protocol Endpoints
Although storage systems manage all aspects of virtual volumes, ESXi hosts have no direct access to virtual
volumes on the storage side. Instead, ESXi hosts use a logical I/O proxy, called the protocol endpoint, to
communicate with virtual volumes and virtual disk files that virtual volumes encapsulate. ESXi uses
protocol endpoints to establish a data path on demand from virtual machines to their respective virtual
volumes.

Each virtual volume is bound to a specific protocol endpoint. When a virtual machine on the host performs
an I/O operation, the protocol endpoint directs the I/O to the appropriate virtual volume. Typically, a
storage system requires a very small number of protocol endpoints. A single protocol endpoint can connect
to hundreds or thousands of virtual volumes.

On the storage side, a storage administrator configures protocol endpoints, one or several per storage
container. Protocol endpoints are a part of the physical storage fabric and are exported, along with
associated storage containers, by the storage system through a storage provider. After you map a storage
container to a virtual datastore, protocol endpoints are discovered by ESXi and become visible in the
vSphere Web Client. Protocol endpoints can also be discovered during a storage rescan.

In the vSphere Web Client, the list of available protocol endpoints looks similar to the host storage devices
list. Different storage transports can be used to expose protocol endpoints to ESXi. When the SCSI-based
transport is used, the protocol endpoint represents a proxy LUN defined by a T10-based LUN WWN. For
the NFS protocol, the protocol endpoint is a mount-point, such as IP address (or DNS name) and a share
name. You can configure multipathing on a SCSI based protocol endpoint, but not on an NFS based protocol
endpoint. However, no matter which protocol you use, a storage array can provide multiple protocol
endpoints for availability purposes.

Virtual Datastores
A virtual datastore represents a storage container in vCenter Server and the vSphere Web Client.

After vCenter Server discovers storage containers exported by storage systems, you must mount them to be
able to use them. You use the datastore creation wizard in the vSphere Web Client to map a storage
container to a virtual datastore. The virtual datastore that you create corresponds directly to the specific
storage container and becomes the container's representation in vCenter Server and the vSphere Web Client.

From a vSphere administrator prospective, the virtual datastore is similar to any other datastore and is used
to hold virtual machines. Like other datastores, the virtual datastore can be browsed and lists virtual
volumes by virtual machine name. Like traditional datastores, the virtual datastore supports unmounting
and mounting. However, such operations as upgrade and resize are not applicable to the virtual datastore.
The virtual datastore capacity is configurable by the storage administrator outside of vSphere.

You can use virtual datastores with traditional VMFS and NFS datastores and with Virtual SAN.

NOTE   All virtual disks that you provision on a virtual datastore or migrate from any datastore other than
virtual datastore should be an even multiple of 1 MB in size. If the virtual disk you migrate to the virtual
datastore is not an even multiple of 1 MB, extend the disk manually to the nearest even multiple of 1 MB.
Consolidate any snapshots or linked clones before extending the disk size.

vSphere Storage

214  VMware, Inc.



Guidelines when Using Virtual Volumes
The Virtual Volumes functionality offers several benefits and advantages. When you work with Virtual
Volumes, you must follow specific guidelines.

Virtual Volumes has the following characteristics:

n Virtual Volumes supports offloading a number of operations to storage hardware. These operations
include snapshotting, cloning, and Storage DRS.

n With Virtual Volumes, you can use advanced storage services that include replication, encryption,
deduplication, and compression on individual virtual disks.

n Virtual Volumes supports such vSphere features as vMotion, Storage vMotion, snapshots, linked
clones, Flash Read Cache, and DRS.

n With Virtual Volumes, storage vendors can use native snapshot facilities to improve performance of
vSphere snapshots.

n You can use Virtual Volumes with storage arrays that support vSphere APIs for Array Integration
(VAAI).

n Virtual Volumes supports backup software that uses vSphere APIs for Data Protection (VADP).

Virtual Volumes Guidelines and Limitations
Follow these guidelines when you use Virtual Volumes.
n Because the Virtual Volumes environment requires vCenter Server, you cannot use Virtual Volumes

with a standalone host.

n Virtual Volumes does not support RDMs.

n A Virtual Volumes storage container cannot span across different physical arrays.

n Host profiles that contain virtual datastores are vCenter Server specific. After you extract this type of
host profile, you can attach it only to hosts and clusters managed by the same vCenter Server as the
reference host.

Virtual Volumes and Storage Protocols
The Virtual Volumes functionality supports Fibre Channel, FCoE, iSCSI, and NFS. Storage transports expose
protocol endpoints to ESXi hosts.

When the SCSI-based protocol is used, the protocol endpoint represents a LUN defined by a T10-based LUN
WWN. For the NFS protocol, the protocol endpoint is a mount point, such as IP address or DNS name and a
share name.

No matter what storage protocol is used, a virtual volume, like a files on other traditional datastores, is
presented to a virtual machine as a SCSI disk. Virtual Volumes on disk arrays supports the same set of SCSI
commands as VMFS and uses ATS as a locking mechanism.

Virtual Volumes on NAS devices supports the same NFS Remote Procedure Calls (RPCs) that are required
by ESXi hosts to connect to NFS mount points.

These considerations and guidelines apply when you use different storage protocols:

n With NFS, you can use version 3. Virtual Volumes does not support NFS 4.1.

n IPv6 format is not supported.

n For iSCSI, you must activate the software iSCSI adapter. Configure Dynamic Discovery and enter the IP
address of the Virtual Volumes Storage Provider. See “Configure the Software iSCSI Adapter,” on
page 81.
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n You can configure multipathing on a SCSI-based protocol endpoint, but not on an NFS-based protocol
endpoint. No matter which protocol you use, a storage array can provide multiple protocol endpoints
for availability purposes.

Virtual Volumes Architecture
An architectural diagram provides an overview of how all components of the Virtual Volumes functionality
interact with each other.
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Virtual volumes are objects exported by a compliant storage system and typically correspond one-to-one
with a virtual machine disk and other VM-related files. A virtual volume is created and manipulated out-of-
band, not in the data path, by a VASA provider.
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A VASA provider, or a storage provider, is developed through vSphere APIs for Storage Awareness. The
storage provider enables communication between the vSphere stack — ESXi hosts, vCenter server, and the
vSphere Web Client — on one side, and the storage system on the other. The VASA provider runs on the
storage side and integrates with vSphere Storage Monitoring Service (SMS) to manage all aspects of Virtual
Volumes storage. The VASA provider maps virtual disk objects and their derivatives, such as clones,
snapshots, and replicas, directly to virtual volumes on the storage system.

ESXi hosts have no direct access to the virtual volumes storage. Instead, the hosts access virtual volumes
through an intermediate point in the data path, called the protocol endpoint. Protocol endpoints establish a
data path on demand from virtual machines to their respective virtual volumes and serve as a gateway for
direct in-band I/O between ESXi hosts and the storage system. ESXi can use Fibre Channel, FCoE, iSCSI, and
NFS protocols for in-band communication.

Virtual volumes reside inside storage containers that logically represent a pool of physical disks on the
storage system. In the vSphere stack, storage containers are presented as virtual datastores. A single storage
container can export multiple storage capability sets. As a result, when you create a virtual machine on the
virtual datastore, you can use different storage policies to place virtual volumes inside the same storage
container in such a way that diverse storage needs of a virtual machine are met.

Watch the video for information about Virtual Volumes architecture.

Virtual Volumes Part 2: Architecture
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vvols_part2_architecture)

Before You Enable Virtual Volumes
To work with Virtual Volumes, you must make sure that your storage and vSphere environment are set up
correctly.

Follow these guidelines to prepare your storage system environment for Virtual Volumes. For additional
information, contact your storage vendor.

n The storage system or storage array that you use must be able to support Virtual Volumes and integrate
with vSphere through vSphere APIs for Storage Awareness (VASA).

n A Virtual Volumes storage provider must be deployed.

n Protocol endpoints, storage containers, and storage profiles must be configured on the storage side.

Prepare your vSphere environment.

n Make sure to follow appropriate setup guidelines for the type of storage you use, Fibre Channel, FCoE,
iSCSI, or NFS. If required, install and configure storage adapters on your ESXi hosts.

If you use iSCSI, activate the software iSCSI adapters on your ESXi hosts. Configure Dynamic
Discovery and enter the IP address of your Virtual Volumes storage system.

n Synchronize all components in the storage array with vCenter Server and all ESXi hosts. Use Network
Time Protocol (NTP) to do this synchronization.

Synchronize vSphere Storage Environment with a Network Time Server
Before you enable Virtual Volumes, make sure all machines on your vSphere network have their clocks
synchronized.

Procedure

1 Select the host in the vSphere inventory.

2 Click the Manage tab and click Settings.

3 In the System section, select Time Configuration.
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4 Click Edit and set up the NTP server.

a Select Use Network Time Protocol (Enable NTP client).

b Set the NTP Service Startup Policy.

c Enter the IP addresses of the NTP servers to synchronize with.

d Click Start or Restart in the NTP Service Status section.

5 Click OK.

The host synchronizes with the NTP server.

Configure Virtual Volumes
You must complete a series of steps to configure your Virtual Volumes environment.

Prerequisites

Follow guidelines in “Before You Enable Virtual Volumes,” on page 217.

Procedure

1 Register Storage Providers for Virtual Volumes on page 219
Your Virtual Volumes environment must include storage providers, also called VASA providers.
Typically, third-party vendors develop storage providers through the VMware APIs for Storage
Awareness (VASA). Storage providers facilitate communication between vSphere and the storage side.
You must register the storage provider in vCenter Server to be able to work with Virtual Volumes.

2 Create a Virtual Datastore on page 219
You use the New Datastore wizard to create a virtual datastore.

3 Review and Manage Protocol Endpoints on page 220
ESXi hosts use a logical I/O proxy, called protocol endpoint, to communicate with virtual volumes and
virtual disk files that virtual volumes encapsulate. Protocol endpoints are exported, along with
associated storage containers, by the storage system through a storage provider. Protocol endpoints
become visible in the vSphere Web Client after you map a storage container to a virtual datastore. You
can review properties of protocol endpoints and modify specific settings.

4 (Optional) Change the Path Selection Policy for a Protocol Endpoint on page 220
If your ESXi host uses SCSI-based transport to communicate with protocol endpoints representing a
storage array, you can modify default multipathing policies assigned to protocol endpoints. Use the
Edit Multipathing Policies dialog box to change a path selection policy.

What to do next

You can now provision virtual machines on the virtual datastore. For information on creating virtual
machines, see the vSphere Virtual Machine Administration documentation.
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Register Storage Providers for Virtual Volumes
Your Virtual Volumes environment must include storage providers, also called VASA providers. Typically,
third-party vendors develop storage providers through the VMware APIs for Storage Awareness (VASA).
Storage providers facilitate communication between vSphere and the storage side. You must register the
storage provider in vCenter Server to be able to work with Virtual Volumes.

After registration, the Virtual Volumes provider communicates with vCenter Server and reports
characteristics of underlying storage. The characteristics appear in the VM Storage Policies interface and can
be used to create a VM storage policy compatible with the virtual datastore. After you apply this storage
policy to a virtual machine, the policy is pushed to Virtual Volumes storage. The policy enforces optimal
placement of the virtual machine within Virtual Volumes storage and guarantees that storage can satisfy
virtual machine requirements.

Prerequisites

Verify that the storage provider component is installed on the storage side and obtain its credentials from
your storage administrator. For information, contact your vendor.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 Click the Register a new storage provider icon.

4 (Optional) To direct vCenter Server to the storage provider certificate, select the Use storage provider
certificate option and specify the certificate's location.

If you do not select this option, a thumbprint of the certificate is displayed. You can check the
thumbprint and approve it.

5 Click OK to complete the registration.

vCenter Server discovers and registers the Virtual Volumes storage provider.

Create a Virtual Datastore
You use the New Datastore wizard to create a virtual datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

Make sure to use the name that does not duplicate another datastore name in your data center
environment.

If you mount the same virtual datastore to several hosts, the name of the datastore must be consistent
across all hosts.

4 Select VVOL as the datastore type.

5 From the list of storage containers, select a backing storage container.

6 Select the hosts that require access to the datastore.

7 Review the configuration options and click Finish.
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What to do next

After you create the virtual datastore, you can perform such datastore operations as renaming the datastore,
browsing datastore files, unmounting the datastore, and so on.

You cannot add the virtual datastore to a datastore cluster.

Review and Manage Protocol Endpoints
ESXi hosts use a logical I/O proxy, called protocol endpoint, to communicate with virtual volumes and
virtual disk files that virtual volumes encapsulate. Protocol endpoints are exported, along with associated
storage containers, by the storage system through a storage provider. Protocol endpoints become visible in
the vSphere Web Client after you map a storage container to a virtual datastore. You can review properties
of protocol endpoints and modify specific settings.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Protocol Endpoints.

4 To view details for a specific item, select this item from the list.

5 Use tabs under Protocol Endpoint Details to access additional information and modify properties for
the selected protocol endpoint.

Tab Description

Properties View the item properties and characteristics. For SCSI (block) items, view
and edit multipathing policies.

Paths (SCSI protocol endpoints
only)

Display paths available for the protocol endpoint. Disable or enable a
selected path. Change the Path Selection Policy.

Datastores Display a corresponding virtual datastore. Perform datastore management
operations.

 

(Optional) Change the Path Selection Policy for a Protocol Endpoint
If your ESXi host uses SCSI-based transport to communicate with protocol endpoints representing a storage
array, you can modify default multipathing policies assigned to protocol endpoints. Use the Edit
Multipathing Policies dialog box to change a path selection policy.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Protocol Endpoints.

4 Select the protocol endpoint whose paths you want to change and click the Properties tab.

5 Under Multipathing Policies, click Edit Multipathing.

6 Select a path policy.

n Fixed (VMware)

n Most Recently Used (VMware)

n Round Robin (VMware)

7 For the fixed policy, specify the preferred path.

vSphere Storage

220  VMware, Inc.



8 Click OK to save your settings and exit the dialog box.

Provision Virtual Machines on Virtual Datastores
You can provision virtual machines on a virtual datastore.

NOTE   All virtual disks that you provision on a virtual datastore should be an even multiple of 1 MB.

A virtual machine that runs on a virtual datastore requires an appropriate VM storage policy.

VM storage policies are sets of rules that capture the quality of service requirements for a virtual machine.
During virtual machine provisioning, storage policy management matches virtual machine requirements to
data services offered by Virtual Volumes storage. In addition to placement decisions, storage policy
management performs the following operations:

n Admission control

n Quality of service compliance monitoring

n Dynamic resource allocation that includes CPU, memory, network, and storage

If you do not create the VM storage policy compatible with the virtual datastore, the system uses default No
Requirements policy. The No Requirements policy is a generic Virtual Volumes policy that contains no rules
or storage specifications. The policy allows Virtual Volumes storage arrays to determine the optimum
placement for the VM objects.

If your virtual machine has specific storage requirements, you can create a Virtual Volumes storage policy to
define these requirements. When you assign the new policy to the virtual machine, the policy enforces that
the Virtual Volumes storage meets the requirements. You can also use the new policy as default.

Procedure

1 Define a VM Storage Policy for Virtual Volumes on page 221
You can create a VM storage policy compatible with a virtual datastore.

2 Assign the Virtual Volumes Storage Policy to Virtual Machines on page 222
To guarantee that the virtual datastore fulfills specific storage requirements when allocating a virtual
machine, associate the Virtual Volumes storage policy with the virtual machine.

3 Change Default Storage Policy for a Virtual Datastore on page 223
For virtual machines provisioned on virtual datastores, VMware provides a default No Requirements
policy. You cannot edit this policy, but you can designate a newly created policy as default.

Define a VM Storage Policy for Virtual Volumes
You can create a VM storage policy compatible with a virtual datastore.

Prerequisites

n Verify that the Virtual Volumes storage provider is available and active. See “Register Storage
Providers for Virtual Volumes,” on page 219.

n Ensure that the virtual machine storage policies are enabled on all hosts where the virtual datastore is
mounted. See “Enable Virtual Machine Storage Policies,” on page 228.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Create a new VM storage policy icon.

3 Select the vCenter Server instance.
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4 Type a name and a description for the storage policy and click Next.

5 On the Rule Set page, select the Virtual Volumes storage provider from the Rules based on data
services drop-down menu.

The page expands to show data services provided by the Virtual Volumes storage resource.

6 Select a data service to include and specify its value.

Make sure that the values you provide are within the range of values advertised by the Virtual Volumes
profile.

Based on your input, the storage consumption mechanism calculates the amount of space required for a
virtual disk that will reside on the virtual datastore.

7 Complete the creation of the storage policy and click Finish.

The new VM storage policy compatible with Virtual Volumes appears on the list.

What to do next

You can now associate this policy with a virtual machine, or designate the policy as default.

Assign the Virtual Volumes Storage Policy to Virtual Machines
To guarantee that the virtual datastore fulfills specific storage requirements when allocating a virtual
machine, associate the Virtual Volumes storage policy with the virtual machine.

You can assign the Virtual Volumes storage policy during an initial deployment of a virtual machine, or
when performing other virtual machine operations, such as cloning or migrating. This topic describes how
to assign the Virtual Volumes storage policy when you create a new virtual machine. For information about
other VM provisioning methods, see the vSphere Virtual Machine Administration documentation.

You can apply the same storage policy to the virtual machine configuration file and all its virtual disks. If
storage requirements for your virtual disks and the configuration file are different, you can associate
different storage policies with the VM configuration file and the selected virtual disks.

Procedure

1 In the vSphere Web Client, start the virtual machine provisioning process and follow appropriate steps.

2 Assign the same storage policy to all virtual machine files and disks.

a On the Select Storage page, select the storage policy compatible with Virtual Volumes, for example
VVols Silver, from the VM Storage Policy drop-down menu.

b Select the virtual datastore from the list of available datastores and click Next.

The datastore becomes the destination storage resource for the virtual machine configuration file and all
virtual disks.

3 Change the storage policy for the virtual disk.

Use this option if requirements for storage placement are different for virtual disks.

a On the Customize Hardware page, expand the New hard disk pane.

b From the VM storage policy drop-down menu, select the appropriate storage policy, for example
VVols Gold, that you want to assign to the virtual disk.

4 Complete the virtual machine provisioning process.

After you create the virtual machine, the Summary tab displays the assigned storage policies and their
compliance status.
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What to do next

If storage placement requirements for the configuration file or the virtual disks change, you can later modify
the virtual policy assignment. See “Change Storage Policy Assignment for Virtual Machine Files and Disks,”
on page 235.

Change Default Storage Policy for a Virtual Datastore
For virtual machines provisioned on virtual datastores, VMware provides a default No Requirements
policy. You cannot edit this policy, but you can designate a newly created policy as default.

Prerequisites

Create a storage policy compatible with Virtual Volumes.

Procedure

1 Browse to the virtual datastore whose default storage policy you want to change.

2 Click the Manage tab, and click Settings.

3 Click General, and click Edit in the Default Storage Policy pane.

4 From the list of available storage policies, select a policy that you want to designate as default and click
OK.

The selected storage policy becomes the default policy for the virtual datastore. vSphere assigns this policy
to any virtual machine objects that you provision on the virtual datastore when no other policy is explicitly
selected.

Chapter 19 Working with Virtual Volumes

VMware, Inc.  223



vSphere Storage

224  VMware, Inc.



Virtual Machine Storage Policies 20
Virtual machine storage policies are essential to virtual machine provisioning. These policies help you
define storage requirements for the virtual machine and control which type of storage is provided for the
virtual machine, how the virtual machine is placed within the storage, and which data services are offered
for the virtual machine.

When you define a storage policy, you specify storage requirements for applications that run on virtual
machines. After you apply this storage policy to a virtual machine, the virtual machine is placed in a specific
datastore that can satisfy the storage requirements. In software-defined storage environments, such as
Virtual SAN and Virtual Volumes, the storage policy also determines how the virtual machine storage
objects are provisioned and allocated within the storage resource to guarantee the required level of service.

This chapter includes the following topics:

n “Upgrading Legacy Storage Profiles,” on page 225

n “Understanding Virtual Machine Storage Policies,” on page 226

n “Working with Virtual Machine Storage Policies,” on page 228

n “Creating and Managing VM Storage Policies,” on page 228

n “Storage Policies and Virtual Machines,” on page 233

Upgrading Legacy Storage Profiles
In vSphere 5.0 and 5.1, virtual machine storage policies were called storage profiles and had a different
format. When you upgrade the vSphere environment from versions 5.0 or 5.1 to vSphere 6.0, storage profiles
that you created in the earlier versions are converted to storage policies.

All the components of legacy storage profiles are transformed into new formats or objects. Any system-
defined storage capabilities are converted into storage-specific data services based on metadata. User-
defined capabilities become datastore tags.

Table 20‑1.  Old and New Formats of Storage Policies

vSphere 5.0 and 5.1 vSphere 6.0

Virtual machine storage profile Virtual machine storage policy

System-defined capabilities Storage-specific data services

User-defined capabilities Datastore tags
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Understanding Virtual Machine Storage Policies
Virtual machine storage policies capture storage characteristics that virtual machine home files and virtual
disks require to run applications within the virtual machine. You can create several storage policies to define
the types and classes of storage requirements.

Each storage policy is not only a set of constraints that apply simultaneously. A single policy can include
alternative sets of subpolicies, or rule sets, that are datastore-specific and represent equally acceptable
storage requirements.

When you create, clone, or migrate a virtual machine, you can apply the storage policy to the virtual
machine. You can place the virtual machine in one of the datastores that matches the policy requirements.
To match the policy requirement, the datastore must satisfy all rules in at least one of the datastore specific
rule sets.

The virtual machine home files (.vmx, .vmsd, .nvram, .log, and so on) and the virtual disks (.vmdk) can have
separate storage policies.

Table 20‑2.  Example Storage Policy for a Virtual Machine

Example Virtual Machine Files Example for a Storage Policy
Example for a Datastore Compliant with the
Storage Policy

windows_2008r2_test.vmx

Storage Policy 2 datastore02, datastore05, datastore10

windows_2008r2_test.vmxf

windows_2008r2_test.log

windows_2008r2_test.nvram

windows_2008r2_test.vmem

windows_2008r2_test.vmsd

windows_2008r2_test.vmdk Storage Policy 3 datastore05

windows_2008r2_test_1.vmdk Storage Policy 5 datastore10

Storage Policies and Rules
Rules that you include in a storage policy can be based on storage-specific data services or datastore tags.

n Rules Based on Storage-Specific Data Services on page 226
These rules are based on data services that storage entities such as Virtual SAN and Virtual Volumes
advertise.

n Rules Based on Tags on page 227
Rules based on tags reference datastore tags that you associate with specific datastores. You can apply
more than one tag to a datastore.

Rules Based on Storage-Specific Data Services
These rules are based on data services that storage entities such as Virtual SAN and Virtual Volumes
advertise.

To supply information about underlying storage to vCenter Server, Virtual SAN and Virtual Volumes use
storage providers, also called VASA providers. Storage information and datastore characteristics appear in
the VM Storage Policies interface of the vSphere Web Client as data services offered by the specific datastore
type.

A single datastore can offer multiple services. The data services are grouped in a datastore profile that
outlines the quality of service that the datastore can deliver.
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When you create rules for a VM storage policy, you reference data services that a specific datastore
advertises. To the virtual machine that uses this policy, the datastore guarantees that it can satisfy the
storage requirements of the virtual machine. The datastore also can provide the virtual machine with a
specific set of characteristics for capacity, performance, availability, redundancy, and so on.

For more information about storage providers, see Chapter 24, “Using Storage Providers,” on page 261.

Rules Based on Tags
Rules based on tags reference datastore tags that you associate with specific datastores. You can apply more
than one tag to a datastore.

Typically, tags serve the following purposes:

n Attach a broad storage-level definition to datastores that are not represented by any storage providers,
for example, VMFS and NFS datastores.

n Encode policy-relevant information that is not advertised through vSphere API for Storage Awareness
(VASA), such as geographical location or administrative group.

Similar to storage-specific services, all tags associated with datastores appear in the VM Storage Policies
interface. You can use the tags when you define rules for the storage policies.

About Datastore-Specific Rule Sets
A storage policy can include one or several rule sets that describe requirements for virtual machine storage
resources.

To define a policy, one rule set is required. Additional rule sets are optional. Multiple rule sets allow a single
policy to define alternative selection parameters, often from several storage providers.

A single rule set contains one or several rules. Each rule can be based on a single underlying data service
that a storage entity guarantees. The rule describes a specific quality or quantity that the storage resource
must provide. You can also reference user-defined datastore tags in the rules. One datastore-specific rule set
can include rules from only a single storage entity.

The relationship between all rule sets within a policy is defined by the Boolean operator OR, whereas the
relationship between all rules within a single rule set is defined by AND. Meeting all the rules of any one
rule set is sufficient to satisfy the entire policy. Each rule set represents an equally acceptable set of
constraints.

Virtual machine storage policy

Rule set 1

rule 1_1

and

rule 1_2

and

rule 1_3

or

Rule set 2

rule 2_1

and

rule 2_2

Rule set 3

rule 3_1

and

rule 3_2

and

rule 3_3

or
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Working with Virtual Machine Storage Policies
The entire process of creating and managing storage policies typically includes several steps. Whether you
must perform a specific step might depend on the type of storage or data services that your environment
offers.

1 If you use storage policies with storage providers, verify that an appropriate storage provider is
registered. Entities that require storage providers include Virtual SAN and Virtual Volumes.

See Chapter 24, “Using Storage Providers,” on page 261.

2 Enable storage policies for a host or cluster. See “Enable Virtual Machine Storage Policies,” on
page 228.

3 Apply storage tags to datastores. See “Assign Tags to Datastores,” on page 229.

4 Create storage policies by defining requirements for applications that run on a virtual machine. See 
“Define a Storage Policy for a Virtual Machine,” on page 230.

5 Apply the VM storage policy to a virtual machine. You can apply the storage policy when deploying
the virtual machine or configuring its virtual disks. See “Assign Storage Policies to Virtual Machines,”
on page 234.

6 Change the storage policy for virtual machine home files or virtual disks. See “Change Storage Policy
Assignment for Virtual Machine Files and Disks,” on page 235.

7 Verify that virtual machines and virtual disks use datastores that are compliant with the assigned
storage policy. See “Check Compliance for a VM Storage Policy,” on page 237.

Creating and Managing VM Storage Policies
To create and manage storage policies for your virtual machines, you can generally use the VM Storage
Policies interface of the vSphere Web Client.

If you use storage policies with Virtual SAN or Virtual Volumes, see the following documentation for more
information:

n Administering VMware Virtual SAN

n Chapter 19, “Working with Virtual Volumes,” on page 211

Enable Virtual Machine Storage Policies
To be able to use VM storage policies, you must enable them for a host or a cluster.

Prerequisites

Verify that a single host or all the hosts in a cluster where you want to enable the policies include the
Storage Policies license.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Enable VM Storage Policies icon ( ).

3 Select the vCenter Server instance.

All clusters and hosts that are available for the selected server appear. You can see the server licensing
status and whether storage policies are enabled.

4 To enable storage policies, select a host or a cluster whose status is Disabled or Unknown and click
Enable.
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The status of the host or cluster changes to Enabled.

What to do next

Define VM storage policies.

Assign Tags to Datastores
When your datastore is not represented by a storage provider and does not display its capabilities and data
services in the VM Storage Polices interface, use tags to encode information about the datastore. You can
reference these tags when defining a storage policy for a virtual machine.

You can apply a new tag that contains storage information to a datastore. For information about tags, their
categories, and how to manage tags, see the vCenter Server and Host Management documentation.

Procedure

1 Browse to a datastore in the vSphere Web Client navigator.

2 Click the Manage tab and click Tags.

3 Click the New Tag icon.

4 In the vCenter Server drop-down menu, select the vCenter Server instance on which to create the tag.

5 Type a name and a description for the tag.

For example, you can specify a broad storage-level definition, such as Gold Storage, or indicate a
property that is not communicated through a storage provider, such as geographical location or
administrative group.

Tag Property Example

Name Fault Tolerance

Description Storage that has a capacity over 2 TB and is fault-tolerant

6 In the Category drop-down menu, select an existing category or create a category.

7 (Optional) Create a category:

a Select New Category.

b Specify the category options.

Category Property Example

Category Name Storage Category

Description Category for tags related to storage

Cardinality Many tags per object

Associable Object Types Datastore and Datastore Cluster

8 Click OK.

The new tag is assigned to the datastore and appears on the datastore's Summary tab in the Tags pane.

What to do next

You can reference the tag when adding tag-based rules to the storage policy. See “Add or Edit Tag-Based
Rules,” on page 231. The datastore appears in a list of compatible storage resources for virtual machines
that use the policy.
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Define a Storage Policy for a Virtual Machine
When you define storage policies for virtual machines, you specify storage requirements for applications
that will run on the virtual machines.

A storage policy can be based on data services that are advertised by a storage entity or on datastore tags.

Prerequisites

n If you use VM storage policies with storage providers, verify that an appropriate storage provider is
registered. See Chapter 24, “Using Storage Providers,” on page 261.

n Required privileges: VM storage policies.Update and VM storage policies.View.

Procedure

1 Start VM Storage Policy Creation Process on page 230
To define a virtual machine storage policy, use the Create New VM Storage Policy wizard.

2 Create Storage-Specific Rules for a VM Storage Policy on page 230
Datastore-specific rules are based on data services that storage entities such as Virtual SAN and
Virtual Volumes advertise. To the virtual machine that uses this policy, the datastore guarantees that it
can satisfy the storage requirements of the virtual machine. the datastore also guarantees that it can
provide a specific set of characteristics for capacity, performance, availability, redundancy, and so on.

3 Add or Edit Tag-Based Rules on page 231
When you define or edit a storage policy for virtual machines, you can create or modify a rule that
references tags that you used for particular datastores. The datastores become compatible with that
type of storage policy.

4 Finish VM Storage Policy Creation on page 232
You can review the list of datastores that are compatible with the VM storage policy and change any
storage policy settings.

What to do next

You can apply this storage policy to virtual machines. If you use object-based storage, such as Virtual SAN
and Virtual Volumes, you can designate this storage policy as default.

Start VM Storage Policy Creation Process
To define a virtual machine storage policy, use the Create New VM Storage Policy wizard.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Create a New VM Storage Policy icon.

3 Select the vCenter Server instance.

4 Type a name and a description for the storage policy.

Create Storage-Specific Rules for a VM Storage Policy
Datastore-specific rules are based on data services that storage entities such as Virtual SAN and Virtual
Volumes advertise. To the virtual machine that uses this policy, the datastore guarantees that it can satisfy
the storage requirements of the virtual machine. the datastore also guarantees that it can provide a specific
set of characteristics for capacity, performance, availability, redundancy, and so on.

One datastore-specific rule set can include rules from only a single storage entity.
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Prerequisites

If your environment includes storage entities such as Virtual SAN or Virtual Volumes, review these
functionalities. For information, see the Administering VMware Virtual SAN documentation and Chapter 19,
“Working with Virtual Volumes,” on page 211.

Procedure

1 On the Rule Set page, select a storage provider, for example, Virtual SAN or Virtual Volumes, from the
Rules based on data services drop-down menu.

The page expands to show data services provided by the storage resource.

2 Select a data service to include and specify its value.

Verify that the values you provide are within the range of values that the data services profile of the
storage resource advertises.

Based on your input, the storage consumption mechanism calculates the amount of space that is
required for a virtual disk that will reside on this storage entity.

3 (Optional) Add tag-based rules.

4 Click Next.

Add or Edit Tag-Based Rules
When you define or edit a storage policy for virtual machines, you can create or modify a rule that
references tags that you used for particular datastores. The datastores become compatible with that type of
storage policy.

You can add tag-based rules to a rule set that includes storage-specific rules, or create a separate rule set
with only tag-based rules. When you use tags in the policies, follow these guidelines:

n If the rule set contains other storage-specific rules, the datastore with the assigned tag must satisfy all of
the rules in the rule set.

n If you add several tags from the same category within the same rule, the tags are treated as alternative
constraints. Either of the tags can be satisfied.

n If you add the tags in separate rules within the same rule set, all tags must be satisfied.

Prerequisites

Create storage tags and apply them to datastores. See “Assign Tags to Datastores,” on page 229.

Procedure

1 On the Rule Set page, add or edit a tag-based rule:

n To add a rule, click the Add tag-based rule button.

n To modify an existing rule, select the rule and click the Modify rule icon.

2 Specify a category.

3 Make a tag selection or edit an existing selection.

Datastores that use the tags that you selected are compatible with the storage policy.
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Finish VM Storage Policy Creation
You can review the list of datastores that are compatible with the VM storage policy and change any storage
policy settings.

Procedure

1 On the Storage Compatibility page, review the list of datastores that match this policy and click Next.

To be eligible, the datastore must satisfy at least one rule set and all rules within this set.

2 Review the storage policy settings and make changes by clicking Back to go back to the relevant page.

3 Click Finish.

The VM storage policy appears in the list.

Delete a Virtual Machine Storage Policy
You can delete a storage policy if you are not using it for any virtual machine or virtual disk.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 In the VM Storage Policies interface, select a policy to delete and click the Delete a VM Storage Policy
icon ( ).

3 Click Yes.

The policy is removed from the inventory.

Edit or Clone a VM Storage Policy
If storage requirements for virtual machines and virtual disks change, you can modify the existing storage
policy. You can also create a copy of the existing VM storage policy by cloning it. While cloning, you can
optionally select to customize the original storage policy.

Prerequisites

Required privilege: StorageProfile.View

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Select a storage policy, and click one of the following icons:

n Edit a VM storage policy

n Clone a VM storage policy

3 (Optional) Modify the policy and click OK.
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4 If editing the storage policy that is used by a virtual machine, reapply the policy to the virtual machine.

Option Description

Manually later If you select this option, the compliance status for all virtual disks and
virtual machine home objects associated with the storage policy changes to
Out of Date. To update configuration and compliance, manually reapply
the storage policy to all associated entities. See “Reapply Virtual Machine
Storage Policy,” on page 238.

Now Update virtual machine and compliance status immediately after editing
the storage policy.

 

Storage Policies and Virtual Machines
After you define a VM storage policy, you can apply it to a virtual machine. You apply the storage policy
when provisioning the virtual machine or configuring its virtual disks. Depending on its type and
configuration, the policy might serve different purposes. It can select the most appropriate datastore for the
virtual machine and enforce the required level of service, or it can enable specific data services for the
virtual machine and its disks.

If you do not specify the storage policy, the system uses a default storage policy that is associated with the
datastore. If your storage requirements for the applications on the virtual machine change, you can modify
the storage policy that was originally applied to the virtual machine.

Default Storage Policies
When you provision a virtual machine on an object-based datastore, such as Virtual SAN or Virtual
Volumes, you must assign to the virtual machine an appropriate virtual machine storage policy that is
compatible with the datastore. This assignment guarantees the optimum placement for virtual machine
objects within the object-based storage. If you do not explicitly assign a storage policy to the virtual
machine, the system uses a default storage policy that is associated with the datastore. The default policy is
also used when the policy that you assign does not include rules specific to Virtual Volumes or Virtual SAN.

The default storage policies for Virtual SAN and Virtual Volumes can be provided by VMware and user-
defined. VMFS and NFS datastores do not have default policies.

Default Policies Provided by VMware
VMware provides default storage policies for Virtual SAN and virtual datastores.

Virtual SAN Default Storage Policy

The default storage policy that VMware provides is applied to all virtual machine objects that are
provisioned on a Virtual SAN datastore when you do not select any other Virtual SAN policy.

The policy that VMware provides has the following characteristics:

n You cannot delete the policy.

n The policy is editable. To edit the policy, you must have the storage policy privileges that include the
view and update privileges.

n When editing the policy, you cannot change the name of the policy or the Virtual SAN storage provider
specification. All other parameters including rules are editable.

n You can clone the default policy and use it as a template to create a storage policy.

n The Virtual SAN default policy is compatible only with Virtual SAN datastores.

n You can create a VM storage policy for Virtual SAN and designate it as the default.
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Virtual Volumes Default Storage Policy

For Virtual Volumes, VMware provides a default storage policy that contains no rules or storage
requirements. As with Virtual SAN, this policy is applied to virtual machine objects when you do not
specify another policy for the virtual machine that you place on the virtual datastore. With the No
Requirements policy, storage arrays can determine the optimum placement for the VM objects.

The default Virtual Volumes policy that VMware provides has the following characteristics:

n You cannot delete, edit, or clone this policy.

n The Virtual Volumes default policy is compatible only with virtual datastores.

n You can create a VM storage policy for Virtual Volumes and designate it as the default.

User-Defined Default Policies for Virtual Machine Storage
You can create a VM storage policy that is compatible with Virtual SAN or Virtual Volumes, and designate
this policy as the default for Virtual SAN and virtual datastores. The user-defined default policy replaces the
default storage policy that VMware provided.

Each Virtual SAN and virtual datastore can have only one default policy at a time. However, you can create
a single storage policy that matches multiple Virtual SAN and Virtual Volumes datastores and designate it
as the default policy for all datastores.

When the VM storage policy becomes the default policy for a datastore, you cannot delete the policy unless
you disassociate it from the datastore.

Change the Default Storage Policy for a Datastore

For Virtual Volumes and Virtual SAN datastores, VMware provides storage policies that are used as the
default during virtual machine provisioning. You can change the default storage policy for a selected Virtual
Volumes or Virtual SAN datastore.

Prerequisites

Create a storage policy that is compatible with Virtual Volumes or Virtual SAN. You can create a policy that
matches both types of storage.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore.

3 Click the Manage tab and click Settings.

4 Click General, and click Edit in the Default Storage Policy pane.

5 From the list of available storage policies, select a policy to designate as the default and click OK.

The selected storage policy becomes the default policy for the datastore. vSphere assigns this policy to any
virtual machine objects that you provision on the datastore when no other policy is selected.

Assign Storage Policies to Virtual Machines
You can assign a VM storage policy in an initial deployment of a virtual machine or when you perform
other virtual machine operations, such as cloning or migrating.

This topic describes how to assign the VM storage policy when you create a virtual machine. For
information about other deployment methods that include cloning, deployment from a template, and so on,
see the vSphere Virtual Machine Administration documentation.
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You can apply the same storage policy to the virtual machine configuration file and all its virtual disks. If
storage requirements for your virtual disks and the configuration file are different, you can associate
different storage policies with the VM configuration file and the selected virtual disks.

Procedure

1 In the vSphere Web Client, start the virtual machine provisioning process and follow the appropriate
steps.

2 Assign the same storage policy to all virtual machine files and disks.

a On the Select Storage page, select a storage policy from the VM Storage Policy drop-down menu.

Based on its configuration, the storage policy separates all datastores into compatible and
incompatible sets. If the policy references data services offered by a specific storage entity, for
example, Virtual Volumes, the compatible list includes datastores that represent only that type of
storage.

b Select an appropriate datastore from the list of compatible datastores and click Next.

The datastore becomes the destination storage resource for the virtual machine configuration file and all
virtual disks.

3 Change the VM storage policy for the virtual disk.

Use this option if requirements for storage placement are different for virtual disks. You can also use
this option if you must enable software data services, such as caching and replication, for your virtual
disks.

a On the Customize Hardware page, expand the New hard disk pane.

b From the VM storage policy drop-down menu, select the storage policy to assign to the virtual
disk.

c (Optional) Change the storage location of the virtual disk.

Use this option to store the virtual disk on a datastore other than the datastore where the VM
configuration file resides.

4 Complete the virtual machine provisioning process.

After you create the virtual machine, the Summary tab displays the assigned storage policies and their
compliance status.

What to do next

If storage placement requirements for the configuration file or the virtual disks change, you can later modify
the virtual policy assignment.

Change Storage Policy Assignment for Virtual Machine Files and Disks
If your storage requirements for the applications on the virtual machine change, you can edit the storage
policy that was originally applied to the virtual machine.

You can edit the storage policy for a powered-off or powered-on virtual machine.

When changing the VM storage policy assignment, you can apply the same storage policy to the virtual
machine configuration file and all its virtual disks. If storage requirements for your virtual disks and the
configuration file are different, you can associate different storage policies with the VM configuration file
and the selected virtual disks.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

Chapter 20 Virtual Machine Storage Policies

VMware, Inc.  235



2 Click the Manage tab and click Policies.

3 Click Storage.

4 Click Edit VM Storage Policies.

5 Specify the VM storage policy for your virtual machine.

Option Description

Apply the same storage policy to all
virtual machine objects.

a Select the policy from the VM storage policy drop-down menu.
b Click Apply to all.

Apply different storage policies to
the VM home object and virtual
disks.

a Select the object.
b Select the policy from the VM storage policy drop-down menu for the

object.
 

6 Click OK.

The storage policy is assigned to the virtual machine and its disks.

Monitor Storage Compliance for Virtual Machines
When you associate a policy with virtual machine objects and select the datastores on which virtual
machines and virtual disks run, you can check whether virtual machines and virtual disks use datastores
that are compliant with the policy.

If you check the compliance of a virtual machine whose host or cluster has storage policies disabled, the
result of the check is Noncompliant because the feature is disabled.

Prerequisites

To perform a compliance check for a storage policy, associate the policy with at least one virtual machine or
virtual disk.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Double-click a storage policy.

3 Click the Monitor tab, and click VMs and Virtual Disks.

4 Click Trigger VM Storage Policy Compliance Check.

The Compliance Status column shows the storage compliance status for virtual machines and their
policies.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that are
required by the policy.

Noncompliant The datastore supports specified storage requirements, but cannot currently satisfy the
virtual machine storage policy. For example, the status might become Not Compliant when
physical resources that back up the datastore are unavailable or exhausted. You can bring the
datastore into compliance by making changes in the physical configuration, for example, by
adding hosts or disks to the cluster. If additional resources satisfy the virtual machine storage
policy, the status changes to Compliant.

Out of Date The status indicates that the policy has been edited, but the new requirements have not been
communicated to the datastore where the virtual machine objects reside. To communicate the
changes, reapply the policy to the objects that are out of date.

Not Applicable This storage policy references datastore capabilities that are not supported by the datastore
where the virtual machine resides.
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What to do next

When you cannot bring the noncompliant datastore into compliance, migrate the files or virtual disks to a
compatible datastore. See “Find Compatible Storage Resource for Noncompliant Virtual Machine,” on
page 237.

If the status is Out of Date, reapply the policy to the objects. See “Reapply Virtual Machine Storage Policy,”
on page 238.

Check Compliance for a VM Storage Policy
You can check whether a virtual machine uses a datastore that is compatible with the storage requirements
specified in the VM storage policy.

Prerequisites

Verify that the virtual machine has a storage policy that is associated with it.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 From the right-click menu, select VM Policies > Check VM Storage Policy Compliance.

The system verifies the compliance.

3 Click the Summary tab for the virtual machine.

4 View the compliance status in the VM Storage Policies pane.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that are
required by the policy.

Noncompliant The datastore supports specified storage requirements, but cannot currently satisfy the
virtual machine storage policy. For example, the status might become Not Compliant when
physical resources that back up the datastore are unavailable or exhausted. You can bring the
datastore into compliance by making changes in the physical configuration, for example, by
adding hosts or disks to the cluster. If additional resources satisfy the virtual machine storage
policy, the status changes to Compliant.

Out of Date The status indicates that the policy has been edited, but the new requirements have not been
communicated to the datastore where the virtual machine objects reside. To communicate the
changes, reapply the policy to the objects that are out of date.

Not Applicable This storage policy references datastore capabilities that are not supported by the datastore
where the virtual machine resides.

What to do next

When you cannot bring the noncompliant datastore into compliance, migrate the files or virtual disks to a
compatible datastore. See “Find Compatible Storage Resource for Noncompliant Virtual Machine,” on
page 237.

If the status is Out of Date, reapply the policy to the objects. See “Reapply Virtual Machine Storage Policy,”
on page 238.

Find Compatible Storage Resource for Noncompliant Virtual Machine
Determine which datastore is compatible with the storage policy that is associated with your virtual
machine.

Occasionally, a storage policy that is assigned to a virtual machine can be in the noncompliant status. This
status indicates that the virtual machine or its disks use datastores that are incompatible with the policy.
You can migrate the virtual machine files and virtual disks to compatible datastores.
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Use this task to determine which datastores satisfy the requirements of the policy.

Prerequisites

Verify that the VM Storage Policy Compliance field on the virtual machine Summary tab displays the Not
Compliant status.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Click the Summary tab.

The VM Storage Policy Compliance panel on the VM Storage Policies pane shows the Not Compliant
status.

3 Click the policy link in the VM Storage Policies panel.

4 Click the Monitor tab and click VMs and Virtual Disks to determine which virtual machine files are
noncompliant.

5 Click Storage Compatibility.

The list of datastores that match the requirements of the policy appears.

What to do next

You can migrate the virtual machine or its disks to one of the datastores in the list.

Reapply Virtual Machine Storage Policy
After you edit a storage policy that is already associated with a virtual machine object, you must reapply the
policy. By reapplying the policy, you communicate new storage requirements to the datastore where the
virtual machine object resides.

Prerequisites

The compliance status for a virtual machine is Out of Date. The status indicates that the policy has been
edited, but the new requirements have not been communicated to the datastore.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Click the Manage tab and click Policies.

3 Verify that the compliance status is Out of Date.

4 Click the Reapply VM Storage Policy icon.

5 View the compliance status in the VM Storage Policies pane.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that the
policy requires.

Noncompliant The datastore that the virtual machine or virtual disk uses does not have the storage
capabilities that the policy requires. You can migrate the virtual machine files and virtual
disks to compliant datastores.
When you cannot bring the noncompliant datastore into compliance, migrate the files or
virtual disks to a compatible datastore. See “Find Compatible Storage Resource for
Noncompliant Virtual Machine,” on page 237.

Not Applicable This storage service level references datastore capabilities that are not supported by the
datastore where the virtual machine resides.
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VMkernel and Storage 21
The VMkernel is a high-performance operating system that runs directly on the ESXi host. The VMkernel
manages most of the physical resources on the hardware, including memory, physical processors, storage,
and networking controllers.

To manage storage, VMkernel has a storage subsystem that supports several Host Bus Adapters (HBAs)
including parallel SCSI, SAS, Fibre Channel, FCoE, and iSCSI. These HBAs connect a wide variety of active-
active, active-passive, and ALUA storage arrays that are certified for use with the VMkernel. See the vSphere
Compatibility Guide for a list of the supported HBAs and storage arrays.

The primary file system that the VMkernel uses is the VMware Virtual Machine File System (VMFS). VMFS
is a cluster file system designed and optimized to support large files such as virtual disks and swap files.
The VMkernel also supports the storage of virtual disks on NFS file systems.

The storage I/O path provides virtual machines with access to storage devices through device emulation.
This device emulation allows a virtual machine to access files on a VMFS or NFS file system as if they were
SCSI devices. The VMkernel provides storage virtualization functions such as the scheduling of I/O requests
from multiple virtual machines and multipathing.

In addition, VMkernel offers several Storage APIs that enable storage partners to integrate and optimize
their products for vSphere.

The following graphic illustrates the basics of the VMkernel core, with special attention to the storage stack.
Storage-related modules reside between the logical device I/O scheduler and the adapter I/O scheduler
layers.
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Figure 21‑1.  VMkernel and Storage
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Storage APIs
Storage APIs is a family of APIs used by third-party hardware, software, and storage providers to develop
components that enhance several vSphere features and solutions.

This publication describes the following sets of Storage APIs and explains how they contribute to your
storage environment. For information about other APIs from this family, including Storage API - Data
Protection and Storage API - Site Recovery Manager, see the VMware Web site.

n Storage APIs - Multipathing, also known as the Pluggable Storage Architecture (PSA). PSA is a
collection of VMkernel APIs that allows storage partners to enable and certify their arrays
asynchronous to ESXi release schedules, as well as deliver performance-enhancing, multipathing and
load-balancing behaviors that are optimized for each array. For more information, see “Managing
Multiple Paths,” on page 186.

n Storage APIs - Array Integration, formerly known as VAAI, include the following APIs:

n Hardware Acceleration APIs. Allows arrays to integrate with vSphere to transparently offload
certain storage operations to the array. This integration significantly reduces CPU overhead on the
host. See Chapter 22, “Storage Hardware Acceleration,” on page 243.
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n Array Thin Provisioning APIs. Help to monitor space use on thin-provisioned storage arrays to
prevent out-of-space conditions, and to perform space reclamation. See “Array Thin Provisioning
and VMFS Datastores,” on page 257.

n Storage APIs - Storage Awareness. These vCenter Server-based APIs enable storage arrays to inform the
vCenter Server about their configurations, capabilities, and storage health and events. See Chapter 24,
“Using Storage Providers,” on page 261.
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Storage Hardware Acceleration 22
The hardware acceleration functionality enables the ESXi host to integrate with compliant storage arrays
and offload specific virtual machine and storage management operations to storage hardware. With the
storage hardware assistance, your host performs these operations faster and consumes less CPU, memory,
and storage fabric bandwidth.

The hardware acceleration is supported by block storage devices, Fibre Channel and iSCSI, and NAS
devices.

For additional details, see the VMware knowledge base article at http://kb.vmware.com/kb/1021976.

This chapter includes the following topics:

n “Hardware Acceleration Benefits,” on page 243

n “Hardware Acceleration Requirements,” on page 244

n “Hardware Acceleration Support Status,” on page 244

n “Hardware Acceleration for Block Storage Devices,” on page 244

n “Hardware Acceleration on NAS Devices,” on page 249

n “Hardware Acceleration Considerations,” on page 251

Hardware Acceleration Benefits
When the hardware acceleration functionality is supported, the host can get hardware assistance and
perform several tasks faster and more efficiently.

The host can get assistance with the following activities:

n Migrating virtual machines with Storage vMotion

n Deploying virtual machines from templates

n Cloning virtual machines or templates

n VMFS clustered locking and metadata operations for virtual machine files

n Provisioning thick virtual disks

n Creating fault-tolerant virtual machines

n Creating and cloning thick disks on NFS datastores
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Hardware Acceleration Requirements
The hardware acceleration functionality works only if you use an appropriate host and storage array
combination.

Table 22‑1.  Hardware Acceleration Storage Requirements

ESXi Block Storage Devices NAS Devices

ESXi version 6.0 Support T10 SCSI standard, or block
storage plug-ins for array integration
(VAAI)

Support NAS plug-ins for array
integration
NOTE   NFS 4.1 does not support
hardware acceleration.

NOTE   If your SAN or NAS storage fabric uses an intermediate appliance in front of a storage system that
supports hardware acceleration, the intermediate appliance must also support hardware acceleration and be
properly certified. The intermediate appliance might be a storage virtualization appliance, I/O acceleration
appliance, encryption appliance, and so on.

Hardware Acceleration Support Status
For each storage device and datastore, the vSphere Web Client display the hardware acceleration support
status.

The status values are Unknown, Supported, and Not Supported. The initial value is Unknown.

For block devices, the status changes to Supported after the host successfully performs the offload
operation. If the offload operation fails, the status changes to Not Supported. The status remains Unknown
if the device provides partial hardware acceleration support.

With NAS, the status becomes Supported when the storage can perform at least one hardware offload
operation.

When storage devices do not support or provide partial support for the host operations, your host reverts to
its native methods to perform unsupported operations.

Hardware Acceleration for Block Storage Devices
With hardware acceleration, your host can integrate with block storage devices, Fibre Channel or iSCSI, and
use certain storage array operations.

ESXi hardware acceleration supports the following array operations:

n Full copy, also called clone blocks or copy offload. Enables the storage arrays to make full copies of data
within the array without having the host read and write the data. This operation reduces the time and
network load when cloning virtual machines, provisioning from a template, or migrating with vMotion.

n Block zeroing, also called write same. Enables storage arrays to zero out a large number of blocks to
provide newly allocated storage, free of previously written data. This operation reduces the time and
network load when creating virtual machines and formatting virtual disks.

n Hardware assisted locking, also called atomic test and set (ATS). Supports discrete virtual machine
locking without use of SCSI reservations. This operation allows disk locking per sector, instead of the
entire LUN as with SCSI reservations.

Check with your vendor for the hardware acceleration support. Certain storage arrays require that you
activate the support on the storage side.

On your host, the hardware acceleration is enabled by default. If your storage does not support the
hardware acceleration, you can disable it.
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In addition to hardware acceleration support, ESXi includes support for array thin provisioning. For
information, see “Array Thin Provisioning and VMFS Datastores,” on page 257.

Disable Hardware Acceleration for Block Storage Devices
On your host, the hardware acceleration for block storage devices is enabled by default. You can use the
vSphere Web Client advanced settings to disable the hardware acceleration operations.

As with any advanced settings, before you disable the hardware acceleration, consult with the VMware
support team.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Change the value for any of the options to 0 (disabled):

n VMFS3.HardwareAcceleratedLocking

n DataMover.HardwareAcceleratedMove

n DataMover.HardwareAcceleratedInit

Managing Hardware Acceleration on Block Storage Devices
To integrate with the block storage arrays and to benefit from the array hardware operations, vSphere uses
the ESXi extensions referred to as Storage APIs - Array Integration, formerly called VAAI.

In the vSphere 5.x and later releases, these extensions are implemented as the T10 SCSI based commands. As
a result, with the devices that support the T10 SCSI standard, your ESXi host can communicate directly and
does not require the VAAI plug-ins.

If the device does not support T10 SCSI or provides partial support, ESXi reverts to using the VAAI plug-
ins, installed on your host, or uses a combination of the T10 SCSI commands and plug-ins. The VAAI plug-
ins are vendor-specific and can be either VMware or partner developed. To manage the VAAI capable
device, your host attaches the VAAI filter and vendor-specific VAAI plug-in to the device.

For information about whether your storage requires VAAI plug-ins or supports hardware acceleration
through T10 SCSI commands, see the VMware Compatibility Guide or check with your storage vendor.

You can use several esxcli commands to query storage devices for the hardware acceleration support
information. For the devices that require the VAAI plug-ins, the claim rule commands are also available. For
information about esxcli commands, see Getting Started with vSphere Command-Line Interfaces.

Display Hardware Acceleration Plug-Ins and Filter
To communicate with the devices that do not support the T10 SCSI standard, your host uses a combination
of a single VAAI filter and a vendor-specific VAAI plug-in. Use the esxcli command to view the hardware
acceleration filter and plug-ins currently loaded into your system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Chapter 22 Storage Hardware Acceleration

VMware, Inc.  245



Procedure

u Run the esxcli --server=server_name storage core plugin list --plugin-class=value command.

For value, enter one of the following options:

n Type VAAI to display plug-ins.

The output of this command is similar to the following example:

#esxcli --server=server_name storage core plugin list --plugin-class=VAAI

Plugin name         Plugin class

VMW_VAAIP_EQL       VAAI

VMW_VAAIP_NETAPP    VAAI

VMW_VAAIP_CX        VAAI

n Type Filter to display the Filter.

The output of this command is similar to the following example:

esxcli --server=server_name storage core plugin list --plugin-class=Filter

Plugin name  Plugin class 

VAAI_FILTER  Filter

Verify Hardware Acceleration Support Status
Use the esxcli command to verify the hardware acceleration support status of a particular storage device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device list -d=device_ID command.

The output shows the hardware acceleration, or VAAI, status that can be unknown, supported, or
unsupported.

# esxcli --server=server_name storage core device list -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 Display Name: XXXX Fibre Channel Disk(naa.XXXXXXXXXXXX4c)

 Size: 20480

 Device Type: Direct-Access

 Multipath Plugin: NMP

 XXXXXXXXXXXXXXXX

 Attached Filters: VAAI_FILTER

 VAAI Status: supported

 XXXXXXXXXXXXXXXX

Verify Hardware Acceleration Support Details
Use the esxcli command to query the block storage device about the hardware acceleration support the
device provides.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device vaai status get -d=device_ID
command.

If the device is managed by a VAAI plug-in, the output shows the name of the plug-in attached to the
device. The output also shows the support status for each T10 SCSI based primitive, if available. Output
appears in the following example:

# esxcli --server=server_name storage core device vaai status get -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 VAAI Plugin Name: VMW_VAAIP_SYMM

 ATS Status: supported

 Clone Status: supported

 Zero Status: supported

 Delete Status: unsupported

List Hardware Acceleration Claim Rules
Each block storage device managed by a VAAI plug-in needs two claim rules, one that specifies the
hardware acceleration filter and another that specifies the hardware acceleration plug-in for the device. You
can use the esxcli commands to list the hardware acceleration filter and plug-in claim rules.

Procedure

1 To list the filter claim rules, run the
esxcli --server=server_name storage core claimrule list --claimrule-class=Filter command.

In this example, the filter claim rules specify devices that should be claimed by the VAAI_FILTER filter.

# esxcli --server=server_name storage core claimrule list --claimrule-class=Filter

Rule Class   Rule   Class   Type   Plugin      Matches

Filter       65430  runtime vendor VAAI_FILTER vendor=EMC model=SYMMETRIX

Filter       65430  file    vendor VAAI_FILTER vendor=EMC model=SYMMETRIX

Filter       65431  runtime vendor VAAI_FILTER vendor=DGC model=*

Filter       65431  file    vendor VAAI_FILTER vendor=DGC model=*

2 To list the VAAI plug-in claim rules, run the
esxcli --server=server_name storage core claimrule list --claimrule-class=VAAI command.

In this example, the VAAI claim rules specify devices that should be claimed by a particular VAAI
plug-in.

esxcli --server=server_name storage core claimrule list --claimrule-class=VAAI

Rule Class   Rule   Class   Type    Plugin         Matches

VAAI         65430  runtime vendor  VMW_VAAIP_SYMM vendor=EMC model=SYMMETRIX

VAAI         65430  file    vendor  VMW_VAAIP_SYMM vendor=EMC model=SYMMETRIX

VAAI         65431  runtime vendor  VMW_VAAIP_CX   vendor=DGC model=*

VAAI         65431  file    vendor  VMW_VAAIP_CX   vendor=DGC model=*
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Add Hardware Acceleration Claim Rules
To configure hardware acceleration for a new array, you need to add two claim rules, one for the VAAI filter
and another for the VAAI plug-in. For the new claim rules to be active, you first define the rules and then
load them into your system.

This procedure is for those block storage devices that do not support T10 SCSI commands and instead use
the VAAI plug-ins.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Define a new claim rule for the VAAI filter by running the
esxcli --server=server_name storage core claimrule add --claimrule-class=Filter --

plugin=VAAI_FILTER command.

2 Define a new claim rule for the VAAI plug-in by running the
esxcli --server=server_name storage core claimrule add --claimrule-class=VAAI command.

3 Load both claim rules by running the following commands:

esxcli --server=server_name storage core claimrule load --claimrule-class=Filter

esxcli --server=server_name storage core claimrule load --claimrule-class=VAAI

4 Run the VAAI filter claim rule by running the
esxcli --server=server_name storage core claimrule run --claimrule-class=Filter command.

NOTE   Only the Filter-class rules need to be run. When the VAAI filter claims a device, it automatically
finds the proper VAAI plug-in to attach.

Example: Defining Hardware Acceleration Claim Rules

This example shows how to configure hardware acceleration for IBM arrays using the VMW_VAAIP_T10
plug-in. Use the following sequence of commands. For information about the options that the command
takes, see “Add Multipathing Claim Rules,” on page 195.

# esxcli --server=server_name storage core claimrule add --claimrule-class=Filter --

plugin=VAAI_FILTER --type=vendor --vendor=IBM --autoassign

# esxcli --server=server_name storage core claimrule add --claimrule-class=VAAI --

plugin=VMW_VAAIP_T10 --type=vendor --vendor=IBM --autoassign

# esxcli --server=server_name storage core claimrule load --claimrule-class=Filter

# esxcli --server=server_name storage core claimrule load --claimrule-class=VAAI

# esxcli --server=server_name storage core claimrule run --claimrule-class=Filter
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Delete Hardware Acceleration Claim Rules
Use the esxcli command to delete existing hardware acceleration claim rules.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the following commands:

esxcli --server=server_name storage core claimrule remove -r claimrule_ID --claimrule-

class=Filter

esxcli --server=server_name storage core claimrule remove -r claimrule_ID --claimrule-

class=VAAI

Hardware Acceleration on NAS Devices
Hardware acceleration allows ESXi hosts to integrate with NAS devices and use several hardware
operations that NAS storage provides. Hardware acceleration uses VMware vSphere Storage APIs for Array
Integration (VAAI) to enable communication between the hosts and storage devices.

The APIs define a set of storage primitives that enable the host to offload certain storage operations to the
array. The following list shows the supported NAS operations:

n Full File Clone. Enables NAS device to clone virtual disk files. This operation is similar to the VMFS
block cloning, except that NAS devices clone entire files instead of file segments.

n Reserve Space. Enables storage arrays to allocate space for a virtual disk file in thick format.

Typically, when you create a virtual disk on an NFS datastore, the NAS server determines the allocation
policy. The default allocation policy on most NAS servers is thin and does not guarantee backing
storage to the file. However, the reserve space operation can instruct the NAS device to use vendor-
specific mechanisms to reserve space for a virtual disk. As a result, you can create thick virtual disks on
the NFS datastore.

n Native Snapshot Support. Allows creation of virtual machine snapshots to be offloaded to the array.

n Extended Statistics. Enables visibility to space usage on NAS devices and is useful for Thin
Provisioning.

With NAS storage devices, the hardware acceleration integration is implemented through vendor-specific
NAS plug-ins. These plug-ins are typically created by vendors and are distributed as VIB packages through
a web page. No claim rules are required for the NAS plug-ins to function.

There are several tools available for installing and upgrading VIB packages. They include the esxcli
commands and vSphere Update Manager. For more information, see the vSphere Upgrade and Installing and
Administering VMware vSphere Update Manager documentation.

Install NAS Plug-In
Install vendor-distributed hardware acceleration NAS plug-ins on your host.

This topic provides an example for a VIB package installation using the esxcli command. For more details,
see the vSphere Upgrade documentation.
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In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Place your host into the maintenance mode.

2 Set the host acceptance level:

esxcli --server=server_name software acceptance set --level=value

The command controls which VIB package is allowed on the host. The value can be one of the following:

n VMwareCertified

n VMwareAccepted

n PartnerSupported

n CommunitySupported

3 Install the VIB package:

esxcli --server=server_name software vib install -v|--viburl=URL

The URL specifies the URL to the VIB package to install. http:, https:, ftp:, and file: are supported.

4 Verify that the plug-in is installed:

esxcli --server=server_name software vib list

5 Reboot your host for the installation to take effect.

Uninstall NAS Plug-Ins
To uninstall a NAS plug-in, remove the VIB package from your host.

This topic discusses how to uninstall a VIB package using the esxcli command. For more details, see the
vSphere Upgrade documentation.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Uninstall the plug-in:

esxcli --server=server_name software vib remove -n|--vibname=name

The name is the name of the VIB package to remove.

2 Verify that the plug-in is removed:

esxcli --server=server_name software vib list

3 Reboot your host for the change to take effect.
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Update NAS Plug-Ins
Upgrade hardware acceleration NAS plug-ins on your host when a storage vendor releases a new plug-in
version.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

This topic discusses how to update a VIB package using the esxcli command. For more details, see the
vSphere Upgrade documentation.

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Upgrade to a new plug-in version:

esxcli --server=server_name software vib update -v|--viburl=URL

The URL specifies the URL to the VIB package to update. http:, https:, ftp:, and file: are supported.

2 Verify that the correct version is installed:

esxcli --server=server_name software vib list

3 Reboot the host.

Verify Hardware Acceleration Status for NAS
In addition to the client, you can use the esxcli command to verify the hardware acceleration status of the
NAS device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage nfs list command.

The Hardware Acceleration column in the output shows the status.

Hardware Acceleration Considerations
When you use the hardware acceleration functionality, certain considerations apply.

Several reasons might cause a hardware-accelerated operation to fail.

For any primitive that the array does not implement, the array returns an error. The error triggers the ESXi
host to attempt the operation using its native methods.

The VMFS data mover does not leverage hardware offloads and instead uses software data movement when
one of the following occurs:

n The source and destination VMFS datastores have different block sizes.

Chapter 22 Storage Hardware Acceleration

VMware, Inc.  251



n The source file type is RDM and the destination file type is non-RDM (regular file).

n The source VMDK type is eagerzeroedthick and the destination VMDK type is thin.

n The source or destination VMDK is in sparse or hosted format.

n The source virtual machine has a snapshot.

n The logical address and transfer length in the requested operation are not aligned to the minimum
alignment required by the storage device. All datastores created with the vSphere Web Client are
aligned automatically.

n The VMFS has multiple LUNs or extents, and they are on different arrays.

Hardware cloning between arrays, even within the same VMFS datastore, does not work.
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Storage Thick and Thin Provisioning 23
vSphere supports two models of storage provisioning, thick provisioning and thin provisioning.

Thick provisioning It is a traditional model of storage provisioning. With thick provisioning,
large amount of storage space is provided in advance in anticipation of
future storage needs. However, the space might remain unused causing
underutilization of storage capacity.

Thin provisioning This method contrast with thick provisioning and helps you eliminate
storage underutilization problems by allocating storage space in a flexible
on-demand manner. With ESXi, you can use two models of thin
provisioning, array-level and virtual disk-level.

This chapter includes the following topics:

n “Storage Over-Subscription,” on page 253

n “Virtual Disk Thin Provisioning,” on page 253

n “Array Thin Provisioning and VMFS Datastores,” on page 257

Storage Over-Subscription
Thin provisioning allows you to report more virtual storage space than there is real physical capacity. This
discrepancy can lead to storage over-subscription, also called over-provisioning.

When you use thin provisioning, you should monitor actual storage usage to avoid conditions when you
run out of physical storage space.

Virtual Disk Thin Provisioning
When you create a virtual machine, a certain amount of storage space on a datastore is provisioned to
virtual disk files.

By default, ESXi offers a traditional storage provisioning method for virtual machines. With this method,
you first estimate how much storage the virtual machine will need for its entire life cycle. You then
provision a fixed amount of storage space to its virtual disk in advance, for example, 40GB, and have the
entire provisioned space committed to the virtual disk. A virtual disk that immediately occupies the entire
provisioned space is a thick disk.

ESXi supports thin provisioning for virtual disks. With the disk-level thin provisioning feature, you can
create virtual disks in a thin format. For a thin virtual disk, ESXi provisions the entire space required for the
disk’s current and future activities, for example 40GB. However, the thin disk uses only as much storage
space as the disk needs for its initial operations. In this example, the thin-provisioned disk occupies only
20GB of storage. As the disk requires more space, it can grow into its entire 40GB provisioned space.
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Figure 23‑1.  Thick and thin virtual disks
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About Virtual Disk Provisioning Policies
When you perform certain virtual machine management operations, such as creating a virtual disk, cloning
a virtual machine to a template, or migrating a virtual machine, you can specify a provisioning policy for the
virtual disk file.

NFS datastores with Hardware Acceleration and VMFS datastores support the following disk provisioning
policies. On NFS datastores that do not support Hardware Acceleration, only thin format is available.

You can use Storage vMotion or cross-host Storage vMotion to transform virtual disks from one format to
another.

Thick Provision Lazy
Zeroed

Creates a virtual disk in a default thick format. Space required for the virtual
disk is allocated when the disk is created. Data remaining on the physical
device is not erased during creation, but is zeroed out on demand at a later
time on first write from the virtual machine. Virtual machines do not read
stale data from the physical device.

Thick Provision Eager
Zeroed

A type of thick virtual disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time. In
contrast to the thick provision lazy zeroed format, the data remaining on the
physical device is zeroed out when the virtual disk is created. It might take
longer to create virtual disks in this format than to create other types of
disks.

Thin Provision Use this format to save storage space. For the thin disk, you provision as
much datastore space as the disk would require based on the value that you
enter for the virtual disk size. However, the thin disk starts small and at first,
uses only as much datastore space as the disk needs for its initial operations.
If the thin disk needs more space later, it can grow to its maximum capacity
and occupy the entire datastore space provisioned to it.
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Thin provisioning is the fastest method to create a virtual disk because it
creates a disk with just the header information. It does not allocate or zero
out storage blocks. Storage blocks are allocated and zeroed out when they
are first accessed.

NOTE   If a virtual disk supports clustering solutions such as Fault Tolerance,
do not make the disk thin.

You can manually inflate the thin disk, so that it occupies the entire
provisioned space. If physical storage space is exhausted and the thin
provisioned disk cannot grow, the virtual machine becomes unusable.

Create Thin Provisioned Virtual Disks
To save storage space, you can create a virtual disk in thin provisioned format. The thin provisioned virtual
disk starts small and grows as more disk space is required. You can create thin disks only on the datastores
that support disk-level thin provisioning.

This procedure assumes that you are creating a new virtual machine. For information, see the vSphere Virtual
Machine Administration documentation.

Procedure

1 Right-click any inventory object that is a valid parent object of a virtual machine, such as a data center,
folder, cluster, resource pool, or host, and select New Virtual Machine.

2 Select Create a new virtual machine and click Next.

3 Follow the steps required to create a virtual machine.

4 On the Customize Hardware page, click the Virtual Hardware tab.

5 Click the New Hard Disk triangle to expand the hard disk options.

6 (Optional) Adjust the default disk size.

With a thin virtual disk, the disk size value shows how much space is provisioned and guaranteed to
the disk. At the beginning, the virtual disk might not use the entire provisioned space and the actual
storage usage value could be less than the size of the virtual disk.

7 Select Thin Provision for Disk Provisioning.

8 Finish virtual machine creation.

You created a virtual machine with a disk in thin format.

What to do next

If you created a virtual disk in the thin format, you can later inflate it to its full size.

View Virtual Machine Storage Resources
You can view how datastore storage space is allocated for your virtual machines.

Storage Usage shows how much datastore space is occupied by virtual machine files, including
configuration and log files, snapshots, virtual disks, and so on. When the virtual machine is running, the
used storage space also includes swap files.

For virtual machines with thin disks, the actual storage usage value might be less than the size of the virtual
disk.
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Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Double-click the virtual machine and click the Summary tab.

3 Review the storage usage information in the upper right area of the Summary tab.

Determine the Disk Format of a Virtual Machine
You can determine whether your virtual disk is in thick or thin format.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click the Virtual Hardware tab.

4 Click the Hard Disk triangle to expand the hard disk options.

The Type text box shows the format of your virtual disk.

What to do next

If your virtual disk is in the thin format, you can inflate it to its full size.

Inflate Thin Virtual Disks
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.

You use the datastore browser to inflate the virtual disk.

Procedure

1 Navigate to the folder of the virtual disk you want to inflate.

a In the vSphere Web Client, browse to the virtual machine.

b Double-click the virtual machine to display its information.

c Click the Related Objects tab and click Datastores.

The datastore that stores the virtual machine files is listed.

d Select the datastore and click the Navigate to the datastore file browser icon.

The datastore browser displays contents of the datastore.

2 Open the virtual machine folder and browse to the virtual disk file that you want to convert.

The file has the .vmdk extension and is marked with the virtual disk ( ) icon.

3 Right-click the virtual disk file and select Inflate.

The inflated virtual disk occupies the entire datastore space originally provisioned to it.
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Handling Datastore Over-Subscription
Because the provisioned space for thin disks can be greater than the committed space, a datastore over-
subscription can occur, which results in the total provisioned space for the virtual machine disks on the
datastore being greater than the actual capacity.

Over-subscription can be possible because usually not all virtual machines with thin disks need the entire
provisioned datastore space simultaneously. However, if you want to avoid over-subscribing the datastore,
you can set up an alarm that notifies you when the provisioned space reaches a certain threshold.

For information on setting alarms, see the vCenter Server and Host Management documentation.

If your virtual machines require more space, the datastore space is allocated on a first come first served
basis. When the datastore runs out of space, you can add more physical storage and increase the datastore.

See “Increase VMFS Datastore Capacity,” on page 166.

Array Thin Provisioning and VMFS Datastores
You can use thin provisioned storage arrays with ESXi.

Traditional LUNs that arrays present to the ESXi host, are thick-provisioned. The entire physical space
needed to back each LUN is allocated in advance.

ESXi also supports thin-provisioned LUNs. When a LUN is thin-provisioned, the storage array reports the
LUN's logical size, which might be larger than the real physical capacity backing that LUN.

A VMFS datastore that you deploy on the thin-provisioned LUN can detect only the logical size of the LUN.
For example, if the array reports 2TB of storage while in reality the array provides only 1TB, the datastore
considers 2TB to be the LUN's size. As the datastore grows, it cannot determine whether the actual amount
of physical space is still sufficient for its needs.

However, when you use the Storage APIs - Array Integration, the host can integrate with physical storage
and become aware of underlying thin-provisioned LUNs and their space usage.

Using thin provision integration, your host can perform these tasks:

n Monitor the use of space on thin-provisioned LUNs to avoid running out of physical space. As your
datastore grows or if you use Storage vMotion to migrate virtual machines to a thin-provisioned LUN,
the host communicates with the LUN and warns you about breaches in physical space and about out-
of-space conditions.

n Inform the array about the datastore space that is freed when files are deleted or removed from the
datastore by Storage vMotion. The array can then reclaim the freed blocks of space.

NOTE   ESXi does not support enabling and disabling of thin provisioning on a storage device.

Requirements
To use the thin provision reporting feature, your host and storage array must meet the following
requirements:

n ESXi version 5.0 or later.

n Storage array has appropriate firmware that supports T10-based Storage APIs - Array Integration (Thin
Provisioning). For information, contact your storage provider and check the HCL.
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Space Usage Monitoring
The thin provision integration functionality helps you to monitor the space usage on thin-provisioned LUNs
and to avoid running out of space.

The following sample flow demonstrates how the ESXi host and the storage array interact to generate
breach of space and out-of-space warnings for a datastore with underlying thin-provisioned LUN. The same
mechanism applies when you use Storage vMotion to migrate virtual machines to the thin-provisioned
LUN.

1 Using storage-specific tools, your storage administrator provisions a thin LUN and sets a soft threshold
limit that, when reached, triggers an alert. This step is vendor-specific.

2 Using the vSphere Web Client, you create a VMFS datastore on the thin-provisioned LUN. The
datastore spans the entire logical size that the LUN reports.

3 As the space used by the datastore increases and reaches the specified soft threshold, the following
actions take place:
a The storage array reports the breach to your host.

b Your host triggers a warning alarm for the datastore.

You can contact the storage administrator to request more physical space or use Storage vMotion to
evacuate your virtual machines before the LUN runs out of capacity.

4 If no space is left to allocate to the thin-provisioned LUN, the following actions take place:
a The storage array reports out-of-space condition to your host.

CAUTION   In certain cases, when a LUN becomes full, it might go offline or get unmapped from the
host.

b The host pauses virtual machines and generates an out-of-space alarm.

You can resolve the permanent out-of-space condition by requesting more physical space from the
storage administrator.

Identify Thin-Provisioned Storage Devices
Use the esxcli command to verify whether a particular storage device is thin-provisioned.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device list -d=device_ID command.

The following thin provisioning status indicates that the storage device is thin-provisioned.

# esxcli --server=server_name storage core device list -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 Display Name: XXXX Fibre Channel Disk(naa.XXXXXXXXXXXX4c)

 Size: 20480

 Device Type: Direct-Access

 Multipath Plugin: NMP

 ---------------------
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 Thin Provisioning Status: yes

 Attached Filters: VAAI_FILTER

 VAAI Status: supported

 ---------------------

An unknown status indicates that a storage device is thick.

NOTE   Some storage systems present all devices as thin-provisioned no matter whether the devices are thin
or thick. Their thin provisioning status is always yes. For details, check with your storage vendor.

Reclaim Accumulated Storage Space
When VMFS datastores reside on thin-provisioned LUNs, you can use the esxcli command to reclaim
unused storage blocks.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Reclaim unused storage blocks on the VMFS5 datastore for the thin-provisioned device by running the
following command:

esxcli --server=server_name storage vmfs unmap --volume-label=volume_label|--volume-

uuid=volume_uuid --reclaim-unit=number

The command takes these options:

Option Description

-l|--volume-label=volume_label The label of the VMFS volume to unmap. This is a mandatory argument. If
you specify this argument, do not use -u|--volume-uuid=volume_uuid.

-u|--volume-uuid=volume_uuid The UUID of the VMFS volume to unmap. This is a mandatory argument.
If you specify this argument, do not use
-l|--volume-label=volume_label.

-n|--reclaim-unit=number Number of VMFS blocks to unmap per iteration. This is an optional
argument. If it is not specified, the command uses the default value of 200.

 

What to do next

IMPORTANT   For additional details, see the VMware knowledge base article at 
http://kb.vmware.com/kb/2014849.
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Using Storage Providers 24
A storage provider is a software component that is either offered by vSphere or is developed by a third
party through the vSphere APIs for Storage Awareness (VASA). Storage providers integrate with a variety
of storage entities that include external physical storage and storage abstractions, such as Virtual SAN and
Virtual Volumes.

Generally, vSphere uses storage providers to obtain information about storage topology, status, and storage
data services offered in your environment. This information appears in the vSphere Web Client. The
information helps you to make appropriate decision about virtual machine placement and to monitor your
storage environment.

The third-party storage provider is typically installed on the storage side and acts as a storage awareness
service in the vSphere environment.

To find out whether your storage supports the storage provider plug-ins, contact your storage vendor. If
your storage supports third-party storage providers, use the vSphere Web Client to register and manage
each storage provider component.

Built-in storage providers typically run on the ESXi hosts and do not require registration. For example, the
storage provider that supports Virtual SAN becomes registered automatically when you enable Virtual
SAN. For more information, see the Administering VMware Virtual SAN documentation.

This chapter includes the following topics:

n “Storage Providers and Storage Data Representation,” on page 262

n “Storage Provider Requirements and Considerations,” on page 262

n “Storage Status Reporting,” on page 263

n “Register Storage Providers,” on page 263

n “Securing Communication with Storage Providers,” on page 264

n “View Storage Provider Information,” on page 264

n “Unregister Storage Providers,” on page 264

n “Update Storage Providers,” on page 265
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Storage Providers and Storage Data Representation
vCenter Server and ESXi communicate with the storage provider to obtain information that the storage
provider collects from underlying physical and software-defined storage. vCenter Server can then display
the storage data in the vSphere Web Client.

Information that the storage provider supplies can be divided into the following categories:

n Storage data services and capabilities. This type of information is essential for such functionalities as
Virtual SAN and Virtual Volumes. The storage provider collects information about data services that
are offered by underlying storage entities.

You reference these data services when you define storage requirements for virtual machines and
virtual disks in a storage policy. Depending on your environment, the storage policy ensures
appropriate storage placement for a virtual machine or enables specific data services for virtual disks.
For details, see “Understanding Virtual Machine Storage Policies,” on page 226.

n Storage topology. Information about storage elements appears in storage reports. It includes such data
as storage arrays, array IDs, and so on.

This type of information can be helpful when you need to track virtual machine-to-storage relationships
and configuration, or to identify any changes in physical storage configuration.

For more information, see the vSphere Monitoring and Performance documentation.

n Storage status. This category includes reporting about status of various storage entities. It also includes
alarms and events for notifying about configuration changes.

This type of information can help you troubleshoot storage connectivity and performance problems. It
can also help you to correlate array-generated events and alarms to corresponding performance and
load changes on the array.

n Storage DRS information. For distributed resource scheduling (DRS) on block devices or file systems.
Storage providers supply additional information about storage system, so that decisions made by
Storage DRS are compatible with resource management decisions internal to the storage systems.

Storage Provider Requirements and Considerations
When you use the storage provider functionality, certain requirements and considerations apply.

Typically, vendors are responsible for supplying storage providers that integrate with vSphere. Storage
providers are implemented through VMware APIs for Storage Awareness (VASA). The VASA architecture
extends the Storage Monitoring Service (SMS), shipped with vSphere, and defines a set of functions that
vCenter Server and ESXi hosts can use to communicate with VASA Providers.

To use storage providers, follow these requirements:

n Make sure that every storage provider you use is certified by VMware and properly deployed. For
information about deploying the storage providers, contact your storage vendor or check the VMware
Compatibility Guide.

n Make sure that the storage provider is compatible with the vSphere version. See VMware Compatibility
Guide

When you use storage providers, the following considerations apply:

n Both block storage and file system storage devices can use storage providers.

n Storage providers can run anywhere, except vCenter Server. Typically, the third-party storage provider
runs on either the storage array service processor or on a standalone host.

n Multiple vCenter Servers can simultaneously connect to a single instance of a storage provider.
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n A single vCenter Server can simultaneously connect to multiple different storage providers. It is
possible to have a different storage provider for each type of physical storage device available to your
host.

Storage Status Reporting
If you use storage providers, the vCenter Server can collect status characteristics for physical storage devices
and display this information in the vSphere Web Client.

The status information includes events and alarms.

n Events indicate important changes in the storage configuration. Such changes might include creation
and deletion of a LUN, or a LUN becoming inaccessible due to LUN masking.

n Alarms indicate a change in storage system availability. For example, when you use profile-based
storage management, you can specify virtual machine storage requirements. When changes to
underlying storage occur that might violate the storage requirements of the virtual machine, an alarm
gets triggered.

For more information about events and alarms, see the vSphere Monitoring and Performance documentation.

Thin-provisioned LUNs have special reporting requirements. For information about space monitoring on
thin-provisioned LUNs, see “Array Thin Provisioning and VMFS Datastores,” on page 257.

Register Storage Providers
To establish a connection between vCenter Server and a storage provider, you must register the storage
provider. Make sure to register a separate storage provider for each host in a cluster.

NOTE   If you use Virtual SAN, the storage providers for Virtual SAN are registered and appear on the list of
storage providers automatically. Virtual SAN does not support manual registration of storage providers. See
the Administering VMware Virtual SAN documentation.

Prerequisites

Verify that the storage provider component is installed on the storage side and obtain its credentials from
your storage administrator.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 Click the Register a new storage provider icon.

4 Type connection information for the storage provider, including the name, URL, and credentials.

5 (Optional) To direct vCenter Server to the storage provider certificate, select the Use storage provider
certificate option and specify the certificate's location.

If you do not select this option, a thumbprint of the certificate is displayed. You can check the
thumbprint and approve it.

6 Click OK to complete the registration.

vCenter Server has registered the storage provider and established a secure SSL connection with it.
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Securing Communication with Storage Providers
To communicate with a storage provider, the vCenter Server uses a secure SSL connection. The SSL
authentication mechanism requires that both parties, the vCenter Server and the storage provider, exchange
SSL certificates and add them to their truststores.

The vCenter Server can add the storage provider certificate to its truststore as part of the storage provider
installation. If the certificate is not added during the installation, use one of the following methods to add it
when registering the storage provider:

n Direct the vCenter Server to the storage provider certificate. In the New Storage Provider dialog box,
select the Use storage provider certificate option and specify the certificate's location.

n Use a thumbprint of the storage provider certificate. If you do not direct the vCenter Server to use the
provider certificate, the certificate thumbprint is displayed. You can check the thumbprint and approve
it. The vCenter Server adds the certificate to the truststore and proceeds with the connection.

The storage provider adds the vCenter Server certificate to its truststore when the vCenter Server first
connects to the provider.

View Storage Provider Information
After you register a storage provider component with the vCenter Server, the Storage provider appears on
the storage providers list.

View general Storage provider information and details for each storage component.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 In the Storage Providers list, view the storage provider components registered with the vCenter Server.

The list shows general vendor information including the name, URL, and the time of the last view
refresh.

4 To display additional details, select a specific storage provider from the list.

The details include storage array vendors and array models that the provider supports.

NOTE   A single Storage provider can support storage arrays from multiple different vendors.

Unregister Storage Providers
Unregister storage providers that you do not need.

CAUTION   You cannot manually unregister storage providers supplied by VMware, such as Virtual SAN
storage providers.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 From the list of storage providers, select the one you want to unregister and click the Unregister the
storage provider icon.

vCenter Server terminates the connection and removes the storage provider from its configuration.
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Update Storage Providers
The vCenter Server periodically updates storage data in its database. The updates are partial and reflect
only those storage changes that storage providers communicate to the vCenter Server. When needed, you
can perform a full database synchronisation for the selected storage provider.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 From the list, select the storage provider that you want to synchronise with and click the Rescan the
storage provider icon.

The vSphere Web Client updates the storage data for the provider.
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Using vmkfstools 25
vmkfstools is one of the ESXi Shell commands for managing VMFS volumes and virtual disks. You can
perform many storage operations using the vmkfstools command. For example, you can create and manage
VMFS datastores on a physical partition, or manipulate virtual disk files, stored on VMFS or NFS datastores.

NOTE   After you make a change using the vmkfstools, the vSphere Web Client might not be updated
immediately. You need to use a refresh or rescan operation from the client.

For more information on the ESXi Shell, see Getting Started with vSphere Command-Line Interfaces.

This chapter includes the following topics:

n “vmkfstools Command Syntax,” on page 267

n “vmkfstools Options,” on page 268

vmkfstools Command Syntax
Generally, you do not need to log in as the root user to run the vmkfstools commands. However, some
commands, such as the file system commands, might require the root user login.

The vmkfstools command supports the following command syntax:

vmkfstools conn_options options target.

Target specifies a partition, device, or path to apply the command option to.

Table 25‑1.  vmkfstools command arguments

Argument Description

options One or more command-line options and associated arguments that you use to
specify the activity for vmkfstools to perform, for example, choosing the disk
format when creating a new virtual disk.
After entering the option, specify a target on which to perform the operation.
Target can indicate a partition, device, or path.

partition Specifies disk partitions. This argument uses a disk_ID:P format, where disk_ID
is the device ID returned by the storage array and P is an integer that represents
the partition number. The partition digit must be greater than zero (0) and
should correspond to a valid VMFS partition.
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Table 25‑1.  vmkfstools command arguments (Continued)

Argument Description

device Specifies devices or logical volumes. This argument uses a path name in the
ESXi device file system. The path name begins with /vmfs/devices, which is
the mount point of the device file system.
Use the following formats when you specify different types of devices:
n /vmfs/devices/disks for local or SAN-based disks.
n /vmfs/devices/lvm for ESXi logical volumes.
n /vmfs/devices/generic for generic SCSI devices.

path Specifies a VMFS file system or file. This argument is an absolute or relative
path that names a directory symbolic link, a raw device mapping, or a file
under /vmfs.
n To specify a VMFS file system, use this format:

/vmfs/volumes/file_system_UUID

or

/vmfs/volumes/file_system_label

n To specify a file on a VMFS datastore, use this format:

/vmfs/volumes/file_system_label|
file_system_UUID/[dir]/myDisk.vmdk

You do not need to enter the entire path if the current working directory is
the parent directory of myDisk.vmdk.

vmkfstools Options
The vmkfstools command has several options. Some of the options are suggested for advanced users only.

The long and single-letter forms of the options are equivalent. For example, the following commands are
identical.

vmkfstools --createfs vmfs5 --blocksize 1m disk_ID:P

vmkfstools -C vmfs5 -b 1m disk_ID:P

-v Suboption
The -v suboption indicates the verbosity level of the command output.

The format for this suboption is as follows:

-v --verbose number

You specify the number value as an integer from 1 through 10.

You can specify the -v suboption with any vmkfstools option. If the output of the option is not suitable for
use with the -v suboption, vmkfstools ignores -v.

NOTE   Because you can include the -v suboption in any vmkfstools command line, -v is not included as a
suboption in the option descriptions.
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File System Options
File system options allow you to create and manage VMFS datastores. These options do not apply to NFS.
You can perform many of these tasks through the vSphere Web Client.

Listing Attributes of a VMFS Volume
Use the vmkfstools command to list attributes of a VMFS volume.

-P --queryfs

      -h --humanreadable

When you use this option on any file or directory that resides on a VMFS volume, the option lists the
attributes of the specified volume. The listed attributes include the file system label, if any, the number of
extents comprising the specified VMFS volume, the UUID, and a listing of the device names where each
extent resides.

NOTE   If any device backing VMFS file system goes offline, the number of extents and available space
change accordingly.

You can specify the -h suboption with the -P option. If you do so, vmkfstools lists the capacity of the volume
in a more readable form, for example, 5k, 12.1M, or 2.1G.

Creating a VMFS Datastore
Use the vmkfstools command to create a VMFS datastore.

-C --createfs [vmfs5]

      -S --setfsname datastore

This option creates a VMFS5 datastore on the specified SCSI partition, such as disk_ID:P. The partition
becomes the file system's head partition.

NOTE   You cannot create a new VMFS3 datastore, but you can use existing VMFS3 datastores. Upgrade your
VMFS3 datastores to VMFS5.

You can specify the following suboptions with the -C option:

n -S --setfsname – Define the volume label of the VMFS datastore you are creating. Use this suboption
only in conjunction with the -C option. The label you specify can be up to 128 characters long and
cannot contain any leading or trailing blank spaces.

NOTE   vCenter Server supports the 80 character limit for all its entities. If a datastore name exceeds this
limit, the name gets shortened when you add this datastore to vCenter Server.

After you define a volume label, you can use it whenever you specify the VMFS datastore for the
vmkfstools command. The volume label appears in listings generated for the ls -l command and as a
symbolic link to the VMFS volume under the /vmfs/volumes directory.

To change the VMFS volume label, use the ln -sf command. Use the following as an example:

ln -sf /vmfs/volumes/UUID /vmfs/volumes/datastore

datastore is the new volume label to use for the UUID VMFS.

NOTE   If your host is registered with vCenter Server, any changes you make to the VMFS volume label
get overwritten by vCenter Server. This guarantees that the VMFS label is consistent across all vCenter
Server hosts.
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Example for Creating a VMFS File System
This example illustrates creating a new VMFS5 datastore named my_vmfs on the naa.ID:1 partition. The file
block size is 1MB.

vmkfstools -C vmfs5 -S my_vmfs /vmfs/devices/disks/naa.ID:1

Extending an Existing VMFS Volume
Use the vmkfstools command to add an extent to a VMFS volume.

-Z --spanfs span_partition head_partition

This option extends the VMFS file system with the specified head partition by spanning it across the
partition specified by span_partition. You must specify the full path name, for
example /vmfs/devices/disks/disk_ID:1. Each time you use this option, you extend a VMFS volume with a
new extent so that the volume spans multiple partitions.

CAUTION   When you run this option, you lose all data that previously existed on the SCSI device you
specified in span_partition .

Example for Extending a VMFS Volume
In this example, you extend the logical file system by allowing it to span to a new partition.

vmkfstools -Z /vmfs/devices/disks/naa.disk_ID_2:1 /vmfs/devices/disks/naa.disk_ID_1:1

The extended file system spans two partitions—naa.disk_ID_1:1 and naa.disk_ID_2:1. In this example,
naa.disk_ID_1:1 is the name of the head partition.

Growing an Existing Extent
Instead of adding a new extent to a VMFS datastore, you can grow an existing extent using the vmkfstools -
G command.

Use the following option to increase the size of a VMFS datastore after the underlying storage had its
capacity increased.

-G --growfs device device

This option grows an existing VMFS datastore or its extent. For example,

vmkfstools --growfs /vmfs/devices/disks/disk_ID:1 /vmfs/devices/disks/disk_ID:1

Upgrading a VMFS Datastore
If you use a VMFS3 datastore, you must upgrade it to VMFS5.

CAUTION   The upgrade is a one-way process. After you have converted a VMFS3 datastore to VMFS5, you
cannot revert it back.

When upgrading the datastore, use the following command: vmkfstools -T|--
upgradevmfs /vmfs/volumes/UUID

NOTE   All hosts accessing the datastore must support VMFS5 . If any ESX/ESXi host version 4.x or earlier is
using the VMFS3 datastore, the upgrade fails and the Mac address of the host that is actively using the
datastore is displayed.
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Virtual Disk Options
Virtual disk options allow you to set up, migrate, and manage virtual disks stored in VMFS and NFS file
systems. You can also perform most of these tasks through the vSphere Web Client.

Supported Disk Formats
When you create or clone a virtual disk, you can use the -d --diskformat suboption to specify the format for
the disk.

Choose from the following formats:

n zeroedthick (default) – Space required for the virtual disk is allocated during creation. Any data
remaining on the physical device is not erased during creation, but is zeroed out on demand at a later
time on first write from the virtual machine. The virtual machine does not read stale data from disk.

n eagerzeroedthick – Space required for the virtual disk is allocated at creation time. In contrast to
zeroedthick format, the data remaining on the physical device is zeroed out during creation. It might
take much longer to create disks in this format than to create other types of disks.

n thin – Thin-provisioned virtual disk. Unlike with the thick format, space required for the virtual disk is
not allocated during creation, but is supplied, zeroed out, on demand at a later time.

n rdm:device – Virtual compatibility mode raw disk mapping.

n rdmp:device – Physical compatibility mode (pass-through) raw disk mapping.

n 2gbsparse – A sparse disk with 2GB maximum extent size. You can use disks in this format with hosted
VMware products, such as VMware Fusion, Player, Server, or Workstation. However, you cannot
power on sparse disk on an ESXi host unless you first re-import the disk with vmkfstools in a
compatible format, such as thick or thin.

See “Migrate Virtual Machines Between Different VMware Products,” on page 273.

NFS Disk Formats

The only disk formats you can use for NFS are thin, thick, zeroedthick and 2gbsparse.

Thick, zeroedthick and thin formats usually behave the same because the NFS server and not the ESXi host
determines the allocation policy. The default allocation policy on most NFS servers is thin. However, on
NFS servers that support Storage APIs - Array Integration, you can create virtual disks in zeroedthick
format. The reserve space operation enables NFS servers to allocate and guarantee space.

For more information on array integration APIs, see Chapter 22, “Storage Hardware Acceleration,” on
page 243.

Creating a Virtual Disk
Use the vmkfstools command to create a virtual disk.

-c --createvirtualdisk size[kK|mM|gG]

      -a --adaptertype [buslogic|lsilogic|ide|lsisas|pvscsi] srcfile

      -d --diskformat [thin|zeroedthick|eagerzeroedthick]

This option creates a virtual disk at the specified path on a datastore. Specify the size of the virtual disk.
When you enter the value for size, you can indicate the unit type by adding a suffix of k (kilobytes), m
(megabytes), or g (gigabytes). The unit type is not case sensitive. vmkfstools interprets either k or K to mean
kilobytes. If you don’t specify a unit type, vmkfstools defaults to bytes.

You can specify the following suboptions with the -c option.

n -a specifies the controller that a virtual machine uses to communicate with the virtual disks. You can
choose between BusLogic, LSI Logic, IDE, LSI Logic SAS, and VMware Paravirtual SCSI.
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n -d specifies disk formats.

Example for Creating a Virtual Disk
This example illustrates creating a two-gigabyte virtual disk file named rh6.2.vmdk on the VMFS file system
named myVMFS. This file represents an empty virtual disk that virtual machines can access.

vmkfstools -c 2048m /vmfs/volumes/myVMFS/rh6.2.vmdk

Initializing a Virtual Disk
Use the vmkfstools command to initialize a virtual disk.

-w --writezeros

This option cleans the virtual disk by writing zeros over all its data. Depending on the size of your virtual
disk and the I/O bandwidth to the device hosting the virtual disk, completing this command might take a
long time.

CAUTION   When you use this command, you lose any existing data on the virtual disk.

Inflating a Thin Virtual Disk
Use the vmkfstools command to inflate a thin virtual disk.

-j --inflatedisk

This option converts a thin virtual disk to eagerzeroedthick, preserving all existing data. The option
allocates and zeroes out any blocks that are not already allocated.

Removing Zeroed Blocks
Use the vmkfstools command to convert any thin, zeroedthick, or eagerzeroedthick virtual disk to a thin
disk with zeroed blocks removed.

-K --punchzero

This option deallocates all zeroed out blocks and leaves only those blocks that were allocated previously
and contain valid data. The resulting virtual disk is in thin format.

Converting a Zeroedthick Virtual Disk to an Eagerzeroedthick Disk
Use the vmkfstools command to convert any zeroedthick virtual disk to an eagerzeroedthick disk.

-k --eagerzero

While performing the conversion, this option preserves any data on the virtual disk.

Deleting a Virtual Disk
This option deletes a virtual disk file at the specified path on the VMFS volume.

-U --deletevirtualdisk

Renaming a Virtual Disk
This option renames a virtual disk file at the specified path on the VMFS volume.

You must specify the original file name or file path oldName and the new file name or file path newName.

-E --renamevirtualdisk oldName newName
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Cloning a Virtual Disk or RDM
This option creates a copy of a virtual disk or raw disk you specify.

-i --clonevirtualdisk srcfile -d --diskformat [zeroedthick|thin|eagerzeroedthick|rdm:device|

rdmp:device|2gbsparse]

You can use the -d|--diskformat suboption to specify the disk format for the copy you create. A non-root
user is not allowed to clone a virtual disk or an RDM.

Example for Cloning a Virtual Disk
This example illustrates cloning the contents of a master virtual disk from the templates repository to a
virtual disk file named myOS.vmdk on the myVMFS file system.

vmkfstools -i /vmfs/volumes/myVMFS/templates/gold-master.vmdk /vmfs/volumes/myVMFS/myOS.vmdk

You can configure a virtual machine to use this virtual disk by adding lines to the virtual machine
configuration file, as in the following example:

scsi0:0.present = TRUE 

scsi0:0.fileName = /vmfs/volumes/myVMFS/myOS.vmdk

Migrate Virtual Machines Between DifferentVMware Products
Typically, you use VMware Converter to migrate virtual machines from other VMware products into your
ESXi system. However, you can use the vmkfstools -i command to import virtual disks in 2gbsparse
format into ESXi and then attach this disk to a new virtual machine you create in ESXi.

You must import the virtual disk first because you cannot power on disks in 2gbsparse format on the ESXi
host.

Procedure

1 Import a disk in 2gbsparse format into the ESXi host by running the following command. Make sure to
select the disk format compatible with ESXi.

vmkfstools -i <input> <output> -d <format>

2 Use the vSphere Web Client to attach the disk you imported to a virtual machine in ESXi.

For information, see the vSphere Virtual Machine Administration.

Extending a Virtual Disk
This option extends the size of a disk allocated to a virtual machine after the virtual machine has been
created.

-X --extendvirtualdisk newSize [kK|mM|gG]

You must power off the virtual machine that uses this disk file before you enter this command. You might
have to update the file system on the disk so the guest operating system can recognize and use the new size
of the disk and take advantage of the extra space.

NOTE   You cannot hot-extend virtual SATA disks, or any virtual disk if the capacity after extension is equal
to or greater than 2TB.

You specify the newSize parameter in kilobytes, megabytes, or gigabytes by adding a k (kilobytes), m
(megabytes), or g (gigabytes) suffix. The unit type is not case sensitive. vmkfstools interprets either k or K to
mean kilobytes. If you don’t specify a unit type, vmkfstools defaults to kilobytes.

The newSize parameter defines the entire new size, not just the increment you add to the disk.
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For example, to extend a 4g virtual disk by 1g, enter: vmkfstools -X 5g disk name.

You can extend the virtual disk to the eagerzeroedthick format by using the -d eagerzeroedthick option.

NOTE   Do not extend the base disk of a virtual machine that has snapshots associated with it. If you do, you
can no longer commit the snapshot or revert the base disk to its original size.

Upgrading Virtual Disks
This option converts the specified virtual disk file from ESX Server 2 format to the ESXi format.

-M --migratevirtualdisk

Creating a Virtual Compatibility Mode Raw Device Mapping
This option creates a Raw Device Mapping (RDM) file on a VMFS volume and maps a raw LUN to this file.
After this mapping is established, you can access the LUN as you would a normal VMFS virtual disk. The
file length of the mapping is the same as the size of the raw LUN it points to.

-r --createrdm device

When specifying the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

Example for Creating a Virtual Compatibility Mode RDM
In this example, you create an RDM file named my_rdm.vmdk and map the disk_ID raw disk to that file.

vmkfstools -r /vmfs/devices/disks/disk_ID my_rdm.vmdk

You can configure a virtual machine to use the my_rdm.vmdk mapping file by adding the following lines to
the virtual machine configuration file:

scsi0:0.present = TRUE 

scsi0:0.fileName = /vmfs/volumes/myVMFS/my_rdm.vmdk

Creating a Physical Compatibility Mode Raw Device Mapping
This option lets you map a pass-through raw device to a file on a VMFS volume. This mapping lets a virtual
machine bypass ESXi SCSI command filtering when accessing its virtual disk.This type of mapping is useful
when the virtual machine needs to send proprietary SCSI commands, for example, when SAN-aware
software runs on the virtual machine.

-z --createrdmpassthru device

After you establish this type of mapping, you can use it to access the raw disk just as you would any other
VMFS virtual disk.

When specifying the device parameter, use the following format:

/vmfs/devices/disks/disk_ID

Listing Attributes of an RDM
This option lets you list the attributes of a raw disk mapping.

-q --queryrdm

This option prints the name of the raw disk RDM. The option also prints other identification information,
like the disk ID, for the raw disk.
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Displaying Virtual Disk Geometry
This option gets information about the geometry of a virtual disk.

-g --geometry

The output is in the form: Geometry information C/H/S, where C represents the number of cylinders, H
represents the number of heads, and S represents the number of sectors.

NOTE   When you import virtual disks from hosted VMware products to the ESXi host, you might see a disk
geometry mismatch error message. A disk geometry mismatch might also be the cause of problems loading
a guest operating system or running a newly-created virtual machine.

Checking and Repairing Virtual Disks
Use this option to check or repair a virtual disk in case of an unclean shutdown.

-x , --fix [check|repair]

Checking Disk Chain for Consistency
With this option, you can check the entire disk chain. You can determine if any of the links in the chain are
corrupted or any invalid parent-child relationships exist.

-e --chainConsistent

Storage Device Options
Device options allows you to perform administrative task for physical storage devices.

Managing SCSI Reservations of LUNs
The -L option lets you reserve a SCSI LUN for exclusive use by the ESXi host, release a reservation so that
other hosts can access the LUN, and reset a reservation, forcing all reservations from the target to be
released.

-L --lock [reserve|release|lunreset|targetreset|busreset] device

CAUTION   Using the -L option can interrupt the operations of other servers on a SAN. Use the -L option only
when troubleshooting clustering setups.

Unless specifically advised by VMware, never use this option on a LUN hosting a VMFS volume.

You can specify the -L option in several ways:

n -L reserve – Reserves the specified LUN. After the reservation, only the server that reserved that LUN
can access it. If other servers attempt to access that LUN, a reservation error results.

n -L release – Releases the reservation on the specified LUN. Other servers can access the LUN again.

n -L lunreset – Resets the specified LUN by clearing any reservation on the LUN and making the LUN
available to all servers again. The reset does not affect any of the other LUNs on the device. If another
LUN on the device is reserved, it remains reserved.

n -L targetreset – Resets the entire target. The reset clears any reservations on all the LUNs associated
with that target and makes the LUNs available to all servers again.

n -L busreset – Resets all accessible targets on the bus. The reset clears any reservation on all the LUNs
accessible through the bus and makes them available to all servers again.
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When entering the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

Breaking Device Locks
The -B option allows you to forcibly break the device lock on a particular partition.

-B --breaklock device

When entering the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

You can use this command when a host fails in the middle of a datastore operation, such as grow extent,
add extent, or resignaturing. When you issue this command, make sure that no other host is holding the
lock.
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iSCSI adapters
about  69
advanced parameters  102
hardware  65
software  65

iSCSI alias  64
iSCSI boot, iBFT  109
iSCSI Boot Firmware Table, See iBFT
iSCSI boot parameters, configuring  111
iSCSI names, conventions  64
iSCSI networking

binding adapters  79, 85, 94
changing policy  79, 85, 93
creating a VMkernel interface  77, 83, 92
managing  95
port binding details  80, 86, 94
troubleshooting  95

iSCSI port binding, considerations  91
iSCSI ports  64
iSCSI SAN restrictions  70
iSCSI sessions

adding for a target  104
displaying  104
managing  103
removing  105

J
jumbo frames

enabling for dependent hardware iSCSI  96
enabling for independent hardware iSCSI  96
enabling for software iSCSI  96
using with iSCSI  95

K
Kerberos, configuring ESXi hosts  158

L
Layer 3 connections  157
layered applications  31
load balancing  28, 40
locations of virtual machines  30
locator LED

turning off  132
turning on  132

loss of network connection, troubleshooting  113
lower-tier storage  30
LUN decisions

adaptive scheme  30
predictive scheme  30

LUN masking  35
LUNs

allocations  40, 70
and VMFS datastores  39

changing number scanned  125
decisions  29
making changes and rescan  124
masking  197
multipathing policy  191
NPIV-based access  41
one VMFS volume per  70
setting multipathing policy  191

M
maintenance  28
marking, flash devices  135
masking LUNs  197
MBR  18, 121
metadata, RDMs  206
metadata consistency, checking with VOMA  176
metadata updates  148
mid-tier storage  30
migrating virtual machines with Flash Read

Cache  143
migration

cross-host Storage vMotion  254
storage  254

Most Recently Used path policy  188, 191
mounting VMFS datastores  168
MPPs

displaying  194
See also multipathing plug-ins

MRU path policy  191
multipathing

active paths  189
broken paths  189
considerations  192
disabled paths  189
standby paths  189
viewing the current state of  189

multipathing claim rules
adding  195
deleting  197

multipathing plug-ins, path claiming  189
multipathing policy  191
multipathing state  190

N
N-Port ID Virtualization, See NPIV
NAA  64
NAS  15
NAS plug-ins

installing  249
uninstalling  250
upgrading  251

Native Multipathing Plug-In  186, 187
network connections, create  77, 83, 91

vSphere Storage

280  VMware, Inc.



network adapters, configuring for iBFT iSCSI
boot  111

network performance  117
networking, configuring  71
NFS datastores

characteristics  21
maximum size  152
unmounting  168

NFS storage
adding  161
firewall  155
guidelines  153
setting up  157

NFS 4.1
Kerberos credentials  158
Network Time Protocol  159

NFS client, firewall rule set  156
NFS clients, firewall ports  156
NICs, mapping to VMkernel  78, 84, 92
NMP

I/O flow  188
path claiming  189
See also Native Multipathing Plug-In

NPIV
about  41
assigning WWNs  42
changing WWNs  43
limitations  42
requirements  41

O
one-way CHAP  98

P
partition mappings  206
passive disk arrays  40, 70, 191
path claiming  189
path failover

and virtual machines  185
array-based  184
host-based  182

path failure rescan  124
path management  181
path policies

Fixed  184, 188, 191
Most Recently Used  188, 191
MRU  191
Round Robin  188, 191

path selection policies, changing  191
Path Selection Plug-Ins  188
paths

disabling  192
masking  197

preferred  189
unmasking  198

PDL
with High Availability  131
See also permanent device loss

per file I/O scheduling
about  200
turning off  200

performance
checking Ethernet switch statistics  119
network  117
optimizing  60, 116
storage system  116

permanent device loss  126, 128
planned device removal  127
Pluggable Storage Architecture  186
pointer block cache, configuring  178
policy rules, storage-specific data services  226
port binding  182
port redirection  184
Port_ID  36
predictive scheme  30
preferred path  189
profile-driven storage  225
protocol endpoints

editing paths  220
managing  220

PSA, See Pluggable Storage Architecture
PSPs, See Path Selection Plug-Ins

Q
Qlogic HBA BIOS, enabling for BFS  53
queue depth  70

R
RAID devices  206
raw device mapping, see RDM  203
RDM

advantages  204
and virtual disk files  207
dynamic name resolution  207
overview  203
physical compatibility mode  206
virtual compatibility mode  206
with clustering  207

RDMs
and snapshots  206
path management  209

reclaiming space  259
remove a virtual flash resource  138
renaming files  171
requirements, boot from SAN  50

Index

VMware, Inc.  281



rescan
LUN creation  124
path masking  124
when path is down  124

rescanning
storage  125
storage adapter  125

resignature a VMFS datastore copy  163
resignaturing  162
restrictions  39
Round Robin path policy  188, 191
rule sets  227
rules, and datastore tags  227

S
SAN

backup considerations  32
benefits  27
requirements  39
specifics  28

SAN fabric  35
SAN management software  32
SAN storage performance, optimizing  60, 116
SAS  14
SATA  14
SATPs

adding rules  199
displaying  194
See also Storage Array Type Plug-Ins

scanning, changing number  125
scheduling queues  200
SCSI, vmkfstools  267
SCSI controllers  13
sense codes  126
server performance  61, 116
set up virtual flash resource  137
setup steps  40
software iSCSI

and failover  182
diagnostic partition  174
networking  88

software FCoE
and VMkernel  46
activating adapters  47
booting  55

software FCoE boot
best practices  56
configuring parameters  56
ESXi installation  57
requirements  55
setting up  56

software FCoE installation, troubleshooting  57

software iSCSI adapter
configuring  81
disabling  87

software iSCSI initiator, enabling  81
software iSCSI boot, changing settings  113
software iSCSI initiators, setting up discovery

addresses  97
standard switches  78, 84, 92
static targets, removing  98
static discovery addresses  97
storage

access for virtual machines  24
adapters  20
introduction  13
local  14
networked  15
provisioning  253
rescan  125
supported vSphere features  24
types  14
used by virtual machines  255

storage adapter, rescan  125
storage devices

attaching  128
detaching  128
disconnections  126
displaying  195
displaying for a host  19, 122
displaying for an adapter  19, 122
hardware acceleration status  246
managing  121
marking as local flash  134
naming  123
paths  190
viewing  18, 121

storage filters
disabling  172
host rescan  173
RDM  173
same host and transports  173
VMFS  173

storage policies
cloning  232
editing  232
noncompliant  237
reapplying  238
rule sets  227
virtual machines  233

storage profiles, conversion  225
storage provider, requirements  262
storage adapters

viewing  20
viewing in vSphere Web Client  20

Storage APIs, Storage Awareness  261

vSphere Storage

282  VMware, Inc.



storage area network  63
Storage Array Type Plug-Ins  187
storage arrays, performance  60
storage capabilities  262
storage capabilities and storage policies  226
storage compliance

storage policy  236
virtual machine  237

storage device
connection status  130
renaming  124

storage devices, marking as local  135
storage policy

applying to a virtual machine  235
compliance  236
deleting  232
enabling  228

storage providers
and VVols  213
SSL connection  264
unregistering  264
updating  265
viewing  264

storage providers, registering  263
storage space  253
storage status  262
storage systems

performance  116
types  36, 66

storage topology  262
storage virtualization  13
storage, and VMkernel  239
STP  46
swap cache, configure with virtual flash

resource  137
swap to host cache  139

T
tag-based rules, adding  231
tags

applying to datastores  229
creating  229

tape devices  40
targets  17, 66
targets vs. LUNs  66
technical support  9
thick provisioning  253
thin disks, creating  255
thin provisioning, over-subscription  253
thin-provisioned LUNs

identify  258
reporting  258

third-party backup package  33

third-party management applications  32
TimeoutValue parameter  39, 70
troubleshooting

changing iSCSI boot parameters  113
loss of network connection  113

U
unplanned device loss  126, 128
updated information  11
uploading files  170
USB  14
use cases  28

V
VAAI claim rules

defining  248
deleting  249
VAAI filter  247
VAAI plug-in  247

VAAI filter, displaying  245
VAAI plug-ins, displaying  245
VFFS volumes, about  137
VFFS volume, setting up  137
virtual datastores

characteristics  21
default policies  233
mounting  168
unmounting  168

virtual flash
disabling  138
DRS support  142
HA support  142

Virtual SAN datastores, characteristics  21
Virtual Volumes

changing default policy  223
guidelines  215

virtual datastore, changing default policy  223
virtual disk, repair  275
virtual disk files

copying  170
renaming  171

virtual disks
extending  273
formats  254
supported formats  271

virtual flash resource
configure a swap cache  137
considerations  137
remove  138
setup  137

virtual flash resource, configuring host
cache  140

virtual machine I/O, queues  200
virtual machine storage policies, default  233
virtual machine storage policy, compliance  237

Index

VMware, Inc.  283



virtual machine storage profiles, See storage
policies

virtual machines
accessing FC SAN  37
accessing iSCSI SAN  68
assigning WWNs to  42
configuration files  131
configuration parameters  131
I/O delay  184
locations  30
with RDMs  208

virtual ports (VPORTs)  41
Virtual SAN, default policies  233
virtual volumes

and virtual disks  212
assigning VM storage policy  222
VM storage policies  221

Virtual Volumes functionality
about
See VVols functionality

VM Component Protection  131
VM storage polices, workflow  228
VM storage policies

creating  228
defining storage-specific rules  230
managing  228
reviewing compatible datastores  232
rules  226

VM storage policy
assigning  234
starting creation  230

VMFS
checking metadata consistency  176
conversion  270
locking  149
one volume per LUN  70
resignaturing  162
vmkfstools  267

VMFS datastores
adding extents  166
changing signatures  163
characteristics  21
creating on Fibre Channel storage  160
creating on iSCSI storage  160
creating on SCSI disk  160
creating on storage device  160
deleting  169
disk formats  147
increasing  165
increasing capacity  166
mounting  168
sharing  148

unmounting  168
upgrading  164

VMFS datastore, configuring host cache  139
VMFS resignaturing  162
VMFS3, upgrading  165
VMFS5, improvements over VMFS3  146
VMFS5 and VMFS3, differences  146
VMkernel interfaces  78, 84, 92
vmkfstools

breaking locks  276
cloning disks  273
creating RDMs  274
creating virtual disks  271
deleting virtual disks  272
device options  275
disk chain  275
extending virtual disks  273
file system options  269
geometry  275
inflating thin disks  272
initializing virtual disks  272
migrating virtual disks  273
overview  267
RDM attributes  274
removing zeroed blocks  272
renaming virtual disks  272
SCSI reservations  275
syntax  267
upgrading virtual disks  274
virtual disk options  271
virtual disks conversion  272

vmkfstools -C command  269
vmkfstools -G command  270
vmkfstools -P command  269
vmkfstools -v command  268
vmkfstools -Z command  270
vmkfstools command options  268
vmkfstools examples

cloning disks  273
creating RDMs  274
creating virtual disks  272

vMotion  27, 28, 40, 70
VMware DRS, using with vMotion  70
VMware HA  27
VMware NMP

I/O flow  188
See also Native Multipathing Plug-In

VMware On-disk Metadata Analyser, See VOMA
VMware PSPs, See Path Selection Plug-Ins
VMware SATPs, See Storage Array Type Plug-

Ins
VOMA  176

vSphere Storage

284  VMware, Inc.



VVOL  211, 215
VVOL datastores

characteristics  21
unmounting  168

VVOL functionality
and storage protocols  215
concepts  212
prerequisites  217
protocol endpoints  214
storage containers  213
workflow  218
See also Virtual Volumes

VVOL storage providers  219
VVOL VASA providers  213
VVols, VM storage policices  221
VVols datastores

creating VMs  221
mounting  168

VVols functionality
about  211
and NTP server  217
and storage protocols  215
architecture  216
characteristics  215
datastores  214
limitations  215
prerequisites  217
protocol endpoints  214
storage containers  213
workflow  218

VVols functionality, concepts  212
VVols protocol endpoints, editing paths  220
VVols storage providers, registering  219
VVols VASA providers  213

W
Windows guest OS timeout  185
World Wide Names, See WWNs
World Wide Port Names, See WWPNs
WWNNs  42
WWNs

assigning to virtual machines  42
changing  43

WWPNs  36, 42

Z
zoning  35, 36

Index

VMware, Inc.  285



vSphere Storage

286  VMware, Inc.



vCenter Server and Host Management
ESXi 6.0

vCenter Server 6.0

This document supports the version of each product listed and
supports all subsequent versions until the document is
replaced by a new edition. To check for more recent editions
of this document, see http://www.vmware.com/support/pubs.

EN-001396-00

http://www.vmware.com/support/pubs


vCenter Server and Host Management

2  VMware, Inc.

You can find the most up-to-date technical documentation on the VMware Web site at:

http://www.vmware.com/support/

The VMware Web site also provides the latest product updates.

If you have comments about this documentation, submit your feedback to:

docfeedback@vmware.com

Copyright © 2009–2015 VMware, Inc. All rights reserved. Copyright and trademark information.

VMware, Inc.
3401 Hillview Ave.
Palo Alto, CA 94304
www.vmware.com

http://www.vmware.com/support/
mailto:docfeedback@vmware.com
http://pubs.vmware.com/copyright-trademark.html


Contents

About VMware vCenter Server™ and Host Management 9

 
1 vSphere Concepts and Features 11

Virtualization Basics 11
Physical Topology of vSphere Data Center 12
vSphere Software Components 13
Client Interfaces for vSphere 15
vSphere Managed Inventory Objects 16
Optional vCenter Server Components 18
vCenter Server Plug-Ins 19

 
2 Using the vSphere Web Client 21

Log in to vCenter Server by Using the vSphere Web Client 22
Log Out of vCenter Server Using the vSphere Web Client 22
Use the vSphere Web Client Navigator 23
Use the vSphere Web Client Inventory Tree 23
Customize the User Interface 24

Rearrange the Components of the User Interface 24
Customize the User Interface by Using the Layout Settings Menu 24
Disable the Customizable User Interface Feature 25

Install the Client Integration Plug-In 25
Pause and Resume a Task in Progress 26
Refresh Data 26
Searching the Inventory 26

Perform a Quick Search 27
Perform a Simple Search 27
Perform an Advanced Search 28
Save a Search 28
Load a Saved Search 28

Use Quick Filters 29
Quick Filters Available for vSphere Objects 29

View Recent Objects 31
Configure the vSphere Web Client Timeout Value 31
Remove Stored User Data 32
Drag and Drop Objects 32
Export Lists 33
Keyboard Shortcuts 33

Inventory Keyboard Shortcuts 33
Create a Scheduled Task with a Keyboard Shortcut 34

 

VMware, Inc.  3



3 Configuring Hosts and vCenter Server 35
Host Configuration 35

Configure the Boot Device on an ESXi Host 35
Configure Agent VM Settings 36
Set Advanced Host Attributes 36

Synchronizing Clocks on the vSphere Network 37
Edit Time Configuration for a Host 37

Configuring vCenter Server 38
Configure License Settings for vCenter Server 38
Configuring Statistics Settings 38
Configure Runtime Settings for vCenter Server 41
Configure User Directory Settings 41
Configure Mail Sender Settings 42
Configure SNMP Settings 42
View Port Settings 43
Configure Timeout Settings 43
Configure Logging Options 44
Configure Database Settings 44
Verifying SSL Certificates for Legacy Hosts 45
Configure Advanced Settings 46
Send a Message to Other Logged In Users 46
Edit the Settings of Services 47
Start, Stop, and Restart Services 47
Configuring Services in the vSphere Web Client 48

Using Enhanced Linked Mode 56
Configuring Communication Among ESXi , vCenter Server, and the vSphere Web Client 56

 
4 Providing vCenter Server Availability 57

Using a vSphere High Availability Cluster 57
Establishing Watchdog Support 58
Using MSCS for vCenter Server Availability 58
Set Up MSCS for vCenter Server Availability 59

 
5 Managing Third-Party Hypervisors by Using vCenter Host Gateway 61

vCenter Host Gateway System Requirements 62
Supported Third-Party Hypervisors 62
Deploy the vCenter Host Gateway Appliance 63

Start the OVF Deployment Wizard 64
Select the OVF Source Location 64
Review the OVF Details 64
Accept the OVF License Agreements 65
Select OVF Name and Location 65
Select Storage for the vCenter Host Gateway OVF Template 65
Setup OVF Network 66
Customize the OVF Template 66
Review the Configuration and Complete the Deployment 67

vCenter Host Gateway User Permissions 67

vCenter Server and Host Management

4  VMware, Inc.



Configure the vCenter Host Gateway Appliance 68
Restart the vCenter Host Gateway Service 68
Synchronize the Time Settings of the vCenter Host Gateway Appliance 68
Change Network Settings of the vCenter Host Gateway Appliance 69
Configure Proxy Settings 69
Manage the Registration of the vCenter Host Gateway Service 70
Change the Administrator Password of the vCenter Host Gateway Appliance 70
Restart or Shut Down the vCenter Host Gateway Appliance 71
Download a Support Bundle 71

Add Third-Party Hosts to the vCenter Server Inventory 71
Supported Actions for Managing Third-Party Hosts in the vSphere Web Client 72
Supported Actions for Managing Third-Party Virtual Machines in the vSphere Web Client 72

 
6 Organizing Your Inventory 73

Create Data Centers 74
Add a Host 74
Create Clusters 75
Create a Folder 76

 
7 Tagging Objects 79

Migrate Custom Attributes to Tags 79
Create a Tag Category 81
Delete a Tag Category 81
Edit a Tag Category 82
Create a Tag 83
Apply a Tag to an Object 83
Remove a Tag from an Object 83
Delete a Tag 84
Edit a Tag 84
Add Permissions for Tags and Tag Categories 85
Tagging Best Practices 85

 
8 License Management and Reporting 87

Licensing Terminology and Definitions 88
The License Service in vSphere 6.0 89
Licensing for Environments with vCenter Server Systems 6.0 and 5.5 89
Licensing for Products in vSphere 90

Licensing for ESXi Hosts 90
Licensing for vCenter Server 91
Licensing for Clusters with Enabled Virtual SAN 92

Suite Licensing 92
Licensing for VMware vCloud® Suite 92
Licensing for vSphere® with Operations Management 93

Managing Licenses 93
Create New Licenses 93
Assign a License to Multiple Assets 94
Configure License Settings for an ESXi Host 95
Configure License Settings for vCenter Server 95

Contents

VMware, Inc.  5



Assign a License to a Virtual SAN Cluster 96
Set Assets to Evaluation Mode 97
Rename a License 97
Remove Licenses 97

Viewing Licensing Information 98
View Licensing Information About the vSphere Environment 98
View Available Licenses and Features About a Product 99
View the Features that an Asset Uses 99
View the License Key of the License 99
View the Licensed Features for an Asset 100

Generating Reports for License Usage in the vSphere Web Client 100
View the License Usage for Multiple Products 100
View License Usage Details for a Single Product 101
Export a License Usage Report 101

 
9 Working with Tasks 103

Managing Tasks 103
View Tasks 103

Schedule Tasks 103
Create a Scheduled Task 104
Change or Reschedule a Task 106
Remove a Scheduled Task 106

 
10 Starting and Stopping the vSphere Components 107

Start an ESXi Host 107
Reboot or Shut Down an ESXi Host 107
Starting vCenter Server 108

Verify That vCenter Server Is Running 108
Restart the vCenter Server System 108
Stop the vCenter Server System 108

 
11 Managing Hosts in vCenter Server 109

Disconnecting and Reconnecting a Host 109
Disconnect a Managed Host 109
Reconnect a Managed Host 110
Reconnecting Hosts After Changes to the vCenter Server SSL Certificate 110

Remove a Host from a Cluster 110
Understanding Managed Host Removal 111
Remove a Managed Host from vCenter Server 112

 
12 Migrating Virtual Machines 115

Cold Migration 117
Migration with vMotion 118

Host Configuration for vMotion 119
Virtual Machine Conditions and Limitations for vMotion 121
Migration with vMotion in Environments Without Shared Storage 122
Migration Between vCenter Server Systems 123

vCenter Server and Host Management

6  VMware, Inc.



Migration with Storage vMotion 125
Storage vMotion Requirements and Limitations 125

CPU Compatibility and EVC 126
CPU Compatibility Scenarios 126
CPU Families and Feature Sets 127
About Enhanced vMotion Compatibility 127
EVC Requirements for Hosts 128
Create an EVC Cluster 128
Enable EVC on an Existing Cluster 129
Change the EVC Mode for a Cluster 129
Determine EVC Modes for Virtual Machines 130
Determine the EVC Mode that a Host Supports 131
Prepare Clusters for AMD Processors Without 3DNow! 131
CPU Compatibility Masks 132
View CPUID Details for an EVC Cluster 133

Migrate a Powered-Off or Suspended Virtual Machine 133
Migrate a Virtual Machine to a New Compute Resource 135
Migrate a Virtual Machine to a New Compute Resource and Storage 136
Migrate a Virtual Machine to New Storage 138
Place vMotion Traffic on the vMotion TCP/IP Stack of an ESXi Host 139
Place Traffic for Cold Migration, Cloning, and Snapshosts on the Provisioning TCP/IP Stack 141
Limits on Simultaneous Migrations 142
About Migration Compatibility Checks 143

 
13 Automating Management Tasks by Using vRealize Orchestrator 145

Concepts of Workflows 145
Performing Administration Tasks on the vSphere Objects 146
Configure the Default vRealize Orchestrator 147
Managing Associations of Workflows with vSphere Inventory Objects 147

Associate Workflows with vSphere Inventory Object Types 147
Edit the Associations of Workflows with vSphere Objects 148
Export the Associations of Workflows with vSphere Objects 149
Import the Association of Workflows with vSphere Objects 149

Managing Workflows 150
Run Workflows on vSphere Inventory Objects 150
View Information About Workflow Runs 151
View Information About the Runs of a Specific Workflow 151
View Workflows that Are Waiting for User Interaction 152
Searching for Workflows 152
Scheduling Workflows 153

Workflows for Managing Inventory Objects 156
Cluster and Compute Resource Workflows 156
Guest Operation Files Workflows 157
Guest Operation Processes Workflows 157
Custom Attributes Workflows 158
Data Center Workflows 158
Datastore and Files Workflows 158
Data Center Folder Management Workflows 159
Host Folder Management Workflows 159

Contents

VMware, Inc.  7



Virtual Machine Folder Management Workflows 159
Basic Host Management Workflows 159
Host Power Management Workflows 160
Host Registration Management Workflows 160
Networking Workflows 160
Distributed Virtual Port Group Workflows 161
Distributed Virtual Switch Workflows 161
Standard Virtual Switch Workflows 161
Resource Pool Workflows 162
Storage Workflows 162
Storage DRS Workflows 163
Basic Virtual Machine Management Workflows 164
Clone Workflows 165
Linked Clone Workflows 165
Linux Customization Clone Workflows 166
Tools Clone Workflows 166
Windows Customization Clone Workflows 166
Device Management Workflows 167
Move and Migrate Workflows 167
Other Workflows 168
Power Management Workflows 169
Snapshot Workflows 170
VMware Tools Workflows 170

 
14 About Headless Systems 171

Detecting a Headless System 171
About Serial Mode Dynamic Switching 171

ESXi Serial Port Modes 172
Dynamic Switching Keystrokes 172
Serial Port Dynamic Switching using the CLI 172
Controlling the Serial DCUI 173

Index 175

vCenter Server and Host Management

8  VMware, Inc.



About VMware vCenter Server™ and Host
Management

vCenter Server and Host Management describes how to start and stop the VMware® vSphere Web Client
components, build your vSphere environment, monitor and manage the information generated about the
components, and set up roles and permissions for users and groups using the vSphere environment.

In addition, vCenter Server and Host Management provides brief introductions to the various tasks you can
perform within the system as well as cross-references to the documentation that describes all the tasks in
detail.

vCenter Server and Host Management covers ESXi and vCenter Server.

Intended Audience
vCenter Server and Host Management is intended for system administrators who are experienced Windows or
Linux system administrators and who are familiar with virtual machine technology and data center
operations.
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vSphere Concepts and Features 1
VMware vSphere™ leverages the power of virtualization to transform data centers into simplified cloud
computing infrastructures and enables IT organizations to deliver flexible and reliable IT services.

The two core components of vSphere are VMware ESXi™ and VMware vCenter Server™. ESXi is the
virtualization platform on which you create and run virtual machines. vCenter Server is a service that acts
as a central administrator for ESXi hosts that are connected on a network. vCenter Server allows you to pool
and manage the resources of multiple hosts. vCenter Server provides many features that allow you to
monitor and manage your physical and virtual infrastructure.

Additional vSphere components are available as plugins that extend the functionality of the vSphere
product.

This chapter includes the following topics:

n “Virtualization Basics,” on page 11

n “Physical Topology of vSphere Data Center,” on page 12

n “vSphere Software Components,” on page 13

n “Client Interfaces for vSphere,” on page 15

n “vSphere Managed Inventory Objects,” on page 16

n “Optional vCenter Server Components,” on page 18

n “vCenter Server Plug-Ins,” on page 19

Virtualization Basics
A virtual machine is a software computer that, like a physical computer, runs an operating system and
applications. The hypervisor serves as a platform for running virtual machines and allows for the
consolidation of computing resources.

Each virtual machine contains its own virtual, or software-based, hardware, including a virtual CPU,
memory, hard disk, and network interface card.

Software called the hypervisor is installed on the physical hardware in a virtualized data center, and acts as
a platform for virtual machines. ESXi is the hypervisor in a vSphere environment. The hypervisor provides
physical hardware resources dynamically to virtual machines as needed to support the operation of the
virtual machines. The hypervisor allows virtual machines to operate with a degree of independence from
the underlying physical hardware. For example, a virtual machine can be moved from one physical host to
another, or its virtual disks can be moved from one type of storage to another, without affecting the
functioning of the virtual machine.
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Because virtual machines are decoupled from specific underlying physical hardware, virtualization allows
you to consolidate physical computing resources such as CPUs, memory, storage, and networking into
pools of resources that can be dynamically and flexibly made available to virtual machines. With
appropriate management software, such as vCenter Server, you can also use a number of features that
increase the availability and security of your virtual infrastructure.

Physical Topology of vSphere Data Center
A typical VMware vSphere data center consists of basic physical building blocks such as x86 virtualization
servers, storage networks and arrays, IP networks, a management server, and desktop clients.

The vSphere data center topology includes the following components.

Compute servers Industry standard x86 servers that run ESXi on the bare metal. ESXi software
provides resources for and runs the virtual machines. Each computing server
is referred to as a standalone host in the virtual environment. You can group
a number of similarly configured x86 servers with connections to the same
network and storage subsystems to provide an aggregate set of resources in
the virtual environment, called a cluster.

Storage networks and
arrays

Fibre Channel SAN arrays, iSCSI SAN arrays, and NAS arrays are widely
used storage technologies supported by VMware vSphere to meet different
data center storage needs. The storage arrays are connected to and shared
between groups of servers through storage area networks. This arrangement
allows aggregation of the storage resources and provides more flexibility in
provisioning them to virtual machines.

IP networks Each compute server can have multiple physical network adapters to
provide high bandwidth and reliable networking to the entire VMware
vSphere data center.

vCenter Server vCenter Server provides a single point of control to the data center. It
provides essential data center services such as access control, performance
monitoring, and configuration. It unifies the resources from the individual
computing servers to be shared among virtual machines in the entire data
center. It does this by managing the assignment of virtual machines to the
computing servers and the assignment of resources to the virtual machines
within a given computing server based on the policies that the system
administrator sets.

Computing servers continue to function even in the unlikely event that
vCenter Server becomes unreachable (for example, if the network is severed).
Servers can be managed separately and continue to run the virtual machines
assigned to them based on the resource assignment that was last set. After
connection to vCenter Server is restored, it can manage the data center as a
whole again.

Management clients VMware vSphere provides several interfaces for data center management
and virtual machine access. These interfaces include vSphere Web Client for
access through a web browser or vSphere Command-Line Interface (vSphere
CLI).

vCenter Server and Host Management
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vSphere Software Components
VMware vSphere is a suite of software components for virtualization. These include ESXi, vCenter Server,
and other software components that fulfill a number of different functions in the vSphere environment.

vSphere includes the following software components:

ESXi A virtualization platform that you use to create the virtual machines as a set
of configuration and disk files that together perform all the functions of a
physical machine.

Through ESXi, you run the virtual machines, install operating systems, run
applications, and configure the virtual machines. Configuration includes
identifying the virtual machine’s resources, such as storage devices.

The server provides bootstrapping, management, and other services that
manage your virtual machines.

vCenter Server A service that acts as a central administrator for VMware ESXi hosts that are
connected on a network. vCenter Server directs actions on the virtual
machines and the virtual machine hosts (the ESXi hosts).

vCenter Server is a single Windows or Linux Service and is installed to run
automatically. vCenter Server runs continuously in the background. It
performs its monitoring and managing activities even when no
vSphere Web Clients are connected and when no one is logged on to the
computer where it resides. It must have network access to all the hosts it
manages and be available for network access from any machine where the
vSphere Web Client is run.

You can install vCenter Server in a Windows virtual machine on an ESXi
host, allowing it to take advantage of the high-availability that is provided by
VMware HA. See the vSphere Installation and Setup documentation for details
about setting up this configuration.

vCenter Single Sign-On A service that is part of the vCenter Server management infrastructure. The
vCenter Single Sign-On authentication service makes the VMware cloud
infrastructure platform more secure by allowing the various vSphere
software components to communicate with each other through a secure
token exchange mechanism, instead of requiring each component to
authenticate a user separately with a directory service like Active Directory.

When you install vCenter Single Sign-On, the following components are
deployed.

STS (Security
Token Service)

STS certificates enable a user who has logged on
through vCenter Single Sign-On to use any vCenter
service that vCenter Single Sign-On supports
without authenticating to each one. The STS service

Chapter 1 vSphere Concepts and Features
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issues Security Assertion Markup Language (SAML)
tokens. These security tokens represent the identity
of a user in one of the identity source types
supported by vCenter Single Sign-On.

Administration
server

The administration server allows users with
administrator privileges to vCenter Single Sign-On
to configure the vCenter Single Sign-On server and
manage users and groups from the
vSphere Web Client. Initially, only the user
administrator@vsphere.local has these privileges.

vCenter Lookup
Service

vCenter Lookup Service contains topology
information about the vSphere infrastructure,
enabling vSphere components to connect to each
other securely. Unless you are using Simple Install,
you are prompted for the Lookup Service URL when
you install other vSphere components. For example,
the Inventory Service and the vCenter Server
installers ask for the Lookup Service URL and then
contact the Lookup Service to find vCenter Single
Sign-On. After installation, the Inventory Service and
vCenter Server system are registered in vCenter
Lookup Service so other vSphere components, like
the vSphere Web Client, can find them.

VMware
Directory
Service

Directory service associated with the vsphere.local
domain. This service is a multi-tenanted, multi-
mastered directory service that makes an LDAP
directory available on port 11711. In multisite mode,
an update of VMware Directory Service content in
one VMware Directory Service instance results in the
automatic update of the VMware Directory Service
instances associated with all other vCenter Single
Sign-On nodes.

vCenter Server plug-ins Applications that provide additional features and functionality to
vCenter Server. Typically, plug-ins consist of a server component and a client
component. After the plug-in server is installed, it is registered with
vCenter Server and the plug-in client is available to the vSphere Web Client
for download. After a plug-in is installed on the vSphere Web Client, it
might alter the interface by adding views, tabs, toolbar buttons, or menu
options related to the added functionality.

Plug-ins leverage core vCenter Server capabilities, such as authentication and
permission management, but can have their own types of events, tasks,
metadata, and privileges.

Some vCenter Server features are implemented as plug-ins, and can be
managed using the vSphere Web Client Plug-in Manager. These features
include vCenter Storage Monitoring, vCenter Hardware Status, and vCenter
Service Status.

vCenter Server
database

A persistent storage area for maintaining the status of each virtual machine,
host, and user managed in the vCenter Server environment. The
vCenter Server database can be remote or local to the vCenter Server system.

vCenter Server and Host Management
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The database is installed and configured during vCenter Server installation.

If you are accessing your ESXi host directly through the vSphere Web Client,
and not through a vCenter Server system and associated
vSphere Web Client, you do not use a vCenter Server database.

tcServer Many vCenter Server functions are implemented as Web services that
require the tcServer. The tcServer is installed on the vCenter Server machine
as part of the vCenter Server installation.

Features that require the tcServer to be running include: lCIM/Hardware
Status tab, Performance charts, WebAccess, vCenter Storage
Monitoring/Storage Views tab, Storage Policy-Based services, and vCenter
Service status.

vCenter Server agent On each managed host, the software that collects, communicates, and
executes the actions received from vCenter Server. The vCenter Server agent
is installed the first time any host is added to the vCenter Server inventory.

Host agent On each managed host, the software that collects, communicates, and
executes the actions received through the vSphere Web Client. It is installed
as part of the ESXi installation.

Client Interfaces for vSphere
You have several ways to access vSphere components through vSphere interface options.

vSphere interface options include:

vSphere Web Client The vSphere Web Client is a Web application installed on a machine with
network access to your vCenter Server installation. The vSphere Web Client
is the primary interface for connecting to and managing vCenter Server
instances.

vSphere Client The vSphere Client is installed on a Windows machine with network access
to your ESXi or vCenter Server system installation. The interface displays
slightly different options depending on which type of server you are
connected to. A single vCenter Server system or ESXi host can support
multiple, simultaneously connected vSphere Clients.

For more information about the the vSphere Client, see vSphere Single Host
Management.

vSphere Command-Line
Interface

A command-line interface for configuring an ESXi host.

See Chapter 10, “Starting and Stopping the vSphere Components,” on page 107 for information and
instructions about starting and stopping ESXi hosts and vCenter Server.
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vSphere Managed Inventory Objects
In vSphere, the inventory is a collection of virtual and physical objects on which you can place permissions,
monitor tasks and events, and set alarms. You can group most inventory objects by using folders to more
easily manage them.

All inventory objects, with the exception of hosts, can be renamed to represent their purposes. For example,
they can be named after company departments or locations or functions. vCenter Server monitors and
manages the following components of your virtual and physical infrastructure:

Data Centers Unlike a folder, which is used to organize a specific object type, a data center
is an aggregation of all the different types of objects needed to do work in
virtual infrastructure: hosts, virtual machines, networks, and datastores.

Within a data center there are four separate hierarchies.

n Virtual machines (and templates)

n Hosts (and clusters)

n Networks

n Datastores

The data center defines the namespace for networks and datastores. The
names for these objects must be unique within a data center. For example,
you cannot have two datastores with the same name within a single data
center, but you can have two datastores with the same name in two different
data centers. Virtual machines, templates, and clusters need not be unique
within the data center, but must be unique within their folder.

Objects with the same name in two different data centers are not necessarily
the same object. Because of this, moving objects between data centers can
create unpredictable results. For example, a network named networkA in
data_centerA might not be the same network as a network named networkA
in data_centerB. Moving a virtual machine connected to networkA from
data_centerA to data_centerB results in the virtual machine changing the
network it is connected to.

Managed objects also cannot exceed 214 bytes (UTF-8 encoded).

Clusters A collection of ESXi hosts and associated virtual machines intended to work
together as a unit. When you add a host to a cluster, the host’s resources
become part of the cluster’s resources. The cluster manages the resources of
all hosts.

If you enable VMware EVC on a cluster, you can ensure that migrations with
vMotion do not fail because of CPU compatibility errors. If you enable
vSphere DRS on a cluster, the resources of the hosts in the cluster are merged
to allow resource balancing for the hosts in the cluster. If you enable vSphere
HA on a cluster, the resources of the cluster are managed as a pool of
capacity to allow rapid recovery from host hardware failures.

Datastores A virtual representation of underlying physical storage resources in the data
center. A datastore is the storage location for virtual machine files. These
physical storage resources can come from the local SCSI disk of the ESXi
host, the Fibre Channel SAN disk arrays, the iSCSI SAN disk arrays, or
Network Attached Storage (NAS) arrays. Datastores hide the idiosyncrasies
of the underlying physical storage and present a uniform model for the
storage resources required by virtual machines.

vCenter Server and Host Management
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Folders Folders allow you to group objects of the same type so you can easily
manage them. For example, you can use folders to set permissions across
objects, to set alarms across objects, and to organize objects in a meaningful
way.

A folder can contain other folders, or a group of objects of the same type:
data centers, clusters, datastores, networks, virtual machines, templates, or
hosts. For example, one folder can contain hosts and a folder containing
hosts, but it cannot contain hosts and a folder containing virtual machines.

data center folders form a hierarchy directly under the root vCenter Server
and allow users to group their data centers in any convenient way. Within
each data center is one hierarchy of folders with virtual machines and
templates, one with hosts and clusters, one with datastores, and one with
networks.

Hosts The physical computer on which ESXi is installed. All virtual machines run
on hosts.

Networks A set of virtual network interface cards (virtual NICs), distributed switches
or vSphere Distributed Switches, and port groups or distributed port groups
that connect virtual machines to each other or to the physical network
outside of the virtual data center. All virtual machines that connect to the
same port group belong to the same network in the virtual environment,
even if they are on different physical servers. You can monitor networks and
set permissions and alarms on port groups and distributed port groups.

Resource pools Resource pools are used to compartmentalize the CPU and memory
resources of a host or cluster. Virtual machines execute in, and draw their
resources from, resource pools. You can create multiple resource pools as
direct children of a standalone host or cluster and then delegate control over
them to other individuals or organizations.

vCenter Server provides, through the DRS components, various options in
monitoring the status of the resources and adjusting or suggesting
adjustments to the virtual machines using the resources. You can monitor
resources and set alarms on them.

Templates A master copy of a virtual machine that can be used to create and provision
new virtual machines. Templates can have a guest operating system and
application software installed, and can be customized during deployment to
ensure that the new virtual machine has a unique name and network
settings.

Virtual machines A virtualized computer environment in which a guest operating system and
associated application software can run. Multiple virtual machines can
operate on the same managed host machine concurrently.

vApps vSphere vApp is a format for packaging and managing applications. A vApp
can contain multiple virtual machines.

Chapter 1 vSphere Concepts and Features
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Optional vCenter Server Components
Optional vCenter Server components are packaged and installed with the base product, but might require a
separate license.

Optional vCenter Server features include:

vMotion A feature that enables you to move running virtual machines from one ESXi
host to another ESXi host without service interruption. It requires licensing
on both the source and target host. vCenter Server centrally coordinates all
vMotion activities.

Storage vMotion A feature that allows you to move the disks and configuration file of a
running virtual machine from one datastore to another without service
interruption. It requires licensing on the virtual machine's host.

vSphere HA A feature that enables a cluster with High Availability. If a host goes down,
all virtual machines that were running on the host are promptly restarted on
different hosts in the same cluster.

When you enable the cluster for vSphere HA, you specify the number of
hosts you want to be able to recover. If you specify the number of host
failures allowed as 1, vSphere HA maintains enough capacity across the
cluster to tolerate the failure of one host. All running virtual machines on
that host can be restarted on remaining hosts. By default, you cannot turn on
a virtual machine if doing so violates required failover capacity. See the
vSphere Availability documentation for more information.

vSphere DRS A feature that helps improve resource allocation and power consumption
across all hosts and resource pools. vSphere DRS collects resource usage
information for all hosts and virtual machines in the cluster and gives
recommendations (or migrates virtual machines) in one of two situations:

n Initial placement – When you first power on a virtual machine in the
cluster, DRS either places the virtual machine or makes a
recommendation.

n Load balancing – DRS attempts to improve resource utilization across
the cluster by performing automatic migrations of virtual machines
(vMotion) or by providing a recommendation for virtual machine
migrations.

vSphere DRS includes distributed power management (DPM) capabilities.
When DPM is enabled, the system compares cluster-level and host-level
capacity to the demands of virtual machines running in the cluster. Based on
the results of the comparison, DPM recommends (or implements) actions
that can reduce the power consumption of the cluster.

Storage DRS A feature that enables you to manage multiple datastores as a single
compute resource, called a datastore cluster. A datastore cluster is an
aggregation of multiple datastores into a single logical, load-balanced pool.
You can treat the datastore cluster as a single flexible storage resource for
resource management purposes. You can assign a virtual disk to a datastore
cluster, and Storage DRS finds an appropriate datastore for it. The load
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balancer takes care of initial placement and future migrations based on
workload measurements. Storage space balancing and I/O balancing
minimize the risk of running out of space and the risk of I/O bottlenecks
slowing the performance of virtual machines.

vSphere Fault Tolerance vSphere Fault Tolerance provides continuous availability for virtual
machines by creating and maintaining a Secondary VM that is identical to,
and continuously available to replace, the Primary VM in the event of a
failover situation.

vCenter Server Plug-Ins
vCenter Server plug-ins extend the capabilities of vCenter Server by providing more features and functions.

Some plug-ins are installed as part of the base vCenter Server product.

vCenter Storage
Monitoring

Allows you to review information on storage usage and to visually map
relationships between all storage entities available in vCenter Server.

vCenter Hardware
Status

Uses CIM monitoring to display the hardware status of hosts that
vCenter Server manages.

vCenter Service Status Displays the status of vCenter services.

Some plug-ins are packaged separately from the base product and require separate installation. You can
update plug-ins and the base product independently of each other. VMware modules include:

vSphere Update
Manager (VUM)

Enables administrators to apply updates and patches across ESXi hosts and
all managed virtual machines. Administrators can create user-defined
security baselines that represent a set of security standards. Security
administrators can compare hosts and virtual machines against these
baselines to identify and remediate systems that are not in compliance.

vShield Zones An application-aware firewall built for vCenter Server integration. vShield
Zones inspects client-server communications and communications between
virtual machines to provide detailed traffic analytics and application-aware
firewall partitioning. vShield Zones is a critical security component for
protecting virtualized data centers from network-based attacks and misuse.

vRealize Orchestrator A workflow engine that enables you to create and run automated workflows
in your vSphere environment. vRealize Orchestrator coordinates workflow
tasks across multiple VMware products and third-party management and
administration solutions through its open plug-in architecture.
vRealize Orchestrator provides a library of workflows that are extensible.
You can use any operation available in the vCenter Server API to customize
vRealize Orchestrator workflows.

Chapter 1 vSphere Concepts and Features
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Using the vSphere Web Client 2
Use the vSphere Web Client to connect to vCenter Server systems and manage vSphere inventory objects.

Use of the vSphere Web Client requires a supported Web browser.

VMware has tested and supports the following guest operating systems and browser versions for the
vSphere Web Client.

Table 2‑1.  Supported guest operating systems and browser versions for the vSphere Web Client .

Operating system Browser

Windows 32-bit and 64-bit Microsoft Internet Explorer 10 and 11.
Mozilla Firefox: the latest browser version, and the one previous version at the time
of the vSphere 6.0 release.
Google Chrome: the latest browser version, and the one previous version at the time
of the vSphere 6.0 release.

Mac OS Mozilla Firefox: the latest browser version, and the one previous version at the time
of the vSphere 6.0 release.
Google Chrome: the latest browser version, and the one previous version at the time
of the vSphere 6.0 release.

Later versions of these browsers are likely to work, but have not been tested.

The vSphere Web Client requires the Adobe Flash Player version 11.9 or later to be installed with the
appropriate plug-in for your browser.

This chapter includes the following topics:

n “Log in to vCenter Server by Using the vSphere Web Client,” on page 22

n “Log Out of vCenter Server Using the vSphere Web Client,” on page 22

n “Use the vSphere Web Client Navigator,” on page 23

n “Use the vSphere Web Client Inventory Tree,” on page 23

n “Customize the User Interface,” on page 24

n “Install the Client Integration Plug-In,” on page 25

n “Pause and Resume a Task in Progress,” on page 26

n “Refresh Data,” on page 26

n “Searching the Inventory,” on page 26

n “Use Quick Filters,” on page 29

n “View Recent Objects,” on page 31
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n “Configure the vSphere Web Client Timeout Value,” on page 31

n “Remove Stored User Data,” on page 32

n “Drag and Drop Objects,” on page 32

n “Export Lists,” on page 33

n “Keyboard Shortcuts,” on page 33

Log in to vCenter Server by Using the vSphere Web Client
Log in to vCenter Server by using the vSphere Web Client to manage your vSphere inventory.

Prerequisites

If you want to use vCenter Server 5.0 with vSphere Web Client, verify that the vCenter Server 5.0 system is
registered with vSphere Web Client.

If you want to use vCenter Server 5.1 or vCenter Server 5.5 with vSphere Web Client, verify that
vCenter Server is installed and that both vCenter Server and vSphere Web Client point to the same vCenter
Single Sign-On instance.

In vSphere 6.0, the vSphere Web Client is installed as part of the vCenter Server on Windows or the
vCenter Server Appliance deployment. This way, the vSphere Web Client always points to the same
vCenter Single Sign-On instance.

Procedure

1 Open a Web browser and enter the URL for the vSphere Web Client:
https://client-hostname/vsphere-client.

2 Enter the credentials of a user who has permissions on vCenter Server, and click Login.

3 If a warning message about an untrusted SSL certificate appears, select the appropriate action based on
your security policy.

Option Action

Ignore the security warning for this
login session only.

Click Ignore.

Ignore the security warning for this
login session, and install the default
certificate so that the warning does
not appear again.

Select Install this certificate and do not display any security warnings for
this server and click Ignore.
Select this option only if using the default certificate does not present a
security problem in your environment.

Cancel and install a signed
certificate before proceeding.

Click Cancel and ensure that a signed certificate is installed on the vCenter
Server system before you attempt to connect again.

 

The vSphere Web Client connects to all the vCenter Server systems on which the specified user has
permissions, allowing you to view and manage your inventory.

Log Out of vCenter Server Using the vSphere Web Client
Log out of your vSphere Web Client to disconnect from the vCenter Server system.

Procedure

u Click the username at the top of the vSphere Web Client window and select Logout.
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Use the vSphere Web Client Navigator
You can use the navigator to browse and select objects in the vSphere Web Client inventory as an alternative
to the hierarchical inventory tree.

Unlike the inventory tree, which presents hierarchical arrangements of parent and child objects arranged in
the Hosts and Clusters, VMs and Templates, Storage, and Networking views, the navigator presents a
graph-based view of the inventory, which allows you to navigate from an object to its related objects,
regardless of type.

Procedure

1 From the vSphere Web Client Home, click vCenter Inventory Lists.

2 Under vCenter Inventory Lists, click one of the object categories to view objects of that type.

For example, click Hosts to view hosts in the vSphere Web Client inventory.

3 Click an object in the list once to display information about the object in the center pane of the
vSphere Web Client.

4 (Optional) Click the object again to open it.

Opening an object brings it to the top of the navigator and displays related object categories beneath it.

For example, opening a host allows you to see the child resource pools, virtual machines, vApps,
datastores, standard networks, distributed switches, and distributed port groups associated with this
host.

5 Click one of the tabs in the center pane to access additional information and actions.

Option Description

Getting Started View introductory information and access basic actions.

Summary View basic status and configuration for an object.

Monitor View alarms, performance data, resource allocation, events, and other
status information for an object.

Manage Configure settings, alarm definitions, tags, and permissions.

Related Objects View related objects.
 

Use the vSphere Web Client Inventory Tree
You can use the inventory tree in the vSphere Web Client to browse and select objects as an alternative to
the navigator.

The inventory tree shows a hierarchical arrangement of objects in four different views: Hosts and Clusters,
VMs and Templates, Storage, or Networking.

Procedure

1 From the vSphere Web Client Home, click vCenter Inventory Lists.

2 Under Inventory Trees, click one of the four categories to display one of the tree views.

3 Click the triangle next to any object to expand the tree and show the child objects.

4 Select an object in the inventory tree to display information about the object in the center pane.

5 (Optional) Click the selected object to shift to the navigator and bring the object into focus.
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6 Click one of the tabs in the center pane to access additional information and actions.

Option Description

Getting Started View introductory information and access basic actions.

Summary View basic status and configuration for an object.

Monitor View alarms, performance data, resource allocation, events, and other
status information for an object.

Manage Configure settings, alarm definitions, tags, and permissions.

Related Objects View related objects.
 

Customize the User Interface
You can customize the look and feel of vSphere Web Client to improve your experience while you perform
your tasks.

After you customize the user interface, vSphere Web Client saves the individual user interface
customization.

n Rearrange the Components of the User Interface on page 24
You can rearrange the sidebars in the vSphere Web Client user interface. You can move the sidebars
and Navigator pane around the content area to enhance your personal experience by customizing the
vSphere Web Client user interface . You change the interface at any time.

n Customize the User Interface by Using the Layout Settings Menu on page 24
You can customize the user interface of vSphere Web Client by choosing to hide or display different
sidebars.

n Disable the Customizable User Interface Feature on page 25
You can disable the customizable user interface feature by changing the webclient.properties file of
vCenter Server or vCenter Server Appliance.

Rearrange the Components of the User Interface
You can rearrange the sidebars in the vSphere Web Client user interface. You can move the sidebars and
Navigator pane around the content area to enhance your personal experience by customizing the
vSphere Web Client user interface . You change the interface at any time.

Procedure

1 In a Web browser, log in to vSphere Web Client.

2 Drag and drop the sidebar you want to move to an appropriate place.

While you hover the sidebar you see two types of arrows. Single arrows move as you hover from one
part of the UI to another. Both single and double arrows indicate the target position of the sidebar you
want to move.

Customize the User Interface by Using the Layout Settings Menu
You can customize the user interface of vSphere Web Client by choosing to hide or display different
sidebars.

Procedure

1 In a Web browser, log in to vSphere Web Client.

2 Click the user name at the top of the vSphere Web Client window and select Layout Settings.

3 In the Layout Settings window, select the sidebars that you want the UI to display.
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4 Click OK to save the changes.

Disable the Customizable User Interface Feature
You can disable the customizable user interface feature by changing the webclient.properties file of
vCenter Server or vCenter Server Appliance.

Procedure

1 Connect to the vCenter Server or vCenter Server Appliance by using any remote console, and
optionally use SSH.

2 Navigate to the webclient.properties file and open it in a text editor.

Option Description

vCenter Server installation_directory\VMware\CIS\cfg\vsphere-
client\webclient.properties

vCenter Server Appliance /etc/vmware/vsphere-client/webclient.properties
 

3 On a new line, enter docking.disabled=true and save the file.

Install the Client Integration Plug-In
The Client Integration Plug-in provides access to a virtual machine's console in the vSphere Web Client, and
provides access to other vSphere infrastructure features. The Client Integration Plug-in also lets you log in to
the vSphere Web Client by using Windows session credentials.

You use the Client Integration Plug-in to deploy OVF or OVA templates and transfer files with the datastore
browser. You can also use the Client Integration Plug-in to connect virtual devices that reside on a client
computer to a virtual machine.

Install the Client Integration Plug-in only once to enable all the functionality the plug-in delivers. You must
close the Web browser before installing the plug-in.

If you install the Client Integration Plug-in from an Internet Explorer browser, you must first disable
Protected Mode and enable pop-up windows on your Web browser. Internet Explorer identifies the Client
Integration Plug-in as being on the Internet instead of on the local intranet. In such cases, the plug-in is not
installed correctly because Protected Mode is enabled for the Internet.

For information about supported browsers and operating systems, see the vSphere Installation and Setup
documentation.

Watch the video "Installing the Client Integration Plug-In" for information about the Client Integration Plug-
In:

Installing the Client Integration Plug-In
(http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_client_plug_in)

Prerequisites

If you use Microsoft Internet Explorer, disable Protected Mode.
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Procedure

1 In the vSphere Web Client, navigate to a link to download the Client Integration Plug-in.

Option Description

vSphere Web Client login page a Open a Web browser and type the URL for the vSphere Web Client.
b At the bottom of the vSphere Web Client login page, click Download

Client Integration Plug-in.

OVF deployment wizard a Select a host in the inventory and select Actions > All vCenter Actions
> Deploy OVF Template.

b Click Download Client Integration Plug-in.
 

2 If the browser blocks the installation either by issuing certificate errors or by running a pop-up blocker,
follow the Help instructions for your browser to resolve the problem.

Pause and Resume a Task in Progress
You can pause many tasks in the vSphere Web Client and later resume them from the Work in Progress
pane.

Procedure

1 In a dialog box or wizard, click the minimize button.

The task is paused and minimized to the Work in Progress pane. Any changes that you have made in
the dialog box or wizard are saved, but not yet applied to the object you are working with.

2 When you are ready to resume the task, click it in the Work in Progress pane.

The dialog box or wizard opens and you can resume the task from where you left off.

Refresh Data
You must manually refresh the data in the vSphere Web Client to see changes made to objects by other users
during your session.

For performance reasons, the vSphere Web Client does not continuously refresh data on all objects in the
inventory. All changes that you make during your current session are immediately reflected in the client
user interface. Change made by other users or in other sessions are not reflected until you manually refresh
the data.

Procedure

u To update all data in the current vSphere Web Client view, click the refresh icon ( ).

The client view is updated. The date and time of the last refresh are displayed next to the refresh icon.

Searching the Inventory
With vSphere Web Client, you can search the inventory for objects that match specified criteria. You can
search the inventories of all vCenter Server systems connected to the same Platform Services Controller or to
Platform Services Controllers.

You can only view and search for inventory objects that you have permission to view.

NOTE   If your permissions change while you are logged in, the search service might not immediately
recognize these changes. To ensure that your search is performed with up-to-date permissions, log out of all
your open sessions and log in again before you perform the search.
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n Perform a Quick Search on page 27
A quick search searches all types of objects for the specified search term in the name or other
properties of the object.

n Perform a Simple Search on page 27
A simple search searches all types of objects for the specified search term in the name of the object.

n Perform an Advanced Search on page 28
With Advanced search, you can search for managed objects that meet multiple criteria.

n Save a Search on page 28
You can save search queries so that you can retrieve them to rerun later.

n Load a Saved Search on page 28
You can load a saved search query to rerun the search.

Perform a Quick Search
A quick search searches all types of objects for the specified search term in the name or other properties of
the object.

Procedure

1 Type the search term in the search box at the top right of the client window.

Multiple search terms in a quick or simple search are treated as if they are connected by ORs. For
example, searching for example machine finds all objects with names containing either "example" or
"machine".

The search results appear below the search box as you type. The number of items displayed is limited to
10.

2 (Optional) Click any item in the search results to display that item in the inventory.

3 (Optional) To see more search results or more details about the search results, click Show All Results.

a (Optional) Select an object in the results table to see additional information about the object.

b (Optional) Double-click any item in the search results to display that item in the inventory.

The search results are listed in a table. If differing types of objects are found, the table contains tabs for
each type of object. For example, if a search finds hosts and datastores, the following tabs appear:
Datastore, showing only datastore results and Host, showing only host results.

Perform a Simple Search
A simple search searches all types of objects for the specified search term in the name of the object.

Procedure

1 From the vSphere Web Client Home screen, click New Search

2 Type the search term in the search box and press Enter.

Multiple search terms in a quick or simple search are treated as if they are connected by ORs. For
example, searching for example machine finds all objects with names containing either "example" or
"machine".

The search results are listed in a table. If differing types of objects are found, the table contains tabs for
each type of object. For example, if a search finds hosts and datastores, the following tabs appear:
Datastore, showing only datastore results and Host, showing only host results.

3 (Optional) Select an object in the results table to see additional information about the object.
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4 (Optional) Double-click any item in the search results to display that item in the inventory.

Perform an Advanced Search
With Advanced search, you can search for managed objects that meet multiple criteria.

For example, you can search for virtual machines whose name contains a particular string that reside on a
particular host.

Procedure

1 From the vSphere Web Client Home, click New Search and then click Advanced Search.

2 Select the type of object to search for from the Search for drop-down menu.

3 Select how to combine the search criteria.

Option Description

any The search returns results that match any of the specified criteria.

all The search returns only results that match all of the specified criteria.
 

4 Select a property to search for from the drop-down menu.

The properties available depend on the type of object you are searching for.

5 Select the relationship between the search term and the property from the drop-down menu.

The options available in this step depend on the property selected in the previous step. For example, if
you select a Name property, the options available are contains, is, and is not.

6 Type or select the search term.

7 (Optional) To add additional search criteria, click Add new criteria and repeat Step 4 to Step 6.

8 (Optional) To add an additional search, click Add another object type and repeat Step 2 to Step 7.

9 Click Search.

Search results are displayed in the details pane and in the navigator.

10 (Optional) Click any item in the navigator to see its details without leaving the context of the search.

11 (Optional) Double-click any item in the details pane to display that item in the inventory.

Save a Search
You can save search queries so that you can retrieve them to rerun later.

Procedure

1 Enter a query for either a simple or advanced search.

2 Click Save.

3 Type a name for the search and click OK.

The search query you entered is saved. You can reload that query later and repeat the search.

Load a Saved Search
You can load a saved search query to rerun the search.

The vSphere Web Client saves search queries, not search results. When you load a saved search, the search
query is run again and new results are displayed.
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Procedure

1 From the vSphere Web Client Home, click Saved Searches.

2 Click the saved search.

The search runs and the results are displayed.

Use Quick Filters
You can use quick filters to find an object or a set of objects in your vSphere Web Client inventory that fit
certain criteria.

Quick filters are available in the list views, which appear in the Objects tab of an inventory list, on the
Related Objects tab, and in search results.

For example, you can use the quick filter options for virtual machines to find all virtual machines in your
vSphere inventory that are powered on but do not have VMware Tools running.

Procedure

1 From the vSphere Web Client, open a list view.

You can access list views of objects from the Inventory Lists, the Related Objects tab, and the search
results.

2 Click Show and hide quick filters ( ) next to the filter box, and select from the available options.

A list of inventory objects that meet your selection criteria is displayed.

What to do next

To clear the filtered list of vSphere inventory objects, deselect the filter criteria or click Clear next to the filter
group name.

Quick Filters Available for vSphere Objects
Various types of quick filters are available for the vSphere objects in your inventory. No quick filters are
available for linked vCenter Server systems, host profiles, and extensions.

Tags are a quick filter option available for all types of vSphere objects, except for linked vCenter Server
systems, host profiles, and extensions. You can filter data centers, vApps, and resource pools only by using
the tags that are assigned to them. For datastores, clusters, hosts, virtual machines, and VM templates, you
can use a number of different quick filters.

Quick Filters for Datastores
You can filter datastores by the following criteria:

n Tags

n Type

n Belongs to Datastore Cluster

n Accessibility

n Maintenance Mode

n Drive Type

n % Free Space

n Storage I/O Control
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Quick Filters for Clusters
You can filter clusters by the following criteria:

n Tags

n vSphere DRS

n vSphere HA

Quick Filters for Hosts
You can filter hosts by the following criteria:

n Tags

n Connection State

n Maintenance Mode

n Standalone or Clustered

n Power State

n CPU Count

n NIC Count

n ESX/ESXi Version

n vMotion

n HA State

n FT Support

n EVC Mode

Quick Filters for Virtual Machines
You can filter virtual machines by the following criteria:

n Tags

n State

n Needs Consolidation

n Blocked by Question

n FT Role

n VMware Tools Version Status

n VMware Tools Running Status

n EVC Mode

n Guest OS

n Compatibility

n CPU Count

n NIC Count
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Quick Filters for VM Templates
You can filter virtual machine templates by the following criteria:

n Tags

n VMware Tools Version Status

n Guest OS

n Compatibility

n CPU Count

n NIC Count

View Recent Objects
You can quickly navigate to the objects that you visited during your vSphere Web Client session. You can go
back and forth between objects you last visited without having to search for the objects in the object
navigator or in the inventory tree.

In the Recent Objects drop-down menu, you can see a history of the most recent objects that you visited in
your environment. Recent objects display two types of objects, the most recent objects that you visited, and
the latest objects that you created. The recent objects list is persistent between vSphere Web Client sessions,
but the new objects list is not persistent between vSphere Web Client sessions.

Procedure

1 In the vSphere Web Client object navigator, click Recent Objects ( ).

2 From the Recent Objects drop-down menu, select the object that you want to view.

Objects are listed in two types depending on whether you visited or created the object.

Option Description

Recent Objects The last objects that you visited in the vSphere Web Client inventory.

New Objects The latest objects that you created in the vSphere Web Client inventory.
 

You have navigated to the object that you selected in the Recent Objects menu.

Configure the vSphere Web Client Timeout Value
By default, vSphere Web Client sessions terminate after 120 minutes of idle time, requiring the user to log in
again to resume using the client. You can change the timeout value by editing the webclient.properties file.

Procedure

1 On the computer where the vSphere Web Client is installed, locate the webclient.properties file.

The location of this file depends on the operating system on which the vSphere Web Client is installed.

Operating System File path

Windows 2008 %PROGRAMDATA%\VMware\CIS\cfg\vsphere-client

vCenter Server Appliance /etc/vmware/vsphere-client/
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2 Edit the file to include the line session.timeout = value where value is the timeout value in minutes.
Uncomment the line, if necessary.

To set the client to never time out, specify a negative or 0 value for the timeout.

For example, to set the timeout value to 60 minutes, include the line session.timeout = 60.

3 Restart the vSphere Web Client service.

n On Windows operating systems, restart the VMware vSphere Web Client service.

n On the vCenter Server Appliance, restart the vSphere-client service.

Remove Stored User Data
The vSphere Web Client stores user data including saved searches, Work In Progress items, and Getting
Started Pages preferences. You can remove this stored data to reset these items to the initial defaults and
remove stored data that you no longer need.

You can remove data only for the currently logged-in user. Data stored by other users is not affected.

Procedure

1 In the vSphere Web Client, click the name of the currently logged-in user and select Remove Stored
Data.

2 Select the data to remove.

Option Description

"Work in progress" items All current Work In Progress items for this user are removed.

Getting Started Pages preferences All Getting Started pages preferences for this user are removed. All
Getting Started pages will be displayed in the vSphere Web Client.

Saved Searches All Saved Searches for this user are removed.
 

3 Click OK.

Drag and Drop Objects
You can select an inventory object, and while holding the left mouse button you can drag and drop it to
another object. Drag and drop is an alternative way to quickly initiate operations that are available in the
context menu, such as Move To and Migrate.

For completing some drag-and-drop operations, you do not need to perform any additional actions. For
completing others, you might have to go through a wizard.

Procedure

1 In the vSphere Web Client inventory tree or in a list view, select an inventory object group.

You can drag-and-drop objects within the vSphere Web Client inventory tree, or from a list view to the
inventory tree.

You can access list views from the Inventory Lists, the Related Objects tab, and search results.

2 Drag an object to a destination object.

The mouse cursor changes depending on whether you can drop the object to the object you currently
point to.
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Table 2‑2.  Mouse icons indicating possible drag and drop operations

Icon Description

You can drop the object that you are dragging into this object.

You cannot drop the object that you are dragging into this object.

3 Drop the object on the destination object.

A task starts in the Recent Tasks panel.

4 (Optional) If a wizard opens, follow the prompts to complete the drag-and-drop operation.

The object is moved to the destination object you selected.

Export Lists
You can export the contents of an inventory list view to a CSV file.

Procedure

1 From the vSphere Web Client, open a list view.

You can access list views of objects from the Inventory Lists, the Related Objects tab, and the search
results.

2 Click Export List ( ) at the bottom right corner of a list view.

The Export List Contents dialog box opens and lists the available options for inclusion in the CSV file.

3 Select whether you want all rows or your current selection of rows to be listed in the CSV file.

4 From the available options, select the columns you want listed in the CSV file.

5 Click Generate CSV Report.

6 Click Save and provide location on your local machine to save the report.

Keyboard Shortcuts
Keyboard shortcuts allow you to quickly navigate or perform a task in the vSphere Web Client.

Inventory Keyboard Shortcuts
With inventory keyboard shortcuts you can quickly navigate to different inventories in the
vSphere Web Client.

Table 2‑3.  Inventory Keyboard Shortcuts

Keyboard Combination Action

Ctrl+Alt+s Quick search

Ctrl+Alt+Home or Ctrl+Alt+1 Home

Ctrl+Alt+2 vCenter Server inventory

Ctrl+Alt+3 Hosts and Clusters inventory

Ctrl+Alt+4 Virtual Machines and Templates inventory

Ctrl+Alt+5 Datastores and Datastores Clusters inventory

Ctrl+Alt+6 Networking inventory
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Create a Scheduled Task with a Keyboard Shortcut
You can use a keyboard shortcut to create a scheduled task.

For more information about how to schedule tasks, see “Schedule Tasks,” on page 103.

Procedure

1 Select the Actions menu and press Ctrl.

The clock icon ( ) appears next to the action that you can schedule.

2 Select the action and configure the scheduling options.

3 Navigate to the object in the inventory.
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Configuring Hosts and vCenter
Server 3

Configuring ESXi hosts, vCenter Server systems, and the vSphere Web Client involves several tasks.

This chapter includes the following topics:

n “Host Configuration,” on page 35

n “Synchronizing Clocks on the vSphere Network,” on page 37

n “Configuring vCenter Server,” on page 38

n “Using Enhanced Linked Mode,” on page 56

n “Configuring Communication Among ESXi, vCenter Server, and the vSphere Web Client,” on
page 56

Host Configuration
Before you create virtual machines on your hosts, you must configure the hosts to ensure that they have
correct licensing, network and storage access, and security settings. Each type of host has a manual that
provides information on the configuration for that host.

For information on configuring a host, see the configuration information for the specific vSphere component
in the vSphere Security documentation, the vSphere Storage documentation, or the vSphere Networking
documentation.

Configure the Boot Device on an ESXi Host
On servers running ESXi, you can select the device that the server boots from.

Procedure

1 Select a host in the inventory.

2 Click the Manage tab.

3 Click Settings.

4 Select Processors and click Boot Options.

5 Select a boot device from the drop-down menu.

6 (Optional) To reboot immediately from the device you have selected, select Apply and Reboot on OK.

If you do not select Apply and Reboot on OK, the new setting takes effect when the host is next
rebooted.

7 Click OK.
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Configure Agent VM Settings
You can configure the datastore and network settings for the ESX agent virtual machines that you deploy on
a host.

An ESX agent is a virtual machine, or a virtual machine and a vSphere Installation Bundle (VIB), that extend
the functions of an ESXi host to provide additional services that a vSphere solution requires.

For example, a solution might require a particular network filter or firewall configuration to function. A
solution can use an ESX agent to connect to the vSphere Hypervisor and extend the host with functions
specific to that solution. For example, the ESX agent can filter network traffic, act as a firewall, or gather
other information about the virtual machines on the host.

When you configure the datastore and network settings for ESX agents on a host, all of the ESX agents that
you deploy on the host use that datastore and network configuration.

IMPORTANT   ESX agents are not deployed if you do not configure the network and datastore settings.

Procedure

1 Select a host in the vSphere Web Client inventory.

2 Click the Manage tab to display configuration information for the host.

3 Click Settings.

4 Select Agent VM Settings.

The current settings for the ESX agents on the host, if any, appear.

5 Click Edit.

6 From the Datastore drop-down menu, select a datastore in which to deploy the ESX agent virtual
machines.

7 From the Network drop-down menu, select a network to connect the ESX agents.

8 Click OK.

What to do next

For information about ESX agents and ESX Agent Manager, see Developing and Deploying vSphere Solutions,
vServices, and ESX Agents.

Set Advanced Host Attributes
You can set advanced attributes for a host.

CAUTION   Changing advanced options is considered unsupported unless VMware technical support or a KB
article instruct you to do so. In all other cases, changing these options is considered unsupported. In most
cases, the default settings produce the optimum result.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.

4 In Advanced Settings, select the appropriate item.

5 Click the Edit button to edit the value.
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6 Click OK.

Synchronizing Clocks on the vSphere Network
Make sure that components on the vSphere network have their clocks synchronized. If the clocks on the
machines in your vSphere network are not synchronized, SSL certificates, which are time-sensitive, might
not be recognized as valid in communications between network machines.

Unsynchronized clocks can result in authentication problems, which can cause the installation to fail or
prevent the vCenter Server Appliance vpxd service from starting.

Make sure any Windows host machine on which a vCenter component runs is synchronized with the NTP
server. See the Knowledge Base article Timekeeping best practices for Windows, including NTP.

Edit Time Configuration for a Host
You can configure the time settings on a host manually, or you can synchronize the time and date of the host
by using an NTP server.

Procedure

1 In the vSphere Web Client, navigate to the host in the vSphere inventory.

2 Select Manage, and select Settings.

3 Under System, select Time configuration and click Edit.

4 Select an option for setting the time and date of the host.

Option Description

Manually configure the date and
time on this host

Set the time and date for the host manually.

Use Network Time Protocol (Enable
NTP client)

Synchronize the time and date of the host with an NTP server. The NTP
service on the host periodically takes the time and date from the NTP
server.
a In the NTP Servers text box, type the IP addresses or host names of the

NTP servers that you want to use.
b From the NTP Service Startup Policy drop-down list, select an option

for starting and stopping the NTP service on the host.
n Start and stop with port usage - Starts or stops the NTP service

when the NTP client port is enabled or disabled for access in the
security profile of the host.

n Start and stop with host - Starts and stops the NTP service when
the host powers on or shuts down.

n Start and stop manually - Enables manual starting and stopping
of the NTP service.

You can use the Start, Stop, or Restart buttons to control the status of the
NTP service on the host manually at any time no matter of the selected
startup policy for the NTP service. For the Start and stop manually policy,
you always use the buttons to control the status of the NTP service.

 
5 Click OK.
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Configuring vCenter Server
You can configure vCenter Server from the vSphere Web Client, including settings such as licensing,
statistics collection, logging, and other settings.

Configure License Settings for vCenter Server
You must assign a license to a vCenter Server system before its evaluation period expires or its currently
assigned license expires. If you upgrade, combine, or divide vCenter Server licenses in My VMware, you
must assign the new licenses to vCenter Server systems.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server system.

2 Select the Manage tab.

3 Under System, select Licensing.

4 Click Assign License.

5 Select a licensing method.

n Select an existing license and click OK.

n Create a new license.
a Click the Create New License ( ) icon.

b In the New Licenses dialog, type or copy and paste a license key and click Next.

c On the Edit license names page, rename the new license as appropriate and click Next.

d Click Finish.

e In the Assign License dialog, select the newly-created license and click OK.

The license is assigned to the vCenter Server system, and one instance from the license capacity is allocated
for thevCenter Server system.

Configuring Statistics Settings
To set up how statistical data is recorded, you configure collection intervals for statistics. You can access the
stored statistical information through command-line monitoring utilities or by viewing performance charts
in the vSphere Web Client.

Configure Statistics Collection Intervals in the vSphere Web Client
Statistic collection intervals determine the frequency at which statistic queries occur, the length of time
statistical data is stored in the database, and the type of statistical data that is collected. You can view the
collected statistics through the performance charts in the vSphere Web Client or through command-line
monitoring utilities.

NOTE   Not all interval attributes are configurable.

Prerequisites

Required privilege: Performance.ModifyIntervals
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Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 From Statistics intervals, click a statistics interval attribute to edit its value.

a In Interval duration, select the time interval in which statistics data is collected.

b In Save for, select for how long the archived statistics are kept in the database.

c In Statistics level, select a new level for collecting statistics.

The lower the level is, the fewer number of statistic counters are used. Level 4 uses all statistics
counters. Use it only for debugging purposes.

The statistics level must be less than or equal to the statistics level that is set for the preceding
statistics interval. This is a vCenter Server dependency.

6 (Optional) In Database Size, estimate the effect of the statistics settings on the database.

a Enter the number of Physical Hosts.

b Enter the number of Virtual Machines.

The estimated space required and number of database rows required are calculated and displayed.

c If necessary, make changes to your statistics collection settings.

7 Click OK.

Example: Relationships Between the Default Settings for Statistics Intervals

n Samples that are collected every 5 minutes are stored for 1 day.

n Samples that are collected every 30 minutes are stored for 1 week.

n Samples that are collected every 2 hours are stored for 1 month.

n Samples that are collected on 1 day are stored for 1 year.

For all statistics intervals, the default level is 1. It uses the Cluster Services, CPU, Disk, Memory, Network,
System, and Virtual Machine Operations counters.

Estimate the Effect of Statistics Collection on the Database in the
vSphere Web Client
The impact of the statistics collection on your vCenter Server database depends on the current inventory
size of vCenter Server.

Prerequisites

Required privilege: Global.Settings

Procedure

1 (Optional) If necessary, configure the statistics intervals.
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2 In Database Size, estimate the effect of the statistics settings on the database.

a Enter the number of Physical Hosts.

b Enter the number of Virtual Machines.

The estimated space required and number of database rows required are calculated and displayed.

c If necessary, make changes to your statistics collection settings.

3 Click OK.

Data Collection Levels
Each collection interval has a default collection level that determines the amount of data gathered and which
counters are available for display in charts. Collection levels are also referred to as statistics levels.

Table 3‑1.  Statistics Levels

Level Metrics Best Practice

Level 1 n Cluster Services (VMware Distributed Resource Scheduler) –
all metrics

n CPU – cpuentitlement, totalmhz, usage (average), usagemhz
n Disk – capacity, maxTotalLatency, provisioned, unshared,

usage (average), used
n Memory – consumed, mementitlement, overhead,

swapinRate, swapoutRate, swapused, totalmb, usage
(average), vmmemctl (balloon)

n Network – usage (average), IPv6
n System – heartbeat, uptime
n Virtual Machine Operations – numChangeDS,

numChangeHost, numChangeHostDS

Use for long-term performance
monitoring when device statistics are
not required.
Level 1 is the default Collection Level
for all Collection Intervals.

Level 2 n Level 1 metrics
n CPU – idle, reservedCapacity
n Disk – All metrics, excluding numberRead and

numberWrite.
n Memory – All metrics, excluding memUsed and maximum

and minimum rollup values.
n Virtual Machine Operations – All metrics

Use for long-term performance
monitoring when device statistics are
not required but you want to monitor
more than the basic statistics.

Level 3 n Level 1 and Level 2 metrics
n Metrics for all counters, excluding minimum and maximum

rollup values.
n Device metrics

Use for short-term performance
monitoring after encountering
problems or when device statistics are
required.
Because of the large quantity of
troubleshooting data retrieved and
recorded, use level 3 for the shortest
time period (Day or Week collection
interval).

Level 4 All metrics supported by the vCenter Server, including
minimum and maximum rollup values.

Use for short-term performance
monitoring after encountering
problems or when device statistics are
required.
Because of the large quantity of
troubleshooting data retrieved and
recorded, use level 4 for the shortest
amount of time.

NOTE   When you increase the collection level the storage and system requirements might change. You
might need to allocate more system resources to avoid decrease in the performance.
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Configure Runtime Settings for vCenter Server
You can change the vCenter Server ID, managed address, and name. Usually, you do not need to change
these settings, but you might need to make changes if you run multiple vCenter Server systems in the same
environment.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 In the Edit vCenter Server Settings dialog box, select Runtime Settings.

5 In vCenter Server unique ID, type a unique ID.

You can change this value to a number from 0 through 63 to uniquely identify each vCenter Server
system running in a common environment. By default, an ID value is generated randomly.

6 In vCenter Server managed address, type the vCenter Server system address.

The address can be IPv4, IPv6, a fully qualified domain name, an IP address, or another address format.

7 In vCenter Server name, type the name of the vCenter Server system.

If you change the DNS name of the vCenter Server, use this option to modify the vCenter Server name
to match.

8 Click OK to save your changes and close the dialog box.

What to do next

If you made changes to the vCenter Server system unique ID, you must restart the vCenter Server system
for these changes to take effect.

Configure User Directory Settings
You can configure some of the ways vCenter Server interacts with the user directory server that is
configured as an identity source.

For vCenter Server versions before vCenter Server 5.0, these settings apply to an Active Directory associated
with vCenter Server. For vCenter Server 5.0 and later, these settings apply to vCenter Single Sign-On
identity sources.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select User directory.
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6 In User directory timeout, type the timeout interval in seconds for connecting to the directory server.

7 In Query Limit, type the number of users and groups for which you can associate permissions on the
child inventory objects of the vCenter Server system.

You can associate permissions with users and groups from the Add Permissions dialog box that
displays when you click Add permissions in Manage > Permissions for a vSphere inventory object.

8 Select the Enabled check box next to Validation to have vCenter Server periodically check its known
users and groups against the user directory server.

9 In Validation Period, enter the number of minutes between instances of synchronization.

10 Click OK.

Configure Mail Sender Settings
You must configure the email address of the sender account if you want to enable vCenter Server
operations, such as sending email notifications as alarm actions.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select Mail.

6 In Mail server, type the SMTP server information.

The SMTP server is the DNS name or IP address of the SMTP gateway to use for sending email
messages.

7 In Mail sender, type the sender account information.

The sender account is the email address of the sender.

NOTE   You must type the full email address, including the domain name.

For example, mail_server@example.com.

8 Click OK.

What to do next

To test the mail settings, create an alarm that can be triggered by a user action, such as by powering off a
virtual machine, and verify that you receive an email when the alarm is triggered.

Configure SNMP Settings
You can configure up to four receivers to receive SNMP traps from vCenter Server. For each receiver,
specify a host name, port, and community.

Prerequisites

Required privilege: Global.Settings
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Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select SNMP receivers.

6 In Receiver URL, type the host name or IP address of the SNMP receiver.

7 Select the Enabled check box next to Enable receiver.

8 In Receiver port, type the port number of the receiver.

The port number must be a value between 1 and 65535.

9 In Community string, type the community identifier.

10 Click OK.

View Port Settings
You can view the ports used by the Web service to communicate with other applications. You cannot
configure these port settings.

The Web service is installed as part of the VMware vCenter Server installation. The Web service is a
required component for third-party applications that use the VMware SDK application programming
interface (API). For information about installing the Web service, see the vSphere Installation and Setup
documentation.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select Ports.

The ports used by the Web service are displayed.

6 Click OK.

Configure Timeout Settings
You can configure the timeout intervals for vCenter Server operations. These intervals specify the amount of
time after which the vSphere Web Client times out.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.
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5 Select Timeout settings.

6 In Normal operations, type the timeout interval in seconds for normal operations.

Do not set the value to zero (0).

7 In Long operations, enter the timeout interval in minutes for long operations.

Do not set the value to zero (0).

8 Click OK.

9 Restart the vCenter Server system for the changes to take effect.

Configure Logging Options
You can configure the amount of detail that vCenter Server collects in log files.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select Logging settings.

6 Select the logging options.

Option Description

None (Disable logging) Turns off logging

Error (Errors only) Displays only error log entries

Warning (Errors and warnings) Displays warning and error log entries

Info (Normal logging) Displays information, error, and warning log entries

Verbose (Verbose) Displays information, error, warning, and verbose log entries

Trivia (Extended verbose) Displays information, error, warning, verbose, and trivia log entries
 

7 Click OK.

Changes to the logging settings take effect immediately. You do not need to restart vCenter Server system.

Configure Database Settings
You can configure the maximum number of database connections that can occur simultaneously. To limit
the growth of the vCenter Server database and save storage space, you can configure the database to discard
information about tasks or events periodically.

NOTE   Do not use the database retention options if you want to keep a complete history of tasks and events
for your vCenter Server.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.
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3 Under Settings, select General.

4 Click Edit.

5 Select Database.

6 In Maximum connections, type a number.

Increase this number if your vCenter Server system performs many operations frequently and
performance is critical. Decrease this number if the database is shared and connections to the database
are costly. Do not change this value unless one of these issues pertains to your system.

7 Select the Enabled check box next to Task cleanup to have vCenter Server periodically delete the
retained tasks.

8 (Optional) In Tasks retained for, type a value in days.

Information about tasks that are performed on this vCenter Server system is discarded after the
specified number of days.

9 Select the Enabled check box next to Event cleanup to have vCenter Server periodically clean up the
retained events.

10 (Optional) In Events retention, type a value in days.

Information about events for this vCenter Server system are discarded after the specified number of
days.

11 Click OK.

Verifying SSL Certificates for Legacy Hosts
You can configure vCenter Server to check the SSL certificates of hosts to which it connects. If you configure
this setting, vCenter Server and the vSphere Web Client check for valid SSL certificates before connecting to
a host for operations such as adding a host or making a remote console connection to a virtual machine.

vCenter Server 5.1 and vCenter Server 5.5 always connect to ESXi hosts using SSL thumbprint certificates.
Starting with vCenter Server 6.0, the SSL certificates are signed by VMware Certificate Authority by default.
You can instead use certificates from a third-party CA. Thumbprint mode is supported only for legacy hosts.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select General.

4 Click Edit.

5 Select SSL settings.

6 Determine the host thumbprint for each legacy host that requires validation.

a Log in to the direct console.

b Select View Support Information on the System Customization menu.

The thumbprint is displayed in the column on the right.

7 Compare the thumbprint you obtained from the host with the thumbprint listed in the vCenter Server
Settings dialog box.

8 If the thumbprints match, select the check box for the host.

Hosts that are not selected will be disconnected after you click OK.

9 Click OK.
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Configure Advanced Settings
In Advanced Settings, you can modify the vCenter Server configuration file, vpxd.cfg.

You can use Advanced Settings to add entries to the vpxd.cfg file, but not to edit or delete them. VMware
recommends that you change these settings only when instructed to do so by VMware technical support or
when you are following specific instructions in VMware documentation.

Prerequisites

Required privilege: Global.Settings

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Select Advanced Settings.

4 Click Edit.

5 In the Key, type a key.

6 In the Value field, type the value for the specified key.

7 Click Add.

8 Click OK.

Newly added advanced settings have config. appended to the setting keys in the vpxd.cfg file. For
example:

config.example.setting = exampleValue

What to do next

Many advanced settings changes require that the vCenter Server system be restarted before they take effect.
Consult VMware technical support to determine if your changes require a restart.

Send a Message to Other Logged In Users
You might sometimes need to send messages to users who are currently logged in to a vCenter Server
system. For example, if you need to perform maintenance on a desktop, you can ask the user to log out
temporarily, or warn them of a future interruption of service.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server instance.

2 Select the Manage tab.

3 Under Settings, select Message of the Day, and click Edit.

4 Type the Message of the Day, and click OK.

A warning appears at the top of the vSphere Web Client in every active user session advising users to read
the Message of the Day that is set in the relevant vCenter Server system.
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Edit the Settings of Services
The vSphere Web Client lists all manageable services running on vCenter Server. You can edit the settings
for some of the services.

The vSphere Web Client displays information about all manageable services running in vCenter Server and
the vCenter Server Appliance. A list of the default services is available for each vCenter Server instance.

Prerequisites

Verify that the user you use to log in to the vCenter Server instance is a member of the
SystemConfiguration.Administrators group in the vCenter Single Sign-On domain.

Procedure

1 Log in as administrator@your_domain_name to the vCenter Server instance by using the
vSphere Web Client.

2 On the vSphere Web Client Home page, under Administration, click System Configuration.

3 Under System Configuration click Nodes and select a node from the list.

4 Click the Related Objects tab.

You see the list of services running in the node you selected. Editable settings are not available for all
manageable services.

5 Right-click a service from the list and click Settings.

Editable settings are not available for all manageable services.

6 On the Manage tab click the Edit button.

7 Edit the service configuration properties.

8 Click OK to save the settings.

9 (Optional) From the Actions menu, select Restart.

You should restart the service only if a restart of the service is required so that the configuration
changes are applied.

Start, Stop, and Restart Services
In the vSphere Web Client, you can start, stop, and restart services that are running on vCenter Server. You
can restart services upon a configuration change or in case of suspected functional or performance issues.

Prerequisites

Verify that the user you use to log in to the vCenter Server instance is a member of the
SystemConfiguration.Administrators group in the vCenter Single Sign-On domain.

Procedure

1 Log in to the vCenter Server by using the vSphere Web Client.

2 On the vSphere Web Client Home page, click System Configuration.

3 Under System Configuration click Services.

4 From the Services list select a manageable service.
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5 From the Actions menu select an operation name.

n Restart

n Start

n Stop

NOTE   Restarting the Content Library Service also restarts the Transfer Service and the OVF Service.
The Content Library Service, the Transfer Service, and the OVF Service run on the same Tomcat server.

Configuring Services in the vSphere Web Client
You can monitor and manage services by using the vSphere Web Client. You can change the settings of only
a few services.

There are slight differences between the services available for a vCenter Server instance that runs on a
Windows system and those available for vCenter Server Appliance on Linux.

NOTE   Only the default values of the service properties have undergone all product testing cycles. Avoid the
usage of nondefault values without guidance from VMware.

Services that You Can Configure in vCenter Server Appliance
You can use vSphere Web Client to configure the following services in vCenter Server Appliance:

Service Description

Auto Deploy Lets you perform stateless ESXi caching. See “Auto Deploy Service,” on page 49.

Content Library Service Manages OVF templates, ISO images, and scripts for vSphere administrators. See “Content
Library Service,” on page 49.

Hardware Health Service Collects and analyzes IPMI sensor metrics for hardware that runs ESXi. See “Hardware
Health Service,” on page 51.

Transfer Service Provides support for moving content, such as VM templates, scripts, and ISO images across
sites and vCenter Server instances. See “Transfer Service Properties,” on page 51.

VMware Open
Virtualization Format
Service

Supports the provisioning of OVF based virtual machines. For a list of settings you can
configure for this service, see “VMware Open Virtualization Format Service,” on page 54.

VMware Syslog Service Provides support for system logging, network logging, and collecting logs from hosts. You
can use the Syslog service to redirect and store ESXi messages to a server on the network.
See “VMware Syslog Service,” on page 55.

VMware vSphere ESXi
Dump Collector Service

Collects core dumps from remote hosts. See “VMware vSphere ESXi Dump Collector,” on
page 55.

vAPI Endpoint Provides a single point of access to vAPI services. For a list of general settings that you can
configure for this service, see “vAPI Endpoint,” on page 52.

Services that you can configure in vCenter Server
You can configure the following services on a vCenter Server instance that runs on a Windows machine:

Service Name Description

Auto Deploy Lets you perform stateless ESXi caching. See “Auto Deploy Service,” on page 49.

Content Library Service Manages OVF templates, ISO images, and scripts for vSphere administrators. See 
“Content Library Service,” on page 49.

Hardware Health Service Collects and analyzes IPMI sensor metrics for hardware that runs ESXi. See “Hardware
Health Service,” on page 51.
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Service Name Description

Transfer Service Provides support for moving content, such as VM templates, scripts, and ISO images
across sites and vCenter Server instances. See “Transfer Service Properties,” on page 51.

VMware Open Virtualization
Format Service

Supports the provisioning of OVF based virtual machines. For a list of settings you can
configure for this service, see “VMware Open Virtualization Format Service,” on
page 54.

VMware vSphere ESXi
Dump Collector Service

Collects core dumps from remote hosts. See “VMware vSphere ESXi Dump Collector,” on
page 55.

vAPI Endpoint Provides a single point of access to vAPI services. For a list of general settings that you
can configure for this service, see “vAPI Endpoint,” on page 52.

Auto Deploy Service
vSphere Auto Deploy uses the Auto Deploy Service for stateless ESXi caching. You can change the default
configuration properties of the Auto Deploy service.

Auto Deploy and the Auto Deploy Service are installed as part of the vCenter Server installation.

Property Default Value Description

cachesize_GB 2 Auto Deploy cache size in gigabytes.
The maximum size of an ESXi image
or host profile uploads.

loglevel INFO The default Auto Deploy log level.
Includes information, warnings, errors,
and fatal errors.

managementport 6502 Auto Deploy management port. The
port on which interfaces that create
rules for Auto Deploy, such as vSphere
PowerCLI, communicate.

serviceport 6501 Auto Deploy service port. Auto
Deploy uses this port to power on ESXi
hosts.

Content Library Service
The Content Library service provides simple and effective management of OVF templates, ISO images, and
scripts for vSphere administrators. The Content Library service lets you synchronize content across
vCenter Server instances.

Property Default Value Description

Download Session Expiration Timeout
(milliseconds)

300000 Download session expiry timeout in
milliseconds. The download session
indicates the time for downloading
content from a content library item.

Force HTTP for Library Sync false Forces data transfers to go through
HTTP instead of HTTPS, regardless of
the subscription URL protocol. The
usage of HTTP improves the speed of
file transfer but might cause problems
if content libraries contain sensitive
information.

Garbage Collect Interval (minutes) 60 Interval in minutes for Content library
garbage collection. Garbage collection
cleans content library data and files
that are no longer used.
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Property Default Value Description

Garbage Collect Max Retries 5 Number of attemts to clean the content
library after the deletion of files fails.
Garbage collection cleans content
library data and files that are no longer
used.

Garbage Collection Start Hour 22 The time of the day when the content
library garbage collection starts.

Garbage Collection Stop Hour 8 The time of the day when the content
library garbage collection stops.

Library Auto Sync Enabled true Enables automatic synchronization of
subscribed content libraries.

Library Auto Sync Refresh Interval
(minutes)

240 Interval between two consequent
automatic synchronizations of the
subscribed content library. Measured
in minutes.

Library Auto Sync Setting Refresh
Interval (seconds)

600 Refresh interval for the automatic
synchronization settings of the
subscribed library. Measured in
seconds. If you change the refresh
interval, you must restart
vCenter Server

Library Auto Sync Start Hour 20 The time of the day when the
automatic synchronization of a
subscribed content library starts.

Library Auto Sync Stop Hour 7 The time of the day when the
automatic synchronization of a
subscribed content library stops.
Automatic synchronization stops until
the start hour.

Library File Preparation No-Progress
Timeout (minutes)

30 Timeout for file preparation of the
subscribed content library, measured
in minutes.

Library HTTP Connection Timeout
(milliseconds)

500000 The HTTP connection timeout for
subscribed library, measured in
milliseconds.

Library HTTP Socket Connection
Timeout (milliseconds)

300000 Subscribed library HTTP connection
socket timeout, measured in
milliseconds.

Library Maximum Concurrent Sync
Items

5 Maximum number of concurrently
synchronizing library items for each
subscribed library.

Update Session Expiration Timeout
(milliseconds)

300000 Update session expiration timeout,
measured in milliseconds. Update
session is for uploading content to
library item.

NOTE   You must log in as a user with an Administrator or a Content library administrator role to change the
settings of the Content Library service.
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Hardware Health Service
The Hardware Health Service collects and analyses Intelligent Platform Management Interface (IPMI) sensor
metrics from hardware that runs ESXi.

Property Default Value Description

vws.loglevel Warning Level of details of the information
included in the logs.

Transfer Service Properties
The Transfer Service lets you move content, such as VM templates, scripts, and ISO images across sites and
vCenter Server instances. The Transfer Service has a set of configurable properties that you can change to
meet the needs of your virtual environment.

Property Default Value Description

Forced Flush to Output Interval 45 Interval between forced flushes to
output stream, measured in seconds.

Http Client Buffer Size 262144 Buffer size of the HTTP client input
stream during transfers, measured in
bytes.

Http Client Socket Timeout 180 Socket timeout of the HTTP client,
measured in seconds.

Http Request-handling Timeout 120 Request handling timeout for HTTP
transfers, after which service
unavailable status is returned to client,
measured in seconds.

Http Socket Buffer Size 2048 Buffer size of the HTTP client socket,
measured in bytes.

Intermediary I/O Stream Buffer Size 131072 Maximum size of buffer sitting
between input and output streams
during a transfer, measured in bytes.

Maximum Bandwidth Consumption 0 Bandwidth usage threshold across all
transfers, measured in megabits per
second Mbps. 0 means unlimited
bandwidth.

Maximum Number of Concurrent
Priority Transfers

5 Concurrent transfer limit for priority
files. If exceeded, transfers are queued.
This threadpool is used only to
transfer priority objects.

Maximum Number of Concurrent
Transfers

20 Concurrent transfer limit. If exceeded,
transfers are queued.

NFC Connection Socket Timeout 120 Socket timeout for an NFC connection,
measured in seconds. An NFC
connection is opened only when
interacting with a datastore.

NFC Eager-zeroed Thick Disk Write
Timeout

5400 Eager-zeroed thick disk write timeout
for an NFC connection, measured in
seconds. This timeout must be larger
than the socket timeout of NFC
connection. An NFC connection is
opened only when interacting with
datastore.
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vAPI Endpoint
The vAPI endpoint provides a single point of access to vAPI services. You can change the properties of the
vAPI Endpoint service.

Property Default Value Description

[default] endpoint maximum number
of execution threads

300 The maximum number of execution
threads for the vAPI endpoint.

[default] endpoint minimum number
of spare threads

10 The minimum number of threads that
are always kept alive for the vAPI
endpoint.

[default] endpoint queue size 50 The maximum number of tasks that
can queue up for the vAPI endpoint.

[router] Broadcast execution timeout 30 The duration after which vAPI
broadcast routing queries time out,
measured in seconds.

[router] Federated IS queries timeout 30 Timeout of federated inventory service
queries, measured in seconds.

[router] Maximum size of the in-
memory cache

10 The maximum size of the identifier
cache that is used for routing vAPI
calls between management nodes.
Measured in megabytes.

[router] Number of broadcast timeout
threads

3 The number of threads that handle
vAPI broadcast timeouts.

[router] Number of control threads for
federated IS queries

10 The number of threads that control the
federated Inventory Service queries for
vAPI routing.

[router] Number of execution threads
for federated IS queries

20 The number of threads that perform
the federated Inventory Service
queries for vAPI routing.

Bearer token usage allowance Enabled Lets you use Bearer SAML tokens in
addition to Holder of Key (HoK)
tokens.
Bearer tokens do not have
cryptographic verification of the client
identity. Their security is sufficient
only when used over a secure
encrypted connection.

CloudVM Components authz,com.vmware.cis,com.vmware.c
ontent,
com.vmware.transfer,com.vmware.v
api,com.vmware.vapi.rest.navigation,
com.vmware.vapi.vcenter,com.vmwa
re.vcenter.inventory,
com.vmware.vcenter.pbm.provisioni
ng,
com.vmware.vcenter.pbm.provisioni
ng.affinity,
com.vmware.vcenter.pbm.provisioni
ng.tagpolicies,
com.vmware.vcenter.vdcs,
data_service,tagging,vpx_workflow

A comma-separated list of VMware
components that require the usage of
identifiers. Identifiers must be
qualified with a management node ID.
The list must not contain spaces.
CAUTION   Editing the list might result
in system failures. Edit this setting
only as part of VMware maintenance
procedure.
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Property Default Value Description

Cookie authentication Enabled Enables or disables cookie
authentication. If you enable the
cookie authentication, the session ID is
returned in cookie. If you disable it the
cookie is returned in the header

Credentials login allowance Enabled Lets vAPI users authenticate with a
user name and password in addition to
using a SAML token.

Enables REST basic authentication Enabled Enables login service for simple
authentication with username and
password.

Global request rate 180 Global request rate. Set to 0 to disable.

Global request rate interval 1 Global request rate interval, measured
in seconds. This is the time frame in
which only http.request.rate.count
requests are allowed. Set to 0 to
disable.
If you enable this option, the default
value is 1.

Maximum allowed request size 204800 The maximum allowed request size,
measured in bytes. Set to 0 to disable.

Maximum number of in-flight
requests.

2000 The maximum allowed number of in-
flight requests. Set to 0 to disable.
NOTE   In-flight requests take up
memory. If you increase this setting,
you must increase the memory of the
endpoint component.

Maximum number of simultaneous
connections to the VIM service

10 The max number of simultaneous
connections allowed to the VIM
service.

Maximum request age 14400 The maximum request age in seconds.

Maximum session count 1000 The maximum number of allowed
sessions. If you leave the value empty,
the maximum number of sessions
allowed is 10,000.

Maximum session idle time 3600000 The maximum time between requests
that a session may remain idle,
measured in milliseconds.

Maximum session lifespan 172800000 The maximum session lifespan,
measured in milliseconds. Used to
capture long sessions.

Minimum session lifespan 86400000 Minimum session lifespan in
milliseconds, used for renewable
tokens.

Reconfiguration interval 240 Interval between reconfiguration
attempts, measured in seconds.

Request rate for anonymous calls 3000 Maximum request rate for anonymous
calls. Set to 0 to disable.

Request rate for authorized requests 3800 Maximum request rate for authorized
calls. Set to 0 to disable.
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Property Default Value Description

Request rate interval for anonymous
calls

60 Request rate interval for anonymous
calls, measured in seconds. This is the
time frame in which only request rates
for anonymous calls are allowed.
Set to 0 to disable.
NOTE   The vAPI endpoint limits the
number of incoming requests to
Request rate for anonymous calls per
Request rate interval for anonymous
calls. For example if the rate is set to 50
seconds and interval is set to 60
seconds, the system allows up to 50
calls per minute.
Any calls exceeding the limit return a
server busy error.

Request rate interval for authorized
calls

60 The request rate interval for
authorized calls, measured in seconds.
This is the time frame in which only
http.authorized.request.rate.count
authorized requests are allowed. Set to
0 to disable.

The socket timeout 0 The socket timeout (SO_TIMEOUT),
measured in milliseconds that is used
when executing a method. A timeout
value of 0 is interpreted as an infinite
timeout.

Timeout for the HTTP connections to
vAPI providers

300000 Timeout for the HTTP connections to
vAPI providers, measured in
milliseconds.

Token clock tolerance 1000 Clock tolerance for authentication
tokens, measured in seconds.

URL Deseriliazation (POST-as-GET) Enabled Enables or disables URL
deserialization (POST-as-GET).

vAPI Endpoint solution user Generated at the time of installation vAPI Endpoint solution user.
CAUTION   Do not modify this value.
Changing only this setting without
updating the related settings, might
lead to a failure of the component.

VMware Open Virtualization Format Service
The Open Virtualization Format Service enables OVF based provisioning of virtual machines. You can
change the configuration properties of this service.

Property Default Value Description

OVF Export Session Timeout 5 The amount of time after which the
OVF export session times out.
Measured in minutes.

OVF Import Session Timeout 10 Waiting time before the OVF import
session times out. Measured in
minutes.
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VMware Syslog Service
The Syslog Service provides support for system logging, network logging, and collecting logs from hosts.
You can use the Syslog Service to redirect and store ESXi messages to a server on the network.

Property Default Value Description

Common Log Level N/A Set the level of information you want
to include in the logs.
n * - include all log files.
n info - Only informational log files

are redirected to the remote
machine.

n notice - Only notices are redirected
to the remote machine. A notice
message indicates a normal but
significant condition.

n warn - Only warnings are
redirected to the remote machine.

n error - Only error messages are
redirected to the remote machine.

n crit - Only critical log files are
redirected to the remote machine.

n alert - Only critical log files are
redirected to the remote machine.

n emerg - Only emergency log files
are redirected to the remote
machine. An emergency message
indicates that the system has
stopped responding and cannot be
used.

Remote Syslog Host N/A The IP address of the host you want to
use for storing ESXi messages and
logs. This is also the IP address of the
remote syslog server on the network
you use to redirect logs and ESXi
messages.

Remote Syslog Port N/A The port number to use for
communication with the machine to
which you want to export log files.

Remote Syslog Protocol N/A The communication protocol that
Syslog uses. Available protocols are
TCP, UDP, and TLS.

VMware vSphere ESXi Dump Collector
The vSphere ESXi Dump Collector service collects core dumps from remote hosts.

Property Default Value Description

Coredump Server UDP Port
(1025-9999)

6500 The default port on which the core
dump server communicates.

Repository max size (1-10 GB) 2 The maximum size of the core dump
repository in gigabytes.
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Using Enhanced Linked Mode
Enhanced Linked Mode links multiple vCenter Server systems by using one or more
Platform Services Controllers. With Enhanced Linked Mode, you can view and search across all linked
vCenter Server systems. This mode replicates roles, permissions, licenses, and other key data across systems.

Enhanced Linked Mode provides the following features for both vCenter Server on Windows and
vCenter Server Appliance systems:

n You can log in to all linked vCenter Server systems simultaneously with a single user name and
password.

n You can view and search the inventories of all linked vCenter Server systems within the
vSphere Web Client. The vSphere Client does not support Enhanced Linked Mode.

n Roles, permission, licenses, tags, and policies are replicated across linked vCenter Server systems.

To join vCenter Server systems in Enhanced Linked Mode, connect them to the same
Platform Services Controller, or to Platform Services Controllers that share the same vCenter Single Sign-On
domain.

Enhanced Linked Mode requires the vCenter Server Standard licensing level, and is not supported with
vCenter Server Foundation or vCenter Server Essentials.

In vSphere 5.5 and earlier, Linked Mode relied on Microsoft ADAM to provide replication functionality.
Starting in vSphere 6.0, the Platform Services Controller provides replication and ADAM is no longer
required. Because of the change in architecture, you must isolate vCenter Server 5.5 systems from any
Linked Mode groups before upgrading these systems to vCenter Server 6.0. For more information, see the
vSphere Upgrade documentation.

Configuring Communication Among ESXi , vCenter Server, and the
vSphere Web Client

By default, the vSphere Web Client uses ports 80 and 443 to communicate with vCenter Server and ESXi
hosts.

Configure your firewall to allow communication between the vSphere Web Client and vCenter Server by
opening ports 80 and 443.

vCenter Server acts as a web service. If your environment requires the use of a web proxy, vCenter Server
can be proxied like any other web service.
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Providing vCenter Server Availability 4
When you deploy vCenter Server, you must build a highly available architecture that can handle workloads
of all sizes.

Availability is critical for solutions requiring continuous connectivity to vCenter Server. To avoid extended
periods of downtime, users should run vCenter Server in highly available configurations.

Two options can help you achieve continuous connectivity:

n Option 1: Using a vSphere High Availability cluster and Watchdog

n Option 2: Using a Microsoft Cluster Service (MSCS) cluster

Use option 1 when your vCenter Server environment is virtualized. Use option 2 when vCenter Server is
installed on Windows.

NOTE   In this document, references to MSCS also apply to WSFC on corresponding Windows Server
versions.

This chapter includes the following topics:

n “Using a vSphere High Availability Cluster,” on page 57

n “Establishing Watchdog Support,” on page 58

n “Using MSCS for vCenter Server Availability,” on page 58

n “Set Up MSCS for vCenter Server Availability,” on page 59

Using a vSphere High Availability Cluster
One method of providing vCenter Server availability is to use the Watchdog feature in a vSphere HA
cluster.

vSphere HA is configured by using vCenter Server at the cluster level. After it has been enabled, vSphere
HA monitors hosts and virtual machines (VMs) and takes the user-configured action with or without
vCenter Server availability. For more information on vSphere HA and the requirements to set up a cluster,
see the vSphere Availability documentation.

NOTE   Starting with vSphere 6.x, vCenter Server Heartbeat is discontinued. The Watchdog and vSphere HA
option replaces this technology and provides vCenter Server availability.

If you are using vCenter Server Appliance, you must use this option instead of an MSCS cluster.
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Cluster Recommendations for Protecting vCenter Server
When configuring the vSphere HA and vSphere DRS cluster that you use to provide vCenter Server
availability by protecting the vCenter Server database server, observe these recommendations.

n Place all database servers in a dedicated management cluster.

n For vSphere DRS, create VM and host anti-affinity rules to prevent the database servers from running
on the same host.

n Set the ForceAffinePoweron vSphere DRS advanced option to a value of 1 to enable strict enforcement
of vSphere DRS rules when servers are powered on.

n Enable vSphere HA with both host and VM monitoring.

n Enable and properly configure vSphere HA admission control for the cluster.

n Set the VM restart priority for the VM or VMs that are hosting the vCenter Server database to High.

Establishing Watchdog Support
Watchdog monitors and protects vCenter Server services. If any services fail, Watchdog attempts to restart
them. If it cannot restart the service because of a host failure, vSphere HA restarts the virtual machine (VM)
running the service on a new host.

Watchdog can provide better availability by using vCenter Server processes (PID Watchdog) or the
vCenter Server API (API Watchdog).

You can use the service start command to start PID Watchdog and the service stop command to stop it. PID
Watchdog monitors only services that are running. After the service is stopped, PID Watchdog does not
monitor it. PID Watchdog detects only that a process with the correct executable is in the process table. It
does not determine if the process is ready to service requests.

Starting with vSphere 6.x, a Python daemon called API Watchdog checks the status of APIs for the VPXD
service. If the APIs are not running, API Watchdog attempts to restart the service two times. If that still does
not solve the issue, API Watchdog then reboots the VM.

API Watchdog starts running immediately after deployment of the vCenter Server Appliance. On
vCenter Server for Windows, however, you must reboot vCenter Server once before API Watchdog starts
working.

API Watchdog generates support bundles before a service restart and also before a VM reboot and these
support bundles are stored in C:\ProgramData\VMware\vCenterServer\data\core\*.tgz on vCenter Server
for Windows and in /storage/core/*.tgz for vCenter Server Appliance.

NOTE   To reset the Watchdog capability, delete the data files. On vCenter Server for Windows, the default
location is C:\ProgramData\VMware\vCenterServer\data\iiad\iiad.dat. On vCenter Server Appliance, it
is /storage /iiad/iiad.dat.

Using MSCS for vCenter Server Availability
With vCenter Server 5.5 Update 3 and later, Microsoft Cluster Service (MSCS) is supported as an option for
providing vCenter Server availability.

Multiple instances of vCenter Server are in a MSCS cluster, but only one instance is active at a time. Use this
solution to perform maintenance, such as patching or upgrades, on one node in the cluster without taking
down the vCenter Server database.
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Another potential benefit of this approach is that MSCS uses a type of "shared-nothing" cluster architecture.
The cluster does not involve concurrent disk accesses from multiple nodes. In other words, the cluster does
not require a distributed lock manager. MSCS clusters typically include only two nodes and they use a
shared SCSI connection between the nodes. Only one server needs the disks at any given time, so no
concurrent data access occurs. This sharing minimizes the impact if a node fails.

Unlike the vSphere HA cluster option, the MSCS option works only for Windows virtual machines and does
not support thevCenter Server Appliance.

Set Up MSCS for vCenter Server Availability
Use the following steps to set up Microsoft Cluster Service (MSCS) as an availability solution for
vCenter Server.

Prerequisites

Before you can set up MSCS for vCenter Server availability, you must create a virtual machine (VM) with
one of the following guest operating systems:

n Windows 2008 SP2

n Windows 2012 R2 Datacenter

Also, you must add two raw device mapping (RDM) disks to this VM. These disks must be mounted and
when they are added, you must create a separate SCSI controller with the bus sharing option set to physical.
The RDM disks must also be independent and persistent.

Figure 4‑1.  MSCS Cluster for vCenter Server Availability
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NOTE   MSCS as an availability solution for vCenter Server is provided only for management nodes of
vCenter Server (M node). For infrastructure nodes, customers must deploy multiple N nodes for high
availability. You cannot have both M and N nodes on the same VM for MSCS protection.

Procedure

1 Power on the VM.

2 Format the two RDM disks, assign them drive letters, and convert them to MBR.

3 Using Windows > Server Manager > Features, Install .net.

4 Install vCenter Server on one of the RDM disks.

5 Set the vCenter Server start option to manual.
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6 Power off the VM.

7 Detach the RDM disks.

Detaching the RDM disks is not a permanent deletion. Do not select Delete from disk and do not delete
the vmdk files.

8 Clone the VM and select the Customize the operating system option, so that the clone has a unique
identity.

Create a unique identity through either the default sysrep file or the custom sysrep file.

9 Attach the shared RDMs to both VMs.

10 Power on both VMs.

11 Change the host name and IP address on the first VM (VM1).

Note the original IP address and host name that were used at the time of the installation of
vCenter Server on VM1. This information is used to assign a cluster role IP.

12 Install failover clustering on both nodes.

13 Create an MSCS cluster on VM1 by including both nodes in the cluster. Also select the validation option
for the new cluster.

14 Create a cluster role or service and add all of the vCenter Server services to it, one by one. Use the IP
address and host name from step 11 for the role or service.

You have created an MSCS cluster that can support vCenter Server availability.

What to do next

After you have created the MSCS cluster, verify that failover is occurring by powering off the VM hosting
vCenter Server (VM1). Within a few minutes, the services should be running on the other VM (VM2).
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Managing Third-Party Hypervisors by
Using vCenter Host Gateway 5

vCenter Host Gateway is a vCenter Server feature that lets you manage virtual environments that consist of
various types of hypervisors.

vCenter Host Gateway is distributed as a virtual appliance. After you deploy and configure the
vCenter Host Gateway appliance, you can use the vSphere Web Client to manage both VMware and third-
party hypervisors, such as Microsoft Hyper-V.

NOTE   You can also use the public API to manage third-party hypervisors. For more information, see
vSphere Management SDK Documentation.

n vCenter Host Gateway System Requirements on page 62
To install vCenter Host Gateway, ensure your system meets the hardware and software requirements.

n Supported Third-Party Hypervisors on page 62
vCenter Host Gateway supports several third-party hypervisors. This enables you to manage more
virtual machines and hosts through the vSphere Web Client.

n Deploy the vCenter Host Gateway Appliance on page 63
vCenter Host Gateway is distributed as a virtual appliance in OVF format that you can deploy by
using the vSphere Web Client.

n vCenter Host Gateway User Permissions on page 67
While deploying the vCenter Host Gateway appliance, you must provide Single Sign-On
administrator credentials. vCenter Host Gateway requires those credentials to create a solution user.

n Configure the vCenter Host Gateway Appliance on page 68
After you deploy the vCenter Host Gateway appliance, you can change the configuration settings by
using the Web configuration UI of the appliance.

n Add Third-Party Hosts to the vCenter Server Inventory on page 71
You can add third-party hosts to the vCenter Server inventory by using the vSphere Web Client.

n Supported Actions for Managing Third-Party Hosts in the vSphere Web Client on page 72
vCenter Host Gateway lets you perform various operations with third-party hosts and virtual
machines.

n Supported Actions for Managing Third-Party Virtual Machines in the vSphere Web Client on
page 72
vCenter Host Gateway lets you perform various operations with third-party hosts and virtual
machines.
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vCenter Host Gateway System Requirements
To install vCenter Host Gateway, ensure your system meets the hardware and software requirements.

Software Requirements
n vCenter Server 6.0

n Version 7. ESXi 4x or higher

Hardware Requirements
You can run vCenter Host Gateway on any system that meets the minimum hardware requirements.

Table 5‑1.  Minimum Hardware Requirements

Hardware Requirements

Number of CPUs 2

vRAM 3 GB

Disk Space 6 GB.
If you store logs on the vCenter Host Gateway appliance machine, increase the storage to 10 GB.

Network A 1 Gbps connection between the vCenter Host Gateway appliance and vCenter Server instance.

Networking Requirements
vCenter Host Gateway requires access to various ports to function properly. You can change the default
connectivity if you need to adjust the configuration to suit your own environment.

Table 5‑2.  Default Connectivity Requirements

Machine Connection To Connection Scope Protocol Port

Local machine,
running the
vSphere Web Client

vCenter Host
Gateway appliance

Internal Network HTTPS 5480

vCenter Server vCenter Host
Gateway appliance

Internal Network HTTPS 8443

NFC 8902

vCenter Host Gateway
appliance

Platform Services
Controller

Internal Network HTTPS 443

vCenter Host Gateway
appliance

Hyper-V host that
you want to manage

Internal Network HTTP 80 or 5985

vCenter Host Gateway
appliance

Hyper-V host that
you want to manage

Internal Network HTTPS 443 or 5986

Supported Third-Party Hypervisors
vCenter Host Gateway supports several third-party hypervisors. This enables you to manage more virtual
machines and hosts through the vSphere Web Client.

Supported Microsoft Hypervisors
vCenter Host Gateway supports the following releases of Microsoft Hyper-V:

n Microsoft Hyper-V Server 2012 R2
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n Microsoft Hyper-V Server 2012

n Microsoft Hyper-V Server 2008 R2

n Microsoft Hyper-V Server 2008

NOTE   vCenter Host Gateway relies on Windows Remote Management (WinRM) to manage Microsoft
Hyper-V Server. To manage Microsoft hypervisors by using vCenter Server, you must verify that you have
configured WinRM on the host running Microsoft Hyper-V Server and that WinRM is accessible over the
network.

Deploy the vCenter Host Gateway Appliance
vCenter Host Gateway is distributed as a virtual appliance in OVF format that you can deploy by using the
vSphere Web Client.

Procedure

1 Start the OVF Deployment Wizard on page 64
To deploy the vCenter Host Gateway appliance you must start the deployment wizard from the
vSphere Web Client.

2 Select the OVF Source Location on page 64
Specify the location where the source of OVF template resides.

3 Review the OVF Details on page 64
The OVF template details page of the Deploy OFV Template wizard display available information
about the .ovf file.

4 Accept the OVF License Agreements on page 65
The Accept License Agreements page of the Deploy OFV Template wizard appears only if license
agreements are packaged with the OVF template.

5 Select OVF Name and Location on page 65
When you deploy an OVF template, you provide a unique name for the virtual machine or vApp. The
name can contain up to 80 characters. You can select a data center or folder location for the virtual
machine.

6 Select Storage for the vCenter Host Gateway OVF Template on page 65
Select the location to store the files for the deployed vCenter Host Gateway template.

7 Setup OVF Network on page 66
Set up and configure the networks the deployed OVF templates use. The Setup networks page page of
the Deploy OVF Template wizard allows you to map source networks to target networks and to
specify settings for those networks.

8 Customize the OVF Template on page 66
Customize the deployment properties of the template. vCenter Host Gateway appliance has specific
options that you must set during the deployment.

9 Review the Configuration and Complete the Deployment on page 67
Review the details of the vCenter Host Gateway appliance configuration and complete the
deployment process.
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Start the OVF Deployment Wizard
To deploy the vCenter Host Gateway appliance you must start the deployment wizard from the
vSphere Web Client.

Prerequisites

Verify that the Client Integration plug-in is installed.

Procedure

1 In a Web browser, log in to vSphere Web Client as an administrator.

2 Select an inventory object that is a valid parent object of a virtual machine, such as data center, folder,
cluster, resource pool, or host.

3 From the Actions menu, select Deploy OVF Template.

The Deploy OVF Template wizard appears.

Select the OVF Source Location
Specify the location where the source of OVF template resides.

Procedure

1 Specify the source location.

Option Action

URL Type a URL to an OVF template located on the Internet. Supported URL
sources are HTTP and FTP.

Local file Click Browse and select an OVF or OVA template from the local file
system.

 
2 Click Next.

Review the OVF Details
The OVF template details page of the Deploy OFV Template wizard display available information about
the .ovf file.

Procedure

1 Review the OVF template details.

Option Description

Product Product name, as specified in the OVF template file.

Version Version, if the version is specified in the OVF template file.

Vendor Vendor, if the vendor is specified in the OVF template file.

Publisher Publisher of the OVF template, if a certificate included in the OVF template
file specifies a publisher.

Download size Size of the OVF file.

Size on disk Size on disk after you deploy the OVF template.

Description Description, as provided by the distributor of the OVF template.
 

2 Click Next.
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Accept the OVF License Agreements
The Accept License Agreements page of the Deploy OFV Template wizard appears only if license
agreements are packaged with the OVF template.

Procedure

1 On the Accept License Agreements page of the wizard, read the End User License Agreements and click
Accept.

2 Click Next.

Select OVF Name and Location
When you deploy an OVF template, you provide a unique name for the virtual machine or vApp. The name
can contain up to 80 characters. You can select a data center or folder location for the virtual machine.

Procedure

1 On the Select name and folder page of the Deploy OVF Template wizard, specify a name for the virtual
machine.

The name must be unique within each vCenter Server virtual machine folder.

2 Select or search for a datacenter or folder for the virtual machine.

3 Click Next.

Select Storage for the vCenter Host Gateway OVF Template
Select the location to store the files for the deployed vCenter Host Gateway template.

Prerequisites

Select the disk format to store the virtual machine virtual disks.

Procedure

1 On the Select storage page of the Deploy OVF Template wizard, select the virtual disk format to store
the virtual machine virtual disks.

Option Description

Thick Provisioned Lazy Zeroed Creates a virtual disk in a default thick format. Space required for the
virtual disk is allocated when the virtual disk is created. Data remaining
on the physical device is not erased during creation, but is zeroed out on
demand at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Creates a thick virtual disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the flat format, the data remaining on the physical device is
zeroed out when the virtual disk is created. Creating disks in this format
might take much longer than creating other types of disks.

Thin Provision Creates a thin disk, which starts small, at first using only as much
datastore space as the disk needs for its initial operations. The disk space
grows when the virtual machine needs more storage. Use this format to
save storage space. For the thin disk, you provision as much datastore
space as the disk requires based on the value that you enter for the disk
size.
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2 Select a datastore to store the deployed OVF template.

The configuration file and virtual disk files are stored on the datastore. Select a datastore large enough
to accommodate the virtual machine and all associated virtual disk files.

3 Click Next.

Setup OVF Network
Set up and configure the networks the deployed OVF templates use. The Setup networks page page of the
Deploy OVF Template wizard allows you to map source networks to target networks and to specify settings
for those networks.

Procedure

1 On the Setup networks page of the Deploy OVF Template wizard, select a source network in the table
and map it to a destination network.

The Source column lists all networks that are defined in the OVF template. The Destination column
contains a list of target networks.

2 From the IP protocol list, select the IP type.

3 Select the IP allocation and click Next.

Customize the OVF Template
Customize the deployment properties of the template. vCenter Host Gateway appliance has specific options
that you must set during the deployment.

Procedure

1 Enter the administrator user name and password for the vCenter Host Gateway appliance.

2 (Optional) If you want to enable SSH-based remote login, select the SSH Enabled check box.

3 To synchronize the time of the vCenter Host Gateway with the time of VMware Tools, select the Tools-
based Time Synchronization Enabled check box.

4 To synchronize the time of the vCenter Host Gateway with one or more NTP servers, enter the host
names or IP addresses in the NTP Server text box, separated by a comma.

NOTE   If you chose to synchronize the time of the appliance with both VMware Tools and an NTP
server, and there is a difference between those times, the appliance synchronizes according to the NTP
server time.

5 (Optional) Enter the host name or IP address of the Platform Services Controller.

NOTE   You can use vCenter Host Gateway only after you register it as a service in the
Platform Services Controller. If you leave the text box empty, you must use the vCenter Host Gateway
appliance to register vCenter Host Gateway later.

6 Provide a Single Sign-On user name and password.

The user name you enter must have Single Sign-On administrator privileges.

7 Enter the Host Network IP Address Family.
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8 Select the Host Network Mode.

Option Description

static Manual configuration. If you are using static host network mode, enter the
Host Network IP Adddress and the length of the Host Network Prefix.

dhcp Automatic configuration.

autoconf Automatic configuration. Available only if you have selected IPv6 address.
 

9 Enter the Host Network Default Gateway.

10 Enter the Host Network DNS Servers.

If you need to provide more than one value, separate them by a comma.

11 Enter the Host Network Identity name or the fully qualified domain name of the appliance.

12 Click Next.

Review the Configuration and Complete the Deployment
Review the details of the vCenter Host Gateway appliance configuration and complete the deployment
process.

Procedure

1 On the Ready to complete page of the Deploy OVF Template wizard, review the settings you
configured during the deployment .

2 (Optional) Select Power on after deployment.

3 Click Finish to complete the deployment process.

vCenter Host Gateway User Permissions
While deploying the vCenter Host Gateway appliance, you must provide Single Sign-On administrator
credentials. vCenter Host Gateway requires those credentials to create a solution user.

Solution User
vCenter Host Gateway creates a solution user when vCenter Host Gateway is registered as a service in the
Platform Services Controller. vCenter Host Gateway requires the solution user to register, unregister, and
modify the service.

The name of the solution user is in the format vchgUserNamenumeric_value.

NOTE   Each time you register the vCenter Host Gateway service in the Platform Services Controller, a new
solution user is created.

vCenter Host Gateway Privileges
vCenter Host Gateway allows you to manage third-party hosts and virtual machines.
vCenter Host Gateway does not require other privileges.
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Configure the vCenter Host Gateway Appliance
After you deploy the vCenter Host Gateway appliance, you can change the configuration settings by using
the Web configuration UI of the appliance.

n Restart the vCenter Host Gateway Service on page 68
You can restart the vCenter Host Gateway service by using the vCenter Host Gateway appliance. If the
host name or the certificate of vCenter Host Gateway changes, you must restart the service.

n Synchronize the Time Settings of the vCenter Host Gateway Appliance on page 68
You can change the time synchronization of the vCenter Host Gateway appliance after the
deployment. Synchronization is required when the NTP servers change to ensure the successful
registration with the Platform Services Controller.

n Change Network Settings of the vCenter Host Gateway Appliance on page 69
You can change the network configuration of the vCenter Host Gateway appliance when, for example,
your network connection changes.

n Configure Proxy Settings on page 69
If you connect through a corporate firewall, you can configure the vCenter Host Gateway proxy
settings.

n Manage the Registration of the vCenter Host Gateway Service on page 70
You can unregister the vCenter Host Gateway service from the Platform Services Controller, and
change the registration settings.

n Change the Administrator Password of the vCenter Host Gateway Appliance on page 70
You can change the password of the vCenter Host Gateway after you deploy the appliance.

n Restart or Shut Down the vCenter Host Gateway Appliance on page 71
You must reboot the vCenter Host Gateway appliance when the network or hardware configuration
changes, or after you update the software updates.

n Download a Support Bundle on page 71
You can download a support bundle for the vCenter Host Gateway appliance. The support bundle
contains the log files of the appliance.

Restart the vCenter Host Gateway Service
You can restart the vCenter Host Gateway service by using the vCenter Host Gateway appliance. If the host
name or the certificate of vCenter Host Gateway changes, you must restart the service.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 On the VMware vCenter Host Gateway tab, click Summary.

3 Click Restart.

Synchronize the Time Settings of the vCenter Host Gateway Appliance
You can change the time synchronization of the vCenter Host Gateway appliance after the deployment.
Synchronization is required when the NTP servers change to ensure the successful registration with the
Platform Services Controller.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.
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2 On the VMware vCenter Host Gateway tab, click Time.

3 Select a synchronization method and click Submit.

Option Description

No Synchronization Select this option if you do not use any synchronization.

NTP Synchronization Enter one or more NTP server names, separated by a comma. In addition
to the names, enter NTPD options for each server, if applicable.

VMware Tools Synchronization Synchronize the vCenter Host Gateway appliance with VMware Tools
 

Change Network Settings of the vCenter Host Gateway Appliance
You can change the network configuration of the vCenter Host Gateway appliance when, for example, your
network connection changes.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 On the Network tab, click Address.

3 From the IP Version drop-down menu, select the IP version that corresponds to your network.

You can select IPv4 or IPv6 version.

4 Select the Network Mode.

Option Description

DHCP Select this option if a DHCP server is used to allocate the IP address in
your environment.

Static Manually set the networking settings.

Auto Select this option if the IP address allocation is done by a stateless method.
The option is available for IPv6.

 
5 (Optional) If required, enter values for the following settings:

Option Description

Host Address The host address of the appliance in IPv4 or IPv6 format.

Prefix The valid network prefix. Only for IPv6.

Mask The valid network mask. Only for IPv4.

Gateway The default gateway.

DNS servers The IP addresses of the DNS servers.

Hostname The FQDN of the host.
 

6 Click Save Settings.

Configure Proxy Settings
If you connect through a corporate firewall, you can configure the vCenter Host Gateway proxy settings.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 On the Network tab, click Proxy.

3 Select the Use HTTP Proxy Server check box.
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4 Enter the IP address of the proxy server.

5 Enter the port on which the proxy server listens.

6 (Optional) Provide a proxy user name and password.

7 Click Save Settings to apply your changes.

Manage the Registration of the vCenter Host Gateway Service
You can unregister the vCenter Host Gateway service from the Platform Services Controller, and change the
registration settings.

You must change the vCenter Host Gateway service registration when you perform one of the following
tasks:

n Platform Services Controller host name

n vCenter Host Gateway host name

n vCenter Host Gateway certificate

Before you change the vCenter Host Gateway service registration, you must unregister the service.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 Click the Registration tab.

3 Click Unregister.

This operation unregisters vCenter Host Gateway from thePlatform Services Controller and deletes the
solution user.

4 In the IP or host name text box, enter the IP address of the Platform Services Controller.

5 Enter a Single Sign-On administrator user name and password.

6 Click Register.

Change the Administrator Password of the vCenter Host Gateway Appliance
You can change the password of the vCenter Host Gateway after you deploy the appliance.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 Click the Admin tab.

3 Enter the current administrator password.

4 Enter and confirm the new administrator password.

5 Click Change Password.

6 Select whether you want to use SSH login for the administrator user.

7 Click Submit.
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Restart or Shut Down the vCenter Host Gateway Appliance
You must reboot the vCenter Host Gateway appliance when the network or hardware configuration
changes, or after you update the software updates.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 Click the System tab.

3 Select a power management option.

Option Description

Reboot Restart the vCenter Host Gateway appliance.

Shutdown Power off the vCenter Host Gateway appliance. To power on the appliance
again, you must use the vSphere Web Client.

 
4 Log out of the vSphere Web Client and log in again to see the changes in the power state of the

vCenter Host Gateway appliance.

Download a Support Bundle
You can download a support bundle for the vCenter Host Gateway appliance. The support bundle contains
the log files of the appliance.

Procedure

1 In a Web browser, log in to the Web interface of the vCenter Host Gateway appliance.

2 On the VMware vCenter Host Gateway tab, click Download Support Bundle.

3 Select the location where you want to save the file in .tar.gz format and click Save.

Add Third-Party Hosts to the vCenter Server Inventory
You can add third-party hosts to the vCenter Server inventory by using the vSphere Web Client.

Prerequisites

Verify that you have a valid ESXi license for each third-party host that you add.

Procedure

1 In the vSphere Web Client, navigate to a data center or host folder.

2 Click Actions > Add Host.

3 Enter the name or IP address of the host, followed by the port.

hostname:port

4 From the Type drop-down menu, select a third-party host type.

5 Click Next.

6 If prompted, confirm that the connection is as secure as required.

7 If prompted, check and verify the host certificate.

8 In the Username and Password text boxes, enter administrator credentials and click Next.

9 Review the host summary information and click Next.
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10 Assign a licence key to the host and click Next.

11 On the page that displays lockdown options, leave the default options selected, and click Next.

12 Select a location for the virtual machines that already exist on the host and click Next.

13 Review the summary information and click Finish.

Supported Actions for Managing Third-Party Hosts in the
vSphere Web Client

vCenter Host Gateway lets you perform various operations with third-party hosts and virtual machines.

Table 5‑3.  Supported Operations with Hosts

Operation Options and Limitations

Add Host See “Add Third-Party Hosts to the vCenter Server
Inventory,” on page 71.

Remove Host See vCenter Server and Host Management.

Reconnect Host If attempts to reconnect the host fail, add the host again.

Disconnect Host See vCenter Server and Host Management.

Shut down Host See vCenter Server and Host Management.

Reboot Host See vCenter Server and Host Management.

Supported Actions for Managing Third-Party Virtual Machines in the
vSphere Web Client

vCenter Host Gateway lets you perform various operations with third-party hosts and virtual machines.

Table 5‑4.  Supported Operations for Virtual Machines on Third-Party Hosts

Operation Options and Limitations

Create a virtual machine You can customize the name, CPU and RAM. For more
information, see vSphere Virtual Machine Administration.

Change the name of the virtual machine You can only change the name of the virtual machine. For
more information, see vSphere Virtual Machine
Administration.

Delete a virtual machine No specific options and limitations. For more information,
see vSphere Virtual Machine Administration.

Configure the virtual machine power states You can change the basic power configuration:
n Power On
n Power Off
n Suspend
n Reset
For more information, see vSphere Virtual Machine
Administration.
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Organizing Your Inventory 6
Plan how you will set up your virtual environment. A large vSphere implementation might contain several
virtual data centers with a complex arrangement of hosts, clusters, resource pools, and networks. It might
involve multiple vCenter Server systems connected using Enhanced Linked Mode. Smaller implementations
might require a single virtual data center with a much less complex topology. Regardless of the scale of your
virtual environment, consider how the virtual machines it will support are going to be used and
administered.

Here are questions you should answer as you create and organize an inventory of virtual objects:

n Will some virtual machines require dedicated resources?

n Will some virtual machines experience periodic spikes in workload?

n Will some virtual machines need to be administered as a group?

n Do you want to use multiple vSphere Standard Switches, or you want to have a single vSphere
Distributed Switch per data center?

n Do you want to use vMotion and Distributed Resource Management with certain virtual machines but
not others?

n Will some virtual objects require one set of system permissions, while other objects will require a
different set of permissions?

The left pane of the vSphere Web Client displays your vSphere inventory. You can add and arrange objects
in any way with the following restrictions:

n The name of an inventory object must be unique with its parent.

n vApp names must be unique within the Virtual Machines and Templates view.

n System permissions are inherited and cascade.

Tasks for Organizing Your Inventory
Populating and organizing your inventory involves the following activities:

n Create data centers.

n Add hosts to the data centers.

n Organize inventory objects in folders.

n Setup networking by using vSphere Standard Switches or vSphere Distributed Switches. To use
services such as vMotion, TCP/IP storage, Virtual SAN, and Fault Tolerance, setup VMkernel
networking for these services. For more information, see vSphere Networking.
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n Configure storage systems and create datastore inventory objects to provide logical containers for
storage devices in your inventory. See vSphere Storage.

n Create clusters to consolidate the resources of multiple hosts and virtual machines. You can enable
vSphere HA and vSphere DRS for increased availability and more flexible resource management. See
vSphere Availability for information about configuring vSphere HA and vSphere Resource Management for
information about configuring vSphere DRS.

n Create resource pools to provide logical abstraction and flexible management of the resources in
vSphere. Resource pools can be grouped into hierarchies and used to hierarchically partition available
CPU and memory resources. See vSphere Resource Management for details.

This chapter includes the following topics:

n “Create Data Centers,” on page 74

n “Add a Host,” on page 74

n “Create Clusters,” on page 75

n “Create a Folder,” on page 76

Create Data Centers
A virtual data center is a container for all the inventory objects required to complete a fully functional
environment for operating virtual machines. You can create multiple data centers to organize sets of
environments. For example, you might create a data center for each organizational unit in your enterprise or
create some data centers for high performance environments and others for less demanding virtual
machines.

Prerequisites

In the vSphere Web Client verify that you have sufficient permissions to create a data center object.

NOTE   Inventory objects can interact within a data center, but interaction across data centers is limited. For
example, you can hot migrate virtual machines from one host to another host in the same data center, but
not from a host in one data center to a host in a different data center.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server object.

2 Select Actions > New Datacenter.

3 Rename the data center and click OK.

What to do next

Add hosts, clusters, resource pools, vApps, networking, datastores, and virtual machines to the data center.

Add a Host
You can add hosts under a data center object, folder object, or cluster object. If a host contains virtual
machines, those virtual machines are added to the inventory together with the host.

You can also add hosts to a DRS cluster, for details see vSphere Resource Management.

Prerequisites

n Verify that a data center, folder, or cluster exists in the inventory.

n Obtain the user name and password of the root user account for the host.
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n Verify that hosts behind a firewall are able to communicate with the vCenter Server system and all
other hosts through port 902 or other custom-configured port.

n Verify that all NFS mounts on the host are active.

Required privileges:

n Host.Inventory.Add host to cluster

n Resource.Assign virtual machine to resource pool

n System.View on the virtual machines folder where you want to place the virtual machines of the host.

Procedure

1 In the vSphere Web Client, navigate to a data center, cluster, or folder within a data center.

2 Right-click the data center, cluster, or folder and select Add Host.

3 Type the IP address or the name of the host and click Next.

4 Type administrator credentials and click Next.

5 Review the host summary and click Next.

6 License the host through one of the following methods.

n Assign an already existing license.

n Assign a new license.

a Click Create New Licenses. The Add Host wizard minimizes in Work in Progress and the
New Licenses wizard appears.

b Type of copy and paste the new license key from My VMware and click Next.

c Enter a new name for the license and click Next.

d Review the new license and click Finish.

7 In the Add Host wizard click Next.

8 (Optional) Select a lookdown mode option to disable the remote access for the administrator account
after vCenter Server takes control of this host.

9 (Optional) If you add the host to a data center or a folder, select a location for the virtual machines that
reside on the host and click Next.

10 Review the summary and click Finish.

A new task for adding the host appears in the Recent Tasks pane. It might take a few minutes for the task to
complete.

Create Clusters
A cluster is a group of hosts. When a host is added to a cluster, the resources of the host become part of the
resources of the cluster. The cluster manages the resources of all hosts within it. Clusters enable, vSphere
High Availability (HA), vSphere Distributed Resource Scheduler (DRS), and the VMware Virtual SAN
features.

Prerequisites

n Verify that you have sufficient permissions to create a cluster object.

n Verify that a data center, or folder within a data center, exists in the inventory.
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Procedure

1 Browse to a data center in the vSphere Web Client navigator.

2 Right-click the data center and select New Cluster.

3 Enter a name for the cluster.

4 Select DRS and vSphere HA cluster features.

Option Description

To use DRS with this cluster a Select the DRS Turn ON check box.
b Select an automation level and a migration threshold.

To use HA with this cluster a Select the vSphere HA Turn ON check box.
b Select whether to enable host monitoring and admission control.
c If admission control is enabled, specify a policy.
d Select a VM Monitoring option.
e Specify the virtual machine monitoring sensitivity.

 
5 Select an Enhanced vMotion Compatibility (EVC) setting.

EVC ensures that all hosts in a cluster present the same CPU feature set to virtual machines, even if the
actual CPUs on the hosts differ. This prevents migrations with vMotion from failing due to
incompatible CPUs.

6 Select the Virtual SAN cluster feature.

a Select the Virtual SAN Turn ON check box.

b Specify whether to add disks automatically or manually to the Virtual SAN cluster.

7 Click OK.

The cluster is added to the inventory

What to do next

Add hosts to the cluster.

For information about configuring vSphere HA, see vSphere Availability, and for information about
configuring vSphere DRS see vSphere Resource Management. For information about Virtual SAN, see VMware
Virtual SAN .

Create a Folder
You can use folders to group objects of the same type for easier management. For example, permissions can
be applied to folders, allowing you to use folders to group objects that should have a common set of
permissions.

A folder can contain other folders, or a group of objects of the same type. For example, a single folder can
contain virtual machines and another folder containing virtual machines, but it cannot contain hosts and a
folder containing virtual machines.

You can create these types of folders: Host and Cluster folders, Network folders, Storage folders, and VM
and Template folders.

Procedure

1 In the navigator, select either a data center or another folder as a parent object for the folder.
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2 Right-click the parent object and select the menu option to create the folder.

Option Description

The parent object is a data center. If the parent object is a data center, you can select the type of folder to
create:
n Select All vCenter Actions > New Host and Cluster Folder.
n Select All vCenter Actions > New Network Folder.
n Select All vCenter Actions > New Storage Folder.
n Select All vCenter Actions > New VM and Template Folder.

The parent object is a folder. If the parent object is a folder, the new folder is of the same type as the
parent folder.
Select All vCenter Actions > New Folder.

 
3 Type the name for the folder and click OK.

What to do next

Move objects into the folder by right-clicking the object and selecting Move To. Select the folder as the
destination.
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Tagging Objects 7
Tags allow you to attach metadata to objects in the vSphere inventory to make these objects more sortable
and searchable.

A tag is a label that you can apply to objects in the vSphere inventory. When you create a tag, you assign
that tag to a category. Categories allow you to group related tags together. When you define a category, you
can also specify which object types its tags can be applied to and whether more than one tag in the category
can be applied to an object. For example, if you wanted to tag your virtual machines by guest operating
system type, you could create a category called 'operating system', and specify that it applies to virtual
machines only and that only a single tag can be applied to a virtual machine at any time. The tags in this
category could be "Windows", "Linux", and "Mac OS".

If multiple vCenter Server instances are configured to use Enhanced Linked Mode, tags and tag categories
are replicated across all these vCenter Server instances.

Tagging replaces the custom attributes functionality found in previous versions of vCenter Server. If you
have existing custom attributes, you can convert them into tags.

This chapter includes the following topics:

n “Migrate Custom Attributes to Tags,” on page 79

n “Create a Tag Category,” on page 81

n “Delete a Tag Category,” on page 81

n “Edit a Tag Category,” on page 82

n “Create a Tag,” on page 83

n “Apply a Tag to an Object,” on page 83

n “Remove a Tag from an Object,” on page 83

n “Delete a Tag,” on page 84

n “Edit a Tag,” on page 84

n “Add Permissions for Tags and Tag Categories,” on page 85

n “Tagging Best Practices,” on page 85

Migrate Custom Attributes to Tags
Tags replace the custom attributes functionality found in previous versions of vSphere. If you have existing
custom attributes, you can migrate them to tags.

During the migration, the custom attribute names are converted to categories. Custom attribute values are
converted to tag names.

VMware, Inc.  79



Procedure

1 In the vSphere Web Client object navigator, browse to any object that has custom attributes.

2 Click the object's Summary tab.

3 Select Actions > Tags & Custom Attributes > Edit Custom Attributes...

4 In the Migrate Custom Attribues dialog box, click Migrate.

The Migrate Custom Attributes to Tags wizard appears.

5 Read the instructions and click Next.

6 Select the custom attributes to migrate and click Next.

The Create Tag Categories page displays the name of each custom attribute as a new tag category.

7 (Optional) Select a category to edit its options.

Option Description

Category Name The category name must be unique to the currently-selected vCenter
Server system.

Description You can provide text in the description to describe the purpose or usage of
the category.

Cardinality n Select 1 tag per object to allow only one tag from this category to be
applied to an object at any one time.

Use this option for categories whose tags are mutually exclusive. For
example, a category called Priority with tags High, Medium, and Low
should allow one tag per object, because an object should have only
one priority.

n Select Many tags per object to allow multiple tags from the category to
be applied to an object at any one time.

Use this option for categories whose tags are not mutually exclusive.
After you have set the cardinality of a category, you can change the
cardinality from 1 tag per object to Many tags per object, but not from
Many tags per object to 1 tag per object.

Associable Object Types Select whether tags in this category can be assigned to all objects or only to
a specific type of managed object, such as virtual machines or datastores.
After you have set the associable object types for a category, you can
change a category that is associable with a single object type to be
associable with all object types, but you cannot restrict a category that is
associable to all object types to being associable to a single object type.

 
8 (Optional) Select a tag to edit its attributes.

Option Description

Name The tag name must be unique across all linked vCenter Server systems.

Description You can provide text in the description to describe the purpose or usage of
the tag.

 
9 Click Finish.

The selected custom attributes are converted to categories and tags.
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Create a Tag Category
You use categories to group tags together and define how tags can be applied to objects.

Every tag must belong to one and only one category. You must create at least one category before creating
any tags.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Create vSphere Tag Category on the root vCenter
Server.

Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Categories.

3 Click the New Category icon.

4 Edit the category options.

Option Description

Category Name The category name must be unique to the currently-selected vCenter
Server system.

Description You can provide text in the description to describe the purpose or usage of
the category.

Cardinality n Select 1 tag per object to allow only one tag from this category to be
applied to an object at any one time.

Use this option for categories whose tags are mutually exclusive. For
example, a category called Priority with tags High, Medium, and Low
should allow one tag per object, because an object should have only
one priority.

n Select Many tags per object to allow multiple tags from the category to
be applied to an object at any one time.

Use this option for categories whose tags are not mutually exclusive.
After you have set the cardinality of a category, you can change the
cardinality from 1 tag per object to Many tags per object, but not from
Many tags per object to 1 tag per object.

Associable Object Types Select whether tags in this category can be assigned to all objects or only to
a specific type of managed object, such as virtual machines or datastores.
After you have set the associable object types for a category, you can
change a category that is associable with a single object type to be
associable with all object types, but you cannot restrict a category that is
associable to all object types to being associable to a single object type.

 
5 Click OK.

Delete a Tag Category
You delete a category to remove it from your vSphere environment.

Deleting a category also deletes all tags associated with that category.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Delete vSphere Tag Category on the root vCenter
Server.
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Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Categories.

3 Select a category from the list and click the Delete Category icon ( ).

4 Click Yes to confirm deletion of the category.

The category and all its associated tags are deleted.

Edit a Tag Category
You can edit a category to change its name, cardinality, or associable objects.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Edit vSphere Tag Category on the root vCenter
Server.

Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Categories.

3 Select a category and click the Edit Category icon ( ).

4 Edit the category parameters.

Option Description

Category Name The category name must be unique to the currently-selected vCenter
Server system.

Description You can provide text in the description to describe the purpose or usage of
the category.

Cardinality n Select 1 tag per object to allow only one tag from this category to be
applied to an object at any one time.

Use this option for categories whose tags are mutually exclusive. For
example, a category called Priority with tags High, Medium, and Low
should allow one tag per object, because an object should have only
one priority.

n Select Many tags per object to allow multiple tags from the category to
be applied to an object at any one time.

Use this option for categories whose tags are not mutually exclusive.
After you have set the cardinality of a category, you can change the
cardinality from 1 tag per object to Many tags per object, but not from
Many tags per object to 1 tag per object.

Associable Object Types Select whether tags in this category can be assigned to all objects or only to
a specific type of managed object, such as virtual machines or datastores.
After you have set the associable object types for a category, you can
change a category that is associable with a single object type to be
associable with all object types, but you cannot restrict a category that is
associable to all object types to being associable to a single object type.

 
5 Click OK
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Create a Tag
You use tags to add metadata to inventory objects. You can record information about your inventory objects
in tags and use the tags in searches.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Create vSphere Tag on root vCenter Server.

Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Tags.

3 Click the New Tag icon.

4 In the vCenter Server drop-down menu, select the vCenter Server instance on which to create this tag.

5 In the Name text box, enter a name for the tag.

Tag names must be unique within the category in which they are created.

6 (Optional) In the Description text box, enter a description for the tag.

7 In the Category drop-down menu, select an existing category or create a new category.

If you select [New Category], the dialogue box expands to show the options for creating a category. See 
“Create a Tag Category,” on page 81.

8 Click OK.

Apply a Tag to an Object
After you have created tags, you can apply them as metadata to objects in the vSphere Web Client
inventory.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Assign or Unassign vSphere Tag on the root
vCenter Server instance.

Procedure

1 Browse to the object in the vSphere Web Client inventory.

2 Click the Manage tab and click Tags.

3 Click the Assign Tag icon ( ).

4 (Optional) From the Categories drop-down menu, select a category to limit the tags displayed to ones
from that category.

5 Select a tag from the list and click OK.

That tag is assigned to the object. The assigned tags for each object appear in the list on the Tags tab.

Remove a Tag from an Object
You can remove a tag that has been applied to an object.
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Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Assign or Unassign vSphere Tag on the root
vCenter Server instance.

Procedure

1 Browse to the object in the vSphere Web Client inventory.

2 Click the Manage tab and click Tags.

3 Select a tag to remove and click the Detach Tag icon ( ).

4 Click Yes to confirm the removal of the tag.

Delete a Tag
You can delete a tag when it is no longer needed. Deleting a tag removes it from all the objects to which it is
applied.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Delete vSphere Tag on the root vCenter Server
instance.

Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Tags.

3 Select the tag to delete.

4 Click the Delete Tag icon ( ).

5 Click OK to confirm tag deletion.

Edit a Tag
You can edit a tag to change its name or description.

After a tag has been created, you cannot change the tag's category.

Prerequisites

Required privilege: Inventory Service.vSphere Tagging.Edit vSphere Tag on the root vCenter Server
instance.

Procedure

1 From the vSphere Web Client Home, click Tags.

2 Click the Items tab and click Tags.

3 Select the tag to edit.

4 Click the Edit Tag icon ( ).

5 (Optional) In the Name text box, enter a new name for the tag.

Tag names must be unique within their category.

6 (Optional) In the Description text box, edit the description for the tag.

7 Click OK.
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Add Permissions for Tags and Tag Categories
You can manage the user privileges for working with tags and categories. The procedure for assigning
permission to tags is the same as the procedure for tag categories.

Permissions for tags work the same way as permissions set for vCenter Server inventory objects. To learn
about permissions and roles, see vSphere Security .

You can set permissions on common tag operations to manage the operations over the inventory objects.
You must have vSphere administrator credentials to set and manage permissions for tags and organize
user's activities. When you create a tag, you can specify which users and groups can operate with that tag.
For example, you can grant administrative rights only to administrators and set read-only permissions for
all other users or groups.

Prerequisites

Grant the privilege.InventoryService.Tagging.label privilege to users that administer tags and tag
categories

Procedure

1 Log in to vSphere Web Client with administrator credentials.

2 On the vSphere Web Client Home page, click Tags.

3 On the Items tab, click Tags.

4 Select a tag from the list, right-click the tag and select Add Permission.

You see a list with all default permissions for the selected tag.

5 Click the  icon to add a new permission to the existing list.

The Add permission dialog box appears.

6 In the Users and Groups pane, click Add, select all the users and groups you want to add, and click OK.

7 (Optional) Select a user or a group from the list and select a role from the Assigned Role list.

8 (Optional) Select Propagate to children to propagate the privileges to the children of the assigned
inventory object.

9 Click OK to save the new tag permission.

Tagging Best Practices
Incorrect tagging can lead to replication errors. To avoid these errors, diligently follow best practices when
tagging objects.

When working with tags in multiple node situations, expect replication delays between the nodes (generally
30 seconds to 2 minutes depending on your setup). Follow these best practices to avoid replication errors:

n After creating a tag, if you immediately assign that tag to a local object, assign it from the management
node where you created the tag.

n After creating a tag, if you immediately assign that tag to a remote object, assign it from the
management node to which the object is local. Depending on your environment setup, allow for
replication time to propagate the new tag before you use the tag.

n Avoid simultaneously creating categories and tags from different management nodes before categories
and tags across nodes can finish the replication process. If duplicate categories or tags are created from
different nodes at the same time, the duplicates might not be detected and will appear. If you see these
results, manually delete duplicates from one management node.
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License Management and Reporting 8
vSphere provides centralized a license management and reporting system that you can use to manage
licenses for ESXi hosts, vCenter Server systems, Virtual SAN clusters, and solutions. Solutions are products
that integrate with vSphere such as vCenter Site Recovery Manager, vCloud Networking and Security,
vCenter Operations Manager, and others.

n Licensing Terminology and Definitions on page 88
The licensing system in vSphere uses specific terminology and definitions to refer to different
licensing-related objects.

n The License Service in vSphere 6.0 on page 89
In vSphere 6.0, the License Service is part of the Platform Services Controller and delivers centralized
license management and reporting functionality to vSphere and to products that integrate with
vSphere.

n Licensing for Environments with vCenter Server Systems 6.0 and 5.5 on page 89
If your vSphere 6.0 environment consists of vCenter Server 6.0 and 5.5 systems, you should consider
the differences in the license management and reporting between vSphere 6.0 and vSphere 5.5.

n Licensing for Products in vSphere on page 90
ESXi hosts, vCenter Server, and Virtual SAN clusters are licensed differently. To apply their licensing
models correctly, you must understand how the associated assets consume license capacity, the way
the evaluation period for each product functions, what happens if a product license expires, and so on.

n Suite Licensing on page 92
Suite products combine multiple components to provide a certain set of capabilities. Suite products
have a single license that you can assign to all suite components. When participating in a suite, suite
components have different licensing models than their standalone versions. Examples of suite
products are vCloud Suite and vSphere with Operations Management.

n Managing Licenses on page 93
To license an asset in vSphere, you must assign it a license that holds an appropriate product license
key. You can use the license management functionality in the vSphere Web Client to license multiple
assets at a time from a central place. Assets are vCenter Server systems, hosts, Virtual SAN clusters,
and solutions.

n Viewing Licensing Information on page 98
You can view the licensing state of the vSphere environment from a central place by using the license
management functionality in the vSphere Web Client. You can view the licenses that are available in
vSphere, current license assignments and usage, available license capacity, licensed features in use,
and so on.
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n Generating Reports for License Usage in the vSphere Web Client on page 100
You can track the license usage of your vSphere environment by generating reports for the license
usage of assets for a certain time period. Assets are hosts, vCenter Server systems, Virtual SAN
clusters, and solutions.

Licensing Terminology and Definitions
The licensing system in vSphere uses specific terminology and definitions to refer to different licensing-
related objects.

License Key A license key encodes details about the product it is associated with, the
license expiration date, the license capacity, and other information. The
license key is assigned to an object to activate the functionality of its
associated product.

License A container for a license key of a VMware product. To use a license key, you
create a license object in the vSphere Web Client, and insert the license key
into the license. Once the license is created, you can assign it to assets .

Product Edition A set of specific features that are associated with a unique license key. When
assigned, the license key unlocks the features in the product edition.
Examples of product editions are vSphere Enterprise, vSphere Standard,
vCenter Server Essentials, and so on.

Feature Functionality that is enabled or disabled by a license that is associated with a
specific product edition. Examples of features are vSphere DRS, vSphere
vMotion, and vSphere High Availability.

Solution A product that is packed and distributed independently from vSphere. You
install a solution in vSphere to take advantage of certain functionality. Every
solution has a licensing model specific for the solution, but uses the License
Service for license management and reporting. Examples of solutions are
vCenter Site Recovery Manager, vCenter Operations Manager, vCloud
Network and Security, and so on.

Asset Any object in vSphere that requires licensing. The license administrator in
vSphere can assign one license to one or multiple assets of the same type if
the license has sufficient capacity. Suite licenses can be assigned to all assets
that are part of the suite. Assets are vCenter Server systems, ESXi hosts, and
products that integrate with vSphere such as vCenter Site Recovery
Manager, vCenter Operations Manager, and others.

License Capacity The number of units that you can assign to assets. The units of a license
capacity can be of different types depending on the product that the license
is associated with. For example, a license for vCenter Server determines the
number of vCenter Server systems that you can license.

License Usage The number of units that an asset uses from the capacity of a license. For
example, if you assign a per-virtual-machine license to vCenter Site Recovery
Manager, the license usage for vCenter Site Recovery Manager is the number
of protected virtual machines.
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The License Service in vSphere 6.0
In vSphere 6.0, the License Service is part of the Platform Services Controller and delivers centralized license
management and reporting functionality to vSphere and to products that integrate with vSphere.

You can use the License Service with newly installed vSphere 6.0 environments, or environments that are
upgraded from vSphere 5.x to vSphere 6.0 . For details about upgrading the license management in
vCenter Server 5.x to the License Service in vSphere 6.0, see the vSphere Upgrade guide.

The License Service provides an inventory of licenses in the vSphere environment, and manages the license
assignments for ESXi hosts, vCenter Server systems, and clusters with enabled Virtual SAN. The License
Service also manages the license assignments for products that integrate with vSphere, such as vCenter
Operations Manager, vCenter Site Recovery Manager, and so on.

If your vSphere environment has several Platform Services Controllers that are joined through one vCenter
Single Sign-on domain, the licensing inventory is replicated across all Platform Services Controllers . This
way, the licensing data for each asset and all available licenses are replicated across all of the
Platform Services Controllers, and each individual Platform Services Controller contains a copy of that data
and licenses for all of the Platform Services Controllers.

NOTE   Licensing data is replicated across multiple Platform Services Controllers on a 10 minute interval.

For example, suppose that your environment consists of two Platform Services Controllers that are
connected to four vCenter Server systems each, and every vCenter Server system has 10 hosts connected to
it. The License Service stores information about the license assignments and usage for all eight
vCenter Server systems, and the 80 hosts that are connected to those systems. The License Service also lets
you manage the licensing for all eight vCenter Server systems and the 80 hosts that are connected to them
through the vSphere Web Client.

Licensing for Environments with vCenter Server Systems 6.0 and 5.5
If your vSphere 6.0 environment consists of vCenter Server 6.0 and 5.5 systems, you should consider the
differences in the license management and reporting between vSphere 6.0 and vSphere 5.5.

The License Service in vSphere 6.0 manages the licensing data for all ESXi hosts, Virtual SAN clusters, and
solutions that are associated with the vCenter Server 6.0 systems in the vSphere environment. However,
every standalone vCenter Server 5.5 system manages the licensing data only for the hosts, solutions, and
Virtual SAN clusters that are associated with that system . Licensing data for linked vCenter Server 5.5
systems is replicated only for the vCenter Server 5.5 systems in the group.

Due to the architectural changes in vSphere 6.0, you can either manage the licensing data for all assets that
are associated with all vCenter Server 6.0 systems in vSphere, or manage the licensing data for individual
vCenter Server 5.5 systems or a group of linked vCenter Server 5.5 systems. The licensing interface in the
vSphere Web Client 6.0 lets you select between all vCenter Server 6.0 systems and vCenter Server 5.5
systems.
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Licensing for Products in vSphere
ESXi hosts, vCenter Server, and Virtual SAN clusters are licensed differently. To apply their licensing
models correctly, you must understand how the associated assets consume license capacity, the way the
evaluation period for each product functions, what happens if a product license expires, and so on.

Licensing for ESXi Hosts
ESXi hosts are licensed with vSphere licenses. Each vSphere license has a certain CPU capacity that you can
use to license multiple physical CPUs on ESXi hosts. When you assign a vSphere license to a host, the
amount of CPU capacity that is consumed is equal to the number of physical CPUs in the host. vSphere
Desktop that is intended for VDI environments is licensed on per virtual machine basis.

To license an ESXi host, you must assign it a vSphere license that meets the following prerequisites:

n The license must have CPU capacity that is sufficient to license all physical CPUs on the host. For
example, to license two ESXi hosts that have four CPUs each, you need to assign a vSphere license with
a minimum capacity of 8 CPUs to the hosts.

n The license must support all the features that the host uses. For example, if the host is associated with a
vSphere Distributed Switch, the license that you assign must support the vSphere Distributed Switch
feature.

If you attempt to assign a license that has insufficient capacity or does not support the features that the host
uses, the license assignment will be unsuccessful.

You can assign and reassign the CPU capacity of a vSphere license to any combination of ESXi hosts. For
example, suppose that you purchase a vSphere license for 10 CPUs. You can assign the license to any of the
following combinations of hosts:

n Five 2-CPU hosts

n Three 2-CPU hosts and one 4-CPU host

n Two 4-CPU hosts and one 2-CPU host

n One 8-CPU host and one 2-CPU host

Dual-core and quad-core CPUs, such as Intel CPUs that combine two or four independent CPUs on a single
chip, count as one CPU.

Evaluation Mode
When you install ESXi, its default license is evaluation mode. Evaluation mode licenses expire after 60 days.
An evaluation mode license provides the set of features that equals the highest vSphere product edition.

If you assign a license to an ESXi host before its evaluation period expires, the time available in the
evaluation period is decreased by the time already used. To explore the entire set of features that are
available for the host, you can set it back to evaluation mode, and use it for the remaining evaluation period.

For example, suppose that you use an ESXi host in evaluation mode for 20 days and then assign a vSphere
Standard license to the host. If you set the host back to evaluation mode, you can explore the entire set of
features that are available for the host for the remaining evaluation period of 40 days.

License and Evaluation Period Expiry
For ESXi hosts, license or evaluation period expiry leads to disconnection from vCenter Server. All powered
on virtual machines continue to work, but you cannot power on virtual machines after they are powered off.
You cannot change the current configuration of the features that are already in use. You cannot use the
features that remained unused while the host was in evaluation mode.
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Licensing ESXi Hosts After Upgrade
If you upgrade an ESXi to a version that starts with the same number, you do not need to replace the
existing license with a new one. For example, if you upgrade a host from ESXi 5.1 to 5.5, you can use the
same license for the host.

If you upgrade an ESXi host to version that starts with a different number, you must apply a new license.
For example, if you upgrade an ESXi host from 5.x to 6.x, you need to license the host with a vSphere 6
license.

vSphere Desktop
vSphere Desktop is intended for VDI environments such as Horizon View. The license usage for vSphere
Desktop equals the total number of powered on desktop virtual machines running on the hosts that are
assigned a vSphere Desktop license.

Licensing for vCenter Server
vCenter Server systems are licensed with vCenter Server licenses that have per-instance capacity.

To license a vCenter Server system, you need a vCenter Server license that meets the following
requirements:

n The license must have capacity for at least one instance.

n The license must support all features that the vCenter Server system uses. For example, if the system is
configured with the vSphere Storage Appliance, you must assign a license that supports the vSphere
Storage Appliance feature.

Evaluation Mode
When you install a vCenter Server system, it is in evaluation mode. An evaluation mode license of a
vCenter Server system expires 60 days after the product is installed no matter whether you assign a license
to vCenter Server or not . You can set vCenter Server back to evaluation mode only within 60 days after its
installation.

For example, suppose that you install a vCenter Server system and use it in evaluation mode for 20 days and
assign the system an appropriate license. The evaluation mode license of vCenter Server will expire after the
remaining 40 days of the evaluation period.

License and Evaluation Period Expiry
When the license or evaluation period of a vCenter Server system expires, all hosts disconnect from that
vCenter Server system.

Licensing vCenter Server after Upgrade
If you upgradevCenter Server to a version that starts with the same number, you can keep the same license.
For example, if you upgrade a vCenter Server system from vCenter Server 5.1 to 5.5., you can keep the same
license on the system.

If you upgrade vCenter Server to a version that starts with a different number, you must apply a new
license. For example, if you upgrade a vCenter Server system from 5.x to 6.x, you must license the system
with a vCenter Server 6 license.

If you upgrade the edition of the license, for example, from vCenter Server Foundation to vCenter Server
Standard, you must replace the existing license on the system with the upgraded license.
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Licensing for Clusters with Enabled Virtual SAN
After you enable Virtual SAN on a cluster, you must assign the cluster an appropriate Virtual SAN license.

Just like vSphere licenses, Virtual SAN licenses have per CPU capacity. When you assign a Virtual SAN
license to a cluster, the amount of license capacity that is used equals the total number of CPUs in the hosts
that participate in the cluster. For example, if you have a Virtual SAN cluster that contains 4 hosts with 8
CPUs each, you need to assign the cluster a Virtual SAN license with a minimum capacity of 32 CPUs.

The license usage of the Virtual SAN cluster is recalculated and updated in one of the following cases:

n If you assign a new license to the Virtual SAN cluster.

n If you add a new host to the Virtual SAN cluster.

n If a host is removed from the cluster.

n If the total number of CPUs in a cluster changes.

You must maintain the Virtual SAN clusters in compliance with the Virtual SAN licensing model. The total
number of CPUs of all hosts in the cluster must not exceed the capacity of the Virtual SAN license that is
assigned to the cluster.

License and Evaluation Period Expiry
When the license or the evaluation period of a Virtual SAN expires, you can continue to use the currently
configured Virtual SAN resources and features. However, you cannot add SSD or HDD capacity to an
existing disk group or create new disk groups.

Virtual SAN for Desktop
Virtual SAN for Desktop is intended for use in VDI environments, such as vSphere for Desktop or
Horizon™ View™. The license usage for Virtual SAN for Desktop equals the total number of powered on
VMs in a cluster with enabled Virtual SAN.

To remain EULA compliant, the license usage for Virtual SAN for Desktop must not exceed the license
capacity. The number of powered on desktop VMs in a Virtual SAN cluster must be less than or equal to the
license capacity of Virtual SAN for Desktop.

Suite Licensing
Suite products combine multiple components to provide a certain set of capabilities. Suite products have a
single license that you can assign to all suite components. When participating in a suite, suite components
have different licensing models than their standalone versions. Examples of suite products are vCloud Suite
and vSphere with Operations Management.

Licensing for VMware vCloud® Suite
VMware vCloud® Suite combines multiple components into a single product to cover the complete set of
cloud infrastructure capabilities. When used together, the vCloud Suite components provide virtualization,
software-defined data center services, policy-based provisioning, disaster recovery, application
management, and operations management.

A vCloud Suite edition combines components such as vSphere, vCloud Director, vCloud Networking and
Security, and others, under a single license. vCloud Suite editions are licensed on per-CPU basis. Many of
the vCloud Suite components are also available as standalone products licensed on per-virtual machine
basis. However, when these components are obtained through vCloud Suite, they are licensed on per-CPU
basis.
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The components from a vCloud Suite edition are activated with a single license key. For example, if you
have a license key for vCloud Suite Standard, you assign the same key to all assets that will run vCloud
Suite, for example, ESXi hosts, vCloud Automation Center, vCloud Director, and others.

All virtual machines running on a CPU licensed with a vCloud Suite edition can use all components
included in that vCloud Suite edition. You can run unlimited number of virtual machines on the CPUs that
are licensed with a vCloud Suite edition. To run virtual machines on CPUs that are not licensed for vCloud
Suite, you need individual licenses for the products that you want to use.

For more information about the licensing model of vCloud Suite, see the vCloud Suite documentation.

Licensing for vSphere® with Operations Management
VMware vSphere® with Operations Management™ combines vSphere and vCenter™ Operations
ManagementSuite™ Standard under a single suite with a single license. vSphere with Operations
Management lets you gain operational insight in vSphere and optimize resource allocation by providing
monitoring, performance, and capacity information about the vSphere environment.

vSphere with Operations Management is licensed on a per-processor basis. To run vSphere with Operations
Management, you must assign ESXi hosts a vSphere with Operations Management license. You can run
unlimited number of virtual machines on the hosts that are licensed for vSphere with Operations
Management.

Managing Licenses
To license an asset in vSphere, you must assign it a license that holds an appropriate product license key.
You can use the license management functionality in the vSphere Web Client to license multiple assets at a
time from a central place. Assets are vCenter Server systems, hosts, Virtual SAN clusters, and solutions.

In vSphere, you can assign one license to multiple assets of the same type if the license has enough capacity.
You can assign a suite license to all components that belong to the suite product edition. For example, you
can assign one vSphere license to multiple ESXi hosts, but you cannot assign two licenses to one host. If you
have a vCloud Suite license, you can assign the license to ESXi hosts, vCloud Networking and Security,
vCenter Site Recovery Manager, and so on.

Managing Licenses in vSphere (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=video_manage_vsphere_license)

Create New Licenses
When you purchase, divide, or combine license keys in My VMware, you must use the new keys to license
assets in your vSphere environment. You must go to the vSphere Web Client and create a new license object
for every license key. In the vSphere Web Client, a license is a container for a license key of a VMware
product. After you create the new licenses, you can assign them to assets.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Licenses tab.

3 Click the Create New Licenses ( ) icon.
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4 In the text area of the Enter licenses keys page, enter one license key per line, and click Next.

You can enter a list of keys in one operation. A new license will be created for every license key that you
enter.

5 On the Edit license names page, rename the new licenses as appropriate and click Next .

6 On the Ready to complete page, review the new licenses and click Finish.

A new license is created for every license key that you entered.

What to do next

Assign the new licenses to hosts, vCenter Server systems, or other products that you use with vSphere. You
must not keep unassigned licenses in the inventory.

Assign a License to Multiple Assets
To continue using product functionality, you must assign appropriate licenses to assets in evaluation mode,
or assets with expiring licenses. When you upgrade a license edition, combine, or split licenses in My
VMware, you must assign the new licenses to assets. You can assign licenses that are already available, or
create new licenses and assign them to the assets in a single workflow. Assets are vCenter Server systems,
ESXi hosts, Virtual SAN clusters, and other products that integrate with vSphere .

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Assets tab.

3 Select the vCenter Server systems, Hosts, Clusters, or Solutions tab.

4 Use Shift+click to select the assets to license.

5 Click Assign License.

6 Select a licensing method.

n Select an existing license and click OK.

n Create a new license.

a Click the Create New License ( ) icon.

b In the New Licenses dialog, type or copy and paste a license key and click Next.

c On the Edit license names page, rename the new license as appropriate and click Next.

d Click Finish.

e In the Assign License dialog, select the newly-created license and click OK.

The license is assigned to the assets. Capacity from the license is allocated according to the license usage of
the assets. For example, if you assign the license to 3 hosts with 4 CPUs each, the consumed license capacity
is 12 CPUs.
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Configure License Settings for an ESXi Host
You must assign a license to an ESXi host before its evaluation period expires or its currently assigned
license expires. If you upgrade, combine, or divide vSphere licenses in My VMware, you must assign the
new licenses to ESXi hosts.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, navigate to the host in the inventory.

2 Select the Manage tab.

3 Under System, select Licensing.

4 Click Assign License.

5 Select a licensing method.

n Select an existing license and click OK.

n Create a new license.

a Click the Create New License ( ) icon.

b In the New Licenses dialog, type or copy and paste a license key and click Next.

c On the Edit license names page, rename the new license as appropriate and click Next.

d Click Finish.

e In the Assign License dialog, select the newly-created license and click OK.

The license is assigned to the host. Capacity from the license is allocated according to the license usage of the
host.

Configure License Settings for vCenter Server
You must assign a license to a vCenter Server system before its evaluation period expires or its currently
assigned license expires. If you upgrade, combine, or divide vCenter Server licenses in My VMware, you
must assign the new licenses to vCenter Server systems.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, navigate to the vCenter Server system.

2 Select the Manage tab.

3 Under System, select Licensing.

4 Click Assign License.
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5 Select a licensing method.

n Select an existing license and click OK.

n Create a new license.

a Click the Create New License ( ) icon.

b In the New Licenses dialog, type or copy and paste a license key and click Next.

c On the Edit license names page, rename the new license as appropriate and click Next.

d Click Finish.

e In the Assign License dialog, select the newly-created license and click OK.

The license is assigned to the vCenter Server system, and one instance from the license capacity is allocated
for thevCenter Server system.

Assign a License to a Virtual SAN Cluster
You must assign a license to a Virtual SAN cluster before its evaluation period expires or its currently
assigned license expires. If you upgrade, combine, or divide Virtual SAN licenses in My VMware, you must
assign the new licenses to Virtual SAN clusters.

When you enable Virtual SAN for a cluster, you can use Virtual SAN in evaluation mode to explore its
features. The evaluation period starts when Virtual SAN is enabled, and expires after 60 days. To use Virtual
SAN, you must license the cluster before the evaluation period expires. Just like vSphere licenses, Virtual
SAN licenses have per CPU capacity. When you assign a Virtual SAN license to a cluster, the amount of
license capacity that is used equals the total number of CPUs in the hosts participating in the cluster. The
license usage of the Virtual SAN cluster is recalculated and updated every time you add or remove a host
from the cluster.

Prerequisites

n To view and manage Virtual SAN licenses, you must have the Global.Licenses on the vCenter Server
systems, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, navigate to a cluster with enabled Virtual SAN.

2 On the Manage tab, click Settings.

3 Under Configuration, select Licensing and click Assign License.

4 Select a licensing method.

n Select an existing license and click OK.

n Create a new Virtual SAN license.

a Click the Create New License ( ) icon.

b In the New Licenses dialog box, type or copy and paste a Virtual SAN license key and click
Next.

c On the Edit license names page, rename the new license as appropriate and click Next.

d Click Finish.

e In the Assign License dialog, select the newly created license and click OK.
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Set Assets to Evaluation Mode
To explore the complete set of features available for an asset, you can set it to evaluation mode.

Different products have different terms for using their evaluation mode. Before you set an asset to
evaluation mode, you should consider the specifics for using the evaluation mode of its associated product.
For details, see the licensing model documentation for the relevant product at “Licensing for Products in
vSphere,” on page 90

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Assets tab.

3 Select the vCenter Server systems, Hosts, Clusters, or Solutions tab.

4 Select the asset that you want to set to evaluation mode.

5 Click Assign License.

6 Select Evaluation License.

7 Click OK to save your changes.

The asset is in evaluation mode. You can explore the entire set of features that are available for the asset.

NOTE   You must assign an appropriate license to the asset before its evaluation period expires. Otherwise
the asset will get into unlicensed state and certain functionality will be blocked.

Rename a License
After you create a license, you can change its name.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Licenses tab.

3 Select the license to rename, and click Rename License.

4 Type the new license name and click OK.

Remove Licenses
To remain in compliance with the licensing models of products that you use with vSphere, you must
remove all unassigned licenses from the inventory. If you have divided, combined, or upgraded licenses in
My VMware, you must remove the old licenses.

For example, suppose that you have upgraded a vSphere license from 5.5 to 6.0 in My VMware. You assign
the license to ESXi 6.0 hosts. After assigning the new vSphere 6.0 licenses, you must remove the old vSphere
5.5 license from the inventory.
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Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Licenses tab.

3 From the Show drop-down menu, select Unassigned to display only the unassigned licenses.

4 By pressing Ctrl+A select all licenses to remove.

5 Click Remove Licenses ( ) .

6 Review the confirmation message and click Yes.

Viewing Licensing Information
You can view the licensing state of the vSphere environment from a central place by using the license
management functionality in the vSphere Web Client. You can view the licenses that are available in
vSphere, current license assignments and usage, available license capacity, licensed features in use, and so
on.

View Licensing Information About the vSphere Environment
You can view the available licenses in vSphere along with their expiration dates, available capacity, and
usage. You can also view the available products and assets.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select a tab for the licensing information that you want to view.

Tab Description

Licenses Lists all licenses that are available in the vSphere environment. For every
license, you can view the associated license key, license usage, license
capacity, and expiration date.

Products Lists the products that have licenses available in the vSphere environment.
You can view the licenses that are available for every product, licensed
features, license usage, and license capacity.

Assets Displays licensing information about the assets that are available in the
vSphere environment. Assets are vCenter Server systems, hosts, Virtual
SAN clusters, and other products that you use with vSphere that are listed
under Solutions.

 

What to do next

To comply with the EULA of vSphere and the products that you use with vSphere, you should not keep
unassigned licenses in the inventory.

n If any unassigned licenses exist, assign these licenses to assets.
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n Remove all expired licenses or licenses that you do not intend to assign. For example, if you have
upgraded, divided, or combined any licenses in My VMware, you must remove the old licenses from
the inventory.

View Available Licenses and Features About a Product
You can view information about a product, such as the available licenses, features, and license capacity in
the vSphere Web Client.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select Products.

3 In the table, select the product for which you want to view information.

4 To view the licenses that are available for the product, click the arrow next to the product name to
expand the row.

5 To view the licensed features for the product, click the View Features toolbar icon.

View the Features that an Asset Uses
You can view the features that an asset uses before you assign it a license. For example, if an ESXi host is in
evaluation mode, you can view which features the hosts uses and then assign an appropriate license to it.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Assets tab.

3 Select the vCenter Server systems, Hosts, Clusters or the Solutions option.

4 Select an asset and click the View Features in Use toolbar icon.

View the License Key of the License
In vSphere, a license holds a license key for a product. You can view the associated license key for every
license.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing, select Licenses.

2 Select the Licenses tab.

3 In the table, select a license.
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4 Click View License Key.

View the Licensed Features for an Asset
Before you start to use a feature on an asset, you can check whether the asset is licensed to use this feature.
For example, to use vSphere HA, you should check whether all hosts in a vSphere HA cluster are licensed
for this feature.

Prerequisites

n To view and manage licenses in the vSphere 6.0 environment, you must have the Global.Licenses
privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, navigate to the asset whose licensed features you want to view.

2 Click the Manage tab.

3 Select the Settings option.

4 Under System, select Licensing.

The list of features that you can configure on the asset appears on the right.

Generating Reports for License Usage in the vSphere Web Client
You can track the license usage of your vSphere environment by generating reports for the license usage of
assets for a certain time period. Assets are hosts, vCenter Server systems, Virtual SAN clusters, and
solutions.

You can use the license reporting in vSphere for the following tasks:

n View statistics about the license usage and capacity for all products that have been assigned licenses in
vSphere for a certain time period.

n Export license usage reports in CSV format for further analysis and processing.

The License Service takes snapshots of the license usage in the vSphere environment every day. A license
usage snapshot contains data about the current license assignment and usage. The license usage information
that you can view in the license reporting interface contains aggregated statistics from the snapshots that are
collected in the period that you select.

The license usage reports that you can export in CSV format contain the raw data from the license usage
snapshots that are collected during the selected period. You can analyze the data from CSV reports by
aggregating it with third-party tools or scripts.

View the License Usage for Multiple Products
Tracking the license usage for products helps you to estimate the overall license requirements for your
environment and to keep it correctly licensed. You can filter the license usage data by time period.

Prerequisites

n To view and generate license usage reports for the products in vSphere 6.0, you must have the
Global.Licenses privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing select Reports.

2 From the Time period drop-down menu, select a preconfigured or a custom time period for which you
want to generate license use data.
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3 If you select a custom time period, select the start and end dates, and click Recalculate.

The Report Summary shows the license usage for each product as a percentage of the license capacity for the
product over the selected period.

View License Usage Details for a Single Product
You can view details about the license usage and capacity of a certain product. You can filter the license
usage data by time period.

Prerequisites

n To view and generate license usage reports for the products in vSphere 6.0, you must have the
Global.Licenses privilege on the vCenter Server system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing select Reports.

2 From the Time period drop-down menu, select a preconfigured or a custom time period for which you
want to generate license usage data.

3 If you select a custom time period, specify the start and end dates, and click Recalculate.

4 Select a product from the Report Summary pane.

Details about the license usage for the selected product appear. The Usage Breakdown table lists all the
licenses for the product that are assigned to assets in the selected period. The table can list licenses that are
not used currently but were assigned to assets in the selected period.

The License Service collects license usage snapshots every day. The license usage on the Usage Breakdown
table is an aggregated value from the raw data in the license usage snapshots that are collected within the
selected time period.

Export a License Usage Report
You can export a report for the license usage of products for a certain time period. The report is exported in
a CSV file that you can later open with third-party applications.

IMPORTANT   A tamper-detection feature in the License Service protects the license usage information. If the
licensing data in the License Service database has been edited, you cannot export a license usage report.

Prerequisites

n To export license usage reports, you must have the Global.Licenses privilege on the vCenter Server
system, where the vSphere Web Client runs.

Procedure

1 In the vSphere Web Client, select Administration, and under Licensing select Reports.

2 Click Export Licensing Usage Report.

The Export Licensing Usage Report window appears.

3 Select a preconfigured or a custom time period for the license usage report from the Time period drop-
down menu.

4 Click Generate CSV report.

The operation takes a few seconds.

5 Click Save.
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6 Browse to the location where you want to save the file and click Save.

The license usage for products over the selected time period is exported in a CSV file. The CSV file is
contained in a .zip file that is saved to the location that you specified.

The exported report contains raw data about the license usage of products over the selected period. The
rows of the exported CSV file list the license usage snapshots that the License Service has collected daily
over the selected period. You can use third-party tools to open the CSV report and analyse its data.

A license usage snapshot contains data about the assigned licenses, associated products, license expiration
date, license units (cost units), capacity, usage, asset ID, and so on. Permanent licenses do not have an
expiration date listed. vCloud Suite is licensed on per CPU basis, and so, the license usage for vCloud Suite
products is reflected only for ESXi hosts that are assigned licenses from the corresponding vCloud Suite
editions.
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Working with Tasks 9
vSphere tasks are activities and actions that occur on an object within the vSphere inventory.

This chapter includes the following topics:

n “Managing Tasks,” on page 103

n “Schedule Tasks,” on page 103

Managing Tasks
Tasks represent system activities that do not complete immediately, such as migrating a virtual machine.
They are initiated by high-level activities that you perform with the vSphere Web Client in real time and
activities that you schedule to occur at a later time or on a recurring basis.

For example, powering off a virtual machine is a task. You can perform this task manually every evening, or
you can set up a scheduled task to power off the virtual machine every evening for you.

View Tasks
You can view tasks that are associated with a single object or all objects in the vSphere Web Client.

By default, the tasks list for an object also includes tasks performed on its child objects. You can filter the list
by removing tasks performed on child objects and by using keywords to search for tasks.

If you are logged in to a vCenter Server system that is part of a Connected Group, a column in the task list
displays the name of the vCenter Server system on which the task was performed.

Procedure

1 Navigate to an object in the inventory.

2 Click the Monitor tab, then click Tasks.

The task list contains tasks performed on the object and detailed information, such as target, task status,
initiator, and start/completion time of the task.

3 (Optional) To view related events for a task, select the task in the list.

Schedule Tasks
You can schedule tasks to run once in the future or multiple times, at a recurring interval.

The tasks you can schedule are listed in the following table.
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Table 9‑1.  Scheduled Tasks

Scheduled Task Description

Add a host Adds the host to the specified data center or cluster.

Change the power state of a virtual
machine

Powers on, powers off, suspends, or resets the state of the virtual machine.

Change cluster power settings Enable or disable DPM for hosts in a cluster.

Change resource settings of a resource pool
or virtual machine

Changes the following resource settings:
n CPU – Shares, Reservation, Limit.
n Memory – Shares, Reservation, Limit.

Check compliance of a profile Checks that a host's configuration matches the configuration specified in a
host profile.

Clone a virtual machine Makes a clone of the virtual machine and places it on the specified host or
cluster.

Create a virtual machine Creates a new virtual machine on the specified host.

Deploy a virtual machine Creates a new virtual machine from a template on the specified host or
cluster.

Migrate a virtual machine Migrate a virtual machine to the specified host or datastore by using
migration or migration with vMotion.

Make a snapshot of a virtual machine Captures the entire state of the virtual machine at the time the snapshot is
taken.

Scan for Updates Scans templates, virtual machines, and hosts for available updates.
This task is available only when vSphere Update Manager is installed.

Remediate Installs missing patches from the baselines selected for remediation on the
hosts discovered during the scan operation and applies the newly
configured settings.
This task is available only when vSphere Update Manager is installed.

You create scheduled tasks by using the Scheduled Task wizard. For some scheduled tasks, this wizard
opens the wizard used specifically for that task. For example, if you create a scheduled task that migrates a
virtual machine, the Scheduled Task wizard opens the Migrate Virtual Machine wizard, which you use to
set up the migration details.

Scheduling one task to run on multiple objects is not possible. For example, you cannot create one scheduled
task on a host that powers on all virtual machines on that host. You must create a separate scheduled task
for each virtual machine.

After a scheduled task runs, you can reschedule it to run again at another time.

Create a Scheduled Task
You can create scheduled tasks for operations that you want to automatically run once or at a recurring
interval.

If the task to schedule is not available in the vSphere Web Client, use the vSphere API. See the vSphere SDK
Programming Guide.

CAUTION   Do not schedule multiple tasks simultaneously on the same object. The results are unpredictable.

Prerequisites

Required privilege: Schedule Task.Create tasks
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Procedure

1 In the vSphere Web Client, navigate to the object for which you want to schedule a task.

2 Select Manage, and select Scheduled Tasks.

3 From the Schedule New Task drop-down list, select the task to schedule.

A wizard opens for the task with (scheduled) appended next to its name. The wizard contains a
Scheduling options page, where you configure the scheduling options for the task. For example, to
schedule taking a virtual machine snapshot, the Take a VM Snapshot wizard (scheduled) opens. In Edit
settings, you enter the properties for the snapshot, and in Scheduling options,you configure the
scheduling options for the task.

4 In the Scheduling options page, configure the required settings for the task.

a Type a name and a description for the task.

b To configure the scheduling settings for the task, click Change next to Configured Scheduler.

Table 9‑2.  Scheduler options

Option Description

Run this action now Runs the scheduled task immediately.

Run this action after startup Runs the task after a certain number of minutes.

Schedule this action to run later Runs the scheduled task at a date and time that you specify.

Setup a recurring schedule for this
action

Runs the scheduled task on a recurring pattern.

Hourly 1 Type the number of hours after which to run the task.
2 Type the number of minutes after the hour to run the task.
For example, to start a task at the half-hour mark of every fifth
hour, type 5 hours and 30 minutes.

Daily 1 Type the number of days on which to run the task.
2 Type the start time for the task.
For example, to run the task at 2:30 pm every four days, type 4 and
2:30.

Weekly 1 Type the number of weeks on which the task must run.
2 Select the day of the week you want the task to run.
3 Type the start time for the task.
For example, to run the task at 6 am every Tuesday and Thursday,
type 1 week, 6 am, and select Tuesday and Thursday.

Monthly 1 Type the start time for the task.
2 Select the days by using one of the following methods.

n Type a specific day of the month and the number of
months to run the task on. For example, the tenth day
every five months.

n Select first, second, third, fourth, or last, and select the
day of the week and the number of months to run the task
on.

last runs the task on the last week in the month that the
day occurs. For example, if you select the last Monday of
the month and the month ends on a Sunday, the task runs
six days before the end of the month.

c Set up email notifications and click OK.
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Change or Reschedule a Task
After a scheduled task is created, you can change the schedule, frequency, and other attributes of the task.
You can edit and reschedule tasks before or after they run.

Prerequisites

Required privilege:Schedule Task.Modify

Procedure

1 In the vSphere Web Client, navigate to the object for which you want to edit a scheduled task.

To view all scheduled tasks for a vCenter Server instance, navigate to that vCenter Server instance.

2 Select Manage > Scheduled Tasks.

3 Right-click the task and select Edit.

4 Change the task attributes as necessary.

5 Click OK.

Remove a Scheduled Task
Removing a scheduled task removes all future occurrences of the task. The history associated with all
completed occurrences of the task remains in the vCenter Server database.

Prerequisites

Required privilege:Scheduled task.Remove

Procedure

1 In the vSphere Web Client, navigate to the object for which you want to remove a scheduled task.

To view all scheduled tasks for a vCenter Server instance, navigate to that vCenter Server instance.

2 Select Manage > Scheduled Tasks.

3 Right-click the task to remove and select Remove.
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Starting and Stopping the vSphere
Components 10

You can start and stop each one of the major vSphere components, ESXi, and vCenter Server. You might
want to stop a component to perform maintenance or upgrade operations.

This chapter includes the following topics:

n “Start an ESXi Host,” on page 107

n “Reboot or Shut Down an ESXi Host,” on page 107

n “Starting vCenter Server,” on page 108

Start an ESXi Host
When you install ESXi, it starts itself through the installation reboot process. If your ESXi host is shut down,
you must manually restart it.

Procedure

u On the physical box where ESXi is installed, press the power button until the power on sequence
begins.

The ESXi host starts, locates its virtual machines, and proceeds with its normal ESXi functions.

Reboot or Shut Down an ESXi Host
You can power off or restart any ESXi host by using the vSphere Web Client. Powering off a managed host
disconnects it from vCenter Server, but does not remove it from the inventory.

Prerequisites

Required privileges:

n Host.Configuration.Maintenance

n Global.Log event

Procedure

1 In the vSphere Web Client, navigate to the host that you want to shut down.

2 Power off all virtual machines on the host.

3 Right-click the host and select Power > Reboot or Power > Shutdown.

n If you select Reboot, the ESXi host shuts down and starts.

n If you select Shut Down, the ESXi host shuts down. You must manually power the system back on.
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4 Provide a reason for the shut down.

This information is added to the log.

Starting vCenter Server
vCenter Server runs as a Windows service. vCenter Server starts when you start the Windows machine on
which it is installed. It also restarts when that machine is rebooted.

Verify That vCenter Server Is Running
You can verify that the vCenter Server service is running.

Procedure

1 Go to the Services console for your version of Windows.

For example, select Control Panel > Administrative Tools > Services and click VMware VirtualCenter
Server.

The Status column indicates whether the service started.

2 Right-click the vCenter Server service and select Properties.

3 In the VMware vCenter Server Services Properties dialog box, click the General tab and view the
service status.

Restart the vCenter Server System
The vCenter Server service starts when the machine on which it is installed is booted. You can manually
restart the vCenter Server system.

Procedure

1 Go to the Services console for your version of Windows.

For example, select Control Panel > Administrative Tools > Services and click VMware VirtualCenter
Server.

2 Right-click VMware VirtualCenter Server, select Start, and wait for startup to complete.

3 Close the Properties dialog box.

Stop the vCenter Server System
vCenter Server is a Windows service. You can use the Windows interface to select the service and stop it.

You should not have to stop the vCenter Server service. The vCenter Server should operate without
interruption. Continuous operation ensures that all monitoring and task activities are performed as
expected.

Procedure

1 Go to the Services console for your version of Windows.

For example, select Start > Control Panel > AdministrativeTools > Services.

2 Click VMware VirtualCenter Server Service.

3 Right-click VMware VirtualCenter Server, select Stop, and wait for it to stop.

4 Close the Properties dialog box.
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Managing Hosts in vCenter Server 11
To access the full capabilities of your hosts and to simplify the management of multiple hosts, you should
connect your hosts to a vCenter Server system.

For information about configuration management of ESXihosts, see the vSphere Networking documentation,
the vSphere Storage documentation, or the vSphere Security documentation.

The views and capabilities displayed vary depending on whether the vSphere Web Client is connected to a
vCenter Server system or an ESXi host. Unless indicated, the process, task, or description applies to all kinds
of vSphere Web Client connections.

This chapter includes the following topics:

n “Disconnecting and Reconnecting a Host,” on page 109

n “Remove a Host from a Cluster,” on page 110

n “Understanding Managed Host Removal,” on page 111

n “Remove a Managed Host from vCenter Server,” on page 112

Disconnecting and Reconnecting a Host
You can disconnect and reconnect a host that a vCenter Server system manages. Disconnecting a managed
host does not remove it from vCenter Server; it temporarily suspends all monitoring activities that
vCenter Server performs.

The managed host and its associated virtual machines remain in the vCenter Server inventory. By contrast,
removing a managed host from vCenter Server removes the managed host and all its associated virtual
machines from the vCenter Server inventory.

Disconnect a Managed Host
Disconnect a managed host to temporarily suspend all vCenter Server monitoring and management
activities.

Disconnecting a managed host does not remove it from the vCenter Server inventory. The managed host
and its associated virtual machines remain in the vCenter Server inventory. Removing a managed host
removes the managed host and all its associated virtual machines from the vCenter Server inventory.

Prerequisites

Required privilege: Host.Configuration.Connection

Procedure

1 In the vSphere Web Client, navigate to the host in the vSphere inventory.
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2 Right-click the host and select Connection > Disconnect.

3 In the confirmation dialog box that appears, click Yes.

If the managed host disconnects successfully, the disconnected designation is appended to the object name
in parentheses, and the object is dimmed. All associated virtual machines are similarly dimmed and labeled.

Reconnect a Managed Host
A host that a vCenter Server system manages might disconnect from vCenter Server because of network
problems or other reasons. If this happens, you can reconnect the host.

Prerequisites

Required privilege: Host.Configuration.Connection

Procedure

1 In the vSphere Web Client, navigate to the disconnected host.

2 Right-click the host and select Connection > Connect.

When the host reconnects to vCenter Server, the statuses of the virtual machines on that host are updated to
reflect the change.

When the managed host is connected, the disconnected designation is removed and the object name is
displayed in bold. All associated virtual machines are similarly labeled.

Reconnecting Hosts After Changes to the vCenter Server SSL Certificate
vCenter Server uses an SSL certificate to encrypt and decrypt host passwords stored in the vCenter Server
database. If the certificate is replaced or changed, vCenter Server cannot decrypt host passwords, and
therefore cannot connect to managed hosts.

If vCenter Server fails to decrypt a host password, the host is disconnected from vCenter Server. You must
reconnect the host and supply the login credentials, which will be encrypted and stored in the database
using the new certificate.

Remove a Host from a Cluster
When you remove a host from a cluster, its resources are deducted from the total resources of the cluster.
The state of the virtual machines deployed on the host determines whether they are migrated to other hosts
within the cluster, or remain on the host and are removed from the cluster.

Prerequisites

Verify that all virtual machines on the host are powered off, or migrate the running virtual machines to a
new host by using vMotion.

Required privileges:

n Host.Inventory.Remove host

n Host.Inventory.Move host

n Host.Inventory.Maintain

Procedure

1 In the vSphere Web Client, navigate to the host that you want to remove from a cluster.
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2 Right-click the host and select Maintenance Mode > Enter Maintenance Mode.

All virtual machines on the host must be powered off so that the host can enter maintenance mode.

If the host is inside a DRS-enabled cluster, DRS attempts to automatically migrate powered-on virtual
machines from the host by using vMotion.

3 In the confirmation dialog box that appears, click Yes.

When the task for entering maintenance mode completes, the icon beside the host name changes.

4 Right-click the host and select Move To.

5 Select a data center, folder, or another cluster to move the host to.

vCenter Server moves the host to the new location.

6 Right-click the host and select Maintenance Mode > Exit Maintenance Mode.

7 (Optional) Power on virtual machines on the host.

Understanding Managed Host Removal
Removing a managed host from vCenter Server breaks the connection and stops all monitoring and
managing functions of that managed host and of all the virtual machines on that managed host. The
managed host and its associated virtual machines are removed from the inventory.

Historical data for removed hosts remains in the vCenter Server database.

Removing a managed host differs from disconnecting the managed host from vCenter Server. Disconnecting
a managed host does not remove it from vCenter Server; it temporarily suspends all vCenter Server
monitoring activities. The managed host and its associated virtual machines remain in the vCenter Server
inventory.

Removing a managed host from vCenter Server does not remove the virtual machines from the managed
host or datastore. It removes only vCenter Server’s access to the managed host and virtual machines on that
managed host.

Figure 11-1 illustrates the process for removing a managed host from vCenter Server. In the example here,
notice the lost link between vCenter Server and the removed managed host, while the managed host files
remain on the datastore.
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Figure 11‑1.  Removing a Host
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2. Remove host. Virtual machines stay on the host’s datastore.

Remove a Managed Host from vCenter Server
You can remove a managed host from vCenter Server to stop vCenter Server from monitoring and
managing that host.

If possible, remove managed hosts while they are connected. Removing a disconnected managed host does
not remove the vCenter Server agent from the managed host.

Prerequisites

Verify that NFS mounts are active. If NFS mounts are unresponsive, the operation fails.

Required privilege: Host.Configuration.Maintenance

Procedure

1 In the vSphere Web Client client, navigate to the host in the vSphere inventory.

2 (Optional) If the host is part of a cluster, you must put it in maintenance mode.

a Right-click the managed host and select Maintenance Mode > Enter Maintenance Mode.

All virtual machines on the host must be powered off so that the host can enter maintenance mode.

If the host is inside a DRS-enabled cluster, DRS attempts to automatically evacuate powered-on
virtual machines from the host by using vMotion.

b In the confirmation dialog box, click Yes.

The host icon changes and a maintenance mode designation is appended to the name in
parentheses.

3 Right-click the host and select All vCenter Actions > Remove from Inventory.
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4 In the confirmation dialog box that appears, click Yes to remove the managed host.

vCenter Server removes the managed host and its virtual machines from the inventory. vCenter Server then
frees the amount of license capacity that was allocated for the host. The host retains its assigned license key.
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Migrating Virtual Machines 12
You can move virtual machines from one host or storage location to another location using hot or cold
migration. For example, with vSphere vMotion you can move powered on virtual machines away from a
host to perform maintenance, to balance loads, to collocate virtual machines that communicate with each
other, to move virtual machines apart to minimize fault domain, to migrate to new server hardware, and so
on.

You can use cold or hot migration to move virtual machines to different hosts or datastores.

Cold Migration You can move a powered off or suspended virtual machine to a new host.
Optionally, you can relocate configuration and disk files for powered off or
suspended virtual machines to new storage locations. You can also use cold
migration to move virtual machines from one data center to another. To
perform a cold migration, you can move virtual machines manually or set up
a scheduled task.

Hot Migration Depending on the type of migration you are using, vMotion or Storage
vMotion, you can move a powered on virtual machine to a different host,
and move its disks or folder to a different datastore without any interruption
in the availability of the virtual machine. You can also move a virtual
machine to a different host and to a different storage location at the same
time. vMotion is also referred to as live migration or hot migration.

NOTE   Copying a virtual machine creates a new virtual machine. It is not a form of migration. Cloning a
virtual machine or copying its disks and configuration file creates a new virtual machine. Cloning is not a
form of migration.

VMware, Inc.  115



You can perform several types of migration according to the virtual machine resource type.

Change compute
resource only

Moving a virtual machine but not its storage to another compute resource,
such as a host, cluster, resource pool, or vApp. You use vMotion to move a
powered on virtual machine to another compute resource. You can move the
virtual machine to another host by using cold migration or hot migration.

Change storage only Moving a virtual machine and its storage, including virtual disks,
configuration files, or a combination of these, to a new datastore on the same
host. You can change the datastore using cold or hot migration. You use
Storage vMotion to move a powered on virtual machine and its storage to a
new datastore .

Change both compute
resource and storage

Moving a virtual machine to another host and moving its disk or virtual
machine folder to another datastore. You can change the host and datastore
using cold or hot migration. When you move a virtual machine network
between distributed switches, the network configuration and policies that are
associated with the network adapters of the virtual machine are transferred
to the target switch.

In vSphere 6.0 and later, you can move virtual machines between vSphere sites by using migration between
these types of objects.

Migrate to another
virtual switch

Moving the network of a virtual machine to a virtual switch of a different
type. You can migrate virtual machines without reconfiguring the physical
and virtual network. While performing cold or hot migration, you can move
the virtual machine from a standard to a standard or distributed switch and
from a distributed switch to another distributed switch.

Migrate to another data
center

Moving virtual machines between data centers. While performing cold or hot
migration, you can change the data center of a virtual machine. For
networking in the target data center, you can select a dedicated port group
on a distributed switch.

Migrate to another
vCenter Server system

Moving virtual machines between two vCenter Server instances that are
connected in Enhanced Linked Mode.

You can also move virtual machines between vCenter Server instances that
are located across a long distance from each other.

For information about the requirements about vMotion across
vCenter Server instances, see “Requirements for Migration Between vCenter
Server Instances,” on page 124.

To migrate virtual machines with disks larger than 2 TB, the source and destination ESXi hosts must be
version 5.5 and later.

This chapter includes the following topics:

n “Cold Migration,” on page 117

n “Migration with vMotion,” on page 118

n “Migration with Storage vMotion,” on page 125

n “CPU Compatibility and EVC,” on page 126

n “Migrate a Powered-Off or Suspended Virtual Machine,” on page 133

n “Migrate a Virtual Machine to a New Compute Resource,” on page 135

n “Migrate a Virtual Machine to a New Compute Resource and Storage,” on page 136
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n “Migrate a Virtual Machine to New Storage,” on page 138

n “Place vMotion Traffic on the vMotion TCP/IP Stack of an ESXi Host,” on page 139

n “Place Traffic for Cold Migration, Cloning, and Snapshosts on the Provisioning TCP/IP Stack,” on
page 141

n “Limits on Simultaneous Migrations,” on page 142

n “About Migration Compatibility Checks,” on page 143

Cold Migration
Cold migration is the migration of powered off or suspended virtual machines between hosts across
clusters, data centers, and vCenter Server instances. By using cold migration you can also move associated
disks from one datastore to another.

You can use cold migration to have the target host checked against less requirements than when you use
vMotion. For example, use cold migration when a virtual machine contains a complex application setup, the
compatibility checks during vMotion might prevent the virtual machine from moving to another host.

You must power off or suspend the virtual machines before you begin the cold migration process. Migrating
a suspended virtual machine is considered a cold migration because although the virtual machine is
powered on, it is not running.

CPU Compatibility Check During Cold Migration
If you attempt to migrate a powered off virtual machine that is configured with a 64-bit operating system,
vCenter Server generates a warning if you migrate the virtual machine to a host that does not support 64-bit
operating system. Otherwise, CPU compatibility checks do not apply when you migrate powered off virtual
machines with cold migration.

When you migrate a suspended virtual machine, the new host for the virtual machine must meet CPU
compatibility requirements, because the virtual machine must be able to resume execution on the new host.

Operations During Cold Migration
A cold migration consists of the following operations:

1 If you select the option to move to a different datastore, the configuration files, including the NVRAM
file (BIOS settings), log files, and the suspend file, are moved from the source host to the destination
host’s associated storage area. You can choose to move the virtual machine's disks as well.

2 The virtual machine is registered with the new host.

3 After the migration is completed, the old version of the virtual machine is deleted from the source host
and datastore if you selected the option to move to a different datastore.

Network Traffic for Cold Migration
By default, data for VM cold migration, cloning, and snapshots is transferred through the management
network. This traffic is called provisioning traffic. It is not encrypted but uses run-length encoding of data.

On a host, you can dedicate a separate VMkernel network adapter to the provisioning traffic, for example, to
isolate this traffic on another VLAN. On a host, you can assign no more than one VMkernel adapter for
provisioning traffic. For information about enabling provisioning traffic on a separate VMkernel adapter,
see the vSphere Networking documentation.
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If you plan to transfer high volumes of virtual machine data that the management network cannot
accommodate or if you want to isolate cold migration traffic in a subnet different from the management
network, for example, for migration over a long distance, redirect the cold migration traffic on a host to the
TCP/IP stack that is dedicated to cold migration and cloning of powered off virtual machines. See “Place
Traffic for Cold Migration, Cloning, and Snapshosts on the Provisioning TCP/IP Stack,” on page 141.

Migration with vMotion
If you need to take a host offline for maintenance, you can move the virtual machine to another host.
Migration with vMotion™ allows virtual machine processes to continue working throughout a migration.

When you migrate a virtual machine with vMotion, the new host for the virtual machine must meet
compatibility requirements so that the migration can proceed.

vMotion Migration Types
With vMotion, you can change the compute resource on which a virtual machine is running, or you can
change both the compute resource and the storage of the virtual machine.

When you migrate virtual machines with vMotion and choose to change only the host, the entire state of the
virtual machine is moved to the new host. The associated virtual disk remains in the same location on
storage that must be shared between the two hosts.

When you choose to change both the host and the datastore, the virtual machine state is moved to a new
host and the virtual disk is moved to another datastore. vMotion migration to another host and datastore is
possible in vSphere environments without shared storage.

After the virtual machine state is migrated to the alternate host, the virtual machine runs on the new host.
Migrations with vMotion are completely transparent to the running virtual machine.

When you choose to change both the compute resource and the storage, you can use vMotion to migrate
virtual machines across vCenter Server instances, data centers, and subnets.

Transferred State Information
The state information includes the current memory content and all the information that defines and
identifies the virtual machine. The memory content includes transaction data and the bits of the operating
system and applications that are in the memory. The defining and identification information stored in the
state includes all the data that maps to the virtual machine hardware elements, such as BIOS, devices, CPU,
MAC addresses for the Ethernet cards, chip set states, registers, and so forth.

Stages in vMotion
Migration with vMotion occurs in three stages:

1 When the migration with vMotion is requested, vCenter Server verifies that the existing virtual
machine is in a stable state with its current host.

2 The virtual machine state information (memory, registers, and network connections) is copied to the
target host.

3 The virtual machine resumes its activities on the new host.

If errors occur during migration, the virtual machine reverts to its original state and location.
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Host Configuration for vMotion
Before using vMotion, you must configure your hosts correctly.

Ensure that you have correctly configured your hosts.

n Each host must be correctly licensed for vMotion.

n Each host must meet shared storage requirements for vMotion.

n Each host must meet the networking requirements for vMotion.

IMPORTANT   The ESXi firewall in ESXi 5.0 and later does not allow per-network filtering of vMotion
traffic. Therefore, you must apply rules on your external firewall to ensure that no incoming
connections can be made to the vMotion socket on TCP port 8000.

vMotion Across Long Distances
You can perform reliable migrations between hosts and sites that are separated by high network round-trip
latency times. vMotion across long distances is enabled when the appropriate license is installed. No user
configuration is necessary.

For long-distance migration, verify the network latency between the hosts and your license.

n The round-trip time between the hosts must be up to 100 milliseconds.

n Your license must cover vMotion across long distances.

n You must place the traffic related to virtual machine files transfer to the destination host on the
provisioning TCP/IP stack. See “Place Traffic for Cold Migration, Cloning, and Snapshosts on the
Provisioning TCP/IP Stack,” on page 141.

vMotion Shared Storage Requirements
Configure hosts for vMotion with shared storage to ensure that virtual machines are accessible to both
source and target hosts.

During a migration with vMotion, the migrating virtual machine must be on storage accessible to both the
source and target hosts. Ensure that the hosts configured for vMotion use shared storage. Shared storage can
be on a Fibre Channel storage area network (SAN), or can be implemented using iSCSI and NAS.

If you use vMotion to migrate virtual machines with raw device mapping (RDM) files, make sure to
maintain consistent LUN IDs for RDMs across all participating hosts.

See the vSphere Storage documentation for information on SANs and RDMs.

vSphere vMotion Networking Requirements
Migration with vMotion requires correctly configured network interfaces on source and target hosts.

Configure each host with at least one network interface for vMotion traffic. To ensure secure data transfer,
the vMotion network must be a secure network, accessible only to trusted parties. Additional bandwidth
significantly improves vMotion performance. When you migrate a virtual machine with vMotion without
using shared storage, the contents of the virtual disk is transferred over the network as well.

NOTE   vMotion network traffic is not encrypted. You should provision secure private networks for use by
vMotion only.
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Requirements for Concurrent vMotion Migrations

You must ensure that the vMotion network has at least 250 Mbps of dedicated bandwidth per concurrent
vMotion session. Greater bandwidth lets migrations complete more quickly. Gains in throughput resulting
from WAN optimization techniques do not count towards the 250 Mbps limit.

To determine the maximum number of concurrent vMotion operations possible, see “Limits on
Simultaneous Migrations,” on page 142. These limits vary with a host's link speed to the vMotion network.

Round-Trip Time for Long-Distance vMotion Migration

If you have the proper license applied to your environment, you can perform reliable migrations between
hosts that are separated by high network round-trip latency times. The maximum supported network
round-trip time for vMotion migrations is 100 milliseconds. This round-trip time lets you migrate virtual
machines to another geographical location at a longer distance.

Multiple-NIC vMotion

You can configure multiple NICs for vMotion by adding two or more NICs to the required standard or
distributed switch. For details, see the VMware knowledge base article at http://kb.vmware.com/kb/2007467.

Network Configuration

Configure the virtual networks on vMotion enabled hosts as follows:

n On each host, configure a VMkernel port group for vMotion.

To have the vMotion traffic routed across IP subnets, enable the vMotion TCP/IP stack on the host. See 
“Place vMotion Traffic on the vMotion TCP/IP Stack of an ESXi Host,” on page 139.

n If you are using standard switches for networking, ensure that the network labels used for virtual
machine port groups are consistent across hosts. During a migration with vMotion, vCenter Server
assigns virtual machines to port groups based on matching network labels.

NOTE   By default, you cannot use vMotion to migrate a virtual machine that is attached to a standard
switch with no physical uplinks configured, even if the destination host also has a no-uplink standard
switch with the same label.

To override the default behavior, set the
config.migrate.test.CompatibleNetworks.VMOnVirtualIntranet advanced settings of vCenter Server to
false. The change takes effect immediately. For details about the setting, see VMware knowledge base
article at http://kb.vmware.com/kb/1003832. For information about configuring advanced settings of
vCenter Server, see “Configure Advanced Settings,” on page 46.

For information about configuring vMotion network resources, see “Networking Best Practices for vSphere
vMotion,” on page 121.
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Networking Best Practices for vSphere vMotion
Consider certain best practices for configuring the network resources for vMotion on an ESXi host.

n Provide the required bandwidth in one of the following ways:

Physical Adapter
Configuration Best Practices

Dedicate at least one
adapter for vMotion.

Use at least one 1 GbE adapter for workloads that have a small number of memory
operations. Use at least one 10 GbE adapter if you migrate workloads that have many
memory operations.
If only two Ethernet adapters are available, configure them for security and
availability.
n For best security, dedicate one adapter to vMotion, and use VLANs to divide the

virtual machine and management traffic on the other adapter.
n For best availability, combine both adapters into a team, and use VLANs to divide

traffic into networks: one or more for virtual machine traffic and one for vMotion

Direct vMotion traffic to
one or more physical NICs
that have high bandwidth
capacity and are shared
between other types of
traffic as well

n To distribute and allocate more bandwidth to vMotion traffic across several
physical NICs, use multiple-NIC vMotion.

n On a vSphere Distributed Switch 5.1 and later, use vSphere Network I/O Control
shares to guarantee bandwidth to outgoing vMotion traffic. Defining shares also
prevents from contention as a result from excessive vMotion or other traffic.

n Use traffic shaping in egress direction on the vMotion port group on the
destination host to avoid saturation of the physical NIC link as a result of intense
incoming vMotion traffic. By using traffic shaping you can limit the average and
peak bandwidth available to vMotion traffic, and reserve resources for other traffic
types.

n Provision at least one additional physical NIC as a failover NIC.

n Use jumbo frames for best vMotion performance.

Ensure that jumbo frames are enabled on all network devices that are on the vMotion path including
physical NICs, physical switches and virtual switches.

n Place vMotion traffic on the vMotion TCP/IP stack for migration across IP subnets that have a dedicated
default gateway that is different from the gateway on the management network. See “Place vMotion
Traffic on the vMotion TCP/IP Stack of an ESXi Host,” on page 139.

For information about the configuring networking on an ESXi host, see the vSphere Networking
documentation.

Virtual Machine Conditions and Limitations for vMotion
To migrate virtual machines with vMotion, the virtual machine must meet certain network, disk, CPU, USB,
and other device requirements.

The following virtual machine conditions and limitations apply when you use vMotion:

n The source and destination management network IP address families must match. You cannot migrate
a virtual machine from a host that is registered to vCenter Server with an IPv4 address to a host that is
registered with an IPv6 address.

n You cannot use migration with vMotion to migrate virtual machines that use raw disks for clustering.

n If virtual CPU performance counters are enabled, you can migrate virtual machines only to hosts that
have compatible CPU performance counters.
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n You can migrate virtual machines that have 3D graphics enabled. If the 3D Renderer is set to
Automatic, virtual machines use the graphics renderer that is present on the destination host. The
renderer can be the host CPU or a GPU graphics card. To migrate virtual machines with the 3D
Renderer set to Hardware, the destination host must have a GPU graphics card.

n You can migrate virtual machines with USB devices that are connected to a physical USB device on the
host. You must enable the devices for vMotion.

n You cannot use migration with vMotion to migrate a virtual machine that uses a virtual device backed
by a device that is not accessible on the destination host. For example, you cannot migrate a virtual
machine with a CD drive backed by the physical CD drive on the source host. Disconnect these devices
before you migrate the virtual machine.

n You cannot use migration with vMotion to migrate a virtual machine that uses a virtual device backed
by a device on the client computer. Disconnect these devices before you migrate the virtual machine.

n You can migrate virtual machines that uses Flash Read Cache if the destination host also provides Flash
Read Cache. During the migration, you can select whether to migrate the virtual machine cache or drop
it, for example, when the cache size is large.

Swap File Location Compatibility
Virtual machine swap file location affects vMotion compatibility in different ways depending on the version
of ESXi running on the virtual machine's host.

You can configure ESX 3.5 or ESXi 3.5 or later hosts to store virtual machine swap files with the virtual
machine configuration file, or on a local swap file datastore specified for that host.

The location of the virtual machine swap file affects vMotion compatibility as follows:

n For migrations between hosts running ESX/ESXi version 3.5 and later, vMotion and migrations of
suspended and powered-off virtual machines are allowed.

n During a migration with vMotion, if the swapfile location specified on the destination host differs from
the swapfile location specified on the source host, the swap file is copied to the new location. This
activity can result in slower migrations with vMotion. If the destination host cannot access the specified
swap file location, it stores the swap file with the virtual machine configuration file.

See the vSphere Resource Management documentation for information about configuring swap file policies.

Migration with vMotion in Environments Without Shared Storage
You can use vMotion to migrate virtual machines to a different compute resource and storage
simultaneously. In addition, unlike Storage vMotion, which requires a single host to have access to both the
source and destination datastore, you can migrate virtual machines across storage accessibility boundaries.

vMotion does not require environments with shared storage. This is useful for performing cross-cluster
migrations, when the target cluster machines might not have access to the source cluster's storage. Processes
that are working on the virtual machine continue to run during the migration with vMotion.

You can use vMotion to migrate virtual machines across vCenter Server intances.

You can place the virtual machine and all of its disks in a single location or select separate locations for the
virtual machine configuration file and each virtual disk. In addition, you can change virtual disks from
thick-provisioned to thin-provisioned or from thin-provisioned to thick-provisioned. For virtual
compatibility mode RDMs, you can migrate the mapping file or convert from RDM to VMDK.

vMotion without shared storage is useful for virtual infrastructure administration tasks similar to vMotion
with shared storage or Storage vMotion tasks.

n Host maintenance. You can move virtual machines off of a host to allow maintenance of the host.
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n Storage maintenance and reconfiguration. You can move virtual machines off of a storage device to
allow maintenance or reconfiguration of the storage device without virtual machine downtime.

n Storage load redistribution. You can manually redistribute virtual machines or virtual disks to different
storage volumes to balance capacity or improve performance.

Requirements and Limitations for vMotion Without Shared Storage
A virtual machine and its host must meet resource and configuration requirements for the virtual machine
files and disks to be migrated with vMotion in the absence of shared storage.

vMotion in an environment without shared storage is subject to the following requirements and limitations:

n The hosts must be licensed for vMotion.

n The hosts must be running ESXi 5.1 or later.

n The hosts must meet the networking requirement for vMotion. See “vSphere vMotion Networking
Requirements,” on page 119.

n The virtual machines must be properly configured for vMotion. See “Virtual Machine Conditions and
Limitations for vMotion,” on page 121

n Virtual machine disks must be in persistent mode or be raw device mappings (RDMs). See “Storage
vMotion Requirements and Limitations,” on page 125.

n The destination host must have access to the destination storage.

n When you move a virtual machine with RDMs and do not convert those RDMs to VMDKs, the
destination host must have access to the RDM LUNs.

n Consider the limits for simultaneous migrations when you perform a vMotion migration without
shared storage. This type of vMotion counts against the limits for both vMotion and Storage vMotion,
so it consumes both a network resource and 16 datastore resources. See “Limits on Simultaneous
Migrations,” on page 142.

Migration Between vCenter Server Systems
vSphere 6.0 or later lets you migrate virtual machines between vCenter Server instances.

Migration of virtual machines across vCenter Server systems is helpful in certain VM provisioning cases.

n Balance workloads across clusters and vCenter Server instances.

n Elastically grow or shrink capacity across resources in different vCenter Server instances in the same
site or in another geographical area .

n Move virtual machines between environments that have different purposes, for example, from a
development to production.

n Move virtual machines to meet different Service Level Agreements (SLAs) regarding storage space,
performance, and so on.

NOTE   During the migration of a virtual machine to another vCenter Server system, the performance data
that has been collected about the virtual machine is lost.

n Requirements for Migration Between vCenter Server Instances on page 124
To enable migration across vCenter Server instances, your system must meet certain requirements.

n Network Compatibility Checks During vMotion Between vCenter Server Instances on page 124
Migration of VMs between vCenter Server instances moves VMs to new networks. The migration
process performs checks to verify that the source and destination networks are similar.
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n MAC Address Management During Migration Between vCenter Server Systems on page 124
When you move a virtual machine between vCenter Server instances, the environment specifically
handles MAC address migration to avoid address duplication and loss of data in the network.

Requirements for Migration Between vCenter Server Instances
To enable migration across vCenter Server instances, your system must meet certain requirements.

n The source and destination vCenter Server instances and ESXi hosts must be 6.0 or later.

n Both vCenter Server instances must be in Enhanced Linked Mode and must be in the same vCenter
Single Sign-On domain so that the source vCenter Server can authenticate to the destination
vCenter Server.

For information about installing vCenter Server in Enhanced Linked Mode, see the vSphere Installation
and Setup documentation.

n Both vCenter Server instances must be time-synchronized with each other for correct vCenter Single
Sign-On token verification.

n For migration of compute resources only, both vCenter Server instances must be connected to the
shared virtual machine storage.

Network Compatibility Checks During vMotion Between vCenter Server Instances
Migration of VMs between vCenter Server instances moves VMs to new networks. The migration process
performs checks to verify that the source and destination networks are similar.

vCenter Server performs a number of network compatibility checks to prevent the following configuration
problems:

n MAC address compatibility on the destination host

n vMotion from a distributed switch to a standard switch

n vMotion between distributed switches of different versions

n vMotion to an internal network, for example, a network without a physical NIC

n vMotion to a distributed switch that is not working properly

vCenter Server does not perform checks for and notify you about the following problems:

n If the source and destination distributed switches are not in the same broadcast domain, virtual
machines lose network connectivity after migration.

n If the source and destination distributed switches do not have the same services configured, virtual
machines might lose network connectivity after migration.

MAC Address Management During Migration Between vCenter Server Systems
When you move a virtual machine between vCenter Server instances, the environment specifically handles
MAC address migration to avoid address duplication and loss of data in the network.

In an environment with multiple vCenter Server instances, when a virtual machine is migrated, its MAC
addresses are transferred to the target vCenter Server. The source vCenter Server adds the MAC addresses
to a black list so that it does not assign them to newly created virtual machines.

To reclaim unused MAC addresses from the black list, contact VMware Technical Support for assistance.
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Migration with Storage vMotion
With Storage vMotion, you can migrate a virtual machine and its disk files from one datastore to another
while the virtual machine is running. With Storage vMotion, you can move virtual machines off of arrays for
maintenance or to upgrade. You also have the flexibility to optimize disks for performance, or to transform
disk types, which you can use to reclaim space.

You can choose to place the virtual machine and all its disks in a single location, or select separate locations
for the virtual machine configuration file and each virtual disk. The virtual machine does not change
execution host during a migration with Storage vMotion.

During a migration with Storage vMotion, you can change the disk provisioning type.

Migration with Storage vMotion changes virtual machine files on the destination datastore to match the
inventory name of the virtual machine. The migration renames all virtual disk, configuration, snapshot,
and .nvram files. If the new names exceed the maximum filename length, the migration does not succeed.

Storage vMotion has several uses in administering virtual infrastructure, including the following examples
of use.

n Storage maintenance and reconfiguration. You can use Storage vMotion to move virtual machines off of
a storage device to allow maintenance or reconfiguration of the storage device without virtual machine
downtime.

n Redistributing storage load. You can use Storage vMotion to manually redistribute virtual machines or
virtual disks to different storage volumes to balance capacity or improve performance.

Storage vMotion Requirements and Limitations
A virtual machine and its host must meet resource and configuration requirements for the virtual machine
disks to be migrated with Storage vMotion.

Storage vMotion is subject to the following requirements and limitations:

n Virtual machine disks must be in persistent mode or be raw device mappings (RDMs). For virtual
compatibility mode RDMs, you can migrate the mapping file or convert to thick-provisioned or thin-
provisioned disks during migration as long as the destination is not an NFS datastore. If you convert
the mapping file, a new virtual disk is created and the contents of the mapped LUN are copied to this
disk. For physical compatibility mode RDMs, you can migrate the mapping file only.

n Migration of virtual machines during VMware Tools installation is not supported.

n Because VMFS3 datastores do not support large capacity virtual disks, you cannot move virtual disks
greater than 2TB from a VMFS5 datastore to a VMFS3 datastore.

n The host on which the virtual machine is running must have a license that includes Storage vMotion.

n ESX/ESXi 4.0 and later hosts do not require vMotion configuration in order to perform migration with
Storage vMotion.

n The host on which the virtual machine is running must have access to both the source and target
datastores.

n For limits on the number of simultaneous migrations with vMotion and Storage vMotion, see “Limits
on Simultaneous Migrations,” on page 142.
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CPU Compatibility and EVC
vCenter Server performs compatibility checks before it allows migration of running or suspended virtual
machines to ensure that the virtual machine is compatible with the target host.

vMotion transfers the running state of a virtual machine between underlying ESXi systems. Live migration
requires that the processors of the target host provide the same instructions to the virtual machine after
migration that the processors of the source host provided before migration. Clock speed, cache size, and
number of cores can differ between source and target processors. However, the processors must come from
the same vendor class (AMD or Intel) to be vMotion compatible.

NOTE   Do not add virtual ESXi hosts to an EVC cluster. ESXi virtual machines are not supported in EVC
clusters.

Migrations of suspended virtual machines also require that the virtual machine be able to resume execution
on the target host using equivalent instructions.

When you initiate a migration with vMotion or a migration of a suspended virtual machine, the Migrate
Virtual Machine wizard checks the destination host for compatibility and produces an error message if
compatibility problems will prevent migration.

The CPU instruction set available to the operating system and to applications running in a virtual machine
is determined at the time that a virtual machine is powered on. This CPU feature set is based on the
following items:

n Host CPU family and model

n Settings in the BIOS that might disable CPU features

n ESX/ESXi version running on the host

n The virtual machine's compatibility setting

n The virtual machine's guest operating system

To improve CPU compatibility between hosts of varying CPU feature sets, some host CPU features can be
hidden from the virtual machine by placing the host in an Enhanced vMotion Compatibility (EVC) cluster.

NOTE   You can hide Host CPU features from a virtual machine by applying a custom CPU compatibility
mask to the virtual machine, but this is not recommended. VMware, in partnership with CPU and hardware
vendors, is working to maintain vMotion compatibility across the widest range of processors. For additional
information, search the VMware Knowledge Base for the vMotion and CPU Compatibility FAQ.

CPU Compatibility Scenarios
vCenter Server's CPU compatibility checks compare the CPU features available on the source host, the
subset of features that the virtual machine can access, and the features available on the target host. Without
the use of EVC, any mismatch between two hosts' user-level features will block migration, whether or not
the virtual machine itself has access to those features. A mismatch between two hosts' kernel-level features,
however, blocks migration only when the virtual machine has access to a feature that the target host does
not provide.

User-level features are non-privileged instructions that might be used by virtual machine applications.
These include SSE3, SSSE3, SSE4.1, SSE4.2, and AES. Because they are user-level instructions that bypass the
virtualization layer, these instructions could cause application instability if mismatched after a migration
with vMotion.

Kernel-level features are privileged instructions that might be used by the virtual machine operating system.
These include the AMD No eXecute (NX) and the Intel eXecute Disable (XD) security features.
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When you attempt to migrate a virtual machine with vMotion, one of the following scenarios applies:

n The destination host feature set matches the virtual machine’s CPU feature set. CPU compatibility
requirements are met, and migration with vMotion proceeds.

n The virtual machine’s CPU feature set contains features not supported by the destination host. CPU
compatibility requirements are not met, and migration with vMotion cannot proceed.

NOTE   EVC overcomes such incompatibility by providing a "baseline" feature set for all virtual
machines running in a cluster and that hides the differences among the clustered hosts' CPUs from the
virtual machines.

n The destination host supports the virtual machine’s feature set, plus additional user-level features (such
as SSE4.1) not found in the virtual machine’s feature set. CPU compatibility requirements are not met,
and migration with vMotion cannot proceed.

NOTE   This type of incompatibility is ignored for migrations among hosts in EVC clusters.

n The destination host supports the virtual machine’s feature set, plus additional kernel-level features
(such as NX or XD) not found in the virtual machine’s feature set. CPU compatibility requirements are
met, and migration with vMotion proceeds. The virtual machine retains its CPU feature set as long as it
remains powered on, allowing it to migrate freely back to the original host. However, if the virtual
machine is rebooted, it acquires a new feature set from the new host, which might cause vMotion
incompatibility if you attempt to migrate the virtual machine back to the original host.

CPU Families and Feature Sets
Processors are grouped into families. Processors within a given family generally have similar feature sets.

Processor families are defined by the processor vendors. You can distinguish different processor versions
within the same family by comparing the processors’ model, stepping level, and extended features. In some
cases, processor vendors have introduced significant architectural changes within the same processor
family, such as the SSSE3 and SSE4.1 instructions, and NX/XD CPU security features.

By default, vCenter Server identifies mismatches on features accessible to applications as incompatible to
guarantee the stability of virtual machines after migrations with vMotion.

Server hardware’s CPU specifications will usually indicate whether or not the CPUs contain the features
that affect vMotion compatibility.

For more information on identifying Intel processors and their features, see Application Note 485: Intel®

Processor Identification and the CPUID Instruction, available from Intel. For more information on identifying
AMD processors and their features, see CPUID Specification, available from AMD.

About Enhanced vMotion Compatibility
You can use the Enhanced vMotion Compatibility (EVC) feature to help ensure vMotion compatibility for
the hosts in a cluster. EVC ensures that all hosts in a cluster present the same CPU feature set to virtual
machines, even if the actual CPUs on the hosts differ. Using EVC prevents migrations with vMotion from
failing because of incompatible CPUs.

Configure EVC from the cluster settings dialog box. When you configure EVC, you configure all host
processors in the cluster to present the feature set of a baseline processor. This baseline feature set is called
the EVC mode. EVC leverages AMD-V Extended Migration technology (for AMD hosts) and Intel
FlexMigration technology (for Intel hosts) to mask processor features so that hosts can present the feature
set of an earlier generation of processors. The EVC mode must be equivalent to, or a subset of, the feature set
of the host with the smallest feature set in the cluster.
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EVC masks only those processor features that affect vMotion compatibility. Enabling EVC does not prevent
a virtual machine from taking advantage of faster processor speeds, increased numbers of CPU cores, or
hardware virtualization support that might be available on newer hosts.

EVC cannot prevent virtual machines from accessing hidden CPU features in all circumstances.
Applications that do not follow CPU vendor recommended methods of feature detection might behave
unexpectedly in an EVC environment. VMware EVC cannot be supported with ill-behaved applications that
do not follow the CPU vendor recommendations. For more information about creating well-behaved
applications, search the VMware Knowledge Base for the article Detecting and Using New Features in CPUs.

EVC Requirements for Hosts
To improve CPU compatibility between hosts that have varying CPU feature sets, you can hide some host
CPU features from the virtual machine by placing the host in an Enhanced vMotion Compatibility (EVC)
cluster. Hosts in an EVC cluster and hosts that you add to an existing EVC cluster must meet EVC
requirements.

n Power off all virtual machines in the cluster that are running on hosts with a feature set greater than the
EVC mode that you intend to enable, or migrate out of the cluster.

n All hosts in the cluster must meet the following requirements.

Requirements Description

Supported ESX/ESXi
version

ESX/ESXi 3.5 Update 2 or later.

vCenter Server The host must be connected to a vCenter Server system.

CPUs A single vendor, either AMD or Intel.

Advanced CPU
features enabled

Enable these CPU features in the BIOS if they are available:
n Hardware virtualization support (AMD-V or Intel VT)
n AMD No eXecute(NX)
n Intel eXecute Disable (XD)
NOTE   Hardware vendors sometimes disable particular CPU features in the BIOS by default. This
can cause problems in enabling EVC, because the EVC compatibility checks detect the absence of
features that are expected to be present for a particular CPU. If you cannot enable EVC on a
system with a compatible processor, ensure that all features are enabled in the BIOS.

Supported CPUs for
the EVC mode that
you want to enable

To check EVC support for a specific processor or server model, see the VMware Compatibility
Guide at http://www.vmware.com/resources/compatibility/search.php.

Create an EVC Cluster
Create an EVC cluster to ensure vMotion CPU compatibility between the hosts in the cluster.

To create an EVC cluster with minimal disruption to your existing infrastructure, create an empty EVC
cluster and move hosts into the cluster. To enable EVC on an existing cluster, see “Enable EVC on an
Existing Cluster,” on page 129.

Other cluster features such as vSphere DRS and vSphere HA are fully compatible with EVC. You can enable
these features when you create the cluster.

Prerequisites

Verify that the hosts you intend to add to the cluster meet the requirements listed in “EVC Requirements for
Hosts,” on page 128.

Procedure

1 Right-click a data center in the inventory and select New Cluster.
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2 Type a name for the cluster.

3 Expand EVC and select a baseline CPU feature set from the EVC mode drop-down menu.

Select a CPU vendor and EVC mode appropriate for the hosts that you intend to add to the cluster.

4 (Optional) Enable DRS.

5 (Optional) Enable vSphere HA.

6 Click OK.

7 Select a host to move into the cluster.

If the host feature set is greater than the EVC mode that you enabled for the EVC cluster, power off all
the virtual machines on the host, or use vMotion to migrate them to another host.

8 Move the host into the cluster.

You can power on the virtual machines that are on the host, or migrate virtual machines into the cluster
with vMotion. The virtual machines must meet CPU compatibility requirements for the EVC mode of
the cluster.

You can now use vMotion to migrate virtual machines between different hosts in the cluster without
encountering CPU incompatibility issues.

Enable EVC on an Existing Cluster
Enable EVC on an existing cluster to ensure vMotion CPU compatibility between the hosts in the cluster.

Prerequisites

Verify that the hosts in the cluster meet the requirements listed in “EVC Requirements for Hosts,” on
page 128.

Procedure

1 Select the cluster in the inventory.

2 Power off all the virtual machines on the hosts with feature sets greater than the EVC mode.

3 Ensure that the cluster contains hosts with CPUs from only one vendor, either Intel or AMD.

4 Click the Manage tab, select VMware EVC and click Edit.

5 Enable EVC for the CPU vendor and feature set appropriate for the hosts in the cluster, and click OK.

6 Power on the virtual machines in the cluster to apply the EVC.

Change the EVC Mode for a Cluster
Configure EVC to ensure that virtual machine migrations between hosts in the cluster do not fail because of
CPU feature incompatibilities.

Several EVC approaches are available to ensure CPU compatibility:

n If all the hosts in a cluster are compatible with a newer EVC mode, you can change the EVC mode of an
existing EVC cluster.

n You can enable EVC for a cluster that does not have EVC enabled.

n You can raise the EVC mode to expose more CPU features.

n You can lower the EVC mode to hide CPU features and increase compatibility.
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Prerequisites

n Verify that all hosts in the cluster have supported CPUs for the EVC mode you want to enable. See 
http://kb.vmware.com/kb/1003212 for a list of supported CPUs.

n Verify that all hosts in the cluster are connected and registered on vCenter Server. The cluster cannot
contain a disconnected host.

n Virtual machines must be in the following power states, depending on whether you raise or lower the
EVC mode.

EVC Mode Virtual Machine Power Action

Raise the EVC mode to a CPU
baseline with more features.

Running virtual machines can remain powered on. New EVC mode features are
not available to the virtual machines until they are powered off and powered back
on again. A full power cycling is required. Rebooting the guest operating system
or suspending and resuming the virtual machine is not sufficient.

Lower the EVC mode to a CPU
baseline with fewer features.

Power off virtual machines if they are powered on and running at a higher EVC
Mode than the one you intend to enable.

To verify the EVC mode for virtual machines, see “Determine EVC Modes for Virtual Machines,” on
page 130.

Procedure

1 Select a cluster in the inventory.

2 Click the Manage tab and click Settings.

3 Select VMware EVC and click Edit.

4 Select whether to enable or disable EVC.

Option Description

Disable EVC The EVC feature is disabled. CPU compatibility is not enforced for the
hosts in this cluster.

Enable EVC for AMD Hosts The EVC feature is enabled for AMD hosts.

Enable EVC for Intel Hosts The EVC feature is enabled for Intel hosts.
 

5 From the VMware EVC Mode drop-down menu, select the baseline CPU feature set that you want to
enable for the cluster.

If you cannot select the EVC Mode, the Compatibility pane displays the reason, and the relevant hosts
for each reason.

6 Click OK.

Determine EVC Modes for Virtual Machines
The EVC mode of a virtual machine defines the CPU features that the virtual machine can access. The
virtual machine's EVC mode is determined when it is powered on in an EVC-enabled cluster.

When a virtual machine is powered on, it determines the EVC mode of the cluster in which it is running. If
the EVC mode of the cluster is subsequently raised, the virtual machine does not change its EVC mode until
it is powered off and powered on again. This means that the virtual machine does not use of any CPU
features exposed by the cluster's new EVC mode until the virtual machine has been powered off and
powered on again.
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For example, consider a cluster containing hosts with Intel Xeon 45nm Core 2 processors that have been set
to the Intel Merom Generation (Xeon Core 2) EVC mode. A virtual machine powered on in this cluster runs
in the Intel Merom Generation (Xeon Core 2) EVC mode. If the cluster's EVC mode is raised to Intel Penryn
Generation (Xeon 45nm Core 2), the virtual machine remains at the lower Intel Merom Generation (Xeon
Core 2) EVC mode. To use any of the features exposed by the higher cluster EVC mode, such as SSE4.1, you
must power off the virtual machine and power it on again.

Procedure

1 Select the cluster or host in the inventory.

2 Click the Related Objects tab and click Virtual Machines.

3 If the EVC Mode column does not appear, right-click any column title, select Show/Hide Columns and
select EVC Mode.

The EVC modes of all running or suspended virtual machines appear in the EVC Mode column.
Powered off virtual machines and virtual machines that are not in EVC clusters show N/A as the EVC
mode.

Determine the EVC Mode that a Host Supports
By determining the EVC modes that the host can support, you can determine whether the host is compatible
with other hosts in an EVC cluster. For hosts to be included in the same EVC cluster, all the hosts must
support at least one common mode.

Procedure

1 Select a host in the inventory.

2 Click the Summary tab.

3 In the Configuration panel, expand EVC Mode.

The supported EVC modes are listed in order from the fewest to the greatest number of supported
features.

Prepare Clusters for AMD Processors Without 3DNow!
Newer generations of AMD processors do not include 3DNow! processor instructions. If hosts in a cluster
have different generations of AMD processors, some with 3DNow! instruction sets and some without, you
cannot successfully migrate virtual machines between the hosts. You must use an EVC mode or CPU
compatibility mask to hide the instructions.

The vCenter Server AMD Opteron Gen. 3 (no 3DNow!) EVC mode masks the 3DNow! instructions from
virtual machines. You can apply this EVC mode to EVC clusters containing only AMD Opteron Generation
3 hosts to allow the clusters to maintain vMotion compatibility with AMD Opteron hosts that do not have
3DNow! instructions. Clusters containing AMD Opteron Generation 1 or AMD Opteron Generation 2 hosts
cannot be made vMotion-compatible with hosts that do not have 3DNow! instructions.

Prerequisites

Ensure that the cluster contains only hosts with AMD Opteron Generation 3 or newer processors.
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Procedure

u Enable the AMD Opteron Gen. 3 (no 3DNow!) EVC mode for your EVC cluster.

The steps to enable the EVC mode differ depending on whether you are creating a cluster or enabling
the mode on an existing cluster, and on whether the existing cluster contains powered-on virtual
machines.

Option Description

Creating a new cluster In the New Cluster wizard, enable EVC for AMD hosts and select the
AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

Editing a cluster without powered-
on virtual machines

In the Cluster Settings dialog box, edit the VMware EVC settings and
select the AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

Editing a cluster with powered-on
virtual machines

The AMD Opteron Gen. 3 (no 3DNow!) EVC mode cannot be enabled
while there are powered-on virtual machines in the cluster.
a Power-off any running virtual machines in the cluster, or migrate them

out of the cluster using vMotion.

Migrating the virtual machines out of the cluster with vMotion allows
you to delay powering off the virtual machines until a more
convenient time.

b In the Cluster Settings dialog box, edit the VMware EVC settings and
select the AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

c If you migrated virtual machines out of the cluster, power them off
and cold migrate them back into the cluster.

d Power on the virtual machines.
 

You can now add hosts with AMD processors without 3DNow! instructions to the cluster and preserve
vMotion compatibility between the new hosts and the existing hosts in the cluster.

CPU Compatibility Masks
CPU compatibility masks allow per-virtual machine customization of the CPU features visible to a virtual
machine.

vCenter Server compares the CPU features available to a virtual machine with the CPU features of the
destination host to determine whether to allow or not migrations with vMotion.

Default values for the CPU compatibility masks are set by VMware to guarantee the stability of virtual
machines after a migration with vMotion.

In some cases, where a choice between CPU compatibility or guest operating system features (such as
NX/XD) exists, VMware provides check-box options to configure individual virtual machines through the
Advanced Settings option for the CPU of the virtual machine. For more control over the visibility of CPU
features, you can edit CPU compatibility mask of the virtual machine at the bit level.

CAUTION   Changing the CPU compatibility masks can result in an unsupported configuration. Do not
manually change the CPU compatibility masks unless instructed to do so by VMware Support or a VMware
Knowledge base article.

CPU compatibility masks cannot prevent virtual machines from accessing masked CPU features in all
circumstances. In some circumstances, applications can detect and use masked features even though they
are hidden from the guest operating system. In addition, on any host, applications that use unsupported
methods of detecting CPU features rather than using the CPUID instruction can access masked features.
Virtual machines running applications that use unsupported CPU detection methods might experience
stability problems after migration.
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View CPUID Details for an EVC Cluster
The feature set that is exposed by an EVC cluster corresponds to the feature set of a particular type of
processor. Processor feature sets are described by a set of feature flags that you examine using the CPUID
instruction.

You can view the CPUID feature flags currently exposed by the hosts in an EVC cluster.

Procedure

1 Select a cluster in the inventory.

2 Click the Manage tab and click Settings.

3 Under Configuration, click VMware EVC and expand Current CPUID Details.

This VMware EVC panel displays the CPUID feature flags that EVC enforces for the hosts in this cluster. For
information about CPUID feature flags, see the Intel and AMD Web sites.

Migrate a Powered-Off or Suspended Virtual Machine
You can use cold migration to move a virtual machine and its associated disks from one datastore to
another. The virtual machines are not required to be on shared storage.

Prerequisites

n Make sure that you are familiar with the requirements for cold migration. See “Cold Migration,” on
page 117.

n Required privilege: Resource.Migrate powered off virtual machine

Procedure

1 Power off or suspend the virtual machine.

2 Right-click the virtual machine and select Migrate.

a To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

b Click the Related Objects tab and click Virtual Machines.

3 Select the migration type and click Next.

Option Description

Change compute resource only Move the virtual machine to another host.

Change storage only Move the virtual machine’s configuration file and virtual disks.

Change both compute resource and
storage

Move the virtual machine to another host and move its configuration file
and virtual disks.

Migrate virtual machine(s) to a
specific datacenter

Move the virtual machine to a virtual data center, where you can assign
policies to VMs.

 
4 If you change the compute resource of the virtual machine, select the destination compute resource for

this virtual machine migration and click Next.

Any compatibility problem appears in the Compatibility panel. Fix the problem, or select another host
or cluster.

Possible targets include hosts and DRS clusters with any level of automation. If a cluster has no DRS
enabled, select a specific host in the cluster rather than selecting the cluster.
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5 Select the format for the virtual machine's disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
6 Select a virtual machine storage policy from the VM Storage Policy drop-down menu.

Storage policies specify storage requirements for applications that run on the virtual machine. You can
also select the default policy for Virtual SAN or Virtual Volumes datastores.

7 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

Select a datastore and click Next.

Store all virtual machine files in the
same Storage DRS cluster.

a Select a Storage DRS cluster.
b (Optional) To not use Storage DRS with this virtual machine, select

Disable Storage DRS for this virtual machine and select a datastore
within the Storage DRS cluster.

c Click Next.

Store virtual machine configuration
files and disks in separate
locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

select Browse, and select a datastore or Storage DRS cluster.
c (Optional) If you selected a Storage DRS cluster and do not want to use

Storage DRS with this virtual machine, select Disable Storage DRS for
this virtual machine and select a datastore within the Storage DRS
cluster.

d Click Next.
 

8 Select a destination network for all VM network adapters and click Next.

You can click Advanced to select a new destination network for each VM network adapter.

You can migrate a virtual machine networks to another distributed switch in the same or to another
data center or vCenter Server.

9 Review the information on the Review Selections page and click Finish.

vCenter Server moves the virtual machine to the new host or storage location.

Event messages appear in the Events tab. The data displayed on the Summary tab shows the status and
state throughout the migration. If errors occur during migration, the virtual machines revert to their original
states and locations.
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Migrate a Virtual Machine to a New Compute Resource
You can use the Migration wizard to migrate a powered-on virtual machine from one compute resource to
another by using vMotion. To relocate only the disks of a powered-on virtual machine, migrate the virtual
machine to a new datastore by using Storage vMotion.

Prerequisites

Verify that your hosts and virtual machines meet the requirements for migration with vMotion with shared
storage.

n Verify that your hosts and virtual machines meet the requirements for migration with vMotion. See 
“Host Configuration for vMotion,” on page 119 and “Virtual Machine Conditions and Limitations for
vMotion,” on page 121.

n Verify that the storage that contains the virtual machine disks is shared between the source and target
hosts. See “vMotion Shared Storage Requirements,” on page 119.

n For migration across vCenter Server instances verify whether your system meets additional
requirements. See “Requirements for Migration Between vCenter Server Instances,” on page 124.

n Required privilege: Resource.Migrate powered on virtual machine

Procedure

1 Right-click the virtual machine and select Migrate.

a To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

b Click the Related Objects tab and click Virtual Machines.

2 Click Change compute resource only and click Next.

3 Select a host, cluster, resource pool, or vApp ro run the virtual machine, and click Next.

Any compatibility problem appears in the Compatibility panel. Fix the problem, or select another host
or cluster.

Possible targets include hosts and fully automated DRS clusters in the same or another vCenter Server
system. If your target is a non-automated cluster, select a host within the non-automated cluster.

4 Select a destination network for all VM network adapters and click Next.

You can click Advanced to select a new destination network for each VM network adapter.

You can migrate a virtual machine networks to another distributed switch in the same or to another
data center or vCenter Server.

5 Select the migration priority level and click Next.

Option Description

Schedule vMotion with high priority vCenter Server attempts to reserve resources on both the source and
destination hosts to be shared among all concurrent migrations with
vMotion. vCenter Server grants a larger share of host CPU resources. if
sufficient CPU resources are not immediately available, vMotion is not
initiated.

Schedule regular vMotion vCenter Server reserves resources on both the source and destination hosts
to be shared among all concurrent migration with vMotion. vCenter Server
grants a smaller share of host CPU resources. If there is a lack of CPU
resources, the duration of vMotion can be extended.

 
6 Review the page and click Finish.
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vCenter Server moves the virtual machine to the new host or storage location.

Event messages appear in the Events tab. The data displayed on the Summary tab shows the status and
state throughout the migration. If errors occur during migration, the virtual machines revert to their original
states and locations.

Migrate a Virtual Machine to a New Compute Resource and Storage
You can move a virtual machine to another compute resource and move its disks or virtual machine folder
to another datastore. With vMotion, you can migrate a virtual machine and its disks and files while the
virtual machine is powered on.

Simultaneous migration to a new compute resource and datastore provides greater mobility for virtual
machines by eliminating the vCenter Server boundary. Virtual machine disks or content of the virtual
machine folder are transferred over the vMotion network to reach the destination host and datastores.

To make disk format changes and preserve them, you must select a different datastore for the virtual
machine files and disks. You cannot preserve disk format changes if you select the same datastore on which
the virtual machine currently resides.

Prerequisites

n Verify that your hosts and virtual machines meet the requirements for live migration. See 
“Requirements and Limitations for vMotion Without Shared Storage,” on page 123.

n For migration across vCenter Server instances verify whether your system meets additional
requirements. See “Requirements for Migration Between vCenter Server Instances,” on page 124.

n Required privilege: Resource.Migrate powered on virtual machine

Procedure

1 Right-click the virtual machine and select Migrate.

a To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

b Click the Related Objects tab and click Virtual Machines.

2 Select Change both compute resource and storage and click Next.

3 Select a destination resource for the virtual machine, and click Next.

Any compatibility problems appear in the Compatibility panel. Fix the problem, or select another host
or cluster.

Possible targets include hosts and fully automated DRS clusters. If your target is a non-automated
cluster, select a host within the non-automated cluster.

If you environment has more than one vCenter Server instances, you can move virtual machines from
one vCenter Server inventory to another.

4 Select the format for the virtual machine's disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

vCenter Server and Host Management

136  VMware, Inc.



Option Action

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
5 Assign a storage policy from the VM Storage Policy drop-down menu.

Storage policies define the storage capabilities that are required by the applications running on the
virtual machine.

6 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

Select a datastore and click Next.

Store all virtual machine files in the
same Storage DRS cluster.

a Select a Storage DRS cluster.
b (Optional) To not use Storage DRS with this virtual machine, select

Disable Storage DRS for this virtual machine and select a datastore
within the Storage DRS cluster.

c Click Next.

Store virtual machine configuration
files and disks in separate
locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

select Browse, and select a datastore or Storage DRS cluster.
c (Optional) If you selected a Storage DRS cluster and do not want to use

Storage DRS with this virtual machine, select Disable Storage DRS for
this virtual machine and select a datastore within the Storage DRS
cluster.

d Click Next.
 

7 Select a destination network for all VM network adapters and click Next.

You can click Advanced to select a new destination network for each VM network adapter.

You can migrate a virtual machine networks to another distributed switch in the same or to another
data center or vCenter Server.

8 Select the migration priority level and click Next.

Option Description

Schedule vMotion with high priority vCenter Server attempts to reserve resources on both the source and
destination hosts to be shared among all concurrent migrations with
vMotion. vCenter Server grants a larger share of host CPU resources. if
sufficient CPU resources are not immediately available, vMotion is not
initiated.

Schedule regular vMotion vCenter Server reserves resources on both the source and destination hosts
to be shared among all concurrent migration with vMotion. vCenter Server
grants a smaller share of host CPU resources. If there is a lack of CPU
resources, the duration of vMotion can be extended.

 
9 Review the information on the Review Selections page and click Finish.

vCenter Server moves the virtual machine to the new host or storage location.
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Event messages appear in the Events tab. The data displayed on the Summary tab shows the status and
state throughout the migration. If errors occur during migration, the virtual machines revert to their original
states and locations.

Migrate a Virtual Machine to New Storage
Use migration with Storage vMotion to relocate the configuration file of a virtual machine and virtual disks
while the virtual machine is powered on.

You can change the virtual machine host during a migration with Storage vMotion.

Prerequisites

n Verify that your system satisfies the requirements for Storage vMotion. See “Storage vMotion
Requirements and Limitations,” on page 125.

n Required privilege: Resource.Migrate powered on virtual machine

Procedure

1 Right-click the virtual machine and select Migrate.

a To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

b Click the Related Objects tab and click Virtual Machines.

2 Click Change storage only and click Next.

3 Select the format for the virtual machine's disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
4 Select a virtual machine storage policy from the VM Storage Policy drop-down menu.

Storage policies specify storage requirements for applications that run on the virtual machine. You can
also select the default policy for Virtual SAN or Virtual Volumes datastores.
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5 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

Select a datastore and click Next.

Store all virtual machine files in the
same Storage DRS cluster.

a Select a Storage DRS cluster.
b (Optional) To not use Storage DRS with this virtual machine, select

Disable Storage DRS for this virtual machine and select a datastore
within the Storage DRS cluster.

c Click Next.

Store virtual machine configuration
files and disks in separate
locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

select Browse, and select a datastore or Storage DRS cluster.
c (Optional) If you selected a Storage DRS cluster and do not want to use

Storage DRS with this virtual machine, select Disable Storage DRS for
this virtual machine and select a datastore within the Storage DRS
cluster.

d Click Next.
 

6 Review the information on the Review Selections page and click Finish.

vCenter Server moves the virtual machine to the new storage location. Names of migrated virtual machine
files on the destination datastore match the inventory name of the virtual machine.

Event messages appear in the Events tab. The data displayed on the Summary tab shows the status and
state throughout the migration. If errors occur during migration, the virtual machines revert to their original
states and locations.

Place vMotion Traffic on the vMotion TCP/IP Stack of an ESXi Host
Use the vMotion TCP/IP stack to isolate traffic for vMotion and to assign a dedicated default gateway,
routing table, and DNS configuration for this traffic. To enable the vMotion TCP/IP stack, assign a new
VMkernel adapter to it.

By using a separate TCP/IP stack, you can handle vMotion and cold migration traffic according to the
topology of the network and as required for your organization:

n Route the traffic for migration of powered on or powered off virtual machines by using a default
gateway that is different from the gateway assigned to the default stack on the host.

By using a separate default gateway, you can use DHCP for IP address assignment to the VMkernel
adapters for migration in a flexible way.

n Assign a separate set of buffers and sockets.

n Avoid routing table conflicts that might otherwise appear when many features are using a common
TCP/IP stack.

n Isolate traffic to improve security.

Prerequisites

Verify that the host is running ESXi 6.0 or later

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Click Add host networking.
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4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 On the Select target device page, select the switch for the VMkernel adapter, and click Next.

Option Description

Select an existing network Use the physical adapter configuration of an existing distributed port
group to send data from the VMkernel adapter to the external network.

Select an existing standard switch Use the physical adapter configuration for the VMkernel adapter of an
existing standard switch.

New vSphere standard switch Assign a new physical adapter configuration for the VMkernel adapter on
a new standard switch.

 
6 On the Port properties page, select vMotion from the TCP/IP stack drop-down menu.

The vMotion traffic becomes the only enabled service. You cannot use this VMkernel adapter for traffic
types other than vMotion.

7 Set the label, VLAN ID, and IP mode of the VMkernel adapter, and click Next.

8 (Optional) On the IPv4 settings page, select an option for obtaining IP addresses.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.

 
9 (Optional) On the IPv6 settings page, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
10 Review your setting selections in the Ready to complete page and click Finish.

After you create a VMkernel adapter on the vMotion TCP/IP stack, you can use only this stack for vMotion
on this host. The VMkernel adapters on the default TCP/IP stack are disabled for the vMotion service. If a
live migration uses the default TCP/IP stack while you are configuring VMkernel adapters with the vMotion
TCP/IP stack, the migration completes successfully. However, the involved VMkernel adapters on the
default TCP/IP stack are disabled for future vMotion sessions.

What to do next

Assign a default gateway, and configure the DNS settings, congestion control, and maximum number of
connections for the vMotion TCP/IP stack.
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Place Traffic for Cold Migration, Cloning, and Snapshosts on the
Provisioning TCP/IP Stack

Use the provisioning TCP/IP stack to isolate traffic for cold migration, VM clones, and snapshosts, and to
assign a dedicated default gateway, routing table, and DNS configuration for this traffic. To enable the
Provisioning TCP/IP stack, assign it a new VMkernel adapter.

By using a separate TCP/IP stack, you can handle vMotion and cold migration traffic according to the
topology of the network and as required for your organization:

n Route the traffic for migration of powered on or powered off virtual machines by using a default
gateway that is different from the gateway assigned to the default stack on the host.

By using a separate default gateway, you can use DHCP for IP address assignment to the VMkernel
adapters for migration in a flexible way.

n Assign a separate set of buffers and sockets.

n Avoid routing table conflicts that might otherwise appear when many features are using a common
TCP/IP stack.

n Isolate traffic to improve security.

Prerequisites

Verify that the host is running ESXi 6.0 or later

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Click Add host networking.

4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 On the Select target device page, select the switch for the VMkernel adapter, and click Next.

Option Description

Select an existing network Use the physical adapter configuration of an existing distributed port
group to send data from the VMkernel adapter to the external network.

Select an existing standard switch Use the physical adapter configuration for the VMkernel adapter of an
existing standard switch.

New vSphere standard switch Assign a new physical adapter configuration for the VMkernel adapter on
a new standard switch.

 
6 On the Port properties page, select Provisioning from the TCP/IP stack drop-down menu.

The provisioning traffic becomes the only enabled service. You cannot use this VMkernel adapter for
traffic types other than provisioning.

7 Set the label, VLAN ID, and IP mode of the VMkernel adapter, and click Next.
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8 (Optional) On the IPv4 settings page, select an option for obtaining IP addresses.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.

 
9 (Optional) On the IPv6 settings page, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
10 Review your setting selections in the Ready to complete page and click Finish.

After you create a VMkernel adapter on the provisioning TCP/IP stack, you can use only this stack for cold
migration, cloning, and snapshots on this host. The VMkernel adapters on the default TCP/IP stack are
disabled for the provisioning service. If a live migration uses the default TCP/IP stack while you configure
VMkernel adapters with the provisioning TCP/IP stack, the data transfer completes successfully. However,
the involved VMkernel adapters on the default TCP/IP stack are disabled for future cold migration, cross-
host cloning, and snapshot sessions.

Limits on Simultaneous Migrations
vCenter Server places limits on the number of simultaneous virtual machine migration and provisioning
operations that can occur on each host, network, and datastore.

Each operation, such as a migration with vMotion or cloning a virtual machine, is assigned a resource cost.
Each host, datastore, or network resource, has a maximum cost that it can support at any one time. Any new
migration or provisioning operation that causes a resource to exceed its maximum cost does not proceed
immediately, but is queued until other operations complete and release resources. Each of the network,
datastore, and host limits must be satisfied for the operation to proceed.

vMotion without shared storage, migrating virtual machines to a different host and datastore
simultaneously, is a combination of vMotion and Storage vMotion. This migration inherits the network,
host, and datastore costs associated with those operations. vMotion without shared storage is equivalent to
a Storage vMotion with a network cost of 1.

Network Limits
Network limits apply only to migrations with vMotion. Network limits depend on the version of ESXi and
the network type. All migrations with vMotion have a network resource cost of 1.

Table 12‑1.  Network Limits for Migration with vMotion

Operation ESXi Version Network Type Maximum Cost

vMotion 5.0, 5.1, 5.5 1GigE 4

vMotion 5.0, 5.1, 5.5 10GigE 8
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Datastore Limits
Datastore limits apply to migrations with vMotion and with Storage vMotion. A migration with vMotion
has a resource cost of 1 against the shared virtual machine's datastore. A migration with Storage vMotion
has a resource cost of 1 against the source datastore and 1 against the destination datastore.

Table 12‑2.  Datastore Limits and Resource Costs for vMotion and Storage vMotion

Operation ESXi Version Maximum Cost Per Datastore
Datastore Resource
Cost

vMotion 5.0, 5.1, 5.5 128 1

Storage vMotion 5.0, 5.1, 5.5 128 16

Host Limits
Host limits apply to migrations with vMotion, Storage vMotion, and other provisioning operations such as
cloning, deployment, and cold migration. All hosts have a maximum cost per host of 8. For example, on an
ESXi 5.0 host, you can perform 2 Storage vMotion operations, or 1 Storage vMotion and 4 vMotion
operations.

Table 12‑3.  Host Migration Limits and Resource Costs for vMotion, Storage vMotion, and Provisioning
Operations

Operation ESXi Version
Derived Limit Per
Host Host Resource Cost

vMotion 5.0, 5.1, 5.5 8 1

Storage vMotion 5.0, 5.1, 5.5 2 4

vMotion Without Shared
Storage

5.1, 5.5 2 4

Other provisioning
operations

5.0, 5.1, 5.5 8 1

About Migration Compatibility Checks
During migration, the Migrate Virtual Machine wizard checks the destination host for compatibility with
the migrating virtual machine using a number of criteria.

When you select a host or a cluster, the Compatibility panel at the bottom of the Migrate Virtual Machine
wizard displays information about the compatibility of the selected host or cluster with the virtual
machine’s configuration.

Compatibility Check Results
If the virtual machine is compatible, the panel displays the message Compatibility checks succeeded. If the
virtual machine is not compatible with either the host’s or cluster’s configured networks or datastores, the
compatibility window might display both warnings and errors:

n Warning messages do not disable migration. Often the migration is justified and you can continue with
the migration despite the warnings.

n Errors might disable migration if no error-free destination hosts are available among the selected
destination hosts. In this case, if you click Next, the wizard displays the compatibility errors again, and
you cannot proceed to the next step.
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Compatibility Checks During Migration Setup
When you attempt to move only the compute resource, the Migrate Virtual Machine wizard examines the
source and destination hosts, the target resource pool, the datastore, and the network. When you attempt to
move only the storage, the wizard checks the compatibility of the same objects except for the network.

When you move compute resources and storage together, the Migrate Virtual Machine wizard runs fewer
compatibility checks. For example, if you move the compute resource, you select the target host or cluster
under a vCenter Server instance. The wizard performs all necessary validation only against the selected
host, and does not check the datastores available on the destination host. When you attempt to move the
virtual machine to a cluster, the Migrate Virtual Machine wizard examines the compatibility against the host
recommendation from vSphere DRS. The wizard directly validates the compatibility of the target datastore
when you select it later.

Another compatibility check is whether vMotion is enabled on the source and target hosts.

Compatibility Checks for Virtual Hardware
Effects of a specific host CPU feature on compatibility are dependent on whether ESXi exposes or hides
them from virtual machines.

n Features that are exposed to virtual machines are not compatible when they are do not match on the
source and target hosts.

n Features that are not exposed to virtual machines are considered as compatible regardless of whether
they match on the hosts.

Specific items of virtual machine hardware can also cause compatibility problems. For example, a virtual
machine using an Enhanced VMXNET virtual NIC cannot be migrated to a host running a version of ESXi
that does not support Enhanced VMXNET.
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Automating Management Tasks by
Using vRealize Orchestrator 13

VMware™ vRealize Orchestrator is a development- and process-automation platform that provides a
library of extensible workflows. By using the workflow library you can create and run automated,
configurable processes to manage the vSphere infrastructure as well as other VMware and third-party
technologies.

Orchestrator exposes every operation in the vCenter Server API and so that you can integrate all of these
operations into your own automated processes.

To run and schedule workflows on the objects in your vSphere infrastructure by using the
vSphere Web Client, make sure that you configure the Orchestrator server to work with the same Single
Sign-On instance to which both the vCenter Server and vSphere Web Client point. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring vRealize Orchestrator.

This chapter includes the following topics:

n “Concepts of Workflows,” on page 145

n “Performing Administration Tasks on the vSphere Objects,” on page 146

n “Configure the Default vRealize Orchestrator,” on page 147

n “Managing Associations of Workflows with vSphere Inventory Objects,” on page 147

n “Managing Workflows,” on page 150

n “Workflows for Managing Inventory Objects,” on page 156

Concepts of Workflows
A workflow is a series of actions and decisions that you run sequentially. Orchestrator provides a library of
workflows that perform common management tasks according to best practices.

Basics of Workflows
Workflows consist of a schema, attributes, and parameters. The workflow schema is the main component of
a workflow as it defines all the workflow elements and the logical connections between them. The workflow
attributes and parameters are the variables that workflows use to transfer data. Orchestrator saves a
workflow token every time a workflow runs, recording the details of that specific run of the workflow. This
token contains all parameters related to the running of the workflow. For example, if you run a workflow
three times, three workflow tokens are created.
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The vSphere Web Client allows you run and schedule workflows on selected objects from your vSphere
inventory. You cannot create, delete, edit and manage workflows in the vSphere Web Client. You develop
and manage workflows in the Orchestrator client. For more information about the Orchestrator client, see
Using the VMware vRealize Orchestrator Client. For information about developing workflows, see Developing
with VMware vRealize Orchestrator.

Input Workflow Parameters
Most workflows require a certain set of input parameters to run. An input parameter is an argument that the
workflow processes when it starts. The user, an application, or another workflow or an action passes input
parameters to a workflow, for the workflow to process when it starts.

For example, if a workflow resets a virtual machine, the workflow requires as an input parameter the name
of the virtual machine to reset.

Output Workflow Parameters
Workflow's output parameters represent the result from the workflow run. Output parameters can change
when a workflow or a workflow element runs. While they run, workflows can receive the output
parameters of other workflows as input parameters.

For example, if a workflow creates a snapshot of a virtual machine, the output parameter for the workflow
is the resulting snapshot.

Workflow Presentation
When you start a workflow in the vSphere Web Client, the client loads the workflow presentation. You
provide the input parameters of the workflow in the workflow presentation.

User Interaction
Some workflows require interactions from users during their run and suspend either until the user provides
the required information or until the workflow times out.

Performing Administration Tasks on the vSphere Objects
By using the Orchestrator view in the vSphere Web Client you can perform your administration tasks such
as running and scheduling workflows, and viewing the list of available workflows.

From the Orchestrator view in the vSphere Web Client, you can perform the following tasks:

n Select a default Orchestrator server.

n Manage workflows. Managing workflows includes the following tasks:

n Associating workflows with selected vSphere inventory objects such as virtual machines, ESXi
hosts, clusters, resource pools, and folders.

n Exporting and importing current associations of workflows with vSphere inventory objects for
backup purposes or to import them in another vSphere Web Client instance.

n Editing associations of workflows with vSphere inventory objects such as virtual machines, ESXi
hosts, clusters, resource pools, folders, and so on.

n Viewing information about workflow runs, as well as about workflows waiting for user interaction.

n Running and scheduling workflows on vSphere objects.

To run workflows on selected vSphere inventory objects, you must select a default Orchestrator server. You
should also associate the workflows of the default Orchestrator server with vSphere inventory objects that
you want to manage.
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Configure the Default vRealize Orchestrator
If you have configured more than one Orchestrator server to work with a vCenter Server instance that is
connected with your vSphere Web Client, you must configure the default Orchestrator server to use with
the vCenter Server instance.

You cannot run workflows on the objects in a vCenter Server instance if it is not added as a vCenter Server
host to the Orchestrator server.

Prerequisites

Log in as a member of the Administrators group to be able to configure the default Orchestrator server.

Procedure

1 Log in to the vSphere Web Client.

2 In the object navigator, click vRealize Orchestrator.

3 In the Manage tab, click the Servers subtab.

A table appears that lists the available vCenter Server instances. Each row of the table contains a
vCenter Server and the Orchestrator server that manages it.

4 Right-click a row of the table with the available vCenter Server instances and select Edit configuration.

5 In the Edit vRealize Orchestrator connections dialog box, select the default Orchestrator server to
manage your vCenter Server instance.

n Select the Fixed IP/host name check box and type the IP address of the Orchestrator server.

n Select the Registered as VC extension check box and from the drop-down menu, select the URL
address of the Orchestrator server.

6 Click OK.

You successfully configured a default vRealize Orchestrator server in the vSphere Web Client.

Managing Associations of Workflows with vSphere Inventory Objects
If you want to see more workflows displayed in the pop-up menu when you right-click a vSphere inventory
object, and run these workflows on more object types, you can associate workflows with the different
vSphere object types.

You can add and edit associations, as well as export and import XML files containing the associations of
workflows with vSphere objects.

Workflows associated with inventory object types are listed in the pop-up menu that appears when you
right-click the inventory objects and in the Actions menu.

Only users from the Orchestrator Administrator group have the rights to manage the associations of
workflows with vSphere inventory objects.

Associate Workflows with vSphere Inventory Object Types
You can associate workflows with a vSphere object type to run the workflows directly on the inventory
objects of that type.

Workflows associated with inventory object types are listed in the pop-up menu that appears when you
right-click an inventory object, and in the Actions menu.
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Prerequisites

n Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter
Server extension when you specify a user (by providing the user name and password), who has the
privileges to manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

n Log in as a member of the Administrators group to be able to configure the default Orchestrator server.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click the Manage tab.

3 Click the Context Actions subtab.

4
Click the Add icon  to add a new workflow.

5 Select the Orchestrator server from the vRO Servers tree, and navigate through the workflow library to
find the workflow to add.

6 Click Add.

The workflow appears in the list of selected workflows on the right.

7 (Optional) Enable multi-selection.

Multi-selection allows you to select multiple vSphere objects of the same type when you run the
workflow.

8 Under Available types, select the vSphere object types with which you want to associate the workflow.

9 Click OK.

Edit the Associations of Workflows with vSphere Objects
You can associate a workflow with different objects from the vSphere inventory and also edit the
associations of workflows with the objects from the vSphere inventory.

Prerequisites

n Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter
Server extension when you specify a user (by providing the user name and password), who has the
privileges to manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

n Log in as a member of the Administrators group to be able to configure the default Orchestrator server.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click the Manage tab.

3 Click the Context Actions subtab.

4 Right-click the workflow to edit and select Edit.

5 Change the association properties.

6 Click OK.
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Export the Associations of Workflows with vSphere Objects
You can transfer the associations of workflows with objects in the vSphere inventory from one
vSphere Web Client to another by using an XML file.

Prerequisites

n Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter
Server extension when you specify a user (by providing the user name and password), who has the
privileges to manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

n Log in as a member of the Administrators group to be able to configure the default Orchestrator server.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click the Manage tab.

3 Click the Context Actions subtab.

4
Click the Export icon .

5 Select a location where you want to save the XML file, and click Save.

Import the Association of Workflows with vSphere Objects
You can import an XML file that contains the association of workflows with objects in the vSphere
inventory.

Prerequisites

n Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter
Server extension when you specify a user (by providing the user name and password), who has the
privileges to manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

n Log in as a member of the Administrators group to be able to configure the default Orchestrator server.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click the Manage tab.

3 Click the Context Actions subtab.

4
Click the Import icon .

5 Browse to select the XML file to import and click Open.

Orchestrator compares the two associated workflow sets and imports the missing workflow associations.
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Managing Workflows
You can view different information about Orchestrator workflows, run and schedule workflows and
manage them by using the vSphere Web Client.

You can perform some management tasks on the Orchestrator workflows from the vRealize Orchestrator
view in the vSphere Web Client. You can also perform some of the tasks by right-clicking a vSphere
inventory object and selecting All vRealize Orchestrator plugin Actions.

Workflow management tasks include:

n Running workflows on vSphere inventory objects, such as virtual machines, ESXi hosts, clusters,
resource pools, and folders.

n Viewing information about workflow runs.

n Viewing information about workflows waiting for user interaction.

n Searching for a specific workflow from the list of available workflows.

n Scheduling workflows.

Run Workflows on vSphere Inventory Objects
You can automate management tasks in vSphere by running Orchestrator workflows directly on objects
from the vSphere inventory.

Prerequisites

n Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure
that Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter
Server extension when you specify a user (by providing the user name and password), who has the
privileges to manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

n Verify that you have workflows associated with the vSphere inventory objects. See “Associate
Workflows with vSphere Inventory Object Types,” on page 147.

Procedure

1 Click vCenter.

2 Under Inventory Lists, click an inventory category.

3 Right-click the object that you want to run the workflow on, and navigate to All vRealize Orchestrator
plugin Actions.

All available workflows that you can run on the selected inventory object are listed.

4 Click the workflow that you want to run.

5 Provide the required workflow parameters.

6 (Optional) Schedule the workflow to run at a specified time.

a In the Task name text box, type the name of the scheduled task.

b (Optional) In the Description text box, type a description of the scheduled task.

c Schedule the date and time of the workflow run.

d Specify the recurrence options.

7 Click Finish.
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View Information About Workflow Runs
You can view information about the workflow runs for each connected Orchestrator server. The available
information includes the workflow name, start and end date, state of the workflow, and user who started
the workflow.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click vRO Servers.

A list of the available vRealize Orchestrator servers appears.

3 Click a vRealize Orchestrator server, and click the Monitor tab.

The list of workflow runs appears.

What to do next

You can review the list of workflow runs, cancel a running workflow, or respond to a workflow that
requires interaction.

View Information About the Runs of a Specific Workflow
You can view information about the runs of a single workflow such as start and end date, state of the
workflow, and user who has started the workflow.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Under Inventory Lists, click Workflows.

A list of the available workflows appears.

3 Click the name of a workflow, and click the Monitor tab.

A list of workflow runs appears.

What to do next

You can review the list of workflow runs, cancel a running workflow, or respond to a workflow that
requires interaction.
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View Workflows that Are Waiting for User Interaction
You can view the workflows that are waiting for a user interaction.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Under Inventory lists, click Waiting for interaction.

A list of workflows that are waiting for a user interaction appears.

What to do next

You can provide values for the required parameters of workflows that are waiting for a user interaction.

Searching for Workflows
You can browse for workflows in the inventory of the Orchestrator server or filter the available workflows
by a search keyword to find a particular workflow.

Browse the Inventory of the Orchestrator Server
You can view the available workflows in the inventory of each connected Orchestrator server. You can
search for a particular type of workflow by browsing the workflow categories.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click vRO Servers.

A list of the available vRealize Orchestrator servers appears.

3 Double-click a vRealize Orchestrator server.

4 Click Categories.

5 Double-click Library.

NOTE   Library is the default main workflow category. An Orchestrator server can have additional
custom workflow categories.
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6 Click Categories.

A list of available workflow categories appears.

7 Double-click a workflow category to browse the available workflows and its subcategories.

Find a Workflow
If you have a large number of workflows, you can filter them by a search keyword to find a specific
workflow.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click Workflows.

3 In the Filter text box, type a search term or the name of the workflow that you are searching for.

A list displays the workflows that contain the search term in the workflow name or description.

Scheduling Workflows
You can create tasks to schedule workflows, edit scheduled tasks, suspend scheduled tasks, and resume
suspended scheduled tasks.

Schedule a Workflow
You can schedule a workflow to run at a specified time. You can also set the recurrence for a scheduled
workflow.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Under Inventory Lists click Workflows.

3 Right-click the workflow that you want to schedule and select Schedule a workflow.

4 Provide the required workflow parameters.

5 Click Start/Schedule.

6 In the Task name text box, type the name of the scheduled task.

7 (Optional) In the Description text box, type a description of the scheduled task.
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8 Schedule the date and time of the workflow run.

9 Specify the recurrence options.

10 Click Finish.

Edit the Schedule of a Workflow
You can modify the schedule of a workflow and set it to run at an earlier or later time.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click Scheduled workflows.

A list of the scheduled workflows appears.

3 Right-click the workflow whose schedule you want to edit and select Edit.

4 In the Task name text box, type the new name of the scheduled task.

5 (Optional) In the Description text box, type a description of the scheduled task.

6 Edit the scheduled date and time of the workflow run.

7 Specify the recurrence options.

8 Click Finish.

Run a Scheduled Workflow
You can manually run a scheduled workflow before it runs automatically.

When you run a workflow manually, the schedule is not affected. After the manual run, the workflow runs
again at the scheduled time.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click Scheduled workflows.

A list of the scheduled workflows appears.

3 Click Scheduled workflows.

4 Right-click the workflow that you want to run and select Run now.
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What to do next

You can view information about the workflow run in the Recent Tasks pane or in the Orchestrator server
menu. See “View Information About Workflow Runs,” on page 151.

Suspend a Scheduled Task
You can suspend a scheduled workflow run. You can also resume suspended scheduled tasks.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click Scheduled workflows.

A list of the scheduled workflows appears.

3 Right-click a workflow and select Suspend.

The workflow schedule is suspended.

The state of the scheduled task changes to Suspended.

Resume a Suspended Scheduled Task
You can resume a scheduled task that has been suspended.

Prerequisites

Verify that you have configured at least one Orchestrator server to work with the same Single Sign-On
instance to which both the vCenter Server and vSphere Web Client are pointing. You must also ensure that
Orchestrator is registered as a vCenter Server extension. You register Orchestrator as a vCenter Server
extension when you specify a user (by providing the user name and password), who has the privileges to
manage vCenter Server extensions. For more information, see Installing and Configuring
VMware vRealize Orchestrator.

Procedure

1 In the object navigator, click vRealize Orchestrator.

2 Click Scheduled workflows.

A list of the scheduled workflows appears.

3 Right-click a workflow and select Resume.

The workflow schedule is resumed from suspension.

The state of the scheduled task changes to Pending.
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Workflows for Managing Inventory Objects
The default workflows for managing vSphere inventory objects are the workflows included in the vCenter
Server 5.5 plug-in workflow library. The vCenter Server 5.5 plug-in workflow library contains workflows
that you can use to run automated processes related to the vCenter Server and host management.

To access workflows in the vSphere Web Client, make sure that you configure at least one running
Orchestrator server to work with the same Single Sign-On instance to which both vCenter Server and
vSphere Web Client are pointing. You must also ensure that Orchestrator is registered as a vCenter Server
extension. You register Orchestrator as a vCenter Server extension when you specify a user (by providing
the user name and password), who has the privileges to manage vCenter Server extensions. For more
information, see Installing and Configuring VMware vRealize Orchestrator.

The common workflow to access the available workflows is the following:

1 Configure the Orchestrator server with the same Single Sign-On insance to which both vCenter Server
and vSphere Web Client point.

2 Ensure that Orchestrator is registered as a vCenter Server extension.

3 In the vSphere Web Client, configure the default Orchestrator server to use.

For instructions about configuring the default Orchestrator server, see “Configure the Default vRealize
Orchestrator,” on page 147.

4 (Optional) To see more workflows when you right-click an object from your vSphere inventory, you can
associate workflows with different object types.

For instructions, see “Associate Workflows with vSphere Inventory Object Types,” on page 147.

5 Right-click a vSphere inventory object, such as a virtual machine, host, cluster, folder, datastore,
resource pool, and so on, and select All vRealize Orchestrator plugin Actions.

NOTE   Only a predefined set of vCenter Server workflows are available by default in the pop-up menu. You
can associate additional workflows with each vSphere object. See “Associate Workflows with vSphere
Inventory Object Types,” on page 147.

Cluster and Compute Resource Workflows
With cluster and compute resource workflows, you can create, rename or delete a cluster, and enable or
disable high availability on a cluster.

Add DRS virtual
machine group to
cluster

Adds a DRS virtual machine group to a cluster.

Add virtual machines to
DRS group

Adds a virtual machine list to an existing DRS virtual machine group.

Create cluster Creates a new cluster in a host folder.

Delete cluster Deletes a cluster.

Disable DRS on cluster Disables DRS on a cluster.

Disable HA on cluster Disables high availability on a cluster.

Disable vCloud
Distributed Storage on
cluster

Disables vCloud Distributed Storage on a cluster.
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Enable DRS on cluster Enables DRS on a cluster.

Enable HA on cluster Enables high availability on a cluster.

Enable vCloud
Distributed Storage on
cluster

Enables vCloud Distributed Storage on a cluster.

Remove virtual machine
DRS group from cluster

Removes a DRS virtual machine group from a cluster.

Remove virtual
machines from DRS
group

Removes virtual machines from a cluster DRS group.

Rename cluster Renames a cluster.

Guest Operation Files Workflows
With guest operation files workflows, you can manage files in a guest operating system.

Check for directory in
guest

Verifies that a directory exists in a guest virtual machine.

Check for file in guest Verifies that a file exists in a guest virtual machine.

Copy file from guest to
Orchestrator

Copies a specified file from a guest file system to an Orchestrator server.

Copy file from
Orchestrator to guest

Copies a specified file from an Orchestrator server to a guest file system.

Create directory in
guest

Creates a directory in a guest virtual machine.

Create temporary
directory in guest

Creates a temporary directory in a guest virtual machine.

Create temporary file in
guest

Creates a temporary file in a guest virtual machine.

Delete directory in
guest

Deletes a directory from a guest virtual machine.

Delete file in guest Deletes a file from a guest virtual machine.

List path in guest Shows a path in a guest virtual machine.

Move directory in guest Moves a directory in a guest virtual machine.

Move file in guest Moves a file in a guest virtual machine.

Guest Operation Processes Workflows
With guest operation processes workflows, you can get information and control the running processes in a
guest operating system.

Get environment
variables from guest

Returns a list with environmental variables from a guest. An interactive
session returns the variables of the user who is currently logged in.

Get processes from
guest

Returns a list with the processes running in the guest operating system and
the recently completed processes started by the API.
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Run program in guest Starts a program in a guest operating system.

Kill process in guest Treminates a process in a guest operating system.

Custom Attributes Workflows
With custom attributes workflows, you can add custom attributes to virtual machines or get a custom
attribute for a virtual machine.

Add custom attribute to
a virtual machine

Adds a custom attribute to a virtual machine.

Add custom attribute to
multiple virtual
machines

Adds a custom attribute to a selection of virtual machines.

Get custom attribute Gets a custom attribute for a virtual machine in vCenter Server.

Data Center Workflows
With data center workflows, you can create, delete, reload, rename, or rescan a data center.

Create datacenter Creates a new data center in a data center folder.

Delete datacenter Deletes a data center.

Reload datacenter Forces vCenter Server to reload data from a data center.

Rename datacenter Renames a data center and waits for the task to complete.

Rescan datacenter
HBAs

Scans the hosts in a data center and initiates a rescan on the host bus
adapters to discover new storage.

Datastore and Files Workflows
With datastore and files workflows, you can delete a list of files, find unused files in a datastore, and so on.

Delete all files Deletes a list of files.

Delete all unused
datastore files

Searches all datastores in the vCenter Server environment and deletes all
unused files.

Export unused
datastore files

Searches all datastores and creates an XML descriptor file that lists all
unused files.

Find unused files in
datastores

Searches the vCenter Server environment for all unused disks (*.vmdk),
virtual machines (*.vmx), and template (*.vmtx) files that are not associated
with any vCenter Server instances registered with Orchestrator.

Get all configuration,
template, and disk files
from virtual machines

Creates a list of all virtual machine descriptor files and a list of all virtual
machine disk files, for all datastores.

Log all datastore files Creates a log for every virtual machine configuration file and every virtual
machine file found in all datastores.
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Log unused datastore
files

Searches the vCenter Server environment for unused files that are registered
on virtual machines and exports a log of the files in a text file.

Upload file to datastore Uploads a file to an existing folder on a specific datastore. The uploaded file
will overwrite any existing file with the same name in the same destination
folder.

Data Center Folder Management Workflows
With data center folder management workflows, you can create, delete, or rename a data center folder.

Create datacenter folder Creates a data center folder.

Delete datacenter folder Deletes a data center folder and waits for the task to complete.

Rename datacenter
folder

Renames a data center folder and waits for the task to complete.

Host Folder Management Workflows
With host folder management workflows, you can create, delete, or rename a host folder.

Create host folder Creates a host folder.

Delete host folder Deletes a host folder and waits for the task to complete.

Rename host folder Renames a host folder and waits for the task to complete.

Virtual Machine Folder Management Workflows
With virtual machine folder management workflows, you can create, delete, or rename a virtual machine
folder.

Create virtual machine
folder

Creates a virtual machine folder.

Delete virtual machine
folder

Deletes a virtual machine folder and waits for the task to complete.

Rename virtual machine
folder

Renames a virtual machine folder and waits for the task to complete.

Basic Host Management Workflows
With basic host management workflows, you can put a host into maintenance mode, make a host exit
maintenance mode, move a host to a folder or a cluster, and reload data from a host.

Enter maintenance
mode

Puts the host into maintenance mode. You can cancel the task.

Exit maintenance mode Exits maintenance mode. You can cancel the task.

Move host to cluster Moves an existing host into a cluster. The host must be part of the same data
center, and if the host is part of a cluster, the host must be in maintenance
mode.
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Move host to folder Moves a host into a folder as a standalone host. The host must be part of a
ClusterComputeResource in the same data center and the host must be in
maintenance mode.

Reload host Forces vCenter Server to reload data from a host.

Host Power Management Workflows
With host power management workflows you can reboot or shut down a host.

Reboot host Reboots a host. If the Orchestrator client is connected directly to the host, it
does not receive an indication of success in the returned task, but rather loses
the connection to the host if the operation succeeds.

Shut down host Shuts down a host. If the Orchestrator client is connected directly to the host,
it does not receive an indication of success in the returned task, but rather
loses the connection to the host if the operation succeeds.

Host Registration Management Workflows
With host registration management workflows, you can add a host to a cluster, disconnect or reconnect a
host from a cluster, and so on.

Add host to cluster Adds a host to the cluster. This workflow fails if it cannot authenticate the
SSL certificate of the host.

Add standalone host Registers a host as a standalone host.

Disconnect host Disconnects a host from vCenter Server.

Reconnect host Reconnects a disconnected host by providing only the host information.

Reconnect host with all
information

Reconnects a disconnected host by providing all information about the host.

Remove host Removes a host and unregisters it from vCenter Server. If the host is part of a
cluster, you must put it in maintenance mode before attempting to remove it.

Networking Workflows
With networking workflows you can add a port group to distributed virtual switch, create a distributed
virtual switch with a port group, and so on.

Add port group to
distributed virtual
switch

Adds a new distributed virtual port group to a specified distributed virtual
switch.

Attach host system to
distributed virtual
switch

Adds a host to a distributed virtual switch.

Create distributed
virtual switch with port
group

Creates a new distributed virtual switch with a distributed virtual port
group.
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Distributed Virtual Port Group Workflows
With distributed virtual port group workflows you can update or delete a port group, and reconfigure the
port group.

Connect virtual machine
NIC number to
distributed virtual port
group

Reconfigures the network connection of the specified virtual machine NIC
number to connect to the specified distributed virtual port group. If no NIC
number is specified, the number zero is used.

Delete distributed
virtual port group

Deletes a specified distributed virtual port group.

Set teaming options Provides an interface to manage the teaming options for a distributed virtual
port group.

Update distributed
virtual port group

Updates the configuration of a specified distributed virtual port group.

Distributed Virtual Switch Workflows
With distributed virtual switch workflows, you can create, update or delete a distributed virtual switch, and
create, delete, or update a private VLAN.

Create distributed
virtual switch

Creates a distributed virtual switch in the specified network folder with a
name and uplink port names that you specify. You must specify at least one
uplink port name.

Create private VLAN Creates a VLAN on the specified distributed virtual switch.

Delete distributed
virtual switch

Deletes a distributed virtual switch and all associated elements.

Delete private VLAN Deletes a VLAN from a specified distributed virtual switch. If a secondary
VLAN exists, you should first delete the secondary VLAN.

Update distributed
virtual switch

Updates the properties of a distributed virtual switch.

Update private VLAN Updates a VLAN on the specified distributed virtual switch.

Standard Virtual Switch Workflows
With standard virtual switch workflows you can create, update, or delete a standard virtual switch, and
create, delete, or update port groups in standard virtual switches.

Add port group in
standard virtual switch

Adds a port group in a standard virtual switch.

Create standard virtual
switch

Creates a standard virtual switch.

Delete port group from
standard virtual switch

Deletes a port group from a standard virtual switch.

Delete standard virtual
switch

Deletes a standard virtual switch from a host's network configuration.
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Retrieve all standard
virtual switches

Retrieves all standard virtual switches from a host.

Update port group in
standard virtual switch

Updates the properties of a port group in a standard virtual switch.

Update standard virtual
switch

Updates the properties of a standard virtual switch.

Update VNIC for port
group in standard
virtual switch

Updates a VNIC associated with a port group in a standard virtual switch.

Resource Pool Workflows
With resource pool workflows you can create, rename, reconfigure or delete a resource pool, and get
resource pool information.

Create resource pool Creates a resource pool with the default CPU and memory allocation values.
To create a resource pool in a cluster, the cluster must have VMware DRS
enabled.

Create resource pool
with specified values

Creates a resource pool with CPU and memory allocation values that you
specify. To create a resource pool in a cluster, the cluster must have VMware
DRS enabled.

Delete resource pool Deletes a resource pool and waits for the task to complete.

Get resource pool
information

Returns CPU and memory information about a given resource pool.

Reconfigure resource
pool

Reconfigures CPU and memory allocation configuration for a given resource
pool.

Rename resource pool Renames a resource pool and waits for the task to complete.

Storage Workflows
With storage workflows you can perform storage-related operations.

Add datastore on
iSCSI/FC/local SCSI

Creates a datastore on a Fibre Channel, iSCSI or local SCSI disk. Only disks
that are not currently in use by an existing VMFS are applicable to new
datastore creation. The new datastore allocates the maximum available space
of the specified disk.

Add datastore on NFS Adds a datastore on an NFS server.

Add iSCSI target Adds iSCSI targets to a vCenter Server host. The targets can be of the type
Send or Static.

Create VMFS for all
available disks

Creates a VMFS volume for all available disks of a specified host.

Delete datastore Deletes datastores from a vCenter Server host.

Delete iSCSI target Deletes already configured iSCSI targets. The targets can be of type Send or
Static.

Disable iSCSI adapter Disables the software iSCSI adapter of a specified host.
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Display all datastores
and disks

Displays the existing datastores and available disks on a specified host.

Enable iSCSI adapter Enables an iSCSI adapter.

List all storage adapters Lists all storage adapters of a specified host.

Storage DRS Workflows
With storage DRS workflows you perform storage-related operations, such as creating and configuring a
datastore cluster, removing a datastore from cluster, adding storage to a cluster, and so on.

Add datastore to cluster Adds datastores to a datastore cluster. Datastores must be able to connect to
all hosts to be included in the datastore cluster. Datastores must have the
same connection type to reside within a datastore cluster.

Change Storage DRS
per virtual machine
configuration

Sets Storage DRS settings for each virtual machine.

Configure datastore
cluster

Configures datastore cluster setting values for automation and runtime rules.

Create simple datastore
cluster

Creates a simple datastore cluster with default configuration. The new
datastore cluster contains no datastores.

Create Storage DRS
scheduled task

Creates a scheduled task for reconfiguring a datastore cluster. Only
automation and runtime rules can be set.

Create virtual machine
anti-affinity rule

Creates an anti-affinity rule to indicate that all virtual disks of certain virtual
machines must be kept on different datastores.

Create VMDK anti-
affinity rule

Creates a VMDK anti-affinity rule for a virtual machine that indicates which
of its virtual disks must be kept on different datastores. The rule applies to
the virtual disks of the selected virtual machine.

Remove datastore
cluster

Removes a datastore cluster. Removing a datastore cluster also removes all
of the settings and the alarms for the cluster from the vCenter Server system.

Remove datastore from
cluster

Removes a datastore from a datastore cluster and puts the datastore in a
datastore folder.

Remove Storage DRS
scheduled task

Removes a scheduled Storage DRS task.

Remove virtual machine
anti-affinity rule

Removes a virtual machine anti-affinity rule for a given datastore cluster.

Remove VMDK anti-
affinity rule

Removes a VMDK anti-affinity rule for a given datastore cluster.
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Basic Virtual Machine Management Workflows
With basic virtual machine management workflows you can perform basic operations on virtual machines,
for example, create, rename or delete a virtual machine, upgrade virtual hardware, and so on.

Create custom virtual
machine

Creates a virtual machine with the specified configuration options and
additional devices.

Create simple
dvPortGroup virtual
machine

Creates a simple virtual machine. The network used is a Distributed Virtual
Port Group.

Create simple virtual
machine

Creates a virtual machine with the most common devices and configuration
options.

Delete virtual machine Removes a virtual machine from the inventory and datastore.

Get virtual machines by
name

Returns a list of virtual machines from all registered vCenter Server instances
that match the provided expression.

Mark as template Converts an existing virtual machine to a template, not allowing it to start.
You can use templates to create virtual machines.

Mark as virtual machine Converts an existing template to a virtual machine, allowing it to start.

Move virtual machine to
folder

Moves a virtual machine to a specified virtual machine folder.

Move virtual machine to
resource pool

Moves a virtual machine to a resource pool. If the target resource pool is not
in the same cluster, you must use the migrate or relocate workflows.

Move virtual machines
to folder

Moves several virtual machines to a specified virtual machine folder.

Move virtual machines
to resource pool

Moves several virtual machines to a resource pool.

Register virtual machine Registers a virtual machine. The virtual machine files must be placed in an
existing datastore and must not be already registered.

Reload virtual machine Forces vCenter Server to reload a virtual machine.

Rename virtual machine Renames an existing virtual machine on the vCenter Server system or host
and not on the datastore.

Set virtual machine
performance

Changes performance settings such as shares, minimum and maximum
values, shaping for network, and disk access of a virtual machine.

Unregister virtual
machine

Removes an existing virtual machine from the inventory.

Upgrade virtual
machine hardware
(force if required)

Upgrades the virtual machine hardware to the latest revision that the host
supports. This workflow forces the upgrade to continue, even if VMware
Tools is out of date. If the VMware Tools is out of date, forcing the upgrade
to continue reverts the guest network settings to the default settings. To
avoid this situation, upgrade VMware Tools before running the workflow.
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Upgrade virtual
machine

Upgrades the virtual hardware to the latest revision that the host supports.
An input parameter allows a forced upgrade even if VMware Tools is out of
date.

Wait for task and
answer virtual machine
question

Waits for a vCenter Server task to complete or for the virtual machine to ask
a question. If the virtual machine requires an answer, accepts user input and
answers the question.

Clone Workflows
With clone workflows you can clone virtual machines with or without customizing the virtual machine
properties.

Clone virtual machine
from properties

Clones virtual machines by using properties as input parameters.

Clone virtual machine,
no customization

Clones a virtual machine without changing anything except the virtual
machine UUID.

Customize virtual
machine from
properties

Customizes a virtual machine by using properties as input parameters.

Linked Clone Workflows
With linked clone workflows, you can perform linked clone operations such as restoring a virtual machine
from a linked clone, creating a linked clone, and so on.

Restore virtual machine
from linked clone

Removes a virtual machine from a linked clone setup.

Set up virtual machine
for linked clone

Prepares a virtual machine to be link cloned.

Create a linked clone of
a Linux machine with
multiple NICs

Creates a linked clone of a Linux virtual machine, performs the guest
operating system customization, and configures up to four virtual network
cards.

Create a linked clone of
a Linux machine with a
single NIC

Creates a linked clone of a Linux virtual machine, performs the guest
operating system customization, and configures one virtual network card.

Create a linked clone of
a Windows machine
with multiple NICs and
credential

Creates a linked clone of a Windows virtual machine and performs the guest
operating system customization. Configures up to four virtual network cards
and a local administrator user account.

Create a linked clone of
a Windows machine
with a single NIC and
credential

Creates a linked clone of a Windows virtual machine and performs the guest
operating system customization. Configures one virtual network card and a
local administrator user account.

Create a linked clone
with no customization

Creates the specified number of linked clones of a virtual machine.
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Linux Customization Clone Workflows
With Linux customization workflows you can clone a Linux virtual machine and customize the guest
operating system.

Clone a Linux machine
with multiple NICs

Clones a Linux virtual machine, performs the guest operating system
customization, and configures up to four virtual network cards.

Clone a Linux machine
with a single NIC

Clones a Linux virtual machine, performs the guest operating system
customization, and configures one virtual network card.

Tools Clone Workflows
With tools clone workflows you can obtain customization information about the operating system of the
virtual machine, information needed to update a virtual device, and so on.

Get a virtual Ethernet
card to change the
network

Returns a new ethernet card to update a virtual device. Contains only the
device key of the given virtual device and the new network.

Get Linux customization Returns the Linux customization preparation.

Get multiple virtual
Ethernet card device
changes

Returns an array of VirtualDeviceConfigSpec objects for add and remove
operations on VirtualEthernetCard objects.

Get NIC setting map Returns the setting map for a virtual network card by using
VimAdapterMapping.

Get Windows
customization for
Sysprep with
credentials

Returns customization information about the Microsoft Sysprep process,
with credentials. Workflows for cloning Windows virtual machines use this
workflow.

Get Windows
customization for
Sysprep with
Unattended.txt

Returns customization information about the Microsoft Sysprep process by
using an Unattended.txt file. Workflows for cloning Windows virtual
machines use this workflow.

Get Windows
customization for
Sysprep

Returns customization information about the Microsoft Sysprep process.
Workflows for cloning Windows virtual machines use this workflow.

Windows Customization Clone Workflows
With Windows customization clone workflows you can clone Windows virtual machines and customize the
guest operating system.

Customize a Windows
machine with single NIC
and credential

Performs guest operating system customization, configures one virtual
network card and a local administrator user account on a Windows virtual
machine.

Clone a thin
provisioned Windows
machine with single NIC
and credential

Clones a Windows virtual machine performing the guest operating system
customization. Specifies virtual disk thin provisioning policy and configures
one virtual network card and a local administrator user account. Sysprep
tools must be available on the vCenter Server system.
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Clone a Windows
machine Sysprep with
single NIC and
credential

Clones a Windows virtual machine performing the guest operating system
customization. Configures one virtual network card and a local
administrator user account. Sysprep tools must be available on vCenter
Server.

Clone a Windows
machine with multiple
NICs and credential

Clones a Windows virtual machine performing the guest operating system
customization. Configures the local administrator user account and up to
four virtual network cards. Sysprep tools must be available on the vCenter
Server system.

Clone a Windows
machine with single NIC

Clones a Windows virtual machine performing the guest operating system
customization and configures one virtual network card. Sysprep tools must
be available on the vCenter Server system.

Clone a Windows
machine with single NIC
and credential

Clones a Windows virtual machine performing the guest operating system
customization. Configures one virtual network card and a local
administrator user account. Sysprep tools must be available on the vCenter
Server system.

Device Management Workflows
With device management workflows you can manage the devices that are connected to a virtual machine or
to a host datastore.

Add CD-ROM Adds a virtual CD-ROM to a virtual machine. If the virtual machine has no
IDE controller, the workflow creates one.

Add disk Adds a virtual disk to a virtual machine.

Change RAM Changes the amount of RAM of a virtual machine.

Convert disks to thin
provisioning

Converts thick-provisioned disks of virtual machines to thin-provisioned
disks.

Convert independent
disks

Converts all independent virtual machine disks to normal disks by removing
the independent flag from the disks.

Disconnect all
detachable devices
from a running virtual
machine

Disconnects floppy disks, CD-ROM drives, parallel ports, and serial ports
from a running virtual machine.

Mount CD-ROM Mounts the CD-ROM of a virtual machine. If the virtual machine has no IDE
controller and/or CD-ROM drive, the workflow creates them.

Mount floppy disk drive Mounts a floppy disk drive FLP file from the ESX datastore.

Move and Migrate Workflows
With move and migrate workflows, you can migrate virtual machines.

Mass migrate virtual
machines with storage
vMotion

Uses Storage vMotion to migrate a single virtual machine, a selection of
virtual machines, or all available virtual machines.

Mass migrate virtual
machines with vMotion

Uses vMotion, Storage vMotion, or both vMotion and Storage vMotion to
migrate a single virtual machine, a selection of virtual machines, or all
available virtual machines.
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Migrate virtual machine
with vMotion

Migrates a virtual machine from one host to another by using the
MigrateVM_Task operation from the vSphere API.

Move virtual machine to
another vCenter Server
system

Moves a list of virtual machines to another vCenter Server system.

Quick migrate multiple
virtual machines

Suspends the virtual machines if they are powered on and migrates them to
another host using the same storage.

Quick migrate virtual
machine

Suspends the virtual machine if it is powered on and migrates it to another
host using the same storage.

Relocate virtual
machine disks

Relocates virtual machine disks to another host or datastore while the virtual
machine is powered off by using the RelocateVM_Task operation from the
vSphere API.

Other Workflows
With other workflows, you can enable and disable Fault Tolerance (FT), extract virtual machine information,
and find orphaned virtual machines.

Disable FT Disables Fault Tolerance for a specified virtual machine.

Enable FT Enables Fault Tolerance for a specified virtual machine.

Extract virtual machine
information

Returns the virtual machine folder, host system, resource pool, compute
resource, datastore, hard drive sizes, CPU and memory, network, and IP
address for a given virtual machine. Might require VMware Tools.

Find orphaned virtual
machines

Lists all virtual machines in an orphaned state in the Orchestrator inventory.
Lists the VMDK and VMTX files for all datastores in the Orchestrator
inventory that have no association with any virtual machines in the
Orchestrator inventory. Sends the lists by email (optional).

Get Virtual Machine by
Name and BIOS UUID

Searches virtual machines by name and then filters the result with particular
universally unique identifier (UUID) in order to identify a unique virtual
machine.

NOTE   This workflow is needed when DynamicOps calls
vRealize Orchestrator workflows having input parameters of
VC:VirtualMachine type in order to make the correspondence between a
particular DynamicOps and vRealize Orchestrator virtual machine.
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Get Virtual Machine by
Name and UUID

Searches virtual machines by name and then filters the result with particular
universally unique identifier (UUID) in order to identify a unique virtual
machine.

NOTE   This workflow is needed when DynamicOps calls
vRealize Orchestrator workflows having input parameters of
VC:VirtualMachine type in order to make the correspondence between a
particular DynamicOps and vRealize Orchestrator virtual machine.

Get Virtual Machine
UUID

Searches virtual machines by name and then filters the result with particular
universally unique identifier (UUID) in order to identify a unique virtual
machine.

NOTE   This workflow is needed when DynamicOps calls
vRealize Orchestrator workflows having input parameters of
VC:VirtualMachine type in order to make the correspondence between a
particular DynamicOps and vRealize Orchestrator virtual machine.

Power Management Workflows
With power management workflows, you can power on and off virtual machines, reboot the guest
operating system of a virtual machine, suspend a virtual machine, and so on.

Power off virtual
machine and wait

Powers off a virtual machine and waits for the process to complete.

Reboot guest OS Reboots the virtual machine's guest operating system. Does not reset
nonpersistent virtual machines. VMware Tools must be running.

Reset virtual machine
and wait

Resets a virtual machine and waits for the process to complete.

Resume virtual machine
and wait

Resumes a suspended virtual machine and waits for the process to complete.

Set guest OS to standby
mode

Sets the guest operating system to standby mode. VMware Tools must be
running.

Shut down and delete
virtual machine

Shuts down a virtual machine and deletes it from the inventory and disk.

Shut down guest OS
and wait

Shuts down a guest operating system and waits for the process to complete.

Start virtual machine
and wait

Starts a virtual machine and waits for VMware Tools to start.

Suspend virtual
machine and wait

Suspends a virtual machine and waits for the process to complete.
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Snapshot Workflows
With snapshot workflows, you can perform snapshot-related operations.

Create a snapshot Creates a snapshot.

Create snapshots of all
virtual machines in a
resource pool

Creates a snapshot of each virtual machine in a resource pool.

Remove all snapshots Removes all existing snapshots without reverting to a previous snapshot.

Remove excess
snapshots

Finds virtual machines with more than a given number of snapshots and
optionally deletes the oldest snapshots. Sends the results by email.

Remove old snapshots Gets all snapshots that are older than a given number of days and prompts
the user to select which ones to delete.

Remove snapshots of a
given size

Gets all snapshots that are larger than a given size and prompts the user to
confirm deletion.

Revert to current
snapshot

Reverts to the current snapshot.

Revert to snapshot and
wait

Reverts to a specific snapshot. Does not delete the snapshot.

VMware Tools Workflows
With VMware Tools workflows, you can perform VMware Tools-related tasks on virtual machines.

Mount VMware tools
installer

Mounts the VMware Tools installer on the virtual CD-ROM.

Set console screen
resolution

Sets the console window's resolution. The virtual machine must be powered
on.

Turn on time
synchronization

Turns on time synchronization between the virtual machine and the ESX
server in VMware Tools.

Unmount VMware tools
installer

Unmounts the VMware Tools CD-ROM.

Upgrade VMware tools Upgrades VMware Tools on a virtual machine.

Upgrade VMware tools
at next reboot

Upgrades VMware Tools on a virtual machine without performing an
automatic reboot.
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About Headless Systems 14
ESXi supports the detection and configuration of headless systems.

A headless system is a system that can be operated without a monitor, keyboard or mouse. Network
Appliance boxes do not have VGA, the primary interface is a single serial port. You can leverage your
existing headless systems to use ESXi. You can add ESXi appliances to a datacenter where virtual machines
are managed with vSphere Virtual Center. All existing ESXi features can be used with a headless system
that is configured with either embedded flash or minimal local storage. ESXi allows for dynamic switching
between different serial modes, which is useful for diagnosing and debugging problems. You can switch
between modes to view or modify system parameters.

This chapter includes the following topics:

n “Detecting a Headless System,” on page 171

n “About Serial Mode Dynamic Switching,” on page 171

Detecting a Headless System
ESXi automatically detects headless systems.

ESXi automatically redirects the DCUI over a serial port connection to improve headless detection. When
ESXi automatically detects a headless system, ESXi will setup the serial port as COM1, 115200 baud, and
redirects the DCUI over this serial port. The specific settings of com port and baud rate are read from the
SPCR (Serial Port Console Redirection) table, if it exists. This behavior can be disabled using new boot
parameters if the default settings are not acceptable. You can set the headless flag in the ACPI FADT table
to mark a system as headless.

About Serial Mode Dynamic Switching
ESXi supports dynamically switching between four different serial port modes.

ESXi supports serial mode dynamic switching in order to provide maximum platform flexibility, and to
allow debugging and supportability in the field. ESXi examines the input characters for any serial port mode
and switches the modes based on the input key sequence. DCUI, Shell, GDB and Logging modes are
supported. If you have two serial ports, only one of the 4 modes is allowed on each port. This means both
serial ports cannot be in the same mode. If you attempt to dynamically switch to a mode in use by the other
serial port, the request is ignored. Dynamic switching eliminates the need to interrupt the boot process
manually or to create a custom image in order to redirect to a serial port. It also addresses supportability
issues regarding headless systems that only have one serial port, by making it possible to switch the serial
port between different modes of operation.
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ESXi Serial Port Modes
ESXi supports four serial port modes.

There are four serial port modes in ESXi:

Logging mode – Logging mode is the default mode in a debug build. Logging mode sends the vmkernel.log
over the serial port.

GDB mode – Use GDB mode for dedicated debugging.

Shell mode – Shell mode is the shell port access, which is similar to SSH.

DCUI mode – DCUI mode is a Direct Console User Interface. This is the user interface that is displayed
when you boot ESXi using a monitor.

NOTE   Only COM1 and COM2 ports are supported. USB serial or PCI serial cards are not supported.

Dynamic Switching Keystrokes
ESXi includes a unique keystroke sequence that allows dynamic serial mode switching.

Dynamic Switching Keytrokes
Once the correct keystroke sequence is entered, the system switches the serial port to the desired mode.

Logging mode: Ctrl+G, Ctrl+B, 1

Shell mode: Ctrl+G, Ctrl+B, 2

DCUI mode: Ctrl+G, Ctrl+B, 3

GDB mode: Ctrl+G, Ctrl+B, ?

NOTE   Once in GDB mode, you cannot switch modes again using a key sequence. You must use the CLI to
switch modes.

Serial Port Dynamic Switching using the CLI
You can switch serial modes using the CLI.

Dynamic Switching using the CLI
Use esxcfg-advcfg to set the current mode to none. Then set the new desired mode using the CLI.

Logging mode: esxcfg-advcfg -s com1 /Misc/LogPort

Shell mode: esxcfg-advcfg -s com1 /Misc/ShellPort

DCUI mode: esxcfg-advcfg -s com1 /Misc/ConsolePort

GDB mode: esxcfg-advcfg -s com1 /Misc/GDBPort

Example: Example
If the serial mode is set to logging mode, it would require 2 commands to switch it to DCUI mode.

§. > esxcfg-advcfg –s none /Misc/LogPort

§. > esxcfg-advcfg –s com1 /Misc/ConsolePort
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Controlling the Serial DCUI
You can use alternate keystrokes to control the DCUI over a serial port. This is useful when F2 or other
function keys cannot be used.

Controlling the Serial DCUI
Alternate keystroke mappings for DCUI mode:

n Esc + 1 -> F1

n Esc + 2 -> F2

n Esc + 3 -> F3

n Esc + 4 -> F4

n Esc + 5 -> F5

n Esc + 6 -> F6

n Esc + 7 -> F7

n Esc + 8 -> F8

n Esc + 9 -> F9

n Esc + 0 -> F10

n Esc + ! -> F11

n Esc + @ -> F12
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Introduction
The VMware vCenter Server™ 6.0 release introduces new, simplified deployment models. The components that 
make up a vCenter Server installation have been grouped into two types: embedded and external. Embedded 
refers to a deployment in which all components—this can but does not necessarily include the database—are 
installed on the same virtual machine. External refers to a deployment in which vCenter Server is installed on 
one virtual machine and the Platform Services Controller (PSC) is installed on another. The Platform Services 
Controller is new to vCenter Server 6.0 and comprises VMware vCenter™ Single Sign-On™, licensing, and the 
VMware Certificate Authority (VMCA).

Embedded installations are recommended for standalone environments in which there is only one vCenter Server 
system and replication to another Platform Services Controller is not required. If there is a need to replicate 
with other Platform Services Controllers or there is more than one vCenter Single Sign-On enabled solution, 
deploying the Platform Services Controller(s) on separate virtual machine(s)—via external deployment—from 
vCenter Server is required.

This paper defines the services installed as part of each deployment model, recommended deployment models 
(reference architectures), installation and upgrade instructions for each reference architecture, postdeployment 
steps, and certificate management in VMware vSphere 6.0. 

VMware vCenter Server 6.0 Services

SERVICE INSTALLED WITH

VMware AFD Service vCenter Server and PSC

VMware Certificate Service PSC

VMware Component Manager vCenter Server and PSC

VMware Content Library Service vCenter Server

VMware Directory Service PSC

VMware ESX Agent Manager vCenter Server

VMware HTTP Reverse Proxy vCenter Server and PSC

VMware Identity Management Service PSC

VMware vCenter Inventory Service vCenter Server

VMware License Service PSC

VMware Message Bus Configuration Service vCenter Server

VMware Performance Charts vCenter Server

VMware Postgres vCenter Server  
(vCenter Server Appliance, Microsoft Windows if 
embedded database is chosen)

VMware Security Token Service PSC

VMware Service Control Agent vCenter Server and PSC

VMware Syslog Collector vCenter Server

VMware System and Hardware Health Manager vCenter Server

VMware vAPI Endpoint vCenter Server
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SERVICE INSTALLED WITH

VMware vCenter Configuration Service vCenter Server and PSC

VMware vCenter Workflow Manager vCenter Server

VMware VirtualCenter Server vCenter Server

VMware vService Manager vCenter Server

VMware vSphere Auto Deploy Waiter vCenter Server

VMware vSphere ESXi™ Dump Collector vCenter Server

VMware vSphere ESXi Dump Collector Web Service vCenter Server

VMware vSphere Profile-Driven Storage vCenter Server

VMware vSphere Web Client vCenter Server

Table 1. vCenter Server and Platform Services Controller Services

Requirements
General
A few requirements are common to both installing vCenter Server on Microsoft Windows and deploying 
VMware vCenter Server Appliance™. Ensure that all of these prerequisites are in place before proceeding with 
a new installation or an upgrade.

•	DNS	–	Ensure	that	resolution	is	working	for	all	system	names	via	fully	qualified	domain	name	(FQDN),	
short name (host name), and IP address (reverse lookup).

•	Time	–	Ensure	that	time	is	synchronized	across	the	environment.

•	Passwords	–	vCenter	Single	Sign-On	passwords	must	contain	only	ASCII	characters;	non-ASCII	and	extended	
(or high) ASCII characters are not supported.

Windows Installation
Installing vCenter Server 6.0 on a Windows Server requires a Windows 2008 SP2 or higher 64-bit operating 
system (OS). Two options are presented: Use the local system account or use a Windows domain account. With 
a Windows domain account, ensure that it is a member of the local computer’s administrator group and that it 
has been delegated the “Log on as a service” right and the “Act as part of the operating system” right. This 
option is not available when installing an external Platform Services Controller.

Windows	installations	can	use	either	a	supported	external	database	or	a	local	PostgreSQL	database	that	is	
installed with vCenter Server and is limited to 20 hosts and 200 virtual machines. Supported external 
databases	include	Microsoft	SQL	Server	2008	R2,	SQL	Server	2012,	SQL	Server	2014,	Oracle	Database	11g, 
and	Oracle	Database	12c.	When	upgrading	to	vCenter	Server	6.0,	if	SQL	Server	Express	was	used	in	the	previous	
installation,	it	will	be	replaced	with	PostgreSQL.	External	databases	require	a	64-bit	DSN.	DSN	aliases	are	
not supported.

When upgrading vCenter Server to vCenter Server 6.0, only versions 5.0 and later are supported. If the 
vCenter Server system being upgraded is not version 5.0 or later, such an upgrade is required first.

Table	2	outlines	minimum	hardware	requirements	per	deployment	environment	type	and	size	when	using	an	
external	database.	If	VMware	vSphere	Update	Manager™	is	installed	on	the	same	server,	add	125GB	of	disk	space	
and	4GB	of	RAM.
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RESOURCES TINY:
UP TO 
10 HOSTS/
100 VIRTUAL 
MACHINES 
OR 
EXTERNAL 
PSC

SMALL:
UP TO 100 
HOSTS/
1 ,000 
VIRTUAL 
MACHINES

MEDIUM:
UP TO 400 
HOSTS/
4,000 
VIRTUAL 
MACHINES

LARGE:
UP TO 1 ,000 
HOSTS/
10,000 
VIRTUAL 
MACHINES

CPU 2 4 8 16

Memory 8GB 16GB 24GB 32GB

Disk Space 50GB 
10GB	(PSC)

100GB 100GB 100GB

Table 2. Minimum Hardware Requirements – Windows Installation

Appliance Deployment
vCenter	Server	Appliance	can	use	either	a	local	PostgreSQL	database	that	is	built	in	to	the	appliance,	which	is	
recommended,	or	an	external	database.	Unlike	Windows	support	for	PostgreSQL,	vCenter	Server	Appliance	
supports	up	to	1,000	hosts	or	10,000	virtual	machines	at	full	vCenter	Server	scale.	Supported	external	
databases	include	Oracle	Database	11g	and	Oracle	Database	12c. External database support is being deprecated 
in	this	release;	this	is	the	last	release	that	supports	the	use	of	an	external	database	with	vCenter	Server	Appliance.

When deploying vCenter Server Appliance, the target host must be ESXi 5.0 or later. In addition, prechecks 
such	as	connectivity	to	an	external	database,	NTP	server,	DNS	server,	and	so	on,	are	performed	on	the	client	
deploying the appliance rather than against the target host and destination port group. This does not ensure 
that all required connectivity is available from the ESXi host and the destination port group of vCenter Server 
Appliance. Users must ensure that the ESXi host and port group have the required connectivity.

Upgrading	is	possible	only	from	versions	5.1	update	3	and	later.

Table	3	outlines	minimum	hardware	requirements	per	deployment	environment	type	and	size.

RESOURCES TINY:
UP TO 
10 HOSTS/
100 VIRTUAL 
MACHINES 
OR 
EXTERNAL 
PSC

SMALL:
UP TO 
100 HOSTS/
1 ,000 
VIRTUAL 
MACHINES

MEDIUM:
UP TO 400 
HOSTS/
4,000 
VIRTUAL 
MACHINES

LARGE:
UP TO 1 ,000 
HOSTS/
10,000 
VIRTUAL 
MACHINES

CPU 2 4 8 16

Memory 8GB 16GB 24GB 32GB

Disk Space 
(External PSC)

86GB	(vCenter)	 
30GB	(PSC)

106GB 245GB 295GB

Disk Space 
(Embedded PSC)

116GB 136GB 275GB 325GB

Table 3. Minimum Hardware Requirements – vCenter Server Appliance Deployment
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Reference Architectures
We examine the following architectures in this deployment guide:

•	Fresh	embedded	deployment

•	Upgrade	in	which	all	vCenter	Server	components	are	installed	on	a	single	machine

•	Fresh	external	deployments

•	Upgrade	with	external	vCenter	Single	Sign-On

•	Fresh	vCenter	Single	Sign-On	high	availability	deployment

•	Upgrade	of	vCenter	Single	Sign-On	high	availability

Fresh Embedded Deployment
A fresh, or new, embedded installation is the simplest of all the deployments. In this scenario, vCenter Server 
and the Platform Services Controller are deployed together onto a single virtual machine. 

The	vCenter	Server	database	can	be	either	local	or	remote.	On	the	Windows	platform,	the	local	PostgreSQL	
database is limited to 20 hosts and 200 virtual machines. 

Embedded installations are recommended for standalone environments in which there is only one vCenter 
Server and replication to another Platform Services Controller is not required. If there is a need to replicate with 
other Platform Services Controllers or there is more than one vCenter Single Sign-On enabled solution, 
deploying the Platform Services Controller(s) on separate virtual machine(s)—via external deployment—from 
vCenter Server is required.

vCenter
Server

Platform
Services

Controller

vCenter Server Database

vCenter Server Virtual Machine

Figure 1. Embedded Architecture
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Upgrade in Which All vCenter Server Components Are Installed on a Single Machine
Upgrading	vCenter	Server	5.0	or	vCenter	Server	with	vCenter	Single	Sign-On—that	is,	vCenter	Server	5.1	or	5.5—
installed on the same virtual machine can be accomplished using the embedded deployment method. 

All vCenter Server components are upgraded. If upgrading from vCenter Server 5.0, an external Platform 
Services Controller can be installed or an embedded one can be used. vCenter Single Sign-On in vCenter Server 
5.1	and	5.5	is	upgraded	to	a	Platform	Services	Controller.	In	all	upgrade	scenarios,	all	services	listed	in	Table	1	are	
installed or upgraded. 

The vCenter Server database is upgraded during vCenter Server upgrade. On Windows installations using the 
embedded	SQL	Server	Express	database,	SQL	Server	Express	is	migrated	to	the	PostgreSQL	database	during	
the upgrade.

vCenter
Server

vCenter
Single Sign-On

vSphere
Web Client

vCenter
Inventory
Service

vCenter Server Database

vCenter Server Virtual Machine

vCenter Server Database

vCenter Server Virtual Machine

vCenter
Server

Platform
Services

Controller

Figure 2. Upgraded Embedded Architecture

Fresh External Deployment
A	fresh,	or	new,	external	deployment	involves	running	the	deployment	wizard	twice.	The	first	time	is	to	deploy	
the Platform Services Controller. After this successful deployment, vCenter Server is deployed. 

The	vCenter	Server	database	can	be	either	local	or	remote.	On	the	Windows	platform,	the	local	PostgreSQL	
database is limited to 20 hosts and 200 virtual machines. 

Deploying the Platform Services Controller externally is recommended for all but standalone  
vCenter Server systems.
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vCenter Server Database

vCenter Server Virtual Machine

PSC Virtual Machine

vCenter
Server

Platform
Services

Controller

Figure 3. External Platform Services Controller Architecture
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Upgrade External vCenter Single Sign-On
When	upgrading	from	vCenter	Server	5.1	or	5.5	and	vCenter	Single	Sign-On	is	deployed	externally	from	vCenter	
Server, vCenter Single Sign-On is first upgraded to a Platform Services Controller. After the Platform Services 
Controller has been deployed, the vCenter Server system can be upgraded. 

The vCenter Server database is upgraded during the vCenter Server upgrade. In Windows installations using the 
embedded	SQL	Server	Express	database,	SQL	Server	Express	is	migrated	to	the	PostgreSQL	database	during	
the upgrade.

vCenter Single Sign-On Virtual Machine

vCenter
Single Sign-On

PSC Virtual Machine

Platform
Services

Controller

vCenter Server Database

vCenter Server Virtual Machine

vCenter Server Database

vCenter Server Virtual Machine

vCenter
Server

vCenter
Server

vCenter
Inventory
Service

vSphere
Web Client

Step 1

Step 2

Figure 4. Upgraded External Platform Services Controller Architecture

Fresh vCenter Single Sign-On High Availability Deployment
A fresh, or new, vCenter Single Sign-On high availability deployment is recommended when there are multiple 
vCenter Server systems or vCenter Single Sign-On enabled solutions that require a high level of uptime.

When deploying the Platform Services Controller externally for multiple services, availability of the Platform 
Services Controller must be considered. In some cases, simply having the Platform Services Controller located in 
a vSphere cluster with VMware vSphere High Availability enabled is sufficient. In other cases, having more than 
one Platform Services Controller deployed in a highly available architecture is recommended. This requires a 
network load balancer. In Figure 5, we examine redundant Platform Services Controllers behind a network 
load balancer.
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vCenter Server Database

vCenter Server Virtual Machine

vCenter
Server

PSC Virtual Machine

Platform
Services

Controller

vCenter Server Database

vCenter Server Virtual Machine

vCenter
Server

PSC Virtual Machine

Platform
Services

Controller
Replication

Network Load Balancer

Figure 5. Highly Available Platform Services Controllers
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Upgrade of vCenter Single Sign-On High Availability
Upgrading an existing vCenter Single Sign-On high availability deployment converts vCenter Single Sign-On 
servers to Platform Services Controllers. vCenter Single Sign-On 5.5 and previous versions do not work with 
vCenter Server 6.0, so upgrading vCenter Single Sign-On to Platform Services Controller is a prerequisite.

After the Platform Services Controllers are up and running, the load balancer rules must be adjusted to load-
balance the Platform Services Controller ports before attempting to upgrade vCenter Server. Session affinity is 
required based on source address and must-span ports. If vCenter Server initiates communication to the 
Platform Services Controller on port 443 and is placed on the first Platform Services Controller, all subsequent 
requests must also go to the first Platform Services Controller. 

Upgrading from vCenter Single Sign-On high availability has been tested and validated only when upgrading 
from vCenter Server 5.5 and when the vCenter Single Sign-On with network load balancer guide is followed to 
set up the vCenter Single Sign-On high availability environment.
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https://www.vmware.com/files/pdf/vcenter/VMware_vCenter_Server_5.5_LB_SSO_Technical_Reference.pdf
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Deploying vCenter Server 6.0
Fresh Embedded Deployment
Windows Deployment
1. Verify all prerequisites.

2.	 If using a remote database, ensure that a 64-bit DSN has been created. DSN aliases are not supported. 
This step is not necessary if using the local PostgreSQL database.

3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.

5. Select vCenter Server for Windows and click Install.

6. Click Next.

7. Accept the license agreements.

8. Select Embedded Deployment and click Next.
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9.	 Verify that the FQDN is correct and click Next.

10. Enter a password and Site name for vCenter Single Sign-On and click Next.

11. Select the local system account or enter the service account user name and password.
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12. Select Use an embedded database (vPostgres) or Use an external database server’s DSN Name 
and click Next.

13. Unless required, leave all ports at their defaults and click Next.

14. Unless required, leave the default paths for installation and click Next.

15. Review and then click Install.
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vCenter Server Appliance Deployment
1. Mount the ISO image on PC.

2. Open the vcsa folder and install the plug-in.

3. In the root of the ISO image, double-click the vcsa-setup.html file.

4. Wait until you are prompted to enable the client integration plug-in to run. Click Install.

5. Accept the License Agreement and click Next.

6. Enter a target host and a User name and Password on the host with root access.
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7. Click Yes to accept the host’s certificate.

8. Enter an Appliance name and the root OS password you want to assign. Click Next.

9. Select Install vCenter Server with an Embedded Platform Services Controller and click Next.
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10. Select Create a new SSO Domain and enter an administrator vCenter SSO Password; enter an SSO 
Domain name such as vsphere.local and an SSO Site name such as a city or physical location name.

11. Select appliance size from the drop-down list and click Next.
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12. Select datastore to deploy the appliance on and click Next.

13. Select Use an embedded database (vPostgres), which is recommended, or Use Oracle database 
and click Next.
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14. Enter Network Settings and click Next. 

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the 
deployment will fail.

15. Review and click Finish.
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Upgrade in Which All vCenter Server Components Are Installed on a Single Machine
Windows Upgrade
1. Verify all prerequisites.

2. Mount the vCenter Server 6.0 ISO image.

3. If autorun does not start, execute autorun.exe.

4. Select vCenter Server for Windows and click Install.

5. Click Next.

6. Accept the license agreements.

7. Enter the vCenter Single Sign-On password and the service account password if applicable. Click Next.
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8. Wait for the pre-upgrade checks to complete.

9. Accept the default ports and click Next.
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10. Accept or change the installation paths as necessary. Click Next.

11. Check the box to verify that you have backed up this vCenter Server and its database. Click Upgrade.
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12. When completed, click Finish.
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vCenter Server Appliance Upgrade
1. Mount the ISO image on PC.

2. Open the vcsa folder and install the plug-in.

3. In the root of the ISO image, double-click the vcsa-setup.html file.

4. Wait until you are prompted to enable the client integration plug-in to run. Click Upgrade.

5. Click OK to the supported upgrades pop-up.

6. Accept the license agreement and click Next.

7. Enter a target host and a User name and Password on the host with root access.
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8. Click Yes to accept the host’s certificate.

9. Enter an Appliance name and Enable SSH if required. Click Next.

10. Enter the vCenter Server version, FQDN, Password, vCenter SSO Port (443), ESXi host FQDN, user name, 
and password. Click Next.
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11. Select Appliance size from the drop-down list and click Next.

12. Select datastore to deploy the appliance on and click Next.
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13. Review and click Finish.

Fresh External Platform Services Controller Deployment
Windows Deployment
1. Verify all prerequisites.

2. Mount the vCenter Server 6.0 ISO image.

3. If autorun does not start, execute autorun.exe.

4. Select vCenter Server for Windows and click Install.
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5. Click Next.

6. Accept the license agreements.

7. Select External Deployment Platform Services Controller and click Next.

8. Verify the system name and click Next.
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9. If this is the first Platform Services Controller, select Create a new vCenter Single Sign-On domain. 
If this is an additional Platform Services Controller, select Join a vCenter Single Sign-On domain.

a. For a new vCenter Single Sign-On domain, enter a password for the vCenter Single Sign-On 
administrator, a Domain name such as vsphere.local, and a Site name such as a city or physical 
building name.

b.	 To join an existing vCenter Single Sign-On domain, enter the FQDN of an existing Platform Services 
Controller and the vCenter Single Sign-On administrator’s password. Click Next. Choose a site to join 
from the drop-down list. Click Next.
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10. Accept the default ports and click Next.

11. Accept or change the installation paths as necessary. Click Next.
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12. Review and click Install.
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vCenter Server Appliance Deployment
1. Mount the ISO image on a PC.

2. Open the vcsa folder and install the plug-in.

3. In the root of the ISO image, double-click the vcsa-setup.html file.

4. Wait until you are prompted to enable the client integration plug-in to run. Click Install.

5. Accept the license agreement and click Next.

6. Enter a target host and a User name and Password on the host with root access.

7. Click Yes to accept the host’s certificate.

8. Enter an Appliance name and the root password you want to assign. Click Next.
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9. Under External Platform Services Controller, select Install Platform Services Controller. Click Next.

10. If this is the first Platform Services Controller, select Create a new SSO domain. If this is an additional 
Platform Services Controller, select Join an SSO Domain.

a. For a new vCenter Single Sign-On domain, enter an administrator vCenter SSO Password, an SSO 
Domain name such as vsphere.local, and an SSO Site name.



T E C H N I C A L  W H I T E  P A P E R  /  3 5

VMware vCenter Server 6.0 
Deployment Guide

b.	 To join an existing vCenter Single Sign-On domain, enter the FQDN of an existing Platform Services 
Controller and the vCenter Single Sign-On administrator’s password. Then click Next. Choose a site to 
join from the drop-down list. Click Next.

11. Click Next. There is only one appliance size for the Platform Services Controller.
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12. Select a datastore to deploy the appliance on and click Next.

13. Enter Network Settings and click Next. 

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the 
deployment will fail.
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14. Review and click Finish.

Fresh External vCenter Server Deployment
Windows Deployment
1. Verify all prerequisites.

2.	 If using a remote database, ensure that a 64-bit DSN has been created. This step is not necessary if using 
the local PostgreSQL database.

3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.
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5. Select vCenter Server for Windows and click Install.

6. Click Next.

7. Accept the license agreements.

8. Under External Deployment, select vCenter Server. Click Next.

9.	 Verify that the FQDN is correct and click Next.

10. Enter the external Platform Services Controller FQDN and vCenter Single Sign-On password. Click Enter.
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11. Click OK to accept the certificate.

12. Select Use Windows Local System Account or enter the service account user name and password.
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13. Select Use an embedded database (vPostgres) or Use an external database and enter the server’s 
DSN Name. Click Next.

14. Unless required, leave all ports at their defaults and click Next.

15. Unless required, leave the default paths for installation and click Next.

16. Review and then click Install.
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vCenter Server Appliance Deployment
1. Mount the ISO image on a PC.

2. Open the vcsa folder and install the plug-in.

3. In the root of the ISO image, double-click the vcsa-setup.html file.

4. Wait until you are prompted to enable the client integration plug-in to run. Click Install.

5. Accept the license agreement and click Next.

6. Enter a target host, a user name, and a password on the host with root access.
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7. Click Yes to accept the host’s certificate.

8. Enter Appliance name and the root password you want to assign. Click Next.

9. Under External Platform Services Controller, select Install vCenter Server. Click Next.
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10. Enter the external Platform Services Controller FQDN and vCenter SSO password. Click Next.

11. Select Appliance size from the drop-down list. Click Next.
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12. Select datastore to deploy the appliance on. Click Next.

13. Select Use an embedded database (vPostgres), which is recommended, or Use Oracle database. 
Click Next.
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14. Enter Network settings and click Next. 

NOTE: The FQDN or IP address entered here must be resolvable by the DNS server specified or the deployment 
will fail.

15. Review and click Finish.
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Upgrade External vCenter Single Sign-On
1. Back up the vCenter Single Sign-On and vCenter Server machines.

2. Log in to the vCenter Single Sign-On machine.

3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.

5. Select vCenter Server for Windows and click Install.
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6. Click Next.

7. Accept the license agreements.

8. Enter the vCenter Single Sign-On password for the administrator@vsphere.local account. Click Next.

9. Wait for the pre-upgrade checks to complete.
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10. Accept the default ports and click Next.

11. Select your installation path or take the defaults. Click Next.
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12. Check I verify that I have backed up this vCenter Single Sign-On machine. Click Upgrade.

13. Click Finish.

14. Log in to the vCenter Server you want to upgrade.

15. Mount the vCenter Server 6.0 ISO image.

16. If autorun does not start, execute autorun.exe.

17. Select vCenter Server for Windows and click Install.

18. Click Next.

19. Accept the license agreements.
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20. Enter the vCenter Server password for the administrator@vsphere.local account and the 
Account password for the service account (if applicable). Click Next.

21. Wait for the pre-upgrade checks to complete.

22. Enter the vCenter Single Sign-On password for the administrator@vsphere.local account. Click Next.
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23. Click OK to accept the certificate.

24. Accept the default ports and click Next.
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25. Accept or change the installation paths as necessary. Click Next.

26. Check the box to verify that you have backed up the vCenter Server and its database. Click Upgrade.
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27. When completed, click Finish.

Fresh vCenter Single Sign-On High Availability Deployment
Windows Deployment
1.	 Complete steps 1–12 in the “Fresh External Platform Services Controller Deployment” section.

2. Log in to the second Windows Server to become a Platform Services Controller.

3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.

5. Select vCenter Server for Windows and click Install.

6. Click Next.

7. Accept the license agreements.

8. Under External Deployment, select Platform Services Controller. Click Next.
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9. Verify the System Name and click Next.
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10. Select Join a vCenter Single Sign-On domain and enter the FQDN and password. Click Next.

11. Click OK to accept the certificate from the Platform Services Controller.
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12. Select Join an existing site and enter the site. Click Next.

13. Accept the default ports and click Next.
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14. Accept or change the installation paths as necessary. Click Next.

15. Review and click Install.
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16. Log back in to the first Platform Services Controller.

17. Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server 
product download page.

18. Extract the vCenter Single Sign-On high availability scripts to c:\sso-ha.

19. Open a command prompt.

20. Add Python to your path by typing: 

PATH=%PATH%;%VMWARE_PYTHON_HOME%

21. Change directories to c:\sso-ha.

22. Run:

python gen-lb-cert.py --primary-node --lb-fqdn=loadbalancerFQDN

where loadbalancerFQDN	is	the	FQDN	of	the	load	balancer’s	virtual	IP	(VIP)	used	for	load-balancing	the	
Platform Services Controllers.

23. Set up your load balancer to balance between the two or more Platform Services Controllers on 
ports 443, 2012, 2014, 2020, 389, and 636.

a. An SSL certificate (generated earlier and stored in c:\ha) is required for port 443 only.

b.	 For configuration steps for the F5 BIG-IP, see the appendix in this document.

24.	Create a forward and reverse DNS entry for the VIP created to load balance the Platform Services 
Controller traffic.

25. Log in to the second Platform Services Controller.
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26. Copy the sso-ha and ha folder from the first Platform Services Controller into the c: drive.

27. Copy C:\ProgramData\VMware\vCenterServer\cfg\sso\keys from the first Platform Services Controller to 
c:\ha\keys.

28. Open a command prompt.

29. Add Python to your path by typing:

PATH=%PATH%;%VMWARE_PYTHON_HOME%

30. Change directories to c:\sso-ha.

31. Run: 

python gen-lb-cert.py --secondary-node --lb-fqdn=loadbalancerFQDN --lb-cert- 

folder=C:\ha --sso-serversign-folder=c:\ha\keys\ 

where loadbalancerFQDN	is	the	FQDN	of	the	load	balancer’s	VIP	used	for	load-balancing	the	
Platform Services Controllers.

32.	Repeat steps 26–32 for any additional Platform Services Controllers.

33. On one Platform Services Controller, update the endpoint URL by running:

python lstoolHA.py --hostname=FQDNofLocalMachine --lb-fqdn=loadbalancerFQDN --lb-cert-

folder=C:\ha --user=Administrator@SSODomain --password=”password”

where FQDNofLocalMachine	is	the	FQDN	of	the	machine	where	the	script	is	being	run, loadbalancerFQDN is 
the	FQDN	of	the	load	balancer’s	VIP	used	for	load	balancing	the	Platform	Services	Controllers,	SSODomain 
is the vCenter Single Sign-On domain (by default vsphere.local), and password is the password for the 
vCenter	Single	Sign-On	administrator.	The	password	parameter	is	optional;	if	not	specified,	you	will	be	
prompted for it.
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34. Follow the steps to install a new external vCenter Server. When asked for the Platform Services Controller, 
enter the FQDN of the load balancer’s VIP.

vCenter Server Appliance Deployment
1.	 Complete steps 1–14 in the “Fresh External Platform Services Controller Deployment” section.

2. Click Install to start the installation for the second Platform Services Controller.

3. Accept the license agreement and click Next.

4. Enter a target host and a User name and Password on the host with root access.
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5. Click Yes to accept the host’s certificate.

6. Enter an Appliance name and the root password you want to assign. Click Next.
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7. Under External Platform Services Controller, select Install Platform Services Controller. Click Next.

8. Select Join an SSO domain and enter the FQDN and password. Click Next.
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9. Select Join an existing site. Choose the site and click Next.

10. Click Next. There is only one appliance size for the Platform Services Controller.



T E C H N I C A L  W H I T E  P A P E R  /  6 4

VMware vCenter Server 6.0 
Deployment Guide

11. Select a datastore to deploy the appliance on and click Next.

12. Enter Network Settings and click Next. 

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the 
deployment will fail.

13. Review and click Finish.
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14. Connect to the first Platform Services Controller via SSH.

15. Type:

shell.set --enabled True

16. Type:

shell

17. Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server 
product download page.

18. Extract the vCenter Single Sign-On high availability scripts to /sso-ha.

19. Change directories to /sso-ha.

20. Run: 

python gen-lb-cert.py --primary-node --lb-fqdn=loadbalancerFQDN

 where loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing the  
Platform Services Controllers.
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21. Set up your load balancer to balance between the two or more Platform Services Controllers on 
ports 443, 2012, 2014, 2020, 389, and 636.

a. An SSL certificate (generated earlier) is required for port 443 only.

b.	 For configuration steps for the F5 BIG-IP, see the appendix in this document.

22.	Create a forward and reverse DNS entry for the VIP created to load-balance the Platform Services 
Controller traffic.

23. Connect to the second Platform Services Controller via SSH.

24. Copy the /sso-ha and /ha folder from the first Platform Services Controller.

25. Copy /etc/vmware-sso/keys/ from the first Platform Services Controller to /ha/keys.

26. Change directories to /sso-ha.

27. Run:

python gen-lb-cert.py --secondary-node --lb-fqdn=loadbalancerFQDN --lb-cert-folder=/ha 

--sso-serversign-folder=/ha/keys

 where loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing the 
Platform Services Controllers.
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28.	Repeat steps 24–28 for any additional Platform Services Controllers.

29. On one Platform Services Controller, update the endpoint URL by running:

python lstoolHA.py --hostname=FQDNofLocalMachine --lb-fqdn=loadbalancerFQDN --lb-cert-

folder=/ha --user=Administrator@SSODomain --password=password

 where FQDNofLocalMachine is the FQDN of the machine where the script is being run, loadbalancerFQDN 
is the FQDN of the load balancer’s VIP used for load-balancing the Platform Services Controllers, 
SSODomain is the vCenter Single Sign-On domain (by default, vsphere.local), and password is the 
password for the vCenter Single Sign-On administrator. The password parameter is optional; if not 
specified, you will be prompted for it.

30. Follow the steps to install a new external vCenter Server. When asked for the Platform Services Controller, 
enter the FQDN of the load balancer VIP.
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Upgrade of vCenter Single Sign-On High Availability
1. Back up all vCenter Single Sign-On machines.

2. Log in to one of the vCenter Single Sign-On machines in your high availability configuration.

3.	 Add a host file entry that contains the local machine’s IP address and the FQDN of the load balancer’s VIP.

4. Mount the vCenter Server 6.0 ISO image.

5. If autorun does not start, execute autorun.exe.

6. Select vCenter Server for Windows and click Install.

7. Click Next.

8. Accept the license agreements.

9. Enter the password for the administrator@vsphere.local account and click Next.
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10. Wait for the pre-upgrade checks to complete.

11. Review the ports and click Next.

12. Choose your installation path or take the defaults. Click Next.
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13. Check I verify that I have backed up this Single Sign-On machine. Click Upgrade.

14. Click Finish.

15. Remove the host file entry that was added in step 3.

16.	Repeat steps 2–15 on the remainder of the vCenter Single Sign-On machines.

17. Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server 
product download page.

18. Extract the vCenter Single Sign-On high availability scripts to c:\sso-ha.

19. Create a folder named HA in the root of c:\.

20. Copy rui.crt, rui.p12 from c:\certs\sso to c:\ha and Root64.cer from c:\certs to c:\ha.
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21. Rename rui.crt to lb.crt, rui.p12 to lb.p12, and Root64.cer to root.cer.

22. Open a command prompt.

23. Add Python to your path by typing:

PATH=%PATH%;%VMWARE_PYTHON_HOME%

24. Change directories to c:\sso-ha.

25. Run: 

python gen-lb-cert.py --upgrade --lb-fqdn=loadbalancerFQDN --root-cert=c:\ha\root.cer

 where loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing 
vCenter Single Sign-On.

26. When prompted, enter the password for the administrator@vsphere.local account.

27.	 Repeat steps 17–26 on the remaining Platform Services Controllers.

28. On one Platform Services Controller in the site, run:

python lstoolHA.py --hostname=FQDNofLocalMachine --lb-fqdn=loadbalancerFQDN --lb-cert-

folder=C:\ha --user=Administrator@vsphere.local --password=”password”

 where FQDNofLocalMachine is the FQDN of the Platform Services Controller the command is being run on, 
loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing vCenter Single Sign-On, 
and password is the password for the administrator@vsphere.local account. The password parameter is 
optional; if not specified, you will be prompted for it.
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29.	Log in to the load balancer. In this example, we are using an F5 BIG-IP.

30. Create a pool for ports 443, 2012, 2014, 2020, 389, and 636. Set health monitors to use TCP and 
Load Balancing Method to Round Robin.

 When complete, the Pool List should look like this:
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31. Create a virtual server using the same IP address as the original vCenter Single Sign-On high availability 
virtual server for each of the new pools. Use TCP for each virtual server. Set Source Address Translation to 
Auto Map and Default Persistence Profile to Source Address. Assign the client and server SSL profiles 
created when setting up vCenter Single Sign-On high availability for vCenter Server 5.5 to port 443 only. 
No other port requires a client or server SSL profile.

 When complete, the Virtual Server List should look like this:

32. Edit the source_addr Persistence Policy and check the Match Across Services box.

33. View the Network Map and verify that all services are up (green).

	 For full configuration instructions of the F5 BIG-IP load balancer, see the appendix.
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34. Log in to the vCenter Server you want to upgrade.

35. Mount the vCenter Server 6.0 ISO image.

36. If autorun does not start, execute autorun.exe.

37. Select vCenter Server for Windows and click Install.

38. Click Next.

39. Accept the license agreements.

40. Enter the password for the administrator@vsphere.local account and the password for the  
service account (if applicable). Click Next.
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41. Wait for the pre-upgrade checks to complete.

42. Enter the password for the administrator@vsphere.local account. Click Next.

43. Click OK to accept the certificate.
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44. Accept the default ports and click Next.

45. Accept or change the installation paths as necessary. Click Next.
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46. Check the box to verify that you have backed up the vCenter Server and its database. Click Upgrade.

47. When completed, click Finish.
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Postdeployment Steps
Configure Identity Sources
1. Open your Web browser and navigate to https://vcenter:9443, where vcenter is the FQDN of the 

vCenter Server.

2. Log in with User name administrator@vsphere.local and the Password used during installation.
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3. Click Administration in the left-hand Navigator pane.

4. Click Configuration under vCenter Single Sign-On.

5. Click Identity Sources.
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6. Click the green plus icon to Add Identity Source.

7. If using Microsoft Active Directory, select Active Directory (Integrated Windows Authentication). 
It will autopopulate the root domain in the forest. If using Open LDAP, select and configure it.
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8. Highlight the newly added identity source. Click the Set as Default Domain icon.

9. Click Yes in the pop-up.



T E C H N I C A L  W H I T E  P A P E R  /  8 2

VMware vCenter Server 6.0 
Deployment Guide

License Management
1. Click Licenses in the left-hand Navigator pane.

2. Click Licenses.

3. Click the green plus icon to add your licenses.
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4. Enter your license keys, one per line, and click Next.

5.	 Give each license a descriptive name and click Next.

6. Click Finish.

7. Click Assets.

7. Click Assets.

8. Highlight vCenter Server systems in evaluation mode and click the Assign License icon.



T E C H N I C A L  W H I T E  P A P E R  /  8 4

VMware vCenter Server 6.0 
Deployment Guide

9. Select the vCenter Server license entered earlier and click OK.

Global Permissions
1. Click Global Permissions in the left-hand Navigator pane.

2. Click Manage.

3. Click the green plus icon to add a permission.
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4. Click Add.

5. Select your Active Directory domain or other identity source you added earlier.
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6. Add your vSphere Administrators group or users. Click OK.

7. Ensure that the Administrator role is selected and Propagate to children is checked. Click OK.
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8. You can now log out and back in to vSphere Web Client as an Administrator you just added.
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Certificate Management
In most cases, certificate replacement in vSphere 6.0 is not necessary. This is because the Platform Services 
Controller contains the VMware Certificate Authority (VMCA), which issues certificate authority (CA) signed 
certificates	with	a	validity	period	of	10	years.	

These certificates are issued to solution users—the users created when a solution such as vCenter Server, 
vCenter	Inventory	Service,	and	so	on,	is	registered	with	vCenter	Single	Sign-On—and	are	utilized	as	certificate	
endpoints. These users are issued certificates instead of individual services. This enables the services associated 
with	a	solution	user	to	utilize	the	same	certificate,	substantially	reducing	the	number	of	certificates	required	to	
manage in the environment. 

ESXi hosts are also issued certificates from the VMCA when the hosts are added to the vCenter Server inventory 
or when vCenter Server is upgraded.

When certificates must be changed—such as when making the VMCA a subordinate of an existing enterprise CA 
or when generating new solution user certificates after the VMCA mode has changed—the certificate manager 
utility can be used.

Make the VMCA a Subordinate Certificate Authority
1. Log in to the Platform Services Controller.

2. Using openssl, generate a certificate request.

openssl genrsa -out c:\certs\psc001.key 2048 

openssl req -new -key c:\certs\psc001.key -out c:\certs\psc001.csr

a. Answer questions to build the request.

b. Submit the request to a CA. Use the subordinate CA template for the request.
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c. Download the certificate in Base 64 format; save it to c:\certs.

3. Wait at least 24 hours before continuing. The VMCA requires that the certificate have a valid date of at least 
24 hours prior.

4. Run certificate-manager from c:\program files\vmware\vCenter Server\bin for Windows installs or /usr/lib/
vmware-vmca/bin/certificate-manager for vCenter Server Appliance.

5. Choose option 2: Replace VMCA Root certificate with Custom Signing Certificate and replace all Certificates.

6. Enter the administrator@vsphere.local password.

7. Answer all questions as you did earlier when creating the certificate request.

8. When asked to provide a valid custom certificate for root, enter the path to the certificate obtained earlier.

9. When asked to provide a valid custom key for root, enter the path to the .key file generated with openssl earlier.

10. Enter Y to continue to replace the certificate.

11.	Add the certificate to a Windows Group policy as an intermediate CA. This will enable client machines 
—such as those using vSphere Web Client—to trust the certificates issued by the VMCA.



T E C H N I C A L  W H I T E  P A P E R  /  9 0

VMware vCenter Server 6.0 
Deployment Guide

Appendix
Configure the F5 BIG-IP Load Balancer
1. Download the lb.p12 file from the ha folder of one of the Platform Services Controllers.

2.	 Log in to the F5 BIG-IP configuration Web page.

3. Click System.

4. Open File Management, SSL Certificate List.

5. Click Import.

6. For Import Type, select PKCS 12. Provide a descriptive Certificate Name. Browse for the Certificate 
downloaded earlier. Enter changeme for the Password. Click Import. 

NOTE: If you want to use a custom password when running the gen-lb-cert.py --primary-node command on the 
first Platform Services Controller to generate the certificates, add the following: --password=yourPassword.

7. Click Local Traffic.

8. Open Profiles, SSL, Client.

9. Click Create.

10. Provide a descriptive Name.

a. Click Custom.

b. Choose the Certificate and Key installed earlier.

c. Enter the Passphrase for the certificate.

d. Click Add.

e. Scroll to the bottom and click Finished.
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11. Open Profiles, SSL, Server.

12. Click Create.

13. Provide a descriptive Name.

a. Click Custom.

b. Choose the Certificate and Key installed earlier.

c. Click Add.

d. Scroll to the bottom and click Finished.

14. Open Nodes, Node List.

15. Click Create.

16. Add all Platform Services Controllers as a node. Use Repeat to speed up the process.
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17. Open Pools, Pool List.

18. Click Create.

19. Create six pools, one each for port 443, 2012, 2014, 2020, 389, and 636.

a. All pools have the same Configuration, tcp for monitoring, and Round Robin for 
Load Balancing Method.

b. Use Repeat to save time: Remove the existing members from the list.
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20. Open Virtual Servers, Virtual Server List.

21. Click Create.

22. All virtual servers—except the one for port 443—have the same configuration.

a. Provide a descriptive Name.

b. Enter the Destination Address.

c. For Service Port, enter 443.

d. For SSL Profile (Client), select the client profile created earlier.

e. For SSL Profile (Server), select the client profile created earlier.

f. For Source Address Translation, select Auto Map.

g. For the Default Pool, select the pool created for port 443.

h. For the Default Persistence Profile, select source_addr.

i. Click Finished.
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23. Repeat step 22 for all other ports: 2012, 2014, 2020, 389, and 636. All settings are the same, except there 
is no SSL Profile (Client) or SSL Profile (Server) and the Service Port and Default Pool should match. For 
example, if the Service Port is 2012, the Default Pool should be the pool set up for port 2012.
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24. Open Profiles, Persistence.

25. Click source_addr.

26. Check Match Across Services and click Update.
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27. After both Platform Services Controller nodes have been installed and configured, click Network Map 
and verify that all services are up (green).



T E C H N I C A L  W H I T E  P A P E R  /  9 8

VMware vCenter Server 6.0 
Deployment Guide

Scripted vCenter Server Installations
vCenter	Server	Appliance	can	be	deployed	via	custom	JSON	files	from	a	command	line.	The	ISO	ships	with	
examples for deploying an embedded (vCenter Server and Platform Services Controller), management 
(vCenter Server), and Platform Services Controller appliance.

There are command-line utilities for 64-bit Linux, Mac OS X, and Windows. 

The	following	is	a	sample	embedded	JSON	file:

{

    “__comments”:

    [

								“Will	deploy	an	embedded	VCSA	to	host	10	in	the	MGMT	Cluster”

    ],

    “deployment”:

    {

								“esx.hostname”:”w3-tm-hp380-010.vmware.local”,

								“esx.datastore”:”NFSMGMT01”,

        “esx.username”:”root”,

								“esx.password”:”VMware1!”,

        “deployment.option”:”tiny”,

								“deployment.network”:”VM	Network”,

        “appliance.name”:”embedded-node”,

        “appliance.thin.disk.mode”:true

    },

    “vcsa”:

    {

        “system”:

        {

												“root.password”:”VMware1!”,

            “ssh.enable”:true

        },

        “sso”:

        {

												“password”:”VMware1!”,

            “domain-name”:”vsphere.local”,

            “site-name”:”PaloAlto”

        }

    }

}
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To deploy vCenter Server Appliance from this file, save it on your local system. From a command line, navigate 
to the utilities folder for your OS. For example, on Mac OS X, this is /Volumes/VMware VCSA/vcsa-cli-installer/
mac.	Now	run	vcsa-deploy	followed	by	the	full	path	to	the	custom	JSON	file.	For	example:

./vcsa-deploy /Users/mike/Downloads/embedded_node.json
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About vSphere Networking

vSphere Networking provides information about configuring networking for VMware vSphere®, including
how to create vSphere distributed switches and vSphere standard switches.

vSphere Networking also provides information on monitoring networks, managing network resources, and
networking best practices.

Intended Audience
The information presented is written for experienced Windows or Linux system administrators who are
familiar with network configuration and virtual machine technology.
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Introduction to Networking 1
The basic concepts of ESXi networking and how to set up and configure a network in a vSphere
environment are discussed.

This chapter includes the following topics:

n “Networking Concepts Overview,” on page 11

n “Network Services in ESXi,” on page 12

n “VMware ESXi Dump Collector Support,” on page 13

Networking Concepts Overview
A few concepts are essential for a thorough understanding of virtual networking. If you are new to ESXi, it
is helpful to review these concepts.

Physical Network A network of physical machines that are connected so that they can send
data to and receive data from each other. VMware ESXi runs on a physical
machine.

Virtual Network A network of virtual machines running on a physical machine that are
connected logically to each other so that they can send data to and receive
data from each other. Virtual machines can be connected to the virtual
networks that you create when you add a network.

Physical Ethernet
Switch

It manages network traffic between machines on the physical network. A
switch has multiple ports, each of which can be connected to a single
machine or another switch on the network. Each port can be configured to
behave in certain ways depending on the needs of the machine connected to
it. The switch learns which hosts are connected to which of its ports and uses
that information to forward traffic to the correct physical machines. Switches
are the core of a physical network. Multiple switches can be connected
together to form larger networks.

vSphere Standard
Switch

It works much like a physical Ethernet switch. It detects which virtual
machines are logically connected to each of its virtual ports and uses that
information to forward traffic to the correct virtual machines. A vSphere
standard switch can be connected to physical switches by using physical
Ethernet adapters, also referred to as uplink adapters, to join virtual
networks with physical networks. This type of connection is similar to
connecting physical switches together to create a larger network. Even
though a vSphere standard switch works much like a physical switch, it does
not have some of the advanced functionality of a physical switch.
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Standard Port Group It specifies port configuration options such as bandwidth limitations and
VLAN tagging policies for each member port. Network services connect to
standard switches through port groups. Port groups define how a connection
is made through the switch to the network. Typically, a single standard
switch is associated with one or more port groups.

vSphere Distributed
Switch

It acts as a single switch across all associated hosts in a data center to provide
centralized provisioning, administration, and monitoring of virtual
networks. You configure a vSphere distributed switch on the vCenter Server
system and the configuration is populated across all hosts that are associated
with the switch. This lets virtual machines to maintain consistent network
configuration as they migrate across multiple hosts.

Host Proxy Switch A hidden standard switch that resides on every host that is associated with a
vSphere distributed switch. The host proxy switch replicates the networking
configuration set on the vSphere distributed switch to the particular host.

Distributed Port A port on a vSphere distributed switch that connects to a host’s VMkernel or
to a virtual machine’s network adapter.

Distributed Port Group A port group associated with a vSphere distributed switch and specifies port
configuration options for each member port. Distributed port groups define
how a connection is made through the vSphere distributed switch to the
network.

NIC Teaming NIC teaming occurs when multiple uplink adapters are associated with a
single switch to form a team. A team can either share the load of traffic
between physical and virtual networks among some or all of its members, or
provide passive failover in the event of a hardware failure or a network
outage.

VLAN VLAN enable a single physical LAN segment to be further segmented so that
groups of ports are isolated from one another as if they were on physically
different segments. The standard is 802.1Q.

VMkernel TCP/IP
Networking Layer

The VMkernel networking layer provides connectivity to hosts and handles
the standard infrastructure traffic of vSphere vMotion, IP storage, Fault
Tolerance, and Virtual SAN.

IP Storage Any form of storage that uses TCP/IP network communication as its
foundation. iSCSI can be used as a virtual machine datastore, and NFS can be
used as a virtual machine datastore and for direct mounting of .ISO files,
which are presented as CD-ROMs to virtual machines.

TCP Segmentation
Offload

TCP Segmentation Offload, TSO, allows a TCP/IP stack to emit large frames
(up to 64KB) even though the maximum transmission unit (MTU) of the
interface is smaller. The network adapter then separates the large frame into
MTU-sized frames and prepends an adjusted copy of the initial TCP/IP
headers.

Network Services in ESXi
A virtual network provides several services to the host and virtual machines.

You can enable two types of network services in ESXi:

n Connecting virtual machines to the physical network and to each other.

n Connecting VMkernel services (such as NFS, iSCSI, or vMotion) to the physical network.

vSphere Networking
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VMware ESXi Dump Collector Support
The ESXi Dump Collector sends the state of the VMkernel memory, that is, a core dump to a network server
when the system encounters a critical failure.

The ESXi Dump Collector in ESXi 5.1 and later supports both vSphere Standard and Distributed Switches.
The ESXi Dump Collector can also use any active uplink adapter from the team of the port group that
handles the VMkernel adapter for the collector.

Changes to the IP address for the ESXi Dump Collector interface are automatically updated if the IP
addresses for the configured VMkernel adapter changes. The ESXi Dump Collector also adjusts its default
gateway if the gateway configuration of the VMkernel adapter changes.

If you try to delete the VMkernel network adapter used by the ESXi Dump Collector, the operation fails and
a warning message appears. To delete the VMkernel network adapter, disable dump collection and delete
the adapter.

There is no authentication or encryption in the file transfer session from a crashed host to the ESXi Dump
Collector. You should configure the ESXi Dump Collector on a separate VLAN when possible to isolate the
ESXi core dump from regular network traffic.

For information about installing and configuring the ESXi Dump Collector, see the vSphere Installation and
Setup documentation.

Chapter 1 Introduction to Networking
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Setting Up Networking with vSphere
Standard Switches 2

vSphere standard switches handle network traffic at the host level in a vSphere deployment.

This chapter includes the following topics:

n “vSphere Standard Switches,” on page 15

n “Create a vSphere Standard Switch,” on page 17

n “Port Group Configuration for Virtual Machines,” on page 18

n “vSphere Standard Switch Properties,” on page 20

vSphere Standard Switches
You can create abstracted network devices called vSphere Standard Switches. You use standard switches to
provide network connectivity to hosts and virtual machines. A standard switch can bridge traffic internally
between virtual machines in the same VLAN and link to external networks.

Standard Switch Overview
To provide network connectivity to hosts and virtual machines, you connect the physical NICs of the hosts
to uplink ports on the standard switch. Virtual machines have network adapters (vNICs) that you connect to
port groups on the standard switch. Every port group can use one or more physical NICs to handle their
network traffic. If a port group does not have a physical NIC connected to it, virtual machines on the same
port group can only communicate with each other but not with the external network.
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Figure 2‑1.  vSphere Standard Switch architecture
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A vSphere Standard Switch is very similar to a physical Ethernet switch. Virtual machine network adapters
and physical NICs on the host use the logical ports on the switch as each adapter uses one port. Each logical
port on the standard switch is a member of a single port group. For information about maximum allowed
ports and port groups, see the Configuration Maximums documentation.

Standard Port Groups
Each port group on a standard switch is identified by a network label, which must be unique to the current
host. You can use network labels to make the networking configuration of virtual machines portable across
hosts. You should give the same label to the port groups in a data center that use physical NICs connected to
one broadcast domain on the physical network. Conversely, if two port groups are connected to physical
NICs on different broadcast domains, the port groups should have distinct labels.

For example, you can create Production and Test environment port groups as virtual machine networks on the
hosts that share the same broadcast domain on the physical network.

A VLAN ID, which restricts port group traffic to a logical Ethernet segment within the physical network, is
optional. For port groups to receive the traffic that the same host sees, but from more than one VLAN, the
VLAN ID must be set to VGT (VLAN 4095).

Number of Standard Ports
To ensure efficient use of host resources on hosts running ESXi 5.5 and later, the number of ports of
standard switches are dynamically scaled up and down. A standard switch on such a host can expand up to
the maximum number of ports supported on the host.

vSphere Networking
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Create a vSphere Standard Switch
Create a vSphere Standard Switch to provide network connectivity for hosts, virtual machines, and to
handle VMkernel traffic. Depending on the connection type that you want to create, you can create a new
vSphere Standard Switch with a VMkernel adapter, only connect physical network adapters to the new
switch, or create the switch with a virtual machine port group.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage select Networking, and select Virtual switches.

3 Click Add host networking.

4 Select a connection type for which you want to use the new standard switch and click Next.

Option Description

VMkernel Network Adapter Create a new VMkernel adapter to handle host management traffic,
vMotion, network storage, fault tolerance, or Virtual SAN traffic.

Physical Network Adapter Add physical network adapters to an existing or a new standard switch.

Virtual Machine Port Group for a
Standard Switch

Create a new port group for virtual machine networking.

 
5 Select New standard switch and click Next.

6 Add physical network adapters to the new standard switch.

a Under Assigned adapters, click Add adapters.

b Select one or more physical network adapters from the list.

c From the Failover order group drop-down menu, select from the Active or Standby failover lists.

For higher throughput and to provide redundancy, configure at least two physical network
adapters in the Active list.

d Click OK.

7 If you create the new standard switch with a VMkernel adapter or virtual machine port group, enter
connection settings for the adapter or the port group.

Option Description

VMkernel adapter a Enter a label that indicates the traffic type for the VMkernel adapter,
for example vMotion.

b Set a VLAN ID to identify the VLAN that the network traffic of the
VMkernel adapter will use.

c Select IPv4, Ipv6 or both.
d Select a TCP/IP stack. After you set a TCP/IP stack for the VMkernel

adapter, you cannot change it later. If you select the vMotion or the
Provisioning TCP/IP stack, you will be able to use only this stack to
handle vMotion or Provisioning traffic on the host.

e If you use the default TCP/IP stack, select from the available services.
f Configure IPv4 and IPv6 settings.

Virtual machine port group a Enter a network Label or the port group, or accept the generated label.
b Set the VLAN ID to configure VLAN handling in the port group.

 
8 On the Ready to Complete page, click OK.

Chapter 2 Setting Up Networking with vSphere Standard Switches
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What to do next

n You might need to change the teaming and failover policy of the new standard switch. For example, if
the host is connected to an Etherchannel on the physical switch, you must configure the vSphere
Standard Switch with Rout based on IP hash as a load balancing algorithm. See “Teaming and Failover
Policy,” on page 90 for more information.

n If you create the new standard switch with a port group for virtual machine networking, connect
virtual machines to the port group.

Port Group Configuration for Virtual Machines
You can add or modify a virtual machine port group to set up traffic management on a set of virtual
machines.

The Add Networking wizard in the vSphere Web Client guides you through the process to create a virtual
network to which virtual machines can connect, including creating a vSphere Standard Switch and
configuring settings for a network label.

When you set up virtual machine networks, consider whether you want to migrate the virtual machines in
the network between hosts. If so, be sure that both hosts are in the same broadcast domain—that is, the
same Layer 2 subnet.

ESXi does not support virtual machine migration between hosts in different broadcast domains because the
migrated virtual machine might require systems and resources that it would no longer have access to in the
new network. Even if your network configuration is set up as a high-availability environment or includes
intelligent switches that can resolve the virtual machine’s needs across different networks, you might
experience lag times as the Address Resolution Protocol (ARP) table updates and resumes network traffic
for the virtual machines.

Virtual machines reach physical networks through uplink adapters. A vSphere Standard Switch can transfer
data to external networks only when one or more network adapters are attached to it. When two or more
adapters are attached to a single standard switch, they are transparently teamed.

Add a Virtual Machine Port Group
Create port groups on a vSphere Standard Switch to provide connectivity and common network
configuration for virtual machines.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Right-click the host and select Add Networking.

3 In Select connection type, select Virtual Machine Port Group for a Standard Switch and click Next.

4 In Select target device, select an existing standard switch or create a new standard switch.

5 If the new port group is for an existing standard switch, navigate to the switch.

a Click Browse.

b Select a standard switch from the list and click OK.

c Click Next and go to Step 8.

6 (Optional) In the Create a Standard Switch page, assign physical network adapters to the standard
switch.

You can create a standard switch with or without adapters.

vSphere Networking
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If you create a standard switch without physical network adapters, all traffic on that switch is confined
to that switch. No other hosts on the physical network or virtual machines on other standard switches
can send or receive traffic over this standard switch. You might create a standard switch without
physical network adapters if you want a group of virtual machines to be able to communicate with each
other, but not with other hosts or with virtual machines outside the group.

a Click Add adapters.

b Select an adapter from the Network Adapters list.

c Use the Failover order group drop-down menu to assign the adapter to Active adapters, Standby
adapters, or Unused adapters, and click OK.

d (Optional) Use the up and down arrows in the Assigned adapters list to change the position of the
adapter if needed.

e Click Next.

7 In the Connection settings page, identify traffic through the ports of the group.

a Type a Network Label for the port group, or accept the generated label.

b Set the VLAN ID to configure VLAN handling in the port group.

The VLAN ID also reflects the VLAN tagging mode in the port group.

VLAN Tagging Mode VLAN ID Description

External Switch Tagging (EST) 0 The virtual switch does not pass traffic associated with a
VLAN.

Virtual Switch Tagging (VST) From 1 to 4094 The virtual switch tags traffic with the entered tag.

Virtual Guest Tagging (VGT) 4095 Virtual machines handle VLANs. The virtual switch passes
traffic from any VLAN.

c Click Next.

8 Review the port group settings in the Ready to complete page, and click Finish.

Click Back if you want to change any settings.

Edit a Standard Switch Port Group
By using the vSphere Web Client, you can edit the name and VLAN ID of a standard switch port group, and
override networking policies at the port group level.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select a standard switch from the list.

The topology diagram of the switch appears.

4 In the topology diagram of the switch, click the name of the port group.

5 Under the topology diagram title, click Edit .

6 In the Properties section, rename the port group in the Network Label text field.

Chapter 2 Setting Up Networking with vSphere Standard Switches
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7 Configure VLAN tagging in the VLAN ID drop-down menu.

VLAN Tagging Mode VLAN ID Description

External Switch Tagging (EST) 0 The virtual switch does not pass traffic associated with a VLAN.

Virtual Switch Tagging (VST) From 1 to 4094 The virtual switch tags traffic with the entered tag.

Virtual Guest Tagging (VGT) 4095 Virtual machines handle VLANs. The virtual switch passes traffic
from any VLAN.

8 In the Security section, override the switch settings for protection against MAC address impersonation
and for running virtual machines in promiscuous mode.

9 In the Traffic Shaping section, override at the port group level the size of average and peak bandwidth
and of bursts.

10 In the Teaming and Failover section, override the teaming and failover settings inherited from the
standard switch.

You can configure traffic distribution and rerouting between the physical adapters associated with the
port group. You can also change the order in which host physical adapters are used upon failure.

11 Click OK.

Remove a Port Group from a vSphere Standard Switch
You can remove port groups from vSphere Standard Switches in case you no longer need the associated
labeled networks.

Prerequisites

Verify that there are no powered-on virtual machines connected to the port group that you want to remove.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the standard switch.

4 From the topology diagram of the switch, select the port group that you want to remove by clicking its
label.

5 From the toolbar in the switch topology, click the Remove selected port group action icon .

vSphere Standard Switch Properties
vSphere Standard Switch settings control switch-wide defaults for ports, which can be overridden by port
group settings for each standard switch. You can edit standard switch properties, such as the uplink
configuration and the number of available ports.

Number of Ports on ESXi Hosts
To ensure efficient use of host resources on hosts running ESXi 5.5 and later, the ports of virtual switches are
dynamically scaled up and down. A switch on such a host can expand up to the maximum number of ports
supported on the host. The port limit is determined based on the maximum number of virtual machines that
the host can handle.

vSphere Networking
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Each virtual switch on hosts running ESXi 5.1 and earlier provides a finite number of ports through which
virtual machines and network services can reach one or more networks. You have to increase or decrease
the number of ports manually according to your deployment requirements.

NOTE   Increasing the port number of a switch leads to reserving and consuming more resources on the host.
If some ports are not occupied, host resources that might be necessary for other operations remain locked
and unused.

Change the Size of the MTU on a vSphere Standard Switch
Change the size of the maximum transmission unit (MTU) on a vSphere Standard Switch to improve the
networking efficiency by increasing the amount of payload data transmitted with a single packet, that is,
enabling jumbo frames.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select a standard switch from the table and click Edit settings.

4 Change the MTU (bytes) value for the standard switch.

You can enable jumbo frames by setting MTU (bytes) to a number greater than 1500. You cannot set an
MTU size greater than 9000 bytes.

5 Click OK.

Change the Speed of a Physical Adapter
A physical adapter can become a bottleneck for network traffic if the adapter speed does not match
application requirements. You can change the connection speed and duplex of a physical adapter to transfer
data in compliance with the traffic rate.

If the physical adapter supports SR-IOV, you can enable it and configure the number of virtual functions to
use for virtual machine networking.

Procedure

1 In the vSphere Web Client, navigate to a host.

2 Click the Manage tab, and select Physical adapters from Networking.

The physical network adapters of the host appear in a table that contains details for each physical
network adapter.

3 Select the physical network adapter from the list and click Edit.

4 Select speed and duplex mode of the physical network adapter from the drop-down menu.

5 Click OK.

Add and Team Physical Adapters in a vSphere Standard Switch
Assign a physical adapter to a standard switch to provide connectivity to virtual machines and VMkernel
adapters on the host. You can form a team of NICs to distribute traffic load and to configure failover.

NIC teaming combines multiple network connections to increase throughput and provide redundancy
should a link fail. To create a team, you associate multiple physical adapters to a single vSphere Standard
Switch.

Chapter 2 Setting Up Networking with vSphere Standard Switches
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Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the standard switch you want to add a physical adapter to.

4 Click Manage the physical network adapters.

5 Add one or more available physical network adapters to the switch.

a Click Add adapters.

b Select the failover order group to assign the adapters to.

The failover group determines the role of the adapter for exchanging data with the external
network, that is, active, standby or unused. By default, the adapters are added as active to the
standard switch.

c Click OK

The selected adapters appear in the selected failover group list under the Assigned Adapters list.

6 (Optional) Use the up and down arrows to change the position of an adapter in the failover groups.

7 Click OK to apply the physical adapter configuration.

View the Topology Diagram of a vSphere Standard Switch
You can examine the structure and components of a vSphere Standard Switch by using its topology
diagram.

The topology diagram of a standard switch provides a visual representation of the adapters and port groups
connected to the switch.

From the diagram you can edit the settings of a selected port group and of a selected adapter.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the standard switch from the list.

The diagram appears under the list of virtual switches on the host.

vSphere Networking
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Setting Up Networking with vSphere
Distributed Switches 3

With vSphere distributed switches you can set up and configure networking in a vSphere environment.

This chapter includes the following topics:

n “vSphere Distributed Switch Architecture,” on page 24

n “Create a vSphere Distributed Switch,” on page 27

n “Upgrade a vSphere Distributed Switch to a Later Version,” on page 28

n “Edit General and Advanced vSphere Distributed Switch Settings,” on page 29

n “Managing Networking on Multiple Hosts on a vSphere Distributed Switch,” on page 30

n “Managing Networking on Host Proxy Switches,” on page 40

n “Distributed Port Groups,” on page 43

n “Working with Distributed Ports,” on page 48

n “Configuring Virtual Machine Networking on a vSphere Distributed Switch,” on page 49

n “Topology Diagrams of a vSphere Distributed Switch in the vSphere Web Client,” on page 50
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vSphere Distributed Switch Architecture
A vSphere Distributed Switch provides centralized management and monitoring of the networking
configuration of all hosts that are associated with the switch. You set up a distributed switch on a
vCenter Server system, and its settings are propagated to all hosts that are associated with the switch.

Figure 3‑1.  vSphere Distributed Switch Architecture
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A network switch in vSphere consists of two logical sections that are the data plane and the management
plane. The data plane implements the package switching, filtering, tagging, and so on. The management
plane is the control structure that you use to configure the data plane functionality. A vSphere Standard
Switch contains both data and management planes, and you configure and maintain each standard switch
individually.

A vSphere Distributed Switch separates the data plane and the management plane. The management
functionality of the distributed switch resides on the vCenter Server system that lets you administer the
networking configuration of your environment on a data center level. The data plane remains locally on
every host that is associated with the distributed switch. The data plane section of the distributed switch is
called a host proxy switch. The networking configuration that you create on vCenter Server (the
management plane) is automatically pushed down to all host proxy switches (the data plane).
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The vSphere Distributed Switch introduces two abstractions that you use to create consistent networking
configuration for physical NICs, virtual machines, and VMkernel services.

Uplink port group An uplink port group or dvuplink port group is defined during the creation
of the distributed switch and can have one or more uplinks. An uplink is a
template that you use to configure physical connections of hosts as well as
failover and load balancing policies. You map physical NICs of hosts to
uplinks on the distributed switch. At the host level, each physical NIC is
connected to an uplink port with a particular ID. You set failover and load
balancing policies over uplinks and the policies are automatically
propagated to the host proxy switches, or the data plane. In this way you can
apply consistent failover and load balancing configuration for the physical
NICs of all hosts that are associated with the distributed switch.

Distributed port group Distributed port groups provide network connectivity to virtual machines
and accommodate VMkernel traffic. You identify each distributed port group
by using a network label, which must be unique to the current data center.
You configure NIC teaming, failover, load balancing, VLAN, security, traffic
shaping , and other policies on distributed port groups. The virtual ports that
are connected to a distributed port group share the same properties that are
configured to the distributed port group. As with uplink port groups, the
configuration that you set on distributed port groups on vCenter Server (the
management plane) is automatically propagated to all hosts on the
distributed switch through their host proxy switches (the data plane). In this
way you can configure a group of virtual machines to share the same
networking configuration by associating the virtual machines to the same
distributed port group.

For example, suppose that you create a vSphere Distributed Switch on your data center and associate two
hosts with it. You configure three uplinks to the uplink port group and connect a physical NIC from each
host to an uplink. In this way, each uplink has two physical NICs from each host mapped to it, for example
Uplink 1 is configured with vmnic0 from Host 1 and Host 2. Next you create the Production and the
VMkernel network distributed port groups for virtual machine networking and VMkernel services.
Respectively, a representation of the Production and the VMkernel network port groups is also created on
Host 1 and Host 2. All policies that you set to the Production and the VMkernel network port groups are
propagated to their representations on Host 1 and Host 2.

To ensure efficient use of host resources, the number of distributed ports of proxy switches is dynamically
scaled up and down on hosts running ESXi 5.5 and later. A proxy switch on such a host can expand up to
the maximum number of ports supported on the host. The port limit is determined based on the maximum
number of virtual machines that the host can handle.

vSphere Distributed Switch Data Flow
The data flow from the virtual machines and VMkernel adapters down to the physical network depends on
the NIC teaming and load balancing policies that are set to the distributed port groups. The data flow also
depends on the port allocation on the distributed switch.
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Figure 3‑2.  NIC Teaming and Port Allocation on a vSphere Distributed Switch
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For example, suppose that you create the VM network and the VMkernel network distributed port groups,
respectively with 3 and 2 distributed ports. The distributed switch allocates ports with IDs from 0 to 4 in the
order that you create the distributed port groups. Next, you associate Host 1 and Host 2 with the distributed
switch. The distributed switch allocates ports for every physical NIC on the hosts, as the numbering of the
ports continues from 5 in the order that you add the hosts. To provide network connectivity on each host,
you map vmnic0 to Uplink 1, vmnic1 to Uplink 2, and vmnic2 to Uplink 3.

To provide connectivity to virtual machines and to accommodate VMkernel traffic, you configure teaming
and failover to the VM network and to the VMkernel network port groups. Uplink 1 and Uplink 2 handle
the traffic for the VM network port group, and Uplink 3 handles the traffic for the VMkernel network port
group.
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Figure 3‑3.  Packet Flow on the Host Proxy Switch
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On the host side, the packet flow from virtual machines and VMkernel services passes through particular
ports to reach the physical network. For example, a packet sent from VM1 on Host 1 first reaches port 0 on
the VM network distributed port group. Because Uplink 1 and Uplink 2 handle the traffic for the VM
network port group, the packet can continue from uplink port 5 or uplink port 6 . If the packet goes through
uplink port 5, it continues to vmnic0, and if the packet goes to uplink port 6, it continues to vmnic1.

Create a vSphere Distributed Switch
Create a vSphere distributed switch on a data center to handle the networking configuration of multiple
hosts at a time from a central place.

Procedure

1 In the vSphere Web Client, navigate to a data center.

2 In the navigator, right-click the data center and select Distributed Switch > New Distributed Switch.

3 In Name and Location, type a name for the new distributed switch, or accept the generated name, and
click Next.

4 In Select version, select a distributed switch version and click Next.

Option Description

Distributed Switch: 6.0.0 Compatible with ESXi 6.0 and later.

Distributed Switch: 5.5.0 Compatible with ESXi 5.5 and later. Features released with later vSphere
distributed switch versions are not supported.

Distributed Switch: 5.1.0 Compatible with VMware ESXi 5.1 and later. Features released with later
vSphere distributed switch versions are not supported.

Distributed Switch: 5.0.0 Compatible with VMware ESXi 5.0 and later.
Features released with later vSphere distributed switch versions are not
supported.
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5 In Edit Settings configure the distributed switch settings.

a Use the arrow buttons to select the Number of uplinks.

Uplink ports connect the distributed switch to physical NICs on associated hosts. The number of
uplink ports is the maximum number of allowed physical connections to the distributed switch per
host.

b Use the drop-down menu to enable or disable Network I/O Control.

By using Network I/O Control you can prioritize the access to network resources for certain types
of infrastructure and workload traffic according to the requirements of your deployment. Network
I/O Control continuously monitors the I/O load over the network and dynamically allocates
available resources.

c Select the Create a default port group check box to create a new distributed port group with
default settings for this switch.

d (Optional) To create a default distributed port group, type the port group name in the Port group
name, or accept the generated name.

If your system has custom port group requirements, create distributed port groups that meet those
requirements after you add the distributed switch.

e Click Next.

6 In Ready to complete, review the settings you selected and click Finish.

Use the Back button to edit any settings.

A distributed switch is created on the data center. You can view the features supported on the distributed
switch as well as other details by navigating to the new distributed switch and clicking the Summary tab.

What to do next

Add hosts to the distributed switch and configure their network adapters on the switch.

Upgrade a vSphere Distributed Switch to a Later Version
You can upgrade vSphere Distributed Switch version 5.x to a later version. The upgrade lets the distributed
switch take advantage of features that are available only in the later version.

The upgrade of a distributed switch is a nondisruptive operation, that is, the hosts and virtual machines
attached to the switch do not experience any downtime.

NOTE   To be able to restore the connectivity of the virtual machines and VMkernel adapters if the upgrade
fails, back up the configuration of the distributed switch.

If the upgrade is not successful, to recreate the switch with its port groups and connected hosts, you can
import the switch configuration file. See “Export vSphere Distributed Switch Configurations,” on page 77
and “Import a vSphere Distributed Switch Configuration,” on page 78.

Prerequisites

n Upgrade vCenter Server to version 6.0.

n Upgrade all hosts connected to the distributed switch to ESXi 6.0.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch and select Upgrade > Upgrade Distributed Switch.
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3 Select the vSphere Distributed Switch version that you want to upgrade the switch to and click Next.

Option Description

Version 6.0.0 Compatible with ESXi version 6.0 and later.

Version 5.5.0 Compatible with ESXi version 5.5 and later. Features released with later
vSphere Distributed Switch versions are not supported.

Version 5.1.0 Compatible with ESXi version 5.1 and later. Features released with later
vSphere Distributed Switch versions are not supported.

 
4 Review host compatibility and click Next.

Some ESXi instances that are connected to the distributed switch might be incompatible with the
selected target version. Upgrade or remove the incompatible hosts, or select another upgrade version
for the distributed switch.

5 Complete the upgrade configuration and click Finish.

CAUTION   After you upgrade the vSphere Distributed Switch, you cannot revert it to an earlier version.
You also cannot add ESXi hosts that are running an earlier version than the new version of the switch.

a Review the upgrade settings.

b If you upgrade from vSphere Distributed Switch 5.1, schedule conversion to the enhanced LACP
support.

c If you upgrade from vSphere Distributed Switch 5.1 and later, schedule conversion to Network I/O
Control version 3.

For information about converting to enhanced LACP support, see “Convert to the Enhanced LACP Support
on a vSphere Distributed Switch,” on page 67.

For information about converting to Network I/O Control version 3, see “Upgrade Network I/O Control to
Version 3 on a vSphere Distributed Switch,” on page 159.

Edit General and Advanced vSphere Distributed Switch Settings
General settings for a vSphere Distributed Switch include the switch name and number of uplinks.
Advanced settings for a distributed switch include Cisco Discovery Protocol and the maximum MTU for the
switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Click Manage tab, click Settings, and select Properties.

3 Click Edit.

4 Click General to edit the vSphere Distributed Switch settings.

Option Description

Name Type the name for the distributed switch.

Number of uplinks Select the number of uplink ports for the distributed switch.
Click Edit Uplink Names to change the names of the uplinks.

Number of ports The number of ports for this distributed switch. This cannot be edited.

Network I/O Control Use the drop-down menu to enable or disable Network I/O control.

Description Add or modify a description of the distributed switch settings.
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5 Click Advanced to edit the vSphere Distributed Switch settings.

Option Description

MTU (Bytes) Maximum MTU size for the vSphere Distributed Switch. To enable jumbo
frames, set a value greater than 1500 bytes.

Multicast filtering mode n Basic. The distributed switch forwards traffic that is related to a
multicast group based on a MAC address generated from the last 23
bits of the IPv4 address of the group.

n IGMP/MLD snooping. The distributed switch forwards multicast
traffic to virtual machines according to the IPv4 and IPv6 addresses of
subscribed multicast groups by using membership messages defined
by the Internet Group Management Protocol (IGMP ) and Multicast
Listener Discovery protocol.

Discovery Protocol a Select Cisco Discovery Protocol, Link Layer Discovery Protocol, or
disabled from the Type drop-down menu.

b Set Operation to Listen, Advertise, or Both.
For information about Discovery Protocol, see “Switch Discovery
Protocol,” on page 216.

Administrator Contact Type the name and other details of the administrator for the distributed
switch.

 
6 Click OK.

Managing Networking on Multiple Hosts on a vSphere Distributed
Switch

You create and manage virtual networks on a vSphere Distributed Switch by adding hosts to the switch and
connecting their network adapters to the switch. To create uniform networking configuration throughout
multiple hosts on the distributed switch, you can use a host as a template and apply its configuration to
other hosts.

n Tasks for Managing Host Networking on a vSphere Distributed Switch on page 31
You can add new hosts to a vSphere Distributed Switch, connect network adapters to the switch, and
remove hosts from the switch. In a production environment, you might need to keep the network
connectivity up for virtual machines and VMkernel services while you manage host networking on the
distributed switch.

n Add Hosts to a vSphere Distributed Switch on page 32
To manage the networking of your vSphere environment by using a vSphere Distributed Switch, you
must associate hosts with the switch. You connect the physical NICs, VMkernel adapters, and virtual
machine network adapters of the hosts to the distributed switch.

n Configure Physical Network Adapters on a vSphere Distributed Switch on page 33
For hosts that are associated with a distributed switch, you can assign physical NICs to uplinks on the
switch. You can configure physical NICs on the distributed switch for multiple hosts at a time.

n Migrate VMkernel Adapters to a vSphere Distributed Switch on page 34
Migrate VMkernel adapters to a distributed switch if you want to handle the traffic for VMkernel
services by using only this switch and you no longer need the adapters on other standard or
distributed switches.

n Create a VMkernel Adapter on a vSphere Distributed Switch on page 35
Create a VMkernel adapter on hosts associated with a distributed switch to provide network
connectivity to the hosts and to handle the traffic for vSphere vMotion, IP storage, Fault Tolerance
logging, and Virtual SAN. You can create VMkernel adapters on multiple hosts simultaneously by
using the Add and Manage Hosts wizard.
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n Migrate Virtual Machine Networking to the vSphere Distributed Switch on page 37
To manage virtual machine networking by using a distributed switch, migrate virtual machine
network adapters to labeled networks on the switch.

n Update the Maximum Number of Distributed Ports on Hosts on page 37
If a host is running ESXi 5.1 or earlier, you can change the maximum number of distributed ports on
the proxy switch on the host.

n Use a Host as a Template to Create a Uniform Networking Configuration on a vSphere Distributed
Switch on page 38
If you plan to have hosts with a uniform networking configuration, you can select a host as a template
and apply its configuration for physical NICs and VMkernel adapters to other hosts on the distributed
switch.

n Remove Hosts from a vSphere Distributed Switch on page 39
Remove hosts from a vSphere distributed switch if you have configured a different switch for the
hosts.

Tasks for Managing Host Networking on a vSphere Distributed Switch
You can add new hosts to a vSphere Distributed Switch, connect network adapters to the switch, and
remove hosts from the switch. In a production environment, you might need to keep the network
connectivity up for virtual machines and VMkernel services while you manage host networking on the
distributed switch.

Adding Hosts to a vSphere Distributed Switch
Consider preparing your environment before you add new hosts to a distributed switch.

n Create distributed port groups for virtual machine networking.

n Create distributed port groups for VMkernel services. For example, create distributed port groups for
management network, vMotion, and Fault Tolerance.

n Configure enough uplinks on the distributed switch for all physical NICs that you want to connect to
the switch. For example, if the hosts that you want to connect to the distributed switch have eight
physical NICs each, configure eight uplinks on the distributed switch.

n Make sure that the configuration of the distributed switch is prepared for services with specific
networking requirements. For example, iSCSI has specific requirements for the teaming and failover
configuration of the distributed port group where you connect the iSCSI VMkernel adapter.

You can use the Add and Manage Hosts wizard in the vSphere Web Client to add multiple hosts at a time.

Managing Network Adapters on a vSphere Distributed Switch
After you add hosts to a distributed switch, you can connect physical NICs to uplinks on the switch,
configure virtual machine network adapters, and manage VMkernel networking.

If some hosts on a distributed switch are associated to other switches in your data center, you can migrate
network adapters to or from the distributed switch.

If you migrate virtual machine network adapters or VMkernel adapters, make sure that the destination
distributed port groups have at least one active uplink, and the uplink is connected to a physical NIC on the
hosts. Another approach is to migrate physical NICs, virtual network adapters, and VMkernel adapters
simultaneously.

If you migrate physical NICs, leave at least one active NIC that handles the traffic of port groups. For
example, if vmnic0 and vmnic1 handle the traffic of the VM Network port group, migrate vmnic0 and leave
vmnic1 connected to the group.
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Removing Hosts from a vSphere Distributed Switch
Before you remove hosts from a distributed switch, you must migrate the network adapters that are in use
to a different switch.

n To add hosts to a different distributed switch, you can use the Add and Manage Hosts wizard to
migrate the network adapters on the hosts to the new switch all together. You can then remove the
hosts safely from their current distributed switch.

n To migrate host networking to standard switches, you must migrate the network adapters on stages.
For example, remove physical NICs on the hosts from the distributed switch by leaving one physical
NIC on every host connected to the switch to keep the network connectivity up. Next, attach the
physical NICs to the standard switches and migrate VMkernel adapters and virtual machine network
adapters to the switches. Lastly, migrate the physical NIC that you left connected to the distributed
switch to the standard switches.

Add Hosts to a vSphere Distributed Switch
To manage the networking of your vSphere environment by using a vSphere Distributed Switch, you must
associate hosts with the switch. You connect the physical NICs, VMkernel adapters, and virtual machine
network adapters of the hosts to the distributed switch.

Prerequisites

n Verify that enough uplinks are available on the distributed switch to assign to the physical NICs that
you want to connect to the switch.

n Verify that there is at least one distributed port group on the distributed switch.

n Verify that the distributed port group have active uplinks configured in its teaming and failover policy.

If you migrate or create VMkernel adapters for iSCSI, verify that the teaming and failover policy of the
target distributed port group meets the requirements for iSCSI:

n Verify that only one uplink is active, the standby list is empty, and the rest of the uplinks are unused.

n Verify that only one physical NIC per host is assigned to the active uplink.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Add hosts and click Next.

4 Click New hosts, select from the hosts in your data center, and click OK.

5 Select the tasks for configuring network adapters to the distributed switch and click Next.

6 Configure physical NICs on the distributed switch.

a From the On other switches/unclaimed list, select a physical NIC.

If you select physical NICs that are already connected to other switches, they are migrated to the
current distributed switch.

b Click Assign uplink.

c Select an uplink and click OK.
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For consistent network configuration, you can connect one and the same physical NIC on every host to
the same uplink on the distributed switch.

For example, if you are adding two hosts connect vmnic1 on of each host to Uplink1 on the distributed
switch.

7 Click Next.

8 Configure VMkernel adapters.

a Select a VMkernel adapter and click Assign port group.

b Select a distributed port group and click OK.

9 Review the impacted services as well as the level of impact.

Option Description

No impact iSCSI will continue its normal function after the new networking
configuration is applied.

Important impact The normal function of iSCSI might be disrupted if the new networking
configuration is applied.

Critical impact The normal function of iSCSI will be interrupted if the new networking
configuration is applied.

 
a If the impact on iSCSI is important or critical, click iSCSI entry and review the reasons that are

displayed in the Analysis details pane.

b After you troubleshoot the impact on iSCSI, proceed with your networking configuration.

10 Click Next.

11 Configure virtual machine networking.

a To connect all network adapters of a virtual machine to a distributed port group, select the virtual
machine, or select an individual network adapter to connect only that adapter.

b Click Assign port group.

c Select a distributed port group from the list and click OK.

12 Click Next and click Finish.

What to do next

Having hosts associated with the distributed switch, you can manage physical NICs, VMkernel adapters,
and virtual machine network adapters.

Configure Physical Network Adapters on a vSphere Distributed Switch
For hosts that are associated with a distributed switch, you can assign physical NICs to uplinks on the
switch. You can configure physical NICs on the distributed switch for multiple hosts at a time.

For consistent networking configuration throughout all hosts, you can assign the same physical NIC on
every host to the same uplink on the distributed switch. For example, you can assign vmnic1 from hosts
ESXi A and ESXi B to Uplink 1.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking and click Next.

4 Click Attached hosts and select from the hosts that are associated with the distributed switch.
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5 Click Next.

6 Select Manage physical adapters and click Next.

7 From the On other switches/unclaimed list select a physical NIC .

If you select physical NICs that are already assigned to other switches, they are migrated to the current
distributed switch.

8 Click Assign uplink.

9 Select an uplink or select Auto-assign.

10 Click Next.

11 Review the impacted services as well as the level of impact.

Option Description

No impact iSCSI will continue its normal function after the new networking
configuration is applied.

Important impact The normal function of iSCSI might be disrupted if the new networking
configuration is applied.

Critical impact The normal function of iSCSI will be interrupted if the new networking
configuration is applied.

 
a If the impact on iSCSI is important or critical, click iSCSI entry and review the reasons that are

displayed in the Analysis details pane.

b After you troubleshoot the impact on iSCSI, proceed with your networking configuration.

12 Click Next and click Finish.

Migrate VMkernel Adapters to a vSphere Distributed Switch
Migrate VMkernel adapters to a distributed switch if you want to handle the traffic for VMkernel services
by using only this switch and you no longer need the adapters on other standard or distributed switches.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking and click Next.

4 Click Attached hosts and select from the hosts that are associated with the distributed switch.

5 Click Next.

6 Select Manage VMkernel adapters and click Next.

7 Select the adapter and click Assign port group.

8 Select a distributed port group and click OK.

9 Click Next.
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10 Review the impacted services as well as the level of impact.

Option Description

No impact iSCSI will continue its normal function after the new networking
configuration is applied.

Important impact The normal function of iSCSI might be disrupted if the new networking
configuration is applied.

Critical impact The normal function of iSCSI will be interrupted if the new networking
configuration is applied.

 
a If the impact on iSCSI is important or critical, click iSCSI entry and review the reasons that are

displayed in the Analysis details pane.

b After you troubleshoot the impact on iSCSI, proceed with your networking configuration.

11 Click Next and click Finish.

Create a VMkernel Adapter on a vSphere Distributed Switch
Create a VMkernel adapter on hosts associated with a distributed switch to provide network connectivity to
the hosts and to handle the traffic for vSphere vMotion, IP storage, Fault Tolerance logging, and Virtual
SAN. You can create VMkernel adapters on multiple hosts simultaneously by using the Add and Manage
Hosts wizard.

You should dedicate one distributed port group for each VMkernel adapter. One VMkernel adapter should
handle only one traffic type.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking and click Next.

4 Click Attached hosts and select from the hosts that are associated with the distributed switch.

5 Click Next.

6 Select Manage VMkernel adapters and click Next.

7 Click New adapter.

The Add Networking wizard opens.

8 On the Select target device page of the Add Networking wizard, select a distributed port group.

9 On the Port properties page, configure the settings for the VMkernel adapter.

Option Description

Network label The network label is inherited from the label of the distributed port group.

IP settings Select IPv4, IPv6, or both.
NOTE   The IPv6 option does not appear on hosts that do not have IPv6
enabled.
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Option Description

TCP/IP stack Select a TCP/IP stack from the list. Once you set a TCP/IP stack for the
VMkernel adapter, you cannot change it later. If you select the vMotion or
the Provisioning TCP/IP stack, you will be able to use only these stacks to
handle vMotion or Provisioning traffic on the host. All VMkernel adapters
for vMotion on the default TCP/IP stack are disabled for future vMotion
sessions. If you set the Provisioning TCP/IP stack, VMkernel adapters on
the default TCP/IP stack are disabled for operations that include
Provisioning traffic, such as virtual machine cold migration, cloning, and
snapshot creation.

Enable services You can enable services for the default TCP/IP stack on the host. Select
from the available services:
n vMotion traffic. Enables the VMkernel adapter to advertise itself to

another host as the network connection where vMotion traffic is sent.
The migration with vMotion to the selected host is not possible if the
vMotion service is not enabled for any VMkernel adapter on the
default TCP/IP stack, or there are no adapters using the vMotion
TCP/IP stack.

n Provisioning traffic. Handles the data transferred for virtual machine
cold migration, cloning, and snapshot creation.

n Fault Tolerance traffic. Enables Fault Tolerance logging on the host.
You can use only one VMkernel adapter for FT traffic per host.

n Management traffic. Enables the management traffic for the host and
vCenter Server. Typically, hosts have such a VMkernel adapter created
when the ESXi software is installed. You can create another VMkernel
adapter for management traffic on the host to provide redundancy.

n vSphere Replication traffic. Handles the outgoing replication data
that is sent from the source ESXi host to the vSphere Replication
server.

n vSphere Replication NFC traffic. Handles the incoming replication
data on the target replication site.

n Virtual SAN. Enables the Virtual SAN traffic on the host. Every host
that is part of a Virtual SAN cluster must have such a VMkernel
adapter.

 
10 If you selected the vMotion TCP/IP or the Provisioning stack, click OK in the warning dialog that

appears.

If a live migration is already initiated, it completes successfully even after the involved VMkernel
adapters on the default TCP/IP stack are disabled for vMotion. Same refers to operations that include
VMkernel adapters on the default TCP/IP stack that are set for the Provisioning traffic.

11 (Optional) On the IPv4 settings page, select an option for obtaining IP addresses.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.
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12 (Optional) On the IPv6 settings page, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
13 Review your setting selections in the Ready to complete page and click Finish.

14 Follow the prompts to complete the wizard.

Migrate Virtual Machine Networking to the vSphere Distributed Switch
To manage virtual machine networking by using a distributed switch, migrate virtual machine network
adapters to labeled networks on the switch.

Prerequisites

Verify that at least one distributed port group intended for virtual machine networking exists on the
distributed switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking and click Next.

4 Click Attached hosts and select from the hosts that are associated with the distributed switch.

5 Click Next.

6 Select Migrate virtual machine networking and click Next.

7 Configure virtual machine network adapters to the distributed switch.

a To connect all network adapters of a virtual machine to a distributed port group, select the virtual
machine, or select an individual network adapter to connect only that adapter.

b Click Assign port group.

c Select a distributed port group from the list and click OK.

8 Click Next and click Finish.

Update the Maximum Number of Distributed Ports on Hosts
If a host is running ESXi 5.1 or earlier, you can change the maximum number of distributed ports on the
proxy switch on the host.

Each proxy switch on ESXi hosts 5.1 and earlier provides a finite number of ports through which virtual
machines and network services can reach one or more networks. You have to increase or decrease manually
the number of ports according to your deployment requirements.

NOTE   Increasing the number distributed ports of the proxy switches on hosts reserves and consumes more
resources on the hosts. If some ports are not occupied, host resources that might be necessary for other
operations remain locked and unused.
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To ensure efficient use of host resources, on ESXi 5.5 and 6.0 hosts the number of distributed ports of proxy
switches are dynamically scaled up and down. A proxy switch on such a host can expand up to the
maximum number of ports supported on the host. The port limit is determined based on the maximum
number of virtual machines that the host can handle.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking and click Next.

4 Click Attached hosts and select from the hosts that are associated with the distributed switch.

5 Click Next.

6 Select a host and click Edit settings.

7 Change the maximum number of distributed ports on the host and click OK.

8 Click Next and click Finish.

Use a Host as a Template to Create a Uniform Networking Configuration on a
vSphere Distributed Switch

If you plan to have hosts with a uniform networking configuration, you can select a host as a template and
apply its configuration for physical NICs and VMkernel adapters to other hosts on the distributed switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select a task for managing host networking and click Next.

4 Select the hosts to add or manage on the distributed switch.

5 At the bottom of the dialog box, select Configure identical networking settings on multiple hosts and
click Next.

6 Select a host to use as a template and click Next.

7 Select the network adapter tasks and click Next.

8 On the Manage physical network adapters and Manage VMkernel network adapters pages, make the
configuration changes that you need on the template host, and click Apply to all for all other hosts.

9 On the Ready to complete page, click Finish.

Example: Configure Physical NICs by Using a Template Host
Connect physical NICs on two hosts simultaneously to a vSphere distributed switch by using the template
host mode in the Add and Manage Hosts wizard. On the Manage physical network adapters page of the
wizard, assign two physical NICs to uplinks on the template host, and then click Apply to all to create the
same configuration on the other host.
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Figure 3‑4.  Applying Physical NICs Configuration on a vSphere Distributed Switch by Using a Template
Host

Remove Hosts from a vSphere Distributed Switch
Remove hosts from a vSphere distributed switch if you have configured a different switch for the hosts.

Prerequisites

n Verify that physical NICs on the target hosts are migrated to a different switch.

n Verify that VMkernel adapters on the hosts are migrated to a different switch.

n Verify that virtual machine network adapters are migrated to a different switch.

For details about migrating network adapters to different switches, see “Tasks for Managing Host
Networking on a vSphere Distributed Switch,” on page 31

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Remove hosts and click Next.

4 Select the hosts you want to remove and click Next.

5 Click Finish.
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Managing Networking on Host Proxy Switches
You can change the configuration of the proxy switch on every host that is associated with a vSphere
distributed switch. You can manage physical NICs, VMkernel adapters, and virtual machine network
adapters.

For details about setting up VMkernel networking on host proxy switches, see “Create a VMkernel Adapter
on a vSphere Distributed Switch,” on page 35.

Migrate Network Adapters on a Host to a vSphere Distributed Switch
For hosts associated with a distributed switch, you can migrate network adapters from a standard switch to
the distributed switch. You can migrate physical NICs, VMkernel adapters, and virtual machine network
adapters at the same time.

To migrate virtual machine network adapters or VMkernel adapters, make sure that the destination
distributed port groups have at least one active uplink, and the uplink is connected to a physical NIC on this
host. Alternatively, migrate physical NICs, virtual network adapters, and VMkernel adapters at once.

To migrate physical NICs, make sure that the source port groups on the standard switch have at least one
physical NIC to handle their traffic. For example, if you migrate a physical NIC that is assigned to a port
group for virtual machine networking, make sure that the port group is connected to at least one physical
NIC. Otherwise the virtual machines on same VLAN on the standard switch will have connectivity between
each other but not to the external network.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the destination distributed switch and click Migrate physical or virtual network adapters.

4 Select the tasks for migrating network adapters and click Next.

5 Configure physical NICs.

a From the On other switches/unclaimed list, select a physical NIC and click Assign uplink.

b Select an uplink and click OK.

c Click Next.

6 Configure VMkernel adapters.

a Select an adapter and click Assign port group.

b Select a distributed port group and click OK.

You should connect one VMkernel adapter to one distributed port group at a time.

c Click Next.

7 Review the services that are affected from the new networking configuration.

a If there is an important or serious impact reported on a service, click the service and review the
analysis details.

For example, an important impact on iSCSI might be reported as a result from an incorrect teaming
and failover configuration on the distributed port group where you migrate the iSCSI VMkernel
adapter. You must leave one active uplink on the teaming and failover order of the distributed port
group, leave the standby list empty, and move the rest of the uplinks to unused.

b After troubleshooting any impact on the affected services, click Next.
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8 Configure virtual machine network adapters.

a Select a virtual machine or a virtual machine network adapter and click Assign port group.

If you select a virtual machine, you migrate all network adapters on the virtual machine. If you
select a network adapter, you migrate only this network adapter.

b Select a distributed port group from the list and click OK.

c Click Next.

9 On the Ready to complete page review the new networking configuration and click Finish.

Migrate a VMkernel Adapter on a Host to a vSphere Standard Switch
If a host is associated with a distributed switch, you can migrate VMkernel adapters from the distributed to
a standard switch.

For details about creating VMkernel adapters on a vSphere distributed switch, see “Create a VMkernel
Adapter on a vSphere Distributed Switch,” on page 35.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the destination standard switch from the list.

4 Click Migrate a VMkernel adapter.

5 On the Select VMkernel network adapter page, select the virtual network adapter to migrate to the
standard switch from the list.

6 On the Configure settings page, edit the Network Label and VLAN ID for the network adapter.

7 Review the migration details on the Ready to complete page and click Finish.

Click Back to edit settings.

Assign a Physical NIC of a Host to a vSphere Distributed Switch
You can assign physical NICs of a host that is associated with a distributed switch to uplink port on the host
proxy switch.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select a distributed switch from the list.

4 Click Manage the physical network adapters.

5 Select a free uplink from the list and click Add adapter.

6 Select a physical NIC and click OK.

Remove a Physical NIC from a vSphere Distributed Switch
You can remove a physical NIC of a host from an uplink on a vSphere distributed switch.

Procedure

1 In the vSphere Web Client, navigate to the host.
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2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the distributed switch.

4 Click Manage the physical network adapters.

5 Select an uplink an click Remove selected adapters.

6 Click OK.

What to do next

When you remove physical NICs from active virtual machines, you might see the NICs you removed
reported in the vSphere Web Client. See “Removing NICs from Active Virtual Machines,” on page 42.

Set the Number of Ports on a Host Proxy Switch
You can increase or decrease the maximum number of distributed ports available on the proxy switch on
ESXi 5.1 hosts and earlier that are connected to a vSphere distributed switch.

Each proxy switch on hosts that are running ESXi 5.1 and earlier provides a finite number of ports through
which virtual machines and network services can reach one or more networks. You have to increase or
decrease the number of ports manually according to your deployment requirements.

NOTE   Increasing the number distributed ports of the proxy switches on hosts reserves and consumes more
resources on the hosts. If some ports are not occupied, host resources that might be necessary for other
operations remain locked and unused.

To ensure efficient use of host resources, the number of distributed ports of proxy switches are dynamically
scaled up and down on ESXi 5.5 and 6.0 hosts. A proxy switch on such a host can expand up to the
maximum number of ports supported on the host. The port limit is determined based on the maximum
number of virtual machines that the host can handle.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select a distributed switch from the list.

4 Click Update the maximum number of distributed ports on this host.

5 Use the up and down arrows to set the maximum number of ports for the host and click OK.

What to do next

If you are changing the maximum number of ports for a host after the host is added to the distributed
switch, you must restart the host before the new maximum takes effect.

Removing NICs from Active Virtual Machines
When you remove NICs from active virtual machines, you might still see the NICs you have removed in the
vSphere Web Client.

Removing NICs from an Active Virtual Machine Without a Guest Operating System
Installed
You cannot remove NICs from an active virtual machine on which no operating system is installed.

The vSphere Web Client might report that the NIC has been removed, but you continue to see it attached to
the virtual machine.
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Removing NICs from an Active Virtual Machine with a Guest Operating System
Installed
You can remove a NIC from an active virtual machine, but it might not be reported to the
vSphere Web Client for some time. If you click Edit Settings for the virtual machine, you might see the
removed NIC listed even after the task is complete. The Edit Settings dialog box for the virtual machine does
not immediately display the removed NIC.

You might also still see the NIC attached to the virtual machine if the guest operating system of the virtual
machine does not support hot removal of NICs.

Distributed Port Groups
A distributed port group specifies port configuration options for each member port on a vSphere distributed
switch. Distributed port groups define how a connection is made to a network.

Add a Distributed Port Group
Add a distributed port group to a vSphere Distributed Switch to create a distributed switch network for
your virtual machines and to associate VMkernel adapters.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch and select Distributed port group > New distributed port group.

3 In the Select name and location section, type the name of the new distributed port group, or accept the
generated name, and click Next.

4 In the Configure settings section, set the general properties for the new distributed port group and
click Next.

Setting Description

Port binding Choose when ports are assigned to virtual machines connected to this
distributed port group.
n Static binding: Assign a port to a virtual machine when the virtual

machine connects to the distributed port group.
n Dynamic binding: Assign a port to a virtual machine the first time the

virtual machine powers on after it is connected to the distributed port
group. Dynamic binding has been deprecated since ESXi 5.0.

n Ephemeral: No port binding. You can assign a virtual machine to a
distributed port group with ephemeral port binding also when
connected to the host.

Port allocation n Elastic: The default number of ports is eight. When all ports are
assigned, a new set of eight ports is created. This is the default.

n Fixed: The default number of ports is set to eight. No additional ports
are created when all ports are assigned.

Number of ports Enter the number of ports on the distributed port group.

Network resource pool Use the drop-down menu to assign the new distributed port group to a
user-defined network resource pool. If you have not created a network
resource pool, this menu is empty.
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Setting Description

VLAN Use the Type drop-down menu to select VLAN options:
n None: Do not use VLAN.
n VLAN: In the VLAN ID field, enter a number between 1 and 4094.
n VLAN Trunking: Enter a VLAN trunk range.
n Private VLAN: Select a private VLAN entry. If you did not create any

private VLANs, this menu is empty.

Advanced Select this check box to customize the policy configurations for the new
distributed port group.

 
5 (Optional) In the Security section, edit the security exceptions and click Next.

Setting Description

Promiscuous mode n Reject. Placing an adapter in promiscuous mode from the guest
operating system does not result in receiving frames for other virtual
machines.

n Accept. If an adapter is placed in promiscuous mode from the guest
operating system, the switch allows the guest adapter to receive all
frames passed on the switch in compliance with the active VLAN
policy for the port where the adapter is connected.

Firewalls, port scanners, intrusion detection systems and so on, need
to run in promiscuous mode.

MAC address changes n Reject. If you set this option to Reject and the guest operating system
changes the MAC address of the adapter to a value different from the
address in the .vmx configuration file, the switch drops all inbound
frames to the virtual machine adapter. .

If the guest operating system changes the MAC address back, the
virtual machine receives frames again.

n Accept. If the guest operating system changes the MAC address of a
network adapter, the adapter receives frames to its new address.

Forged transmits n Reject. The switch drops any outbound frame with a source MAC
address that is different from the one in the .vmx configuration file.

n Accept. The switch does not perform filtering and permits all
outbound frames.

 
6 (Optional) In the Traffic shaping section, enable or disable Ingress or Egress traffic shaping and click

Next.

Setting Description

Status If you enable either Ingress Traffic Shaping or Egress Traffic Shaping,
you are setting limits on the amount of networking bandwidth allocated
for each virtual adapter associated with this particular port group. If you
disable the policy, services have a free, clear connection to the physical
network by default.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time. This is the allowed average load.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending and receiving a burst of traffic. This tops the bandwidth used by a
port whenever it is using its burst bonus.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port might gain a burst bonus when it does not use all its allocated
bandwidth. Whenever the port needs more bandwidth than specified by
Average Bandwidth, it might temporarily transmit data at a higher speed
if a burst bonus is available. This parameter tops the number of bytes that
might be accumulated in the burst bonus and thus transferred at a higher
speed.
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7 (Optional) In the Teaming and failover section, edit the settings and click Next.

Setting Description

Load balancing Specify how to choose an uplink.
n Route based on the originating virtual port. Choose an uplink based

on the virtual port where the traffic entered the distributed switch.
n Route based on IP hash. Choose an uplink based on a hash of the

source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash. Choose an uplink based on a hash
of the source Ethernet.

n Route based on physical NIC load. Choose an uplink based on the
current loads of physical NICs.

n Use explicit failover order. Always use the highest order uplink from
the list of Active adapters which passes failover detection criteria.

NOTE   IP-based teaming requires that the physical switch be configured
with etherchannel. For all other options, disable etherchannel.

Network failover detection Specify the method to use for failover detection.
n Link Status only. Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing. Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. This detects many of the failures previously
mentioned that are not detected by link status alone.

NOTE   Do not use beacon probing with IP-hash load balancing.

Notify switches Select Yes or No to notify switches in the case of failover. If you select Yes,
whenever a virtual NIC is connected to the distributed switch or whenever
that virtual NIC’s traffic would be routed over a different physical NIC in
the team because of a failover event, a notification is sent out over the
network to update the lookup tables on physical switches. In almost all
cases, this process is desirable for the lowest latency of failover occurrences
and migrations with vMotion.
NOTE   Do not use this option when the virtual machines using the port
group are using Microsoft Network Load Balancing in unicast mode. No
such issue exists with NLB running in multicast mode.

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure. If failback is set to Yes (default), the adapter
is returned to active duty immediately upon recovery, displacing the
standby adapter that took over its slot, if any. If failback is set to No, a
failed adapter is left inactive even after recovery until another currently
active adapter fails, requiring its replacement.

Failover order Specify how to distribute the work load for uplinks. To use some uplinks
but reserve others for emergencies if the uplinks in use fail, set this
condition by moving them into different groups:
n Active Uplinks. Continue to use the uplink when the network adapter

connectivity is up and active.
n Standby Uplinks . Use this uplink if one of the active adapter’s

connectivity is down.
n Unused Uplinks . Do not use this uplink.
NOTE   When using IP-hash load balancing, do not configure standby
uplinks.
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8 (Optional) In the Monitoring section, enable or disable NetFlow and click Next.

Setting Description

Disabled NetFlow is disabled on the distributed port group.

Enabled NetFlow is enabled on the distributed port group. NetFlow settings can be
configured at the vSphere Distributed Switch level.

 
9 (Optional) In the Miscellaneous section, select Yes or No and click Next.

Selecting Yes shuts down all ports in the port group. This action might disrupt the normal network
operations of the hosts or virtual machines using the ports.

10 (Optional) In the Edit additional settings section, add a description of the port group and set any policy
overrides per port and click Next.

11 Review your settings in the Ready to complete section and click Finish.

Click the Back button to change any settings.

Edit General Distributed Port Group Settings
You can edit general distributed port group settings such as the distributed port group name, port settings
and network resource pool.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Right-click the distributed port group and select Edit settings.

3 Select General to edit the following distributed port group settings.

Option Description

Name The name of distributed port group. You can edit the name in the text
field.

Port binding Choose when ports are assigned to virtual machines connected to this
distributed port group.
n Static binding: Assign a port to a virtual machine when the virtual

machine connects to the distributed port group.
n Dynamic binding: Assign a port to a virtual machine the first time the

virtual machine powers on after it is connected to the distributed port
group. Dynamic binding has been deprecated since ESXi 5.0.

n Ephemeral: No port binding. You can also assign a virtual machine to
a distributed port group with ephemeral port binding when connected
to the host.

Port allocation n Elastic: The default number of ports is set to eight. When all ports are
assigned, a new set of eight ports is created. This is the default.

n Fixed: The default number of ports is set to eight. No additional ports
are created when all ports are assigned.

Number of ports Enter the number of ports on the distributed port group.

Network resource pool Use the drop-down menu to assign the new distributed port group to a
user-defined network resource pool. If you have not created a network
resource pool, this menu is empty.

Description Enter any information about the distributed port group in the description
field.
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4 Click OK.

Configure Overriding Networking Policies on Port Level
To apply different policies for distributed ports, you configure the per-port overriding of the policies that
are set at the port group level. You can also enable the reset of any configuration that is set on per-port level
when a distributed port disconnects from a virtual machine.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Right-click the distributed port group and select Edit settings.

3 Select the Advanced page.

Option Description

Configure reset at disconnect From the drop-down menu, enable or disable reset at disconnect.
When a distributed port is disconnected from a virtual machine, the
configuration of the distributed port is reset to the distributed port group
setting. Any per-port overrides are discarded.

Override port policies Select the distributed port group policies to be overridden on a per-port
level.

 
4 (Optional) Use the policy pages to set overrides for each port policy.

5 Click OK.

Remove a Distributed Port Group
Remove a distributed port group when you no longer need the corresponding labeled network to provide
connectivity and configure connection settings for virtual machines or VMkernel networking.

Prerequisites

n Verify that all virtual machines connected to the corresponding labeled network are migrated to a
different labeled network.

n Verify that all VMkernel adapters connected to the distributed port group are migrated to a different
port group, or are deleted.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Select the distributed port group.

3 From the Actions menu, select Delete.
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Working with Distributed Ports
A distributed port is a port on a vSphere distributed switch that connects to the VMkernel or to a virtual
machine's network adapter.

Default distributed port configuration is determined by the distributed port group settings, but some
settings for individual distributed ports can be overridden.

Monitor the State of Distributed Ports
vSphere can monitor distributed ports and provide information about the current state and runtime
statistics of each port.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Select a distributed port group.

3 Click the Manage tab, and click Ports.

4 Click Start Monitoring Port State.

The ports table for the distributed port group displays runtime statistics for each distributed port.

The State column displays the current state for each distributed port.

Option Description

Link Up The link for this distributed port is up.

Link Down The link for this distributed port is down.

Blocked This distributed port is blocked.

-- The state of this distributed port is currently unavailable.
 

Configure Distributed Port Settings
You can change general distributed port settings such as the port name and description.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Select a distributed port group.

3 Click the Manage tab, and click Ports.

4 Select a distributed port from the table.

Information about the distributed port appears at the bottom of the screen.

5 Click Edit distributed port settings.

6 On the Properties page and policy pages, edit information about the distributed port and click OK.

If overrides are not allowed, the policy options are disabled.
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You can allow overrides at the port level by changing the Advanced settings of the distributed port
group. See “Configure Overriding Networking Policies on Port Level,” on page 47.

Configuring Virtual Machine Networking on a vSphere Distributed
Switch

Connect virtual machines to a vSphere distributed switch either by configuring an individual virtual
machine NIC or migrating groups of virtual machines from the vSphere distributed switch itself.

Connect virtual machines to vSphere distributed switches by connecting their associated virtual network
adapters to distributed port groups. You can do this either for an individual virtual machine by modifying
the virtual machine’s network adapter configuration, or for a group of virtual machines by migrating virtual
machines from an existing virtual network to a vSphere distributed switch.

Migrate Virtual Machines to or from a vSphere Distributed Switch
In addition to connecting virtual machines to a distributed switch at the individual virtual machine level,
you can migrate a group of virtual machines between a vSphere Distributed Switch network and a vSphere
Standard Switch network.

Procedure

1 In the vSphere Web Client, navigate to a data center.

2 Right-click the data center in the navigator and select Migrate VM to Another Network.

3 Select a source network.

n Select Specific network and use the Browse button to select a specific source network.

n Select No network to migrate all virtual machine network adapters that are not connected to any
other network.

4 Use Browse to select a destination network and click Next.

5 Select virtual machines from the list to migrate from the source network to the destination network and
click Next.

6 Review your selections and click Finish.

Click Back to edit any selections.

Connect an Individual Virtual Machine to a Distributed Port Group
Connect an individual virtual machine to a vSphere Distributed Switch by modifying the NIC configuration
of the virtual machine.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 On the Manage tab of the virtual machine, select Settings > VM Hardware.

3 Click Edit.

4 Expand the Network adapter section and select a distributed port group from the drop-down menu.

5 Click OK.
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Topology Diagrams of a vSphere Distributed Switch in the
vSphere Web Client

The topology diagrams of a vSphere Distributed Switch in the vSphere Web Client show the structure of
virtual machine adapters, VMkernel adapters, and physical adapters in the switch.

You can examine the components, arranged in port groups, whose traffic is handled by the switch, and the
connections between them. The diagram displays information about the physical adapter that connects the
virtual adapters to the external network.

You can view the components that are running on the entire distributed switch and on each host
participating in it.

Watch the video about the operations that you can perform from the topology diagram of vSphere
Distributed Switch.

Handling Virtual Networking by Using the VDS Topology Diagram
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_using_vds_topology_diagram)

Central Topology Diagram
You can use the central topology diagram of the switch to locate and edit the settings for distributed port
groups and uplink groups associated with multiple hosts. You can initiate migration of virtual machine
adapters from a port group to a destination on the same or different switch. You can also reorganize the
hosts and their networking on the switch by using the Add and Manage Hosts wizard.

Topology Diagram of a Host Proxy Switch
The topology diagram of a host proxy switch shows the adapters attached to the switch ports on the host.
You can edit the settings of the VMkernel and physical adapters.

Diagram Filters
You can use diagram filters to limit the information displayed in topology diagrams. The default filter limits
the topology diagram to display 32 port groups, 32 hosts, and 1024 virtual machines.

You can change the scope of the diagram by using no filters or by applying custom filters. By using a custom
filter, you can view information only about a set of virtual machines, a set of port groups on certain hosts, or
a port. You can create filters from the central topology diagram of the distributed switch.

View the Topology of a vSphere Distributed Switch
Examine the organization of components that are connected to the distributed switch across the hosts in a
vCenter Server.

Procedure

1 Navigate to the vSphere distributed switch in the vSphere Web Client.

2 On the Manage tab, click Settings and select Topology.

By default the diagram shows up to 32 distributed port groups, 32 hosts, and 1024 virtual machines.
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Example: Diagram of a Distributed Switch That Connects the VMkernel and Virtual
Machines to the Network
In your virtual environment, a vSphere Distributed Switch handles VMkernel adapters for vSphere vMotion
and for the management network, and virtual machines grouped. You can use the central topology diagram
to examine whether a virtual machine or VMkernel adapter is connected to the external network and to
identify the physical adapter that carries the data.

Figure 3‑5.  Topology Diagram of a Distributed Switch That Handles VMkernel and Virtual Machine
Networking

What to do next

You can perform the following common tasks in the topology of the distributed switch:

n Use filters to view the networking components only for selected port groups on certain hosts, for
selected virtual machines, or for a port.

n Locate, configure and migrate virtual machine networking components across host and port groups by
using the Migrate Virtual Machine Networking wizard.

n Detect the virtual machine adapters that have no network assigned and move them to the selected port
group by using the Migrate Virtual Machine Networking wizard.

n Handle networking components on multiple hosts by using the Add and Manage Hosts wizard.

n View the physical NIC or NIC team that carries the traffic related to a selected virtual machine adapter
or VMkernel adapter.

In this way you can also view the host on which a selected VMkernel adapter resides. Select the
adapter, trace the route to the associated physical NIC, and view the IP address or domain name next to
the NIC.
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n Determine the VLAN mode and ID for a port group. For information about VLAN modes, see “VLAN
Configuration,” on page 129.

View the Topology of a Host Proxy Switch
Examine and reorganize the networking of the VMkernel and virtual machines that the vSphere Distributed
Switch handles on a host.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select the distributed switch from the list.

The topology of the host proxy switch appears under the list.
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Setting Up VMkernel Networking 4
You set up VMkernel adapters to provide network connectivity to hosts and to accommodate system traffic
of vMotion, IP storage, Fault Tolerance logging, Virtual SAN, and so on.

n VMkernel Networking Layer on page 54
The VMkernel networking layer provides connectivity to hosts and handles the standard system
traffic of vSphere vMotion, IP storage, Fault Tolerance, Virtual SAN, and others. You can also create
VMkernel adapters on the source and target vSphere Replication hosts to isolate the replication data
traffic.

n View Information About VMkernel Adapters on a Host on page 56
You can view each VMkernel adapter's assigned services, associated switch, port settings, IP settings,
TCP/IP stack, VLAN ID, and policies.

n Create a VMkernel Adapter on a vSphere Standard Switch on page 56
Create a VMkernel network adapter on a vSphere standard switch to provide network connectivity for
hosts and to handle the system traffic for vSphere vMotion, IP storage, Fault Tolerance logging,
Virtual SAN, and so on. You can also create VMkernel adapters on the source and target vSphere
Replication hosts to isolate the replication data traffic. Dedicate a VMkernel adapter to only one traffic
type.

n Create a VMkernel Adapter on a Host Associated with a vSphere Distributed Switch on page 58
Create a VMkernel adapter on a host that is associated with a distributed switch to provide network
connectivity to the host and to handle the traffic for vSphere vMotion, IP storage, Fault Tolerance
logging, Virtual SAN, and others. You can set up VMkernel adapters for the standard system traffic on
vSphere standard switches and on vSphere distributed switches.

n Edit a VMkernel Adapter Configuration on page 60
You might have to change the supported traffic type for a VMkernel adapter, or the way IPv4 or IPv6
addresses are obtained.

n View TCP/IP Stack Configuration on a Host on page 61
You can view the DNS and routing configuration of a TCP/IP stack on a host. You can also view the
IPv4 and IPv6 routing tables, the congestion control algorithm, and the maximum number of allowed
connections.

n Change the Configuration of a TCP/IP Stack on a Host on page 62
You can change the DNS and default gateway configuration of a TCP/IP stack on a host. You can also
change the congestion control algorithm, the maximum number of connections, and the name of
custom TCP/IP stacks.
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n Create a Custom TCP/IP Stack on page 62
You can create a custom TCP/IP stack on a host to forward networking traffic through a custom
application.

n Remove a VMkernel Adapter on page 62
Remove a VMkernel adapter from a vSphere distributed or a standard switch when you no longer
need the adapter. Make sure that you leave at least one VMkernel adapter for management traffic on
the host to keep the network connectivity up.

VMkernel Networking Layer
The VMkernel networking layer provides connectivity to hosts and handles the standard system traffic of
vSphere vMotion, IP storage, Fault Tolerance, Virtual SAN, and others. You can also create VMkernel
adapters on the source and target vSphere Replication hosts to isolate the replication data traffic.

TCP/IP Stacks at the VMkernel Level

Default TCP/IP stack Provides networking support for the management traffic between
vCenter Server and ESXi hosts, and for system traffic such as vMotion, IP
storage, Fault Tolerance, and so on.

vMotion TCP/IP stack Supports the traffic for live migration of virtual machines. Use the vMotion
TCP/IP stack to provide better isolation for the vMotion traffic. After you
create a VMkernel adapter on the vMotion TCP/IP stack, you are able to use
only this stack for vMotion on this host. The VMkernel adapters on the
default TCP/IP stack are disabled for the vMotion service. If a live migration
uses the default TCP/IP stack while you configure VMkernel adapters with
the vMotion TCP/IP stack, the migration completes successfully. However,
the involved VMkernel adapters on the default TCP/IP stack are disabled for
future vMotion sessions.

Provisioning TCP/IP
stack

Supports the traffic for virtual machine cold migration, cloning, and
snapshot creation. You can use the provisioning TPC/IP stack to handle NFC
(network file copy) traffic during long-distance vMotion. NFC provides a
file-type aware FTP service for vSphere, ESXi uses NFC for copying and
moving data between datastores. VMkernel adapters configured with the
provisioning TCP/IP stack handle the traffic from cloning the virtual disks of
the migrated virtual machines in long-distance vMotion. By using the
provisioning TCP/IP stack, you can isolate the traffic from the cloning
operations on a separate gateway. After you configure a VMkernel adapter
with the provisioning TCP/IP stack, all adapters on the default TCP/IP stack
are disabled for the Provisioning traffic.

Custom TCP/IP stacks You can add custom TCP/IP stacks at the VMkernel level to handle
networking traffic of custom applications.

Securing System Traffic
Take appropriate security measures to prevent unauthorized access to the management and system traffic in
your vSphere environment. For example, isolate the vMotion traffic in a separate network that includes only
the ESXi hosts that participate in the migration. Isolate the management traffic in a network that only
network and security administrators are able to access. For more information, see vSphere Security and
vSphere Installation and Setup.
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System Traffic Types
You should dedicate a separate VMkernel adapter for every traffic type. For distributed switches, dedicate a
separate distributed port group for each VMkernel adapter.

Management traffic Carries the configuration and management communication for ESXi hosts,
vCenter Server, and host-to-host High Availability traffic. By default, when
you install the ESXi software, a vSphere Standard switch is created on the
host together with a VMkernel adapter for management traffic. To provide
redundancy, you can connect two or more physical NICs to a VMkernel
adapter for management traffic.

vMotion traffic Accommodates vMotion. A VMkernel adapter for vMotion is required both
on the source and the target hosts. The VMkernel adapters for vMotion
should handle only the vMotion traffic. For better performance, you can
configure multiple NIC vMotion. To have multi NIC vMotion, you can
dedicate two or more port groups to the vMotion traffic, respectively every
port group must have a vMotion VMkernel adapter associated with it. Then
you can connect one or more physical NICs to every port group. In this way,
multiple physical NICs are used for vMotion, which results in greater
bandwidth.

NOTE   vMotion network traffic is not encrypted. You should provision
secure private networks for use by vMotion only.

Provisioning traffic Handles the data that is transferred for virtual machine cold migration,
cloning, and snapshot creation.

IP storage traffic and
discovery

Handles the connection for storage types that use standard TCP/IP networks
and depend on the VMkernel networking. Such storage types are software
iSCSI, depended hardware iSCSI, and NFS. If you have two or more physical
NICs for iSCSI, you can configure iSCSI multipathing. ESXi hosts support
only NFS version 3 over TCP/IP. To configure a software FCoE (Fibre
Channel over Ethernet) adapter, you must have a dedicated VMkernel
adapter. Software FCoE passes configuration information though the Data
Center Bridging Exchange (DCBX) protocol by using the Cisco Discovery
Protocol (CDP )VMkernel module.

Fault Tolerance traffic Handles the data that the primary fault tolerant virtual machine sends to the
secondary fault tolerant virtual machine over the VMkernel networking
layer. A separate VMkernel adapter for Fault Tolerance logging is required
on every host that is part of a vSphere HA cluster.

vSphere Replication
traffic

Handles the outgoing replication data that the source ESXi host transfers to
the vSphere Replication server. Dedicate a VMkernel adapter on the source
site to isolate the outgoing replication traffic.

vSphere Replication
NFC traffic

Handles the incoming replication data on the target replication site.

Virtual SAN traffic Every host that participates in a Virtual SAN cluster must have a VMkernel
adapter to handle the Virtual SAN traffic.
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View Information About VMkernel Adapters on a Host
You can view each VMkernel adapter's assigned services, associated switch, port settings, IP settings,
TCP/IP stack, VLAN ID, and policies.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click Manage and click Networking.

3 To view information about all VMkernel adapters on the host, select VMkernel adapters.

4 Select an adapter from the VMkernel adapters list to view its settings.

Tab Description

All Displays all configuration information about the VMkernel adapter. This information includes port and
NIC settings, IPv4 and IPv6 settings, traffic shaping, teaming and failover, and security policies.

Properties Displays the port properties and NIC settings of the VMkernel adapter. The port properties include the
port group (network label) to which the adapter is associated, the VLAN ID, and the enabled services.
The NIC settings include MAC address and the configured MTU size.

IP Settings Displays all IPv4 and IPv6 settings for the VMkernel adapter. IPv6 information is not displayed if IPv6
has not been enabled on the host.

Policies Displays the configured traffic shaping, teaming and failover, and security policies that apply for the
port group to which the VMkernel adapter is connected.

Create a VMkernel Adapter on a vSphere Standard Switch
Create a VMkernel network adapter on a vSphere standard switch to provide network connectivity for hosts
and to handle the system traffic for vSphere vMotion, IP storage, Fault Tolerance logging, Virtual SAN, and
so on. You can also create VMkernel adapters on the source and target vSphere Replication hosts to isolate
the replication data traffic. Dedicate a VMkernel adapter to only one traffic type.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Click Add host networking.

4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 On the Select target device page, select either an existing standard switch or select New vSphere
standard switch.

6 (Optional) On the Create a Standard Switch page, assign physical NICs to the switch.

You can create the standard switch without physical NICs and configure them later. During the time
that no physical NICs are attached to the host, the host does not have network connectivity to the other
hosts on the physical network. The virtual machines on the host are able to communicate with each
other.

a Click Add and select as many physical NICs as you need.

b Use the up and down arrows to configure the active and standby NICs.
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7 On the Port properties page, configure the settings for the VMkernel adapter.

Option Description

Network label Type a value for this label to indicate the traffic type for the VMkernel
adapter, for example Management traffic or vMotion.

VLAN ID Set a VLAN ID to identify the VLAN that the network traffic of the
VMkernel adapter will use.

IP settings Select IPv4, IPv6, or both.
NOTE   The IPv6 option does not appear on hosts that do not have IPv6
enabled.

TCP/IP stack Select a TCP/IP stack from the list. After you set a TCP/IP stack for the
VMkernel adapter, you cannot change it later. If you select the vMotion or
the Provisioning TCP/IP stack, you will be able to use only this stack to
handle vMotion or Provisioning traffic on the host. All VMkernel adapters
for vMotion on the default TCP/IP stack are disabled for future vMotion
sessions. If you use the Provisioning TCP/IP stack, VMkernel adapters on
the default TCP/IP stack are disabled for operations that include the
Provisioning traffic, such as virtual machine cold migration, cloning, and
snapshot creation.

Enable services You can enable services for the default TCP/IP stack on the host. Select
from the available services:
n vMotion traffic. Enables the VMkernel adapter to advertise itself to

another host as the network connection where vMotion traffic is sent.
The migration with vMotion to the selected host is not possible if the
vMotion service is not enabled for any VMkernel adapter on the
default TCP/IP stack, or if no adapters are using the vMotion TCP/IP
stack.

n Provisioning traffic. Handles the data transferred for virtual machine
cold migration, cloning, and snapshot creation.

n Fault Tolerance traffic. Enables Fault Tolerance logging on the host.
You can use only one VMkernel adapter for FT traffic per host.

n Management traffic. Enables the management traffic for the host and
vCenter Server. Typically, hosts have such a VMkernel adapter created
when the ESXi software was installed. You can create another
VMkernel adapter for management traffic on the host to provide
redundancy.

n vSphere Replication traffic.Handles the outgoing replication data that
is sent from the sourceESXi host to the vSphere Replication server.

n vSphere Replication NFC traffic. Handles the incoming replication
data on the target replication site.

n Virtual SAN. Enables the Virtual SAN traffic on the host. Every host
that is part from a Virtual SAN cluster must have such a VMkernel
adapter.

 
8 If you selected the vMotion TCP/IP or the Provisioning stack, click OK in the warning dialog that

appears.

If a live migration is already initiated, it completes successfully even after the involved VMkernel
adapters on the default TCP/IP stack are disabled for vMotion. Same refers to operations that include
VMkernel adapters on the default TCP/IP stack that are set for the Provisioning traffic.

9 (Optional) On the IPv4 settings page, select an option for obtaining IP addresses.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.
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10 (Optional) On the IPv6 settings page, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
11 Review your setting selections in the Ready to complete page and click Finish.

Create a VMkernel Adapter on a Host Associated with a vSphere
Distributed Switch

Create a VMkernel adapter on a host that is associated with a distributed switch to provide network
connectivity to the host and to handle the traffic for vSphere vMotion, IP storage, Fault Tolerance logging,
Virtual SAN, and others. You can set up VMkernel adapters for the standard system traffic on vSphere
standard switches and on vSphere distributed switches.

You should dedicate a single distributed port group per VMkernel adapter. For better isolation, you should
configure one VMkernel adapter with one traffic type.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Click Add host networking.

4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 From the Select an existing network option, select a distributed port group and click Next.

6 On the Port properties page, configure the settings for the VMkernel adapter.

Option Description

Network label The network label is inherited from the label of the distributed port group.

IP settings Select IPv4, IPv6, or both.
NOTE   The IPv6 option does not appear on hosts that do not have IPv6
enabled.
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Option Description

TCP/IP stack Select a TCP/IP stack from the list. Once you set a TCP/IP stack for the
VMkernel adapter, you cannot change it later. If you select the vMotion or
the Provisioning TCP/IP stack, you will be able to use only these stacks to
handle vMotion or Provisioning traffic on the host. All VMkernel adapters
for vMotion on the default TCP/IP stack are disabled for future vMotion
sessions. If you set the Provisioning TCP/IP stack, VMkernel adapters on
the default TCP/IP stack are disabled for operations that include
Provisioning traffic, such as virtual machine cold migration, cloning, and
snapshot creation.

Enable services You can enable services for the default TCP/IP stack on the host. Select
from the available services:
n vMotion traffic. Enables the VMkernel adapter to advertise itself to

another host as the network connection where vMotion traffic is sent.
The migration with vMotion to the selected host is not possible if the
vMotion service is not enabled for any VMkernel adapter on the
default TCP/IP stack, or there are no adapters using the vMotion
TCP/IP stack.

n Provisioning traffic. Handles the data transferred for virtual machine
cold migration, cloning, and snapshot creation.

n Fault Tolerance traffic. Enables Fault Tolerance logging on the host.
You can use only one VMkernel adapter for FT traffic per host.

n Management traffic. Enables the management traffic for the host and
vCenter Server. Typically, hosts have such a VMkernel adapter created
when the ESXi software is installed. You can create another VMkernel
adapter for management traffic on the host to provide redundancy.

n vSphere Replication traffic. Handles the outgoing replication data
that is sent from the source ESXi host to the vSphere Replication
server.

n vSphere Replication NFC traffic. Handles the incoming replication
data on the target replication site.

n Virtual SAN. Enables the Virtual SAN traffic on the host. Every host
that is part of a Virtual SAN cluster must have such a VMkernel
adapter.

 
7 If you selected the vMotion TCP/IP or the Provisioning stack, click OK in the warning dialog that

appears.

If a live migration is already initiated, it completes successfully even after the involved VMkernel
adapters on the default TCP/IP stack are disabled for vMotion. Same refers to operations that include
VMkernel adapters on the default TCP/IP stack that are set for the Provisioning traffic.

8 (Optional) On the IPv4 settings page, select an option for obtaining IP addresses.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.
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9 (Optional) On the IPv6 settings page, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
10 Review your setting selections in the Ready to complete page and click Finish.

Edit a VMkernel Adapter Configuration
You might have to change the supported traffic type for a VMkernel adapter, or the way IPv4 or IPv6
addresses are obtained.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Select the VMkernel adapter that resides on the target distributed or standard switch and click Edit.

4 On the Port properties page, select the services that you want to enable.

Check box Description

vMotion traffic Enables the VMkernel adapter to advertise itself to another host as the
network connection where vMotion traffic is sent. If this property is not
enabled for any VMkernel adapter, migration with vMotion to the selected
host is not possible.

Provisioning traffic Handles the data transferred for virtual machine cold migration, cloning,
and snapshot creation.

Fault Tolerance traffic Enables Fault Tolerance logging on the host. You can use only one
VMkernel adapter for FT traffic per host.

Management traffic Enables the management traffic for the host and vCenter Server. Typically,
hosts have such a VMkernel adapter created when the ESXi software was
installed. You can have an additional VMkernel adapter for management
traffic on the host to provide redundancy.

vSphere Replication traffic Handles the outgoing replication data that is sent from the sourceESXi host
to the vSphere Replication server.

vSphere Replication NFC traffic Handles the incoming replication data on the target replication site.

Virtual SAN Enables Virtual SAN traffic on the host. Every host that is part from a
Virtual SAN cluster must have such a VMkernel adapter.

 
5 On the NIC Settings page, set the MTU for the network adapter.
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6 With IPv4 enabled, in the IPv4 settings section, select the method by which IP addresses are obtained.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings. A DHCP server must be present on the
network.

Use static IP settings Type the IPv4 IP address and subnet mask for the VMkernel adapter.
The VMkernel Default Gateway and DNS server addresses for IPv4 are
obtained from the selected TCP/IP stack.

 
7 With IPv6 enabled, in the IPv6 settings select an option for obtaining IPv6 addresses.

NOTE   The IPv6 option does not appear on hosts that do not have IPv6 enabled.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses. A DHCPv6 server must be present on
the network.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Type the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
In the Advanced Settings section of IP Settings, you can remove IPv6 addresses. If router advertisement
is enabled, removed addresses from this origin might reappear. Removal of DHCP addresses on the
VMkernel adapter is not supported. These addresses are removed only when the DHCP option is
turned off.

8 On the Validate changes page, verify that the changes made to the VMKernel adapter will not disrupt
other operations.

9 Click OK.

View TCP/IP Stack Configuration on a Host
You can view the DNS and routing configuration of a TCP/IP stack on a host. You can also view the IPv4
and IPv6 routing tables, the congestion control algorithm, and the maximum number of allowed
connections.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click Manage, click Networking, and select TCP/IP configuration.

3 Select a stack from the TCP/IP Stacks table.

If no custom TCP/IP stacks are configured on the host, you view the default, vMotion, and Provisioning
TCP/IP stacks on the host.

DNS and routing details about the selected TCP/IP stack appear below the TCP/IP Stacks table. You can
view the IPv4 and IPv6 routing tables, and the DNS and routing configuration for the stack.

NOTE   The IPv6 routing table is only visible if IPv6 is enabled on the host.

The Advanced tab contains information about the configured congestion control algorithm and the
maximum number of allowed connections to the stack.
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Change the Configuration of a TCP/IP Stack on a Host
You can change the DNS and default gateway configuration of a TCP/IP stack on a host. You can also
change the congestion control algorithm, the maximum number of connections, and the name of custom
TCP/IP stacks.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click Manage, click Networking, and select TCP/IP configuration.

3 Select a stack from the table, click Edit and make the appropriate changes.

Page Option

Name Change the name of a custom TCP/IP stack

DNS
Configuration

Select a method of obtaining the DNS server.
n Select Obtain settings automatically from the virtual network adapter and select a

network adapter from the VMKernel network adapter drop-down menu
n Select Enter settings manually and edit the DNS configuration settings.

a Edit the Host name.
b Edit the Domain name.
c Type a preferred DNS server IP address.
d Type an alternate DNS server IP address.
e (Optional) Use the Search domains text box to specify DNS suffixes to use in DNS

search when resolving unqualified domain names.

Routing Edit the VMkernel gateway information.
NOTE   Removing the default gateway might cause the client to lose connectivity with the host.

Advanced Edit the maximum number of connections and the congestion control algorithm of the stack

4 Click OK to apply your changes.

Create a Custom TCP/IP Stack
You can create a custom TCP/IP stack on a host to forward networking traffic through a custom application.

Procedure

1 Open an SSH connection to the host.

2 Log in as the root user.

3 Run the vSphere CLI command.

 esxcli network ip netstack add -N="stack_name"

The custom TCP/IP stack is created on the host. You can assign VMkernel adapters to the stack.

Remove a VMkernel Adapter
Remove a VMkernel adapter from a vSphere distributed or a standard switch when you no longer need the
adapter. Make sure that you leave at least one VMkernel adapter for management traffic on the host to keep
the network connectivity up.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.
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3 Select a VMkernel adapter from the list, and click Remove.

4 On the confirmation dialog box, click Analyze impact.

5 If you use software iSCSI adapters with port binding, review the impact on their networking
configuration.

Option Description

No impact iSCSI will continue its normal function after the new networking
configuration is applied.

Important impact The normal function of iSCSI might be disrupted if the new networking
configuration is applied.

Critical impact The normal function of iSCSI will be interrupted if the new networking
configuration is applied.

 
a If the impact on iSCSI is important or critical, click iSCSI entry and review the reasons that are

displayed in the Analysis details pane.

b Cancel the removal of the VMkernel adapter until you fix the reasons for any critical or important
impact on a service, or, if there are no impacted services, close the Analyze Impact dialog box.

6 Click OK.
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LACP Support on a vSphere
Distributed Switch 5

With LACP support on a vSphere Distributed Switch, you can connect ESXi hosts to physical switches by
using dynamic link aggregation. You can create multiple link aggregation groups (LAGs) on a distributed
switch to aggregate the bandwidth of physical NICs on ESXi hosts that are connected to LACP port
channels.
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Figure 5‑1.  Enhanced LACP Support on a vSphere Distributed Switch
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LACP Configuration on the Distributed Switch
You configure a LAG with two or more ports and connect physical NICs to the ports. LAG ports are teamed
within the LAG, and the network traffic is load balanced between the ports through an LACP hashing
algorithm. You can use a LAG to handle the traffic of distributed port groups to provide increased network
bandwidth, redundancy, and load balancing to the port groups.

When you create a LAG on a distributed switch, a LAG object is also created on the proxy switch of every
host that is connected to the distributed switch. For example, if you create LAG1 with two ports, LAG1 with
the same number of ports is created on every host that is connected to the distributed switch.

On a host proxy switch, you can connect one physical NIC to only one LAG port. On the distributed switch,
one LAG port can have multiple physical NICs from different hosts connected to it. The physical NICs on a
host that you connect to the LAG ports must be connected to links that participate in an LACP port channel
on the physical switch.
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You can create up to 64 LAGs on a distributed switch. A host can support up to 32 LAGs. However, the
number of LAGs that you can actually use depends on the capabilities of the underlying physical
environment and the topology of the virtual network. For example, if the physical switch supports up to
four ports in an LACP port channel, you can connect up to four physical NICs per host to a LAG.

Port Channel Configuration on the Physical Switch
For each host on which you want to use LACP, you must create a separate LACP port channel on the
physical switch. You must consider the following requirements when configuring LACP on the physical
switch:

n The number of ports in the LACP port channel must be equal to the number of physical NICs that you
want to group on the host. For example, if you want to aggregate the bandwidth of two physical NICs
on a host, you must create an LACP port channel with two ports on the physical switch. The LAG on
the distributed switch must be configured with at least two ports.

n The hashing algorithm of the LACP port channel on the physical switch must be the same as the
hashing algorithm that is configured to the LAG on the distributed switch.

n All physical NICs that you want to connect to the LACP port channel must be configured with the same
speed and duplex.

This chapter includes the following topics:

n “Convert to the Enhanced LACP Support on a vSphere Distributed Switch,” on page 67

n “LACP Teaming and Failover Configuration for Distributed Port Groups,” on page 69

n “Configure a Link Aggregation Group to Handle the Traffic for Distributed Port Groups,” on
page 69

n “Edit a Link Aggregation Group,” on page 73

n “Enable LACP 5.1 Support on an Uplink Port Group,” on page 74

n “Limitations of the LACP Support on a vSphere Distributed Switch,” on page 74

Convert to the Enhanced LACP Support on a vSphere Distributed
Switch

After upgrading a vSphere Distributed Switch from version 5.1 to version 5.5 or 6.0, you can convert to the
enhanced LACP support to create multiple LAGs on the distributed switch.

If an LACP configuration exists on the distributed switch, enhancing the LACP support creates a new LAG
and migrates all physical NICs from the standalone uplinks to the LAG ports. To create a different LACP
configuration, you should disable the LACP support on the uplink port group before you start the
conversion.

If the conversion to the enhanced LACP support fails, see vSphere Troubleshooting for details about how to
complete it manually.

Prerequisites

n Verify that the vSphere Distributed Switch is version 5.5 or 6.0.

n Verify that none of the distributed port groups permit overriding their uplink teaming policy on
individual ports.

n If you convert from an existing LACP configuration, verify that only one uplink port group exists on
the distributed switch.

n Verify that hosts that participate in the distributed switch are connected and responding.
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n Verify that you have the dvPort group.Modify privilege on the distributed port groups on the switch.

n Verify that you have the Host.Configuration.Modify privilege on the hosts on the distributed switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Select Summary.

3 In the Features section, click Enhance next to Link Aggregation Control Protocol.

4 (Optional) Select Export configuration to back up the configuration of the distributed switch and click
Next.

The backup only stores the distributed switch configuration on the vCenter Server side. If the
conversion to the enhanced LACP support fails, you can either use the backup to create a new
distributed switch with the same configuration, or complete the conversion manually.

5 Review the validation prerequisites.

Prerequisite Description

Port group accessibility You have enough privileges to access and modify the uplink and
distributed port groups on the switch.

LACP configuration You have only one uplink port group on the distributed switch.

Uplink teaming policy override Distributed port groups do not permit the override of their uplink teaming
policy on individual ports.

Host accessibility You have enough privileges to modify the networking configuration of the
hosts connected to the distributed switch.

Host connectivity Hosts that participate in the distributed switch are connected and
responding.

 
6 Click Next.

7 If you convert from an existing LACP configuration, type the name of the new LAG in the Name text
field.

8 Click Next to review the details about the conversion and click Finish.

You converted to the Enhanced LACP support on the vSphere Distributed Switch.

What to do next

Create LAGs on the distributed switch to aggregate the bandwidth of multiple physical NICs on the
associated hosts.
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LACP Teaming and Failover Configuration for Distributed Port Groups
To handle the network traffic of distributed port groups by using a LAG, you assign physical NICs to the
LAG ports and set the LAG as active in the teaming and failover order of distributed port groups.

Table 5‑1.  LACP Teaming and failover configuration of distributed port groups

Failover Order Uplinks Description

Active A single LAG You can only use one active LAG or multiple standalone
uplinks to handle the traffic of distributed port groups . You
cannot configure multiple active LAGs or mix active LAGs and
standalone uplinks.

Standby Empty Having an active LAG and standby uplinks and the reverse is
not supported. Having a LAG and another standby LAG is not
supported.

Unused All standalone uplinks and other
LAGs if any

Because only one LAG must be active and the Standby list
must be empty, you must set all standalone uplinks and other
LAGs to unused.

Configure a Link Aggregation Group to Handle the Traffic for
Distributed Port Groups

To aggregate the bandwidth of multiple physical NICs on hosts, you can create a link aggregation group
(LAG) on the distributed switch and use it to handle the traffic of distributed port groups.

Newly created LAGs do not have physical NICs assigned to their ports and are unused in the teaming and
failover order of distributed port groups. To handle the network traffic of distributed port groups by using a
LAG, you must migrate the traffic from standalone uplinks to the LAG.

Prerequisites

n Verify that for every host where you want to use LACP, a separate LACP port channel exists on the
physical switch. See Chapter 5, “LACP Support on a vSphere Distributed Switch,” on page 65.

n Verify that the vSphere Distributed Switch where you configure the LAG is version 5.5 or 6.0.

n Verify that enhanced LACP is supported on the distributed switch.

Procedure

1 Create a Link Aggregation Group on page 70
To migrate the network traffic of distributed port groups to a link aggregation group (LAG), you
create a new LAG on the distributed switch.

2 Set a Link Aggregating Group as Standby in the Teaming and Failover Order of Distributed Port
Groups on page 71
The new link aggregation group (LAG) by default is unused in the teaming and failover order of
distributed port groups. Because only one LAG or only standalone uplinks can be active for
distributed port groups, you must create an intermediate teaming and failover configuration, where
the LAG is standby. This configuration lets you migrate physical NICs to the LAG ports by keeping
the network connectivity up.

3 Assign Physical NICs to the Ports of the Link Aggregation Group on page 71
You have set the new link aggregation group (LAG) as standby in the teaming and failover order of
distributed port groups. Having the LAG as standby lets you safely migrate the physical NICs from
standalone uplinks to the LAG ports without losing network connectivity.
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4 Set the Link Aggregation Group as Active in the Teaming and Failover Order of the Distributed Port
Group on page 72
You migrated physical NICs to the ports of the link aggregation group (LAG). Set the LAG as active
and move all standalone uplinks as unused in the teaming and failover order of the distributed port
groups.

Create a Link Aggregation Group
To migrate the network traffic of distributed port groups to a link aggregation group (LAG), you create a
new LAG on the distributed switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Select Manage, and select Settings.

3 Under LACP, click New Link Aggregation Group.

4 Name the new LAG.

5 Set the number of ports to the LAG.

Set the same number of ports to the LAG as the number of ports in the LACP port channel on the
physical switch. A LAG port has the same function as an uplink on the distributed switch. All LAG
ports form a NIC team in the context of the LAG.

6 Select the LACP negotiating mode of the LAG.

Option Description

Active All LAG ports are in an Active negotiating mode. The LAG ports initiate
negotiations with the LACP port channel on the physical switch by
sending LACP packets.

Passive The LAG ports are in Passive negotiating mode. They respond to LACP
packets they receive but do not initiate LACP negotiation.

 
If the LACP-enabled ports on the physical switch are in Active negotiating mode, you can set the LAG
ports in Passive mode and the reverse.

7 Select a load balancing mode from the hashing algorithms that LACP defines.

NOTE   The hashing algorithm must be the same as the hashing algorithm set to the LACP port channel
on the physical switch.

8 Set the VLAN and the NetFlow policies for the LAG.

This option is active when overriding the VLAN and NetFlow policies per individual uplink ports is
enabled on the uplink port group. If you set the VLAN and NetFlow policies to the LAG, they override
the policies set on the uplink port group level.

9 Click OK.

The new LAG is unused in the teaming and failover order of distributed port groups. No physical NICs are
assigned to the LAG ports.

As with standalone uplinks, the LAG has a representation on every host that is associated with the
distributed switch. For example, if you create LAG1 with two ports on the distributed switch, a LAG1 with
two ports is created on every host that is associated with the distributed switch.

vSphere Networking

70  VMware, Inc.



What to do next

Set the LAG as standby in the teaming and failover configuration of distributed port groups. In this way,
you create an intermediate configuration that lets you migrate the network traffic to the LAG without losing
network connectivity.

Set a Link Aggregating Group as Standby in the Teaming and Failover Order of
Distributed Port Groups

The new link aggregation group (LAG) by default is unused in the teaming and failover order of distributed
port groups. Because only one LAG or only standalone uplinks can be active for distributed port groups,
you must create an intermediate teaming and failover configuration, where the LAG is standby. This
configuration lets you migrate physical NICs to the LAG ports by keeping the network connectivity up.

Procedure

1 Navigate to the distributed switch.

2 From the Actions menu, select Manage Distributed Port Groups.

3 Select Teaming and failover and click Next.

4 Select the port groups where you want to use the LAG.

5 In Failover order, select the LAG and use the up arrow to move it to the Standby uplinks list.

6 Click Next, review the message that informs you about the usage of the intermediate teaming and
failover configuration, and click OK.

7 On the Ready to complete page, click Finish.

What to do next

Migrate physical NICs from standalone uplinks to the LAG ports.

Assign Physical NICs to the Ports of the Link Aggregation Group
You have set the new link aggregation group (LAG) as standby in the teaming and failover order of
distributed port groups. Having the LAG as standby lets you safely migrate the physical NICs from
standalone uplinks to the LAG ports without losing network connectivity.

Prerequisites

n Verify that either all LAG ports or the corresponding LACP-enabled ports on the physical switch are in
active LACP negotiating mode.

n Verify that the physical NICs that you want to assign to the LAG ports have the same speed and are
configured at full duplex.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch where the LAG resides.

2 From the Actions menu, select Add and Manage Hosts.

3 Select Manage host networking.

4 Select the host whose physical NICs you want to assign to the LAG ports and click Next.

5 On the Select network adapter tasks page, select Manage physical adapters and click Next.

6 On the Manage physical network adapters page, select a NIC and click Assign an uplink.

7 Select a LAG port and click OK.

8 Repeat Step 6 and Step 7 for all physical NICs that you want to assign to the LAG ports.
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9 Complete the wizard.

Example: Configure Two Physical NICs to a LAG in the Add and Manage Hosts
Wizard
For example, if you have a LAG with two ports, you configure a physical NIC to each LAG port in the Add
and Manage Hosts wizard.

Figure 5‑2.  Connecting Two Physical NICs to LAG Ports 

What to do next

Set the LAG as active and all standalone uplinks to unused in the teaming and failover order of distributed
port groups.

Set the Link Aggregation Group as Active in the Teaming and Failover Order of
the Distributed Port Group

You migrated physical NICs to the ports of the link aggregation group (LAG). Set the LAG as active and
move all standalone uplinks as unused in the teaming and failover order of the distributed port groups.

Procedure

1 Navigate to the distributed switch.

2 From the Actions menu, select Manage Distributed Port Groups.

3 Select Teaming and failover and click Next.

4 Select the port groups where you set the LAG as standby and click Next.

5 In Failover order, use the up and down arrows to move the LAG in the Active list, all standalone
uplinks in the Unused list, and leave the Standby list empty.

6 Click Next and click Finish.

You safely migrated network traffic from standalone uplinks to a LAG for distributed port groups and
created a valid LACP teaming and failover configuration for the groups.

Example: Topology of a Distributed Switch that Uses a LAG
If you configure a LAG with two ports to handle the traffic of a distributed port group, you can check the
topology of the distributed switch to view how it changed as a result of the new configuration.
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Figure 5‑3.  Distributed Switch Topology with a LAG

Edit a Link Aggregation Group
Edit the settings of a link aggregation group ( LAG) if you need to add more ports to the group or change
the LACP negotiating mode, the load balancing algorithm, or the VLAN and NetFlow policies.

Procedure

1 In the vSphere Web Client, navigate to the vSphere Distributed Switch.

2 Select Manage and select Settings.

3 Select LACP.

4 In the Name text box, type a new name for the LAG.

5 Change the number of ports for the LAG if you want to add more physical NICs to it.

The new NICs must be connected to ports that are part of an LACP port channel on the physical switch.

6 Change the LACP negotiating mode of the LAG.

If all ports on the physical LACP port channel are in Active LACP mode, you can change the LACP
mode of the LAG to Passive and the reverse.

7 Change the load balancing mode of the LAG.

You can select from the load balancing algorithms that LACP defines.

8 Change the VLAN and the NetFlow policies.

This option is active when the option for overriding the VLAN and NetFlow policies for individual
ports is enabled on the uplink port group. If you change the VLAN and NetFlow policies for the LAG,
they override the policies set at the uplink port group level.

9 Click OK.
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Enable LACP 5.1 Support on an Uplink Port Group
You can enable LACP support on an uplink port group for vSphere Distributed Switches 5.1, and for
switches upgraded to 5.5 or 6.0 that do not have the enhanced LACP support.

Prerequisites

n Verify that for each host where you want to use LACP, a separate LACP port channel exists on the
physical switch.

n Verify that distributed port groups have their load balancing policy set to IP hash.

n Verify that the LACP port channel on the physical switch is configured with IP hash load balancing.

n Verify that distributed port groups have network failure detection policy set to link status only.

n Verify that distributed port groups have all uplinks set to active in their teaming and failover order.

n Verify that all physical NICs that are connected to the uplinks have the same speed and are configured
at full duplex.

Procedure

1 In the vSphere Web Client, navigate to an uplink port group.

a Select a distributed switch and click Related Objects.

b Click Uplink Port Groups and select the uplink port group.

2 Click Manage, and click Settings.

3 Click Edit.

4 In the LACP section, use the drop-down list to enable LACP.

5 Set the LACP negotiating mode for the uplink port group.

Option Description

Active All uplink ports in the group are in an Active negotiating mode. The
uplink ports initiate negotiations with the LACP-enabled ports on the
physical switch by sending LACP packets.

Passive All uplink ports are in a Passive negotiating mode. They respond to LACP
packets that they receive but do not initiate LACP negotiation.

 
If the LACP-enabled ports on the physical switch are in Active negotiating mode, you can set the uplink
ports in Passive mode and the reverse.

6 Click OK.

Limitations of the LACP Support on a vSphere Distributed Switch
The LACP support on a vSphere Distributed Switch lets network devices to negotiate automatic bundling of
links by sending LACP packets to a peer. However, the LACP support on a vSphere Distributed Switch has
limitations.

n The LACP support is not compatible with software iSCSI multipathing.

n The LACP support settings are not available in host profiles.

n The LACP support is not possible between nested ESXi hosts.

n The LACP support does not work with the ESXi dump collector.

n The LACP support does not work with port mirroring.
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n The teaming and failover health check does not work for LAG ports. LACP checks the connectivity of
the LAG ports.

n The enhanced LACP support works correctly when only one LAG handles the traffic per distributed
port or port group.

n The LACP 5.1 support only works with IP Hash load balancing and Link Status Network failover
detection.

n The LACP 5.1 support only provides one LAG per distributed switch and per host.
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Backing Up and Restoring
Networking Configurations 6

vSphere 5.1 and later enables you to backup and restore the configuration of a vSphere Distributed Switch ,
distributed and uplink port groups in cases of invalid changes or a transfer to another deployment.

This chapter includes the following topics:

n “Backing Up and Restoring a vSphere Distributed Switch Configuration,” on page 77

n “Export, Import, and Restore vSphere Distributed Port Group Configurations,” on page 79

Backing Up and Restoring a vSphere Distributed Switch
Configuration

vCenter Server provides the ability to backup and restore the configuration of a vSphere Distributed Switch.
You can restore the virtual network configuration in cases of database or upgrade failure. You can also use a
saved switch configuration as a template to create a copy of the switch in the same or a new vSphere
environment.

You can import or export a configuration of a distributed switch including its port groups. For information
about exporting, importing, and restoring a port group configuration, see “Export, Import, and Restore
vSphere Distributed Port Group Configurations,” on page 79.

NOTE   You can use a saved configuration file to restore policies and hosts associations on the distributed
switch. You cannot restore the connection of physical NICs to uplink ports or ports of link aggregation
groups.

Export vSphere Distributed Switch Configurations
You can export vSphere Distributed Switch and distributed port group configurations to a file. The file
preserves valid network configurations, enabling transfer of these configurations to other environments.

This functionality is available only with vCenter Server 5.1 and later.

You can export a switch configuration before you upgrade vCenter Server if you upgrade from
vCenter Server 5.1. If you upgrade vCenter Server from a version earlier than 5.1, back up the switch
configuration after you upgrade vCenter Server to version 6.0.

Prerequisites

Verify that vCenter Server is version 5.1 and later.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch and select Settings > Export Configuration.
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3 Choose to export the distributed switch configuration, or export the distributed switch configuration
and all port groups.

4 (Optional) Enter notes about this configuration in the Descriptions field.

5 Click OK.

6 Click Yes to save the configuration file to your local system.

What to do next

Use the exported configuration file to do the following tasks:

n Create a copy of the exported distributed switch in a vSphere environment. See “Import a vSphere
Distributed Switch Configuration,” on page 78.

n Overwrite the settings on an existing distributed switch. See “Restore a vSphere Distributed Switch
Configuration,” on page 79.

You can also export, import, and restore only port group configurations. See “Export, Import, and Restore
vSphere Distributed Port Group Configurations,” on page 79.

Import a vSphere Distributed Switch Configuration
Import a stored configuration file to create a new vSphere Distributed Switch or to restore a switch that has
been deleted earlier.

In vSphere 5.1 and later, you can import a distributed switch by using the vSphere Web Client.

The configuration file contains the networking settings of the switch. By using it you can also replicate the
switch in other virtual environments.

NOTE   You can use a saved configuration file to replicate the switch instance, its host associations, and
policies. You cannot replicate the connection of physical NICs to uplink ports or ports on link aggregation
groups.

Prerequisites

Verify that vCenter Server is version 5.1.0 and later.

Procedure

1 In the vSphere Web Client, navigate to a data center.

2 Right-click the data center and select Distributed Switch > Import Distributed Switch.

3 Browse to the location of the configuration file.

4 To assign the keys from the configuration file to the switch and its port groups, select the Preserve
original distributed switch and port group identifiers check box and click Next.

You can use the Preserve original distributed switch and port group identifiers option in the
following cases:

n Recreate a deleted switch.

n Restore a switch whose upgrade has failed.

All port groups are recreated and the hosts that have been connected to the switch are added again.

5 Review the settings for the switch and click Finish.

A new distributed switch is created with settings from the configuration file. If you have included
distributed port group information in the configuration file, the port groups are also created.
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Restore a vSphere Distributed Switch Configuration
Use the restore option to reset the configuration of an existing distributed switch to the settings in the
configuration file. Restoring a distributed switch changes the settings on the selected switch back to the
settings saved in the configuration file.

NOTE   You can use a saved configuration file to restore policies and hosts associations on the distributed
switch. You cannot restore the connection of physical NICs to uplink ports or ports of link aggregation
groups.

Prerequisites

Verify that vCenter Server is version 5.1 and later.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch in the navigator and select Settings > Restore Configuration.

3 Browse for the configuration backup file to use.

4 Select Restore distributed switch and all port groups or Restore distributed switch only and click
Next

5 Review the summary information for the restore.

Restoring a distributed switch will overwrite the current settings of the distributed switch and its port
groups. It will not delete existing port groups that are not part of the configuration file.

6 Click Finish.

The distributed switch configuration has been restored to the settings in the configuration file.

Export, Import, and Restore vSphere Distributed Port Group
Configurations

You can export vSphere distributed port group configurations to a file. The configuration file allows you to
preserve valid port group configurations, enabling distribution of these configurations to other
deployments.

You can export port group information at the same time you export distributed switch configurations. See 
“Backing Up and Restoring a vSphere Distributed Switch Configuration,” on page 77.

Export vSphere Distributed Port Group Configurations
You can export a distributed port group configurations to a file. The configuration preserves valid network
configurations, enabling distribution of these configurations to other deployments.

This functionality is available only with the vSphere Web Client 5.1 or later. However, you can export
settings from any version of a distributed port if you use the vSphere Web Client 5.1 or later.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Right-click the distributed port group and select Export Configuration.

3 (Optional) In the Descriptions field, type notes about this configuration.
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4 Click OK.

Click Yes to save the configuration file to your local system.

You now have a configuration file that contains all the settings for the selected distributed port group. You
can use this file to create multiple copies of this configuration on an existing deployment, or overwrite
settings of existing distributed port groups to conform to the selected settings.

What to do next

You can use the exported configuration file to do the following tasks:

n To create a copy of the exported distributed port group, see “Import a vSphere Distributed Port Group
Configuration,” on page 80.

n To overwrite settings on an existing distributed port group, see “Restore a vSphere Distributed Port
Group Configuration,” on page 80.

Import a vSphere Distributed Port Group Configuration
Use import to create a distributed port group from a configuration file. Any existing distributed port groups
are converted to conform to the settings in the configuration file.

This functionality is available only with the vSphere Web Client 5.1 or later. However, you can export
settings from any version of distributed port if you use the vSphere Web Client 5.1 and later.

Prerequisites

Verify that the

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch and select Distributed Port Group > Import Distributed Port Group.

3 Browse to the location of your saved configuration file and click Next.

You can use a distributed port group configuration file, or a distributed switch configuration file.
However, you can use a file containing both distributed switch and distribute port group
configurations only if the file contains settings for a single port group. If multiple port group settings
are saved in the distributed switch configuration file, you must use a different file.

4 Review the import settings before completing the import.

5 Click Finish.

Restore a vSphere Distributed Port Group Configuration
Use the restore option to reset the configuration of an existing distributed port group to the settings in a
configuration file.

This functionality is available only with the vSphere Web Client 5.1 or later. However, you can restore
settings from any version of distributed switch if you use the vSphere Web Client 5.1 or later.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Right-click the distributed port group and select Restore Configuration.
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3 Select one of the following and click Next:

u Restore to a previous configuration to roll your port group configuration back one step. You
cannot restore the port group configuration completely if you have performed more than one step.

u Restore configuration from a file lets you restore the port group configuration from an exported
backup file. You can also use a distributed switch backup file as long as it contains configuration
information for the port group.

4 Review the summary information for the restore.

The restore operation overwrites the current settings of the distributed port group with the settings
from the backup. If you are restoring the port group configuration from a switch backup file, the restore
operation does not delete existing port groups that are not a part of the file.

5 Click Finish.
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Rollback and Recovery of the
Management Network 7

In vSphere 5.1 and later, you can prevent and recover from misconfiguration of the management network by
using the rollback and recovery support of the vSphere Distributed Switch and vSphere Standard Switch.

Rollback is available for use on both standard and distributed switches. To fix invalid configuration of the
management network, you can connect directly to a host to fix the issues through the DCUI.

This chapter includes the following topics:

n “vSphere Networking Rollback,” on page 83

n “Resolve Errors in the Management Network Configuration on a vSphere Distributed Switch,” on
page 85

vSphere Networking Rollback
By rolling configuration changes back, vSphere protects hosts from losing connection to vCenter Server as a
result from misconfiguration of the management network.

In vSphere 5.1 and later, networking rollback is enabled by default. However, you can enable or disable
rollbacks at the vCenter Server level.

Host Networking Rollbacks
Host networking rollbacks occur when an invalid change is made to the networking configuration for the
connection with vCenter Server. Every network change that disconnects a host also triggers a rollback. The
following examples of changes to the host networking configuration might trigger a rollback:

n Updating the speed or duplex of a physical NIC.

n Updating DNS and routing settings.

n Updating teaming and failover policies or traffic shaping policies of a standard port group that contains
the management VMkernel network adapter.

n Updating the VLAN of a standard port group that contains the management VMkernel network
adapter.

n Increasing the MTU of management VMkernel network adapter and its switch to values not supported
by the physical infrastructure.

n Changing the IP settings of management VMkernel network adapters.

n Removing the management VMkernel network adapter from a standard or distributed switch.

n Removing a physical NIC of a standard or distributed switch containing the management VMkernel
network adapter.
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n Migrating the management VMkernel adapter from vSphere standard to distributed switch.

If a network disconnects for any of these reasons, the task fails and the host reverts to the last valid
configuration.

vSphere Distributed Switch Rollbacks
Distributed switch rollbacks occur when invalid updates are made to distributed switches, distributed port
groups, or distributed ports. The following changes to the distributed switch configuration trigger a
rollback:

n Changing the MTU of a distributed switch.

n Changing the following settings in the distributed port group of the management VMkernel network
adapter:

n Teaming and failover

n VLAN

n Traffic shaping

n Blocking all ports in the distributed port group containing the management VMkernel network adapter.

n Overriding the policies on at the level of the distributed port for the management VMkernel network
adapter.

If a configuration becomes invalid because of any of the changes, one or more hosts might become out of
synchronization with the distributed switch.

If you know where the conflicting configuration setting is located, you can manually correct the setting. For
example, if you have migrated a management VMkernel network adapter to a new VLAN, the VLAN might
not be actually trunked on the physical switch. When you correct the physical switch configuration, the next
distributed switch-to-host synchronization will resolve the configuration problem.

If you are not sure where the problem exists, you can restore the state of the distributed switch or
distributed port group to an earlier configuration. See “Restore a vSphere Distributed Port Group
Configuration,” on page 80.

Disable Network Rollback
Rollback is enabled by default in vSphere 5.1 and later. You can disable rollback in vCenter Server by using
the vSphere Web Client.

Procedure

1 In the vSphere Web Client, navigate to a vCenter Server instance.

2 On the Manage tab, click Settings..

3 Select Advanced Settings and click Edit.

4 Select the config.vpxd.network.rollback key, and change the value to false.

If the key is not present, you can add it and set the value to false.

5 Click OK.

6 Restart vCenter Server to apply the changes.
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Disable Network Rollback by Using the vCenter Server Configuration File
Rollback is enabled by default in vSphere 5.1 and later. You can disable rollback by editing the vpxd.cfg
configuration file of vCenter Server directly.

Procedure

1 On the host machine of vCenter Server, navigate to the directory that contains the configuration file:

n On a Windows Server operating system, the location of the directory is
C:\ProgramData\VMware\CIS\cfg\vmware-vpx.

n On the vCenter Server Appliance, the location of the directory is /etc/vmware-vpx.

2 Open the vpxd.cfg file for editing.

3 In the <network> element, set the <rollback> element to false:

<config>

 <vpxd>

  <network>

    <rollback>false</rollback>

  </network>

 </vpxd>

</config>

4 Save and close the file.

5 Restart the vCenter Server system.

Resolve Errors in the Management Network Configuration on a
vSphere Distributed Switch

In vSphere 5.1 and later, you can use the Direct Console User Interface (DCUI) to restore the connection
between vCenter Server and a host that accesses the management network through a distributed switch.

If networking rollback is disabled, misconfiguring the port group for the management network on the
distributed switch leads to loss of connection between vCenter Server and the hosts that are added to the
switch. You have to use the DCUI to connect each host individually.

If the uplinks that you use to restore the management network are also used by VMkernel adapters that
handle other types of traffic (vMotion, Fault Tolerance, and so on), the adapters loose network connectivity
after the restore.

For more information about accessing and using the DCUI, see the vSphere Security documentation.

NOTE   Recovery of the management connection on a distributed switch is not supported on stateless ESXi
instances.

Prerequisites

Verify that the management network is configured on a port group on the distributed switch.

Procedure

1 Connect to the DCUI of the host.

2 From the Network Restore Options menu, select Restore vDS.

3 Configure the uplinks and optionally the VLAN for the management network.

4 Apply the configuration.
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The DCUI creates a local ephemeral port and applies the values you provided for the VLAN and uplinks.
The DCUI moves the VMkernel adapter for the management network to the new local port to restore
connectivity to vCenter Server.

What to do next

After the connection of the host to vCenter Server is restored, correct the configuration of the distributed
port group and re-add the VMkernel adapter to the group.
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Networking Policies 8
Policies set at the standard switch or distributed port group level apply to all of the port groups on the
standard switch or to ports in the distributed port group. The exceptions are the configuration options that
are overridden at the standard port group or distributed port level.

Watch the video about applying networking policies on vSphere standard and distributed switches.

Working with Networking Policies
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_working_with_network_policies)

n Applying Networking Policies on a vSphere Standard or Distributed Switch on page 88
You apply networking policies differently on vSphere Standard Switches and vSphere Distributed
Switches. Not all policies that are available for a vSphere Distributed Switch are also available for a
vSphere Standard Switch.

n Configure Overriding Networking Policies on Port Level on page 89
To apply different policies for distributed ports, you configure the per-port overriding of the policies
that are set at the port group level. You can also enable the reset of any configuration that is set on per-
port level when a distributed port disconnects from a virtual machine.

n Teaming and Failover Policy on page 90
NIC teaming lets you increase the network capacity of a virtual switch by including two or more
physical NICs in a team. To determine how the traffic is rerouted in case of adapter failure, you
include physical NICs in a failover order. To determine how the virtual switch distributes the network
traffic between the physical NICs in a team, you select load balancing algorithms depending on the
needs and capabilities of your environment.

n VLAN Policy on page 99
VLAN policies determine how VLANs function across your network environment.

n Security Policy on page 101
Networking security policy provides protection of traffic against MAC address impersonation and
unwanted port scanning

n Traffic Shaping Policy on page 103
A traffic shaping policy is defined by average bandwidth, peak bandwidth, and burst size. You can
establish a traffic shaping policy for each port group and each distributed port or distributed port
group.

n Resource Allocation Policy on page 106
The Resource Allocation policy allows you to associate a distributed port or port group with a user-
created network resource pool. This policy provides you with greater control over the bandwidth
given to the port or port group.
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n Monitoring Policy on page 107
The monitoring policy enables or disables NetFlow monitoring on a distributed port or port group.

n Traffic Filtering and Marking Policy on page 108
In a vSphere distributed switch 5.5 and later, by using the traffic filtering and marking policy, you can
protect the virtual network from unwanted traffic and security attacks or apply a QoS tag to a certain
type of traffic.

n Manage Policies for Multiple Port Groups on a vSphere Distributed Switch on page 123
You can modify networking policies for multiple port groups on a vSphere Distributed Switch.

n Port Blocking Policies on page 128
Port blocking policies allow you to selectively block ports from sending or receiving data.

Applying Networking Policies on a vSphere Standard or Distributed
Switch

You apply networking policies differently on vSphere Standard Switches and vSphere Distributed Switches.
Not all policies that are available for a vSphere Distributed Switch are also available for a vSphere Standard
Switch.

Table 8‑1.  Virtual Switch Objects Where Policies Apply

Virtual Switch Virtual Switch Object Description

vSphere Standard Switch Entire switch When you apply policies on the entire standard
switch, the policies are propagated to all standard
port groups on the switch.

Standard port group You can apply different policies on individual port
groups by overriding the policies that are
inherited from the switch.

vSphere Distributed Switch Distributed port group When you apply policies on a distributed port
group, the policies are propagated to all ports in
the group.

Distributed port You can apply different policies on individual
distributed ports by overriding the policies that
are inherited from the distributed port group.

Uplink port group You can apply policies at uplink port group level,
and the are policies are propagated to all ports in
the group.

Uplink port You can apply different policies on individual
uplink ports by overriding the policies that are
inherited from the uplink port group.

Table 8‑2.  Policies Available for a vSphere Standard Switch and vSphere Distributed Switch

Policy
Standard
Switch

Distributed
Switch Description

Teaming and
failover

Yes Yes Lets you configure the physical NICs that handle the network
traffic for a standard switch, standard port group, distributed port
group, or distributed port. You arrange the physical NICs in a
failover order and apply different load balancing policies over
them.

Security Yes Yes Provides protection of traffic against MAC address impersonation
and unwanted port scanning. The networking security policy is
implemented in Layer 2 of the networking protocol stack.
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Table 8‑2.  Policies Available for a vSphere Standard Switch and vSphere Distributed Switch (Continued)

Policy
Standard
Switch

Distributed
Switch Description

Traffic shaping Yes Yes Lets you restrict the network bandwidth that is available to ports,
but also to allow bursts of traffic to flow through at higher speeds.
ESXi shapes outbound network traffic on standard switches and
inbound and outbound traffic on distributed switches.

VLAN Yes Yes Lets you configure the VLAN tagging for a standard or
distributed switch. You can configure External Switch
Tagging(EST), Virtual Switch Tagging (VST), and Virtual Guest
Tagging (VGT).

Monitoring No Yes Enables and disables NetFlow monitoring on a distributed port or
port group.

Traffic filtering and
marking

No Yes Lest you protect the virtual network from unwanted traffic and
security attacks or apply a QoS tag to a certain traffic type.

Resources
allocation

No Yes Lets you associate a distributed port or port group with a user-
defined network resource pool. In this way, you can better control
the bandwidth that is available to the port or port group. You can
use the resource allocation policy with vSphere Network I/O
Control version 2 and 3.

Port blocking No Yes Lets you selectively block ports from sending and receiving data.

Configure Overriding Networking Policies on Port Level
To apply different policies for distributed ports, you configure the per-port overriding of the policies that
are set at the port group level. You can also enable the reset of any configuration that is set on per-port level
when a distributed port disconnects from a virtual machine.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Right-click the distributed port group and select Edit settings.

3 Select the Advanced page.

Option Description

Configure reset at disconnect From the drop-down menu, enable or disable reset at disconnect.
When a distributed port is disconnected from a virtual machine, the
configuration of the distributed port is reset to the distributed port group
setting. Any per-port overrides are discarded.

Override port policies Select the distributed port group policies to be overridden on a per-port
level.

 
4 (Optional) Use the policy pages to set overrides for each port policy.

5 Click OK.
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Teaming and Failover Policy
NIC teaming lets you increase the network capacity of a virtual switch by including two or more physical
NICs in a team. To determine how the traffic is rerouted in case of adapter failure, you include physical
NICs in a failover order. To determine how the virtual switch distributes the network traffic between the
physical NICs in a team, you select load balancing algorithms depending on the needs and capabilities of
your environment.

NIC Teaming Policy
You can use NIC teaming to connect a virtual switch to multiple physical NICs on a host to increase the
network bandwidth of the switch and to provide redundancy. A NIC team can distribute the traffic between
its members and provide passive failover in case of adapter failure or network outage. You set NIC teaming
policies at virtual switch or port group level for a vSphere Standard Switch and at a port group or port level
for a vSphere Distributed Switch.

NOTE   All ports on the physical switch in the same team must be in the same Layer 2 broadcast domain.

Load Balancing Policy
The Load Balancing policy determines how network traffic is distributed between the network adapters in a
NIC team. vSphere virtual switches load balance only the outgoing traffic. Incoming traffic is controlled by
the load balancing policy on the physical switch.

For more information about each load balancing algorithm, see “Load Balancing Algorithms Available for
Virtual Switches,” on page 91.

Network Failure Detection Policy
You can specify one of the following methods that a virtual switch uses for failover detection.

Link status only Relies only on the link status that the network adapter provides. Detects
failures, such as removed cables and physical switch power failures.
However, link status does not detect the following configuration errors:

n Physical switch port that is blocked by spanning tree or is misconfigured
to the wrong VLAN .

n Pulled cable that connects a physical switch to another networking
devices, for example, an upstream switch .

Beacon probing Sends out and listens for Ethernet broadcast frames, or beacon probes, that
physical NICs send to detect link failure in all physical NICs in a team. ESXi
hosts send beacon packets every second. Beacon probing is most useful to
detect failures in the closest physical switch to the ESXi host, where the
failure does not cause a link-down event for the host.

Use beacon probing with three or more NICs in a team because ESXi can
detect failures of a single adapter. If only two NICs are assigned and one of
them loses connectivity, the switch cannot determine which NIC needs to be
taken out of service because both do not receive beacons and as a result all
packets sent to both uplinks. Using at least three NICs in such a team allows
for n-2 failures where n is the number of NICs in the team before reaching an
ambiguous situation.
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Failback Policy
By default, a failback policy is enabled on a NIC team. If a failed physical NIC returns online, the virtual
switch sets the NIC back to active by replacing the standby NIC that took over its slot.

If the physical NIC that stands first in the failover order experiences intermittent failures, the failback policy
might lead to frequent changes in the NIC that is used. The physical switch sees frequent changes in MAC
addresses, and the physical switch port might not accept traffic immediately when an adapter becomes
online. To minimize such delays, you might consider changing the following settings on the physical switch:

n Disable Spanning Tree Protocol (STP) on physical NICs that are connected to ESXi hosts .

n For Cisco based networks, enable PortFast mode for access interfaces or PortfFast trunk mode for trunk
interfaces. This might save about 30 seconds during the initialization of the physical switch port.

n Disable the trunking negotiation.

Notify Switches Policy
By using the notify switches policy, you can determine how the ESXi host communicates failover events.
When a physical NIC connects to the virtual switch or when traffic is rerouted to a different physical NIC in
the team, the virtual switch sends notifications over the network to update the lookup tables on physical
switches. Notifying the physical switch offers lowest latency when a failover or a migration with vSphere
vMotion occurs.

Load Balancing Algorithms Available for Virtual Switches
You can configure various load balancing algorithms on a virtual switch to determine how network traffic is
distributed between the physical NICs in a team.

n Route Based on Originating Virtual Port on page 92
The virtual switch selects uplinks based on the virtual machine port IDs on the vSphere Standard
Switch or vSphere Distributed Switch.

n Route Based on Source MAC Hash on page 93
The virtual switch selects an uplink for a virtual machine based on the virtual machine MAC address.
To calculate an uplink for a virtual machine, the virtual switch uses the virtual machine MAC address
and the number of uplinks in the NIC team.

n Route Based on IP Hash on page 93
The virtual switch selects uplinks for virtual machines based on the source and destination IP address
of each packet.

n Route Based on Physical NIC Load on page 94
Route Based on Physical NIC Load is based on Route Based on Originating Virtual Port, where the
virtual switch checks the actual load of the uplinks and takes steps to reduce it on overloaded uplinks.
Available only for vSphere Distributed Switch.

n Use Explicit Failover Order on page 95
No actual load balancing is available with this policy. The virtual switch always uses the uplink that
stands first in the list of Active adapters from the failover order and that passes failover detection
criteria. If no uplinks in the Active list are available, the virtual switch uses the uplinks from the
Standby list.

Chapter 8 Networking Policies

VMware, Inc.  91



Route Based on Originating Virtual Port
The virtual switch selects uplinks based on the virtual machine port IDs on the vSphere Standard Switch or
vSphere Distributed Switch.

Each virtual machine running on an ESXi host has an associated virtual port ID on the virtual switch. To
calculate an uplink for a virtual machine, the virtual switch uses the virtual machine port ID and the
number of uplinks in the NIC team. After the virtual switch selects an uplink for a virtual machine, it always
forwards traffic through the same uplink for this virtual machine as long as the machine runs on the same
port. The virtual switch calculates uplinks for virtual machines only once, unless uplinks are added or
removed from the NIC team.

The port ID of a virtual machine is fixed while the virtual machine runs on the same host. If you migrate,
power off, or delete the virtual machine, its port ID on the virtual switch becomes free. The virtual switch
stops sending traffic to this port, which reduces the overall traffic for its associated uplink. If a virtual
machine is powered on or migrated, it might appear on a different port and use the uplink, which is
associated with the new port.

Table 8‑3.  Considerations on Using Route Based on Originating Virtual Port

Considerations Description

Advantages n An even distribution of traffic if the number virtual
NICs is greater than the number of physical NICs in
the team.

n Low resource consumption, because in most cases the
virtual switch calculates uplinks for virtual machines
only once.

n No changes on the physical switch are required.

Disadvantages n The virtual switch is not aware of the traffic load on the
uplinks and it does not load balance the traffic to
uplinks that are less used.

n The bandwidth that is available to a virtual machine is
limited to the speed of the uplink that is associated
with the relevant port ID, unless the virtual machine
has more than one virtual NIC.
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Route Based on Source MAC Hash
The virtual switch selects an uplink for a virtual machine based on the virtual machine MAC address. To
calculate an uplink for a virtual machine, the virtual switch uses the virtual machine MAC address and the
number of uplinks in the NIC team.

Table 8‑4.  Considerations on Using Route Based on Source MAC Hash

Considerations Description

Advantages n A more even distribution of the traffic than Route
Based on Originating Virtual Port, because the virtual
switch calculates an uplink for every packet.

n Virtual machines use the same uplink because the
MAC address is static. Powering a virtual machine on
or off does not change the uplink that the virtual
machine uses.

n No changes on the physical switch are required.

Disadvantages n The bandwidth that is available to a virtual machine is
limited to the speed of the uplink that is associated
with the relevant port ID, unless the virtual machine
uses multiple source MAC addresses.

n Higher resource consumption than Route Based on
Originating Virtual Port, because the virtual switch
calculates an uplink for every packet.

n The virtual switch is not aware of the load of the
uplinks, so uplinks might become overloaded.

Route Based on IP Hash
The virtual switch selects uplinks for virtual machines based on the source and destination IP address of
each packet.

To calculate an uplink for a virtual machine, the virtual switch takes the last octet of both source and
destination IP addresses in the packet, puts them through a XOR operation, and then runs the result
through another calculation based on the number of uplinks in the NIC team. The result is a number
between 0 and the number of uplinks in the team minus one. For example if a NIC team has four uplinks,
the result is a number between 0 and 3 as each number is associated with a NIC in the team. For non-IP
packets, the virtual switch takes two 32-bit binary values from the frame or packet from where the IP
address would be located.

Any virtual machine can use any uplink in the NIC team depending on the source and destination IP
address. In this way, each virtual machine can use the bandwidth of any uplink in the team. If a virtual
machine runs in an environment with a large number of independent virtual machines, the IP hash
algorithm can provide an even spread of the traffic between the NICs in the team. When a virtual machine
communicates with multiple destination IP addresses, the virtual switch can generate a different hash for
each destination IP. In this way, packets can use different uplinks on the virtual switch that results in higher
potential throughput.

However, if your environment has a small number of IP addresses, the virtual switch might consistently
pass the traffic through one uplink in the team. For example, if you have a database server that is accessed
by one application server, the virtual switch always calculates the same uplink, because only one source-
destination pair exists.

Physical Switch Configuration

To ensure that IP hash load balancing works correctly, you must have an Etherchannel configured on the
physical switch. An Etherchannel bonds multiple network adapters into a single logical link. When ports are
bound into an Etherchannel, every time the physical switch receives a packet from the same virtual machine
MAC address on different ports, the switch updates its content addressable memory (CAM) table correctly.
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For example, if the physical switch receives packets on ports 01 and 02 from MAC address A, the switch
makes a 01-A and a 02-A entry in its CAM table. As a result, the physical switch distributes the incoming
traffic to the correct ports. Without an Etherchannel, the physical switch first makes a record that a packet
from MAC address A is received on port 01, then updates the same record that a packet from MAC address
A is received on port 02. Hence, the physical switch forwards incoming traffic only on port 02, and might
result in packets not reaching their destination and overloading the corresponding uplink.

Limitations and Configuration Requirements

n ESXi hosts support IP hash teaming on a single physical switch or stacked switches.

n ESXi hosts support only 802.3ad link aggregation in Static mode . You can only use a static
Etherchannel with vSphere Standard Switches. LACP is not supported. To use LACP, you must have a
vSphere Distributed Switch 5.1 and later or Cicso Nexus 1000V. If you enable IP hash load balancing
without 802.3ad link aggregation and the reverse, you might experience networking disruptions.

n You must use Link Status Only as network failure detection with IP hash load balancing.

n You must set all uplinks from the team in the Active failover list . The Standby and Unused lists must
be empty.

n The number of ports in the Etherchannel must be same as the number of uplinks in the team.

Considerations on Using Route Based on IP Hash

Considerations Description

Advantages n A more even distribution of the load compared to
Route Based on Originating Virtual Port and Route
Based on Source MAC Hash, as the virtual switch
calculates the uplink for every packet.

n A potentially higher throughput for virtual machines
that communicate with multiple IP addresses.

Disadvantages n Highest resource consumption compared to the other
load balancing algorithms.

n The virtual switch is not aware of the actual load of the
uplinks.

n Requires changes on the physical network.
n Complex to troubleshoot.

Route Based on Physical NIC Load
Route Based on Physical NIC Load is based on Route Based on Originating Virtual Port, where the virtual
switch checks the actual load of the uplinks and takes steps to reduce it on overloaded uplinks. Available
only for vSphere Distributed Switch.

The distributed switch calculates uplinks for virtual machines by taking their port ID and the number of
uplinks in the NIC team. The distributed switch tests the uplinks every 30 seconds, and if their load exceeds
75 percent of usage, the port ID of the virtual machine with the highest I/O is moved to a different uplink.
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Table 8‑5.  Considerations on Using Route Based on Physical NIC Load

Considerations Description

Advantages n Low resource consumption because the distributed
switch calculates uplinks for virtual machines only
once and checking the of uplinks has minimal impact.

n The distributed switch is aware of the load of uplinks
and takes care to reduce it if needed.

n No changes on the physical switch are required.

Disadvantages n The bandwidth that is available to virtual machines is
limited to the uplinks that are connected to the
distributed switch.

Use Explicit Failover Order
No actual load balancing is available with this policy. The virtual switch always uses the uplink that stands
first in the list of Active adapters from the failover order and that passes failover detection criteria. If no
uplinks in the Active list are available, the virtual switch uses the uplinks from the Standby list.

Configure NIC Teaming, Failover, and Load Balancing on a vSphere Standard
Switch or Standard Port Group

Include two or more physical NICs in a team to increase the network capacity of a vSphere Standard Switch
or standard port group. Configure failover order to determine how network traffic is rerouted in case of
adapter failure. Select a load balancing algorithm to determine how the standard switch distributes the
traffic between the physical NICs in a team.

Configure NIC teaming, failover, and load balancing depending on the network configuration on the
physical switch and the topology of the standard switch. See “Teaming and Failover Policy,” on page 90 and 
“Load Balancing Algorithms Available for Virtual Switches,” on page 91 for more information.

If you configure the teaming and failover policy on a standard switch, the policy is propagated to all port
groups in the switch. If you configure the policy on a standard port group, it overrides the policy inherited
from the switch.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Navigate to the Teaming and Failover policy for the standard switch, or standard port group.

Option Action

Standard Switch a Select the switch from the list.
b Click Edit settings and select Teaming and failover.

Standard port group a Select the switch where the port group resides.
b From the switch topology diagram, select the standard port group and

click Edit settings.
c Select Teaming and failover.
d Select Override next to the policies that you want to override.
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4 From the Load Balancing drop-down menu, specify how the virtual switch load balances the outgoing
traffic between the physical NICs in a team.

Option Description

Route based on the originating
virtual port

Select an uplink based on the virtual port IDs on the switch. After the
virtual switch selects an uplink for a virtual machine or a VMkernel
adapter, it always forwards traffic through the same uplink for this virtual
machine or VMkernel adapter.

Route based on IP hash Select an uplink based on a hash of the source and destination IP addresses
of each packet. For non-IP packets, the switch uses the data at those fields
to compute the hash .
IP-based teaming requires that the physical switch is configured with
EtherChannel.

Route based on source MAC hash Select an uplink based on a hash of the source Ethernet.

Route based on physical NIC load Available for distributed port groups or distributed ports. Select an uplink
based on the current load of the physical network adapters connected to
the port group or port. If an uplink remains busy at 75 percent or higher
for 30 seconds, the host proxy switch moves a part of the virtual machine
traffic to a physical adapter that has free capacity.

Use explicit failover order From the list of active adapters, always use the highest order uplink that
passes failover detection criteria. No actual load balancing is performed
with this option.

 
5 From the Network Failover Detection drop-down menu, select the method that the virtual switch uses

for failover detection.

Option Description

Link Status only Relies only on the link status that the network adapter provides. This
option detects failures such as removed cables and physical switch power
failures.

Beacon Probing Sends out and listens for beacon probes on all NICs in the team, and uses
this information, in addition to link status, to determine link failure.ESXi
sends beacon packets every second.
The NICs must be in an active/active or active/standby configuration
because the NICs in an unused state do not participate in beacon probing.

 
6 From the Notify Switches drop-down menu, select whether the standard or distributed switch notifies

the physical switch in case of a failover.

NOTE   Set this option to No if a connected virtual machine is using Microsoft Network Load Balancing
in unicast mode. No issues exist with Network Load Balancing running in multicast mode.

7 From the Failback drop-down menu, select whether a physical adapter is returned to active status after
recovering from a failure.

If failback is set to Yes, the default selection, the adapter is returned to active duty immediately upon
recovery, displacing the standby adapter that took over its slot, if any.

If failback is set to No for a standard port, a failed adapter is left inactive after recovery until another
currently active adapter fails and must be replaced.
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8 Specify how the uplinks in a team are used when a failover occurs by configuring the Failover Order
list.

If you want to use some uplinks but reserve others for emergencies in case the uplinks in use fail, use
the up and down arrow keys to move uplinks into different groups.

Option Description

Active adapters Continue to use the uplink if the network adapter connectivity is up and
active.

Standby adapters Use this uplink if one of the active physical adapter is down.

Unused adapters Do not use this uplink.
 

9 Click OK.

Configure NIC Teaming, Failover, and Load Balancing on a Distributed Port
Group or Distributed Port

Include two or more physical NICs in a team to increase the network capacity of a distributed port group or
port. Configure failover order to determine how network traffic is rerouted in case of adapter failure. Select
a load balancing algorithm to determine how the distributed switch load balances the traffic between the
physical NICs in a team.

Configure NIC teaming, failover, and load balancing according with the network configuration on the
physical switch and the topology of the distributed switch. See “Teaming and Failover Policy,” on page 90
and “Load Balancing Algorithms Available for Virtual Switches,” on page 91 for more information.

If you configure the teaming and failover policy for a distributed port group, the policy is propagated to all
ports in the group. If you configure the policy for a distributed port, it overrides the policy inherited from
the group.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Navigate the Teaming and Failover policy on the distributed port group or port.

Option Action

Distributed port group a From the Actions menu, select Distributed Port Group > Manage
Distributed Port Groups.

b Select Teaming and failover.
c Select the port group and click Next.

Distributed port a Select Related Object, and select Distributed Port Groups.
b Select a distributed port group.
c Under Manage, select Ports.
d Select a port and click Edit distributed port settings.
e Select Teaming and failover.
f Select Override next to the properties that you want to override.
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3 From the Load Balancing drop-down menu, specify how the virtual switch load balances the outgoing
traffic between the physical NICs in a team.

Option Description

Route based on the originating
virtual port

Select an uplink based on the virtual port IDs on the switch. After the
virtual switch selects an uplink for a virtual machine or a VMkernel
adapter, it always forwards traffic through the same uplink for this virtual
machine or VMkernel adapter.

Route based on IP hash Select an uplink based on a hash of the source and destination IP addresses
of each packet. For non-IP packets, the switch uses the data at those fields
to compute the hash .
IP-based teaming requires that the physical switch is configured with
EtherChannel.

Route based on source MAC hash Select an uplink based on a hash of the source Ethernet.

Route based on physical NIC load Available for distributed port groups or distributed ports. Select an uplink
based on the current load of the physical network adapters connected to
the port group or port. If an uplink remains busy at 75 percent or higher
for 30 seconds, the host proxy switch moves a part of the virtual machine
traffic to a physical adapter that has free capacity.

Use explicit failover order From the list of active adapters, always use the highest order uplink that
passes failover detection criteria. No actual load balancing is performed
with this option.

 
4 From the Network Failover Detection drop-down menu, select the method that the virtual switch uses

for failover detection.

Option Description

Link Status only Relies only on the link status that the network adapter provides. This
option detects failures such as removed cables and physical switch power
failures.

Beacon Probing Sends out and listens for beacon probes on all NICs in the team, and uses
this information, in addition to link status, to determine link failure.ESXi
sends beacon packets every second.
The NICs must be in an active/active or active/standby configuration
because the NICs in an unused state do not participate in beacon probing.

 
5 From the Notify Switches drop-down menu, select whether the standard or distributed switch notifies

the physical switch in case of a failover.

NOTE   Set this option to No if a connected virtual machine is using Microsoft Network Load Balancing
in unicast mode. No issues exist with Network Load Balancing running in multicast mode.

6 From the Failback drop-down menu, select whether a physical adapter is returned to active status after
recovering from a failure.

If failback is set to Yes, the default selection, the adapter is returned to active duty immediately upon
recovery, displacing the standby adapter that took over its slot, if any.

If failback is set to No for a distributed port, a failed adapter is left inactive after recovery only if the
associated virtual machine is running. When the Failback option is No and a virtual machine is
powered off, if all active physical adapters fail and then one of them recovers, the virtual NIC is
connected to the recovered adapter instead of to a standby one after the virtual machine is powered on.
Powering a virtual machine off and then on leads to reconnecting the virtual NIC to a distributed port.
The distributed switch considers the port as newly added, and assigns it the default uplink port, that is,
the active uplink adapter.
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7 Specify how the uplinks in a team are used when a failover occurs by configuring the Failover Order
list.

If you want to use some uplinks but reserve others for emergencies in case the uplinks in use fail, use
the up and down arrow keys to move uplinks into different groups.

Option Description

Active adapters Continue to use the uplink if the network adapter connectivity is up and
active.

Standby adapters Use this uplink if one of the active physical adapter is down.

Unused adapters Do not use this uplink.
 

8 Review your settings and apply the configuration.

VLAN Policy
VLAN policies determine how VLANs function across your network environment.

A virtual local area network (VLAN) is a group of hosts with a common set of requirements, which
communicate as if they were attached to the same broadcast domain, regardless of their physical location. A
VLAN has the same attributes as a physical local area network (LAN), but it allows for end stations to be
grouped together even if not on the same network switch.

The scope of VLAN policies can be distributed port groups and ports, and uplink port groups and ports.

Configure VLAN Tagging on a Distributed Port Group or Distributed Port
To apply VLAN tagging globally on all distributed ports, you must set the VLAN policy on a distributed
port group. To integrate the virtual traffic on the port with physical VLANs in a different way from the
parent distributed port group, you must use the VLAN policy on a distributed port.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Navigate to the VLAN policy on the distributed port group or distributed port.

Option Action

Distributed port group a From the Actions menu, select Distributed Port Group > Manage
Distributed Port Groups.

b Select VLAN.
c Select the port group and click Next.

Distributed port a Select Related Object, and select Distributed Port Groups.
b Select a distributed port group.
c Under Manage select Ports.
d Select a port and click Edit distributed port settings.
e Select VLAN.
f Select Override next to the properties to override.
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3 From the Type drop-down menu, select the type of VLAN traffic filtering and marking, and click Next.

Option Description

None Do not use VLAN.
Use this option in case of External Switch Tagging.

VLAN Tag traffic with the ID from the VLAN ID field.
Type a number between 1 and 4094 for Virtual Switch Tagging.

VLAN Trunking Pass VLAN traffic with ID within the VLAN trunk range to guest
operating system. You can set multiple ranges and individual VLANs by
using a comma-separated list.
Use this option for Virtual Guest Tagging.

Private VLAN Associate the traffic with a private VLAN created on the distributed
switch.

 
4 Review your settings and apply the configuration.

Configure VLAN Tagging on an Uplink Port Group or Uplink Port
To configure VLAN traffic processing generally for all member uplinks, you must set the VLAN policy on
an uplink port. To handle VLAN traffic through the port in a different way than for the parent uplink port
group, you must set the VLAN policy on an uplink .

Use the VLAN policy at the uplink port level to propagate a trunk range of VLAN IDs to the physical
network adapters for traffic filtering. The physical network adapters drop the packets from the other
VLANs if the adapters support filtering by VLAN. Setting a trunk range improves networking performance
because physical network adapters filter traffic instead of the uplink ports in the group.

If you have a physical network adapter that does not support VLAN filtering, the VLANs still might not be
blocked. In this case, configure VLAN filtering on a distributed port group or on a distributed port.

For information about VLAN filtering support, see the technical documentation from the adapter vendors.

Prerequisites

To override the VLAN policy at the port level, enable the port-level overrides. See “Configure Overriding
Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to a distributed switch.

2 Click the Uplink Port Groups tab.

3 Navigate to the VLAN policy is on the uplink port group or port.

Option Action

Uplink port group a Right-click an uplink port group in the list and select Edit Settings.
b Click VLAN.

Uplink port a Click an uplink port group.
b Select Manage and select Ports.
c Select a port and click Edit settings.
d Click VLAN and select Override.

 
4 Type a VLAN trunk range value to propagate to the physical network adapters.

For trunking of several ranges and individual VLANs, separate the entries with commas.

5 Click OK.
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Security Policy
Networking security policy provides protection of traffic against MAC address impersonation and
unwanted port scanning

The security policy of a standard or distributed switch is implemented in Layer 2 (Data Link Layer) of the
network protocol stack. The three elements of the security policy are promiscuous mode, MAC address
changes, and forged transmits. See the vSphere Security documentation for information about potential
networking threats.

Configure the Security Policy for a vSphere Standard Switch or Standard Port
Group

For a vSphere standard switch, you can configure the security policy to reject MAC address and
promiscuous mode changes in the guest operating system of a virtual machine. You can override the
security policy that is inherited from the standard switch on individual port groups.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Navigate to the Security policy for the standard switch or port group.

Option Action

vSphere Standard Switch a Select a standard switch from the list.
b Click Edit settings.
c Select Security.

Standard port group a Select the standard switch where the port group resides.
b In the topology diagram, select a standard port group.
c Click Edit settings.
d Select Security and select Override next to the options to override.
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4 Reject or accept promiscuous mode activation or MAC address changes in the guest operating system
of the virtual machines attached to the standard switch or port group.

Option Description

Promiscuous mode n Reject. The VM network adapter receives only frames that are
addressed to the virtual machine.

n Accept.The virtual switch forwards all frames to the virtual machine in
compliance with the active VLAN policy for the port to which the VM
network adapter is connected.

NOTE   Promiscuous mode is insecure mode of operation. Firewalls, port
scanners, intrusion detection systems, must run in promiscuous mode.

MAC address changes n Reject. If the guest OS changes the effective MAC address of the
virtual machine to a value that is different from the MAC address of
the VM network adapter (set in the .vmx configuration file), the switch
drops all inbound frames to the adapter.

If the guest OS changes the effective MAC address of the virtual
machine back to the MAC address of the VM network adapter, the
virtual machine receives frames again.

n Accept. If the guest OS changes the effective MAC address of the
virtual machine to a value that is different from the MAC address of
the VM network adapter, the switch allows frames to the new address
to pass.

Forged transmits n Reject. The switch drops any outbound frame from a virtual machine
adapter with a source MAC address that is different from the one in
the .vmx configuration file.

n Accept. The switch does not perform filtering, and permits all
outbound frames.

 
5 Click OK.

Configure the Security Policy for a Distributed Port Group or Distributed Port
Set a security policy on a distributed port group to allow or reject promiscuous mode and MAC address
changes from the guest operating system of the virtual machines associated with the port group. You can
override the security policy inherited from the distributed port groups on individual ports.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Navigate to the Security policy for the distributed port group or port.

Option Action

Distributed port group a From the Actions menu, select Distributed Port Group > Manage
Distributed Port Groups.

b Select Security.
c Select the port group and click Next.

Distributed port a Select Related Object, and select Distributed Port Groups.
b Select a distributed port group.
c Under Manage select Ports.
d Select a port and click Edit distributed port settings.
e Select Security.
f Select Override next to the properties to override.
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3 Reject or accept promiscuous mode activation or MAC address changes in the guest operating system
of the virtual machines attached to the distributed port group or port.

Option Description

Promiscuous mode n Reject. The VM network adapter receives only frames that are
addressed to the virtual machine.

n Accept.The virtual switch forwards all frames to the virtual machine in
compliance with the active VLAN policy for the port to which the VM
network adapter is connected.

NOTE   Promiscuous mode is insecure mode of operation. Firewalls, port
scanners, intrusion detection systems, must run in promiscuous mode.

MAC address changes n Reject. If the guest OS changes the effective MAC address of the
virtual machine to a value that is different from the MAC address of
the VM network adapter (set in the .vmx configuration file), the switch
drops all inbound frames to the adapter.

If the guest OS changes the effective MAC address of the virtual
machine back to the MAC address of the VM network adapter, the
virtual machine receives frames again.

n Accept. If the guest OS changes the effective MAC address of the
virtual machine to a value that is different from the MAC address of
the VM network adapter, the switch allows frames to the new address
to pass.

Forged transmits n Reject. The switch drops any outbound frame from a virtual machine
adapter with a source MAC address that is different from the one in
the .vmx configuration file.

n Accept. The switch does not perform filtering, and permits all
outbound frames.

 
4 Review your settings and apply the configuration.

Traffic Shaping Policy
A traffic shaping policy is defined by average bandwidth, peak bandwidth, and burst size. You can establish
a traffic shaping policy for each port group and each distributed port or distributed port group.

ESXi shapes outbound network traffic on standard switches and inbound and outbound traffic on
distributed switches. Traffic shaping restricts the network bandwidth available on a port, but can also be
configured to allow bursts of traffic to flow through at higher speeds.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time. This number is the allowed average load.

Peak Bandwidth Maximum number of bits per second to allow across a port when it is
sending or receiving a burst of traffic. This number limits the bandwidth that
a port uses when it is using its burst bonus.

Burst Size Maximum number of bytes to allow in a burst. If this parameter is set, a port
might gain a burst bonus if it does not use all its allocated bandwidth. When
the port needs more bandwidth than specified by the average bandwidth, it
might be allowed to temporarily transmit data at a higher speed if a burst
bonus is available. This parameter limits the number of bytes that have
accumulated in the burst bonus and transfers traffic at a higher speed.
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Configure Traffic Shaping for a vSphere Standard Switch or Standard Port
Group

ESXi lets you shape outbound traffic on standard switches or port groups. The traffic shaper restricts the
network bandwidth available to any port, but you can also configure it to temporarily allow bursts of traffic
to flow through a port at higher speeds.

The traffic shaping policies that you set at switch or port group level are applied at each individual port that
participates in the switch or port group. For example, if you set an average bandwidth of 100000 Kbps on a
standard port group, 100000 Kbps averaged over time can pass through each port that is associated with the
standard port group.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Navigate to the traffic shaping policy on the standard switch or port group.

Option Action

vSphere Standard Switch a Select a standard switch from the list.
b Click Edit settings.
c Select Traffic shaping.

Standard port group a Select the standard switch where the port group resides.
b In the topology diagram, select a standard port group.
c Click Edit settings.
d Select Traffic shaping and select Override next to the options to

override.
 

4 Configure traffic shaping policies.

Option Description

Status Enables setting limits on the amount of networking bandwidth allocated
for each port that is associated with the standard switch or port group.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time (the allowed average load).

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending a burst of traffic. This setting tops the bandwidth used by a port
whenever it is using its burst bonus. This parameter can never be smaller
than the average bandwidth.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port might gain a burst bonus when it does not use all its allocated
bandwidth. Whenever the port needs more bandwidth than the average
bandwidth specifies, the port can temporarily transmit data at a higher
speed if a burst bonus is available. This parameter tops the number of
bytes that can accumulate in the burst bonus and can be transferred at a
higher speed.

 
5 For each traffic shaping policy (Average Bandwidth, Peak Bandwidth, and Burst Size), enter a

bandwidth value.

6 Click OK.
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Edit the Traffic Shaping Policy on a Distributed Port Group or Distributed Port
You can shape both inbound and outbound traffic on vSphere distributed port groups or distributed ports.
The traffic shaper restricts the network bandwidth for any port in the group, but might also be configured to
temporarily allow “bursts” of traffic to flow through a port at higher speeds.

The traffic shaping policies that you set at distributed port group level are applied on each individual port
that participates in the port group. For example, if you set an average bandwidth of 100000 Kbps on a
distributed port group, 100000 Kbps averaged over time can pass through each port that is associated with
the standard port group.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Navigate to the Traffic Shaping policy for the distributed port group or port.

Option Action

Distributed port group a From the Actions menu, select Distributed Port Group > Manage
Distributed Port Groups.

b Select Traffic shaping.
c Select the port group and click Next.

Distributed port a Select Related Object, and select Distributed Port Groups.
b Select a distributed port group.
c Under Manage select Ports.
d Select a port and click Edit distributed port settings.
e Select Traffic shaping.
f Select Override next to the properties to override.

 
3 Configure traffic shaping policies.

NOTE   The traffic is classified to ingress and egress according to the traffic direction in the switch, not in
the host.

Option Description

Status Enable either Ingress Traffic Shaping or Egress Traffic Shaping by using
the Status drop-down menus.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time, that is, the allowed average load.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending/sending or receiving a burst of traffic. This parameter tops the
bandwidth used by a port whenever it is using its burst bonus.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port might gain a burst bonus when it does not use all its allocated
bandwidth. Whenever the port needs more bandwidth than the average
bandwidth specifies, the port can temporarily transmit data at a higher
speed if a burst bonus is available. This parameter tops the number of
bytes that might accumulate in the burst bonus and be transferred at a
higher speed.

 
4 Review your settings and apply the configuration.
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Resource Allocation Policy
The Resource Allocation policy allows you to associate a distributed port or port group with a user-created
network resource pool. This policy provides you with greater control over the bandwidth given to the port
or port group.

For information about creating and configuring network resource pools, see Chapter 11, “vSphere Network
I/O Control,” on page 157.

Edit the Resource Allocation Policy on a Distributed Port Group
Associate a distributed port group with a network resource pool to give you greater control over the
bandwidth that is given to the distributed port group.

Prerequisites

n Enable Network I/O Control on the distributed switch. See “Enable Network I/O Control on a vSphere
Distributed Switch,” on page 160.

n Create and configure network resource pools. See “Create a Network Resource Pool,” on page 168.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch in the navigator and select Distributed Port Groups > Manage
Distributed Port Groups.

3 Select the Resource allocation check box and click Next.

4 Select the distributed port group to configure and click Next.

5 Add or remove the distributed port group from the network resource pool and click Next.

n To add the distributed port group, select a user-defined resource pool from the Network resource
pool drop-down menu.

n To remove the distributed port group, select default from the Network resource pool drop-down
menu.

6 Review your settings in the Ready to complete section and click Finish.

Use the Back button to change any settings.

Edit the Resource Allocation Policy on a Distributed Port
If you use Network I/O Control version 2 on a vSphere Distributed Switch, you can specifically associate a
distributed port with a user-defined resource pool to use Network I/O Control for control over the
bandwidth provided to the virtual machine connected to the port.

Prerequisites

n Verify that Network I/O Control is version 2.

n Enable Network I/O Control on the distributed switch. See “Enable Network I/O Control on a vSphere
Distributed Switch,” on page 160.

n Create and configure network resource pools in Network I/O Control version 2. See “Create a Network
Resource Pool in Network I/O Control Version 2,” on page 174.

n Enable port-level overrides for the resource allocation policy. See “Configure Overriding Networking
Policies on Port Level,” on page 47.
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Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Ports.

3 Select a port from the list and click Edit distributed port settings.

4 Select Properties.

5 Under Network Resource Pool, click the Override check box, and from the drop-down menu assign a
network resource pool to the port.

If you did not enable port-level overrides for the resource allocation policy, the option is disabled.

n To associate the distributed port to a resource pool, select a user-defined resource pool.

n To remove the association between the distributed port and a resource pool, select default.

6 Click OK.

Monitoring Policy
The monitoring policy enables or disables NetFlow monitoring on a distributed port or port group.

NetFlow settings are configured at the vSphere distributed switch level. See “Configure the NetFlow
Settings of a vSphere Distributed Switch,” on page 207.

Enable or Disable NetFlow Monitoring on a Distributed Port Group or
Distributed Port

You can enable NetFlow to monitor IP packets that are passing through the ports of a distributed port group
or through individual distributed ports.

You configure the NetFlow settings on the vSphere Distributed Switch. See “Configure the NetFlow Settings
of a vSphere Distributed Switch,” on page 207

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Navigate to the monitoring policy for the distributed port group or distributed port.

Option Action

Distributed port group a From the Actions menu, select Distributed Port Group > Manage
Distributed Port Groups.

b Select Monitoring.
c Select the port group and click Next.

Distributed port a Select Related Object, and select Distributed Port Groups.
b Select a distributed port group.
c Under Manage select Ports.
d Select a port and click Edit distributed port settings.
e Select Monitoring.
f Select Override next to the drop-down menu.

 
3 From NetFlow the drop-down menu, enable or disable NetFlow and click Next.

4 Verify your settings and apply the configuration.
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Traffic Filtering and Marking Policy
In a vSphere distributed switch 5.5 and later, by using the traffic filtering and marking policy, you can
protect the virtual network from unwanted traffic and security attacks or apply a QoS tag to a certain type of
traffic.

The traffic filtering and marking policy represents an ordered set of network traffic rules for security and for
QoS tagging of the data flow through the ports of a distributed switch. In general, a rule consists of a
qualifier for traffic, and of an action for restricting or prioritizing the matching traffic.

The vSphere distributed switch applies rules on traffic at different places in the data stream. The distributed
switch applies traffic filter rules on the data path between the virtual machine network adapter and
distributed port, or between the uplink port and physical network adapter for rules on uplinks.

Traffic Filtering and Marking on a Distributed Port Group or Uplink Port Group
Set traffic rules at the level of distributed port groups or of uplink port groups to introduce filtering and
priority tagging for traffic access over virtual machines, VMkernel adapters, or physical adapters.

n Enable Traffic Filtering and Marking on a Distributed Port Group or Uplink Port Group on page 108
Enable the traffic filtering and marking policy on a port group if you want to configure traffic security
and marking on all virtual machine network adapters or uplink adapters that are participating in the
group.

n Mark Traffic on a Distributed Port Group or Uplink Port Group on page 109
Assign priority tags to traffic, such as VoIP and streaming video, that has higher networking
requirements for bandwidth, low latency, and so on. You can mark the traffic with a CoS tag in Layer
2 of the network protocol stack or with a DSCP tag in Layer 3.

n Filter Traffic on a Distributed Port Group or Uplink Port Group on page 111
Allow or stop traffic for securing the data that flows through the ports of a distributed port group or
uplink port group.

n Working with Network Traffic Rules on a Distributed Port Group or Uplink Port Group on page 112
Define traffic rules in a distributed port group or uplink port group to introduce a policy for
processing traffic related to virtual machines or to physical adapters. You can filter specific traffic or
describe its QoS demands.

n Disable Traffic Filtering and Marking on a Distributed Port Group or Uplink Port Group on page 114
Let traffic flow to virtual machines or physical adapters without additional control related to security
or QoS by disabling the traffic filtering and marking policy.

Enable Traffic Filtering and Marking on a Distributed Port Group or Uplink Port
Group
Enable the traffic filtering and marking policy on a port group if you want to configure traffic security and
marking on all virtual machine network adapters or uplink adapters that are participating in the group.

NOTE   You can disable the traffic filtering and marking policy on a particular port to avoid processing the
traffic flowing through the port. See “Disable Traffic Filtering and Marking on a Distributed Port or Uplink
Port,” on page 120.
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Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 From the Status drop-down menu, select Enabled.

5 Click OK.

What to do next

Set up traffic marking or filtering on the data that is flowing through the ports of the distributed port group
or through the uplink port group. See “Mark Traffic on a Distributed Port Group or Uplink Port Group,” on
page 109 and “Filter Traffic on a Distributed Port Group or Uplink Port Group,” on page 111.

Mark Traffic on a Distributed Port Group or Uplink Port Group
Assign priority tags to traffic, such as VoIP and streaming video, that has higher networking requirements
for bandwidth, low latency, and so on. You can mark the traffic with a CoS tag in Layer 2 of the network
protocol stack or with a DSCP tag in Layer 3.

Priority tagging is a mechanism to mark traffic that has higher QoS demands. In this way, the network can
recognize different classes of traffic. The network devices can handle the traffic from each class according to
its priority and requirements.

You can also re-tag traffic to either raise or lower the importance of the flow. By using a low QoS tag, you
can restrict data tagged in a guest operating system.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Click New to create a new rule, or select a rule and click Edit to edit it.

6 In the network traffic rule dialog box, select the Tag option from the Action drop-down menu.

7 Set the priority tag for the traffic within the scope of the rule.

Option Description

CoS value Mark the traffic matching the rule with a CoS priority tag in network Layer
2. Select Update CoS tag and type a value from 0 to 7.

DSCP value Mark the traffic associated with the rule with a DSCP tag in network Layer
3. Select Update DSCP value and type a value from 0 to 63.
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8 Specify the kind of traffic that the rule is applicable to.

To determine if a data flow is in the scope of a rule for marking or filtering, the vSphere distributed
switch examines the direction of the traffic, and properties like source and destination, VLAN, next
level protocol, infrastructure traffic type, and so on.

a From the Traffic direction drop-down menu, select whether the traffic must be ingress, egress, or
both so that the rule recognizes it as matching.

The direction also influences how you are going to identify the traffic source and destination.

b By using qualifiers for system data type, Layer 2 packet attributes, and Layer 3 packet attributes set
the properties that packets must have to match the rule.

A qualifier represents a set of matching criteria related to a networking layer. You can match traffic
to system data type, Layer 2 traffic properties, and Layer 3 traffic properties. You can use the
qualifier for a specific networking layer or can combine qualifiers to match packets more precisely.

n Use the system traffic qualifier to match packets to the type of virtual infrastructure data that
is flowing through the ports of the group . For example, you can select NFS for data transfers
to network storage.

n Use the MAC traffic qualifier to match packets by MAC address, VLAN ID, and next level
protocol.

Locating traffic with a VLAN ID on a distributed port group works with Virtual Guest
Tagging (VGT). To match traffic to VLAN ID if Virtual Switch Tagging (VST) is active, use a
rule on an uplink port group or uplink port.

n Use the IP traffic qualifier to match packets by IP version, IP address, and next level protocol
and port.

9 In the rule dialog box, click OK to save the rule.

Example: Voice over IP Traffic Marking

Voice over IP (VoIP) flows have special requirements for QoS in terms of low loss and delay. The traffic
related to the Session Initiation Protocol (SIP) for VoIP usually has a DSCP tag equal to 26, which stands for
Assured Forwarding Class 3 with Low Drop Probability (AF31).

For example, to mark outgoing SIP UDP packets to a subnet 192.168.2.0/24, you can use the following rule:

Rule Parameter Parameter Value

Action Tag

DSCP value 26

Traffic direction Egress

Traffic qualifiers IP Qualifier

Protocol UDP

Destination port 5060

Source address IP address matches 192.168.2.0 with prefix length 24
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Filter Traffic on a Distributed Port Group or Uplink Port Group
Allow or stop traffic for securing the data that flows through the ports of a distributed port group or uplink
port group.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Click New to create a new rule, or select a rule and click Edit to edit it.

6 In the network traffic rule dialog box, use the Action options to let traffic pass through the ports of the
distributed port group or uplink port group, or to restrict it.

7 Specify the kind of traffic that the rule is applicable to.

To determine if a data flow is in the scope of a rule for marking or filtering, the vSphere distributed
switch examines the direction of the traffic, and properties like source and destination, VLAN, next
level protocol, infrastructure traffic type, and so on.

a From the Traffic direction drop-down menu, select whether the traffic must be ingress, egress, or
both so that the rule recognizes it as matching.

The direction also influences how you are going to identify the traffic source and destination.

b By using qualifiers for system data type, Layer 2 packet attributes, and Layer 3 packet attributes set
the properties that packets must have to match the rule.

A qualifier represents a set of matching criteria related to a networking layer. You can match traffic
to system data type, Layer 2 traffic properties, and Layer 3 traffic properties. You can use the
qualifier for a specific networking layer or can combine qualifiers to match packets more precisely.

n Use the system traffic qualifier to match packets to the type of virtual infrastructure data that
is flowing through the ports of the group . For example, you can select NFS for data transfers
to network storage.

n Use the MAC traffic qualifier to match packets by MAC address, VLAN ID, and next level
protocol.

Locating traffic with a VLAN ID on a distributed port group works with Virtual Guest
Tagging (VGT). To match traffic to VLAN ID if Virtual Switch Tagging (VST) is active, use a
rule on an uplink port group or uplink port.

n Use the IP traffic qualifier to match packets by IP version, IP address, and next level protocol
and port.

8 In the rule dialog box, click OK to save the rule.
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Working with Network Traffic Rules on a Distributed Port Group or Uplink Port
Group
Define traffic rules in a distributed port group or uplink port group to introduce a policy for processing
traffic related to virtual machines or to physical adapters. You can filter specific traffic or describe its QoS
demands.

NOTE   You can override the rules of the policy for traffic filtering and marking at port level. See “Working
with Network Traffic Rules on a Distributed Port or Uplink Port,” on page 118.

n View Traffic Rules on a Distributed Port Group or Uplink Group on page 112
View the traffic rules that form the traffic filtering and marking policy of a distributed port group or
uplink port group.

n Edit a Traffic Rule on a Distributed Port Group or Uplink Port Group on page 113
Create or edit traffic rules, and use their parameters to configure a policy for filtering or marking the
traffic on a distributed port group or uplink port group.

n Change Rule Priorities on a Distributed Port Group or Uplink Port Group on page 113
Reorder the rules that form the traffic filtering and marking policy of a distributed port group or
uplink port group to change the sequence of actions for processing traffic.

n Delete a Traffic Rule on a Distributed Port Group or Uplink Port Group on page 113
Delete a traffic rule on a distributed port group or uplink port group to stop processing packets
flowing to virtual machines or physical adapters in a specific way.

View Traffic Rules on a Distributed Port Group or Uplink Group

View the traffic rules that form the traffic filtering and marking policy of a distributed port group or uplink
port group.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Examine Action to see if the rule filters traffic (Allow or Deny) or marks traffic (Tag) with special QoS
demands.

6 From the upper list, select the rule for which you want to view the criteria for locating traffic.

The traffic qualifying parameters of the rule appear in the Traffic Qualifiers list.
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Edit a Traffic Rule on a Distributed Port Group or Uplink Port Group

Create or edit traffic rules, and use their parameters to configure a policy for filtering or marking the traffic
on a distributed port group or uplink port group.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Click New to create a new rule, or select a rule and click Edit to edit it.

What to do next

Name the network traffic rule, and deny, allow, or tag the target traffic.

Change Rule Priorities on a Distributed Port Group or Uplink Port Group

Reorder the rules that form the traffic filtering and marking policy of a distributed port group or uplink port
group to change the sequence of actions for processing traffic.

The vSphere distributed switch applies network traffic rules in a strict order. If a packet already satisfies a
rule, the packet might not be passed to the next rule in the policy.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Select a rule and use the arrow buttons to change its priority.

6 Click OK to apply the changes.

Delete a Traffic Rule on a Distributed Port Group or Uplink Port Group

Delete a traffic rule on a distributed port group or uplink port group to stop processing packets flowing to
virtual machines or physical adapters in a specific way.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.
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3 Select Traffic filtering and marking.

4 If traffic filtering and marking is disabled, enable it from the Status drop-down menu.

5 Select the rule and click Delete.

6 Click OK.

Disable Traffic Filtering and Marking on a Distributed Port Group or Uplink Port
Group
Let traffic flow to virtual machines or physical adapters without additional control related to security or QoS
by disabling the traffic filtering and marking policy.

NOTE   You can enable and set up the traffic filtering and marking policy on a particular port. See “Enable
Traffic Filtering and Marking on a Distributed Port or Uplink Port,” on page 115.

Procedure

1 Locate a distributed port group or an uplink port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups to see the list of distributed port groups, or click Uplink Port
Groups to see the list of uplink port groups.

2 Right-click the port group and select Edit settings.

3 Select Traffic filtering and marking.

4 From the Status drop-down menu, select Disabled.

5 Click OK.

Traffic Filtering and Marking on a Distributed Port or Uplink Port
Filter traffic or describe its QoS demands for an individual virtual machine, VMkernel adapter, or physical
adapter by configuring the traffic filtering and marking policy on a distributed port or uplink port.

n Enable Traffic Filtering and Marking on a Distributed Port or Uplink Port on page 115
Enable the traffic filtering and marking policy on a port to configure traffic security and marking on a
virtual machine network adapter, VMkernel adapter, or uplink adapter.

n Mark Traffic on a Distributed Port or Uplink Port on page 115
Assign priority tags in a rule for traffic that needs special treatment such as VoIP and streaming video.
You can mark the traffic for a virtual machine, VMkernel adapter, or physical adapter with a CoS tag
in Layer 2 of the network protocol stack or with a DSCP tag in Layer 3.

n Filter Traffic on a Distributed Port or Uplink Port on page 116
By using a rule, permit or stop traffic for securing data flows through a virtual machine, a VMkernel
adapter, or a physical adapter.

n Working with Network Traffic Rules on a Distributed Port or Uplink Port on page 118
Define traffic rules in a distributed port or uplink port group to introduce a policy for processing
traffic related to a virtual machine or to a physical adapter. You can filter specific traffic or describe its
QoS demands.

n Disable Traffic Filtering and Marking on a Distributed Port or Uplink Port on page 120
Disable the traffic filtering and marking policy on a port to let traffic flow to a virtual machine or a
physical adapter without filtering for security or marking for QoS.
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Enable Traffic Filtering and Marking on a Distributed Port or Uplink Port
Enable the traffic filtering and marking policy on a port to configure traffic security and marking on a
virtual machine network adapter, VMkernel adapter, or uplink adapter.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 Select the Override check box, and from the Status drop-down menu, select Enabled.

6 Click OK.

What to do next

Set up traffic filtering or marking for the data flowing through the distributed port or through the uplink
port. See “Mark Traffic on a Distributed Port or Uplink Port,” on page 115 and “Filter Traffic on a
Distributed Port or Uplink Port,” on page 116.

Mark Traffic on a Distributed Port or Uplink Port
Assign priority tags in a rule for traffic that needs special treatment such as VoIP and streaming video. You
can mark the traffic for a virtual machine, VMkernel adapter, or physical adapter with a CoS tag in Layer 2
of the network protocol stack or with a DSCP tag in Layer 3.

Priority tagging is a mechanism to mark traffic that has higher QoS demands. In this way, the network can
recognize different classes of traffic. The network devices can handle the traffic from each class according to
its priority and requirements.

You can also re-tag traffic to either raise or lower the importance of the flow. By using a low QoS tag, you
can restrict data tagged in a guest operating system.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.
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4 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.

5 Click New to create a new rule, or select a rule and click Edit to edit it.

You can change a rule inherited from the distributed port group or uplink port group. In this way, the
rule becomes unique within the scope of the port.

6 In the network traffic rule dialog box, select the Tag option from the Action drop-down menu.

7 Set the priority tag for the traffic within the scope of the rule.

Option Description

CoS value Mark the traffic matching the rule with a CoS priority tag in network Layer
2. Select Update CoS tag and type a value from 0 to 7.

DSCP value Mark the traffic associated with the rule with a DSCP tag in network Layer
3. Select Update DSCP value and type a value from 0 to 63.

 
8 Specify the kind of traffic that the rule is applicable to.

To determine if a data flow is in the scope of a rule for marking or filtering, the vSphere distributed
switch examines the direction of the traffic, and properties like source and destination, VLAN, next
level protocol, infrastructure traffic type, and so on.

a From the Traffic direction drop-down menu, select whether the traffic must be ingress, egress, or
both so that the rule recognizes it as matching.

The direction also influences how you are going to identify the traffic source and destination.

b By using qualifiers for system data type, Layer 2 packet attributes, and Layer 3 packet attributes set
the properties that packets must have to match the rule.

A qualifier represents a set of matching criteria related to a networking layer. You can match traffic
to system data type, Layer 2 traffic properties, and Layer 3 traffic properties. You can use the
qualifier for a specific networking layer or can combine qualifiers to match packets more precisely.

n Use the system traffic qualifier to match packets to the type of virtual infrastructure data that
is flowing through the ports of the group . For example, you can select NFS for data transfers
to network storage.

n Use the MAC traffic qualifier to match packets by MAC address, VLAN ID, and next level
protocol.

Locating traffic with a VLAN ID on a distributed port group works with Virtual Guest
Tagging (VGT). To match traffic to VLAN ID if Virtual Switch Tagging (VST) is active, use a
rule on an uplink port group or uplink port.

n Use the IP traffic qualifier to match packets by IP version, IP address, and next level protocol
and port.

9 In the rule dialog box, click OK to save the rule.

Filter Traffic on a Distributed Port or Uplink Port
By using a rule, permit or stop traffic for securing data flows through a virtual machine, a VMkernel
adapter, or a physical adapter.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.
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Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.

5 Click New to create a new rule, or select a rule and click Edit to edit it.

You can change a rule inherited from the distributed port group or uplink port group. In this way, the
rule becomes unique within the scope of the port.

6 In the network traffic rule dialog box, select the Allow action to let traffic pass through the distributed
port or uplink port, or the Drop action to restrict it.

7 Specify the kind of traffic that the rule is applicable to.

To determine if a data flow is in the scope of a rule for marking or filtering, the vSphere distributed
switch examines the direction of the traffic, and properties like source and destination, VLAN, next
level protocol, infrastructure traffic type, and so on.

a From the Traffic direction drop-down menu, select whether the traffic must be ingress, egress, or
both so that the rule recognizes it as matching.

The direction also influences how you are going to identify the traffic source and destination.

b By using qualifiers for system data type, Layer 2 packet attributes, and Layer 3 packet attributes set
the properties that packets must have to match the rule.

A qualifier represents a set of matching criteria related to a networking layer. You can match traffic
to system data type, Layer 2 traffic properties, and Layer 3 traffic properties. You can use the
qualifier for a specific networking layer or can combine qualifiers to match packets more precisely.

n Use the system traffic qualifier to match packets to the type of virtual infrastructure data that
is flowing through the ports of the group . For example, you can select NFS for data transfers
to network storage.

n Use the MAC traffic qualifier to match packets by MAC address, VLAN ID, and next level
protocol.

Locating traffic with a VLAN ID on a distributed port group works with Virtual Guest
Tagging (VGT). To match traffic to VLAN ID if Virtual Switch Tagging (VST) is active, use a
rule on an uplink port group or uplink port.

n Use the IP traffic qualifier to match packets by IP version, IP address, and next level protocol
and port.

8 In the rule dialog box, click OK to save the rule.
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Working with Network Traffic Rules on a Distributed Port or Uplink Port
Define traffic rules in a distributed port or uplink port group to introduce a policy for processing traffic
related to a virtual machine or to a physical adapter. You can filter specific traffic or describe its QoS
demands.

n View Traffic Rules on a Distributed Port or Uplink Port on page 118
Review the traffic rules that form the traffic filtering and marking policy of a distributed port or uplink
port.

n Edit a Traffic Rule on a Distributed Port or Uplink Port on page 119
Create or edit traffic rules, and use their parameters to configure a policy for filtering or marking the
traffic on a distributed port or uplink port.

n Change Rule Priorities on a Distributed Port or Uplink Port on page 119
Reorder the rules that form the traffic filtering and marking policy of a distributed port or uplink port
to change the sequence of actions for analyzing traffic for security and QoS.

n Delete a Traffic Rule on a Distributed Port or Uplink Port on page 120
Delete a traffic rule on a distributed port or uplink port to stop filtering or marking certain type of
packets that are flowing to a virtual machine or a physical adapter.

View Traffic Rules on a Distributed Port or Uplink Port

Review the traffic rules that form the traffic filtering and marking policy of a distributed port or uplink port.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.

6 Examine Action to see if the rule filters traffic (Allow or Deny) or marks traffic (Tag) with special QoS
demands.

7 From the upper list, select the rule for which you want to view the criteria for locating traffic.

The traffic qualifying parameters of the rule appear in the Traffic Qualifiers list.
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Edit a Traffic Rule on a Distributed Port or Uplink Port

Create or edit traffic rules, and use their parameters to configure a policy for filtering or marking the traffic
on a distributed port or uplink port.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.

6 Click New to create a new rule, or select a rule and click Edit to edit it.

You can change a rule inherited from the distributed port group or uplink port group. In this way, the
rule becomes unique within the scope of the port.

What to do next

Name the network traffic rule, and deny, allow, or tag the target traffic.

Change Rule Priorities on a Distributed Port or Uplink Port

Reorder the rules that form the traffic filtering and marking policy of a distributed port or uplink port to
change the sequence of actions for analyzing traffic for security and QoS.

The vSphere distributed switch applies network traffic rules in a strict order. If a packet already satisfies a
rule, the packet might not be passed to the next rule in the policy.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.
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6 Select a rule and use the arrow buttons to change its priority.

7 Click OK to apply the changes.

Delete a Traffic Rule on a Distributed Port or Uplink Port

Delete a traffic rule on a distributed port or uplink port to stop filtering or marking certain type of packets
that are flowing to a virtual machine or a physical adapter.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 If traffic filtering and marking is not enabled at the port level, click Override, and from the Status drop-
down menu, select Enabled.

6 Select the rule and click Delete.

7 Click OK.

Disable Traffic Filtering and Marking on a Distributed Port or Uplink Port
Disable the traffic filtering and marking policy on a port to let traffic flow to a virtual machine or a physical
adapter without filtering for security or marking for QoS.

Prerequisites

To override a policy on distributed port level, enable the port-level override option for this policy. See 
“Configure Overriding Networking Policies on Port Level,” on page 47.

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 Select Traffic filtering and marking.

5 Click Override, and from the Status drop-down menu, select Disabled.

6 Click OK.
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Qualifying Traffic for Filtering and Marking
The traffic that you want to filter or want to mark with QoS tags can be matched to the type of carried
infrastructure data, such as data for storage, vCenter Server management, and so on, and to Layer 2 and
Layer 3 properties.

To match the traffic in the scope of the rule more precisely, you can combine criteria for system data type,
Layer 2 header, and Layer 3 header.

System Traffic Qualifier
By using the system traffic qualifier in a rule for port group or port, you can determine whether certain
system data traffic must be marked with a QoS tag, allowed, or dropped.

System Traffic Type

You can select the type of traffic through the ports of the group that carries system data, that is, traffic for
management from vCenter Server , storage, VMware vSphere® vMotion®, and vSphere Fault Tolerance.
You can mark or filter only a specific traffic type, or for all system data traffic except for a infrastructure
feature. For example, you can mark with a QoS value or filter the traffic for management from
vCenter Server , storage and vMotion, but not the traffic carrying the Fault Tolerance data.

MAC Traffic Qualifier
By using the MAC traffic qualifier in a rule, you can define matching criteria for the Layer 2 (Data Link
Layer) properties of packets such as MAC address, VLAN ID, and next level protocol that consumes the
frame payload.

Protocol Type

The Protocol type attribute of the MAC traffic qualifier corresponds to the EtherType field in Ethernet
frames. EtherType represents the type of next level protocol that is going to consume the payload of the
frame.

You can select a protocol from the drop-down menu or type its hexadecimal number. For example, to
capture traffic for the Link Layer Discovery Protocol (LLDP) protocol, type 88CC.

VLAN ID

You can use the VLAN ID attribute of the MAC traffic qualifier to mark or filter traffic in a particular VLAN.

NOTE   The VLAN ID qualifier on a distributed port group works with Virtual Guest Tagging (VGT).

If a flow is tagged with a VLAN ID through Virtual Switch Tagging (VST), it cannot be located by using this
ID in a rule on a distributed port group or distributed port. The reason is that the distributed switch checks
the rule conditions, including the VLAN ID, after the switch has already untagged the traffic. In this case, to
match traffic by VLAN ID successfully, you must use a rule on an uplink port group or uplink port.

Source Address

By using the Source Address group of attributes, you can match packets by the source MAC address or
network.

You can use a comparison operator to mark or filter packets that have or do not have the specified source
address or network.

You can match the traffic source in several ways.
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Table 8‑6.  Patterns for Filtering or Marking Traffic by MAC Source Address

Parameters to Match Traffic Source
Address Comparison Operator Networking Argument Format

MAC address is or is not Type the MAC address for matching.
Use colons to separate the octets in it.

MAC network matches or does not match Type the lowest address in the
network and a wildcard mask. Set
zeroes at the positions of the network
bits, and ones for the host part.

For example, for a MAC network with prefix 05:50:56 that is 23 bits long, set the address as
00:50:56:00:00:00 and mask as 00:00:01:ff:ff:ff.

Destination Address

By using the Destination Address group of attributes, you can match packets to their destination address.
The MAC destination address options have the same format as those for the source address.

Comparison Operators

To match traffic in a MAC qualifier more closely to your needs, you can use affirmative comparison or
negation. You can use operators such that all packets except the ones with certain attributes fall in the scope
of a rule.

IP Traffic Qualifier
By using the IP traffic qualifier in a rule, you can define criteria for matching traffic to the Layer 3 (Network
Layer) properties such as IP version, IP address, next level protocol, and port.

Protocol

The Protocol attribute of the IP traffic qualifier represents the next level protocol consuming the payload of
the packet. You can select a protocol from the drop-down menu or type its decimal number according to
RFC 1700.

For the TCP and UDP protocols, you can also match traffic by source and destination ports.

Source Port

By using the Source port attribute, you can match TCP or UDP packets by the source port. Consider the
traffic direction when matching traffic to a source port.

Destination Port

By using the Destination port attribute, you can match TCP or UDP packets by the destination port.
Consider the traffic direction when matching traffic to a destination port.

Source Address

By using the Source Address attribute, you can match packets by source address or subnet. Consider the
traffic direction when matching traffic to a source address or network.

You can match traffic source in several ways.
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Table 8‑7.  Patterns for Filtering or Marking Traffic by IP Source Address

Parameters to Match Traffic Source
Address Comparison Operator Networking Argument Format

IP version any Select the IP version from the drop-
down menu.

IP address is or is not Type the IP address that you want to
match.

IP subnet matches or does not match Type the lowest address in the subnet
and the bit length of the subnet prefix.

Destination Address

Use the Destination Address to match packets by IP address, subnet, or IP version. The destination address
has the same format as the one for the source.

Comparison Operators

To match traffic in an IP qualifier more closely to your needs, you can use affirmative comparison or
negation. You can define that all packets fall in the scope of a rule except packets with certain attributes.

Manage Policies for Multiple Port Groups on a vSphere Distributed
Switch

You can modify networking policies for multiple port groups on a vSphere Distributed Switch.

Prerequisites

Create a vSphere Distributed Switch with one or more port groups.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch in the object navigator and select Distributed Port Group > Manage
Distributed Port Groups.

3 On the Select port group policies page, select the check box next to the policy categories to modify and
click Next.

Option Description

Security Set MAC address changes, forged transmits, and promiscuous mode for
the selected port groups.

Traffic shaping Set the average bandwidth, peak bandwidth, and burst size for inbound
and outbound traffic on the selected port groups.

VLAN Configure how the selected port groups connect to physical VLANs.

Teaming and failover Set load balancing, failover detection, switch notification, and failover
order for the selected port groups.

Resource allocation Set network resource pool association for the selected port groups. This
option is available for vSphere Distributed Switch version 5.0. and later.

Monitoring Enable or disable NetFlow on the selected port groups. This option is
available for vSphere Distributed Switch version 5.0.0 and later.

Traffic filtering and marking Configure policy for filtering (allow or drop) and for marking certain types
of traffic through the ports of selected port groups. This option is available
for vSphere Distributed Switch version 5.5 and later .

Miscellaneous Enable or disable port blocking on the selected port groups.
 

4 On the Select port groups page, select the distributed port group(s) to edit and click Next.
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5 (Optional) On the Security page, use the drop-down menus to edit the security exceptions and click
Next.

Option Description

Promiscuous Mode n Reject. Placing a guest adapter in promiscuous mode has no effect on
which frames are received by the adapter.

n Accept. Placing a guest adapter in promiscuous mode causes it to
detect all frames passed on the vSphere Distributed Switch that are
allowed under the VLAN policy for the port group that the adapter is
connected to.

MAC Address Changes n Reject. If set to Reject and the guest operating system changes the
MAC address of the adapter to anything other than what is in the .vmx
configuration file, all inbound frames are dropped.

If the Guest OS changes the MAC address back to match the MAC
address in the .vmx configuration file, inbound frames are passed
again.

n Accept. Changing the MAC address from the Guest OS has the
intended effect. Frames to the new MAC address are received.

Forged Transmits n Reject. Any outbound frame with a source MAC address that is
different from the one currently set on the adapter are dropped.

n Accept. No filtering is performed and all outbound frames are passed.
 

6 (Optional) On the Traffic shaping page, use the drop-down menus to enable or disable Ingress or Egress
traffic shaping and click Next.

Option Description

Status If you enable either Ingress Traffic Shaping or Egress Traffic Shaping,
you are setting limits on the amount of networking bandwidth allocated
for each VMkernel adapter or virtual network adapter associated with this
port group. If you disable the policy, services have a free, clear connection
to the physical network by default.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time, that is, the allowed average load.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending or receiving a burst of traffic. This maximum number tops the
bandwidth used by a port whenever it is using its burst bonus.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port might gain a burst bonus when it does not use all its allocated
bandwidth. Whenever the port needs more bandwidth than specified by
Average Bandwidth, it might be allowed to transmit data at a higher
speed if a burst bonus is available. This parameter tops the number of
bytes that can be accumulated in the burst bonus and transferred at a
higher speed.

 
7 (Optional) On the VLAN page, use the drop-down menus to edit the VLAN policy and click Next.

Option Description

None Do not use VLAN.

VLAN In the VLAN ID field, enter a number between 1 and 4094.

VLAN Trunking Enter a VLAN trunk range.

Private VLAN Select an available private VLAN to use.
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8 (Optional) On the Teaming and failover page, use the drop-down menus to edit the settings and click
Next.

Option Description

Load Balancing IP-based teaming requires that the physical switch be configured with
ether channel. For all other options, ether channel should be disabled.
Select how to choose an uplink.
n Route based on the originating virtual port. Choose an uplink based

on the virtual port where the traffic entered the distributed switch.
n Route based on IP hash. Choose an uplink based on a hash of the

source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash. Choose an uplink based on a hash
of the source Ethernet.

n Route based on physical NIC load. Choose an uplink based on the
current loads of physical NICs.

n Use explicit failover order. Always use the highest order uplink, from
the list of Active adapters, which passes failover detection criteria.

Network Failover Detection Select the method to use for failover detection.
n Link Status only. Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing. Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. Do not use beacon probing with IP-hash load
balancing.

Notify Switches Select Yes or No to notify switches in the case of failover. Do not use this
option when the virtual machines using the port group are using Microsoft
Network Load Balancing in unicast mode.
If you select Yes, whenever a virtual NIC is connected to the distributed
switch or whenever that virtual NIC’s traffic is routed over a different
physical NIC in the team because of a failover event, a notification is sent
out over the network to update the lookup tables on physical switches. Use
this process for the lowest latency of failover occurrences and migrations
with vMotion.

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure.
n Yes (default). The adapter is returned to active duty immediately upon

recovery, displacing the standby adapter that took over its slot, if any.
n No. A failed adapter is left inactive even after recovery until another

currently active adapter fails, requiring its replacement.

Failover Order Select how to distribute the work load for uplinks. To use some uplinks
but reserve others in case the uplinks in use fail, set this condition by
moving them into different groups.
n Active Uplinks. Continue to use the uplink when the network adapter

connectivity is up and active.
n Standby Uplinks . Use this uplink if one of the active adapter’s

connectivity is down. When using IP-hash load balancing, do not
configure standby uplinks.

n Unused Uplinks . Do not use this uplink.
 

9 (Optional) On the Resource allocation page, use the network resource pool drop-down menu to add or
remove resource allocations and click Next.
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10 (Optional) On the Monitoring page, use the drop-menu to enable or disable NetFlow and click Next.

Option Description

Disabled NetFlow is disabled on the distributed port group.

Enabled NetFlow is enabled on the distributed port group. You can configure
NetFlow settings at the vSphere Distributed Switch level.

 
11 (Optional) On the Traffic filtering and marking page, enable or disable traffic filtering and marking

from Status drop-down menu, configure traffic rules for filtering or marking specific data flows, and
click Next.

You can set the following attributes of a rule determining the target traffic and the action on it:

Option Description

Name Name of the rule

Action n Allow. Grant access to traffic of a certain type.
n Drop. Deny access to traffic of a certain type.
n Tag. Classify traffic in terms of QoS by inserting or retagging traffic

with a CoS and DSCP tag.

Traffic direction Set whether the rule is for incoming, outgoing or incoming and outgoing
traffic.
The direction also influences how you are going to identify the traffic
source and destination.

System traffic qualifier Indicate that the rule scopes over system traffic and set the type of
infrastructure protocol to apply the rule on. For example, mark with a
priority tag the traffic for management from vCenter Server.
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Option Description

MAC qualifier Qualify the traffic for the rule by Layer 2 header.
n Protocol type. Set the next level protocol (IPv4, IPv6, etc.) consuming

the payload.

This attribute corresponds to the EtherType field in Ethernet frames.

You can select a protocol from the drop-down menu or type its
hexadecimal number

For example, to locate traffic for the Link Layer Discovery Protocol
(LLDP) protocol, type 88CC.

n VLAN ID. Locate traffic by VLAN.

The VLAN ID qualifier on a distributed port group works with Virtual
Guest Tagging (VGT).

If you have a flow tagged with a VLAN ID through Virtual Switch
Tagging (VST), you cannot locate the flow by this ID in a distributed
port group rule. The reason is that the distributed switch checks the
rule conditions, including the VLAN ID, after the switch has already
untagged the traffic. To match successfully traffic to a VLAN ID, use a
rule for an uplink port group or uplink port.

n Source Filter. Set a single MAC address or a MAC network to match
packets by source address.

For a MAC network you enter the lowest address in the network and a
wildcard mask. The mask contains zeroes at the positions of the
network bits, and ones for the host part.

For example, for a MAC network with prefix 05:50:56 that is 23 bits
long, set the address as 00:50:56:00:00:00 and the mask as
00:00:01:ff:ff:ff.

n Destination Filter. Set a single MAC address or a MAC network to
match packets by destination address. The MAC destination address
supports the same format as the source address.

IP qualifier Qualify the traffic for the rule by Layer 3 header.
n Protocol. Set the next level protocol (TCP, UDP, etc.) consuming the

payload.

You can select a protocol from the drop-down menu or type its
decimal number according to RFC 1700, Assigned Numbers.

For TCP and UDP protocol, you can also set source and destination
port.

n Source port. Match TCP or UDP packets to a source port. Consider the
direction of the traffic that is within the scope of the rule when
determining the source port to match packets to.

n Destination port. Match TCP or UDP packets by the source port.
Consider the direction of the traffic that is within the scope of the rule
when determining the destination port to match packets to.

n Source Filter. Set the IP version, a single IP address or a subnet to
match packets by source address.

For a subnet you enter the lowest address and the bit length of the
prefix.

n Destination Filter. Set the IP version, a single IP address or a subnet to
match packets by source address. The IP destination address supports
the same format as the source address.

 
12 (Optional) On the Miscellaneous page, select Yes or No from the drop-down menu and click Next.

SelectYes to shut down all ports in the port group. This shutdown might disrupt the normal network
operations of the hosts or virtual machines using the ports.
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13 Review your settings on the Ready to complete page and click Finish.

Use the Back button to change any settings.

Port Blocking Policies
Port blocking policies allow you to selectively block ports from sending or receiving data.

Edit the Port Blocking Policy for a Distributed Port Group
You can block all ports in a distributed port group.

Blocking the ports of a distributed port group might disrupt the normal network operations of the hosts or
virtual machines using the ports.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Right-click the distributed switch in the object navigator and select Distributed Port Group > Manage
Distributed Port Groups.

3 Select the Miscellaneous check box and click Next.

4 Select one or more distributed port group to configure and click Next.

5 From the Block all ports drop-down menu, enable or disable port blocking, and click Next.

6 Review your settings and click Finish.

Edit the Blocking Policy for a Distributed Port or Uplink Port
You can block an individual distributed port or uplink port.

Blocking the flow through a port might disrupt the normal network operations on the host or virtual
machine using the port.

Prerequisites

Enable the port-level overrides. See “Configure Overriding Networking Policies on Port Level,” on page 47

Procedure

1 Navigate to a distributed port or an uplink port.

n To navigate to the distributed ports of the switch, click Manage > Ports.

n To navigate to the uplink ports of an uplink port group, click Related Objects > Uplink Port
Groups, double-click an uplink port group from the list, and select Ports on the Manage tab.

2 Select a port from the list.

3 Click Edit distributed port settings.

4 In the Miscellaneous section, select the Override check box, and from the drop-down menu enable or
disable port blocking.

5 Click OK.
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Isolating Network Traffic by Using
VLANs 9

VLANs let you segment a network into multiple logical broadcast domains at Layer 2 of the network
protocol stack.

This chapter includes the following topics:

n “VLAN Configuration,” on page 129

n “Private VLANs,” on page 130

VLAN Configuration
Virtual LANs (VLANs) enable a single physical LAN segment to be further isolated so that groups of ports
are isolated from one another as if they were on physically different segments.

Benefits of Using VLANs in vSphere
The VLAN configuration in a vSphere environment provides certain benefits.

n Integrates ESXi hosts into a pre-existing VLAN topology.

n Isolates and secures network traffic.

n Reduces congestion of network traffic.

Watch the video about the benefits and main principles in introducing VLANs in a vSphere environment.

Using VLANs in a vSphere Environment
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_using_vlans_in_vsphere)

VLAN Tagging Modes
vSphere supports three modes of VLAN tagging in ESXi: External Switch Tagging (EST), Virtual Switch
Tagging (VST), and Virtual Guest Tagging (VGT).
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Tagging
Mode

VLAN ID on switch port
groups Description

EST 0 The physical switch performs the VLAN tagging. The host network adapters
are connected to access ports on the physical switch.

VST Between 1 and 4094 The virtual switch performs the VLAN tagging before the packets leave the
host. The host network adapters must be connected to trunk ports on the
physical switch.

VGT n 4095 for standard
switch

n Range of and
individual VLANs for
distributed switch

The virtual machine performs the VLAN tagging. The virtual switch
preserves the VLAN tags when it forwards the packets between the virtual
machine networking stack and external switch. The host network adapters
must be connected to trunk ports on the physical switch.
The vSphere Distributed Switch supports a modification of VGT. For security
reasons, you can configure a distributed switch to pass only packets that
belong to particular VLANs.
NOTE   For VGT you must have an 802.1Q VLAN trunking driver installed on
the guest operating system of the virtual machine.

Watch the video that explains the modes of VLAN tagging in virtual switches.

Modes of VLAN Tagging in vSphere
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vlan_tagging_modes)

Private VLANs
Private VLANs are used to solve VLAN ID limitations by adding a further segmentation of the logical
broadcast domain into multiple smaller broadcast subdomains.

A private VLAN is identified by its primary VLAN ID. A primary VLAN ID can have multiple secondary
VLAN IDs associated with it. Primary VLANs are Promiscuous, so that ports on a private VLAN can
communicate with ports configured as the primary VLAN. Ports on a secondary VLAN can be either
Isolated, communicating only with promiscuous ports, or Community, communicating with both
promiscuous ports and other ports on the same secondary VLAN.

To use private VLANs between a host and the rest of the physical network, the physical switch connected to
the host needs to be private VLAN-capable and configured with the VLAN IDs being used by ESXi for the
private VLAN functionality. For physical switches using dynamic MAC+VLAN ID based learning, all
corresponding private VLAN IDs must be first entered into the switch's VLAN database.

Create a Private VLAN
Create the necessary private VLANs on the vSphere Distributed Switch to be able to assign distributed ports
to participate to a private VLAN.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Settings.

3 Select Private VLAN and click Edit.

4 To add a primary VLAN, under Primary VLAN ID click Add and enter the ID of a primary VLAN.

5 Click the plus sign (+) in front of the primary VLAN ID to add it to the list.

The primary private VLAN also appears under Secondary Private VLAN ID.

6 To add a secondary VLAN, in the right pane click Add and enter the ID of the VLAN.

7 Click the plus sign (+) in front of the secondary VLAN ID to add it to the list.
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8 From the drop-down menu in the Secondary VLAN type column, select either Isolated or Community.

9 Click OK.

What to do next

Configure a distributed port group or port to associate traffic with the private VLAN. See “Configure VLAN
Tagging on a Distributed Port Group or Distributed Port,” on page 99.

Remove a Primary Private VLAN
Remove unused primary VLANs from the configuration of a vSphere Distributed Switch.

When you remove a primary private VLAN, you also remove the associated secondary private VLANs.

Prerequisites

Verify that no port groups are configured to use the primary VLAN and its associated secondary VLANs.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Settings.

3 Select Private VLAN and click Edit.

4 Select the primary private VLAN to remove.

5 Click Remove under the Primary VLAN ID list.

6 Click OK to confirm that you want to remove the primary VLAN.

7 Click OK.

Remove a Secondary Private VLAN
Remove unused secondary private VLANs from the configuration of a vSphere Distributed Switch.

Prerequisites

Verify that no port groups are configured to use the secondary VLAN.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Settings.

3 Select Private VLAN and click Edit.

4 Select a primary private VLAN.

The secondary private VLANs associated with it appear on the right.

5 Select the secondary private VLAN to remove.

6 under the secondary VLAN ID list, click Remove , and click OK.
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Managing Network Resources 10
vSphere provides several different methods to help you manage your network resources.

This chapter includes the following topics:

n “DirectPath I/O,” on page 133

n “Single Root I/O Virtualization (SR-IOV),” on page 136

n “Jumbo Frames,” on page 146

n “TCP Segmentation Offload,” on page 148

n “Large Receive Offload,” on page 151

n “NetQueue and Networking Performance,” on page 155

DirectPath I/O
DirectPath I/O allows virtual machine access to physical PCI functions on platforms with an I/O Memory
Management Unit.

The following features are unavailable for virtual machines configured with DirectPath:

n Hot adding and removing of virtual devices

n Suspend and resume

n Record and replay

n Fault tolerance

n High availability

n DRS (limited availability. The virtual machine can be part of a cluster, but cannot migrate across hosts)

n Snapshots

The following features are only available for virtual machines configured with DirectPath I/O on Cisco
Unified Computing Systems (UCS) through Cisco Virtual Machine Fabric Extender (VM-FEX) distributed
switches.

n vMotion

n Hot adding and removing of virtual devices

n Suspend and resume

n High availability

n DRS
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n Snapshots

See Cisco VM-FEX documentation for details on supported switches and switch configuration information.

n Enable Passthrough for a Network Device on a Host on page 134
Passthrough devices provide the means to use resources efficiently and improve performance of your
environment. You can enable DirectPath I/O passthrough for a network device on a host.

n Configure a PCI Device on a Virtual Machine on page 134
Passthrough devices provide the means to more efficiently use resources and improve performance in
your environment. You can configure a passthrough PCI device on a virtual machine in the
vSphere Web Client.

n Enable DirectPath I/O with vMotion on a Virtual Machine on page 135
You can enable DirectPath I/O with vMotion for virtual machines in a data center on a Cisco UCS
system that has at least one supported Cisco UCS Virtual Machine Fabric Extender (VM-FEX)
distributed switch.

Enable Passthrough for a Network Device on a Host
Passthrough devices provide the means to use resources efficiently and improve performance of your
environment. You can enable DirectPath I/O passthrough for a network device on a host.

CAUTION   If your ESXi host is configured to boot from a USB device or an SD card attached to a USB
channel, make sure that you do not enable DirectPath I/O passthrough for the USB controller. Passing
through a USB controller on an ESXi host that boots from a USB device or SD card might put the host in a
state where its configuration cannot be persisted.

Procedure

1 Browse to a host in the vSphere Web Client navigator.

2 Click the Manage tab, click Settings.

3 In the Hardware section, click PCI Devices.

4 To enable DirectPath I/O passthrough for a PCI network device on the host, click Edit.

A list of available passthrough devices appears.

Icon Description

green icon A device is active and can be enabled.

orange icon The state of the device has changed, and you must reboot the host before you can use the device.

5 Select the network device to be used for passthrough and click OK.

The selected PCI device appears in the table. Device information is displayed at the bottom of the
screen.

6 Reboot the host to make the PCI network device available for use.

Configure a PCI Device on a Virtual Machine
Passthrough devices provide the means to more efficiently use resources and improve performance in your
environment. You can configure a passthrough PCI device on a virtual machine in the vSphere Web Client.

When using passthrough devices with a Linux kernel version 2.6.20 or earlier, avoid MSI and MSI-X modes
because these modes have significant performance impact.
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Prerequisites

Verify that a passthrough networking device is configured on the host of the virtual machine. See “Enable
Passthrough for a Network Device on a Host,” on page 134.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 Power off the virtual machine.

3 On the Manage tab of the virtual machine, select Settings > VM Hardware.

4 Click Edit and click the Virtual Hardware tab.

5 Expand the Memory section, and set the Limit to Unlimited.

6 From the New device drop-down menu select PCI Device and click Add.

7 From the New PCI device drop-down menu select the passthrough device to use, and click OK.

8 Power on the virtual machine.

Adding a DirectPath I/O device to a virtual machine sets memory reservation to the memory size of the
virtual machine.

Enable DirectPath I/O with vMotion on a Virtual Machine
You can enable DirectPath I/O with vMotion for virtual machines in a data center on a Cisco UCS system
that has at least one supported Cisco UCS Virtual Machine Fabric Extender (VM-FEX) distributed switch.

Prerequisites

Enable high performance network I/O on at least one Cisco UCS port profile on a supported Cisco VM-FEX
distributed switch. For supported switches and switch configuration, see documentation at the CIsco Web
sitehttp://www.cisco.com/go/unifiedcomputing/b-series-doc .

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 Power off the virtual machine.

3 On the Manage tab of the virtual machine, select Settings > VM Hardware.

4 Click Edit and click the Virtual Hardware tab.

5 Expand the Memory section, and set the Limit to Unlimited.

6 Expand the Network adapter section to configure a passthrough device.

7 Next to DirectPath I/O, click Enable.

8 From the network drop-down menu, select a port profile with high performance enabled and click OK.

9 Power on the virtual machine.
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Single Root I/O Virtualization (SR-IOV)
vSphere 5.1 and later releases support Single Root I/O Virtualization (SR-IOV). You can use SR-IOV for
networking of virtual machines that are latency sensitive or require more CPU resources.

Overview of SR-IOV
SR-IOV is a specification that allows a single Peripheral Component Interconnect Express (PCIe) physical
device under a single root port to appear as multiple separate physical devices to the hypervisor or the guest
operating system.

SR-IOV uses physical functions (PFs) and virtual functions (VFs) to manage global functions for the SR-IOV
devices. PFs are full PCIe functions that are capable of configuring and managing the SR-IOV functionality.
It is possible to configure or control PCIe devices using PFs, and the PF has full ability to move data in and
out of the device. VFs are lightweight PCIe functions that support data flowing but have a restricted set of
configuration resources.

The number of virtual functions provided to the hypervisor or the guest operating system depends on the
device. SR-IOV enabled PCIe devices require appropriate BIOS and hardware support, as well as SR-IOV
support in the guest operating system driver or hypervisor instance. See “SR-IOV Support,” on page 136.

Using SR-IOV in vSphere
In vSphere, a virtual machine can use an SR-IOV virtual function for networking. The virtual machine and
the physical adapter exchange data directly without using the VMkernel as an intermediary. Bypassing the
VMkernel for networking reduces latency and improves CPU efficiency.

In vSphere 5.5 and later, though a virtual switch (standard switch or distributed switch) does not handle the
network traffic of an SR-IOV enabled virtual machine connected to the switch, you can control the assigned
virtual functions by using switch configuration policies at port group or port level.

SR-IOV Support
vSphere 5.1 and later supports SR-IOV in an environment with specific configuration only. Some features of
vSphere are not functional when SR-IOV is enabled.

Supported Configurations
To use SR-IOV in vSphere 5.5, your environment must meet several configuration requirements.

Table 10‑1.  Supported Configurations for Using SR-IOV

Component Requirements

vSphere n Hosts with Intel processors require ESXi 5.1 or later.
n Hosts with AMD processors are supported with SR-

IOV in ESXi 5.5 or later.

Physical host n Must be compatible with the ESXi release.
n Must have an Intel processor if you are running ESXi

5.1, or an Intel or AMD processor if you are running
ESXi 5.5 and later.

n Must support I/O memory management unit
(IOMMU), and must have IOMMU enabled in the
BIOS.

n Must support SR-IOV, and must have SR-IOV enabled
in the BIOS. Contact the server vendor to determine
whether the host supports SR-IOV.
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Table 10‑1.  Supported Configurations for Using SR-IOV (Continued)

Component Requirements

Physical NIC n Must be compatible with the ESXi release.
n Must be supported for use with the host and SR-IOV

according to the technical documentation from the
server vendor.

n Must have SR-IOV enabled in the firmware.
n Must use MSI-X interrupts.

PF driver in ESXi for the physical NIC n Must be certified by VMware.
n Must be installed on the ESXi host. The ESXi release

provides a default driver for certain NICs, while for
others you must download and manually install it.

Guest OS Must be supported by the NIC on the installed ESXi release
according to the technical documentation from the NIC
vendor.

VF driver in the guest OS n Must be compatible with the NIC.
n Must be supported on the guest OS release according

to the technical documentation from the NIC vendor.
n Must be Microsoft WLK or WHCK certified for

Windows virtual machines.
n Must be installed on the operating system. The

operating system release contains a default driver for
certain NICs, while for others you must download and
install it from a location provided by the vendor of the
NIC or the host.

To verify that your physical hosts and NICs are compatible with ESXi releases, see the VMware Compatibility
Guide.

Availability of Features
The following features are not available for virtual machines configured with SR-IOV:

n vSphere vMotion

n Storage vMotion

n vShield

n NetFlow

n VXLAN Virtual Wire

n vSphere High Availability

n vSphere Fault Tolerance

n vSphere DRS

n vSphere DPM

n Virtual machine suspend and resume

n Virtual machine snapshots

n MAC-based VLAN for passthrough virtual functions

n Hot addition and removal of virtual devices, memory, and vCPU

n Participation in a cluster environment

Chapter 10 Managing Network Resources

VMware, Inc.  137



n Network statistics for a virtual machine NIC using SR-IOV passthrough

NOTE   Attempts to enable or configure unsupported features with SR-IOV in the vSphere Web Client result
in unexpected behavior in your environment.

Supported NICs
All NICs must have drivers and firmware that support SR-IOV. Some NICs might require SR-IOV to be
enabled on the firmware. The following NICs are supported for virtual machines configured with SR-IOV:

n Products based on the Intel 82599ES 10 Gigabit Ethernet Controller Family (Niantic)

n Products based on the Intel Ethernet Controller X540 Family (Twinville)

n Emulex OneConnect (BE3)

Upgrading from vSphere 5.0 and Earlier
If you upgrade from vSphere 5.0 or earlier to vSphere 5.5 or later, SR-IOV support is not available until you
update the NIC drivers for the vSphere release. Firmware and drivers that support SR-IOV must be enabled
for NICs so that SR-IOV functionality can operate.

Upgrading from vSphere 5.1
Although SR-IOV is supported on ESXi 5.1 hosts satisfying the requirements, you cannot configure SR-IOV
on them by using the vSphere Web Client. Use the max_vfs parameter of the NIC driver module to enable
SR-IOV on these hosts. See “Enabling SR-IOV by Using Host Profiles or an ESXCLI Command,” on
page 144.

You also cannot assign an SR-IOV passthrough adapter to a virtual machine on such a host. The adapter is
available for virtual machines that are compatible with ESXi 5.5 and later. Although a vCenter Server 5.5
release might be managing an ESXi 5.1 host, the configuration is the same as in release 5.1. You must add a
PCI device to the virtual machine hardware and manually select a VF for the device.

SR-IOV Component Architecture and Interaction
vSphere SR-IOV support relies on the interaction between the virtual functions (VFs) and the physical
function (PF) of the NIC port for better performance, and interaction between the driver of the PF and the
host switch for traffic control.

In a host that runs virtual machine traffic on top of SR-IOV physical adapters, virtual machine adapters
directly contact the virtual functions to communicate data. However, the ability to configure networks is
based on the active policies for the port holding the virtual machines.

On an ESXi host without SR-IOV, the virtual switch sends external network traffic through its ports on the
host from or to the physical adapter for the relevant port group. The virtual switch also applies the
networking policies on managed packets.
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Figure 10‑1.  Data and Configuration Paths in the SR-IOV Support of vSphere
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Data Path in SR-IOV
After the virtual machine network adapter is assigned to a virtual function, the VF driver in the guest
operating system uses the I/O memory management unit (IOMMU) technology to access the virtual function
that must receive or send the data over the network. The VMkernel, that is, the virtual switch in particular,
does not process the data flow, which reduces the overall latency of SR-IOV enabled workloads.

Configuration Path in SR-IOV
If the guest operating system attempts to change the configuration of a virtual machine adapter mapped to a
VF, the change takes place if it is allowed by the policy on the port associated with the virtual machine
adapter.

The configuration workflow consists of the following operations:

1 The guest operating system requests a configuration change on the VF.

2 The VF forwards the request to the PF through a mailbox mechanism.

3 The PF driver checks the configuration request with the virtual switch (standard switch or host proxy
switch of a distributed switch).
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4 The virtual switch verifies the configuration request against the policy on the port with which the VF
enabled virtual machine adapter is associated.

5 The PF driver configures the VF if the new settings are in compliance with the port policy of the virtual
machine adapter.

For example, if the VF driver tries to modify the MAC address, the address remains the same if MAC
address change is not allowed in the security policy for the port group or port. The guest operating
system might show that the change is successful but a log message indicates that the operation has
failed. As a result, the guest operating system and the virtual device save different MAC addresses. The
network interface in the guest operating system might not be able to acquire an IP address and
communicate. In this case, you have to reset the interface in the guest operating system to get the latest
MAC address from the virtual device and acquire an IP address.

vSphere and Virtual Function Interaction
Virtual functions (VFs) are lightweight PCIe functions that contain all the resources necessary for data
exchange but have a minimized set of configuration resources. Interaction between vSphere and VFs is
limited.

n The physical NIC must use MSI-X interrupts.

n VFs do not implement rate control in vSphere. Every VF can potentially use the entire bandwidth of a
physical link.

n When a VF device is configured as a passthrough device on a virtual machine, the standby and
hibernate functions for the virtual machine are not supported.

n The maximum number of VFs that you can create and the maximum number of VFs that you can use
for passthrough are different. The maximum number of VFs that you can instantiate depends on the
NIC capability and on the hardware configuration of the host. However, due to the limited number of
interrupt vectors available for passthrough devices, only a limited number of all instantiated VFs can be
used on an ESXi host.

The total number of interrupt vectors on each ESXi host can scale up to 4096 in the case of 32 CPUs.
When the host boots, devices on the host such as storage controllers, physical network adapters, and
USB controllers consume a subset of the 4096 vectors. If these devices require more than 1024 vectors,
the maximum number of potentially supported VFs is reduced.

n The number of VFs that is supported on an Intel NIC might be different from the number that is
supported on an Emulex NIC. See the technical documentation from the NIC vendor.

n If you have Intel and Emulex NICs present with SR-IOV enabled, the number of VFs available for the
Intel NICs depends on how many VFs are configured for the Emulex NIC, and the reverse. You can use
the following formula to estimate the maximum number of VFs for use if all 3072 interrupt vectors are
available for passthrough:

3X + 2Y < 3072

where X is the number of Intel VFs, and Y is the number of Emulex VFs.

This number might be smaller if other types of devices on the host use more than 1024 interrupt vectors
from the total of 4096 vectors on the host.

n vSphere SR-IOV supports up to 1024 VFs on supported Intel and Emulex NICs.

n vSphere SR-IOV supports up to 64 VFs on a supported Intel or Emulex NIC.

n If a supported Intel NIC loses connection, all VFs from the physical NIC stop communication
completely, including that between VFs.

n If a supported Emulex NIC loses connection, all VFs stop communication with the external
environment, but communication between VFs still works
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n VF drivers offer many different features, such as IPv6 support, TSO, and LRO checksum. See the
technical documentation of the NIC vendor for more details.

DirectPath I/O vs SR-IOV
SR-IOV offers performance benefits and tradeoffs similar to those of DirectPath I/O. DirectPath I/O and SR-
IOV have similar functionality but you use them to accomplish different things.

SR-IOV is beneficial in workloads with very high packet rates or very low latency requirements. Like
DirectPath I/O, SR-IOV is not compatible with certain core virtualization features, such as vMotion. SR-IOV
does, however, allow for a single physical device to be shared amongst multiple guests.

With DirectPath I/O you can map only one physical function to one virtual machine. SR-IOV lets you share a
single physical device, allowing multiple virtual machines to connect directly to the physical function.

Configure a Virtual Machine to Use SR-IOV
To use the capabilities of SR-IOV, you must enable the SR-IOV virtual functions on the host and connect a
virtual machine to the functions.

Prerequisites

Verify that the configuration of your environment supports SR-IOV. See “SR-IOV Support,” on page 136.

Procedure

1 Enable SR-IOV on a Host Physical Adapter on page 141
Before you can connect virtual machines to virtual functions, use the vSphere Web Client to enable SR-
IOV and set the number of virtual functions on your host.

2 Assign a Virtual Function as SR-IOV Passthrough Adapter to a Virtual Machine on page 142
To ensure that a virtual machine and a physical NIC can exchange data, you must associate the virtual
machine with one or more virtual functions as SR-IOV passthrough network adapters.

The traffic passes from an SR-IOV passthrough adapter to the physical adapter in compliance with the
active policy on the associated port on the standard or distributed switch.

To examine which virtual function is assigned to an SR-IOV passthrough network adapter, on the Summary
tab for the virtual machine expand the VM Hardware panel and check the properties of the adapter.

The topology diagram of the switch marks virtual machine adapters that use virtual functions with the 
icon.

What to do next

Set up the traffic passing through the virtual functions attached to the virtual machine by using the
networking policies on the switch, port group, and port. See “Networking Options for the Traffic Related to
an SR-IOV Enabled Virtual Machine,” on page 143.

Enable SR-IOV on a Host Physical Adapter
Before you can connect virtual machines to virtual functions, use the vSphere Web Client to enable SR-IOV
and set the number of virtual functions on your host.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking and select Physical adapters.

You can look at the SR-IOV property to see whether a physical adapter supports SR-IOV.
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3 Select the physical adapter and click Edit adapter settings.

4 Under SR-IOV, select Enabled from the Status drop-down menu.

5 In the Number of virtual functions text box, type the number of virtual functions that you want to
configure for the adapter.

6 Click OK.

7 Restart the host.

The virtual functions become active on the NIC port represented by the physical adapter entry. They appear
in the PCI Devices list in the Settings tab for the host.

You can use the esxcli network sriovnic vCLI commands to examine the configuration of virtual functions
on the host.

What to do next

Associate a virtual machine with a virtual function through an SR-IOV passthrough network adapter.

Assign a Virtual Function as SR-IOV Passthrough Adapter to a Virtual Machine
To ensure that a virtual machine and a physical NIC can exchange data, you must associate the virtual
machine with one or more virtual functions as SR-IOV passthrough network adapters.

Prerequisites

n Verify that the virtual functions exist on the host.

n Verify that the passthrough networking devices for the virtual functions are active in the PCI Devices
list on the Settings tab for the host.

n Verify that the virtual machine compatibility is ESXi 5.5 and later.

n Verify that Red Hat Enterprise Linux 6 and later or Windows has been selected as the guest operating
system when the virtual machine was created.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 Power off the virtual machine.

3 On the Manage tab of the virtual machine, select Settings > VM Hardware.

4 Click Edit and click the Virtual Hardware tab.

5 From the New device drop-down menu, select Network and click Add.

6 Expand the New Network section and connect the virtual machine to a port group.

The virtual NIC does not use this port group for data traffic. The port group is used to extract the
networking properties, for example VLAN tagging, to apply on the data traffic.

7 From the Adapter type drop-down menu, select SR-IOV passthrough.

8 From the Physical function drop-down menu, select the physical adapter to back the passthrough
virtual machine adapter.

9 To allow changes in the MTU of packets from the guest operating system, use the Guest OS MTU
Change drop-down menu.
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10 Expand the Memory section, select Reserve all guest memory (All locked) and click OK.

I/O memory management unit (IOMMU) must reach all virtual machine memory so that the
passthrough device can access the memory by using direct memory access (DMA).

11 Power on the virtual machine.

When you power on the virtual machine, the ESXi host selects a free virtual function from the physical
adapter and maps it to the SR-IOV passthrough adapter. The host validates all properties of the virtual
machine adapter and the underlying virtual function against the settings of the port group to which the
virtual machine belongs.

Networking Options for the Traffic Related to an SR-IOV Enabled Virtual
Machine

In vSphere 5.5 and later, you can configure certain networking features on a virtual machine adapter that is
associated virtual function (VF). Use settings for the switch, for the port group, or for a port depending on
the type of the virtual switch (standard or distributed) that handles the traffic.

Table 10‑2.  Networking Options for a Virtual Machine Adapter That Uses a VF

Networking Option Description

MTU size Change the size of the MTU, for example, to enable jumbo
frames.

Security policy for VF traffic n If the guest operating system changes the initially set
MAC address of a virtual machine network adapter
that uses a VF, accept or drop incoming frames for the
new address by setting the MAC address changes
option.

n Enable global promiscuous mode for virtual machine
network adapters, including adapters that use VFs.

VLAN tagging mode Configure VLAN tagging in the standard or distributed
switch, that is, enable VLAN Switch Tagging (VST) mode,
or let the tagged traffic reach the virtual machines that are
associated with VFs, that is, enable Virtual Guest Tagging
(VGT).

Using an SR-IOV Physical Adapter to Handle Virtual Machine Traffic
In vSphere 5.5 and later, both the physical function (PF) and virtual functions (VFs) of an SR-IOV capable
physical adapter can be configured to handle virtual machine traffic.

The PF of an SR-IOV physical adapter controls the VFs that virtual machines use, and can carry the traffic
flowing through the standard or distributed switch that handles the networking of these SR-IOV enabled
virtual machines.

The SR-IOV physical adapter works in different modes depending on whether it backs the traffic of the
switch.

Mixed Mode
The physical adapter provides virtual functions to virtual machines attached to the switch and directly
handles traffic from non SR-IOV virtual machines on the switch.

You can check whether an SR-IOV physical adapter is in mixed mode in the topology diagram of the switch.

An SR-IOV physical adapter in mixed mode appears with the  icon in the list of physical adapters for a
standard switch or in the list of uplink group adapters for a distributed switch.
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SR-IOV Only Mode
The physical adapter provides virtual functions to virtual machines connected to a virtual switch, but does
not back traffic from non SR-IOV virtual machines on the switch.

To verify whether the physical adapter is in SR-IOV only mode, examine the topology diagram of the
switch. In this mode, the physical adapter is in a separate list called External SR-IOV Adapters and appears

with the  icon.

Non SR-IOV Mode
The physical adapter is not used for traffic related to VF aware virtual machines. It handles traffic from non
SR-IOV virtual machines only.

Enabling SR-IOV by Using Host Profiles or an ESXCLI Command
You can configure the virtual functions on an ESXi host by using an ESXCLI command, or by using a host
profile to set up multiple hosts simultaneously or to set up stateless hosts.

Enable SR-IOV in a Host Profile
For multiple hosts or a stateless host, you can configure the virtual functions of the physical NIC by using a
host profile and apply the profile on a host by using Auto Deploy.

For information about running ESXi by using Auto Deploy with host profiles, see the vSphere Installation and
Setup documentation.

You can also enable SR-IOV virtual functions on the host by using the esxcli system module parameters
set vCLI command on the NIC driver parameter for virtual functions in accordance with the driver
documentation. For more information about using vCLI commands, see vSphere Command-Line Interface
Documentation.

Prerequisites

n Verify that the configuration of your environment supports SR-IOV. See “SR-IOV Support,” on
page 136.

n Create a host profile based on the SR-IOV capable host. See the vSphere Host Profiles documentation.

Procedure

1 From the vSphere Web Client Home page, click Rules and Profiles > Host Profiles.

2 Select the host profile from the list and click the Manage tab.

3 Click Edit Host Profile and expand the General System Settings node.

4 Expand Kernel Module Parameter and select the parameter of the physical function driver for creating
virtual functions.

For example, the parameter for the physical function driver of an Intel physical NIC is max_vfs.

5 In the Value text box, type a comma-separated list of valid virtual function numbers.

Each list entry indicates the number of virtual functions that you want to configure for each physical
function. A value of 0 ensures that SR-IOV is not enabled for that physical function.

For example, if you have a dual port, set the value to x,y where x or y is the number of virtual functions
you want to enable for a single port.
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If the target number of virtual functions on a single host is 30, you might have two dual port cards set to
0,10,10,10.

NOTE   The number of virtual functions supported and available for configuration depends on your
system configuration.

6 Click Finish.

7 Remediate the host profile to the host as required.

The virtual functions appear in the PCI Devices list on the Settings tab for the host.

What to do next

Associate a virtual function with a virtual machine adapter by using the SR-IOV passthrough network
adapter type. See “Assign a Virtual Function as SR-IOV Passthrough Adapter to a Virtual Machine,” on
page 142.

Enable SR-IOV on a Host Physical Adapter by Using an ESXCLI Command
In certain troubleshooting situations or to configure hosts directly, you can run a console command on ESXi
to create SR-IOV virtual functions on a physical adapter.

You can create SR-IOV virtual functions on the host by manipulating the NIC driver parameter for virtual
functions in accordance with the driver documentation.

Prerequisites

Install the vCLI package, deploy the vSphere Management Assistant (vMA) virtual machine, or use the
ESXi Shell. See Getting Started with vSphere Command-Line Interfaces.

Procedure

1 To create virtual functions by setting the parameter for virtual functions of the NIC driver, run the
esxcli system module parameters set command at the command prompt.

esxcli system    module parameters set -m driver -p vf_param=w,x,y,z

Where driver is the name of the NIC driver, and vf_param is the driver-specific parameter for creating
the virtual function.

You can use a comma-separated list to set values for the vf_param parameter, where each entry indicates
the number of virtual functions for a port. A value of 0 ensures that SR-IOV is not enabled for that
physical function.

If you have two dual port NICs, you can set the value to w,x,y,z, where w,x,y, and z is the number of
virtual functions you want to enable for a single port. For example, to create 30 virtual functions
distributed on two dual port Intel cards by using the ixgbe driver, run the following command for the
ixgbe driver and the max_vfs parameter:

esxcli system module parameters set -m ixgbe -p max_vfs=0,10,10,10

2 Restart the host to create the virtual functions.

What to do next

Associate a virtual function with a virtual machine adapter by using the SR-IOV passthrough network
adapter type. See “Assign a Virtual Function as SR-IOV Passthrough Adapter to a Virtual Machine,” on
page 142.
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Virtual Machine That Uses an SR-IOV Virtual Function Fails to Power On
Because the Host Is Out of Interrupt Vectors

On an ESXi host, one or more virtual machines that use SR-IOV virtual functions (VFs) for networking are
powered off.

Problem

On an ESXi host, one or more virtual machines that use SR-IOV virtual functions (VFs) for networking fail to
power on if the total number of assigned virtual functions is close to the maximum number of VFs specified
in the vSphere Configuration Maximums guide.

The virtual machine log file vmware.log contains the following message about the VF:

PCIPassthruChangeIntrSettings: vf_name failed to register interrupt (error code 195887110)

The VMkernel log file vmkernel.log contains the following messages about the VF assigned to the virtual
machine:

VMKPCIPassthru: 2565: BDF = vf_name intrType = 4 numVectors: 3

WARNING: IntrVector: 233: Out of interrupt vectors

Cause

The number of allocatable interrupt vectors scales up with the number of physical CPUs on an ESXi host.
An ESXi host that has 32 CPUs can provide a total of 4096 interrupt vectors. When the host boots, devices on
the host such as storage controllers, physical network adapters, and USB controllers consume a subset of the
4096 vectors. If these devices require more than 1024 vectors, the maximum number of potentially
supported VFs is reduced.

When a virtual machine powers on and the guest operating system VF driver starts, interrupt vectors are
consumed. If the required number of interrupt vectors is not available, the guest operating system shuts
down unexpectedly without any error messages.

No rule presently exists to determine the number of interrupt vectors consumed or available on a host. This
number depends on the hardware configuration of the host.

Solution

u To be able to power on the virtual machines, reduce the total number of VFs assigned to virtual
machines on the host.

For example, change the SR-IOV network adapter of a virtual machine to an adapter that is connected
to a vSphere Standard Switch or vSphere Distributed Switch.

Jumbo Frames
Jumbo frames let ESXi hosts send larger frames out onto the physical network. The network must support
jumbo frames end-to-end that includes physical network adapters, physical switches, and storage devices.

Before enabling jumbo frames, check with your hardware vendor to ensure that your physical network
adapter supports jumbo frames.

You can enable jumbo frames on a vSphere distributed switch or vSphere standard switch by changing the
maximum transmission unit (MTU) to a value greater than 1500 bytes. 9000 bytes is the maximum frame
size that you can configure.
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Enable Jumbo Frames on a vSphere Distributed Switch
Enable jumbo frames for the entire traffic that passes through a vSphere Distributed Switch.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Settings and select Properties.

3 Click Edit.

4 Click Advanced and set the MTU property to a value greater than 1500 bytes.

You cannot set the MTU size to a value greater than 9000 bytes.

5 Click OK.

Enable Jumbo Frames on a vSphere Standard Switch
Enable jumbo frames for all traffic through a vSphere Standard Switch on a host.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking, and select Virtual switches.

3 Select a standard switch from the virtual switch table and click Edit settings.

4 In the Properties section, set the MTU property to a value greater than 1500 bytes.

You can increase the MTU size up to 9000 bytes.

5 Click OK.

Enable Jumbo Frames for a VMkernel Adapter
Jumbo frames reduce the CPU load caused by transferring data. Enable jumbo frames on a VMkernel
adapter by changing the maximum transmission units (MTU) of the adapter.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Select a VMkernel adapter from the adapter table.

The properties of the adapter appear.

4 Click the name of the VMkernel adapter.

5 Click Edit.

6 Select NIC settings and set the MTU property to a value greater than 1500.

You can increase the MTU size up to 9000 bytes.

7 Click OK.
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Enable Jumbo Frame Support on a Virtual Machine
Enabling jumbo frame support on a virtual machine requires an enhanced VMXNET adapter for that virtual
machine.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 On the Manage tab of the virtual machine, select Settings > VM Hardware.

3 Click Edit and click the Virtual Hardware tab.

4 Click the Virtual Hardware section, and expand the network adapter section. Record the network
settings and MAC address that the network adapter is using.

5 Click Remove to remove the network adapter from the virtual machine.

6 From the New device drop-down menu, select Network and click Add.

7 From the Adapter Type drop-down menu, select VMXNET 2 (Enhanced) or VMXNET 3.

8 Set the network settings to the ones recorded for the old network adapter.

9 Set the MAC Address to Manual, and type the MAC address that the old network adapter was using.

10 Click OK.

What to do next

n Check that the enhanced VMXNET adapter is connected to a standard switch or to a distributed switch
with jumbo frames enabled.

n Inside the guest operating system, configure the network adapter to allow jumbo frames. See the
documentation of your guest operating system.

n Configure all physical switches and any physical or virtual machines to which this virtual machine
connects to support jumbo frames.

TCP Segmentation Offload
Use TCP Segmentation Offload (TSO) in VMkernel network adapters and virtual machines to improve the
network performance in workloads that have severe latency requirements.

TSO on the transmission path of physical network adapters, and VMkernel and virtual machine network
adapters improves the performance of ESXi hosts by reducing the overhead of the CPU for TCP/IP network
operations. When TSO is enabled, the network adapter divides larger data chunks into TCP segments
instead of the CPU. The VMkernel and the guest operating system can use more CPU cycles to run
applications.

To benefit from the performance improvement that TSO provides, enable TSO along the data path on an
ESXi host including physical network adapters, VMkernel and guest operating system. By default, TSO is
enabled in the VMkernel of the ESXi host , and in the VMXNET 2 and VMXNET 3 virtual machine adapters.

For information about the location of TCP packet segmentation in the data path, see VMware Knowledge
Base article Understanding TCP Segmentation Offload (TSO) and Large Receive Offload (LRO) in a VMware
environment.
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Enable or Disable Software TSO in the VMkernel
If a physical network adapter experiences problems with TSO, you can temporarily enable the software
simulation of TSO in the VMkernel until you troubleshoot the problems.

Procedure

u Run these esxcli network nic software set console commands to enable or disable the software
simulation of TSO in the VMkernel.

n Enable the software simulation of TSO in the VMkernel.

esxcli network nic software set --ipv4tso=0 -n vmnicX

esxcli network nic software set --ipv6tso=0 -n vmnicX

n Disable the software simulation of TSO in the VMkernel.

esxcli network nic software set --ipv4tso=1 -n vmnicX

esxcli network nic software set --ipv6tso=1 -n vmnicX

where X in vmnicX represents the number of the NIC ports on the host.

The configuration change persists across host reboots.

Determine Whether TSO Is Supported on the Physical Network Adapters on an
ESXi Host

Examine whether a physical network adapter offloads TCP/IP packet segmentation when you estimate the
networking performance on a host that runs latency-sensitive workloads. If a physical network adapter
supports TSO, then TSO is enabled by default.

Procedure

u Run this esxcli network nic software set console command to determine whether TSO is enabled on
the physical network adapters on a host.

esxcli network nic tso get

Enable or Disable TSO on an ESXi Host
Enable TCP Segmentation Offload (TSO) on the transmission path to have the NIC divide larger data
chunks into TCP segments. Disable TSO to have CPU perform TCP segmentation.

By default, a host uses hardware TSO if its physical adapters support it.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Edit the value of the Net.UseHwTSO parameter for IPv4 and of Net.UseHwTSO6 for IPv6.

n To enable TSO, set Net.UseHwTSO and Net.UseHwTSO6 to 1.

n To disable TSO, set Net.UseHwTSO and Net.UseHwTSO6 to 0.

5 Click OK to apply the changes.
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6 To reload the driver module of the physical adapter, run the esxcli system module set console
command in the ESXi Shell on the host.

a To disable the driver, run the esxcli system module set command with the --enabled false
option.

esxcli    system module set    --enabled false --module nic_driver_module

b To enable the driver, run the esxcli system module set command with the --enabled true
option.

esxcli    system module set    --enabled true --module nic_driver_module

If a physical adapter does not support hardware TSO, the VMkernel segments large TCP packets coming
from the guest operating system and sends them to the adapter.

Determine Whether TSO Is Enabled on an ESXi Host
Examine whether hardware TSO is enabled in the VMkernel when you estimate the networking
performance on a host that runs latency-sensitive workloads. By default, hardware TSO is enabled on an
ESXi host.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Examine the value of the Net.UseHwTSO and Net.UseHwTSO6 parameters.

Net.UseHwTSO shows the TSO state for IPv4, and Net.UseHwTSO6 for IPv6. TSO is enabled if the property
is set to 1.

Enable or Disable TSO on a Linux Virtual Machine
Enable TSO support on the network adapter of a Linux virtual machine so that the guest operating system
redirects TCP packets that need segmentation to the VMkernel.

Prerequisites

n Verify that ESXi 6.0 supports the Linux guest operating system.

See the VMware Compatibility Guide documentation.

n Verify that the network adapter on the Linux virtual machine is VMXNET2 or VMXNET3.

Procedure

u In a terminal window on the Linux guest operating system, to enable or disable TSO, run the ethtool
command with the -K and tso options.

n To enable TSO, run the following command:

ethtool -K ethY tso on

n To disable TSO, run the following command:

ethtool -K ethY tso off

where Y in ethY is the sequence number of the NIC in the virtual machine.
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Enable or Disable TSO on a Windows Virtual Machine
By default, TSO is enabled on a Windows virtual machine on VMXNET2 and VXMNET3 network adapters.
For performance reasons, you might want to disable TSO.

Prerequisites

n Verify that ESXi 6.0 supports the Windows guest operating system. See the VMware Compatibility Guide
documentation.

n Verify that the network adapter on the Windows virtual machine is VMXNET2 or VMXNET3.

Procedure

1 In the Network and Sharing Center on the Windows control panel, click the name of the network
adapter.

2 Click its name.

A dialog box displays the status of the adapter.

3 Click Properties, and beneath the network adapter type, click Configure.

4 On the Advanced tab, set the Large Send Offload V2 (IPv4) and Large Send Offload V2 (IPv6)
properties to Enabled or Disabled.

5 Click OK.

6 Restart the virtual machine.

Large Receive Offload
Use Large Receive Offload (LRO) to reduce the CPU overhead for processing packets that arrive from the
network at a high rate.

LRO reassembles incoming network packets into larger buffers and transfers the resulting larger but fewer
packets to the network stack of the host or virtual machine. The CPU has to process fewer packets than
when LRO is disabled, which reduces its utilization for networking especially in the case of connections that
have high bandwidth.

To benefit from the performance improvement of LRO, enable LRO along the data path on an ESXi host
including VMkernel and guest operating system. By default, LRO is enabled in the VMkernel and in the
VMXNET3 virtual machine adapters.

For information about the location of TCP packet aggregation in the data path, see VMware Knowledge
Base article Understanding TCP Segmentation Offload (TSO) and Large Receive Offload (LRO) in a VMware
environment.

Enable Hardware LRO for All VMXNET3 Adapters on an ESXi Host
Enable the hardware capabilities of host physical adapters to aggregate incoming TCP packets for
VXMNET3 VM adapters by using the LRO technology instead of consuming resources for assembling in the
guest operating system.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.
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4 Edit the value of the Net.Vmxnet3HwLRO parameter.

n To enable hardware LRO, set Net.Vmxnet3HwLRO to 1.

n To disable hardware LRO, set Net.Vmxnet3HwLRO to 0.

5 Click OK to apply the changes.

Enable or Disable Software LRO for All VMXNET3 Adapters on an ESXi Host
Use software LRO in the VMkernel backend of VMXNET3 adapters to improve networking performance of
virtual machines if the host physical adapters do not support hardware LRO.

vSphere 5.5 and later supports software LRO for both IPv4 and IPv6 packets.

Prerequisites

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Edit the value of the Net.Vmxnet3SwLRO parameter for VMXNET3 adapters.

n To enable software LRO, set Net.Vmxnet3SwLRO to 1.

n To disable software LRO, set Net.Vmxnet3SwLRO to 0.

5 Click OK to apply the changes.

Determine Whether LRO Is Enabled for VMXNET3 Adapters on an ESXi Host
Examine the status of LRO on an ESXi when you estimate the networking performance on a host that runs
latency-sensitive workloads.

Prerequisites

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Examine the value of the LRO parameters for VMXNET2 and VMXNET3.

n For hardware LRO, examine the Net.Vmxnet3HwLRO parameter. If it is equal to 1, hardware LRO is
enabled.

n For software LRO, examine the Net.Vmxnet3SwLRO parameter. If it is equal to 1, hardware LRO is
enabled.

Change the Size of the LRO Buffer for VMXNET 3 Adapters
You can change the size of the buffer for packet aggregation for virtual machine connections through
VMXNET 3 network adapters. Increase the buffer size to reduce the number of TCP acknowledgments and
improve efficiency in workloads.

Procedure

1 In the vSphere Web Client, navigate to the host.
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2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Enter a value between 1 and 65535 for the Net.VmxnetLROMaxLength parameter to set the LRO buffer size
in bytes.

By default the size of the LRO buffer is equal to 32000 bytes.

Enable or Disable LRO for All VMkernel Adapters on an ESXi Host
Use LRO in the VMkernel network adapters on an ESXi host to improve the networking performance for
incoming infrastructure traffic.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Edit the value of the Net.TcpipDefLROEnabled parameter.

n To enable LRO for the VMkernel network adapters on the host, set Net.TcpipDefLROEnabled to 1.

n To disable software LRO for the VMkernel network adapters on the host, set
Net.TcpipDefLROEnabled to 0.

5 Click OK to apply the changes.

Change the Size of the LRO Buffer for VMkernel Adapters
You can change the size of the buffer for packet aggregation for VMkernel connections. Increase the buffer
size to reduce the number of TCP acknowledgments and improve efficiency in the VMkernel.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System section and click Advanced System Settings.

4 Enter a value between 1 and 65535 for the Net.TcpipDefLROMaxLength parameter to set the LRO buffer
size in bytes.

By default the size of the LRO buffer is equal to 32768 bytes.

Enable or Disable LRO on a VMXNET3 Adapter on a Linux Virtual Machine
If LRO is enabled for VMXNET3 adapters on the host, activate LRO support on a network adapter on a
Linux virtual machine to ensure that the guest operating system does not spend resources to aggregate
incoming packets into larger buffers.

Prerequisites

Verify that the Linux kernel is 2.6.24 and later.
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Procedure

u In a terminal window on the Linux guest operating system, run the ethtool command with the -K and
lro options.

n To enable LRO, run the following command:

ethtool -K ethY lro on

where Y in ethY is the sequence number of the NIC in the virtual machine.

n To disable LRO, run the following command:

ethtool -K ethY lro off

where Y in ethY is the sequence number of the NIC in the virtual machine.

Enable or Disable LRO on a VMXNET3 Adapter on a Windows Virtual Machine
If LRO is enabled for VMXNET3 adapters on the host, activate LRO support on a network adapter on a
Windows virtual machine to ensure that the guest operating system does not spend resources to aggregate
incoming packets into larger buffers.

On Windows, the LRO technology is also referred to as Receive Side Coalescing (RSC).

Prerequisites

n Verify that the virtual machine runs Windows Server 2012 and later or Windows 8 and later.

n Verify that the virtual machine compatibility is ESXi 6.0 and later.

n Verify that the version of the VMXNET3 driver installed on the guest operating system is 1.6.6.0 and
later.

n Verify that LRO is enabled globally on a virtual machine that runs Windows Server 2012 and later or
Windows 8 and later. See “Enable LRO Globally on a Windows 8.x Virtual Machine,” on page 155.

Procedure

1 In the Network and Sharing Center of the guest operating system's Control Panel, click the name of the
network adapter.

A dialog box displays the status of the adapter.

2 Click Properties, and under the VMXNET3 network adapter type, click Configure.

3 On the Advanced tab, set both Recv Segment Coalescing (IPv4) and Recv Segment Coalescing (IPv6)
to Enabled or Disabled.

4 Click OK.
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Enable LRO Globally on a Windows 8.x Virtual Machine
To use LRO on a VMXNET3 adapter on a virtual machine that runs Windows 8.x, you must enable LRO
globally on the guest operating system. On Windows, the LRO technology is also referred to as Receive Side
Coalescing (RSC).

Procedure

1 To verify whether LRO is disabled globally on a Windows 8.x guest OS, run the netsh int tcp show
global command at the command prompt.

netsh int tcp show global

The command displays the status of the global TCP parameters that are set on the Windows 8.x OS.

TCP Global Parameters

----------------------------------------------

Receive-Side Scaling State          : enabled

Chimney Offload State               : disabled

NetDMA State                        : disabled

Direct Cache Access (DCA)           : disabled

Receive Window Auto-Tuning Level    : normal

Add-On Congestion Control Provider  : none

ECN Capability                      : disabled

RFC 1323 Timestamps                 : disabled

Initial RTO                         : 3000

Receive Segment Coalescing State    : disabled 

If LRO is globally disabled on the Windows 8.x machine, the Receive Segment Coalescing State
property appears as disabled.

2 To enable LRO globally on the Windows 8.x OS, run the netsh int tcp set global command at the
command prompt:

 netsh int tcp set global rsc=enabled

What to do next

Enable LRO for the VMXNET3 adapter on the Windows 8.x virtual machine. See “Enable or Disable LRO on
a VMXNET3 Adapter on a Windows Virtual Machine,” on page 154.

NetQueue and Networking Performance
NetQueue takes advantage of the ability of some network adapters to deliver network traffic to the system
in multiple receive queues that can be processed separately, allowing processing to be scaled to multiple
CPUs, improving receive-side networking performance.

Enable NetQueue on a Host
NetQueue is enabled by default. To use NetQueue after it has been disabled, you must reenable it.

Prerequisites

Procedure

1 In the ESXi Shell on the host, use the following command:

esxcli system settings kernel set --setting="netNetqueueEnabled" --value="TRUE"
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2 Use the esxcli module parameters set command to configure the NIC driver to use NetQueue.

For example, on a dual-port Emulex NIC run this ESXCLI commands to configure the driver with 8
receive queues.

esxcli system module parameters set -m tg3 -p force_netq=8,8

3 Reboot the host.

Disable NetQueue on a Host
NetQueue is enabled by default.

Prerequisites

Familiarize yourself with the information on configuring NIC drivers in Getting Started with vSphere
Command-Line Interfaces.

Procedure

1 In the VMware vSphere CLI, use the following command depending on the host version:

esxcli system settings kernel set --setting="netNetqueueEnabled" --value="FALSE"

2 To disable NetQueue on the NIC driver, use the esxcli module parameters set command.

For example, on a dual-port Emulex NIC, run this ESXCLI commands to configure the driver with 1
receive queues.

esxcli system module parameters set -m tg3 -p force_netq=1,1

3 Reboot the host.
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vSphere Network I/O Control 11
Use vSphere Network I/O Control to allocate network bandwidth to business-critical applications and to
resolve situations where several types of traffic compete for common resources.

n About vSphere Network I/O Control Version 3 on page 158
vSphere Network I/O Control version 3 introduces a mechanism to reserve bandwidth for system
traffic based on the capacity of the physical adapters on a host. It enables fine-grained resource control
at the VM network adapter level similar to the model that you use for allocating CPU and memory
resources..

n Upgrade Network I/O Control to Version 3 on a vSphere Distributed Switch on page 159
If you have upgraded a vSphere Distributed Switch to version 6.0.0 without converting Network I/O
Control to version 3, you can upgrade Network I/O Control to use the enhanced model for bandwidth
allocation to system traffic and to individual virtual machines.

n Enable Network I/O Control on a vSphere Distributed Switch on page 160
Enable network resource management on a vSphere Distributed Switch to guarantee minimum
bandwidth to system traffic for vSphere features and to virtual machine traffic.

n Bandwidth Allocation for System Traffic on page 161
Based on shares, reservation, and limit, you can configure Network I/O Control to allocate certain
amount of bandwidth for traffic generated by vSphere Fault Tolerance, iSCSI storage, vSphere
vMotion, and so on.

n Bandwidth Allocation for Virtual Machine Traffic on page 164
Version 3 of Network I/O Control lets you configure bandwidth requirements for individual virtual
machines. You can also use network resource pools where you can assign a bandwidth quota from the
aggregated reservation for the virtual machine traffic and then allocate bandwidth from the pool to
individual virtual machines.

n Move a Physical Adapter Out the Scope of Network I/O Control on page 172
Under certain conditions you might need to exclude physical adapters with low capacity from the
bandwidth allocation model of Network I/O Control version 3.

n Working with Network I/O Control Version 2 on page 173
On a vSphere Distributed Switch 5.x, and on a vSphere Distributed Switch upgraded to 6.0 that does
not have Network I/O Control enhanced to version 3, you can ensure that system traffic and virtual
machines receive required bandwidth for their operation by using the resource pool model of
Network I/O Control version 2.
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About vSphere Network I/O Control Version 3
vSphere Network I/O Control version 3 introduces a mechanism to reserve bandwidth for system traffic
based on the capacity of the physical adapters on a host. It enables fine-grained resource control at the VM
network adapter level similar to the model that you use for allocating CPU and memory resources..

Version 3 of the Network I/O Control feature offers improved network resource reservation and allocation
across the entire switch.

Models for Bandwidth Resource Reservation
Network I/O Control version 3 supports separate models for resource management of system traffic related
to infrastructure services, such as vSphere Fault Tolerance, and of virtual machines.

The two traffic categories have different nature. System traffic is strictly associated with an ESXi host. The
network traffic routes change when you migrate a virtual machine across the environment. To provide
network resources to a virtual machine regardless of its host, in Network I/O Control you can configure
resource allocation for virtual machines that is valid in the scope of the entire distributed switch.

Bandwidth Guarantee to Virtual Machines
Network I/O Control version 3 provisions bandwidth to the network adapters of virtual machines by using
constructs of shares, reservation and limit. Based on these constructs, to receive sufficient bandwidth,
virtualized workloads can rely on admission control in vSphere Distributed Switch, vSphere DRS and
vSphere HA. See “Admission Control for Virtual Machine Bandwidth,” on page 167.

Network I/O Control Version 2 and Version 3 in vSphere 6.0
In vSphere 6.0, version 2 and version 3 of the Network I/O Control coexist. The two versions implement
different models for allocating bandwidth to virtual machines and system traffic. In Network I/O Control
version 2, you configure bandwidth allocation for virtual machines at the physical adapter level. In contrast,
version 3 lets you set up bandwidth allocation for virtual machines at the level of the entire distributed
switch.

When you upgrade a distributed switch, the Network I/O Control is also upgraded to version 3 unless you
are using some the features that are not available in Network I/O Control version 3, such as CoS tagging and
user-defined network resource pools. In this case, the difference in the resource allocation models of version
2 and version 3 does not allow for non-disruptive upgrade. You can continue using version 2 to preserve
your bandwidth allocation settings for virtual machines, or you can switch to version 3 and tailor a
bandwidth policy across the switch hosts.

Table 11‑1.  Network I/O Control Version According to the Version of vSphere Distributed Switch and ESXi

vSphere Network I/O Control
vSphere Distributed
Switch Version ESXi Version

2.0 5.1.0 n 5.1
n 5.5
n 6.0

5.5.0 n 5.5
n 6.0

3.0 6.0.0 6.0

Availability of Features
SR-IOV is not available for virtual machines configured to use Network I/O Control version 3.
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Upgrade Network I/O Control to Version 3 on a vSphere Distributed
Switch

If you have upgraded a vSphere Distributed Switch to version 6.0.0 without converting Network I/O
Control to version 3, you can upgrade Network I/O Control to use the enhanced model for bandwidth
allocation to system traffic and to individual virtual machines.

When you upgrade Network I/O Control version 2 to version 3, the settings from all existing system
network resource pools that are defined in version 2 are converted to constructs of shares, reservation, and
limit for system traffic. Reservation for all converted system traffic types is not set by default.

The upgrade of a distributed switch to version 3 is disruptive. Certain functionality is available only in
Network I/O Control version 2 and is removed during the upgrade to version 3.

Table 11‑2.  Functionality Removed During the Upgrade to Network I/O Control Version 3

Functionality Removed During the Upgrade Description

User-defined network resource pools including all
associations between them and existing distributed port
groups

You can preserve certain resource allocation settings by
transferring the shares from the user-defined network
resource pools to shares for individual network adapters.
Hence, before you upgrade to Network I/O Control version
3, make sure that the upgrade does not impact greatly the
bandwidth allocation that is configured for virtual
machines in Network I/O Control version 2.

Existing associations between ports and user-defined
network resource pools

In Network I/O Control version 3, you cannot associate an
individual distributed port to a network resource pool that
is different from the pool assigned to the parent port
group. In contrast to version 2, Network I/O Control
version 3 does not support overriding the resource
allocation policy at the port level.

CoS tagging of the traffic that is associated with a network
resource pool

Network I/O Control version 3 does not support marking
traffic that has higher QoS demands with CoS tags. After
the upgrade, to restore CoS tagging of traffic that was
associated with a user-defined network resource pool, use
the traffic filtering and marking networking policy. See 
“Mark Traffic on a Distributed Port Group or Uplink Port
Group,” on page 109 and “Mark Traffic on a Distributed
Port or Uplink Port,” on page 115.

Prerequisites

n Verify that the vSphere Distributed Switch is version 6.0.0.

n Verify that the Network I/O Control feature of the distributed switch is version 2.

n Verify that you have the dvPort group.Modify privilege on the distributed port groups on the switch.

n Verify that all hosts on the switch are connected to vCenter Server.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Upgrade > Upgrade Network I/O Control.

The Upgrade Network I/O Control wizard appears.

3 (Optional) On the Overview page, create a backup of the switch configuration.

You can use the backup to restore the switch configuration if the upgrade fails.

4 Review the changes that the upgrade causes and click Next.

Chapter 11 vSphere Network I/O Control

VMware, Inc.  159



5 Verify that the distributed switch meets the validation prerequisites for the upgrade and click Next.

Prerequisite Description

Port group accessibility You have privileges to access and modify the uplink and distributed port
groups on the switch.

Host state All hosts on the switch are connected to vCenter Server.

CoS priority tag for system traffic The distributed switch does not have network resource pools that have a CoS
tag assigned.

User-defined network resource
pools

The distributed switch does not contain user-defined resource pools for virtual
machine bandwidth control.

Resource allocation policy
override

No distributed port groups on the switch allow overriding the Network I/O
Control policy on individual ports.

6 If the distributed switch contains user-defined resource pools, transfer the shares from the user-defined
resource pools in version 2 to shares of individual VM network adapters in version 3, and click Next.

Transferring the shares enables you to keep certain bandwidth allocation settings of virtual machines.

NOTE   The limits on user-defined network resource pools are not preserved during the conversion.

7 Review the upgrade settings and click Finish.

What to do next

n Assign a reservation bandwidth quota to a group of virtual machines that are connected to the switch
by creating network resource pools and associating them with the distributed port groups to which the
virtual machines are attached. See “Create a Network Resource Pool,” on page 168 and “Add a
Distributed Port Group to a Network Resource Pool,” on page 169.

If you have transferred the original shares from version 2, they are enforced when you associate
network resource pools with the port groups of the switch.

n Allocate bandwidth from the quota to individual virtual machines by using shares, reservation, and
limit. See “Configure Bandwidth Allocation for a Virtual Machine,” on page 169.

Enable Network I/O Control on a vSphere Distributed Switch
Enable network resource management on a vSphere Distributed Switch to guarantee minimum bandwidth
to system traffic for vSphere features and to virtual machine traffic.

Prerequisites

Verify that the vSphere Distributed Switch version is 5.1.0 and later.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Edit Settings.

3 From the Network I/O Control drop-down menu, select Enable.

4 Click OK.

When enabled, the model that Network I/O Control uses to handle bandwidth allocation for system traffic
and virtual machine traffic is based on the Network I/O Control version that is active on the distributed
switch. See “About vSphere Network I/O Control Version 3,” on page 158.
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Bandwidth Allocation for System Traffic
Based on shares, reservation, and limit, you can configure Network I/O Control to allocate certain amount of
bandwidth for traffic generated by vSphere Fault Tolerance, iSCSI storage, vSphere vMotion, and so on.

You can use Network I/O Control on a distributed switch to configure bandwidth allocation for the traffic
that is related to the main system features in vSphere:

n Management

n Fault Tolerance

n iSCSI

n NFS

n Virtual SAN

n vMotion

n vSphere Replication

n vSphere Data Protection Backup

n Virtual machine

vCenter Server propagates the allocation from the distributed switch to each physical adapter on the hosts
that are connected to the switch.

n Bandwidth Allocation Parameters for System Traffic on page 162
By using several configuration parameters Network I/O Control allocates bandwidth to traffic from
basic vSphere system features.

n Example Bandwidth Reservation for System Traffic on page 162
The capacity of the physical adapters determines the bandwidth that you guarantee. According to this
capacity, you can guarantee minimum bandwidth to a system feature for its optimal operation.

n Configure Bandwidth Allocation for System Traffic on page 163
Assign bandwidth for host management, virtual machines, iSCSI storage, NFS storage, vSphere
vMotion, vSphere Fault Tolerance, Virtual SAN, and vSphere Replication on the physical adapters that
are connected to a vSphere Distributed Switch.
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Bandwidth Allocation Parameters for System Traffic
By using several configuration parameters Network I/O Control allocates bandwidth to traffic from basic
vSphere system features.

Table 11‑3.  Allocation Parameters for System Traffic

Parameter for Bandwidth Allocation Description

Shares Shares, from 1 to 100, reflect the relative priority of a
system traffic type against the other system traffic types
that are active on the same physical adapter.
The amount of bandwidth available to a system traffic type
is determined by its relative shares and by the amount of
data that the other system features are transmitting.
For example, you assign 100 shares to vSphere FT traffic
and iSCSI traffic, while each of the other network resource
pools has 50 shares. A physical adapter is configured to
send traffic for vSphere Fault Tolerance, iSCSI and
management. At a certain moment, vSphere Fault
Tolerance and iSCSI are the active traffic types on the
physical adapter and they use up its capacity. Each traffic
receives 50% of the available bandwidth. At another
moment, all three traffic types saturate the adapter. In this
case, vSphere FT traffic and iSCSI traffic obtain 40% of the
adapter capacity, and vMotion 20%.

Reservation The minimum bandwidth, in Mbps, that must be
guaranteed on a single physical adapter. The total
bandwidth reserved among all system traffic types cannot
exceed 75 percent of the bandwidth that the physical
network adapter with the lowest capacity can provide.
Reserved bandwidth that is unused becomes available to
other types of system traffic. However, Network I/O
Control does not redistribute the capacity that system
traffic does not use to virtual machine placement. For
example, you configure a reservation of 2 Gbps for iSCSI. It
is possible that the distributed switch never imposes this
reservation on a physical adapter because iSCSI uses a
single path. The unused bandwidth is not allocated to
virtual machine system traffic so that Network I/O Control
can safely meet a potential need for bandwidth for system
traffic, for example, in the case of a new iSCSI path where
you must provide bandwidth to a new VMkernel adapter .

Limit The maximum bandwidth, in Mbps or Gbps, that a system
traffic type can consume on a single physical adapter.

Example Bandwidth Reservation for System Traffic
The capacity of the physical adapters determines the bandwidth that you guarantee. According to this
capacity, you can guarantee minimum bandwidth to a system feature for its optimal operation.

For example, on a distributed switch that is connected to ESXi hosts with 10 GbE network adapters, you
might configure reservation to guarantee 1 Gbps for management through vCenter Server, 1 Gbps for iSCSI
storage, 1 Gbps for vSphere Fault Tolerance, 1 Gbps for vSphere vMotion traffic, and 0.5 Gbps for virtual
machine traffic. Network I/O Control allocates the requested bandwidth on each physical network adapter.
You can reserve no more than 75 percent of the bandwidth of a physical network adapter, that is, no more
than 7.5 Gbps.

You might leave more capacity unreserved to let the host allocate bandwidth dynamically according to
shares, limits, and use, and to reserve only bandwidth that is enough for the operation of a system feature.
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Figure 11‑1.  Example Bandwidth Reservation for System Traffic on a 10 GbE Physical Network Adapter
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Configure Bandwidth Allocation for System Traffic
Assign bandwidth for host management, virtual machines, iSCSI storage, NFS storage, vSphere vMotion,
vSphere Fault Tolerance, Virtual SAN, and vSphere Replication on the physical adapters that are connected
to a vSphere Distributed Switch.

To enable bandwidth allocation for virtual machines by using Network I/O Control, configure the virtual
machine system traffic. The bandwidth reservation for virtual machine traffic is also used in admission
control. When you power on a virtual machine, admission control verifies that enough bandwidth is
available.

Prerequisites

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click System Traffic.

You see the bandwidth allocation for the types of system traffic.

4 Select the traffic type according to the vSphere feature that you want to provision and click Edit.

The network resource settings for the traffic type appear.

5 From the Shares drop-down menu, edit the share of the traffic in the overall flow through a physical
adapter.

Network I/O Control applies the configured shares when a physical adapter is saturated.

You can select an option to set a pre-defined value, or select Custom and type a number from 1 to 100 to
set another share.
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6 In the Reservation text box, enter a value for the minimum bandwidth that must be available for the
traffic type.

The total reservation for system traffic must not exceed 75% of the bandwidth supported by the
physical adapter with the lowest capacity of all adapters connected to the distributed switch.

7 In the Limit text box, set the maximum bandwidth that system traffic of the selected type can use.

8 Click OK to apply the allocation settings.

vCenter Server propagates the allocation from the distributed switch to the host physical adapters that are
connected to the switch.

Bandwidth Allocation for Virtual Machine Traffic
Version 3 of Network I/O Control lets you configure bandwidth requirements for individual virtual
machines. You can also use network resource pools where you can assign a bandwidth quota from the
aggregated reservation for the virtual machine traffic and then allocate bandwidth from the pool to
individual virtual machines.

About Allocating Bandwidth for Virtual Machines
Network I/O Control allocates bandwidth for virtual machines by using two models: allocation across the
entire vSphere Distributed Switch based on network resource pools and allocation on the physical adapter
that carries the traffic of a virtual machine.

Network Resource Pools
A network resource pool represents a part of the aggregated bandwidth that is reserved for the virtual
machine system traffic on all physical adapters connected to the distributed switch.

For example, if the virtual machine system traffic has 0.5 Gbps reserved on each 10 GbE uplink on a
distributed switch that has 10 uplinks, then the total aggregated bandwidth available for VM reservation on
this switch is 5 Gbps. Each network resource pool can reserve a quota of this 5 Gbps capacity.

The bandwidth quota that is dedicated to a network resource pool is shared among the distributed port
groups associated with the pool. A virtual machine receives bandwidth from the pool through the
distributed port group the VM is connected to.

By default, distributed port groups on the switch are assigned to a network resource pool, called default,
whose quota is not configured.
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Figure 11‑2.  Bandwidth Aggregation for Network Resource Pools Across the Uplinks of a vSphere
Distributed Switch
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Defining Bandwidth Requirements for a Virtual Machine
You allocate bandwidth to an individual virtual machine similarly to allocating CPU and memory resources.
Network I/O Control version 3 provisions bandwidth to a virtual machine according to shares, reservation,
and limits that are defined for a network adapter in the VM hardware settings. The reservation represents a
guarantee that the traffic from the virtual machine can consume at least the specified bandwidth. If a
physical adapter has more capacity, the virtual machine may use additional bandwidth according to the
specified shares and limit.

Bandwidth Provisioning to a Virtual Machine on the Host
To guarantee bandwidth, Network I/O Control implements a traffic placement engine that becomes active if
a virtual machine has bandwidth reservation configured. The distributed switch attempts to place the traffic
from a VM network adapter to the physical adapter that can supply the required bandwidth and is in the
scope of the active teaming policy.

The total bandwidth reservation of the virtual machines on a host cannot exceed the reserved bandwidth
that is configured for the virtual machine system traffic.

The actual limit and reservation also depends on the traffic shaping policy for the distributed port group the
adapter is connected to. For example, if a VM network adapter requires a limit of 200 Mbps and the average
bandwidth configured in the traffic shaping policy is 100 Mbps, then the effective limit becomes 100Mbps.
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Figure 11‑3.  Configuration for Bandwidth Allocation for Individual Virtual Machines
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Bandwidth Allocation Parameters for Virtual Machine Traffic
Network I/O Control version 3 allocates bandwidth to individual virtual machines based on configured
shares, reservation, and limit for the network adapters in the VM hardware settings.

Table 11‑4.  Bandwidth Allocation Parameters for a VM Network Adapter

Parameter for Bandwidth Allocation Description

Shares The relative priority, from 1 to 100, of the traffic through
this VM network adapter against the capacity of the
physical adapter that is carrying the VM traffic to the
network.

Reservation The minimum bandwidth, in Mbps, that the VM network
adapter must receive on the physical adapter.

Limit The maximum bandwidth on the VM network adapter for
traffic to other virtual machines on the same or on another
host.
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Admission Control for Virtual Machine Bandwidth
To guarantee that sufficient bandwidth is available to a virtual machine, vSphere implements admission
control at host and cluster levels based on bandwidth reservation and teaming policy.

Bandwidth Admission Control in vSphere Distributed Switch
When you power on a virtual machine, the Network I/O Control feature on a distributed switch verifies that
these conditions are satisfied on the host.

n A physical adapter on the host can supply the minimum bandwidth to the VM network adapters in
accordance with the teaming policy and reservation.

n The reservation for a VM network adapter is less than the free quota in the network resource pool.

If you change the reservation for a network adapter of a running virtual machine, Network I/O Control
verifies again whether the associated network resource pool can accommodate the new reservation. If the
pool does not have enough unclaimed quota, the change is not applied.

To use admission control in vSphere Distributed Switch, perform the following tasks:

n Configure bandwidth allocation for the virtual machine system traffic on the distributed switch.

n Configure a network resource pool with a reservation quota from the bandwidth configured for virtual
machine system traffic.

n Associate the network resource pool with the distributed port group that connects the virtual machines
to the switch.

n Configure the bandwidth requirements of a virtual machine connected to the port group.

Bandwidth Admission Control in vSphere DRS
If you power on a virtual machine that is in a cluster, vSphere DRS places the virtual machine on a host that
has the capacity to guarantee the bandwidth reserved for the virtual machine according to the active
teaming policy.

vSphere DRS migrates a virtual machine to another host to satisfy the bandwidth reservation of the virtual
machine in these situations:

n The reservation is changed to a value that the initial host can no longer satisfy.

n A physical adapter that carries traffic from the virtual machine is offline.

To use admission control in vSphere DRS, perform the following tasks:

n Configure bandwidth allocation for the virtual machine system traffic on the distributed switch.

n Configure the bandwidth requirements of a virtual machine that is connected to the distributed switch.

For more information about resource management according to bandwidth demands of virtual machines,
see the vSphere Resource Management documentation.

Bandwidth Admission Control in vSphere HA
When a host fails or is isolated, vSphere HA powers on a virtual machine on another host in the cluster
according to the bandwidth reservation and teaming policy.

To use admission control in vSphere HA, perform the following tasks:

n Allocate bandwidth for the virtual machine system traffic.
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n Configure the bandwidth requirements of a virtual machine that is connected to the distributed switch.

For more information about vSphere HA provides failover based on the bandwidth demands of virtual
machines, see the vSphere Availability documentation.

Create a Network Resource Pool
Create network resource pools on a vSphere Distributed Switch to reserve bandwidth for a set of virtual
machines.

A network resource pool provides a reservation quota to virtual machines. The quota represents a portion of
the bandwidth that is reserved for virtual machine system traffic on the physical adapters connected to the
distributed switch. You can set aside bandwidth from the quota for the virtual machines that are associated
with the pool. The reservation from the network adapters of powered on VMs that are associated with the
pool must not exceed the quota of the pool. See “About Allocating Bandwidth for Virtual Machines,” on
page 164.

Prerequisites

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

n Verify that the virtual machine system traffic has a configured bandwidth reservation. See “Configure
Bandwidth Allocation for System Traffic,” on page 163.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click Network resource pools.

4 Click the Add icon.

5 (Optional) Type a name and a description for the network resource pool.

6 Enter a value for Reservation quota, in Mbps, from the free bandwidth that is reserved for the virtual
machine system traffic.

The maximum quota that you can assign to the pool is determined according to the following formula:

max reservation quota = aggregated reservation for vm system traffic - quotas of the other 

resource pools

where

n aggregated reservation for vm system traffic = configured bandwidth reservation for the
virtual machine system traffic on each pNIC * number of pNICs connected to the distributed
switch

n quotas of the other pools = the sum of the reservation quotas of the other network resource
pools

7 Click OK.

What to do next

Add one or more distributed port groups to the network resource pool so that you can allocate bandwidth
to individual virtual machines from the quota of the pool. See “Add a Distributed Port Group to a Network
Resource Pool,” on page 169.
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Add a Distributed Port Group to a Network Resource Pool
Add a distributed port group to a network resource pool so that you can allocate bandwidth to the virtual
machines that are connected to the port group.

To assign a network resource pool to several distributed port groups at once, you can use the Resource
allocation policy in the Manage Distributed Port Groups wizard. See “Manage Policies for Multiple Port
Groups on a vSphere Distributed Switch,” on page 123.

Network I/O Control allocates bandwidth to the virtual machines associated with the distributed port group
according to the model implemented in the Network I/O Control version that is active on the distributed
switch. See “About vSphere Network I/O Control Version 3,” on page 158.

Prerequisites

n Verify that the vSphere Distributed Switch is version 5.1 and later.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Select the distributed port group and click Edit distributed port group settings.

3 In the Edit Settings dialog box, click General.

4 From the Network resource pool drop-down menu, select the network resource pool and click OK.

If the distributed switch does not contain network resource pools, you see only the (default) option in
the drop-down menu.

Configure Bandwidth Allocation for a Virtual Machine
You can configure bandwidth allocation to individual virtual machines that are connected to a distributed
port group. You can use shares, reservation, and limit settings for bandwidth.

Prerequisites

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

n Verify that the virtual machine system traffic has a configured bandwidth reservation. See “Configure
Bandwidth Allocation for System Traffic,” on page 163.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 On the Manage tab of the virtual machine, select Settings > VM Hardware.

3 Click Edit.
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4 Expand the Network adapter X section of the VM network adapter.

5 If you want to configure bandwidth allocation for a new VM network adapter, from the New device
drop-down menu select Network and click Add.

A New Network section displays options for bandwidth allocation and other network adapter settings.

6 If the VM network adapter is not connected to the distributed port group, select the port group from the
drop-down menu next to the Network adapter X or New Network label.

The Shares, Reservation, and Limit settings appear for the VM network adapter.

7 From the Shares drop-down menu, set the relative priority of the traffic from this virtual machine as
shares from the capacity of the connected physical adapter.

Network I/O Control applies the configured shares when a physical adapter is saturated.

You can select an option to set a pre-defined value, or select Custom and type a number from 1 to 100 to
set another share.

8 In the Reservation text box, reserve a minimum bandwidth that must be available to the VM network
adapter when the virtual machine is powered on.

If you provision bandwidth by using a network resource pool, the reservation from the network
adapters of powered on VMs that are associated with the pool must not exceed the quota of the pool.

If vSphere DRS is enabled, to power on the virtual machine, make sure that the reservation from all VM
network adapters on the host does not exceed the bandwidth reserved for virtual machine system
traffic on the host physical adapters.

9 In the Limit text box, set a limit on the bandwidth that the VM network adapter can consume.

10 Click OK.

Network

I/O Control allocates the bandwidth that you reserved for the network adapter of the virtual machine out of
the reservation quota of the network resource pool.

Configure Bandwidth Allocation on Multiple Virtual Machines
With a single operation, configure bandwidth allocation on multiple virtual machines that are connected to
a specific network resource pool, for example, after you upgrade Network I/O Control to version 3.

Prerequisites

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

n Verify that the virtual machine system traffic has a configured bandwidth reservation. See “Configure
Bandwidth Allocation for System Traffic,” on page 163.

n Verify that the virtual machines are associated with a specific network resource pool through the
connected distributed port groups. See “Add a Distributed Port Group to a Network Resource Pool,” on
page 169.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click Network resource pools.
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4 Select a network resource pool.

5 Click Virtual Machines.

A list of the VM network adapters that are connected to the selected network resource pool appears.

6 Select the VM network adapters whose settings you want to configure and click Edit.

7 From the Shares drop-down menu, set the relative priority of traffic from these virtual machines in the
scope of the physical adapters that carry the traffic.

Network I/O Control applies the configured shares when a physical adapter is saturated.

8 In the Reservation text box, reserve a minimum bandwidth that must be available to each VM network
adapter when the virtual machines are powered on.

If you provision bandwidth by using a network resource pool, the reservation from the network
adapters of powered on VMs that are associated with the pool must not exceed the quota of the pool.

9 In the Limit text box, set a limit on the bandwidth that each VM network adapter can consume.

10 Click OK.

Change the Quota of a Network Resource Pool
Change the quota of bandwidth that you can reserve for virtual machines connected to a set of distributed
port groups.

Prerequisites

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

n Verify that Network I/O Control is enabled. See “Enable Network I/O Control on a vSphere Distributed
Switch,” on page 160.

n Verify that the virtual machine system traffic has a configured bandwidth reservation. See “Configure
Bandwidth Allocation for System Traffic,” on page 163.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click Network resource pools.

4 Select a network resource pool from the list and click Edit.

5 In the Reservation quota text box, enter the bandwidth quota for virtual machines from the aggregation
of free bandwidth that is reserved for virtual machine system traffic on all physical adapters on the
switch.

6 Click OK.
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Remove a Distributed Port Group from a Network Resource Pool
To stop allocating bandwidth to the virtual machines from the reservation quota of a network resource pool,
remove the association between the port group to which the virtual machines are connected and the pool.

Procedure

1 Locate a distributed port group in the vSphere Web Client.

a Select a distributed switch and click the Related Objects tab.

b Click Distributed Port Groups.

2 Select the distributed port group and click Edit distributed port group settings.

3 In the Edit Settings dialog box for the port group, click General.

4 From the Network resource pool drop-down menu, select (default) and click OK.

The distributed port group becomes associated with the default VM network resource pool.

Delete a Network Resource Pool
Delete a network resource pool that is no longer in use.

Prerequisites

Uncouple the network resource pool from all associated distributed port groups. See “Remove a Distributed
Port Group from a Network Resource Pool,” on page 172.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click Network resource pools.

4 Select a network resource pool and click Remove.

5 Click Yes to delete the resource pool.

Move a Physical Adapter Out the Scope of Network I/O Control
Under certain conditions you might need to exclude physical adapters with low capacity from the
bandwidth allocation model of Network I/O Control version 3.

For example, if the bandwidth allocation on a vSphere Distributed Switch is tailored on top of 10 GbE NICs,
you might not be able to add a 1GbE NIC to the switch because it cannot meet the higher allocation
requirements configured on the 10GbE NICs.

Prerequisites

n Verify that the host is running ESXi 6.0 and later.

n Verify that vSphere Distributed Switch is version 6.0.0 and later.

n Verify that Network I/O Control on the switch is version 3.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.
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3 Expand System and click Advanced System Settings.

4 Set the physical adapters that you need to function outside the scope of Network I/O Control as a
comma-separated list to the Net.IOControlPnicOptOut parameter.

For example: vmnic0,vmnic3

5 Click OK to apply the changes.

Working with Network I/O Control Version 2
On a vSphere Distributed Switch 5.x, and on a vSphere Distributed Switch upgraded to 6.0 that does not
have Network I/O Control enhanced to version 3, you can ensure that system traffic and virtual machines
receive required bandwidth for their operation by using the resource pool model of Network I/O Control
version 2.

Network Resource Pools in Network I/O Control Version 2
In Network I/O Control version 2, distributed switch traffic supports two types of network resource pools:

n System network resource pools. Predefined pools for controlling the network bandwidth provided to
the main types of system traffic: Fault Tolerance traffic, iSCSI traffic, vMotion traffic, management
traffic, vSphere Replication traffic, NFS traffic, and virtual machine traffic.

n User-defined network resource pools. Custom pools for virtual machine traffic. The settings in a user-
defined resource pool are applied to virtual machines after you associate a user-defined resource pool
with a distributed port group.

Bandwidth Allocation Parameters for Network Resource Pools in Network I/O
Control Version 2

Parameter for
Bandwidth
Allocation Description

Shares When a physical adapter is saturated, the virtual machines or VMkernel adapters that use the adapter
receive bandwidth to the external network according to the shares configured on the network resource
pool.
The physical adapter shares that are assigned to a network resource pool determine the share of the
total available bandwidth guaranteed to the traffic associated with that network resource pool. The
actual share of bandwidth for outgoing traffic available to a network resource pool is determined by the
shares of the network resource pool and what other network resource pools are actively transmitting.
For example, you assign 100 shares to vSphere FT traffic and iSCSI traffic, while each of the other
network resource pools has 50 shares. A physical adapter is configured to send traffic for vSphere Fault
Tolerance, iSCSI and management. At a certain moment, vSphere Fault Tolerance and iSCSI are the
active traffic types on the physical adapter and they use up its capacity. Each traffic receives 50% of the
available bandwidth. At another moment, all three traffic types saturate the adapter. In this case,
vSphere FT traffic and iSCSI traffic obtain 40% of the adapter capacity, and vMotion 20%.
NOTE   The iSCSI traffic resource pool shares do not apply to iSCSI traffic on a dependent hardware
iSCSI adapter.

Limit The host limit of a network resource pool is the maximum bandwidth that the traffic associated with the
network resource pool can consume on a physical adapter.

QoS tag Assigning a QoS priority tag to a network resource pool applies an 802.1p (CoS) tag to all outgoing
packets associated with that network resource pool. In this way, you can mark certain traffic so that
network devices, such as switches, can handle it with higher priority.
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Create a Network Resource Pool in Network I/O Control Version 2
Create user-defined network resource pools to customize bandwidth allocation when the traffic that flows
through a physical network adapter becomes intensive.

Prerequisites

n Verify that the vSphere Distributed Switch is version 5.1 and later.

n Verify that Network I/O Control on the distributed switch is version 2.

n Enable Network I/O Control on the distributed switch. See “Enable Network I/O Control on a vSphere
Distributed Switch,” on page 160.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Click New.

4 Enter a name and optionally a description for the network resource pool.

5 In the Limit text box. enter bandwidth limit, in Mbps, for the network resource pool with regard to the
connected physical adapters on the host.

By default, no limit on the traffic is applied.

6 From the Physical adapter shares drop-down menu, enter the shares from the physical adapter
capacity that the virtual machines or the VMkernel adapters associated with the network resource pool
have.

Network I/O Control applies the configured shares when the connected physical adapter becomes
saturated.

You can select an option to set a pre-defined value, or select Custom and enter a number from 1 to 100
to set another share.

7 (Optional) From the CoS priority tag drop-down menu, select the QoS tag for marking the system or
virtual machine traffic that is associated with the network resource pool, and click OK.

The QoS priority tag represents an IEEE 802.1p (CoS) tag for defining priority of the traffic from the
virtual machines associated with the resource pool at Layer 2 of the network protocol stack.

What to do next

Associate one or more distributed port groups with the network resource pool to apply the settings for
bandwidth control on virtual machines. See “Add a Distributed Port Group to a Network Resource Pool,”
on page 169.

Edit the Settings of a Network Resource Pool in Network I/O Control Version 2
Edit the settings of either a system or user-defined network resource pool to change the priority of the traffic
that is associated with the pool in Network I/O Control version 2.

Prerequisites

n Verify that the vSphere Distributed Switch is version 5.1 and later.

n Verify that Network I/O Control on the distributed switch is version 2.

n Enable Network I/O Control on the distributed switch. See “Enable Network I/O Control on a vSphere
Distributed Switch,” on page 160.
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Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab, click Resource Allocation.

3 Select a network resource pool from the list and click Edit.

4 In the Limit text box, set a limit on the bandwidth that the VM network adapter can consume.

5 From the Physical adapter shares drop-down menu, enter the shares from the physical adapter
capacity that the virtual machines or the VMkernel adapters associated with the network resource pool
have.

Network I/O Control applies the configured shares when the connected physical adapter becomes
saturated.

You can select an option to set a pre-defined value, or select Custom and enter a number from 1 to 100
to set another share.

6 (Optional) From the CoS priority tag drop-down menu, select the QoS tag for marking the system or
virtual machine traffic that is associated with the network resource pool, and click OK.

The QoS priority tag represents an IEEE 802.1p (CoS) tag for defining priority of the traffic from the
virtual machines associated with the resource pool at Layer 2 of the network protocol stack.

Network I/O Control version 2 applies the new settings for bandwidth control to the VMkernel and virtual
machine adapters on the distributed port groups that are associated with network resource pool.
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MAC Address Management 12
MAC addresses are used in the Layer 2 (Data Link Layer) of the network protocol stack to transmit frames
to a recipient. In vSphere, vCenter Server generates MAC addresses for virtual machine adapters and
VMkernel adapters, or you can assign addresses manually.

Each network adapter manufacturer is assigned a unique three-byte prefix called an Organizationally
Unique Identifier (OUI), which it can use to generate unique MAC addresses.

VMware supports several address allocation mechanisms, each of them with a separate OUI:

n Generated MAC addresses
n Assigned by vCenter Server

n Assigned by the ESXi host

n Manually set MAC addresses

n Generated for legacy virtual machines, but no longer used with ESXi

If you reconfigure the network adapter of a powered off virtual machine, for example by changing the
automatic MAC address allocation type, or setting a static MAC address, vCenter Server resolves any MAC
address conflict before the adapter reconfiguration takes effect.

This chapter includes the following topics:

n “MAC Address Assignment from vCenter Server,” on page 177

n “MAC Address Generation on ESXi Hosts,” on page 181

n “Setting a Static MAC Address to a Virtual Machine,” on page 182

MAC Address Assignment from vCenter Server
vSphere 5.1 and later provides several schemes for automatic allocation of MAC addresses in
vCenter Server. You can select the scheme that best suits your requirements for MAC address duplication,
OUI requirements for locally administered or universally administered addresses, and so on.

The following schemes of MAC address generation are available in vCenter Server:

n VMware OUI allocation, default allocation

n Prefix-based allocation

n Range-based allocation
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After the MAC address is generated, it does not change unless the virtual machine's MAC address conflicts
with that of another registered virtual machine. The MAC address is saved in the configuration file of the
virtual machine.

NOTE   If you use invalid prefix- or range-based allocation values, an error is logged in the vpxd.log file.
vCenter Server does not allocate MAC addresses when provisioning a virtual machine.

Preventing MAC Address Conflicts
The MAC address of a powered off virtual machine is not checked against the addresses of running or
suspended virtual machines.

When a virtual machine is powered on again, it might acquire a different MAC address. The change might
be caused by an address conflict with another virtual machine. While this virtual machine has been powered
off, its MAC address has been assigned to another virtual machine that has been powered on.

If you reconfigure the network adapter of a powered off virtual machine, for example, by changing the
automatic MAC address allocation type or setting a static MAC address, vCenter Server resolves MAC
address conflicts before the adapter reconfiguration takes effect.

For information about resolving MAC address conflicts, see the vSphere Troubleshooting documentation.

VMware OUI Allocation
VMware Organizationally Unique Identifier (OUI) allocation assigns MAC addresses based on the default
VMware OUI 00:50:56 and the vCenter Server ID.

VMware OUI allocation is the default MAC address assignment model for virtual machines. The allocation
works with up to 64 vCenter Server instances, and each vCenter Server can assign up to 64000 unique MAC
addresses. The VMware OUI allocation scheme is suitable for small scale deployments.

MAC Address Format
According to the VMware OUI allocation scheme, a MAC address has the format 00:50:56:XX:YY:ZZ where
00:50:56 represents the VMware OUI, XX is calculated as (80 + vCenter Server ID), and YY and ZZ are
random two-digit hexadecimal numbers.

The addresses created through the VMware OUI allocation are in the range 00:50:56:80:YY:ZZ -
00:50:56:BF:YY:ZZ.

Prefix-Based MAC Address Allocation
On ESXi hosts 5.1 and later, you can use prefix-based allocation to specify an OUI other than the default one
00:50:56 by VMware, or to introduce Locally Administered MAC Addresses (LAA) for a larger address
space.

Prefix-based MAC address allocation overcomes the limits of the default VMware allocation to provide
unique addresses in larger scale deployments. Introducing an LAA prefix leads to a very large MAC
address space (2 to the power of 46) instead of an universally unique address OUI which can give only 16
million MAC addresses.

Verify that the prefixes that you provide for different vCenter Server instances in the same network are
unique. vCenter Server relies on the prefixes to avoid MAC address duplication issues. See the vSphere
Troubleshooting documentation.
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Range-Based MAC Address Allocation
On ESXi hosts 5.1 and later you can use range-based allocation to include or exclude ranges of Locally
Administered Addresses (LAA).

You specify one or more ranges using a starting and ending MAC addresses, for example,
(02:50:68:00:00:02, 02:50:68:00:00:FF). MAC addresses are generated only from within the specified
range.

You can specify multiple ranges of LAA, and vCenter Server tracks the number of used addresses for each
range. vCenter Server allocates MAC addresses from the first range that still has addresses available.
vCenter Server checks for MAC address conflicts within its ranges.

When using range-based allocation, you must provide different instances of vCenter Server with ranges that
do not overlap. vCenter Server does not detect ranges that might be in conflict with other vCenter Server
instances. See the vSphere Troubleshooting documentation for more information about resolving issues with
duplicate MAC addresses.

Assigning a MAC Address
Use the vSphere Web Client to enable prefix-based or range-based MAC address allocation and to adjust the
allocation parameters.

If you are changing from one type of allocation to another, for example changing from the VMware OUI
allocation to a range-based allocation, use the vSphere Web Client. However, when a schema is prefix-based
or range-based and you want to change to a different allocation schema, you must edit the vpxd.cfd file
manually and restart vCenter Server.

Change to or Adjust Range- or Prefixed-Based Allocations
By switching from the default VMware OUI to range- or prefixed-based MAC address allocation through
the vSphere Web Client, you can avoid and resolve MAC address duplication conflicts in vSphere
deployments.

Change the allocation scheme from the default VMware OUI to range- or to prefixed-based allocation by
using the Advanced Settings available for the vCenter Server instance in the vSphere Web Client.

To switch from range- or prefixed-based allocation back to VMware OUI allocation, or between range- and
prefixed-based allocation, edit the vpxd.cfg file manually. See “Set or Change Allocation Type,” on
page 180.

NOTE   You should use prefix-based MAC address allocation in vCenter Server 5.1 and ESXi 5.1 hosts, and
later.

If a vCenter Server 5.1 instance manages hosts running ESXi versions earlier than ESXi 5.1, use VMware OUI
prefix-based MAC address allocation. Virtual machines assigned non VMware OUI prefixed MAC
addresses fail to power on on the pre-5.1 hosts. These hosts explicitly check if an assigned MAC address
uses the VMware OUI 00:50:56 prefix.

Procedure

1 In the vSphere Web Client, navigate to a vCenter Server instance.

2 Click the Manage tab, and select Settings > Advanced Settings.

3 Click Edit.
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4 Add or edit parameters for the target allocation type.

Use only one allocation type.

n Change to prefix-based allocation.

Key Example Value

config.vpxd.macAllocScheme.prefixScheme.prefix 005026

config.vpxd.macAllocScheme.prefixScheme.prefixLength 23

prefix and prefixLength determine the range of MAC address prefixes that newly added vNICs
have. prefix is the starting OUI of MAC addresses related to the vCenter Server instance, and
prefixLength determines the length of the prefix in bits.

For example, the settings from the table result in VM NIC MAC addresses starting with 00:50:26 or
00:50:27.

n Change to range-based allocation.

Key Example Value

config.vpxd.macAllocScheme.rangeScheme.range[X].begin 005067000000

config.vpxd.macAllocScheme.rangeScheme.range[X].end 005067ffffff

X in range[X] stands for the range sequence number. For example, 0 in range[0] represents the
allocation settings of the first range for MAC address allocation.

5 Click OK.

Set or Change Allocation Type
If you are changing from range- or prefixed-based allocation to the VMware OUI allocation, you must set
the allocation type in the vpxd.cfd file and restart the vCenter Server.

Prerequisites

Decide on an allocation type before changing the vpxd.cfg file. For information on allocation types, see 
“MAC Address Assignment from vCenter Server,” on page 177

Procedure

1 On the host machine of vCenter Server, navigate to the directory that contains the configuration file:

n On a Windows Server operating system, the location of the directory is
C:\ProgramData\VMware\CIS\cfg\vmware-vpx.

n On the vCenter Server Appliance, the location of the directory is /etc/vmware-vpx.

2 Open the vpxd.cfg file.
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3 Decide on an allocation type to use and enter the corresponding XML code in the file to configure the
allocation type.

The following are examples of XML code to use.

NOTE   Use only one allocation type.

u VMware OUI allocation

<vpxd>

   <macAllocScheme>

      <VMwareOUI>true</VMwareOUI>

   </macAllocScheme>

</vpxd>

u Prefix-based allocation

 <vpxd>

    <macAllocScheme>

      <prefixScheme>

         <prefix>005026</prefix>

         <prefixLength>23</prefixLength>

      </prefixScheme>

   </macAllocScheme>

</vpxd>

u Range-based allocation

<vpxd>

   <macAllocScheme>

       <rangeScheme>

          <range id="0">

             <begin>005067000001</begin>

             <end>005067000001</end>

          </range>

       </rangeScheme>

   </macAllocScheme>

</vpxd>

4 Save the vpxd.cfg.

5 Restart the vCenter Server host.

MAC Address Generation on ESXi Hosts
An ESXi host generates the MAC address for a virtual machine adapter when the host is not connected to
vCenter Server. Such addresses have a separate VMware OUI to avoid conflicts.

The ESXi host generates the MAC address for a virtual machine adapter in one of the following cases:

n The host is not connected to vCenter Server.

n The virtual machine configuration file does not contain the MAC address and information about the
MAC address allocation type.

MAC Address Format
The host generates MAC addresses that consists of the VMware OUI 00:0C:29 and the last three octets in
hexadecimal format of the virtual machine UUID. The virtual machine UUID is based on a hash calculated
by using the UUID of the ESXi physical machine and the path to the configuration file (.vmx) of the virtual
machine.
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Preventing MAC Address Conflicts
All MAC addresses that have been assigned to network adapters of running and suspended virtual
machines on a given physical machine are tracked for conflicts.

If you import a virtual machine with a host-generated MAC address from one vCenter Server to another,
select the I Copied It option when you power on the virtual machine to regenerate the address and avoid
potential conflicts in the target vCenter Server or between the vCenter Server systems.

Setting a Static MAC Address to a Virtual Machine
In most network deployments, generated MAC addresses are a good approach. However, you might need
to set a static MAC address for a virtual machine adapter with unique value.

The following cases show when you might set a static MAC address:

n Virtual machine adapters on different physical hosts share the same subnet and are assigned the same
MAC address, causing a conflict.

n Ensure that a virtual machine adapter always has the same MAC address.

By default, VMware uses the Organizationally Unique Identifier (OUI) 00:50:56 for manually generated
addresses, but all unique manually generated addresses are supported.

NOTE   Make sure that no other non-VMware devices use addresses assigned to VMware components. For
example, you might have physical servers in the same subnet, which use 11:11:11:11:11:11,
22:22:22:22:22:22 as static MAC addresses. The physical servers do not belong to the vCenter Server
inventory, and vCenter Server is not able to check for address collision.

VMware OUI in Static MAC Addresses
By default, static MAC addresses have the VMware Organizationally Unique Identifier (OUI) as the prefix.
However, the range of free address provided by the VMware OUI is restricted.

If you decide to use the VMware OUI, part of the range is reserved for use by vCenter Server, host physical
NICs, virtual NICs, and for future use.

You can set a static MAC address that contains the VMware OUI prefix in compliance with the following
format:

00:50:56:XX:YY:ZZ

where XX is a valid hexadecimal number between 00 and 3F, and YY and ZZ are valid hexadecimal
numbers between 00 and FF. To avoid conflict with MAC addresses that are generated by vCenter Server or
are assigned to VMkernel adapters for infrastructure traffic, the value for XX must not be greater than 3F.

The maximum value for a manually generated MAC address is as follows.

00:50:56:3F:FF:FF

To avoid conflicts between the generated MAC addresses and the manually assigned ones, select a unique
value for XX:YY:ZZ from your hard-coded addresses.
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Assign a Static MAC Address by Using the vSphere Web Client
You can assign static MAC addresses to the virtual NIC of a powered off virtual machine by using the
vSphere Web Client.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 Power off the virtual machine.

3 On the Manage tab of the virtual machine, select Settings > VM Hardware.

4 Click Edit and click the Virtual Hardware tab.

5 In the Virtual Hardware tab, expand the network adapter section.

6 Under MAC Address, select Manual from the drop-down menu.

7 Type the static MAC address, and click OK.

8 Power on the virtual machine.

Assign a Static MAC Address in the Virtual Machine Configuration File
To set a static MAC address for a virtual machine, you can edit the configuration file of the virtual machine
by using the vSphere Web Client.

Procedure

1 Locate the virtual machine in the vSphere Web Client.

a Select a data center, folder, cluster, resource pool, or host and click the Related Objects tab.

b Click Virtual Machines and select the virtual machine from the list.

2 Power off the virtual machine.

3 On the Manage tab of the virtual machine, select Settings.

4 On the VM Options tab, expand Advanced.

5 Click Edit Configuration.

6 To assign a static MAC address, add or edit parameters as required.

Parameter Value

ethernetX.addressType static

ethernetX.address MAC_address_of_the_virtual_NIC

X next to ethernet stands for the sequence number of the virtual NIC in the virtual machine.

For example, 0 in ethernet0 represents the settings of the first virtual NIC device added to the virtual
machine.

7 Click OK.

8 Power on the virtual machine.
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Configuring vSphere for IPv6 13
Configure ESXi hosts and vCenter Server for operation in a pure IPv6 environment for larger address space
and improved address assignment.

IPv6 is designated by the Internet Engineering Task Force (IETF) as the successor to IPv4 providing the
following benefits:

n Increased address length. The increased address space resolves the problem of address exhaustion and
eliminates the need for network address translation. IPv6 uses 128-bit addresses compared with the 32-
bit addresses used by IPv4.

n Ability for improved address autoconfiguration of nodes.

This chapter includes the following topics:

n “vSphere IPv6 Connectivity,” on page 185

n “Deploying vSphere on IPv6,” on page 187

n “Enable or Disable IPv6 Support on a Host,” on page 189

n “Set Up IPv6 on an ESXi Host,” on page 189

n “Setting Up IPv6 on vCenter Server,” on page 190

vSphere IPv6 Connectivity
In an environment that is based on vSphere 6.0 and later, nodes and features can communicate over IPv6
transparently supporting static and automatic address configuration.

IPv6 in the Communication between vSphere Nodes
The nodes in a vSphere deployment can communicate using IPv6 and accept assigned addresses according
to the network configuration.

Table 13‑1.  IPv6 Support of the Nodes in a vSphere Environment

Connection Type IPv6 Support
Address Configuration of vSphere
nodes

ESXi to ESXi Yes n Static
n Automatic: DHCPv6

vCenter Server machine to ESXi Yes n Static
n Automatic: DHCPv6

vCenter Server machine to
vSphere Web Client machine

Yes n Static
n Automatic: DHCPv6
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Table 13‑1.  IPv6 Support of the Nodes in a vSphere Environment (Continued)

Connection Type IPv6 Support
Address Configuration of vSphere
nodes

ESXi to vSphere Client machine Yes n Static
n Automatic: DHCPv6

Virtual machine to virtual machine Yes n Static
n Automatic: DHCPv6

ESXi to iSCSI Storage Yes n Static
n Automatic: DHCPv6

ESXi to NFS Storage Yes n Static
n Automatic: DHCPv6

ESXi to Active Directory No
Use LDAP to connect ESXi to the
Active Directory database

-

vCenter Server Appliance to Active
Directory

No
Use LDAP to connect the
vCenter Server Appliance to the
Active Directory database

-

IPv6 Connectivity of vSphere Features
Certain vSphere features do not support IPv6:

n Auto Deploy

n vSphere DPM over Intelligent Platform Management Interface (IPMI) and Hewlett-Packard Integrated
Lights-Out (iLO). vSphere 6.0 supports only Wake-On-LAN (WOL) to bring a host out of standby
mode.

n Virtual Volumes

n Virtual SAN

n Authentication Proxy

n NFS 4.1 storage with Kerberos

Use NFS 4.1 with AUTH_SYS.

n vSphere Management Assistant and vSphere Command-Line Interface connected to Active Directory.

Use LDAP to connect the vSphere Management Assistant or the vSphere Command-Line Interface to
the Active Directory database.

IPv6 Connectivity of Virtual Machines
Virtual machines can exchange data in the network over IPv6. vSphere supports both static and automatic
assignment of IPv6 addresses for virtual machines.

Configuring one or more IPv6 addresses is also possible when you customize the guest operating system of
a virtual machine.
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FQDNs and IPv6 Addresses
In vSphere, you should use fully qualified domain names (FQDNs) that are mapped to IPv6 addresses on
the DNS server. You can use IPv6 addresses if they have a valid FQDN on the DNS server for reverse
lookup.

To deploy vCenter Server in a pure IPv6 environment, you must use FQDNs only.

Deploying vSphere on IPv6
Run vSphere in a pure IPv6 environment to use an extended address space and flexible address assignment.

If you plan to deploy vCenter Server and ESXi hosts in an IPv6 network, you must perform additional steps.

n Enable IPv6 on a vSphere Installation on page 187
If you have a greenfield deployment of vSphere 6.0 in an IPv6 network, configure ESXi and
vCenter Server for pure IPv6 management connection by configuring IPv6 on the deployment nodes
and connecting them.

n Enable IPv6 on an Upgraded vSphere Environment on page 188
On an IPv4 deployment of vSphere 6.0 that consists of an installed or upgraded vCenter Server and
upgraded ESXi, configure ESXi and vCenter Server for pure IPv6 management connection by enabling
IPv6 on the deployed nodes and reconnecting them.

Enable IPv6 on a vSphere Installation
If you have a greenfield deployment of vSphere 6.0 in an IPv6 network, configure ESXi and vCenter Server
for pure IPv6 management connection by configuring IPv6 on the deployment nodes and connecting them.

Prerequisites

n Verify that the IPv6 addresses for vCenter Server, the ESXi hosts and an external database, if used, are
mapped to fully qualified domain names (FQDNs) on the DNS server.

n Verify that the network infrastructure provides IPv6 connectivity for the ESXi hosts, vCenter Server and
external database if used.

n Verify that you have version 6.0 of vCenter Server installed with FQDN that is mapped to an IPv6
address. See the vSphere Installation and Setup documentation.

n Verify that the hosts have ESXi 6.0 installed. See the vSphere Installation and Setup documentation.

Procedure

1 In the Direct Console User Interface (DCUI), configure each ESXi host as a pure IPv6 node.

a In the DCUI, press F2 and log in to the host.

b From the Configure Management Network menu, select IPv6 Configuration and press Enter.

c Assign an IPv6 address to the host.

Address Assignment Option Description

Automatic address assignment
using DHCPv6

1 Select the Use dynamic IPv6 address and network configuration
option and select Use DHCPv6.

2 Press Enter to save the changes.

Static address assignment 1 Select the Set static IPv6 address and network configuration
option and enter the IPv6 address of the host and the default
gateway.

2 Press Enter to save the changes.
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d From the Configure Management Network menu, select IPv4 Configuration and press Enter.

e Select Disable IPv4 configuration for management network and press Enter.

2 In the vSphere Web Client, add the hosts to the inventory.

Enable IPv6 on an Upgraded vSphere Environment
On an IPv4 deployment of vSphere 6.0 that consists of an installed or upgraded vCenter Server and
upgraded ESXi, configure ESXi and vCenter Server for pure IPv6 management connection by enabling IPv6
on the deployed nodes and reconnecting them.

Prerequisites

n Verify that the network infrastructure provides IPv6 connectivity for the ESXi hosts, vCenter Server and
external database if used.

n Verify that the IPv6 addresses for vCenter Server, the ESXi hosts and an external database, if used, are
mapped to fully qualified domain names (FQDNs) on the DNS server.

n Verify that you have version 6.0 of vCenter Server installed or upgraded. See the vSphere Installation and
Setup and vSphere Upgrade documentation.

n Verify that all hosts are upgraded to version 6.0 ESXi. See the vSphere Upgrade documentation.

Procedure

1 In the vSphere Web Client, disconnect the hosts from vCenter Server.

2 In the Direct Console User Interface (DCUI), configure each ESXi host as a pure IPv6 node.

a In the DCUI, press F2 and log in to the host.

b From the Configure Management Network menu, select IPv6 Configuration and press Enter.

c Assign an IPv6 address to the host.

Address Assignment Option Description

Automatic address assignment
using DHCPv6

1 Select the Use dynamic IPv6 address and network configuration
option and select Use DHCPv6.

2 Press Enter to save the changes.

Static address assignment 1 Select the Set static IPv6 address and network configuration
option and enter the IPv6 address of the host and the default
gateway.

2 Press Enter to save the changes.
 

d From the Configure Management Network menu, select IPv4 Configuration and press Enter.

e Select Disable IPv4 configuration for management network and press Enter.

3 If vCenter Server uses an external database, configure the database as an IPv6 node.

4 Configure vCenter Server as a pure IPv6 node and restart it.

5 Disable IPv4 on the database server.

6 In the vSphere Web Client, add the hosts to the inventory.

7 Disable IPv4 in the network infrastructure.
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Enable or Disable IPv6 Support on a Host
The IPv6 support in vSphere lets hosts work in an IPv6 network that has a large address space, enhanced
multicasting, simplified routing, and so on.

In ESXi 5.1 and later releases, IPv6 is enabled by default.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Networking and select Advanced.

3 Click Edit.

4 From the IPv6 support drop-down menu, enable or disable IPv6 support.

5 Click OK.

6 Reboot the host to apply the changes in the IPv6 support.

What to do next

Configure the IPv6 settings of VMkernel adapters on the host, for example, of the management network. See 
“Set Up IPv6 on an ESXi Host,” on page 189.

Set Up IPv6 on an ESXi Host
To connect an ESXi host over IPv6 to the management network, vSphere vMotion, shared storage, vSphere
Fault Tolerance, and so on, edit the IPv6 settings of the VMkernel adapters on the host.

Prerequisites

Verify that IPv6 is enabled on the ESXi host. See “Enable or Disable IPv6 Support on a Host,” on page 189.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Under Manage, select Networking and then select VMkernel adapters.

3 Select the VMkernel adapter on the target distributed or standard switch and click Edit.

4 In the Edit Settings dialog box, click IPv6 settings.

5 Configure the address assignment of the VMkernel adapter.

IPv6 Address Option Description

Obtain IPv6 address automatically
through DHCP

Receive an IPv6 address for the VMkernel adapter from a DHCPv6 server.

Obtain IPv6 address automatically
through Router Advertisement

Receive an IPv6 address for the VMkernel adapter from a router through
Router Advertisement.

Static IPv6 addresses Set one or more addresses. For each address entry, enter the IPv6 address
of the adapter, subnet prefix length and IPv6 address of the default
gateway.

You can select several assignment options according the configuration of your network.

6 (Optional) From the Advanced Settings section of the IPv6 settings page, remove certain IPv6 addresses
that are assigned through Router Advertisement.

You might delete certain IPv6 addresses that the host obtained through Router Advertisement to stop
the communication on these addresses. You might delete all automatically assigned address to enforce
the configured static addresses on the VMkernel.
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7 Click OK to apply the changes on the VMkernel adapter.

Setting Up IPv6 on vCenter Server
Configure vCenter Server for communication with ESXi hosts and with the vSphere Web Client in an IPv6
network.

Set Up IPv6 on the vCenter Server Appliance
Use the vSphere Web Client to configure the vCenter Server Appliance for communication with ESXi hosts
in an IPv6 network.

Procedure

1 On the vSphere Web Client Home page, click System Configuration.

2 Under System Configuration, click Nodes.

3 Under Nodes, select a node and click the Manage tab.

4 Under Common, select Networking and click Edit.

5 Expand the network interface name to edit the IP address settings.

6 Edit the IPv6 settings.

Option Description

Obtain IPv6 settings automatically
through DHCP

Assigns IPv6 addresses to the appliance automatically from the network by
using DHCP.

Obtain IPv6 settings automatically
through Router Advertisement

Assigns IPv6 addresses to the appliance automatically from the network by
using router advertisement.

Static IPv6 addresses Uses static IPv6 addresses that you set up manually.
1 Click the Add icon .
2 Enter the IPv6 address and the subnet prefix length.
3 Click OK.
4 (Optional) Edit the default gateway.

You can configure the appliance to obtain the IPv6 settings automatically through both DHCP and
router advertisement. You can assign static IPv6 address at the same time.

7 (Optional) To remove IPv6 addresses that are assigned automatically through Router Advertisement,
click Remove Addresses and delete the addresses.

You might want to delete certain IPv6 addresses that the vCenter Server Appliance obtained through
Router Advertisement to stop the communication on these addresses and to enforce the configured
static addresses.

What to do next

Connect the ESXi hosts to vCenter Server over IPv6 by using their FQDNs.

Set Up vCenter Server on Windows with IPv6
To connect ESXi hosts or the vSphere Web Client over IPv6 to vCenter Server that runs on a Windows host
machine, configure the IPv6 address settings in Windows.

Procedure

u In the Network and Sharing Center folder of Windows control panel, configure the IPv6 address
settings of the host for the Local Area Connection.
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What to do next

Connect the ESXi hosts to vCenter Server over IPv6 by using their FQDNs.
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Monitoring Network Connection and
Traffic 14

Monitor network connection and packets that pass through the ports of a vSphere Standard Switch or a
vSphere Distributed Switch to analyze the traffic between virtual machines and hosts.

This chapter includes the following topics:

n “Capturing and Tracing Network Packets by Using the pktcap-uw Utility,” on page 193

n “Configure the NetFlow Settings of a vSphere Distributed Switch,” on page 207

n “Working With Port Mirroring,” on page 208

n “vSphere Distributed Switch Health Check,” on page 215

n “Switch Discovery Protocol,” on page 216

Capturing and Tracing Network Packets by Using the pktcap-uw
Utility

Monitor the traffic that flows through physical network adapters, VMkernel adapters, and virtual machines
adapters, and analyze packet information by using the graphical user interface of network analysis tools
such as Wireshark.

In vSphere 5.5 or later, you can monitor packets on a host by using the pktcap-uw console utility. You can
use the utility without additional installation on an ESXi host. pktcap-uw provides many points in the host
network stack at which you can monitor traffic.

For detailed analysis of captured packets, you can save packet content from the pktcap-uw utility to files in
PCAP or PCAPNG format and open them in Wireshark. You can also troubleshoot dropped packets and
trace a packet's path in the network stack.

NOTE   The pktcap-uw utility is not fully supported for backward compatibility across vSphere releases. The
options of the utility might change in the future.
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pktcap-uw Command Syntax for Capturing Packets
Use the pktcap-uw utility to inspect the contents of packets while they traverse the network stack on an ESXi
host.

pktcap-uw Syntax for Capturing Packets
The pktcap-uw command has the following syntax for capturing packets at a certain place in the network
stack:

pktcap-uw switch_port_arguments capture_point_options filter_options output_control_options

NOTE   Certain options of the pktcap-uw utility are designed for VMware internal use only and you should
use them only under the supervision of VMware Technical Support. These options are not described in the
vSphere Networking guide.

Table 14‑1.  pktcap-uw Arguments for Capturing Packets

Argument Group Argument Description

switch_port_arguments --uplink vmnicX Capture packets that are related
to a physical adapter.
You can combine the --uplink
and --capture options for
monitoring packets at a certain
place in the path between the
physical adapter and the virtual
switch.
See “Capture Packets That
Arrive at a Physical Adapter,” on
page 198.

--vmk vmkX Capture packets that are related
to a VMKernel adapter.
You can combine the vmk and
--capture options for
monitoring packets at a certain
place in the path between the
VMkernel adapter and the
virtual switch.
See “Capture Packets for a
VMkernel Adapter,” on
page 201.

--switchport {vmxnet3_port_ID |
vmkernel_adapter_port_ID}

Capture packets that are related
to a VMXNET3 virtual machine
adapter or to a VMkernel
adapter that is connected to a
particular virtual switch port.
You can view the ID of the port
in the network panel of the
esxtop utility.
You can combine the
switchport and capture
options for monitoring packets at
a certain place in the path
between the VMXNET3 adapter
or VMkernel adapter and the
virtual switch.
See “Capture Packets for a
VMXNET3 Virtual Machine
Adapter,” on page 199.
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Table 14‑1.  pktcap-uw Arguments for Capturing Packets (Continued)

Argument Group Argument Description

--lifID lif_ID Capture packets that are related
to the logical interface of a
distributed router. See the
VMware NSX documentation.

capture_point_options --capture capture_point Capture packets at a particular
place in the network stack. For
example, you can monitor
packets right after they arrive
from a physical adapter.

--dir {0|1} Capture packets according to the
direction of the flow with regard
to the virtual switch.
0 stands for incoming traffic and
1 for outgoing traffic.
By default, the pktcap-uw utility
captures ingress traffic.
Use the --dir option together
with the --uplink, --vmk, or
--switchport option.

--stage {0|1} Capture the packet closer to its
source or to its destination. Use
this option to examine how a
package changes while it
traverses the points in the stack.
0 stands for traffic closer to
source and 1 for traffic closer to
destination.
Use the --stage option together
with the --uplink, --vmk ,
--switchport, or --dvfilter
option.

--dvfilter filter_name --capture
PreDVFilter|PostDVFilter

Capture packets before or after a
vSphere Network Appliance
(DVFilter) intercepts them. See 
“Capture Packets at DVFilter
Level,” on page 203.

-A | --availpoints View all capture points that the
pktcap-uw utility supports.

For details about the capture points of the pktcap-uw utility, see “Capture Points of
the pktcap-uw Utility,” on page 205.

filter_options Filter captured packets according to source or destination address, VLAN ID,
VXLAN ID, Layer 3 protocol, and TCP port. See “pktcap-uw Options for Filtering
Packets,” on page 197.

output_control_options Save the contents of a packet to a file, capture only a number of packets, and capture
a number of bytes at the beginning of packets, and so on. See “pktcap-uw Options
for Output Control,” on page 196.

The vertical bars | represent alternative values, and the curly brackets {} used with vertical bars specify a list
of choices for an argument or option.
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pktcap-uw Command Syntax for Tracing Packets
Use the pktcap-uw utility to view the path of a packet in the network stack on an ESXi host for latency
analysis.

pktcap-uw Syntax for Tracing Packets
The command of the pktcap-uw utility has the following syntax for tracing packets in the network stack:

pktcap-uw --trace filter_options output_control_options

Options to the pktcap-uw Utility for Tracing Packets
The pktcap-uw utility supports the following options when you use it to trace packets:

Table 14‑2.  pktcap-uw Options for Tracing Packets

Argument Description

filter_options Filter traced packets according to source or destination
address, VLAN ID, VXLAN ID, Layer 3 protocol, and TCP
port. See “pktcap-uw Options for Filtering Packets,” on
page 197.

output_control_options Save the contents of a packet to a file and trace only a
number of packets. See “pktcap-uw Options for Output
Control,” on page 196.

pktcap-uw Options for Output Control
Use the options for output control of the pktcap-uw utility to save packet contents to a file, capture up to a
certain number of bytes from each packet, and limit the number of captured packets.

pktcap-uw Options for Output Control
The options of the pktcap-uw utility for output control are valid when you capture and trace packets. For
information about the command syntax of the pktcap-uw utility, see “pktcap-uw Command Syntax for
Capturing Packets,” on page 194 and “pktcap-uw Command Syntax for Tracing Packets,” on page 196.

Table 14‑3.  Options for Output Control That Are Supported by the pktcap-uw Utility

Option Description

{-o | --outfile} pcap_file Save captured or traced packets to a file in packet capture
(PCAP) format. Use this option to examine packets in a
visual analyzer tool such as Wireshark.

-P | --ng Save packet content in the PCAPNG file format. Use this
option together with the -o or --outfile option.

--console Print packet details and content to the console output. By
default, the pktcap-uw utility shows packet information in
the console output.

{-c | --count} number_of_packets Capture the first number_of_packets packets.
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Table 14‑3.  Options for Output Control That Are Supported by the pktcap-uw Utility (Continued)

Option Description

{-s | --snaplen} snapshot_length Capture only the first snapshot_length bytes from each
packet. If traffic on the host is intensive, use this option to
reduce the load on the CPU and storage.
To limit the size of captured contents, set a value greater
than 24.
To capture the complete packet, set this option to 0.

-h View help about the pktcap-uw utility.

The vertical bars | represent alternative values, and the curly brackets {} used with vertical bars specify a list
of choices for an argument or option.

pktcap-uw Options for Filtering Packets
Narrow the range of packets that you monitor by using the pktcap-uw utility to apply filtering options for
source and destination address, VLAN, VXLAN, and next level protocol consuming the packet payload.

Filter Options
The filter options for pktcap-uw are valid when you capture and trace packets. For information about the
command syntax of the pktcap-uw utility, see “pktcap-uw Command Syntax for Capturing Packets,” on
page 194 and “pktcap-uw Command Syntax for Tracing Packets,” on page 196.

Table 14‑4.  Filter Options of the pktcap-uw Utility

Option Description

--srcmac mac_address Capture or trace packets that have a specific source MAC
address. Use colons to separate the octets in it.

--dstmac mac_address Capture or trace packets that have a specific destination
MAC address. Use colons to separate the octets in it.

--mac mac_address Capture or trace packets that have a specific source or
destination MAC address. Use colons to separate the octets
in it.

--ethtype 0xEthertype Capture or trace packets at Layer 2 according to the next
level protocol that consumes packet payload.
EtherType corresponds to the EtherType field in Ethernet
frames . It represents the type of next level protocol that
consumes the payload of the frame.
For example, to monitor traffic for the Link Layer
Discovery Protocol (LLDP) protocol, type
--ethtype 0x88CC.

--vlan VLAN_ID Capture or trace packets that belong to a VLAN.

--srcip IP_addess|IP_address/subnet_range Capture or trace packets that have a specific source IPv4
address or subnet.

--dstip IP_addess|IP_address/subnet_range Capture or trace packets that have a specific destination
IPv4 address or subnet.

--ip IP_addess Capture or trace packets that have a specific source or
destination IPv4 address.

--proto 0xIP_protocol_number Capture or trace packets at Layer 3 according to the next
level protocol that consumes the payload.
For example, to monitor traffic for the UDP protocol, type
--proto 0x11.
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Table 14‑4.  Filter Options of the pktcap-uw Utility (Continued)

Option Description

--srcport source_port Capture or trace packets according to their source TCP
port.

--dstport destination_port Capture or trace packets according to their destination TCP
port.

--tcpport TCP_port Capture or trace packets according to their source or
destination TCP port.

--vxlan VXLAN_ID Capture or trace packets that belong to a VXLAN.

The vertical bars | represent alternative values.

Capturing Packets by Using the pktcap-uw Utility
Capture packets through the pktcap-uw utility in the path between a virtual switch and the physical
adapters, VMkernel adapters and virtual machine adapters to troubleshoot data transfer in the network
stack on an ESXi host.

Capture Packets That Arrive at a Physical Adapter
Monitor host traffic related to the external network by capturing packets at certain points in the path
between a vSphere Standard Switch or vSphere Distributed Switch and a physical adapter.

You can specify a certain capture point in the data path between a virtual switch and a physical adapter, or
determine a capture point by traffic direction with regard to the switch and proximity to the packet source
or destination. For information about supported capture points, see “Capture Points of the pktcap-uw
Utility,” on page 205.

Procedure

1 (Optional) Find the name of the physical adapter that you want to monitor in the host adapter list.

n In the vSphere Web Client, on the Manage tab for the host, click Networking and select Physical
adapters.

n In the ESXi Shell to the host, to view a list of the physical adapters and examine their state, run the
following ESXCLI command:

esxcli network nic list

Each physical adapter is represented as vmnicX. X is the number that ESXi assigned to the physical
adapter port.

2 In the ESXi Shell to the host, run the pktcap-uw command with the --uplink vmnicX argument and with
options to monitor packets at a particular point, filter captured packets and save the result to a file.

pktcap-uw --uplink vmnicX [--capture capture_point|--dir 0|1]  [filter_options] [--outfile 

pcap_file_path [--ng]] [--count number_of_packets]

where the square brackets [] enclose the options of the pktcap-uw --uplink vmnicX command and the
vertical bars | represent alternative values.
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If you run the pktcap-uw --uplink vmnicX command without options, you obtain the content of packets
that are incoming to the standard or distributed switch in the console output at the point where they are
switched.

a Use the --capture option to check packets at another capture point or the --dir option at another
traffic direction.

pktcap-uw Command Option Goal

--capture UplinkSnd Monitor packets immediately before they enter the physical adapter
device.

--capture UplinkRcv Monitor packets immediately after they are received in the network
stack from the physical adapter.

--dir 1 Monitor packets that leave the virtual switch.

--dir 0 Monitor packets that enter the virtual switch.
 

b Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

c Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

d Use the--count option to monitor only a number of packets.

3 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

Example: Capture Packets That Are Received at vmnic0 from an IP Address 192.168.25.113

To capture the first 60 packets from a source system that is assigned the IP address 192.168.25.113 at vmnic0
and save them to a file called vmnic0_rcv_srcip.pcap, run the following pktcap-uw command:

 pktcap-uw --uplink vmnic0 --capture UplinkRcv --srcip 192.168.25.113 --outfile 

vmnic0_rcv_srcip.pcap --count 60

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Capture Packets for a VMXNET3 Virtual Machine Adapter
Monitor traffic that flows between a virtual switch and a VMXNET3 virtual machine adapter by using the
pktcap-uw utility.

You can specify a certain capture point in the data path between a virtual switch and a virtual machine
adapter. You can also determine a capture point by traffic direction with regard to the switch and proximity
to the packet source or destination. For information about supported capture points, see “Capture Points of
the pktcap-uw Utility,” on page 205.

Prerequisites

Verify that the virtual machine adapter is of type VMXNET3.
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Procedure

1 On the host, learn the port ID of the virtual machine adapter by using the esxtop utility.

a In the ESXi Shell to the host, to start the utility, run esxtop.

b Press N to switch to the network panel of the utility.

c In the USED-BY column, locate the virtual machine adapter, and write down the PORT-ID value
for it.

The USED-BY field contains the name of the virtual machine and the port to which the virtual
machine adapter is connected.

d Press Q to exit esxtop.

2 In the ESXi Shell to the host, run pktcap-uw --switchport port_ID.

port_ID is the ID that the esxtop utility displays for the virtual machine adapter in the PORT-ID column.

3 In the ESXi Shell to the host, run the pktcap-uw command with the --switchport port_ID argument and
with options to monitor packets at a particular point, filter captured packets and save the result to a file.

pktcap-uw --switchport port_ID [--capture capture_point|--dir 0|1 --stage 0|1]  

[filter_options] [--outfile pcap_file_path [--ng]] [--count number_of_packets]

where the square brackets [] enclose the options of the pktcap-uw --switchport port_ID command and
the vertical bars | represent alternative values.

If you run the pktcap-uw --switchport port_ID command without options, you obtain the content of
packets that are incoming to the standard or distributed switch in the console output at the point when
they are switched.

a To check packets at another capture point or direction in the path between the guest operating
system and the virtual switch, use the --capture option or combine the values of the --dir and
--stage options.

pktcap-uw Command Options Goal

--capture Vmxnet3Tx Monitor packets when they pass from the virtual machine to the
switch.

--capture Vmxnet3Rx Monitor packets when they arrive to the virtual machine.

--dir 1 --stage 0 Monitor packets immediately after they leave the virtual switch.

--dir 1 Monitor packets immediately before they enter the virtual machine.

--dir 0 --stage 1 Monitor packets immediately after they enter the virtual switch.
 

b Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

c Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

d Use the--count option to monitor only a number of packets.
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4 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

Example: Capture Packets That Are Received at a Virtual Machine from an IP Address 192.168.25.113

To capture the first 60 packets from a source that is assigned the IP address 192.168.25.113 when they arrive
at a virtual machine adapter with port ID 33554481 and save them to a file called vmxnet3_rcv_srcip.pcap,
run the following pktcap-uw command:

 pktcap-uw --switchport 33554481 --capture Vmxnet3Rx --srcip 192.168.25.113 --outfile 

vmxnet3_rcv_srcip.pcap --count 60

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Capture Packets for a VMkernel Adapter
Monitor packets that are exchanged between a VMkernel adapter and a virtual switch by using the pktcap-
uw utility.

You can capture packets at a certain capture point in the flow between a virtual switch and a VMkernel
adapter. You can also determine a capture point by traffic direction with regard to the switch and proximity
to the packet source or destination. For information about supported capture points, see “Capture Points of
the pktcap-uw Utility,” on page 205.

Procedure

1 (Optional) Find the name of the VMkernel adapter that you want to monitor in the VMkernel adapter
list.

n In the vSphere Web Client, from the Networking list on the Manage tab for the host, select
VMkernel adapters.

n In the ESXi Shell to the host, to view a list of the physical adapters, run the following console
command:

esxcli network ip interface list

Each VMkernel adapter is represented as vmkX, where X is the sequence number that ESXi assigned to
the adapter.

2 In the ESXi Shell to the host, run the pktcap-uw command with the --vmk vmkX argument and with
options to monitor packets at a particular point, filter captured packets and save the result to a file.

pktcap-uw --vmk vmkX [--capture capture_point|--dir 0|1 --stage 0|1]  [filter_options] 

[--outfile pcap_file_path [--ng]] [--count number_of_packets]

where the square brackets [] enclose the options of the pktcap-uw --vmk vmkX command and the vertical
bars | represent alternative values.
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You can replace the --vmk vmkX option with --switchport vmkernel_adapter_port_ID, where
vmkernel_adapter_port_ID is the PORT-ID value that the network panel of the esxtop utility displays for
the adapter.

If you run the pktcap-uw --vmk vmkX command without options, you obtain the content of packets that
are leaving the VMkernel adapter.

a To check transmitted or received packets at a specific place and direction, use the --capture
option, or combine the values of the --dir and --stage options.

pktcap-uw Command Options Goal

--dir 1 --stage 0 Monitor packets immediately after they leave the virtual switch.

--dir 1 Monitor packets immediately before they enter the VMkernel adapter.

--dir 0 --stage 1 Monitor packets immediately before they enter the virtual switch.
 

b Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

c Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

d Use the--count option to monitor only a number of packets.

3 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Capture Dropped Packets
Troubleshoot lost connectivity by capturing dropped packets through the pktcap-uw utility.

A packet might be dropped at a point in the network stream for many reasons, for example, a firewall rule,
filtering in an IOChain and DVfilter, VLAN mismatch, physical adapter malfunction, checksum failure, and
so on. You can use the pktcap-uw utility to examine where packets are dropped and the reason for the drop.
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Procedure

1 In the ESXi Shell to the host, run the pktcap-uw --capture Drop command with options to monitor
packets at a particular point, filter captured packets and save the result to a file.

pktcap-uw --capture Drop [filter_options] [--outfile pcap_file_path [--ng]] [--count 

number_of_packets]

where the square brackets [] enclose the options of the pktcap-uw --capture Drop command and the
vertical bars | represent alternative values.

a Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

b Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

NOTE   You can see the reason and the place where a packet is dropped only when you capture
packets to the console output. The pktcap-uw utility saves only the content of packets to a .pcap
or .pcapng file.

c Use the--count option to monitor only a number of packets.

2 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

Besides the contents of dropped packets, the output of the pktcap-uw utility displays the reason for the drop
and the function in the network stack that handled the packet last.

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Capture Packets at DVFilter Level
Examine how packets change when they pass through a vSphere Network Appliance (DVFilter).

DVFilters are agents that reside in the stream between a virtual machine adapter and a virtual switch. They
intercept packets to protect virtual machines from security attacks and unwanted traffic.

Procedure

1 (Optional) To find the name of the DVFilter that you want to monitor, in the ESXi Shell, run the
summarize-dvfilter command.

The output of the command contains the fast-path and slow-path agents of the DVFilters that are
deployed on the host.
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2 Run the pktcap-uw utility with the --dvfilter dvfilter_name argument and with options to monitor
packets at a particular point, filter captured packets and save the result to a file.

pktcap-uw --dvFilter dvfilter_name --capture PreDVFilter|PostDVFilter [filter_options] 

[--outfile pcap_file_path [--ng]] [--count number_of_packets]

where the square brackets [] enclose optional items of the pktcap-uw --dvFilter vmnicX command and
the vertical bars | represent alternative values.

a Use the --capture option to monitor packets before or after the DVFilter intercepts them.

pktcap-uw Command Option Goal

--capture PreDVFilter Capture packets before they enter the DVFilter.

--capture PostDVFilter Capture packets after they leave the DVFilter.
 

b Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

c Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

d Use the--count option to monitor only a number of packets.

3 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Using the Capture Points of the pktcap-uw Utility
You use the capture points of the pktcap-uw utility to monitor packets when a function handles them at a
specific place in the network stack on a host.

Overview of Capture Points

A capture point in the pktcap-uw utility represents a place in the path between a virtual switch on one side
and a physical adapter, VMkernel adapter or a virtual machine adapter on the other.

You can use certain capture points in combination with an adapter option. For example, you use the
UplinkRcv point when you capture uplink traffic. You can address other points standalone. For example,
use the Drop point to inspect all dropped packets.

NOTE   Certain capture points of the pktcap-uw utility are designed for VMware internal use only and you
should use them only under the supervision of VMware Technical Support. These capture points are not
described in the vSphere Networking guide.
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Option for Using Capture Points in the pktcap-uw Utility

To examine a packet state or content at a capture point, add the --capturecapture_point option to the
pktcap-uw utility.

Auto-Selecting a Capture Point

For traffic that is related to a physical, VMkernel or VMXNET3 adapter, by combining the --dir and
--stage options you can auto-select and switch between capture points to examine how a packet changes
before and after a point.

Capture Points of the pktcap-uw Utility

The pktcap-uw utility supports capture points that can be used only when you monitor uplink, VMkernel or
virtual machine traffic, and capture points that represent special places in the stack that are not related to the
adapter type.

Capture Points That Are Relevant to Physical Adapter Traffic

The pktcap-uw --uplink vmnicX command supports capture points for functions that handle traffic at a
specific place and direction in the path between the physical adapter and the virtual switch.

Capture Point Description

UplinkRcv The function that receives packets from the physical adapter.

UplinkSnd The function that sends packets to the physical adapter.

PortInput The function that passes a list of packets from UplinkRcv to a port on the virtual switch.

PortOutput The function that passes a list of packets from a port on the virtual switch to the UplinkSnd point.

Capture Points That Are Relevant to Virtual Machine Traffic

The pktcap-uw --switchport vmxnet3_port_ID command supports capture points for functions that handle
traffic packets at a specific place and direction in the path between a VMXNET3 adapter and a virtual
switch.

Capture Point Description

Vmxnet3Rx The function in the VMXNET3 backend that receives packets from the virtual switch.

Vmxnet3Tx The function in the VMXNET3 backend that sends packets from the virtual machine to the virtual
switch.

PortOutput The function that passes a list of packets from a port on the virtual switch to Vmxnet3Rx.

PortInput The function that passes a list of packets from Vmxnet3Tx to a port on the virtual switch. Default
capture point for traffic related to a VMXNET3 adapter.

Capture Points That Are Relevant to VMkernel Adapter Traffic

The pktcap-uw --vmk vmkX and pktcap-uw --switchport vmkernel_adapter_port_ID commands support
capture points that represent functions at a specific place and direction in the path between a VMkernel
adapter and a virtual switch.

Capture Point Description

PortOutput The function that passes a list of packets from a port on the virtual switch to the VMkernel adapter.

PortInput The function that passes a list of packets from the VMkernel adapter to a port on the virtual switch.
Default capture point for traffic related to a VMkernel adapter.

Capture Points That Are Relevant to Distributed Virtual Filters

The pktcap-uw --dvfilter divfilter_name command requires a capture point that indicates whether to
capture packets when they enter the DVFilter or when they leave it.
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Capture Point Description

PreDVFilter The point before a DVFilter intercepts a packet.

PostDVFilter The point after a DVFilter intercepts a packet.

Standalone Capture Points

Certain capture points are mapped directly to the network stack rather than to a physical, VMkernel or
VMXNET3 adapter.

Capture Point Description

Drop Captures dropped packets and shows the place where drops occur.

TcpipDispatch Capture packets at the function that dispatches traffic to the TCP/IP stack of the VMkernel from the
virtual switch, and the reverse.

PktFree Capture packets right before they are released.

VdrRxLeaf Capture packets at the receive leaf I/O chain of a dynamic router in VMware NSX. Use this capture
point together with the --lifID option.

VdrRxTerminal Capture packets at the receive terminal I/O chain of a dynamic router in VMware NSX. Use this capture
point together with the --lifID option.

VdrTxLeaf Capture packets at the transmit leaf I/O chain of a dynamic router in VMware NSX. Use this capture
point together with the --lifID option.

VdrTxTerminal Capture packets at the transmit terminal I/O chain of a dynamic router in VMware NSX. Use this
capture point together with the --lifID option.

For information about dynamic routers, see the VMware NSX documentation.

List the Capture Points of the pktcap-uw Utility

View all capture points of the pktcap-uw utility to find the name of capture point for monitoring traffic at a
certain place in the network stack on the ESXi host.

For information about the capture points of the pktcap-uw utility, see “Capture Points of the pktcap-uw
Utility,” on page 205.

Procedure

u In the ESXi Shell to the host, run the pktcap-uw -A command to view all capture points that the pktcap-
uw utility supports.

Trace Packets by Using the pktcap-uw Utility
Use the pktcap-uw utility to trace the path that packets traverse in the network stack for latency analysis and
for locating the point where a packet is corrupted or dropped.

The pktcap-uw utility shows the path of packets together with timestamps that note the time when a packet
is handled by a networking function on ESXi. The utility reports the path of a packet immediately before it is
released from the stack.

To view the full path information for a packet, you must print the result from the pktcap-uw utility in the
console output or save it to a PCAPNG file.

vSphere Networking

206  VMware, Inc.



Procedure

1 In the ESXi Shell to the host, run the pktcap-uw --trace command with options to filter traced packets,
save the result to a file and limit the number of traced packets.

pktcap-uw --trace [filter_options] [--outfile pcap_file_path [--ng]] [--count 

number_of_packets]

where the square brackets [] enclose optional items of the pktcap-uw --trace command and the vertical
bars | represent alternative values.

a Use a filter_options to filter packets according to source and destination address, VLAN ID, VXLAN
ID, Layer 3 protocol, and TCP port.

For example, to monitor packets from a source system that has IP address 192.168.25.113, use the
--srcip 192.168.25.113 filter option.

b Use options to save the contents of each packet or the contents of a limited number of packets to
a .pcap or .pcapng file.

n To save packets to a .pcap file, use the --outfile option.

n To save packets to a .pcapng file, use the --ng and --outfile options.

You can open the file in a network analyzer tool such as Wireshark.

By default, the pktcap-uw utility saves the packet files to the root folder of the ESXi file system.

NOTE   A .pcap file contains only the contents of traced packets. To collect packet paths besides
packet content, save the output to a .pcapng file.

c Use the--count option to monitor only a number of packets.

2 If you have not limited the number of packets by using the --count option, press Ctrl+C to stop
capturing or tracing packets.

What to do next

If the contents of the packet are saved to a file, copy the file from the ESXi host to the system that runs a
graphical analyzer tool, such as Wireshark, and open it in the tool to examine the packet details.

Configure the NetFlow Settings of a vSphere Distributed Switch
Analyze virtual machine IP traffic that flows through a vSphere Distributed Switch by sending reports to a
NetFlow collector.

Version 5.1 and later of vSphere Distributed Switch supports IPFIX (NetFlow version 10).

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Settings > Edit Netflow.

3 Type the Collector IP address and Collector port of the NetFlow collector.

You can contact the NetFlow collector by IPv4 or IPv6 address.

4 Set an Observation Domain ID that identifies the information related to the switch.

5 To see the information from the distributed switch in the NetFlow collector under a single network
device instead of under a separate device for each host on the switch, type an IPv4 address in the
Switch IP address text box.

6 (Optional) In the Active flow export timeout and Idle flow export timeout text boxes, set the time, in
seconds, to wait before sending information after the flow is initiated.
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7 (Optional) To change the portion of data that the switch collects, configure Sampling Rate.

The sampling rate represents the number of packets that NetFlow drops after every collected packet. A
sampling rate of x instructs NetFlow to drop packets in a collected packets:dropped packets ratio 1:x. If the
rate is 0, NetFlow samples every packet, that is, collect one packet and drop none. If the rate is 1,
NetFlow samples a packet and drops the next one, and so on.

8 (Optional) To collect data on network activity between virtual machines on the same host, enable
Process internal flows only.

Collect internal flows only if NetFlow is enabled on the physical network device to avoid sending
duplicate information from the distributed switch and the physical network device.

9 Click OK.

What to do next

Enable NetFlow reporting for traffic from virtual machines connected to a distributed port group or a port.
See “Enable or Disable NetFlow Monitoring on a Distributed Port Group or Distributed Port,” on page 107.

Working With Port Mirroring
Port mirroring allows you to mirror a distributed port's traffic to other distributed ports or specific physical
switch ports.

Port mirroring is used on a switch to send a copy of packets seen on one switch port (or an entire VLAN) to
a monitoring connection on another switch port. Port mirroring is used to analyze and debug data or
diagnose errors on a network.

Port Mirroring Version Compatibility
Certain port mirroring functionality in vSphere 5.1 and later depends on which version of vCenter Server,
vSphere distributed switch, and host you use, and how you use these aspects of vSphere together.

Table 14‑5.  Port mirroring compatibility

vCenter Server version
vSphere distributed
switch version Host version

vSphere 5.1 port mirroring
functionality

vSphere 5.1 and later vSphere 5.1 and later vSphere 5.1 and later vSphere 5.1 port mirroring is
available for use. Features
for vSphere 5.0 and earlier
port mirroring are not
available.

vSphere 5.1 and later vSphere 5.1 and later vSphere 5.0 and earlier vSphere 5.0 and earlier hosts
can be added to vSphere 5.1
vCenter Server, but cannot
be added to distributed
switches version 5.1 and
later.

vSphere 5.1 and later vSphere 5.0 vSphere 5.0 vSpherevCenter Server
version 5.1 and later can
configure port mirroring on
a vSphere 5.0 distributed
switch.

vSphere 5.1 and later vSphere 5.0 vSphere 5.1 and later Hosts running vSphere 5.1
can be added to vSphere 5.0
distributed switches and
support vSphere 5.0 port
mirroring.
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Table 14‑5.  Port mirroring compatibility (Continued)

vCenter Server version
vSphere distributed
switch version Host version

vSphere 5.1 port mirroring
functionality

vSphere 5.1 and later Pre-vSphere 5.0 vSphere 5.5 and earlier Port mirroring is not
supported.

vSphere 5.0 and earlier vSphere 5.0 and earlier vSphere 5.1 A vSphere 5.1 host cannot be
added to vCenter Server 5.0
and earlier.

If you use a host profile with port mirroring settings, the host profile must be adapted to the new version of
port mirroring in vSphere 5.1 and later.

Port Mirroring Interoperability
There are some interoperability issues to consider when using vSphere 5.1 port mirroring with other
features of vSphere.

vMotion
vMotion functions differently depending on which vSphere 5.1 port mirroring session type you select.
During vMotion, a mirroring path could be temporarily invalid, but is restored when vMotion completes.

Table 14‑6.  vMotion Interoperability with port mirroring

Port mirroring session
type Source and destination

Interoperable with
vMotion Functionality

Distributed Port Mirroring Non-uplink distributed
port source and destination

Yes Port mirroring between
distributed ports can only be
local. If the source and
destination are on different
hosts due to vMotion,
mirroring between them will
not work. However, if the
source and destination move
to the same host, port
mirroring works.

Remote Mirroring Source Non-uplink distributed
port source

Yes When a source distributed
port is moved from host A to
host B, the original
mirroring path from the
source port to A's uplink is
removed on A, and a new
mirroring path from the
source port to B's uplink is
created on B. Which uplink
is used is determined by the
uplink name specified in
session.

Uplink port destinations No Uplinks can not be moved
by vMotion.

Remote Mirroring
Destination

VLAN source No

Non-uplink distributed
port destination

Yes When a destination
distributed port is moved
from host A to host B, all
original mirroring paths
from source VLANs to the
destination port are moved
from A to B.
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Table 14‑6.  vMotion Interoperability with port mirroring (Continued)

Port mirroring session
type Source and destination

Interoperable with
vMotion Functionality

Encapsulated Remote
Mirroring (L3) Source

Non-uplink distributed
port source

Yes When a source distributed
port is moved from host A to
host B, all original mirroring
paths from the source port to
destination IPs are moved
from A to B.

IP destination No

Distributed Port Mirroring
(legacy)

IP source No

Non-uplink distributed
port destination

No When a destination
distributed port is moved
from host A to host B, all
original mirroring paths
from source IPs to the
destination port are invalid
because the port mirroring
session source still sees the
destination on A.

TSO and LRO
TCP Segmentation Offload (TSO) and large receive offload (LRO) might cause the number of mirroring
packets to not equal to the number of mirrored packets.

When TSO is enabled on a vNIC, the vNIC might send a large packet to a distributed switch. When LRO is
enabled on a vNIC, small packets sent to it might be merged into a large packet.

Source Destination Description

TSO LRO Packets from the source vNIC might be large packets, and whether they are split is
determined by whether their sizes are larger than the destination vNIC LRO limitation.

TSO Any destination Packets from the source vNIC might be large packets, and they are split to standard
packets at the destination vNIC.

Any source LRO Packets from the source vNIC are standard packets, and they might be merged into
larger packets at the destination vNIC.

Create a Port Mirroring Session
Create a port mirroring session by using the vSphere Web Client to mirror vSphere Distributed Switch
traffic to ports, uplinks, and remote IP addresses.

Prerequisites

Verify that the vSphere Distributed Switch is version 5.0.0 and later.

Procedure

1 Select Port Mirroring Session Type on page 211
To begin a port mirroring session, you must specify the type of port mirroring session.

2 Specify Port Mirroring Name and Session Details on page 211
To continue creating a port mirroring session, specify the name, description, and session details for the
new port mirroring session.
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3 Select Port Mirroring Sources on page 212
To continue creating a port mirroring session, select sources and traffic direction for the new port
mirroring session.

4 Select Port Mirroring Destinations and Verify Settings on page 212
To complete the creation of a port mirroring session, select ports or uplinks as destinations for the port
mirroring session.

Select Port Mirroring Session Type
To begin a port mirroring session, you must specify the type of port mirroring session.

Procedure

1 Browse to a distributed switch in the vSphere Web Client navigator.

2 Click the Manage tab and select Settings > Port Mirroring

3 Click New.

4 Select the session type for the port mirroring session.

Option Description

Distributed Port Mirroring Mirror packets from a number of distributed ports to other distributed
ports on the same host. If the source and the destination are on different
hosts, this session type does not function.

Remote Mirroring Source Mirror packets from a number of distributed ports to specific uplink ports
on the corresponding host.

Remote Mirroring Destination Mirror packets from a number of VLANs to distributed ports.

Encapsulated Remote Mirroring (L3)
Source

Mirror packets from a number of distributed ports to remote agent’s IP
addresses. The virtual machine’s traffic is mirrored to a remote physical
destination through an IP tunnel.

Distributed Port Mirroring (legacy) Mirror packets from a number of distributed ports to a number of
distributed ports and/or uplink ports on the corresponding host.

 
5 Click Next.

Specify Port Mirroring Name and Session Details
To continue creating a port mirroring session, specify the name, description, and session details for the new
port mirroring session.

Procedure

1 Set the session properties. Different options are available for configuration depending on which session
type you selected.

Option Description

Name You can enter a unique name for the port mirroring session, or accept the
automatically generated session name.

Status Use the drop down menu to enable or disable the session.

Session type Displays the type of session you selected.

Normal I/O on destination ports Use the drop-down menu to allow or disallow normal I/O on destination
ports. This property is only available for uplink and distributed port
destinations.
If you disallow this option, mirrored traffic will be allowed out on
destination ports, but no traffic will be allowed in.
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Option Description

Mirrored packet length (Bytes) Use the check box to enable mirrored packet length in bytes. This puts a
limit on the size of mirrored frames. If this option is selected, all mirrored
frames are truncated to the specified length.

Sampling rate Select the rate at which packets are sampled. This is enabled by default for
all port mirroring sessions except legacy sessions.

Description You have the option to enter a description of the port mirroring session
configuration.

 
2 Click Next.

Select Port Mirroring Sources
To continue creating a port mirroring session, select sources and traffic direction for the new port mirroring
session.

You can create a port mirroring session without setting the source and destinations. When a source and
destination are not set, a port mirroring session is created without the mirroring path. This allows you to
create a port mirroring session with the correct properties set. Once the properties are set, you can edit the
port mirroring session to add the source and destination information.

Procedure

1 Select the source of the traffic to be mirrored and the traffic direction.

Depending on the type of port mirroring session you selected, different options are available for
configuration.

Option Description

Add existing ports from a list Click Select distributed ports. A dialog box displays a list of existing
ports. Select the check box next to the distributed port and click OK. You
can choose more than one distributed port.

Add existing ports by port number Click Add distributed ports, enter the port number and click OK.

Set the traffic direction After adding ports, select the port in the list and click the ingress, egress, or
ingress/egress button. Your choice appears in the Traffic Direction column.

Specify the source VLAN If you selected a Remote Mirroring Destination sessions type, you must
specify the source VLAN. ClickAdd to add a VLAN ID. Edit the ID by
using the up and down arrows, or clicking in the field and entering the
VLAN ID manually.

 
2 Click Next.

Select Port Mirroring Destinations and Verify Settings
To complete the creation of a port mirroring session, select ports or uplinks as destinations for the port
mirroring session.

You can create a port mirroring session without setting the source and destinations. When a source and
destination are not set, a port mirroring session is created without the mirroring path. This allows you to
create a port mirroring session with the correct properties set. Once the properties are set, you can edit the
port mirroring session to add the source and destination information.

Port mirroring is checked against the VLAN forwarding policy. If the VLAN of the original frames is not
equal to or trunked by the destination port, the frames are not mirrored.

vSphere Networking

212  VMware, Inc.



Procedure

1 Select the destination for the port mirroring session.

Depending on which type of session you chose, different options are available.

Option Description

Select a destination distributed port Click Select distributed ports to select ports from a list, or click Add
distributed ports to add ports by port number. You can add more than
one distributed port.

Select an uplink Select an available uplink from the list and click Add to add the uplink to
the port mirroring session. You can select more than one uplink.

Select ports or uplinks Click Select distributed ports to select ports from a list, or click Add
distributed ports to add ports by port number. You can add more than
one distributed port.
Click Add uplinks to add uplinks as the destination. Select uplinks from
the list and click OK.

Specify IP address Click Add. A new list entry is created. Select the entry and either click Edit
to enter the IP address, or click directly in the IP Address field and type the
IP address. A warning appears if the IP address is invalid.

 
2 Click Next.

3 Review the information that you entered for the port mirroring session on the Ready to complete page.

4 (Optional) Use the Back button to edit the information.

5 Click Finish.

The new port mirroring session appears in the Port Mirroring section of the Settings tab.

View Port Mirroring Session Details
View port mirroring session details, including status, sources, and destinations.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Manage tab click Settings > Port Mirroring.

3 Select a port mirroring session from the list to display more detailed information at the bottom of the
screen. Use the tabs to review configuration details.

4 (Optional) Click New to add a new port mirroring session.

5 (Optional) Click Edit to edit the details for the selected port mirroring session.

6 (Optional) Click Remove to delete the selected port mirroring session.

Edit Port Mirroring Session Details, Sources, and Destinations
Edit the details of a port mirroring session, including name, description, status, sources, and destinations.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 Click the Manage tab and select Settings > Port Mirroring.

3 Select a port mirroring session from the list and click Edit.

Chapter 14 Monitoring Network Connection and Traffic

VMware, Inc.  213



4 On the Properties page, edit the session properties.

Depending on the type of port mirroring session being edited, different options are available for
configuration.

Option Description

Name You can enter a unique name for the port mirroring session, or accept the
automatically generated session name.

Status Use the drop-down menu to enable or disable the session.

Normal I/O on destination ports Use the drop-down menu to allow or disallow normal I/O on destination
ports. This property is only available for uplink and distributed port
destinations.
If you do not select this option, mirrored traffic will be allowed out on
destination ports, but no traffic will be allowed in.

Encapsulated VLAN ID Enter a valid VLAN ID in the field. This information is required for
Remote Mirroring Source port mirroring sessions.
Mark the check box next to Preserve original VLAN to create a VLAN ID
that encapsulates all frames at the destination ports. If the original frames
have a VLAN and Preserve original VLAN is not selected, the
encapsulation VLAN replaces the original VLAN.

Mirrored packet length (Bytes) Use the check box to enable mirrored packet length in bytes. This puts a
limit on the size of mirrored frames. If this option is selected, all mirrored
frames are truncated to the specified length.

Description You have the option to enter a description of the port mirroring session
configuration.

 
5 On the Sources page, edit sources for the port mirroring session.

Depending on the type of port mirroring session being edited, different options are available for
configuration.

Option Description

Add existing ports from a list Click the Select distributed ports… button. A dialog opens with a list of
existing ports. Select the check box next to the distributed port and click
OK. You can choose more than one distributed port.

Add existing ports by port number Click the Add distributed ports… button, enter the port number and click
OK.

Set the traffic direction After adding ports, select the port in the list and click the ingress, egress, or
ingress/egress button. Your choice is displayed in the Traffic Direction
column.

Specify the source VLAN If you selected a Remote Mirroring Destination sessions type, you must
specify the source VLAN. Click the Add button to add a VLAN ID. Edit
the ID by either using the up and down arrows, or clicking in the field and
entering the VLAN ID manually.

 
6 In the Destinations section, edit the destinations for the port mirroring session.

Depending on the type of port mirroring session being edited, different options are available for
configuration.

Option Description

Select a destination distributed port Click the Select distributed ports… button to select ports from a list, or
click the Add distributed ports… button to add ports by port number. You
can add more than one distributed port.

Select a uplinks Select an available uplink from the list and click Add > to add the uplink to
the port mirroring session. You can select more than one uplink.
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Option Description

Select ports or uplinks Click the Select distributed ports… button to select ports from a list, or
click the Add distributed ports… button to add ports by port number. You
can add more than one distributed port.
Click theAdd uplinks... button to add uplinks as the destination. Select
uplinks from the list and click OK.

Specify IP address Click the Add button. A new list entry is created. Select the entry and
either click the Edit button to enter the IP address, or click directly into the
IP Address field and enter the IP address. A warning dialog opens if the IP
address is invalid.

 
7 Click OK.

vSphere Distributed Switch Health Check
The health check support in vSphere Distributed Switch 5.1 and later helps you identify and troubleshoot
configuration errors in a vSphere Distributed Switch.

vSphere runs regular health checks to examine certain settings on the distributed and physical switches to
identify common errors in the networking configuration. The default interval between two health checks is 1
minute.

Configuration Error Health Check
Required Configuration
on the Distributed Switch

The VLAN trunk ranges configured on
the distributed switch do not match the
trunk ranges on the physical switch.

Checks whether the VLAN settings on the
distributed switch match the trunk port
configuration on the connected physical
switch ports.

At least two active physical
NICs

The MTU settings on the physical
network adapters, distributed switch,
and physical switch ports do not match.

Checks whether the physical access switch
port MTU jumbo frame setting based on per
VLAN matches the vSphere distributed
switch MTU setting.

At least two active physical
NICs

The teaming policy configured on the
port groups does not match the policy on
the physical switch port-channel.

Checks whether the connected access ports of
the physical switch that participate in an
EtherChannel are paired with distributed
ports whose teaming policy is IP hash.

At least two active physical
NICs and two hosts

Health check is limited to only the access switch port to which the distributed switch uplink connects.

Enable or Disable vSphere Distributed Switch Health Check
Health check monitors for changes in vSphere Distributed Switch configurations. You must enable vSphere
Distributed Switch health check to perform checks on distributed switch configurations.

Prerequisites

Verify that the vSphere Distributed Switch is version 5.1 and later.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, selectSettings > Edit Health Check.
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3 Use the drop-down menus to enable or disable health check options.

Option Description

VLAN and MTU Reports the status of distributed uplink ports and VLAN ranges.

Teaming and Failover Checks for any configuration mismatch between theESXi host and the
physical switch used in the teaming policy.

 
4 Click OK.

What to do next

When you change the configuration of a vSphere Distributed Switch, you can view information about the
change in the Monitor tab in the vSphere Web Client. See “View vSphere Distributed Switch Health Status,”
on page 216.

View vSphere Distributed Switch Health Status
Once you have enabled health check on a vSphere Distributed Switch, you can view the network health
status of the hosts connected in the vSphere Web Client .

Prerequisites

Verify that health check for VLAN and MTU, and for teaming policy is enabled on the vSphere Distributed
Switch. See “Enable or Disable vSphere Distributed Switch Health Check,” on page 215.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 On the Monitor tab, click Health.

3 In the Health Status Details section, examine the overall, VLAN, MTU and teaming health of the hosts
connected to the switch.

Switch Discovery Protocol
Switch discovery protocols help vSphere administrators to determine which port of the physical switch is
connected to a vSphere standard switch or vSphere distributed switch.

vSphere 5.0 and later supports Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP).
CDP is available for vSphere standard switches and vSphere distributed switches connected to Cisco
physical switches. LLDP is available for vSphere distributed switches version 5.0.0 and later.

When CDP or LLDP is enabled for a particular vSphere distributed switch or vSphere standard switch, you
can view properties of the peer physical switch such as device ID, software version, and timeout from the
vSphere Web Client.

Enable Cisco Discovery Protocol on a vSphere Distributed Switch
Cisco Discovery Protocol (CDP) enables vSphere administrators to determine which port of a physical Cisco
switch connects to a vSphere Standard Switch or vSphere Distributed Switch. When CDP is enabled for a
vSphere Distributed Switch, you can view the properties of the Cisco switch such as device ID, software
version, and timeout.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Settings > Edit Settings.

3 In the Edit Settings dialog box, click Advanced.
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4 In the Discovery Protocol section, select Cisco Discovery Protocol from the Type drop-down menu.

5 From the Operation drop-down menu, select the operational mode of the ESXi hosts connected to the
switch.

Option Description

Listen ESXi detects and displays information about the associated Cisco switch
port, but information about the vSphere Distributed Switch is not available
to the Cisco switch administrator.

Advertise ESXi makes information about the vSphere Distributed Switch available to
the Cisco switch administrator, but does not detect and display
information about the Cisco switch.

Both ESXi detects and displays information about the associated Cisco switch
and makes information about the vSphere Distributed Switch available to
the Cisco switch administrator.

 
6 Click OK.

Enable Link Layer Discovery Protocol on a vSphere Distributed Switch
With Link Layer Discovery Protocol (LLDP), vSphere administrators can determine which physical switch
port connects to a given vSphere Distributed Switch. When LLDP is enabled for a particular distributed
switch, you can view properties of the physical switch (such as chassis ID, system name and description,
and device capabilities) from the vSphere Web Client.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Settings > Edit Settings.

3 In the Edit Settings dialog box, click Advanced.

4 In the Discovery Protocol section, select Link Layer Discovery Protocol from the Type drop-down
menu.

5 From the Operation drop-down menu, select the operational mode of the ESXi hosts connected to the
switch.

Operation Description

Listen ESXi detects and displays information about the associated physical switch
port, but information about the vSphere Distributed Switch is not available
to the switch administrator.

Advertise ESXi makes information about the vSphere Distributed Switch available to
the switch administrator, but does not detect and display information
about the physical switch.

Both ESXi detects and displays information about the associated physical switch
and makes information about the vSphere Distributed Switch available to
the switch administrator.

 
6 Click OK.
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View Switch Information
When Cisco Discovery Protocol (CDP) or Link Layer Discovery Protocol (LLDP) is enabled on the
distributed switch and the hosts connected to the switch are in Listen or Both operational mode, you can
view physical switch information from the vSphere Web Client.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab, and click Networking > Physical adapters.

3 Select a physical adapter from the list to view detailed information.

According to the enabled switch discovery protocol, the properties of the switch appear under the CDP or
LLDP tab. If the information is available in the network, under Peer device capability you can examine the
system capabilities of the switch.
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Configuring Protocol Profiles for
Virtual Machine Networking 15

A network protocol profile contains a pool of IPv4 and IPv6 addresses that vCenter Server assigns to vApps
or to virtual machines with vApp functionality that are connected to port groups associated with the profile.

Network protocol profiles also contain settings for the IP subnet, DNS, and HTTP proxy server.

To configure the networking settings of virtual machines by using from network protocol profiles, perform
the following operations:

n Create network profiles at the level of a data center or a vSphere distributed switch.

n Associate a protocol profile with the port group of a vApp virtual machine.

n Enable the transient or static IP allocation policy from the settings of the vApp or from the vApp
options of a virtual machine.

NOTE   If you move a vApp or a virtual machine that retrieves its network settings from a protocol profile to
another data center, to power it on you must assign a protocol profile to the connected port group on the
destination data center.

n Add a Network Protocol Profile on page 220
A network protocol profile contains a pool of IPv4 and IPv6 addresses. vCenter Server assigns those
resources to vApps or to virtual machines with vApp functionality that are connected to port groups
associated with the profile.

n Associate a Port Group with a Network Protocol Profile on page 222
To apply the range of IP addresses from a network protocol profile to a virtual machine that is a part
of a vApp or has vApp functionality enabled, associate the profile with a port group that controls the
networking of the virtual machine.

n Configure a Virtual Machine or vApp to Use a Network Protocol Profile on page 222
After you associate a protocol profile to a port group of a standard switch or a distributed switch,
enable the usage of profile on a virtual machine that is connected to the port group and is associated
with a vApp or has the vApp options enabled.
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Add a Network Protocol Profile
A network protocol profile contains a pool of IPv4 and IPv6 addresses. vCenter Server assigns those
resources to vApps or to virtual machines with vApp functionality that are connected to port groups
associated with the profile.

Network protocol profiles also contain settings for the IP subnet, DNS, and HTTP proxy server.

NOTE   If you move a vApp or a virtual machine that retrieves its network settings from a protocol profile to
another data center, to power on the vApp or virtual machine you must assign a protocol profile to the
connected port group on the destination data center.

Procedure

1 Navigate to a data center that is associated with the vApp and click the Manage tab.

2 Click Network Protocol Profiles

Existing network protocol profiles are listed.

3 Click the Add icon ( ) to add a new network protocol profile.

Select the Network Protocol Profile Name and Network
Name the network protocol profile and select the network that should use it.

Procedure

1 Type the name of the network protocol profile.

2 Select the networks that use this network protocol profile.

A network can be associated with one network protocol profile at a time.

3 Click Next.

Specify Network Protocol Profile IPv4 Configuration
A network protocol profile contains a pool of IPv4 and IPv6 addresses for use by vApps. When you create a
network protocol profile, you set up its IPv4 configuration.

You can configure network protocol profile ranges for IPv4, IPv6, or both. vCenter Server uses these ranges
to dynamically allocate IP addresses to virtual machines when a vApp is set up to use transient IP
allocation.

Procedure

1 Enter the IP Subnet and Gateway in their respective fields.

2 Select DHCP Present to indicate that the DHCP server is available on this network.

3 Enter the DNS server information.

Specify the servers by IP addresses separated by a comma, semicolon, or space.

4 Select the Enable IP Pool check box to specify an IP pool range.
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5 If you enable IP Pools, enter a comma-separated list of host address ranges in the IP pool range field.

A range consists of an IP address, a pound sign (#), and a number indicating the length of the range.

The gateway and the ranges must be within the subnet. The ranges that you enter in the IP pool range
field cannot include the gateway address.

For example, 10.20.60.4#10, 10.20.61.0#2 indicates that the IPv4 addresses can range from 10.20.60.4
to 10.20.60.13 and 10.20.61.0 to 10.20.61.1.

6 Click Next.

Specify Network Protocol Profile IPv6 Configuration
A network protocol profile contains a pool of IPv4 and IPv6 addresses for use by vApps. When you create a
network protocol profile, you set up its IPv6 configuration.

You can configure network protocol profile ranges for IPv4, IPv6, or both.vCenter Server uses these ranges
to dynamically allocate IP addresses to virtual machines when a vApp is set up to use transient IP
allocation.

Procedure

1 Enter the IP Subnet and Gateway in their respective fields.

2 Select DHCP Present to indicate that the DHCP server is available on this network.

3 Enter the DNS server information.

Specify the servers by IP addresses separated by a comma, semicolon, or space.

4 Select the Enable IP Pool check box to specify an IP pool range.

5 If you enable IP Pools, enter a comma-separated list of host address ranges in the IP pool range field.

A range consists of an IP address, a pound sign (#), and a number indicating the length of the range. For
example. assume that you specify the following IP pool range:

fe80:0:0:0:2bff:fe59:5a:2b#10,fe80:0:0:0:2bff:fe59:5f:b1#2

Then the addresses are in this range:

fe80:0:0:0:2bff:fe59:5a:2b - fe80:0:0:0:2bff:fe59:5a:34

and

fe80:0:0:0:2bff:fe59:5f:b1 - fe80:0:0:0:2bff:fe59:5f:b2

The gateway and the ranges must be within the subnet. The ranges that you enter in the IP pool range
field cannot include the gateway address.

6 Click Next.

Specify Network Protocol Profile DNS and Other Configuration
When you create a network protocol profile, you can specify the DNS domain, DNS search path, a host
prefix, and HTTP proxy.

Procedure

1 Enter the DNS domain.

2 Enter the host prefix.

3 Enter the DNS search path.

The search paths are specified as a list of DNS domains separated by commas, semi-colons, or spaces.
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4 Enter the server name and port number for the proxy server.

The server name can optionally include a colon and a port number.

For example, web-proxy:3912 is a valid proxy server.

5 Click Next.

Complete the Network Protocol Profile Creation

Procedure

u Review the settings and click Finish to complete adding the network protocol profile.

Associate a Port Group with a Network Protocol Profile
To apply the range of IP addresses from a network protocol profile to a virtual machine that is a part of a
vApp or has vApp functionality enabled, associate the profile with a port group that controls the
networking of the virtual machine.

You can associate a port group of a standard switch or a distributed port group of a distributed switch with
a network protocol profile by using the settings of the group.

Procedure

1 Navigate to a distributed port group of a vSphere Distributed Switch or to a port group of a vSphere
Standard Switch in the Networking view of the vSphere Web Client.

The port groups of standard switches are under the data center. The vSphere Web Client displays
distributed port groups under the parent distributed switch object.

2 On the Manage tab, click Network Protocol Profiles.

3 Click Associate a network protocol profile with the selected network.

4 On the Set association type page of the Associate Network Protocol Profile wizard, select Use an
existing network protocol profile and click Next.

If the existing network protocol profiles do not contain settings suitable for the vApp virtual machines
in the port group, you must create a new profile.

5 Select the network protocol profile and click Next.

6 Examine the association and settings of the network protocol profile, and click Finish.

Configure a Virtual Machine or vApp to Use a Network Protocol Profile
After you associate a protocol profile to a port group of a standard switch or a distributed switch, enable the
usage of profile on a virtual machine that is connected to the port group and is associated with a vApp or
has the vApp options enabled.

Prerequisites

Verify that the virtual machine is connected to a port group that is associated with the network protocol
profile.

Procedure

1 In the vSphere Web Client, navigate to the virtual machine or the vApp.
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2 Open the settings of the vApp or the vApp Options tab of the virtual machine.

n Right-click a vApp and select Edit settings.

n Right-click a virtual machine, select Edit settings, and in the Edit Settings dialog box, click the
vApp Options tab.

3 Click Enable vApp options.

4 Under Authoring, expand IP allocation and set the IP allocation scheme to OVF environment.

5 Under Deployment, expand IP allocation and set IP allocation to Transient - IP Pool or Static - IP
Pool.

Both the Static - IP Pool and Transient - IP Pool options allocate an IP address from the range in the
network protocol profile that is associated with the port group. If you select Static - IP Pool, the IP
address is assigned the first time the virtual machine or vApp is powered on and the address persists
across restarts. If you select Transient - IP Pool, an IP address is assigned every time the virtual
machine or vApp is powered on.

6 Click OK.

When the virtual machine is powered on, the adapters connected to the port group receive IP addresses
from the range in the protocol profile. When the virtual machine is powered off, the IP addresses are
released.
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Multicast Filtering 16
In vSphere 6.0 and later, vSphere Distributed Switch supports basic and snooping models for filtering of
multicast packets that are related to individual multicast groups. Choose a model according to the number
of multicast groups to which the virtual machines on the switch subscribe.

n Multicast Filtering Modes on page 225
In addition to the default basic mode for filtering multicast traffic, vSphere Distributed Switch 6.0.0
and later releases support multicast snooping that forwards multicast traffic in a more precise way
based on the Internet Group Management Protocol (IGMP) and Multicast Listener Discovery (MLD)
messages from virtual machines.

n Enable Multicast Snooping on a vSphere Distributed Switch on page 226
Use multicast snooping on a vSphere Distributed Switch to forward traffic in a precise manner
according to Internet Group Management Protocol (IGMP) or Multicast Listener Discovery (MLD)
membership information that virtual machines send to subscribe for multicast traffic.

n Edit the Query Time Interval for Multicast Snooping on page 226
When IGMP or MLD multicast snooping is enabled on a vSphere Distributed Switch 6.0, the switch
sends general queries about the membership of virtual machines in case a snooping querier is not
configured on the physical switch. On ESXi 6.0 hosts that are attached to the distributed switch, you
can edit the time interval in which the switch sends general queries.

Multicast Filtering Modes
In addition to the default basic mode for filtering multicast traffic, vSphere Distributed Switch 6.0.0 and later
releases support multicast snooping that forwards multicast traffic in a more precise way based on the
Internet Group Management Protocol (IGMP) and Multicast Listener Discovery (MLD) messages from
virtual machines.

Basic Multicast Filtering
In basic multicast filtering mode, a vSphere Standard Switch or vSphere Distributed Switch forwards
multicast traffic for virtual machines according to the destination MAC address of the multicast group.
When joining a multicast group, the guest operating system pushes the multicast MAC address of the group
down to the network through the switch. The switch saves the mapping between the port and the
destination multicast MAC address in a local forwarding table.

The switch does not interpret the IGMP messages that a virtual machine sends to join or leave a group. The
switch sends them directly to the local multicast router, which then interprets them to join the virtual
machine to or remove it from the group.
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The basic mode has the following restrictions:

n A virtual machine might receive packets from groups that it is not subscribed for because the switch
forwards packets according to the destination MAC address of a multicast group, which can be
potentially mapped up to 32 IP multicast groups.

n A virtual machine that is subscribed for traffic from more than 32 multicast MAC addresses receives
packets that it is not subscribed for because of a limitation in the forwarding model.

n The switch does not filter packets according to source address as defined in IGMP version 3.

Multicast Snooping
In multicast snooping mode, a vSphere Distributed Switch provides IGMP and MLD snooping according to
RFC 4541. The switch dispatches multicast traffic more precisely by using IP addresses. This mode supports
IGMPv1, IGMPv2, and IGMPv3 for IPv4 multicast group addresses, and MLDv1 and MLDv2 for IPv6
multicast group addresses.

The switch dynamically detects the membership of a virtual machine. When a virtual machine sends a
packet which contains IGMP or MLD membership information through a switch port, the switch creates a
record about the destination IP address of the group, and in the case of IGMPv3, about a source IP address
that the virtual machine prefers to receive traffic from. If a virtual machine does not renew its membership
to a group within a certain period of time, the switch removes the entry for the group from the lookup
records.

In multicast snooping mode of a distributed switch, a virtual machine can receive multicast traffic on a
single switch port from up to 256 groups and 10 sources.

Enable Multicast Snooping on a vSphere Distributed Switch
Use multicast snooping on a vSphere Distributed Switch to forward traffic in a precise manner according to
Internet Group Management Protocol (IGMP) or Multicast Listener Discovery (MLD) membership
information that virtual machines send to subscribe for multicast traffic.

Use multicast snooping if virtualized workloads on the switch subscribe to more than 32 multicast groups or
must receive traffic from specific source nodes. For information about the multicast filtering modes of
vSphere Distributed Switch, see “Multicast Filtering Modes,” on page 225.

Prerequisites

Verify that vSphere Distributed Switch is version 6.0.0 and later.

Procedure

1 In the vSphere Web Client, navigate to the distributed switch.

2 From the Actions menu, select Settings > Edit Settings.

3 In the dialog box that displays the settings of the switch, click Advanced.

4 From the Multicast filtering mode drop-down menu, select IGMP/MLD snooping, and click OK.

Multicast snooping becomes active on hosts running ESXi 6.0 and later.

Edit the Query Time Interval for Multicast Snooping
When IGMP or MLD multicast snooping is enabled on a vSphere Distributed Switch 6.0, the switch sends
general queries about the membership of virtual machines in case a snooping querier is not configured on
the physical switch. On ESXi 6.0 hosts that are attached to the distributed switch, you can edit the time
interval in which the switch sends general queries.

The default time interval for sending snooping queries is 125 seconds.
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Procedure

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings and select Advanced System Settings.

3 Locate the Net.IGMPQueryInterval system setting.

4 Click Edit and enter a new value in seconds for the setting.
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Stateless Network Deployment 17
Stateless is a mode of execution for ESXi hosts with no local storage that formerly would save configuration
or state. Configurations are abstracted into a host profile, which is a template that applies to a class of
machines. Stateless allows easy replacement, removal, and addition of failed hardware, and improves the
ease of scaling a hardware deployment.

Every stateless ESXi boot is like a first boot. The ESXi host boots with networking connectivity to
vCenter Server through the built-in standard switch. If the host profile specifies distributed switch
membership, vCenter Server joins the ESXi host to VMware distributed switches or a third party switch
solution.

When planning the network setup for stateless ESXi hosts, you should keep the configuration as generic as
possible and avoid host-specific items. Currently the design has no hooks to reconfigure physical switches
when deploying a new host. Any such requirement would need special handling.

To set up stateless deployment, one ESXi host must be installed in the standard fashion. Then find and
record the following network-related information to save in the host profile:

n vSphere standard switch instances and settings (port groups, uplinks, MTU, and so forth)

n Distributed switch instances (VMware and third party)

n Selection rules for uplinks and uplink port or port groups

n vNIC information:

n Address information (IPv4 or IPv6, static or DHCP, gateway)

n Port groups and distributed port groups assigned to the physical network adapter (vmknic)

n If there are distributed switches, record VLAN, physical NICs bound to the vmknic, and if
Etherchannel is configured

The recorded information is used as a template for the host profile. Once the host profile virtual switch
information has been extracted and placed in the host profile, you have the opportunity to change any of the
information. Modifications are offered for both standard and distributed switches in these sections: uplink
selection policy, based on either vmnic name or device number, and auto discovery based on VLAN ID. The
(possibly modified) information is stored by the stateless boot infrastructure and applied to a stateless ESXi
host on its next boot. During network initialization, a generic network plug-in interprets the recorded host
profile setting and does the following:

n Loads appropriate physical NIC drivers.

n Creates all standard switch instances, along with port groups. It selects uplinks based on policy. If the
policy is based on the VLAN ID, there is a probing process to gather relevant information.

n For VMkernel network adapters connected to the standard switch, it creates VMkernel network
adapters and connects them to port groups.
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n For each VMkernel network adapter connected to a distributed switch, it creates a temporary standard
switch (as needed) with uplinks bound to the VMkernel network adapter. It creates a temporary port
group with VLAN and teaming policies based on recorded information. Specifically, IP-hash is used if
Etherchannel was used in the distributed switch.

n Configures all VMkernel network adapter settings (assigns address, gateway, MTU, and so forth).

Basic connectivity is functioning, and the networking setup is complete if there is no distributed switch
present.

If there is a distributed switch present, the system stays in maintenance mode until distributed switch
remediation is complete. No virtual machines are started at this time. Because distributed switches requires
vCenter Server, the boot process continues until vCenter Server connectivity is established, and
vCenter Server notices that the host should be part of a distributed switch. It issues a distributed switch host
join, creating a distributed switch proxy standard switch on the host, selects appropriate uplinks, and
migrates the vmknic from the standard switch to the distributed switch. When this operation is complete, it
deletes the temporary standard switch and port groups.

At the end of the remediation process, the ESXi host is taken out of maintenance mode, and HA or DRS can
start virtual machines on the host.

In the absence of a host profile, a temporary standard switch is created with “default networking” logic,
which creates a management network switch (with no VLAN tag) whose uplink corresponds to the PXE
booting vNIC. A vmknic is created on the management network port group with the same MAC address as
the PXE booting vNIC. This logic was previously used for PXE booting. If there is a host profile, but the
networking host profile is disabled or fatally incomplete, vCenter Server falls back to default networking so
that the ESXi host can be managed remotely. This triggers a compliance failure, so vCenter Server then
initiates recovery actions.
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Networking Best Practices 18
Consider these best practices when you configure your network.

n Isolate from one another the networks for host management, vSphere vMotion, vSphere FT, and so on,
to improve security and performance.

n Dedicate a separate physical NIC to a group of virtual machines, or use Network I/O Control and traffic
shaping to guarantee bandwidth to the virtual machines. This separation also enables distributing a
portion of the total networking workload across multiple CPUs. The isolated virtual machines can then
better handle application traffic, for example, from a Web client.

n To physically separate network services and to dedicate a particular set of NICs to a specific network
service, create a vSphere Standard Switch or vSphere Distributed Switch for each service. If this is not
possible, separate network services on a single switch by attaching them to port groups with different
VLAN IDs. In either case, verify with your network administrator that the networks or VLANs you
choose are isolated from the rest of your environment and that no routers connect them.

n Keep the vSphere vMotion connection on a separate network. When migration with vMotion occurs,
the contents of the guest operating system’s memory is transmitted over the network. You can do this
either by using VLANs to segment a single physical network or by using separate physical networks
(the latter is preferable).

For migration across IP subnets and for using separate pools of buffer and sockets, place traffic for
vMotion on the vMotion TCP/IP stack, and traffic for migration of powered-off virtual machines and
cloning on the Provisioning TCP/IP stack. See “VMkernel Networking Layer,” on page 54.

n You can add and remove network adapters from a standard or distributed switch without affecting the
virtual machines or the network service that is running behind that switch. If you remove all the
running hardware, the virtual machines can still communicate among themselves. If you leave one
network adapter intact, all the virtual machines can still connect with the physical network.

n To protect your most sensitive virtual machines, deploy firewalls in virtual machines that route
between virtual networks with uplinks to physical networks and pure virtual networks with no
uplinks.

n For best performance, use VMXNET 3 virtual machine NICs.

n Physical network adapters connected to the same vSphere Standard Switch or vSphere Distributed
Switch should also be connected to the same physical network.

n Configure the same MTU on all VMkernel network adapters in a vSphere Distributed Switch. If several
VMkernel network adapters, configured with different MTUs, are connected to vSphere distributed
switches, you might experience network connectivity problems.
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multicast snooping  225
overview  225

import configuration
distributed port groups  79, 80
distributed switch  77

IOMMU  136, 141
IP address configuration  220, 221
IP hash load balancing  93
IP storage traffic  54
IPv4  56, 60
IPv6

configuration  185
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assign physical NICs  71
configure  69
create  69, 70
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migrate network traffic  69
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unused  71

Large Receive Offload, See LRO
Layer 2 security  101
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groups  102
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add ports  73
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edit settings  73
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VLAN and NetFlow policies  73

Link Layer Discovery Protocol  216, 217
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LLDP  216, 217
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standard switches  95
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route based on physical NIC load  91
route based on source MAC hash  91
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load balancing policies  91
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buffer size for the VMkernel  153
buffer size for VMXNET 3 adapters  152
enabling  153
ESXi host  151
ESXi host, enabling  152
examining state  152
hardware LRO  151

Linux virtual machine  153
Windows virtual machine, enabling  154

M
MAC address

adjust allocation parameters  179
assign MAC address  179
configuration  183
configuring  177
generation  177, 178
generation, host  181
Locally Administered Address (LAA)  179
manually assign MAC address  182
prefix-based allocation  178–180
range-based allocation  179, 180
set allocation type  180
static  183
static MAC address  182
static, VMware OUI  182
vCenter Server  177
VMware OUI  178
VMware OUI allocation  180

MAC address changes  101, 123
MAC address conflict  179
manage host networking  31
management network  85
management traffic  54
Management traffic  56, 60
Miscellaneous policy

distributed port groups  128
distributed ports  128

miscellaneous policies, distributed port
groups  123

MLD snooping
enabling  226
overview  225

Monitoring policy, distributed port groups  107
MTU, health check  215, 216
MTU configuration  21
multicast, filtering  225
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netdump  13
NetFlow

collector settings  207
configure  207
disable  107, 123, 207
distributed port Groups  123
enable  107, 123, 207
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netqueue  155
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NetQueue
disabling  156
enabling  155
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overview  158
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versions  158
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introduction  11
performance  155
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TSO, enabling  149
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Q
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remove a standard port group  20
remove distributed port group  47
resource pools, networks  157
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distributed switch  77, 79

rollback
disable  84
distributed switch  83
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standard switch  83
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route based on IP hash  91
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security policy

distributed port groups  123
forged transmits  101
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set MAC address allocation type  180
Single Root I/O Virtualization
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control path  138
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ESXCLI command  145
host profile  144
networking options  143
number of VFs available  140
out of interrupt vectors  146
overview  138

vSphere Networking

238  VMware, Inc.



physical NIC interaction  140
physical function  141
security policy  143
VF  140
VF rate control  140
virtual function  140
virtual machine  141
VLAN policy  143
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link status  95
load balancing  95
NIC teaming  95
properties  20
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About vSphere Storage

vSphere Storage describes storage options available to VMware® ESXi and explains how to configure your
ESXi system so that it can use and manage different types of storage. In addition, vSphere Storage explicitly
concentrates on Fibre Channel® and iSCSI storage area networks (SANs) as storage options and discusses
specifics of using ESXi in Fibre Channel and iSCSI environments.

Intended Audience
This information is for experienced system administrators who are familiar with virtual machine
technology, data center operations, and SAN storage concepts.
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Updated Information

This vSphere Storage is updated with each release of the product or when necessary.

This table provides the update history of the vSphere Storage.

Revision Description

001522-01 “Change the Number of Scanned Storage Devices,” on page 125 has been updated to include new details.

001522-00 Initial release.
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Introduction to Storage 1
This introduction describes storage options available in vSphere and explains how to configure your host so
that it can use and manage different types of storage.

This chapter includes the following topics:

n “Storage Virtualization,” on page 13

n “Types of Physical Storage,” on page 14

n “Target and Device Representations,” on page 17

n “Storage Device Characteristics,” on page 18

n “Supported Storage Adapters,” on page 20

n “Datastore Characteristics,” on page 21

n “How Virtual Machines Access Storage,” on page 24

n “Comparing Types of Storage,” on page 24

Storage Virtualization
vSphere storage virtualization supports such capabilities as virtual machines, Virtual SAN, Virtual Volumes,
policy-based storage managements, and so on.

ESXi provides host-level storage virtualization, which logically abstracts the physical storage layer from
virtual machines. An ESXi virtual machine uses a virtual disk to store its operating system, program files,
and other data associated with its activities. A virtual disk is a large physical file, or a set of files, that can be
copied, moved, archived, and backed up as easily as any other file. You can configure virtual machines with
multiple virtual disks.

To access virtual disks, a virtual machine uses virtual SCSI controllers. These virtual controllers include
BusLogic Parallel, LSI Logic Parallel, LSI Logic SAS, and VMware Paravirtual. These controllers are the only
types of SCSI controllers that a virtual machine can see and access.

Each virtual disk resides on a datastore that is deployed on physical storage. From the standpoint of the
virtual machine, each virtual disk appears as if it were a SCSI drive connected to a SCSI controller. Whether
the actual physical storage is being accessed through storage or network adapters on the host is typically
transparent to the guest operating system and to applications running on the virtual machine.

In addition to virtual disks, vSphere offers a mechanism called raw device mapping (RDM). RDM is useful
when a guest operating system inside a virtual machine requires direct access to a storage device. For
information about RDMs, see Chapter 18, “Raw Device Mapping,” on page 203.
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Other storage virtualization capabilities that vSphere provides include Virtual SAN, Virtual Flash, Virtual
Volumes, and policy-based storage management. For information about Virtual SAN, see the Administering
VMware Virtual SAN.

Types of Physical Storage
The ESXi storage management process starts with storage space that your storage administrator preallocates
on different storage systems.

ESXi supports the following types of storage:

Local Storage Stores virtual machine files on internal or directly connected external storage
disks.

Networked Storage Stores virtual machine files on external storage disks or arrays attached to
your host through a direct connection or through a high-speed network.

Local Storage
Local storage can be internal hard disks located inside your ESXi host, or it can be external storage systems
located outside and connected to the host directly through protocols such as SAS or SATA.

Local storage does not require a storage network to communicate with your host. You need a cable
connected to the storage unit and, when required, a compatible HBA in your host.

The following illustration depicts a virtual machine using local SCSI storage.

Figure 1‑1.  Local Storage
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In this example of a local storage topology, the host uses a single connection to a storage disk. On that disk,
you can create a VMFS datastore, which you use to store virtual machine disk files.

Although this storage configuration is possible, it is not a recommended topology. Using single connections
between storage arrays and hosts creates single points of failure (SPOF) that can cause interruptions when a
connection becomes unreliable or fails. However, because the majority of local storage devices do not
support multiple connections, you cannot use multiple paths to access local storage.

ESXi supports a variety of local storage devices, including SCSI, IDE, SATA, USB, and SAS storage systems.
Regardless of the type of storage you use, your host hides a physical storage layer from virtual machines.

NOTE   You cannot use IDE/ATA or USB drives to store virtual machines.

Local storage does not support sharing across multiple hosts. Only one host has access to a datastore on a
local storage device. As a result, although you can use local storage to create virtual machines, it prevents
you from using VMware features that require shared storage, such as HA and vMotion.
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However, if you use a cluster of hosts that have just local storage devices, you can implement Virtual SAN.
Virtual SAN transforms local storage resources into software-defined shared storage and allows you to use
features that require shared storage. For details, see the Administering VMware Virtual SAN documentation.

Networked Storage
Networked storage consists of external storage systems that your ESXi host uses to store virtual machine
files remotely. Typically, the host accesses these systems over a high-speed storage network.

Networked storage devices are shared. Datastores on networked storage devices can be accessed by
multiple hosts concurrently. ESXi supports multiple networked storage technologies.

In addition to traditional networked storage that this topic covers, VMware supports virtualized shared
storage, such as Virtual SAN. Virtual SAN transforms internal storage resources of your ESXi hosts into
shared storage that provides such capabilities as High Availability and vMotion for virtual machines. For
details, see the Administering VMware Virtual SAN documentation.

NOTE   The same LUN cannot be presented to an ESXi host or multiple hosts through different storage
protocols. To access the LUN, hosts must always use a single protocol, for example, either Fibre Channel
only or iSCSI only.

Fibre Channel (FC)
Stores virtual machine files remotely on an FC storage area network (SAN). FC SAN is a specialized high-
speed network that connects your hosts to high-performance storage devices. The network uses Fibre
Channel protocol to transport SCSI traffic from virtual machines to the FC SAN devices.

To connect to the FC SAN, your host should be equipped with Fibre Channel host bus adapters (HBAs).
Unless you use Fibre Channel direct connect storage, you need Fibre Channel switches to route storage
traffic. If your host contains FCoE (Fibre Channel over Ethernet) adapters, you can connect to your shared
Fibre Channel devices by using an Ethernet network.

Fibre Channel Storage depicts virtual machines using Fibre Channel storage.

Figure 1‑2.  Fibre Channel Storage
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In this configuration, a host connects to a SAN fabric, which consists of Fibre Channel switches and storage
arrays, using a Fibre Channel adapter. LUNs from a storage array become available to the host. You can
access the LUNs and create datastores for your storage needs. The datastores use the VMFS format.

For specific information on setting up the Fibre Channel SAN, see Chapter 3, “Using ESXi with Fibre
Channel SAN,” on page 35.

Internet SCSI (iSCSI)
Stores virtual machine files on remote iSCSI storage devices. iSCSI packages SCSI storage traffic into the
TCP/IP protocol so that it can travel through standard TCP/IP networks instead of the specialized FC
network. With an iSCSI connection, your host serves as the initiator that communicates with a target,
located in remote iSCSI storage systems.

ESXi offers the following types of iSCSI connections:

Hardware iSCSI Your host connects to storage through a third-party adapter capable of
offloading the iSCSI and network processing. Hardware adapters can be
dependent and independent.

Software iSCSI Your host uses a software-based iSCSI initiator in the VMkernel to connect to
storage. With this type of iSCSI connection, your host needs only a standard
network adapter for network connectivity.

You must configure iSCSI initiators for the host to access and display iSCSI storage devices.

iSCSI Storage depicts different types of iSCSI initiators.

Figure 1‑3.  iSCSI Storage
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In the left example, the host uses the hardware iSCSI adapter to connect to the iSCSI storage system.

In the right example, the host uses a software iSCSI adapter and an Ethernet NIC to connect to the iSCSI
storage.

iSCSI storage devices from the storage system become available to the host. You can access the storage
devices and create VMFS datastores for your storage needs.
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For specific information on setting up the iSCSI SAN, see Chapter 9, “Using ESXi with iSCSI SAN,” on
page 63.

Network-attached Storage (NAS)
Stores virtual machine files on remote file servers accessed over a standard TCP/IP network. The NFS client
built into ESXi uses Network File System (NFS) protocol version 3 and 4.1 to communicate with the
NAS/NFS servers. For network connectivity, the host requires a standard network adapter.

NFS Storage depicts a virtual machine using the NFS volume to store its files. In this configuration, the host
connects to the NFS server, which stores the virtual disk files, through a regular network adapter.

Figure 1‑4.  NFS Storage

NAS appliance

NFS

virtual
machine

LAN

ethernet
NIC

Host

For specific information on setting up NFS storage, see “Understanding Network File System Datastores,”
on page 152.

Shared Serial Attached SCSI (SAS)
Stores virtual machines on direct-attached SAS storage systems that offer shared access to multiple hosts.
This type of access permits multiple hosts to access the same VMFS datastore on a LUN.

Target and Device Representations
In the ESXi context, the term target identifies a single storage unit that the host can access. The terms device
and LUN describe a logical volume that represents storage space on a target. Typically, the terms device and
LUN, in the ESXi context, mean a storage volume presented to the host from a storage target and available
for formatting.

Different storage vendors present the storage systems to ESXi hosts in different ways. Some vendors present
a single target with multiple storage devices or LUNs on it, while others present multiple targets with one
LUN each.
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Figure 1‑5.  Target and LUN Representations
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In this illustration, three LUNs are available in each configuration. In one case, the host sees one target, but
that target has three LUNs that can be used. Each LUN represents an individual storage volume. In the
other example, the host sees three different targets, each having one LUN.

Targets that are accessed through the network have unique names that are provided by the storage systems.
The iSCSI targets use iSCSI names, while Fibre Channel targets use World Wide Names (WWNs).

NOTE   ESXi does not support accessing the same LUN through different transport protocols, such as iSCSI
and Fibre Channel.

A device, or LUN, is identified by its UUID name. If a LUN is shared by multiple hosts, it must be presented
to all hosts with the same UUID.

Storage Device Characteristics
You can display all storage devices or LUNs available to the host, including all local and networked devices.
If you use third-party multipathing plug-ins, the storage devices available through the plug-ins also appear
on the list.

For each storage adapter, you can display a separate list of storage devices available for this adapter.

Generally, when you review storage devices, you see the following information.

Table 1‑1.  Storage Device Information

Storage Device Information Description

Name Also called Display Name. It is a name that the ESXi host assigns to the device based on
the storage type and manufacturer. You can change this name to a name of your choice.

Identifier A universally unique identifier that is intrinsic to the device.

Operational State Indicates whether the device is mounted or unmounted. For details, see “Detach
Storage Devices,” on page 128.

LUN Logical Unit Number (LUN) within the SCSI target. The LUN number is provided by
the storage system. If a target has only one LUN, the LUN number is always zero (0).

Type Type of device, for example, disk or CD-ROM.

Drive Type Information about whether the device is a flash drive or a regular HDD drive. For
information about flash drives, see Chapter 14, “Working with Flash Devices,” on
page 133.

Transport Transportation protocol your host uses to access the device. The protocol depends on
the type of storage being used. See “Types of Physical Storage,” on page 14.

Capacity Total capacity of the storage device.

Owner The plug-in, such as the NMP or a third-party plug-in, that the host uses to manage
paths to the storage device. For details, see “Managing Multiple Paths,” on page 186.

Hardware Acceleration Information about whether the storage device assists the host with virtual machine
management operations. The status can be Supported, Not Supported, or Unknown.
For details, see Chapter 22, “Storage Hardware Acceleration,” on page 243.

Location A path to the storage device in the /vmfs/devices/ directory.
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Table 1‑1.  Storage Device Information (Continued)

Storage Device Information Description

Partition Format A partition scheme used by the storage device. It could be of a master boot record
(MBR) or GUID partition table (GPT) format. The GPT devices can support datastores
greater than 2TB. For more information, see “VMFS Datastores and Storage Disk
Formats,” on page 147.

Partitions Primary and logical partitions, including a VMFS datastore, if configured.

Multipathing Policies (VMFS
datastores)

Path Selection Policy and Storage Array Type Policy the host uses to manage paths to
storage. For more information, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

Paths (VMFS datastores) Paths used to access storage and their status.

Display Storage Devices for a Host
Display all storage devices available to a host. If you use any third-party multipathing plug-ins, the storage
devices available through the plug-ins also appear on the list.

The Storage Devices view allows you to list the hosts' storage devices, analyze their information, and
modify properties.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

All storage devices available to the host are listed under Storage Devices.

4 To view details for a specific device, select the device from the list.

5 Use tabs under Device Details to access additional information and modify properties for the selected
device.

Tab Description

Properties View device properties and characteristics. View and modify multipathing
policies for the device.

Paths Display paths available for the device. Disable or enable a selected path.
 

Display Storage Devices for an Adapter
Display a list of storage devices accessible through a specific storage adapter on the host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

All storage adapters installed on the host are listed under Storage Adapters.

4 Select the adapter from the list and click the Devices tab.

Storage devices that the host can access through the adapter are displayed.
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Supported Storage Adapters
Storage adapters provide connectivity for your ESXi host to a specific storage unit or network.

ESXi supports different classes of adapters, including SCSI, iSCSI, RAID, Fibre Channel, Fibre Channel over
Ethernet (FCoE), and Ethernet. ESXi accesses the adapters directly through device drivers in the VMkernel.

Depending on the type of storage you use, you might need to enable and configure a storage adapter on
your host.

For information on setting up software FCoE adapters, see Chapter 5, “Configuring Fibre Channel over
Ethernet,” on page 45.

For information on configuring different types of iSCSI adapters, see Chapter 10, “Configuring iSCSI
Adapters and Storage,” on page 69.

Storage Adapter Characteristics
The host uses storage adapters to access different storage devices. You can display details for the available
storage adapters and review their information.

You must enable certain adapters, for example software iSCSI or FCoE, before you can view their
information.

Table 1‑2.  Storage Adapter Information

Adapter Information Description

Model Model of the adapter.

Targets (Fibre Channel and
SCSI)

Number of targets accessed through the adapter.

Connected Targets (iSCSI) Number of connected targets on an iSCSI adapter.

WWN (Fibre Channel) World Wide Name formed according to Fibre Channel standards that uniquely identifies
the FC adapter.

iSCSI Name (iSCSI) Unique name formed according to iSCSI standards that identifies the iSCSI adapter.

iSCSI Alias (iSCSI) A friendly name used instead of the iSCSI name.

IP Address (independent
hardware iSCSI)

Address assigned to the iSCSI HBA.

Devices All storage devices or LUNs the adapter can access.

Paths All paths the adapter uses to access storage devices.

Properties Link that indicates that the adapter requires additional configuration. iSCSI and FCoE
adapters display this link.

View Storage Adapters Information
Display storage adapters that your host uses and review their information.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

4 To view details for a specific adapter, select the adapter from the list.
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Datastore Characteristics
Datastores are logical containers, analogous to file systems, that hide specifics of each storage device and
provide a uniform model for storing virtual machine files. You can display all datastores available to your
hosts and analyze their properties.

Datastores are added to vCenter Server in the following ways:

n You can create a VMFS5 datastore, an NFS version 3 or 4.1 datastore, or a virtual datastore using the
New Datastore wizard. A Virtual SAN datastore is automatically created when you enable Virtual
SAN.

n When you add a host to vCenter Server, all datastores on the host are added to vCenter Server.

The following table describes datastore details that you can see when you review datastores through the
vSphere Web Client. Certain characteristic might not be available or applicable to all types of datastores.

Table 1‑3.  Datastore Information

Datastore
Information Applicable Datastore Type Description

Name VMFS
NFS
Virtual SAN
VVOL

Editable name that you assign to a datastore. For
information on renaming a datastore, see “Change
Datastore Name,” on page 167.

File System Type VMFS
NFS
Virtual SAN
VVOL

File system that the datastore uses. For information
about VMFS and NFS datastores and how to manage
them, see Chapter 16, “Working with Datastores,” on
page 145.
For information about Virtual SAN datastores, see the
Administering VMware Virtual SAN documentation.
For information about Virtual Volumes, see Chapter 19,
“Working with Virtual Volumes,” on page 211.

Device Backing VMFS
NFS
Virtual SAN

Information about underlying storage, such as a storage
device on which the datastore is deployed (VMFS),
server and folder (NFS), or disk groups (Virtual SAN) .

Protocol Endpoints VVOL Information about corresponding protocol endpoints.
See “Protocol Endpoints,” on page 214.

Extents VMFS Individual extents that the datastore spans and their
capacity.

Drive Type VMFS Type of underlying storage device, a flash drive or a
regular HHD drive. For details, see Chapter 14,
“Working with Flash Devices,” on page 133.

Capacity VMFS
NFS
Virtual SAN
VVOL

Includes total capacity, provisioned space, and free
space.

Mount Point VMFS
NFS
Virtual SAN
VVOL

A path to the datastore in the host's /vmfs/volumes/
directory.
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Table 1‑3.  Datastore Information (Continued)

Datastore
Information Applicable Datastore Type Description

Capability Sets VMFS
NOTE   A multi-extent VMFS
datastore assumes capabilities of only
one of its extents.
NFS
Virtual SAN

Information about storage data services that the
underlying storage entity provides. You cannot modify
them.

Storage I/O Control VMFS
NFS

Information on whether cluster-wide storage I/O
prioritization is enabled. See the vSphere Resource
Management documentation.

Hardware
Acceleration

VMFS
NFS
Virtual SAN
VVOL

Information on whether the underlying storage entity
supports hardware acceleration. The status can be
Supported, Not Supported, or Unknown. For details, see 
Chapter 22, “Storage Hardware Acceleration,” on
page 243.
NOTE   NFS 4.1 does not support Hardware
Acceleration.

Tags VMFS
NFS
Virtual SAN
VVOL

Datastore capabilities that you define and associate with
datastores in a form of tags. For information, see 
“Storage Policies and Rules,” on page 226.

Connectivity with
Hosts

VMFS
NFS
VVOL

Hosts where the datastore is mounted.

Multipathing VMFS
VVOL

Path selection policy the host uses to access storage. For
more information, see Chapter 17, “Understanding
Multipathing and Failover,” on page 181.

Display Datastore Information
Access the Datastores view with the vSphere Web Client navigator. The Datastores view that you display
through the navigator lets you list all datastores available in the vSphere infrastructure inventory, analyze
the information, and modify properties. You can also use the view to create datastores.

To list datastores for a particular parent object, such as a data center, cluster, or host, see “List Datastores for
an Infrastructure Object,” on page 23.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

Datastores that are available in the inventory appear in the center Datastores panel.

2 Use the icons to create a datastore or to perform basic tasks for a selected datastore.

Icon Description

Create a datastore.

Increase datastore capacity.

Mount a datastore to certain hosts.
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Icon Description

Remove a datastore.

Unmount a datastore from certain hosts.

3 To view specific datastore details, click a selected datastore.

4 Use tabs to access additional information and modify datastore properties.

Tab Description

Getting Started View introductory information and access basic actions.

Summary View statistics and configuration for the selected datastore.

Monitor View alarms, performance data, resource allocation, events, and other status information for the
datastore.

Manage View and modify datastore properties, alarm definitions, tags, and permissions. Use this tab to
access storage devices that back the datastore, and to view and edit multipathing details for the
datastore devices.

Related Objects View objects related to the datastore. The objects include virtual machines that reside on the
datastore and hosts where the datastore is mounted.

List Datastores for an Infrastructure Object
Display datastores for a specific parent object, such as a data center, cluster, or host.

Procedure

1 Use the vSphere Web Client object navigator to browse to an object that is a valid parent object of a
datastore, such as a data center, cluster, or host.

2 Click the Related Objects tab and click Datastores.

If any datastores are configured for this object, they appear in the center Datastores panel.

3 Use the icons to create a datastore or to perform basic tasks for a selected datastore.

Icon Description

Create a datastore.

Increase datastore capacity.

Mount a datastore to certain hosts.

Remove a datastore.

Unmount a datastore from certain hosts.

4 Use tabs to access additional information and modify datastore properties.

Tab Description

Getting Started View introductory information and access basic actions.

Summary View statistics and configuration for the selected datastore.

Monitor View alarms, performance data, resource allocation, events, and other status information for the
datastore.
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Tab Description

Manage View and modify datastore properties, alarm definitions, tags, and permissions. Use this tab to
access storage devices that back the datastore, and to view and edit multipathing details for the
datastore devices.

Related Objects View objects related to the datastore. The objects include virtual machines that reside on the
datastore and hosts where the datastore is mounted.

How Virtual Machines Access Storage
When a virtual machine communicates with its virtual disk stored on a datastore, it issues SCSI commands.
Because datastores can exist on various types of physical storage, these commands are encapsulated into
other forms, depending on the protocol that the ESXi host uses to connect to a storage device.

ESXi supports Fibre Channel (FC), Internet SCSI (iSCSI), Fibre Channel over Ethernet (FCoE), and NFS
protocols. Regardless of the type of storage device your host uses, the virtual disk always appears to the
virtual machine as a mounted SCSI device. The virtual disk hides a physical storage layer from the virtual
machine’s operating system. This allows you to run operating systems that are not certified for specific
storage equipment, such as SAN, inside the virtual machine.

The following graphic depicts five virtual machines using different types of storage to illustrate the
differences between each type.

Figure 1‑6.  Virtual machines accessing different types of storage
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NOTE   This diagram is for conceptual purposes only. It is not a recommended configuration.

You can use maps on the Storage Views tab to visually represent and understand the relationships between
virtual machines on your host and all available virtual and physical storage resources. For more
information, see the vSphere Monitoring and Performance documentation.

Comparing Types of Storage
Whether certain vSphere functionality is supported might depend on the storage technology that you use.

The following table compares networked storage technologies that ESXi supports.
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Table 1‑4.  Networked Storage that ESXi Supports

Technology Protocols Transfers Interface

Fibre Channel FC/SCSI Block access of data/LUN FC HBA

Fibre Channel over
Ethernet

FCoE/SCSI Block access of data/LUN n Converged Network Adapter (hardware
FCoE)

n NIC with FCoE support (software FCoE)

iSCSI IP/SCSI Block access of data/LUN n iSCSI HBA or iSCSI-enabled NIC
(hardware iSCSI)

n Network adapter (software iSCSI)

NAS IP/NFS File (no direct LUN access) Network adapter

The following table compares the vSphere features that different types of storage support.

Table 1‑5.  vSphere Features Supported by Storage

Storage Type Boot VM vMotion Datastore RDM VM Cluster

VMware
HA and
DRS

Storage
APIs -
Data
Protectio
n

Local Storage Yes No VMFS No Yes No Yes

Fibre Channel Yes Yes VMFS Yes Yes Yes Yes

iSCSI Yes Yes VMFS Yes Yes Yes Yes

NAS over NFS Yes Yes NFS 3 and
NFS 4.1

No No Yes Yes

NOTE   Local storage supports a cluster of virtual machines on a single host (also known as a cluster in a
box). A shared virtual disk is required. For more information about this configuration, see the vSphere
Resource Management documentation.

Chapter 1 Introduction to Storage
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Overview of Using ESXi with a SAN 2
Using ESXi with a SAN improves flexibility, efficiency, and reliability. Using ESXi with a SAN also supports
centralized management, failover, and load balancing technologies.

The following are benefits of using ESXi with a SAN:

n You can store data securely and configure multiple paths to your storage, eliminating a single point of
failure.

n Using a SAN with ESXi systems extends failure resistance to the server. When you use SAN storage, all
applications can instantly be restarted on another host after the failure of the original host.

n You can perform live migration of virtual machines using VMware vMotion.

n Use VMware High Availability (HA) in conjunction with a SAN to restart virtual machines in their last
known state on a different server if their host fails.

n Use VMware Fault Tolerance (FT) to replicate protected virtual machines on two different hosts. Virtual
machines continue to function without interruption on the secondary host if the primary one fails.

n Use VMware Distributed Resource Scheduler (DRS) to migrate virtual machines from one host to
another for load balancing. Because storage is on a shared SAN array, applications continue running
seamlessly.

n If you use VMware DRS clusters, put an ESXi host into maintenance mode to have the system migrate
all running virtual machines to other ESXi hosts. You can then perform upgrades or other maintenance
operations on the original host.

The portability and encapsulation of VMware virtual machines complements the shared nature of this
storage. When virtual machines are located on SAN-based storage, you can quickly shut down a virtual
machine on one server and power it up on another server, or suspend it on one server and resume operation
on another server on the same network. This ability allows you to migrate computing resources while
maintaining consistent shared access.

This chapter includes the following topics:

n “ESXi and SAN Use Cases,” on page 28

n “Specifics of Using SAN Storage with ESXi,” on page 28

n “ESXi Hosts and Multiple Storage Arrays,” on page 29

n “Making LUN Decisions,” on page 29

n “Choosing Virtual Machine Locations,” on page 30

n “Layered Applications,” on page 31

n “Third-Party Management Applications,” on page 32
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n “SAN Storage Backup Considerations,” on page 32

ESXi and SAN Use Cases
When used with a SAN, ESXi can benefit from multiple vSphere features, including Storage vMotion,
Distributed Resource Scheduler (DRS), High Availability, and so on.

Using ESXi in conjunction with a SAN is effective for the following tasks:

Storage consolidation
and simplification of
storage layout

If you are working with multiple hosts, and each host is running multiple
virtual machines, the storage on the hosts is no longer sufficient and external
storage is required. Choose a SAN for external storage to provide a simpler
system architecture along with other benefits.

Maintenance with zero
downtime

When performing ESXi host or infrastructure maintenance, use vMotion to
migrate virtual machines to other host. If shared storage is on the SAN, you
can perform maintenance without interruptions to the users of the virtual
machines. Virtual machine working processes continue throughout a
migration.

Load balancing You can add a host to a DRS cluster, and the host's resources become part of
the cluster's resources. The distribution and usage of CPU and memory
resources for all hosts and virtual machines in the cluster are continuously
monitored. DRS compares these metrics to an ideal resource utilization. Ideal
utilization takes into account the attributes of the cluster's resource pools and
virtual machines, the current demand, and the imbalance target. It then
performs (or recommends) virtual machine migrations accordingly.

Disaster recovery You can use VMware High Availability to configure multiple ESXi hosts as a
cluster to provide rapid recovery from outages and cost-effective high
availability for applications running in virtual machines.

Simplified array
migrations and storage
upgrades

When you purchase new storage systems or arrays, use Storage vMotion to
perform live automated migration of virtual machine disk files from existing
storage to their new destination without interruptions to the users of the
virtual machines.

Specifics of Using SAN Storage with ESXi
Using a SAN in conjunction with an ESXi host differs from traditional SAN usage in a variety of ways.

When you use SAN storage with ESXi, keep in mind the following considerations:

n You cannot use SAN administration tools to directly access operating systems of virtual machines that
use the storage. With traditional tools, you can monitor only the VMware ESXi operating system. You
use the vSphere Web Client to monitor virtual machines.

n The HBA visible to the SAN administration tools is part of the ESXi system, not part of the virtual
machine.

n Typically, your ESXi system performs multipathing for you.

vSphere Storage

28  VMware, Inc.



ESXi Hosts and Multiple Storage Arrays
An ESXi host can access storage devices presented from multiple storage arrays, including arrays from
different vendors.

When you use multiple arrays from different vendors, the following considerations apply:

n If your host uses the same Storage Array Type Plugin (SATP) for multiple arrays, be careful when you
need to change the default Path Selection Policy (PSP) for that SATP. The change will apply to all
arrays. For information on SATPs and PSPs, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

n Some storage arrays make recommendations on queue depth and other settings. Typically, these
settings are configured globally at the ESXi host level. Making a change for one array impacts other
arrays that present LUNs to the host. For information on changing queue depth, see the VMware
knowledge base article at http://kb.vmware.com/kb/1267.

n Use single-initiator-single-target zoning when zoning ESXi hosts to Fibre Channel arrays. With this type
of configuration, fabric related events that occur on one array do not impact other arrays. For more
information about zoning, see “Using Zoning with Fibre Channel SANs,” on page 36.

Making LUN Decisions
You must plan how to set up storage for your ESXi systems before you format LUNs with VMFS datastores.

When you make your LUN decision, keep in mind the following considerations:

n Each LUN should have the correct RAID level and storage characteristic for the applications running in
virtual machines that use the LUN.

n Each LUN must contain only one VMFS datastore.

n If multiple virtual machines access the same VMFS, use disk shares to prioritize virtual machines.

You might want fewer, larger LUNs for the following reasons:

n More flexibility to create virtual machines without asking the storage administrator for more space.

n More flexibility for resizing virtual disks, doing snapshots, and so on.

n Fewer VMFS datastores to manage.

You might want more, smaller LUNs for the following reasons:

n Less wasted storage space.

n Different applications might need different RAID characteristics.

n More flexibility, as the multipathing policy and disk shares are set per LUN.

n Use of Microsoft Cluster Service requires that each cluster disk resource is in its own LUN.

n Better performance because there is less contention for a single volume.

When the storage characterization for a virtual machine is not available, there is often no simple method to
determine the number and size of LUNs to provision. You can experiment using either a predictive or
adaptive scheme.

Chapter 2 Overview of Using ESXi with a SAN
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Use the Predictive Scheme to Make LUN Decisions
When setting up storage for ESXi systems, before creating VMFS datastores, you must decide on the size
and number of LUNs to provision. You can experiment using the predictive scheme.

Procedure

1 Provision several LUNs with different storage characteristics.

2 Create a VMFS datastore on each LUN, labeling each datastore according to its characteristics.

3 Create virtual disks to contain the data for virtual machine applications in the VMFS datastores created
on LUNs with the appropriate RAID level for the applications' requirements.

4 Use disk shares to distinguish high-priority from low-priority virtual machines.

NOTE   Disk shares are relevant only within a given host. The shares assigned to virtual machines on one
host have no effect on virtual machines on other hosts.

5 Run the applications to determine whether virtual machine performance is acceptable.

Use the Adaptive Scheme to Make LUN Decisions
When setting up storage for ESXi hosts, before creating VMFS datastores, you must decide on the number
and size of LUNS to provision. You can experiment using the adaptive scheme.

Procedure

1 Provision a large LUN (RAID 1+0 or RAID 5), with write caching enabled.

2 Create a VMFS on that LUN.

3 Create four or five virtual disks on the VMFS.

4 Run the applications to determine whether disk performance is acceptable.

If performance is acceptable, you can place additional virtual disks on the VMFS. If performance is not
acceptable, create a new, large LUN, possibly with a different RAID level, and repeat the process. Use
migration so that you do not lose virtual machines data when you recreate the LUN.

Choosing Virtual Machine Locations
When you’re working on optimizing performance for your virtual machines, storage location is an
important factor. A trade-off always exists between expensive storage that offers high performance and high
availability and storage with lower cost and lower performance.

Storage can be divided into different tiers depending on a number of factors:

n High Tier. Offers high performance and high availability. Might offer built-in snapshots to facilitate
backups and point-in-time (PiT) restorations. Supports replication, full storage processor redundancy,
and SAS drives. Uses high-cost spindles.

n Mid Tier. Offers mid-range performance, lower availability, some storage processor redundancy, and
SCSI or SAS drives. May offer snapshots. Uses medium-cost spindles.

n Lower Tier. Offers low performance, little internal storage redundancy. Uses low end SCSI drives or
SATA (serial low-cost spindles).
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Not all applications need to be on the highest-performance, most-available storage—at least not throughout
their entire life cycle.

NOTE   If you need some of the functionality of the high tier, such as snapshots, but do not want to pay for it,
you might be able to achieve some of the high-performance characteristics in software. For example, you can
create snapshots in software.

When you decide where to place a virtual machine, ask yourself these questions:

n How critical is the virtual machine?

n What are its performance and availability requirements?

n What are its PiT restoration requirements?

n What are its backup requirements?

n What are its replication requirements?

A virtual machine might change tiers throughout its life cycle because of changes in criticality or changes in
technology that push higher-tier features to a lower tier. Criticality is relative and might change for a variety
of reasons, including changes in the organization, operational processes, regulatory requirements, disaster
planning, and so on.

Layered Applications
SAN administrators customarily use specialized array-based software for backup, disaster recovery, data
mining, forensics, and configuration testing.

Storage providers typically supply two types of advanced services for their LUNs: snapshotting and
replication.

n Snapshotting creates space with efficient copies of LUNs that share common blocks of data. In general,
snapshotting is used locally on the same storage systems as the primary LUN for quick backups,
application testing, forensics, or data mining.

n Replication creates full copies of LUNs. Replicas are usually made to separate storage systems, possibly
separate sites to protect against major outages that incapacitate or destroy an entire array or site.

When you use an ESXi system in conjunction with a SAN, you must decide whether array-based or host-
based tools are more suitable for your particular situation.

Array-Based (Third-Party) Solution
When you use an ESXi system in conjunction with a SAN, you must decide whether array-based tools are
more suitable for your particular situation.

When you consider an array-based solution, keep in mind the following points:

n Array-based solutions usually result in more comprehensive statistics. With RDMs, data always takes
the same path, which results in easier performance management.

n Security is more transparent to the storage administrator when you use an RDM and an array-based
solution because with RDMs, virtual machines more closely resemble physical machines.

n If you use an array-based solution, physical compatibility RDMs are often used for the storage of virtual
machines. If you do not intend to use RDMs, check the storage vendor documentation to see if
operations on LUNs with VMFS volumes are supported. If you use array operations on VMFS LUNs,
carefully read the section on resignaturing.

Chapter 2 Overview of Using ESXi with a SAN
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File-Based (VMFS) Solution
When you use an ESXi system in conjunction with a SAN, you must decide whether file-based tools are
more suitable for your particular situation.

When you consider a file-based solution that uses VMware tools and VMFS instead of the array tools, be
aware of the following points:

n Using VMware tools and VMFS is better for provisioning. One large LUN is allocated and
multiple .vmdk files can be placed on that LUN. With an RDM, a new LUN is required for each virtual
machine.

n Snapshotting is included with your ESXi host at no extra cost.

n Using VMFS is easier for ESXi administrators.

n ESXi administrators who use the file-based solution are more independent from the SAN administrator.

Third-Party Management Applications
You can use third-party management applications in conjunction with your ESXi host.

Most SAN hardware is packaged with storage management software. In many cases, this software is a web
application that can be used with any web browser connected to your network. In other cases, this software
typically runs on the storage system or on a single server, independent of the servers that use the SAN for
storage.

Use this third-party management software for the following tasks:

n Storage array management, including LUN creation, array cache management, LUN mapping, and
LUN security.

n Setting up replication, check points, snapshots, or mirroring.

If you decide to run the SAN management software on a virtual machine, you gain the benefits of running a
virtual machine, including failover using vMotion and VMware HA. Because of the additional level of
indirection, however, the management software might not be able to see the SAN. In this case, you can use
an RDM.

NOTE   Whether a virtual machine can run management software successfully depends on the particular
storage system.

SAN Storage Backup Considerations
Having a proper backup strategy is one of the most important aspects of SAN management. In the SAN
environment, backups have two goals. The first goal is to archive online data to offline media. This process
is repeated periodically for all online data on a time schedule. The second goal is to provide access to offline
data for recovery from a problem. For example, database recovery often requires retrieval of archived log
files that are not currently online.

Scheduling a backup depends on a number of factors:

n Identification of critical applications that require more frequent backup cycles within a given period of
time.

n Recovery point and recovery time goals. Consider how precise your recovery point needs to be, and
how long you are willing to wait for it.

n The rate of change (RoC) associated with the data. For example, if you are using
synchronous/asynchronous replication, the RoC affects the amount of bandwidth required between the
primary and secondary storage devices.
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n Overall impact on SAN environment, storage performance (while backing up), and other applications.

n Identification of peak traffic periods on the SAN (backups scheduled during those peak periods can
slow the applications and the backup process).

n Time to schedule all backups within the data center.

n Time it takes to back up an individual application.

n Resource availability for archiving data; usually offline media access (tape).

Include a recovery-time objective for each application when you design your backup strategy. That is,
consider the time and resources necessary to perform a backup. For example, if a scheduled backup stores
so much data that recovery requires a considerable amount of time, examine the scheduled backup. Perform
the backup more frequently, so that less data is backed up at a time and the recovery time decreases.

If a particular application requires recovery within a certain time frame, the backup process needs to
provide a time schedule and specific data processing to meet this requirement. Fast recovery can require the
use of recovery volumes that reside on online storage to minimize or eliminate the need to access slow
offline media for missing data components.

Using Third-Party Backup Packages
You can use third-party backup solutions to protect system, application, and user data in your virtual
machines.

VMware offers the Storage APIs - Data Protection to work in conjunction with third-party products. When
using the APIs, third-party software can perform backups without loading ESXi hosts with the processing of
backup tasks.

The third-party products using the Storage APIs - Data Protection can perform the following backup tasks:

n Perform full, differential, and incremental image backup and restore of virtual machines.

n Perform file-level backup of virtual machines that use supported Windows and Linux operating
systems.

n Ensure data consistency by using Microsoft Volume Shadow Copy Services (VSS) for virtual machines
that run supported Microsoft Windows operating systems.

Because the Storage APIs - Data Protection leverage the snapshot capabilities of VMFS, backups that you
can perform do not require downtime for virtual machines. These backups are nondisruptive, can be
performed at any time, and do not need extended backup windows.

For information about the Storage APIs - Data Protection and integration with backup products, see the
VMware Web site or contact you backup vendor.

Chapter 2 Overview of Using ESXi with a SAN
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Using ESXi with Fibre Channel SAN 3
When you set up ESXi hosts to use FC SAN storage arrays, special considerations are necessary. This section
provides introductory information about how to use ESXi with a FC SAN array.

This chapter includes the following topics:

n “Fibre Channel SAN Concepts,” on page 35

n “Using Zoning with Fibre Channel SANs,” on page 36

n “How Virtual Machines Access Data on a Fibre Channel SAN,” on page 37

Fibre Channel SAN Concepts
If you are an ESXi administrator planning to set up hosts to work with SANs, you must have a working
knowledge of SAN concepts. You can find information about SANs in print and on the Internet. Because
this industry changes constantly, check these resources frequently.

If you are new to SAN technology, familiarize yourself with the basic terminology.

A storage area network (SAN) is a specialized high-speed network that connects computer systems, or host
servers, to high performance storage subsystems. The SAN components include host bus adapters (HBAs)
in the host servers, switches that help route storage traffic, cables, storage processors (SPs), and storage disk
arrays.

A SAN topology with at least one switch present on the network forms a SAN fabric.

To transfer traffic from host servers to shared storage, the SAN uses the Fibre Channel (FC) protocol that
packages SCSI commands into Fibre Channel frames.

To restrict server access to storage arrays not allocated to that server, the SAN uses zoning. Typically, zones
are created for each group of servers that access a shared group of storage devices and LUNs. Zones define
which HBAs can connect to which SPs. Devices outside a zone are not visible to the devices inside the zone.

Zoning is similar to LUN masking, which is commonly used for permission management. LUN masking is a
process that makes a LUN available to some hosts and unavailable to other hosts.

When transferring data between the host server and storage, the SAN uses a technique known as
multipathing. Multipathing allows you to have more than one physical path from the ESXi host to a LUN on
a storage system.

Generally, a single path from a host to a LUN consists of an HBA, switch ports, connecting cables, and the
storage controller port. If any component of the path fails, the host selects another available path for I/O. The
process of detecting a failed path and switching to another is called path failover.
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Ports in Fibre Channel SAN
In the context of this document, a port is the connection from a device into the SAN. Each node in the SAN,
such as a host, a storage device, or a fabric component has one or more ports that connect it to the SAN.
Ports are identified in a number of ways.

WWPN (World Wide Port
Name)

A globally unique identifier for a port that allows certain applications to
access the port. The FC switches discover the WWPN of a device or host and
assign a port address to the device.

Port_ID (or port
address)

Within a SAN, each port has a unique port ID that serves as the FC address
for the port. This unique ID enables routing of data through the SAN to that
port. The FC switches assign the port ID when the device logs in to the fabric.
The port ID is valid only while the device is logged on.

When N-Port ID Virtualization (NPIV) is used, a single FC HBA port (N-port) can register with the fabric by
using several WWPNs. This method allows an N-port to claim multiple fabric addresses, each of which
appears as a unique entity. When ESXi hosts use a SAN, these multiple, unique identifiers allow the
assignment of WWNs to individual virtual machines as part of their configuration.

Fibre Channel Storage Array Types
ESXi supports different storage systems and arrays.

The types of storage that your host supports include active-active, active-passive, and ALUA-compliant.

Active-active storage
system

Allows access to the LUNs simultaneously through all the storage ports that
are available without significant performance degradation. All the paths are
active at all times, unless a path fails.

Active-passive storage
system

A system in which one storage processor is actively providing access to a
given LUN. The other processors act as backup for the LUN and can be
actively providing access to other LUN I/O. I/O can be successfully sent only
to an active port for a given LUN. If access through the active storage port
fails, one of the passive storage processors can be activated by the servers
accessing it.

Asymmetrical storage
system

Supports Asymmetric Logical Unit Access (ALUA). ALUA-complaint
storage systems provide different levels of access per port. ALUA allows
hosts to determine the states of target ports and prioritize paths. The host
uses some of the active paths as primary while others as secondary.

Using Zoning with Fibre Channel SANs
Zoning provides access control in the SAN topology. Zoning defines which HBAs can connect to which
targets. When you configure a SAN by using zoning, the devices outside a zone are not visible to the devices
inside the zone.

Zoning has the following effects:

n Reduces the number of targets and LUNs presented to a host.

n Controls and isolates paths in a fabric.

n Can prevent non-ESXi systems from accessing a particular storage system, and from possibly
destroying VMFS data.

n Can be used to separate different environments, for example, a test from a production environment.
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With ESXi hosts, use a single-initiator zoning or a single-initiator-single-target zoning. The latter is a
preferred zoning practice. Using the more restrictive zoning prevents problems and misconfigurations that
can occur on the SAN.

For detailed instructions and best zoning practices, contact storage array or switch vendors.

How Virtual Machines Access Data on a Fibre Channel SAN
ESXi stores a virtual machine's disk files within a VMFS datastore that resides on a SAN storage device.
When virtual machine guest operating systems issue SCSI commands to their virtual disks, the SCSI
virtualization layer translates these commands to VMFS file operations.

When a virtual machine interacts with its virtual disk stored on a SAN, the following process takes place:

1 When the guest operating system in a virtual machine reads or writes to a SCSI disk, it issues SCSI
commands to the virtual disk.

2 Device drivers in the virtual machine’s operating system communicate with the virtual SCSI controllers.

3 The virtual SCSI controller forwards the command to the VMkernel.

4 The VMkernel performs the following tasks.

a Locates the file in the VMFS volume that corresponds to the guest virtual machine disk.

b Maps the requests for the blocks on the virtual disk to blocks on the appropriate physical device.

c Sends the modified I/O request from the device driver in the VMkernel to the physical HBA.

5 The physical HBA performs the following tasks.

a Packages the I/O request according to the rules of the FC protocol.

b Transmits the request to the SAN.

6 Depending on a port the HBA uses to connect to the fabric, one of the SAN switches receives the
request and routes it to the storage device that the host wants to access.

Chapter 3 Using ESXi with Fibre Channel SAN
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Configuring Fibre Channel Storage 4
When you use ESXi systems with SAN storage, specific hardware and system requirements exist.

This chapter includes the following topics:

n “ESXi Fibre Channel SAN Requirements,” on page 39

n “Installation and Setup Steps,” on page 40

n “N-Port ID Virtualization,” on page 41

ESXi Fibre Channel SAN Requirements
In preparation for configuring your SAN and setting up your ESXi system to use SAN storage, review the
requirements and recommendations.

n Make sure that the SAN storage hardware and firmware combinations you use are supported in
conjunction with ESXi systems. For an up-to-date list, see the VMware Compatibility Guide.

n Configure your system to have only one VMFS volume per LUN.

n Unless you are using diskless servers, do not set up the diagnostic partition on a SAN LUN.

In the case of diskless servers that boot from a SAN, a shared diagnostic partition is appropriate.

n Use RDMs to access raw disks. For information, see Chapter 18, “Raw Device Mapping,” on page 203.

n For multipathing to work properly, each LUN must present the same LUN ID number to all ESXi hosts.

n Make sure the storage device driver specifies a large enough queue. You can set the queue depth for the
physical HBA during system setup. For information on changing queue depth for HBAs and virtual
machines, see the vSphere Troubleshooting documentation.

n On virtual machines running Microsoft Windows, increase the value of the SCSI TimeoutValue
parameter to 60. This increase allows Windows to better tolerate delayed I/O resulting from path
failover. For information, see “Set Timeout on Windows Guest OS,” on page 185.

ESXi Fibre Channel SAN Restrictions
When you use ESXi with a SAN, certain restrictions apply.

n ESXi does not support FC connected tape devices.

n You cannot use multipathing software inside a virtual machine to perform I/O load balancing to a
single physical LUN. However, when your Microsoft Windows virtual machine uses dynamic disks,
this restriction does not apply. For information about configuring dynamic disks, see “Set Up Dynamic
Disk Mirroring,” on page 173.
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Setting LUN Allocations
This topic provides general information about how to allocate LUNs when your ESXi works in conjunction
with SAN.

When you set LUN allocations, be aware of the following points:

Storage provisioning To ensure that the ESXi system recognizes the LUNs at startup time,
provision all LUNs to the appropriate HBAs before you connect the SAN to
the ESXi system.

VMware recommends that you provision all LUNs to all ESXi HBAs at the
same time. HBA failover works only if all HBAs see the same LUNs.

For LUNs that will be shared among multiple hosts, make sure that LUN IDs
are consistent across all hosts. For example, LUN 5 should be mapped to host
1, host 2, and host 3 as LUN 5.

vMotion and VMware
DRS

When you use vCenter Server and vMotion or DRS, make sure that the LUNs
for the virtual machines are provisioned to all ESXi hosts. This provides the
most ability to move virtual machines.

Active-active compared
to active-passive arrays

When you use vMotion or DRS with an active-passive SAN storage device,
make sure that all ESXi systems have consistent paths to all storage
processors. Not doing so can cause path thrashing when a vMotion
migration occurs.

For active-passive storage arrays not listed in Storage/SAN Compatibility,
VMware does not support storage port failover. In those cases, you must
connect the server to the active port on the storage array. This configuration
ensures that the LUNs are presented to the ESXi host.

Setting Fibre Channel HBAs
Typically, FC HBAs that you use on your ESXi host work correctly with the default configuration settings.

You should follow the configuration guidelines provided by your storage array vendor. During FC HBA
setup, consider the following issues.

n Do not mix FC HBAs from different vendors in a single host. Having different models of the same HBA
is supported, but a single LUN cannot be accessed through two different HBA types, only through the
same type.

n Ensure that the firmware level on each HBA is the same.

n Set the timeout value for detecting a failover. To ensure optimal performance, do not change the default
value.

n ESXi supports 16 GB end-to-end Fibre Channel connectivity.

Installation and Setup Steps
This topic provides an overview of installation and setup steps that you need to follow when configuring
your SAN environment to work with ESXi.

Follow these steps to configure your ESXi SAN environment.

1 Design your SAN if it is not already configured. Most existing SANs require only minor modification to
work with ESXi.

2 Check that all SAN components meet requirements.
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3 Perform any necessary storage array modification.

Most vendors have vendor-specific documentation for setting up a SAN to work with VMware ESXi.

4 Set up the HBAs for the hosts you have connected to the SAN.

5 Install ESXi on the hosts.

6 Create virtual machines and install guest operating systems.

7 (Optional) Set up your system for VMware HA failover or for using Microsoft Clustering Services.

8 Upgrade or modify your environment as needed.

N-Port ID Virtualization
N-Port ID Virtualization (NPIV) is an ANSI T11 standard that describes how a single Fibre Channel HBA
port can register with the fabric using several worldwide port names (WWPNs). This allows a fabric-
attached N-port to claim multiple fabric addresses. Each address appears as a unique entity on the Fibre
Channel fabric.

How NPIV-Based LUN Access Works
NPIV enables a single FC HBA port to register several unique WWNs with the fabric, each of which can be
assigned to an individual virtual machine.

SAN objects, such as switches, HBAs, storage devices, or virtual machines can be assigned World Wide
Name (WWN) identifiers. WWNs uniquely identify such objects in the Fibre Channel fabric. When virtual
machines have WWN assignments, they use them for all RDM traffic, so the LUNs pointed to by any of the
RDMs on the virtual machine must not be masked against its WWNs. When virtual machines do not have
WWN assignments, they access storage LUNs with the WWNs of their host’s physical HBAs. By using
NPIV, however, a SAN administrator can monitor and route storage access on a per virtual machine basis.
The following section describes how this works.

When a virtual machine has a WWN assigned to it, the virtual machine’s configuration file (.vmx) is
updated to include a WWN pair (consisting of a World Wide Port Name, WWPN, and a World Wide Node
Name, WWNN). As that virtual machine is powered on, the VMkernel instantiates a virtual port (VPORT)
on the physical HBA which is used to access the LUN. The VPORT is a virtual HBA that appears to the FC
fabric as a physical HBA, that is, it has its own unique identifier, the WWN pair that was assigned to the
virtual machine. Each VPORT is specific to the virtual machine, and the VPORT is destroyed on the host and
it no longer appears to the FC fabric when the virtual machine is powered off. When a virtual machine is
migrated from one host to another, the VPORT is closed on the first host and opened on the destination
host.

If NPIV is enabled, WWN pairs (WWPN & WWNN) are specified for each virtual machine at creation time.
When a virtual machine using NPIV is powered on, it uses each of these WWN pairs in sequence to try to
discover an access path to the storage. The number of VPORTs that are instantiated equals the number of
physical HBAs present on the host. A VPORT is created on each physical HBA that a physical path is found
on. Each physical path is used to determine the virtual path that will be used to access the LUN. Note that
HBAs that are not NPIV-aware are skipped in this discovery process because VPORTs cannot be
instantiated on them.

Requirements for Using NPIV
If you plan to enable NPIV on your virtual machines, you should be aware of certain requirements.

The following requirements exist:

n NPIV can be used only for virtual machines with RDM disks. Virtual machines with regular virtual
disks use the WWNs of the host’s physical HBAs.
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n HBAs on your host must support NPIV.

For information, see the VMware Compatibility Guide and refer to your vendor documentation.

n Use HBAs of the same type, either all QLogic or all Emulex. VMware does not support
heterogeneous HBAs on the same host accessing the same LUNs.

n If a host uses multiple physical HBAs as paths to the storage, zone all physical paths to the virtual
machine. This is required to support multipathing even though only one path at a time will be
active.

n Make sure that physical HBAs on the host have access to all LUNs that are to be accessed by NPIV-
enabled virtual machines running on that host.

n The switches in the fabric must be NPIV-aware.

n When configuring a LUN for NPIV access at the storage level, make sure that the NPIV LUN number
and NPIV target ID match the physical LUN and Target ID.

NPIV Capabilities and Limitations
Learn about specific capabilities and limitations of the use of NPIV with ESXi.

ESXi with NPIV supports the following items:

n NPIV supports vMotion. When you use vMotion to migrate a virtual machine it retains the assigned
WWN.

If you migrate an NPIV-enabled virtual machine to a host that does not support NPIV, VMkernel
reverts to using a physical HBA to route the I/O.

n If your FC SAN environment supports concurrent I/O on the disks from an active-active array, the
concurrent I/O to two different NPIV ports is also supported.

When you use ESXi with NPIV, the following limitations apply:

n Because the NPIV technology is an extension to the FC protocol, it requires an FC switch and does not
work on the direct attached FC disks.

n When you clone a virtual machine or template with a WWN assigned to it, the clones do not retain the
WWN.

n NPIV does not support Storage vMotion.

n Disabling and then re-enabling the NPIV capability on an FC switch while virtual machines are running
can cause an FC link to fail and I/O to stop.

Assign WWNs to Virtual Machines
Assign WWN settings to virtual machine with an RDM disk.

You can create from 1 to 16 WWN pairs, which can be mapped to the first 1 to 16 physical FC HBAs on the
host.

Prerequisites

Create a virtual machine with an RDM disk. See “Create Virtual Machines with RDMs,” on page 208.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click VM Options.
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4 Click the Fibre Channel NPIV triangle to expand the NPIV options.

5 Deselect the Temporarily Disable NPIV for this virtual machine check box.

6 Select Generate new WWNs.

7 Specify the number of WWNNs and WWPNs.

A minimum of 2 WWPNs are needed to support failover with NPIV. Typically only 1 WWNN is
created for each virtual machine.

The host creates WWN assignments for the virtual machine.

What to do next

Register newly created WWNs in the fabric so that the virtual machine is able to log in to the switch, and
assign storage LUNs to the WWNs.

Modify WWN Assignments
You can modify WWN assignments for a virtual machine with an RDM.

Typically, you do not need to change existing WWN assignments on your virtual machine. In certain
circumstances, for example, when manually assigned WWNs are causing conflicts on the SAN, you might
need to change or remove WWNs.

Prerequisites

Make sure to power off the virtual machine if you want to edit the existing WWNs.

Before you begin, ensure that your SAN administrator has provisioned the storage LUN ACL to allow the
virtual machine’s ESXi host to access it.

Procedure

1 Open the Virtual Machine Properties dialog box by clicking the Edit Settings link for the selected
virtual machine.

2 Click the Options tab and select Fibre Channel NPIV.

The Virtual Machine Properties dialog box opens.

3 Edit the WWN assignments by selecting one of the following options:

Option Description

Temporarily disable NPIV for this
virtual machine

Disable the WWN assignments for the virtual machine.

Leave unchanged The existing WWN assignments are retained. The read-only WWN
Assignments section of this dialog box displays the node and port values
of any existing WWN assignments.

Generate new WWNs New WWNs are generated and assigned to the virtual machine,
overwriting any existing WWNs (those of the HBA itself are unaffected).

Remove WWN assignment The WWNs assigned to the virtual machine are removed and it uses the
HBA WWNs to access the storage LUN. This option is not available if you
are creating a new virtual machine.

 
4 Click OK to save your changes.
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Configuring Fibre Channel over
Ethernet 5

To access Fibre Channel storage, an ESXi host can use the Fibre Channel over Ethernet (FCoE) protocol.

The FCoE protocol encapsulates Fibre Channel frames into Ethernet frames. As a result, your host does not
need special Fibre Channel links to connect to Fibre Channel storage, but can use 10Gbit lossless Ethernet to
deliver Fibre Channel traffic.

This chapter includes the following topics:

n “Fibre Channel over Ethernet Adapters,” on page 45

n “Configuration Guidelines for Software FCoE,” on page 46

n “Set Up Networking for Software FCoE,” on page 46

n “Add Software FCoE Adapters,” on page 47

Fibre Channel over Ethernet Adapters
To use Fibre Channel over Ethernet (FCoE), you need to install FCoE adapters on your host.

The adapters that VMware supports generally fall into two categories, hardware FCoE adapters and
software FCoE adapters that use the native FCoE stack in ESXi.

Hardware FCoE Adapters
This category includes completely offloaded specialized Converged Network Adapters (CNAs) that contain
network and Fibre Channel functionalities on the same card.

When such adapter is installed, your host detects and can use both CNA components. In the client, the
networking component appears as a standard network adapter (vmnic) and the Fibre Channel component
as a FCoE adapter (vmhba). You do not need to configure the hardware FCoE adapter to be able to use it.

Software FCoE Adapters
A software FCoE adapter uses the native FCoE protocol stack in ESXi for the protocol processing. The
software FCoE adapter is used with a NIC that offers Data Center Bridging (DCB) and I/O offload
capabilities. Intel X520 is an example of such NIC. For information on NICs supporting software FCoE, see
the VMware Compatibility Guide.

For the software FCoE adapter, you must properly configure networking and then activate the adapter.

NOTE   The number of software FCoE adapters you activate corresponds to the number of physical NIC
ports. ESXi supports a maximum of four software FCoE adapters on one host.
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Configuration Guidelines for Software FCoE
When setting up your network environment to work with ESXi software FCoE, follow the guidelines and
best practices that VMware offers.

Network Switch Guidelines
Follow these guidelines when you configure a network switch for software FCoE environment:

n On the ports that communicate with your ESXi host, disable the Spanning Tree Protocol (STP). Having
the STP enabled might delay the FCoE Initialization Protocol (FIP) response at the switch and cause an
all paths down (APD) condition.

The FIP is a protocol that FCoE uses to discover and initialize FCoE entities on the Ethernet.

n Turn on Priority-based Flow Control (PFC) and set it to AUTO.

n Make sure that you have a compatible firmware version on the FCoE switch.

Network Adapter Best Practices
If you plan to enable software FCoE adapters to work with network adapters, specific considerations apply.

n Make sure that the latest microcode is installed on the FCoE network adapter.

n If the network adapter has multiple ports, when configuring networking, add each port to a separate
vSwitch. This practice helps you to avoid an APD condition when a disruptive event, such as an MTU
change, occurs.

n Do not move a network adapter port from one vSwitch to another when FCoE traffic is active. If you
need to make this change, reboot your host afterwards.

n If you changed the vSwitch for a network adapter port and caused a failure, moving the port back to the
original vSwitch resolves the problem.

Set Up Networking for Software FCoE
Before you activate the software FCoE adapters, you need to create VMkernel network adapters for all
physical FCoE NICs installed on your host.

This procedure explains how to create a single VMkernel network adapter connected to a single FCoE
physical network adapter through a vSphere standard switch. If your host has multiple network adapters or
multiple ports on the adapter, connect each FCoE NIC to a separate standard switch. For more information,
see the vSphere Networking documentation.

NOTE   ESXi supports the maximum of four network adapter ports used for software FCoE.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Under Unclaimed Adapters, select the network adapter (vmnic#) that supports FCoE and click Assign.

Make sure to assign the adapter to Active Adapters.
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6 Enter a network label.

Network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, FCoE.

7 Specify a VLAN ID and click Next.

Because FCoE traffic requires an isolated network, make sure that the VLAN ID you enter is different
from the one used for regular networking on your host. For more information, see the vSphere
Networking documentation.

8 After completing configuration, review the information and click Finish.

You have created the virtual VMkernel adapter for the physical FCoE network adapter installed on your
host.

NOTE   To avoid FCoE traffic disruptions, do not remove the FCoE network adapter (vmnic#) from the
vSphere standard switch after you set up FCoE networking.

Add Software FCoE Adapters
You must activate software FCoE adapters so that your host can use them to access Fibre Channel storage.

The number of software FCoE adapters you can activate corresponds to the number of physical FCoE NIC
ports on your host. ESXi supports the maximum of four software FCoE adapters on one host.

Prerequisites

Set up networking for the software FCoE adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and click Add.

4 Select Software FCoE Adapter.

5 On the Add Software FCoE Adapter dialog box, select an appropriate vmnic from the drop-down list of
physical network adapters.

Only those adapters that are not yet used for FCoE traffic are listed.

6 Click OK.

The software FCoE adapter appears on the list of storage adapters.

After you activate the software FCoE adapter, you can view its properties. If you do not use the adapter, you
can remove it from the list of adapters.
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Booting ESXi from Fibre Channel
SAN 6

When you set up your host to boot from a SAN, your host's boot image is stored on one or more LUNs in
the SAN storage system. When the host starts, it boots from the LUN on the SAN rather than from its local
disk.

ESXi supports booting through a Fibre Channel host bus adapter (HBA) or a Fibre Channel over Ethernet
(FCoE) converged network adapter (CNA).

This chapter includes the following topics:

n “Boot from SAN Benefits,” on page 49

n “Boot from Fibre Channel SAN Requirements and Considerations,” on page 50

n “Getting Ready for Boot from SAN,” on page 50

n “Configure Emulex HBA to Boot from SAN,” on page 52

n “Configure QLogic HBA to Boot from SAN,” on page 53

Boot from SAN Benefits
Boot from SAN can provide numerous benefits to your environment. However, in certain cases, you should
not use boot from SAN for ESXi hosts. Before you set up your system for boot from SAN, decide whether it
is appropriate for your environment.

CAUTION   When you use boot from SAN with multiple ESXi hosts, each host must have its own boot LUN. If
you configure multiple hosts to share the same boot LUN, ESXi image corruption is likely to occur.

If you use boot from SAN, the benefits for your environment will include the following:

n Cheaper servers. Servers can be more dense and run cooler without internal storage.

n Easier server replacement. You can replace servers and have the new server point to the old boot
location.

n Less wasted space. Servers without local disks often take up less space.

n Easier backup processes. You can backup the system boot images in the SAN as part of the overall SAN
backup procedures. Also, you can use advanced array features such as snapshots on the boot image.

n Improved management. Creating and managing the operating system image is easier and more
efficient.

n Better reliability. You can access the boot disk through multiple paths, which protects the disk from
being a single point of failure.
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Boot from Fibre Channel SAN Requirements and Considerations
Your ESXi boot configuration must meet specific requirements.

Table 6‑1.  Boot from SAN Requirements

Requirement Description

ESXi system
requirements

Follow vendor recommendation for the server booting from a SAN.

Adapter
requirements

Enable and correctly configure the adapter, so it can access the boot LUN. See your vendor
documentation.

Access control n Each host must have access to its own boot LUN only, not the boot LUNs of other hosts. Use
storage system software to make sure that the host accesses only the designated LUNs.

n Multiple servers can share a diagnostic partition. You can use array specific LUN masking to
achieve this.

Multipathing
support

Multipathing to a boot LUN on active-passive arrays is not supported because the BIOS does not
support multipathing and is unable to activate a standby path.

SAN considerations SAN connections must be through a switched topology if the array is not certified for direct
connect topology. If the array is certified for direct connect topology, the SAN connections can be
made directly to the array. Boot from SAN is supported for both switched topology and direct
connect topology if these topologies for the specific array are certified.

Hardware- specific
considerations

If you are running an IBM eServer BladeCenter and use boot from SAN, you must disable IDE
drives on the blades.

Getting Ready for Boot from SAN
When you set up your boot from SAN environment, you perform a number of tasks.

This section describes the generic boot-from-SAN enablement process on the rack mounted servers. For
information on enabling boot from SAN on Cisco Unified Computing System FCoE blade servers, refer to
Cisco documentation.

1 Configure SAN Components and Storage System on page 50
Before you set up your ESXi host to boot from a SAN LUN, configure SAN components and a storage
system.

2 Configure Storage Adapter to Boot from SAN on page 51
When you set up your host to boot from SAN, you enable the boot adapter in the host BIOS. You then
configure the boot adapter to initiate a primitive connection to the target boot LUN.

3 Set Up Your System to Boot from Installation Media on page 51
When setting up your host to boot from SAN, you first boot the host from the VMware installation
media. To achieve this, you need to change the system boot sequence in the BIOS setup.

Configure SAN Components and Storage System
Before you set up your ESXi host to boot from a SAN LUN, configure SAN components and a storage
system.

Because configuring the SAN components is vendor specific, refer to the product documentation for each
item.

Procedure

1 Connect network cable, referring to any cabling guide that applies to your setup.

Check the switch wiring, if there is any.
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2 Configure the storage array.

a From the SAN storage array, make the ESXi host visible to the SAN. This process is often referred
to as creating an object.

b From the SAN storage array, set up the host to have the WWPNs of the host’s adapters as port
names or node names.

c Create LUNs.

d Assign LUNs.

e Record the IP addresses of the switches and storage arrays.

f Record the WWPN for each SP.

CAUTION   If you use scripted installation to install ESXi in boot from SAN mode, you need to take
special steps to avoid unintended data loss.

Configure Storage Adapter to Boot from SAN
When you set up your host to boot from SAN, you enable the boot adapter in the host BIOS. You then
configure the boot adapter to initiate a primitive connection to the target boot LUN.

Prerequisites

Determine the WWPN for the storage adapter.

Procedure

u Configure the storage adapter to boot from SAN.

Because configuring boot adapters is vendor specific, refer to your vendor documentation.

Set Up Your System to Boot from Installation Media
When setting up your host to boot from SAN, you first boot the host from the VMware installation media.
To achieve this, you need to change the system boot sequence in the BIOS setup.

Because changing the boot sequence in the BIOS is vendor specific, refer to vendor documentation for
instructions. The following procedure explains how to change the boot sequence on an IBM host.

Procedure

1 During your system power up, enter the system BIOS Configuration/Setup Utility.

2 Select Startup Options and press Enter.

3 Select Startup Sequence Options and press Enter.

4 Change the First Startup Device to [CD-ROM].

You can now install ESXi.

Chapter 6 Booting ESXi from Fibre Channel SAN
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Configure Emulex HBA to Boot from SAN
Configuring the Emulex HBA BIOS to boot from SAN includes enabling the BootBIOS prompt and enabling
BIOS.

Procedure

1 Enable the BootBIOS Prompt on page 52
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable the BootBIOS
prompt.

2 Enable the BIOS on page 52
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable BIOS.

Enable the BootBIOS Prompt
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable the BootBIOS
prompt.

Procedure

1 Run lputil.

2 Select 3. Firmware Maintenance.

3 Select an adapter.

4 Select 6. Boot BIOS Maintenance.

5 Select 1. Enable Boot BIOS.

Enable the BIOS
When you configure the Emulex HBA BIOS to boot ESXi from SAN, you need to enable BIOS.

Procedure

1 Reboot the host.

2 To configure the adapter parameters, press ALT+E at the Emulex prompt and follow these steps.

a Select an adapter (with BIOS support).

b Select 2. Configure This Adapter's Parameters.

c Select 1. Enable or Disable BIOS.

d Select 1 to enable BIOS.

e Select x to exit and Esc to return to the previous menu.

3 To configure the boot device, follow these steps from the Emulex main menu.

a Select the same adapter.

b Select 1. Configure Boot Devices.

c Select the location for the Boot Entry.

d Enter the two-digit boot device.

e Enter the two-digit (HEX) starting LUN (for example, 08).

f Select the boot LUN.
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g Select 1. WWPN. (Boot this device using WWPN, not DID).

h Select x to exit and Y to reboot.

4 Boot into the system BIOS and move Emulex first in the boot controller sequence.

5 Reboot and install on a SAN LUN.

Configure QLogic HBA to Boot from SAN
This sample procedure explains how to configure the QLogic HBA to boot ESXi from SAN. The procedure
involves enabling the QLogic HBA BIOS, enabling the selectable boot, and selecting the boot LUN.

Procedure

1 While booting the server, press Ctrl+Q to enter the Fast!UTIL configuration utility.

2 Perform the appropriate action depending on the number of HBAs.

Option Description

One HBA If you have only one host bus adapter (HBA), the Fast!UTIL Options page
appears. Skip to Step 3.

Multiple HBAs If you have more than one HBA, select the HBA manually.
a In the Select Host Adapter page, use the arrow keys to position the

cursor on the appropriate HBA.
b Press Enter.

 
3 In the Fast!UTIL Options page, select Configuration Settings and press Enter.

4 In the Configuration Settings page, select Adapter Settings and press Enter.

5 Set the BIOS to search for SCSI devices.

a In the Host Adapter Settings page, select Host Adapter BIOS.

b Press Enter to toggle the value to Enabled.

c Press Esc to exit.

6 Enable the selectable boot.

a Select Selectable Boot Settings and press Enter.

b In the Selectable Boot Settings page, select Selectable Boot.

c Press Enter to toggle the value to Enabled.

7 Use the cursor keys to select the Boot Port Name entry in the list of storage processors (SPs) and press
Enter to open the Select Fibre Channel Device screen.

8 Use the cursor keys to select the specific SP and press Enter.

If you are using an active-passive storage array, the selected SP must be on the preferred (active) path to
the boot LUN. If you are not sure which SP is on the active path, use your storage array management
software to find out. The target IDs are created by the BIOS and might change with each reboot.

9 Perform the appropriate action depending on the number of LUNs attached to the SP.

Option Description

One LUN The LUN is selected as the boot LUN. You do not need to enter the Select
LUN screen.

Multiple LUNs Select LUN screen opens. Use the cursor to select the boot LUN, then press
Enter.
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10 If any remaining storage processors show in the list, press C to clear the data.

11 Press Esc twice to exit and press Enter to save the setting.
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Booting ESXi with Software FCoE 7
ESXi supports boot from FCoE capable network adapters.

When you install and boot ESXi from an FCoE LUN, the host can use a VMware software FCoE adapter and
a network adapter with FCoE capabilities. The host does not require a dedicated FCoE HBA.

You perform most configurations through the option ROM of your network adapter. The network adapters
must support one of the following formats, which communicate parameters about an FCoE boot device to
VMkernel.

n FCoE Boot Firmware Table (FBFT). FBFT is Intel propriety.

n FCoE Boot Parameter Table (FBPT). FBPT is defined by VMware for third-party vendors to implement
software FCoE boot.

The configuration parameters are set in the option ROM of your adapter. During an ESXi installation or a
subsequent boot, these parameters are exported in to system memory in either FBFT format or FBPT format.
The VMkernel can read the configuration settings and use them to access the boot LUN.

This chapter includes the following topics:

n “Requirements and Considerations for Software FCoE Boot,” on page 55

n “Best Practices for Software FCoE Boot,” on page 56

n “Set Up Software FCoE Boot,” on page 56

n “Troubleshooting Installation and Boot from Software FCoE,” on page 57

Requirements and Considerations for Software FCoE Boot
When you boot the ESXi host from SAN using software FCoE, certain requirements and considerations
apply.

Requirements
n ESXi 5.1 or later.

n The network adapter must have the following capabilities:

n Be FCoE capable.

n Support ESXi open FCoE stack.

n Contain FCoE boot firmware which can export boot information in FBFT format or FBPT format.

Considerations
n You cannot change software FCoE boot configuration from within ESXi.
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n Coredump is not supported on any software FCoE LUNs, including the boot LUN.

n Multipathing is not supported at pre-boot.

n Boot LUN cannot be shared with other hosts even on shared storage.

Best Practices for Software FCoE Boot
VMware recommends several best practices when you boot your system from a software FCoE LUN.

n Make sure that the host has access to the entire boot LUN. The boot LUN cannot be shared with other
hosts even on shared storage.

n If you use Intel 10 Gigabit Ethernet Controller (Niantec) with a Cisco switch, configure the switch port
in the following way:

n Enable the Spanning Tree Protocol (STP).

n Turn off switchport trunk native vlan for the VLAN used for FCoE.

Set Up Software FCoE Boot
Your ESXi host can boot from a FCoE LUN using the software FCoE adapter a network adapter.

When you configure your host for a software FCoE boot, you perform a number of tasks.

Prerequisites

The network adapter has the following capabilities:

n Support partial FCoE offload (software FCoE).

n Contain either a FCoE Boot Firmware Table (FBFT) or a FCoE Boot Parameter Table (FBPT).

For information about network adapters that support software FCoE boot, see the VMware Compatibility
Guide.

Procedure

1 Configure Software FCoE Boot Parameters on page 56
To support a software FCoE boot process, a network adapter on your host must have a specially
configured FCoE boot firmware. When you configure the firmware, you enable the adapter for the
software FCoE boot and specify the boot LUN parameters.

2 Install and Boot ESXi from Software FCoE LUN on page 57
When you set up your system to boot from a software FCoE LUN, you install the ESXi image to the
target LUN. You can then boot your host from that LUN.

Configure Software FCoE Boot Parameters
To support a software FCoE boot process, a network adapter on your host must have a specially configured
FCoE boot firmware. When you configure the firmware, you enable the adapter for the software FCoE boot
and specify the boot LUN parameters.

Procedure

u In the option ROM of the network adapter, specify software FCoE boot parameters.

These parameters include boot target, boot LUN, VLAN ID, and so on.

Because configuring the network adapter is vendor specific, review your vendor documentation for
instructions.
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Install and Boot ESXi from Software FCoE LUN
When you set up your system to boot from a software FCoE LUN, you install the ESXi image to the target
LUN. You can then boot your host from that LUN.

Prerequisites

n Configure the option ROM of the network adapter to point to a target LUN that you want to use as the
boot LUN. Make sure that you have information about the bootable LUN.

n Change the boot order in the system BIOS to the following sequence:

a The network adapter that you use for the software FCoE boot.

b The ESXi installation media.

See the vendor documentation for your system.

Procedure

1 Start an interactive installation from the ESXi installation CD/DVD.

The ESXi installer verifies that FCoE boot is enabled in the BIOS and, if needed, creates a standard
virtual switch for the FCoE capable network adapter. The name of the vSwitch is
VMware_FCoE_vSwitch. The installer then uses preconfigured FCoE boot parameters to discover and
display all available FCoE LUNs.

2 On the Select a Disk screen, select the software FCoE LUN that you specified in the boot parameter
setting.

If the boot LUN does not appear in this menu, make sure that you correctly configured boot parameters
in the option ROM of the network adapter.

3 Follow the prompts to complete the installation.

4 Reboot the host.

5 Change the boot order in the system BIOS so that the FCoE boot LUN is the first bootable device.

ESXi continues booting from the software FCoE LUN until it is ready to be used.

What to do next

If needed, you can rename and modify the VMware_FCoE_vSwitch that the installer automatically created.
Make sure that the Cisco Discovery Protocol (CDP) mode is set to Listen or Both.

Troubleshooting Installation and Boot from Software FCoE
If the installation or boot of ESXi from a software FCoE LUN fails, you can use several troubleshooting
methods.

Problem

When you install or boot ESXi from FCoE storage using a VMware software FCoE adapter and a network
adapter with partial FCoE offload capabilities, the installation or the boot process fails.

Solution

n Make sure that you correctly configured boot parameters in the option ROM of the FCoE network
adapter.

n During installation, monitor the BIOS of the FCoE network adapter for any errors.

n If possible, check the VMkernel log for errors.
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n Use the esxcli command to verify whether the boot LUN is present.

esxcli conn_options hardware bootdevice list
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Best Practices for Fibre Channel
Storage 8

When using ESXi with Fibre Channel SAN, follow best practices that VMware offers to avoid performance
problems.

The vSphere Web Client offer extensive facilities for collecting performance information. The information is
graphically displayed and frequently updated.

You can also use the resxtop or esxtop command-line utilities. The utilities provide a detailed look at how
ESXi uses resources in real time. For more information, see the vSphere Resource Management documentation.

Check with your storage representative if your storage system supports Storage API - Array Integration
hardware acceleration features. If it does, refer to your vendor documentation for information on how to
enable hardware acceleration support on the storage system side. For more information, see Chapter 22,
“Storage Hardware Acceleration,” on page 243.

This chapter includes the following topics:

n “Preventing Fibre Channel SAN Problems,” on page 59

n “Disable Automatic Host Registration,” on page 60

n “Optimizing Fibre Channel SAN Storage Performance,” on page 60

Preventing Fibre Channel SAN Problems
When using ESXi in conjunction with a Fibre Channel SAN, you must follow specific guidelines to avoid
SAN problems.

You should observe these tips for preventing problems with your SAN configuration:

n Place only one VMFS datastore on each LUN.

n Do not change the path policy the system sets for you unless you understand the implications of
making such a change.

n Document everything. Include information about zoning, access control, storage, switch, server and FC
HBA configuration, software and firmware versions, and storage cable plan.

n Plan for failure:

n Make several copies of your topology maps. For each element, consider what happens to your SAN
if the element fails.

n Cross off different links, switches, HBAs and other elements to ensure you did not miss a critical
failure point in your design.

n Ensure that the Fibre Channel HBAs are installed in the correct slots in the host, based on slot and bus
speed. Balance PCI bus load among the available busses in the server.
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n Become familiar with the various monitor points in your storage network, at all visibility points,
including host's performance charts, FC switch statistics, and storage performance statistics.

n Be cautious when changing IDs of the LUNs that have VMFS datastores being used by your ESXi host.
If you change the ID, the datastore becomes inactive and its virtual machines fail. You can resignature
the datastore to make it active again. See “Managing Duplicate VMFS Datastores,” on page 162.

If there are no running virtual machines on the VMFS datastore, after you change the ID of the LUN,
you must use rescan to reset the ID on your host. For information on using rescan, see “Storage Refresh
and Rescan Operations,” on page 124.

Disable Automatic Host Registration
Certain storage arrays require that ESXi hosts register with the arrays. ESXi performs automatic host
registration by sending the host's name and IP address to the array. If you prefer to perform manual
registration using storage management software, disable the ESXi auto-registration feature.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Disk.EnableNaviReg parameter and click the Edit icon.

5 Change the value to 0.

This disables the automatic host registration enabled by default.

Optimizing Fibre Channel SAN Storage Performance
Several factors contribute to optimizing a typical SAN environment.

If the environment is properly configured, the SAN fabric components (particularly the SAN switches) are
only minor contributors because of their low latencies relative to servers and storage arrays. Make sure that
the paths through the switch fabric are not saturated, that is, that the switch fabric is running at the highest
throughput.

Storage Array Performance
Storage array performance is one of the major factors contributing to the performance of the entire SAN
environment.

If there are issues with storage array performance, be sure to consult your storage array vendor’s
documentation for any relevant information.

Follow these general guidelines to improve the array performance in the vSphere environment:

n When assigning LUNs, remember that each LUN is accessed by a number of hosts, and that a number
of virtual machines can run on each host. One LUN used by a host can service I/O from many different
applications running on different operating systems. Because of this diverse workload, the RAID group
containing the ESXi LUNs should not include LUNs used by other servers that are not running ESXi.

n Make sure read/write caching is enabled.

n SAN storage arrays require continual redesign and tuning to ensure that I/O is load balanced across all
storage array paths. To meet this requirement, distribute the paths to the LUNs among all the SPs to
provide optimal load balancing. Close monitoring indicates when it is necessary to rebalance the LUN
distribution.
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Tuning statically balanced storage arrays is a matter of monitoring the specific performance statistics
(such as I/O operations per second, blocks per second, and response time) and distributing the LUN
workload to spread the workload across all the SPs.

NOTE   Dynamic load balancing is not currently supported with ESXi.

Server Performance with Fibre Channel
You must consider several factors to ensure optimal server performance.

Each server application must have access to its designated storage with the following conditions:

n High I/O rate (number of I/O operations per second)

n High throughput (megabytes per second)

n Minimal latency (response times)

Because each application has different requirements, you can meet these goals by choosing an appropriate
RAID group on the storage array. To achieve performance goals:

n Place each LUN on a RAID group that provides the necessary performance levels. Pay attention to the
activities and resource utilization of other LUNS in the assigned RAID group. A high-performance
RAID group that has too many applications doing I/O to it might not meet performance goals required
by an application running on the ESXi host.

n Make sure that each server has a sufficient number of HBAs to allow maximum throughput for all the
applications hosted on the server for the peak period. I/O spread across multiple HBAs provide higher
throughput and less latency for each application.

n To provide redundancy in the event of HBA failure, make sure the server is connected to a dual
redundant fabric.

n When allocating LUNs or RAID groups for ESXi systems, multiple operating systems use and share that
resource. As a result, the performance required from each LUN in the storage subsystem can be much
higher if you are working with ESXi systems than if you are using physical machines. For example, if
you expect to run four I/O intensive applications, allocate four times the performance capacity for the
ESXi LUNs.

n When using multiple ESXi systems in conjunction with vCenter Server, the performance needed from
the storage subsystem increases correspondingly.

n The number of outstanding I/Os needed by applications running on an ESXi system should match the
number of I/Os the HBA and storage array can handle.

Chapter 8 Best Practices for Fibre Channel Storage
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Using ESXi with iSCSI SAN 9
You can use ESXi in conjunction with a storage area network (SAN), a specialized high-speed network that
connects computer systems to high-performance storage subsystems. Using ESXi together with a SAN
provides storage consolidation, improves reliability, and helps with disaster recovery.

To use ESXi effectively with a SAN, you must have a working knowledge of ESXi systems and SAN
concepts. Also, when you set up ESXi hosts to use Internet SCSI (iSCSI) SAN storage systems, you must be
aware of certain special considerations that exist.

This chapter includes the following topics:

n “iSCSI SAN Concepts,” on page 63

n “How Virtual Machines Access Data on an iSCSI SAN,” on page 68

iSCSI SAN Concepts
If you are an administrator who plans to set up ESXi hosts to work with iSCSI SANs, you must have a
working knowledge of iSCSI concepts.

iSCSI SANs use Ethernet connections between computer systems, or host servers, and high performance
storage subsystems. The SAN components include iSCSI host bus adapters (HBAs) or Network Interface
Cards (NICs) in the host servers, switches and routers that transport the storage traffic, cables, storage
processors (SPs), and storage disk systems.

iSCSI SAN uses a client-server architecture. The client, called iSCSI initiator, operates on your host. It
initiates iSCSI sessions by issuing SCSI commands and transmitting them, encapsulated into iSCSI protocol,
to a server. The server is known as an iSCSI target. The iSCSI target represents a physical storage system on
the network. It can also be provided by a virtual iSCSI SAN, for example, an iSCSI target emulator running
in a virtual machine. The iSCSI target responds to the initiator's commands by transmitting required iSCSI
data.

iSCSI Multipathing
When transferring data between the host server and storage, the SAN uses a technique known as
multipathing. Multipathing allows you to have more than one physical path from the ESXi host to a LUN on
a storage system.

Generally, a single path from a host to a LUN consists of an iSCSI adapter or NIC, switch ports, connecting
cables, and the storage controller port. If any component of the path fails, the host selects another available
path for I/O. The process of detecting a failed path and switching to another is called path failover.

NOTE   vSphere supports direct-attached iSCSI storage that does not require switches. With direct-attached
iSCSI, as with a switched configuration, use redundant paths, targets, and initiators to avoid single point of
failure.
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For more information on multipathing, see Chapter 17, “Understanding Multipathing and Failover,” on
page 181.

Ports in the iSCSI SAN
A single discoverable entity on the iSCSI SAN, such as an initiator or a target, represents an iSCSI node.
Each node has one or more ports that connect it to the SAN.

iSCSI ports are end-points of an iSCSI session. Each node can be identified in a number of ways.

IP Address Each iSCSI node can have an IP address associated with it so that routing
and switching equipment on your network can establish the connection
between the server and storage. This address is just like the IP address that
you assign to your computer to get access to your company's network or the
Internet.

iSCSI Name A worldwide unique name for identifying the node. iSCSI uses the iSCSI
Qualified Name (IQN) and Extended Unique Identifier (EUI).

By default, ESXi generates unique iSCSI names for your iSCSI initiators, for
example, iqn.1998-01.com.vmware:iscsitestox-68158ef2. Usually, you do
not have to change the default value, but if you do, make sure that the new
iSCSI name you enter is worldwide unique.

iSCSI Alias A more manageable name for an iSCSI device or port used instead of the
iSCSI name. iSCSI aliases are not unique and are intended to be just a
friendly name to associate with a port.

iSCSI Naming Conventions
iSCSI uses a special unique name to identify an iSCSI node, either target or initiator. This name is similar to
the WorldWide Name (WWN) associated with Fibre Channel devices and is used as a way to universally
identify the node.

iSCSI names are formatted in two different ways. The most common is the IQN format.

For more details on iSCSI naming requirements and string profiles, see RFC 3721 and RFC 3722 on the IETF
Web site.

iSCSI Qualified Name (IQN) Format
The IQN format takes the form iqn.yyyy-mm.naming-authority:unique name, where:

n yyyy-mm is the year and month when the naming authority was established.

n naming-authority is usually reverse syntax of the Internet domain name of the naming authority. For
example, the iscsi.vmware.com naming authority could have the iSCSI qualified name form of iqn.
1998-01.com.vmware.iscsi. The name indicates that the vmware.com domain name was registered in
January of 1998, and iscsi is a subdomain, maintained by vmware.com.

n unique name is any name you want to use, for example, the name of your host. The naming authority
must make sure that any names assigned following the colon are unique, such as:
n iqn.1998-01.com.vmware.iscsi:name1

n iqn.1998-01.com.vmware.iscsi:name2

n iqn.1998-01.com.vmware.iscsi:name999

Enterprise Unique Identifier (EUI) Format
The EUI format takes the form eui.16 hex digits.
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For example, eui.0123456789ABCDEF.

The 16-hexadecimal digits are text representations of a 64-bit number of an IEEE EUI (extended unique
identifier) format. The top 24 bits are a company ID that IEEE registers with a particular company. The
lower 40 bits are assigned by the entity holding that company ID and must be unique.

iSCSI Initiators
To access iSCSI targets, your host uses iSCSI initiators. The initiators transport SCSI requests and responses,
encapsulated into the iSCSI protocol, between the host and the iSCSI target.

Your host supports different types of initiators.

For information on configuring and using iSCSI adapters, see Chapter 10, “Configuring iSCSI Adapters and
Storage,” on page 69.

Software iSCSI Adapter
A software iSCSI adapter is a VMware code built into the VMkernel. It allows your host to connect to the
iSCSI storage device through standard network adapters. The software iSCSI adapter handles iSCSI
processing while communicating with the network adapter. With the software iSCSI adapter, you can use
iSCSI technology without purchasing specialized hardware.

Hardware iSCSI Adapter
A hardware iSCSI adapter is a third-party adapter that offloads iSCSI and network processing from your
host. Hardware iSCSI adapters are divided into categories.

Dependent Hardware
iSCSI Adapter

Depends on VMware networking, and iSCSI configuration and management
interfaces provided by VMware.

This type of adapter can be a card that presents a standard network adapter
and iSCSI offload functionality for the same port. The iSCSI offload
functionality depends on the host's network configuration to obtain the IP,
MAC, and other parameters used for iSCSI sessions. An example of a
dependent adapter is the iSCSI licensed Broadcom 5709 NIC.

Independent Hardware
iSCSI Adapter

Implements its own networking and iSCSI configuration and management
interfaces.

An example of an independent hardware iSCSI adapter is a card that either
presents only iSCSI offload functionality or iSCSI offload functionality and
standard NIC functionality. The iSCSI offload functionality has independent
configuration management that assigns the IP, MAC, and other parameters
used for the iSCSI sessions. An example of a independent adapter is the
QLogic QLA4052 adapter.

Hardware iSCSI adapters might need to be licensed. Otherwise, they will not appear in the client or vSphere
CLI. Contact your vendor for licensing information.

Chapter 9 Using ESXi with iSCSI SAN

VMware, Inc.  65



Establishing iSCSI Connections
In the ESXi context, the term target identifies a single storage unit that your host can access. The terms
storage device and LUN describe a logical volume that represents storage space on a target. Typically, the
terms device and LUN, in the ESXi context, mean a SCSI volume presented to your host from a storage
target and available for formatting.

Different iSCSI storage vendors present storage to servers in different ways. Some vendors present multiple
LUNs on a single target, while others present multiple targets with one LUN each. While the way the
storage is used by ESXi is similar, the way the information is presented through administrative tools is
different.

Figure 9‑1.  Target Compared to LUN Representations
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target

LUN LUN LUN

storage array

target target target
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Three LUNs are available in each of these configurations. In the first case, the host detects one target but that
target has three LUNs that can be used. Each of the LUNs represents individual storage volume. In the
second case, the host detects three different targets, each having one LUN.

Host-based iSCSI initiators establish connections to each target. Storage systems with a single target
containing multiple LUNs have traffic to all the LUNs on a single connection. With a system that has three
targets with one LUN each, a host uses separate connections to the three LUNs. This information is useful
when you are trying to aggregate storage traffic on multiple connections from the host with multiple iSCSI
HBAs, where traffic for one target can be set to a particular HBA, while traffic for another target can use a
different HBA.

iSCSI Storage System Types
ESXi supports different storage systems and arrays.

The types of storage that your host supports include active-active, active-passive, and ALUA-compliant.

Active-active storage
system

Allows access to the LUNs simultaneously through all the storage ports that
are available without significant performance degradation. All the paths are
active at all times, unless a path fails.

Active-passive storage
system

A system in which one storage processor is actively providing access to a
given LUN. The other processors act as backup for the LUN and can be
actively providing access to other LUN I/O. I/O can be successfully sent only
to an active port for a given LUN. If access through the active storage port
fails, one of the passive storage processors can be activated by the servers
accessing it.
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Asymmetrical storage
system

Supports Asymmetric Logical Unit Access (ALUA). ALUA-complaint
storage systems provide different levels of access per port. ALUA allows
hosts to determine the states of target ports and prioritize paths. The host
uses some of the active paths as primary while others as secondary.

Virtual port storage
system

Allows access to all available LUNs through a single virtual port. These are
active-active storage devices, but hide their multiple connections though a
single port. ESXi multipathing does not make multiple connections from a
specific port to the storage by default. Some storage vendors supply session
managers to establish and manage multiple connections to their storage.
These storage systems handle port failover and connection balancing
transparently. This is often referred to as transparent failover.

Discovery, Authentication, and Access Control
You can use several mechanisms to discover your storage and to limit access to it.

You must configure your host and the iSCSI storage system to support your storage access control policy.

Discovery
A discovery session is part of the iSCSI protocol, and it returns the set of targets you can access on an iSCSI
storage system. The two types of discovery available on ESXi are dynamic and static. Dynamic discovery
obtains a list of accessible targets from the iSCSI storage system, while static discovery can only try to access
one particular target by target name and address.

For more information, see “Configuring Discovery Addresses for iSCSI Adapters,” on page 97.

Authentication
iSCSI storage systems authenticate an initiator by a name and key pair. ESXi supports the CHAP protocol,
which VMware recommends for your SAN implementation. To use CHAP authentication, the ESXi host and
the iSCSI storage system must have CHAP enabled and have common credentials.

For information on enabling CHAP, see “Configuring CHAP Parameters for iSCSI Adapters,” on page 98.

Access Control
Access control is a policy set up on the iSCSI storage system. Most implementations support one or more of
three types of access control:

n By initiator name

n By IP address

n By the CHAP protocol

Only initiators that meet all rules can access the iSCSI volume.

Using only CHAP for access control can slow down rescans because the ESXi host can discover all targets,
but then fails at the authentication step. iSCSI rescans work faster if the host discovers only the targets it can
authenticate.

Error Correction
To protect the integrity of iSCSI headers and data, the iSCSI protocol defines error correction methods
known as header digests and data digests.

Both parameters are disabled by default, but you can enable them. These digests pertain to, respectively, the
header and SCSI data being transferred between iSCSI initiators and targets, in both directions.

Chapter 9 Using ESXi with iSCSI SAN
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Header and data digests check the end-to-end, noncryptographic data integrity beyond the integrity checks
that other networking layers provide, such as TCP and Ethernet. They check the entire communication path,
including all elements that can change the network-level traffic, such as routers, switches, and proxies.

The existence and type of the digests are negotiated when an iSCSI connection is established. When the
initiator and target agree on a digest configuration, this digest must be used for all traffic between them.

Enabling header and data digests does require additional processing for both the initiator and the target and
can affect throughput and CPU use performance.

NOTE   Systems that use Intel Nehalem processors offload the iSCSI digest calculations, thus reducing the
impact on performance.

For information on enabling header and data digests, see “Configuring Advanced Parameters for iSCSI,” on
page 102.

How Virtual Machines Access Data on an iSCSI SAN
ESXi stores a virtual machine's disk files within a VMFS datastore that resides on a SAN storage device.
When virtual machine guest operating systems issue SCSI commands to their virtual disks, the SCSI
virtualization layer translates these commands to VMFS file operations.

When a virtual machine interacts with its virtual disk stored on a SAN, the following process takes place:

1 When the guest operating system in a virtual machine reads or writes to SCSI disk, it issues SCSI
commands to the virtual disk.

2 Device drivers in the virtual machine’s operating system communicate with the virtual SCSI controllers.

3 The virtual SCSI controller forwards the command to the VMkernel.

4 The VMkernel performs the following tasks.

a Locates the file, which corresponds to the guest virtual machine disk, in the VMFS volume.

b Maps the requests for the blocks on the virtual disk to blocks on the appropriate physical device.

c Sends the modified I/O request from the device driver in the VMkernel to the iSCSI initiator
(hardware or software).

5 If the iSCSI initiator is a hardware iSCSI adapter (both independent or dependent), the adapter
performs the following tasks.

a Encapsulates I/O requests into iSCSI Protocol Data Units (PDUs).

b Encapsulates iSCSI PDUs into TCP/IP packets.

c Sends IP packets over Ethernet to the iSCSI storage system.

6 If the iSCSI initiator is a software iSCSI adapter, the following takes place.

a The iSCSI initiator encapsulates I/O requests into iSCSI PDUs.

b The initiator sends iSCSI PDUs through TCP/IP connections.

c The VMkernel TCP/IP stack relays TCP/IP packets to a physical NIC.

d The physical NIC sends IP packets over Ethernet to the iSCSI storage system.

7 Depending on which port the iSCSI initiator uses to connect to the network, Ethernet switches and
routers carry the request to the storage device that the host wants to access.
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Configuring iSCSI Adapters and
Storage 10

Before ESXi can work with a SAN, you must set up your iSCSI adapters and storage.

To do this, you must first observe certain basic requirements and then follow best practices for installing
and setting up hardware or software iSCSI adapters to access the SAN.

The following table lists the iSCSI adapters (vmhbas) that ESXi supports and indicates whether VMkernel
networking configuration is required.

Table 10‑1.  Supported iSCSI adapters

iSCSI Adapter (vmhba) Description VMkernel Networking

Software Uses standard NICs to connect your
host to a remote iSCSI target on the
IP network .

Required

Independent Hardware Third-party adapter that offloads the
iSCSI and network processing and
management from your host.

Not required

Dependent Hardware Third-party adapter that depends on
VMware networking and iSCSI
configuration and management
interfaces.

Required

After you set up the iSCSI adapters, you can create a datastore on iSCSI storage. For details on how to create
and manage datastores, see “Creating Datastores,” on page 160.

This chapter includes the following topics:

n “ESXi iSCSI SAN Requirements,” on page 70

n “ESXi iSCSI SAN Restrictions,” on page 70

n “Setting LUN Allocations for iSCSI,” on page 70

n “Network Configuration and Authentication,” on page 71

n “Set Up Independent Hardware iSCSI Adapters,” on page 71

n “About Dependent Hardware iSCSI Adapters,” on page 74

n “About the Software iSCSI Adapter,” on page 81

n “Modify General Properties for iSCSI Adapters,” on page 87

n “Setting Up iSCSI Network,” on page 88

n “Using Jumbo Frames with iSCSI,” on page 95

n “Configuring Discovery Addresses for iSCSI Adapters,” on page 97
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n “Configuring CHAP Parameters for iSCSI Adapters,” on page 98

n “Configuring Advanced Parameters for iSCSI,” on page 102

n “iSCSI Session Management,” on page 103

ESXi iSCSI SAN Requirements
You must meet several requirements for your ESXi host to work properly with a SAN.

n Verify that your SAN storage hardware and firmware combinations are supported in conjunction with
ESXi systems. For an up-to-date list, see VMware Compatibility Guide.

n Configure your system to have only one VMFS datastore for each LUN.

n Unless you are using diskless servers, set up a diagnostic partition on a local storage. If you have
diskless servers that boot from iSCSI SAN, see “General Boot from iSCSI SAN Recommendations,” on
page 107 for information about diagnostic partitions with iSCSI.

n Use RDMs for access to any raw disk. For information, see Chapter 18, “Raw Device Mapping,” on
page 203.

n Set the SCSI controller driver in the guest operating system to a large enough queue. For information on
changing queue depth for iSCSI adapters and virtual machines, see vSphere Troubleshooting.

n On virtual machines running Microsoft Windows, increase the value of the SCSI TimeoutValue
parameter to allow Windows to better tolerate delayed I/O resulting from path failover. For
information, see “Set Timeout on Windows Guest OS,” on page 185.

ESXi iSCSI SAN Restrictions
A number of restrictions exist when you use ESXi with an iSCSI SAN.

n ESXi does not support iSCSI-connected tape devices.

n You cannot use virtual-machine multipathing software to perform I/O load balancing to a single
physical LUN.

n ESXi does not support multipathing when you combine independent hardware adapters with either
software or dependent hardware adapters.

Setting LUN Allocations for iSCSI
When preparing your ESXi system to use iSCSI SAN storage you need to set LUN allocations.

Note the following points:

n Storage Provisioning. To ensure that the host recognizes LUNs at startup time, configure all iSCSI
storage targets so that your host can access them and use them. Also, configure your host so that it can
discover all available iSCSI targets.

n vMotion and VMware DRS. When you use vCenter Server and vMotion or DRS, make sure that the
LUNs for the virtual machines are provisioned to all hosts. This configuration provides the greatest
freedom in moving virtual machines.

n Active-active versus active-passive arrays. When you use vMotion or DRS with an active-passive SAN
storage device, make sure that all hosts have consistent paths to all storage processors. Not doing so can
cause path thrashing when a vMotion migration occurs.

For active-passive storage arrays not listed in Storage/SAN Compatibility, VMware does not support
storage-port failover. You must connect the server to the active port on the storage system. This
configuration ensures that the LUNs are presented to the host.
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Network Configuration and Authentication
Before your ESXi host can discover iSCSI storage, the iSCSI initiators must be configured and authentication
might have to be set up.

n For software iSCSI and dependent hardware iSCSI, networking for the VMkernel must be configured.
You can verify the network configuration by using the vmkping utility. With software iSCSI and
dependent iSCSI, IPv4 and IPv6 protocols are supported.

n For independent hardware iSCSI, network parameters, such as IP address, subnet mask, and default
gateway must be configured on the HBA. You can also specify a network protocol, IPv4 or IPv6 for the
adapter.

n Check and change the default initiator name if necessary.

n The dynamic discovery address or static discovery address and target name of the storage system must
be set. For software iSCSI and dependent hardware iSCSI, the address should be pingable using
vmkping.

n For CHAP authentication, enable it on the initiator and the storage system side. After authentication is
enabled, it applies for all of the targets that are not yet discovered, but does not apply to targets that are
already discovered. After the discovery address is set, the new targets discovered are exposed and can
be used at that point.

For details on how to use the vmkping command, search the VMware Knowledge Base.

Set Up Independent Hardware iSCSI Adapters
An independent hardware iSCSI adapter is a specialized third-party adapter capable of accessing iSCSI
storage over TCP/IP. This iSCSI adapter handles all iSCSI and network processing and management for
your ESXi system.

Prerequisites

n Check whether the adapter needs to be licensed.

n Install the adapter.

For information about licencing, installation, and firmware updates, see vendor documentation.

Procedure

1 View Independent Hardware iSCSI Adapters on page 72
View an independent hardware iSCSI adapter to verify that it is correctly installed and ready for
configuration.

2 Modify General Properties for iSCSI Adapters on page 72
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Edit Network Settings for Hardware iSCSI on page 73
After you install an independent hardware iSCSI adapter, you might need to change its default
network settings so that the adapter is configured properly for the iSCSI SAN.

4 Set Up Dynamic or Static Discovery for iSCSI on page 73
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

Chapter 10 Configuring iSCSI Adapters and Storage
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What to do next

If required, configure CHAP parameters and jumbo frames.

View Independent Hardware iSCSI Adapters
View an independent hardware iSCSI adapter to verify that it is correctly installed and ready for
configuration.

After you install an independent hardware iSCSI adapter on a host, it appears on the list of storage adapters
available for configuration. You can view its properties.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

If installed, the hardware iSCSI adapter appears on the list of storage adapters.

4 Select the adapter to view.

The default details for the adapter appear, including the model, iSCSI name, iSCSI alias, IP address, and
target and paths information.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.
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Edit Network Settings for Hardware iSCSI
After you install an independent hardware iSCSI adapter, you might need to change its default network
settings so that the adapter is configured properly for the iSCSI SAN.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Network Settings tab and click Edit.

5 In the IPv4 settings section, disable IPv6 or select the method used to obtain IP addresses.

NOTE   The automatic DHCP option and static option are mutually exclusive.

Option Description

No IPv4 settings Disable IPv4.

Obtain IPv4 settings automatically Use DHCP to obtain IP settings.

Use static IPv4 settings Enter the IPv4 IP address, subnet mask, and default gateway for the iSCSI
adapter.

 
6 In the IPv6 settings section, disable IPv6 or select an appropriate option for obtaining IPv6 addresses.

NOTE   Automatic options and the static option are mutually exclusive.

Option Description

No IPv6 settings Disable IPv6.

Enable IPv6 Select an option for obtaining IPv6 addresses.

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Override Link-local address for IPv6 Override the link-local IP address by configuring a static IP address.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Enter the IPv6 address and subnet prefix length, and click OK.

 

7 In the DNS settings section, provide IP addresses for a preferred DNS server and an alternate DNS
server.

You must provide both values.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.
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Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.

5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

About Dependent Hardware iSCSI Adapters
A dependent hardware iSCSI adapter is a third-party adapter that depends on VMware networking, and
iSCSI configuration and management interfaces provided by VMware.

An example of a dependent iSCSI adapter is a Broadcom 5709 NIC. When installed on a host, it presents its
two components, a standard network adapter and an iSCSI engine, to the same port. The iSCSI engine
appears on the list of storage adapters as an iSCSI adapter (vmhba). Although the iSCSI adapter is enabled
by default, to make it functional, you must first connect it, through a virtual VMkernel adapter (vmk), to a
physical network adapter (vmnic) associated with it. You can then configure the iSCSI adapter.

After you configure the dependent hardware iSCSI adapter, the discovery and authentication data are
passed through the network connection, while the iSCSI traffic goes through the iSCSI engine, bypassing the
network.

Dependent Hardware iSCSI Considerations
When you use dependent hardware iSCSI adapters with ESXi, certain considerations apply.

n When you use any dependent hardware iSCSI adapter, performance reporting for a NIC associated
with the adapter might show little or no activity, even when iSCSI traffic is heavy. This behavior occurs
because the iSCSI traffic bypasses the regular networking stack.

n If you use a third-party virtual switch, for example Cisco Nexus 1000V DVS, disable automatic pinning.
Use manual pinning instead, making sure to connect a VMkernel adapter (vmk) to an appropriate
physical NIC (vmnic). For information, refer to your virtual switch vendor documentation.

n The Broadcom iSCSI adapter performs data reassembly in hardware, which has a limited buffer space.
When you use the Broadcom iSCSI adapter in a congested network or under heavy load, enable flow
control to avoid performance degradation.
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Flow control manages the rate of data transmission between two nodes to prevent a fast sender from
overrunning a slow receiver. For best results, enable flow control at the end points of the I/O path, at
the hosts and iSCSI storage systems.

To enable flow control for the host, use the esxcli system module parameters command. For details,
see the VMware knowledge base article at http://kb.vmware.com/kb/1013413

n Dependent hardware adapters support IPv4 and IPv6.

Configure Dependent Hardware iSCSI Adapters
The entire setup and configuration process for the dependent hardware iSCSI adapters involves several
steps. After you set up your adapter, you might need to configure CHAP parameters and Jumbo Frames.

Procedure

1 View Dependent Hardware iSCSI Adapters on page 75
View a dependent hardware iSCSI adapter to verify that it is correctly loaded.

2 Modify General Properties for iSCSI Adapters on page 76
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Determine Association Between iSCSI and Network Adapters on page 76
You create network connections to bind dependent iSCSI and physical network adapters. To create the
connections correctly, you must determine the name of the physical NIC with which the dependent
hardware iSCSI adapter is associated.

4 Create Network Connections for iSCSI on page 77
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and
the physical network adapters.

5 Set Up Dynamic or Static Discovery for iSCSI on page 80
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

What to do next

If required, configure CHAP parameters and jumbo frames.

View Dependent Hardware iSCSI Adapters
View a dependent hardware iSCSI adapter to verify that it is correctly loaded.

If installed, the dependent hardware iSCSI adapter (vmhba#) appears on the list of storage adapters under
such category as, for example, Broadcom iSCSI Adapter. If the dependent hardware adapter does not
appear on the list of storage adapters, check whether it needs to be licensed. See your vendor
documentation.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters.

4 Select the adapter (vmhba#) to view.

The default details for the adapter appear, including the iSCSI name, iSCSI alias, and the status.
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What to do next

Although the dependent iSCSI adapter is enabled by default, to make it functional, you must set up
networking for the iSCSI traffic and bind the adapter to the appropriate VMkernel iSCSI port. You then
configure discovery addresses and CHAP parameters.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.

Determine Association Between iSCSI and Network Adapters
You create network connections to bind dependent iSCSI and physical network adapters. To create the
connections correctly, you must determine the name of the physical NIC with which the dependent
hardware iSCSI adapter is associated.

Prerequisites

In the vSphere Web Client, browse to the dependent hardware iSCSI adapter (vmhba#). See “View
Dependent Hardware iSCSI Adapters,” on page 75.

Procedure

1 Select the iSCSI adapter (vmhba#) and click the Network Port Binding tab under Adapter Details.

2 Click Add.

The network adapter (vmnic#) that corresponds to the dependent iSCSI adapter is listed in the Physical
Network Adapter column.

What to do next

If the VMkernel Adapter column is empty, create a VMkernel adapter (vmk#) for the physical network
adapter (vmnic#) and then bind them to the associated dependent hardware iSCSI. See “Setting Up iSCSI
Network,” on page 88.
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Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 77
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 78
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 79
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 79
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 80
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Create a Single VMkernel Adapter for iSCSI

Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.
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You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI

Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.
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Change Network Policy for iSCSI

If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.

VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters

Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details

Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.
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5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

About the Software iSCSI Adapter
With the software-based iSCSI implementation, you can use standard NICs to connect your host to a remote
iSCSI target on the IP network. The software iSCSI adapter that is built into ESXi facilitates this connection
by communicating with the physical NICs through the network stack.

Before you can use the software iSCSI adapter, you must set up networking, activate the adapter, and
configure parameters such as discovery addresses and CHAP.

NOTE   Designate a separate network adapter for iSCSI. Do not use iSCSI on 100Mbps or slower adapters.

Configure the Software iSCSI Adapter
The software iSCSI adapter configuration workflow includes these steps.

Procedure

1 Activate the Software iSCSI Adapter on page 81
You must activate your software iSCSI adapter so that your host can use it to access iSCSI storage.

2 Modify General Properties for iSCSI Adapters on page 82
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for
independent hardware iSCSI adapters, you can also change the default IP settings.

3 Create Network Connections for iSCSI on page 83
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and
the physical network adapters.

4 Set Up Dynamic or Static Discovery for iSCSI on page 86
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets
to the initiator. In addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

What to do next

If required, configure CHAP parameters and jumbo frames.

Activate the Software iSCSI Adapter
You must activate your software iSCSI adapter so that your host can use it to access iSCSI storage.

You can activate only one software iSCSI adapter.
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Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

NOTE   If you boot from iSCSI using the software iSCSI adapter, the adapter is enabled and the network
configuration is created at the first boot. If you disable the adapter, it is reenabled each time you boot the
host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and click Add.

4 Select Software iSCSI Adapter and confirm that you want to add the adapter.

The software iSCSI adapter (vmhba#) is enabled and appears on the list of storage adapters. After enabling
the adapter, the host assigns the default iSCSI name to it. If you need to change the default name, follow
iSCSI naming conventions.

What to do next

Select the adapter and use the Adapter Details section to complete configuration.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.
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Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 83
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 84
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 85
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 85
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 86
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Create a Single VMkernel Adapter for iSCSI

Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.
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You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI

Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.
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Change Network Policy for iSCSI

If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.

VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters

Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details

Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.
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5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

Disable Software iSCSI Adapter
If you do not need the software iSCSI adapter, you can disable it.

Disabling the software iSCSI adapter marks it for removal. The adapter is removed from the host on the next
host reboot. After removal, all virtual machines and other data on the storage devices associated with this
adapter become inaccessible to the host.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software iSCSI adapter from the list.

4 Under Adapter Details, click the Properties tab.

5 Click Disable and confirm that you want to disable the adapter.

The status indicates that the adapter is disabled.

6 Reboot the host.

After reboot, the adapter no longer appears on the list of storage adapters.

The iSCSI software adapter is no longer available and storage devices associated with it are inaccessible.
You can later activate the adapter.

Modify General Properties for iSCSI Adapters
You can change the default iSCSI name and alias assigned to your iSCSI adapters. For the for independent
hardware iSCSI adapters, you can also change the default IP settings.

IMPORTANT   When you modify any default properties for your iSCSI adapters, make sure to correctly format
their names and IP addresses.

Prerequisites

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.
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3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Under Adapter Details, click the Properties tab and click Edit in the General panel.

5 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

6 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the iSCSI adapter.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.

Setting Up iSCSI Network
Software and dependent hardware iSCSI adapters depend on VMkernel networking. If you use the software
or dependent hardware iSCSI adapters, you must configure connections for the traffic between the iSCSI
component and the physical network adapters.

Configuring the network connection involves creating a virtual VMkernel adapter for each physical network
adapter. You then associate the VMkernel adapter with an appropriate iSCSI adapter. This process is called
port binding.

For specific considerations on when and how to use network connections with software iSCSI, see the
VMware knowledge base article at http://kb.vmware.com/kb/2038869.

Multiple Network Adapters in iSCSI Configuration
If your host has more than one physical network adapter for software and dependent hardware iSCSI, use
the adapters for multipathing.

You can connect the software iSCSI adapter with any physical NICs available on your host. The dependent
iSCSI adapters must be connected only to their own physical NICs.

NOTE   Physical NICs must be on the same subnet as the iSCSI storage system they connect to.
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Figure 10‑1.  Networking with iSCSI
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The iSCSI adapter and physical NIC connect through a virtual VMkernel adapter, also called virtual
network adapter or VMkernel port. You create a VMkernel adapter (vmk) on a vSphere switch (vSwitch)
using 1:1 mapping between each virtual and physical network adapter.

One way to achieve the 1:1 mapping when you have multiple NICs, is to designate a separate vSphere
switch for each virtual-to-physical adapter pair.

NOTE   If you use separate vSphere switches, you must connect them to different IP subnets. Otherwise,
VMkernel adapters might experience connectivity problems and the host will fail to discover iSCSI LUNs.

The following examples show configurations that use vSphere standard switches, but you can use
distributed switches as well. For more information about vSphere distributed switches, see the vSphere
Networking documentation.
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Figure 10‑2.  1:1 adapter mapping on separate vSphere standard switches
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An alternative is to add all NICs and VMkernel adapters to a single vSphere standard switch. In this case,
you must override the default network setup and make sure that each VMkernel adapter maps to only one
corresponding active physical adapter.

NOTE   You must use the single vSwitch configuration if VMkernel adapters are on the same subnet.

Figure 10‑3.  1:1 adapter mapping on a single vSphere standard switch
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The following table summarises the iSCSI networking configuration discussed in this topic.

Table 10‑2.  Networking configuration for iSCSI

iSCSI Adapters VMkernel Adapters (Ports) Physical Adapters (NICs)

Software iSCSI

vmhba32 vmk1 vmnic1

vmk2 vmnic2

Dependent Hardware iSCSI

vmhba33 vmk1 vmnic1

vmhba34 vmk2 vmnic2
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Guidelines for Using iSCSI Port Binding in ESXi
You can use multiple VMkernel adapters bound to iSCSI to have multiple paths to an iSCSI array that
broadcasts a single IP address.

When you use port binding for multipathing, follow these guidelines:

n iSCSI ports of the array target must reside in the same broadcast domain and IP subnet as the VMkernel
adapters.

n All VMkernel adapters used for iSCSI port binding must reside in the same broadcast domain and IP
subnet.

n All VMkernel adapters used for iSCSI connectivity must reside in the same virtual switch.

n Port binding does not support network routing.

Do not use port binding when any of the following conditions exist:

n Array target iSCSI ports are in a different broadcast domain and IP subnet.

n VMkernel adapters used for iSCSI connectivity exist in different broadcast domains, IP subnets, or use
different virtual switches.

n Routing is required to reach the iSCSI array.

Create Network Connections for iSCSI
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Procedure

1 Create a Single VMkernel Adapter for iSCSI on page 92
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

2 Create Additional VMkernel Adapters for iSCSI on page 92
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all
of your physical adapters to a single vSphere standard switch. In this task, you add the physical
adapters and VMkernel adapters to an existing vSphere standard switch.

3 Change Network Policy for iSCSI on page 93
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple
network adapters, set up network policy so that only one physical network adapter is active for each
VMkernel adapter.

4 Bind iSCSI and VMkernel Adapters on page 94
Bind an iSCSI adapter with a VMkernel adapter.

5 Review Port Binding Details on page 94
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.
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Create a Single VMkernel Adapter for iSCSI
Connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click Actions > Add Networking.

3 Select VMkernel Network Adapter, and click Next.

4 Select New standard switch to create a vSphere standard switch.

5 Click the Add adapters icon, and select the network adapter (vmnic#) to use for iSCSI.

Make sure to assign the adapter to Active Adapters.

IMPORTANT   If you are creating a VMkernel adapter for dependent hardware iSCSI, select the network
adapter that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 76.

6 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

7 Specify the IP settings.

8 Review the information and click Finish.

You created the virtual VMkernel adapter (vmk#) for a physical network adapter (vmnic#) on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.

If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your physical adapters to a single vSphere standard switch. In this task, you add the physical adapters and
VMkernel adapters to an existing vSphere standard switch.

Prerequisites

Create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical network
adapter designated for iSCSI traffic.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Connect additional network adapters to the switch.

a Click the Add host networking icon.

b Select Physical Network Adapters, and click Next.
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c Make sure that you are using the existing switch, and click Next.

d Click the Add adapters icon, and select one or more network adapters (vmnic#) to use for iSCSI.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

e Complete configuration, and click Finish.

5 Create iSCSI VMkernel adapters for all physical network adapters that you added.

The number of VMkernel interfaces must correspond to the number of physical network adapters on
the vSphere standard switch.

a Click the Add host networking icon.

b Select VMkernel Network Adapter, and click Next.

c Make sure that you are using the existing switch, and click Next.

d Complete configuration, and click Finish.

What to do next

Change the network policy for all VMkernel adapters, so that only one physical network adapter is active
for each VMkernel adapter. You can then bind the iSCSI VMkernel adapters to the software iSCSI or
dependent hardware iSCSI adapters.

Change Network Policy for iSCSI
If you use a single vSphere standard switch to connect multiple VMkernel adapters to multiple network
adapters, set up network policy so that only one physical network adapter is active for each VMkernel
adapter.

By default, for each VMkernel adapter on the vSphere standard switch, all network adapters appear as
active. You must override this setup, so that each VMkernel adapter maps to only one corresponding active
physical. For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 On the vSwitch diagram, select the VMkernel adapter and click the Edit Settings icon.

5 On the Edit Settings wizard, click Teaming and Failover and click Override under Failover Order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

Example: iSCSI Network Policy

The following table illustrates the proper iSCSI mapping where only one physical network adapter is active
for each VMkernel adapter.
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VMkernel Adapter (vmk#) Physical Network Adapter (vmnic#)

vmk1 Active Adapters
vmnic1
Unused Adapters
vmnic2

vmk2 Active Adapters
vmnic2
Unused Adapters
vmnic1

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI and VMkernel Adapters
Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Network Port Binding tab and click Add.

5 Select a VMkernel adapter to bind with the iSCSI adapter.

NOTE   Make sure that the network policy for the VMkernel adapter is compliant with the binding
requirements.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel adapter associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

Review Port Binding Details
Review networking details of the VMkernel adapter that is bound to the iSCSI adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the software or dependent iSCSI adapter from the list.

4 Under Adapter Details, click the Network Port Binding tab and click View Details.

5 Review the VMkernel adapter information by switching between available tabs.
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Managing iSCSI Network
Special consideration apply to network adapters, both physical and VMkernel, that are associated with an
iSCSI adapter.

After you create network connections for iSCSI, an iSCSI indicator on a number of Networking dialog boxes
becomes enabled. This indicator shows that a particular virtual or physical network adapter is iSCSI-bound.
To avoid disruptions in iSCSI traffic, follow these guidelines and considerations when managing iSCSI-
bound virtual and physical network adapters:

n Make sure that the VMkernel network adapters are assigned addresses on the same subnet as the iSCSI
storage portal they connect to.

n iSCSI adapters using VMkernel adapters are not able to connect to iSCSI ports on different subnets,
even if those ports are discovered by the iSCSI adapters.

n When using separate vSphere switches to connect physical network adapters and VMkernel adapters,
make sure that the vSphere switches connect to different IP subnets.

n If VMkernel adapters are on the same subnet, they must connect to a single vSwitch.

n If you migrate VMkernel adapters to a different vSphere switch, move associated physical adapters.

n Do not make configuration changes to iSCSI-bound VMkernel adapters or physical network adapters.

n Do not make changes that might break association of VMkernel adapters and physical network
adapters. You can break the association if you remove one of the adapters or the vSphere switch that
connects them, or change the 1:1 network policy for their connection.

iSCSI Network Troubleshooting
A warning sign indicates non-compliant port group policy for an iSCSI-bound VMkernel adapter.

Problem

The VMkernel adapter's port group policy is considered non-compliant in the following cases:

n The VMkernel adapter is not connected to an active physical network adapter.

n The VMkernel adapter is connected to more than one physical network adapter.

n The VMkernel adapter is connected to one or more standby physical adapters.

n The active physical adapter is changed.

Solution

Follow the steps in “Change Network Policy for iSCSI,” on page 93 to set up the correct network policy for
the iSCSI-bound VMkernel adapter.

Using Jumbo Frames with iSCSI
ESXi supports the use of Jumbo Frames with iSCSI.

Jumbo Frames are Ethernet frames with the size that exceeds 1500 Bytes. The maximum transmission unit
(MTU) parameter is typically used to measure the size of Jumbo Frames. ESXi allows Jumbo Frames with
the MTU up to 9000 Bytes.

When you use Jumbo Frames for iSCSI traffic, the following considerations apply:

n The network must support Jumbo Frames end-to-end for Jumbo Frames to be effective.

n Check with your vendors to ensure your physical NICs and iSCSI HBAs support Jumbo Frames.
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n To set up and verify physical network switches for Jumbo Frames, consult your vendor documentation.

The following table explains the level of support that ESXi provides to Jumbo Frames.

Table 10‑3.  Support of Jumbo Frames

Type of iSCSI Adapters Jumbo Frames Support

Software iSCSI Supported

Dependent Hardware iSCSI Supported. Check with vendor.

Independent Hardware iSCSI Supported. Check with vendor.

Enable Jumbo Frames for Software and Dependent Hardware iSCSI
To enable Jumbo Frames for software and dependent hardware iSCSI adapters in the vSphere Web Client,
change the default value of the maximum transmission units (MTU) parameter.

You change the MTU parameter on the vSphere switch that you use for iSCSI traffic. For more information,
see the vSphere Networking documentation.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Networking.

3 Click Virtual Switches, and select the vSphere switch that you want to modify from the list.

4 Click the Edit Settings icon.

5 On the Properties page, change the MTU parameter.

This step sets the MTU for all physical NICs on that standard switch. The MTU value should be set to
the largest MTU size among all NICs connected to the standard switch. ESXi supports the MTU size up
to 9000 Bytes.

Enable Jumbo Frames for Independent Hardware iSCSI
To enable Jumbo Frames for independent hardware iSCSI adapters in the vSphere Web Client, change the
default value of the maximum transmission units (MTU) parameter.

Use the Advanced Options settings to change the MTU parameter for the iSCSI HBA.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the independent hardware iSCSI adapter from the list of adapters.

4 Under Adapter Details, click the Advanced Options tab and click Edit.

5 Change the value of the MTU parameter.

ESXi supports the MTU size up to 9000 Bytes.
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Configuring Discovery Addresses for iSCSI Adapters
You need to set up target discovery addresses, so that the iSCSI adapter can determine which storage
resource on the network is available for access.

The ESXi system supports these discovery methods:

Dynamic Discovery Also known as SendTargets discovery. Each time the initiator contacts a
specified iSCSI server, the initiator sends the SendTargets request to the
server. The server responds by supplying a list of available targets to the
initiator. The names and IP addresses of these targets appear on the Static
Discovery tab. If you remove a static target added by dynamic discovery, the
target might be returned to the list the next time a rescan happens, the iSCSI
adapter is reset, or the host is rebooted.

NOTE   With software and dependent hardware iSCSI, ESXi filters target
addresses based on the IP family of the iSCSI server address specified. If the
address is IPv4, IPv6 addresses that might come in the SendTargets response
from the iSCSI server are filtered out. When DNS names are used to specify
an iSCSI server, or when the SendTargets response from the iSCSI server has
DNS names, ESXi relies on the IP family of the first resolved entry from DNS
lookup.

Static Discovery In addition to the dynamic discovery method, you can use static discovery
and manually enter information for the targets. The iSCSI adapter uses a list
of targets that you provide to contact and communicate with the iSCSI
servers.

Set Up Dynamic or Static Discovery for iSCSI
With dynamic discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator. In addition to the dynamic discovery method, you can use static discovery and manually enter
information for the targets.

When you set up static or dynamic discovery, you can only add new iSCSI targets. You cannot change any
parameters of an existing target. To make changes, remove the existing target and add a new one.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to configure from the list.

4 Under Adapter Details, click the Targets tab.
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5 Configure the discovery method.

Option Description

Dynamic Discovery a Click Dynamic Discovery and click Add.
b Type the IP address or DNS name of the storage system and click OK.
c Rescan the iSCSI adapter.
After establishing the SendTargets session with the iSCSI system, you host
populates the Static Discovery list with all newly discovered targets.

Static Discovery a Click Static Discovery and click Add.
b Enter the target’s information and click OK
c Rescan the iSCSI adapter.

 

Remove Dynamic or Static iSCSI Targets
Remove iSCSI servers that appear on the list of targets.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters and select the iSCSI adapter to modify from the list.

4 Under Adapter Details, click the Targets tab.

5 Switch between Dynamic Discovery and Static Discovery.

6 Select an iSCSI server to remove and click Remove.

7 Rescan the iSCSI adapter.

If you are removing the static target that was dynamically discovered, you need to remove it from the
storage system before performing the rescan. Otherwise, your host will automatically discover and add
the target to the list of static targets when you rescan the adapter.

Configuring CHAP Parameters for iSCSI Adapters
Because the IP networks that the iSCSI technology uses to connect to remote targets do not protect the data
they transport, you must ensure security of the connection. One of the protocols that iSCSI implements is the
Challenge Handshake Authentication Protocol (CHAP), which verifies the legitimacy of initiators that
access targets on the network.

CHAP uses a three-way handshake algorithm to verify the identity of your host and, if applicable, of the
iSCSI target when the host and target establish a connection. The verification is based on a predefined
private value, or CHAP secret, that the initiator and target share.

ESXi supports CHAP authentication at the adapter level. In this case, all targets receive the same CHAP
name and secret from the iSCSI initiator. For software and dependent hardware iSCSI adapters, ESXi also
supports per-target CHAP authentication, which allows you to configure different credentials for each
target to achieve greater level of security.

Choosing CHAP Authentication Method
ESXi supports unidirectional CHAP for all types of iSCSI initiators, and bidirectional CHAP for software
and dependent hardware iSCSI.

Before configuring CHAP, check whether CHAP is enabled at the iSCSI storage system and check the CHAP
authentication method the system supports. If CHAP is enabled, enable it for your initiators, making sure
that the CHAP authentication credentials match the credentials on the iSCSI storage.
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ESXi supports the following CHAP authentication methods:

Unidirectional CHAP In unidirectional CHAP authentication, the target authenticates the initiator,
but the initiator does not authenticate the target.

Bidirectional CHAP In bidirectional CHAP authentication, an additional level of security enables
the initiator to authenticate the target. VMware supports this method for
software and dependent hardware iSCSI adapters only.

For software and dependent hardware iSCSI adapters, you can set unidirectional CHAP and bidirectional
CHAP for each adapter or at the target level. Independent hardware iSCSI supports CHAP only at the
adapter level.

When you set the CHAP parameters, specify a security level for CHAP.

NOTE   When you specify the CHAP security level, how the storage array responds depends on the array’s
CHAP implementation and is vendor specific. For information on CHAP authentication behavior in
different initiator and target configurations, consult the array documentation.

Table 10‑4.  CHAP Security Level

CHAP Security Level Description Supported

None The host does not use CHAP authentication. Select this
option to disable authentication if it is currently
enabled.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use unidirectional CHAP if
required by target

The host prefers a non-CHAP connection, but can use a
CHAP connection if required by the target.

Software iSCSI
Dependent hardware iSCSI

Use unidirectional CHAP
unless prohibited by target

The host prefers CHAP, but can use non-CHAP
connections if the target does not support CHAP.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use unidirectional CHAP The host requires successful CHAP authentication. The
connection fails if CHAP negotiation fails.

Software iSCSI
Dependent hardware iSCSI
Independent hardware
iSCSI

Use bidirectional CHAP The host and the target support bidirectional CHAP. Software iSCSI
Dependent hardware iSCSI

Set Up CHAP for iSCSI Adapter
When you set up CHAP name and secret at the iSCSI adapter level, all targets receive the same parameters
from the adapter. By default, all discovery addresses or static targets inherit CHAP parameters that you set
up at the adapter level.

The CHAP name should not exceed 511 alphanumeric characters and the CHAP secret should not exceed
255 alphanumeric characters. Some adapters, for example the QLogic adapter, might have lower limits, 255
for the CHAP name and 100 for the CHAP secret.

Prerequisites

n Before setting up CHAP parameters for software or dependent hardware iSCSI, determine whether to
configure unidirectional or bidirectional CHAP. Independent hardware iSCSI adapters do not support
bidirectional CHAP.

n Verify CHAP parameters configured on the storage side. Parameters that you configure must match the
ones one the storage side.
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n Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Display storage adapters and select the iSCSI adapter to configure.

2 Under Adapter Details, click the Properties tab and click Edit in the Authentication panel.

3 Specify authentication method.

n None

n Use unidirectional CHAP if required by target

n Use unidirectional CHAP unless prohibited by target

n Use unidirectional CHAP

n Use bidirectional CHAP. To configure bidirectional CHAP, you must select this option.

4 Specify the outgoing CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI adapter name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator name
and type a name in the Name text box.

5 Enter an outgoing CHAP secret to be used as part of authentication. Use the same secret that you enter
on the storage side.

6 If configuring bidirectional CHAP, specify incoming CHAP credentials.

Make sure to use different secrets for the outgoing and incoming CHAP.

7 Click OK.

8 Rescan the iSCSI adapter.

If you change the CHAP parameters, they are used for new iSCSI sessions. For existing sessions, new
settings are not used until you log out and log in again.

Set Up CHAP for Target
If you use software and dependent hardware iSCSI adapters, you can configure different CHAP credentials
for each discovery address or static target.

The CHAP name should not exceed 511 and the CHAP secret 255 alphanumeric characters.

Prerequisites

n Before setting up CHAP parameters for software or dependent hardware iSCSI, determine whether to
configure unidirectional or bidirectional CHAP.

n Verify CHAP parameters configured on the storage side. Parameters that you configure must match the
ones one the storage side.

n Access storage adapters.

n Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Select the iSCSI adapter to configure, and click the Targets tab under Adapter Details.

2 Click either Dynamic Discovery or Static Discovery.
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3 From the list of available targets, select a target to configure and click Authentication.

4 Deselect Inherit settings from parent and specify authentication method.

n None

n Use unidirectional CHAP if required by target

n Use unidirectional CHAP unless prohibited by target

n Use unidirectional CHAP

n Use bidirectional CHAP. To configure bidirectional CHAP, you must select this option.

5 Specify the outgoing CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI adapter name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator name
and type a name in the Name text box.

6 Enter an outgoing CHAP secret to be used as part of authentication. Use the same secret that you enter
on the storage side.

7 If configuring bi-directional CHAP, specify incoming CHAP credentials.

Make sure to use different secrets for the outgoing and incoming CHAP.

8 Click OK.

9 Rescan the iSCSI adapter.

If you change the CHAP parameters, they are used for new iSCSI sessions. For existing sessions, new
settings are not used until you log out and login again.

Disable CHAP
You can disable CHAP if your storage system does not require it.

If you disable CHAP on a system that requires CHAP authentication, existing iSCSI sessions remain active
until you reboot your host, end the session through the command line, or the storage system forces a logout.
After the session ends, you can no longer connect to targets that require CHAP.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Open the CHAP Credentials dialog box.

2 For software and dependent hardware iSCSI adapters, to disable just the mutual CHAP and leave the
one-way CHAP, select Do not use CHAP in the Mutual CHAP area.

3 To disable one-way CHAP, select Do not use CHAP in the CHAP area.

The mutual CHAP, if set up, automatically turns to Do not use CHAP when you disable the one-way
CHAP.

4 Click OK.
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Configuring Advanced Parameters for iSCSI
You might need to configure additional parameters for your iSCSI initiators. For example, some iSCSI
storage systems require ARP (Address Resolution Protocol) redirection to move iSCSI traffic dynamically
from one port to another. In this case, you must activate ARP redirection on your host.

The following table lists advanced iSCSI parameters that you can configure using the vSphere Web Client.
In addition, you can use the vSphere CLI commands to configure some of the advanced parameters. For
information, see the Getting Started with vSphere Command-Line Interfaces documentation.

IMPORTANT   Do not make any changes to the advanced iSCSI settings unless you are directed by VMware
support or Storage Vendors.

Table 10‑5.  Additional Parameters for iSCSI Initiators

Advanced Parameter Description Configurable On

Header Digest Increases data integrity. When header digest is enabled, the system
performs a checksum over each iSCSI Protocol Data Unit’s (PDU’s)
header part and verifies using the CRC32C algorithm.

Software iSCSI
Dependent Hardware
iSCSI

Data Digest Increases data integrity. When data digest is enabled, the system
performs a checksum over each PDU's data part and verifies using
the CRC32C algorithm.
NOTE   Systems that use Intel Nehalem processors offload the iSCSI
digest calculations for software iSCSI, thus reducing the impact on
performance.

Software iSCSI
Dependent Hardware
iSCSI

Maximum
Outstanding R2T

Defines the R2T (Ready to Transfer) PDUs that can be in transition
before an acknowledge PDU is received.

Software iSCSI
Dependent Hardware
iSCSI

First Burst Length Specifies the maximum amount of unsolicited data an iSCSI
initiator can send to the target during the execution of a single SCSI
command, in bytes.

Software iSCSI
Dependent Hardware
iSCSI

Maximum Burst
Length

Maximum SCSI data payload in a Data-In or a solicited Data-Out
iSCSI sequence, in bytes.

Software iSCSI
Dependent Hardware
iSCSI

Maximum Receive
Data Segment Length

Maximum data segment length, in bytes, that can be received in an
iSCSI PDU.

Software iSCSI
Dependent Hardware
iSCSI

Session Recovery
Timeout

Specifies the amount of time, in seconds, that can lapse while a
session recovery is performed. If the timeout exceeds its limit, the
iSCSI initiator terminates the session.

Software iSCSI
Dependent Hardware
iSCSI

No-Op Interval Specifies the time interval, in seconds, between NOP-Out requests
sent from your iSCSI initiator to an iSCSI target. The NOP-Out
requests serve as the ping mechanism to verify that a connection
between the iSCSI initiator and the iSCSI target is active.

Software iSCSI
Dependent Hardware
iSCSI

No-Op Timeout Specifies the amount of time, in seconds, that can lapse before your
host receives a NOP-In message. The message is sent by the iSCSI
target in response to the NOP-Out request. When the no-op timeout
limit is exceeded, the initiator terminates the current session and
starts a new one.

Software iSCSI
Dependent Hardware
iSCSI
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Table 10‑5.  Additional Parameters for iSCSI Initiators (Continued)

Advanced Parameter Description Configurable On

ARP Redirect Allows storage systems to move iSCSI traffic dynamically from one
port to another. ARP is required by storage systems that do array-
based failover.

Software iSCSI
Dependent Hardware
iSCSI
Independent Hardware
iSCSI

Delayed ACK Allows systems to delay acknowledgment of received data packets. Software iSCSI
Dependent Hardware
iSCSI

Configure Advanced Parameters for iSCSI
The advanced iSCSI settings control such parameters as header and data digest, ARP redirection, delayed
ACK, and so on.

CAUTION   Do not make any changes to the advanced iSCSI settings unless you are working with the
VMware support team or otherwise have thorough information about the values to provide for the settings.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter (vmhba#) to configure.

4 Configure advanced parameters.

n To configure advanced parameters at the adapter level, under Adapter Details, click the Advanced
Options tab and click Edit.

n Configure advanced parameters at the target level.

a Click the Targets tab and click either Dynamic Discovery or Static Discovery.

b From the list of available targets, select a target to configure and click Advanced Options.

5 Enter any required values for the advanced parameters you want to modify.

iSCSI Session Management
To communicate with each other, iSCSI initiators and targets establish iSCSI sessions. You can review and
manage iSCSI sessions using vSphere CLI.

By default, software iSCSI and dependent hardware iSCSI initiators start one iSCSI session between each
initiator port and each target port. If your iSCSI initiator or target have more than one port, your host can
have multiple sessions established. The default number of sessions for each target equals the number of
ports on the iSCSI adapter times the number of target ports.

Using vSphere CLI, you can display all current sessions to analyze and debug them. To create more paths to
storage systems, you can increase the default number of sessions by duplicating existing sessions between
the iSCSI adapter and target ports.
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You can also establish a session to a specific target port. This can be useful if your host connects to a single-
port storage system that, by default, presents only one target port to your initiator, but can redirect
additional sessions to a different target port. Establishing a new session between your iSCSI initiator and
another target port creates an additional path to the storage system.

The following considerations apply to iSCSI session management:

n Some storage systems do not support multiple sessions from the same initiator name or endpoint.
Attempts to create multiple sessions to such targets can result in unpredictable behavior of your iSCSI
environment.

n Storage vendors can provide automatic session managers. Using the automatic session manages to add
or delete sessions, does not guarantee lasting results and can interfere with the storage performance.

Review iSCSI Sessions
Use the vCLI command to display iSCSI sessions between an iSCSI adapter and a storage system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list iSCSI sessions, run the following command:

esxcli --server=server_name iscsi session list

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34.

-s|--isid=str The iSCSI session identifier.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

Add iSCSI Sessions
Use the vCLI to add an iSCSI session for a target you specify or to duplicate an existing session. By
duplicating sessions, you increase the default number of sessions and create additional paths to storage
systems.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.
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Procedure

u To add or duplicate an iSCSI session, run the followign command:

esxcli --server=server_name iscsi session add

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34. This option is required.

-s|--isid=str The ISID of a session to duplicate. You can find it by listing all session.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

What to do next

Rescan the iSCSI adapter.

Remove iSCSI Sessions
Use the vCLI command to remove an iSCSI session between an iSCSI adapter and a target.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To remove a session, run the following command:

esxcli --server=server_name iscsi session remove

The command takes these options:

Option Description

-A|--adapter=str The iSCSI adapter name, for example, vmhba34. This option is required.

-s|--isid=str The ISID of a session to remove. You can find it by listing all session.

-n|--name=str The iSCSI target name, for example, iqn.X.
 

What to do next

Rescan the iSCSI adapter.
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Booting from iSCSI SAN 11
When you set up your host to boot from a SAN, your host's boot image is stored on one or more LUNs in
the SAN storage system. When the host starts, it boots from the LUN on the SAN rather than from its local
disk.

You can use boot from the SAN if you do not want to handle maintenance of local storage or have diskless
hardware configurations, such as blade systems.

ESXi supports different methods of booting from the iSCSI SAN.

Table 11‑1.  Boot from iSCSI SAN support

Independent Hardware iSCSI Software iSCSI and Dependent Hardware iSCSI

Configure the iSCSI HBA to boot from the SAN.
For information on configuring the HBA, see 
“Configure Independent Hardware iSCSI Adapter
for SAN Boot,” on page 108

Use the network adapter that supports the iBFT. For information,
see “iBFT iSCSI Boot Overview,” on page 109.

This chapter includes the following topics:

n “General Boot from iSCSI SAN Recommendations,” on page 107

n “Prepare the iSCSI SAN,” on page 108

n “Configure Independent Hardware iSCSI Adapter for SAN Boot,” on page 108

n “iBFT iSCSI Boot Overview,” on page 109

General Boot from iSCSI SAN Recommendations
If you plan to set up and use an iSCSI LUN as the boot device for your host, you need to follow certain
general guidelines.

The following guidelines apply to booting from independent hardware iSCSI and iBFT.

n Review any vendor recommendations for the hardware you use in your boot configuration.

n For installation prerequisites and requirements, review vSphere Installation and Setup.

n Use static IP addresses to reduce the chances of DHCP conflicts.

n Use different LUNs for VMFS datastores and boot partitions.

n Configure proper ACLs on your storage system.

n The boot LUN should be visible only to the host that uses the LUN. No other host on the SAN
should be permitted to see that boot LUN.

n If a LUN is used for a VMFS datastore, it can be shared by multiple hosts. ACLs on the storage
systems can allow you to do this.
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n Configure a diagnostic partition.

n With independent hardware iSCSI only, you can place the diagnostic partition on the boot LUN. If
you configure the diagnostic partition in the boot LUN, this LUN cannot be shared across multiple
hosts. If a separate LUN is used for the diagnostic partition, it can be shared by multiple hosts.

n If you boot from SAN using iBFT, you cannot set up a diagnostic partition on a SAN LUN. To
collect your host's diagnostic information, use the vSphere ESXi Dump Collector on a remote
server. For information about the ESXi Dump Collector, see vSphere Installation and Setup and
vSphere Networking.

Prepare the iSCSI SAN
Before you configure your host to boot from an iSCSI LUN, prepare and configure your storage area
network.

CAUTION   If you use scripted installation to install ESXi when booting from a SAN, you must take special
steps to avoid unintended data loss.

Procedure

1 Connect network cables, referring to any cabling guide that applies to your setup.

2 Ensure IP connectivity between your storage system and server.

This includes proper configuration of any routers or switches on your storage network. Storage systems
must be able to ping the iSCSI adapters in your hosts.

3 Configure the storage system.

a Create a volume (or LUN) on the storage system for your host to boot from.

b Configure the storage system so that your host has access to the assigned LUN.

This could involve updating ACLs with the IP addresses, iSCSI names, and the CHAP
authentication parameter you use on your host. On some storage systems, in addition to providing
access information for the ESXi host, you must also explicitly associate the assigned LUN with the
host.

c Ensure that the LUN is presented to the host correctly.

d Ensure that no other system has access to the configured LUN.

e Record the iSCSI name and IP addresses of the targets assigned to the host.

You must have this information to configure your iSCSI adapters.

Configure Independent Hardware iSCSI Adapter for SAN Boot
If your ESXi host uses an independent hardware iSCSI adapter, such as QLogic HBA, you need to configure
the adapter to boot from the SAN.

This procedure discusses how to enable the QLogic iSCSI HBA to boot from the SAN. For more information
and more up-to-date details about QLogic adapter configuration settings, see the QLogic web site.

Prerequisites

Because you first need to boot from the VMware installation media, set up your host to boot from CD/DVD-
ROM. To achieve this, change the system boot sequence in your system BIOS setup.

Procedure

1 Insert the installation CD/DVD in the CD/DVD-ROM drive and reboot the host.
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2 Use the BIOS to set the host to boot from the CD/DVD-ROM drive first.

3 During server POST, press Crtl+q to enter the QLogic iSCSI HBA configuration menu.

4 Select the I/O port to configure.

By default, the Adapter Boot mode is set to Disable.

5 Configure the HBA.

a From the Fast!UTIL Options menu, select Configuration Settings > Host Adapter Settings.

b Configure the following settings for your host adapter: initiator IP address, subnet mask, gateway,
initiator iSCSI name, and CHAP (if required).

6 Configure iSCSI settings.

See “Configure iSCSI Boot Settings,” on page 109.

7 Save your changes and restart the system.

Configure iSCSI Boot Settings
When setting up your ESXi host to boot from iSCSI, you need to configure iSCSI boot settings.

Procedure

1 From the Fast!UTIL Options menu, select Configuration Settings > iSCSI Boot Settings.

2 Before you can set SendTargets, set Adapter Boot mode to Manual.

3 Select Primary Boot Device Settings.

a Enter the discovery Target IP and Target Port.

b You can leave the Boot LUN and iSCSI Name fields blank if only one iSCSI target and one LUN
are at the specified address to boot from. Otherwise, you must specify these fields to ensure that
you do not boot from a volume for some other system. After the target storage system is reached,
these fields will be populated after a rescan.

c Save changes.

4 From the iSCSI Boot Settings menu, select the primary boot device. An auto rescan of the HBA is made
to find new target LUNS.

5 Select the iSCSI target.

NOTE   If more then one LUN exists within the target, you can choose a specific LUN ID by pressing
Enter after you locate the iSCSI device.

6 Return to the Primary Boot Device Setting menu. After the rescan, the Boot LUNand iSCSI Name
fields are populated. Change the value of Boot LUN to the desired LUN ID.

iBFT iSCSI Boot Overview
ESXi hosts can boot from an iSCSI SAN using the software or dependent hardware iSCSI adapters and
network adapters.

To deploy ESXi and boot from the iSCSI SAN, the host must have an iSCSI boot capable network adapter
that supports the iSCSI Boot Firmware Table (iBFT) format. The iBFT is a method of communicating
parameters about the iSCSI boot device to an operating system.

Before installing ESXi and booting from the iSCSI SAN, configure the networking and iSCSI boot
parameters on the network adapter and enable the adapter for the iSCSI boot. Because configuring the
network adapter is vendor specific, review your vendor documentation for instructions.
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When you first boot from iSCSI, the iSCSI boot firmware on your system connects to an iSCSI target. If login
is successful, the firmware saves the networking and iSCSI boot parameters in the iBFT and stores the table
in the system's memory. The system uses this table to configure its own iSCSI connection and networking
and to start up.

The following list describes the iBFT iSCSI boot sequence.

1 When restarted, the system BIOS detects the iSCSI boot firmware on the network adapter.

2 The iSCSI boot firmware uses the preconfigured boot parameters to connect with the specified iSCSI
target.

3 If the connection to the iSCSI target is successful, the iSCSI boot firmware writes the networking and
iSCSI boot parameters in to the iBFT and stores the table in the system memory.

NOTE   The system uses this table to configure its own iSCSI connection and networking and to start up.

4 The BIOS boots the boot device.

5 The VMkernel starts loading and takes over the boot operation.

6 Using the boot parameters from the iBFT, the VMkernel connects to the iSCSI target.

7 After the iSCSI connection is established, the system boots.

iBFT iSCSI Boot Considerations
When you boot the ESXi host from iSCSI using iBFT-enabled network adapters, certain considerations
apply.

n Update your NIC's boot code and iBFT firmware using vendor supplied tools before trying to install
and boot VMware ESXi. Consult vendor documentation and VMware HCL for supported boot code
and iBFT firmware versions for VMware ESXi iBFT boot.

n The iBFT iSCSI boot does not support failover for the iBFT-enabled network adapters.

n After you set up your host to boot from iBFT iSCSI, the following restrictions apply:

n You cannot disable the software iSCSI adapter. If the iBFT configuration is present in the BIOS, the
host re-enables the software iSCSI adapter during each reboot.

NOTE   If you do not use the iBFT-enabled network adapter for the iSCSI boot and do not want the
software iSCSI adapter to be always enabled, remove the iBFT configuration from the network
adapter.

n You cannot remove the iBFT iSCSI boot target using the vSphere Web Client. The target appears on
the list of adapter static targets.

Configuring iBFT Boot from SAN
You can boot from the iSCSI SAN using the software iSCSI adapter or a dependent hardware iSCSI adapter
and a network adapter. The network adapter must support iBFT.

When you set up your host to boot with iBFT, you perform a number of tasks.

1 Configure iSCSI Boot Parameters on page 111
To begin an iSCSI boot process, a network adapter on your host must have a specially configured
iSCSI boot firmware. When you configure the firmware, you specify the networking and iSCSI
parameters and enable the adapter for the iSCSI boot.

2 Change Boot Sequence in BIOS on page 111
When setting up your host to boot from iBFT iSCSI, change the boot sequence to force your host to
boot in an appropriate order.
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3 Install ESXi to iSCSI Target on page 111
When setting up your host to boot from iBFT iSCSI, install the ESXi image to the target LUN.

4 Boot ESXi from iSCSI Target on page 112
After preparing the host for an iBFT iSCSI boot and copying the ESXi image to the iSCSI target,
perform the actual boot.

Configure iSCSI Boot Parameters
To begin an iSCSI boot process, a network adapter on your host must have a specially configured iSCSI boot
firmware. When you configure the firmware, you specify the networking and iSCSI parameters and enable
the adapter for the iSCSI boot.

Configuration on the network adapter can be dynamic or static. If you use the dynamic configuration, you
indicate that all target and initiator boot parameters are acquired using DHCP. For the static configuration,
you manually enter data that includes your host's IP address and initiator IQN, and the target parameters.

Procedure

u On the network adapter that you use for the boot from iSCSI, specify networking and iSCSI parameters.

Because configuring the network adapter is vendor specific, review your vendor documentation for
instructions.

Change Boot Sequence in BIOS
When setting up your host to boot from iBFT iSCSI, change the boot sequence to force your host to boot in
an appropriate order.

Change the BIOS boot sequence to the following sequence:

n iSCSI

n DVD-ROM

Because changing the boot sequence in the BIOS is vendor specific, refer to vendor documentation for
instructions. The following sample procedure explains how to change the boot sequence on a Dell host with
a Broadcom network adapter.

Procedure

1 Turn on the host.

2 During Power-On Self-Test (POST), press F2 to enter the BIOS Setup.

3 In the BIOS Setup, select Boot Sequence and press Enter.

4 In the Boot Sequence menu, arrange the bootable items so that iSCSI precedes the DVD-ROM.

5 Press Esc to exit the Boot Sequence menu.

6 Press Esc to exit the BIOS Setup.

7 Select Save Changes and click Exit to exit the BIOS Setup menu.

Install ESXi to iSCSI Target
When setting up your host to boot from iBFT iSCSI, install the ESXi image to the target LUN.

Prerequisites

n Configure iSCSI boot firmware on your boot NIC to point to the target LUN that you want to use as the
boot LUN.

n Change the boot sequence in the BIOS so that iSCSI precedes the DVD-ROM.
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n If you use Broadcom adapters, set Boot to iSCSI target to Disabled.

Procedure

1 Insert the installation media in the CD/DVD-ROM drive and restart the host.

2 When the installer starts, follow the typical installation procedure.

3 When prompted, select the iSCSI LUN as the installation target.

The installer copies the ESXi boot image to the iSCSI LUN.

4 After the system restarts, remove the installation DVD.

Boot ESXi from iSCSI Target
After preparing the host for an iBFT iSCSI boot and copying the ESXi image to the iSCSI target, perform the
actual boot.

Prerequisites

n Configure the iSCSI boot firmware on your boot NIC to point to the boot LUN.

n Change the boot sequence in the BIOS so that iSCSI precedes the boot device.

n If you use Broadcom adapters, set Boot to iSCSI target to Enabled

Procedure

1 Restart the host.

The host boots from the iSCSI LUN using iBFT data. During the first boot, the iSCSI initialization script
sets up default networking. The network setup is persistent after subsequent reboots.

2 (Optional) Adjust networking configuration using the vSphere Web Client.

Networking Best Practices
To boot the ESXi host from iSCSI using iBFT, you must properly configure networking.

To achieve greater security and better performance, have redundant network adapters on the host.

How you set up all the network adapters depends on whether your environment uses shared or isolated
networks for the iSCSI traffic and host management traffic.

Shared iSCSI and Management Networks
Configure the networking and iSCSI parameters on the first network adapter on the host. After the host
boots, you can add secondary network adapters to the default port group.

Isolated iSCSI and Management Networks
When you configure isolated iSCSI and management networks, follow these guidelines to avoid bandwidth
problems.

n Your isolated networks must be on different subnets.

n If you use VLANs to isolate the networks, they must have different subnets to ensure that routing tables
are properly set up.

n VMware recommends that you configure the iSCSI adapter and target to be on the same subnet. If you
set up the iSCSI adapter and target on different subnets, the following restrictions apply:
n The default VMkernel gateway must be able to route both the management and iSCSI traffic.

n After you boot your host, you can use the iBFT-enabled network adapter only for iBFT. You cannot
use the adapter for other iSCSI traffic.
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n Use the first physical network adapter for the management network.

n Use the second physical network adapter for the iSCSI network. Make sure to configure the iBFT.

n After the host boots, you can add secondary network adapters to both the management and iSCSI
networks.

Change iBFT iSCSI Boot Settings
If settings, such as the IQN name, IP address, and so on, change on the iSCSI storage or your host, update
the iBFT. This task assumes that the boot LUN and the data stored on the LUN remain intact.

Procedure

1 Shut down the ESXi host.

2 Change iSCSI storage settings.

3 Update the iBFT on the host with the new settings.

4 Restart the host.

The host boots using the new information stored in the iBFT.

Troubleshooting iBFT iSCSI Boot
The topics in this section help you to identify and solve problems you might encounter when using iBFT
iSCSI boot.

Loss of System's Gateway Causes Loss of Network Connectivity
You lose network connectivity when you delete a port group associated with the iBFT network adapter.

Problem

A loss of network connectivity occurs after you delete a port group.

Cause

When you specify a gateway in the iBFT-enabled network adapter during ESXi installation, this gateway
becomes the system's default gateway. If you delete the port group associated with the network adapter, the
system's default gateway is lost. This action causes the loss of network connectivity.

Solution

Do not set an iBFT gateway unless it is required. If the gateway is required, after installation, manually set
the system's default gateway to the one that the management network uses.

Changing iSCSI Boot Parameters Causes ESXi to Boot in Stateless Mode
Changing iSCSI boot parameters on the network adapter after the first boot does not update the iSCSI and
networking configuration on the ESXi host.

Problem

If you change the iSCSI boot parameters on the network adapter after the first ESXi boot from iSCSI, the host
will boot in a stateless mode.

Cause

The firmware uses the updated boot configuration and is able to connect to the iSCSI target and load the
ESXi image. However, when loaded, the system does not pick up the new parameters, but continues to use
persistent networking and iSCSI parameters from the previous boot. As a result, the host cannot connect to
the target and boots in the stateless mode.
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Solution

1 Use the vSphere Web Client to connect to the ESXi host.

2 Re-configure the iSCSI and networking on the host to match the iBFT parameters.

3 Perform a rescan.
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Best Practices for iSCSI Storage 12
When using ESXi with the iSCSI SAN, follow best practices that VMware offers to avoid problems.

Check with your storage representative if your storage system supports Storage API - Array Integration
hardware acceleration features. If it does, refer to your vendor documentation for information on how to
enable hardware acceleration support on the storage system side. For more information, see Chapter 22,
“Storage Hardware Acceleration,” on page 243.

This chapter includes the following topics:

n “Preventing iSCSI SAN Problems,” on page 115

n “Optimizing iSCSI SAN Storage Performance,” on page 116

n “Checking Ethernet Switch Statistics,” on page 119

Preventing iSCSI SAN Problems
When using ESXi in conjunction with a SAN, you must follow specific guidelines to avoid SAN problems.

You should observe these tips for avoiding problems with your SAN configuration:

n Place only one VMFS datastore on each LUN. Multiple VMFS datastores on one LUN is not
recommended.

n Do not change the path policy the system sets for you unless you understand the implications of
making such a change.

n Document everything. Include information about configuration, access control, storage, switch, server
and iSCSI HBA configuration, software and firmware versions, and storage cable plan.

n Plan for failure:

n Make several copies of your topology maps. For each element, consider what happens to your SAN
if the element fails.

n Cross off different links, switches, HBAs and other elements to ensure you did not miss a critical
failure point in your design.

n Ensure that the iSCSI HBAs are installed in the correct slots in the ESXi host, based on slot and bus
speed. Balance PCI bus load among the available busses in the server.

n Become familiar with the various monitor points in your storage network, at all visibility points,
including ESXi performance charts, Ethernet switch statistics, and storage performance statistics.

n Be cautious when changing IDs of the LUNs that have VMFS datastores being used by your host. If you
change the ID, virtual machines running on the VMFS datastore will fail.
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If there are no running virtual machines on the VMFS datastore, after you change the ID of the LUN,
you must use rescan to reset the ID on your host. For information on using rescan, see “Storage Refresh
and Rescan Operations,” on page 124.

n If you need to change the default iSCSI name of your iSCSI adapter, make sure the name you enter is
worldwide unique and properly formatted. To avoid storage access problems, never assign the same
iSCSI name to different adapters, even on different hosts.

Optimizing iSCSI SAN Storage Performance
Several factors contribute to optimizing a typical SAN environment.

If the network environment is properly configured, the iSCSI components provide adequate throughput and
low enough latency for iSCSI initiators and targets. If the network is congested and links, switches or routers
are saturated, iSCSI performance suffers and might not be adequate for ESXi environments.

Storage System Performance
Storage system performance is one of the major factors contributing to the performance of the entire iSCSI
environment.

If issues occur with storage system performance, consult your storage system vendor’s documentation for
any relevant information.

When you assign LUNs, remember that you can access each shared LUN through a number of hosts, and
that a number of virtual machines can run on each host. One LUN used by the ESXi host can service I/O
from many different applications running on different operating systems. Because of this diverse workload,
the RAID group that contains the ESXi LUNs should not include LUNs that other hosts use that are not
running ESXi for I/O intensive applications.

Enable read caching and write caching.

Load balancing is the process of spreading server I/O requests across all available SPs and their associated
host server paths. The goal is to optimize performance in terms of throughput (I/O per second, megabytes
per second, or response times).

SAN storage systems require continual redesign and tuning to ensure that I/O is load balanced across all
storage system paths. To meet this requirement, distribute the paths to the LUNs among all the SPs to
provide optimal load balancing. Close monitoring indicates when it is necessary to manually rebalance the
LUN distribution.

Tuning statically balanced storage systems is a matter of monitoring the specific performance statistics (such
as I/O operations per second, blocks per second, and response time) and distributing the LUN workload to
spread the workload across all the SPs.

Server Performance with iSCSI
You must consider several factors to ensure optimal server performance.

Each server application must have access to its designated storage with the following conditions:

n High I/O rate (number of I/O operations per second)

n High throughput (megabytes per second)

n Minimal latency (response times)
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Because each application has different requirements, you can meet these goals by choosing an appropriate
RAID group on the storage system. To achieve performance goals, perform the following tasks:

n Place each LUN on a RAID group that provides the necessary performance levels. Pay attention to the
activities and resource utilization of other LUNS in the assigned RAID group. A high-performance
RAID group that has too many applications doing I/O to it might not meet performance goals required
by an application running on the ESXi host.

n Provide each server with a sufficient number of network adapters or iSCSI hardware adapters to allow
maximum throughput for all the applications hosted on the server for the peak period. I/O spread
across multiple ports provides higher throughput and less latency for each application.

n To provide redundancy for software iSCSI, make sure the initiator is connected to all network adapters
used for iSCSI connectivity.

n When allocating LUNs or RAID groups for ESXi systems, multiple operating systems use and share that
resource. As a result, the performance required from each LUN in the storage subsystem can be much
higher if you are working with ESXi systems than if you are using physical machines. For example, if
you expect to run four I/O intensive applications, allocate four times the performance capacity for the
ESXi LUNs.

n When using multiple ESXi systems in conjunction with vCenter Server, the performance needed from
the storage subsystem increases correspondingly.

n The number of outstanding I/Os needed by applications running on an ESXi system should match the
number of I/Os the SAN can handle.

Network Performance
A typical SAN consists of a collection of computers connected to a collection of storage systems through a
network of switches. Several computers often access the same storage.

Single Ethernet Link Connection to Storage shows several computer systems connected to a storage system
through an Ethernet switch. In this configuration, each system is connected through a single Ethernet link to
the switch, which is also connected to the storage system through a single Ethernet link. In most
configurations, with modern switches and typical traffic, this is not a problem.

Figure 12‑1.  Single Ethernet Link Connection to Storage

When systems read data from storage, the maximum response from the storage is to send enough data to fill
the link between the storage systems and the Ethernet switch. It is unlikely that any single system or virtual
machine gets full use of the network speed, but this situation can be expected when many systems share one
storage device.
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When writing data to storage, multiple systems or virtual machines might attempt to fill their links. As
Dropped Packets shows, when this happens, the switch between the systems and the storage system has to
drop data. This happens because, while it has a single connection to the storage device, it has more traffic to
send to the storage system than a single link can carry. In this case, the switch drops network packets
because the amount of data it can transmit is limited by the speed of the link between it and the storage
system.

Figure 12‑2.  Dropped Packets

1 Gbit

1 Gbit

1 Gbit

dropped packets

Recovering from dropped network packets results in large performance degradation. In addition to time
spent determining that data was dropped, the retransmission uses network bandwidth that could otherwise
be used for current transactions.

iSCSI traffic is carried on the network by the Transmission Control Protocol (TCP). TCP is a reliable
transmission protocol that ensures that dropped packets are retried and eventually reach their destination.
TCP is designed to recover from dropped packets and retransmits them quickly and seamlessly. However,
when the switch discards packets with any regularity, network throughput suffers significantly. The
network becomes congested with requests to resend data and with the resent packets, and less data is
actually transferred than in a network without congestion.

Most Ethernet switches can buffer, or store, data and give every device attempting to send data an equal
chance to get to the destination. This ability to buffer some transmissions, combined with many systems
limiting the number of outstanding commands, allows small bursts from several systems to be sent to a
storage system in turn.

If the transactions are large and multiple servers are trying to send data through a single switch port, a
switch's ability to buffer one request while another is transmitted can be exceeded. In this case, the switch
drops the data it cannot send, and the storage system must request retransmission of the dropped packet.
For example, if an Ethernet switch can buffer 32KB on an input port, but the server connected to it thinks it
can send 256KB to the storage device, some of the data is dropped.

Most managed switches provide information on dropped packets, similar to the following:

*: interface is up

IHQ: pkts in input hold queue     IQD: pkts dropped from input queue

OHQ: pkts in output hold queue    OQD: pkts dropped from output queue

RXBS: rx rate (bits/sec)          RXPS: rx rate (pkts/sec)

TXBS: tx rate (bits/sec)          TXPS: tx rate (pkts/sec)

TRTL: throttle count

Table 12‑1.  Sample Switch Information

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL

*
GigabitEt
hernet0/1

3 9922 0 0 47630300
0

62273 47784000
0

63677 0

In this example from a Cisco switch, the bandwidth used is 476303000 bits/second, which is less than half of
wire speed. In spite of this, the port is buffering incoming packets and has dropped quite a few packets. The
final line of this interface summary indicates that this port has already dropped almost 10,000 inbound
packets in the IQD column.

vSphere Storage

118  VMware, Inc.



Configuration changes to avoid this problem involve making sure several input Ethernet links are not
funneled into one output link, resulting in an oversubscribed link. When a number of links transmitting
near capacity are switched to a smaller number of links, oversubscription is a possibility.

Generally, applications or systems that write a lot of data to storage, such as data acquisition or transaction
logging systems, should not share Ethernet links to a storage device. These types of applications perform
best with multiple connections to storage devices.

Multiple Connections from Switch to Storage shows multiple connections from the switch to the storage.

Figure 12‑3.  Multiple Connections from Switch to Storage
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Using VLANs or VPNs does not provide a suitable solution to the problem of link oversubscription in
shared configurations. VLANs and other virtual partitioning of a network provide a way of logically
designing a network, but do not change the physical capabilities of links and trunks between switches.
When storage traffic and other network traffic end up sharing physical connections, as they would with a
VPN, the possibility for oversubscription and lost packets exists. The same is true of VLANs that share
interswitch trunks. Performance design for a SANs must take into account the physical limitations of the
network, not logical allocations.

Checking Ethernet Switch Statistics
Many Ethernet switches provide different methods for monitoring switch health.

Switches that have ports operating near maximum throughput much of the time do not provide optimum
performance. If you have ports in your iSCSI SAN running near the maximum, reduce the load. If the port is
connected to an ESXi system or iSCSI storage, you can reduce the load by using manual load balancing.

If the port is connected between multiple switches or routers, consider installing additional links between
these components to handle more load. Ethernet switches also commonly provide information about
transmission errors, queued packets, and dropped Ethernet packets. If the switch regularly reports any of
these conditions on ports being used for iSCSI traffic, performance of the iSCSI SAN will be poor.
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Managing Storage Devices 13
Manage local and networked storage device that your ESXi host has access to.

This chapter includes the following topics:

n “Storage Device Characteristics,” on page 121

n “Understanding Storage Device Naming,” on page 123

n “Storage Refresh and Rescan Operations,” on page 124

n “Identifying Device Connectivity Problems,” on page 126

n “Edit Configuration File Parameters,” on page 131

n “Enable or Disable the Locator LED on Storage Devices,” on page 132

Storage Device Characteristics
You can display all storage devices or LUNs available to the host, including all local and networked devices.
If you use third-party multipathing plug-ins, the storage devices available through the plug-ins also appear
on the list.

For each storage adapter, you can display a separate list of storage devices available for this adapter.

Generally, when you review storage devices, you see the following information.

Table 13‑1.  Storage Device Information

Storage Device Information Description

Name Also called Display Name. It is a name that the ESXi host assigns to the device based on
the storage type and manufacturer. You can change this name to a name of your choice.

Identifier A universally unique identifier that is intrinsic to the device.

Operational State Indicates whether the device is mounted or unmounted. For details, see “Detach
Storage Devices,” on page 128.

LUN Logical Unit Number (LUN) within the SCSI target. The LUN number is provided by
the storage system. If a target has only one LUN, the LUN number is always zero (0).

Type Type of device, for example, disk or CD-ROM.

Drive Type Information about whether the device is a flash drive or a regular HDD drive. For
information about flash drives, see Chapter 14, “Working with Flash Devices,” on
page 133.

Transport Transportation protocol your host uses to access the device. The protocol depends on
the type of storage being used. See “Types of Physical Storage,” on page 14.

Capacity Total capacity of the storage device.
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Table 13‑1.  Storage Device Information (Continued)

Storage Device Information Description

Owner The plug-in, such as the NMP or a third-party plug-in, that the host uses to manage
paths to the storage device. For details, see “Managing Multiple Paths,” on page 186.

Hardware Acceleration Information about whether the storage device assists the host with virtual machine
management operations. The status can be Supported, Not Supported, or Unknown.
For details, see Chapter 22, “Storage Hardware Acceleration,” on page 243.

Location A path to the storage device in the /vmfs/devices/ directory.

Partition Format A partition scheme used by the storage device. It could be of a master boot record
(MBR) or GUID partition table (GPT) format. The GPT devices can support datastores
greater than 2TB. For more information, see “VMFS Datastores and Storage Disk
Formats,” on page 147.

Partitions Primary and logical partitions, including a VMFS datastore, if configured.

Multipathing Policies (VMFS
datastores)

Path Selection Policy and Storage Array Type Policy the host uses to manage paths to
storage. For more information, see Chapter 17, “Understanding Multipathing and
Failover,” on page 181.

Paths (VMFS datastores) Paths used to access storage and their status.

Display Storage Devices for a Host
Display all storage devices available to a host. If you use any third-party multipathing plug-ins, the storage
devices available through the plug-ins also appear on the list.

The Storage Devices view allows you to list the hosts' storage devices, analyze their information, and
modify properties.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

All storage devices available to the host are listed under Storage Devices.

4 To view details for a specific device, select the device from the list.

5 Use tabs under Device Details to access additional information and modify properties for the selected
device.

Tab Description

Properties View device properties and characteristics. View and modify multipathing
policies for the device.

Paths Display paths available for the device. Disable or enable a selected path.
 

Display Storage Devices for an Adapter
Display a list of storage devices accessible through a specific storage adapter on the host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.
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3 Click Storage Adapters.

All storage adapters installed on the host are listed under Storage Adapters.

4 Select the adapter from the list and click the Devices tab.

Storage devices that the host can access through the adapter are displayed.

Understanding Storage Device Naming
Each storage device, or LUN, is identified by several names.

Device Identifiers
Depending on the type of storage, the ESXi host uses different algorithms and conventions to generate an
identifier for each storage device.

SCSI INQUIRY
identifiers.

The host uses the SCSI INQUIRY command to query a storage device and
uses the resulting data, in particular the Page 83 information, to generate a
unique identifier. Device identifiers that are based on Page 83 are unique
across all hosts, persistent, and have one of the following formats:

n naa.number

n t10.number

n eui.number

These formats follow the T10 committee standards. See the SCSI-3
documentation on the T10 committee Web site.

Path-based identifier. When the device does not provide the Page 83 information, the host
generates an mpx.path name, where path represents the first path to the
device, for example, mpx.vmhba1:C0:T1:L3. This identifier can be used in the
same way as the SCSI INQUIRY identifies.

The mpx. identifier is created for local devices on the assumption that their
path names are unique. However, this identifier is neither unique nor
persistent and could change after every boot.

Typically, the path to the device has the following format:

vmhbaAdapter:CChannel:TTarget:LLUN

n vmhbaAdapter is the name of the storage adapter. The name refers to the
physical adapter on the host, not to the SCSI controller used by the
virtual machines.

n CChannel is the storage channel number.

Software iSCSI adapters and dependent hardware adapters use the
channel number to show multiple paths to the same target.

n TTarget is the target number. Target numbering is determined by the
host and might change if the mappings of targets visible to the host
change. Targets that are shared by different hosts might not have the
same target number.

n LLUN is the LUN number that shows the position of the LUN within the
target. The LUN number is provided by the storage system. If a target
has only one LUN, the LUN number is always zero (0).

For example, vmhba1:C0:T3:L1 represents LUN1 on target 3 accessed through
the storage adapter vmhba1 and channel 0.
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Legacy Identifier
In addition to the SCSI INQUIRY or mpx. identifiers, for each device, ESXi generates an alternative legacy
name. The identifier has the following format:

vml.number

The legacy identifier includes a series of digits that are unique to the device and can be derived in part from
the Page 83 information, if it is available. For nonlocal devices that do not support Page 83 information, the
vml. name is used as the only available unique identifier.

Example: Displaying Device Names in the vSphere CLI
You can use the esxcli --server=server_name storage core device list command to display all device
names in the vSphere CLI. The output is similar to the following example:

# esxcli --server=server_name storage core device list

naa.number

    Display Name: DGC Fibre Channel Disk(naa.number)

    ... 

    Other UIDs:vml.number

Rename Storage Devices
You can change the display name of a storage device. The display name is assigned by the ESXi host based
on the storage type and manufacturer.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the device to rename and click Rename.

5 Change the device name to a friendly name.

Storage Refresh and Rescan Operations
The refresh operation for datastores, storage devices, and storage adapters updates the lists and storage
information displayed in the vSphere Web Client. For example, it updates such information as the datastore
capacity. When you perform storage management tasks or make changes in the SAN configuration, you
might need to rescan your storage.

When you perform VMFS datastore management operations, such as creating a VMFS datastore or RDM,
adding an extent, and increasing or deleting a VMFS datastore, your host or the vCenter Server
automatically rescans and updates your storage. You can disable the automatic rescan feature by turning off
the Host Rescan Filter. See “Turn off Storage Filters,” on page 172.

In certain cases, you need to perform a manual rescan. You can rescan all storage available to your host, or,
if you are using the vCenter Server, to all hosts in a folder, cluster, and data center.

If the changes you make are isolated to storage connected through a specific adapter, perform a rescan for
this adapter.

Perform the manual rescan each time you make one of the following changes.

n Zone a new disk array on a SAN.

n Create new LUNs on a SAN.
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n Change the path masking on a host.

n Reconnect a cable.

n Change CHAP settings (iSCSI only).

n Add or remove discovery or static addresses (iSCSI only).

n Add a single host to the vCenter Server after you have edited or removed from the vCenter Server a
datastore shared by the vCenter Server hosts and the single host.

IMPORTANT   If you rescan when a path is unavailable, the host removes the path from the list of paths to the
device. The path reappears on the list as soon as it becomes available and starts working again.

Perform Storage Rescan
When you make changes in your SAN configuration, you might need to rescan your storage. You can rescan
all storage available to your host, cluster, or data center. If the changes you make are isolated to storage
accessed through a specific host, perform rescan for only this host.

Procedure

1 In the vSphere Web Client object navigator, browse to a host, a cluster, a data center, or a folder that
contains hosts.

2 Select Storage > Rescan Storage from the right-click menu.

3 Specify extent of rescan.

Option Description

Scan for New Storage Devices Rescan all adapters to discover new storage devices. If new devices are
discovered, they appear in the device list.

Scan for New VMFS Volumes Rescan all storage devices to discover new datastores that have been
added since the last scan. Any new datastores appear in the datastore list.

 

Perform Adapter Rescan
When you make changes in your SAN configuration and these changes are isolated to storage accessed
through a specific adapter, perform rescan for only this adapter.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Adapters, and select the adapter to rescan from the list.

4 Click the Rescan Adapter icon.

Change the Number of Scanned Storage Devices
While an ESXi host is limited to accessing 256 SCSI storage devices, the range of LUN IDs can be from 0 to
1023. ESXi ignores LUN IDs 1024 or greater. This limit is controlled by Disk.MaxLUN, which has a default
value of 1024.

The value of Disk.MaxLUN also determines how many LUNs the SCSI scan code attempts to discover using
individual INQUIRY commands if the SCSI target does not support direct discovery using REPORT_LUNS.
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You can modify the Disk.MaxLUN parameter depending on your needs. For example, if your environment has
a smaller number of storage devices with LUN IDs from 0 through 100, you can set the value to 101 to
improve device discovery speed on targets that do not support REPORT_LUNS. Lowering the value can
shorten the rescan time and boot time. However, the time to rescan storage devices might depend on other
factors, including the type of storage system and the load on the storage system.

In other cases, you might need to increase the value if your environment uses LUN IDs that are greater than
1023.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select Disk.MaxLUN and click the Edit icon.

5 Change the existing value to the value of your choice, and click OK.

The value you enter specifies the LUN ID that is after the last one you want to discover.

For example, to discover LUN IDs from 0 through 100, set Disk.MaxLUN to 101.

Identifying Device Connectivity Problems
When your ESXi host experiences a problem while connecting to a storage device, the host treats the
problem as permanent or temporary depending on certain factors.

Storage connectivity problems are caused by a variety of reasons. Although ESXi cannot always determine
the reason for a storage device or its paths being unavailable, the host differentiates between a permanent
device loss (PDL) state of the device and a transient all paths down (APD) state of storage.

Permanent Device Loss
(PDL)

A condition that occurs when a storage device permanently fails or is
administratively removed or excluded. It is not expected to become
available. When the device becomes permanently unavailable, ESXi receives
appropriate sense codes or a login rejection from storage arrays, and is able
to recognize that the device is permanently lost.

All Paths Down (APD) A condition that occurs when a storage device becomes inaccessible to the
host and no paths to the device are available. ESXi treats this as a transient
condition because typically the problems with the device are temporary and
the device is expected to become available again.

Detecting PDL Conditions
A storage device is considered to be in the permanent device loss (PDL) state when it becomes permanently
unavailable to your ESXi host.

Typically, the PDL condition occurs when a device is unintentionally removed, or its unique ID changes, or
when the device experiences an unrecoverable hardware error.

When the storage array determines that the device is permanently unavailable, it sends SCSI sense codes to
the ESXi host. The sense codes allow your host to recognize that the device has failed and register the state
of the device as PDL. The sense codes must be received on all paths to the device for the device to be
considered permanently lost.

After registering the PDL state of the device, the host stops attempts to reestablish connectivity or to issue
commands to the device to avoid becoming blocked or unresponsive.

vSphere Storage

126  VMware, Inc.



The vSphere Web Client displays the following information for the device:

n The operational state of the device changes to Lost Communication.

n All paths are shown as Dead.

n Datastores on the device are grayed out.

The host automatically removes the PDL device and all paths to the device if no open connections to the
device exist, or after the last connection closes. You can disable the automatic removal of paths by setting the
advanced host parameter Disk.AutoremoveOnPDL to 0. See “Set Advanced Host Attributes,” on page 178.

If the device returns from the PDL condition, the host can discover it, but treats it as a new device. Data
consistency for virtual machines on the recovered device is not guaranteed.

NOTE   The host cannot detect PDL conditions and continues to treat the device connectivity problems as
APD when a storage device permanently fails in a way that does not return appropriate SCSI sense codes or
iSCSI login rejection.

Permanent Device Loss and SCSI Sense Codes
The following VMkernel log example of a SCSI sense code indicates that the device is in the PDL state.

H:0x0 D:0x2 P:0x0 Valid sense data: 0x5 0x25 0x0 or Logical Unit Not Supported

For information about SCSI sense codes, see Troubleshooting Storage in vSphere Troubleshooting.

Permanent Device Loss and iSCSI
In the case of iSCSI arrays with a single LUN per target, PDL is detected through iSCSI login failure. An
iSCSI storage array rejects your host's attempts to start an iSCSI session with a reason Target Unavailable.
As with the sense codes, this response must be received on all paths for the device to be considered
permanently lost.

Permanent Device Loss and Virtual Machines
After registering the PDL state of the device, the host terminates all I/O from virtual machines. vSphere HA
can detect PDL and restart failed virtual machines. For more information, see “Device Connectivity
Problems and High Availability,” on page 131.

Performing Planned Storage Device Removal
When a storage device is malfunctioning, you can avoid permanent device loss (PDL) conditions or all paths
down (APD) conditions and perform a planned removal and reconnection of a storage device.

Planned device removal is an intentional disconnection of a storage device. You might also plan to remove a
device for such reasons as upgrading your hardware or reconfiguring your storage devices. When you
perform an orderly removal and reconnection of a storage device, you complete a number of tasks.

1 Migrate virtual machines from the device you plan to detach.

See the vCenter Server and Host Management documentation.

2 Unmount the datastore deployed on the device.

See “Unmount Datastores,” on page 168.

3 Detach the storage device.

See “Detach Storage Devices,” on page 128.

4 For an iSCSI device with a single LUN per target, delete the static target entry from each iSCSI HBA
that has a path to the storage device.

See “Remove Dynamic or Static iSCSI Targets,” on page 98.
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5 Perform any necessary reconfiguration of the storage device by using the array console.

6 Reattach the storage device.

See “Attach Storage Devices,” on page 128.

7 Mount the datastore and restart the virtual machines. See “Mount Datastores,” on page 168.

Detach Storage Devices
Safely detach a storage device from your host.

You might need to detach the device to make it inaccessible to your host, when, for example, you perform a
hardware upgrade on the storage side.

Prerequisites

n The device does not contain any datastores.

n No virtual machines use the device as an RDM disk.

n The device does not contain a diagnostic partition or a scratch partition.

Procedure

1 In the vSphere Web Client, display storage devices.

2 Select the device to detach and click the Detach icon.

The device becomes inaccessible. The operational state of the device changes to Unmounted.

What to do next

If multiple hosts share the device, detach the device from each host.

Attach Storage Devices
Reattach a storage device that you previously detached.

Procedure

1 In the vSphere Web Client, display storage devices.

2 Select the detached storage device and click the Attach icon.

The device becomes accessible.

Recovering From PDL Conditions
An unplanned permanent device loss (PDL) condition occurs when a storage device becomes permanently
unavailable without being properly detached from the ESXi host.

The following items in the vSphere Web Client indicate that the device is in the PDL state:

n The datastore deployed on the device is unavailable.

n Operational state of the device changes to Lost Communication.

n All paths are shown as Dead.

n A warning about the device being permanently inaccessible appears in the VMkernel log file.

To recover from the unplanned PDL condition and remove the unavailable device from the host, you need
to perform a number of tasks.

1 Power off and unregister all virtual machines that are running on the datastore affected by the PDL
condition.
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2 Unmount the datastore.

See “Unmount Datastores,” on page 168.

3 Perform a rescan on all ESXi hosts that had access to the device.

See “Perform Storage Rescan,” on page 125.

NOTE   If the rescan is not successful and the host continues to list the device, some pending I/O or active
references to the device might still exist. Check for virtual machines, templates, ISO images, raw device
mappings, and so on that might still have an active reference to the device or datastore.

Handling Transient APD Conditions
A storage device is considered to be in the all paths down (APD) state when it becomes unavailable to your
ESXi host for an unspecified period of time.

The reasons for an APD state can be, for example, a failed switch or a disconnected storage cable.

In contrast with the permanent device loss (PDL) state, the host treats the APD state as transient and expects
the device to be available again.

The host indefinitely continues to retry issued commands in an attempt to reestablish connectivity with the
device. If the host's commands fail the retries for a prolonged period of time, the host and its virtual
machines might be at risk of having performance problems and potentially becoming unresponsive.

To avoid these problems, your host uses a default APD handling feature. When a device enters the APD
state, the system immediately turns on a timer and allows your host to continue retrying nonvirtual
machine commands for a limited time period.

By default, the APD timeout is set to 140 seconds, which is typically longer than most devices need to
recover from a connection loss. If the device becomes available within this time, the host and its virtual
machine continue to run without experiencing any problems.

If the device does not recover and the timeout ends, the host stops its attempts at retries and terminates any
nonvirtual machine I/O. Virtual machine I/O will continue retrying. The vSphere Web Client displays the
following information for the device with the expired APD timeout:

n The operational state of the device changes to Dead or Error.

n All paths are shown as Dead.

n Datastores on the device are dimmed.

Even though the device and datastores are unavailable, virtual machines remain responsive. You can power
off the virtual machines or migrate them to a different datastore or host.

If later one or more device paths becomes operational, subsequent I/O to the device is issued normally and
all special APD treatment ends.

Disable Storage APD Handling
The storage all paths down (APD) handling on your ESXi host is enabled by default. When it is enabled, the
host continues to retry nonvirtual machine I/O commands to a storage device in the APD state for a limited
time period. When the time period expires, the host stops its retry attempts and terminates any nonvirtual
machine I/O. You can disable the APD handling feature on your host.

If you disable the APD handling, the host will indefinitely continue to retry issued commands in an attempt
to reconnect to the APD device. Continuing to retry is the same behavior as in ESXi version 5.0. This
behavior might cause virtual machines on the host to exceed their internal I/O timeout and become
unresponsive or fail. The host might become disconnected from vCenter Server.
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Misc.APDHandlingEnable parameter and click the Edit
icon.

5 Change the value to 0.

If you disabled the APD handling, you can reenable it when a device enters the APD state. The internal APD
handling feature turns on immediately and the timer starts with the current timeout value for each device in
APD.

Change Timeout Limits for Storage APD
The timeout parameter controls how many seconds the ESXi host will retry nonvirtual machine I/O
commands to a storage device in an all paths down (APD) state. If needed, you can change the default
timeout value.

The timer starts immediately after the device enters the APD state. When the timeout expires, the host
marks the APD device as unreachable and fails any pending or new nonvirtual machine I/O. Virtual
machine I/O will continue to be retried.

The default timeout parameter on your host is 140 seconds. You can increase the value of the timeout if, for
example, storage devices connected to your ESXi host take longer than 140 seconds to recover from a
connection loss.

NOTE   If you change the timeout value while an APD is in progress, it will not effect the timeout for that
APD.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the Misc.APDTimeout parameter and click the Edit icon.

5 Change the default value.

You can enter a value between 20 and 99999 seconds.

Check the Connection Status of a Storage Device
Use the esxcli command to verify the connection status of a particular storage device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Run the esxcli --server=server_name storage core device list -d=device_ID command.
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2 Check the connection status in the Status: field.

n on - Device is connected.

n dead - Device has entered the APD state. The APD timer starts.

n dead timeout - The APD timeout has expired.

n not connected - Device is in the PDL state.

Device Connectivity Problems and High Availability
When a device enters a Permanent Device Loss (PDL) or an All Paths Down (APD) state, vSphere High
Availability (HA) can detect connectivity problems and provide automated recovery for affected virtual
machines.

vSphere HA uses VM Component Protection (VMCP) to protect virtual machines running on a host in a
vSphere HA cluster against accessibility failures. For more information about VMCP and how to configure
responses for datastores and virtual machines when an APD or PDL condition occurs, see the vSphere
Availability documentation.

Edit Configuration File Parameters
You can change or add virtual machine configuration parameters when instructed by a VMware technical
support representative, or if you see VMware documentation that instructs you to add or change a
parameter to fix a problem with your system.

IMPORTANT   Changing or adding parameters when a system does not have problems might lead to
decreased system performance and instability.

The following conditions apply:

n To change a parameter, you change the existing value for the keyword/value pair. For example, if you
start with the keyword/value pair, keyword/value, and change it to keyword/value2, the result is
keyword=value2.

n You cannot delete a configuration parameter entry.

CAUTION   You must assign a value to configuration parameter keywords. If you do not assign a value, the
keyword can return a value of 0, false, or disable, which can result in a virtual machine that cannot power
on.

Procedure

1 Right-click a virtual machine in the inventory and select Edit Settings.

2 Click the VM Options tab and expand Advanced.

3 Click Edit Configuration.

4 (Optional) To add a parameter, click Add Row and type a name and value for the parameter.

5 (Optional) To change a parameter, type a new value in the Value text box for that parameter.

6 Click OK.
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Enable or Disable the Locator LED on Storage Devices
Use the locator LED to identify specific storage devices, so that you can locate them among other devices.
You can turn the locator LED on or off.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or more disks and enable or disable the locator LED
indicator.

Option Description

Enable Click the Turns on the locator LED icon.

Disable Click the Turns off the locator LED icon.
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Working with Flash Devices 14
In addition to regular storage hard disk drives (HDDs), vSphere supports flash storage devices.

Unlike the regular HDDs that are electromechanical devices containing moving parts, flash devices use
semiconductors as their storage medium and have no moving parts. Typically, flash devices are very
resilient and provide faster access to data.

To detect flash devices, ESXi uses an inquiry mechanism based on T10 standards. The ESXi host can detect
flash devices on a number of storage arrays. Check with your vendor whether your storage array supports
the ESXi mechanism of flash device detection.

After the host detects the flash devices, you can use them for a variety of tasks and functionalities.

This chapter includes the following topics:

n “Using Flash Devices,” on page 134

n “Marking Storage Devices,” on page 134

n “Monitor Flash Devices,” on page 136

n “Best Practices for Flash Devices,” on page 136

n “About Virtual Flash Resource,” on page 137

n “Configuring Host Swap Cache,” on page 139
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Using Flash Devices
You can use flash devices for a variety of functionalities.

Table 14‑1.  Using Flash Devices with vSphere

Functionality Description

Virtual SAN Virtual SAN requires flash devices. For more information, see the Administering
VMware Virtual SAN documentation.

VMFS Datastores You can create VMFS datastores on flash devices. Use the datastores for the
following purposes:
n Store virtual machines. Certain guest operating systems can identify virtual

disks stored on these datastores as flash virtual disks. See “Identifying Flash
Virtual Disks,” on page 134.

n Allocate datastore space for ESXi host swap cache. See “Configuring Host
Swap Cache,” on page 139

Virtual Flash Resource (VFFS) Set up a virtual flash resource and use it for the following functionalities:
n Use as Virtual Flash Read Cache for your virtual machines. See Chapter 15,

“About VMware vSphere Flash Read Cache,” on page 141.
n Allocate the virtual flash resource for ESXi host swap cache. This is an

alternative method of host cache configuration that uses VFFS volumes instead
of VMFS datastores. See “Configure Host Swap Cache with Virtual Flash
Resource,” on page 140.

Identifying Flash Virtual Disks
Guest operating systems can identify virtual disks that reside on flash-based datastores as flash virtual
disks.

To verify if this feature is enabled, guest operating systems can use standard inquiry commands such as
SCSI VPD Page (B1h) for SCSI devices and ATA IDENTIFY DEVICE (Word 217) for IDE devices.

For linked clones, native snapshots, and delta-disks, the inquiry commands report the virtual flash status of
the base disk.

Operating systems can detect that a virtual disk is a flash disk under the following conditions:

n Detection of flash virtual disks is supported on ESXi 5.x and later hosts and virtual hardware version 8
or later.

n Detection of flash virtual disks is supported only on VMFS5 or later.

n If virtual disks are located on shared VMFS datastores with flash device extents, the device must be
marked as flash on all hosts.

n For a virtual disk to be identified as virtual flash, all underlying physical extents should be flash-
backed.

Marking Storage Devices
You can use the vSphere Web Client to mark storage devices that are not automatically recognized as local
flash devices.

When you configure Virtual SAN or set up a virtual flash resource, your storage environment must include
local flash devices.
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However, ESXi might not recognize certain storage devices as flash devices when their vendors do not
support automatic flash device detection. In other cases, certain non-SATA SAS flash devices might not be
detected as local. When devices are not recognized as local flash, they are excluded from the list of devices
offered for Virtual SAN or virtual flash resource. Marking these devices as local flash makes them available
for virtual SAN and virtual flash resource.

Mark Storage Devices as Flash
If ESXi does not automatically recognize its devices as flash, mark them as flash devices.

ESXi does not recognize certain devices as flash when their vendors do not support automatic flash disk
detection. The Drive Type column for the devices shows HDD as their type.

CAUTION   Marking HDD disks as flash disks could deteriorate the performance of datastores and services
that use them. Mark disks as flash disks only if you are certain that those disks are flash disks.

Prerequisites

Verify that the device is not in use.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or several HDD devices that need to be recognized as flash
devices and click the Mark as Flash Disks icon.

5 Click Yes to save your changes.

The type of the devices changes to flash.

What to do next

If the flash device that you mark is shared among multiple hosts, make sure that you mark the device from
all hosts that share the device.

Mark Storage Devices as Local
ESXi enables you to mark devices as local. This is useful in cases when ESXi is unable to determine whether
certain devices are local.

Prerequisites

n Make sure that the device is not shared.

n Power off virtual machines that reside on the device and unmount an associated datastore.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or several remote devices that need to be marked as local and
click the Mark as Local for the Host icon.

5 Click Yes to save your changes.
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Monitor Flash Devices
You can monitor certain critical flash device parameters, including Media Wearout Indicator, Temperature,
and Reallocated Sector Count, from an ESXi host.

Use the esxcli command to monitor flash devices.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the following command to display the flash device statistics:

esxcli server=server_name storage core device smart get -d=flash device_ID

Best Practices for Flash Devices
Follow these best practices when you use flash devices in vSphere environment.

n Make sure to use the latest firmware with flash devices. Frequently check with your storage vendors for
any updates.

n Carefully monitor how intensively you use the flash device and calculate its estimated lifetime. The
lifetime expectancy depends on how actively you continue to use the flash device.

Estimate Lifetime of Flash Devices
When working with flash devices, monitor how actively you use them and calculate their estimated lifetime.

Typically, storage vendors provide reliable lifetime estimates for a flash device under ideal conditions. For
example, a vendor might guarantee a lifetime of 5 years under the condition of 20GB writes per day.
However, the more realistic life expectancy of the device depends on how many writes per day your host
actually generates. Follow these steps to calculate the lifetime of the flash device.

Procedure

1 Obtain the number of writes on the flash device by running the
esxcli storage core device stats get -d=device_ID command.

The Write Operations item in the output shows the number. You can average this number over a period
of time.

2 Estimate lifetime of your device by using the following formula:

vendor provided number of writes per day times vendor provided life span divided by actual average number of
writes per day

For example, if your vendor guarantees a lifetime of 5 years under the condition of 20 GB writes per
day, and the actual number of writes per day is 30 GB, the life span of your flash device will be
approximately 3.3 years.
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About Virtual Flash Resource
You can aggregate local flash devices on an ESXi host into a single virtualized caching layer called virtual
flash resource.

When you set up the virtual flash resource, you create a new file system, Virtual Flash File System (VFFS).
VFFS is a derivative of VMFS, which is optimized for flash devices and is used to group the physical flash
devices into a single caching resource pool. As a non-persistent resource, it cannot be used to store virtual
machines.

The following vSphere functionalities require the virtual flash resource:

n Virtual machine read cache. See Chapter 15, “About VMware vSphere Flash Read Cache,” on page 141.

n Host swap cache. See “Configure Host Swap Cache with Virtual Flash Resource,” on page 140.

Watch the video for information about virtual flash resource.

Configuring Virtual Flash Resource
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_configure_flash_resource)

Before setting up the virtual flash resource, make sure that you use devices approved by the VMware
Compatibility Guide.

Considerations for Virtual Flash Resource
When you configure a virtual flash resource that is consumed by ESXi hosts and virtual machines, several
considerations apply.

n You can have only one virtual flash resource, also called a VFFS volume, on a single ESXi host. The
virtual flash resource is managed only at the host's level.

n You cannot use the virtual flash resource to store virtual machines. Virtual flash resource is a caching
layer only.

n You can use only local flash devices for the virtual flash resource.

n You can create the virtual flash resource from mixed flash devices. All device types are treated the same
and no distinction is made between SAS, SATA, or PCI express connectivity. When creating the
resource from mixed flash devices, make sure to group similar performing devices together to
maximize performance.

n You cannot use the same flash devices for the virtual flash resource and Virtual SAN. Each requires its
own exclusive and dedicated flash device.

n After you set up a virtual flash resource, the total available capacity can be used and consumed by both
ESXi hosts as host swap cache and virtual machines as read cache.

n You cannot choose individual flash devices to be used for either swap cache or read cache. All flash
devices are combined into a single flash resource entity.

Set Up Virtual Flash Resource
You can set up a virtual flash resource or add capacity to existing virtual flash resource.

To set up a virtual flash resource, you use local flash devices connected to your host. To increase the
capacity of your virtual flash resource, you can add more devices, up to the maximum number indicated in
the Configuration Maximums documentation. An individual flash device must be exclusively allocated to the
virtual flash resource and cannot be shared with any other vSphere service, such as Virtual SAN or VMFS.
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Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab and click Settings.

3 Under Virtual Flash, select Virtual Flash Resource Management and click Add Capacity.

4 From the list of available flash devices, select one or more devices to use for the virtual flash resource
and click OK.

Under certain circumstances, you might not be able to see flash devices on the list. For more
information, see the Troubleshooting Flash Devices section in the vSphere Troubleshooting
documentation.

The virtual flash resource is created. The Device Backing area lists all devices that you use for the virtual
flash resource.

What to do next

You can use the virtual flash resource for cache configuration on the host and Flash Read Cache
configuration on virtual disks.

You can increase the capacity by adding more flash devices to the virtual flash resource.

Remove Virtual Flash Resource
You might need to remove a virtual flash resource deployed on local flash devices to free the devices for
other services.

You cannot remove a virtual flash resource if it is configured with host swap cache or if the host has virtual
machines configured with Flash Read Cache that are powered on.

Procedure

1 In the vSphere Web Client, navigate to the host that has virtual flash configured.

2 Click the Manage tab and click Settings.

3 Under Virtual Flash, select Virtual Flash Resource Management and click Remove All.

After you remove the virtual flash resource and erase the flash device, the device is available for other
operations.

Virtual Flash Advanced Settings
You can change advanced options for virtual flash.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.
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4 Select the setting to change and click the Edit button.

Option Description

VFLASH.VFlashResourceUsageThr
eshold

The system triggers the Host vFlash resource usage alarm when a
virtual flash resource usage exceeds the threshold. The default threshold is
80%. You can change the threshold to an appropriate value. The alarm is
automatically cleared when the virtual flash resource usage drops below
the threshold.

VFLASH.MaxResourceGBForVmCa
che

An ESXi host stores Flash Read Cache metadata in RAM. The default limit
of total virtual machine cache size on the host is 2TB. You can reconfigure
this setting. You must restart the host for the new setting to take effect.

 
5 Click OK.

Configuring Host Swap Cache
Your ESXi hosts can use a portion of a flash-backed storage entity as a swap cache shared by all virtual
machines.

The host-level cache is made up of files on a low-latency disk that ESXi uses as a write back cache for virtual
machine swap files. The cache is shared by all virtual machines running on the host. Host-level swapping of
virtual machine pages makes the best use of potentially limited flash device space.

Depending on your environment and licensing package, the following methods of configuring the host-level
swap cache are available. Both methods provide similar results.

n You can create a VMFS datastore on a flash device, and then use the datastore to allocate space for host
cache. The host reserves a certain amount of space for swapping to host cache.

n If you have an appropriate vSphere license that allows you to set up and manage a virtual flash
resource, you can use the resource to configure swap cache on the host. The host swap cache is
allocated from a portion of the virtual flash resource.

Configure Host Cache with VMFS Datastore
Turn on the host's ability to swap to host cache. You can also change the percentage of space allocated for
host cache.

Use this task if you do not have an appropriate licence that allows you to set up and manage a virtual flash
resource. If you have the license, use the virtual flash resource for host cache configuration.

Prerequisites

Create a flash-backed VMFS datastore. See “Create a VMFS Datastore,” on page 160.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Host Cache Configuration.

4 Select the datastore in the list and click the Allocate space for host cache icon.

5 To enable the host swap cache on a per-datastore basis, select the Allocate space for host cache check
box.

By default, maximum available space is allocated for host cache.

6 (Optional) To change the host cache size, select Custom size and make appropriate adjustments.

7 Click OK.
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Configure Host Swap Cache with Virtual Flash Resource
You can reserve a certain amount of virtual flash resource for host swap cache.

Prerequisites

Set up a virtual flash resource. “Set Up Virtual Flash Resource,” on page 137.

NOTE   If an ESXi host configured with virtual flash is in maintenance mode, you cannot add or modify a
host swap cache. You must first exit maintenance mode on the host before you configure a host swap cache.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under Virtual Flash, select Virtual Flash Host Swap Cache Configuration and click Edit.

4 Select the Enable virtual flash host swap cache check box.

5 Specify the amount of virtual flash resource to reserve for host swap cache.

6 Click OK.
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About VMware vSphere Flash Read
Cache 15

Flash Read Cache™ lets you accelerate virtual machine performance through the use of host resident flash
devices as a cache.

You can reserve a Flash Read Cache for any individual virtual disk. The Flash Read Cache is created only
when a virtual machine is powered on, and it is discarded when a virtual machine is suspended or powered
off. When you migrate a virtual machine you have the option to migrate the cache. By default the cache is
migrated if the virtual flash module on the source and destination hosts are compatible. If you do not
migrate the cache, the cache is rewarmed on the destination host. You can change the size of the cache while
a virtual machine is powered on. In this instance, the existing cache is discarded and a new write-through
cache is created, which results in a cache warm up period. The advantage of creating a new cache is that the
cache size can better match the application's active data.

Flash Read Cache supports write-through or read caching. Write-back or write caching are not supported.
Data reads are satisfied from the cache, if present. Data writes are dispatched to the backing storage, such as
a SAN or NAS. All data that is read from or written to the backing storage is unconditionally stored in the
cache.

Flash Read Cache does not support RDMs in physical compatibility. Virtual compatibility RDMs are
supported with Flash Read Cache.

Watch the video for more information about Flash Read Cache.

Configuring vSphere Flash Read Cache
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_config_vsphere_flash_read_cache)

NOTE   Not all workloads benefit with a Flash Read Cache. The performance boost depends on your
workload pattern and working set size. Read-intensive workloads with working sets that fit into the cache
can benefit from a Flash Read Cache configuration. By configuring Flash Read Cache for your read-intensive
workloads additional I/O resources become available on your shared storage, which can result in a
performance increase for other workloads even though they are not configured to use Flash Read Cache.

This chapter includes the following topics:

n “DRS Support for Flash Read Cache,” on page 142

n “vSphere High Availability Support for Flash Read Cache,” on page 142

n “Configure Flash Read Cache for a Virtual Machine,” on page 142

n “Migrating Virtual Machines with Flash Read Cache,” on page 143
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DRS Support for Flash Read Cache
DRS supports virtual flash as a resource.

DRS manages virtual machines with Flash Read Cache reservations. Every time DRS runs, it displays the
available virtual flash capacity reported by the ESXi host. Each host supports one virtual flash resource. DRS
selects a host that has sufficient available virtual flash capacity to start a virtual machine. DRS treats
powered-on virtual machines with a Flash Read Cache as soft affined to their current host and moves them
only for mandatory reasons or if necessary to correct host over-utilization.

vSphere High Availability Support for Flash Read Cache
Flash Read Cache is supported by High Availability (HA).

When vSphere HA restarts a virtual machine configured with Flash Read Cache, the virtual machine is
restarted on a host in the cluster where the Flash Read Cache, CPU, Memory and overhead reservations are
met. vSphere HA will not restart a virtual machine if unreserved flash is insufficient to meet the virtual flash
reservation. You must manually reconfigure a virtual machine to reduce or drop the Flash Read Cache, if
the target host does not have sufficient virtual flash resource available.

Configure Flash Read Cache for a Virtual Machine
You can configure Flash Read Cache for a virtual machine compatible with ESXi 5.5 or later.

Enabling Flash Read Cache lets you specify block size and cache size reservation.

Block size is the minimum number of contiguous bytes that can be stored in the cache. This block size can be
larger than the nominal disk block size of 512 bytes, between 4KB and 1024KB. If a guest operating system
writes a single 512 byte disk block, the surrounding cache block size bytes will be cached. Do not confuse
cache block size with disk block size.

Reservation is a reservation size for cache blocks. There is a minimum number of 256 cache blocks. If the
cache block size is 1MB, then the minimum cache size is 256MB. If the cache block size is 4K, then the
minimum cache size is 1MB.

For more information about sizing guidelines, search for the Performance of vSphere Flash Read Cache in
VMware vSphere white paper on the VMware web site.

Prerequisites

n Set up virtual flash resource. See “Set Up Virtual Flash Resource,” on page 137.

n Verify that the virtual machine is compatible with ESXi 5.5 or later.

Procedure

1 To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

2 Click the Related Objects tab and click Virtual Machines.

3 Right-click the virtual machine and select Edit Settings.

4 On the Virtual Hardware tab, expand Hard disk to view the disk options.

5 To enable Flash Read Cache for the virtual machine, enter a value in the Virtual Flash Read Cache text
box.
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6 Click Advanced to specify the following parameters.

Option Description

Reservation Select a cache size reservation.

Block Size Select a block size.
 

7 Click OK.

Migrating Virtual Machines with Flash Read Cache
You can migrate virtual machines with Flash Read Cache.

Procedure

1 Right-click the virtual machine and select Migrate

2 Select Change Host.

3 Select the destination host.

4 Under Select Flash Read Cache Settings, select Always Migrate Flash Read Cache.

Flash Read Cache
Migration Settings Description

Automatic Migrate the Flash Read Cache if possible.

Migrate Migration will proceed only if the Flash Read Cache can be migrated to the target
destination. This option is useful when the cache is small or the cache size closely matches
the application's active data.

Discard Flash Read Cache is not migrated, the cache is dropped. This option is useful when the
cache size is large or the cache size is larger than the application's active data.

5 Click Finish.
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Working with Datastores 16
Datastores are logical containers, analogous to file systems, that hide specifics of physical storage and
provide a uniform model for storing virtual machine files. Datastores can also be used for storing ISO
images, virtual machine templates, and floppy images.

Depending on the storage you use, datastores can be of the following types:

n VMFS datastores that are backed by the Virtual Machine File System format. See “Understanding VMFS
Datastores,” on page 146.

n NFS datastores that are backed by the Network File System NFS format. See “Understanding Network
File System Datastores,” on page 152.

n Virtual SAN datastores. See the Administering VMware Virtual SAN documentation.

n Virtual Volumes datastores. See Chapter 19, “Working with Virtual Volumes,” on page 211.

After creating datastores, you can perform several administrative operations on the datastores. Certain
operations, such as renaming a datastore, are available for all types of datastores. While others apply to
specific types of datastores.

You can also organize datastores in different ways. For example, you can group them into folders according
to business practices. This allows you to assign the same permissions and alarms on the datastores in the
group at one time.

You can also add datastores to datastore clusters. A datastore cluster is a collection of datastores with shared
resources and a shared management interface. When you create a datastore cluster, you can use Storage
DRS to manage storage resources. For information about datastore clusters, see the vSphere Resource
Management documentation.

This chapter includes the following topics:

n “Understanding VMFS Datastores,” on page 146

n “Understanding Network File System Datastores,” on page 152

n “Creating Datastores,” on page 160

n “Managing Duplicate VMFS Datastores,” on page 162

n “Upgrading VMFS Datastores,” on page 164

n “Increasing VMFS Datastore Capacity,” on page 165

n “Administrative Operations for Datastores,” on page 167

n “Set Up Dynamic Disk Mirroring,” on page 173

n “Collecting Diagnostic Information for ESXi Hosts on a Storage Device,” on page 174

n “Checking Metadata Consistency with VOMA,” on page 176
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n “Configuring VMFS Pointer Block Cache,” on page 178

Understanding VMFS Datastores
To store virtual disks, ESXi uses datastores, which are logical containers that hide specifics of physical
storage from virtual machines and provide a uniform model for storing virtual machine files. Datastores
that you deploy on block storage devices use the vSphere VMFS format, a special high-performance file
system format that is optimized for storing virtual machines.

Several versions of the VMFS file system have been released since its introduction. The following table
shows host-to-VMFS version relationships.

Table 16‑1.  Host access to VMFS version

VMFS ESX/ESXi 3.x host ESX/ESXi 4.x host ESXi 5.x host ESXi 6.0 host

VMFS2 RO RO N N

VMFS3 RW RW RW RW
NOTE   You can continue
to use existing VMFS3
datastores, but you
cannot create new ones.
If you have existing
VMFS3 datastores,
upgrade them to VMFS5.

VMFS5 N N RW RW

n RW: Complete read and write support. You can create and power on virtual machines.

n RO: Read only support. You cannot create or power on virtual machines.

n N: No access. ESXi 5.x and later hosts do not support VMFS2. If your datastore was formatted with
VMFS2, first upgrade the datastore to VMFS3 using legacy hosts.

Use the vSphere Web Client to set up a VMFS datastore in advance on a block-based storage device that
your ESXi host discovers. A VMFS datastore can be extended to span several physical storage extents,
including SAN LUNs and local storage. This feature allows you to pool storage and gives you flexibility in
creating the datastore necessary for your virtual machines.

NOTE   Pooling ATS-capable hardware creates a spanned VMFS datastore that can use ATS-only locking
mechanism. If any device is not ATS-capable, the datastore cannot be ATS-only, but uses ATS+SCSI locking.

You can increase the capacity of a datastore while virtual machines are running on the datastore. This ability
lets you add new space to your VMFS datastores as your virtual machine requires it. VMFS is designed for
concurrent access from multiple physical machines and enforces the appropriate access controls on virtual
machine files.

Characteristics of VMFS5 Datastores
VMFS5 provides many improvements in scalability and performance.

VMFS5 has the following Characteristics:

n Greater than 2TB storage devices for each VMFS5 extent.

n Support of virtual machines with large capacity virtual disks, or disks greater than 2TB.

n Increased resource limits such as file descriptors.

n Standard 1MB file system block size with support of 2TB virtual disks.

n Greater than 2TB disk size for RDMs.
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n Support of small files of 1KB.

n Ability to open any file located on a VMFS5 datastore in a shared mode by a maximum of 32 hosts.

n Scalability improvements on storage devices that support hardware acceleration. For information, see 
Chapter 22, “Storage Hardware Acceleration,” on page 243.

n Default use of ATS-only locking mechanisms on storage devices that support ATS. For information
about ATS-only locking and how to upgrade to ATS-only locking, see “VMFS Locking Mechanisms,”
on page 149.

n Ability to reclaim physical storage space on thin provisioned storage devices. For information, see 
“Array Thin Provisioning and VMFS Datastores,” on page 257.

n Online upgrade process that upgrades existing datastores without disrupting hosts or virtual machines
that are currently running. For information, see “Upgrading VMFS Datastores,” on page 164.

For information about block size limitations of a VMFS datastore, see the VMware knowledge base article at 
http://kb.vmware.com/kb/1003565.

VMFS Datastores and Storage Disk Formats
Storage devices that your host supports can use either the master boot record (MBR) format or the GUID
partition table (GPT) format.

If you create a new VMFS5 datastore, the device is formatted with GPT. The GPT format enables you to
create datastores larger than 2TB and up to 64TB for a single extent.

VMFS3 datastores continue to use the MBR format for their storage devices. Consider the following items
when you work with VMFS3 datastores:

n For VMFS3 datastores, the 2TB limit still applies, even when the storage device has a capacity of more
than 2TB. To be able to use the entire storage space, upgrade a VMFS3 datastore to VMFS5. Conversion
of the MBR format to GPT happens only after you expand the datastore to a size larger than 2TB.

n When you upgrade a VMFS3 datastore to VMFS5, the datastore uses the MBR format. Conversion to
GPT happens only after you expand the datastore to a size larger than 2TB.

n When you upgrade a VMFS3 datastore, remove from the storage device any partitions that ESXi does
not recognize, for example, partitions that use the EXT2 or EXT3 formats. Otherwise, the host cannot
format the device with GPT and the upgrade fails.

n You cannot expand a VMFS3 datastore on devices that have the GPT partition format.

VMFS Datastores as Repositories
ESXi can format SCSI-based storage devices as VMFS datastores. VMFS datastores primarily serve as
repositories for virtual machines.

With VMFS5, you can have up to 256 VMFS datastores per host, with the maximum size of 64TB. The
required minimum size for a VMFS datastore is 1.3GB, however, the recommended minimum size is 2GB.

NOTE   Always have only one VMFS datastore for each LUN.

You can store multiple virtual machines on the same VMFS datastore. Each virtual machine, encapsulated in
a set of files, occupies a separate single directory. For the operating system inside the virtual machine, VMFS
preserves the internal file system semantics, which ensures correct application behavior and data integrity
for applications running in virtual machines.
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When you run multiple virtual machines, VMFS provides specific locking mechanisms for virtual machine
files, so that virtual machines can operate safely in a SAN environment where multiple ESXi hosts share the
same VMFS datastore.

In addition to virtual machines, the VMFS datastores can store other files, such as virtual machine templates
and ISO images.

Sharing a VMFS Datastore Across Hosts
As a cluster file system, VMFS lets multiple ESXi hosts access the same VMFS datastore concurrently.

Figure 16‑1.  Sharing a VMFS Datastore Across Hosts
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For information on the maximum number of hosts that can connect to a single VMFS datastore, see the
Configuration Maximums document.

To ensure that the same virtual machine is not accessed by multiple servers at the same time, VMFS
provides on-disk locking.

Sharing the same VMFS volume across multiple hosts offers the following advantages:

n You can use VMware Distributed Resource Scheduling (DRS) and VMware High Availability (HA).

You can distribute virtual machines across different physical servers. That means you run a mix of
virtual machines on each server so that not all experience high demand in the same area at the same
time. If a server fails, you can restart virtual machines on another physical server. In case of a failure,
the on-disk lock for each virtual machine is released. For more information about VMware DRS, see the
vSphere Resource Management documentation. For information about VMware HA, see the vSphere
Availability documentation.

n You can use vMotion to migrate running virtual machines from one physical server to another. For
information about migrating virtual machines, see the vCenter Server and Host Management
documentation.

VMFS Metadata Updates
A VMFS datastore holds virtual machine files, directories, symbolic links, RDM descriptor files, and so on.
The datastore also maintains a consistent view of all the mapping information for these objects. This
mapping information is called metadata.

Metadata is updated each time you perform datastore or virtual machine management operations. Examples
of operations requiring metadata updates include the following:

n Creating, growing, or locking a virtual machine file
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n Changing a file's attributes

n Powering a virtual machine on or off

n Creating or deleting a VMFS datastore

n Expanding a VMFS datastore

n Creating a template

n Deploying a virtual machine from a template

n Migrating a virtual machine with vMotion

When metadata changes are made in a shared storage enviroment, VMFS uses special locking mechanisms
to protect its data and prevent multiple hosts from concurrently writing to the metadata.

VMFS Locking Mechanisms
In a shared storage environment, when multiple hosts access the same VMFS datastore, specific locking
mechanisms are used. These locking mechanisms prevent multiple hosts from concurrently writing to the
metadata and ensure that no data corruption occurs.

Depending on its configuration and the type of underlying storage, a VMFS datastore can exclusively use
the atomic test and set locking mechanism (ATS-only), or use a combination of ATS and SCSI reservations
(ATS+SCSI).

ATS-Only Mechanism
For storage devices that support T10 standard-based VAAI specifications, VMFS provides ATS locking, also
called hardware assisted locking. The ATS algorithm supports discrete locking per disk sector. All newly
formatted VMFS5 datastores use the ATS-only mechanism if the underlying storage supports it, and never
use SCSI reservations.

When you create a multi-extent datastore where ATS is used, vCenter Server filters out non-ATS devices.
This filtering allows you to use only those devices that support the ATS primitive.

In certain cases, you might need to turn off the ATS-only setting for a VMFS5 datastore. For information, see 
“Change Locking Mechanism to ATS+SCSI,” on page 152.

ATS+SCSI Mechanism
A VMFS datastore that supports the ATS+SCSI mechanism is configured to use ATS and attempts to use it
when possible. If ATS fails, the VMFS datastore reverts to SCSI reservations. In contrast with the ATS
locking, the SCSI reservations lock an entire storage device while an operation that requires metadata
protection is performed. After the operation completes, VMFS releases the reservation and other operations
can continue.

Datastores that use the ATS+SCSI mechanism include VMFS5 datastores that were upgraded from VMFS3.
In addition, new VMFS5 datastores on storage devices that do not support ATS use the ATS+SCSI
mechanism.

If your VMFS datastore reverts to SCSI reservations, you might notice performance degradation caused by
excessive SCSI reservations. For information about how to reduce SCSI reservations, see the vSphere
Troubleshooting documentation.

Display VMFS Locking Information
Use the esxcli command to obtain information about the locking mechanism that a VMFS datastore uses.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To display information related to VMFS locking mechanisms, run the following command:

esxcli --server=server_name storage vmfs lockmode list .

The table lists items that the output of the command might include.

Table 16‑2.  VMFS Locking Information

Fields Values Descriptions

Locking Mode Indicates the locking configuration of
the datastore.

ATS-only The datastore is configured to use
ATS-only.

ATS+SCSI The datastore is configured to use
ATS, but can revert to SCSI if ATS fails
or is not supported.

ATS upgrade pending The datastore is in the process of an
online upgrade to ATS-only.

ATS downgrade pending The datastore is in the process of an
online downgrade to ATS+SCSI.

ATS Compatible Indicates whether the datastore can be
configured for ATS-only or not.

ATS Upgrade Modes Indicates the type of upgrade that the
datastore supports.

None The datastore is not ATS-only
compatible.

Online The datastore can be used during its
upgrade to ATS-only.

Offline The datastore cannot be used during
its upgrade to ATS-only.

ATS Incompatibility Reason If the datastore is not compatible with
ATS-only, indicates the reason for the
incompatibility.

Change VMFS Locking to ATS-Only
If your VMFS5 datastores use the ATS+SCSI locking mechanism, you can change to ATS-only locking.

Typically, VMFS5 datastores that were upgraded from VMFS3 use the ATS+SCSI locking mechanism. If the
datastores are deployed on ATS-enabled hardware, they are generally eligible for an upgrade to ATS-only
locking. Depending on your vSphere environment, you can use one of the following upgrade modes:

n The online upgrade to ATS-only is available for most single-extent VMFS5 datastores. While you
perform the online upgrade on one of the hosts, other host can continue using the datastore.

n The offline upgrade to ATS-only must be used for VMFS5 datastores that span multiple physical
extents. Datastores composed of multiple extents are not eligible for the online upgrade. These
datastore require that no hosts actively use the datastores at the time of the upgrade request.
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Procedure

1 Prepare for an Upgrade to ATS-Only on page 151
You must perform several steps to prepare your environment for an online or offline upgrade to ATS-
only locking.

2 Upgrade Locking Mechanism to ATS-Only on page 151
If a VMFS datastore is ATS-only compatible, you can upgrade its locking mechanism from ATS+SCSI
to ATS-only.

Prepare for an Upgrade to ATS-Only

You must perform several steps to prepare your environment for an online or offline upgrade to ATS-only
locking.

Procedure

1 Upgrade all hosts that access the VMFS5 datastore to the newest version of vSphere.

2 Determine whether the datastore is eligible for an upgrade of its current locking mechanism by running
the esxcli storage vmfs lockmode list command.

The following sample output fields indicate that the datastore is eligible for an upgrade, and show its
current locking mechanism and an upgrade mode available for the datastore.

Locking Mode  ATS Compatible  ATS Upgrade Modes

------------  --------------  -----------------

ATS+SCSI           true       Online or Offline

3 Depending on the upgrade mode available for the datastore, perform one of the following actions:

Upgrade Mode Action

Online Verify that all hosts have consistent storage connectivity to the VMFS
datastore.

Offline Verify that no hosts are actively using the datastore.
 

Upgrade Locking Mechanism to ATS-Only

If a VMFS datastore is ATS-only compatible, you can upgrade its locking mechanism from ATS+SCSI to
ATS-only.

Most datastores that do not span multiple extents are eligible for an online upgrade. While you perform the
online upgrade on one of the ESXi hosts, other hosts can continue using the datastore. The online upgrade
completes only after all hosts have closed the datastore.

Prerequisites

If you plan to complete the upgrade of the locking mechanism by putting the datastore into maintenance
mode, disable Storage DRS. This prerequisite applies only to an online upgrade.

Procedure

1 Perform an upgrade of the locking mechanism by running the following command:

esxcli storage vmfs lockmode set -a|--ats -l|--volume-label= VMFS label -u|--volume-uuid=
VMFS UUID.
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2 For an online upgrade, perform additional steps.

a Close the datastore on all hosts that have access to the datastore, so that the hosts can recognise the
change.

You can use one of the following methods:

n Unmount and mount the datastore.

n Put the datastore into maintenance mode and exit maintenance mode.

b Verify that the Locking Mode status for the datastore changed to ATS-only by running:

esxcli storage vmfs lockmode list

c If the Locking Mode displays any other status, for example ATS UPGRADE PENDING, check
which host has not yet processed the upgrade by running:

esxcli storage vmfs host list

Change Locking Mechanism to ATS+SCSI
When you create a VMFS5 datastore on a device that supports atomic test and set (ATS) locking, the
datastore is set to use the ATS-only locking mechanism. In certain circumstances, you might need to
downgrade the ATS-only locking to ATS+SCSI.

You might need to switch to the ATS+SCSI locking mechanism when, for example, your storage device is
downgraded or firmware updates fail and the device no longer supports ATS.

The downgrade process is similar to the ATS-only upgrade. As with the upgrade, depending on your
storage configuration, you can perform the downgrade in online or offline mode.

Procedure

1 Change the locking mechanism to ATS+SCSI by running the following command:

esxcli storage vmfs lockmode set -s|--scsi -l|--volume-label= VMFS label -u|--volume-uuid=
VMFS UUID.

2 For an online mode, close the datastore on all hosts that have access to the datastore, so that the hosts
can recognise the change.

Understanding Network File System Datastores
An NFS client built into ESXi uses the Network File System (NFS) protocol over TCP/IP to access a
designated NFS volume that is located on a NAS server. The ESXi host can mount the volume and use it for
its storage needs. vSphere supports versions 3 and 4.1 of the NFS protocol.

Typically, the NFS volume or directory is created by a storage administrator and is exported form the NFS
server. The NFS volume is not required to be formatted with a local file system, such as VMFS. You can
mount the volume directly on ESXi hosts and use it to store and boot virtual machines in the same way that
you use VMFS datastores.

In addition to storing virtual disks on NFS datastores, you can use NFS as a central repository for ISO
images, virtual machine templates, and so on. If you use the datastore for ISO images, you can connect the
virtual machine's CD-ROM device to an ISO file on the datastore and install a guest operating system from
the ISO file.

ESXi supports the following storage capabilities on most NFS volumes:

n vMotion and Storage vMotion

n High Availability (HA) and Distributed Resource Scheduler (DRS)
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n Fault Tolerance (FT) and Host Profiles

NOTE   NFS 4.1 does not support Fault Tolerance.

n ISO images, which are presented as CD-ROMs to virtual machines

n Virtual machine snapshots

n Virtual machines with large capacity virtual disks, or disks greater than 2TB. Virtual disks created on
NFS datastores are thin-provisioned by default, unless you use hardware acceleration that supports the
Reserve Space operation. NFS 4.1 does not support hardware acceleration. For information, see 
“Hardware Acceleration on NAS Devices,” on page 249.

NFS Storage Guidelines and Requirements
When using NFS storage, you must follow specific configuration, networking, and NFS datastore
guidelines.

NFS Server Configuration Guidelines
n Make sure that NFS servers you use are listed in the VMware HCL. Use the correct version for the server

firmware.

n When configuring NFS storage, follow the recommendation of your storage vendor.

n Ensure that the NFS volume is exported using NFS over TCP.

n Make sure that the NFS server exports a particular share as either NFS 3 or NFS 4.1, but does not
provide both protocol versions for the same share. This policy needs to be enforced by the server
because ESXi does not prevent mounting the same share through different NFS versions.

n NFS 3 and non-Kerberos NFS 4.1 do not support the delegate user functionality that enables access to
NFS volumes using nonroot credentials. If you use NFS 3 or non-Kerberos NFS 4.1, ensure that each
host has root access to the volume. Different storage vendors have different methods of enabling this
functionality, but typically this is done on the NAS servers by using the no_root_squash option. If the
NAS server does not grant root access, you might still be able to mount the NFS datastore on the host.
However, you will not be able to create any virtual machines on the datastore.

n If the underlying NFS volume, on which files are stored, is read-only, make sure that the volume is
exported as a read-only share by the NFS server, or configure it as a read-only datastore on the ESXi
host. Otherwise, the host considers the datastore to be read-write and might not be able to open the
files.

NFS Networking Guidelines
n For network connectivity, the host requires a standard network adapter.

n ESXi supports Layer 2 and Layer 3 Network switches. If you use Layer 3 switches, ESXi hosts and NFS
storage arrays must be on different subnets and the network switch must handle the routing
information.

n A VMkernel port group is required for NFS storage. You can create a new VMkernel port group for IP
storage on an already existing virtual switch (vSwitch) or on a new vSwitch when it is configured. The
vSwitch can be a vSphere Standard Switch (VSS) or a vSphere Distributed Switch (VDS).

n If you use multiple ports for NFS traffic, make sure that you correctly configure your virtual switches
and physical switches. For information, see the vSphere Networking documentation.

n NFS 3 and non-Kerberos NFS 4.1 support IPv4 and IPv6.
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NFS Datastore Guidelines
n To use NFS 4.1, upgrade your vSphere environment to version 6.0. You cannot mount an NFS 4.1

datastore to hosts that do not support version 4.1.

n You cannot use different NFS versions to mount the same datastore. NFS 3 and NFS 4.1 clients do not
use the same locking protocol. As a result, accessing the same virtual disks from two incompatible
clients might result in incorrect behavior and cause data corruption.

n NFS 3 and NFS 4.1 datastores can coexist on the same host.

n vSphere does not support datastore upgrades from NFS version 3 to version 4.1.

n When you mount the same NFS 3 volume on different hosts, make sure that the server and folder
names are identical across the hosts. If the names do not match, the hosts see the same NFS version 3
volume as two different datastores. This error might result in a failure of such features as vMotion. An
example of such discrepancy is entering filer as the server name on one host and filer.domain.com on
the other. This guideline does not apply to NFS version 4.1.

n If you use non-ASCII characters to name datastores and virtual machines, make sure that the
underlying NFS server offers internationalization support. If the server does not support international
characters, use only ASCII characters, or unpredictable failures might occur.

NFS Protocols and ESXi
ESXi supports NFS protocols version 3 and 4.1. To support both versions, ESXi uses two different NFS
clients.

NFS Protocol Version 3
vSphere supports NFS version 3 in TCP. When you use this version, the following considerations apply:

n With NFS version 3, storage traffic is transmitted in an unencrypted format across the LAN. Because of
this limited security, use NFS storage on trusted networks only and isolate the traffic on separate
physical switches. You can also use a private VLAN.

n NFS 3 uses only one TCP connection for I/O. As a result, ESXi supports I/O on only one IP address or
hostname for the NFS server, and does not support multiple paths. Depending on your network
infrastructure and configuration, you can use network stack to configure multiple connections to the
storage targets. In this case, you must have multiple datastores, with each datastore using separate
network connections between the host and the storage.

n With NFS 3, ESXi does not support the delegate user functionality that enables access to NFS volumes
by using nonroot credentials. You must ensure that each host has root access to the volume.

n NFS 3 supports hardware acceleration that allows your host to integrate with NAS devices and use
several hardware operations that NAS storage provides. For more information, see “Hardware
Acceleration on NAS Devices,” on page 249.

n When hardware acceleration is supported, you can create thick-provisioned virtual disk on NFS 3
datastores.

n NFS 3 locking on ESXi does not use the Network Lock Manager (NLM) protocol. Instead, VMware
provides its own locking protocol. NFS 3 locks are implemented by creating lock files on the NFS
server. Lock files are named .lck-file_id..

NFS Protocol Version 4.1
When you use NFS 4.1, the following considerations apply:

n NFS 4.1 provides multipathing for servers that support session trunking. When trunking is available,
you can use multiple IP addresses to access a single NFS volume. Client ID trunking is not supported.
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n NFS 4.1 does not support hardware acceleration. This limitation does not allow you to create thick
virtual disks on NFS 4.1 datastores.

n NFS 4.1 supports the Kerberos authentication protocol to secure communication with the NFS server.
For more information, see “Using Kerberos Credentials for NFS 4.1,” on page 158.

n NFS 4.1 uses share reservations as a locking mechanism.

n NFS 4.1 supports inbuilt file locking.

n NFS 4.1 supports nonroot users to access files when used with Kerberos.

n NFS 4.1 supports traditional non-Kerberos mounts. In this case, use security and root access guidelines
recommended for NFS version 3.

n Does not support simultaneous AUTH_SYS and Kerberos mounts.

n NFS 4.1 with Kerberos does not support IPv6. NFS 4.1 with AUTH_SYS supports both IPv4 and IPv6.

NFS Protocols and vSphere Solutions

vSphere Features NFS version 3 NFS version 4.1

vMotion and Storage vMotion Yes Yes

High Availability (HA) Yes Yes

Fault Tolerance (FT) Yes Yes

Distributed Resource Scheduler (DRS) Yes Yes

Host Profiles Yes Yes

Storage DRS Yes No

Storage I/O Control Yes No

Site Recovery Manager Yes No

Virtual Volumes Yes No

NFS Version Upgrades
vSphere does not support automatic datastore conversions from NFS version 3 to NFS 4.1. If you want to
upgrade your NFS 3 datastore, the following options are available:

n You can create a new NFS 4.1 datastore, and then use Storage vMotion to migrate virtual machines
from the old datastore to the new one.

n Use conversion methods provided by your NFS storage server. For more information, contact your
storage vendor.

n Unmount from one version and then mount as the other.

CAUTION   If you use this option, make sure to unmount the datastore from all hosts that have access to
the datastore. The datastore can never be mounted by using both protocols at the same time.

Firewall Configurations for NFS Storage
ESXi includes a firewall between the management interface and the network. The firewall is enabled by
default. At installation time, the ESXi firewall is configured to block incoming and outgoing traffic, except
traffic for the default services, such as NFS.

Supported services, including NFS, are described in a rule set configuration file in the ESXi firewall
directory /etc/vmware/firewall/. The file contains firewall rules and lists each rule's relationship with ports
and protocols.
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The behavior of the NFS Client rule set (nfsClient) is different from other rule sets. When the NFS Client
rule set is enabled, all outbound TCP ports are open for the destination hosts in the list of allowed IP
addresses.

The NFS 4.1 rule set opens outgoing connections to destination port 2049, which is the port named in the
specification for version 4.1 protocol. The outgoing connections are open for all IP addresses at the time of
the first mount. This port remains open until the ESXi host is rebooted.

For more information about firewall configurations, see the vSphere Security documentation.

NFS Client Firewall Behavior
The NFS Client firewall rule set behaves differently than other ESXi firewall rule sets. ESXi configures NFS
Client settings when you mount or unmount an NFS datastore. The behavior differs for different versions of
NFS.

When you add, mount, or unmount an NFS datastore, the resulting behavior depends on the version of
NFS.

NFS v3 Firewall Behavior

When you add or mount an NFS v3 datastore, ESXi checks the state of the NFS Client (nfsClient) firewall
rule set.

n If the nfsClient rule set is disabled, ESXi enables the rule set and disables the Allow All IP Addresses
policy by setting the allowedAll flag to FALSE. The IP address of the NFS server is added to the allowed
list of outgoing IP addresses.

n If the nfsClient rule set is enabled, the state of the rule set and the allowed IP address policy are not
changed. The IP address of the NFS server is added to the allowed list of outgoing IP addresses.

NOTE   If you manually enable the nfsClient rule set or manually set the Allow All IP Addresses policy,
either before or after you add an NFS v3 datastore to the system, your settings are overridden when the last
NFS v3 datastore is unmounted. The nfsClient rule set is disabled when all NFS v3 datastores are
unmounted.

When you remove or unmount an NFS v3 datastore, ESXi performs one of the following actions.

n If none of the remaining NFS v3 datastores are mounted from the server of the datastore being
unmounted, ESXi removes the server's IP address from the list of outgoing IP addresses.

n If no mounted NFS v3 datastores remain after the unmount operation, ESXi disables the nfsClient
firewall rule set.

NFS v4.1 Firewall Behavior

When you mount the first NFS v4.1 datastore, ESXi enables the nfs41client rule set and sets its allowedAll
flag to TRUE. This action opens port 2049 for all IP addresses. Unmounting an NFS v4.1 datastore does not
affect the firewall state. That is, the first NFS v4.1 mount opens port 2049 and that port remains enabled
unless you close it explicitly.

Verify Firewall Ports for NFS Clients
To enable access to NFS storage, ESXi automatically opens firewall ports for the NFS clients when you
mount an NFS datastore. For troubleshooting reasons, you might need to verify that the ports are open.

Procedure

1 In the vSphere Web Client, select the ESXi host.

2 Click the Manage tab, and click Settings.

3 Select Security Profile in the System area, and click Edit.
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4 Scroll down to an appropriate version of NFS to make sure that the port is opened.

Using Layer 3 Routed Connections to Access NFS Storage
When you use Layer 3 (L3) routed connections to access NFS storage, consider certain requirements and
restructions.

Ensure that your environment meets the following requirements:

n Use Cisco's Hot Standby Router Protocol (HSRP) in IP Router. If you are using non-Cisco router, be
sure to use Virtual Router Redundancy Protocol (VRRP) instead.

n Use Quality of Service (QoS) to prioritize NFS L3 traffic on networks with limited bandwidths, or on
networks that experience congestion. See your router documentation for details.

n Follow Routed NFS L3 best practices recommended by storage vendor. Contact your storage vendor for
details.

n Disable Network I/O Resource Management (NetIORM).

n If you are planning to use systems with top-of-rack switches or switch-dependent I/O device
partitioning, contact your system vendor for compatibility and support.

In an L3 environment the following restrictions apply:

n The environment does not support VMware Site Recovery Manager.

n The environment supports only the NFS protocol. Do not use other storage protocols such as FCoE over
the same physical network.

n The NFS traffic in this environment does not support IPv6.

n The NFS traffic in this environment can be routed only over a LAN. Other environments such as WAN
are not supported.

Set Up NFS Storage Environment
You must perform several configuration steps before you mount an NFS datastore in vSphere.

Prerequisites

n Familiarize yourself with the guidelines in “NFS Storage Guidelines and Requirements,” on page 153.

n For details on configuring NFS storage, consult your storage vendor documentation.

Procedure

1 On the NFS server, configure an NFS volume and export it to be mounted on the ESXi hosts.

a Note the IP address or the DNS name of the NFS server and the full path, or folder name, for the
NFS share.

For NFS 4.1 you can collect multiple IP addresses or DNS names to take advantage of the
multipathing support that an NFS 4.1 datastore provides. NFS 3 and non-Kerberos NFS 4.1 support
IPv4 and IPv6 addresses.

b If you plan to use Kerberos authentication with NFS 4.1, specify the Kerberos credentials to be used
by ESXi for authentication.

2 On each ESXi host, configure a VMkernel Network port for NFS traffic.

For more information, see the vSphere Networking documentation.
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3 If you plan to use Kerberos authentication with the NFS 4.1 datastore, configure the ESXi hosts for
Kerberos authentication.

Make sure that each host that mounts this datastore is a part of an Active Directory domain and its NFS
authentication credentials are set.

What to do next

You can now create an NFS datastore on the ESXi hosts.

Using Kerberos Credentials for NFS 4.1
With NFS version 4.1, ESXi supports Kerberos authentication mechanism.

Kerberos is an authentication service that allows an NFS 4.1 client installed on ESXi to prove its identity to
an NFS server before mounting an NFS share. Kerberos uses cryptography to work across an insecure
network connection. The vSphere implementation of Kerberos for NFS 4.1 supports only identity
verification for the client and server, but does not provide data integrity or confidentiality services.

When you use Kerberos authentication, the following considerations apply:

n ESXi uses Kerberos version 5 with Active Directory domain and Key Distribution Center (KDC).

n As a vSphere administrator, you specify Active Directory credentials to provide an access to NFS 4.1
Kerberos datastores to an NFS user. A single set of credentials is used to access all Kerberos datastores
mounted on that host.

n When multiple ESXi hosts share the same NFS 4.1 datastore, you must use the same Active Directory
credentials for all hosts that access the shared datastore. You can automate this by setting the user in
host profiles and applying the profile to all ESXi hosts.

n NFS 4.1 does not support simultaneous AUTH_SYS and Kerberos mounts.

n NFS 4.1 with Kerberos does not support IPv6. Only IPv4 is supported.

Configure ESXi Hosts for Kerberos Authentication
If you use NFS 4.1 with Kerberos, you must perform several tasks to set up your hosts for Kerberos
authentication.

When multiple ESXi hosts share the same NFS 4.1 datastore, you must use the same Active Directory
credentials for all hosts that access the shared datastore. You can automate this by setting the user in host
profiles and applying the profile to all ESXi hosts.

Prerequisites

n Make sure that Microsoft Active Directory (AD) and NFS servers are configured to use Kerberos.

n Enable DES-CBC-MD5 encryption mode on AD. The NFS 4.1 client supports only this encryption mode.

n Make sure that the NFS server exports are configured to grant full access to the Kerberos user.

Procedure

1 Configure DNS for NFS 4.1 with Kerberos on page 159
When you use NFS 4.1 with Kerberos, you must change the DNS settings on ESXi hosts to point to the
DNS server that is configured to hand out DNS records for the Kerberos Key Distribution Center
(KDC). For example, use the Active Directory server address, if AD is used as a DNS server.

2 Configure Network Time Protocol for NFS 4.1 with Kerberos on page 159
If you use NFS 4.1 with Kerberos, configure Network Time Protocol (NTP) to make sure all ESXi hosts
on the vSphere network are synchronized.
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3 Enable Kerberos Authentication in Active Directory on page 160
If you use NFS 4.1 storage with Kerberos, you must add each ESXi host to an Active Directory domain
and enable Kerberos authentication. Kerberos integrates with Active Directory to enable single sign-on
and provides an additional layer of security when used across an insecure network connection.

What to do next

After you configure your host for Kerberos, you can create an NFS 4.1 datastore with Kerberos enabled.

Configure DNS for NFS 4.1 with Kerberos

When you use NFS 4.1 with Kerberos, you must change the DNS settings on ESXi hosts to point to the DNS
server that is configured to hand out DNS records for the Kerberos Key Distribution Center (KDC). For
example, use the Active Directory server address, if AD is used as a DNS server.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab, and click Networking and select TCP/IP configuration.

3 Select TCP/IP configuration and click the Edit icon.

4 Enter the DNS setting information.

Option Description

Domain AD Domain Name

Preferred DNS server AD Server IP

Search domains AD Domain Name
 

Configure Network Time Protocol for NFS 4.1 with Kerberos

If you use NFS 4.1 with Kerberos, configure Network Time Protocol (NTP) to make sure all ESXi hosts on
the vSphere network are synchronized.

Procedure

1 Select the host in the vSphere inventory.

2 Click the Manage tab and click Settings.

3 In the System section, select Time Configuration.

4 Click Edit and set up the NTP server.

a Select Use Network Time Protocol (Enable NTP client).

b Set the NTP Service Startup Policy.

c Enter the IP addresses of the NTP servers to synchronize with.

d Click Start or Restart in the NTP Service Status section.

5 Click OK.

The host synchronizes with the NTP server.
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Enable Kerberos Authentication in Active Directory

If you use NFS 4.1 storage with Kerberos, you must add each ESXi host to an Active Directory domain and
enable Kerberos authentication. Kerberos integrates with Active Directory to enable single sign-on and
provides an additional layer of security when used across an insecure network connection.

Prerequisites

Set up an AD domain and a domain administrator account with the rights to add hosts to the domain.

Procedure

1 Add an ESXi host to an Active Directory domain.

a In the vSphere Web Client, select the ESXi host.

b Click the Manage tab and click Settings.

c Under System, select Authentication Services.

d Click Join Domain, supply the domain settings, and click OK.

The directory services type changes to Active Directory.

2 Configure or edit credentials for an NFS Kerberos user.

a Under NFS Kerberos Credentials, click Edit.

b Enter a user name and password.

Files stored in all Kerberos datastores will be accessed using these credentials.

The state for NFS Kerberos credentials changes to Enabled.

Creating Datastores
You use the New Datastore wizard to create your datastores. Depending on the type of storage you have in
your environment and your storage needs, you can create a VMFS, NFS, or virtual datastore.

A Virtual SAN datastore is automatically created when you enable Virtual SAN. For information, see the
Administering VMware Virtual SAN documentation.

You can also use the New Datastore wizard to manage VMFS datastore copies.

n Create a VMFS Datastore on page 160
VMFS datastores serve as repositories for virtual machines. You can set up VMFS datastores on any
SCSI-based storage devices that the host discovers, including Fibre Channel, iSCSI, and local storage
devices.

n Create an NFS Datastore on page 161
You can use the New Datastore wizard to mount an NFS volume.

n Create a Virtual Datastore on page 162
You use the New Datastore wizard to create a virtual datastore.

Create a VMFS Datastore
VMFS datastores serve as repositories for virtual machines. You can set up VMFS datastores on any SCSI-
based storage devices that the host discovers, including Fibre Channel, iSCSI, and local storage devices.

NOTE   You cannot create VMFS3 datastores in vSphere 6.0. Even though existing VMFS3 datastores
continue to be available and usable, you must upgrade them to VMFS5.
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Prerequisites

Install and configure any adapters that your storage requires. Rescan the adapters to discover newly added
storage devices.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

The vSphere Web Client enforces a 42 character limit for the datastore name.

4 Select VMFS as the datastore type.

5 Select the device to use for your datastore.

IMPORTANT   The device you select must not have any values displayed in the Snapshot Volume column.
If a value is present, the device contains a copy of an existing VMFS datastore. For information on
managing datastore copies, see “Managing Duplicate VMFS Datastores,” on page 162.

6 Specify partition configuration.

Option Description

Use all available partitions Dedicates the entire disk to a single VMFS datastore. If you select this
option, all file systems and data currently stored on this device are
destroyed.

Use free space Deploys a VMFS datastore in the remaining free space of the disk.
 

7 (Optional) If the space allocated for the datastore is excessive for your purposes, adjust the capacity
values in the Datastore Size field.

By default, the entire free space on the storage device is allocated.

8 In the Ready to Complete page, review the datastore configuration information and click Finish.

The datastore on the SCSI-based storage device is created. It is available to all hosts that have access to the
device.

Create an NFS Datastore
You can use the New Datastore wizard to mount an NFS volume.

Prerequisites

n Set up NFS storage environment.

n If you plan to use Kerberos authentication with the NFS 4.1 datastore, make sure to configure the ESXi
hosts for Kerberos authentication.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

The vSphere Web Client enforces a 42 character limit for the datastore name.

4 Select NFS as the datastore type.
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5 Specify an NFS version.

n NFS 3

n NFS 4.1

IMPORTANT   If multiple hosts access the same datastore, you must use the same protocol on all hosts.

6 Type the server name or IP address and the mount point folder name.

With NFS 4.1, you can add multiple IP addresses or server names if the server supports trunking. The
host uses these values to achieve multipathing to the NFS server mount point.

You can use IPv4 or IPv6 addresses for NFS 3 and non-Kerberos NFS 4.1.

7 Select Mount NFS read only if the volume is exported as read-only by the NFS server.

8 If you use Kerberos authentication with NFS 4.1, enable Kerberos on the datastore.

9 If you are creating a datastore at the data center or cluster level, select hosts that mount the datastore.

10 Review the configuration options and click Finish.

Create a Virtual Datastore
You use the New Datastore wizard to create a virtual datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

Make sure to use the name that does not duplicate another datastore name in your data center
environment.

If you mount the same virtual datastore to several hosts, the name of the datastore must be consistent
across all hosts.

4 Select VVOL as the datastore type.

5 From the list of storage containers, select a backing storage container.

6 Select the hosts that require access to the datastore.

7 Review the configuration options and click Finish.

What to do next

After you create the virtual datastore, you can perform such datastore operations as renaming the datastore,
browsing datastore files, unmounting the datastore, and so on.

You cannot add the virtual datastore to a datastore cluster.

Managing Duplicate VMFS Datastores
When a storage device contains a VMFS datastore copy, you can mount the datastore with the existing
signature or assign a new signature.

Each VMFS datastore created in a storage disk has a unique signature, also called UUID, that is stored in the
file system superblock. When the storage disk is replicated or its snapshot is taken on the storage side, the
resulting disk copy is identical, byte-for-byte, with the original disk. As a result, if the original storage disk
contains a VMFS datastore with UUID X, the disk copy appears to contain an identical VMFS datastore, or a
VMFS datastore copy, with exactly the same UUID X.
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In addition to LUN snapshotting and replication, the following storage device operations might cause ESXi
to mark the existing datastore on the device as a copy of the original datastore:

n LUN ID changes

n SCSI device type changes, for example, from SCSI-2 to SCSI-3

n SPC-2 compliancy enablement

ESXi can detect the VMFS datastore copy and display it in the vSphere Web Client. You have an option of
mounting the datastore copy with its original UUID or changing the UUID to resignature the datastore.

Whether you chose resignaturing or mounting without resignaturing depends on how the LUNs are
masked in the storage environment. If your hosts are able to see both copies of the LUN, then resignaturing
is the recommended method. Otherwise, mounting is an option.

Keep Existing Datastore Signature
If you do not need to resignature a VMFS datastore copy, you can mount it without changing its signature.

You can keep the signature if, for example, you maintain synchronized copies of virtual machines at a
secondary site as part of a disaster recovery plan. In the event of a disaster at the primary site, you mount
the datastore copy and power on the virtual machines at the secondary site.

Prerequisites

n Perform a storage rescan on your host to update the view of storage devices presented to the host.

n Unmount the original VMFS datastore that has the same UUID as the copy you plan to mount. You can
mount the VMFS datastore copy only if it does not collide with the original VMFS datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

4 Select VMFS as the datastore type.

5 From the list of storage devices, select the device that has a specific value displayed in the Snapshot
Volume column.

The value present in the Snapshot Volume column indicates that the device is a copy that contains a
copy of an existing VMFS datastore.

6 Under Mount Options, select Keep Existing Signature.

7 Review the datastore configuration information and click Finish.

What to do next

If you later want to resignature the mounted datastore, you must unmount it first.

Resignature a VMFS Datastore Copy
Use datastore resignaturing if you want to retain the data stored on the VMFS datastore copy.

When resignaturing a VMFS copy, ESXi assigns a new signature (UUID) to the copy, and mounts the copy
as a datastore distinct from the original. All references to the original signature from virtual machine
configuration files are updated.

When you perform datastore resignaturing, consider the following points:

n Datastore resignaturing is irreversible.
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n After resignaturing, the storage device replica that contained the VMFS copy is no longer treated as a
replica.

n A spanned datastore can be resignatured only if all its extents are online.

n The resignaturing process is crash and fault tolerant. If the process is interrupted, you can resume it
later.

n You can mount the new VMFS datastore without a risk of its UUID conflicting with UUIDs of any other
datastore, such as an ancestor or child in a hierarchy of storage device snapshots.

Prerequisites

n Unmount the datastore copy.

n Perform a storage rescan on your host to update the view of storage devices presented to the host.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

4 Select VMFS as the datastore type.

5 From the list of storage devices, select the device that has a specific value displayed in the Snapshot
Volume column.

The value present in the Snapshot Volume column indicates that the device is a copy that contains a
copy of an existing VMFS datastore.

6 Under Mount Options, select Assign a New Signature and click Next.

7 Review the datastore configuration information and click Finish.

Upgrading VMFS Datastores
If your datastores were formatted with VMFS2 or VMFS3, you must upgrade the datastores to VMFS5.

When you perform datastore upgrades, consider the following items:

n To upgrade a VMFS2 datastore, you use a two-step process that involves upgrading VMFS2 to VMFS3
first. To access the VMFS2 datastore and perform the VMFS2 to VMFS3 conversion, use an ESX/ESXi 4.x
or earlier host.

After you upgrade your VMFS2 datastore to VMFS3, the datastore becomes available on the ESXi 6.0
host, where you complete the process of upgrading to VMFS5.

n You can perform a VMFS3 to VMFS5 upgrade while the datastore is in use with virtual machines
powered on.

n While performing an upgrade, your host preserves all files on the datastore.

n The datastore upgrade is a one-way process. After upgrading your datastore, you cannot revert it back
to its previous VMFS format.

An upgraded VMFS5 datastore differs from a newly formatted VMFS5.

Table 16‑3.  Comparing Upgraded and Newly Formatted VMFS5 Datastores

Characteristics Upgraded VMFS5 Formatted VMFS5

File block size 1, 2, 4, and 8MB 1MB

Subblock size 64KB 8KB
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Table 16‑3.  Comparing Upgraded and Newly Formatted VMFS5 Datastores (Continued)

Characteristics Upgraded VMFS5 Formatted VMFS5

Partition format MBR. Conversion to GPT happens only
after you expand the datastore to a size
larger than 2TB.

GPT

Datastore limits Retains limits of VMFS3 datastore.

VMFS locking mechanism ATS+SCSI ATS-only (on hardware that
supports ATS)
ATS+SCSI (on hardware that
does not support ATS)

For more information about VMFS locking mechanisms and how to upgrade to ATS-only, see “VMFS
Locking Mechanisms,” on page 149.

Upgrade a Datastore to VMFS5
If you use VMFS3 datastores, you must upgrade them to VMFS5.

You can perform an upgrade while the datastore is in use with virtual machines powered on.

Prerequisites

n If you have a VMFS2 datastore, you must first upgrade it to VMFS3 using an ESX/ESXi 3.x or ESX/ESXi
4.x host. Use the vSphere Host Client to access the host.

n All hosts accessing the datastore must support VMFS5.

n Verify that the volume to be upgraded has at least 2MB of free blocks available and 1 free file
descriptor.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore to upgrade.

3 Click the Manage tab, and click Settings.

4 Click Upgrade to VMFS5.

5 Verify that the hosts accessing the datastore support VMFS5.

6 Click OK to start the upgrade.

7 Perform a rescan on all hosts that are associated with the datastore.

The datastore is upgraded to VMFS5 and is available to all hosts that are associated with the datastore.

Increasing VMFS Datastore Capacity
If your VMFS datastore requires more space, increase the datastore capacity. You can dynamically increase
the capacity by growing a datastore extent or by adding a new extent.

Use one of the following methods to increase a datastore capacity:

n Dynamically grow any expandable datastore extent, so that it fills the available adjacent capacity. The
extent is considered expandable when the underlying storage device has free space immediately after
the extent.
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n Dynamically add a new extent. The datastore can span over up to 32 extents with the size of each extent
of more than 2TB, yet appear as a single volume. The spanned VMFS datastore can use any or all of its
extents at any time. It does not need to fill up a particular extent before using the next one.

NOTE   Datastores that only support hardware assisted locking, also called atomic test and set (ATS)
mechanism cannot span over non-ATS devices. For more information, see “VMFS Locking
Mechanisms,” on page 149.

Increase VMFS Datastore Capacity
When you need to add virtual machines to a datastore, or when the virtual machines running on a datastore
require more space, you can dynamically increase the capacity of a VMFS datastore.

If a shared datastore has powered on virtual machines and becomes 100% full, you can increase the
datastore's capacity only from the host with which the powered on virtual machines are registered.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore to grow and click the Increase Datastore Capacity icon.

3 Select a device from the list of storage devices.

Your selection depends on whether an expandable storage device is available.

Option Description

To expand an existing extent Select the device for which the Expandable column reads YES. A storage
device is reported as expandable when it has free space immediately after
the extent.

To add a new extent Select the device for which the Expandable column reads NO.
 

4 Review the Current Disk Layout to see the available configurations and click Next.

5 Select a configuration option from the bottom panel.

Depending on the current layout of the disk and on your previous selections, the options you see might
vary.

Option Description

Use free space to add new extent Adds the free space on this disk as a new extent.

Use free space to expand existing
extent

Expands an existing extent to a required capacity.

Use free space Deploys an extent in the remaining free space of the disk. This option is
available only when you are adding an extent.

Use all available partitions Dedicates the entire disk to a single extent. This option is available only
when you are adding an extent and when the disk you are formatting is
not blank. The disk is reformatted, and the datastores and any data that it
contains are erased.

 
6 Set the capacity for the extent.

The minimum extent size is 1.3GB. By default, the entire free space on the storage device is available.

7 Click Next.

8 Review the proposed layout and the new configuration of your datastore, and click Finish.
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Administrative Operations for Datastores
After creating datastores, you can perform several administrative operations on the datastores. Certain
operations, such as renaming a datastore, are available for all types of datastores. Others apply to specific
types of datastores.

n Change Datastore Name on page 167
You can change the name of an existing datastore.

n Unmount Datastores on page 168
When you unmount a datastore, it remains intact, but can no longer be seen from the hosts that you
specify. The datastore continues to appear on other hosts, where it remains mounted.

n Mount Datastores on page 168
You can mount a datastore you previously unmounted. You can also mount a datastore on additional
hosts.

n Remove VMFS Datastores on page 169
You can delete any type of VMFS datastore, including copies that you have mounted without
resignaturing. When you delete a datastore, it is destroyed and disappears from all hosts that have
access to the datastore.

n Use Datastore Browser on page 169
Use the datastore file browser to manage contents of your datastores.

n Turn off Storage Filters on page 172
When you perform VMFS datastore management operations, vCenter Server uses default storage
protection filters. The filters help you to avoid storage corruption by retrieving only the storage
devices that can be used for a particular operation. Unsuitable devices are not displayed for selection.
You can turn off the filters to view all devices.

Change Datastore Name
You can change the name of an existing datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore to rename.

3 Select Rename from the right-click menu.

4 Type a new datastore name.

The vSphere Web Client enforces a 42 character limit for the datastore name.

The new name appears on all hosts that have access to the datastore.
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Unmount Datastores
When you unmount a datastore, it remains intact, but can no longer be seen from the hosts that you specify.
The datastore continues to appear on other hosts, where it remains mounted.

Do not perform any configuration operations that might result in I/O to the datastore while the unmount is
in progress.

NOTE   Make sure that the datastore is not used by vSphere HA heartbeating. vSphere HA heartbeating does
not prevent you from unmounting the datastore. However, if the datastore is used for heartbeating,
unmounting it might cause the host to fail and restart any active virtual machine.

Prerequisites

When appropriate, before unmounting datastores, make sure that the following prerequisites are met:

n No virtual machines reside on the datastore.

n The datastore is not managed by Storage DRS.

n Storage I/O control is disabled for this datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Right-click the datastore to unmount and select Unmount Datastore.

3 If the datastore is shared, specify which hosts should no longer access the datastore.

4 Confirm that you want to unmount the datastore.

After you unmount a VMFS datastore from all hosts, the datastore is marked as inactive. If you unmount an
NFS or a virtual datastore from all hosts, the datastore disappears from the inventory.

What to do next

If you unmounted the VMFS datastore as a part of an orderly storage removal procedure, you can now
detach the storage device that is backing the datastore. See “Detach Storage Devices,” on page 128.

Mount Datastores
You can mount a datastore you previously unmounted. You can also mount a datastore on additional hosts.

A VMFS datastore that has been unmounted from all hosts remains in inventory, but is marked as
inaccessible. You can use this task to mount the VMFS datastore to a specified host or multiple hosts.

If you have unmounted an NFS or a virtual datastore from all hosts, the datastore disappears from the
inventory. To mount the NFS or virtual datastore that has been removed from the inventory, use the New
Datastore wizard.

A datastore of any type that is unmounted from some hosts while being mounted on others, is shown as
active in the inventory.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores
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2 Right-click the datastore to mount and select one of the following options:

n Mount Datastore

n Mount Datastore on Additional Hosts
Whether you see one or another option depends on the type of datastore you use.

3 Select the hosts that should access the datastore.

Remove VMFS Datastores
You can delete any type of VMFS datastore, including copies that you have mounted without resignaturing.
When you delete a datastore, it is destroyed and disappears from all hosts that have access to the datastore.

NOTE   The datastore delete operation permanently deletes all files associated with virtual machines on the
datastore. Although you can delete the datastore without unmounting, it is preferable that you unmount the
datastore first.

Prerequisites

n Remove or migrate all virtual machines from the datastore.

n Make sure that no other host is accessing the datastore.

n Disable Storage DRS for the datastore.

n Disable Storage I/O control for the datastore.

n Make sure that the datastore is not used for vSphere HA heartbeating.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Right-click the datastore to remove.

3 Select Delete Datastore.

4 Confirm that you want to remove the datastore.

Use Datastore Browser
Use the datastore file browser to manage contents of your datastores.

You can perform a number of tasks that include the following.

n Upload Files to Datastores on page 170
Use the datastore file browser to upload files to datastores accessible to ESXi hosts.

n Copy Datastore Folders or Files on page 170
Use the datastore browser to copy folders or files to a new location, either on the same datastore or on
a different datastore.

n Move Datastore Folders or Files on page 171
Use the datastore browser to move folders or files to a new location, either on the same datastore or on
a different datastore.

n Rename Datastore Folders or Files on page 171
Use the datastore browser to rename folders or files.

n Inflate Thin Virtual Disks on page 171
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.
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Upload Files to Datastores
Use the datastore file browser to upload files to datastores accessible to ESXi hosts.

In addition to their traditional use as a storage for virtual machines files, datastores can serve to store data
or files related to virtual machines. For example, you can upload ISO images of operating systems from a
local computer to a datastore on the host. You then use these images to install guest operating systems on
the new virtual machines.

NOTE   Virtual Volumes do not support uploading files directly to the virtual datastores. You must first
create a folder on the virtual datastore, and then upload the files into the folder.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Select the datastore where you want to store the file and click the Navigate to the datastore file
browser icon.

3 (Optional) Create a new folder to store the file.

4 Select the target folder and click the Upload the file to the datastore icon.

5 Locate the item to upload on the local computer and click Open.

6 Refresh the datastore file browser to see the uploaded file on the list.

Copy Datastore Folders or Files
Use the datastore browser to copy folders or files to a new location, either on the same datastore or on a
different datastore.

NOTE   Virtual disk files are moved or copied without format conversion. If you move a virtual disk to a
datastore on a different type of host from the source host, you might need to convert the virtual disks before
you can use them.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to copy, either a folder or a file.

3 Select the object and click the Copy selection to a new location icon.

4 Specify the destination location.

5 (Optional) Select Overwrite files and folders with matching names at the destination.

6 Click OK.
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Move Datastore Folders or Files
Use the datastore browser to move folders or files to a new location, either on the same datastore or on a
different datastore.

NOTE   Virtual disk files are moved or copied without format conversion. If you move a virtual disk to a
datastore on a different type of host from the source host, you might need to convert the virtual disks before
you can use them.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to move, either a folder or a file.

3 Select the object and click the Move selection to a new location icon.

4 Specify the destination location.

5 (Optional) Select Overwrite files and folders with matching names at the destination.

6 Click OK.

Rename Datastore Folders or Files
Use the datastore browser to rename folders or files.

Prerequisites

Required privilege: Datastore.Browse Datastore

Procedure

1 Open the datastore browser.

a Display the datastore in the inventory.

b Right-click the datastore and select Browse Files.

2 Browse to an object you want to rename, either a folder or a file.

3 Select the object and click the Rename selection icon.

4 Specify the new name and click OK.

Inflate Thin Virtual Disks
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.

You use the datastore browser to inflate the virtual disk.
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Procedure

1 Navigate to the folder of the virtual disk you want to inflate.

a In the vSphere Web Client, browse to the virtual machine.

b Double-click the virtual machine to display its information.

c Click the Related Objects tab and click Datastores.

The datastore that stores the virtual machine files is listed.

d Select the datastore and click the Navigate to the datastore file browser icon.

The datastore browser displays contents of the datastore.

2 Open the virtual machine folder and browse to the virtual disk file that you want to convert.

The file has the .vmdk extension and is marked with the virtual disk ( ) icon.

3 Right-click the virtual disk file and select Inflate.

The inflated virtual disk occupies the entire datastore space originally provisioned to it.

Turn off Storage Filters
When you perform VMFS datastore management operations, vCenter Server uses default storage protection
filters. The filters help you to avoid storage corruption by retrieving only the storage devices that can be
used for a particular operation. Unsuitable devices are not displayed for selection. You can turn off the
filters to view all devices.

Prerequisites

Before making any changes to the device filters, consult with the VMware support team. You can turn off
the filters only if you have other methods to prevent device corruption.

Procedure

1 Browse to the vCenter Server in the vSphere Web Client object navigator.

2 Click the Manage tab, and click Settings.

3 Click Advanced Settings, and click Edit.

4 In the Key text box, type an appropriate key.

Key Filter Name

config.vpxd.filter.vmfsFilter VMFS Filter

config.vpxd.filter.rdmFilter RDM Filter

config.vpxd.filter.SameHostAndTra
nsportsFilter

Same Host and Transports Filter

config.vpxd.filter.hostRescanFilter Host Rescan Filter
NOTE   If you turn off the Host Rescan Filter, your hosts continue to
perform a rescan each time you present a new LUN to a host or a cluster.

 
5 In the Value text box, type False for the specified key.

6 Click Add and click OK.

You are not required to restart the vCenter Server system.
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Storage Filtering
vCenter Server provides storage filters to help you avoid storage device corruption or performance
degradation that can be caused by an unsupported use of storage devices. These filters are available by
default.

Table 16‑4.  Storage Filters

Filter Name Description Key

VMFS Filter Filters out storage devices, or LUNs, that are already
used by a VMFS datastore on any host managed by
vCenter Server. The LUNs do not show up as
candidates to be formatted with another VMFS
datastore or to be used as an RDM.

config.vpxd.filter.vmfsFilter

RDM Filter Filters out LUNs that are already referenced by an
RDM on any host managed by vCenter Server. The
LUNs do not show up as candidates to be formatted
with VMFS or to be used by a different RDM.
If you need virtual machines to access the same
LUN, the virtual machines must share the same
RDM mapping file. For information about this type
of configuration, see the vSphere Resource Management
documentation.

config.vpxd.filter.rdmFilter

Same Host and
Transports Filter

Filters out LUNs ineligible for use as VMFS datastore
extents because of host or storage type
incompatibility. Prevents you from adding the
following LUNs as extents:
n LUNs not exposed to all hosts that share the

original VMFS datastore.
n LUNs that use a storage type different from the

one the original VMFS datastore uses. For
example, you cannot add a Fibre Channel extent
to a VMFS datastore on a local storage device.

config.vpxd.filter.SameHostAndTransportsFilter

Host Rescan Filter Automatically rescans and updates VMFS datastores
after you perform datastore management operations.
The filter helps provide a consistent view of all
VMFS datastores on all hosts managed by vCenter
Server.
NOTE   If you present a new LUN to a host or a
cluster, the hosts automatically perform a rescan no
matter whether you have the Host Rescan Filter on
or off.

config.vpxd.filter.hostRescanFilter

Set Up Dynamic Disk Mirroring
Typically, you cannot use logical-volume manager software on virtual machines to mirror virtual disks.
However, if your Microsoft Windows virtual machines support dynamic disks, you can protect the virtual
machines from an unplanned storage device loss by mirroring virtual disks across two SAN LUNs.

Prerequisites

n Use a Windows virtual machine that supports dynamic disks.

n Required privilege: Advanced

Procedure

1 Create a virtual machine with two virtual disks.

Make sure to place the disks on different datastores.
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2 Log in to your virtual machine and configure the disks as dynamic mirrored disks.

See Microsoft documentation.

3 After the disks synchronise, power off the virtual machine.

4 Change virtual machine settings to allow the use of dynamic disk mirroring.

a Right-click the virtual machine and select Edit Settings.

b Click the VM Options tab and expand the Advanced menu.

c Click Edit Configuration next to Configuration Parameters.

d Click Add Row and add the following parameters:

Name Value

scsi#.returnNoConnectDuringAPD True

scsi#.returnBusyOnNoConnectStatus False

e Click OK.

Collecting Diagnostic Information for ESXi Hosts on a Storage Device
During a host failure, ESXi must be able to save diagnostic information to a preconfigured location for
diagnostic and technical support purposes.

Typically, a partition to collect diagnostic information, also called VMkernel core dump, is created on a local
storage device during ESXi installation. You can override this default behavior if, for example, you use
shared storage devices instead of local storage. To prevent automatic formatting of local devices, detach the
devices from the host before you install ESXi and power on the host for the first time. You can later set up a
location for collecting diagnostic information on a local or remote storage device.

When you use storage devices, you can select between two options of setting up core dump collection. You
can use a preconfigured diagnostic partition on a storage device or use a file on a VMFS datastore.

n Set Up a Device Partition as Core Dump Location on page 174
Create a diagnostic partition for your ESXi host.

n Set Up a File as Core Dump Location on page 175
If the size of your available core dump partition is insufficient, you can configure ESXi to generate core
dump as a file.

Set Up a Device Partition as Core Dump Location
Create a diagnostic partition for your ESXi host.

When you create a diagnostic partition, the following considerations apply:

n You cannot create a diagnostic partition on an iSCSI LUN accessed through the software iSCSI or
dependent hardware iSCSI adapter. For more information about diagnostic partitions with iSCSI, see 
“General Boot from iSCSI SAN Recommendations,” on page 107.

n You cannot create a diagnostic partition on a software FCoE LUN.

n Unless you are using diskless servers, set up a diagnostic partition on a local storage.

n Each host must have a diagnostic partition of 2.5 GB. If multiple hosts share a diagnostic partition on a
SAN LUN, the partition should be large enough to accommodate core dumps of all hosts.

n If a host that uses a shared diagnostic partition fails, reboot the host and extract log files immediately
after the failure. Otherwise, the second host that fails before you collect the diagnostic data of the first
host might not be able to save the core dump.
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host, and select Add Diagnostic Partition.

If you do not see this option, the host already has a diagnostic partition.

3 Specify the type of diagnostic partition.

Option Description

Private local Creates the diagnostic partition on a local disk. This partition stores fault
information only for your host.

Private SAN storage Creates the diagnostic partition on a non-shared SAN LUN. This partition
stores fault information only for your host.

Shared SAN storage Creates the diagnostic partition on a shared SAN LUN. This partition is
accessed by multiple hosts and can store fault information for more than
one host.

 
4 Click Next.

5 Select the device to use for the diagnostic partition and click Next.

6 Review the partition configuration information and click Finish.

Verify a Diagnostic Partition
Use the esxcli command to verify whether a diagnostic partition is set.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u List partitions to verify that a diagnostic partition is set.

esxcli --server=server_name system coredump partition list

If a diagnostic partition is set, the command displays information about it. Otherwise, the command shows
that no partition is activated and configured.

What to do next

To mange the host’s diagnostic partition, use the vCLI commands. See vSphere Command-Line Interface
Concepts and Examples.

Set Up a File as Core Dump Location
If the size of your available core dump partition is insufficient, you can configure ESXi to generate core
dump as a file.

Typically, a core dump partition of 2.5 GB is created during ESXi installation. For upgrades from ESXi 5.0
and earlier, the core dump partition is limited to 100 MB. For this type of upgrade, during the boot process
the system might create a core dump file on a VMFS datastore. If it does not create a core dump file, you can
manually create the file.

NOTE   Software iSCSI and software FCoE are not supported for core dump file locations.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Create a VMFS datastore core dump file by running the following command:

esxcli system coredump file add -d DATASTORE_UUID -f FILENAME

2 Verify that the file has been created:

esxcli system coredump file list

You can see the output similar to the following:

Path                                             Active Configured Size

------------------------------------------------ ------ ---------- ---------

/vmfs/volumes/52b021c3-.../vmkdump/test.dumpfile false  false      104857600

3 Set the core dump file for the host:

esxcli system coredump file set -p /vmfs/volumes/DATASTORE_UUID/vmkdump/FILENAME

For example:

esxcli system coredump file set -p /vmfs/volumes/52b021c3-

f6b3da50-4c76-001d0904c5a5/vmkdump/test.dumpfile

4 Verify that the core dump file is active and configured:

esxcli system coredump file list

The output similar to the following indicates that the core dump file is active and configured:

Path                                             Active Configured Size

------------------------------------------------ ------ ---------- ---------

/vmfs/volumes/52b021c3-.../vmkdump/test.dumpfile True   True       104857600

What to do next

For information about other commands you can use to manage the core dump files, see the vSphere
Command-Line Interface Reference documentation.

Checking Metadata Consistency with VOMA
Use vSphere On-disk Metadata Analyser (VOMA) to identify and fix incidents of metadata corruption that
affect file systems or underlying logical volumes.

Problem

You might need to check metadata consistency of a file system or a logical volume backing the file system
when you experience problems with various functionalities on a VMFS datastore or a virtual flash resource.
For example you might want to perform a metadata check if one of the following occurs:

n You experience storage outages.

n After you rebuild RAID or perform a disk replacement.

n You see metadata errors in the vmkernel.log file.

n You are unable to access files on a VMFS.

n You see corruption being reported for a datastore in events tabs of vCenter Server.
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Solution

To check metadata consistency, run VOMA from the CLI of an ESXi host. VOMA can be used to check and
fix metadata inconsistency issues for a VMFS datastore or a virtual flash resource. To resolve errors reported
by VOMA, consult VMware Support.

Follow these guidelines when you use the VOMA tool:

n Make sure that the VMFS datastore you analyze does not span multiple extents. You can run VOMA
only against a single-extent datastore.

n Power off any virtual machines that are running or migrate them to a different datastore.

The following example demonstrates how to use VOMA to check VMFS metadata consistency.

1 Obtain the name and partition number of the device that backs the VMFS datastore that you need to
check.

#esxcli storage vmfs extent list

The Device Name and Partition columns in the output identify the device. For example:

Volume Name  XXXXXXXX  Device Name                             Partition  

1TB_VMFS5    XXXXXXXX  naa.600508e000000000b367477b3be3d703    3

2 Run VOMA to check for VMFS errors.

Provide the absolute path to the device partition that backs the VMFS datastore, and provide a partition
number with the device name. For example:

# voma -m vmfs -f check -d /vmfs/devices/disks/naa.600508e000000000b367477b3be3d703:3

The output lists possible errors. For example, the following output indicates that the heartbeat address
is invalid.

XXXXXXXXXXXXXXXXXXXXXXX

Phase 2: Checking VMFS heartbeat region

 ON-DISK ERROR: Invalid HB address

Phase 3: Checking all file descriptors.

Phase 4: Checking pathname and connectivity.

Phase 5: Checking resource reference counts.

Total Errors Found:           1

Command options that the VOMA tool takes include the following.

Table 16‑5.  VOMA Command Options

Command Option Description

-m | --module The module to run:
n vmfs. This is a default option. You can check VMFS3

and VMFS 5 datastores. If you specify this module,
minimal checks are performed for LVM as well.

n vmfsl. Check file systems that back virtual flash
volumes.

n lvm. Check logical volumes that back VMFS datastores.

-f | --func Functions to be performed:
n query. List functions supported by module.
n check. Check for errors.
n fix. Check and fix errors.
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Table 16‑5.  VOMA Command Options (Continued)

Command Option Description

-d | --device Device or disk to be inspected. Make sure to provide the
absolute path to the device partition backing the VMFS
datastore. For example, /vmfs/devices/disks/naa.
00000000000000000000000000:1.

-s | --logfile Specify the log file to output the results.

-v | --version Display the version of VOMA.

-h | --help Display the help message for the VOMA command.

Configuring VMFS Pointer Block Cache
You can use advanced VMFS parameters to configure pointer block cache.

As the size of virtual machine files on VMFS datastores increases, the number of pointer blocks used by
those files also increases. Pointer blocks are used to address file blocks in large virtual machine files and
virtual disks on a VMFS datastore.

You can configure the minimum and maximum sizes of the pointer block cache on each ESXi host. When the
size of the pointer block cache approaches the configured maximum size, an eviction mechanism removes
some pointer block entries from the cache to allow for new pointer blocks to be read in.

Base the maximum size of the pointer block cache on the working size of all open virtual disk files that
reside on VMFS datastores. All VMFS datastores on the host use a single pointer block cache.

The minimum value is based on the minimum guaranteed memory that the system can allocate to the cache.
1TB of open file space requires approximately 4MB of memory.

Use the following parameters to configure the minimum and maximum values for pointer block cache.

Table 16‑6.  Advanced Parameters to Regulate Pointer Block Cache

Parameter Values Description

VMFS3.MaxAddressableSpaceTB Default value is 32 (in TB). Maximum size of all open files that
VMFS cache will support before
eviction starts.

VMFS3.MinAddressableSpaceTB Default value is 10 (in TB). Minimum size of all open files that
VMFS cache guarantees to support.

For information about how to configure these advanced parameters, see “Set Advanced Host Attributes,” on
page 178.

Set Advanced Host Attributes
You can set advanced attributes for a host.

CAUTION   Changing advanced options is considered unsupported unless VMware technical support or a KB
article instruct you to do so. In all other cases, changing these options is considered unsupported. In most
cases, the default settings produce the optimum result.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.
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4 In Advanced Settings, select the appropriate item.

5 Click the Edit button to edit the value.

6 Click OK.
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Understanding Multipathing and
Failover 17

To maintain a constant connection between a host and its storage, ESXi supports multipathing. Multipathing
is a technique that lets you use more than one physical path that transfers data between the host and an
external storage device.

In case of a failure of any element in the SAN network, such as an adapter, switch, or cable, ESXi can switch
to another physical path, which does not use the failed component. This process of path switching to avoid
failed components is known as path failover.

In addition to path failover, multipathing provides load balancing. Load balancing is the process of
distributing I/O loads across multiple physical paths. Load balancing reduces or removes potential
bottlenecks.

NOTE   Virtual machine I/O might be delayed for up to sixty seconds while path failover takes place. These
delays allow the SAN to stabilize its configuration after topology changes. In general, the I/O delays might
be longer on active-passive arrays and shorter on active-active arrays.

This chapter includes the following topics:

n “Failover with Fibre Channel,” on page 181

n “Host-Based Failover with iSCSI,” on page 182

n “Array-Based Failover with iSCSI,” on page 184

n “Path Failover and Virtual Machines,” on page 185

n “Managing Multiple Paths,” on page 186

n “VMware Multipathing Module,” on page 187

n “Path Scanning and Claiming,” on page 189

n “Managing Storage Paths and Multipathing Plug-Ins,” on page 192

n “Scheduling Queues for Virtual Machine I/Os,” on page 200

Failover with Fibre Channel
To support multipathing, your host typically has two or more HBAs available. This configuration
supplements the SAN multipathing configuration that generally provides one or more switches in the SAN
fabric and one or more storage processors on the storage array device itself.

In the following illustration, multiple physical paths connect each server with the storage device. For
example, if HBA1 or the link between HBA1 and the FC switch fails, HBA2 takes over and provides the
connection between the server and the switch. The process of one HBA taking over for another is called
HBA failover.
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Figure 17‑1.  Multipathing and Failover with Fibre Channel
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Similarly, if SP1 fails or the links between SP1 and the switches breaks, SP2 takes over and provides the
connection between the switch and the storage device. This process is called SP failover. VMware ESXi
supports both HBA and SP failovers with its multipathing capability.

Host-Based Failover with iSCSI
When setting up your ESXi host for multipathing and failover, you can use multiple iSCSI HBAs or multiple
NICs depending on the type of iSCSI adapters on your host.

For information on different types of iSCSI adapters, see “iSCSI Initiators,” on page 65.

When you use multipathing, specific considerations apply.

n ESXi does not support multipathing when you combine an independent hardware adapter with
software iSCSI or dependent iSCSI adapters in the same host.

n Multipathing between software and dependent adapters within the same host is supported.

n On different hosts, you can mix both dependent and independent adapters.

The following illustration shows multipathing setups possible with different types of iSCSI initiators.
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Figure 17‑2.  Host-Based Path Failover
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Failover with Hardware iSCSI
With hardware iSCSI, the host typically has two or more hardware iSCSI adapters available, from which the
storage system can be reached using one or more switches. Alternatively, the setup might include one
adapter and two storage processors so that the adapter can use a different path to reach the storage system.

On the Host-Based Path Failover illustration, Host1 has two hardware iSCSI adapters, HBA1 and HBA2,
that provide two physical paths to the storage system. Multipathing plug-ins on your host, whether the
VMkernel NMP or any third-party MPPs, have access to the paths by default and can monitor health of each
physical path. If, for example, HBA1 or the link between HBA1 and the network fails, the multipathing
plug-ins can switch the path over to HBA2.

Failover with Software iSCSI
With software iSCSI, as shown on Host 2 of the Host-Based Path Failover illustration, you can use multiple
NICs that provide failover and load balancing capabilities for iSCSI connections between your host and
storage systems.

For this setup, because multipathing plug-ins do not have direct access to physical NICs on your host, you
first need to connect each physical NIC to a separate VMkernel port. You then associate all VMkernel ports
with the software iSCSI initiator using a port binding technique. As a result, each VMkernel port connected
to a separate NIC becomes a different path that the iSCSI storage stack and its storage-aware multipathing
plug-ins can use.

For information on how to configure multipathing for software iSCSI, see “Setting Up iSCSI Network,” on
page 88.
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Array-Based Failover with iSCSI
Some iSCSI storage systems manage path use of their ports automatically and transparently to ESXi.

When using one of these storage systems, your host does not see multiple ports on the storage and cannot
choose the storage port it connects to. These systems have a single virtual port address that your host uses to
initially communicate. During this initial communication, the storage system can redirect the host to
communicate with another port on the storage system. The iSCSI initiators in the host obey this reconnection
request and connect with a different port on the system. The storage system uses this technique to spread
the load across available ports.

If the ESXi host loses connection to one of these ports, it automatically attempts to reconnect with the virtual
port of the storage system, and should be redirected to an active, usable port. This reconnection and
redirection happens quickly and generally does not disrupt running virtual machines. These storage
systems can also request that iSCSI initiators reconnect to the system, to change which storage port they are
connected to. This allows the most effective use of the multiple ports.

The Port Redirection illustration shows an example of port redirection. The host attempts to connect to the
10.0.0.1 virtual port. The storage system redirects this request to 10.0.0.2. The host connects with 10.0.0.2 and
uses this port for I/O communication.

NOTE   The storage system does not always redirect connections. The port at 10.0.0.1 could be used for traffic,
also.

Figure 17‑3.  Port Redirection
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If the port on the storage system that is acting as the virtual port becomes unavailable, the storage system
reassigns the address of the virtual port to another port on the system. Port Reassignment shows an example
of this type of port reassignment. In this case, the virtual port 10.0.0.1 becomes unavailable and the storage
system reassigns the virtual port IP address to a different port. The second port responds to both addresses.
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Figure 17‑4.  Port Reassignment
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With this form of array-based failover, you can have multiple paths to the storage only if you use multiple
ports on the ESXi host. These paths are active-active. For additional information, see “iSCSI Session
Management,” on page 103.

Path Failover and Virtual Machines
Path failover occurs when the active path to a LUN is changed from one path to another, usually because of
a SAN component failure along the current path.

When a path fails, storage I/O might pause for 30 to 60 seconds until your host determines that the link is
unavailable and completes failover. If you attempt to display the host, its storage devices, or its adapters, the
operation might appear to stall. Virtual machines with their disks installed on the SAN can appear
unresponsive. After failover is complete, I/O resumes normally and the virtual machines continue to run.

However, when failovers take a long time to complete, a Windows virtual machine might interrupt the I/O
and eventually fail. To avoid the failure, set the disk timeout value for the Windows virtual machine to at
least 60 seconds.

Set Timeout on Windows Guest OS
Increase the standard disk timeout value on a Windows guest operating system to avoid disruptions during
a path failover.

This procedure explains how to change the timeout value by using the Windows registry.

Prerequisites

Back up the Windows registry.

Procedure

1 Select Start > Run.

2 Type regedit.exe, and click OK.

3 In the left-panel hierarchy view, double-click HKEY_LOCAL_MACHINE > System >
CurrentControlSet > Services > Disk.

4 Double-click TimeOutValue.

5 Set the value data to 0x3c (hexadecimal) or 60 (decimal) and click OK.

After you make this change, Windows waits at least 60 seconds for delayed disk operations to complete
before it generates errors.
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6 Reboot guest OS for the change to take effect.

Managing Multiple Paths
To manage storage multipathing, ESXi uses a collection of Storage APIs, also called the Pluggable Storage
Architecture (PSA). The PSA is an open, modular framework that coordinates the simultaneous operation of
multiple multipathing plug-ins (MPPs). The PSA allows 3rd party software developers to design their own
load balancing techniques and failover mechanisms for particular storage array, and insert their code
directly into the ESXi storage I/O path.

Topics discussing path management use the following acronyms.

Table 17‑1.  Multipathing Acronyms

Acronym Definition

PSA Pluggable Storage Architecture

NMP Native Multipathing Plug-In. Generic VMware
multipathing module.

PSP Path Selection Plug-In, also called Path Selection Policy.
Handles path selection for a given device.

SATP Storage Array Type Plug-In, also called Storage Array Type
Policy. Handles path failover for a given storage array.

The VMkernel multipathing plug-in that ESXi provides by default is the VMware Native Multipathing Plug-
In (NMP). The NMP is an extensible module that manages sub plug-ins. There are two types of NMP sub
plug-ins, Storage Array Type Plug-Ins (SATPs), and Path Selection Plug-Ins (PSPs). SATPs and PSPs can be
built-in and provided by VMware, or can be provided by a third party.

If more multipathing functionality is required, a third party can also provide an MPP to run in addition to,
or as a replacement for, the default NMP.

When coordinating the VMware NMP and any installed third-party MPPs, the PSA performs the following
tasks:

n Loads and unloads multipathing plug-ins.

n Hides virtual machine specifics from a particular plug-in.

n Routes I/O requests for a specific logical device to the MPP managing that device.

n Handles I/O queueing to the logical devices.

n Implements logical device bandwidth sharing between virtual machines.

n Handles I/O queueing to the physical storage HBAs.

n Handles physical path discovery and removal.

n Provides logical device and physical path I/O statistics.

As the Pluggable Storage Architecture illustration shows, multiple third-party MPPs can run in parallel with
the VMware NMP. When installed, the third-party MPPs replace the behavior of the NMP and take
complete control of the path failover and the load-balancing operations for specified storage devices.

vSphere Storage

186  VMware, Inc.



Figure 17‑5.  Pluggable Storage Architecture
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The multipathing modules perform the following operations:

n Manage physical path claiming and unclaiming.

n Manage creation, registration, and deregistration of logical devices.

n Associate physical paths with logical devices.

n Support path failure detection and remediation.

n Process I/O requests to logical devices:

n Select an optimal physical path for the request.

n Depending on a storage device, perform specific actions necessary to handle path failures and I/O
command retries.

n Support management tasks, such as reset of logical devices.

VMware Multipathing Module
By default, ESXi provides an extensible multipathing module called the Native Multipathing Plug-In
(NMP).

Generally, the VMware NMP supports all storage arrays listed on the VMware storage HCL and provides a
default path selection algorithm based on the array type. The NMP associates a set of physical paths with a
specific storage device, or LUN. The specific details of handling path failover for a given storage array are
delegated to a Storage Array Type Plug-In (SATP). The specific details for determining which physical path
is used to issue an I/O request to a storage device are handled by a Path Selection Plug-In (PSP). SATPs and
PSPs are sub plug-ins within the NMP module.

With ESXi, the appropriate SATP for an array you use will be installed automatically. You do not need to
obtain or download any SATPs.

VMware SATPs
Storage Array Type Plug-Ins (SATPs) run in conjunction with the VMware NMP and are responsible for
array-specific operations.

ESXi offers a SATP for every type of array that VMware supports. It also provides default SATPs that
support non-specific active-active and ALUA storage arrays, and the local SATP for direct-attached devices.
Each SATP accommodates special characteristics of a certain class of storage arrays and can perform the
array-specific operations required to detect path state and to activate an inactive path. As a result, the NMP
module itself can work with multiple storage arrays without having to be aware of the storage device
specifics.
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After the NMP determines which SATP to use for a specific storage device and associates the SATP with the
physical paths for that storage device, the SATP implements the tasks that include the following:

n Monitors the health of each physical path.

n Reports changes in the state of each physical path.

n Performs array-specific actions necessary for storage fail-over. For example, for active-passive devices,
it can activate passive paths.

VMware PSPs
Path Selection Plug-Ins (PSPs) are sub plug-ins of the VMware NMP and are responsible for choosing a
physical path for I/O requests.

The VMware NMP assigns a default PSP for each logical device based on the SATP associated with the
physical paths for that device. You can override the default PSP. For information, see “Path Scanning and
Claiming,” on page 189.

By default, the VMware NMP supports the following PSPs:

VMW_PSP_MRU The host selects the path that it used most recently. When the path becomes
unavailable, the host selects an alternative path. The host does not revert
back to the original path when that path becomes available again. There is no
preferred path setting with the MRU policy. MRU is the default policy for
most active-passive storage devices.

The VMW_PSP_MRU ranking capability allows you to assign ranks to
individual paths. To set ranks to individual paths, use the esxcli storage
nmp psp generic pathconfig set command. For details, see the VMware
knowledge base article at http://kb.vmware.com/kb/2003468.

The policy is displayed in the client as the Most Recently Used (VMware)
path selection policy.

VMW_PSP_FIXED The host uses the designated preferred path, if it has been configured.
Otherwise, it selects the first working path discovered at system boot time. If
you want the host to use a particular preferred path, specify it manually.
Fixed is the default policy for most active-active storage devices.

NOTE   If the host uses a default preferred path and the path's status turns to
Dead, a new path is selected as preferred. However, if you explicitly
designate the preferred path, it will remain preferred even when it becomes
inaccessible.

Displayed in the client as the Fixed (VMware) path selection policy.

VMW_PSP_RR The host uses an automatic path selection algorithm rotating through all
active paths when connecting to active-passive arrays, or through all
available paths when connecting to active-active arrays. RR is the default for
a number of arrays and can be used with both active-active and active-
passive arrays to implement load balancing across paths for different LUNs.

Displayed in the client as the Round Robin (VMware) path selection policy.

VMware NMP Flow of I/O
When a virtual machine issues an I/O request to a storage device managed by the NMP, the following
process takes place.

1 The NMP calls the PSP assigned to this storage device.
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2 The PSP selects an appropriate physical path on which to issue the I/O.

3 The NMP issues the I/O request on the path selected by the PSP.

4 If the I/O operation is successful, the NMP reports its completion.

5 If the I/O operation reports an error, the NMP calls the appropriate SATP.

6 The SATP interprets the I/O command errors and, when appropriate, activates the inactive paths.

7 The PSP is called to select a new path on which to issue the I/O.

Path Scanning and Claiming
When you start your ESXi host or rescan your storage adapter, the host discovers all physical paths to
storage devices available to the host. Based on a set of claim rules, the host determines which multipathing
plug-in (MPP) should claim the paths to a particular device and become responsible for managing the
multipathing support for the device.

By default, the host performs a periodic path evaluation every 5 minutes causing any unclaimed paths to be
claimed by the appropriate MPP.

The claim rules are numbered. For each physical path, the host runs through the claim rules starting with
the lowest number first. The attributes of the physical path are compared to the path specification in the
claim rule. If there is a match, the host assigns the MPP specified in the claim rule to manage the physical
path. This continues until all physical paths are claimed by corresponding MPPs, either third-party
multipathing plug-ins or the native multipathing plug-in (NMP).

For the paths managed by the NMP module, a second set of claim rules is applied. These rules determine
which Storage Array Type Plug-In (SATP) should be used to manage the paths for a specific array type, and
which Path Selection Plug-In (PSP) is to be used for each storage device.

Use the vSphere Web Client to view which SATP and PSP the host is using for a specific storage device and
the status of all available paths for this storage device. If needed, you can change the default VMware PSP
using the client. To change the default SATP, you need to modify claim rules using the vSphere CLI.

You can find some information about modifying claim rules in “Managing Storage Paths and Multipathing
Plug-Ins,” on page 192.

For more information about the commands available to manage PSA, see Getting Started with vSphere
Command-Line Interfaces.

For a complete list of storage arrays and corresponding SATPs and PSPs, see the SAN Array Model
Reference section of the vSphere Compatibility Guide.

Viewing the Paths Information
You can review the storage array type policy (SATP) and path selection policy (PSP) that the ESXi host uses
for a specific storage device and the status of all available paths for this storage device. You can access the
path information from both the Datastores and Devices views. For datastores, you review the paths that
connect to the device the datastore is deployed on.

The path information includes the SATP assigned to manage the device, the PSP, a list of paths, and the
status of each path. The following path status information can appear:

Active Paths available for issuing I/O to a LUN. A single or multiple working paths
currently used for transferring data are marked as Active (I/O).

Standby If active paths fail, the path can quickly become operational and can be used
for I/O.
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Disabled The path is disabled and no data can be transferred.

Dead The software cannot connect to the disk through this path.

If you are using the Fixed path policy, you can see which path is the preferred path. The preferred path is
marked with an asterisk (*) in the Preferred column.

For each path you can also display the path's name. The name includes parameters that describe the path:
adapter ID, target ID, and device ID. Usually, the path's name has the format similar to the following:

fc.adapterID-fc.targetID-naa.deviceID

NOTE   When you use the host profiles editor to edit paths, you must specify all three parameters that
describe a path, adapter ID, target ID, and device ID.

View Datastore Paths
Review the paths that connect to storage devices backing your datastores.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore to display its information.

3 Click the Manage tab, and click Settings.

4 Click Connectivity and Multipathing.

5 If the datastore is shared, select a host to view multipathing details for its devices.

6 Under Multipathing Details, review the multipathing policies and paths for the storage device that
backs your datastore.

View Storage Device Paths
View which multipathing policies the host uses for a specific storage device and the status of all available
paths for this storage device.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the storage device whose paths you want to view.

5 Click the Properties tab and review details under Multipathing Policies.

6 Click the Paths tab to review all paths available for the storage device.
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Setting a Path Selection Policy
For each storage device, the ESXi host sets the path selection policy based on the claim rules.

By default, VMware supports the following path selection policies. If you have a third-party PSP installed
on your host, its policy also appears on the list.

Fixed (VMware) The host uses the designated preferred path, if it has been configured.
Otherwise, it selects the first working path discovered at system boot time. If
you want the host to use a particular preferred path, specify it manually.
Fixed is the default policy for most active-active storage devices.

NOTE   If the host uses a default preferred path and the path's status turns to
Dead, a new path is selected as preferred. However, if you explicitly
designate the preferred path, it will remain preferred even when it becomes
inaccessible.

Most Recently Used
(VMware)

The host selects the path that it used most recently. When the path becomes
unavailable, the host selects an alternative path. The host does not revert
back to the original path when that path becomes available again. There is no
preferred path setting with the MRU policy. MRU is the default policy for
most active-passive storage devices.

Round Robin (VMware) The host uses an automatic path selection algorithm rotating through all
active paths when connecting to active-passive arrays, or through all
available paths when connecting to active-active arrays. RR is the default for
a number of arrays and can be used with both active-active and active-
passive arrays to implement load balancing across paths for different LUNs.

Change the Path Selection Policy
Generally, you do not need to change the default multipathing settings your host uses for a specific storage
device. However, if you want to make any changes, you can use the Edit Multipathing Policies dialog box to
modify a path selection policy and specify the preferred path for the Fixed policy. You can also use this
dialog box to change multipathing for SCSI-based protocol endpoints.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices or Protocol Endpoints.

4 Select the item whose paths you want to change and click the Properties tab.

5 Under Multipathing Policies, click Edit Multipathing.

6 Select a path policy.

By default, VMware supports the following path selection policies. If you have a third-party PSP
installed on your host, its policy also appears on the list.

n Fixed (VMware)

n Most Recently Used (VMware)

n Round Robin (VMware)

7 For the fixed policy, specify the preferred path.
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8 Click OK to save your settings and exit the dialog box.

Disable Storage Paths
You can temporarily disable paths for maintenance or other reasons.

You disable a path using the Paths panel. You have several ways to access the Paths panel, from a datastore,
a storage device, or an adapter view. This task explains how to disable a path using a storage device view.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 Select the storage device whose paths you want to disable and click the Paths tab.

5 Select the path to disable and click Disable.

Managing Storage Paths and Multipathing Plug-Ins
Use the esxcli commands to manage the PSA multipathing plug-ins and storage paths assigned to them.

You can display all multipathing plug-ins available on your host. You can list any third-party MPPs, as well
as your host's NMP and SATPs and review the paths they claim. You can also define new paths and specify
which multipathing plug-in should claim the paths.

For more information about commands available to manage PSA, see the Getting Started with vSphere
Command-Line Interfaces.

Multipathing Considerations
Specific considerations apply when you manage storage multipathing plug-ins and claim rules.

The following considerations help you with multipathing:

n If no SATP is assigned to the device by the claim rules, the default SATP for iSCSI or FC devices is
VMW_SATP_DEFAULT_AA. The default PSP is VMW_PSP_FIXED.

n When the system searches the SATP rules to locate a SATP for a given device, it searches the driver
rules first. If there is no match, the vendor/model rules are searched, and finally the transport rules are
searched. If no match occurs, NMP selects a default SATP for the device.

n If VMW_SATP_ALUA is assigned to a specific storage device, but the device is not ALUA-aware, no
claim rule match occurs for this device. The device is claimed by the default SATP based on the device's
transport type.

n The default PSP for all devices claimed by VMW_SATP_ALUA is VMW_PSP_MRU. The
VMW_PSP_MRU selects an active/optimized path as reported by the VMW_SATP_ALUA, or an
active/unoptimized path if there is no active/optimized path. This path is used until a better path is
available (MRU). For example, if the VMW_PSP_MRU is currently using an active/unoptimized path
and an active/optimized path becomes available, the VMW_PSP_MRU will switch the current path to
the active/optimized one.

n While VMW_PSP_MRU is typically selected for ALUA arrays by default, certain ALUA storage arrays
need to use VMW_PSP_FIXED. To check whether your storage array requires VMW_PSP_FIXED, see
the VMware Compatibility Guide or contact your storage vendor. When using VMW_PSP_FIXED with
ALUA arrays, unless you explicitly specify a preferred path, the ESXi host selects the most optimal
working path and designates it as the default preferred path. If the host selected path becomes
unavailable, the host selects an alternative available path. However, if you explicitly designate the
preferred path, it will remain preferred no matter what its status is.
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n By default, the PSA claim rule 101 masks Dell array pseudo devices. Do not delete this rule, unless you
want to unmask these devices.

List Multipathing Claim Rules for the Host
Use the esxcli command to list available multipathing claim rules.

Claim rules indicate which multipathing plug-in, the NMP or any third-party MPP, manages a given
physical path. Each claim rule identifies a set of paths based on the following parameters:

n Vendor/model strings

n Transportation, such as SATA, IDE, Fibre Channel, and so on

n Adapter, target, or LUN location

n Device driver, for example, Mega-RAID

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core claimrule list --claimrule-class=MP command
to list the multipathing claim rules.

Example: Sample Output of the esxcli storage core claimrule list Command
Rule Class  Rule   Class    Type       Plugin     Matches

MP          0      runtime  transport  NMP        transport=usb

MP          1      runtime  transport  NMP        transport=sata

MP          2      runtime  transport  NMP        transport=ide

MP          3      runtime  transport  NMP        transport=block

MP          4      runtime  transport  NMP        transport=unknown

MP          101    runtime  vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          101    file     vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          200    runtime  vendor     MPP_1      vendor=NewVend model=* 

MP          200    file     vendor     MPP_1      vendor=NewVend model=* 

MP          201    runtime  location   MPP_2      adapter=vmhba41 channel=* target=* lun=* 

MP          201    file     location   MPP_2      adapter=vmhba41 channel=* target=* lun=* 

MP          202    runtime  driver     MPP_3      driver=megaraid 

MP          202    file     driver     MPP_3      driver=megaraid 

MP          65535  runtime  vendor     NMP        vendor=* model=*

This example indicates the following:

n The NMP claims all paths connected to storage devices that use the USB, SATA, IDE, and Block SCSI
transportation.

n You can use the MASK_PATH module to hide unused devices from your host. By default, the PSA
claim rule 101 masks Dell array pseudo devices with a vendor string of DELL and a model string of
Universal Xport.

n The MPP_1 module claims all paths connected to any model of the NewVend storage array.

n The MPP_3 module claims the paths to storage devices controlled by the Mega-RAID device driver.
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n Any paths not described in the previous rules are claimed by NMP.

n The Rule Class column in the output describes the category of a claim rule. It can be MP (multipathing
plug-in), Filter, or VAAI.

n The Class column shows which rules are defined and which are loaded. The file parameter in the
Class column indicates that the rule is defined. The runtime parameter indicates that the rule has been
loaded into your system. For a user-defined claim rule to be active, two lines with the same rule
number should exist, one line for the rule with the file parameter and another line with runtime.
Several low numbered rules, have only one line with the Class of runtime. These are system-defined
claim rules that you cannot modify.

Display Multipathing Modules
Use the esxcli command to list all multipathing modules loaded into the system. Multipathing modules
manage physical paths that connect your host with storage.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list multipathing modules, run the following command:

esxcli --server=server_name storage core plugin list --plugin-class=MP

This command typically shows the NMP and, if loaded, the MASK_PATH module. If any third-party MPPs
have been loaded, they are listed as well.

Display SATPs for the Host
Use the esxcli command to list VMware NMP SATPs loaded into the system. Display information about
the SATPs.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list VMware SATPs, run the following command:

esxcli --server=server_name storage nmp satp list

For each SATP, the output displays information that shows the type of storage array or system this SATP
supports and the default PSP for any LUNs using this SATP. Placeholder (plugin not loaded) in the
Description column indicates that the SATP is not loaded.
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Display NMP Storage Devices
Use the esxcli command to list all storage devices controlled by the VMware NMP and display SATP and
PSP information associated with each device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u To list all storage devices, run the following command:

esxcli --server=server_name storage nmp device list

Use the --device | -d=device_ID option to filter the output of this command to show a single device.

Add Multipathing Claim Rules
Use the esxcli commands to add a new multipathing PSA claim rule to the set of claim rules on the system.
For the new claim rule to be active, you first define the rule and then load it into your system.

You add a new PSA claim rule when, for example, you load a new multipathing plug-in (MPP) and need to
define which paths this module should claim. You may need to create a claim rule if you add new paths and
want an existing MPP to claim them.

CAUTION   When creating new claim rules, be careful to avoid a situation where different physical paths to
the same LUN are claimed by different MPPs. Unless one of the MPPs is the MASK_PATH MPP, this
configuration will cause performance problems.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 To define a new claim rule, run the following command:

esxcli --server=server_name storage core claimrule add

The command takes the following options:

Option Description

-A|--adapter=<str> Indicate the adapter of the paths to use in this operation.

-u|--autoassign The system will auto assign a rule ID.

-C|--channel=<long> Indicate the channel of the paths to use in this operation.

-c|--claimrule-class=<str> Indicate the claim rule class to use in this operation.
Valid values are: MP, Filter, VAAI.

-d|--device=<str> Indicate the device Uid to use for this operation.
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Option Description

-D|--driver=<str> Indicate the driver of the paths to use in this operation.

-f|--force Force claim rules to ignore validity checks and install the rule anyway.

--if-unset=<str> Execute this command if this advanced user variable is not set to 1.

-i|--iqn=<str> Indicate the iSCSI Qualified Name for the target to use in this operation.

-L|--lun=<long> Indicate the LUN of the paths to use in this operation.

-M|--model=<str> Indicate the model of the paths to use in this operation.

-P|--plugin=<str> Indicate which PSA plugin to use for this operation. (required)

-r|--rule=<long> Indicate the rule ID to use for this operation.

-T|--target=<long> Indicate the target of the paths to use in this operation.

-R|--transport=<str> Indicate the transport of the paths to use in this operation.
Valid values are: block, fc, iscsi, iscsivendor, ide, sas, sata, usb, parallel,
unknown.

-t|--type=<str> Indicate which type of matching is used for claim/unclaim or claimrule.
Valid values are: vendor, location, driver, transport, device, target.
(required)

-V|--vendor=<str> Indicate the vendor of the paths to user in this operation.

--wwnn=<str> Indicate the World-Wide Node Number for the target to use in this
operation.

--wwpn=<str> Indicate the World-Wide Port Number for the target to use in this
operation.

 
2 To load the new claim rule into your system, run the following command:

esxcli --server=server_name storage core claimrule load

This command loads all newly created multipathing claim rules from your system's configuration file.

Example: Defining Multipathing Claim Rules
In the following example, you add and load rule # 500 to claim all paths with the NewMod model string and
the NewVend vendor string for the NMP plug-in.

# esxcli --server=server_name storage core claimrule add -r 500 -t vendor -V NewVend -M NewMod -P

NMP

# esxcli --server=server_name storage core claimrule load

After you run the esxcli --server=server_name storage core claimrule list command, you can see the
new claim rule appearing on the list.

NOTE   The two lines for the claim rule, one with the Class of runtime and another with the Class of file,
indicate that the new claim rule has been loaded into the system and is active.

Rule Class  Rule   Class    Type       Plugin     Matches

MP          0      runtime  transport  NMP        transport=usb

MP          1      runtime  transport  NMP        transport=sata

MP          2      runtime  transport  NMP        transport=ide

MP          3      runtime  transport  NMP        transport=block

MP          4      runtime  transport  NMP        transport=unknown

MP          101    runtime  vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          101    file     vendor     MASK_PATH  vendor=DELL model=Universal Xport

MP          500    runtime  vendor     NMP        vendor=NewVend model=NewMod  

MP          500    file     vendor     NMP        vendor=NewVend model=NewMod 
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Delete Multipathing Claim Rules
Use the esxcli commands to remove a multipathing PSA claim rule from the set of claim rules on the
system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Delete a claim rule from the set of claim rules.

esxcli --server=server_name storage core claimrule remove

NOTE   By default, the PSA claim rule 101 masks Dell array pseudo devices. Do not delete this rule,
unless you want to unmask these devices.

The command takes the following options:

Option Description

-c|--claimrule-class=<str> Indicate the claim rule class to use in this operation (MP, Filter, VAAI).

-P|--plugin=<str> Indicate the plugin to use for this operation.

-r|--rule=<long> Indicate the rule ID to use for this operation.
 
This step removes the claim rule from the File class.

2 Remove the claim rule from the system.

esxcli --server=server_name storage core claimrule load

This step removes the claim rule from the Runtime class.

Mask Paths
You can prevent the host from accessing storage devices or LUNs or from using individual paths to a LUN.
Use the esxcli commands to mask the paths. When you mask paths, you create claim rules that assign the
MASK_PATH plug-in to the specified paths.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Check what the next available rule ID is.

esxcli --server=server_name storage core claimrule list

The claim rules that you use to mask paths should have rule IDs in the range of 101 – 200. If this
command shows that rule 101 and 102 already exist, you can specify 103 for the rule to add.
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2 Assign the MASK_PATH plug-in to a path by creating a new claim rule for the plug-in.

esxcli --server=server_name storage core claimrule add -P MASK_PATH

3 Load the MASK_PATH claim rule into your system.

esxcli --server=server_name storage core claimrule load

4 Verify that the MASK_PATH claim rule was added correctly.

esxcli --server=server_name storage core claimrule list

5 If a claim rule for the masked path exists, remove the rule.

esxcli --server=server_name storage core claiming unclaim

6 Run the path claiming rules.

esxcli --server=server_name storage core claimrule run

After you assign the MASK_PATH plug-in to a path, the path state becomes irrelevant and is no longer
maintained by the host. As a result, commands that display the masked path's information might show the
path state as dead.

Example: Masking a LUN
In this example, you mask the LUN 20 on targets T1 and T2 accessed through storage adapters vmhba2 and
vmhba3.

1 #esxcli --server=server_name storage core claimrule list

2 #esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 109 -t location -A 

vmhba2 -C 0 -T 1 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 110 -t location -A 

vmhba3 -C 0 -T 1 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 111 -t location -A 

vmhba2 -C 0 -T 2 -L 20 

#esxcli --server=server_name storage core claimrule add -P MASK_PATH -r 112 -t location -A 

vmhba3 -C 0 -T 2 -L 20

3 #esxcli --server=server_name storage core claimrule load

4 #esxcli --server=server_name storage core claimrule list

5 #esxcli --server=server_name storage core claiming unclaim -t location -A vmhba2 

#esxcli --server=server_name storage core claiming unclaim -t location -A vmhba3

6 #esxcli --server=server_name storage core claimrule run

Unmask Paths
When you need the host to access the masked storage device, unmask the paths to the device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

NOTE   When you run an unclaim operation using a device property, for example, device ID, vendor, or
model, the paths claimed by the MASK_PATH plugin are not unclaimed. The MASK_PATH plugin does
not keep track of any device property of the paths that it claims.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.
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Procedure

1 Delete the MASK_PATH claim rule.

esxcli --server=server_name storage core claimrule remove -r rule#

2 Verify that the claim rule was deleted correctly.

esxcli --server=server_name storage core claimrule list

3 Reload the path claiming rules from the configuration file into the VMkernel.

esxcli --server=server_name storage core claimrule load

4 Run the esxcli --server=server_name storage core claiming unclaim command for each path to the
masked storage device.

For example:

esxcli --server=server_name storage core claiming unclaim -t location -A vmhba0 -C 0 -T 0 -L

149

5 Run the path claiming rules.

esxcli --server=server_name storage core claimrule run

Your host can now access the previously masked storage device.

Define NMP SATP Rules
The NMP SATP claim rules specify which SATP should manage a particular storage device. Usually you do
not need to modify the NMP SATP rules. If you need to do so, use the esxcli commands to add a rule to the
list of claim rules for the specified SATP.

You might need to create a SATP rule when you install a third-party SATP for a specific storage array.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 To add a claim rule for a specific SATP, run the
esxcli --server=server_name storage nmp satp rule add command. The command takes the
following options.

Option Description

-b|--boot This is a system default rule added at boot time. Do not modify esx.conf or
add to host profile.

-c|--claim-option=string Set the claim option string when adding a SATP claim rule.

-e|--description=string Set the claim rule description when adding a SATP claim rule.

-d|--device=string Set the device when adding SATP claim rules. Device rules are mutually
exclusive with vendor/model and driver rules.

-D|--driver=string Set the driver string when adding a SATP claim rule. Driver rules are
mutually exclusive with vendor/model rules.

-f|--force Force claim rules to ignore validity checks and install the rule anyway.

-h|--help Show the help message.
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Option Description

-M|--model=string Set the model string when adding SATP a claim rule. Vendor/Model rules
are mutually exclusive with driver rules.

-o|--option=string Set the option string when adding a SATP claim rule.

-P|--psp=string Set the default PSP for the SATP claim rule.

-O|--psp-option=string Set the PSP options for the SATP claim rule.

-s|--satp=string The SATP for which a new rule will be added.

-R|--transport=string Set the claim transport type string when adding a SATP claim rule.

-t|--type=string Set the claim type when adding a SATP claim rule.

-V|--vendor=string Set the vendor string when adding SATP claim rules. Vendor/Model rules
are mutually exclusive with driver rules.

 

NOTE   When searching the SATP rules to locate a SATP for a given device, the NMP searches the driver
rules first. If there is no match, the vendor/model rules are searched, and finally the transport rules. If
there is still no match, NMP selects a default SATP for the device.

2 Reboot your host.

Example: Defining an NMP SATP Rule
The following sample command assigns the VMW_SATP_INV plug-in to manage storage arrays with
vendor string NewVend and model string NewMod.

# esxcli --server=server_name storage nmp satp rule add -V NewVend -M NewMod -s VMW_SATP_INV

If you run the esxcli --server=server_name storage nmp satp list -s VMW_SATP_INV command, you can
see the new rule added to the list of VMW_SATP_INV rules.

Scheduling Queues for Virtual Machine I/Os
By default, vSphere provides a mechanism that creates scheduling queues for every virtual machine file.
Each file, for example .vmdk, gets its own bandwidth controls.

This mechanism ensures that I/O for a particular virtual machine file goes into its own separate queue and
does not interfere with I/Os from other files.

This capability is enabled by default. If you need to turn it off, you can do this by adjusting
VMkernel.Boot.isPerFileSchedModelActive parameter in the advanced system settings.

Edit Per File I/O Scheduling
The advanced VMkernel.Boot.isPerFileSchedModelActive parameter controls the per file I/O scheduling
mechanism. The mechanism is enabled by default.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Under Advanced System Settings, select the VMkernel.Boot.isPerFileSchedModelActive parameter
and click the Edit icon.
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5 Select one of the following options:

n To disable the per file scheduling mechanism, change the value to No.

NOTE   After you turn off the per file I/O scheduling model, your host reverts to a legacy scheduling
mechanism that uses a single I/O queue. The host maintains the single I/O queue for each virtual
machine and storage device pair. All I/Os between the virtual machine and its virtual disks stored
on the storage device are moved into this queue. As a result, I/Os from different virtual disks might
interfere with each other in sharing the bandwidth and affect each others performance.

n To reenable the per file scheduling mechanism, change the value to Yes.

6 Reboot the host for the changes to take effect.

Chapter 17 Understanding Multipathing and Failover

VMware, Inc.  201



vSphere Storage

202  VMware, Inc.



Raw Device Mapping 18
Raw device mapping (RDM) provides a mechanism for a virtual machine to have direct access to a LUN on
the physical storage subsystem.

The following topics contain information about RDMs and provide instructions on how to create and
manage RDMs.

This chapter includes the following topics:

n “About Raw Device Mapping,” on page 203

n “Raw Device Mapping Characteristics,” on page 206

n “Create Virtual Machines with RDMs,” on page 208

n “Manage Paths for a Mapped LUN,” on page 209

About Raw Device Mapping
An RDM is a mapping file in a separate VMFS volume that acts as a proxy for a raw physical storage device.
The RDM allows a virtual machine to directly access and use the storage device. The RDM contains
metadata for managing and redirecting disk access to the physical device.

The file gives you some of the advantages of direct access to a physical device while keeping some
advantages of a virtual disk in VMFS. As a result, it merges VMFS manageability with raw device access.

RDMs can be described in terms such as mapping a raw device into a datastore, mapping a system LUN, or
mapping a disk file to a physical disk volume. All these terms refer to RDMs.

Figure 18‑1.  Raw Device Mapping
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Although VMware recommends that you use VMFS datastores for most virtual disk storage, on certain
occasions, you might need to use raw LUNs or logical disks located in a SAN.
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For example, you need to use raw LUNs with RDMs in the following situations:

n When SAN snapshot or other layered applications run in the virtual machine. The RDM better enables
scalable backup offloading systems by using features inherent to the SAN.

n In any MSCS clustering scenario that spans physical hosts — virtual-to-virtual clusters as well as
physical-to-virtual clusters. In this case, cluster data and quorum disks should be configured as RDMs
rather than as virtual disks on a shared VMFS.

Think of an RDM as a symbolic link from a VMFS volume to a raw LUN. The mapping makes LUNs appear
as files in a VMFS volume. The RDM, not the raw LUN, is referenced in the virtual machine configuration.
The RDM contains a reference to the raw LUN.

Using RDMs, you can:

n Use vMotion to migrate virtual machines using raw LUNs.

n Add raw LUNs to virtual machines using the vSphere Web Client.

n Use file system features such as distributed file locking, permissions, and naming.

Two compatibility modes are available for RDMs:

n Virtual compatibility mode allows an RDM to act exactly like a virtual disk file, including the use of
snapshots.

n Physical compatibility mode allows direct access of the SCSI device for those applications that need
lower level control.

Benefits of Raw Device Mapping
An RDM provides a number of benefits, but it should not be used in every situation. In general, virtual disk
files are preferable to RDMs for manageability. However, when you need raw devices, you must use the
RDM.

RDM offers several benefits.

User-Friendly Persistent
Names

Provides a user-friendly name for a mapped device. When you use an RDM,
you do not need to refer to the device by its device name. You refer to it by
the name of the mapping file, for example:

/vmfs/volumes/myVolume/myVMDirectory/myRawDisk.vmdk

Dynamic Name
Resolution

Stores unique identification information for each mapped device. VMFS
associates each RDM with its current SCSI device, regardless of changes in
the physical configuration of the server because of adapter hardware
changes, path changes, device relocation, and so on.

Distributed File Locking Makes it possible to use VMFS distributed locking for raw SCSI devices.
Distributed locking on an RDM makes it safe to use a shared raw LUN
without losing data when two virtual machines on different servers try to
access the same LUN.

File Permissions Makes file permissions possible. The permissions of the mapping file are
enforced at file-open time to protect the mapped volume.

File System Operations Makes it possible to use file system utilities to work with a mapped volume,
using the mapping file as a proxy. Most operations that are valid for an
ordinary file can be applied to the mapping file and are redirected to operate
on the mapped device.
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Snapshots Makes it possible to use virtual machine snapshots on a mapped volume.
Snapshots are not available when the RDM is used in physical compatibility
mode.

vMotion Lets you migrate a virtual machine with vMotion. The mapping file acts as a
proxy to allow vCenter Server to migrate the virtual machine by using the
same mechanism that exists for migrating virtual disk files.

Figure 18‑2.  vMotion of a Virtual Machine Using Raw Device Mapping
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SAN Management
Agents

Makes it possible to run some SAN management agents inside a virtual
machine. Similarly, any software that needs to access a device by using
hardware-specific SCSI commands can be run in a virtual machine. This kind
of software is called SCSI target-based software. When you use SAN
management agents, select a physical compatibility mode for the RDM.

N-Port ID Virtualization
(NPIV)

Makes it possible to use the NPIV technology that allows a single Fibre
Channel HBA port to register with the Fibre Channel fabric using several
worldwide port names (WWPNs). This ability makes the HBA port appear as
multiple virtual ports, each having its own ID and virtual port name. Virtual
machines can then claim each of these virtual ports and use them for all
RDM traffic.

NOTE   You can use NPIV only for virtual machines with RDM disks.

VMware works with vendors of storage management software to ensure that their software functions
correctly in environments that include ESXi. Some applications of this kind are:

n SAN management software

n Storage resource management (SRM) software

n Snapshot software
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n Replication software

Such software uses a physical compatibility mode for RDMs so that the software can access SCSI devices
directly.

Various management products are best run centrally (not on the ESXi machine), while others run well on
the virtual machines. VMware does not certify these applications or provide a compatibility matrix. To find
out whether a SAN management application is supported in an ESXi environment, contact the SAN
management software provider.

RDM Considerations and Limitations
Certain considerations and limitations exist when you use RDMs.

n The RDM is not available for direct-attached block devices or certain RAID devices. The RDM uses a
SCSI serial number to identify the mapped device. Because block devices and some direct-attach RAID
devices do not export serial numbers, they cannot be used with RDMs.

n If you are using the RDM in physical compatibility mode, you cannot use a snapshot with the disk.
Physical compatibility mode allows the virtual machine to manage its own, storage-based, snapshot or
mirroring operations.

Virtual machine snapshots are available for RDMs with virtual compatibility mode.

n You cannot map to a disk partition. RDMs require the mapped device to be a whole LUN.

n If you use vMotion to migrate virtual machines with RDMs, make sure to maintain consistent LUN IDs
for RDMs across all participating ESXi hosts.

n Flash Read Cache does not support RDMs in physical compatibility. Virtual compatibility RDMs are
supported with Flash Read Cache.

Raw Device Mapping Characteristics
An RDM is a special mapping file in a VMFS volume that manages metadata for its mapped device. The
mapping file is presented to the management software as an ordinary disk file, available for the usual file-
system operations. To the virtual machine, the storage virtualization layer presents the mapped device as a
virtual SCSI device.

Key contents of the metadata in the mapping file include the location of the mapped device (name
resolution), the locking state of the mapped device, permissions, and so on.

RDM Virtual and Physical Compatibility Modes
You can use RDMs in virtual compatibility or physical compatibility modes. Virtual mode specifies full
virtualization of the mapped device. Physical mode specifies minimal SCSI virtualization of the mapped
device, allowing the greatest flexibility for SAN management software.

In virtual mode, the VMkernel sends only READ and WRITE to the mapped device. The mapped device
appears to the guest operating system exactly the same as a virtual disk file in a VMFS volume. The real
hardware characteristics are hidden. If you are using a raw disk in virtual mode, you can realize the benefits
of VMFS such as advanced file locking for data protection and snapshots for streamlining development
processes. Virtual mode is also more portable across storage hardware than physical mode, presenting the
same behavior as a virtual disk file.
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In physical mode, the VMkernel passes all SCSI commands to the device, with one exception: the REPORT
LUNs command is virtualized so that the VMkernel can isolate the LUN to the owning virtual machine.
Otherwise, all physical characteristics of the underlying hardware are exposed. Physical mode is useful to
run SAN management agents or other SCSI target-based software in the virtual machine. Physical mode also
allows virtual-to-physical clustering for cost-effective high availability.

VMFS5 supports greater than 2TB disk size for RDMs in virtual and physical modes. You cannot relocate
larger than 2TB RDMs to datastores other than VMFS5.

Dynamic Name Resolution
The RDM file supports dynamic name resolution when a path to a raw device changes.

VMFS uniquely identifies all mapped storage devices, and the identification is stored in its internal data
structures. Any change in the path to a raw device, such as a Fibre Channel switch failure or the addition of
a new HBA, can change the device name. Dynamic name resolution resolves these changes and
automatically associates the original device with its new name.

Raw Device Mapping with Virtual Machine Clusters
Use an RDM with virtual machine clusters that need to access the same raw LUN for failover scenarios. The
setup is similar to that of a virtual machine cluster that accesses the same virtual disk file, but an RDM
replaces the virtual disk file.

Figure 18‑3.  Access from Clustered Virtual Machines
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Comparing Available SCSI Device Access Modes
The ways of accessing a SCSI-based storage device include a virtual disk file on a VMFS datastore, virtual
mode RDM, and physical mode RDM.

To help you choose among the available access modes for SCSI devices, the following table provides a quick
comparison of features available with the different modes.

Table 18‑1.  Features Available with Virtual Disks and Raw Device Mappings

ESXi Features Virtual Disk File Virtual Mode RDM Physical Mode RDM

SCSI Commands Passed
Through

No No Yes
REPORT LUNs is not passed
through

vCenter Server Support Yes Yes Yes
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Table 18‑1.  Features Available with Virtual Disks and Raw Device Mappings (Continued)

ESXi Features Virtual Disk File Virtual Mode RDM Physical Mode RDM

Snapshots Yes Yes No

Distributed Locking Yes Yes Yes

Clustering Cluster-in-a-box only Cluster-in-a-box
cluster-across-boxes

Physical-to-virtual clustering
cluster-across-boxes

SCSI Target-Based Software No No Yes

VMware recommends that you use virtual disk files for the cluster-in-a-box type of clustering. If you plan to
reconfigure your cluster-in-a-box clusters as cluster-across-boxes clusters, use virtual mode RDMs for the
cluster-in-a-box clusters.

Create Virtual Machines with RDMs
When you give your virtual machine direct access to a raw SAN LUN, you create an RDM disk that resides
on a VMFS datastore and points to the LUN. You can create the RDM as an initial disk for a new virtual
machine or add it to an existing virtual machine. When creating the RDM, you specify the LUN to be
mapped and the datastore on which to put the RDM.

Although the RDM disk file has the same.vmdk extension as a regular virtual disk file, the RDM contains
only mapping information. The actual virtual disk data is stored directly on the LUN.

This procedure assumes that you are creating a new virtual machine. For information, see the vSphere Virtual
Machine Administration documentation.

Procedure

1 Right-click any inventory object that is a valid parent object of a virtual machine, such as a data center,
folder, cluster, resource pool, or host, and select New Virtual Machine.

2 Select Create a new virtual machine and click Next.

3 Follow the steps required to create a virtual machine.

4 On the Customize Hardware page, click the Virtual Hardware tab.

5 (Optional) To delete the default virtual hard disk that the system created for your virtual machine,
move your cursor over the disk and click the Remove icon.

6 From the New drop-down menu at the bottom of the page, select RDM Disk and click Add.

7 From the list of SAN devices or LUNs, select a raw LUN for your virtual machine to access directly and
click OK.

The system creates an RDM disk that maps your virtual machine to the target LUN. The RDM disk is
shown on the list of virtual devices as a new hard disk.

8 Click the New Hard Disk triangle to expand the properties for the RDM disk.

9 Select a location for the RDM disk.

You can place the RDM on the same datastore where your virtual machine configuration files reside, or
select a different datastore.

NOTE   To use vMotion for virtual machines with enabled NPIV, make sure that the RDM files and the
virtual machine files are located on the same datastore. You cannot perform Storage vMotion when
NPIV is enabled.
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10 Select a compatibility mode.

Option Description

Physical Allows the guest operating system to access the hardware directly.
Physical compatibility is useful if you are using SAN-aware applications
on the virtual machine. However, a virtual machine with a physical
compatibility RDM cannot be cloned, made into a template, or migrated if
the migration involves copying the disk.

Virtual Allows the RDM to behave as if it were a virtual disk, so you can use such
features as taking snapshots, cloning, and so on. When you clone the disk
or make a template out of it, the contents of the LUN are copied into
a .vmdk virtual disk file. When you migrate a virtual compatibility mode
RDM, you can migrate the mapping file or copy the contents of the LUN
into a virtual disk.

 
11 If you selected virtual compatibility mode, select a disk mode.

Disk modes are not available for RDM disks using physical compatibility mode.

Option Description

Dependent Dependent disks are included in snapshots.

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
12 Click OK.

Manage Paths for a Mapped LUN
When you use virtual machines with RDMs, you can manage paths for mapped raw LUNs.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click the Virtual Hardware tab and click Hard Disk to expand the disk options menu.

4 Click Manage Paths.

5 Use the Edit Multipathing Policies dialog box to enable or disable paths, set multipathing policy, and
specify the preferred path.

For information on managing paths, see Chapter 17, “Understanding Multipathing and Failover,” on
page 181.
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Working with Virtual Volumes 19
The Virtual Volumes functionality changes the storage management paradigm from managing space inside
datastores to managing abstract storage objects handled by storage arrays. With Virtual Volumes, an
individual virtual machine, not the datastore, becomes a unit of storage management, while storage
hardware gains complete control over virtual disk content, layout, and management.

Historically, vSphere storage management used a datastore-centric approach. With this approach, storage
administrators and vSphere administrators discuss in advance the underlying storage requirements for
virtual machines. The storage administrator then sets up LUNs or NFS shares and presents them to ESXi
hosts. The vSphere administrator creates datastores based on LUNs or NFS, and uses these datastores as
virtual machine storage. Typically, the datastore is the lowest granularity level at which data management
occurs from a storage perspective. However, a single datastore contains multiple virtual machines, which
might have different requirements. With the traditional approach, differentiation on a per virtual machine
level is difficult.

The Virtual Volumes functionality helps to improve granularity and allows you to differentiate virtual
machine services on a per application level by offering a new approach to storage management. Rather than
arranging storage around features of a storage system, Virtual Volumes arranges storage around the needs
of individual virtual machines, making storage virtual-machine centric.

Virtual Volumes maps virtual disks and their derivatives, clones, snapshots, and replicas, directly to objects,
called virtual volumes, on a storage system. This mapping allows vSphere to offload intensive storage
operations such as snapshot, cloning, and replication to the storage system.

By creating a volume for each virtual disk, you can set policies at the optimum level. You can decide in
advance what the storage requirements of an application are, and communicate these requirements to the
storage system, so that it creates an appropriate virtual disk based on these requirements. For example, if
your virtual machine requires an active-active storage array, you no longer must select a datastore that
supports the active-active model, but instead, you create an individual virtual volume that will be
automatically placed to the active-active array.

This chapter includes the following topics:

n “Virtual Volumes Concepts,” on page 212

n “Guidelines when Using Virtual Volumes,” on page 215

n “Virtual Volumes and Storage Protocols,” on page 215

n “Virtual Volumes Architecture,” on page 216

n “Before You Enable Virtual Volumes,” on page 217

n “Configure Virtual Volumes,” on page 218

n “Provision Virtual Machines on Virtual Datastores,” on page 221
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Virtual Volumes Concepts
With Virtual Volumes, abstract storage containers replace traditional storage volumes based on LUNs or
NFS shares. In vCenter Server, the storage containers are represented by virtual datastores. Virtual
datastores remove artificial boundaries of traditional datastores and are used to store virtual volumes,
objects that encapsulate virtual machine files.

Watch the video to learn more about different components of the Virtual Volumes functionality.

Virtual Volumes Part 1: Concepts
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vvols_part1_concepts)

n Virtual Volumes on page 212
Virtual volumes are encapsulations of virtual machine files, virtual disks, and their derivatives.

n Virtual Volumes and Storage Providers on page 213
A Virtual Volumes storage provider, also called a VASA provider, is a software component that acts as
a storage awareness service for vSphere. The provider mediates out-of-band communication between
vCenter Server and ESXi hosts on one side and a storage system on the other.

n Storage Containers on page 213
Unlike traditional LUN and NFS based vSphere storage, the Virtual Volumes functionality does not
require preconfigured volumes on a storage side. Instead, Virtual Volumes uses a storage container,
which is a pool of raw storage capacity or an aggregation of storage capabilities that a storage system
can provide to virtual volumes.

n Protocol Endpoints on page 214
Although storage systems manage all aspects of virtual volumes, ESXi hosts have no direct access to
virtual volumes on the storage side. Instead, ESXi hosts use a logical I/O proxy, called the protocol
endpoint, to communicate with virtual volumes and virtual disk files that virtual volumes
encapsulate. ESXi uses protocol endpoints to establish a data path on demand from virtual machines
to their respective virtual volumes.

n Virtual Datastores on page 214
A virtual datastore represents a storage container in vCenter Server and the vSphere Web Client.

Virtual Volumes
Virtual volumes are encapsulations of virtual machine files, virtual disks, and their derivatives.

Virtual volumes are stored natively inside a storage system that is connected through Ethernet or SAN.
They are exported as objects by a compliant storage system and are managed entirely by hardware on the
storage side. Typically, a unique GUID identifies a virtual volume. Virtual volumes are not preprovisioned,
but created automatically when you perform virtual machine management operations. These operations
include a VM creation, cloning, and snapshotting. ESXi and vCenter Server associate one or more virtual
volumes to a virtual machine. The system creates the following types of virtual volumes for the core
elements that make up the virtual machine:

n A data virtual volume that corresponds directly to each virtual disk .vmdk file. As virtual disk files on
traditional datastores, virtual volumes are presented to virtual machines as SCSI disks.

n A configuration virtual volume, or a home directory, represents a small directory that contains
metadata files for a virtual machine. The files include a .vmx file, descriptor files for virtual disks, log
files, and so forth. The configuration virtual volume is formatted with a file system. When ESXi uses
SCSI protocol to connect to storage, configuration virtual volumes are formatted with VMFS. With NFS
protocol, configuration virtual volumes are presented as an NFS directory.
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Additional virtual volumes can be created for other virtual machine components and virtual disk
derivatives, such as clones, snapshots, and replicas. These virtual volumes include a swap virtual volume to
hold virtual machine swap files and a virtual memory volume to hold the contents of virtual machine
memory for a snapshot.

By using different virtual volumes for different VM components, you can apply and manipulate storage
policies at the finest granularity level. For example, a virtual volume that contains a virtual disk can have a
richer set of data services and performance levels than the virtual volume for the VM boot disk. Similarly, a
snapshot virtual volume can use a different storage tier compared to a current virtual volume.

Virtual Volumes and Storage Providers
A Virtual Volumes storage provider, also called a VASA provider, is a software component that acts as a
storage awareness service for vSphere. The provider mediates out-of-band communication between
vCenter Server and ESXi hosts on one side and a storage system on the other.

The storage provider is implemented through VMware APIs for Storage Awareness (VASA) and is used to
manage all aspects of Virtual Volumes storage. The storage provider integrates with the Storage Monitoring
Service (SMS), shipped with vSphere, to communicate with vCenter Server and ESXi hosts.

The storage provider delivers information from the underlying storage, or storage container in the case of
Virtual Volumes, so that storage container capabilities can appear in vCenter Server and the
vSphere Web Client. Then, in turn, the storage provider communicates virtual machine storage
requirements, which you can define in the form of a storage policy, to the storage layer. This integration
process ensures that a virtual volume created in the storage layer meets the requirements outlined in the
policy.

Typically, vendors are responsible for supplying storage providers that can integrate with vSphere and
provide support to Virtual Volumes. Every storage provider must be certified by VMware and properly
deployed. For information about deploying the Virtual Volumes storage provider, contact your storage
vendor.

After you deploy the storage provider, you must register it in vCenter Server, so that it can communicate
with vSphere through the SMS.

Storage Containers
Unlike traditional LUN and NFS based vSphere storage, the Virtual Volumes functionality does not require
preconfigured volumes on a storage side. Instead, Virtual Volumes uses a storage container, which is a pool
of raw storage capacity or an aggregation of storage capabilities that a storage system can provide to virtual
volumes.

A storage container is a part of the logical storage fabric and is a logical unit of the underlying hardware.
The storage container logically groups virtual volumes based on management and administrative needs. For
example, the storage container can contain all virtual volumes created for a tenant in a multitenant
deployment, or a department in an enterprise deployment. Each storage container serves as a virtual
volume store and virtual volumes are allocated out of the storage container capacity.

Typically, a storage administrator on the storage side defines storage containers. The number of storage
containers, their capacity and size depend on a vendor-specific implementation, but at least one container
for each storage system is required.

NOTE   A single storage container cannot span different physical arrays.

After you register a storage provider associated with the storage system, vCenter Server discovers all
configured storage containers along with their storage capability profiles, protocol endpoints, and other
attributes. A single storage container can export multiple capability profiles. As a result, virtual machines
with diverse needs and different storage policy settings can be a part of the same storage container.
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Initially, all discovered storage containers are not connected to any specific host, and you cannot see them in
the vSphere Web Client. To mount a storage container, you must map it to a virtual datastore.

Protocol Endpoints
Although storage systems manage all aspects of virtual volumes, ESXi hosts have no direct access to virtual
volumes on the storage side. Instead, ESXi hosts use a logical I/O proxy, called the protocol endpoint, to
communicate with virtual volumes and virtual disk files that virtual volumes encapsulate. ESXi uses
protocol endpoints to establish a data path on demand from virtual machines to their respective virtual
volumes.

Each virtual volume is bound to a specific protocol endpoint. When a virtual machine on the host performs
an I/O operation, the protocol endpoint directs the I/O to the appropriate virtual volume. Typically, a
storage system requires a very small number of protocol endpoints. A single protocol endpoint can connect
to hundreds or thousands of virtual volumes.

On the storage side, a storage administrator configures protocol endpoints, one or several per storage
container. Protocol endpoints are a part of the physical storage fabric and are exported, along with
associated storage containers, by the storage system through a storage provider. After you map a storage
container to a virtual datastore, protocol endpoints are discovered by ESXi and become visible in the
vSphere Web Client. Protocol endpoints can also be discovered during a storage rescan.

In the vSphere Web Client, the list of available protocol endpoints looks similar to the host storage devices
list. Different storage transports can be used to expose protocol endpoints to ESXi. When the SCSI-based
transport is used, the protocol endpoint represents a proxy LUN defined by a T10-based LUN WWN. For
the NFS protocol, the protocol endpoint is a mount-point, such as IP address (or DNS name) and a share
name. You can configure multipathing on a SCSI based protocol endpoint, but not on an NFS based protocol
endpoint. However, no matter which protocol you use, a storage array can provide multiple protocol
endpoints for availability purposes.

Virtual Datastores
A virtual datastore represents a storage container in vCenter Server and the vSphere Web Client.

After vCenter Server discovers storage containers exported by storage systems, you must mount them to be
able to use them. You use the datastore creation wizard in the vSphere Web Client to map a storage
container to a virtual datastore. The virtual datastore that you create corresponds directly to the specific
storage container and becomes the container's representation in vCenter Server and the vSphere Web Client.

From a vSphere administrator prospective, the virtual datastore is similar to any other datastore and is used
to hold virtual machines. Like other datastores, the virtual datastore can be browsed and lists virtual
volumes by virtual machine name. Like traditional datastores, the virtual datastore supports unmounting
and mounting. However, such operations as upgrade and resize are not applicable to the virtual datastore.
The virtual datastore capacity is configurable by the storage administrator outside of vSphere.

You can use virtual datastores with traditional VMFS and NFS datastores and with Virtual SAN.

NOTE   All virtual disks that you provision on a virtual datastore or migrate from any datastore other than
virtual datastore should be an even multiple of 1 MB in size. If the virtual disk you migrate to the virtual
datastore is not an even multiple of 1 MB, extend the disk manually to the nearest even multiple of 1 MB.
Consolidate any snapshots or linked clones before extending the disk size.
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Guidelines when Using Virtual Volumes
The Virtual Volumes functionality offers several benefits and advantages. When you work with Virtual
Volumes, you must follow specific guidelines.

Virtual Volumes has the following characteristics:

n Virtual Volumes supports offloading a number of operations to storage hardware. These operations
include snapshotting, cloning, and Storage DRS.

n With Virtual Volumes, you can use advanced storage services that include replication, encryption,
deduplication, and compression on individual virtual disks.

n Virtual Volumes supports such vSphere features as vMotion, Storage vMotion, snapshots, linked
clones, Flash Read Cache, and DRS.

n With Virtual Volumes, storage vendors can use native snapshot facilities to improve performance of
vSphere snapshots.

n You can use Virtual Volumes with storage arrays that support vSphere APIs for Array Integration
(VAAI).

n Virtual Volumes supports backup software that uses vSphere APIs for Data Protection (VADP).

Virtual Volumes Guidelines and Limitations
Follow these guidelines when you use Virtual Volumes.
n Because the Virtual Volumes environment requires vCenter Server, you cannot use Virtual Volumes

with a standalone host.

n Virtual Volumes does not support RDMs.

n A Virtual Volumes storage container cannot span across different physical arrays.

n Host profiles that contain virtual datastores are vCenter Server specific. After you extract this type of
host profile, you can attach it only to hosts and clusters managed by the same vCenter Server as the
reference host.

Virtual Volumes and Storage Protocols
The Virtual Volumes functionality supports Fibre Channel, FCoE, iSCSI, and NFS. Storage transports expose
protocol endpoints to ESXi hosts.

When the SCSI-based protocol is used, the protocol endpoint represents a LUN defined by a T10-based LUN
WWN. For the NFS protocol, the protocol endpoint is a mount point, such as IP address or DNS name and a
share name.

No matter what storage protocol is used, a virtual volume, like a files on other traditional datastores, is
presented to a virtual machine as a SCSI disk. Virtual Volumes on disk arrays supports the same set of SCSI
commands as VMFS and uses ATS as a locking mechanism.

Virtual Volumes on NAS devices supports the same NFS Remote Procedure Calls (RPCs) that are required
by ESXi hosts to connect to NFS mount points.

These considerations and guidelines apply when you use different storage protocols:

n With NFS, you can use version 3. Virtual Volumes does not support NFS 4.1.

n IPv6 format is not supported.

n For iSCSI, you must activate the software iSCSI adapter. Configure Dynamic Discovery and enter the IP
address of the Virtual Volumes Storage Provider. See “Configure the Software iSCSI Adapter,” on
page 81.
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n You can configure multipathing on a SCSI-based protocol endpoint, but not on an NFS-based protocol
endpoint. No matter which protocol you use, a storage array can provide multiple protocol endpoints
for availability purposes.

Virtual Volumes Architecture
An architectural diagram provides an overview of how all components of the Virtual Volumes functionality
interact with each other.
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Virtual volumes are objects exported by a compliant storage system and typically correspond one-to-one
with a virtual machine disk and other VM-related files. A virtual volume is created and manipulated out-of-
band, not in the data path, by a VASA provider.
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A VASA provider, or a storage provider, is developed through vSphere APIs for Storage Awareness. The
storage provider enables communication between the vSphere stack — ESXi hosts, vCenter server, and the
vSphere Web Client — on one side, and the storage system on the other. The VASA provider runs on the
storage side and integrates with vSphere Storage Monitoring Service (SMS) to manage all aspects of Virtual
Volumes storage. The VASA provider maps virtual disk objects and their derivatives, such as clones,
snapshots, and replicas, directly to virtual volumes on the storage system.

ESXi hosts have no direct access to the virtual volumes storage. Instead, the hosts access virtual volumes
through an intermediate point in the data path, called the protocol endpoint. Protocol endpoints establish a
data path on demand from virtual machines to their respective virtual volumes and serve as a gateway for
direct in-band I/O between ESXi hosts and the storage system. ESXi can use Fibre Channel, FCoE, iSCSI, and
NFS protocols for in-band communication.

Virtual volumes reside inside storage containers that logically represent a pool of physical disks on the
storage system. In the vSphere stack, storage containers are presented as virtual datastores. A single storage
container can export multiple storage capability sets. As a result, when you create a virtual machine on the
virtual datastore, you can use different storage policies to place virtual volumes inside the same storage
container in such a way that diverse storage needs of a virtual machine are met.

Watch the video for information about Virtual Volumes architecture.

Virtual Volumes Part 2: Architecture
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vvols_part2_architecture)

Before You Enable Virtual Volumes
To work with Virtual Volumes, you must make sure that your storage and vSphere environment are set up
correctly.

Follow these guidelines to prepare your storage system environment for Virtual Volumes. For additional
information, contact your storage vendor.

n The storage system or storage array that you use must be able to support Virtual Volumes and integrate
with vSphere through vSphere APIs for Storage Awareness (VASA).

n A Virtual Volumes storage provider must be deployed.

n Protocol endpoints, storage containers, and storage profiles must be configured on the storage side.

Prepare your vSphere environment.

n Make sure to follow appropriate setup guidelines for the type of storage you use, Fibre Channel, FCoE,
iSCSI, or NFS. If required, install and configure storage adapters on your ESXi hosts.

If you use iSCSI, activate the software iSCSI adapters on your ESXi hosts. Configure Dynamic
Discovery and enter the IP address of your Virtual Volumes storage system.

n Synchronize all components in the storage array with vCenter Server and all ESXi hosts. Use Network
Time Protocol (NTP) to do this synchronization.

Synchronize vSphere Storage Environment with a Network Time Server
Before you enable Virtual Volumes, make sure all machines on your vSphere network have their clocks
synchronized.

Procedure

1 Select the host in the vSphere inventory.

2 Click the Manage tab and click Settings.

3 In the System section, select Time Configuration.
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4 Click Edit and set up the NTP server.

a Select Use Network Time Protocol (Enable NTP client).

b Set the NTP Service Startup Policy.

c Enter the IP addresses of the NTP servers to synchronize with.

d Click Start or Restart in the NTP Service Status section.

5 Click OK.

The host synchronizes with the NTP server.

Configure Virtual Volumes
You must complete a series of steps to configure your Virtual Volumes environment.

Prerequisites

Follow guidelines in “Before You Enable Virtual Volumes,” on page 217.

Procedure

1 Register Storage Providers for Virtual Volumes on page 219
Your Virtual Volumes environment must include storage providers, also called VASA providers.
Typically, third-party vendors develop storage providers through the VMware APIs for Storage
Awareness (VASA). Storage providers facilitate communication between vSphere and the storage side.
You must register the storage provider in vCenter Server to be able to work with Virtual Volumes.

2 Create a Virtual Datastore on page 219
You use the New Datastore wizard to create a virtual datastore.

3 Review and Manage Protocol Endpoints on page 220
ESXi hosts use a logical I/O proxy, called protocol endpoint, to communicate with virtual volumes and
virtual disk files that virtual volumes encapsulate. Protocol endpoints are exported, along with
associated storage containers, by the storage system through a storage provider. Protocol endpoints
become visible in the vSphere Web Client after you map a storage container to a virtual datastore. You
can review properties of protocol endpoints and modify specific settings.

4 (Optional) Change the Path Selection Policy for a Protocol Endpoint on page 220
If your ESXi host uses SCSI-based transport to communicate with protocol endpoints representing a
storage array, you can modify default multipathing policies assigned to protocol endpoints. Use the
Edit Multipathing Policies dialog box to change a path selection policy.

What to do next

You can now provision virtual machines on the virtual datastore. For information on creating virtual
machines, see the vSphere Virtual Machine Administration documentation.
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Register Storage Providers for Virtual Volumes
Your Virtual Volumes environment must include storage providers, also called VASA providers. Typically,
third-party vendors develop storage providers through the VMware APIs for Storage Awareness (VASA).
Storage providers facilitate communication between vSphere and the storage side. You must register the
storage provider in vCenter Server to be able to work with Virtual Volumes.

After registration, the Virtual Volumes provider communicates with vCenter Server and reports
characteristics of underlying storage. The characteristics appear in the VM Storage Policies interface and can
be used to create a VM storage policy compatible with the virtual datastore. After you apply this storage
policy to a virtual machine, the policy is pushed to Virtual Volumes storage. The policy enforces optimal
placement of the virtual machine within Virtual Volumes storage and guarantees that storage can satisfy
virtual machine requirements.

Prerequisites

Verify that the storage provider component is installed on the storage side and obtain its credentials from
your storage administrator. For information, contact your vendor.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 Click the Register a new storage provider icon.

4 (Optional) To direct vCenter Server to the storage provider certificate, select the Use storage provider
certificate option and specify the certificate's location.

If you do not select this option, a thumbprint of the certificate is displayed. You can check the
thumbprint and approve it.

5 Click OK to complete the registration.

vCenter Server discovers and registers the Virtual Volumes storage provider.

Create a Virtual Datastore
You use the New Datastore wizard to create a virtual datastore.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the Create a New Datastore icon.

3 Type the datastore name and if required, select the placement location for the datastore.

Make sure to use the name that does not duplicate another datastore name in your data center
environment.

If you mount the same virtual datastore to several hosts, the name of the datastore must be consistent
across all hosts.

4 Select VVOL as the datastore type.

5 From the list of storage containers, select a backing storage container.

6 Select the hosts that require access to the datastore.

7 Review the configuration options and click Finish.
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What to do next

After you create the virtual datastore, you can perform such datastore operations as renaming the datastore,
browsing datastore files, unmounting the datastore, and so on.

You cannot add the virtual datastore to a datastore cluster.

Review and Manage Protocol Endpoints
ESXi hosts use a logical I/O proxy, called protocol endpoint, to communicate with virtual volumes and
virtual disk files that virtual volumes encapsulate. Protocol endpoints are exported, along with associated
storage containers, by the storage system through a storage provider. Protocol endpoints become visible in
the vSphere Web Client after you map a storage container to a virtual datastore. You can review properties
of protocol endpoints and modify specific settings.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Protocol Endpoints.

4 To view details for a specific item, select this item from the list.

5 Use tabs under Protocol Endpoint Details to access additional information and modify properties for
the selected protocol endpoint.

Tab Description

Properties View the item properties and characteristics. For SCSI (block) items, view
and edit multipathing policies.

Paths (SCSI protocol endpoints
only)

Display paths available for the protocol endpoint. Disable or enable a
selected path. Change the Path Selection Policy.

Datastores Display a corresponding virtual datastore. Perform datastore management
operations.

 

(Optional) Change the Path Selection Policy for a Protocol Endpoint
If your ESXi host uses SCSI-based transport to communicate with protocol endpoints representing a storage
array, you can modify default multipathing policies assigned to protocol endpoints. Use the Edit
Multipathing Policies dialog box to change a path selection policy.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage.

3 Click Protocol Endpoints.

4 Select the protocol endpoint whose paths you want to change and click the Properties tab.

5 Under Multipathing Policies, click Edit Multipathing.

6 Select a path policy.

n Fixed (VMware)

n Most Recently Used (VMware)

n Round Robin (VMware)

7 For the fixed policy, specify the preferred path.
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8 Click OK to save your settings and exit the dialog box.

Provision Virtual Machines on Virtual Datastores
You can provision virtual machines on a virtual datastore.

NOTE   All virtual disks that you provision on a virtual datastore should be an even multiple of 1 MB.

A virtual machine that runs on a virtual datastore requires an appropriate VM storage policy.

VM storage policies are sets of rules that capture the quality of service requirements for a virtual machine.
During virtual machine provisioning, storage policy management matches virtual machine requirements to
data services offered by Virtual Volumes storage. In addition to placement decisions, storage policy
management performs the following operations:

n Admission control

n Quality of service compliance monitoring

n Dynamic resource allocation that includes CPU, memory, network, and storage

If you do not create the VM storage policy compatible with the virtual datastore, the system uses default No
Requirements policy. The No Requirements policy is a generic Virtual Volumes policy that contains no rules
or storage specifications. The policy allows Virtual Volumes storage arrays to determine the optimum
placement for the VM objects.

If your virtual machine has specific storage requirements, you can create a Virtual Volumes storage policy to
define these requirements. When you assign the new policy to the virtual machine, the policy enforces that
the Virtual Volumes storage meets the requirements. You can also use the new policy as default.

Procedure

1 Define a VM Storage Policy for Virtual Volumes on page 221
You can create a VM storage policy compatible with a virtual datastore.

2 Assign the Virtual Volumes Storage Policy to Virtual Machines on page 222
To guarantee that the virtual datastore fulfills specific storage requirements when allocating a virtual
machine, associate the Virtual Volumes storage policy with the virtual machine.

3 Change Default Storage Policy for a Virtual Datastore on page 223
For virtual machines provisioned on virtual datastores, VMware provides a default No Requirements
policy. You cannot edit this policy, but you can designate a newly created policy as default.

Define a VM Storage Policy for Virtual Volumes
You can create a VM storage policy compatible with a virtual datastore.

Prerequisites

n Verify that the Virtual Volumes storage provider is available and active. See “Register Storage
Providers for Virtual Volumes,” on page 219.

n Ensure that the virtual machine storage policies are enabled on all hosts where the virtual datastore is
mounted. See “Enable Virtual Machine Storage Policies,” on page 228.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Create a new VM storage policy icon.

3 Select the vCenter Server instance.
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4 Type a name and a description for the storage policy and click Next.

5 On the Rule Set page, select the Virtual Volumes storage provider from the Rules based on data
services drop-down menu.

The page expands to show data services provided by the Virtual Volumes storage resource.

6 Select a data service to include and specify its value.

Make sure that the values you provide are within the range of values advertised by the Virtual Volumes
profile.

Based on your input, the storage consumption mechanism calculates the amount of space required for a
virtual disk that will reside on the virtual datastore.

7 Complete the creation of the storage policy and click Finish.

The new VM storage policy compatible with Virtual Volumes appears on the list.

What to do next

You can now associate this policy with a virtual machine, or designate the policy as default.

Assign the Virtual Volumes Storage Policy to Virtual Machines
To guarantee that the virtual datastore fulfills specific storage requirements when allocating a virtual
machine, associate the Virtual Volumes storage policy with the virtual machine.

You can assign the Virtual Volumes storage policy during an initial deployment of a virtual machine, or
when performing other virtual machine operations, such as cloning or migrating. This topic describes how
to assign the Virtual Volumes storage policy when you create a new virtual machine. For information about
other VM provisioning methods, see the vSphere Virtual Machine Administration documentation.

You can apply the same storage policy to the virtual machine configuration file and all its virtual disks. If
storage requirements for your virtual disks and the configuration file are different, you can associate
different storage policies with the VM configuration file and the selected virtual disks.

Procedure

1 In the vSphere Web Client, start the virtual machine provisioning process and follow appropriate steps.

2 Assign the same storage policy to all virtual machine files and disks.

a On the Select Storage page, select the storage policy compatible with Virtual Volumes, for example
VVols Silver, from the VM Storage Policy drop-down menu.

b Select the virtual datastore from the list of available datastores and click Next.

The datastore becomes the destination storage resource for the virtual machine configuration file and all
virtual disks.

3 Change the storage policy for the virtual disk.

Use this option if requirements for storage placement are different for virtual disks.

a On the Customize Hardware page, expand the New hard disk pane.

b From the VM storage policy drop-down menu, select the appropriate storage policy, for example
VVols Gold, that you want to assign to the virtual disk.

4 Complete the virtual machine provisioning process.

After you create the virtual machine, the Summary tab displays the assigned storage policies and their
compliance status.
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What to do next

If storage placement requirements for the configuration file or the virtual disks change, you can later modify
the virtual policy assignment. See “Change Storage Policy Assignment for Virtual Machine Files and Disks,”
on page 235.

Change Default Storage Policy for a Virtual Datastore
For virtual machines provisioned on virtual datastores, VMware provides a default No Requirements
policy. You cannot edit this policy, but you can designate a newly created policy as default.

Prerequisites

Create a storage policy compatible with Virtual Volumes.

Procedure

1 Browse to the virtual datastore whose default storage policy you want to change.

2 Click the Manage tab, and click Settings.

3 Click General, and click Edit in the Default Storage Policy pane.

4 From the list of available storage policies, select a policy that you want to designate as default and click
OK.

The selected storage policy becomes the default policy for the virtual datastore. vSphere assigns this policy
to any virtual machine objects that you provision on the virtual datastore when no other policy is explicitly
selected.
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Virtual Machine Storage Policies 20
Virtual machine storage policies are essential to virtual machine provisioning. These policies help you
define storage requirements for the virtual machine and control which type of storage is provided for the
virtual machine, how the virtual machine is placed within the storage, and which data services are offered
for the virtual machine.

When you define a storage policy, you specify storage requirements for applications that run on virtual
machines. After you apply this storage policy to a virtual machine, the virtual machine is placed in a specific
datastore that can satisfy the storage requirements. In software-defined storage environments, such as
Virtual SAN and Virtual Volumes, the storage policy also determines how the virtual machine storage
objects are provisioned and allocated within the storage resource to guarantee the required level of service.

This chapter includes the following topics:

n “Upgrading Legacy Storage Profiles,” on page 225

n “Understanding Virtual Machine Storage Policies,” on page 226

n “Working with Virtual Machine Storage Policies,” on page 228

n “Creating and Managing VM Storage Policies,” on page 228

n “Storage Policies and Virtual Machines,” on page 233

Upgrading Legacy Storage Profiles
In vSphere 5.0 and 5.1, virtual machine storage policies were called storage profiles and had a different
format. When you upgrade the vSphere environment from versions 5.0 or 5.1 to vSphere 6.0, storage profiles
that you created in the earlier versions are converted to storage policies.

All the components of legacy storage profiles are transformed into new formats or objects. Any system-
defined storage capabilities are converted into storage-specific data services based on metadata. User-
defined capabilities become datastore tags.

Table 20‑1.  Old and New Formats of Storage Policies

vSphere 5.0 and 5.1 vSphere 6.0

Virtual machine storage profile Virtual machine storage policy

System-defined capabilities Storage-specific data services

User-defined capabilities Datastore tags
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Understanding Virtual Machine Storage Policies
Virtual machine storage policies capture storage characteristics that virtual machine home files and virtual
disks require to run applications within the virtual machine. You can create several storage policies to define
the types and classes of storage requirements.

Each storage policy is not only a set of constraints that apply simultaneously. A single policy can include
alternative sets of subpolicies, or rule sets, that are datastore-specific and represent equally acceptable
storage requirements.

When you create, clone, or migrate a virtual machine, you can apply the storage policy to the virtual
machine. You can place the virtual machine in one of the datastores that matches the policy requirements.
To match the policy requirement, the datastore must satisfy all rules in at least one of the datastore specific
rule sets.

The virtual machine home files (.vmx, .vmsd, .nvram, .log, and so on) and the virtual disks (.vmdk) can have
separate storage policies.

Table 20‑2.  Example Storage Policy for a Virtual Machine

Example Virtual Machine Files Example for a Storage Policy
Example for a Datastore Compliant with the
Storage Policy

windows_2008r2_test.vmx

Storage Policy 2 datastore02, datastore05, datastore10

windows_2008r2_test.vmxf

windows_2008r2_test.log

windows_2008r2_test.nvram

windows_2008r2_test.vmem

windows_2008r2_test.vmsd

windows_2008r2_test.vmdk Storage Policy 3 datastore05

windows_2008r2_test_1.vmdk Storage Policy 5 datastore10

Storage Policies and Rules
Rules that you include in a storage policy can be based on storage-specific data services or datastore tags.

n Rules Based on Storage-Specific Data Services on page 226
These rules are based on data services that storage entities such as Virtual SAN and Virtual Volumes
advertise.

n Rules Based on Tags on page 227
Rules based on tags reference datastore tags that you associate with specific datastores. You can apply
more than one tag to a datastore.

Rules Based on Storage-Specific Data Services
These rules are based on data services that storage entities such as Virtual SAN and Virtual Volumes
advertise.

To supply information about underlying storage to vCenter Server, Virtual SAN and Virtual Volumes use
storage providers, also called VASA providers. Storage information and datastore characteristics appear in
the VM Storage Policies interface of the vSphere Web Client as data services offered by the specific datastore
type.

A single datastore can offer multiple services. The data services are grouped in a datastore profile that
outlines the quality of service that the datastore can deliver.
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When you create rules for a VM storage policy, you reference data services that a specific datastore
advertises. To the virtual machine that uses this policy, the datastore guarantees that it can satisfy the
storage requirements of the virtual machine. The datastore also can provide the virtual machine with a
specific set of characteristics for capacity, performance, availability, redundancy, and so on.

For more information about storage providers, see Chapter 24, “Using Storage Providers,” on page 261.

Rules Based on Tags
Rules based on tags reference datastore tags that you associate with specific datastores. You can apply more
than one tag to a datastore.

Typically, tags serve the following purposes:

n Attach a broad storage-level definition to datastores that are not represented by any storage providers,
for example, VMFS and NFS datastores.

n Encode policy-relevant information that is not advertised through vSphere API for Storage Awareness
(VASA), such as geographical location or administrative group.

Similar to storage-specific services, all tags associated with datastores appear in the VM Storage Policies
interface. You can use the tags when you define rules for the storage policies.

About Datastore-Specific Rule Sets
A storage policy can include one or several rule sets that describe requirements for virtual machine storage
resources.

To define a policy, one rule set is required. Additional rule sets are optional. Multiple rule sets allow a single
policy to define alternative selection parameters, often from several storage providers.

A single rule set contains one or several rules. Each rule can be based on a single underlying data service
that a storage entity guarantees. The rule describes a specific quality or quantity that the storage resource
must provide. You can also reference user-defined datastore tags in the rules. One datastore-specific rule set
can include rules from only a single storage entity.

The relationship between all rule sets within a policy is defined by the Boolean operator OR, whereas the
relationship between all rules within a single rule set is defined by AND. Meeting all the rules of any one
rule set is sufficient to satisfy the entire policy. Each rule set represents an equally acceptable set of
constraints.

Virtual machine storage policy

Rule set 1

rule 1_1

and

rule 1_2

and

rule 1_3

or

Rule set 2

rule 2_1

and

rule 2_2

Rule set 3

rule 3_1

and

rule 3_2

and

rule 3_3

or
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Working with Virtual Machine Storage Policies
The entire process of creating and managing storage policies typically includes several steps. Whether you
must perform a specific step might depend on the type of storage or data services that your environment
offers.

1 If you use storage policies with storage providers, verify that an appropriate storage provider is
registered. Entities that require storage providers include Virtual SAN and Virtual Volumes.

See Chapter 24, “Using Storage Providers,” on page 261.

2 Enable storage policies for a host or cluster. See “Enable Virtual Machine Storage Policies,” on
page 228.

3 Apply storage tags to datastores. See “Assign Tags to Datastores,” on page 229.

4 Create storage policies by defining requirements for applications that run on a virtual machine. See 
“Define a Storage Policy for a Virtual Machine,” on page 230.

5 Apply the VM storage policy to a virtual machine. You can apply the storage policy when deploying
the virtual machine or configuring its virtual disks. See “Assign Storage Policies to Virtual Machines,”
on page 234.

6 Change the storage policy for virtual machine home files or virtual disks. See “Change Storage Policy
Assignment for Virtual Machine Files and Disks,” on page 235.

7 Verify that virtual machines and virtual disks use datastores that are compliant with the assigned
storage policy. See “Check Compliance for a VM Storage Policy,” on page 237.

Creating and Managing VM Storage Policies
To create and manage storage policies for your virtual machines, you can generally use the VM Storage
Policies interface of the vSphere Web Client.

If you use storage policies with Virtual SAN or Virtual Volumes, see the following documentation for more
information:

n Administering VMware Virtual SAN

n Chapter 19, “Working with Virtual Volumes,” on page 211

Enable Virtual Machine Storage Policies
To be able to use VM storage policies, you must enable them for a host or a cluster.

Prerequisites

Verify that a single host or all the hosts in a cluster where you want to enable the policies include the
Storage Policies license.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Enable VM Storage Policies icon ( ).

3 Select the vCenter Server instance.

All clusters and hosts that are available for the selected server appear. You can see the server licensing
status and whether storage policies are enabled.

4 To enable storage policies, select a host or a cluster whose status is Disabled or Unknown and click
Enable.

vSphere Storage

228  VMware, Inc.



The status of the host or cluster changes to Enabled.

What to do next

Define VM storage policies.

Assign Tags to Datastores
When your datastore is not represented by a storage provider and does not display its capabilities and data
services in the VM Storage Polices interface, use tags to encode information about the datastore. You can
reference these tags when defining a storage policy for a virtual machine.

You can apply a new tag that contains storage information to a datastore. For information about tags, their
categories, and how to manage tags, see the vCenter Server and Host Management documentation.

Procedure

1 Browse to a datastore in the vSphere Web Client navigator.

2 Click the Manage tab and click Tags.

3 Click the New Tag icon.

4 In the vCenter Server drop-down menu, select the vCenter Server instance on which to create the tag.

5 Type a name and a description for the tag.

For example, you can specify a broad storage-level definition, such as Gold Storage, or indicate a
property that is not communicated through a storage provider, such as geographical location or
administrative group.

Tag Property Example

Name Fault Tolerance

Description Storage that has a capacity over 2 TB and is fault-tolerant

6 In the Category drop-down menu, select an existing category or create a category.

7 (Optional) Create a category:

a Select New Category.

b Specify the category options.

Category Property Example

Category Name Storage Category

Description Category for tags related to storage

Cardinality Many tags per object

Associable Object Types Datastore and Datastore Cluster

8 Click OK.

The new tag is assigned to the datastore and appears on the datastore's Summary tab in the Tags pane.

What to do next

You can reference the tag when adding tag-based rules to the storage policy. See “Add or Edit Tag-Based
Rules,” on page 231. The datastore appears in a list of compatible storage resources for virtual machines
that use the policy.
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Define a Storage Policy for a Virtual Machine
When you define storage policies for virtual machines, you specify storage requirements for applications
that will run on the virtual machines.

A storage policy can be based on data services that are advertised by a storage entity or on datastore tags.

Prerequisites

n If you use VM storage policies with storage providers, verify that an appropriate storage provider is
registered. See Chapter 24, “Using Storage Providers,” on page 261.

n Required privileges: VM storage policies.Update and VM storage policies.View.

Procedure

1 Start VM Storage Policy Creation Process on page 230
To define a virtual machine storage policy, use the Create New VM Storage Policy wizard.

2 Create Storage-Specific Rules for a VM Storage Policy on page 230
Datastore-specific rules are based on data services that storage entities such as Virtual SAN and
Virtual Volumes advertise. To the virtual machine that uses this policy, the datastore guarantees that it
can satisfy the storage requirements of the virtual machine. the datastore also guarantees that it can
provide a specific set of characteristics for capacity, performance, availability, redundancy, and so on.

3 Add or Edit Tag-Based Rules on page 231
When you define or edit a storage policy for virtual machines, you can create or modify a rule that
references tags that you used for particular datastores. The datastores become compatible with that
type of storage policy.

4 Finish VM Storage Policy Creation on page 232
You can review the list of datastores that are compatible with the VM storage policy and change any
storage policy settings.

What to do next

You can apply this storage policy to virtual machines. If you use object-based storage, such as Virtual SAN
and Virtual Volumes, you can designate this storage policy as default.

Start VM Storage Policy Creation Process
To define a virtual machine storage policy, use the Create New VM Storage Policy wizard.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Click the Create a New VM Storage Policy icon.

3 Select the vCenter Server instance.

4 Type a name and a description for the storage policy.

Create Storage-Specific Rules for a VM Storage Policy
Datastore-specific rules are based on data services that storage entities such as Virtual SAN and Virtual
Volumes advertise. To the virtual machine that uses this policy, the datastore guarantees that it can satisfy
the storage requirements of the virtual machine. the datastore also guarantees that it can provide a specific
set of characteristics for capacity, performance, availability, redundancy, and so on.

One datastore-specific rule set can include rules from only a single storage entity.
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Prerequisites

If your environment includes storage entities such as Virtual SAN or Virtual Volumes, review these
functionalities. For information, see the Administering VMware Virtual SAN documentation and Chapter 19,
“Working with Virtual Volumes,” on page 211.

Procedure

1 On the Rule Set page, select a storage provider, for example, Virtual SAN or Virtual Volumes, from the
Rules based on data services drop-down menu.

The page expands to show data services provided by the storage resource.

2 Select a data service to include and specify its value.

Verify that the values you provide are within the range of values that the data services profile of the
storage resource advertises.

Based on your input, the storage consumption mechanism calculates the amount of space that is
required for a virtual disk that will reside on this storage entity.

3 (Optional) Add tag-based rules.

4 Click Next.

Add or Edit Tag-Based Rules
When you define or edit a storage policy for virtual machines, you can create or modify a rule that
references tags that you used for particular datastores. The datastores become compatible with that type of
storage policy.

You can add tag-based rules to a rule set that includes storage-specific rules, or create a separate rule set
with only tag-based rules. When you use tags in the policies, follow these guidelines:

n If the rule set contains other storage-specific rules, the datastore with the assigned tag must satisfy all of
the rules in the rule set.

n If you add several tags from the same category within the same rule, the tags are treated as alternative
constraints. Either of the tags can be satisfied.

n If you add the tags in separate rules within the same rule set, all tags must be satisfied.

Prerequisites

Create storage tags and apply them to datastores. See “Assign Tags to Datastores,” on page 229.

Procedure

1 On the Rule Set page, add or edit a tag-based rule:

n To add a rule, click the Add tag-based rule button.

n To modify an existing rule, select the rule and click the Modify rule icon.

2 Specify a category.

3 Make a tag selection or edit an existing selection.

Datastores that use the tags that you selected are compatible with the storage policy.
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Finish VM Storage Policy Creation
You can review the list of datastores that are compatible with the VM storage policy and change any storage
policy settings.

Procedure

1 On the Storage Compatibility page, review the list of datastores that match this policy and click Next.

To be eligible, the datastore must satisfy at least one rule set and all rules within this set.

2 Review the storage policy settings and make changes by clicking Back to go back to the relevant page.

3 Click Finish.

The VM storage policy appears in the list.

Delete a Virtual Machine Storage Policy
You can delete a storage policy if you are not using it for any virtual machine or virtual disk.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 In the VM Storage Policies interface, select a policy to delete and click the Delete a VM Storage Policy
icon ( ).

3 Click Yes.

The policy is removed from the inventory.

Edit or Clone a VM Storage Policy
If storage requirements for virtual machines and virtual disks change, you can modify the existing storage
policy. You can also create a copy of the existing VM storage policy by cloning it. While cloning, you can
optionally select to customize the original storage policy.

Prerequisites

Required privilege: StorageProfile.View

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Select a storage policy, and click one of the following icons:

n Edit a VM storage policy

n Clone a VM storage policy

3 (Optional) Modify the policy and click OK.
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4 If editing the storage policy that is used by a virtual machine, reapply the policy to the virtual machine.

Option Description

Manually later If you select this option, the compliance status for all virtual disks and
virtual machine home objects associated with the storage policy changes to
Out of Date. To update configuration and compliance, manually reapply
the storage policy to all associated entities. See “Reapply Virtual Machine
Storage Policy,” on page 238.

Now Update virtual machine and compliance status immediately after editing
the storage policy.

 

Storage Policies and Virtual Machines
After you define a VM storage policy, you can apply it to a virtual machine. You apply the storage policy
when provisioning the virtual machine or configuring its virtual disks. Depending on its type and
configuration, the policy might serve different purposes. It can select the most appropriate datastore for the
virtual machine and enforce the required level of service, or it can enable specific data services for the
virtual machine and its disks.

If you do not specify the storage policy, the system uses a default storage policy that is associated with the
datastore. If your storage requirements for the applications on the virtual machine change, you can modify
the storage policy that was originally applied to the virtual machine.

Default Storage Policies
When you provision a virtual machine on an object-based datastore, such as Virtual SAN or Virtual
Volumes, you must assign to the virtual machine an appropriate virtual machine storage policy that is
compatible with the datastore. This assignment guarantees the optimum placement for virtual machine
objects within the object-based storage. If you do not explicitly assign a storage policy to the virtual
machine, the system uses a default storage policy that is associated with the datastore. The default policy is
also used when the policy that you assign does not include rules specific to Virtual Volumes or Virtual SAN.

The default storage policies for Virtual SAN and Virtual Volumes can be provided by VMware and user-
defined. VMFS and NFS datastores do not have default policies.

Default Policies Provided by VMware
VMware provides default storage policies for Virtual SAN and virtual datastores.

Virtual SAN Default Storage Policy

The default storage policy that VMware provides is applied to all virtual machine objects that are
provisioned on a Virtual SAN datastore when you do not select any other Virtual SAN policy.

The policy that VMware provides has the following characteristics:

n You cannot delete the policy.

n The policy is editable. To edit the policy, you must have the storage policy privileges that include the
view and update privileges.

n When editing the policy, you cannot change the name of the policy or the Virtual SAN storage provider
specification. All other parameters including rules are editable.

n You can clone the default policy and use it as a template to create a storage policy.

n The Virtual SAN default policy is compatible only with Virtual SAN datastores.

n You can create a VM storage policy for Virtual SAN and designate it as the default.
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Virtual Volumes Default Storage Policy

For Virtual Volumes, VMware provides a default storage policy that contains no rules or storage
requirements. As with Virtual SAN, this policy is applied to virtual machine objects when you do not
specify another policy for the virtual machine that you place on the virtual datastore. With the No
Requirements policy, storage arrays can determine the optimum placement for the VM objects.

The default Virtual Volumes policy that VMware provides has the following characteristics:

n You cannot delete, edit, or clone this policy.

n The Virtual Volumes default policy is compatible only with virtual datastores.

n You can create a VM storage policy for Virtual Volumes and designate it as the default.

User-Defined Default Policies for Virtual Machine Storage
You can create a VM storage policy that is compatible with Virtual SAN or Virtual Volumes, and designate
this policy as the default for Virtual SAN and virtual datastores. The user-defined default policy replaces the
default storage policy that VMware provided.

Each Virtual SAN and virtual datastore can have only one default policy at a time. However, you can create
a single storage policy that matches multiple Virtual SAN and Virtual Volumes datastores and designate it
as the default policy for all datastores.

When the VM storage policy becomes the default policy for a datastore, you cannot delete the policy unless
you disassociate it from the datastore.

Change the Default Storage Policy for a Datastore

For Virtual Volumes and Virtual SAN datastores, VMware provides storage policies that are used as the
default during virtual machine provisioning. You can change the default storage policy for a selected Virtual
Volumes or Virtual SAN datastore.

Prerequisites

Create a storage policy that is compatible with Virtual Volumes or Virtual SAN. You can create a policy that
matches both types of storage.

Procedure

1 In the vSphere Web Client navigator, select vCenter Inventory Lists > Datastores

2 Click the datastore.

3 Click the Manage tab and click Settings.

4 Click General, and click Edit in the Default Storage Policy pane.

5 From the list of available storage policies, select a policy to designate as the default and click OK.

The selected storage policy becomes the default policy for the datastore. vSphere assigns this policy to any
virtual machine objects that you provision on the datastore when no other policy is selected.

Assign Storage Policies to Virtual Machines
You can assign a VM storage policy in an initial deployment of a virtual machine or when you perform
other virtual machine operations, such as cloning or migrating.

This topic describes how to assign the VM storage policy when you create a virtual machine. For
information about other deployment methods that include cloning, deployment from a template, and so on,
see the vSphere Virtual Machine Administration documentation.
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You can apply the same storage policy to the virtual machine configuration file and all its virtual disks. If
storage requirements for your virtual disks and the configuration file are different, you can associate
different storage policies with the VM configuration file and the selected virtual disks.

Procedure

1 In the vSphere Web Client, start the virtual machine provisioning process and follow the appropriate
steps.

2 Assign the same storage policy to all virtual machine files and disks.

a On the Select Storage page, select a storage policy from the VM Storage Policy drop-down menu.

Based on its configuration, the storage policy separates all datastores into compatible and
incompatible sets. If the policy references data services offered by a specific storage entity, for
example, Virtual Volumes, the compatible list includes datastores that represent only that type of
storage.

b Select an appropriate datastore from the list of compatible datastores and click Next.

The datastore becomes the destination storage resource for the virtual machine configuration file and all
virtual disks.

3 Change the VM storage policy for the virtual disk.

Use this option if requirements for storage placement are different for virtual disks. You can also use
this option if you must enable software data services, such as caching and replication, for your virtual
disks.

a On the Customize Hardware page, expand the New hard disk pane.

b From the VM storage policy drop-down menu, select the storage policy to assign to the virtual
disk.

c (Optional) Change the storage location of the virtual disk.

Use this option to store the virtual disk on a datastore other than the datastore where the VM
configuration file resides.

4 Complete the virtual machine provisioning process.

After you create the virtual machine, the Summary tab displays the assigned storage policies and their
compliance status.

What to do next

If storage placement requirements for the configuration file or the virtual disks change, you can later modify
the virtual policy assignment.

Change Storage Policy Assignment for Virtual Machine Files and Disks
If your storage requirements for the applications on the virtual machine change, you can edit the storage
policy that was originally applied to the virtual machine.

You can edit the storage policy for a powered-off or powered-on virtual machine.

When changing the VM storage policy assignment, you can apply the same storage policy to the virtual
machine configuration file and all its virtual disks. If storage requirements for your virtual disks and the
configuration file are different, you can associate different storage policies with the VM configuration file
and the selected virtual disks.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.
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2 Click the Manage tab and click Policies.

3 Click Storage.

4 Click Edit VM Storage Policies.

5 Specify the VM storage policy for your virtual machine.

Option Description

Apply the same storage policy to all
virtual machine objects.

a Select the policy from the VM storage policy drop-down menu.
b Click Apply to all.

Apply different storage policies to
the VM home object and virtual
disks.

a Select the object.
b Select the policy from the VM storage policy drop-down menu for the

object.
 

6 Click OK.

The storage policy is assigned to the virtual machine and its disks.

Monitor Storage Compliance for Virtual Machines
When you associate a policy with virtual machine objects and select the datastores on which virtual
machines and virtual disks run, you can check whether virtual machines and virtual disks use datastores
that are compliant with the policy.

If you check the compliance of a virtual machine whose host or cluster has storage policies disabled, the
result of the check is Noncompliant because the feature is disabled.

Prerequisites

To perform a compliance check for a storage policy, associate the policy with at least one virtual machine or
virtual disk.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles > VM Storage Policies.

2 Double-click a storage policy.

3 Click the Monitor tab, and click VMs and Virtual Disks.

4 Click Trigger VM Storage Policy Compliance Check.

The Compliance Status column shows the storage compliance status for virtual machines and their
policies.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that are
required by the policy.

Noncompliant The datastore supports specified storage requirements, but cannot currently satisfy the
virtual machine storage policy. For example, the status might become Not Compliant when
physical resources that back up the datastore are unavailable or exhausted. You can bring the
datastore into compliance by making changes in the physical configuration, for example, by
adding hosts or disks to the cluster. If additional resources satisfy the virtual machine storage
policy, the status changes to Compliant.

Out of Date The status indicates that the policy has been edited, but the new requirements have not been
communicated to the datastore where the virtual machine objects reside. To communicate the
changes, reapply the policy to the objects that are out of date.

Not Applicable This storage policy references datastore capabilities that are not supported by the datastore
where the virtual machine resides.
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What to do next

When you cannot bring the noncompliant datastore into compliance, migrate the files or virtual disks to a
compatible datastore. See “Find Compatible Storage Resource for Noncompliant Virtual Machine,” on
page 237.

If the status is Out of Date, reapply the policy to the objects. See “Reapply Virtual Machine Storage Policy,”
on page 238.

Check Compliance for a VM Storage Policy
You can check whether a virtual machine uses a datastore that is compatible with the storage requirements
specified in the VM storage policy.

Prerequisites

Verify that the virtual machine has a storage policy that is associated with it.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 From the right-click menu, select VM Policies > Check VM Storage Policy Compliance.

The system verifies the compliance.

3 Click the Summary tab for the virtual machine.

4 View the compliance status in the VM Storage Policies pane.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that are
required by the policy.

Noncompliant The datastore supports specified storage requirements, but cannot currently satisfy the
virtual machine storage policy. For example, the status might become Not Compliant when
physical resources that back up the datastore are unavailable or exhausted. You can bring the
datastore into compliance by making changes in the physical configuration, for example, by
adding hosts or disks to the cluster. If additional resources satisfy the virtual machine storage
policy, the status changes to Compliant.

Out of Date The status indicates that the policy has been edited, but the new requirements have not been
communicated to the datastore where the virtual machine objects reside. To communicate the
changes, reapply the policy to the objects that are out of date.

Not Applicable This storage policy references datastore capabilities that are not supported by the datastore
where the virtual machine resides.

What to do next

When you cannot bring the noncompliant datastore into compliance, migrate the files or virtual disks to a
compatible datastore. See “Find Compatible Storage Resource for Noncompliant Virtual Machine,” on
page 237.

If the status is Out of Date, reapply the policy to the objects. See “Reapply Virtual Machine Storage Policy,”
on page 238.

Find Compatible Storage Resource for Noncompliant Virtual Machine
Determine which datastore is compatible with the storage policy that is associated with your virtual
machine.

Occasionally, a storage policy that is assigned to a virtual machine can be in the noncompliant status. This
status indicates that the virtual machine or its disks use datastores that are incompatible with the policy.
You can migrate the virtual machine files and virtual disks to compatible datastores.
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Use this task to determine which datastores satisfy the requirements of the policy.

Prerequisites

Verify that the VM Storage Policy Compliance field on the virtual machine Summary tab displays the Not
Compliant status.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Click the Summary tab.

The VM Storage Policy Compliance panel on the VM Storage Policies pane shows the Not Compliant
status.

3 Click the policy link in the VM Storage Policies panel.

4 Click the Monitor tab and click VMs and Virtual Disks to determine which virtual machine files are
noncompliant.

5 Click Storage Compatibility.

The list of datastores that match the requirements of the policy appears.

What to do next

You can migrate the virtual machine or its disks to one of the datastores in the list.

Reapply Virtual Machine Storage Policy
After you edit a storage policy that is already associated with a virtual machine object, you must reapply the
policy. By reapplying the policy, you communicate new storage requirements to the datastore where the
virtual machine object resides.

Prerequisites

The compliance status for a virtual machine is Out of Date. The status indicates that the policy has been
edited, but the new requirements have not been communicated to the datastore.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Click the Manage tab and click Policies.

3 Verify that the compliance status is Out of Date.

4 Click the Reapply VM Storage Policy icon.

5 View the compliance status in the VM Storage Policies pane.

Compliance Status Description

Compliant The datastore that the virtual machine or virtual disk uses has the storage capabilities that the
policy requires.

Noncompliant The datastore that the virtual machine or virtual disk uses does not have the storage
capabilities that the policy requires. You can migrate the virtual machine files and virtual
disks to compliant datastores.
When you cannot bring the noncompliant datastore into compliance, migrate the files or
virtual disks to a compatible datastore. See “Find Compatible Storage Resource for
Noncompliant Virtual Machine,” on page 237.

Not Applicable This storage service level references datastore capabilities that are not supported by the
datastore where the virtual machine resides.
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VMkernel and Storage 21
The VMkernel is a high-performance operating system that runs directly on the ESXi host. The VMkernel
manages most of the physical resources on the hardware, including memory, physical processors, storage,
and networking controllers.

To manage storage, VMkernel has a storage subsystem that supports several Host Bus Adapters (HBAs)
including parallel SCSI, SAS, Fibre Channel, FCoE, and iSCSI. These HBAs connect a wide variety of active-
active, active-passive, and ALUA storage arrays that are certified for use with the VMkernel. See the vSphere
Compatibility Guide for a list of the supported HBAs and storage arrays.

The primary file system that the VMkernel uses is the VMware Virtual Machine File System (VMFS). VMFS
is a cluster file system designed and optimized to support large files such as virtual disks and swap files.
The VMkernel also supports the storage of virtual disks on NFS file systems.

The storage I/O path provides virtual machines with access to storage devices through device emulation.
This device emulation allows a virtual machine to access files on a VMFS or NFS file system as if they were
SCSI devices. The VMkernel provides storage virtualization functions such as the scheduling of I/O requests
from multiple virtual machines and multipathing.

In addition, VMkernel offers several Storage APIs that enable storage partners to integrate and optimize
their products for vSphere.

The following graphic illustrates the basics of the VMkernel core, with special attention to the storage stack.
Storage-related modules reside between the logical device I/O scheduler and the adapter I/O scheduler
layers.

VMware, Inc.  239



Figure 21‑1.  VMkernel and Storage
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Storage APIs
Storage APIs is a family of APIs used by third-party hardware, software, and storage providers to develop
components that enhance several vSphere features and solutions.

This publication describes the following sets of Storage APIs and explains how they contribute to your
storage environment. For information about other APIs from this family, including Storage API - Data
Protection and Storage API - Site Recovery Manager, see the VMware Web site.

n Storage APIs - Multipathing, also known as the Pluggable Storage Architecture (PSA). PSA is a
collection of VMkernel APIs that allows storage partners to enable and certify their arrays
asynchronous to ESXi release schedules, as well as deliver performance-enhancing, multipathing and
load-balancing behaviors that are optimized for each array. For more information, see “Managing
Multiple Paths,” on page 186.

n Storage APIs - Array Integration, formerly known as VAAI, include the following APIs:

n Hardware Acceleration APIs. Allows arrays to integrate with vSphere to transparently offload
certain storage operations to the array. This integration significantly reduces CPU overhead on the
host. See Chapter 22, “Storage Hardware Acceleration,” on page 243.
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n Array Thin Provisioning APIs. Help to monitor space use on thin-provisioned storage arrays to
prevent out-of-space conditions, and to perform space reclamation. See “Array Thin Provisioning
and VMFS Datastores,” on page 257.

n Storage APIs - Storage Awareness. These vCenter Server-based APIs enable storage arrays to inform the
vCenter Server about their configurations, capabilities, and storage health and events. See Chapter 24,
“Using Storage Providers,” on page 261.
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Storage Hardware Acceleration 22
The hardware acceleration functionality enables the ESXi host to integrate with compliant storage arrays
and offload specific virtual machine and storage management operations to storage hardware. With the
storage hardware assistance, your host performs these operations faster and consumes less CPU, memory,
and storage fabric bandwidth.

The hardware acceleration is supported by block storage devices, Fibre Channel and iSCSI, and NAS
devices.

For additional details, see the VMware knowledge base article at http://kb.vmware.com/kb/1021976.

This chapter includes the following topics:

n “Hardware Acceleration Benefits,” on page 243

n “Hardware Acceleration Requirements,” on page 244

n “Hardware Acceleration Support Status,” on page 244

n “Hardware Acceleration for Block Storage Devices,” on page 244

n “Hardware Acceleration on NAS Devices,” on page 249

n “Hardware Acceleration Considerations,” on page 251

Hardware Acceleration Benefits
When the hardware acceleration functionality is supported, the host can get hardware assistance and
perform several tasks faster and more efficiently.

The host can get assistance with the following activities:

n Migrating virtual machines with Storage vMotion

n Deploying virtual machines from templates

n Cloning virtual machines or templates

n VMFS clustered locking and metadata operations for virtual machine files

n Provisioning thick virtual disks

n Creating fault-tolerant virtual machines

n Creating and cloning thick disks on NFS datastores
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Hardware Acceleration Requirements
The hardware acceleration functionality works only if you use an appropriate host and storage array
combination.

Table 22‑1.  Hardware Acceleration Storage Requirements

ESXi Block Storage Devices NAS Devices

ESXi version 6.0 Support T10 SCSI standard, or block
storage plug-ins for array integration
(VAAI)

Support NAS plug-ins for array
integration
NOTE   NFS 4.1 does not support
hardware acceleration.

NOTE   If your SAN or NAS storage fabric uses an intermediate appliance in front of a storage system that
supports hardware acceleration, the intermediate appliance must also support hardware acceleration and be
properly certified. The intermediate appliance might be a storage virtualization appliance, I/O acceleration
appliance, encryption appliance, and so on.

Hardware Acceleration Support Status
For each storage device and datastore, the vSphere Web Client display the hardware acceleration support
status.

The status values are Unknown, Supported, and Not Supported. The initial value is Unknown.

For block devices, the status changes to Supported after the host successfully performs the offload
operation. If the offload operation fails, the status changes to Not Supported. The status remains Unknown
if the device provides partial hardware acceleration support.

With NAS, the status becomes Supported when the storage can perform at least one hardware offload
operation.

When storage devices do not support or provide partial support for the host operations, your host reverts to
its native methods to perform unsupported operations.

Hardware Acceleration for Block Storage Devices
With hardware acceleration, your host can integrate with block storage devices, Fibre Channel or iSCSI, and
use certain storage array operations.

ESXi hardware acceleration supports the following array operations:

n Full copy, also called clone blocks or copy offload. Enables the storage arrays to make full copies of data
within the array without having the host read and write the data. This operation reduces the time and
network load when cloning virtual machines, provisioning from a template, or migrating with vMotion.

n Block zeroing, also called write same. Enables storage arrays to zero out a large number of blocks to
provide newly allocated storage, free of previously written data. This operation reduces the time and
network load when creating virtual machines and formatting virtual disks.

n Hardware assisted locking, also called atomic test and set (ATS). Supports discrete virtual machine
locking without use of SCSI reservations. This operation allows disk locking per sector, instead of the
entire LUN as with SCSI reservations.

Check with your vendor for the hardware acceleration support. Certain storage arrays require that you
activate the support on the storage side.

On your host, the hardware acceleration is enabled by default. If your storage does not support the
hardware acceleration, you can disable it.

vSphere Storage

244  VMware, Inc.



In addition to hardware acceleration support, ESXi includes support for array thin provisioning. For
information, see “Array Thin Provisioning and VMFS Datastores,” on page 257.

Disable Hardware Acceleration for Block Storage Devices
On your host, the hardware acceleration for block storage devices is enabled by default. You can use the
vSphere Web Client advanced settings to disable the hardware acceleration operations.

As with any advanced settings, before you disable the hardware acceleration, consult with the VMware
support team.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab, and click Settings.

3 Under System, click Advanced System Settings.

4 Change the value for any of the options to 0 (disabled):

n VMFS3.HardwareAcceleratedLocking

n DataMover.HardwareAcceleratedMove

n DataMover.HardwareAcceleratedInit

Managing Hardware Acceleration on Block Storage Devices
To integrate with the block storage arrays and to benefit from the array hardware operations, vSphere uses
the ESXi extensions referred to as Storage APIs - Array Integration, formerly called VAAI.

In the vSphere 5.x and later releases, these extensions are implemented as the T10 SCSI based commands. As
a result, with the devices that support the T10 SCSI standard, your ESXi host can communicate directly and
does not require the VAAI plug-ins.

If the device does not support T10 SCSI or provides partial support, ESXi reverts to using the VAAI plug-
ins, installed on your host, or uses a combination of the T10 SCSI commands and plug-ins. The VAAI plug-
ins are vendor-specific and can be either VMware or partner developed. To manage the VAAI capable
device, your host attaches the VAAI filter and vendor-specific VAAI plug-in to the device.

For information about whether your storage requires VAAI plug-ins or supports hardware acceleration
through T10 SCSI commands, see the VMware Compatibility Guide or check with your storage vendor.

You can use several esxcli commands to query storage devices for the hardware acceleration support
information. For the devices that require the VAAI plug-ins, the claim rule commands are also available. For
information about esxcli commands, see Getting Started with vSphere Command-Line Interfaces.

Display Hardware Acceleration Plug-Ins and Filter
To communicate with the devices that do not support the T10 SCSI standard, your host uses a combination
of a single VAAI filter and a vendor-specific VAAI plug-in. Use the esxcli command to view the hardware
acceleration filter and plug-ins currently loaded into your system.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.
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Procedure

u Run the esxcli --server=server_name storage core plugin list --plugin-class=value command.

For value, enter one of the following options:

n Type VAAI to display plug-ins.

The output of this command is similar to the following example:

#esxcli --server=server_name storage core plugin list --plugin-class=VAAI

Plugin name         Plugin class

VMW_VAAIP_EQL       VAAI

VMW_VAAIP_NETAPP    VAAI

VMW_VAAIP_CX        VAAI

n Type Filter to display the Filter.

The output of this command is similar to the following example:

esxcli --server=server_name storage core plugin list --plugin-class=Filter

Plugin name  Plugin class 

VAAI_FILTER  Filter

Verify Hardware Acceleration Support Status
Use the esxcli command to verify the hardware acceleration support status of a particular storage device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device list -d=device_ID command.

The output shows the hardware acceleration, or VAAI, status that can be unknown, supported, or
unsupported.

# esxcli --server=server_name storage core device list -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 Display Name: XXXX Fibre Channel Disk(naa.XXXXXXXXXXXX4c)

 Size: 20480

 Device Type: Direct-Access

 Multipath Plugin: NMP

 XXXXXXXXXXXXXXXX

 Attached Filters: VAAI_FILTER

 VAAI Status: supported

 XXXXXXXXXXXXXXXX

Verify Hardware Acceleration Support Details
Use the esxcli command to query the block storage device about the hardware acceleration support the
device provides.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.
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Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device vaai status get -d=device_ID
command.

If the device is managed by a VAAI plug-in, the output shows the name of the plug-in attached to the
device. The output also shows the support status for each T10 SCSI based primitive, if available. Output
appears in the following example:

# esxcli --server=server_name storage core device vaai status get -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 VAAI Plugin Name: VMW_VAAIP_SYMM

 ATS Status: supported

 Clone Status: supported

 Zero Status: supported

 Delete Status: unsupported

List Hardware Acceleration Claim Rules
Each block storage device managed by a VAAI plug-in needs two claim rules, one that specifies the
hardware acceleration filter and another that specifies the hardware acceleration plug-in for the device. You
can use the esxcli commands to list the hardware acceleration filter and plug-in claim rules.

Procedure

1 To list the filter claim rules, run the
esxcli --server=server_name storage core claimrule list --claimrule-class=Filter command.

In this example, the filter claim rules specify devices that should be claimed by the VAAI_FILTER filter.

# esxcli --server=server_name storage core claimrule list --claimrule-class=Filter

Rule Class   Rule   Class   Type   Plugin      Matches

Filter       65430  runtime vendor VAAI_FILTER vendor=EMC model=SYMMETRIX

Filter       65430  file    vendor VAAI_FILTER vendor=EMC model=SYMMETRIX

Filter       65431  runtime vendor VAAI_FILTER vendor=DGC model=*

Filter       65431  file    vendor VAAI_FILTER vendor=DGC model=*

2 To list the VAAI plug-in claim rules, run the
esxcli --server=server_name storage core claimrule list --claimrule-class=VAAI command.

In this example, the VAAI claim rules specify devices that should be claimed by a particular VAAI
plug-in.

esxcli --server=server_name storage core claimrule list --claimrule-class=VAAI

Rule Class   Rule   Class   Type    Plugin         Matches

VAAI         65430  runtime vendor  VMW_VAAIP_SYMM vendor=EMC model=SYMMETRIX

VAAI         65430  file    vendor  VMW_VAAIP_SYMM vendor=EMC model=SYMMETRIX

VAAI         65431  runtime vendor  VMW_VAAIP_CX   vendor=DGC model=*

VAAI         65431  file    vendor  VMW_VAAIP_CX   vendor=DGC model=*
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Add Hardware Acceleration Claim Rules
To configure hardware acceleration for a new array, you need to add two claim rules, one for the VAAI filter
and another for the VAAI plug-in. For the new claim rules to be active, you first define the rules and then
load them into your system.

This procedure is for those block storage devices that do not support T10 SCSI commands and instead use
the VAAI plug-ins.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Define a new claim rule for the VAAI filter by running the
esxcli --server=server_name storage core claimrule add --claimrule-class=Filter --

plugin=VAAI_FILTER command.

2 Define a new claim rule for the VAAI plug-in by running the
esxcli --server=server_name storage core claimrule add --claimrule-class=VAAI command.

3 Load both claim rules by running the following commands:

esxcli --server=server_name storage core claimrule load --claimrule-class=Filter

esxcli --server=server_name storage core claimrule load --claimrule-class=VAAI

4 Run the VAAI filter claim rule by running the
esxcli --server=server_name storage core claimrule run --claimrule-class=Filter command.

NOTE   Only the Filter-class rules need to be run. When the VAAI filter claims a device, it automatically
finds the proper VAAI plug-in to attach.

Example: Defining Hardware Acceleration Claim Rules

This example shows how to configure hardware acceleration for IBM arrays using the VMW_VAAIP_T10
plug-in. Use the following sequence of commands. For information about the options that the command
takes, see “Add Multipathing Claim Rules,” on page 195.

# esxcli --server=server_name storage core claimrule add --claimrule-class=Filter --

plugin=VAAI_FILTER --type=vendor --vendor=IBM --autoassign

# esxcli --server=server_name storage core claimrule add --claimrule-class=VAAI --

plugin=VMW_VAAIP_T10 --type=vendor --vendor=IBM --autoassign

# esxcli --server=server_name storage core claimrule load --claimrule-class=Filter

# esxcli --server=server_name storage core claimrule load --claimrule-class=VAAI

# esxcli --server=server_name storage core claimrule run --claimrule-class=Filter

vSphere Storage

248  VMware, Inc.



Delete Hardware Acceleration Claim Rules
Use the esxcli command to delete existing hardware acceleration claim rules.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the following commands:

esxcli --server=server_name storage core claimrule remove -r claimrule_ID --claimrule-

class=Filter

esxcli --server=server_name storage core claimrule remove -r claimrule_ID --claimrule-

class=VAAI

Hardware Acceleration on NAS Devices
Hardware acceleration allows ESXi hosts to integrate with NAS devices and use several hardware
operations that NAS storage provides. Hardware acceleration uses VMware vSphere Storage APIs for Array
Integration (VAAI) to enable communication between the hosts and storage devices.

The APIs define a set of storage primitives that enable the host to offload certain storage operations to the
array. The following list shows the supported NAS operations:

n Full File Clone. Enables NAS device to clone virtual disk files. This operation is similar to the VMFS
block cloning, except that NAS devices clone entire files instead of file segments.

n Reserve Space. Enables storage arrays to allocate space for a virtual disk file in thick format.

Typically, when you create a virtual disk on an NFS datastore, the NAS server determines the allocation
policy. The default allocation policy on most NAS servers is thin and does not guarantee backing
storage to the file. However, the reserve space operation can instruct the NAS device to use vendor-
specific mechanisms to reserve space for a virtual disk. As a result, you can create thick virtual disks on
the NFS datastore.

n Native Snapshot Support. Allows creation of virtual machine snapshots to be offloaded to the array.

n Extended Statistics. Enables visibility to space usage on NAS devices and is useful for Thin
Provisioning.

With NAS storage devices, the hardware acceleration integration is implemented through vendor-specific
NAS plug-ins. These plug-ins are typically created by vendors and are distributed as VIB packages through
a web page. No claim rules are required for the NAS plug-ins to function.

There are several tools available for installing and upgrading VIB packages. They include the esxcli
commands and vSphere Update Manager. For more information, see the vSphere Upgrade and Installing and
Administering VMware vSphere Update Manager documentation.

Install NAS Plug-In
Install vendor-distributed hardware acceleration NAS plug-ins on your host.

This topic provides an example for a VIB package installation using the esxcli command. For more details,
see the vSphere Upgrade documentation.
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In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Place your host into the maintenance mode.

2 Set the host acceptance level:

esxcli --server=server_name software acceptance set --level=value

The command controls which VIB package is allowed on the host. The value can be one of the following:

n VMwareCertified

n VMwareAccepted

n PartnerSupported

n CommunitySupported

3 Install the VIB package:

esxcli --server=server_name software vib install -v|--viburl=URL

The URL specifies the URL to the VIB package to install. http:, https:, ftp:, and file: are supported.

4 Verify that the plug-in is installed:

esxcli --server=server_name software vib list

5 Reboot your host for the installation to take effect.

Uninstall NAS Plug-Ins
To uninstall a NAS plug-in, remove the VIB package from your host.

This topic discusses how to uninstall a VIB package using the esxcli command. For more details, see the
vSphere Upgrade documentation.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Uninstall the plug-in:

esxcli --server=server_name software vib remove -n|--vibname=name

The name is the name of the VIB package to remove.

2 Verify that the plug-in is removed:

esxcli --server=server_name software vib list

3 Reboot your host for the change to take effect.
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Update NAS Plug-Ins
Upgrade hardware acceleration NAS plug-ins on your host when a storage vendor releases a new plug-in
version.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

This topic discusses how to update a VIB package using the esxcli command. For more details, see the
vSphere Upgrade documentation.

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Upgrade to a new plug-in version:

esxcli --server=server_name software vib update -v|--viburl=URL

The URL specifies the URL to the VIB package to update. http:, https:, ftp:, and file: are supported.

2 Verify that the correct version is installed:

esxcli --server=server_name software vib list

3 Reboot the host.

Verify Hardware Acceleration Status for NAS
In addition to the client, you can use the esxcli command to verify the hardware acceleration status of the
NAS device.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage nfs list command.

The Hardware Acceleration column in the output shows the status.

Hardware Acceleration Considerations
When you use the hardware acceleration functionality, certain considerations apply.

Several reasons might cause a hardware-accelerated operation to fail.

For any primitive that the array does not implement, the array returns an error. The error triggers the ESXi
host to attempt the operation using its native methods.

The VMFS data mover does not leverage hardware offloads and instead uses software data movement when
one of the following occurs:

n The source and destination VMFS datastores have different block sizes.
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n The source file type is RDM and the destination file type is non-RDM (regular file).

n The source VMDK type is eagerzeroedthick and the destination VMDK type is thin.

n The source or destination VMDK is in sparse or hosted format.

n The source virtual machine has a snapshot.

n The logical address and transfer length in the requested operation are not aligned to the minimum
alignment required by the storage device. All datastores created with the vSphere Web Client are
aligned automatically.

n The VMFS has multiple LUNs or extents, and they are on different arrays.

Hardware cloning between arrays, even within the same VMFS datastore, does not work.
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Storage Thick and Thin Provisioning 23
vSphere supports two models of storage provisioning, thick provisioning and thin provisioning.

Thick provisioning It is a traditional model of storage provisioning. With thick provisioning,
large amount of storage space is provided in advance in anticipation of
future storage needs. However, the space might remain unused causing
underutilization of storage capacity.

Thin provisioning This method contrast with thick provisioning and helps you eliminate
storage underutilization problems by allocating storage space in a flexible
on-demand manner. With ESXi, you can use two models of thin
provisioning, array-level and virtual disk-level.

This chapter includes the following topics:

n “Storage Over-Subscription,” on page 253

n “Virtual Disk Thin Provisioning,” on page 253

n “Array Thin Provisioning and VMFS Datastores,” on page 257

Storage Over-Subscription
Thin provisioning allows you to report more virtual storage space than there is real physical capacity. This
discrepancy can lead to storage over-subscription, also called over-provisioning.

When you use thin provisioning, you should monitor actual storage usage to avoid conditions when you
run out of physical storage space.

Virtual Disk Thin Provisioning
When you create a virtual machine, a certain amount of storage space on a datastore is provisioned to
virtual disk files.

By default, ESXi offers a traditional storage provisioning method for virtual machines. With this method,
you first estimate how much storage the virtual machine will need for its entire life cycle. You then
provision a fixed amount of storage space to its virtual disk in advance, for example, 40GB, and have the
entire provisioned space committed to the virtual disk. A virtual disk that immediately occupies the entire
provisioned space is a thick disk.

ESXi supports thin provisioning for virtual disks. With the disk-level thin provisioning feature, you can
create virtual disks in a thin format. For a thin virtual disk, ESXi provisions the entire space required for the
disk’s current and future activities, for example 40GB. However, the thin disk uses only as much storage
space as the disk needs for its initial operations. In this example, the thin-provisioned disk occupies only
20GB of storage. As the disk requires more space, it can grow into its entire 40GB provisioned space.
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Figure 23‑1.  Thick and thin virtual disks

VM 2VM 1

40GB

40GB 40GB
80GB

20GB

THICK THIN

virtual disks

provisioned
capacity

datastore

used
capacity

20GB

40GB

About Virtual Disk Provisioning Policies
When you perform certain virtual machine management operations, such as creating a virtual disk, cloning
a virtual machine to a template, or migrating a virtual machine, you can specify a provisioning policy for the
virtual disk file.

NFS datastores with Hardware Acceleration and VMFS datastores support the following disk provisioning
policies. On NFS datastores that do not support Hardware Acceleration, only thin format is available.

You can use Storage vMotion or cross-host Storage vMotion to transform virtual disks from one format to
another.

Thick Provision Lazy
Zeroed

Creates a virtual disk in a default thick format. Space required for the virtual
disk is allocated when the disk is created. Data remaining on the physical
device is not erased during creation, but is zeroed out on demand at a later
time on first write from the virtual machine. Virtual machines do not read
stale data from the physical device.

Thick Provision Eager
Zeroed

A type of thick virtual disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time. In
contrast to the thick provision lazy zeroed format, the data remaining on the
physical device is zeroed out when the virtual disk is created. It might take
longer to create virtual disks in this format than to create other types of
disks.

Thin Provision Use this format to save storage space. For the thin disk, you provision as
much datastore space as the disk would require based on the value that you
enter for the virtual disk size. However, the thin disk starts small and at first,
uses only as much datastore space as the disk needs for its initial operations.
If the thin disk needs more space later, it can grow to its maximum capacity
and occupy the entire datastore space provisioned to it.
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Thin provisioning is the fastest method to create a virtual disk because it
creates a disk with just the header information. It does not allocate or zero
out storage blocks. Storage blocks are allocated and zeroed out when they
are first accessed.

NOTE   If a virtual disk supports clustering solutions such as Fault Tolerance,
do not make the disk thin.

You can manually inflate the thin disk, so that it occupies the entire
provisioned space. If physical storage space is exhausted and the thin
provisioned disk cannot grow, the virtual machine becomes unusable.

Create Thin Provisioned Virtual Disks
To save storage space, you can create a virtual disk in thin provisioned format. The thin provisioned virtual
disk starts small and grows as more disk space is required. You can create thin disks only on the datastores
that support disk-level thin provisioning.

This procedure assumes that you are creating a new virtual machine. For information, see the vSphere Virtual
Machine Administration documentation.

Procedure

1 Right-click any inventory object that is a valid parent object of a virtual machine, such as a data center,
folder, cluster, resource pool, or host, and select New Virtual Machine.

2 Select Create a new virtual machine and click Next.

3 Follow the steps required to create a virtual machine.

4 On the Customize Hardware page, click the Virtual Hardware tab.

5 Click the New Hard Disk triangle to expand the hard disk options.

6 (Optional) Adjust the default disk size.

With a thin virtual disk, the disk size value shows how much space is provisioned and guaranteed to
the disk. At the beginning, the virtual disk might not use the entire provisioned space and the actual
storage usage value could be less than the size of the virtual disk.

7 Select Thin Provision for Disk Provisioning.

8 Finish virtual machine creation.

You created a virtual machine with a disk in thin format.

What to do next

If you created a virtual disk in the thin format, you can later inflate it to its full size.

View Virtual Machine Storage Resources
You can view how datastore storage space is allocated for your virtual machines.

Storage Usage shows how much datastore space is occupied by virtual machine files, including
configuration and log files, snapshots, virtual disks, and so on. When the virtual machine is running, the
used storage space also includes swap files.

For virtual machines with thin disks, the actual storage usage value might be less than the size of the virtual
disk.
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Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Double-click the virtual machine and click the Summary tab.

3 Review the storage usage information in the upper right area of the Summary tab.

Determine the Disk Format of a Virtual Machine
You can determine whether your virtual disk is in thick or thin format.

Procedure

1 In the vSphere Web Client, browse to the virtual machine.

2 Right-click the virtual machine and select Edit Settings.

3 Click the Virtual Hardware tab.

4 Click the Hard Disk triangle to expand the hard disk options.

The Type text box shows the format of your virtual disk.

What to do next

If your virtual disk is in the thin format, you can inflate it to its full size.

Inflate Thin Virtual Disks
If you created a virtual disk in the thin format, you can convert the thin disk to a virtual disk in thick
provision format.

You use the datastore browser to inflate the virtual disk.

Procedure

1 Navigate to the folder of the virtual disk you want to inflate.

a In the vSphere Web Client, browse to the virtual machine.

b Double-click the virtual machine to display its information.

c Click the Related Objects tab and click Datastores.

The datastore that stores the virtual machine files is listed.

d Select the datastore and click the Navigate to the datastore file browser icon.

The datastore browser displays contents of the datastore.

2 Open the virtual machine folder and browse to the virtual disk file that you want to convert.

The file has the .vmdk extension and is marked with the virtual disk ( ) icon.

3 Right-click the virtual disk file and select Inflate.

The inflated virtual disk occupies the entire datastore space originally provisioned to it.
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Handling Datastore Over-Subscription
Because the provisioned space for thin disks can be greater than the committed space, a datastore over-
subscription can occur, which results in the total provisioned space for the virtual machine disks on the
datastore being greater than the actual capacity.

Over-subscription can be possible because usually not all virtual machines with thin disks need the entire
provisioned datastore space simultaneously. However, if you want to avoid over-subscribing the datastore,
you can set up an alarm that notifies you when the provisioned space reaches a certain threshold.

For information on setting alarms, see the vCenter Server and Host Management documentation.

If your virtual machines require more space, the datastore space is allocated on a first come first served
basis. When the datastore runs out of space, you can add more physical storage and increase the datastore.

See “Increase VMFS Datastore Capacity,” on page 166.

Array Thin Provisioning and VMFS Datastores
You can use thin provisioned storage arrays with ESXi.

Traditional LUNs that arrays present to the ESXi host, are thick-provisioned. The entire physical space
needed to back each LUN is allocated in advance.

ESXi also supports thin-provisioned LUNs. When a LUN is thin-provisioned, the storage array reports the
LUN's logical size, which might be larger than the real physical capacity backing that LUN.

A VMFS datastore that you deploy on the thin-provisioned LUN can detect only the logical size of the LUN.
For example, if the array reports 2TB of storage while in reality the array provides only 1TB, the datastore
considers 2TB to be the LUN's size. As the datastore grows, it cannot determine whether the actual amount
of physical space is still sufficient for its needs.

However, when you use the Storage APIs - Array Integration, the host can integrate with physical storage
and become aware of underlying thin-provisioned LUNs and their space usage.

Using thin provision integration, your host can perform these tasks:

n Monitor the use of space on thin-provisioned LUNs to avoid running out of physical space. As your
datastore grows or if you use Storage vMotion to migrate virtual machines to a thin-provisioned LUN,
the host communicates with the LUN and warns you about breaches in physical space and about out-
of-space conditions.

n Inform the array about the datastore space that is freed when files are deleted or removed from the
datastore by Storage vMotion. The array can then reclaim the freed blocks of space.

NOTE   ESXi does not support enabling and disabling of thin provisioning on a storage device.

Requirements
To use the thin provision reporting feature, your host and storage array must meet the following
requirements:

n ESXi version 5.0 or later.

n Storage array has appropriate firmware that supports T10-based Storage APIs - Array Integration (Thin
Provisioning). For information, contact your storage provider and check the HCL.
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Space Usage Monitoring
The thin provision integration functionality helps you to monitor the space usage on thin-provisioned LUNs
and to avoid running out of space.

The following sample flow demonstrates how the ESXi host and the storage array interact to generate
breach of space and out-of-space warnings for a datastore with underlying thin-provisioned LUN. The same
mechanism applies when you use Storage vMotion to migrate virtual machines to the thin-provisioned
LUN.

1 Using storage-specific tools, your storage administrator provisions a thin LUN and sets a soft threshold
limit that, when reached, triggers an alert. This step is vendor-specific.

2 Using the vSphere Web Client, you create a VMFS datastore on the thin-provisioned LUN. The
datastore spans the entire logical size that the LUN reports.

3 As the space used by the datastore increases and reaches the specified soft threshold, the following
actions take place:
a The storage array reports the breach to your host.

b Your host triggers a warning alarm for the datastore.

You can contact the storage administrator to request more physical space or use Storage vMotion to
evacuate your virtual machines before the LUN runs out of capacity.

4 If no space is left to allocate to the thin-provisioned LUN, the following actions take place:
a The storage array reports out-of-space condition to your host.

CAUTION   In certain cases, when a LUN becomes full, it might go offline or get unmapped from the
host.

b The host pauses virtual machines and generates an out-of-space alarm.

You can resolve the permanent out-of-space condition by requesting more physical space from the
storage administrator.

Identify Thin-Provisioned Storage Devices
Use the esxcli command to verify whether a particular storage device is thin-provisioned.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Run the esxcli --server=server_name storage core device list -d=device_ID command.

The following thin provisioning status indicates that the storage device is thin-provisioned.

# esxcli --server=server_name storage core device list -d naa.XXXXXXXXXXXX4c

naa.XXXXXXXXXXXX4c

 Display Name: XXXX Fibre Channel Disk(naa.XXXXXXXXXXXX4c)

 Size: 20480

 Device Type: Direct-Access

 Multipath Plugin: NMP

 ---------------------
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 Thin Provisioning Status: yes

 Attached Filters: VAAI_FILTER

 VAAI Status: supported

 ---------------------

An unknown status indicates that a storage device is thick.

NOTE   Some storage systems present all devices as thin-provisioned no matter whether the devices are thin
or thick. Their thin provisioning status is always yes. For details, check with your storage vendor.

Reclaim Accumulated Storage Space
When VMFS datastores reside on thin-provisioned LUNs, you can use the esxcli command to reclaim
unused storage blocks.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

u Reclaim unused storage blocks on the VMFS5 datastore for the thin-provisioned device by running the
following command:

esxcli --server=server_name storage vmfs unmap --volume-label=volume_label|--volume-

uuid=volume_uuid --reclaim-unit=number

The command takes these options:

Option Description

-l|--volume-label=volume_label The label of the VMFS volume to unmap. This is a mandatory argument. If
you specify this argument, do not use -u|--volume-uuid=volume_uuid.

-u|--volume-uuid=volume_uuid The UUID of the VMFS volume to unmap. This is a mandatory argument.
If you specify this argument, do not use
-l|--volume-label=volume_label.

-n|--reclaim-unit=number Number of VMFS blocks to unmap per iteration. This is an optional
argument. If it is not specified, the command uses the default value of 200.

 

What to do next

IMPORTANT   For additional details, see the VMware knowledge base article at 
http://kb.vmware.com/kb/2014849.
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Using Storage Providers 24
A storage provider is a software component that is either offered by vSphere or is developed by a third
party through the vSphere APIs for Storage Awareness (VASA). Storage providers integrate with a variety
of storage entities that include external physical storage and storage abstractions, such as Virtual SAN and
Virtual Volumes.

Generally, vSphere uses storage providers to obtain information about storage topology, status, and storage
data services offered in your environment. This information appears in the vSphere Web Client. The
information helps you to make appropriate decision about virtual machine placement and to monitor your
storage environment.

The third-party storage provider is typically installed on the storage side and acts as a storage awareness
service in the vSphere environment.

To find out whether your storage supports the storage provider plug-ins, contact your storage vendor. If
your storage supports third-party storage providers, use the vSphere Web Client to register and manage
each storage provider component.

Built-in storage providers typically run on the ESXi hosts and do not require registration. For example, the
storage provider that supports Virtual SAN becomes registered automatically when you enable Virtual
SAN. For more information, see the Administering VMware Virtual SAN documentation.

This chapter includes the following topics:

n “Storage Providers and Storage Data Representation,” on page 262

n “Storage Provider Requirements and Considerations,” on page 262

n “Storage Status Reporting,” on page 263

n “Register Storage Providers,” on page 263

n “Securing Communication with Storage Providers,” on page 264

n “View Storage Provider Information,” on page 264

n “Unregister Storage Providers,” on page 264

n “Update Storage Providers,” on page 265
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Storage Providers and Storage Data Representation
vCenter Server and ESXi communicate with the storage provider to obtain information that the storage
provider collects from underlying physical and software-defined storage. vCenter Server can then display
the storage data in the vSphere Web Client.

Information that the storage provider supplies can be divided into the following categories:

n Storage data services and capabilities. This type of information is essential for such functionalities as
Virtual SAN and Virtual Volumes. The storage provider collects information about data services that
are offered by underlying storage entities.

You reference these data services when you define storage requirements for virtual machines and
virtual disks in a storage policy. Depending on your environment, the storage policy ensures
appropriate storage placement for a virtual machine or enables specific data services for virtual disks.
For details, see “Understanding Virtual Machine Storage Policies,” on page 226.

n Storage topology. Information about storage elements appears in storage reports. It includes such data
as storage arrays, array IDs, and so on.

This type of information can be helpful when you need to track virtual machine-to-storage relationships
and configuration, or to identify any changes in physical storage configuration.

For more information, see the vSphere Monitoring and Performance documentation.

n Storage status. This category includes reporting about status of various storage entities. It also includes
alarms and events for notifying about configuration changes.

This type of information can help you troubleshoot storage connectivity and performance problems. It
can also help you to correlate array-generated events and alarms to corresponding performance and
load changes on the array.

n Storage DRS information. For distributed resource scheduling (DRS) on block devices or file systems.
Storage providers supply additional information about storage system, so that decisions made by
Storage DRS are compatible with resource management decisions internal to the storage systems.

Storage Provider Requirements and Considerations
When you use the storage provider functionality, certain requirements and considerations apply.

Typically, vendors are responsible for supplying storage providers that integrate with vSphere. Storage
providers are implemented through VMware APIs for Storage Awareness (VASA). The VASA architecture
extends the Storage Monitoring Service (SMS), shipped with vSphere, and defines a set of functions that
vCenter Server and ESXi hosts can use to communicate with VASA Providers.

To use storage providers, follow these requirements:

n Make sure that every storage provider you use is certified by VMware and properly deployed. For
information about deploying the storage providers, contact your storage vendor or check the VMware
Compatibility Guide.

n Make sure that the storage provider is compatible with the vSphere version. See VMware Compatibility
Guide

When you use storage providers, the following considerations apply:

n Both block storage and file system storage devices can use storage providers.

n Storage providers can run anywhere, except vCenter Server. Typically, the third-party storage provider
runs on either the storage array service processor or on a standalone host.

n Multiple vCenter Servers can simultaneously connect to a single instance of a storage provider.
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n A single vCenter Server can simultaneously connect to multiple different storage providers. It is
possible to have a different storage provider for each type of physical storage device available to your
host.

Storage Status Reporting
If you use storage providers, the vCenter Server can collect status characteristics for physical storage devices
and display this information in the vSphere Web Client.

The status information includes events and alarms.

n Events indicate important changes in the storage configuration. Such changes might include creation
and deletion of a LUN, or a LUN becoming inaccessible due to LUN masking.

n Alarms indicate a change in storage system availability. For example, when you use profile-based
storage management, you can specify virtual machine storage requirements. When changes to
underlying storage occur that might violate the storage requirements of the virtual machine, an alarm
gets triggered.

For more information about events and alarms, see the vSphere Monitoring and Performance documentation.

Thin-provisioned LUNs have special reporting requirements. For information about space monitoring on
thin-provisioned LUNs, see “Array Thin Provisioning and VMFS Datastores,” on page 257.

Register Storage Providers
To establish a connection between vCenter Server and a storage provider, you must register the storage
provider. Make sure to register a separate storage provider for each host in a cluster.

NOTE   If you use Virtual SAN, the storage providers for Virtual SAN are registered and appear on the list of
storage providers automatically. Virtual SAN does not support manual registration of storage providers. See
the Administering VMware Virtual SAN documentation.

Prerequisites

Verify that the storage provider component is installed on the storage side and obtain its credentials from
your storage administrator.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 Click the Register a new storage provider icon.

4 Type connection information for the storage provider, including the name, URL, and credentials.

5 (Optional) To direct vCenter Server to the storage provider certificate, select the Use storage provider
certificate option and specify the certificate's location.

If you do not select this option, a thumbprint of the certificate is displayed. You can check the
thumbprint and approve it.

6 Click OK to complete the registration.

vCenter Server has registered the storage provider and established a secure SSL connection with it.
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Securing Communication with Storage Providers
To communicate with a storage provider, the vCenter Server uses a secure SSL connection. The SSL
authentication mechanism requires that both parties, the vCenter Server and the storage provider, exchange
SSL certificates and add them to their truststores.

The vCenter Server can add the storage provider certificate to its truststore as part of the storage provider
installation. If the certificate is not added during the installation, use one of the following methods to add it
when registering the storage provider:

n Direct the vCenter Server to the storage provider certificate. In the New Storage Provider dialog box,
select the Use storage provider certificate option and specify the certificate's location.

n Use a thumbprint of the storage provider certificate. If you do not direct the vCenter Server to use the
provider certificate, the certificate thumbprint is displayed. You can check the thumbprint and approve
it. The vCenter Server adds the certificate to the truststore and proceeds with the connection.

The storage provider adds the vCenter Server certificate to its truststore when the vCenter Server first
connects to the provider.

View Storage Provider Information
After you register a storage provider component with the vCenter Server, the Storage provider appears on
the storage providers list.

View general Storage provider information and details for each storage component.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 In the Storage Providers list, view the storage provider components registered with the vCenter Server.

The list shows general vendor information including the name, URL, and the time of the last view
refresh.

4 To display additional details, select a specific storage provider from the list.

The details include storage array vendors and array models that the provider supports.

NOTE   A single Storage provider can support storage arrays from multiple different vendors.

Unregister Storage Providers
Unregister storage providers that you do not need.

CAUTION   You cannot manually unregister storage providers supplied by VMware, such as Virtual SAN
storage providers.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 From the list of storage providers, select the one you want to unregister and click the Unregister the
storage provider icon.

vCenter Server terminates the connection and removes the storage provider from its configuration.
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Update Storage Providers
The vCenter Server periodically updates storage data in its database. The updates are partial and reflect
only those storage changes that storage providers communicate to the vCenter Server. When needed, you
can perform a full database synchronisation for the selected storage provider.

Procedure

1 Browse to vCenter Server in the vSphere Web Client navigator.

2 Click the Manage tab, and click Storage Providers.

3 From the list, select the storage provider that you want to synchronise with and click the Rescan the
storage provider icon.

The vSphere Web Client updates the storage data for the provider.
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Using vmkfstools 25
vmkfstools is one of the ESXi Shell commands for managing VMFS volumes and virtual disks. You can
perform many storage operations using the vmkfstools command. For example, you can create and manage
VMFS datastores on a physical partition, or manipulate virtual disk files, stored on VMFS or NFS datastores.

NOTE   After you make a change using the vmkfstools, the vSphere Web Client might not be updated
immediately. You need to use a refresh or rescan operation from the client.

For more information on the ESXi Shell, see Getting Started with vSphere Command-Line Interfaces.

This chapter includes the following topics:

n “vmkfstools Command Syntax,” on page 267

n “vmkfstools Options,” on page 268

vmkfstools Command Syntax
Generally, you do not need to log in as the root user to run the vmkfstools commands. However, some
commands, such as the file system commands, might require the root user login.

The vmkfstools command supports the following command syntax:

vmkfstools conn_options options target.

Target specifies a partition, device, or path to apply the command option to.

Table 25‑1.  vmkfstools command arguments

Argument Description

options One or more command-line options and associated arguments that you use to
specify the activity for vmkfstools to perform, for example, choosing the disk
format when creating a new virtual disk.
After entering the option, specify a target on which to perform the operation.
Target can indicate a partition, device, or path.

partition Specifies disk partitions. This argument uses a disk_ID:P format, where disk_ID
is the device ID returned by the storage array and P is an integer that represents
the partition number. The partition digit must be greater than zero (0) and
should correspond to a valid VMFS partition.
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Table 25‑1.  vmkfstools command arguments (Continued)

Argument Description

device Specifies devices or logical volumes. This argument uses a path name in the
ESXi device file system. The path name begins with /vmfs/devices, which is
the mount point of the device file system.
Use the following formats when you specify different types of devices:
n /vmfs/devices/disks for local or SAN-based disks.
n /vmfs/devices/lvm for ESXi logical volumes.
n /vmfs/devices/generic for generic SCSI devices.

path Specifies a VMFS file system or file. This argument is an absolute or relative
path that names a directory symbolic link, a raw device mapping, or a file
under /vmfs.
n To specify a VMFS file system, use this format:

/vmfs/volumes/file_system_UUID

or

/vmfs/volumes/file_system_label

n To specify a file on a VMFS datastore, use this format:

/vmfs/volumes/file_system_label|
file_system_UUID/[dir]/myDisk.vmdk

You do not need to enter the entire path if the current working directory is
the parent directory of myDisk.vmdk.

vmkfstools Options
The vmkfstools command has several options. Some of the options are suggested for advanced users only.

The long and single-letter forms of the options are equivalent. For example, the following commands are
identical.

vmkfstools --createfs vmfs5 --blocksize 1m disk_ID:P

vmkfstools -C vmfs5 -b 1m disk_ID:P

-v Suboption
The -v suboption indicates the verbosity level of the command output.

The format for this suboption is as follows:

-v --verbose number

You specify the number value as an integer from 1 through 10.

You can specify the -v suboption with any vmkfstools option. If the output of the option is not suitable for
use with the -v suboption, vmkfstools ignores -v.

NOTE   Because you can include the -v suboption in any vmkfstools command line, -v is not included as a
suboption in the option descriptions.
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File System Options
File system options allow you to create and manage VMFS datastores. These options do not apply to NFS.
You can perform many of these tasks through the vSphere Web Client.

Listing Attributes of a VMFS Volume
Use the vmkfstools command to list attributes of a VMFS volume.

-P --queryfs

      -h --humanreadable

When you use this option on any file or directory that resides on a VMFS volume, the option lists the
attributes of the specified volume. The listed attributes include the file system label, if any, the number of
extents comprising the specified VMFS volume, the UUID, and a listing of the device names where each
extent resides.

NOTE   If any device backing VMFS file system goes offline, the number of extents and available space
change accordingly.

You can specify the -h suboption with the -P option. If you do so, vmkfstools lists the capacity of the volume
in a more readable form, for example, 5k, 12.1M, or 2.1G.

Creating a VMFS Datastore
Use the vmkfstools command to create a VMFS datastore.

-C --createfs [vmfs5]

      -S --setfsname datastore

This option creates a VMFS5 datastore on the specified SCSI partition, such as disk_ID:P. The partition
becomes the file system's head partition.

NOTE   You cannot create a new VMFS3 datastore, but you can use existing VMFS3 datastores. Upgrade your
VMFS3 datastores to VMFS5.

You can specify the following suboptions with the -C option:

n -S --setfsname – Define the volume label of the VMFS datastore you are creating. Use this suboption
only in conjunction with the -C option. The label you specify can be up to 128 characters long and
cannot contain any leading or trailing blank spaces.

NOTE   vCenter Server supports the 80 character limit for all its entities. If a datastore name exceeds this
limit, the name gets shortened when you add this datastore to vCenter Server.

After you define a volume label, you can use it whenever you specify the VMFS datastore for the
vmkfstools command. The volume label appears in listings generated for the ls -l command and as a
symbolic link to the VMFS volume under the /vmfs/volumes directory.

To change the VMFS volume label, use the ln -sf command. Use the following as an example:

ln -sf /vmfs/volumes/UUID /vmfs/volumes/datastore

datastore is the new volume label to use for the UUID VMFS.

NOTE   If your host is registered with vCenter Server, any changes you make to the VMFS volume label
get overwritten by vCenter Server. This guarantees that the VMFS label is consistent across all vCenter
Server hosts.
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Example for Creating a VMFS File System
This example illustrates creating a new VMFS5 datastore named my_vmfs on the naa.ID:1 partition. The file
block size is 1MB.

vmkfstools -C vmfs5 -S my_vmfs /vmfs/devices/disks/naa.ID:1

Extending an Existing VMFS Volume
Use the vmkfstools command to add an extent to a VMFS volume.

-Z --spanfs span_partition head_partition

This option extends the VMFS file system with the specified head partition by spanning it across the
partition specified by span_partition. You must specify the full path name, for
example /vmfs/devices/disks/disk_ID:1. Each time you use this option, you extend a VMFS volume with a
new extent so that the volume spans multiple partitions.

CAUTION   When you run this option, you lose all data that previously existed on the SCSI device you
specified in span_partition .

Example for Extending a VMFS Volume
In this example, you extend the logical file system by allowing it to span to a new partition.

vmkfstools -Z /vmfs/devices/disks/naa.disk_ID_2:1 /vmfs/devices/disks/naa.disk_ID_1:1

The extended file system spans two partitions—naa.disk_ID_1:1 and naa.disk_ID_2:1. In this example,
naa.disk_ID_1:1 is the name of the head partition.

Growing an Existing Extent
Instead of adding a new extent to a VMFS datastore, you can grow an existing extent using the vmkfstools -
G command.

Use the following option to increase the size of a VMFS datastore after the underlying storage had its
capacity increased.

-G --growfs device device

This option grows an existing VMFS datastore or its extent. For example,

vmkfstools --growfs /vmfs/devices/disks/disk_ID:1 /vmfs/devices/disks/disk_ID:1

Upgrading a VMFS Datastore
If you use a VMFS3 datastore, you must upgrade it to VMFS5.

CAUTION   The upgrade is a one-way process. After you have converted a VMFS3 datastore to VMFS5, you
cannot revert it back.

When upgrading the datastore, use the following command: vmkfstools -T|--
upgradevmfs /vmfs/volumes/UUID

NOTE   All hosts accessing the datastore must support VMFS5 . If any ESX/ESXi host version 4.x or earlier is
using the VMFS3 datastore, the upgrade fails and the Mac address of the host that is actively using the
datastore is displayed.
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Virtual Disk Options
Virtual disk options allow you to set up, migrate, and manage virtual disks stored in VMFS and NFS file
systems. You can also perform most of these tasks through the vSphere Web Client.

Supported Disk Formats
When you create or clone a virtual disk, you can use the -d --diskformat suboption to specify the format for
the disk.

Choose from the following formats:

n zeroedthick (default) – Space required for the virtual disk is allocated during creation. Any data
remaining on the physical device is not erased during creation, but is zeroed out on demand at a later
time on first write from the virtual machine. The virtual machine does not read stale data from disk.

n eagerzeroedthick – Space required for the virtual disk is allocated at creation time. In contrast to
zeroedthick format, the data remaining on the physical device is zeroed out during creation. It might
take much longer to create disks in this format than to create other types of disks.

n thin – Thin-provisioned virtual disk. Unlike with the thick format, space required for the virtual disk is
not allocated during creation, but is supplied, zeroed out, on demand at a later time.

n rdm:device – Virtual compatibility mode raw disk mapping.

n rdmp:device – Physical compatibility mode (pass-through) raw disk mapping.

n 2gbsparse – A sparse disk with 2GB maximum extent size. You can use disks in this format with hosted
VMware products, such as VMware Fusion, Player, Server, or Workstation. However, you cannot
power on sparse disk on an ESXi host unless you first re-import the disk with vmkfstools in a
compatible format, such as thick or thin.

See “Migrate Virtual Machines Between Different VMware Products,” on page 273.

NFS Disk Formats

The only disk formats you can use for NFS are thin, thick, zeroedthick and 2gbsparse.

Thick, zeroedthick and thin formats usually behave the same because the NFS server and not the ESXi host
determines the allocation policy. The default allocation policy on most NFS servers is thin. However, on
NFS servers that support Storage APIs - Array Integration, you can create virtual disks in zeroedthick
format. The reserve space operation enables NFS servers to allocate and guarantee space.

For more information on array integration APIs, see Chapter 22, “Storage Hardware Acceleration,” on
page 243.

Creating a Virtual Disk
Use the vmkfstools command to create a virtual disk.

-c --createvirtualdisk size[kK|mM|gG]

      -a --adaptertype [buslogic|lsilogic|ide|lsisas|pvscsi] srcfile

      -d --diskformat [thin|zeroedthick|eagerzeroedthick]

This option creates a virtual disk at the specified path on a datastore. Specify the size of the virtual disk.
When you enter the value for size, you can indicate the unit type by adding a suffix of k (kilobytes), m
(megabytes), or g (gigabytes). The unit type is not case sensitive. vmkfstools interprets either k or K to mean
kilobytes. If you don’t specify a unit type, vmkfstools defaults to bytes.

You can specify the following suboptions with the -c option.

n -a specifies the controller that a virtual machine uses to communicate with the virtual disks. You can
choose between BusLogic, LSI Logic, IDE, LSI Logic SAS, and VMware Paravirtual SCSI.
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n -d specifies disk formats.

Example for Creating a Virtual Disk
This example illustrates creating a two-gigabyte virtual disk file named rh6.2.vmdk on the VMFS file system
named myVMFS. This file represents an empty virtual disk that virtual machines can access.

vmkfstools -c 2048m /vmfs/volumes/myVMFS/rh6.2.vmdk

Initializing a Virtual Disk
Use the vmkfstools command to initialize a virtual disk.

-w --writezeros

This option cleans the virtual disk by writing zeros over all its data. Depending on the size of your virtual
disk and the I/O bandwidth to the device hosting the virtual disk, completing this command might take a
long time.

CAUTION   When you use this command, you lose any existing data on the virtual disk.

Inflating a Thin Virtual Disk
Use the vmkfstools command to inflate a thin virtual disk.

-j --inflatedisk

This option converts a thin virtual disk to eagerzeroedthick, preserving all existing data. The option
allocates and zeroes out any blocks that are not already allocated.

Removing Zeroed Blocks
Use the vmkfstools command to convert any thin, zeroedthick, or eagerzeroedthick virtual disk to a thin
disk with zeroed blocks removed.

-K --punchzero

This option deallocates all zeroed out blocks and leaves only those blocks that were allocated previously
and contain valid data. The resulting virtual disk is in thin format.

Converting a Zeroedthick Virtual Disk to an Eagerzeroedthick Disk
Use the vmkfstools command to convert any zeroedthick virtual disk to an eagerzeroedthick disk.

-k --eagerzero

While performing the conversion, this option preserves any data on the virtual disk.

Deleting a Virtual Disk
This option deletes a virtual disk file at the specified path on the VMFS volume.

-U --deletevirtualdisk

Renaming a Virtual Disk
This option renames a virtual disk file at the specified path on the VMFS volume.

You must specify the original file name or file path oldName and the new file name or file path newName.

-E --renamevirtualdisk oldName newName
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Cloning a Virtual Disk or RDM
This option creates a copy of a virtual disk or raw disk you specify.

-i --clonevirtualdisk srcfile -d --diskformat [zeroedthick|thin|eagerzeroedthick|rdm:device|

rdmp:device|2gbsparse]

You can use the -d|--diskformat suboption to specify the disk format for the copy you create. A non-root
user is not allowed to clone a virtual disk or an RDM.

Example for Cloning a Virtual Disk
This example illustrates cloning the contents of a master virtual disk from the templates repository to a
virtual disk file named myOS.vmdk on the myVMFS file system.

vmkfstools -i /vmfs/volumes/myVMFS/templates/gold-master.vmdk /vmfs/volumes/myVMFS/myOS.vmdk

You can configure a virtual machine to use this virtual disk by adding lines to the virtual machine
configuration file, as in the following example:

scsi0:0.present = TRUE 

scsi0:0.fileName = /vmfs/volumes/myVMFS/myOS.vmdk

Migrate Virtual Machines Between DifferentVMware Products
Typically, you use VMware Converter to migrate virtual machines from other VMware products into your
ESXi system. However, you can use the vmkfstools -i command to import virtual disks in 2gbsparse
format into ESXi and then attach this disk to a new virtual machine you create in ESXi.

You must import the virtual disk first because you cannot power on disks in 2gbsparse format on the ESXi
host.

Procedure

1 Import a disk in 2gbsparse format into the ESXi host by running the following command. Make sure to
select the disk format compatible with ESXi.

vmkfstools -i <input> <output> -d <format>

2 Use the vSphere Web Client to attach the disk you imported to a virtual machine in ESXi.

For information, see the vSphere Virtual Machine Administration.

Extending a Virtual Disk
This option extends the size of a disk allocated to a virtual machine after the virtual machine has been
created.

-X --extendvirtualdisk newSize [kK|mM|gG]

You must power off the virtual machine that uses this disk file before you enter this command. You might
have to update the file system on the disk so the guest operating system can recognize and use the new size
of the disk and take advantage of the extra space.

NOTE   You cannot hot-extend virtual SATA disks, or any virtual disk if the capacity after extension is equal
to or greater than 2TB.

You specify the newSize parameter in kilobytes, megabytes, or gigabytes by adding a k (kilobytes), m
(megabytes), or g (gigabytes) suffix. The unit type is not case sensitive. vmkfstools interprets either k or K to
mean kilobytes. If you don’t specify a unit type, vmkfstools defaults to kilobytes.

The newSize parameter defines the entire new size, not just the increment you add to the disk.
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For example, to extend a 4g virtual disk by 1g, enter: vmkfstools -X 5g disk name.

You can extend the virtual disk to the eagerzeroedthick format by using the -d eagerzeroedthick option.

NOTE   Do not extend the base disk of a virtual machine that has snapshots associated with it. If you do, you
can no longer commit the snapshot or revert the base disk to its original size.

Upgrading Virtual Disks
This option converts the specified virtual disk file from ESX Server 2 format to the ESXi format.

-M --migratevirtualdisk

Creating a Virtual Compatibility Mode Raw Device Mapping
This option creates a Raw Device Mapping (RDM) file on a VMFS volume and maps a raw LUN to this file.
After this mapping is established, you can access the LUN as you would a normal VMFS virtual disk. The
file length of the mapping is the same as the size of the raw LUN it points to.

-r --createrdm device

When specifying the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

Example for Creating a Virtual Compatibility Mode RDM
In this example, you create an RDM file named my_rdm.vmdk and map the disk_ID raw disk to that file.

vmkfstools -r /vmfs/devices/disks/disk_ID my_rdm.vmdk

You can configure a virtual machine to use the my_rdm.vmdk mapping file by adding the following lines to
the virtual machine configuration file:

scsi0:0.present = TRUE 

scsi0:0.fileName = /vmfs/volumes/myVMFS/my_rdm.vmdk

Creating a Physical Compatibility Mode Raw Device Mapping
This option lets you map a pass-through raw device to a file on a VMFS volume. This mapping lets a virtual
machine bypass ESXi SCSI command filtering when accessing its virtual disk.This type of mapping is useful
when the virtual machine needs to send proprietary SCSI commands, for example, when SAN-aware
software runs on the virtual machine.

-z --createrdmpassthru device

After you establish this type of mapping, you can use it to access the raw disk just as you would any other
VMFS virtual disk.

When specifying the device parameter, use the following format:

/vmfs/devices/disks/disk_ID

Listing Attributes of an RDM
This option lets you list the attributes of a raw disk mapping.

-q --queryrdm

This option prints the name of the raw disk RDM. The option also prints other identification information,
like the disk ID, for the raw disk.
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Displaying Virtual Disk Geometry
This option gets information about the geometry of a virtual disk.

-g --geometry

The output is in the form: Geometry information C/H/S, where C represents the number of cylinders, H
represents the number of heads, and S represents the number of sectors.

NOTE   When you import virtual disks from hosted VMware products to the ESXi host, you might see a disk
geometry mismatch error message. A disk geometry mismatch might also be the cause of problems loading
a guest operating system or running a newly-created virtual machine.

Checking and Repairing Virtual Disks
Use this option to check or repair a virtual disk in case of an unclean shutdown.

-x , --fix [check|repair]

Checking Disk Chain for Consistency
With this option, you can check the entire disk chain. You can determine if any of the links in the chain are
corrupted or any invalid parent-child relationships exist.

-e --chainConsistent

Storage Device Options
Device options allows you to perform administrative task for physical storage devices.

Managing SCSI Reservations of LUNs
The -L option lets you reserve a SCSI LUN for exclusive use by the ESXi host, release a reservation so that
other hosts can access the LUN, and reset a reservation, forcing all reservations from the target to be
released.

-L --lock [reserve|release|lunreset|targetreset|busreset] device

CAUTION   Using the -L option can interrupt the operations of other servers on a SAN. Use the -L option only
when troubleshooting clustering setups.

Unless specifically advised by VMware, never use this option on a LUN hosting a VMFS volume.

You can specify the -L option in several ways:

n -L reserve – Reserves the specified LUN. After the reservation, only the server that reserved that LUN
can access it. If other servers attempt to access that LUN, a reservation error results.

n -L release – Releases the reservation on the specified LUN. Other servers can access the LUN again.

n -L lunreset – Resets the specified LUN by clearing any reservation on the LUN and making the LUN
available to all servers again. The reset does not affect any of the other LUNs on the device. If another
LUN on the device is reserved, it remains reserved.

n -L targetreset – Resets the entire target. The reset clears any reservations on all the LUNs associated
with that target and makes the LUNs available to all servers again.

n -L busreset – Resets all accessible targets on the bus. The reset clears any reservation on all the LUNs
accessible through the bus and makes them available to all servers again.
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When entering the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

Breaking Device Locks
The -B option allows you to forcibly break the device lock on a particular partition.

-B --breaklock device

When entering the device parameter, use the following format:

/vmfs/devices/disks/disk_ID:P

You can use this command when a host fails in the middle of a datastore operation, such as grow extent,
add extent, or resignaturing. When you issue this command, make sure that no other host is holding the
lock.
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Introduction
1.1 Software-Defined Storage
VMware’s Software-Defined Storage vision and strategy is to drive transformation through the hypervisor, 
bringing to storage the same operational efficiency that server virtualization brought to compute. 

As the abstraction layer between applications and available resources, the hypervisor can balance all IT resources 
– compute, memory, storage and networking – needed by an application. With server virtualization as the de-facto 
platform to run enterprise applications, VMware is uniquely positioned to deliver Software-Defined Storage 
utilizing the pervasiveness of this software tier.

By transitioning from the legacy storage model to Software-Defined Storage with VMware Virtual SAN™, 
customers will gain the following benefits: 

• Automation of storage class of service at scale: Provision virtual machines quickly across data center using a 
common control plane (SPBM) for automation. 

• Self-Service capabilities: Empower application administrators with cloud automation tool integration (VMware 
vRealize™ Automation™, PowerCLI, OpenStack).

• Simple change management using policies: Eliminate change management overhead and use policies to drive 
infrastructure changes. 

• Finer control of storage class of service: Match virtual machine storage requirements exactly as needed with 
class of service delivered per virtual machine. 

• Effective monitoring/troubleshooting with per virtual machine visibility: Gain visibility on individual virtual 
machine performance and storage consumption. 

• Safeguard existing investment: Use existing resources more efficiently with an operational model that 
eliminates inefficient static and rigid storage constructs. 

The goal of Software-Defined Storage is to introduce a new approach that enables a more efficient and flexible 
operational model for storage in virtual environments. This is accomplished in two ways:

• Abstracting the underlying hardware into logical pools of capacity that can be more flexibly consumed and 
managed in a virtual machine-centric fashion. This is analogous to the functions served by server and network 
virtualization, and VMware refers to this storage virtualization as the Virtual Data Plane.

• The abstraction of the Virtual Data Plane enables additional functions that an array may provide to be offered as 
data services for consumption on a per-virtual machine basis. Data Services can provide functionality such as 
compression, replication, snapshots, de-duplication, availability, migration and data mobility, performance 
capabilities, disaster recovery, and other capabilities. While the data services may be instantiated at any level of 
the infrastructure, the virtualized data plane allows for these services to be offered via policy on a per-VM basis.

• Implementing an automation layer that enables dynamic control and monitoring of storage services levels to 
individual virtual machines across heterogeneous devices – VMware refers to this as the Policy-Driven Control Plane.

Virtual Data Plane

Data Protection PerformanceMobility

Policy-driven Control Plane

x86 Servers SAN/NAS Cloud Object Storage

Virtual Data Services

Virtual Datastores

VM VM VM VM VM

Figure 1. Software-Defined Storage Conceptual Diagram
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1.1.1 Virtual Data Plane
The Virtual Data Plane is responsible for both, storing data and applying data services (snapshots, replication, 
caching, etc). While data services may be provided by a physical array or implemented in software, the virtual 
data plan abstracts the services and will present them to the policy-driven control plane for consumption and 
applies the resultant policy to the objects in the virtual datastore.

In today’s model, the data plane operates on rigid infrastructure-centric constructs (LUNs or storage volumes) 
that typically are static allocations of storage service levels (capacity, performance and data services), 
independently defined from applications.

In the VMware Software-Defined Storage model, the data plane is virtualized by abstracting physical hardware 
resources and aggregating them into logical pools of capacity (virtual datastores) that can be more flexibly 
consumed and managed. Additionally, to simplify the delivery of storage service levels for individual applications, 
the virtual data plane makes the virtual disk the fundamental unit of management around which all storage 
operations are controlled. As a result, exact combinations of data services can be instantiated and controlled 
independently for each virtual machines. 

For each virtual machine that is deployed, the data services offered can be applied individually: Each application 
can have its own unique storage service level and capabilities assigned to it at its time of creation. This allows for 
per-application storage policies, ensuring both simpler yet individualized management of applications without 
the requirement of mapping applications to broad infrastructure concepts like a physical datastore.

In the Software-Defined Storage environment, the storage infrastructure expresses the available capabilities 
(performance and data services) to the control plane to enable automated provisioning and dynamic control of 
storage services levels through programmatic APIs.

These storage services may come from many different locations: Directly from a storage array, from a software 
solution within VMware vSphere® itself, or from a third party location via API. These capabilities are given to the 
control plane for consumption and expression by policies. The ability to pull in multiple sources of data services and 
abstract them to a policy engine gives the administrator the ability to create unique policies for each virtual 
machine in accordance with their business requirements, consuming data services from different providers in each.

VMware’s implementation of the virtual data plane is delivered through VMware’s own Virtual SAN in the case of 
x-86 hyperconverged storage and vSphere Virtual Volumes™ in the case of external SAN/NAS arrays.

1.1.2 Policy-Driven Control Plane
In the VMware Software-Defined Storage model, the control plane acts as the bridge between applications and 
storage infrastructure. The control plane provides a standardized management framework for provisioning and 
consuming storage across all tiers, whether on external arrays, x86 server storage or cloud storage.

The Policy-Driven Control Plane is the management layer responsible for controlling and monitoring storage 
operations. In today’s model, the control plane is typically, tied to each storage device – each array is operated 
in a different way - and implements a “bottom-up” array-centric approach in which storage service levels are 
aggregated into physical tiers or “classes of services”, which are static pre-allocations of resources and data 
services tied to the infrastructure. 

Upon provisioning, an application is rigidly mapped to these pre-configured storage containers. These storage 
containers are rarely aligned to precise application boundaries, and their capabilities need to be defined broadly 
to encompass the requirements of a broad set of applications. 

This restricts the ability of a storage container to be focused specifically on the business requirements of an 
individual application. To circumvent this problem, storage administrators may be asked to create numerous 
purpose-built datastores, increasing the management overhead and complexity associated with storage.

Through Software-Defined Storage, the storage classes of service become logical entities controlled entirely by 
software and interpreted through policies. Defining and making adjustments to these policies enables automating 
the provisioning process at scale, while dynamically controlling individual service levels over individual virtual 
machines at any point in time. 
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This makes the Software-Defined Storage model able to more flexibly adapt to ongoing changes on specific 
application requirements. Policies become the control mechanism to automate the monitoring process and to 
ensure compliance of storage service levels throughout the lifecycle of the application.

The control plane is programmable via public APIs, used to consume and control policies via scripting and cloud 
automation tools, which in turn enable self-service consumption of storage to application tenants as well as a 
variety of external management frameworks.

VMware’s implementation of the policy-driven control plane is delivered through Storage Policy-Based 
Management (SPBM).

1.2 VMware Virtual SAN
Virtual SAN is a radically simple, hypervisor-converged storage solution for virtual machines. It delivers high 
performance, scale-out storage that is optimized for vSphere virtual infrastructure. 

It is an enterprise-class storage solution for any virtualized application, including business-critical workloads. 
Its seamless integration with vSphere and the entire VMware stack makes it the ideal storage platform for 
virtual machines.

Virtual SAN 6.0 can be configured as hybrid or all-flash storage. In a hybrid storage architecture, Virtual SAN 
pools server-attached capacity devices, in this case magnetic devices, and caching devices, typically SSDs, and 
PCI-e devices to create a distributed shared datastore that abstracts the storage hardware and provides a 
Software-Defined Storage tier for virtual machines. 

Virtual SAN Datastore

vSphere + Virtual SAN

VM VM VM VM VM VM VM VM

SSD HDD SSD HDD SSD HDD

Figure 2. VMware Virtual SAN

Flash-based devices (SSD or PCI-e) are utilized as a read cache to accelerate performance and capacity 
devices (HDDs) are used for data persistence.

Alternately, Virtual SAN 6.0 can be deployed as an all-flash storage architecture in which flash-based devices (SSD 
or PCI-e) are intelligently utilized only as a write cache while other flash-based devices provide high endurance for 
data persistence. This new implementation delivers extremely high performance in the range of 90K+ IOPS per 
host without compromising cost-effectiveness. 

The Virtual SAN all-flash architecture allows tiering of flash-based devices: a performance write-intensive, 
high-endurance caching tier for the writes and a read-intensive, durable cost-effective flash-based device tier 
for data persistence, thereby reducing the overall cost of an all-flash architecture.
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1.3 Configuration and Management
From setup to on-going management Virtual SAN is radically simple; it is embedded directly in the hypervisor 
and does not require any additional software to be installed – it can simply be enabled in a few clicks. 

Figure 3. Enable Virtual SAN

Managing Virtual SAN doesn’t require any specialized skillset as it can be managed end-to-end through the 
vSphere Web Client and vCenter Server instances, tools already familiar to any vSphere Administrator. It integrates 
with the entire VMware stack, including features like vMotion®, HA, Distributed Resource Scheduler™(DRS), etc. 

Virtual machine storage provisioning and day-to-day management of storage SLAs can all be controlled through 
VM-level policies that can be set and modified on-the-fly. Virtual SAN dynamically adapts to changes in workload 
conditions to ensure that each virtual machine has the storage resources it needs, as defined by its policy. 

This hypervisor integration and per-VM policy-driven approach automates manual storage tasks and makes 
management of storage in virtual environments easy and seamless.
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1.4 Hardware Characteristics
By virtue of being software-defined and delivered from the hypervisor, Virtual SAN is completely hardware-
independent and works with any x-86 vSphere compatible server allowing customers to continue leveraging 
their server vendor of choice.

Choose individual components...

VMware EVO:RAIL

Sold via a single SKU by VMware Qualified
EVO:RAIL Partners (QEPs)3

A Hyper-Converged 
Infrastructure Appliance (HCIA) 

for the SDDC

Each EVO:RAIL HCIA is pre-built on
a qualified and optimized 2U/4 Node platform

Component Based

...using the Virtual SAN Compatibility Guide (VCG)1

Any Server on vSphere Hardware
Compatibility List

SSD or PCIe

SAS/NL-SAS/SATA HDDs

HBA/RAID Controller

Virtual SAN Ready Node

40+ OEM validated server cofigurations
ready for Virtual SAN deployment2

Software + Hardware Hyper-Converged Infrastructure

Figure 4. Virtual SAN Hardware Options

VMware provides the broadest choice of components and options to configure and deploy Virtual SAN nodes: 

• Build Your Own: Component-based approach that allows transforming existing vSphere hosts into Virtual 
SAN nodes using certified components from a broad HCL for different performance profiles, form factors 
across vendors.

• Virtual SAN Ready Nodes: A Virtual SAN Ready node is a pre-configured, ready-to-go hardware solution that is 
certified to run Virtual SAN; today are over 50 Ready Nodes already available from all major OEM vendors.

• EVO:RAILTM: Combines VMware compute, networking and storage resources into a hyperconverged infrastructure 
appliance to create a simple, easy to deploy all-in-one solution offered by qualified VMware EVO:RAIL™ partners. 
Built on the proven technology of vSphere, vCenter Server™ and Virtual SAN, EVO:RAIL is delivered as a complete 
appliance solution with hardware, software and support.

Regardless of the deployment model of choice, Virtual SAN supported hardware options are based on industry 
standard storage components.
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1.5 VMware Virtual SAN 6.0
Virtual SAN 6.0 is the second-generation of VMware’s hypervisor-converged storage for virtual machines. With this 
release we are introducing several major enhancements and new capabilities that broaden the applicability of the now 
proven and reliable Virtual SAN technology to business critical environments as well as blade deployments. 

Virtual SAN 6.0 capabilities are centered on delivering high performance and increased scale to provide 
enterprise-class storage for virtualized workloads, including Tier-1 production and business-critical applications.

Virtual SAN 
Hybrid Datastore

vSphere + Virtual SAN

VM VM VM VM VM VM VM VM

SSD HDD SSD HDD SSD HDDSSDs

Virtual SAN
All-Flash Datastore

vSphere + Virtual SAN

VM VM VM VM VM VM VM

SSDsSSDs

Virtual SAN All-Flash and Hybrid Architectures

Figure 5. Virtual SAN 6.0 Supported Architectures

Virtual SAN 6.0 delivers new all-flash architecture on flash devices to deliver high, predictable performance 
and sub-millisecond response times for some of the most demanding enterprise applications. 

With double the scalability of up to 64 nodes per cluster and up to 200 virtual machines per host along with 
performance enhancements and highly efficient snapshot and clone technology, Virtual SAN 6.0 is the ideal 
storage platform for virtual machines.

1.6 Performance Characteristics
Virtual SAN 6.0 delivers high performance that can meet the needs of the most demanding workloads. 

A Virtual SAN 6.0 hybrid architecture can provide a 2x performance improvements over Virtual SAN 5.5 hybrid 
architectures, while Virtual SAN 6.0 all-flash architecture can provide 4x performance improvements based on 
the number of IOPS for similar cluster and workloads with the assurance of predictable, low latency.

By virtue of its hyperconverged architecture and being built into the VM kernel Virtual SAN optimizes the I/O 
path, minimizing impact on CPU (compared to other storage software solutions that need to be installed 
separately and run as an extra storage virtual appliance on top of the hypervisor).

The hypervisor-based, distributed architecture reduces bottlenecks, allowing Virtual SAN to make data placement 
and I/O optimizations to provide the lowest latency without compromising compute resources or virtual 
machine consolidation. 

The Virtual SAN datastore is also highly resilient, preventing data loss in the event of a disk, host, network, power 
or rack failure. 

Virtual SAN has a distributed architecture that allows for elastic, non-disruptive scaling. Both capacity and 
performance can be scaled at the same time by adding a new host to the cluster (scale-out); or capacity and 
performance can be scaled independently by merely adding new drives to existing hosts (scale-up, add flash-
based devices for performance or HDD for capacity scaling in hybrid architectures, and also scale-up, add flash-
based devices for performance and for capacity scaling in all-flash architectures). 

This ”Grow-as-you-Go” model provides linear and granular scaling with affordable investments spread out over time.
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1.7 New Capabilities
The most significant new features and capabilities of Virtual SAN 6.0 are:

• Virtual SAN All-Flash architecture – Virtual SAN 6.0 allows the ability to create an all-flash architecture in 
which flash cache devices and flash capacity devices are intelligently used as a write cache and also provide 
high endurance data persistence. 

This all-flash architecture allows tiering of PCI-e devices: a write-intensive, high endurance performance tier 
for the writes and a read-intensive, cost-effective capacity tier for data persistence, thereby reducing the 
overall cost of the all-flash architecture.

All-Flash

SSDs

Virtual SAN
All-Flash Datastore

vSphere + Virtual SAN

VM VM VM VM VM VM VM

SSDsSSDs

• All-Flash datastore with flash persistence devices
• High, predictable performance
• Cost-e�ective all-flash architecture with flash 

device tiering

Figure 6. Virtual SAN 6.0 All-Flash Architecture

Virtual SAN 6.0 All-Flash provides consistent, predictable performance with up to 90K IOPS per host and sub-
millisecond response times, making it ideal for tier-1 or business-critical workloads.

• 2x greater scalability:
 – Scale up to 64 nodes/cluster – Virtual SAN 6.0 doubles the scalability of Virtual SAN 5.5 by scaling up to 64 
nodes per cluster for both hybrid and all-flash architectures and matching vSphere node/cluster supportability. 

 – Scale up to 200 virtual machines per Host and 6400 virtual machines per cluster– For both Hybrid and 
All-Flash architectures.

 – Maximum Virtual Disk (VMDK) - Size increased to 62TB (to match VMFS/NFS VMDK size).

Figure 7. Greater the 2TB VMDK Support
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• Performance Enhancements:

 – 2x more IOPS with hybrid - Virtual SAN 6.0 Hybrid can deliver greater than 4M IOPS for read-only 
workloads and greater than 1.2M IOPS for mixed workloads (70% read/30% write) from a 32 host cluster 
delivering up to 40K IOPS per host (100% increase from Virtual SAN 5.5). 

 – 4x more IOPS with All-Flash - Virtual SAN 6.0 All-Flash can deliver greater than 7M IOPS for read-only 
workloads and up to 90K IOPS per host.

• Virtual SAN File System - New on-disk format enables higher performance characteristics and efficient, 
scalable Virtual SAN snapshots and clones.

• Virtual SAN Snapshots and Clones – Highly efficient VM-centric snapshots and clones with support for up to 
32 snapshots per clones per VM and 16K snapshots per clones per cluster. The new snapshot and clones offer 
performance improvements over the previous vSphere snapshots and clones we used.

• Rack Awareness – Virtual SAN 6.0 Fault Domains provide the ability to tolerate rack failures and power 
failures in addition to disk, network and host failures.

Virtual SAN Cluster

Fault Domain A

Rack A

Fault Domain B

Rack B

Fault Domain C

Rack C

VM VM

RAPID-1

WITNESSVMDK VMDK

RAPID-1

VMDK

VM VM

VMDKWITNESS

Figure 8. Virtual SAN 6.0 New Fault Domain Feature

• Support for High Density Storage Systems with Direct-Attached JBOD – Manage externally connected disk 
enclosures and leverage existing investment in blade-based architectures; flash acceleration is provided on 
the server or in the external subsystem.

High Density 
Storage Systems

• Enable Blade Server Architectures
• Direct attached vendor specific JBOD
• Supports flash and magnetic devices
• Refer VSAN HCL for certified devices

vSphere + Virtual SAN

VM VM VM VM VM VM VM VM

Blade

JBOD

Figure 9. High Density Storage Systems Support
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• Capacity Planning – What-if scenario analysis and reporting on how much of the Virtual SAN datastore (flash 
device and magnetic disk capacity) has been or will be utilized, when a VM storage policy is created or edited.

Figure 10. Storage Consumption Reporting

• Support for hardware-based checksum – Limited support for controller-based checksums for detecting 
corruption issues and ensuring data integrity (Refer to VSAN HCL for certified controllers).

• Support for controller-based, ”data at rest” encryption – Protect sensitive data on the disk using controller-
based encryption (Refer to Virtual SAN HCL for certified controllers.).

• Disk Serviceability Improvements - Disk Troubleshooting and Serviceability: provides customers the ability 
to identify and manage any of the following functions for locally attached flash and magnetic devices:

 – Light LED on failures – Permanently damaged flash or magnetic device disk LEDs are turned on; to easily 
identify the failed device.

 – Turn disks LED on/off manually - In order to help locate and identify any particular flash or magnetic 
device.

 – Mark disk devices as SSD – Mark unrecognized devices as SSDs. Some flash-based devices may not be 
recognized as SSDs by the vSphere hosts. Devices can be tagged and untagged.

 – Mark disk devices as Local – Mark unrecognized flash-based and magnetic devices as local devices. Some 
flash-based and magnetic devices are not recognized as local by the vSphere hosts. Devices can be 
tagged and untagged.

Figure 11. Disk Serviceability Improvements
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• Default Storage Policies: A default storage policy is automatically created when Virtual SAN is enabled on a 
cluster; this default profile is used by virtual machines which don’t have an explicit storage policy assigned.

• Disk/Disk Group Evacuation: Supports the ability to evacuate data from an individual disk or disk group 
before removing them from the system.

• Virtual SAN Health Services: Delivers troubleshooting and health reports to vSphere Administrators about 
Virtual SAN 6.0 subsystems and their dependencies such as: 

 – Cluster Health
 – Network Health
 – Data Health
 – Limits Health
 – Physical Disk Health

Figure 12. Virtual SAN Health Checks Feature

The Virtual SAN 6.0 Health services tool is covered in depth in a separate document. Please visit the VMware 
Virtual SAN product page for more details.
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1.8 Requirements
1.8.1 vSphere Requirements
Virtual SAN 6.0 requires VMware vCenter Server 6.0. Both the Microsoft Windows version of vCenter Server and 
the VMware vCenter Server Appliance can manage Virtual SAN. Virtual SAN 6.0 is configurable and monitored 
exclusively from only VMware vSphere Web Client. 

Virtual SAN requires a minimum of three vSphere hosts contributing local storage capacity in order to form a 
supported cluster. The minimum, three-host, configuration enables the cluster to meet the lowest availability 
requirement of tolerating at least one host, disk, or network failure. The vSphere hosts require vSphere version 
6.0 or later.

1.8.2 Storage Device Requirements
Disk Controllers
Each vSphere host that contributes storage to the Virtual SAN cluster requires a disk controller. This can be a 
SAS or SATA host bus adapter (HBA) or a RAID controller. However, the RAID controller must function in one of 
two modes:

• Pass-through mode 

• RAID 0 mode 

Pass-through mode, commonly referred to as JBOD or HBA mode, is the preferred configuration for Virtual SAN 
6.0 because it enables Virtual SAN to manage the RAID configuration settings for storage policy attributes 
based on availability and performance requirements that are defined on a virtual machine.

For a list of the latest Virtual SAN 6.0 certified hardware and supported controllers, check the VMware 
Compatibility Guide for the latest information: http://www.vmware.com/resources/compatibility/search.php 

Magnetic Disk Devices
When using the Virtual SAN 6.0 Hybrid architecture, each vSphere host must have at least one SAS, near-line 
SAS (NL-SAS), or SATA magnetic device (HDD) in order to participate in the Virtual SAN cluster. Magnetic disk 
devices, also referred to as capacity devices account for the storage capacity of the Virtual SAN shared datastore. 

Flash-Based Devices
In Virtual SAN 6.0 architecture flash-based devices can be used for both caching tier as well persistent capacity 
tier. In hybrid architectures each vSphere host must have at least one flash-based caching—SAS, SATA, or PCI-e 
to participate in the Virtual SAN cluster. Flash-based devices provide both a write buffer and a read cache. 

In all-flash architectures each vSphere host must have at least one flash-based capacity—SAS, SATA, or PCI-e 
marked as a capacity device and one for performance in order to participate in the Virtual SAN cluster. The 
Virtual VSAN 6.0 all-flash architecture is based on a two-tier model for performance and capacity.

In a hybrid architecture, the larger the flash-based device capacity is per host, the larger the number of I/Os that 
can be cached and the greater the performance results that can be achieved. This scenario doesn’t apply to the 
all-flash architecture. 

NOTE: In hybrid and all-flash architectures flash-based caching devices do not contribute to the overall size of the 
distributed Virtual SAN shared datastore. Since they are utilized for read and write caching, they count only 
toward the capacity of the Virtual SAN caching tier or write buffer. In all-flash architecture flash-based devices 
marked as capacity devices make up the size of the distributed Virtual SAN datastore.

http://www.vmware.com/resources/compatibility/search.php
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1.8.3 Network Requirements
Network Interface Cards (NIC)
In Virtual SAN hybrid architectures each vSphere host must have at least one 1Gb Ethernet or 10Gb Ethernet 
capable network adapter. VMware recommends 10Gb. 

The All-flash architectures are only supported with 10Gb Ethernet capable network adapters. For redundancy 
and high availability, a team of network adapters can be configured on a per-host basis. The teaming of network 
adapters for link aggregation (performance) is not supported. VMware considers this to be a best practice but 
not necessary in building a fully functional Virtual SAN cluster. 

Virtual Switches
Virtual SAN 6.0 is supported on both the VMware vSphere Distributed Switch™ (VDS) and the vSphere standard 
switch (VSS). No other virtual switch types are supported in this release. 

VMkernel Network
On each vSphere host, a VMkernel port for Virtual SAN communication must be created. A new VMkernel virtual 
adapter type has been added to vSphere 5.5 for Virtual SAN. The VMkernel port is labeled Virtual SAN traffic. 

This new interface is used for host intra-cluster communications as well as for read and write operations 
whenever a vSphere host in the cluster is the owner of a particular virtual machine but the actual data blocks 
making up that virtual machine’s objects are located on a remote host in the cluster.

Figure 13. Virtual SAN Traffic VMkernel Interface

In this case, I/O must traverse the network configured between the hosts in the cluster. If this interface is created 
on a VDS, the VMware vSphere Network I/O Control feature can be used to set shares or reservations for the 
Virtual SAN traffic. 
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Conclusion 
The new VMware Virtual SAN 6.0 is a second-generation hypervisor-converged enterprise-class storage 
solution for vSphere-virtualized infrastructures that combines the compute and storage resources of vSphere 
hosts. With it’s two supported architectures hybrid and all-flash, Virtual SAN 6.0 is able to satisfy the demands 
of all virtualized applications, including business-critical applications.

Virtual SAN 6.0 is a VMware-designed storage solution that makes software-defined storage a reality for 
VMware customers that delivers radically simple, hypervisor-converged storage for virtual machines.
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vSphere Administration with the vSphere Client

The vSphere Administration with the vSphere Client documentation provides information on managing a
single ESXi host or vCenter Server system through a direct connection from the vSphere Client. You can use
these tasks to manage hosts that are not connected to a vCenter Server system, or to troubleshoot or manage
hosts that have become disconnected from the vCenter Server system that managed them.

This documentation is intended primarily as a reference for tasks that you can perform when you connect
directly to a host or vCenter Server with the vSphere Client. For detailed information about vSphere
networking, storage, security, virtual machine management, and other topics, see the appropriate vSphere
documentation.

Intended Audience
This information is intended for anyone who wants to manage a single ESXi host or vCenter Server system
by connecting directly with the vSphere Client. The information is written for experienced Windows system
administrators who are familiar with virtual machine technology and datacenter operations.
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Using the vSphere Client 1
The vSphere Client is an interface for administering vCenter Server and ESXi.

The vSphere Client user interface is configured based on the server to which it is connected:

n When the server is a vCenter Server system, the vSphere Client displays all the options available to the
vSphere environment, according to the licensing configuration and the user permissions.

n When the server is an ESXi host, the vSphere Client displays only the options appropriate to single host
management.

When you first log in to the vSphere Client, it displays a Home page with icons that you select to access
vSphere Client functions. When you log out of the vSphere Client, the client application retains the view
that was displayed when it closed, and returns you to that view when you next log in.

You perform many management tasks from the Inventory view, which consists of a single window
containing a menu bar, a navigation bar, a toolbar, a status bar, a panel section, and pop-up menus.

This chapter includes the following topics:

n “Start the vSphere Client and Log In,” on page 12

n “Stop the vSphere Client and Log Out,” on page 12

n “Status Bar and Recent Tasks,” on page 12

n “Getting Started Tabs,” on page 13

n “View Virtual Machine Console,” on page 13

n “Using Lists,” on page 14

n “Save vSphere Client Data,” on page 15

n “Panel Sections,” on page 15

n “Searching the vSphere Inventory,” on page 15

n “Custom Attributes,” on page 16

n “Select Objects,” on page 18

n “Manage vCenter Server Plug-Ins,” on page 18

n “Working with Active Sessions,” on page 19
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Start the vSphere Client and Log In
The vSphere Client is a graphical user interface for ESXi host and vCenter Server management.

A login screen appears when you start the vSphere Client. After you log in, the client displays the objects
and functionality appropriate to the server you are accessing and the permissions available to the user you
logged in as.

Procedure

1 Log in to your Windows system.

If this is the first time you are starting the vSphere Client, log in as the administrator.

n If the managed host is not a domain controller, log in as either local_host_name\user or user, where
user is a member of the local Administrators group.

n If the managed host is a domain controller, you must log in as domain\user, where domain is the
domain name for which the managed host is a controller and user is a member of that domain’s
Domain Administrators group. VMware does not recommend running on a domain controller.

2 Double-click a shortcut or select the vSphere Client from Start > Programs > VMware > VMware
vSphere Client.

3 Enter the IP address or server name, your user name, and your password.

4 Click Login to continue.

You are now connected to the host.

NOTE   If you connect to an ESXi host that is currently managed by a vCenter Server system, you will receive
a warning message and changes made to the host may not be reflected in the vCenter Server system

Stop the vSphere Client and Log Out
When you no longer need to view or alter the activities that the ESXi host or vCenter Server system is
performing, log out of the vSphere Client.

NOTE   Closing a vSphere Client session does not stop the host system.

Procedure

u Click the close box (X) , or select File > Exit.

The vSphere Client shuts down. The vSphere Client is logged out of the ESXi host or vCenter Server system.
The host continues to run all its normal activities in the background.

Status Bar and Recent Tasks
Use the status bar to view information about recently completed or active tasks.

The status bar appears at the bottom of the window. It displays any currently running or recently completed
active tasks. Included is a progress bar indicating the percentage complete of each task.

vSphere Administration with the vSphere Client
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Getting Started Tabs
In the case where ESXi or vCenter Server is newly installed and no inventory objects have been added, the
Getting Started tabs guide you through the steps of adding items to the inventory and setting up the virtual
environment.

n Disable Getting Started Tabs on page 13
You can disable the Getting Started tabs if you do not want to display them.

n Restore Getting Started Tabs on page 13
If you turned off the display of the Getting Started tabs, you can restore the settings to display these
tabs for all inventory objects.

Disable Getting Started Tabs
You can disable the Getting Started tabs if you do not want to display them.

You can disable the tabs in the following ways.

Procedure

n Click the Close Tab link to disable Getting Started tabs for the type of object selected.

n Change the vSphere Client settings to hide all Getting Started tabs.

a Select Edit > Client Settings.

b Select the General tab.

c Deselect the Show Getting Started Tabs check box and click OK.

Restore Getting Started Tabs
If you turned off the display of the Getting Started tabs, you can restore the settings to display these tabs for
all inventory objects.

Procedure

1 Select Edit > Client Settings.

2 Click the General tab.

3 Select Show Getting Started Tabs and click OK.

View Virtual Machine Console
The console of a powered-on virtual machine is available through a connected server. All console
connections to the virtual machine see the same information. The message line indicates the number of
active connections viewing the virtual machine.

Procedure

1 Select a powered-on virtual machine.

2 In the Information panel, click the Console tab.

3 (Optional) Click the pop-out icon in the navigation bar to show the virtual machine console in a
separate window.

4 (Optional) Press Ctrl+Alt+Enter to enter or exit full screen mode.

Chapter 1 Using the vSphere Client
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Using Lists
Many vSphere Client inventory tabs display lists of information.

For example, the Virtual Machines tab displays a list of all the virtual machines associated with a host or a
cluster. Sort any list in the vSphere Client by clicking the column label heading. A triangle in the column
head shows the sort order as ascending or descending.

You can also filter a list, sorting and including only selected items. A filter is sorted by a keyword. Select the
columns to include in the search for the keyword.

Filter a List View
You can filter a list if it is too long, or if you are looking for specific items in the list. For example, you can
filter a list of alarms for alarms that begin with the word "datastore". You can show and hide the filter field
by using the Filtering option in the View menu.

The list view is updated based on whether filtering is on or off. For example, if you are in the Virtual
Machines tab and the filtered text is “powered on", then only virtual machines whose state is set to powered
on will be displayed. If the state of any virtual machine changes, the virtual machine is removed from the
list. Virtual machines that are added to the list are also filtered.

Procedure

1 On any inventory panel that displays a list, click the arrow next to the filter box at the top right of the
pane.

2 Select the attributes on which to filter.

3 Enter search criteria into the filter field.

The search automatically starts after a pause of more than one second. Neither boolean expressions nor
special characters are supported. Filtering is not case-sensitive.

4 (Optional) Click Clear to clear the filter field.

Export a List
You can export a list in the vSphere Client to a file. Multiple file types are available when saving the file
locally.

Procedure

1 In the vSphere Client, navigate to a list view. For example, click the Virtual Machines tab when
viewing a host.

2 Select File > Export > Export List.

3 Type a filename and select a file type.

4 Click Save.

vSphere Administration with the vSphere Client
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Save vSphere Client Data
The vSphere Client user interface is similar to a browser. Most user actions are persistent in the ESXi host
and vCenter Server data that appears. You typically do not have to save the data.

Procedure

u You can save the client data by either printing a copy of the window or exporting the server data.

Option Description

Copy the window Use the Microsoft Windows Print Screen option to print a copy of the
vSphere Client window.

Export server data Select File > Export and select a format in which to save the data. Open the
data in an appropriate application and print from that application.

 

Panel Sections
The body of the vSphere Client page has a panel section. Most views have a left and a right panel: the
Inventory panel and the Information panel.

You can resize these panels.

Inventory panel Displays a hierarchical list of vSphere objects when an Inventory or Maps
view appears.

Information panels Display lists and charts. Depending on the navigation items or Inventory
item selected, the Information panel is divided into tabbed elements.

Searching the vSphere Inventory
When you are connected to a vCenter Server system with the vSphere Client, you can search the vSphere
inventory for virtual machines, hosts, datastores, networks, or folders that match specified criteria.

If the vSphere Client is connected to a vCenter Server system that is part of a connected group in vCenter
Linked Mode, you can search the inventories of all vCenter Server systems in that group. You can view and
search only for inventory objects that you have permission to view. Because the search service queries
Active Directory for information about user permissions, you must be logged in to a domain account to
search all vCenter Server systems in Linked Mode. If you log in using a local account, searches return results
only for the local vCenter Server system, even if it is joined to other servers in Linked Mode.

NOTE   If your permissions change while you are logged in, the search service might not immediately
recognize these changes. To ensure that your search is performed with up-to-date permissions, log out of all
your open sessions and log in again before performing the search.

Perform a Simple Search
A simple search searches all the properties of the specified type or types of objects for the entered search
term.

Procedure

1 Click the icon in the search field at the top right of the vSphere Client window and select the type of
inventory item to search for.

n Virtual Machines

n Hosts
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n Folders

n Datastores

n Networks

n Inventory, which finds matches to the search criteria in any of the available managed object types.

2 Type one or more search terms into the search field and press Enter.

3 (Optional) If more items are found than can be displayed in the results pane, click Show all.

What to do next

If you are not satisfied with the results of the simple search, perform an advanced search.

Perform an Advanced Search
Using advanced search allows you to search for managed objects that meet multiple criteria. For example,
you can search for virtual machines matching a particular search string which reside on hosts whose names
match a second search string.

Prerequisites

n Open a vSphere Client session to a vCenter Server system

Procedure

1 In the vSphere Client, select View > Inventory > Search to display the advanced search page.

2 Click the icon in the search text box and select the type of object you want to search for.

3 Type one or more search terms into the search text box.

4 (Optional) Refine the search based on additional properties.

a Click Show options.

b From the drop-down menu, select the additional property that you want to use to restrict the
search results. The available properties depend on the type of object you are searching for.

c Select or type the appropriate options for the property you have selected.

d To add more properties, click Add and repeat steps a through c.

An advanced search always finds objects that match all the properties in the list.

5 Click Search.

The search results are displayed below the search specification.

Custom Attributes
You can use custom attributes to associate user-specific meta-information with virtual machines and
managed hosts.

Attributes are the resources that are monitored and managed for all the managed hosts and virtual
machines in your vSphere environment. Attributes’ status and states appear on the inventory panels.

After you create the attributes, set the value for the attribute on each virtual machine or managed host, as
appropriate. This value is stored with vCenter Server and not with the virtual machine or managed host.
Use the new attribute to filter information about your virtual machines and managed hosts. If you no longer
need the custom attribute, remove it. A custom attribute is always a string.

vSphere Administration with the vSphere Client

16  VMware, Inc.



For example, suppose you have a set of products and you want to sort them by sales representative. Create a
custom attribute for sales person name, Name. Add the custom attribute, Name, column to one of the list
views. Add the appropriate name to each product entry. Click the column title Name to sort alphabetically.

The custom attributes feature is available only when you are connected to a vCenter Server system.

n Add Custom Attributes on page 17
You can create custom attributes to associate with virtual machines or managed hosts.

n Edit a Custom Attribute on page 17
You can edit custom attributes and add annotations for a virtual machine or host from the Summary
tab for the object. Annotations can be used to provide additional descriptive text or comments for an
object.

Add Custom Attributes
You can create custom attributes to associate with virtual machines or managed hosts.

Procedure

1 Select Administration > Custom Attributes.

This option is not available when connected only to an ESXi host.

2 Click Add.

3 Enter the values for the custom attribute.

a Type the name of the attribute in the Name text box.

b Select the attribute type from the Type drop-down menu: Virtual Machine, Host, or Global.

c In the Value text box, type the value you want to give to the attribute for the currently selected
object.

d Click OK.

After you have defined an attribute on a single virtual machine or host, it is available to all objects
of that type in the inventory. However, the value you specify is applied only to the currently
selected object.

4 (Optional) To change the attribute name, click in the Name field and type the name you want to assign
to the attribute.

5 Click OK.

Edit a Custom Attribute
You can edit custom attributes and add annotations for a virtual machine or host from the Summary tab for
the object. Annotations can be used to provide additional descriptive text or comments for an object.

Procedure

1 Select the virtual machine or host in the inventory.

2 Click the Summary tab for the virtual machine or host.

3 In the Annotations box, click the Edit link.

The Edit Custom Attributes dialog box appears.

4 To edit the value of an attribute that has already been defined, double-click the Value field for that
attribute and enter the new value.

5 Click OK to save your changes.
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Select Objects
vCenter Server objects are datacenters, networks, datastores, resource pools, clusters, hosts, and virtual
machines. Selecting an object allows you to view the status of the object and enables the menus so you can
select actions to take on the object.

Procedure

u Locate the object by browsing or search.

n From the vSphere Client Home page, click the icon for the appropriate inventory view, and browse
through the inventory hierarchy to select the object.

n Perform a search for the object, and double-click it in the search results.

Manage vCenter Server Plug-Ins
After the server component of a plug-in is installed and registered with vCenter Server, its client component
is available to vSphere clients. Client component installation and enablement are managed through the
Plug-in Manager dialog box.

The Plug-in Manager lets you perform the following actions:

n View available plug-ins that are not currently installed on the client.

n View installed plug-ins.

n Download and install available plug-ins.

n Enable and disable installed plug-ins.

Install Plug-Ins
You can install plug-ins using the Plug-in Manager.

Procedure

1 Launch the vSphere Client and log in to a vCenter Server system.

2 Select Plug-ins > Manage Plug-ins.

3 Select the Available Plug-ins tab in the Plug-in Manager dialog box.

4 Click Download and Install for the plug-in you want.

5 Follow the prompts in the installation wizard.

6 After installation is complete, verify that the plug-in is listed under the Installed Plug-ins tab and that
it is enabled.

There might be short delay between the completion of the installation and the plug-in appearing in the
list of installed plug-ins.

Disable and Enable Plug-Ins
You can disable or enable plug-ins using the Plug-in Manager.

Disabling a plug-in does not remove it from the client. You must uninstall the plug-in to remove it.

Procedure

1 Launch the vSphere Client and log in to a vCenter Server system.

2 Select Plug-ins > Manage Plug-ins.
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3 Select the Installed tab in the Plug-in Manager dialog box.

4 Right-click on a plug-in and select Enable to enable a plug-in, or select Disable to disable it.

Remove Plug-Ins
You can remove plug-ins through the operating system’s control panel.

Procedure

u Consult your operating system’s documentation for instructions on how to use the Add/Remove
Programs control panel.

Troubleshooting vCenter Server Plug-Ins
In cases where vCenter Server plug-ins are not working, you have several options to correct the problem.

vCenter Server plug-ins that run on the Tomcat server have extension.xml files, which contain the URL
where the corresponding Web application can be accessed. These files are located in C:\Program
Files\VMware\Infrastructure\VirtualCenter Server\extensions. Extension installers populate these XML
files using the DNS name for the machine.

Example from the stats extension.xml file: <url>https://SPULOV-XP-VM12.vmware.com:
8443/statsreport/vicr.do</url>.

vCenter Server, plug-in servers, and the clients that use them must be located on systems under the same
domain. If they are not under the same domain, or if the DNS of the plug-in server is changed, the plug-in
clients will not be able to access the URL, and the plug-in will not work.

You can edit the XML files manually by replacing the DNS name with an IP address. Reregister the plug-in
after you edit its extension.xml file.

Working with Active Sessions
You can view a list of users who are logged in to a vCenter Server system when your vSphere Client is
connected to that server. You can end sessions, and you can send a message to all users logged on to an
active session.

These features are not available when your vSphere Client is connected to an ESXi host.

View Active Sessions
You can view active sessions on the home page of a vSphere Client.

Procedure

u From the Home page of a vSphere Client connected to a vCenter Server system, click the Sessions
button.

Terminate Active Sessions
Terminating an active session ends the vSphere Client session and any remote console connections started
by the user during the session.

Procedure

1 On the Home page of a vSphere Client connected to a vCenter Server system, click the Sessions button.

2 Right-click a session and select Terminate Session.

3 Click OK to confirm the termination.

Chapter 1 Using the vSphere Client

VMware, Inc.  19



Send a Message to All Active Users
You can send a Message of the Day to all active session users and to new users when they log into the
vSphere Client.

The Message of the day text is sent as a notice message to all active session users and to new users when
they log in.

Procedure

1 On the Home page of a vSphere Client connected to a vCenter Server system, click the Sessions button.

2 Type a message in the Message of the day field.

3 Click Change.

The message is broadcast to all users logged into the vSphere Client.
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Configuring ESXi Hosts and vCenter
Server in the vSphere Client 2

Use the vSphere Client to configure ESXi and vCenter Server settings.

This chapter includes the following topics:

n “Configuring ESXi Hosts,” on page 21

n “Configuring vCenter Server in the vSphere Client,” on page 24

n “Configuring Communication Among ESXi, vCenter Server, and the vSphere Client,” on page 30

n “Reboot or Shut Down an ESXi Host,” on page 30

Configuring ESXi Hosts
You can perform a variety of host configuration tasks when you connect directly to an ESXi host or
vCenter Server system with the vSphere Client, such as setting the scratch partition, redirecting the direct
console, and configuring syslog.

Host Limitations in the vSphere Client
The host configuration tasks that you can perform when you connect directly to an ESXi host or
vCenter Server system with the vSphere Client are limited.

The following host features are unavailable or read-only in the vSphere Client

n Deleted file reclamation

n Guest authorization

n Host profiles reference host independence

n Lockdown mode

Use the vSphere Web Client as the primary interface for managing the full range of host functions available
in your vSphere 6.0 environment.

Redirect the Direct Console to a Serial Port by Using the vSphere Client
You can redirect the direct console to either of the serial ports com1 or com2. When you use the vSphere
Client to redirect the direct console to a serial port, the boot option that you set persists after subsequent
reboots.

Prerequisites

n Verify that you can access the host from the vSphere Client.
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n Verify that the serial port is not already in use for serial logging and debugging, or for ESX Shell
(tty1Port).

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, click Advanced Settings.

4 In the left pane, expand the VMkernel listing and select Boot.

5 Make sure that the VMkernel.Boot.logPort and VMkernel.Boot.gdbPort fields are not set to use the
com port that you want to redirect the direct console to.

6 Set VMkernel.Boot.tty2Port to the serial port to redirect the direct console to: com1 or com2.

7 Click OK.

8 Reboot the host.

You can now manage the ESXi host remotely from a console that is connected to the serial port.

Set the Scratch Partition in the vSphere Client
If a scratch partition is not set up, you might want to configure one, especially if low memory is a concern.
When a scratch partition is not present, vm-support output is stored in a ramdisk.

Prerequisites

The directory to use for the scratch partition must exist on the host.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, click Advanced Settings.

4 Select ScratchConfig.

The field ScratchConfig.CurrentScratchLocation shows the current location of the scratch partition.

5 In the field ScratchConfig.ConfiguredScratchLocation, enter a directory path that is unique for this
host.

6 Reboot the host for the changes to take effect.

Configure Syslog on ESXi Hosts
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other system
components to log files.

You can use the vSphere Client or the esxcli system syslog vCLI command to configure the syslog service.

For more information about using vCLI commands, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 In the vSphere Client inventory, select the host.

2 Click the Configuration tab.

3 In the Software panel, click Advanced Settings.
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4 Select Syslog in the tree control.

5 To set up logging globally, click global and make changes to the fields on the right.

Option Description

Syslog.global.defaultRotate Sets the maximum number of archives to keep. You can set this number
globally and for individual subloggers.

Syslog.global.defaultSize Sets the default size of the log, in KB, before the system rotates logs. You
can set this number globally and for individual subloggers.

Syslog.global.LogDir Directory where logs are stored. The directory can be located on mounted
NFS or VMFS volumes. Only the /scratch directory on the local file
system is persistent across reboots. The directory should be specified as
[datastorename] path_to_file where the path is relative to the root of the
volume backing the datastore. For example, the path
[storage1] /systemlogs maps to the
path /vmfs/volumes/storage1/systemlogs.

Syslog.global.logDirUnique Selecting this option creates a subdirectory with the name of the ESXi host
under the directory specified by Syslog.global.LogDir. A unique directory
is useful if the same NFS directory is used by multiple ESXi hosts.

Syslog.global.LogHost Remote host to which syslog messages are forwarded and port on which
the remote host receives syslog messages. You can include the protocol
and the port, for example, ssl://hostName1:514. UDP (default), TCP,
and SSL are supported. The remote host must have syslog installed and
correctly configured to receive the forwarded syslog messages. See the
documentation for the syslog service installed on the remote host for
information on configuration.

 
6 (Optional) To overwrite the default log size and log rotation for any of the logs.

a Click loggers.

b Click the name of the log you that want to customize and enter the number of rotations and log
size you want.

7 Click OK.

Changes to the syslog options take effect immediately.

Set the Host Image Profile Acceptance Level
The Host Image Profile acceptance level determines which vSphere installation bundles (VIBs) are accepted
for installation.

VIB signatures are checked and accepted for installation based on a combination of the VIB acceptance level
and the host image profile acceptance level. VIBs are tagged with an acceptance level that depends on their
signature status.

Prerequisites

Required privileges: Host.Configuration.SecurityProfile and Host.Configuration.Firewall

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Under Software, click Security Profile.

3 Under Host Image Profile Acceptance Level, click Edit.
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4 Select the acceptance level and click OK.

Table 2‑1.  Host Image Profile Acceptance Levels

Host Image Profile Acceptance Level Accepted Levels of VIBs

VMware Certified VMware Certified

VMware Accepted VMware Certified, VMware Accepted

Partner Supported VMware Certified, VMware Accepted, Partner
Supported

Community Supported VMware Certified, VMware Accepted, Partner
Supported, Community Supported

Configuring vCenter Server in the vSphere Client
Use the vCenter Server Settings dialog box to configure licensing, statistics collection, logging and other
settings.

vCenter Server Limitations in the vSphere Client
The vCenter Server tasks that you can perform when you connect directly to vCenter Server with the
vSphere Client are limited.

The following vCenter Server features are unavailable or read-only in the vSphere Client:

n Runtime settings

n Licensing reports

n Certificate management

n Creating and managing categories and tags

Use the vSphere Web Client as the primary interface for managing the full range of vCenter Server functions
available in your vSphere 6.0 environment.

Configure License Settings for vCenter Server
You must configure a license to use vCenter Server. License keys are required for various vSphere
components and features.

Prerequisites

To configure licenses, the vSphere Client must be connected to a vCenter Server system.

Required privilege: Global.Settings

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 If the vCenter Server system is part of a connected group, select the server you want to configure from
the Current vCenter Server drop-down menu.
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3 In the vCenter License section, select the type of license key to assign to this vCenter Server.

n Select Assign an existing license key to this vCenter Server and select a license key from the
Product list.

n Select Assign a new license key to this vCenter Server, click Enter Key, and enter a
vCenter Server license key and an optional label for the key.

NOTE   To enter ESXi host license keys, select View > Administration > Licensing

.

Configure Statistics Intervals
Statistic intervals determine the frequency at which statistic queries occur, the length of time statistical data
is stored in the database, and the type of statistical data collected.

Required privilege: Global.Settings

NOTE   Not all interval attributes are configurable.

Prerequisites

To configure statistics settings, the vSphere Client must be connected to a vCenter Server system.

Procedure

1 If necessary, select Administration > Settings to open the vCenter Server Settings dialog box
vCenter Server.

2 In the navigation panel, select Statistics.

3 In the Statistics Intervals section, select or deselect a collection interval to enable or disable it.

Enabling a longer interval automatically enables all shorter intervals.

4 To change a collection interval attribute, select its row in the Statistics Interval section and click Edit to
open the Edit Collection Interval dialog box.

a In Keep Samples for, select an archive length.

This option is configurable only for the Day and Year intervals.

b In Statistics Interval, select an interval duration.

This option is configurable only for the Day interval.

c In Statistics Level select a new level interval level.

Level 4 uses the highest number of statistics counters. Use it only for debugging purposes.

The statistics level must be less than or equal to the statistics level set for the preceeding statistics
interval. This is a vCenter Server dependency.

5 (Optional) In the Database Size section, estimate the effect of the statistics settings on the database.

a Enter the number of Physical Hosts.

b Enter the number of Virtual Machines.

The estimated space required and number of database rows required are calculated and displayed.

c If necessary, make changes to your statistics collection settings.

6 Click OK.
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Configure Runtime Settings
You can change the vCenter Server ID and the vCenter Server Managed IP address. Usually, you do not
need to change these settings, but you might need to make changes if you run multiple vCenter Server
systems in the same environment.

Required privilege: Global.Settings

Prerequisites

To configure runtime settings, the vSphere Client must be connected to the vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 If the vCenter Server system is part of a connected group, select the server you want to configure from
the Current vCenter Server drop-down menu.

3 In the navigation panel, select Runtime Settings.

4 In vCenter Server Unique ID, enter a unique ID.

You can change this value to a number from 0 through 63 to uniquely identify each vCenter Server
system running in a common environment. By default, an ID value is generated randomly.

5 In vCenter Server Managed IP, enter the vCenter Server system IP address.

6 In vCenter Server Name, enter the name of the vCenter Server system.

If you change the DNS name of the vCenter Server, use this option to modify the vCenter Server name
to match.

7 Click OK to save your changes and close the dialog box.

What to do next

If you made changes to the vCenter Server system Unique ID, you must restart the vCenter Server system
for these changes to take effect.

Configure Active Directory Settings
You can configure some of the ways vCenter Server interacts with the Active Directory server.

Required privilege: Global.Settings

Prerequisites

To configure active directory settings, the vSphere Client must be connected to the vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Active Directory.

3 In Active Directory Timeout, enter the timeout interval in seconds for connecting to the Active
Directory server.

4 Select Enable Query Limit to limit the number of users and groups displayed in the Add Permissions
dialog box.
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5 In Users & Groups, enter the maximum number of users and groups to display.

If you enter 0 (zero), all users and groups appear.

6 Select Enable Validation to have vCenter Server periodically check its known users and groups against
the Active Directory server.

7 In Validation Period, enter the number of minutes between instances of synchronization.

8 Click OK to save your changes and close the dialog box.

Configure Mail Sender Settings
You must configure the email address of the sender account in order to enable vCenter Server operations,
such as sending email notifications as alarm actions.

Required privilege: Global.Settings

Prerequisites

To configure SMTP notifications, the vSphere Client must be connected to the vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Mail.

3 Enter the SMTP server information.

The SMTP Server is the DNS name or IP address of the SMTP gateway to use for sending email
messages

4 Enter the sender account information.

The Sender Account is the email message address of the sender.

NOTE   The full email address must be entered, including the domain name (the information after the @
sign).

For example, mail_server@datacenter.com.

5 Click OK.

What to do next

To test the mail settings, create an alarm that can be triggered by a user action, such as an alarm triggered by
powering off a virtual machine, and verify that you receive an email when the alarm is triggered.

Configure SNMP Settings
You can configure up to four receivers to receive SNMP traps from vCenter Server. For each receiver,
specify a host name, port, and community.

Prerequisites

To configure SNMP settings, the vSphere Client must be connected to a vCenter Server system.

Required privilege: Global.Settings

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.
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2 In the settings list, select SNMP.

3 In Receiver URL, enter the host name or IP address of the SNMP receiver.

4 In the field next to the Receiver URL field, enter the port number of the receiver.

The port number must be a value between 1 and 65535.

5 In Community String, enter the community identifier.

6 Click OK.

Configure Timeout Settings
You can configure the timeout intervals for vCenter Server operations. These intervals specify the amount of
time after which the vSphere Client times out.

Required privilege: Global.Settings

Prerequisites

To configure timeout settings, the vSphere Client must be connected to the vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Timeout Settings.

3 In Normal Operations, enter the timeout interval in seconds for normal operations.

Do not set the value to zero (0).

4 In Long Operations, enter the timeout interval in minutes for long operations.

Do not set the value to zero (0).

5 Click OK.

6 Restart the vCenter Server system for the changes to take effect.

Configure Logging Options
You can configure the amount of detail that vCenter Server collects in log files.

Required privilege: Global.Settings

Prerequisites

To configure statistics settings, the vSphere Client must be connected to a vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Logging Options.

3 From the vCenter Server Logging list, select logging options.

Option Description

None (Disable logging) Turn off logging

Error (Errors only) Display only error log entries

Warning (Errors and warnings) Display warning and error log entries
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Option Description

Info (Normal logging) Displays information, error, and warning log entries

Verbose (Verbose) Displays information, error, warning, and verbose log entries

Trivia (Extended verbose) Displays information, error, warning, verbose, and trivia log entries
 

4 Click OK.

Changes to the logging settings take effect immediately. You do not need to restart vCenter Server system.

Configure the Maximum Number of Database Connections
You can configure the maxiumum number of database connections that can occur simultaneously.

Prerequisites

To configure database settings, the vSphere Client must be connected to a vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Database.

3 In Maximum number, type the number.

Generally, you do not need to change this value. You might want to increase this number if your
vCenter Server system frequently performs many operations and performance is critical. You might
want to decrease this number, if the database is shared and connections to the database are costly.
VMware recommends that you not change this value unless one of these issues pertains to your system.

4 Click OK.

Configure Database Retention Policy
In order to limit the growth of the vCenter Server database and conserve storage space, you can configure
the database to discard information about tasks or events after a specified period of time.

Do not use these options if you want to retain a complete history of tasks and events for your
vCenter Server.

Prerequisites

To configure the database retention policy, the vSphere Client must be connected to a vCenter Server
system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 Select Database Retention Policy.

3 (Optional) Select Tasks retained for, and type a value in days in the text box.

Information about tasks performed on this vCenter Server system will be discarded after the specified
number of days.

4 (Optional) Select Events retained for, and type a value in days in the text box.

Information about events for this vCenter Server system will be discarded after the specified number of
days.
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5 Click OK.

Configure Advanced Settings
You can use the Advanced Settings page to modify the vCenter Server configuration file, vpxd.cfg.

This page can be used to add entries to the vpxd.cfg file, but not to edit or delete them. VMware
recommends that you change these settings only when instructed to do so by VMware technical support or
when you are following specific instructions in VMware documentation.

Required privilege: Global.Settings

Prerequisites

To configure statistics settings, the vSphere Client must be connected to a vCenter Server system.

Procedure

1 If necessary, select Administration > vCenter Server Settings to display the vCenter Server Settings
dialog box.

2 In the navigation pane, select Advanced Settings.

3 In the Key field, type a key.

4 In the Value field, type the value for the specified key.

5 Click Add.

6 Click OK.

What to do next

Many advanced options changes require that the vCenter Server system be restarted before they take effect.
Consult VMware technical support to determine if your changes require a restart.

Configuring Communication Among ESXi , vCenter Server, and the
vSphere Client

By default, the vSphere Client uses ports 80 and 443 to communicate with vCenter Server and ESXi hosts.

Configure your firewall to allow communication between the vSphere Client and vCenter Server by opening
ports 80 and 443.

vCenter Server acts as a web service. If your environment requires the use of a web proxy, vCenter Server
can be proxied like any other web service.

Reboot or Shut Down an ESXi Host
You can power off or restart (reboot) any ESXi host using the vSphere Client. Powering off a managed host
disconnects it from vCenter Server, but does not remove it from the inventory.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Shut down all virtual machines running on the ESXi host.

3 Right-click the ESXi host and select Reboot or Shut Down.

n If you select Reboot, the ESXi host shuts down and reboots.

n If you select Shut Down, the ESXi host shuts down. You must manually power the system back on.
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4 Provide a reason for the shut down.

This information is added to the log.
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Organizing Your Inventory 3
Plan how you will set up your virtual environment. A large vSphere implementation might contain several
virtual data centers with a complex arrangement of hosts, clusters, resource pools, and networks. Smaller
implementations might require a single virtual data center with a much less complex topology. Regardless
of the scale of your virtual environment, consider how the virtual machines it will support are going to be
used and administered.

Here are questions you should answer as you create and organize an inventory of virtual objects:

n Will some virtual machines require dedicated resources?

n Will some virtual machines experience periodic spikes in workload?

n Will some virtual machines need to be administered as a group?

n Do you want to use multiple vSphere Standard Switches, or you want to have a single vSphere
Distributed Switch per data center?

n Do you want to use vMotion and Distributed Resource Management with certain virtual machines but
not others?

n Will some virtual objects require one set of system permissions, while other objects will require a
different set of permissions?

The left pane of the vSphere Client displays your vSphere inventory. You can add and arrange objects in
any way with the following restrictions:

n The name of an inventory object must be unique with its parent.

n vApp names must be unique within the Virtual Machines and Templates view.

n System permissions are inherited and cascade.

Tasks for Organizing Your Inventory
Populating and organizing your inventory involves the following activities:

n Create data centers.

n Add hosts to the data centers.

n Organize inventory objects in folders.

n Setup networking by using vSphere Standard Switches or vSphere Distributed Switches. To use
services such as vMotion, TCP/IP storage, Virtual SAN, and Fault Tolerance, setup VMkernel
networking for these services. For more information, see vSphere Networking.

n Configure storage systems and create datastore inventory objects to provide logical containers for
storage devices in your inventory. See vSphere Storage.
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n Create clusters to consolidate the resources of multiple hosts and virtual machines. You can enable
vSphere HA and vSphere DRS for increased availability and more flexible resource management. See
vSphere Availability for information about configuring vSphere HA and vSphere Resource Management for
information about configuring vSphere DRS.

n Create resource pools to provide logical abstraction and flexible management of the resources in
vSphere. Resource pools can be grouped into hierarchies and used to hierarchically partition available
CPU and memory resources. See vSphere Resource Management for details.

This chapter includes the following topics:

n “Create Datacenters,” on page 34

n “Add Hosts,” on page 35

n “Create Clusters,” on page 36

n “Create Resource Pools,” on page 36

n “Create Datastores,” on page 37

n “Create Host-Wide Networks,” on page 38

n “Create Datacenter-Wide Networks,” on page 38

Create Datacenters
A virtual datacenter is a container for all the inventory objects required to complete a fully functional
environment for operating virtual machines. You can create multiple datacenters to organize sets of
environments. For example, you might create a datacenter for each organizational unit in your enterprise or
create some datacenters for high performance environments and others for less demanding virtual
machines.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

n Verify that you have sufficient permissions to create a datacenter object.

NOTE   Inventory objects can interact within a datacenter, but interaction across datacenters is limited. For
example, you can hot migrate virtual machines from one host to another host in the same datacenter, but not
from a host in one datacenter to a host in a different datacenter.

Procedure

1 Go to Home > Inventory > Hosts and Clusters.

2 Select File > New > Datacenter.

3 Rename the datacenter.

What to do next

Add hosts, clusters, resource pools, vApps, networking, datastores, and virtual machines to the datacenter.
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Add Hosts
You can add hosts under a datacenter object, folder object, or cluster object. If a host contains virtual
machines, those virtual machines are added to the inventory together with the host. Information about
configuring hosts is located in the vSphere Networking, vSphere Storage, vSphere Security, and vSphere Host
Profiles documentation.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

n Verify that you have sufficient permissions to create a host object.

n Verify that a Datacenter, folder, or cluster exists in the inventory.

n Obtain the user name and password for an account with administrative privileges on the host.

n Verify that hosts behind a firewall are able to communicate with the vCenter Server system and all
other hosts through port 902 or other custom-configured port.

n Verify that all NFS mounts on the host are active.

Procedure

1 Select Home > Inventory > Hosts and Clusters.

2 Select a datacenter, cluster, or folder within a datacenter.

3 Select File > New > Add Host.

4 Enter host name or IP address and administrator credentials and click Next.

5 (Optional) Select Enable Lockdown Mode to disable remote access for the administrator account after
vCenter Server takes control of this host.

Selecting this check box ensures that the host is managed only through vCenter Server. You can
perform certain management tasks while in lockdown mode by logging into the local console on the
host.

6 Review host information and click Next.

7 (Optional) Assign a license key to the host if needed and click Next.

8 Do one of the following:

Option Description

If you are adding the host to a
cluster

Select a resource pool option and click Next.

If you are not adding the host to a
cluster

Select a location where you want to place virtual machines that already
exist on the host and click Next.

 
9 Review the summary information and click Finish.

The host and its virtual machines are added to the inventory.
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Create Clusters
A cluster is a group of hosts. When a host is added to a cluster, the host's resources become part of the
cluster's resources. The cluster manages the resources of all hosts within it. Clusters enable the vSphere
High Availability (HA) and vSphere Distributed Resource Scheduler (DRS) solutions.

Prerequisites

n Open vSphere Client session to a vCenter Server.

n Verify that you have sufficient permissions to create a cluster object.

n Verify that a Datacenter, or folder within a datacenter, exists in the inventory.

Procedure

1 Right-click a datacenter or folder in the vSphere Client and select New Cluster.

2 Enter a name for the cluster.

3 Choose cluster features.

Option Description

If you chose to use DRS with this
cluster

a Click the vSphere DRS box.
b Select an automation level and a migration level and click Next.
c Select a default power management setting and a DPM threshold, and

click Next.

If you chose to use HA with this
cluster

a Click vSphere HA.
b Select whether to enable host monitoring and admission control.
c If admission control is enabled, specify a policy.
d Click Next.
e Specify cluster default behavior and click Next.
f Specify virtual machine monitoring settings and click Next.

 
4 Select an Enhanced vMotion Compatibility (EVC) setting and click Next.

EVC ensures that all hosts in a cluster present the same CPU feature set to virtual machines, even if the
actual CPUs on the hosts differ. This prevents migrations with vMotion from failing due to
incompatible CPUs.

5 Select a swap file policy and click Next.

6 Review the options you selected for the cluster and click Finish.

The cluster is added to the inventory.

What to do next

Add hosts and resource pools to the cluster.

Create Resource Pools
You can use resource pools to hierarchically partition available CPU and memory resources of a standalone
host or a cluster. Use resource pools to aggregate resources and set allocation policies for multiple virtual
machines, without the need to set resources on each virtual machine.

Prerequisites

n Verify that the vSphere Client is connected to a vCenter Server system.

n Make sure you have permissions sufficient to create a resource pool object.
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n Verify that a cluster, vApp, or other resource pool object is parent to the resource pool.

Procedure

1 Select Home > Inventory > Hosts and Clusters.

2 Select a cluster, vApp, or resource pool.

3 Select File > New > Resource Pool.

4 Enter a name and specify resource settings.

5 Click OK.

The resource pool is added to the inventory.

What to do next

Add virtual machines and vApps to your resource pool.

Create Datastores
A datastore is a logical container that holds virtual machine files and other files necessary for virtual
machine operations. Datastores can exist on different types of physical storage, including local storage,
iSCSI, Fibre Channel SAN, or NFS. A datastore can be VMFS-based or NFS-based.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

n Verify that you have sufficient permissions to create a datastore object.

n Verify that at least one host in the inventory has access to physical storage.

Procedure

1 Select Home > Inventory > Datastores.

2 Right-click on a datacenter and select Add Datastore.

3 Select a host and click Next.

4 Select a type of storage and click Next.

Option Description

Disk or LUN a Select a disk or LUN and click Next.
b Review the disk layout information and click Next.
c Enter a name for the datastore and click Next.
d Specify maximum file and block sizes.
e Specify disk or LUN capacity and click Next.

Network File System a Enter server and folder information.
b Select whether clients should mount the NFS as read-only.
c Enter a name and click Next.

 
5 Review summary information and click Finish.

A datastore is added to the inventory.
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Create Host-Wide Networks
In vSphere, you can create standard networks and distributed networks. Standard networks provide a
method of communication among the virtual machines on a standalone host and consist of standard
switches and port groups. Distributed networks aggregate the networking capabilities of multiple hosts and
enable virtual machines to keep consistent network configuration as they migrate across hosts. Distributed
networks consist of vSphere Distributed Switches, uplink port groups, and port groups.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to create a standard switch.

n Verify that a host exists in the inventory.

Procedure

1 Select a host from the inventory.

2 Click the Configuration tab.

3 In the Hardware section, click Networking.

4 Click vSphere Standard Switch.

5 Click Add Networking.

6 Select a connection type and click Next.

7 Select an existing virtual switch or create one and click Next.

8 Enter a display label for the port group on the switch.

9 Select a VLAN ID and click Next.

10 Review your settings and click Finish.

If you chose to use an existing standard switch, a new port group is added to it. If you chose to create a
standard switch, it is added with a port group.

Create Datacenter-Wide Networks
In vSphere, you can create standard networks and distributed networks. Standard networks provide a
method of communication among the virtual machines on a standalone host and consist of standard
switches and port groups. Distributed networks aggregate the networking capabilities of multiple hosts and
enable virtual machines to keep consistent network configuration as they migrate across hosts. Distributed
networks consist of vSphere Distributed Switches, uplink port groups, and port groups.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to create a distributed switch.

n Verify that a host exists in the inventory.

Procedure

1 Select Home > Inventory > Networking view, and select a data center.

2 Right-click on the data center and select New vSphere Distributed Switch.

3 Select the vSphere Distributed Switch Version and click Next.
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4 In the General section, type a name for the switch.

5 Specify the maximum number of uplink ports (physical adapters per host) and click Next.

6 Select Add now to add hosts and their physical adapters to the switch.

Select Add later to add hosts and their physical adapters to the switch after the vSphere Distributed
Switch has been created.

7 Select the hosts to add in the Host/Physical adapters section and click Next.

8 Select Automatically create a default port group to automatically create a port group and click Finish.

A vSphere Distributed Switch, with its associated uplink ports and port groups, is added to the inventory.

What to do next

n Add hosts to the switch.

n Add port groups to the switch.

n Edit switch properties.

Edit General vSphere Distributed Switch Settings
You can edit the general settings for a vSphere distributed switch, such as the distributed switch name and
the number of uplink ports on the distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select General to edit the vSphere distributed switch settings.

Option Description

Name Type the name for the distributed switch.

Number of Uplink Ports Select the number of uplink ports for the distributed switch.

Notes Type any notes for the distributed switch.
 

4 (Optional) Edit uplink port names.

a Click Edit uplink names.

b Type new names for one or more uplink ports.

c Click OK.

5 Click OK.

Edit Advanced vSphere Distributed Switch Settings
You can change advanced vSphere distributed switch settings such as Cisco Discovery Protocol and the
maximum MTU for the vSphere distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.
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n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select Advanced to edit the following vSphere distributed switch settings.

Option Description

Maximum MTU Maximum MTU size for the vSphere distributed switch.

Discovery Protocol Status Choose the status for discovery protocol on the vSphere distributed
switch.
n Enabled. Enabled discovery protocol for the vSphere distributed

switch.
1 Select Cisco Discovery Protocol or Link Layer Discovery Protocol

from the Type drop-down menu.
2 Set Operation to Listen, Advertise, or Both.

n Disabled.

Admin Contact Info Enter the Name and Other Details for the vSphere distributed switch
administrator.

 
4 Click OK.

Add Hosts to a vSphere Distributed Switch
You can add hosts and physical adapters to a vSphere distributed switch at the distributed switch level after
it is created.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Add Host.

3 Select the hosts to add.

4 Under the selected hosts, select the physical adapters to add and click Next.

You can select physical adapters that are not being used and physical adapters that are being used.

NOTE   Moving a physical adapter to a distributed switch without moving any associated virtual
adapters can cause those virtual adapters to lose network connectivity.

5 For each virtual adapter, select Destination port group and select a port group from the drop-down
menu to migrate the virtual adapter to the distributed switch or select Do not migrate.

6 (Optional) Set the maximum number of ports on a host.

a Click View Details for the host.

b Select the maximum number of ports for the host from the drop-down menu.

c Click OK.

7 Click Next.
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8 (Optional) Migrate virtual machine networking to the distributed switch.

a Select Migrate virtual machine networking.

b For each virtual machine, select Destination port group and select a port group from the drop-
down menu or select Do not migrate.

9 Click Next.

10 (Optional) If you need to make any changes, click Back to the appropriate screen.

11 Review the settings for the distributed switch and click Finish.

Add a Distributed Port Group
Add a distributed port group to a vSphere distributed switch to create a distributed switch network for your
virtual machines.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane and select New Port Group.

3 Enter a Name and the Number of Ports for your new distributed port group.

4 Select a VLAN Type.

Option Description

None Do not use VLAN.

VLAN In the VLAN ID field, enter a number between 1 and 4094.

VLAN Trunking Enter a VLAN trunk range.

Private VLAN Select a private VLAN entry. If you did not create any private VLANs, this
menu is empty.

 
5 Click Next.

6 Click Finish.

Edit General Distributed Port Group Settings
You can edit general distributed port group settings such as the distributed port group name and port
group type.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.
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3 Select General to edit the following distributed port group settings.

Option Action

Name Type the name for the distributed port group.

Description Type a brief description of the distributed port group.

Number of Ports Type the number of ports on the distributed port group.

Port binding Choose when ports are assigned to virtual machines connected to this
distributed port group.
n Select Static binding to assign a port to a virtual machine when the

virtual machine connects to the distributed port group. This option is
not available when the vSphere Client is connected directly to ESXi.

n Select Dynamic binding to assign a port to a virtual machine the first
time the virtual machine powers on after it is connected to the
distributed port group. Dynamic binding is deprecated in ESXi 5.x.

n Select Ephemeral for no port binding. This option is not available
when the vSphere Client is connected directly to ESXi.

 
4 Click OK.

Edit Advanced Distributed Port Group Settings
You can edit advanced distributed port group settings, such as override settings and reset at disconnect.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Advanced to edit the distributed port group properties.

Option Description

Allow override of port policies Select this option to allow distributed port group policies to be overridden
on a per-port level. Click Edit Override Settings to select which policies
can be overridden at the port level.

Edit Override Settings Select which policies can be overridden at the port level.

Configure reset at disconnect When a distributed port is disconnected from a virtual machine, the
configuration of the distributed port is reset to the distributed port group
setting. Any per-port overrides are discarded.

 
4 Click OK.
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Managing License Keys in the
vSphere Client 4

Use the vSphere Client to manage license keys directly on individual ESXi hosts or centrally in the license
inventory of a vCenter Server system.

This chapter includes the following topics:

n “Managing License Keys on ESXi Hosts,” on page 43

n “Managing License Keys on vCenter Server,” on page 45

Managing License Keys on ESXi Hosts
When you connect the vSphere Client directly to an ESXi host, you can view and assign license keys, see
which features are licensed on the host, and put the host in evaluation mode.

Access the ESXi License Key and Licensed Features in the vSphere Client
If you are not local to the host and cannot access the direct console, use the vSphere Client to access the ESXi
license key.

Procedure

1 From the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 In the Software section, click Licensed Features.

The license key and a list of features that you can configure on the host appears. The license key
appears in the form XXXXX-XXXXX-XXXXX-XXXXX-XXXXX.

Assign a License Key to an ESXi Host
Using the vSphere Client, you can assign an existing or new license key to an ESXi host.

If the vSphere Client is connected directly to the host, on the host Configuration tab, click Licensed
Features > Edit to change the license key.

Prerequisites

Verify that you have the Global.Licenses privilege.

Procedure

1 In the vSphere Client, select the host in the inventory and click the Configuration tab.

2 In the Software section, click Licensed Features and click Edit.
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3 Assign a license key.

n Select Assign an existing license key to this host and select a license key from the Product list.

n Select Assign a new license key to this host, click Enter Key, and specify a license key in the form
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX.

4 Click OK.

Set an ESXi Host to Evaluation Mode
If you have assigned a license key to an ESXi host, you can switch to evaluation mode to explore the full set
of features that are available for the host.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 In the Software section, click Licensed Features.

4 Click Edit next to ESX Server License Type.

5 Click Product Evaluation.

6 Click OK to save your changes.

The host is in evaluation mode and you can explore the entire set of features for ESXi. If you have already
used the host in evaluation mode, the time that remains in the evaluation period is decreased by the time
already used. For example, suppose you have used the host in evaluation mode for 20 days and then
assigned a vSphere Standard license key to the host. If you set the host back in evaluation mode, you can
explore the entire set of features that are available for the host for the remaining evaluation period of 40
days. You can track the remaining days from the evaluation period of a host in the host's page in the
vSphere Client.

NOTE   After the evaluation period of the host expires, you receive a warning message, and the host cannot
be connected to a vCenter Server system. All powered-on virtual machines continue to work, but you
cannot power on any new virtual machines. You cannot change the current configuration of the features that
are already in use. You cannot use the features that remained unused while the host was in evaluation
mode.

The License Key of an ESXi Host is Replaced
The license key that you assigned through a direct connection with the vSphere Client to an ESXi host
changes.

Problem

You use the vSphere Client to connect directly to an ESXi host. You use the Configuration > Licensed
Features > Edit operation to assign a license key to the host. Later, a different license key replaces the license
key you assigned to the host.

Cause

If a vCenter Server system manages an ESXi host, changes made to the host license through direct
connection to the host do not persist, because the license key assigned through vCenter Server overwrites
the changes.

If you use the Configuration > Licensed Features > Edit operation, any license assignment operation that
you perform in vCenter Server overrides the host license configuration.
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Solution

If you use vCenter Server to manage the host, use either the Home > Administration > Licensing interface
or the Add Host operation to configure host licensing.

Managing License Keys on vCenter Server
vSphere license management is centralized. You can use the vSphere Client to manage all licenses that are
available in the license inventory of a vCenter Server system.

Access vCenter Server License Keys and Features
You can access the license keys and features available in the vCenter Server license inventory from the
Licensing page in the vSphere Client.

Prerequisites

n Verify that you have the Global.Licenses privilege.

n Ensure that the vSphere Client is connected to the vCenter Server system.

Procedure

1 In the vSphere Client, select View > Administration > Licensing.

You can view and manage the license keys available in the vCenter Server inventory from the
Management tab.

2 (Optional) Click Refresh.

3 In the Management tab, select a sorting option for the license information.

Option Description

Product Displays the available license keys listed by product.

License key Displays the available license keys listed by license key.

Asset Displays the available license keys listed by the asset to which they are
assigned: host, vCenter Server, or solution.

 

The Management tab displays the available license keys listed by product, license key, or asset. You can
right-click any of the listed items to add, assign, and remove license keys and copy license information to
your clipboard.

What to do next

If you have a license key with zero assigned capacity, you can:

n Assign the license key to assets that require licensing.

n Remove the license key if the key is no longer required.

You should not keep unassigned license keys in the vCenter Server license inventory.

Add License Keys to the vCenter Server License Inventory
After you obtain license keys, you can add them to the vCenter Server license inventory. You can add
multiple license keys at the same time.

Prerequisites

n Verify that you have the Global.Licenses privilege.

n Ensure that the vSphere Client is connected to the vCenter Server system.
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Procedure

1 In the vSphere Client, select Home > Administration > Licensing.

2 Click Manage vSphere Licenses.

3 In the Add License Keys text area, specify license keys one per line.

You can specify a list of keys in one operation.

4 (Optional) Type a brief label of the keys.

5 Click Add License Keys.

If you specify any invalid license keys, you receive an error message that lists only the invalid keys. You
can either delete the invalid keys, or add them after correcting them.

6 If you are not ready to assign the license keys to assets, click Next through the remaining wizard
screens and click Finish to save your changes.

The license keys are added to the vCenter Server license inventory.

What to do next

Assign the license keys to assets that require licensing. You should not keep unassigned license keys in the
vCenter Server license inventory.

Assign a License Key to Assets
You can assign license keys to single or multiple assets, individually, or in batches.

NOTE   If an ESXi host disconnects from vCenter Server immediately after you assign a license key, the
license assignment operation does not complete but the host appears as licensed. The host is licensed after it
reconnects to vCenter Server.

Prerequisites

n Verify that you have the Global.Licenses privilege.

n Ensure that the vSphere Client is connected to the vCenter Server system.

Procedure

1 In the vSphere Client, select Home > Administration > Licensing.

2 Click Manage vSphere Licenses.

3 Click Next to go to the Assign Licenses page.

4 Click the ESX, vCenter Server, or Solutions tab to display the available assets.

5 Select the assets to show.

6 In the Asset window, select one or more assets to license.

To select multiple assets, use Ctrl-click or Shift-click.

7 In the Product window, select an appropriate license key and click Next.

If the license key you assign has a strong limit, the license capacity must be greater than or equal to the
required license use for the asset. Otherwise, you cannot assign the license key. Check the EULA of the
license to determine whether it has a strong limit.

8 (Optional) If you are not ready to remove any license keys, click Next to skip the Remove License Keys
page and click Finish to save your changes.

vSphere Administration with the vSphere Client

46  VMware, Inc.



Add a License Key and Assign It to an Asset
After you obtain a license key, you can add it to the vCenter Server license inventory and assign the license
key to assets.

Prerequisites

n Verify that you have the Global.Licenses privilege.

n Ensure that the vSphere Client is connected to the vCenter Server system.

Procedure

1 In the vSphere Client, select Home > Administration > Licensing.

2 In the Management tab, select Asset as a primary entity for sorting the license information.

3 Right-click an asset and select Change license key.

4 Select Assign a new license key and click Enter Key.

5 Specify the license key, type an optional label for the key, and click OK.

6 Click OK.

The license key is added to the vCenter Server license inventory and assigned to the corresponding asset.

What to do next

Assign the license key to other assets of the same type in case the license key has available capacity.

Export License Information
You can export license information in a file that you can later open with third-party applications.

Prerequisites

n Verify that you have the Global.Licenses privilege.

n Ensure that the vSphere Client is connected to the vCenter Server system.

Procedure

1 In the vSphere Client, select Home > Administration > Licensing.

2 In the Management tab, select the view that you want to export.

n Product

n License key

n Asset

3 Click Export.

4 In the Save As dialog box, select a folder, a filename, and a format for the exported license data and
click Save.
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Managing Tasks 5
Tasks represent system activities that do not complete immediately, such as migrating a virtual machine.
They are initiated by high-level activities that you perform with the vSphere Client in real time and activities
that you schedule to occur at a later time or on a recurring basis.

For example, powering off a virtual machine is a task. You can perform this task manually every evening, or
you can set up a scheduled task to power off the virtual machine every evening for you.

NOTE   The functionality available in the vSphere Client depends on whether the vSphere Client is connected
to a vCenter Server system or an ESXi host. Unless indicated, the process, task, or description applies to both
kinds of vSphere Client connections. When the vSphere Client is connected to an ESXi host, the Tasks
option is not available; however, you can view recent tasks in the Status Bar at the bottom of the
vSphere Client.

This chapter includes the following topics:

n “Viewing Tasks,” on page 49

n “Cancel a Task,” on page 51

n “Schedule Tasks,” on page 51

n “Policy Rules for Task Operations,” on page 55

Viewing Tasks
You can view tasks that are associated with a single object or all objects in the vSphere Client inventory. The
Tasks & Events tab lists completed tasks and tasks that are currently running.

By default, the tasks list for an object also includes tasks performed on its child objects. You can filter the list
by removing tasks performed on child objects and by using keywords to search for tasks.

View All Tasks
You view completed tasks and running tasks in the vSphere Client Tasks & Events tab.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

Procedure

1 In the vSphere Client, select the object in the inventory.
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2 Display the tasks for a single object or the entire vCenter Server.

n To display the tasks for a single object, select the object.

n To display the tasks in the vCenter Server, select the root folder.

3 Click the Tasks & Events tab.

The task list contains tasks performed on the object and its children.

4 (Optional) To view detailed information for a task, select the task in the list.

The Task Details pane displays details such as task status, any error messages in the error stack, and
any related events.

View Recent Tasks
You view recent tasks for an ESXi host in the vSphere Client Recent Tasks pane.

Procedure

1 In the vSphere Client, select the host from the inventory.

2 If necessary, select View > Status Bar to display the status bar at the bottom of the vSphere Client.

The list of tasks appears in the Recent Tasks pane of the Status Bar.

View Scheduled Tasks
You view scheduled tasks in the vSphere Client Scheduled Tasks pane. The scheduled task list includes
tasks that are scheduled to run and those that have already run.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

Procedure

u In the vSphere Client, select Home > Management > Scheduled Tasks.

Filter Tasks for a Host or Datacenter
Filtering the task list removes tasks performed on child objects.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

Procedure

1 In the vSphere Client, select the host or datacenter in the inventory and click the Tasks & Events tab.

2 In View, click Tasks to display the tasks list.

3 If the Show all entries list and the search field are not displayed under the Tasks and Events buttons,
select View > Filtering.

4 Click Show all entries and select Show host entries or Show datacenter entries, depending on the
object selected.
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Use Keywords to Filter the Tasks List
You can filter the tasks list based on any task attribute, including task name, target, status, initiator, change
history, and time. Filtering is inclusive, not exclusive. If the keyword is found in any of the selected
columns, the task is included in the filtered list.

Prerequisites

n Open a vSphere Client session to a vCenter Server.

Procedure

1 In the vSphere Client, select the object in the inventory.

2 If the Name, Target or Status contains search field is not displayed above the Recent Tasks pane, select
View > Filtering.

3 Click the search field arrow and select the attributes to include in the search.

4 Type a keyword into the box and press Enter.

Cancel a Task
Canceling a task stops a running task from occurring. Canceling a scheduled task does not cancel
subsequent runs. To cancel a scheduled task that has not run, reschedule it.

NOTE   You can only cancel a subset of tasks by using the vSphere Client.

Required privileges:

n Manual tasks: Tasks.Update Task

n Scheduled tasks:Scheduled Task.Remove Task

n Appropriate permissions on the host where the task is running

Prerequisites

n Open a vSphere Client session to a vCenter Server.

Procedure

1 Locate the task in the Recent Tasks pane of the Status Bar.

By default, the Status Bar is displayed at the bottom of the vSphere Client. If it is not visible, select
View > Status Bar.

2 Right-click the appropriate task and select Cancel.

If the cancel option is unavailable, the selected task cannot be canceled.

The vCenter Server system or ESXi host stops the progress of the task and returns the object to its previous
state. The vSphere Client displays the task with a Canceled status.

Schedule Tasks
You can schedule tasks to run once in the future or multiple times, at a recurring interval.

The tasks you can schedule are listed in the following table.
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Table 5‑1.  Scheduled Tasks

Scheduled Task Description

Add a host Adds the host to the specified data center or cluster.

Change the power state of a virtual
machine

Powers on, powers off, suspends, or resets the state of the virtual machine.

Change cluster power settings Enable or disable DPM for hosts in a cluster.

Change resource settings of a resource pool
or virtual machine

Changes the following resource settings:
n CPU – Shares, Reservation, Limit.
n Memory – Shares, Reservation, Limit.

Check compliance of a profile Checks that a host's configuration matches the configuration specified in a
host profile.

Clone a virtual machine Makes a clone of the virtual machine and places it on the specified host or
cluster.

Create a virtual machine Creates a new virtual machine on the specified host.

Deploy a virtual machine Creates a new virtual machine from a template on the specified host or
cluster.

Migrate a virtual machine Migrate a virtual machine to the specified host or datastore by using
migration or migration with vMotion.

Make a snapshot of a virtual machine Captures the entire state of the virtual machine at the time the snapshot is
taken.

Scan for Updates Scans templates, virtual machines, and hosts for available updates.
This task is available only when vSphere Update Manager is installed.

Remediate Installs missing patches from the baselines selected for remediation on the
hosts discovered during the scan operation and applies the newly
configured settings.
This task is available only when vSphere Update Manager is installed.

You create scheduled tasks by using the Scheduled Task wizard. For some scheduled tasks, this wizard
opens the wizard used specifically for that task. For example, if you create a scheduled task that migrates a
virtual machine, the Scheduled Task wizard opens the Migrate Virtual Machine wizard, which you use to
set up the migration details.

Scheduling one task to run on multiple objects is not possible. For example, you cannot create one scheduled
task on a host that powers on all virtual machines on that host. You must create a separate scheduled task
for each virtual machine.

After a scheduled task runs, you can reschedule it to run again at another time.

Create a Scheduled Task
To schedule a task, use the Scheduled Task wizard.

Required privilege: Schedule Task.Create Tasks

You can schedule a limited number of tasks by using the vSphere Client. If the task to schedule is not
available, use the vSphere API. See the vSphere SDK Programming Guide.

CAUTION   Do not schedule multiple tasks to be performed at the same time on the same object. The results
are unpredictable.

Prerequisites

The vSphere Client must be connected to a vCenter Server system to schedule tasks.
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Procedure

1 In the navigation bar, click Home > Management > Scheduled Tasks.

The current list of scheduled tasks appears.

2 In the toolbar, click New.

3 In the Select a Task to Schedule dialog box, select a task and click OK to open the wizard for that task.

NOTE   For some scheduled tasks, the wizard opens the wizard used specifically for that task. For
example, to migrate a virtual machine, the Scheduled Task wizard opens the Migrate Virtual Machine
Wizard, which you use to set up the migration details.

4 Complete the wizard that opens for the task.

5 In the Schedule Task section, enter a task name and task description.

6 Select a Frequency and specify a Start Time.

You can schedule a task to run only once during a day. To set up a task to run multiple times in one
day, set up additional scheduled tasks.

Table 5‑2.  Scheduled Task Frequency Options

Frequency Action

Once n To run the scheduled task immediately, select Now and click Next.
n To run the scheduled task at a later time and date, select Later and enter a Time. Click

the Date arrow to display the calendar and click a date.

After Startup n In Delay, enter the number of minutes to delay the task.

Hourly 1 In Start Time, enter the number of minutes after the hour to run the task.
2 In Interval, enter the number of hours after which to run the task.
For example, to start a task at the half-hour mark of every 5th hour, enter 30 and 5.

Daily n Enter the Start Time and Interval.
For example, to run the task at 2:30 pm every four days, enter 2:30 and 4.

Weekly 1 Enter the Interval and Start Time.
2 Select each day on which to run the task.
For example, to run the task at 6 am every Tuesday and Thursday, enter 1 and 6 am, and
select Tuesday and Thursday.

Monthly 1 Enter the Start Time.
2 Specify the days by using one of the following methods.

n Enter a specific date of the month.
n Select first, second, third, fourth, or last, and select the day of the week.

last runs the task on the last week in the month that the day occurs. For example, if
you select the last Monday of the month and the month ends on a Sunday, the task
runs six days before the end of the month.

3 In Interval, enter the number of months between each task run.

7 Click Next.

8 Set up email notifications and click Next.

9 Click Finish.

The vCenter Server system adds the task to the list in the Scheduled Tasks window.
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Change or Reschedule a Task
After a scheduled task is created, you can change the timing, frequency, and specifics of the task. You can
edit and reschedule tasks before or after they run.

Required privilege:Schedule Task.Modify Task

Prerequisites

n Open a vSphere Client session to a vCenter Server system.

Procedure

1 In the vSphere Client, click Home > Management > Scheduled Tasks.

2 Select the task.

3 In the toolbar, click Properties.

4 Change task attributes as necessary.

5 Click Next to advance through the wizard.

6 Click Finish.

Remove a Scheduled Task
Removing a scheduled task removes all future occurrences of the task. The history associated with all
completed occurrences of the task remains in the vCenter Server database.

Prerequisites

To remove scheduled tasks, the vSphere Client must be connected to the vCenter Server system.

Required privilege:Scheduled Task.Remove Task

Procedure

1 In the vSphere Client, click Home > Management > Scheduled Tasks.

2 Select the task.

3 Select Inventory > Scheduled Task > Remove.

4 Click OK.

The task is removed from the list of scheduled tasks.

Canceling Scheduled Tasks
Canceling a task stops a running task from occurring, regardless of whether the task was a real-time task or
a scheduled task. The operation cancels only the running task. If the task being canceled is a scheduled task,
subsequent runs are not canceled.

Tasks that aren’t running can be cleared when they are in a queued or scheduled state. In such cases,
because the cancel operation is not available, either remove the task or reschedule it to run at a different
time. Removing a scheduled task requires that you recreate it to run it in the future, rescheduling does not.

You can cancel the following tasks:

n Connecting to a host

n Cloning a virtual machine

n Deploying a virtual machine
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n Migrating a powered off virtual machine. This task is cancelable only when the source disks have not
been deleted.

If your vSphere environment uses virtual services, you can also cancel the following scheduled tasks:

n Change the power state of a virtual machine

n Make a snapshot of a virtual machine

Policy Rules for Task Operations
The vCenter Server system and ESXi hosts adhere to certain rules when managing tasks.

The vCenter Server system and ESXi hosts use the following rules to process tasks:

n The user performing the task in the vSphere Client must have the correct permissions on the relevant
objects. After a scheduled task is created, it will be performed even if the user no longer has permission
to perform the task.

n When the operations required by manual tasks and scheduled tasks conflict, the activity due first is
started first.

n When a virtual machine or host is in an incorrect state to perform any activity, manual or scheduled,
vCenter Server or the ESXi host does not perform the task. A message is recorded in the log.

n When an object is removed from the vCenter Server or the ESXi host, all associated tasks are also
removed.

n The vSphere Client and vCenter Server system use UTC time to determine the start time of a scheduled
task. This ensures vSphere Client users in different time zones see the task scheduled to run at their
local time.

Events are logged in the event log at start and completion of a task. Any errors that occur during a task are
also recorded in the event log.

CAUTION   Do not schedule multiple tasks to be performed at the same time on the same object. The results
are unpredictable.
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Securing the Management Interface 6
Secure the management Interface of an ESXi host and the virtual machine guest operating system by
restricting the services and management agents that are allowed to interface directly with the host or virtual
machine.

This chapter includes the following topics:

n “Securing ESXi Hosts,” on page 57

n “Securing Virtual Machines,” on page 61

Securing ESXi Hosts
The ESXi hypervisor architecture has many built-in security features such as CPU isolation, memory
isolation, and device isolation. You can configure additional features such as lockdown mode, certificate
replacement, and smart card authentication for enhanced security.

An ESXi host is also protected with a firewall. You can open ports for incoming and outgoing traffic as
needed, but should restrict access to services and ports. Using the ESXi lockdown mode and limiting access
to the ESXi Shell can further contribute to a more secure environment. Starting with vSphere 6.0, ESXi hosts
participate in the certificate infrastructure. Hosts are provisioned with certificate that are signed by the
VMware Certificate Authority (VMCA) by default.

See the VMware white paper Security of the VMware vSphere Hypervisor for additional information on ESXi
security.

Allow or Deny Access to an ESXi Service or Management Agent
You can configure firewall properties to allow or deny access for a service or management agent.

You add information about allowed services and management agents to the host configuration file. You can
enable or disable these services and agents using the vSphere Client or at the command line.

NOTE   If different services have overlapping port rules, enabling one service might implicitly enable
overlapping services. To minimize the effects of this behavior, you can specify which IP addresses are
allowed to access each service on the host.

Procedure

1 Select the host in the inventory panel.

2 Click the Configuration tab, then in the Software section, click Security Profile.

The vSphere Client displays a list of active incoming and outgoing connections with the corresponding
firewall ports.
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3 In the Firewall section, click Properties.

The Firewall Properties dialog box lists all the rule sets that you can configure for the host.

4 Select the rule sets to enable, or deselect the rule sets to disable.

The Incoming Ports and Outgoing Ports columns indicate the ports that the vSphere Client opens for
the service. The Protocol column indicates the protocol that the service uses. The Daemon column
indicates the status of daemons associated with the service.

5 Click OK.

Add Allowed IP Addresses
You can specify which networks are allowed to connect to each service that is running on the host.

You can use the vSphere Client or the command line to update the Allowed IP list for a service. By default,
all IP addresses are allowed.

Procedure

1 Select the host in the inventory panel.

2 Click the Configuration tab and click Security Profile.

3 In the Firewall section, click Properties.

4 Select a service in the list and click Firewall.

5 Select Only allow connections from the following networks and enter the IP addresses of networks
that are allowed to connect to the host.

You can enter IP addresses in the following formats: 192.168.0.0/24, 192.168.1.2, 2001::1/64, or fd3e:
29a6:0a81:e478::/64.

6 Click OK.

Set Service or Client Startup Options
By default, daemon processes start when any of their ports are opened and stop when all of their ports are
closed. You can change this startup policy for the selected service or client.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab, then under Software click Security Profile.

3 In the Firewall section, click Properties.

All the firewall services and management agents that you can configure for the host are listed.

4 Select the service or management agent to configure and click Options.

You can set the service start policy, verify the status of the service, and manually start, stop, or restart
the service through this configuration.

5 Select a policy from the Startup Policy list.

6 Click OK.

vSphere Administration with the vSphere Client

58  VMware, Inc.



Using the ESXi Shell
The ESXi Shell (formerly Tech Support Mode or TSM) is disabled by default on ESXi hosts. You can enable
local and remote access to the shell if necessary.

Enable the ESXi Shell for troubleshooting only. The ESXi Shell can be enabled and disabled whether or not
the host is running in lockdown mode. See the vSphere Security publication for more information on
lockdown mode behavior.

ESXi Shell Enable this service to access the ESXi Shell locally.

SSH Enable this service to access the ESXi Shell remotely using SSH. You can
upload SSH keys to your hosts. See the vSphere Security publication for more
information on SSH keys.

Direct Console UI
(DCUI)

When you enable this service while running in lockdown mode, you can log
in locally to the direct console user interface as the root user and disable
lockdown mode. You can then access the host using a direct connection to
the vSphere Client or by enabling the ESXi Shell.

The root user and users with the Administrator role can access the ESXi Shell. Users who are in the Active
Directory group ESX Admins are automatically assigned the Administrator role. By default, only the root
user can execute system commands (such as vmware -v) using the ESXi Shell.

NOTE   Do not enable the ESXi Shell until you actually need access.

Use the vSphere Client to Enable Access to the ESXi Shell
Use the vSphere Client to enable local and remote access to the ESXi Shell.

Procedure

1 Select the host in the inventory panel.

2 Click the Configuration tab and click Security Profile.

3 In the Services section, click Properties.

4 Select a service from the list.

n ESXi Shell

n SSH

n Direct Console UI

5 Click Options and select Start and stop manually.

When you select Start and stop manually, the service does not start when you reboot the host. If you
want the service to start when you reboot the host, select Start and stop with host.

6 Select Start to enable the service.

7 Click OK.

Create a Timeout for ESXi Shell Availability
The ESXi Shell is disabled by default. You can set an availability timeout for the ESXi Shell to increase
security when you enable the shell.

The availability timeout setting is the amount of time that can elapse before you must log in after the
ESXi Shell is enabled. After the timeout period, the service is disabled and users are not allowed to log in.
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Procedure

1 Select the host in the inventory and click the Configuration tab.

2 Under Software, select Advanced Settings.

3 In the left panel, select UserVars.

4 In the UserVars.ESXiShellTimeOut field, enter the availability timeout setting.

You must restart the SSH service and the ESXi Shell service for the timeout to take effect.

5 Click OK.

If you are logged in when the timeout period elapses, your session will persist. However, after you log out
or your session is terminated, users are not allowed to log in.

Create a Timeout for Idle ESXi Shell Sessions
If a user enables the ESXi Shell on a host, but forgets to log out of the session, the idle session remains
connected indefinitely. The open connection can increase the potential for someone to gain privileged access
to the host. You can prevent this by setting a timeout for idle sessions.

The idle timeout is the amount of time that can elapse before the user is logged out of an idle interactive
sessions. Changes to the idle timeout apply the next time a user logs in to the ESXi Shell and do not affect
existing sessions.

Procedure

1 Select the host in the inventory and click the Configuration tab.

2 Under Software, select Advanced Settings.

3 In the left panel, select UserVars.

4 In the UserVars.ESXiShellInteractiveTimeOut field, enter the availability timeout setting.

You must restart the SSH service and the ESXi Shell service for the timeout to take effect.

5 Click OK.

If you are logged in when the timeout period elapses, your session will persist. However, after you log out
or your session is terminated, users are not allowed to log in.

Enable Lockdown Mode in the vSphere Client
Enable lockdown mode to require that all configuration changes go through vCenter Server. You can also
enable or disable lockdown mode through the direct console user interface.

Prerequisites

n Open a vSphere Client session to a vCenter Server system.

Procedure

1 Select the host in the inventory panel.

2 Click the Configuration tab and click Security Profile.

3 Click the Edit link next to lockdown mode.

The Lockdown Mode dialog box appears.

4 Select Enable Lockdown Mode.

5 Click OK.
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Securing Virtual Machines
The guest operating system that runs in the virtual machine is subject to the same security risks as a physical
system. Secure virtual machines as you would secure physical machines.

1 Prevent Virtual Disk Shrinking on page 61
Nonadministrative users in the guest operating system are able to shrink virtual disks. Shrinking a
virtual disk reclaims the disk's unused space. However, if you shrink a disk repeatedly, the disk can
become unavailable or cause a Denial of Service (DoS). To prevent this, disable the ability to shrink
virtual disks.

2 Disable Copy and Paste Operations Between Guest Operating System and Remote Console on
page 62
Copy and paste operations between the guest operating system and remote console are disabled by
default. For a secure environment, retain the default setting. If you require copy and paste operations,
you must enable them using the vSphere Client.

3 Modify Guest Operating System Variable Memory Limit on page 62
You can increase the guest operating system variable memory limit if large amounts of custom
information are being stored in the configuration file.

4 Prevent the Guest Operating System Processes from Sending Configuration Messages to the Host on
page 63
You can prevent guests from writing any name-value pairs to the configuration file that are sent to the
host. This is appropriate when guest operating systems must be prevented from modifying
configuration settings.

5 Prevent a Virtual Machine User or Process from Disconnecting Devices on page 63
Users and processes without root or administrator privileges within virtual machines have the
capability to connect or disconnect devices, such as network adaptors and CD-ROM drives, as well as
the ability to modify device settings. To increase virtual machine security, remove these devices. If you
do not want to permanently remove a device, you can prevent a virtual machine user or process from
connecting or disconnecting the device from within the guest operating system.

6 Configure Syslog on ESXi Hosts on page 64
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other
system components to log files.

Prevent Virtual Disk Shrinking
Nonadministrative users in the guest operating system are able to shrink virtual disks. Shrinking a virtual
disk reclaims the disk's unused space. However, if you shrink a disk repeatedly, the disk can become
unavailable or cause a Denial of Service (DoS). To prevent this, disable the ability to shrink virtual disks.

Prerequisites

Turn off the virtual machine.

Procedure

1 Log in to the vCenter Server system using the vSphere Client.

2 Select the virtual machine in the inventory.

3 On the Summary tab, click Edit Settings.

4 Select Options > Advanced > General and click Configuration Parameters.
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5 Add or edit the following parameters.

Name Value

isolation.tools.diskWiper.disable TRUE

isolation.tools.diskShrink.disable TRUE
 

6 Click OK to close the Configuration Parameters dialog box, and click OK again to close the Virtual
Machine Properties dialog box.

When you disable this feature, you cannot shrink virtual machine disks when a datastore runs out of space.

Disable Copy and Paste Operations Between Guest Operating System and
Remote Console

Copy and paste operations between the guest operating system and remote console are disabled by default.
For a secure environment, retain the default setting. If you require copy and paste operations, you must
enable them using the vSphere Client.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client, select the virtual machine.

2 On the Summary tab, click Edit Settings.

3 Select Options > Advanced > General and click Configuration Parameters.

4 Ensure that the following values are in the Name and Value columns, or click Add Row to add them.

Name Value

isolation.tools.copy.disable TRUE

isolation.tools.paste.disable TRUE
 
These options override any settings made in the guest operating system’s VMware Tools control panel.

5 Click OK to close the Configuration Parameters dialog box, and click OK again to close the Virtual
Machine Properties dialog box.

6 (Optional) If you made changes to the configuration parameters, restart the virtual machine.

Modify Guest Operating System Variable Memory Limit
You can increase the guest operating system variable memory limit if large amounts of custom information
are being stored in the configuration file.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client, select the virtual machine in the inventory panel.

2 On the Summary tab, click Edit Settings.

3 Select Options > Advanced > General and click Configuration Parameters.
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4 If the size limit attribute is not present, you must add it.

a Click Add Row.

b In the Name column, type tools.setInfo.sizeLimit.

c In the Value column, type Number of Bytes.
If the size limit attribute exists, modify it to reflect the appropriate limits.

5 Click OK to close the Configuration Parameters dialog box, and click OK again to close the Virtual
Machine Properties dialog box.

Prevent the Guest Operating System Processes from Sending Configuration
Messages to the Host

You can prevent guests from writing any name-value pairs to the configuration file that are sent to the host.
This is appropriate when guest operating systems must be prevented from modifying configuration
settings.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client, select the virtual machine in the inventory panel.

2 On the Summary tab, click Edit Settings.

3 Click Options > Advanced > General, and click Configuration Parameters.

4 Click Add Row and type the following values in the Name and Value columns.

n In the Name column: isolation.tools.setinfo.disable

n In the Value column: true

5 Click OK to close the Configuration Parameters dialog box, and click OK again to close the Virtual
Machine Properties dialog box.

Prevent a Virtual Machine User or Process from Disconnecting Devices
Users and processes without root or administrator privileges within virtual machines have the capability to
connect or disconnect devices, such as network adaptors and CD-ROM drives, as well as the ability to
modify device settings. To increase virtual machine security, remove these devices. If you do not want to
permanently remove a device, you can prevent a virtual machine user or process from connecting or
disconnecting the device from within the guest operating system.

Prerequisites

Turn off the virtual machine.

Procedure

1 Log in to a vCenter Server system using the vSphere Client and select the virtual machine.

2 On the Summary tab, click Edit Settings.

3 Select Options > Advanced > General and click Configuration Parameters.
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4 Add or edit the following parameters.

Name Value

isolation.device.connectable.disabl
e

true

isolation.device.edit.disable true
 
These options override any settings made in the guest operating system's VMware Tools control panel.

5 Click OK to close the Configuration Parameters dialog box, and click OK again to close the Virtual
Machine Properties dialog box.

6 (Optional) If you made changes to the configuration parameters, restart the virtual machine.

Configure Syslog on ESXi Hosts
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other system
components to log files.

You can use the vSphere Client or the esxcli system syslog vCLI command to configure the syslog service.

For more information about using vCLI commands, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 In the vSphere Client inventory, select the host.

2 Click the Configuration tab.

3 In the Software panel, click Advanced Settings.

4 Select Syslog in the tree control.

5 To set up logging globally, click global and make changes to the fields on the right.

Option Description

Syslog.global.defaultRotate Sets the maximum number of archives to keep. You can set this number
globally and for individual subloggers.

Syslog.global.defaultSize Sets the default size of the log, in KB, before the system rotates logs. You
can set this number globally and for individual subloggers.

Syslog.global.LogDir Directory where logs are stored. The directory can be located on mounted
NFS or VMFS volumes. Only the /scratch directory on the local file
system is persistent across reboots. The directory should be specified as
[datastorename] path_to_file where the path is relative to the root of the
volume backing the datastore. For example, the path
[storage1] /systemlogs maps to the
path /vmfs/volumes/storage1/systemlogs.

Syslog.global.logDirUnique Selecting this option creates a subdirectory with the name of the ESXi host
under the directory specified by Syslog.global.LogDir. A unique directory
is useful if the same NFS directory is used by multiple ESXi hosts.

Syslog.global.LogHost Remote host to which syslog messages are forwarded and port on which
the remote host receives syslog messages. You can include the protocol
and the port, for example, ssl://hostName1:514. UDP (default), TCP,
and SSL are supported. The remote host must have syslog installed and
correctly configured to receive the forwarded syslog messages. See the
documentation for the syslog service installed on the remote host for
information on configuration.
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6 (Optional) To overwrite the default log size and log rotation for any of the logs.

a Click loggers.

b Click the name of the log you that want to customize and enter the number of rotations and log
size you want.

7 Click OK.

Changes to the syslog options take effect immediately.
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ESXi Authentication and User
Management 7

ESXi handles user authentication and supports user permissions.

When you connect directly to an ESXi host with the vSphere Client, you can create users and groups that are
local to that ESXi host. You can also assign permissions to these users and groups.

vCenter Server is not aware of users that are local to ESXi, and ESXi is not aware of vCenter Server users.
For more information on managing users for ESXi hosts managed by vCenter Server, see the vSphere Security
documentation.

This chapter includes the following topics:

n “Managing Users with the vSphere Client,” on page 67

n “Assigning Permissions for ESXi,” on page 70

n “Managing ESXi Roles,” on page 71

n “Using Active Directory to Manage ESXi Users,” on page 74

n “Use vSphere Authentication Proxy to Add a Host to a Domain,” on page 75

n “Adjust the Search List in Large Domains,” on page 76

Managing Users with the vSphere Client
Manage users to control who is authorized to log in to ESXi.

In vSphere 5.1 and later, ESXi user management has the following caveats.
n The users created when you connect directly to an ESXi host are not the same as the vCenter Server

users. When the host is managed by vCenter Server, vCenter Server ignores users created directly on
the host.

n You cannot create ESXi users with the vSphere Web Client. You must log directly into the host with the
vSphere Client to create ESXi users.

n ESXi 5.1 and later does not support local groups. However, Active Directory groups are supported.

To prevent anonymous users such as root from accessing the host with the Direct Console User Interface
(DCUI) or ESXi Shell, remove the user's administrator privileges on the root folder of the host. This applies
to both local users and Active Directory users and groups.
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Add an ESXi User
Adding a user to the users table updates the internal user list that the host maintains.

Prerequisites

n Open a vSphere Client session to an ESXi host.

n Review the password requirements as described in the vSphere Security publication.

Procedure

1 Log in to ESXi using the vSphere Client.

You cannot create ESXi users with the vSphere Web Client. You must directly log into the host with the
vSphere Client to create ESXi users.

2 Click Users.

3 Right-click anywhere in the Users table and click Add.

4 Enter a login, a user name, and a password.

NOTE   Do not create a user named ALL. Privileges associated with the name ALL might not be available
to all users in some situations. For example, if a user named ALL has Administrator privileges, a user
with ReadOnly privileges might be able to log in to the host remotely. This is not the intended
behavior.

n Specifying the user name is optional.

n Create a password that meets the length and complexity requirements. The host checks for
password compliance using the default authentication plug-in, pam_passwdqc.so. If the password is
not compliant, the following error appears: A general system error occurred: passwd:
Authentication token manipulation error.

5 Click OK.

Modify the Settings for a User on the Host
You can change the login, user name, and password for a user.

Prerequisites

n Open a vSphere Client session to an ESXi host.

Procedure

1 Log in to ESXi using the vSphere Client.

You cannot create ESXi users with the vSphere Web Client. You must log directly into the host with the
vSphere Client to create ESXi users.

2 Click Users.

3 Right-click the user and click Edit to open the Edit User dialog box.
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4 Enter a login, a user name, and a password.

NOTE   Do not create a user named ALL. Privileges associated with the name ALL might not be available
to all users in some situations. For example, if a user named ALL has Administrator privileges, a user
with ReadOnly privileges might be able to log in to the host remotely. This is not the intended
behavior.

n Specifying the user name is optional.

n Create a password that meets the length and complexity requirements. The host checks for
password compliance using the default authentication plug-in, pam_passwdqc.so. If the password is
not compliant, the following error appears: A general system error occurred: passwd:
Authentication token manipulation error.

5 Click OK.

Remove a Local ESXi User from a Host
You can remove a local ESXi user from the host.

CAUTION   Do not remove the root user.

If you remove a user from the host, they lose permissions to all objects on the host and cannot log in again.

NOTE   Users who are logged in and are removed from the domain keep their host permissions until you
restart the host.

Procedure

1 Log in to ESXi using the vSphere Client.

2 Click the Local Users & Groups tab and click Users.

3 Right-click the user to remove and select Remove.

Do not remove the root user for any reason.

Sort, Export, and View Local ESXi Users
You can view, sort, and export lists of a host's local users to a file that is in HTML, XML, Microsoft Excel, or
CSV format.

Procedure

1 Log in to ESXi using the vSphere Client.

2 Click the Local Users & Groups tab and click Users .

3 Determine how to sort the table, and hide or show columns according to the information you want to
see in the exported file.

n To sort the table by any of the columns, click the column heading.

n To show or hide columns, right-click any of the column headings and select or deselect the name of
the column to hide.

n To show or hide columns, right-click any of the column headings and select or deselect the name of
the column to hide.

4 Right-click anywhere in the table and click Export List to open the Save As dialog box.

5 Select a path and enter a filename.
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6 Select the file type and click OK.

Assigning Permissions for ESXi
For ESXi, permissions are defined as access roles that consist of a user and the user’s assigned role for an
object such as a virtual machine or ESXi host. Permissions grant users the right to perform the activities
specified by the role on the object to which the role is assigned.

For example, to configure memory for the host, a user must be granted a role that includes the
Host.Configuration.Memory Configuration privilege. By assigning different roles to users for different
objects, you can control the tasks that users can perform in your vSphere environment.

When connecting directly to a host with the vSphere Client, the root and vpxuser user accounts have the
same access rights as any user assigned the Administrator role on all objects.

All other users initially have no permissions on any objects, which means they cannot view these objects or
perform operations on them. A user with Administrator privileges must assign permissions to these users to
allow them to perform tasks.

Many tasks require permissions on more than one object. These rules can help you determine where you
must assign permissions to allow particular operations:

n Any operation that consumes storage space, such as creating a virtual disk or taking a snapshot,
requires the Datastore.Allocate Space privilege on the target datastore, as well as the privilege to
perform the operation itself.

n Moving an object in the inventory hierarchy requires appropriate privileges on the object itself, the
source parent object (such as a folder or cluster), and the destination parent object.

n Each host and cluster has its own implicit resource pool that contains all the resources of that host or
cluster. Deploying a virtual machine directly to a host or cluster requires the Resource.Assign Virtual
Machine to Resource Pool privilege.

The list of privileges is the same for both ESXi and vCenter Server.

You can create roles and set permissions through a direct connection to the ESXi host.

Permission Validation
vCenter Server and ESXi hosts that use Active Directory regularly validate users and groups against the
Windows Active Directory domain. Validation occurs whenever the host system starts and at regular
intervals specified in the vCenter Server settings.

For example, if user Smith was assigned permissions and in the domain the user’s name was changed to
Smith2, the host concludes that Smith no longer exists and removes permissions for that user when the next
validation occurs.

Similarly, if user Smith is removed from the domain, all permissions are removed when the next validation
occurs. If a new user Smith is added to the domain before the next validation occurs, the new user Smith
receives all the permissions the old user Smith was assigned.

Change Permissions
After a user and role pair is set for an inventory object, you can change the role paired with the user or
change the setting of the Propagate check box. You can also remove the permission setting.

Procedure

1 From the vSphere Client, select an object in the inventory.

2 Click the Permissions tab.

3 Right-click the line item to select the user and role pair.
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4 Select Properties.

5 Select a role for the user or group from the drop-down menu.

6 To propagate the privileges to the children of the assigned inventory object, click the Propagate check
box and click OK.

Remove Permissions
Removing a permission for a user does not remove the user from the list of those available. It also does not
remove the role from the list of available items. It removes the user and role pair from the selected inventory
object.

Prerequisites

n Open a vSphere Client session to an ESXi host.

Procedure

1 From the vSphere Client, click the Inventory button.

2 Expand the inventory as needed and click the appropriate object.

3 Click the Permissions tab.

4 Click the appropriate line item to select the user and role pair.

5 Select Inventory > Permissions > Delete.

Change Permission Validation Settings
vCenter Server periodically validates its user and group lists against the users and groups in the Windows
Active Directory domain. It then removes users or groups that no longer exist in the domain. You can
change the interval between validations.

Procedure

1 From the vSphere Client connected to a vCenter Server system, select Administration > vCenter Server
Settings.

2 In the navigation pane, select Active Directory.

3 (Optional) Deselect the Enable Validation check box to disable validation.

Validation is enabled by default. Users and groups are validated when vCenter Server system starts,
even if validation is disabled.

4 If validation is enabled, enter a value in the Validation Period text box to specify a time, in minutes,
between validations.

Managing ESXi Roles
ESXi grants access to objects only to users who are assigned permissions for the object. When you assign a
user permissions for the object, you do so by pairing the user with a role. A role is a predefined set of
privileges.

ESXi hosts provide three default roles, and you cannot change the privileges associated with these roles.
Each subsequent default role includes the privileges of the previous role. For example, the Administrator
role inherits the privileges of the Read Only role. Roles you create yourself do not inherit privileges from
any of the default roles.
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You can create custom roles by using the role-editing facilities in the vSphere Client to create privilege sets
that match your user needs. If you use the vSphere Client connected to vCenter Server to manage ESXi
hosts, you have additional roles to choose from in vCenter Server. Also, the roles you create directly on a
host are not accessible within vCenter Server. You can work with these roles only if you log in to the host
directly from the vSphere Client.

NOTE   When you add a custom role and do not assign any privileges to it, the role is created as a Read Only
role with three system-defined privileges: System.Anonymous, System.View, and System.Read.

If you manage ESXi hosts through vCenter Server, maintaining custom roles in the host and vCenter Server
can result in confusion and misuse. In this type of configuration, maintain custom roles only in
vCenter Server.

You can create host roles and set permissions through a direct connection to the ESXi host with the vSphere
Client.

Create a Role
VMware recommends that you create roles to suit the access control needs of your environment.

Prerequisites

Verify that you are logged in as a user with Administrator privileges, such as root or vpxuser.

Procedure

1 On the vSphere Client Home page, click Roles.

2 Right-click the Roles tab information panel and click Add.

3 Type a name for the new role.

4 Select privileges for the role and click OK.

Clone a Role
You can make a copy of an existing role, rename it, and later edit it. When you make a copy, the new role is
not applied to any users or groups and objects. You must assign the role to users or groups and objects.

Prerequisites

Verify that you are logged in as a user with Administrator privileges, such as root or vpxuser.

Procedure

1 On the vSphere Client Home page, click Roles.

2 To select the role to duplicate, click the object in the list of Roles.

3 To clone the selected role, select Administration > Role > Clone.

A duplicate of the role is added to the list of roles. The name is Copy of rolename.

Edit a Role
When you edit a role, you can change the privileges selected for that role. When completed, these privileges
are applied to any user or group assigned the edited role.

Prerequisites

Verify that you are logged in as a user with Administrator privileges, such as root or vpxuser.
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Procedure

1 On the vSphere Client Home page, click Roles.

2 Right-click the role to edit and select Edit Role.

3 Select privileges for the role and click OK.

Rename a Role
When you rename a role, no changes occur to that role’s assignments.

Prerequisites

Verify that you are logged in as a user with Administrator privileges, such as root or vpxuser.

Procedure

1 On the vSphere Client Home page, click Roles.

2 Click the object in the list of roles that you want rename.

3 Select Administration > Role > Rename.

4 Type the new name.

Remove a Role
When you remove a role that is not assigned to any users or groups, the definition is removed from the list
of roles. When you remove a role that is assigned to a user or group, you can remove assignments or replace
them with an assignment to another role.

CAUTION   You must understand how users will be affected before removing all assignments or replacing
them. Users who have no permissions granted to them cannot log in.

Prerequisites

Verify that you are logged in as a user with Administrator privileges, such as root or vpxuser.

Procedure

1 On the vSphere Client Home page, click Roles.

2 Click the object you want to remove in the list of roles.

3 Select Administration > Role > Remove.

4 Click OK.

The role is removed from the list.

If the role is assigned to a user or group, a warning message appears.

5 Select a reassignment option and click OK.

Option Description

Remove Role Assignments Removes configured user or group and role pairings on the server. If a
user or group does not have other permissions assigned, they lose all
privileges.

Reassign affected users to Reassigns any configured user or group and role pairings to the selected
new role.
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Using Active Directory to Manage ESXi Users
You can configure ESXi to use a directory service such as Active Directory to manage users.

Creating local user accounts on each host presents challenges with having to synchronize account names
and passwords across multiple hosts. Join ESXi hosts to an Active Directory domain to eliminate the need to
create and maintain local user accounts. Using Active Directory for user authentication simplifies the ESXi
host configuration and reduces the risk for configuration issues that could lead to unauthorized access.

When you use Active Directory, users supply their Active Directory credentials and the domain name of the
Active Directory server when adding a host to a domain.

Configure a Host to Use Active Directory
You can configure the host to use a directory service such as Active Directory to manage users and groups.

Prerequisites

n Verify that you have an Active Directory domain. See your directory server documentation.

n Verify that the host name of ESXi is fully qualified with the domain name of the Active Directory forest.

fully qualified domain name = host_name.domain_name

Procedure

1 Synchronize the time between ESXi and the directory service system using NTP.

ESXi supports synchronizing time with an external NTPv3 or NTPv4 server that is compliant with RFC
5905 and RFC 1305. The Microsoft Windows W32Time service does not meet these requirements when
running with default settings. See the vSphere Security documentation or the VMware Knowledge Base
for information about how to synchronize ESXi time with a Microsoft Domain Controller.

2 Ensure that the DNS servers you configured for the host can resolve the host names for the Active
Directory controllers.

a In the vSphere Client, select the host in the inventory.

b Click the Configuration tab and click DNS and Routing.

c Click the Properties link at the top right of the panel.

d In the DNS and Routing Configuration dialog box, verify that the host name and DNS server
information for the host are correct.

What to do next

Use the vSphere Client to join a directory service domain.

Add a Host to a Directory Service Domain
To use a directory service, you must join the host to the directory service domain.

You can enter the domain name in one of two ways:

n name.tld (for example, domain.com): The account is created under the default container.

n name.tld/container/path (for example, domain.com/OU1/OU2): The account is created under a particular
organizational unit (OU).

To use the vSphere Authentication Proxy service (CAM service), see the vSphere Security documentation.
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Prerequisites

Verify that the vSphere Client is connected to the host.

Procedure

1 Select a host in the vSphere Client inventory, and click the Configuration tab.

2 Under Software, click Authentication Services.

3 Click Properties.

4 In the User Directory Services dialog box, select the directory service from the drop-down menu.

5 Enter a domain.

Use the form name.tld or name.tld/container/path.

6 Click Join Domain.

7 Enter the user name and password of a directory service user who has permissions to join the host to
the domain, and click OK.

8 Click OK to close the Directory Services Configuration dialog box.

View Directory Service Settings
You can view the type of directory server, if any, the host uses to authenticate users and the directory server
settings.

Procedure

1 Select a host in the vSphere Client inventory, and click the Configuration tab.

2 Under Software, select Authentication Services.

The Authentication Services Settings page displays the directory service and domain settings.

Use vSphere Authentication Proxy to Add a Host to a Domain
When you join a host to a directory service domain, you can use the vSphere Authentication Proxy server
for authentication instead of transmitting user-supplied Active Directory credentials.

You can enter the domain name in one of two ways:

n name.tld (for example, domain.com): The account is created under the default container.

n name.tld/container/path (for example, domain.com/OU1/OU2): The account is created under a particular
organizational unit (OU).

Prerequisites

n Verify that the vSphere Client is connected to the host.

n If ESXi is configured with a DHCP address, set up the DHCP range as described in the vSphere Security
documentation..

n If ESXi is configured with a static IP address, verify that its associated profile is configured to use the
vSphere Authentication Proxy service to join a domain so that the authentication proxy server can trust
the ESXi IP address.

n If ESXi is using a self-signed certificate, verify that the host has been added to vCenter Server. This
allows the authentication proxy server to trust ESXi.
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n If ESXi is using a CA-signed certificate and is not provisioned by Auto Deploy, verify that the CA
certificate has been added to the local trust certificate store of the authentication proxy server as
described in the vSphere Security documentation.

n Authenticate the vSphere Authentication Proxy server to the host as described in the vSphere Security
documentation.

Procedure

1 In the vSphere Client inventory, select the host.

2 Select the Configuration tab and click Authentication Services.

3 Click Properties.

4 In the Directory Services Configuration dialog box, select the directory server from the drop-down
menu.

5 Enter a domain.

Use the form name.tld or name.tld/container/path.

6 Select the Use vSphere Authentication Proxy check box.

7 Enter the IP address of the authentication proxy server.

8 Click Join Domain.

9 Click OK.

Adjust the Search List in Large Domains
If you have domains with thousands of users or groups, or if searches take a long time to complete, adjust
the search settings in the Select Users or Groups dialog box.

NOTE   This procedure applies only to vCenter Server user lists. ESXi host user lists cannot be searched in the
same way.

Prerequisites

To configure Active Directory settings, the vSphere Client must be connected to the vCenter Server system.

Procedure

1 From the vSphere Client connected to a vCenter Server system, select Administration > vCenter Server
Settings.

2 In the navigation pane, select Active Directory.

3 Change the values as needed.

Option Description

Active Directory Timeout Timeout interval in seconds for connecting to the Active Directory server.
This value specifies the maximum amount of time vCenter Server allows a
search to run on the selected domain. Searching large domains can take a
long time.

Enable Query Limit Select the check box to limit the number of users and groups that vCenter
Server displays in the Add Permissions dialog box for the selected domain.

Users & Groups value Specifies the maximum number of users and groups vCenter Server
displays from the selected domain in the Select Users or Groups dialog
box. If you enter 0 (zero), all users and groups appear.

 
4 Click OK.
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Managing Hosts in vCenter Server 8
To access the full capabilities of your hosts and to simplify the management of multiple hosts, you should
connect your hosts to a vCenter Server system.

For information about configuration management of ESXihosts, see the vSphere Networking documentation,
the vSphere Storage documentation, or the vSphere Security documentation.

The views and capabilities displayed vary depending on whether the vSphere Client is connected to a
vCenter Server system or an ESXi host. Unless indicated, the process, task, or description applies to all kinds
of vSphere Client connections.

This chapter includes the following topics:

n “Disconnecting and Reconnecting a Host,” on page 77

n “Remove a Host from a Cluster,” on page 78

n “Remove a Managed Host from vCenter Server,” on page 79

Disconnecting and Reconnecting a Host
You can disconnect and reconnect a host that a vCenter Server system manages. Disconnecting a managed
host does not remove it from vCenter Server; it temporarily suspends all monitoring activities that
vCenter Server performs.

The managed host and its associated virtual machines remain in the vCenter Server inventory. By contrast,
removing a managed host from vCenter Server removes the managed host and all its associated virtual
machines from the vCenter Server inventory.

Disconnect a Managed Host
Use the vSphere Client to disconnect a managed host from vCenter Server.

Procedure

1 From the vSphere Client connected to a vCenter Server system, display the inventory and click the
managed host to disconnect.

2 Right-click the host and select Disconnect from the pop-up menu.

3 In the confirmation dialog box that appears, click Yes.

If the managed host is disconnected, the word “disconnected” is appended to the object name in
parentheses, and the object is dimmed. All associated virtual machines are similarly dimmed and
labeled.
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Reconnect a Managed Host
Use the vSphere Client to reconnect a managed host to a vCenter Server system.

Procedure

1 From the vSphere Client connected to a vCenter Server system, display the inventory and click the
managed host to reconnect.

2 Right-click the host and select Connect from the pop-up menu.

When the managed host’s connection status to vCenter Server is changed, the statuses of the virtual
machines on that managed host are updated to reflect the change.

Reconnecting Hosts After Changes to the vCenter Server SSL Certificate
vCenter Server uses an SSL certificate to encrypt and decrypt host passwords stored in the vCenter Server
database. If the certificate is replaced or changed, vCenter Server cannot decrypt host passwords, and
therefore cannot connect to managed hosts.

If vCenter Server fails to decrypt a host password, the host is disconnected from vCenter Server. You must
reconnect the host and supply the login credentials, which will be encrypted and stored in the database
using the new certificate.

Remove a Host from a Cluster
When a host is removed from a cluster, the resources it provides are deducted from the total cluster
resources. The virtual machines deployed on the host are either migrated to other hosts within the cluster,
or remain with the host and are removed from the cluster, depending on the state of the virtual machines
when the host is removed from the cluster.

You can remove hosts from a cluster by selecting them in the inventory and dragging them to a new location
within the inventory. The new location can be a folder as a standalone host or another cluster.

Prerequisites

Before you can remove a host from a cluster, you must power off all virtual machines that are running on
the host, or migrate the virtual machines to a new host using vMotion.

Procedure

1 From the vSphere Client connected to a vCenter Server system, display the inventory.

2 Right-click the appropriate managed host icon in the inventory panel, and select Enter Maintenance
Mode from the pop-up menu.

If all virtual machines on the host are not powered off, the host will not enter maintenance mode.

If the host is inside a DRS-enabled cluster, entering maintenance mode causes DRS to attempt to
automatically evacuate powered-on virtual machines from the host using vMotion.

3 In the confirmation dialog that appears, click Yes.

The confirmation dialog also asks if you want to automatically evacuate virtual machines that are not
powered on from the host. This is useful if you want those virtual machines to remain registered to a
host within the cluster.

The host icon changes and the term “maintenance mode” is added to the name in parentheses.
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4 Select the host icon in the inventory panel, and drag it to the new location.

The host can be moved to another cluster or another datacenter. When the new location is selected, a
blue box surrounds the cluster or datacenter name.

vCenter Server moves the host to the new location.

5 Right-click the host, and select Exit Maintenance Mode from the pop-up menu.

6 (Optional) Restart any virtual machines, as needed.

Remove a Managed Host from vCenter Server
Remove a managed host from vCenter Server to stop all vCenter Server monitoring and management of that
host.

If possible, remove managed hosts while they are connected. Removing a disconnected managed host does
not remove the vCenter Server agent from the managed host.

Prerequisites

Make sure NFS mounts are active. If NFS mounts are unresponsive, the operation fails.

Procedure

1 From the vSphere Client connected to a vCenter Server system, display the inventory.

2 (Optional) If the host is part of a cluster, you must put it in maintenance mode.

a Right-click the managed host in the inventory and select Enter Maintenance Mode from the pop-
up menu.

b On the confirmation dialog, click Yes.

The host icon changes and the term “maintenance mode” is added to the name in parentheses.

3 Right-click the appropriate host in the inventory panel, and select Remove from the pop-up menu.

4 In the confirmation dialog that appears, click Yes to remove the managed host.

vCenter Server removes the managed host and associated virtual machines from the vCenter Server
environment. vCenter Server then returns the status of all associated processor and migration licenses
to available.
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Using vCenter Maps 9
A vCenter map is a visual representation of your vCenter Server topology. Maps show the relationships
between the virtual and physical resources available to vCenter Server.

Maps are available only when the vSphere Client is connected to a vCenter Server system.

The maps can help you determine such things as which clusters or hosts are most densely populated, which
networks are most critical, and which storage devices are being utilized. vCenter Server provides the
following map views.

Virtual Machine
Resources

Displays virtual machine-centric relationships.

Host Resources Displays host-centric relationships.

Datastore Resources Displays datastore-centric relationships.

vMotion Resources Displays hosts available for vMotion migration.

You can use a map view to limit or expand the scope of a map. You can customize all map views, except
vMotion Resources maps. If you are accessing map views using the navigation bar, all vCenter Server
resources are available for display. If you are using the Maps tab of a selected inventory item, only items
related to that item are displayed. For virtual machine inventory items, the vMotion Resources view is the
only map view available on the Maps tab.

You can customize a map view by selecting or deselecting objects in the inventory pane or by selecting or
deselecting options in the Map Relationships area.

You can reposition the map by dragging it (click and hold anywhere on the map and drag the map to the
new location). A grey box in the overview area represents the section of the total map that is viewable and
moves as you drag the map. You can resize the grey box to zoom in or out of a section of the map.

You can double-click any object in a map to switch to the Map tab for that item (providing a Map tab is
available for that type of object).

Right-click on any object in a map to access its context menu.

This chapter includes the following topics:

n “Set the Maximum Number of Map Objects,” on page 82

n “View vCenter Maps,” on page 82

n “Print vCenter Maps,” on page 82

n “Export vCenter Maps,” on page 82
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Set the Maximum Number of Map Objects
In large environments, maps can be slow to load and difficult to read. You can set the maximum number of
objects maps can display so that maps load more quickly and are easier to read.

Procedure

1 In the vSphere Client, select Edit > Client Settings > Maps tab.

2 Enter the maximum number of objects you want maps to display.

3 Click OK.

When a user attempts to view a map that has more objects than the specified limit, the user encounters a
message that provides the option to cancel the map or to proceed with displaying it.

View vCenter Maps
Resource maps enable you to view the relationships among hosts, clusters, and virtual machines. You can
view a resource map for an entire vCenter Server system or for a specific object, such as a datacenter or
cluster. Maps for specific objects show only the object relationships for that object.

Procedure

1 Display the object in the inventory.

2 Select the object and click the Maps tab.

For example, to display the resource map for your entire vCenter Server system, select the
vCenter Server in the inventory panel. To display the resource map for a host, select the host in the
inventory panel.

Print vCenter Maps
You can print resource maps to any standard printer.

Perform this procedure on the vSphere Client Map tab.

Procedure

1 Select File > Print Maps > Print.

2 In the printer Name list, select the printer.

3 Click Print.

Export vCenter Maps
Exporting a resource map saves the map to an image file.

Perform this procedure on the vSphere Client Map tab.

Procedure

1 If necessary, view the resource map.

2 Select File > Export > Export Maps.

3 Navigate to the location to save the file.

4 Type a name for the file and select a file format.

5 Click Export.
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Creating a Virtual Machine in the
vSphere Client 10

Virtual machines are the key component in a virtual infrastructure. You can create virtual machines to add
to the host inventory.

When you create a virtual machine, you associate it to a particular datastore and select an operating system
and virtual hardware options. After you turn on the virtual machine, it consumes resources dynamically as
the workload increases, or it returns resources dynamically as the workload decreases.

Every virtual machine has virtual devices that provide the same function as physical hardware. A virtual
machine gets CPU and memory, access to storage, and network connectivity from the host it runs on.

This chapter includes the following topics:

n “Start the Virtual Machine Creation Process in the vSphere Client,” on page 83

n “Select a Configuration Option for the New Virtual Machine in the vSphere Client,” on page 84

n “Enter a Name and Location for the Virtual Machine in the vSphere Client,” on page 85

n “Select a Host or Cluster in the vSphere Client,” on page 85

n “Select a Resource Pool in the vSphere Client,” on page 86

n “Select a Datastore in the vSphere Client,” on page 86

n “Select a Virtual Machine Version in the vSphere Client,” on page 87

n “Select an Operating System in the vSphere Client,” on page 87

n “Select the Number of Virtual CPUs in the vSphere Client,” on page 88

n “Configure Virtual Memory in the vSphere Client,” on page 88

n “Configure Networks in the vSphere Client,” on page 89

n “Select a SCSI Controller in the vSphere Client,” on page 90

n “Selecting a Virtual Disk Type,” on page 90

n “Complete Virtual Machine Creation in the vSphere Client,” on page 94

Start the Virtual Machine Creation Process in the vSphere Client
You use the Create New Virtual Machine wizard to create a virtual machine to place in the vSphere
inventory. You open the wizard from the vSphere Client.

The selections you make in the New Virtual Machine wizard are not saved until you click Finish on the
Ready to Complete page. If you cancel the wizard without completing all tasks, you cannot resume the
wizard where you left off. You must start a new creation task.

You can create a new virtual machine in a datacenter, host, cluster, resource pool, or virtual machine folder.
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Prerequisites

Verify that you have the following privileges:

n Host.Local operations.Create virtual machine

n Virtual machine.Inventory.Create new on the destination folder or datacenter.

n Virtual machine.Configuration.Add new disk on the destination folder or datacenter, if you are
adding a new disk.

n Virtual machine.Configuration.Add existing disk on the destination folder or datacenter, if you are
adding an existing disk.

n Virtual machine.Configuration.Raw device on the destination folder or datacenter, if you are using a
RDM or SCSI pass-through device.

n Virtual Machine.Configuration.Network

n Resource.Assign virtual machine to resource pool on the destination host, cluster, or resource pool.

n Datastore.Allocate space on the destination datastore or datastore folder.

n Network.Assign network on the network that the virtual machine will be assigned to.

Procedure

1 Display the inventory objects in the vSphere Client by using the Host and Clusters view or the VM and
Templates view.

2 Right-click an object and select New > Virtual Machine.

The New Virtual Machine wizard opens.

What to do next

Select a Typical or Custom configuration option in the New Virtual Machine wizard.

Select a Configuration Option for the New Virtual Machine in the
vSphere Client

The Typical option shortens the virtual machine creation process by skipping choices that you rarely need
to change from their defaults. The Custom option provides more flexibility and choices.

Several relationships affect the information that you must provide during virtual machine creation. These
relationships include the inventory object on which you place the virtual machine, the customization path
option you select, the datastore on which the virtual machine and its files reside, and the host or cluster on
which it runs.

If you select a Typical configuration, the virtual machine hardware version defaults to that of the host on
which you place the virtual machine. If you select a Custom configuration, you can accept the default or
select an earlier hardware version. This configuration is useful if maintaining compatibility with an earlier
version of an ESX/ESXi host is necessary.

Prerequisites

For a Typical configuration, verify that you have the following information:

n Virtual machine name and inventory location.

n Location in which to place the virtual machine (cluster, host, resource pool).

n Datastore on which to store the virtual machine's files.

n Guest operating system and version.
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n Parameters for the virtual disk size and provisioning settings.

In addition to the information for a Typical configuration, for a Custom configuration, verify that you have
the following information:

n Virtual machine version.

n Number of CPUs and memory size.

n Number of NICs, network to connect to, and network adapter types.

n SCSI controller type.

n Disk type (new disk, existing disk, RDM, or no disk).

Procedure

1 On the Configuration page of the New Virtual Machine wizard, select an option for creating the virtual
machine.

2 Click Next.

The Name and Location page appears.

What to do next

Select a name and location for the virtual machine.

Enter a Name and Location for the Virtual Machine in the vSphere
Client

The name you enter is used as the virtual machine’s base name in the inventory. It is also used as the name
of the virtual machine’s files.

The name can be up to 80 characters long. Names are not case-sensitive, so the name my_vm is identical to
My_Vm.

Prerequisites

Verify that you have an appropriate naming strategy in place.

Procedure

1 On the Name and Location page of the New Virtual Machine wizard, type a name.

2 Select a folder or the root of the datacenter.

NOTE   This option is only available when you are connected to a vCenter Server system.

3 Click Next.

The Host / Cluster or the Resource Pool page opens.

Select a Host or Cluster in the vSphere Client
You can place the virtual machine in a cluster or on a host that is not in a cluster.

A cluster is a collection of ESXi hosts and associated virtual machines with shared resources and a shared
management interface. Grouping hosts into clusters allows you to enable many optional features that
enhance the availability and flexibility of your infrastructure.
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Procedure

1 On the Host / Cluster page of the New Virtual Machine wizard, select the host or cluster where you
want to run the virtual machine.

NOTE   The Host / Cluster page is only available when you are connected to a vCenter Server system.

2 Click Next.

If resource pools are configured on the host, the Resource Pool page opens. Otherwise, the Datastore
page opens.

What to do next

Select a resource pool or a datastore on which to run the virtual machine.

Select a Resource Pool in the vSphere Client
Resource pools let you manage your computing resources within a host or cluster by setting them up in a
meaningful hierarchy. Virtual machines and child resource pools share the resources of the parent resource
pool.

The Resource Pool page appears only when resource pools are configured on the host.

Procedure

1 On the Resource Pool page of the New Virtual Machine wizard, navigate to the resource pool where
you want to run the virtual machine.

2 Select the resource pool and click Next.

The virtual machine is placed in the resource pool you selected.

What to do next

Select a datastore in which to store the virtual machine files.

Select a Datastore in the vSphere Client
Datastores are logical containers that hide specifics of each storage device and provide a uniform model for
storing virtual machine files. You can use datastores to store ISO images and virtual machine templates.

You can select from datastores already configured on the destination host or cluster.

Procedure

1 On the Storage page of the New Virtual Machine wizard, select a datastore in which to store the virtual
machine files.

2 (Optional) To turn off Storage DRS for the virtual machine, select Disable Storage DRS for this virtual
machine.

3 Click Next.

If you selected a Typical configuration path, the Guest Operating System page appears. If you selected a
Custom configuration path, the Virtual Machine Version page appears.
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Select a Virtual Machine Version in the vSphere Client
If the host or cluster where you place the virtual machine supports more than one VMware virtual machine
version, you can select a version for the virtual machine.

For virtual machine and host compatibility options, see “Virtual Machine Hardware Versions,” on
page 137.

Procedure

1 Select a virtual machine hardware version.

Option Description

Virtual machine version 11 Compatible with ESXi 6.0 hosts. Provides the latest virtual machine
features including improved accelerated 3D graphics rendering.
Recommended for virtual machines that do not need to migrate to
ESX/ESXi 4.x and 5.x hosts.

Virtual machine version 10 Compatible with ESXi 5.5 and later hosts. Recommended for virtual
machines that do not need to migrate to ESX/ESXi 4.x and 5.1 hosts.

Virtual machine version 9 Compatible with ESXi 5.1 and later hosts. Recommended for virtual
machines that do not need to migrate to ESX/ESXi 4.x and 5.0 hosts.

Virtual machine version 8 Compatible with ESXi 5.0 and later hosts. Recommended for virtual
machines that do not need to migrate to ESX/ESXi 4.x hosts.

Virtual machine version 7 Compatible with ESX/ESXi 4, 4.x, and later hosts. Recommended for
sharing storage or virtual machines with ESX/ESXi versions 3.5 to 4.1.

Virtual machine version 4 Compatible with ESX/ESXi 4 and later hosts. Recommended for virtual
machines that need to run on ESX/ESXi versions 4.

 
2 Click Next.

The Guest Operating System page opens.

What to do next

Select a guest operating system for the virtual machine.

Select an Operating System in the vSphere Client
The guest operating system that you select affects the supported devices and number of virtual CPUs
available to the virtual machine.

The New Virtual Machine wizard does not install the guest operating system. The wizard uses this
information to select appropriate default values, such as the amount of memory needed.

When you select a guest operating system, BIOS or Extensible Firmware Interface (EFI) is selected by
default, depending on the firmware supported by the operating system. Mac OS X Server guest operating
systems support only EFI. If the operating system supports BIOS and EFI, you can change the default from
the Options tab of the Virtual Machine Properties editor after you create the virtual machine and before you
install the guest operating system. If you select EFI, you cannot boot an operating system that supports only
BIOS, and the reverse.

IMPORTANT   Do not change the firmware after the guest operating system is installed.

The Mac OS X Server must run on Apple hardware. You cannot power on a Mac OS X Server if it is running
on other hardware.
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Procedure

1 On the Guest Operating System page of the New Virtual Machine wizard, select an operating system
family.

2 Select an operating system and version from the drop-down menu and click Next.

If any of the total cores available on the host, the maximum virtual CPUs supported by the virtual
machine hardware version, or the maximum supported CPUs on the guest operating system equal 1,
the virtual machine CPU count is set to 1 and the Memory page opens.

3 If you selected Other (32-bit) or Other (64-bit), enter a name for the operating system in the text box.

4 Click Next.

What to do next

You can add memory or CPUs for the virtual machine.

Select the Number of Virtual CPUs in the vSphere Client
You can configure a virtual machine to have up to 128 virtual CPUs. The number of licensed CPUs on the
host, the number of CPUs that the guest operating system supports, and the virtual machine hardware
version determine the number of virtual CPUs that you can add.

VMware Virtual Symmetric Multiprocessing (Virtual SMP) enables a single virtual machine to use multiple
physical processors simultaneously. You must have Virtual SMP to power on multiprocessor virtual
machines.

Procedure

1 On the CPUs page of the New Virtual Machine wizard, select a value from the Number of virtual
sockets drop-down menu.

2 Select a value from the Number of cores per socket drop-down menu.

To determine the total number of cores, multiply the number of cores per socket by the number of
virtual sockets. The resulting total number of cores is a number equal to or less than the number of
logical CPUs on the host.

The total number of cores appears.

3 Click Next.

The Memory page opens.

What to do next

Select the memory for the virtual machine.

Configure Virtual Memory in the vSphere Client
The amount of memory that you allocate for a virtual machine is the amount of memory that the guest
operating system detects.

The minimum memory size is 4 MB for virtual machines that use BIOS firmware. Virtual machines that use
EFI firmware require at least 96 MB of RAM or they cannot power on.

The maximum memory size for a virtual machine depends on the host's physical memory and the virtual
machine's hardware version.
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If the virtual machine memory is greater than the host memory size, swapping occurs, which can have a
severe effect on virtual machine performance. The memory size must be a multiple of 4 MB. The maximum
for best performance represents the threshold above which the host’s physical memory is insufficient to run
the virtual machine at full speed. This value fluctuates as conditions on the host change, for example, as
virtual machines are powered on or off.

Table 10‑1.  Maximum Virtual Machine Memory

Introduced in Host Version Virtual Machine Version Maximum Memory Size

ESXi 6.0 11 4080 GB

ESXi 5.5 10 1011 GB

ESXi 5.1 9 1011 GB

ESXi 5.0 8 1011 GB

ESX/ESXi 4.x 7 255 GB

ESX/ESXi 3.x 4 65,532 MB

The ESXi host version indicates when support began for the increased memory size. For example, the
memory size of a version 7 virtual machine that is running on ESXi 5.0 is restricted to 255 GB.

Procedure

1 On the Memory page of the New Virtual Machine wizard, select a size for the virtual memory.

You can use the slider or use the up and down arrows to select the number. To access the predefined
default or recommended setting, click the colored triangles on the right side of the memory bar.

2 Click Next.

The Network page opens.

What to do next

Select network adapters for the virtual machine.

Configure Networks in the vSphere Client
You can select the virtual network interface cards (NICs) to create on the virtual machine so that the virtual
machine can communicate with other hosts and virtual machines. For each NIC, select the network and
adapter type.

CAUTION   Because virtual machines share their physical network hardware with the host, the accidental or
malicious bridging of two networks by a virtual machine can occur. Spanning Tree protocol cannot protect
against these occurrences.

You can select only four NICs during virtual machine creation. You can add more virtual NICs by selecting
Edit the virtual machine settings before completion on the Ready to Complete page of the wizard, or by
editing the virtual machine after it is created.

For more information about networking, see the vSphere Networking documentation.

Procedure

1 On the Network page of the New Virtual Machine wizard, select the number of NICs to connect from
the drop-down menu.
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2 For each NIC, select a network and adapter type from the drop-down menus

Depending on the host version and the guest operating system, a choice of adapter types for each
virtual NIC might not be available. In many cases, only one type of adapter is supported. If more than
one type of adapter is supported, the recommended type for the guest operating system is selected by
default.

3 (Optional) Click Connect at Power On to connect the NIC when the virtual machine is powered on.

4 Click Next to add a SCSI Controller.

Select a SCSI Controller in the vSphere Client
To access virtual disks, a virtual machine uses virtual SCSI controllers. Each virtual disk that a virtual
machine can access through one of the virtual SCSI controllers resides in the VMFS datastore, NFS-based
datastore, or on a raw disk. The choice of SCSI controller does not affect whether your virtual disk is an IDE
or SCSI disk.

The wizard preselects the correct default controller based on the guest operation system you selected on the
Guest Operating System page.

LSI Logic SAS and VMware Paravirtual controllers are available only for virtual machines with hardware
version 7 or later. For details about VMware Paravirtual controllers, including conditions for use and
limitations, see “About VMware Paravirtual SCSI Controllers,” on page 164.

Disks with snapshots might not experience performance gains when used on LSI Logic SAS and LSI Logic
Parallel controllers.

Procedure

1 On the SCSI Controller page of the New Virtual Machine wizard, accept the default or select a SCSI
controller type.

n BusLogic Parallel

n LSI Logic Parallel

n LSI Logic SAS

n VMware Paravirtual

2 Click Next.

The Select a Disk page opens.

What to do next

Select a disk on which to store the guest operating system files and data.

Selecting a Virtual Disk Type
You can create a virtual disk, use an existing virtual disk, or create Raw Device Mappings (RDMs), which
give your virtual disk direct access to SAN. A virtual disk comprises one or more files on the file system that
appear as a single hard disk to the guest operating system. These disks are portable among hosts.

You use the Create Virtual Machine wizard to add virtual disks during virtual machine creation. To add
disks later, select the Do Not Create Disk option and use the Add Hardware wizard in the Virtual Machine
Properties dialog box.

NOTE   You cannot reassign virtual disks to a different controller type.

You can select from the following options:
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n Create a Virtual Disk in the vSphere Client on page 91
When you create a virtual disk, you can specify disk properties such as size, format, clustering
features, and more.

n Use an Existing Virtual Disk in the vSphere Client on page 92
You can use an existing disk that is configured with an operating system or other virtual machine
data. This choice allows you to freely move the virtual hard drive from virtual machine to virtual
machine.

n Add an RDM Disk to a Virtual Machine in the vSphere Client on page 93
You can store virtual machine data directly on a SAN LUN instead of storing it in a virtual disk file.
This ability is useful if you are running applications in your virtual machines that must detect the
physical characteristics of the storage device. Mapping a SAN LUN allows you to use existing SAN
commands to manage storage for the disk.

Create a Virtual Disk in the vSphere Client
When you create a virtual disk, you can specify disk properties such as size, format, clustering features, and
more.

For detailed information about disk types, see the vSphere Storage publication.

Procedure

1 On the Create a Disk page of the New Virtual Machine wizard, select the disk size.

You can increase the disk size later or add disks in the Virtual Machine Properties dialog box.

2 Select the format for the virtual machine's disks and click Next.

Option Action

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the flat format, the data remaining on the physical device is
zeroed out during creation. It might take much longer to create disks in
this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
3 Select a location to store the virtual disk files and click Next.

Option Description

Store with the virtual machine Stores the files with the configuration and other virtual machine files. This
option makes file management easier.

Specify a datastore or datastore
cluster

Stores the file separately from other virtual machine files.

 
The Advanced Options page opens.

4 Accept the default or select a different virtual device node.

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is
useful to control the boot order or to have different SCSI controller types. For example, you might want
to boot from an LSI Logic controller and share a data disk with another virtual machine using a
BusLogic controller with bus sharing turned on.
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5 (Optional) To change the way disks are affected by snapshots, click Independent and select an option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
6 Click Next.

Your changes are recorded and the Ready to Complete page opens.

What to do next

View the selections for your virtual machine on the Ready to Complete page.

Use an Existing Virtual Disk in the vSphere Client
You can use an existing disk that is configured with an operating system or other virtual machine data. This
choice allows you to freely move the virtual hard drive from virtual machine to virtual machine.

Procedure

1 On the Select Existing Disk page of the New Virtual Machine wizard, browse for a virtual disk file, click
OK, and click Next.

2 Accept the default or select a different virtual device node.

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is
useful to control the boot order or to have different SCSI controller types. For example, you might want
to boot from an LSI Logic controller and share a data disk with another virtual machine using a
BusLogic controller with bus sharing turned on.

3 (Optional) To change the way disks are affected by snapshots, click Independent and select an option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
4 Click Next.

Your changes are recorded and the Ready to Complete page opens.

What to do next

Review the virtual machine configuration.
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Add an RDM Disk to a Virtual Machine in the vSphere Client
You can store virtual machine data directly on a SAN LUN instead of storing it in a virtual disk file. This
ability is useful if you are running applications in your virtual machines that must detect the physical
characteristics of the storage device. Mapping a SAN LUN allows you to use existing SAN commands to
manage storage for the disk.

When you map a LUN to a VMFS volume, vCenter Server creates a Raw Device Mapping (RDM) file that
points to the raw LUN. Encapsulating disk information in a file allows vCenter Server to lock the LUN so
that only one virtual machine can write to it at a time. For details about RDM, see the vSphere Storage
documentation.

The RDM file has a .vmdk extension, but the file contains only disk information that describes the mapping
to the LUN on the ESXi host. The actual data is stored on the LUN.

You can create the RDM as an initial disk for a new virtual machine or add it to an existing virtual machine.
When you create the RDM, you specify the LUN to be mapped and the datastore on which to put the RDM.

NOTE   You cannot deploy a virtual machine from a template and store its data on a LUN. You can only store
its data in a virtual disk file.

Procedure

1 On the Select a Disk page of the New Virtual Machine wizard, select Raw Device Mapping and click
Next.

2 From the list of SAN disks or LUNs, select a LUN for your virtual machine to access directly and click
Next.

3 Select a datastore for the LUN mapping file and click Next.

You can place the RDM file on the same datastore where your virtual machine configuration file
resides, or select a different datastore.

NOTE   To use vMotion for virtual machines with enabled NPIV, make sure that the RDM files of the
virtual machines are located on the same datastore. You cannot perform Storage vMotion or vMotion
between datastores when NPIV is enabled.

4 Select a compatibility mode and click Next.

Option Description

Physical Allows the guest operating system to access the hardware directly.
Physical compatibility is useful if you are using SAN-aware applications
on the virtual machine. However, a virtual machine with a physical
compatibility RDM cannot be cloned, made into a template, or migrated if
the migration involves copying the disk.

Virtual Allows the RDM to behave as if it were a virtual disk, so you can use such
features as taking a snapshot, cloning, and so on. When you clone the disk
or make a template from it, the contents of the LUN are copied into
a .vmdk virtual disk file. When you migrate a virtual compatibility mode
RDM, you can migrate the mapping file or copy the contents of the LUN
into a virtual disk.

 
5 Accept the default or select a different virtual device node.

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is
useful to control the boot order or to have different SCSI controller types. For example, you might want
to boot from an LSI Logic controller and share a data disk with another virtual machine using a
BusLogic controller with bus sharing turned on.
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6 (Optional) To change the way disks are affected by snapshots, click Independent and select an option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
7 Click Next.

Your changes are recorded and the Ready to Complete page opens.

What to do next

Review the virtual machine configuration.

Complete Virtual Machine Creation in the vSphere Client
The Ready to Complete page lets you review the configuration selections that you made for the virtual
machine. You can change existing settings, configure resources, add hardware, and more.

You can configure additional virtual machine settings before or after completing the wizard.

Procedure

1 On the Ready to Complete page of the New Virtual Machine wizard, review the configuration settings
for the virtual machine.

2 (Optional) Select Edit the virtual machine settings before completion and click Continue.

The Virtual Machine Properties editor opens. After you complete your changes and click Finish, both
the Virtual Machine Properties editor and the New Virtual Machine wizard close. You cannot go back
to review the wizard settings unless you click Cancel.

3 (Optional) Click Cancel to go back and review the wizard settings.

4 Click Finish to complete the creation task and close the wizard.

The virtual machine appears in the vSphere Client Inventory view.

What to do next

Before you can use the new virtual machine, you must partition and format the virtual drive, install a guest
operating system, and install VMware Tools. Typically, the operating system’s installation program handles
partitioning and formatting the virtual drive.
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Working with Templates and Clones
in the vSphere Client 11

A clone is a copy of a virtual machine. A template is a master copy of a virtual machine that can be used to
create many clones.

When you clone a virtual machine, you create a copy of the entire virtual machine, including its settings,
any configured virtual devices, installed software, and other contents of the virtual machine's disks. You
also have the option to use guest operating system customization to change some of the properties of the
clone, such as the computer name and networking settings.

Cloning a virtual machine can save time if you are deploying many similar virtual machines. You can create,
configure, and install software on a single virtual machine, and then clone it multiple times, rather than
creating and configuring each virtual machine individually.

If you create a virtual machine that you want to clone frequently, make that virtual machine a template. A
template is a master copy of a virtual machine that can be used to create and provision virtual machines.
Templates cannot be powered on or edited, and are more difficult to alter than ordinary virtual machine. A
template offers a more secure way of preserving a virtual machine configuration that you want to deploy
many times.

When you clone a virtual machine or deploy a virtual machine from a template, the resulting cloned virtual
machine is independent of the original virtual machine or template. Changes to the original virtual machine
or template are not reflected in the cloned virtual machine, and changes to the cloned virtual machine are
not reflected in the original virtual machine or template.

This chapter includes the following topics:

n “Clone a Virtual Machine in the vSphere Client,” on page 95

n “Create a Scheduled Task to Clone a Virtual Machine in the vSphere Client,” on page 98

n “Create a Template in the vSphere Client,” on page 98

n “Deploy a Virtual Machine from a Template in the vSphere Client,” on page 101

n “Change Template Name in the vSphere Client,” on page 103

n “Deleting Templates,” on page 104

n “Convert a Template to a Virtual Machine in the vSphere Client,” on page 105

Clone a Virtual Machine in the vSphere Client
Cloning a virtual machine creates a duplicate of the virtual machine with the same configuration and
installed software as the original.

Optionally, you can customize the guest operating system of the clone to change the virtual machine name,
network settings, and other properties. This prevents conflicts that can occur if a virtual machine and a clone
with identical guest operating system settings are deployed simultaneously.
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Prerequisites

n You must be connected to vCenter Server in order to clone a virtual machine. You cannot clone virtual
machines if you connect directly to an ESXi host.

n To customize the guest operating system of the virtual machine, check that your guest operating system
meets the requirements for customization. See “Guest Operating System Customization Requirements,”
on page 107.

n To use a customization specification, you must first create or import the customization specification.

n To use a custom script to generate the host name or IP address for the new virtual machine, configure
the script. See “Configure a Script to Generate Computer Names and IP Addresses During Guest
Operating System Customization in the vSphere Client,” on page 108.

Procedure

1 Right-click the virtual machine and select Clone.

2 Enter a virtual machine name, select a location, and click Next.

3 Select a host or cluster on which to run the new virtual machine.

Option Action

Run the virtual machine on a
standalone host.

Select the host and click Next.

Run the virtual machine in a cluster
with DRS automatic placement.

Select the cluster and click Next.

Run the virtual machine in a cluster
without DRS automatic placement.

a Select the cluster and click Next.
b Select a host within the cluster and click Next.

 
4 Select a resource pool in which to run the virtual machine and click Next.

5 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store all virtual machine files in the
same datastore cluster.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store virtual machine configuration
files and disk in separate locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

click Browse and select a datastore or datastore cluster.
c Click Next.
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6 Select the format for the virtual machine's disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
7 Select a guest operating system customization option.

Option Description

Do not customize Select Do not customize and click Next.
Does not customize any of the guest operating system settings. All settings
remain identical to those of the source virtual machine.

Customize using the Customization
Wizard

Opens the Customization Wizard so that you can select customization
options for the guest operating system.
Select this option and click Next to launch the Customization Wizard.
n To customize a Linux guest operating system, see “Customize Linux

During Cloning or Deployment in the vSphere Client,” on page 111.
n To customize a Windows guest operating system, see “Customize

Windows During Cloning or Deployment in the vSphere Client,” on
page 109.

Customize using an existing
customization specification

Uses the settings in a saved customization specification to customize the
guest operating system.
a Select Customize using an existing customization specification.
b Select the customization specification that you want to use.
c (Optional) Select Use the Customization Wizard to temporarily

adjust the specification before deployment if you want to make
changes to the specification for this deployment only.

d Click Next.
 

8 Review your selections and select whether to power on the virtual machine or edit virtual machine
settings.

Option Action

Power on this virtual machine after
creation.

Select this option and click Finish.
The virtual machine powers on after the deployment task completes.

Edit virtual hardware. a Select this option and click Continue.
b Make any changes and click OK.

 
The cloned virtual machine is deployed. You cannot use or edit the virtual machine until the cloning is
complete. This might take several minutes if the cloning involves creating a virtual disk. You can cancel the
cloning at any point before the customization stage.
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Create a Scheduled Task to Clone a Virtual Machine in the vSphere
Client

This procedure creates a scheduled task to clone a virtual machine.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

Procedure

1 From the Home page, click Scheduled Tasks.

2 Select File > New > Scheduled Task, or click New.

The Select a Task to Schedule dialog box appears.

3 Select Clone a virtual machine from the drop-down menu, and click OK.

The Clone Virtual Machine wizard appears.

4 Select the virtual machine to clone and click Next.

5 Follow the wizard through the same steps as those in the previous task in which you cloned a virtual
machine.

6 Enter a name and a task description in the text box.

7 Select the frequency of the task.

8 Select Now or Later. If later, enter the time and date when you want the virtual machine to be
deployed, and click Next.

To see the calendar, click Later, and click the drop-down arrow to select a date from the calendar. A red
circle indicates today’s date, and a dark circle indicates the scheduled date.

9 Review the information on the Ready to Complete New Virtual Machine page, and click Finish.

Optionally, you can select the check box to power on the new virtual machine after it is created.

vCenter Server adds the new task to the scheduled task list and completes it at the designated time.
When it is time to perform the task, vCenter Server first verifies that the user who created the task still
has permission to complete the task. If the permission levels are not acceptable, vCenter Server sends a
message to the log and the task is not performed.

Create a Template in the vSphere Client
Create a template to create a master image of a virtual machine from which you can deploy many virtual
machines.

You can create a template by converting a virtual machine to a template, cloning a virtual machine to a
template, or cloning another template.

Convert a Virtual Machine to a Template in the vSphere Client
You can convert a virtual machine directly to a template instead of making a copy by cloning.

When you convert a virtual machine to a template, you cannot edit or power on the template unless you
convert it back to a virtual machine.

Prerequisites

n You must be connected to vCenter Server to convert a virtual machine to a template. You cannot create
templates if you connect the vSphere Client directly to an ESXi host.
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n Before you convert a virtual machine to a template, select it in the inventory and power it off.

Procedure

u Right-click the virtual machine and select Template > Convert to Template.

vCenter Server marks that virtual machine as a template and displays the task in the Recent Tasks pane.

Clone Virtual Machine to Template in the vSphere Client
Cloning a virtual machine to a template creates a template copy of the virtual machine while leaving the
original virtual machine in place.

Prerequisites

You must be connected to vCenter Server to clone a virtual machine to a template. You cannot create
templates if you connect directly to an ESXi host.

Procedure

1 Right-click the virtual machine and select Template > Clone to Template.

2 Give the new template a name, select its inventory location, and click Next.

3 Pass through the target location page and click Next.

4 Specify in which format to store the template’s virtual disks and click Next.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.
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5 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store all virtual machine files in the
same datastore cluster.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store virtual machine configuration
files and disk in separate locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

click Browse and select a datastore or datastore cluster.
c Click Next.

 
6 Click Finish.

vCenter Server displays the Tasks inventory panel for reference and adds the cloned template to the list
in the information panel.

Clone a Template in the vSphere Client
Clone a template to create a copy of it.

Prerequisites

You must be connected to vCenter Server to clone a template. You cannot create templates if you connect
directly to an ESXi host.

Procedure

1 Right-click the template and select Clone.

2 Give the new template a unique name and description and click Next.

3 Select the host or cluster and click Next.

4 Select a datastore for the template and click Next.

5 Specify in which format to store the template’s virtual disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

vSphere Administration with the vSphere Client

100  VMware, Inc.



Option Action

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.

 
6 Click Next.

7 Review the information for the template and click Finish.

You cannot use the new template until the cloning task completes.

vCenter Server adds the cloned template to the list in the Virtual Machines tab.

Deploy a Virtual Machine from a Template in the vSphere Client
Deploying a virtual machine from a template creates a new virtual machine that is a copy of the template.
The new virtual machine has the virtual hardware, installed software, and other properties configured for
the template.

Prerequisites

n Verify that you are connected to vCenter Server. You cannot work with templates if you connect the
vSphere Client directly to an ESXi host.

n You must be connected to vCenter Server to deploy a virtual machine from a template. You cannot
deploy from a template if you connect the vSphere Client directly to an ESXi host.

n To customize the guest operating system of the virtual machine, check that your guest operating system
meets the requirements for customization. See “Guest Operating System Customization Requirements,”
on page 107.

n To use a customization specification, create or import the customization specification.

n To use a custom script to generate the host name or IP address for the new virtual machine, configure
the script. See “Configure a Script to Generate Computer Names and IP Addresses During Guest
Operating System Customization in the vSphere Client,” on page 108.

Procedure

1 Right-click the template, and select Deploy Virtual Machine from this Template.

2 Enter a virtual machine name, select a location, and click Next.

3 Select a host or cluster on which to run the new virtual machine.

Option Action

Run the virtual machine on a
standalone host.

Select the host and click Next.

Run the virtual machine in a cluster
with DRS automatic placement.

Select the cluster and click Next.

Run the virtual machine in a cluster
without DRS automatic placement.

a Select the cluster and click Next.
b Select a host within the cluster and click Next.

 
4 Select a resource pool in which to run the virtual machine and click Next.
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5 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

a (Optional) Apply a virtual machine storage policy for the virtual
machine home files and the virtual disks from the VM storage policy
drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store all virtual machine files in the
same datastore cluster.

a (Optional) Apply a virtual machine storage policy for the virtual
machine home files and the virtual disks from the VM storage policy
drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage profile.

b Select a datastore cluster.
c (Optional) If you do not want to use Storage DRS with this virtual

machine, select Disable Storage DRS for this virtual machine and
select a datastore within the datastore cluster.

d Click Next.

Store virtual machine configuration
files and disks in separate
locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

click Browse and select a datastore or datastore cluster.
c (Optional) Apply a virtual machine storage policy from the VM

storage profile drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

d (Optional) If you selected a datastore cluster and do not want to use
Storage DRS with this virtual machine, select Disable Storage DRS for
this virtual machine and select a datastore within the datastore
cluster.

e Click Next.
 

6 Select the format for the virtual machine's disks.

Option Action

Same format as source Use the same format as the source virtual machine.

Thick Provision Lazy Zeroed Create a virtual disk in a default thick format. Space required for the
virtual disk is allocated during creation. Any data remaining on the
physical device is not erased during creation, but is zeroed out on demand
at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed Create a thick disk that supports clustering features such as Fault
Tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the thick provision lazy zeroed format, the data remaining
on the physical device is zeroed out during creation. It might take longer
to create disks in this format than to create other types of disks.

Thin Provision Use the thin provisioned format. At first, a thin provisioned disk uses only
as much datastore space as the disk initially needs. If the thin disk needs
more space later, it can grow to the maximum capacity allocated to it.
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7 Select a guest operating system customization option.

Option Description

Do not customize Select Do not customize and click Next.
Does not customize any of the guest operating system settings. All settings
remain identical to those of the source virtual machine.

Customize using the Customization
Wizard

Opens the Customization Wizard so that you can select customization
options for the guest operating system.
Select this option and click Next to launch the Customization Wizard.
n To customize a Linux guest operating system, see “Customize Linux

During Cloning or Deployment in the vSphere Client,” on page 111.
n To customize a Windows guest operating system, see “Customize

Windows During Cloning or Deployment in the vSphere Client,” on
page 109.

Customize using an existing
customization specification

Uses the settings in a saved customization specification to customize the
guest operating system.
a Select Customize using an existing customization specification.
b Select the customization specification that you want to use.
c (Optional) Select Use the Customization Wizard to temporarily

adjust the specification before deployment if you want to make
changes to the specification for this deployment only.

d Click Next.
 

8 Review your selections and select whether to power on the virtual machine or edit virtual machine
settings.

Option Action

Power on this virtual machine after
creation

Select this option and click Finish.
The virtual machine powers on after the deployment task completes.

Edit virtual hardware a Select this option and click Continue.
b Make any changes and click OK.

Show all storage recommendations This option appears only when the virtual machine disks are stored on a
datastore cluster and Storage DRS is enabled.
Select this option, and click Continue. The dialog box lists the datastores in
the datastore cluster that are recommended for virtual machine placement.

Edit Storage DRS rules This option appears only when the virtual machine disks are stored on a
datastore cluster.
This option is selected when you select Edit virtual hardware. You can edit
Storage DRS rules on the Options tab of the Virtual Machine Properties
dialog box.
Select the Edit Storage DRS rules check box, and click Continue.

 
The virtual machine is deployed. You cannot use or edit the virtual machine until the deployment is
complete. This might take several minutes if the deployment involves creating a virtual disk.

Change Template Name in the vSphere Client
Unlike other changes to templates, you do not have to convert a template to a virtual machine to change the
name of a template.

Prerequisites

Verify that you are connected to vCenter Server. You cannot work with templates if you connect the
vSphere Client directly to an ESXi host.
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Procedure

1 Right-click the template and select Rename.

2 Enter a new name and click outside the field to save your changes.

Deleting Templates
You can delete a template by removing it from the inventory or deleting the template from the disk. If you
remove the template from the inventory, it remains on the disk and can be reregistered with vCenter Server
to restore it to the inventory.

n Remove Templates from the Inventory in the vSphere Client on page 104
If you remove a template from the inventory, it is unregistered from the vCenter Server inventory, but
it is not removed from the datastore.

n Delete a Template from the Disk in the vSphere Client on page 104
Deleted templates are permanently removed from the system.

n Reregister Templates in the vSphere Client on page 105
Templates can become unregistered from the vCenter Server if they are removed from the inventory
or if the hosts with which they are associated are removed from the vCenter Server and then readded.

Remove Templates from the Inventory in the vSphere Client
If you remove a template from the inventory, it is unregistered from the vCenter Server inventory, but it is
not removed from the datastore.

Prerequisites

You must be connected to vCenter Server to remove a template from the inventory. You cannot work with
templates if you connect directly to an ESXi host.

Procedure

1 Right-click the template, and select Remove from Inventory.

2 Click OK to confirm removing the template from the vCenter Server database.

The template is unregistered from the vCenter Server inventory.

Delete a Template from the Disk in the vSphere Client
Deleted templates are permanently removed from the system.

Prerequisites

You must be connected to vCenter Server to delete a template. You cannot work with templates if you
connect the vSphere Client directly to an ESXi host.

Procedure

1 Right-click the template, and select Delete from Disk.

2 Click OK to confirm removing the template from the datastore.

The template is deleted from the disk and cannot be recovered.
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Reregister Templates in the vSphere Client
Templates can become unregistered from the vCenter Server if they are removed from the inventory or if
the hosts with which they are associated are removed from the vCenter Server and then readded.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

Procedure

1 From the Home page, click Datastores and Datastore Clusters.

2 Right-click the datastore that contains the template and select Browse Datastore.

3 Browse through the datastore folders to find the .vmtx file.

4 Right-click the .vmtx file and select Add to Inventory.

The Add to Inventory wizard appears.

5 Enter a template machine name, select a location, and click Next.

If you want the template to retain its original name, do not enter a name in the Add to Inventory
wizard. vCenter Server will use the original name if the field in the wizard is left blank.

6 Select a host or cluster on which to store the template, and click Next.

7 Review your selections, and click Finish.

The template is registered to the host. You can view the template from the host’s Virtual Machine tab.

Convert a Template to a Virtual Machine in the vSphere Client
Converting a template to a virtual machine changes the template rather than making a copy. You can
convert a template to a virtual machine to edit the template. You might also convert a template to a virtual
machine if you no longer need to preserve it as a master image for deploying virtual machines.

Prerequisites

You must be connected to vCenter Server to convert a template to a virtual machine. You cannot work with
templates if you connect directly to an ESXi host.

Procedure

1 Right-click the template and select Convert to Virtual Machine.

2 Select the host or cluster on which to run the virtual machine.

Option Action

Run the virtual machine on a
standalone host.

Select the host and click Next.

Run the virtual machine in a cluster
with DRS automatic placement.

Select the cluster and click Next.

Run the virtual machine in a cluster
without DRS automatic placement.

a Select the cluster and click Next.
b Select a host within the cluster and click Next.

 
If the template resides on a legacy VMFS2 datastore, you must select the host on which the template
was created as the destination for the virtual machine.

3 Select a resource pool in which to run the virtual machine and click Next.

4 Review your selections and click Finish.
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Customizing Guest Operating
Systems 12

When you clone a virtual machine or deploy a virtual machine from a template, you can customize the guest
operating system of the virtual machine to change properties such as the computer name, network settings,
and license settings.

Customizing guest operating systems can help prevent conflicts that can result if virtual machines with
identical settings are deployed, such as conflicts due to duplicate computer names.

You can specify the customization settings by choosing to launch the Guest Customization wizard during
the cloning or deployment process. Alternatively, you can create customization specifications, which are
customization settings stored in the vCenter Server database. During the cloning or deployment process,
you can select a customization specification to apply to the new virtual machine.

Use the Customization Specification Manager to manage customization specifications you create with the
Guest Customization wizard.

This chapter includes the following topics:

n “Guest Operating System Customization Requirements,” on page 107

n “Configure a Script to Generate Computer Names and IP Addresses During Guest Operating System
Customization in the vSphere Client,” on page 108

n “Customize Windows During Cloning or Deployment in the vSphere Client,” on page 109

n “Customize Linux During Cloning or Deployment in the vSphere Client,” on page 111

n “Managing Customization Specifications in the vSphere Client,” on page 113

Guest Operating System Customization Requirements
To customize the guest operating system, you must configure the virtual machine and guest to meet
VMware Tools and virtual disk requirements. Other requirements apply, depending on the guest operating
system type.

VMware Tools Requirements
The current version of VMware Tools must be installed on the virtual machine or template to customize the
guest operating system during cloning or deployment.

Virtual Disk Requirements
The guest operating system being customized must be installed on a disk attached as SCSI node 0:0 in the
virtual machine configuration.
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Windows Requirements
Customization of Windows guest operating systems requires the following conditions:

n Microsoft Sysprep tools must be installed on the vCenter Server system.

n The ESXi host that the virtual machine is running on must be 3.5 or later.

Guest operating system customization is supported on multiple Windows operating systems.

Linux Requirements
Customization of Linux guest operating systems requires that Perl is installed in the Linux guest operating
system.

Guest operating system customization is supported on multiple Linux distributions.

Verifying Customization Support for a Guest Operating System
To verify customization support for Windows operating systems or Linux distributions and compatible
ESXi hosts, see the VMware Compatibility Guide at http://www.vmware.com/resources/compatibility. You can
use this online tool to search for the guest operating system and ESXi version. After the tool generates your
list, click the guest operating system to see whether guest customization is supported.

Configure a Script to Generate Computer Names and IP Addresses
During Guest Operating System Customization in the vSphere Client

As an alternative to entering the computer name or IP addresses for virtual NICs during guest operating
system customization, you can create a custom application and configure it so that vCenter Server can use it
to generate the computer name and IP addresses.

The application can be an arbitrary executable binary or script file appropriate for the corresponding
operating system in which vCenter Server is running. After you configure a name-ip-generation application
in vCenter Server, each time you initiate a guest os customization for a virtual machine, the name-ip-app is
executed and an XML string is generated in place and passed to its standard input. The name-ip-generation
application on its behalf should generate and return the resulting XML string through its standard output.

The application must comply with the reference XML file in the VMware knowledge base article at 
http://kb.vmware.com/kb/2007557.

Prerequisites

Verify that Perl is installed on vCenter Server.

Procedure

1 Create the script and save it on the vCenter Server system's local disk.

2 In the vSphere Client connected to vCenter Server, select Administration > vCenter Server Settings.

3 Select Advanced Settings.

4 Enter the configuration parameters for the script.

a In the Key text box, type config.guestcust.name-ip-generator.arg1.

b In the Value text box, type c:\sample-generate-name-ip.pl and click Add.

c In the Key text box, type config.guestcust.name-ip-generator.arg2.

d In the Value text box, type the path to the script file on the vCenter Server system and click Add.
For example, type c:\sample-generate-name-ip.pl.
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e In the Key text box, type config.guestcust.name-ip-generator.program.

f In the Value text box, type c:\perl\bin\perl.exe and click Add.

5 Click OK.

You can select the option to use an application to generate computer names or IP addresses during
customization.

Customize Windows During Cloning or Deployment in the vSphere
Client

When you deploy a new virtual machine from a template or clone an existing virtual machine, you can
customize Windows guest operating systems for the virtual machine.

NOTE   The default administrator password is not preserved for Windows Server 2008 after customization.
During customization, the Windows Sysprep utility deletes and recreates the administrator account on
Windows Server 2008. You must reset the administrator password when the virtual machine boots the first
time after customization.

Prerequisites

Verify that all requirements for customization are met. See “Guest Operating System Customization
Requirements,” on page 107.

Procedure

1 Select View > Management > Customization Management Manager and click New to start the
Windows Guest Customization.

2 Select the Target Virtual Machine OS and enter the name and description for the Customization
Specification Information, then click Next.

NOTE   If you want to use a custom sysprep file, select Use Custom Sysprep Answer File.

3 Type the virtual machine owner’s name and organization and click Next.

4 Enter the guest operating system's computer name and click Next.

The operating system uses this name to identify itself on the network. On Linux systems, it is called the
host name.

Option Action

Enter a name a Type a name.

The name can contain alphanumeric characters and the hyphen (-)
character. It cannot contain periods (.) or blank spaces and cannot be
made up of digits only. Names are not case-sensitive.

b (Optional) To ensure that the name is unique, select Append a
numeric value to ensure uniqueness. This appends a hyphen
followed by a numeric value to the virtual machine name. The name is
truncated if it exceeds 15 characters when combined with the numeric
value.

Use the virtual machine name The computer name that vCenter Server creates is identical to the name of
the virtual machine on which the guest operating system is running. If the
name exceeds 15 characters, it is truncated.
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Option Action

Enter a name in the Deploy wizard The vSphere Web Client prompts you to enter a name after the cloning or
deployment is complete.

Generate a name using the custom
application configured with vCenter
Server

Enter a parameter that can be passed to the custom application.

 
5 Provide licensing information for the Windows operating system and click Next.

Option Action

For non-server operating systems Type the Windows product key for the new guest operating system.

For server operating systems a Type the Windows product key for the new guest operating system.
b Select Include Server License Information.
c Select either Per seat or Per server.
d (Optional) If you select Per server, enter the maximum number of

simultaneous connections for the server to accept.
 

6 Configure the administrator password for the virtual machine and click Next.

a Type a password for the administrator account and confirm the password by typing it again.

NOTE   You can change the administrator password only if the administrator password on the
source Windows virtual machine is blank. If the source Windows virtual machine or template
already has a password, the administrator password does not change.

b (Optional) To log users into the guest operating system as Administrator, select the check box, and
select the number of times to log in automatically.

7 Select the time zone for the virtual machine and click Next.

8 (Optional) On the Run Once page, specify commands to run the first time a user logs into the guest
operating system and click Next.

See the Microsoft Sysprep documentation for information about RunOnce commands.

9 Select the type of network settings to apply to the guest operating system.

Option Action

Typical settings Select Typical settings and click Next.
vCenter Server configures all network interfaces from a DHCP server
using default settings.

Custom settings a Select Custom settings and click Next.
b For each network interface in the virtual machine, click the ellipsis

button (...) .
c Enter IP address and other network settings and click OK.
d When all network interfaces are configured, click Next.

 
10 Select how the virtual machine will participate in the network and click Next.

Option Action

Workgroup Type a workgroup name. For example, MSHOME.

Windows Server Domain a Type the domain name.
b Type the user name and password for a user account that has

permission to add a computer to the specified domain.
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11 (Optional) Select Generate New Security ID (SID) and click Next.

A Windows Security ID (SID) is used in some Windows operating systems to uniquely identify systems
and users. If you do not select this option, the new virtual machine has the same SID as the virtual
machine or template from which it was cloned or deployed.

Duplicate SIDs do not cause problems when the computers are part of a domain and only domain user
accounts are used. However, if the computers are part of a Workgroup or local user accounts are used,
duplicate SIDs can compromise file access controls. For more information, see the documentation for
your Microsoft Windows operating system.

12 Save the customized options as an .xml file.

a Select Save this customization specification for later use.

b Specify the filename for the specification and click Next.

13 Click Finish to save your changes.

You return to the Deploy Template or to the Clone Virtual Machine wizard. The customization is finished
after you complete the Deploy Template or the Clone Virtual Machine wizard.

When the new virtual machine starts for the first time, the guest operating system runs finalization scripts to
complete the customization process. The virtual machine might restart several times during this process.

If the guest operating system pauses when the new virtual machine starts, it might be waiting for you to
correct errors, such as an incorrect product key or an invalid user name. Open the virtual machine’s console
to determine whether the system is waiting for information.

What to do next

After you deploy and customize versions of Windows XP or Windows 2003 that are not volume licensed,
you might need to reactivate your operating system on the new virtual machine.

If the new virtual machine encounters customization errors while it is booting, the errors are logged to
%WINDIR%\temp\vmware-imc. To view the error log file, click the Windows Start button and select Programs >
Administrative Tools > Event Viewer.

Customize Linux During Cloning or Deployment in the vSphere Client
In the process of deploying a new virtual machine from a template or cloning an existing virtual machine,
you can customize Linux guest operating systems for the virtual machine.

Prerequisites

Ensure that all requirements for customization are met. See “Guest Operating System Customization
Requirements,” on page 107.

Procedure

1 Select View > Management > Customization Management Manager and click New to start the
Windows Guest Customization.

2 Select the Target Virtual Machine OS and enter the name and description for the Customization
Specification Information, then click Next.

NOTE   If you want to use a custom sysprep file, select Use Custom Sysprep Answer File.

3 Select Customize using the Customization Wizard and click Next.
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4 Specify how to determine the host name to identify the guest operating system on the network.

Option Action

Enter a name a Type a name.

The name can contain alphanumeric characters and the hyphen (-)
character. It cannot contain periods (.) or blank spaces and cannot be
made up of digits only. Names are not case-sensitive.

b (Optional) To ensure that the name is unique, select Append a
numeric value to ensure uniqueness. This appends a hyphen
followed by a numeric value to the virtual machine name. The name is
truncated if it exceeds 15 characters when combined with the numeric
value.

Use the virtual machine name The computer name that vCenter Server creates is identical to the name of
the virtual machine on which the guest operating system is running. If the
name exceeds 15 characters, it is truncated.

Enter a name in the Deploy wizard The vSphere Web Client prompts you to enter a name after the cloning or
deployment is complete.

Generate a name using the custom
application configured with vCenter
Server

Enter a parameter that can be passed to the custom application.

 
5 Enter the Domain Name for the computer and click Next.

6 Select the time zone for the virtual machine and click Next.

7 Select the type of network settings to apply to the guest operating system.

Option Action

Typical settings Select Typical settings and click Next.
vCenter Server configures all network interfaces from a DHCP server
using default settings.

Custom settings a Select Custom settings and click Next.
b For each network interface in the virtual machine, click the ellipsis

button (...) .
c Enter IP address and other network settings and click OK.
d When all network interfaces are configured, click Next.

 
8 Enter DNS and domain settings.

9 Save the customized options as an .xml file.

a Select Save this customization specification for later use.

b Specify the filename for the specification and click Next.

10 Click Finish to save your changes.

You return to the Deploy Template or to the Clone Virtual Machine wizard. The customization is finished
after you complete the Deploy Template or the Clone Virtual Machine wizard.

When the new virtual machine starts for the first time, the guest operating system runs finalization scripts to
complete the customization process. The virtual machine might restart several times during this process.

If the guest operating system pauses when the new virtual machine starts, it might be waiting for you to
correct errors, such as an incorrect product key or an invalid user name. Open the virtual machine’s console
to determine whether the system is waiting for information.
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What to do next

If the new virtual machine encounters customization errors while it is booting, the errors are reported using
the guest’s system logging mechanism. View the errors by opening /var/log/vmware-
imc/toolsDeployPkg.log.

Managing Customization Specifications in the vSphere Client
Customization specifications are XML files that contain guest operating system settings for virtual
machines. You create customization specifications with the Guest Customization wizard, and manage
specifications using the Customization Specification Manager.

vCenter Server saves the customized configuration parameters in the vCenter Server database. If the
customization settings are saved, the administrator, and domain administrator, passwords are stored in
encrypted format in the database. Because the certificate used to encrypt the passwords is unique to each
vCenter Server system, reinstalling vCenter Server, or attaching a new instance of the server the database,
invalidates the encrypted passwords. The passwords must be re-entered before they can be used.

Create a Customization Specification for Linux in the vSphere Client
Use the Guest Customization wizard to save guest operating system settings in a specification that you can
apply when cloning virtual machines or deploying from templates.

Prerequisites

Ensure that all requirements for customization are met. See “Guest Operating System Customization
Requirements,” on page 107.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Click the Create New Specification icon.

3 Select Linux from the Target Virtual Machine OS menu.

4 Under Customization Specification Information, enter a name for the specification and an optional
description and click Next.

5 Specify how to determine the host name to identify the guest operating system on the network.

Option Action

Enter a name a Type a name.

The name can contain alphanumeric characters and the hyphen (-)
character. It cannot contain periods (.) or blank spaces and cannot be
made up of digits only. Names are not case-sensitive.

b (Optional) To ensure that the name is unique, select Append a
numeric value to ensure uniqueness. This appends a hyphen
followed by a numeric value to the virtual machine name. The name is
truncated if it exceeds 15 characters when combined with the numeric
value.

Use the virtual machine name The computer name that vCenter Server creates is identical to the name of
the virtual machine on which the guest operating system is running. If the
name exceeds 15 characters, it is truncated.

Enter a name in the Deploy wizard The vSphere Web Client prompts you to enter a name after the cloning or
deployment is complete.

Generate a name using the custom
application configured with vCenter
Server

Enter a parameter that can be passed to the custom application.
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6 Enter the Domain Name for the computer and click Next.

7 Select the time zone for the virtual machine and click Next.

8 Select the type of network settings to apply to the guest operating system.

Option Action

Typical settings Select Typical settings and click Next.
vCenter Server configures all network interfaces from a DHCP server
using default settings.

Custom settings a Select Custom settings and click Next.
b For each network interface in the virtual machine, click the ellipsis

button (...) .
c Enter IP address and other network settings and click OK.
d When all network interfaces are configured, click Next.

 
9 Enter DNS and domain settings.

10 Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager. You
can use the specification to customize virtual machine guest operating systems.

Create a Customization Specification for Windows in the vSphere Client
Use the Guest Customization wizard to save Windows guest operating system settings in a specification
that you can apply when cloning virtual machines or deploying from templates.

NOTE   The default administrator password is not preserved for Windows Server 2008 after customization.
During customization, the Windows Sysprep utility deletes and recreates the administrator account on
Windows Server 2008. You must reset the administrator password when the virtual machine boots the first
time after customization.

Prerequisites

Ensure that all requirements for customization are met. See “Guest Operating System Customization
Requirements,” on page 107.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Click the Create New Specification icon.

3 In the Guest Customization wizard, select Windows from the Target Virtual Machine OS menu.

4 Under Customization Specification Information, enter a name for the specification and an optional
description and click Next.

5 Type the virtual machine owner’s name and organization and click Next.
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6 Enter the guest operating system's computer name and click Next.

The operating system uses this name to identify itself on the network. On Linux systems, it is called the
host name.

Option Action

Enter a name a Type a name.

The name can contain alphanumeric characters and the hyphen (-)
character. It cannot contain periods (.) or blank spaces and cannot be
made up of digits only. Names are not case-sensitive.

b (Optional) To ensure that the name is unique, select Append a
numeric value to ensure uniqueness. This appends a hyphen
followed by a numeric value to the virtual machine name. The name is
truncated if it exceeds 15 characters when combined with the numeric
value.

Use the virtual machine name The computer name that vCenter Server creates is identical to the name of
the virtual machine on which the guest operating system is running. If the
name exceeds 15 characters, it is truncated.

Enter a name in the Deploy wizard The vSphere Web Client prompts you to enter a name after the cloning or
deployment is complete.

Generate a name using the custom
application configured with vCenter
Server

Enter a parameter that can be passed to the custom application.

 
7 Provide licensing information for the Windows operating system and click Next.

Option Action

For non-server operating systems Type the Windows product key for the new guest operating system.

For server operating systems a Type the Windows product key for the new guest operating system.
b Select Include Server License Information.
c Select either Per seat or Per server.
d (Optional) If you select Per server, enter the maximum number of

simultaneous connections for the server to accept.
 

8 Configure the administrator password for the virtual machine and click Next.

a Type a password for the administrator account and confirm the password by typing it again.

NOTE   You can change the administrator password only if the administrator password on the
source Windows virtual machine is blank. If the source Windows virtual machine or template
already has a password, the administrator password does not change.

b (Optional) To log users into the guest operating system as Administrator, select the check box, and
select the number of times to log in automatically.

9 Select the time zone for the virtual machine and click Next.

10 (Optional) On the Run Once page, specify commands to run the first time a user logs into the guest
operating system and click Next.

See the Microsoft Sysprep documentation for information about RunOnce commands.
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11 Select the type of network settings to apply to the guest operating system.

Option Action

Typical settings Select Typical settings and click Next.
vCenter Server configures all network interfaces from a DHCP server
using default settings.

Custom settings a Select Custom settings and click Next.
b For each network interface in the virtual machine, click the ellipsis

button (...) .
c Enter IP address and other network settings and click OK.
d When all network interfaces are configured, click Next.

 
12 Select how the virtual machine will participate in the network and click Next.

Option Action

Workgroup Type a workgroup name. For example, MSHOME.

Windows Server Domain a Type the domain name.
b Type the user name and password for a user account that has

permission to add a computer to the specified domain.
 

13 (Optional) Select Generate New Security ID (SID) and click Next.

A Windows Security ID (SID) is used in some Windows operating systems to uniquely identify systems
and users. If you do not select this option, the new virtual machine has the same SID as the virtual
machine or template from which it was cloned or deployed.

Duplicate SIDs do not cause problems when the computers are part of a domain and only domain user
accounts are used. However, if the computers are part of a Workgroup or local user accounts are used,
duplicate SIDs can compromise file access controls. For more information, see the documentation for
your Microsoft Windows operating system.

14 Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager. You
can use the specification to customize virtual machine guest operating systems.

Create a Customization Specification for Windows Using a Custom Sysprep
Answer File in the vSphere Client

A custom sysprep answer file is a file that stores a number of customization settings such as computer
name, licensing information, and workgroup or domain settings. You can supply a custom sysprep answer
file as an alternative to specifying many of the settings in the Guest Customization wizard.

Windows 2000, Windows Server 2003, and Windows XP use a text file called sysprep.inf. Windows Server
2008, Windows Vista, and Windows 7 use an XML file called sysprep.xml. You can create these files using a
text editor, or use the Microsoft Setup Manager utility to generate them. For more information about how to
create a custom sysprep answer file, see the documentation for the relevant operating system.

Prerequisites

Ensure that all requirements for customization are met. See “Guest Operating System Customization
Requirements,” on page 107.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Click the Create New Specification icon.
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3 In the Guest Customization wizard, select Windows from the Target Virtual Machine OS menu.

4 (Optional) Select Use Custom Sysprep Answer File.

5 Under Customization Specification Information, enter a name for the specification and an optional
description and click Next.

6 Select the option to import or create a sysprep answer file and click Next.

Option Description

Import a Sysprep answer file Click Browse and browse to the file.

Create a Sysprep answer file Type the contents of the file in the text box.
 

7 Select the type of network settings to apply to the guest operating system.

Option Action

Typical settings Select Typical settings and click Next.
vCenter Server configures all network interfaces from a DHCP server
using default settings.

Custom settings a Select Custom settings and click Next.
b For each network interface in the virtual machine, click the ellipsis

button (...) .
c Enter IP address and other network settings and click OK.
d When all network interfaces are configured, click Next.

 
8 (Optional) Select Generate New Security ID (SID) and click Next.

A Windows Security ID (SID) is used in some Windows operating systems to uniquely identify systems
and users. If you do not select this option, the new virtual machine has the same SID as the virtual
machine or template from which it was cloned or deployed.

Duplicate SIDs do not cause problems when the computers are part of a domain and only domain user
accounts are used. However, if the computers are part of a Workgroup or local user accounts are used,
duplicate SIDs can compromise file access controls. For more information, see the documentation for
your Microsoft Windows operating system.

9 Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager. You
can use the specification to customize virtual machine guest operating systems.

Edit a Customization Specification in the vSphere Client
You can edit existing specifications using the Customization Specification Manager.

Prerequisites

You must have at least one customization specification.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Right-click a specification and select Edit.

3 Proceed through the Guest Customization wizard to change specification settings.
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Remove a Customization Specification in the vSphere Client
You can remove customization specifications from the Customization Specification Manager.

Prerequisites

You must have at least one customization specification.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Right-click a specification and select Remove.

3 In the confirmation dialog box, select Yes.

The specification is deleted from the disk.

Copy a Customization Specification in the vSphere Client
You can copy an existing customization specification using the Customization Specification Manager.

Prerequisites

You must have at least one customization specification.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Right-click a specification and select Copy.

A new specification is created, Copy of specification_name.

Export a Customization Specification in the vSphere Client
You can export customization specifications and save them as .xml files. To apply an exported specification
to a virtual machine, import the .xml file using the Customization Specification Manager.

Prerequisites

You must have at least one customization specification.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Right-click a specification and select Export.

3 In the Save As dialog, enter a file name and location.

4 Click Save.

The specification is saved as an .xml file to the location you specified.
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Import a Customization Specification in the vSphere Client
You can import an existing specification using the Customization Specification Manager, and use the
specification to customize the guest operating system of a virtual machine.

Prerequisites

Before you begin, you must have at least one customization specification saved as an xml file located on a
file system accessible from the vSphere Client.

Procedure

1 From the vSphere Client Home page, select Customization Specifications Manager.

2 Click Import.

3 From the Open dialog, browse to the .xml to import and click Open.

The imported specification is added to the list of customization specifications.
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Migrating Virtual Machines in the
vSphere Client 13

You can move virtual machines from one host or storage location to another location using hot or cold
migration. For example, with vMotion you can move powered on virtual machines away from a host to
perform maintenance, to balance loads, to collocate virtual machines that communicate with each other, to
move virtual machines apart to minimize fault domain, to migrate to new server hardware, and so on.

You can use cold or hot migration to move virtual machines to different hosts or datastores.

Cold Migration You can move a powered off or suspended virtual machine to a new host.
Optionally, you can relocate configuration and disk files for powered off or
suspended virtual machines to new storage locations. You can also use cold
migration to move virtual machines from one datacenter to another. To
perform a cold migration, you can move virtual machines manually or set up
a scheduled task.

Hot Migration Depending on the type of migration you are using, vMotion or Storage
vMotion, you can move a turned on virtual machine to a different host, or
move its disks or folder to a different datastore without any interruption in
the availability of the virtual machine. vMotion is also referred to as live
migration or hot migration.

You cannot move a powered on virtual machine from one datacenter to
another.

NOTE   Copying a virtual machine creates a new virtual machine. It is not a form of migration. Cloning a
virtual machine or copying its disks and configuration file creates a new virtual machine. Cloning is not a
form of migration.

VMware, Inc.  121



In vCenter Server, you have the following migration options:

Change Host Moving a virtual machine, but not its storage to another host. You can move
the virtual machine using cold migration or hot migration. You use vMotion
to move a powered on virtual machine to another host.

Change Datastore Moving a virtual machine and its storage, including virtual disks and
configuration files or a combination of these, to a new datastore on the same
host. You can change the datastore using cold or hot migration. You use
Storage Migration to move a powered on virtual machine and its storage to a
new datastore.

Change Host and
Datastore

Moving a virtual machine to another host and moving its disk or virtual
machine folder to another datastore. You can change the host and datastore
using cold or hot migration. Hot migration is a combination of Storage
vMotion and vMotion.

To migrate virtual machines with disks larger than 2TB, the source and destination hosts must run ESXi 5.5
or later.

This chapter includes the following topics:

n “Migrate a Powered-On Virtual Machine with vMotion in the vSphere Client,” on page 122

n “Migrate a Virtual Machine with Storage vMotion in the vSphere Client,” on page 123

n “Migrate a Powered-Off or Suspended Virtual Machine in the vSphere Client,” on page 124

n “CPU Compatibility and EVC,” on page 126

Migrate a Powered-On Virtual Machine with vMotion in the vSphere
Client

You can use the Migration wizard to migrate a powered-on virtual machine from one host to another using
vMotion technology. To relocate the disks of a powered-on virtual machine, migrate the virtual machine
using Storage vMotion.

Prerequisites

Before migrating a virtual machine with vMotion, ensure that your hosts and virtual machines meet the
requirements for migration with vMotion. See the vCenter Server and Host Management publication for more
information on host configuration and VM conditions and limitations for vMotion.

Procedure

1 Select the virtual machine that you want to migrate in the inventory.

2 Right-click on the virtual machine and select Migrate from the pop-up menu.

3 Select Change host and click Next.

4 Select a destination host or cluster for the virtual machine.

Any compatibility problem appears in the Compatibility panel. Fix the problem, or select another host
or cluster.

Possible targets include hosts and fully automated DRS clusters. You can select a non-automated cluster
as a target. You are prompted to select a host within the non-automated cluster.

5 Select a resource pool and click Next.
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6 Select the migration priority level and click Next.

Option Description

High Priority On hosts running ESX/ESXi version 4.1 or later, vCenter Server attempts to
reserve resources on both the source and destination hosts to be shared
among all concurrent migrations with vMotion. vCenter Server grants a
larger share of host CPU resources to high priority migrations than to
standard priority migrations. Migrations always proceed regardless of the
resources that have been reserved.
On hosts running ESX/ESXi version 4.0 or earlier, vCenter Server attempts
to reserve a fixed amount of resources on both the source and destination
hosts for each migration. High priority migrations do not proceed if
resources are unavailable.

Standard Priority On hosts running ESX/ESXi version 4.1 or later, vCenter Server reserves
resources on both the source and destination hosts to be shared among all
concurrent migration with vMotion. vCenter Server grants a smaller share
of host CPU resources to standard priority migrations than to high priority
migrations. Migrations always proceed regardless of the resources that
have been reserved.
On hosts running ESX/ESXi version 4.0 or earlier, vCenter Server attempts
to reserve a fixed amount resources on the source and destination hosts for
each migration. Standard priority migrations always proceed. However,
the migration might proceed more slowly or fail to complete if sufficient
resources are not available.

 
7 Review the page and click Finish.

A task is created that begins the virtual machine migration process.

Migrate a Virtual Machine with Storage vMotion in the vSphere Client
Use migration with Storage vMotion to relocate a virtual machine’s configuration file and virtual disks
while the virtual machine is powered on.

You cannot change the virtual machine’s execution host during a migration with Storage vMotion.

Procedure

1 Select the virtual machine that you want to migrate in the inventory.

2 Right-click on the virtual machine and select Migrate from the pop-up menu.

3 Select Change datastore and click Next.

4 Select a disk format.

Option Description

Same as Source Use the format of the original virtual disk.

Thin provisioned Use the thin format to save storage space. The thin virtual disk uses just as
much storage space as it needs for its initial operations. When the virtual
disk requires more space, it can expand up to its maximum allocated
capacity.

Thick Allocate a fixed amount of hard disk space to the virtual disk. The virtual
disk in the thick format does not change its size and from the beginning
occupies the entire datastore space provisioned to it.
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5 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store all virtual machine files in the
same datastore cluster.

a Apply a virtual machine storage policy for the virtual machine home
files and the virtual disks from the VM storage policy drop-down
menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store virtual machine configuration
files and disk in separate locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

click Browse and select a datastore or datastore cluster.
c Click Next.

 
6 Review the page and click Finish.

Migrate a Powered-Off or Suspended Virtual Machine in the vSphere
Client

You can use the Migration wizard to migrate a powered-off virtual machine or suspended virtual machine.

Procedure

1 Right-click the virtual machine and select Migrate.

a To locate a virtual machine, select a data center, folder, cluster, resource pool, host, or vApp.

b Click the Related Objects tab and click Virtual Machines.

2 Select the migration type and click Next.

Option Description

Change compute resource only Move the virtual machine to another host.

Change storage only Move the virtual machine’s configuration file and virtual disks.

Change both compute resource and
storage

Move the virtual machine to another host and move its configuration file
and virtual disks.

Migrate virtual machine(s) to a
specific datacenter

Move the virtual machine to a virtual data center, where you can assign
policies to VMs.

 
3 To move the virtual machine to another host, select the destination host or cluster for this virtual

machine migration and click Next.

Any compatibility problem appears in the Compatibility panel. Fix the problem, or select another host
or cluster.

Possible targets include hosts and DRS clusters with any level of automation. If a cluster has no DRS
enabled, select a specific host in the cluster rather than selecting the cluster itself.

4 Select the destination resource for the virtual machine migration.
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5 If you chose to move the configuration file and virtual disks of the virtual machine, select a disk format.

Option Description

Same as Source Use the format of the original virtual disk.

Thin provisioned Use the thin format to save storage space. The thin virtual disk uses just as
much storage space as it needs for its initial operations. When the virtual
disk requires more space, it can expand up to its maximum allocated
capacity.

Thick Allocate a fixed amount of hard disk space to the virtual disk. The virtual
disk in the thick format does not change its size and from the beginning
occupies the entire datastore space provisioned to it.

 
Disks are converted from thin to thick format or thick to thin format only when they are copied from
one datastore to another. If you leave a disk in its original location, the disk format is not converted,
regardless of the selection made here.

6 Select the datastore location where you want to store the virtual machine files.

Option Action

Store all virtual machine files in the
same location on a datastore.

a (Optional) Apply a virtual machine storage policy for the virtual
machine home files and the virtual disks from the VM storage policy
drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

b Select a datastore and click Next.

Store all virtual machine files in the
same datastore cluster.

a (Optional) Apply a virtual machine storage policy for the virtual
machine home files and the virtual disks from the VM storage policy
drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage profile.

b Select a datastore cluster.
c (Optional) If you do not want to use Storage DRS with this virtual

machine, select Disable Storage DRS for this virtual machine and
select a datastore within the datastore cluster.

d Click Next.

Store virtual machine configuration
files and disks in separate
locations.

a Click Advanced.
b For the virtual machine configuration file and for each virtual disk,

click Browse and select a datastore or datastore cluster.
c (Optional) Apply a virtual machine storage policy from the VM

storage profile drop-down menu.

The list shows which datastores are compatible and which are
incompatible with the selected virtual machine storage policy.

d (Optional) If you selected a datastore cluster and do not want to use
Storage DRS with this virtual machine, select Disable Storage DRS for
this virtual machine and select a datastore within the datastore
cluster.

e Click Next.
 

7 Review the page and click Finish.

vCenter Server moves the virtual machine to the new host. Event messages appear in the Events tab. The
data displayed on the Summary tab shows the status and state throughout the migration. If errors occur
during migration, the virtual machines revert to their original states and locations.
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CPU Compatibility and EVC
vCenter Server performs compatibility checks before it allows migration of running or suspended virtual
machines to ensure that the virtual machine is compatible with the target host.

vMotion transfers the running state of a virtual machine between underlying ESXi systems. Live migration
requires that the processors of the target host provide the same instructions to the virtual machine after
migration that the processors of the source host provided before migration. Clock speed, cache size, and
number of cores can differ between source and target processors. However, the processors must come from
the same vendor class (AMD or Intel) to be vMotion compatible.

NOTE   Do not add virtual ESXi hosts to an EVC cluster. ESXi virtual machines are not supported in EVC
clusters.

Migrations of suspended virtual machines also require that the virtual machine be able to resume execution
on the target host using equivalent instructions.

When you initiate a migration with vMotion or a migration of a suspended virtual machine, the Migrate
Virtual Machine wizard checks the destination host for compatibility and produces an error message if
compatibility problems will prevent migration.

The CPU instruction set available to the operating system and to applications running in a virtual machine
is determined at the time that a virtual machine is powered on. This CPU feature set is based on the
following items:

n Host CPU family and model

n Settings in the BIOS that might disable CPU features

n ESX/ESXi version running on the host

n The virtual machine's compatibility setting

n The virtual machine's guest operating system

To improve CPU compatibility between hosts of varying CPU feature sets, some host CPU features can be
hidden from the virtual machine by placing the host in an Enhanced vMotion Compatibility (EVC) cluster.

NOTE   You can hide Host CPU features from a virtual machine by applying a custom CPU compatibility
mask to the virtual machine, but this is not recommended. VMware, in partnership with CPU and hardware
vendors, is working to maintain vMotion compatibility across the widest range of processors. For additional
information, search the VMware Knowledge Base for the vMotion and CPU Compatibility FAQ.

Create an EVC Cluster
Create an EVC cluster to help ensure vMotion compatibility between the hosts in the cluster.

When you create an EVC cluster, use one of the following methods:

n Create an empty cluster, enable EVC, and move hosts into the cluster.

n Enable EVC on an existing cluster.

VMware recommends creating an empty EVC cluster as the simplest way of creating an EVC cluster with
minimal disruption to your existing infrastructure.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

n Before you create an EVC cluster, ensure that the hosts you intend to add to the cluster meet the
requirements listed in the vCenter Server and Host Management publication.
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Procedure

1 In the vSphere Client, right-click on a data center and click New Cluster.

2 Enter a name for the cluster and select cluster features, then click Next.

Cluster features such as vSphere DRS and vSphere HA are fully compatible with EVC. You can enable
these features when you create the cluster. For information on specific cluster options, see the vSphere
Client online Help.

3 Select the CPU vendor and EVC mode appropriate for the hosts you intend to add to the cluster and
click Next.

4 Select the Swapfile Policy and click Next.

5 Review the selected options for the cluster and click Finish to create the cluster.

6 Select a host from the inventory to move into the cluster.

7 If the host feature set is greater than the EVC mode that you have enabled for the EVC cluster, ensure
that the cluster has no powered-on virtual machines.

n Power off all the virtual machines on the host.

n Migrate the host’s virtual machines to another host using vMotion.

8 Move the host into the cluster.

You can power on the virtual machines on the host, or migrate virtual machines into the cluster with
vMotion, if the virtual machines meet CPU compatibility requirements for the cluster’s EVC mode.
Virtual machines running on hosts with more features than the EVC mode must be powered off before
migration into the cluster.

9 Repeat Step 7 and Step 8 for each additional host that you want to move into the cluster.

Enable EVC on an Existing Cluster
Enable EVC on an existing cluster to help ensure vMotion compatibility between the hosts in the cluster.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

n Before you enable EVC on an existing cluster, ensure that the hosts in the cluster meet the requirements
listed in the vCenter Server and Host Management publication.

Procedure

1 In the vSphere Client, select the cluster for which you want to enable EVC.

2 If virtual machines are running on hosts that have feature sets greater than the EVC mode you intend to
enable, ensure that the cluster has no powered-on virtual machines.

n Power off all the virtual machines on the hosts with feature sets greater than the EVC mode

n Migrate the cluster’s virtual machines to another host using vMotion.

Because these virtual machines are running with more features than the EVC mode you intend to
set, power off the virtual machines to migrate them back into the cluster after enabling EVC.

3 Ensure that the cluster contains hosts with CPUs from only one vendor, either Intel or AMD.

4 Edit the cluster settings and enable EVC.

Select the CPU vendor and feature set appropriate for the hosts in the cluster.
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5 If you powered off or migrated virtual machines out of the cluster, power on the virtual machines in the
cluster, or migrate virtual machines into the cluster.

Any virtual machines running with a larger feature set than the EVC mode you enabled for the cluster
must be powered off before they can be moved back into the cluster.

Change the EVC Mode for a Cluster
If all the hosts in a cluster are compatible with the new mode, you can change the EVC mode of an existing
EVC cluster. You can raise the EVC mode to expose more CPU features, or lower the EVC mode to hide
CPU features and increase compatibility.

To raise the EVC mode from a CPU baseline with fewer features to one with more features, you do not need
to turn off any running virtual machines in the cluster. Virtual machines that are running do not have access
to the new features available in the new EVC mode until they are powered off and powered back on. A full
power cycling is required. Rebooting the guest operating system or suspending and resuming the virtual
machine is not sufficient.

To lower the EVC mode from a CPU baseline with more features to one with fewer features, you must first
power off any virtual machines in the cluster that are running at a higher EVC mode than the one you
intend to enable, and power them back on after the new mode has been enabled.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

n If you intend to lower the EVC mode, power off any currently running virtual machines with a higher
EVC mode than the one you intend to enable. See “Determine EVC Modes for Virtual Machines,” on
page 128.

Procedure

1 Display the cluster in the inventory.

2 Right-click the cluster and select Edit Settings.

3 In the left panel, select VMware EVC.

The dialog box displays the current EVC settings.

4 To edit the EVC settings, click Change EVC Mode.

5 From the VMware EVC Mode drop-down menu, select the baseline CPU feature set you want to enable
for the cluster.

If the selected EVC Mode cannot be selected, the Compatibility pane displays the reason or reasons
why, along with the relevant hosts for each reason.

6 Click OK to close the EVC Mode dialog box, and click OK to close the cluster settings dialog box.

Determine EVC Modes for Virtual Machines
The EVC mode of a virtual machine defines the CPU features that the virtual machine can access. The
virtual machine's EVC mode is determined when it is powered on in an EVC-enabled cluster.

When a virtual machine is powered on, it determines the EVC mode of the cluster in which it is running. If
the EVC mode of the cluster is subsequently raised, the virtual machine does not change its EVC mode until
it is powered off and powered on again. This means that the virtual machine does not make use of any
additional CPU features exposed by the cluster's new EVC mode until the virtual machine has been
powered off and powered on again.
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For example, consider a cluster containing hosts with Intel Xeon 45nm Core™ 2 processors that have been
set to the Intel® "Merom" Generation (Xeon® Core™ 2) EVC mode. A virtual machine powered on in this
cluster runs in the Intel "Merom" Generation (Xeon Core 2) EVC mode. If the cluster's EVC mode is raised to
Intel "Penryn" Generation (Xeon 45nm Core 2), the virtual machine remains at the lower Intel "Merom"
Generation (Xeon Core 2) EVC mode. To use any of the features exposed by the higher cluster EVC mode,
such as SSE4.1, you must power off the virtual machine and power it on again.

You can use the Virtual Machines tab of a cluster or a host to determine the EVC modes of the running
virtual machines.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

Procedure

1 Select the cluster or host in the inventory.

2 Click the Virtual Machines tab.

3 If the EVC Mode column is not displayed, right-click on the column titles and select EVC Mode.

The EVC modes of all running or suspended virtual machines are displayed in the EVC Mode column.
Powered off virtual machines and virtual machines that are not in EVC clusters show N/A as the EVC
mode.

Prepare Clusters for AMD Processors Without 3DNow!
Newer generations of AMD processors do not include 3DNow! processor instructions. If hosts in a cluster
have different generations of AMD processors, some with 3DNow! instruction sets and some without, you
cannot successfully migrate virtual machines between the hosts. You must use an EVC mode or CPU
compatibility mask to hide the instructions.

The vCenter Server AMD Opteron Gen. 3 (no 3DNow!) EVC mode masks the 3DNow! instructions from
virtual machines. You can apply this EVC mode to EVC clusters containing only AMD Opteron Generation
3 hosts to allow the clusters to maintain vMotion compatibility with AMD Opteron hosts that do not have
3DNow! instructions. Clusters containing AMD Opteron Generation 1 or AMD Opteron Generation 2 hosts
cannot be made vMotion-compatible with hosts that do not have 3DNow! instructions.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

n Ensure that the cluster contains only hosts with AMD Opteron Generation 3 or newer processors.
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Procedure

u Enable the AMD Opteron Gen. 3 (no 3DNow!) EVC mode for your EVC cluster.

The steps to enable the EVC mode differ depending on whether you are creating a cluster or enabling
the mode on an existing cluster, and on whether the existing cluster contains powered-on virtual
machines.

Option Description

Creating a new cluster In the New Cluster wizard, enable EVC for AMD hosts and select the
AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

Editing a cluster without powered-
on virtual machines

In the Cluster Settings dialog box, edit the VMware EVC settings and
select the AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

Editing a cluster with powered-on
virtual machines

The AMD Opteron Gen. 3 (no 3DNow!) EVC mode cannot be enabled
while there are powered-on virtual machines in the cluster.
a Power-off any running virtual machines in the cluster, or migrate them

out of the cluster using vMotion.

Migrating the virtual machines out of the cluster with vMotion allows
you to delay powering off the virtual machines until a more
convenient time.

b In the Cluster Settings dialog box, edit the VMware EVC settings and
select the AMD Opteron Gen. 3 (no 3DNow!) EVC mode.

c If you migrated virtual machines out of the cluster, power them off
and cold migrate them back into the cluster.

d Power on the virtual machines.
 

You can now add hosts with AMD processors without 3DNow! instructions to the cluster and preserve
vMotion compatibility between the new hosts and the existing hosts in the cluster.

View CPUID Details for an EVC Cluster
The feature set exposed by an EVC cluster corresponds to the feature set of a particular type of processor.
Processor feature sets can be described by a set of feature flags that you can examine using the CPUID
instruction.

You can view the CPUID feature flags currently exposed by the hosts in an EVC cluster using the Current
CPUID Details dialog box.

Prerequisites

n You must be connected to a vCenter Server system with the vSphere Client.

Procedure

1 Display the cluster in the inventory.

2 Right-click the cluster and select Edit Settings.

3 In the left panel, select VMware EVC.

4 To view the CPUID feature flags currently enforced by EVC, click Current CPUID Details.

The Current CPUID Details dialog box displays the CPUID feature flags that EVC is enforcing for the hosts
in this cluster. For more information on CPUID feature flags, see Intel Processor Identification and the CPUID
Instruction (available from Intel), or CPUID Specification (available from AMD).
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Deploying OVF Templates 14
You can export virtual machines, virtual appliances, and vApps in Open Virtual Machine Format (OVF).
You can then deploy the OVF template in the same environment or in a different environment.

This chapter includes the following topics:

n “Deploy an OVF Template in the vSphere Client,” on page 131

n “Export an OVF Template,” on page 132

Deploy an OVF Template in the vSphere Client
When you connect directly to a host with the vSphere Client, you can deploy an OVF template from a local
file system accessible to the vSphere Client machine, or from a web URL.

Procedure

1 In the vSphere Client, select File > Deploy OVF Template.

The Deploy OVF Template wizard appears.

2 Specify the source location and click Next.

Option Action

Deploy from File Browse your file system for an OVF or OVA template.

Deploy from URL Specify a URL to an OVF template located on the internet. Example:
http://vmware.com/VMTN/appliance.ovf

 
3 View the OVF Template Details page and click Next.

4 If license agreements are packaged with the OVF template, the End User License Agreement page
appears. Agree to accept the terms of the licenses and click Next.

5 Select the deployment configuration from the drop-down menu and click Next.

The option selected typically controls the memory settings, number of CPUs and reservations, and
application-level configuration parameters.

NOTE   This page appears only if the OVF template contains deployment options.

6 Select a datastore to store the deployed OVF template, and click Next.

Datastores are a unifying abstraction for storage locations such as Fibre Channel, iSCSI LUNs, or NAS
volumes. On this page, you select from datastores already configured on the destination cluster or host.
The virtual machine configuration file and virtual disk files are stored on the datastore. Select a
datastore large enough to accommodate the virtual machine and all of its virtual disk files.
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7 Select the disk format to store the virtual machine virtual disks, and click Next.

Format Description

Thick Provisioned Lazy Zeroed Creates a virtual disk in a default thick format. Space required for the
virtual disk is allocated when the virtual disk is created data remaining on
the physical device is not erased during creation, but is zeroed out on
demand at a later time on first write from the virtual machine.

Thick Provision Eager Zeroed A type of thick virtual disk that supports clustering features such as Fault
tolerance. Space required for the virtual disk is allocated at creation time.
In contrast to the flat format the data remaining on the physical device is
zeroed out when the virtual disk is created. it might take much longer to
create disks in this format than to create other types o disks.

Thin Provision Use this format to save storage space. For the thin disk, you provision as
much datastore space as the disk would require based on the value that
you enter for the disk size. However, the thin disk starts small and at first,
uses only as much datastore space as the disk needs for its initial
operations. The disk space grows as the virtual machine needs more
storage.

 
8 If the appliance that you are deploying has one ore more vService dependencies, select a binding

service provider.

9 For each network specified in the OVF template, select a network by right-clicking the Destination
Network column in your infrastructure to set up the network mapping and click Next.

10 On the IP Allocation page, configure how IP addresses are allocated for the virtual appliance and click
Next.

Option Description

Fixed You will be prompted to enter the IP addresses in the Appliance
Properties page.

Transient IP addresses are allocated from a specified range when the appliance is
powered on. The IP addresses are released when the appliance is powered
off.

DHCP A DHCP server is used to allocate the IP addresses.
 
This page does not appear if the deployed OVF template does not contain information about the IP
scheme it supports.

11 Set the user-configurable properties and click Next.

The set of properties that you are prompted to enter depend on the selected IP allocation scheme. For
example, you are prompted for IP related information for the deployed virtual machines only in the
case of a fixed IP allocation scheme.

12 Review your settings and click Finish.

The progress of the import task appears in the vSphere Client Status panel.

Export an OVF Template
An OVF package captures the state of a virtual machine or vApp into a self-contained package. The disk
files are stored in a compressed, sparse format.

Required privilege: vApp.Export

Procedure

1 In the vSphere Client, select the virtual machine or vApp and select File > Export > Export OVF
Template.
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2 In the Export OVF Template dialog, type the Name of the template.

For example, type MyVm.

NOTE   When exporting an OVF template with a name that contains asterisk (*) characters, those
characters turn into underscore characters (_).

3 Enter the Directory location where the exported virtual machine template is saved, or click “...” to
browse for the location.

The C:\ drive is the default location where the template is stored.

For example, OvfLib.

4 In the Format field, determine how you want to store the files.

n Select Folder of files (OVF) to store the OVF template as a set of files (.ovf, .vmdk, and .mf) This
format is optimal if you plan to publish the OVF files on a web server or image library. The
package can be imported, for example, into the vSphere client by publishing the URL to the .ovf
file.

n Select Single file (OVA) to package the OVF template into a single .ova file. This might be
convenient to distribute the OVF package as a single file if it needs to be explicitly downloaded
from a web site or moved around using a USB key.

5 In Description, type a description for the virtual machine.

By default, the text from the Notes pane on the virtual machine’s Summary tab appears in this text box.

6 Select the checkbox if you want to include image files attached to floppy and CD/DVD devices in the
OVF package.

NOTE   This checkbox only shows if the virtual machine is connected to an ISO file or if the floppy drive
is connected to a floppy image.

7 Click OK.

The download process is shown in the Export window.

Example: Folder Locations for OVF and OVA Files
If you type OvfLib for a new OVF folder, the following files might be created:

n C:\OvfLib\MyVm\MyVm.ovfI

n C:\OvfLib\MyVm.mf

n C:\OvfLib\MyVm-disk1.vmdk

If you type C:\NewFolder\OvfLib for a new OVF folder, the following files might be created:

n C:\NewFolder\OvfLib\MyVm\MyVm.ovfI

n C:\NewFolder\OvfLib\MyVm.mf

n C:\NewFolder\OvfLib\MyVm-disk1.vmdk

If you choose to export into the OVA format, and type MyVm, the file C:\MyVm.ova is created.
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Configuring Virtual Machines in the
vSphere Client 15

You can add or configure most virtual machine properties during the virtual machine creation process or
after you create the virtual machine and install the guest operating system.

You can configure three types of virtual machine properties.

Hardware View existing hardware configuration and add or remove hardware.

Options View and configure a number of virtual machine properties, such as power
management interaction between the guest operating system and virtual
machine, and VMware Tools settings.

Resources Configure CPUs, CPU hyperthreading resources, memory and disks.

This chapter includes the following topics:

n “Virtual Machine Limitations in the vSphere Client,” on page 136

n “Virtual Machine Hardware Versions,” on page 137

n “Locate the Hardware Version of a Virtual Machine in the vSphere Client,” on page 138

n “Change the Virtual Machine Name in the vSphere Client,” on page 139

n “View the Virtual Machine Configuration File Location in the vSphere Client,” on page 139

n “Edit Configuration File Parameters in the vSphere Client,” on page 139

n “Change the Configured Guest Operating System in the vSphere Client,” on page 140

n “Configure Virtual Machines to Automatically Upgrade VMware Tools,” on page 140

n “Virtual CPU Configuration,” on page 141

n “Virtual Memory Configuration,” on page 147

n “Network Virtual Machine Configuration,” on page 151

n “Parallel and Serial Port Configuration,” on page 152

n “Virtual Disk Configuration,” on page 158

n “SCSI and SATA Storage Controller Conditions, Limitations, and Compatibility,” on page 161

n “Other Virtual Machine Device Configuration,” on page 165

n “Configuring vServices,” on page 170

n “USB Configuration from an ESXi Host to a Virtual Machine,” on page 171

n “USB Configuration from a Client Computer to a Virtual Machine in the vSphere Client,” on page 175

n “Manage Power Management Settings for a Virtual Machine,” on page 178
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n “Configure the Virtual Machine Power States,” on page 178

n “Delay the Boot Sequence in the vSphere Client,” on page 180

n “Enable Logging in the vSphere Client,” on page 180

n “Disable Acceleration in the vSphere Client,” on page 181

n “Configure Debugging and Statistics in the vSphere Client,” on page 181

Virtual Machine Limitations in the vSphere Client
The virtual machine configuration tasks that you can perform when you connect directly to an ESXi host or
vCenter Server system with the vSphere Client are limited.

The following virtual machine features are unavailable or read-only in the vSphere Client:

n Intel vGPU

n AMD vGPU

n 2TB HDD

n 128 vCPUs for virtual machines with hardware versions earlier than version 10

n 32 Serial Ports for virtual machines with hardware versions earlier than version 10

n 255 PVSCI devices

n SVGA for virtual machines with hardware versions 10 and 11

n VMCI firewall

n Smart card authentication

n SATA controller and hardware settings

n SR-IOV settings

n GPU 3D render and memory settings

n Tuning latency settings

n vSphere Flash Read Cache settings

n Nested hypervizor

n Fast checkpointing

n vCPU reference counters

n Ease and scheduled hardware upgrade

n Default compatibility level

n VMware Tools reporting and upgrade

Use the vSphere Web Client as the primary interface for managing the full range of virtual machine
functions available in your vSphere 6.0 environment.
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Virtual Machine Hardware Versions
The hardware version of a virtual machine reflects the virtual machine's supported virtual hardware
features. These features correspond to the physical hardware available on the ESXi host on which you create
the virtual machine. Virtual hardware features include BIOS and EFI, available virtual PCI slots, maximum
number of CPUs, maximum memory configuration, and other characteristics typical to hardware.

When you create a virtual machine, you can accept the default hardware version, which corresponds to the
host on which you create the virtual machine, or an earlier version. You can use an earlier hardware version
in the following situations:

n To standardize testing and deployment in your virtual environment.

n If you do not need the capabilities of the newer version.

n To maintain compatibility with older hosts.

Virtual machines with hardware versions earlier than version 11 can run on ESXi 6.0 hosts, but do not have
all the capabilities available in hardware version 11. For example, you cannot use 128 virtual processors or
4080GB of memory in virtual machines with hardware versions earlier than version 11.

The vSphere Web Client and the vSphere Client allows you to upgrade virtual machines only to the latest
hardware version. If virtual machines do not have to stay compatible with older ESX/ESXi hosts, you can
upgrade them on ESXi 6.0 hosts. In this case, they are upgraded to version 11.

n To maintain virtual machine compatibility with ESX/ESXi 3.5 hosts, upgrade the virtual machine on an
ESX/ESXi 3.5 host, which results in a virtual machine upgrade to version 4.

n To maintain virtual machine compatibility with ESX/ESXi 4.x hosts, upgrade the virtual machine on an
ESX/ESXi 4.x host, which results in a virtual machine upgrade to version 7.

n To maintain virtual machine compatibility with ESXi 5.0 hosts, upgrade the virtual machine on an
ESX/ESXi 5.0 host, which results in a virtual machine upgrade to version 8.

n To maintain virtual machine compatibility with ESXi 5.1 hosts, upgrade the virtual machine on an
ESX/ESXi 5.1 host, which results in a virtual machine upgrade to version 9.

n To maintain virtual machine compatibility with ESXi 5.5 hosts, upgrade the virtual machine on an
ESX/ESXi 5.5 host, which results in a virtual machine upgrade to version 10.

A virtual machine can have an earlier hardware version than that of the host on which it runs in the
following cases:

n You migrate a virtual machine created on an ESX/ESXi 4.x or earlier host to an ESXi 5.0 host.

n You create a virtual machine on an ESXi 5.0 host by using an existing virtual disk that was created on
an ESX/ESXi 4.x or earlier host.

n You add a virtual disk created on an ESX/ESXi 4.x or earlier host to a virtual machine created on an
ESXi 5.0 host.

You can create, edit, and run different virtual machine versions on a host if the host supports that version.
Sometimes, virtual machine actions on a host are limited or the virtual machine has no access to the host.
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Table 15‑1.  ESXi Hosts and Compatible Virtual Machine Hardware Versions

Versio
n 11

Versio
n 10

Versio
n 9

Version
8

Version
7 Version 4

Compatible with vCenter
Server Version

ESXi 6.0 Create,
edit,
run

Create,
edit,
run

Create,
edit,
run

Create,
edit,
run

Create,
edit, run

Create, edit,
run

vCenter Server 6.0

ESXi 5.5 Not
support
ed

Create,
edit,
run

Create,
edit,
run

Create,
edit,
run

Create,
edit, run

Create, edit,
run

vCenter Server 5.5 and later

ESXi 5.1 Not
support
ed

Not
support
ed

Create,
edit,
run

Create,
edit,
run

Create,
edit, run

Create, edit,
run

vCenter Server 5.1 and later

ESXi 5.0 Not
support
ed

Not
support
ed

Not
support
ed

Create,
edit,
run

Create,
edit, run

Create, edit,
run

vCenter Server 5.0 and later

ESX/ESXi 4.x Not
support
ed

Not
support
ed

Not
support
ed

Not
support
ed

Create,
edit, run

Create, edit,
run

vCenter Server 4.x and later

ESX/ESXi 3.x Not
support
ed

Not
support
ed

Not
support
ed

Not
support
ed

Not
supporte
d

Create, edit,
run

vCenter Server 3.5 and later

Virtual machine hardware versions earlier than hardware version 4 are not supported on ESXi 6.0 hosts. To
make full use of these virtual machines, upgrade the virtual hardware.

NOTE   Virtual machine hardware versions 9, 10 and 11 features are limited to hardware version 8 and earlier
when connected to the ESXi host or vCenter Server system using the vSphere Client.

Locate the Hardware Version of a Virtual Machine in the vSphere
Client

You can locate the hardware version of a virtual machine by looking in the virtual machine Summary tab or
the Virtual Machine Properties dialog box. You can also locate the hardware version for multiple virtual
machines on the Virtual Machine tab of a datacenter, host, or cluster.

Procedure

1 In the vSphere Client inventory, select the virtual machine.

2 Select a method for viewing the version information.

Option Description

Click the Summary tab. The virtual machine hardware version appears under General on the
virtual machine's Summary tab.

Right-click the virtual machine and
select Edit Settings.

The virtual machine hardware version appears in the upper-right corner of
the Virtual Machine Properties dialog box.

Select a datacenter, host, or cluster
and click the Virtual Machine tab.

The virtual machine hardware version appears in the VM Version column.
If the VM Version column is not displayed, right-click any column title and
select VM Version.
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Change the Virtual Machine Name in the vSphere Client
You can change the virtual machine name in the Virtual Machine Name panel in the Virtual Machine
Properties dialog box.

Changing the name does not change the name of any virtual machine files or the name of the directory that
the files are located in.

Prerequisites

n Verify that you have access to the virtual machine in the vSphere Client inventory list.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and select General Options.

3 Type a new name for the virtual machine.

4 Click OK to save your changes.

View the Virtual Machine Configuration File Location in the vSphere
Client

You can view the location of the virtual machine configuration and working files. This information is useful
when you are configuring backup systems.

Prerequisites

n Verify that you are connected to the vCenter Server or ESXi host on which the virtual machine runs.

n Verify that you have access to the virtual machine in the vSphere Client inventory list.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and select General Options.

3 Record the location of the configuration and working files and click OK to close the dialog box.

Edit Configuration File Parameters in the vSphere Client
You can change or add virtual machine configuration parameters if you intend to use experimental features
or when instructed by a VMware technical support representative.

You also might see VMware documentation that instructs you to change or add a parameter. In such cases,
you can safely follow the recommended procedure.

The following conditions apply:

n To change a parameter, you change the existing value for the keyword/value pair. For example, if you
start with the keyword/value pair, keyword/value, and change it to keyword/value2, the result is
keyword=value2.

n You cannot delete a configuration parameter entry.

CAUTION   You must assign a value to configuration parameter keywords. If you don't assign a value, the
keyword can return a value of 0, false, or disable, which can result in a virtual machine that cannot power
on.
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Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced, click General.

3 Click Configuration Parameters.

4 (Optional) Change or add a parameter.

5 Click OK to exit the Configuration Parameters dialog box.

6 Click OK to save your changes.

Change the Configured Guest Operating System in the vSphere Client
When you change the guest operating system type in the virtual machine settings, you change the setting for
the guest operating system in the virtual machine's configuration file. To change the guest operating system
itself, you must install the new operating system in the virtual machine.

When you set the guest operating system type for a new virtual machine, vCenter Server chooses
configuration defaults based on the guest type. Changing the guest operating system type after the virtual
machine is created does not retroactively change those settings. It affects the recommendations and setting
ranges offered after the change.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and select General Options.

3 Select a guest operating system type and version.

4 Click OK to save your changes.

The virtual machine configuration parameters for the guest operating system are changed. You can now
install the guest operating system.

Configure Virtual Machines to Automatically Upgrade VMware Tools
You can configure virtual machines to automatically update VMware Tools.

NOTE   Automatic VMware Tools upgrade is not supported for virtual machines with Solaris or NetWare
guest operating systems.

Prerequisites

n Verify that the virtual machines have a version of VMware Tools shipped with ESX/ESXi 3.5 or later
installed.

n Verify that the virtual machines are hosted on ESX/ESXi 3.5 or later and vCenter Server 3.5 or later.

n Verify that the virtual machines are running a Linux or Windows guest OS that ESX/ESXi 3.5 or later
and vCenter Server 3.5 or later support.

Procedure

1 Right-click the virtual machine and click Edit Settings.

2 Click the Options tab and select VMware Tools.
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3 Select Check and upgrade Tools during power cycling in the Advanced pane.

4 Click OK to save your changes and close the dialog box.

The next time the virtual machine is powered on, it checks the ESX/ESXi host for a newer version of
VMware Tools. If one is available, it is installed and the guest operating system is restarted (if required).

Virtual CPU Configuration
You can add, change, or configure CPU resources to improve virtual machine performance. You can set
most of the CPU parameters when you create virtual machines or after the guest operating system is
installed. Some actions require that you power off the virtual machine before you change the settings.

VMware uses the following terminology. Understanding these terms can help you plan your CPU resource
allocation strategy.

CPU The CPU or processor is the portion of a computer system that carries out the
instructions of a computer program and is the primary element carrying out
the computer's functions. CPUs contain cores.

CPU Socket A physical connector on a computer motherboard that accepts a single
physical CPU. Many motherboards can have multiple sockets that can in
turn accept multicore processors (CPUs). The vSphere Web Client computes
the total number of virtual sockets from the number of cores and the cores
per socket that you select.

Core Comprises a unit containing an L1 cache and functional units needed to run
programs. Cores can independently run programs or threads. One or more
cores can exist on a single CPU.

Corelet An AMD processor corelet is architecturally equivalent to a logical processor.
Certain future AMD processors will comprise a number of compute units,
where each compute unit has a number of corelets. Unlike a traditional
processor core, a corelet lacks a complete set of private, dedicated execution
resources and shares some execution resources with other corelets such as an
L1 instruction cache or a floating-point execution unit. AMD refers to
corelets as cores, but because these are unlike traditional cores, VMware uses
the nomenclature of corelets to make resource sharing more apparent.

Thread Some cores can run independent streams of instructions simultaneously. In
existing implementations, cores can run one or two software threads at one
time by multiplexing the functional units of the core between the software
threads, as necessary. Such cores are called dual or multithreaded.

Resource sharing Shares specify the relative priority or importance of a virtual machine or
resource pool. If a virtual machine has twice as many shares of a resource as
another virtual machine, it is entitled to consume twice as much of that
resource when these two virtual machines are competing for resources.

Resource allocation You can change CPU resource allocation settings, such as shares, reservation,
and limit, when available resource capacity does not meet demands. For
example, if at year end, the workload on accounting increases, you can
increase the accounting resource pool reserve.

vSphere Virtual
Symmetric
Multiprocessing (Virtual
SMP)

Feature that enables a single virtual machine to have multiple processors.

Chapter 15 Configuring Virtual Machines in the vSphere Client

VMware, Inc.  141



Change CPU Hot-Plug Settings in the vSphere Client
The CPU hot plug option lets you add CPU resources for a virtual machine while the machine is powered
on.

The following conditions apply:

n For best results, use virtual machines with hardware version 8 or later.

n Hot-adding multicore virtual CPUs is supported only with hardware version 8 or later.

n Not all guest operating systems support CPU hot add. You can disable these settings if the guest is not
supported.

n To use the CPU hot-add feature with hardware version 7 virtual machines, set Number of cores per
socket to 1.

n Adding CPU resources to a running virtual machine with CPU hot plug enabled disconnects and
reconnects all USB passthrough devices connected to that virtual machine.

Prerequisites

Verify that the virtual machine is running under the following conditions:

n VMware Tools is installed. This condition is required for hot plug functionality with Linux guest
operating systems.

n The virtual machine has a guest operating system that supports CPU hot plug.

n The virtual machine is using hardware version 7 or later.

n The virtual machine is powered off.

n Required privileges: Virtual Machine.Configuration.Settings on the virtual machine

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced, select Memory/CPU Hotplug.

3 Change the CPU Hot Plug setting.

4 Click OK to save your changes.

What to do next

You can now add CPUs to the powered on virtual machine.

Change the Number of Virtual CPUs
You can configure a virtual machine that runs on an ESXi host to have up to 128 virtual CPUs. You can
change the number of virtual CPUs while the virtual machine is running or powered off.

Virtual CPU hot add is supported for virtual machines with multicore CPU support that are running on
hardware version 8 or later. When the virtual machine is powered on, and CPU hot add is enabled, you can
hot add virtual CPUs to the running virtual machine. You can add only multiples of the number of cores per
socket. For multicore CPUs, the host must have a license for vSphere Virtual Symmetric Multiprocessing
(Virtual SMP).

IMPORTANT   When you configure your virtual machine for multicore virtual CPU settings, you must ensure
that your configuration complies with the requirements of the guest operating system EULA.
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Prerequisites

n If CPU hot add is not enabled, power off the virtual machine before adding CPUs.

n If CPU hot remove is not enabled, power off the virtual machine before removing CPUs.

n To hot add multicore CPUs, verify that the virtual machine has hardware version 8.

n Required privilege: Virtual Machine.Configuration.Change CPU Count on the virtual machine

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select CPUs.

3 Select a value from the Number of virtual sockets drop-down menu.

4 Select a value from the Number of cores per socket drop-down menu.

The resulting total number of cores is a number equal to or less than the number of logical CPUs on the
host.

5 Click OK to save your changes.

Example: Adding Multicore CPU Resources to a Virtual Machine
You might have the following existing CPU resources, which you configured for the virtual machine while
you were creating it, or after you created it and it was in a powered off state.

CPU Resource Settings Existing Value

Number of virtual sockets 2

Number of cores per socket 2

Total number of cores 4

With CPU hot plug enabled and the virtual machine running, you can select the number of sockets to add
from the Number of virtual sockets drop-down menu. The Number of cores per socket drop-down menu
is unavailable and retains a value of 2. If you select 3 virtual sockets, you are adding 1 socket with 2 cores so
that the virtual machine has 6 virtual CPUs.

CPU Resource Settings Existing Value Hot-plug value

Number of virtual sockets 2 3

Number of cores per socket 2 2

Total Number of cores 4 6

Chapter 15 Configuring Virtual Machines in the vSphere Client

VMware, Inc.  143



Allocate CPU Resources in the vSphere Client
You can change the amount of CPU resources allocated to a virtual machine by using the shares,
reservations, and limits settings.

A virtual machine has the following user-defined settings that affect its CPU resource allocation.

Limit Places a limit on the consumption of CPU time for a virtual machine. This
value is expressed in MHz.

Reservation Specifies the guaranteed minimum allocation for a virtual machine. The
reservation is expressed in MHz.

Shares Each virtual machine is granted a number of CPU shares. The more shares a
virtual machine has, the more often it gets a time slice of a CPU when there is
no CPU idle time. Shares represent a relative metric for allocating CPU
capacity.

NOTE   Virtual machine hardware versions 9, 10 and 11 features are read-only when connected to the ESXi
host or vCenter Server system using the vSphere Client.

Prerequisites

Required Privilege: Virtual machine.Configuration.Change resource

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab and select CPU.

3 Allocate the CPU capacity for this virtual machine.

Option Description

Shares CPU shares for this virtual machine in relation to the parent’s total. Sibling
virtual machines share resources according to their relative share values
bounded by the reservation and limit. Select Low, Normal, or High, which
specify share values respectively in a 1:2:4 ratio. Select Custom to give each
virtual machine a specific number of shares, which express a proportional
weight.

Reservation Guaranteed CPU allocation for this virtual machine.

Limit Upper limit for this virtual machine’s CPU allocation. Select Unlimited to
specify no upper limit.

 
4 Click OK to save your changes.
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Configuring Advanced CPU Scheduling Settings
You can select CPU options that involve scheduling the virtual machine processing to physical processor
cores and hyperthreads. ESXi generally manages processor scheduling well, even when hyperthreading is
enabled. These settings are useful only for detailed tweaking of critical virtual machines.

Configure Hyperthreaded Core Sharing in the vSphere Client
You can select how the virtual CPUs of a virtual machine share physical cores on a hyperthreaded system.

Hyperthreading technology allows a single physical processor to behave like two logical processors. The
hyperthreaded core sharing option provides detailed control over whether to schedule a virtual machine to
share a physical processor core. The processor can run two independent applications at the same time.
Although hyperthreading does not double the performance of a system, it can increase performance by
better utilizing idle resources.

Prerequisites

n The hyperthreaded core sharing option must be enabled in your system's BIOS settings. For more
information, see the Resource Management documentation.

n Power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab and select Advanced CPU.

3 Select a mode from the Hyperthreading Sharing Mode drop-down menu.

Option Description

Any (default) The virtual CPUs of this virtual machine can share cores with other virtual
CPUs of this or other virtual machines.

None The virtual CPUs of this virtual machine have exclusive use of a processor
core whenever they are scheduled to it. The other hyperthread of the core
is halted while this virtual machine is using the core.

Internal On a virtual machine with exactly two virtual processors, the two virtual
processors are allowed to share one physical core (at the discretion of the
host scheduler), but this virtual machine never shares a core with any
other virtual machine. If this virtual machine has any other number of
processors other than two, this setting is the same as the None setting.

 
4 Click OK to save your changes.

Configure Processor Scheduling Affinity in the vSphere Client
The Scheduling Affinity option gives you detailed control over how virtual machine CPUs are distributed
across the host's physical cores (and hyperthreads if hyperthreading is enabled). This panel does not appear
for virtual machines in a DRS cluster or when the host has only one processor core and no hyperthreading.

Using CPU affinity, you can assign a virtual machine to a specific processor. This assignment allows you to
restrict the assignment of virtual machines to a specific available processor in multiprocessor systems.

For potential issues with CPU affinity, see the Resource Management documentation.

Prerequisites

Power off the virtual machine.
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Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab and select Advanced CPU.

3 In the Scheduling Affinity panel, enter a comma-separated list of hyphenated processor ranges.

For example, "0,4-7" would indicate affinity with CPUs 0,4,5,6, and 7. Selecting all processors is identical
to selecting no affinity. You must provide at least as many processor affinities as you have virtual
CPUs.

4 Click OK to save your changes.

Change CPU Identification Mask Settings in the vSphere Client
CPU identification (CPU ID) masks control the CPU features visible to the virtual machine's guest operating
system. Masking or hiding CPU features can make a virtual machine widely available to ESXi hosts for
migration. vCenter Server compares the CPU features available to a virtual machine with the CPU features
of the destination host to determine whether to allow or disallow migration with vMotion.

For example, masking the AMD No eXecute (NX) and the Intel eXecute Disable (XD) bits prevents the
virtual machine from using these features, but provides compatibility that allows you to migrate virtual
machines to ESXi hosts that do not include this capability. When the NX/XD bit is visible to the guest
operating system, the virtual machine can use this feature, but you can migrate the virtual machine only to
hosts on which the feature is enabled.

NOTE   You rarely need to change the CPU identification mask configuration settings. Almost all changes are
made only to the NX/XD bit.

See the vCenter Server and Host Management documentation for detailed information about vMotion
compatibility and CPU masks.

Prerequisites

n Verify that you have access to the virtual machine in the vSphere Client inventory list.

n Power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced, select CPUID Mask.

3 In the CPU Identification Mask panel, select an NX flag option.

Option Description

Hide the NX/XD flag from guest Increases vMotion compatibility.
Hiding the NX/XD flag increases vMotion compatibility between hosts, but
might disable certain CPU security features.

Expose the NX/XD flag to guest Keeps all CPU security features enabled.

Keep current Advanced setting
values for the NX/XD flag

Uses the NX/XD flag settings specified in the CPU Identification Mask
dialog box. Enabled only when current settings specify something other
than what is specified in the other NX/XD flag options, for example, if the
NX/XD flag bit setting varies with processor brand.
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4 (Optional) To edit mask values other than the NX bit or to set NX mask values to states other than “0”
or “H”, click Advanced.

a Select the relevant tab.

b Click a row and edit the mask value.

To view an explanation of a values symbol, click Legend.

c Click OK to apply the changes and return to the Virtual Machine Properties dialog box.

5 Click OK to save your changes.

Change CPU/MMU Virtualization Settings in the vSphere Client
ESXi can determine whether a virtual machine should use hardware support for virtualization. It makes this
determination based on the processor type and the virtual machine. Overriding the automatic selection can
provide better performance for some use cases.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced, select CPU/MMU Virtualization.

3 Select an instruction set.

n Automatic

n Use Software for instruction set and MMU

n Use Intel VT-x/AMD-V for instruction set virtualization and software for MMU

n Use Intel VT-x/AMD-V for instruction set virtualization and Intel EPT/AMD RVI for MMU
virtualization

4 Click OK to save your changes.

Virtual Memory Configuration
You can add, change, or configure virtual machine memory resources or options to enhance virtual machine
performance. You can set most of the memory parameters during virtual machine creation or after the guest
operating system is installed. Some actions require that you power off the virtual machine before changing
the settings.

The memory resource settings for a virtual machine determine how much of the host's memory is allocated
to the virtual machine. The virtual hardware memory size determines how much memory is available to
applications that run in the virtual machine. A virtual machine cannot benefit from more memory resources
than its configured virtual hardware memory size. ESXi hosts limit the memory resource use to the
maximum amount useful for the virtual machine, so that you can accept the default of Unlimited memory
resources.

Change the Memory Configuration in the vSphere Client
You can reconfigure the memory allocated to a virtual machine's hardware.

Minimum memory size is 4 MB for virtual machines that use BIOS firmware. Virtual machines that use EFI
firmware require at least 96 MB of RAM or they cannot power on.

Maximum memory size for a virtual machine depends on the host's physical memory and the virtual
machine's hardware version.
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If the virtual machine memory is greater than the host memory size, swapping occurs, which can have a
severe effect on virtual machine performance. The memory size must be a multiple of 4 MB. The maximum
for best performance represents the threshold above which the host’s physical memory is insufficient to run
the virtual machine at full speed. This value fluctuates as conditions on the host change, for example, as
virtual machines are powered on or off.

Table 15‑2.  Maximum Virtual Machine Memory

Introduced in Host Version Virtual Machine Version Maximum Memory Size

ESXi 6.0 11 4080 GB

ESXi 5.5 10 1011 GB

ESXi 5.1 9 1011 GB

ESXi 5.0 8 1011 GB

ESX/ESXi 4.x 7 255 GB

ESX/ESXi 3.x 4 65532 MB

The ESXi host version indicates when support began for the increased memory size. For example, the
memory size of a version 7 virtual machine running on ESXi 5.0 is restricted to 255 GB.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select Memory.

3 Adjust the amount of memory allocated to the virtual machine.

4 Click OK to save your changes.

Allocate Memory Resources in the vSphere Client
You can change the amount of memory resources allocated to a virtual machine by using the shares,
reservations, and limits settings.

A virtual machine has three user-defined settings that affect its memory resource allocation.

Limit Places a limit on the consumption of memory for a virtual machine. This
value is expressed in megabytes.

Reservation Specifies the guaranteed minimum allocation for a virtual machine. The
reservation is expressed in megabytes.

Shares Each virtual machine is granted a number of memory shares. The more
shares a virtual machine has, the more often it gets a time slice of a memory
when no memory idle time is present. Shares represent a relative metric for
allocating memory capacity. For more information about share values, see
the vSphere Resource Management documentation.

Assigning a virtual machine a reservation larger than its configured memory is wasteful. The vSphere Client
does not allow you to make such an assignment on the Resources tab. If you give a virtual machine a large
reservation and then reduce its configured memory size on the Hardware tab, the reservation is reduced to
match the new configured memory size. You must power off the virtual machine before configuring
memory resources.

NOTE   Virtual machine hardware versions 9, 10 and 11 features are read-only when connected to the ESXi
host or vCenter Server system using the vSphere Client.

vSphere Administration with the vSphere Client

148  VMware, Inc.



Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab and select Memory.

3 Allocated the memory capacity for this virtual machine.

Option Description

Shares The values Low, Normal, High, and Custom are compared to the sum of
all shares of all virtual machines on the server. You can use share
allocation symbolic values to configure their conversion into numeric
values.

Reservation Guaranteed memory allocation for this virtual machine.

Limit Upper limit for this virtual machine’s memory allocation.

Unlimited No upper limit is specified.
 

4 Click OK to save your changes.

Change Memory Hot-Add Settings in the vSphere Client
Memory hot add lets you add memory resources for a virtual machine while the machine is powered on.

Prerequisites

n The virtual machine has a guest operating system that supports Memory hot add functionality.

n The virtual machine is using hardware version 7 or later.

n VMware Tools is installed.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced, select Memory/CPU Hotplug.

3 Enable or disable memory hot add.

n Enable memory hot add for this virtual machine.

n Disable memory hot add for this virtual machine.

4 Click OK to save your changes.

Associate Memory Allocations with a NUMA Node in the vSphere Client
You can specify that all future memory allocations on a virtual machine use pages associated with a single
NUMA node (also known as manual memory affinity). When the virtual machine uses local memory, the
performance improves on that virtual machine.

The following conditions apply to memory optimization with NUMA:

n The NUMA option is available on the Advanced Memory Resources page only if the host uses NUMA
memory architecture.

n Affinity settings are meaningful only when used to modify the performance of a specific set of virtual
machines on one host. This option is not available when the virtual machine resides on a DRS cluster.
All affinity values are cleared when you move the virtual machine to a new host.

n You can specify nodes to use for future memory allocations only if you have also specified CPU affinity.
If you make manual changes only to the memory affinity settings, automatic NUMA rebalancing does
not work properly.
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n Checking all the boxes is the same as applying no affinity.

For information about NUMA and advanced memory resources, including usage examples, see the Resource
Management documentation.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Select the Resources tab, and select Memory.

3 In the NUMA Memory Affinity panel, set the NUMA node affinity for the virtual machine.

n No affinity

n Use memory from nodes

4 Click OK to save your changes.

Change the Swap File Location in the vSphere Client
When a virtual machine is powered on, the system creates a VMkernel swap file to serve as a backing store
for the virtual machine's RAM contents. You can accept the default swap file location or save the file to a
different location. By default, the swap file is stored in the same location as the virtual machine's
configuration file.

For more information about host swap file settings, see the vCenter Server and Host Management
documentation. For more information about cluster settings, see the Resource Management documentation.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Option tab and under Advanced, select Swapfile Location.

3 Select an option.

Option Description

Default Stores the virtual machine swap file at the default location defined by the
host or cluster swap file settings.

Always store with the virtual
machine

Stores the virtual machine swap file in the same folder as the virtual
machine configuration file.

Store in the host's swapfile
datastore

Stores the virtual machine swap file in the swap file datastore defined by
the host or cluster swap file settings.

 
4 Click OK to save your changes.
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Network Virtual Machine Configuration
ESXi networking features provide communication between virtual machines on the same host, between
virtual machines on different hosts, and between other virtual and physical machines. The networking
features also allow management of ESXi hosts and provide communication between VMkernel services
(NFS, iSCSI, or vSphere vMotion) and the physical network. When you configure networking for a virtual
machine, you select or change an adapter type, a network connection, and whether to connect the network
when the virtual machine powers on.

Change the Virtual Network Adapter (NIC) Configuration in the vSphere Client
You can change the power-on connection setting, the MAC address, and the network connection for the
virtual network adapter configuration for a virtual machine.

Prerequisites

Required Privileges:

n Virtual machine.Configuration.Modify device settings for editing the MAC address and network.

n Virtual machine.Interaction.Device connection for changing Connect and Connect at power on.

n Network.Assign network

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the appropriate NIC in the Hardware list.

3 (Optional) To connect the virtual NIC when the virtual machine is powered on, select Connect at power
on.

4 (Optional) Click the blue information icon under DirectPath I/O to view details regarding the virtual
NIC's DirectPath I/O status and capability.

5 Select an option for MAC address configuration.

Option Description

Automatic vSphere assigns a MAC address automatically.

Manual Type the MAC address to use.
 

6 Configure the Network Connection for the virtual NIC.

Option Description

Standard settings The virtual NIC connects to a standard or distributed port group. Select
the port group for the virtual NIC to connect to from the Network label
drop-down menu.

Advanced settings The virtual NIC connects to a specific port on a vSphere distributed switch.
This option appears only when a vSphere distributed switch is available.
a Click Switch to advanced settings.
b Select a vSphere distributed switch for the virtual NIC to use from the

VDS drop-down menu.
c Type the Port ID of the distributed port for virtual NIC to connect to.

 
7 Click OK to save your changes.
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Add a Network Adapter to a Virtual Machine in the vSphere Client
When you add a Network adapter (NIC) to a virtual machine, you select the adapter type, the network
connection, and whether the device should connect when the virtual machine is powered on.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select Ethernet Adapter, and click Next.

4 Select an adapter type from the drop-down menu.

5 In the Network connection panel, select either a named network with a specified label or a legacy
network.

6 To connect the virtual NIC when the virtual machine is powered on, select Connect at power on.

7 Click Next.

8 Review your selections and click Finish.

9 Click OK to save your changes.

Parallel and Serial Port Configuration
Parallel and serial ports are interfaces for connecting peripherals to the virtual machine. The virtual serial
port can connect to a physical serial port or to a file on the host computer. You can also use it to establish a
direct connection between two virtual machines or a connection between a virtual machine and an
application on the host computer. You can add parallel and serial ports and change the serial port
configuration.

Using Serial Ports with vSphere Virtual Machines
You can set up virtual serial port connections for vSphere virtual machines in several ways. The connection
method that you select depends on the task that you need to accomplish.

You can set up virtual serial ports to send data in the following ways.

Physical serial port on
the host

Sets the virtual machine to use a physical serial port on the host computer.
This method lets you use an external modem or a hand-held device in a
virtual machine.

Output to file Sends output from the virtual serial port to a file on the host computer. This
method lets you capture the data that a program running in the virtual
machine sends to the virtual serial port.

Connect to a named
pipe

Sets a direct connection between two virtual machines or a connection
between a virtual machine and an application on the host computer. With
this method, two virtual machines or a virtual machine and a process on the
host can communicate as if they were physical machines connected by a
serial cable. For example, use this option for remote debugging of a virtual
machine.

Connect over the
network

Enables a serial connection to and from a virtual machine's serial port over
the network. The Virtual Serial Port Concentrator (vSPC) aggregates traffic
from multiple serial ports onto one management console. vSPC behavior is
similar to physical serial port concentrators. Using a vSPC also allows
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network connections to a virtual machine's serial ports to migrate seamlessly
when you use vMotion to migrate the virtual machine. For requirements and
steps to configure the Avocent ACS v6000 virtual serial port concentrator, see 
http://kb.vmware.com/kb/1022303.

Server and Client Connections for Named Pipe and Network Serial Ports
You can select a client or server connection for serial ports. Your selection determines whether the system
waits for a connection or initiates it. Typically, to control a virtual machine over a serial port, you select a
server connection. This selection lets you control the connections, which is useful if you connect to the
virtual machine only occasionally. To use a serial port for logging, select a client connection. This selection
lets the virtual machine connect to the logging server when the virtual machine starts and to disconnect
when it stops.

Supported Serial Ports
When you use a physical serial port for serial port passthrough from an ESXi host to a virtual machine,
serial ports that are integrated into the motherboard are supported.

Unsupported Serial Ports
When you use a physical serial port for serial port passthrough from an ESXi host to a virtual machine, the
following serial ports are not supported.

n Serial ports connected through USB are not supported for serial port passthrough. They might be
supported by USB passthrough from an ESXi host to a virtual machine. See USB Configuration from an
ESXi Host to a Virtual Machine.

In addition, you cannot use Migration with VMotion when you use a physical serial port for serial
passthrough.

Adding a Firewall Rule Set for Serial Port Network Connections
If you add or configure a serial port that is backed by a remote network connection, ESXi firewall settings
can prevent transmissions.

Before you connect network-backed virtual serial ports, you must add one of the following firewall rule sets
to prevent the firewall from blocking communication:

n VM serial port connected to vSPC. Use to connect the serial port output through a network with the
Use virtual serial port concentrator option enabled to allow only outgoing communication from the
host.

n VM serial port connected over network. Use to connect the serial port output through a network
without the virtual serial port concentrator.

IMPORTANT   Do not change the allowed IP list for either rule set. Updates to the IP list can affect other
network services that might be blocked by the firewall.

For details about allowing access to an ESXi service through the firewall, see the vSphere Security
documentation.
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Add a Serial Port to a Virtual Machine in the vSphere Client
A virtual machine can use up to four virtual serial ports. You can connect the virtual serial port to a physical
serial port or to a file on the host computer. You can also use a host-side-named pipe to set up a direct
connection between two virtual machines or a connection between a virtual machine and an application on
the host computer. In addition, you can use a port or vSPC URI to connect a serial port over the network.

Prerequisites

n Verify that the virtual machine is powered off.

n Familiarize yourself with the media types for the port to access, vSPC connections, and any conditions
that might apply. See “Using Serial Ports with vSphere Virtual Machines,” on page 152.

n To connect a serial port over a network, add a Firewall rule set. See Adding a Firewall Rule Set for
Serial Port Network Connections.

n Required privilege: Virtual Machine .Configuration.Add or Remove Device

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select Add.

3 Select Serial Port and click Next.

4 On the Serial Port Type page, select the type of media for the port to access.

Option Description

Use physical serial port on the host Click Next and select the port from the drop-down menu.

Output to file Click Next and browse to the location of the file on the host to store the
output of the virtual serial port.

Connect to named pipe a Click Next and type a name for the pipe in the Pipe Name field.
b Select the Near end and Far end of the pipe from the drop-down

menus.

Connect via network a Click Next and clickServer or Client and type the Port URI.

The URI is the remote end of the serial port to which the virtual
machine's serial port should connect.

b If vSPC is used as an intermediate step to access all virtual machines
through a single IP address, select Use Virtual Serial Port
Concentrator (vSPC) and type the vSPC URI location.

 
5 (Optional) Deselect Connect at power on if you do not want the parallel port device to be connected

when the virtual machine powers on.

6 (Optional) Select Yield on poll.

Select this option only for guest operating systems that use serial ports in polled mode. This option
prevents the guest from consuming excessive CPUs.

7 Review the information on the Ready to Complete page and click Finish.

Example: Establishing Serial Port Network Connections to a Client or Server
Without Authentication Parameters
If you do not use vSPC and you configure your virtual machine with a serial port connected as a server with
a telnet://:12345 URI, you can connect to your virtual machine's serial port from your Linux or Windows
operating system.

telnet yourESXiServerIPAddress 12345
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Similarly, if you run the Telnet Server on your Linux system on port 23 (telnet://yourLinuxBox:23), you
configure the virtual machine as a client URI.

telnet://yourLinuxBox:23

The virtual machine initiates the connection to your Linux system on port 23.

Change the Serial Port Configuration in the vSphere Client
A virtual machine can use up to four virtual serial ports. You can connect the virtual serial port to a physical
serial port or to a file on the host computer. You can also set up a direct connection between two virtual
machines or a connection between a virtual machine and an application on the host computer by using a
host-side-named pipe. In addition, you can use a port or vSPC URI to connect a serial port over the network.

Virtual machines can be in a powered-on state during configuration.

Prerequisites

n Check that you known the correct media types for the port to access, vSPC connections, and any
conditions that might apply. See “Using Serial Ports with vSphere Virtual Machines,” on page 152.

n To connect a serial port over a network, add a Firewall rule set. See Adding a Firewall Rule Set for
Serial Port Network Connections.

n Required privilege: Virtual machine.Configuration.Device connection

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select a serial port in the Hardware list.

3 (Optional) Change the Device status settings.

Option Description

Connected Connects or disconnects the device while the virtual machine is running.

Connect at power on Connects the device whenever you power on the virtual machine. You can
change this setting when the virtual machine is either powered on or
powered off.

 
4 Select a connection type.

Option Description

Use physical serial port Select this option to have the virtual machine use a physical serial port on
the host computer. Select the serial port form the drop-down menu.

Use output file Select this option to send output from the virtual serial port to a file on the
host computer. Browse to select an output file to connect the serial port to.
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Option Description

Use named pipe Select this option to set a direct connection between two virtual machines
or a connection between a virtual machine and an application on the host
computer.
a Type a name for the pipe in the Pipe Name field.
b Select the Near End and Far End of the pipe from the drop-down

menus.

Use network Select Use network to connect through a remote network.
a Select the network backing.

n Select Server to have the virtual machine monitor incoming
connections from other hosts.

n Select Client to have the virtual machine initiate a connection to
another host.

b Enter a Port URI.

The URI is the remote end of the serial port to which the virtual
machine's serial port should connect.

c If vSPC is used as an intermediate step to access all virtual machines
through a single IP address, select Use Virtual Serial Port
Concentrator and enter the vSPC URI location.

 
5 (Optional) Select Yield on poll.

Select this option only for guest operating systems that use serial ports in polled mode. This option
prevents the guest from consuming excessive CPUs.

6 Click OK to save your changes.

Example: Establishing Serial Port Network Connections to a Client or Server
Without Authentication Parameters
If you do not use vSPC and you configure your virtual machine with a serial port connected as a server with
a telnet://:12345 URI, you can connect to your virtual machine's serial port from your Linux or Windows
operating system.

telnet yourESXiServerIPAddress 12345

Similarly, if you run the Telnet Server on your Linux system on port 23 (telnet://yourLinuxBox:23), you
configure the virtual machine as a client URI.

telnet://yourLinuxBox:23

The virtual machine initiates the connection to your Linux system on port 23.

Add a Parallel Port to a Virtual Machine in the vSphere Client
You can use the Add Hardware wizard to add and configure a parallel port to send output to a file on the
host computer.

Prerequisites

n Verify that the virtual machine is powered off.

n Required privilege: Virtual machine.Configuration.Add or remove device

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select Parallel Port and click Next.
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4 Select Output to file and click Next.

5 Browse to the location of the output file and Select or deselect the Connect at power on check box to
connect or disconnect the device.

6 Click Next.

7 Review the information on the Ready to Complete page, and click Finish.

Change the Parallel Port Configuration in the vSphere Client
You can change the output file and schedule the parallel port to connect or disconnect when the virtual
machine powers on.

You can use a parallel port on the virtual machine to send output to a file. You cannot use a physical parallel
port on ESXi hosts.

Virtual machines can be powered on during the configuration

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the parallel port to change.

3 Select Output to file and click Browse to navigate to the file location.

4 (Optional) Deselect Connect at power on if you do not want the parallel port device to be connected
when the virtual machine powers on.

5 Click OK to save your changes.

Configure Fibre Channel NPIV Settings in the vSphere Client
N-port ID virtualization (NPIV) provides the ability to share a single physical Fibre Channel HBA port
among multiple virtual ports, each with unique identifiers. This capability lets you control virtual machine
access to LUNs on a per-virtual machine basis.

Each virtual port is identified by a pair of world wide names (WWNs): a world wide port name (WWPN)
and a world wide node name (WWNN). These WWNs are assigned by vCenter Server.

For detailed information on how to configure NPIV for a virtual machine, see vSphere Storage.

NPIV support is subject to the following limitations:

n NPIV must be enabled on the SAN switch. Contact the switch vendor for information about enabling
NPIV on their devices.

n NPIV is supported only for virtual machines with RDM disks. Virtual machines with regular virtual
disks continue to use the WWNs of the host’s physical HBAs.

n The physical HBAs on the ESXi host must have access to a LUN using its WWNs in order for any
virtual machines on that host to have access to that LUN using their NPIV WWNs. Ensure that access is
provided to both the host and the virtual machines.

n The physical HBAs on the ESXi host must support NPIV. If the physical HBAs do not support NPIV,
the virtual machines running on that host will fall back to using the WWNs of the host’s physical HBAs
for LUN access.

n Each virtual machine can have up to 4 virtual ports. NPIV-enabled virtual machines are assigned
exactly 4 NPIV-related WWNs, which are used to communicate with physical HBAs through virtual
ports. Therefore, virtual machines can utilize up to 4 physical HBAs for NPIV purposes.

You can view or edit the virtual machines WWNs on the Options tab.
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Prerequisites

n To edit the virtual machine’s WWNs, power off the virtual machine.

n Verify that the virtual machine has a datastore containing a LUN that is available to the host.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced select Fibre Channel NPIV.

3 (Optional) Select the Temporarily Disable NPIV for this virtual machine check box.

4 Assigned WWNs appear in the WWN Assignments panel.

n To leave WWNs unchanged, select Leave unchanged.

n To have the ESXi host generate new WWNs, select Generate New WWNs.

n To remove the current WWN assignments, select Remove WWN assignment.

5 Click OK to save your changes.

6 Provide the WWN assignments to your SAN administrator.

The administrator needs the assignments to configure virtual machine access to the LUN.

Virtual Disk Configuration
You can add large-capacity virtual disks to virtual machines and add more space to existing disks, even
when the virtual machine is running. You can set most of the virtual disk parameters during virtual
machine creation or after you install the guest operating system.

You can store virtual machine data in a new virtual disk, an existing virtual disk, or a mapped SAN LUN. A
virtual disk, which appears as a single hard disk to the guest operating system, is composed of one or more
files on the host file system. You can copy or move virtual disks on the same hosts or between hosts.

For virtual machines running on an ESXi host, you can store the virtual machine data directly on a SAN
LUN instead of storing it in a virtual disk file. This ability is useful if you are running applications in your
virtual machines that must detect the physical characteristics of the storage device. Additionally, mapping a
SAN LUN allows you to use existing SAN commands to manage storage for the disk.

To accelerate virtual machine performance, you can configure virtual machines to use vSphere Flash Read
Cache™. For details about Flash Read Cache behavior, see the vSphere Storage documentation.

When you map a LUN to a VMFS volume, vCenter Server or the ESXi host creates a raw device mapping
(RDM) file that points to the raw LUN. Encapsulating disk information in a file allows vCenter Server or the
ESXi host to lock the LUN so that only one virtual machine can write to it. This file has a .vmdk extension,
but the file contains only disk information that describes the mapping to the LUN on the ESXi system. The
actual data is stored on the LUN. You cannot deploy a virtual machine from a template and store its data on
a LUN. You can store only its data in a virtual disk file.

The amount of free space in the datastore is always changing. Ensure that you leave sufficient space for
virtual machine creation and other virtual machine operations, such as growth of sparse files, snapshots,
and so on. To review space utilization for the datastore by file type, see the vSphere Monitoring and
Performance documentation.

Thin provisioning lets you create sparse files with blocks that are allocated upon first access, which allows
the datastore to be over-provisioned. The sparse files can continue growing and fill the datastore. If the
datastore runs out of disk space while the virtual machine is running, it can cause the virtual machine to
stop functioning.
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Change the Virtual Disk Configuration in the vSphere Client
You can change the virtual device node, the size of the disk, and the persistence mode for virtual disk
configuration for a virtual machine.

NOTE   The Manage Paths feature for RDM disks is not available for virtual machines on legacy hosts
running versions of ESX Server earlier than 3.0.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the hard disk to modify.

The name of the disk file and the disk type (thick or thin) appear in the upper-right pane.

3 Select a Virtual Device Node type from the drop-down menu.

This option is read-only when editing a virtual machine that is powered on.

4 To change the size of the disk, enter a new value in the Provisioned Size text box.

5 (Optional) To change the way disks are affected by snapshots, click Independent and select an option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
6 Click OK to save your changes.

Add a Hard Disk to a Virtual Machine in the vSphere Client
When you add a hard disk to a virtual machine, you can create a new virtual disk, add an existing virtual
disk, or add a mapped SAN LUN.

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is useful to
control the boot order or to have different SCSI controller types. For example, you might want to boot from
an LSI Logic controller and use a Buslogic controller with bus sharing turned on to share a data disk with
another virtual machine.

NOTE   You cannot use migration with vMotion to migrate virtual machines that use raw disks for clustering
purposes.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select Hard Disk and click Next.
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4 Select the type of disk to use.

Option Action

Create a new virtual disk a Type the disk capacity.
b Select a disk format.

n Thick Provision Lazy Zeroed creates a virtual disk in a default
thick format.

n Thick Provision Eager Zeroed creates a type of thick virtual disk
that supports clustering features such as Fault Tolerance.

n Thin Provision creates a disk in thin format. Use this format to
save storage space.

c Select a location to store the disk. Store with the virtual machine or
Specify a datastore.

d If you selected Specify a datastore, browse for the datastore location,
and click Next.

Use an Existing Virtual Disk Browse for the disk file path and click Next.

Raw Device Mappings Gives your virtual machine direct access to SAN.
a Select the LUN to use for the raw disk, and click Next.
b Select the datastore and click Next.
c Select the compatibility mode.

n Physical allows the guest operating system to access the hardware
directly.

n Virtual allows the virtual machine to use VMware snapshots and
other advanced functions.

d Click Next.
 

5 Accept the default or select a different virtual device node.

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is
useful to control the boot order or to have different SCSI controller types. For example, you might want
to boot from an LSI Logic controller and share a data disk with another virtual machine using a
BusLogic controller with bus sharing turned on.

6 (Optional) To change the way disks are affected by snapshots, click Independent and select an option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
7 Click Next.

8 Review the information and click Finish.

9 Click OK to save your changes.

Use Disk Shares to Prioritize Virtual Machines in the vSphere Client
You can change the disk resources for a virtual machine. If multiple virtual machines access the same VMFS
datastore and the same logical unit number (LUN), use disk shares to prioritize the disk accesses from the
virtual machines. Disk shares distinguish high-priority from low-priority virtual machines.

You can allocate the host disk's I/O bandwidth to the virtual hard disks of a virtual machine. Disk I/O is a
host-centric resource so you cannot pool it across a cluster.
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Shares is a value that represents the relative metric for controlling disk bandwidth to all virtual machines.
The values are compared to the sum of all shares of all virtual machines on the server.

Disk shares are relevant only within a given ESXi host. The shares assigned to virtual machines on one host
have no effect on virtual machines on other hosts.

You can select an IOP limit, which sets an upper bound for storage resources that are allocated to a virtual
machine. IOPs are the number of I/O operations per second.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab and select Disk.

3 In the Resource Allocation panel, select the virtual hard disk to change.

4 Click the Shares column and change the value to allocate a number of shares of its disk bandwidth to
the virtual machine.

n Low (500)

n Normal (1000)

n High (2000)

n Custom
When you select a shares symbolic value, the numeric value appears in the Shares Value column. You
can select Custom to enter a user-defined shares value.

5 Click the Limit - IOPS column and enter the upper limit of storage resources to allocate to the virtual
machine.

6 Click OK to save your changes.

SCSI and SATA Storage Controller Conditions, Limitations, and
Compatibility

To access virtual disks, CD/DVD-ROM, and SCSI devices, a virtual machine uses storage controllers, which
are added by default when you create the virtual machine. You can add additional controllers or change the
controller type after virtual machine creation. You can make these changes while you are in the creation
wizard. If you know about node behavior, controller limitations, and compatibility of different types of
controllers before you change or add a controller, you can avoid potential boot problems.

How Storage Controller Technology Works
Storage controllers appear to a virtual machine as different types of SCSI controllers, including BusLogic
Parallel, LSI Logic Parallel, LSI Logic SAS, and VMware Paravirtual SCSI. AHCI SATA controllers are also
available.

When you create a virtual machine, the default controller is optimized for best performance. The controller
type depends on the guest operating system, the device type, and in some cases, the virtual machine's
compatibility. For example, when you create virtual machines with Apple Mac OS X guests and ESXi 5.5
and later compatibility, the default controller type for both the hard disk and the CD/DVD drive is SATA.
When you create virtual machines with Windows Vista and later guests, a SCSI controller is the default for
the hard disk and a SATA controller is the default for the CD/DVD drive.

Each virtual machine can have a maximum of four SCSI controllers and four SATA controllers. The default
SCSI or SATA controller is 0. When you create a virtual machine, the default hard disk is assigned to the
default controller 0 at bus node (0:0).
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When you add storage controllers, they are numbered sequentially 1, 2, and 3. If you add a hard disk, SCSI,
or CD/DVD-ROM device to a virtual machine after virtual machine creation, the device is assigned to the
first available virtual device node on the default controller, for example (0:1).

If you add a SCSI controller, you can reassign an existing or new hard disk or device to that controller. For
example, you can assign the device to (1:z ), where 1 is SCSI controller 1 and z is a virtual device node from 0
to 15. For SCSI controllers, z cannot be 7. By default, the virtual SCSI controller is assigned to virtual device
node (z:7), so that device node is unavailable for hard disks or other devices.

If you add a SATA controller, you can reassign an existing or new hard disk or device to that controller. For
example, you can assign the device to (1:z ), where 1 is SATA controller 1 and z is a virtual device node from
0 to 29. For SATA controllers, you can use device nodes 0 through 29, including 0:7.

Storage Controller Limitations
Storage controllers have the following requirements and limitations:

n LSI Logic SAS and VMware Paravirtual SCSI are available for virtual machines with ESXi 4.x and later
compatibility.

n AHCI SATA is available only for virtual machines with ESXi 5.5 and later compatibility.

n BusLogic Parallel controllers do not support virtual machines with disks larger than 2TB.

CAUTION   Changing the controller type after the guest operating system is installed will make the disk and
any other devices connected to the adapter inaccessible. Before you change the controller type or add a new
controller, make sure that the guest operating system installation media contains the necessary drivers. On
Windows guest operating systems, the driver must be installed and configured as the boot driver.

Storage Controller Compatibility
Adding different types of storage controllers to virtual machines that use BIOS firmware can cause
operating system boot problems. In the following cases, the virtual machine might fail to boot correctly and
you might have to enter the BIOS setup and select the correct boot device:
n If the virtual machine boots from LSI Logic SAS or VMware Paravirtual SCSI, and you add a disk that

uses BusLogic, LSI Logic, or AHCI SATA controllers.

n If the virtual machine boots from AHCI SATA, and you add BusLogic Parallel or LSI Logic controllers.

Adding additional disks to virtual machines that use EFI firmware does not cause boot problems.

Table 15‑3.  VMware Storage Controller Compatibility

Existing
Controller

Added Controller

BusLogic
Parallel LSI Logic

LSI Logic
SAS

VMware
Paravirtual
SCSI AHCI SATA IDE

BusLogic
Parallel

Yes Yes Yes Yes Yes Yes

LSI Logic Yes Yes Yes Yes Yes Yes

LSI Logic SAS Requires BIOS
setup

Requires BIOS
setup

Usually
Works

Usually
Works

Requires BIOS
setup

Yes

VMware
Paravirtual
SCSI

Requires BIOS
setup

Requires BIOS
setup

Usually
Works

Usually
Works

Requires BIOS
setup

Yes

AHCI SATA Requires BIOS
setup

Requires BIOS
setup

Yes Yes Yes Yes

IDE Yes Yes Yes Yes Yes N/A
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Add SCSI Controllers
You can add SCSI controllers to an existing virtual machine by adding hard disks on unused SCSI Bus
numbers.

Adding a new hard disk on an unused SCSI bus number automatically creates a new SCSI controller.

Prerequisites

Sufficient privileges to edit the virtual machine.

Procedure

1 Right-click on a virtual machine and select Edit Settings.

2 Select the Hardware tab.

3 Click Add.

4 Select Hard Disk and click Next.

5 Proceed through the wizard, selecting options that suit your needs.

6 In the Advanced Options page > Virtual Device Node section, select an unused SCSI Bus number.

For example, bus and device numbers 0:0 - 0:15 are used by the initial SCSI controller. The second SCSI
controller uses bus and device numbers 1:0 - 1:15.

7 On the Ready to Complete page, click Finish.

The new hard disk and new SCSI controller are simultaneously created.

Change the SCSI Bus Sharing Configuration in the vSphere Client
You can set the type of SCSI bus sharing for a virtual machine and indicate whether the SCSI bus is shared.
Depending on the type of sharing, virtual machines can access the same virtual disk simultaneously on the
same server or on any server.

You can change the SCSI controller configuration for a virtual machine on an ESXi host only.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select a SCSI Controller in the hardware list.

3 Select the type of sharing in the SCSI Bus Sharing list.

Option Description

None Virtual disks cannot be shared by other virtual machines.

Virtual Virtual disks can be shared by virtual machines on the same server.

Physical Virtual disks can be shared by virtual machines on any server.
 

4 Click OK to save your changes.

Change the SCSI Controller Type in the vSphere Client
You configure virtual SCSI controllers on your virtual machines to attach virtual disks and RDMs to.

The choice of SCSI controller does not affect whether your virtual disk is an IDE or SCSI disk. The IDE
adapter is always ATAPI. The default for your guest operating system is already selected. Older guest
operating systems default to the BusLogic adapter.
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If you create an LSI Logic virtual machine and add a virtual disk that uses BusLogic adapters, the virtual
machine boots from the BusLogic adapters disk. LSI Logic SAS is available only for virtual machines with
hardware version 7 or later. Disks with snapshots might not experience performance gains when used on
LSI Logic SAS, VMware Paravirtual, and LSI Logic Parallel adapters.

CAUTION   Changing the SCSI controller type might result in a virtual machine boot failure.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select a SCSI controller.

3 In the SCSI Controller Type pane, click Change.

4 Select a SCSI controller type and click OK.

5 Click OK to save your changes.

About VMware Paravirtual SCSI Controllers
VMware Paravirtual SCSI controllers are high performance storage controllers that can result in greater
throughput and lower CPU use. These controllers are best suited for high performance storage
environments.

VMware Paravirtual SCSI controllers are available for virtual machines with ESXi 4.x and later
compatibility. Disks on such controllers might not experience optimal performance gains if they have
snapshots or if memory on the ESXi host is over committed. This behavior does not mitigate the overall
performance gain of using VMware Paravirtual SCSI controllers as compared to other SCSI controller
options.

If you have virtual machines with VMware Paravirtual SCSI controllers, those virtual machines cannot be
part of an MSCS cluster.

For platform support for VMware Paravirtual SCSI controllers, see the VMware Compatibility Guide at 
http://www.vmware.com/resources/compatibility.

Add a Paravirtual SCSI Controller
You can add a VMware Paravirtual SCSI high performance storage controller to provide greater throughput
and lower CPU utilization.

VMware Paravirtual SCSI controllers are best suited for environments, especially SAN environments,
running I/O-intensive applications.

Prerequisites

n Verify that the virtual machine has a guest operating system with VMware Tools installed.

n Verify that the virtual machine has hardware version 7 or later.

n Ensure that you are familiar with VMware Paravirtual SCSI limitations. See “About VMware
Paravirtual SCSI Controllers,” on page 164.

n To access boot disk devices attached to a VMware Paravirtual SCSI controller, verify that the virtual
machine has a Windows 2003 or Windows 2008 guest operating system.

n In some operating systems, before you change the controller type you need to create a virtual machine
with an LSI Logic controller, install VMware Tools, then change to paravirtual mode.
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Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select SCSI Device and click Next.

4 Select a SCSI device in the Connection panel.

5 Select an unused Virtual Device Node and click Next.

For device node SCSI (0:2), 0 is the controller number and 2 is the number of the device that is attached
to the controller. If you select a node on which devices already exist (for example, SCSI 0:3) you will
add a SCSI device to the existing controller. To add a new controller, you must select an unused device
node on an unused SCSI controller (for example 1:0).

6 Review your selections and click Finish.

New SCSI Controller (adding) and New SCSI Device (adding) appear in the Hardware list.

7 Click OK to save your changes and exit the dialog box.

8 Reopen the Virtual Machine Properties Editor.

9 Select the new SCSI controller and click Change Type.

10 Select VMware Paravirtual and click OK.

11 Click OK to save your changes.

Other Virtual Machine Device Configuration
In addition to configuring virtual machine CPU and Memory and adding a hard disk and virtual NICs, you
can also add and configure virtual hardware, such as DVD/CD-ROM drives, floppy drives, and SCSI
devices. Not all devices are available to add and configure. For example, you cannot add a video card, but
you can configure available video cards and PCI devices.

Add a CD or DVD Drive to a Virtual Machine in the vSphere Client
You can use a physical drive on a client or host or you can use an ISO image to add a CD/DVD drive to a
virtual machine.

If you are adding a CD/DVD drive that is backed by USB CD/DVD drive on the host, you must add the
drive as a SCSI device. Hot adding or removing SCSI devices from an ESXi host is not supported.

You cannot use vMotion to migrate virtual machines that have CD drives that are backed by the physical
CD drive on the host. You must disconnect these devices before you migrate the virtual machine.

Prerequisites

Ensure that the host is powered off before you add USB CD/DVD devices.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Select the Hardware tab and click Add.

3 Select CD/DVD Drive, and click Next.
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4 Select one option.

Option Description

Use physical drive a Select Client or Host as the location.
b Select a Pass through (recommended) or ATAPI emulation

connection type.

Use ISO Image Enter the path and filename for the image file, or click Browse to navigate
to the file.

 
5 If you do not want the CD-ROM drive connected when the virtual machine starts, deselect Connect at

power on.

6 Click Next.

7 Select the virtual device node the drive uses in the virtual machine and click Next.

8 Review the information on the Ready to Complete window, and click Finish or click Back to change
the settings.

9 Click OK to save your changes.

Change the CD/DVD Drive Configuration
You can configure DVD or CD devices to connect to client devices, host devices, or Datastore ISO files.

Configure a Client Device Type for the DVD/CD-ROM Drive in the vSphere Client
You can connect the DVD/CD-ROM device to a physical DVD or CD-ROM device on the system running the
vSphere Client.

Procedure

1 Select the virtual machine in the vSphere Client inventory.

2 Click the CD/DVD Connections icon on the virtual machine toolbar.

3 Select a drive or ISO image from the CD/DVD drive drop-down menu.

Passthrough IDE (raw) mode access is set by default, which lets you write or burn a remote CD.

Configure a Host Device Type for the CD/DVD Drive in the vSphere Client
You can connect the CD/DVD device to a physical DVD or CD-ROM device that resides on the host.

You cannot use vMotion to migrate virtual machines that have CD drives that are backed by the physical
CD drive on the host. You must disconnect these devices before you migrate the virtual machine.

When you add a CD/DVD-ROM drive that is backed by a USB CD/DVD drive on the host, you must add the
drive as a SCSI device. Hot adding or removing SCSI devices from an ESXi host is not supported.

Prerequisites

Ensure that the host is powered off before you add USB CD/DVD-ROM devices.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the CD/DVD drive.

3 Select or deselect the Connected check box to connect or disconnect the device.

4 If you do not want the CD-ROM drive connected when the virtual machine starts, deselect Connect at
power on.
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5 Select Host Device under Device Type and select a device from the drop-down menu.

6 (Optional) In the drop-down menu under Virtual Device Node, select the node the drive uses in the
virtual machine.

7 Click OK to save your changes.

Configure a Datastore ISO File for the CD/DVD Drive in the vSphere Client
You can connect the CD/DVD device to an ISO file that is stored on a datastore accessible to the host.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the CD/DVD drive.

3 Select or deselect the Connected check box to connect or disconnect the device.

4 If you do not want the CD-ROM drive connected when the virtual machine starts, deselect Connect at
power on.

5 Select Datastore ISO File under Device Type and click Browse to navigate to the file.

6 In the drop-down menu under Virtual Device Node, select the node the drive uses in the virtual
machine.

7 Click OK to save your changes.

Add a Floppy Drive to a Virtual Machine in the vSphere Client
Use a physical floppy drive or a floppy image to add a floppy drive to a virtual machine.

ESXi does not support floppy drives that are backed by a physical floppy drive on the host.

NOTE   You cannot use vMotion to migrate virtual machines that have floppy drives backed by a physical
floppy drive on ESX 3.5, 4. 0, and 4.x hosts that vCenter Server 5.0 manages. You must disconnect these
devices before you migrate the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Select the Hardware tab and click Add.

3 Select Floppy Drive, and click Next.

4 Select the device type to use for this virtual device.

Option Description

Use a physical floppy drive Select this option to connect the floppy device to a physical floppy device
or a .flp floppy image on the system running the vSphere Client.
To connect the device, click the Floppy Connections button in the toolbar
when you power on the virtual machine.

Use a floppy image a Select this option to connect the virtual device to an existing floppy
image on a datastore accessible to the host.

b Click Browse and select the floppy image.

Create a blank floppy image a Select this option to create a floppy image on a datastore accessible to
the host.

b Click Browse and browse to the location for the floppy image.
c Enter a name for the floppy image and click OK.
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5 To have the floppy drive connected to the virtual machine when you power it on, select Connect at
power on.

6 Click Next.

7 Review the information on the Ready to Complete page, and click Finish.

8 Click OK to save your changes.

Change the Floppy Drive Configuration in the vSphere Client
You can configure a virtual floppy drive device to connect to a client device or to an existing or new floppy
image.

ESXi does not support floppy drives that are backed by a physical floppy drive on the host.

NOTE   You cannot use vMotion to migrate virtual machines that have floppy drives backed by a physical
floppy drive on ESX 3.5, 4. 0, and 4.x hosts that vCenter Server 5.0 manages. You must disconnect these
devices before you migrate the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the Floppy drive.

3 Under Device Status, select Connect at power on to connect this virtual machine to the floppy drive
when the virtual machine is powered on.

4 Select the device type to use for this virtual device.

Option Description

Client Device Select this option to connect the floppy device to a physical floppy device
or a .flp floppy image on the system running the vSphere Client.
To connect the device, click the Floppy Connections button in the toolbar
when you power on the virtual machine.

Use existing floppy image in
datastore

a Select this option to connect the virtual device to an existing floppy
image on a datastore accessible to the host.

b Click Browse and select the floppy image.

Create new floppy image in
datastore

a Select this option to create a floppy image on a datastore accessible to
the host.

b Click Browse and browse to the location for the floppy image.
c Enter a name for the floppy image and click OK.

 
5 Click OK to save your changes.

Add a SCSI Device to a Virtual Machine in the vSphere Client
You can add a SCSI device to a virtual machine through the Add Hardware wizard.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select Add.

3 Select SCSI Device and click Next.

4 Under Connection, use the drop-down menu to select a physical device.

5 Under Virtual Device Node, select the virtual device node where you want this device to appear in the
virtual machine.
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6 Review the information in the Ready to Complete page, and click Finish.

7 Click OK to save your changes.

Change the SCSI Device Configuration in the vSphere Client
You can change the physical device and the virtual device node of the SCSI device connection.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select a SCSI device in the Hardware list.

3 Under Connection, select the physical device you want to use.

Under Virtual device node, select the virtual device node where you want this device to appear in the
virtual machine.

4 Click OK to save your changes.

Add a PCI Device in the vSphere Client
vSphere DirectPath I/O allows a guest operating system on a virtual machine to directly access physical PCI
and PCIe devices connected to a host. Each virtual machine can be connected to up to six PCI devices.

PCI devices connected to a host can be marked as available for passthrough from the Hardware Advanced
Settings in the Configuration tab for the host.

Snapshots are not supported with PCI vSphere Direct Path I/O devices.

Prerequisites

n To use DirectPath I/O, verify that the host has Intel® Virtualization Technology for Directed I/O (VT-d)
or AMD I/O Virtualization Technology (IOMMU) enabled in the BIOS.

n Verify that the PCI devices are connected to the host and marked as available for passthrough.

n Verify that the virtual machine is using hardware version 7 or later.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 On the Hardware tab, click Add.

3 In the Add Hardware wizard, select PCI Device and click Next.

4 Select the passthrough device to connect to the virtual machine from the drop-down list and click Next.

5 Click Finish.

Configure Video Cards in the vSphere Client
You can change the number of displays for a virtual machine, allocate memory for the displays, and enable
3D support.

The default setting for total video RAM is adequate for minimal desktop resolution. For more complex
situations, you can change the default memory.

Some 3D applications require a minimum video memory of 64MB. Keep this in mind when you assign video
memory.

Prerequisites

Verify that the virtual machine is powered off.
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Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select Video card.

3 Select the display settings type and configure the available settings.

Option Description

Auto-detect video settings Applies common video settings to the guest operating system.

Specify custom settings Lets you select the number of displays and the total video memory.
 

4 Select the number of displays from the drop-down menu.

The vSphere Client supports setting a number of displays and extending the screen across them. True
multimonitor support is not available with the vSphere Client.

5 Enter the video memory required for the displays.

6 (Optional) Click Video Memory Calculator to calculate the required video memory based on the
maximum number of displays, resolution, and color depth that the guest operating system must
support and click OK.

7 (Optional) Click Enable 3D support.

This check box is active only for guest operating systems on which VMware supports 3D.

8 Click OK to save your changes.

Sufficient memory allocation is set for the virtual machine’s video display.

Configuring vServices
A vService dependency allows a vApp or a virtual machine to request that a vService be available on a
specified platform.

A vService specifies a particular service on which vApps and virtual machines can depend.

The vService configuration tab monitors and manages vService dependencies. This tab displays all the
dependencies that a virtual machine or vApp has and each of their states. Each dependency shows the
dependency name, description, requirement, bound status, and provider name.

Add a vService Dependency
You can add a vService dependency to a virtual machine or vApp. This dependency allows a virtual
machine or vApp to request that a specific vService be available.

Procedure

1 Display the virtual machine or vApp in the inventory.

2 Power off the virtual machine or vApp.

3 Right-click the virtual machine or vApp and select Edit Settings.

4 Click the vServices tab.

5 Click Add.

6 In the Add Dependency wizard, select the provider for this dependency and click Next.

7 Enter the name and description for this dependency.
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8 (Optional) If this dependency is required, select the check box and click Next.

Required dependencies must be bound before powering on.

9 (Optional) If this dependency should be bound to the provider immediately, select the Bind to provider
immediately check box, and click Next after the validation is complete.

If you choose to bind this dependency now, the validation result displays. If the validation fails, you
cannot complete adding the dependency. Deselect the check box to proceed.

10 Review the options and click Finish to create the dependency.

Edit a vService Dependency
You can edit a vService dependency name, description, and requirement.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine or vApp and select Edit Settings

2 From the vServices tab in the Edit Settings dialog box, right-click on the dependency and click Edit.

3 In the Dependency Properties dialog box, edit the dependency name and description.

4 Select or deselect the check box to change the required status of the dependency.

The required check box is disabled if the virtual machine or vApp is running.

5 Select a provider for the dependency.

When you select a provider, the description is entered containing the provider description. The
validation box displays the results of the validation. If validation fails, the OK button is disabled until
another provider or no provider is selected.

6 Click OK.

Remove a vService Dependency
You can remove a vService dependency from a virtual machine or vApp.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine or vApp and select Edit Settings

2 From the vServices tab in the Edit Settings dialog box, select the dependency and click Remove.

The dependency is removed from the list.

USB Configuration from an ESXi Host to a Virtual Machine
You can add multiple USB devices to a virtual machine when the physical devices are connected to an ESXi
host. USB passthrough technology supports adding USB devices, such as security dongles and mass storage
devices to virtual machines that reside on the host to which the devices are connected.

How USB Device Passthrough Technology Works
When you attach a USB device to a physical host, the device is available only to virtual machines that reside
on that host. The device cannot connect to virtual machines that reside on another host in the datacenter.

A USB device is available to only one virtual machine at a time. When a device is connected to a powered-on
virtual machine, it is not available to connect to other virtual machines that run on the host. When you
remove the active connection of a USB device from a virtual machine, it becomes available to connect to
other virtual machines that run on the host.
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Connecting a USB passthrough device to a virtual machine that runs on the ESXi host to which the device is
physically attached requires an arbitrator, a controller, and a physical USB device or device hub.

USB Arbitrator Manages connection requests and routes USB device traffic. The arbitrator is
installed and enabled by default on ESXi hosts. It scans the host for USB
devices and manages device connection among virtual machines that reside
on the host. It routes device traffic to the correct virtual machine instance for
delivery to the guest operating system. The arbitrator monitors the USB
device and prevents other virtual machines from using it until you release it
from the virtual machine it is connected to.

USB Controller The USB hardware chip that provides USB function to the USB ports that it
manages. The virtual USB Controller is the software virtualization of the USB
host controller function in the virtual machine.

USB controller hardware and modules that support USB 3.0, 2.0, and USB 1.1
devices must exist on the host. Eight virtual USB controllers are available to
each virtual machine. A controller must be present before you can add USB
devices to the virtual computer.

The USB arbitrator can monitor a maximum of 15 USB controllers. Devices
connected to controllers numbered 16 or greater are not available to the
virtual machine.

USB Devices You can add up to 20 USB devices to a virtual machine. This is the maximum
number of devices supported for simultaneous connection to one virtual
machine. The maximum number of USB devices supported on a single ESXi
host for simultaneous connection to one or more virtual machines is also 20.
For a list of supported USB devices, see the VMware knowledge base article
at http://kb.vmware.com/kb/1021345. You can add USB 3.0 devices to Mac
OSX guest operating system for VMware Fusion.

Add a USB Controller to a Virtual Machine in the vSphere Client
USB controllers are available to add to virtual machines to support USB passthrough from an ESXi host or
client computer to the virtual machine.

You can add one virtual xHCI controller, one virtual EHCI controller, and one virtual UHCI controller per
virtual machine. With Hardware Version 11, the supported number of root hub ports per xHCI controller is
eight (four logical USB 3.0 ports and four logical USB 2.0 ports).

The conditions for adding a controller vary, depending on the device version, the type of passthrough (host
or client computer), and the guest operating system.

Table 15‑4.  USB Controller Support

Controller type
Supported USB Device
Version

Supported for Passthrough
from ESXi Host to VM

Supported for Passthrough from
Client Computer to VM

EHCI+UHCI 2.0 and 1.1 Yes Yes

xHCI 3.0, 2.0, and 1.1 Yes (USB 3.0, 2.0, and 1.1
devices only)

Yes (Linux, Windows 8 and later, and
Windows Server 2012 and later
guests)

NOTE   Drivers are not available for the xHCI controller on Windows guest operating systems.

For Mac OS X systems, the EHCI+UHCI controller is enabled by default and is required for USB mouse and
keyboard access.
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For virtual machines with Linux guests, you can add one or both controllers, but 3.0 superspeed devices are
not supported for passthrough from an ESXi host to a virtual machine. You cannot add two controllers of
the same type.

For USB passthrough from an ESXi host to a virtual machine, the USB arbitrator can monitor a maximum of
15 USB controllers. If your system includes controllers that exceed the 15 controller limit and you connect
USB devices to them, the devices are not available to the virtual machine.

Prerequisites

n ESXi hosts must have USB controller hardware and modules that support USB 3.0, 2.0, and 1.1 devices
present.

n Client computers must have USB controller hardware and modules that support USB 3.0, 2.0, and 1.1
devices present.

n To use the xHCI controller on a Linux guest, ensure that the Linux kernel version is 2.6.35 or later.

n Verify that the virtual machine is powered on.

n Required Privilege (ESXi host passthrough): Virtual Machine.Configuration.Add or Remove Device

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select USB Controller and click Next.

4 Select the Controller Type and click Next.

5 Click Finish.

New USB Controller (adding) appears in the hardware list as Present.

6 Click OK to save your changes.

When you reopen the Properties Editor, the xHCI controller appears on the Hardware tab as USB xHCI
controller. The EHCI+UHCI controller appears as USB controller.

What to do next

Add one or more USB devices to the virtual machine.

Remove a USB Controller from a Virtual Machine in the vSphere Client
You can remove a USB controller from a virtual machine if you do not want to connect to USB devices.

Prerequisites

n Verify that all USB devices are disconnected from the virtual machine.

n Required Privilege: Virtual Machine.Configuration.Add or Remove Device

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select USB controller.

3 Click Remove.

4 Click OK to save your changes.

The controller is no longer connected to the virtual machine, but remains available to add at a later time.
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Add USB Devices from an ESXi Host to a Virtual Machine in the vSphere Client
You can add one or more USB passthrough devices from an ESXi host to a virtual machine if the physical
device is connected to the host on which the virtual machine runs.

If a USB device is connected to another virtual machine, you cannot add it until that machine releases it.

NOTE   If you have the Apple Frontpanel Controller device in your environment, you can safely add it to a
virtual machine. However, this device has no documented function and no known use. ESXi hosts do not
use it and do not provide Xserver functionality for USB passthrough

Prerequisites

n Verify that the virtual machine is using hardware version 7 or later.

n Verify that a USB controller is present. See “Add a USB Controller to a Virtual Machine in the vSphere
Client,” on page 172.

n To use vMotion to migrate a virtual machine with multiple USB devices, you must enable all attached
USB devices for vMotion. You cannot migrate individual USB devices.

n When you add a CD/DVD-ROM drive that is backed by a USB CD/DVD drive on the host, you must
add the drive as a SCSI device. Hot adding and removing SCSI devices is not supported.

n Verify that you know the virtual machine requirements for USB devices. See USB Configuration from
an ESXi Host to a Virtual Machine.

n Required privileges: Virtual Machine.Configuration.HostUSBDevice

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and click Add.

3 Select USB Device and click Next.

4 (Optional) Select Support vMotion while device is connected.

5 If you do not plan to migrate a virtual machine with USB devices attached, deselect the Support
vMotion option.

This reduces migration complexity, which results in better performance and stability.

6 Select a device to add.

You can add multiple USB devices, but only one device at a time.

7 Click Finish.

New USB Device (adding) appears in the hardware list as Present.

8 Click OK to save your changes.

When you reopen the Properties editor, the USB device appears on the Hardware tab of the Properties
Editor. The device type and ID appear in the right pane.
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Remove a USB Device from a Virtual Machine
When you remove a USB device from a virtual machine, it reverts to the host and becomes available to other
virtual machines that run on that host.

To minimize the risk of data loss, follow the instructions to safely unmount or eject hardware for your
operating system. Safely removing hardware allows accumulated data to be transmitted to a file. Windows
operating systems typically include a "Remove Hardware" icon located in the System Tray. Linux operating
systems use the umount command.

NOTE   It might be necessary to use the sync command instead of or in addition to the umount command, for
example after you issue a dd command on Linux or other UNIX operating systems.

Procedure

1 Unmount or eject the USB device from the guest operating system.

2 Right-click the virtual machine and select Edit Settings.

3 Click the Hardware tab and select the USB device.

4 Click Remove and click OK to save your changes and close the dialog box.

USB Configuration from a Client Computer to a Virtual Machine in the
vSphere Client

You can add multiple USB devices to a virtual machine when the physical devices connect to a client
computer on which the vSphere Client is running. The vSphere Client must be logged in to an instance of
vCenter Server that manages the ESXi host or directly into the host where the virtual machines reside. USB
passthrough technology supports adding multiple USB devices, such as security dongles, mass storage
devices, and smartcard readers to virtual machines.

How USB Device Passthrough Technology Works
The USB controller is the USB hardware chip that provides USB function to the USB ports that it manages.
USB controller hardware and modules that support USB 3.0, 2.0, and USB 1.1 devices must exist in the
virtual machine. Two USB controllers are available for each virtual machine. The controllers support
multiple USB 3.0, 2.0, and 1.1 devices. The controller must be present before you can add USB devices to the
virtual machine.

You can add up to 20 USB devices to a virtual machine. This is the maximum number of devices supported
for simultaneous connection to one virtual machine.

You can add multiple devices to a virtual machine, but only one at a time. The virtual machine retains its
connection to the device while in S1 standby. USB device connections are preserved when you migrate
virtual machines to another host in the datacenter.

A USB device is available to only one powered-on virtual machine at a time. When a virtual machine
connects to a device, that device is no longer available to other virtual machines or to the client computer.
When you disconnect the device from the virtual machine or shut the virtual machine down, the device
returns to the client computer and becomes available to other virtual machines that the client computer
manages.

For example, when you connect a USB mass storage device to a virtual machine, it is removed from the
client computer and does not appear as a drive with a removable device. When you disconnect the device
from the virtual machine, it reconnects to the client computer's operating system and is listed as a removable
device.
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USB 3.0 Device Limitations
USB 3.0 devices have the following requirements and limitations:

n The virtual machine that you connect the USB 3.0 device to must be configured with an xHCI controller
and have a Linux guest operating system with a 2.6.35 or later kernel.

n You can connect only one USB 3.0 device operating at superspeed to a virtual machine at a time.

n USB 3.0 devices are available only for passthrough from a client computer to a virtual machine. They
are not available for passthrough from an ESXi host to a virtual machine.

Avoiding Data Loss
Before you connect a device to a virtual machine, make sure the device is not in use on the client computer.

If the vSphere Client disconnects from the vCenter Server or host, or if you restart or shut down the client
computer, the device connection breaks. It is best to have a dedicated client computer for USB device use or
to reserve USB devices connected to a client computer for short-term use, such as updating software or
adding patches to virtual machines. To maintain USB device connections to a virtual machine for an
extended time, use USB passthrough from an ESXi host to the virtual machine.

Connect USB Devices to a Client Computer
You can connect multiple USB devices to a client computer so that virtual machines can access the devices.
The number of devices that you can add depends on several factors, such as how the devices and hubs chain
together and the device type.

The number of ports on each client computer depends on the physical setup of the client. When you
calculate the depth of hub chaining, remember that on a typical server the front ports connect to an internal
hub.

The USB arbitrator can monitor a maximum of 15 USB controllers. If your system includes controllers that
exceed the 15 controller limit and you connect USB devices to them, the devices are not available to the
virtual machine.

Prerequisites

Verify that you know the requirements for configuring USB devices from a remote computer to a virtual
machine.

Procedure

u To add a USB device to a client computer, connect the device to an available port or hub.

The USB device appears in the virtual machine toolbar menu.

What to do next

You can now add the USB device to the virtual machine.
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Add USB Devices From a Client Computer to a Virtual Machine in the vSphere
Client

You can add one or more USB passthrough devices from a client computer to a virtual machine in the
vSphere Client. The devices must be connected to a client computer that connects to the ESXi host on which
the virtual machines reside.

The devices maintain their virtual machine connections in S1 standby, if the vSphere Client is running and
connected. After you add the USB device to the virtual machine, an information message appears on the
client computer stating that the device is disconnected. The device remains disconnected from the client
computer until the virtual machine releases it.

FT is not supported with USB passthrough from a client computer to a virtual machine.

Prerequisites

n Verify that a USB controller is installed.

n Verify that the vSphere Client is connected to the ESXi host on which the virtual machines are running.

n Required Privilege: Virtual Machine.Interaction.Add or Remove Device

Procedure

1 Select the virtual machine in the vSphere Client inventory.

2 Click the USB icon on the virtual machine toolbar.

3 Select an available device from the Connect to USB Devices drop-down menu.

The status of the device appears as Connecting.

The device appears in the USB Connections drop-down menu and is ready to use. The device remains
connected until you power off the virtual machine or disconnect the vSphere Client from the ESXi host.

Remove USB Devices That Are Connected Through a Client Computer in the
vSphere Client

You can remove USB devices from a virtual machine if the devices are no longer needed. When you
disconnect a USB device from a virtual machine, the device is released from the virtual machine and is given
back to the client computer, which starts using it.

Prerequisites

To minimize the risk of data loss, follow the instructions to safely unmount or eject hardware for your
operating system. Safely removing hardware allows accumulated data to be transmitted to a file. Windows
operating systems typically include a "Remove Hardware" icon located in the System Tray. Linux operating
systems use the umount command.

NOTE   You might need to use the sync command instead of or in addition to the umount command, for
example after you run a dd command on Linux or other UNIX operating systems.

Procedure

1 Unmount or eject the USB device from the guest operating system.

2 Select the virtual machine in the vSphere Client inventory.

3 Click USB Connections on the virtual machine toolbar.
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4 Select the device to remove from the drop-down menu.

For example, select USB Device 1 > Disconnect from device name.

The menu shows the device status as Disconnecting.

The device reconnects to the client computer and is available to add to another virtual machine. In some
cases, Windows Explorer detects the device and opens a dialog box on the client computer. You can close
this dialog box.

Manage Power Management Settings for a Virtual Machine
You can set the power options so that a virtual machine is suspended or remains powered on when the
guest operating system is placed on standby.

Power Management options are not available on every guest operating system. Wake on LAN supports
only Windows guest operating systems and is not available on Vlance NICs, or when a Flexible NIC is
operating in Vlance mode (that is, the current VMware Tools are not installed on the guest operating
system).

Wake on LAN can resume virtual machines that are in an S1 sleep state only. It cannot resume suspended,
hibernated, or powered off virtual machines.

The following NICs support Wake on LAN:

n Flexible (VMware Tools required).

n vmxnet

n Enhanced vmxnet

n vmxnet 3

Prerequisites

You must power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and expand Power Management.

3 Select a power option.

n Suspend the virtual machine

n Put the guest OS into standby mode and leave the virtual machine powered on

4 (Optional) Select Wake on LAN for virtual machine traffic on and select the virtual NICs to trigger this
action.

Unsupported NICs might be listed, but are unavailable to connect.

5 Click OK to save your changes.

Configure the Virtual Machine Power States
Changing virtual machine power states is useful when you do maintenance on the host. You can use the
system default settings for the toolbar power controls or you can configure the controls to interact with the
guest operating system. For example, you can configure the stop button on the toolbar to power off the
virtual machine or shut down the guest operating system.

You can modify many virtual machine configurations while the virtual machine is running, but you might
need to change the virtual machine power state for some configurations.
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Table 15-5 lists available power buttons and describes their behavior.

Table 15‑5.  Virtual Machine Power Button Settings

Power Button Description

Shuts down the guest operating system or powers off the virtual machine. A
power off operation displays a confirmation dialog box indicating that the
guest operating system might not shut down properly. Use this power off
option only when necessary.

Suspends the virtual machine without running a script when VMware Tools is
not installed. When VMware Tools is installed and available, a suspend action
runs a script, and suspends the virtual machine.

Powers on a virtual machine when a virtual machine is stopped, or resumes the
virtual machine and runs a script when it is suspended and VMware Tools is
installed and available. Resumes the virtual machine and does not run a script
when VMware Tools is not installed.

Resets the virtual machine when VMware Tools is not installed. Restarts the
guest operating system when VMware Tools is installed and available. A reset
operation displays a confirmation dialog box indicating that the guest
operating system is not shut down properly.

Prerequisites

n Verify that you have access to at least one virtual machine in the inventory.

n Verify that you have privileges to perform the intended power operation on the virtual machine.

n To set optional power functions, you must install VMWare Tools in the virtual machine.

n Power off the virtual machine before editing the VMware Tools options.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and select VMware Tools.

3 In the right panel, select the Power Controls for the virtual machine.

4 Select an option for the Power Off button.

Option Description

Shut Down Guest Uses VMware Tools to initiate an orderly system shut down of the virtual
machine. This type of powering off is known as a "soft" power operation.
Soft power operations are possible only if the tools are installed in the
guest operating system.

Power Off Immediately stops the virtual machine. This type of powering off is known
as a "hard" power operation.

System Default Follows system settings. The current value of the system settings is shown
in parentheses.

 
5 Select an option for the Suspend button.

Option Description

Suspend Pauses all virtual machine activity.

System Default Follows system settings. The current value of the system setting is shown
in parentheses.

 

Chapter 15 Configuring Virtual Machines in the vSphere Client

VMware, Inc.  179



6 Select an option for the Reset button.

Option Description

Restart Guest Uses VMware Tools to initiate an orderly reboot. (This type of reset is
known as a "soft" power operation. Soft power operations are possible only
if the tools are installed in the guest operating system.)

Reset Shuts down and restarts the guest operating system without powering off
the virtual machine. (This type of reset is known as a "hard" power
operation.)

System Default Follows system settings; the current value of the system setting is shown in
parentheses.

 
7 Click OK to save your changes.

What to do next

Configure VMware Tools scripts to run before or after power operations.

Delay the Boot Sequence in the vSphere Client
The time between when you power on the virtual machine and when it exits the BIOS or EFI and launches
the guest operating system software can be short. You can change the boot delay or force the virtual
machine to enter the BIOS or EFI setup screen after power on.

Delaying the boot operation is useful for changing BIOS or EFI settings such as the boot order. For example,
you can change the BIOS or EFI settings to force a virtual machine to boot from a CD-ROM.

Prerequisites

Required Privilege: Virtual machine.Configuration.Settings

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced select Boot Options.

3 In the Power on Boot Delay panel, select the time in milliseconds to delay the boot operation.

4 (Optional) Select whether to force entry into the BIOS or EFI setup screen the next time the virtual
machine boots.

5 (Optional) Select whether to try to reboot after a boot failure.

6 Click OK to save your changes.

Enable Logging in the vSphere Client
You can enable logging to collect log files to help troubleshoot issues with your virtual machine.

Required privilege: Virtual machine.Configuration.Settings

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced select General.

3 In the Settings pane, select Enable logging.

4 Click OK to save your changes.
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Disable Acceleration in the vSphere Client
You can temporarily disable acceleration to allow a virtual machine to successfully run or install software.

In rare instances, you might find that when you install or run software in a virtual machine, the virtual
machine appears to stop responding. Generally, the problem occurs early in the program’s execution. Often,
you can get past the problem by temporarily disabling acceleration in the virtual machine.

Disabling acceleration slows down virtual machine performance. You must enable acceleration after the
program stops encountering problems to run the program with acceleration.

You can enable and disable acceleration when the virtual machine is running.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Options tab and under Advanced select General.

3 In the Settings pane, select Disable acceleration.

4 Click OK to save your changes.

Configure Debugging and Statistics in the vSphere Client
You can run a virtual machine so that it collects debugging information and statistics that are helpful to
VMware technical support in resolving issues.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings

2 Click the Options tab and under Advanced select General.

3 To enable debugging mode, select an option from the Debugging and Statistics pane.

n Run normally

n Record Debugging Information

n Record Statistics

n Record Statistics and Debugging

4 Click OK to save your changes.
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Managing Virtual Machines 16
When you connect directly to an ESXi host or vCenter Server system using the vSphere Client, you can open
a console to any of the host's virtual machines, add and remove virtual machines in the host's inventory, and
manage virtual machine snapshots.

This chapter includes the following topics:

n “Edit Virtual Machine Startup and Shutdown Settings,” on page 183

n “Open a Console to a Virtual Machine,” on page 184

n “Adding and Removing Virtual Machines,” on page 184

n “Using Snapshots To Manage Virtual Machines,” on page 185

Edit Virtual Machine Startup and Shutdown Settings
You can configure virtual machines running on an ESXi host to start up and shut down with the host. You
can also set the default timing and startup order for selected virtual machines. This ability allows the
operating system to save data when the host enters maintenance mode or is being powered off for another
reason.

The Virtual Machine Startup and Shutdown (automatic startup) feature is disabled for all virtual machines
residing on hosts that are in (or moved into) a vSphere HA cluster. Automatic startup is not supported
when used with vSphere HA.

Procedure

1 In the vSphere Client inventory, select the host where the virtual machine is located and click the
Configuration tab.

2 Under Software, click Virtual Machine Startup/Shutdown and click Properties.

The Virtual Machine Startup and Shutdown dialog box opens.

3 Select Allow virtual machines to start and stop automatically with the system.

4 (Optional) Configure the startup and shutdown behavior.

Option Action

Default Startup Delay Select the amount of time to delay starting the operating system.
This delay allows time for VMware Tools or the booting system to run
scripts.

Continue immediately if the VMware
Tools starts

Select to start the operating system immediately after VMware Tools starts.
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Option Action

Default Shutdown Delay Select the amount of time to delay shutdown for each virtual machine.
The shutdown delay applies only if the virtual machine does not shut
down before the delay period elapses. If the virtual machine shuts down
before the delay time is reached, the next virtual machine starts shutting
down.

Shutdown Action Select a shutdown option from the drop-down menu.
n Power Off
n Suspend
n Guest Shutdown

Move Up and Move Down Select a virtual machine in the Manual Startup category and use the Move
Up button to move it up to Automatic Startup or Any Oder.
When virtual machines are in the Automatic Startup category, you can use
Move Up and Move Down to order them so that they start in a preferred
sequence. During shutdown, the virtual machines are stopped in the
opposite order.

Edit Click Edit to configure user-specified autostartup and shutdown behavior
for virtual machines in the Automatic Startup or Any Order category.

 
5 Click OK to close the dialog box and save your settings.

Open a Console to a Virtual Machine
With the vSphere Client, you can access a virtual machine's desktop by launching a console to the virtual
machine. From the console, you can perform activities within the virtual machine such as configure
operating system settings, run applications, monitor performance, and so on.

Procedure

1 In the vSphere Client inventory, select the virtual machine and click the Summary tab.

2 In the Commands section, select Open Console.

3 Click anywhere inside the console window to enable your mouse, keyboard, and other input devices to
work in the console.

Adding and Removing Virtual Machines
You add virtual machines to the vCenter Server inventory through their managed hosts. You can remove
virtual machines from vCenter Server, from their managed host’s storage, or from both.

Remove Virtual Machines from a Host
Removing a virtual machine from the inventory unregisters it from the host, but does not delete it from the
datastore. Virtual machine files remain at the same storage location and the virtual machine can be re-
registered by using the datastore browser.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Remove from Inventory.

2 To confirm that you want to remove the virtual machine from the inventory, click Yes.

The host removes references to the virtual machine and no longer tracks its condition.
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Remove Virtual Machines from the Datastore
You use the Delete from Disk option to remove a virtual machine from a host and delete all virtual machine
files, including the configuration file and virtual disk files, from the datastore.

Prerequisites

Power off the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Delete from Disk.

2 Click Yes in the confirmation dialog box.

The host deletes the virtual machine from its datastore. Disks that are shared with other virtual machines
are not deleted.

Return a Virtual Machine or Template to a Host
If you remove a virtual machine or template from a host, but do not remove it from the host’s datastore, you
can return it to the host's inventory by using the Datastore Browser.

Procedure

1 In the vSphere Client, navigate to Home > Inventory > Datastores and Datastore Clusters.

2 Right-click the datastore and select Browse Datastore.

3 Navigate to the virtual machine or template folder to add to the inventory.

4 Right-click the virtual machine or template .vmx file and select Add to Inventory.

5 Complete the Add to Inventory wizard to add the virtual machine or template.

Using Snapshots To Manage Virtual Machines
Snapshots preserve the state and data of a virtual machine at the time you take the snapshot. Snapshots are
useful when you must revert repeatedly to the same virtual machine state, but you do not want to create
multiple virtual machines.

You can take multiple snapshots of a virtual machine to create restoration positions in a linear process. With
multiple snapshots, you can save many positions to accommodate many kinds of work processes. Snapshots
operate on individual virtual machines. Taking snapshots of multiple virtual machines, for example, taking
snapshots for all members of a team, requires that you take a separate snapshot of each team member's
virtual machine.

Snapshots are useful as a short term solution for testing software with unknown or potentially harmful
effects. For example, you can use a snapshot as a restoration point during a linear or iterative process, such
as installing update packages, or during a branching process, such as installing different versions of a
program. Using snapshots ensures that each installation begins from an identical baseline.

With snapshots, you can preserve a baseline before diverging a virtual machine in the snapshot tree.

The Snapshot Manager in the vSphere Web Client and the vSphere Client provide several operations for
creating and managing virtual machine snapshots and snapshot trees. These operations let you create
snapshots, restore any snapshot in the snapshot hierarchy, delete snapshots, and more. You can create
extensive snapshot trees that you can use to save the virtual machine state at any specific time and restore
the virtual machine state later. Each branch in a snapshot tree can have up to 32 snapshots.
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A snapshot preserves the following information:

n Virtual machine settings. The virtual machine directory, which includes disks that were added or
changed after you took the snapshot.

n Power state. The virtual machine can be powered on, powered off, or suspended.

n Disk state. State of all the virtual machine's virtual disks.

n (Optional) Memory state. The contents of the virtual machine's memory.

The Snapshot Hierarchy
The Snapshot Manager presents the snapshot hierarchy as a tree with one or more branches. The
relationship between snapshots is like that of a parent to a child. In the linear process, each snapshot has one
parent snapshot and one child snapshot, except for the last snapshot, which has no child snapshots. Each
parent snapshot can have more than one child. You can revert to the current parent snapshot or restore any
parent or child snapshot in the snapshot tree and create more snapshots from that snapshot. Each time you
restore a snapshot and take another snapshot, a branch, or child snapshot, is created.

Parent Snapshots The first virtual machine snapshot that you create is the base parent
snapshot. The parent snapshot is the most recently saved version of the
current state of the virtual machine. Taking a snapshot creates a delta disk
file for each disk attached to the virtual machine and optionally, a memory
file. The delta disk files and memory file are stored with the base .vmdk file.
The parent snapshot is always the snapshot that appears immediately above
the You are here icon in the Snapshot Manager. If you revert or restore a
snapshot, that snapshot becomes the parent of the You are here current state.

NOTE   The parent snapshot is not always the snapshot that you took most
recently.

Child Snapshots A snapshot that is taken of the same virtual machine after the parent
snapshot. Each child constitutes delta files for each attached virtual disk, and
optionally a memory file that points from the present state of the virtual disk
(You are here). Each child snapshot's delta files merge with each previous
child snapshot until reaching the parent disks. A child disk can later be a
parent disk for future child disks.

The relationship of parent and child snapshots can change if you have multiple branches in the snapshot
tree. A parent snapshot can have more than one child. Many snapshots have no children.

IMPORTANT   Do not manually manipulate individual child disks or any of the snapshot configuration files
because doing so can compromise the snapshot tree and result in data loss. This restriction includes disk
resizing and making modifications to the base parent disk using vmkfstools.

Snapshot Behavior
Taking a snapshot preserves the disk state at a specific time by creating a series of delta disks for each
attached virtual disk or virtual RDM and optionally preserves the memory and power state by creating a
memory file. Taking a snapshot creates a snapshot object in the Snapshot Manager that represents the
virtual machine state and settings.
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Each snapshot creates an additional delta .vmdk disk file. When you take a snapshot, the snapshot
mechanism prevents the guest operating system from writing to the base .vmdk file and instead directs all
writes to the delta disk file. The delta disk represents the difference between the current state of the virtual
disk and the state that existed at the time that you took the previous snapshot. If more than one snapshot
exists, delta disks can represent the difference between each snapshot. Delta disk files can expand quickly
and become as large as the entire virtual disk if the guest operating system writes to every block of the
virtual disk.

Taking Snapshots of a Virtual Machine
You can take one or more snapshots of a virtual machine to capture the settings state, disk state, and
memory state at different specific times. When you take a snapshot, you can also quiesce the virtual machine
files and exclude the virtual machine disks from snapshots.

When you take a snapshot, other activity that is occurring in the virtual machine might affect the snapshot
process when you revert to that snapshot. The best time to take a snapshot from a storage perspective, is
when you are not incurring a large I/O load. The best time to take a snapshot from a service perspective is
when no applications in the virtual machine are communicating with other computers. The potential for
problems is greatest if the virtual machine is communicating with another computer, especially in a
production environment. For example, if you take a snapshot while the virtual machine is downloading a
file from a server on the network, the virtual machine continues downloading the file and communicating
its progress to the server. If you revert to the snapshot, communications between the virtual machine and
the server are confused and the file transfer fails. Depending on the task that you are performing, you can
create a memory snapshot or you can quiesce the file system in the virtual machine.

Memory Snapshots The default selection for taking snapshots. When you capture the virtual
machine's memory state, the snapshot retains the live state of the virtual
machine. Memory snapshots create a snapshot at a precise time, for example,
to upgrade software that is still working. If you take a memory snapshot and
the upgrade does not complete as expected, or the software does not meet
your expectations, you can revert the virtual machine to its previous state.

When you capture the memory state, the virtual machine's files do not
require quiescing. If you do not capture the memory state, the snapshot does
not save the live state of the virtual machine and the disks are crash
consistent unless you quiesce them.

Quiesced Snapshots When you quiesce a virtual machine, VMware Tools quiesces the file system
of the virtual machine. A quiesce operation ensures that a snapshot disk
represents a consistent state of the guest file systems. Quiesced snapshots are
appropriate for automated or periodic backups. For example, if you are
unaware of the virtual machine's activity, but want several recent backups to
revert to, you can quiesce the files.

If the virtual machine is powered off or VMware Tools is not available, the
Quiesce parameter is not available. You cannot quiesce virtual machines that
have large capacity disks.

IMPORTANT   Do not use snapshots as your only backup solution or as a long-term backup solution.
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Change Disk Mode to Exclude Virtual Disks from Snapshots in the vSphere Client
You can set a virtual disk to independent mode to exclude the disk from any snapshots taken of its virtual
machine.

Prerequisites

Power off the virtual machine and delete any existing snapshots before you change the disk mode. Deleting
a snapshot involves committing the existing data on the snapshot disk to the parent disk.

Required privileges:

n Virtual machine.Snapshot management.Remove Snapshot

n Virtual machine.Configuration.Modify device settings

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Edit Settings.

2 Click the Hardware tab and select the hard disk to exclude.

3 Under Mode, select Independent.

Snapshots do not affect the state of an independent disk.

NOTE   Any disk, regardless of its type, that is created after you take a snapshot does not appear if you
revert to that snapshot.

4 Select an independent disk mode option.

Option Description

Independent - Persistent Disks in persistent mode behave like conventional disks on your physical
computer. All data written to a disk in persistent mode are written
permanently to the disk.

Independent - Nonpersistent Changes to disks in nonpersistent mode are discarded when you power off
or reset the virtual machine. With nonpersistent mode, you can restart the
virtual machine with a virtual disk in the same state every time. Changes
to the disk are written to and read from a redo log file that is deleted when
you power off or reset.

 
5 Click OK.

Take a Snapshot in the vSphere Client
Snapshots capture the entire state of the virtual machine at the time you take the snapshot. You can take a
snapshot when a virtual machine is powered on, powered off, or suspended. If you are suspending a virtual
machine, wait until the suspend operation finishes before you take a snapshot.

When you create a memory snapshot, the snapshot captures the state of the virtual machine's memory and
the virtual machine power settings. When you capture the virtual machine's memory state, the snapshot
operation takes longer to complete. You might also see a momentary lapse in response over the network.

When you quiesce a virtual machine, VMware Tools quiesces the file system in the virtual machine. The
quiesce operation pauses or alters the state of running processes on the virtual machine, especially processes
that might modify information stored on the disk during a restore operation.

NOTE   You cannot revert to a snapshot with dynamic disks, so quiesced snapshots are not used when you
restore dynamic disks. Snapshot technology has no visibility into Dynamic Disks. Dynamic Disks are
commonly known as Microsoft specific file systems.
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Prerequisites

n If you are taking a memory snapshot of a virtual machine that has multiple disks in different disk
modes, verify that the virtual machine is powered off. For example, if you have a special purpose
configuration that requires you to use an independent disk, you must power off the virtual machine
before taking a snapshot.

n To capture the memory state of the virtual machine, verify that the virtual machine is powered on.

n To quiesce the virtual machine files, verify that the virtual machine is powered on and that VMware
Tools is installed.

n Required privilege: Virtual machine.Snapshot management. Create snapshot on the virtual machine.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine and select Snapshot > Take Snapshot.

2 Type a name for the snapshot.

3 Type a description for the snapshot.

Adding a date and time or a description, for example, "Snapshot before applying XYZ patch," can help
you determine which snapshot to restore or delete.

4 (Optional) When the virtual machine is powered on, select the Snapshot the virtual machine’s memory
check box to capture the memory of the virtual machine.

5 (Optional) When the virtual machine is powered on, select the Quiesce guest file system (Needs
VMware Tools installed) check box to pause running processes on the guest operating system so that
file system contents are in a known consistent state when you take the snapshot.

6 Click OK.

After you take the snapshot, you can view its status in the Recent Tasks field at the bottom of the vSphere
Client.

Restoring Snapshots
To return a virtual machine to its original state, or to return to another snapshot in the snapshot hierarchy,
you can restore a snapshot.

When you restore a snapshot, you return the virtual machine's memory, settings, and the state of the virtual
machine disks to the state they were in at the time you took the snapshot. If you want the virtual machine to
be suspended, powered on, or powered off when you start it, make sure that it is in the correct state when
you take the snapshot.

You can restore snapshots in the following ways:

Revert to Latest
Snapshot

Restores the parent snapshot, one level up in the hierarchy from the You are
Here position. Revert to Latest Snapshot activates the parent snapshot of the
current state of the virtual machine.

Revert To Lets you restore any snapshot in the snapshot tree and makes that snapshot
the parent snapshot of the current state of the virtual machine. Subsequent
snapshots from this point create a new branch of the snapshot tree.

Restoring snapshots has the following effects:

n The current disk and memory states are discarded, and the virtual machine reverts to the disk and
memory states of the parent snapshot.

n Existing snapshots are not removed. You can restore those snapshots at any time.
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n If the snapshot includes the memory state, the virtual machine will be in the same power state as when
you created the snapshot.

Table 16‑1.  Virtual Machine Power State After Restoring a Snapshot

Virtual Machine State When Parent Snapshot Is
Taken Virtual Machine State After Restoration

Powered on (includes memory) Reverts to the parent snapshot, and the virtual machine is
powered on and running.

Powered on (does not include memory) Reverts to the parent snapshot and the virtual machine is
powered off.

Powered off (does not include memory) Reverts to the parent snapshot and the virtual machine is
powered off.

Virtual machines running certain kinds of workloads can take several minutes to resume responsiveness
after reverting from a snapshot.

NOTE   vApp metadata for virtual machines in vApps does not follow the snapshot semantics for virtual
machine configuration. vApp properties that are deleted, modified, or defined after a snapshot is taken
remain intact (deleted, modified, or defined) after the virtual machine reverts to that snapshot or any
previous snapshots.

Revert to a Snapshot in the vSphere Client
You can restore the parent snapshot of the current state of the virtual machine.

When you revert to a snapshot, disks that you added or changed after the snapshot was taken are reverted
to the snapshot point. For example, when you take a snapshot of a virtual machine, add a disk, and revert
the snapshot, the added disk is removed.

Prerequisites

Required privilege: Virtual machine.Snapshot management.Revert to snapshot on the virtual machine.

Procedure

u Right-click a virtual machine in the vSphere Client inventory and select Revert to Current Snapshot.

The virtual machine power and data states are returned to the states they were in at the time you took the
parent snapshot. If the parent snapshot is a memory snapshot, the virtual machine is restored to an on
power state.

Go To a Snapshot in the vSphere Client
You can go to any snapshot in the snapshot tree to restore the virtual machine to the state of that snapshot.

NOTE   Virtual machines running certain kinds of workloads might take several minutes to resume
responsiveness after reverting from a snapshot.

Prerequisites

Required privilege: Virtual machine.Snapshot management.Revert to snapshot on the virtual machine

Procedure

1 Right-click a virtual machine in the vSphere Client inventory and select Snapshot Manager.

2 In the Snapshot Manager, click a snapshot to select it.

3 Click Go to to restore the virtual machine to the snapshot.
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4 Click Yes in the confirmation dialog box.

Subsequent child snapshots from this point create a new branch of the snapshot tree. The delta disks for
snapshots that you took after you restored the current snapshot are not removed and you can restore those
snapshots at any time.

Deleting Snapshots
Deleting a snapshot removes the snapshot from the Snapshot Manager. The snapshot files are consolidated
and written to the parent snapshot disk and merge with the virtual machine base disk.

Deleting a snapshot leaves the current state of the virtual machine or any other snapshot untouched.
Deleting a snapshot consolidates the changes between snapshots and previous disk states and writes to the
parent disk all data from the delta disk that contains the information about the deleted snapshot. When you
delete the base parent snapshot, all changes merge with the base virtual machine disk.

Deleting snapshots involves large amounts of disk reads and writes, which can reduce virtual machine
performance until consolidation is complete. Consolidating snapshots removes redundant disks, which
improves virtual machine performance and saves storage space. The time it takes to delete snapshots and
consolidate the snapshot files depends on the volume of data that the guest operating system wrote to the
virtual disks after you took the last snapshot. The required time is proportional to the amount of data the
virtual machine is writing during consolidation if the virtual machine is powered on.

If disk consolidation fails when you delete a snapshot or delete all snapshots and you notice a degradation
in virtual machine performance, you can view a list of virtual machines to determine if any files require
consolidation, and if so, run a separate consolidation operation. For information about locating and viewing
the consolidation state of multiple virtual machines and running a separate consolidation operation, see 
“Consolidate Snapshots in the vSphere Client,” on page 192

Delete Use the Delete option to remove a single parent or child snapshot from the
snapshot tree. Delete writes disk changes between the snapshot and the
previous delta disk state to the parent snapshot.

You can also use the Delete option to remove a corrupt snapshot and its files
from an abandoned branch of the snapshot tree without merging them with
the parent snapshot.

Delete All Use the Delete All option to delete all snapshots from the Snapshot
Manager. Delete all consolidates and writes changes between snapshots and
previous delta disk states to the base parent disk and merges them with the
base virtual machine disk.

To prevent snapshot files from merging with the parent snapshot, for example in cases of failed updates or
installations, first use the Go to command to restore to a previous snapshot. This action invalidates the
snapshot delta disks and deletes the memory file. You can then use the Delete option to remove the
snapshot and any associated files.

Delete a Snapshot in the vSphere Client
You can use the Snapshot Manager to delete a single snapshot or all snapshots in a snapshot tree.

Use care when you delete snapshots. You cannot restore a deleted snapshot. For example, you might want
to install several browsers, a, b, and c, and capture the virtual machine state after you install each browser.
The first, or base snapshot, captures the virtual machine with browser a and the second snapshot captures
browser b. If you restore the base snapshot that includes browser a and take a third snapshot to capture
browser c and delete the snapshot that contains browser b, you cannot return to the virtual machine state
that includes browser b.
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Prerequisites

n Ensure that you are familiar with the Delete and Delete all actions and how they might affect virtual
machine performance. See “Deleting Snapshots,” on page 191.

n Required Privilege: Virtual machine.Snapshot management.Remove Snapshot on the virtual machine.

Procedure

1 Select Inventory > Virtual Machine > Snapshot > Snapshot Manager.

2 In the Snapshot Manager, click a snapshot to select it.

3 Select a delete option.

Option Description

Delete Consolidates the snapshot data to the parent snapshot and removes the
selected snapshot from the Snapshot Manager and virtual machine.

Delete All Consolidates all of the immediate snapshots before the You are here
current state to the base parent disk and removes all existing snapshots
from the Snapshot Manager and virtual machine.

 
4 Click Yes.

Consolidate Snapshots in the vSphere Client
The snapshot Consolidation command searches for hierarchies or delta disks to combine without violating
data dependency. After consolidation, redundant disks are removed, which improves virtual machine
performance and saves storage space.

Snapshot consolidation is useful when snapshot disks fail to compact after a Delete or Delete all operation
or if the disk did not consolidate. This might happen, for example, if you delete a snapshot but its associated
disk does not commit back to the base disk.

The Needs Consolidation column in the vSphere Client shows the virtual machines that need to be
consolidated and the virtual machine's Summary tab shows a Configuration Issues consolidation message if
the virtual machine needs to be consolidated. If you see errors for failed conditions, such as running out of
disk space, correct them and run the consolidation task.

Prerequisites

Required privilege: Virtual machine.Snapshot management.Remove Snapshot

Procedure

1 Display the Need Consolidation column in the vSphere Client.

a Select a vCenter Server, host, or cluster and click the Virtual Machines tab.

b Right-click the menu bar for any virtual machine column and select Needs Consolidation from the
menu.

The Needs Consolidation column appears. A Yes status indicates that the snapshot files for the virtual
machine should be consolidated and that the virtual machine's Tasks and Events tab shows a
configuration problem. A No status indicates that the files are OK.

2 To consolidate the files, right-click the virtual machine and select Snapshot > Consolidate.

3 Check the Need Consolidation column to verify that the task succeeded.

If the task succeeded, the Configuration Issues message should be cleared and the Needs Consolidation
value should be No.
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Managing Multi-Tiered Applications
with vSphere vApp in the vSphere
Client 17

You can use VMware vSphere as a platform for running applications, in addition to using it as a platform
for running virtual machines. The applications can be packaged to run directly on top of VMware vSphere.
The format of how the applications are packaged and managed is called vSphere vApp.

A vApp is a container, like a resource pool and can contain one or more virtual machines. A vApp also
shares some functionality with virtual machines. A vApp can power on and power off, and can also be
cloned.

In the vSphere Client, a vApp is represented in both the Host and Clusters view and the VM and Template
view. Each view has a specific summary page with the current status of the service and relevant summary
information, as well as operations on the service.

The distribution format for vApp is OVF.

NOTE   The vApp metadata resides in the vCenter Server's database, so a vApp can be distributed across
multiple ESXi hosts. This information can be lost if the vCenter Server database is cleared or if a standalone
ESXi host that contains a vApp is removed from vCenter Server. You should back up vApps to an OVF
package to avoid losing any metadata.

vApp metadata for virtual machines within vApps do not follow the snapshots semantics for virtual
machine configuration. So, vApp properties that are deleted, modified, or defined after a snapshot is taken
remain intact (deleted, modified, or defined) after the virtual machine reverts to that snapshot or any prior
snapshots.

You can use VMware Studio to automate the creation of ready-to-deploy vApps with pre-populated
application software and operating systems. VMware Studio adds a network agent to the guest so that
vApps bootstrap with minimal effort. Configuration parameters specified for vApps appear as OVF
properties in the vCenter Server deployment wizard. For information about VMware Studio and for
download, see the VMware Studio developer page on the VMware web site.

This chapter includes the following topics:

n “Create a vApp,” on page 194

n “Power On a vApp in the vSphere Client,” on page 195

n “Clone a vApp,” on page 196

n “Power Off a vApp in the vSphere Client,” on page 196

n “Suspend a vApp in the vSphere Client,” on page 196

n “Resume a vApp in the vSphere Client,” on page 197

n “Populate the vApp,” on page 197

n “Edit vApp Settings in the vSphere Client,” on page 198
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n “Configuring IP Pools,” on page 202

n “Edit vApp Annotation in the vSphere Client,” on page 204

Create a vApp
A vApp allows you to perform resource management and certain other management activities such as
power operations for multiple virtual machines at the same time. You can think of the vApp as the container
for the virtual machines, and you can perform the operations on the container.

When you create a vApp, you can add it to a folder, standalone host, resource pool, cluster enabled for DRS,
or another vApp.

Prerequisites

Verify that one of those objects is available in your datacenter.

n A standalone host that is running ESX 4.0 or greater.

n A cluster that is enabled for DRS.

Procedure

1 Navigate to an object that supports vApp creation and select the New vApp icon ( ).

2 In the vApp Name text box, type a name for the vApp.

3 Select the vApp Inventory Location and click Next.

n If you start the action from a folder or vApp, you are prompted for a host, cluster, or resource pool.

n If you start the action from a resource pool, host, or cluster, you are prompted for a folder or data
center.
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4 In the Resource Allocation page, allocate CPU and memory resources to this vApp.

a Allocate CPU resources for this vApp.

Option Description

Shares CPU shares for this vApp with respect to the parent's total. Sibling
vApps share resources according to their relative share values bounded
by the reservation and limit. Select Low, Normal, or High, which
specify share values respectively in a 1:2:4 ratio. Select Custom to give
each vApp a specific number of shares, which express a proportinal
weight.

Reservation Guaranteed CPU allocation for this vApp.

Reservation Type Select the Expandable check box to make the reservation expandable.
When the vApp is powered on, if the combined reservations of its
virtual machines are larger than the reservation of the vApp, the vApp
can use resources from its parent or ancestors.

Limit Upper limit for this vApp's CPU allocation. Select Unlimited to specify
no upper limit.

 
b Allocate memory resources for this vApp.

Option Description

Shares Memory shares for this vApp with respect to the parent's total. Sibling
vApps share resources according to their relative share values bounded
by the reservation and limit. Select Low, Normal, or High, which
specify share values respectively in a 1:2:4 ratio. Select Custom to give
each vApp a specific number of shares, which express a proportinal
weight.

Reservation Guaranteed memory allocation for this vApp.

Reservation Type Select the Expandable check box to make the reservation expandable.
When the vApp is powered on, if the combined reservations of its
virtual machines are larger than the reservation of the vApp, the vApp
can use resources from its parent or ancestors.

Limit Upper limit for this vApp's memory allocation. Select Unlimited to
specify no upper limit.

 
5 Click Next.

6 Review the vApp settings and click Finish.

Power On a vApp in the vSphere Client
Each virtual machine within the vApp is powered on according to the startup order configuration.

When powering on a vApp within a DRS cluster in manual mode, no DRS recommendations are generated
for virtual machine placements. The power-on operation performs as if DRS is run in a semiautomatic or
automatic mode for the initial placements of the virtual machines. This does not affect vMotion
recommendations. Recommendations for individual powering on and powering off of virtual machines are
also generated for vApps that are running.

Procedure

u In the Summary page for the service, click Power On.

If a delay is set in the startup settings, the vApp waits for the set length of time before powering up that
virtual machine.

In the Summary tab, the status indicates when the vApp has started and is available. Links to the product
and vendor Web sites are also found under the General section.
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Clone a vApp
Cloning a vApp is similar to cloning a virtual machine.

Prerequisites

To clone a vApp, the vSphere Client must be connected to the vCenter Server system.

A host must be selected in the inventory that is running ESX 4.0 or greater, or a cluster enabled with DRS.

Procedure

1 Select the vApp in the inventory.

2 Select Inventory > vApp > Clone.

Complete each page in Clone vApp the wizard.

3 Select the vApp destination and click Next.

4 Specify a Host and click Next.

NOTE   This step is available only if you select a cluster that is in DRS manual mode.

5 Enter a name for the vApp clone and select the vApp Inventory Location, then click Next.

6 Select a datastore and click Next.

7 Select a disk format to store the virtual machines virtual disks and click Next.

n Same format as source

n Thin provisioned format

n Thick format

8 Review the new vApp settings and click Finish.

Power Off a vApp in the vSphere Client
Each virtual machine within the vApp is powered off in reverse order to how they are configured for
startup.

Procedure

u In the Summary page for the service, click Power Off.

If a delay is set in the shutdown settings, the vApp waits for the set length of time before powering
down that virtual machine.

Suspend a vApp in the vSphere Client
A suspended vApp pauses all its running virtual machines until you resume the vApp.

The virtual machines within a vApp are suspended based on their stop order. All virtual machines are
suspended regardless of stop action.

Procedure

1 From the vSphere Client select the vApp you want to place in suspended state.

2 Right-click the vApp and select Suspend.
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Resume a vApp in the vSphere Client
You can continue the activity of the virtual machines within a vApp that is in a suspended state.

The suspended virtual machines within the vApp are resumed in reverse order to the order in which they
were suspended.

Procedure

1 From the vSphere Client, select the vApp.

2 Right-click the vApp and select Power On.

Populate the vApp
Virtual machines and other vApps can be added to and removed from a vApp.

After you create a vApp, you can populate it with virtual machines or other vApps.

Create an Object Inside the vApp in the vSphere Client
Within a vApp, you can create a new virtual machine, resource pool, or another vApp.

Procedure

1 In the inventory, select the vApp in which you want to create the object machine.

2 Select the menu option to create a specific object.

Menu Option Description

Inventory > vApp > New Virtual
Machine

Creates a new virtual machine inside the vApp. Complete the Create New
Virtual Machine wizard. See Chapter 10, “Creating a Virtual Machine in
the vSphere Client,” on page 83 for instructions on creating a new virtual
machine.

Inventory > vApp > New Resource
Pool

Adds a resource pool inside the vApp. Complete the Create Resource Pool
window.

Inventory > vApp > New vApp Creates a new vApp inside the currently selected vApp. Complete the
New vApp wizard. See “Create a vApp,” on page 194 for instructions on
creating a new vApp.

 

The new object appears as part of the vApp in the inventory.

Add an Object to a vApp in the vSphere Client
You can add an object, such as a virtual machine or another vApp, to an existing vApp.

An existing virtual machine or another vApp that is not already contained inside the vApp can be moved
into the currently selected vApp.

Procedure

1 Display the object in the inventory.

2 Click and drag the object to the target object.

n If the move is permitted, a box appears around the target-object, indicating it is selected.

n If the move is not permitted, a naught sign (zero with a slash) appears, and the object is not moved.

Chapter 17 Managing Multi-Tiered Applications with vSphere vApp in the vSphere Client

VMware, Inc.  197



3 Release the mouse button.

Either the object moves to the new location or an error message indicates what needs to be done to
permit the move.

Edit vApp Settings in the vSphere Client
You can edit and configure several vApp settings, including startup order, resources, and custom
properties.

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click the Options tab to edit or view vApp properties.

NOTE   The deployer typically edits the IP allocation policy and properties. The vApp author typically
edits the other, more advanced settings.

3 Click the Start Order tab to edit vApp startup and shutdown options.

4 Click OK.

Edit vApp Startup and Shutdown Options
You can change the order in which virtual machines and nested vApps within a vApp start up and shut
down. You can also specify delays and actions performed at startup and shutdown.

Required privilege: vApp.vApp application configuration

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 In the Start Order tab of the Edit vApp Settings window, select a virtual machine and use the arrow
keys to change the startup order.

Virtual Machines and vApps with the same start order (or within the same grouping) will start
concurrently with each other.

The reverse order will be used for shutdown.

3 Select the startup and shutdown action for each virtual machine.

4 (Optional) Use the arrow keys to change the time delay for startup and shutdown for each virtual
machine.

5 Click OK.

Edit vApp Resources
You can edit the CPU and memory resource allocation for the vApp.

Required privilege: vApp.vApp application configuration

Reservations on vApps and all their child resource pools, child vApps, and child virtual machines count
against the parent resources only when they are powered on.

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click Resources in the Options list.

3 Edit the CPU and memory resource allocation.
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4 Click OK.

Edit vApp Properties
You can edit any vApp property that is defined in Advanced Property Configuration.

Required privilege: vApp.vApp application configuration

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click Properties in the Options list.

3 Edit the vApp properties.

4 Click OK.

Edit IP Allocation Policy
You can edit how IP addresses are allocated for the vApp.

Prerequisites

n For automatic (transient) IP allocation to work, you must use the vSphere Client and configure an IP
pool. See “Configuring IP Pools,” on page 202.

Required privilege: vApp.vApp instance configuration.

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click IP Allocation Policy in the Options list.

3 Select an IP allocation option.

Option Description

Fixed IP addresses are manually configured. No automatic allocation is
performed.

Transient IP addresses are automatically allocated using IP pools from a specified
range when the vApp is powered on. The IP addresses are released when
the appliance is powered off.

DHCP A DHCP server is used to allocate the IP addresses. The addresses
assigned by the DHCP server are visible in the OVF environments of
virtual machines started in the vApp.

 
4 Click OK.

Add a vService Dependency
You can add a vService dependency to a virtual machine or vApp. This dependency allows a virtual
machine or vApp to request that a specific vService be available.

Procedure

1 Display the virtual machine or vApp in the inventory.

2 Power off the virtual machine or vApp.

3 Right-click the virtual machine or vApp and select Edit Settings.

4 Click the vServices tab.
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5 Click Add.

6 In the Add Dependency wizard, select the provider for this dependency and click Next.

7 Enter the name and description for this dependency.

8 (Optional) If this dependency is required, select the check box and click Next.

Required dependencies must be bound before powering on.

9 (Optional) If this dependency should be bound to the provider immediately, select the Bind to provider
immediately check box, and click Next after the validation is complete.

If you choose to bind this dependency now, the validation result displays. If the validation fails, you
cannot complete adding the dependency. Deselect the check box to proceed.

10 Review the options and click Finish to create the dependency.

Edit a vService Dependency
You can edit a vService dependency name, description, and requirement.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine or vApp and select Edit Settings

2 From the vServices tab in the Edit Settings dialog box, right-click on the dependency and click Edit.

3 In the Dependency Properties dialog box, edit the dependency name and description.

4 Select or deselect the check box to change the required status of the dependency.

The required check box is disabled if the virtual machine or vApp is running.

5 Select a provider for the dependency.

When you select a provider, the description is entered containing the provider description. The
validation box displays the results of the validation. If validation fails, the OK button is disabled until
another provider or no provider is selected.

6 Click OK.

Remove a vService Dependency
You can remove a vService dependency from a virtual machine or vApp.

Procedure

1 In the vSphere Client inventory, right-click the virtual machine or vApp and select Edit Settings

2 From the vServices tab in the Edit Settings dialog box, select the dependency and click Remove.

The dependency is removed from the list.

Configure Advanced vApp Properties
You can edit and configure advanced settings, such as product and vendor information, custom properties,
and IP allocation.

Required privilege: vApp.vApp application configuration

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click Advanced in the Options list.
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3 Set and configure the settings that appear on the summary page of the virtual machine.

vApp Setting Description

Product Name Product Name.

Version vApp version.

Full Version Full version of the vApp.

Product URL If you enter a product URL, a user can click the product name on the
virtual machine summary page and go to the product's web page.

Vendor URL If you enter a vendor URL, a user can click the vendor name on the virtual
machine summary page and go to the vendor's web page.

Application URL If you use properties to specify the virtual machine IP address, you can
enter a dynamic application URL that points to a web page exposed by
running the virtual machine. If you enter a valid application URL, the state
of the virtual machine changes to the Available link when the virtual
machine begins running.

 
If you configure the virtual machine to use the property called webserver_ip and the virtual machine has
a web server, you can enter http://${webserver_ip}/ as the Application URL.

4 (Optional) Click View to test the Product URL and Vendor URL.

5 Click Properties to edit the custom vApp properties.

6 Click IP Allocation to edit the supported IP allocation schemes of this vApp.

7 Click OK.

Define OVF Environment Properties
You can view or modify the OVF environment properties for the vApp.

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click Advanced in the Options list.

3 Click Properties.

4 In Advanced Property Configuration, you can perform the following actions.

n Click New to add a new custom property.

n Select the property and click Edit to edit a property.

n Click Delete to delete a property.

5 Click OK.

Edit Advanced IP Allocation Properties
You can edit the IP allocation scheme for the vApp.

Procedure

1 On the Summary page of the vApp, click Edit Settings.

2 Click Advanced in the Options list.

3 Click IP Allocation.

4 In the Advanced IP Allocation dialog box, you can perform the following actions.

n Select an IP allocation scheme.

n Select the IP protocols supported by the vApp: IPv4, IPv6, or both.
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5 Click OK.

Configuring IP Pools
IP pools provide a network identity to vApps. An IP pool is a network configuration that is assigned to a
network used by a vApp. The vApp can then leverage vCenter Server to automatically provide an IP
configuration to its virtual machines.

Specify an IP Address Range
You can set up an IP address range by specifying a host address range within a network.

IP pool ranges are configured with IPv4 and IPv6. vCenter Server uses these ranges to dynamically allocate
IP addresses to virtual machines when a vApp is set up to use transient IP allocation.

Procedure

1 In the inventory, select the datacenter that contains the vApp.

2 In the IP Pools tab, right-click the IP pool that you want to edit and select Properties.

If no IP pools appear, click Add to add a new IP pool.

3 In the Properties dialog box, select the IPv4 or the IPv6 tab, depending on your IP protocol.

4 Enter the IP Subnet and Gateway in their respective fields.

5 (Optional) Select the Enable IP Pool check box.

Enable this setting to specify an IP address range.

6 (Optional) Enter a comma-separated list of host address ranges in the Ranges field.

A range consists of an IP address, a pound sign (#), and a number indicating the length of the range.

The gateway and the ranges must be within the subnet, but must exclude the gateway address.

For example, 10.20.60.4#10, 10.20.61.0#2 indicates that the IPv4 addresses can range from 10.20.60.4
to 10.209.60.13 and 10.20.61.0 to 10.20.61.1.

7 Click OK.

Select DHCP
You can specify that an IPv4 or IPv6 DHCP server is available on the network.

Procedure

1 In the inventory, select the datacenter that contains the vApp you are configuring.

2 In the IP Pools tab, right-click the IP pool that you want to edit and select Properties.

If no IP pools appear, click Add to add a new IP pool.

3 In the Properties dialog box, select the DHCP tab.

4 Select either the IPv4 DHCP Present or IPv6 DHCP Present check box to indicate that one of the DHCP
servers is available on this network.

5 Click OK.

vSphere Administration with the vSphere Client

202  VMware, Inc.



Specify DNS Settings
Enter the DNS settings for the vApp.

Procedure

1 In the inventory, select the datacenter that contains the vApp you are configuring.

2 In the IP Pools tab, right-click the IP pool that you want to edit and select Properties.

If no IP pools appear, click Add to add a new IP pool.

3 In the Properties dialog box, select the DNS tab.

4 Enter the DNS server information.

Specify the servers by IP addresses separated by a comma, semicolon, or space.

You can enter the following types of DNS information:

n DNS Domain

n Host Prefix

n DNS Search Path

n IPv4 DNS Servers

n IPv6 DNS Servers

5 Click OK.

Specify a Proxy Server
Specify a HTTP proxy server for the vApp.

Procedure

1 In the inventory, select the datacenter that contains the vApp.

2 In the IP Pools tab, right-click the IP pool that you want to edit and select Properties.

If no IP pools appear, click Add to add a new IP pool.

3 In the Properties dialog box, select the Proxy tab.

4 Enter the server name and port number for the proxy server.

The server name can optionally include a colon and a port number.

For example, web-proxy:3912 is a valid proxy server.

5 Click OK.

Select Network Associations
You can associate one or more networks with an IP pool.

Procedure

1 In the inventory, select the datacenter that contains the vApp.

2 In the IP Pools tab, right-click the IP pool that you want to edit and select Properties.

If no IP pools appear, click Add to add a new IP pool.

3 In the Properties dialog box, select the Associations tab.
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4 Select the networks that use this IP pool.

A network can be associated with one IP pool at a time.

5 Click OK.

Edit vApp Annotation in the vSphere Client
You can add or edit notes for a particular vApp.

Procedure

1 Select the vApp in the inventory.

2 Click the Summary tab for the vApp.

3 In the Annotation section, click Edit.

4 Type your comments in the Edit Service Annotation window.

5 Click OK.

Your comments appear under Annotation.
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Monitoring Solutions with the
vCenter Solutions Manager 18

A vSphere administrator uses the vCenter Solutions Manager in the vSphere Client to view the installed
solutions, view detailed information about the solutions, and monitor the solution health status. You can
also perform those tasks in the vSphere Web Client.

You can monitor and manage vSphere solutions from the vSphere Client or the vSphere Web Client. Both
clients display an inventory of vSphere solutions and details about each solution.

A solution is an extension of the vCenter Server that adds new functions to a vCenter Server instance. For
example, vSphere ESX Agent Manager is a standard vCenter solution provided by VMware that allows you
to manage ESX host agents that add new capabilities to ESX hosts. Another standard solution that vSphere
provides is vService Manager. VMware products that integrate with vCenter Sever are also considered
solutions. You can install a solution to add functionality from third-party technologies to the standard
functions of vCenter Server. Solutions typically are delivered as OVF packages. You can install and deploy
solutions from vSphere Client. Solutions can be integrated into the vCenter Solutions Manager.

If a virtual machine or vApp is running a solution, a custom icon appears next to it in the inventory view of
the vSphere Client. When you power on or power off a virtual machine or vApp, you are notified that you
are performing this operation on an entity that is managed by the solution manager.

Each solution registers a unique icon to identify that the virtual machine or vApp is being managed by that
solution. The icons show the power states (powered on, paused, powered off).

The solutions display more than one type of icon if they manage more than one type of virtual machine or
vApp.

When you attempt an operation on a virtual machine or a vApp that is managed by a solution, an
informational warning message appears.

For more information, see the Developing and Deploying vSphere Solutions, vServices, and ESX Agents
documentation.

This chapter includes the following topics:

n “Viewing Solutions,” on page 206

n “Monitoring Agents,” on page 206

n “Monitoring vServices,” on page 207
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Viewing Solutions
You can deploy, monitor, and interact with solutions that are installed in a vCenter Server instance with the
vCenter Solutions Manager. The Solutions Manager displays information about the health of a solution.

You can navigate to the Solutions Manager from the home page of the vSphere Client. The Solutions
Manager view displays information about the solution:

n Solution name

n Solution health

n vService providers

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Click the Solutions Manager icon from vSphere Client home.

2 Navigate through the tabs in the Solutions Manager.

n Summary tab. Lists the number of installed solutions and a brief health overview for each of the
solutions.

n Solutions tab. Lists each managed solution.

n Health tab. Provides the health status of the vCenter services. It also shows alerts or warnings for
each of the services.

3 In the Solutions Manager inventory, click one of the solutions.

n Summary tab. Lists information about the solution, including a link to the product and vendor
Web sites, a link to launch the management UI in a separate window, and a link to the virtual
machine or vApp running this solution.

Selecting the vendor Web site link takes you to the Summary page of the virtual machine or vApp.
A link under "Managed by" returns you to the solution.

n Virtual Machines tab. Lists all the virtual machines belonging to the solution

n vServices Providers tab.

n Management tab or any other tabs the solution specified.

Monitoring Agents
The vCenter Solutions Manager displays the vSphere ESX Agent Manager agents that you use to deploy and
manage related agents on ESX/ESXi hosts.

You can use the Solutions Manager to keep track of whether the agents of a solution are working as
expected. Outstanding issues are reflected by the solution's ESX Agent Manager status and a list of issues.

When the status of a solution changes, the Solutions Manager updates the ESX Agent Manager summary
status and state. Administrators use this status to track whether the goal state is reached.

The agent health status is indicated by a specific color.
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Table 18‑1.  ESX Agent Manager health status

Status Description

Red The solution must intervene for the ESX Agent Manager to
proceed. For example, if a virtual machine agent is
powered off manually on a compute resource and the ESX
Agent Manager does not attempt to power on the agent.
The ESX Agent Manager reports this action to the solution,
and the solution alerts the administrator to power on the
agent.

Yellow The ESX Agent Manager is actively working to reach a goal
state. The goal state can be enabled, disabled, or
uninstalled. For example, when a solution is registered, its
status is yellow until the ESX Agent Manager deploys the
solutions agents to all the specified compute resources. A
solution does not need to intervene when the ESX Agent
Manager reports its ESX Agent Manager health status as
yellow.

Green A solution and all its agents have reached the goal state.

Monitoring vServices
A vService is a service or function that a solution provides to virtual machines and vApps. A solution can
provide one or more vServices. These vServices integrate with the platform and are able to change the
environment in which the vApp or virtual machine runs.

A vService is a type of service for a virtual machine and a vApp provided by a vCenter extension. Virtual
machines and vApps can have dependencies on vServices. Each dependency is associated with a vService
type. The vService type must be bound to a particular vCenter extension that implements that vService type.
This vService type is similar to a virtual hardware device. For example, a virtual machine can have a
networking device that at deployment must be connected to a particular network.

The vService Manager allows a solution to connect to operations related to OVF templates:

n Importing OVF templates. Receive a callback when OVF templates with a vService dependancy of a
certain type is imported.

n Exporting OVF templates. Inserts OVF sections when a virtual machine is exported.

n OVF environment generation. Inserts OVF sections into the OVF environment at the power-on instance.

The vServices tab in the Solution Manager provides details for each vCenter extension. This information
allows you to monitor vService providers and list the virtual machines or vApps to which they are bound.
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Using Host Profiles in the vSphere
Client 19

The host profiles feature creates a profile that encapsulates the host configuration and helps to manage the
host configuration, especially in environments where an administrator manages more than one host or
cluster in vCenter Server.

Host profiles eliminates per-host, manual, or UI-based host configuration and maintains configuration
consistency and correctness across the datacenter by using host profile policies. These policies capture the
blueprint of a known, validated reference host configuration and use this to configure networking, storage,
security, and other settings on multiple hosts or clusters. You can then check a host or cluster against a
profile’s configuration for any deviations.

This chapter includes the following topics:

n “Host Profiles Usage Model,” on page 209

n “Access Host Profiles View,” on page 210

n “Creating a Host Profile,” on page 210

n “Export a Host Profile,” on page 211

n “Import a Host Profile,” on page 212

n “Clone a Host Profile,” on page 212

n “Edit a Host Profile,” on page 212

n “Manage Profiles,” on page 215

n “Checking Compliance,” on page 218

n “Host Profiles and vSphere Auto Deploy,” on page 220

Host Profiles Usage Model
You perform host profiles tasks in a certain workflow order.

You must have an existing vSphere installation with at least one properly configured host.

1 Set up and configure the host that will be used as the reference host.

A reference host is the host from which the profile is created.

2 Create a profile using the designated reference host.

3 Attach a host or cluster to the profile.

4 Check the host's compliance to the reference host's profile. If all hosts are compliant with the reference
host, they are correctly configured.

5 Apply the host profile of the reference host to other hosts or clusters of hosts.
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Using host profiles is only supported for VMware vSphere 4.0 hosts or later. This feature is not supported
for VMware Infrastructure 3.5 or earlier hosts. If you have VMware Infrastructure 3.5 or earlier hosts
managed by your vCenter Server 4.0 or later, the following problems can occur if you try to use host profiles
for those hosts:

n You cannot create a host profile that uses a VMware Infrastructure 3.5 or earlier host as a reference host.

n You cannot apply a host profile to any VMware Infrastructure 3.5 or earlier hosts. The compliance check
fails.

n While you can attach a host profile to a mixed cluster that contains VMware Infrastructure 3.5 or earlier
hosts, the compliance check for those earlier hosts fails.

As a licensed feature of vSphere, host profiles are only available when the appropriate licensing is in place.
If you see errors, ensure that you have the appropriate vSphere licensing for your hosts.

If you want the host profile to use directory services for authentication, the reference host needs to be
configured to use a directory service. See the vSphere Security documentation.

Hosts Provisioned with vSphere® Auto Deploy
For hosts provisioned with vSphere Auto Deploy, vCenter Server owns the entire host configuration, which
is captured in a host profile. In most cases, the host profile information is sufficient to store all configuration
information. Sometimes the user is prompted for input when the host provisioned with Auto Deploy boots.
The answer file mechanism manages those cases. See the vSphere Installation and Setup documentation.

Access Host Profiles View
The Host Profiles main view lists all available profiles. Administrators can also use the Host Profiles main
view to perform operations on host profiles and configure profiles.

The Host Profiles main view should be used by experienced administrators who wish to perform host
profile operations and configure advanced options and policies. Most operations such as creating new
profiles, attaching entities, and applying profiles can be performed from the Hosts and Clusters view.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

u Select View > Management > Host Profiles.

Any existing profiles are listed on the left side in the profiles list. When a profile is selected from the profile
list, the details of that profile are displayed on the right side.

Creating a Host Profile
You create a new host profile by using the designated reference host's configuration.

A host profile can be created from:

n Host Profile main view

n host's context menu
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Create a Host Profile from Host Profiles View
You can create a host profile from the Host Profiles main view using the configuration of an existing host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

You must have a vSphere installation and at least one properly configured host in the inventory.

Procedure

1 In the Host Profiles main view, click Create Profile.

The Create Profile wizard appears.

2 Select the option to create a new profile and click Next.

3 Select the host you want to designate as the reference host for the new host profile and click Next.

The reference host must be a valid host.

4 Type the name and enter a description for the new profile and click Next.

5 Review the summary information for the new profile and click Finish to complete creating the profile.

The new profile appears in the profile list.

Create a Host Profile from Host
You can create a new host profile from the host's context menu in the Hosts and Clusters inventory view.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

You must have a vSphere installation and at least one properly configured host in the inventory.

Procedure

1 In the Host and Clusters view, select the host that you want to designate as the reference host for the
new host profile.

The host must be a valid host to use as a reference host.

2 Right-click the host and select Host Profile > Create Profile from Host

The Create Profile from Host wizard opens.

3 Type the name and enter a description for the new profile and click Next.

4 Review the summary information for the new profile and click Finish to complete creating the profile.

The new profile appears in the host's Summary tab.

Export a Host Profile
You can export a profile to a file that is in the VMware profile format (.vpf).

NOTE   When a host profile is exported, administrator and user profile passwords are not exported. This is a
security measure and stops passwords from being exported in plain text when the profile is exported. You
will be prompted to re-enter the values for the password after the profile is imported and the password is
applied to a host.
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Procedure

1 In the Host Profiles view page, select the profile to export from the profile list.

2 Right-click the profile and select the Export Profile.

3 Select the location and type the name of the file to export the profile.

4 Click Save.

Import a Host Profile
You can import a profile from a file in the VMware profile format (.vpf).

NOTE   When a host profile is exported, administrator and user profile passwords are not exported. This is a
security measure and stops passwords from being exported in plain text when the profile is exported. You
will be prompted to re-enter the values for the password after the profile is imported and the password is
applied to a host.

Procedure

1 In the Host Profiles main view, click the Create Profile icon.

The Create Profile wizard appears.

2 Select the option to import a profile and click Next.

3 Enter or browse the VMware Profile Format file to import and click Next.

4 Select a valid host you want to designate as the reference host for the imported profile and click Next.

5 Type the name, enter a description for the imported profile, and click Next when finished.

6 Review the summary information for the imported profile and click Finish to complete importing the
profile.

The imported profile appears in the profile list.

Clone a Host Profile
A host profile clone is a copy of an existing host profile.

Procedure

1 In the Host Profiles main view, select the profile to clone.

2 Click Clone Profile.

3 A clone of the profile appears in the Host Profiles view.

Edit a Host Profile
You can view and edit host profile policies, select a policy to be checked for compliance, and change the
policy name or description.

Procedure

1 In the Host Profiles main view, select the profile to edit from the profile list.

2 Click Edit Host Profile.

3 (Optional) Change the profile name or description in the fields at the top of the Profile Editor.

4 Edit the policy.
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5 (Optional) Enable or disable the policy compliance check.

6 Click OK to close the Profile Editor.

Edit a Policy
A policy describes how a specific configuration setting should be applied. The Profile Editor allows you to
edit policies belonging to a specific host profile.

On the left side of the Profile Editor, you can expand the host profile. Each host profile is composed of
several subprofiles that are designated by functional group to represent configuration instances. Each
subprofile contains many policies and compliance checks that describe the configuration that is relevant to
the profile. You can configure certain subprofiles, example policies, and compliance checks.

Each policy consists of one or more options that contains one or more parameters. Each parameter consists
of a key and a value. The value can be one of a few basic types, for example integer, string, string array, or
integer array.

Table 19‑1.  Subset of Host Profile Subprofile Configurations

Sub-Profile Configuration
Example Policies and Compliance
Checks Notes

Memory reservation Set memory reservation to a fixed value.

Storage Configure storage options, including
Native Multi-Pathing (NMP), Pluggable
Storage Architecture (PSA), FCoE and
iSCSI adapters, and NFS storage.

n Use the vSphere CLI to configure or modify
the NMP and PSA policies on a reference
host first, and then extract the host profile
from that host. If you use the Profile Editor
to edit the policies, to avoid compliance
failures, make sure that you thoroughly
understand interrelationships between the
NMP and PSA policies and the
consequences of changing individual
policies. For information on the NMP and
PSA, see the vSphere Storage documentation.

n Setting values for the Initiator IPv6 Address
and Initiator IPv6 Prefix options in a host
profile with independent hardware iSCSI
adapters has no effect on the HBA because
no independent iSCSi HBAs have IPv6
support.

n Add the rules that change device attributes
before extracting the host profile from the
reference host. After attaching a host to the
host profile, if you edit the profile and
change the device attributes (for example,
mask device paths or adding SATP rules to
mark the device as SSD) you are prompted
to reboot the host in order to make the
changes. However, after rebooting
compliance failures occur because the
attributes changed. Because Host Profiles
extract device attributes before rebooting, if
any changes occur after the reboot, it
evaluates and finds those changes, and
reports it as non-compliant.

Networking Configure virtual switch, port groups,
physical NIC speed, security and NIC
teaming policies, vSphere Distributed
Switch, and vSphere Distributed Switch
uplink port.

When DHCPv6 is enabled in the networking
sub-profile, the corresponding ruleset must also
be manually turned on in the firewall
subprofile.
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Table 19‑1.  Subset of Host Profile Subprofile Configurations (Continued)

Sub-Profile Configuration
Example Policies and Compliance
Checks Notes

Date and Time Configure the time settings and
timezone of server.

For the time zone, enter a UTC string. For
example, "America/Los_Angeles" for United
States Pacific time zone.
The default time zone is set to the local time
and location of the vSphere Client machine.
Network Time Protocol (NTP) should be
correctly configured. You can configure the
NTP settings on the host's configuration tab.
Click Time Configuration, then Properties at
the top right of the panel.

Firewall Enable or disable a ruleset.

Security Add a user or a usergroup and set the
root password.

Service Configure settings for a service.

Advanced Modify advanced options. n Host Profiles do not check advanced
settings if they are the same as the default
settings. vCenter Server only copies the
advanced configuration settings that have
changed and differ from the default values.
In addition, compliance checks are limited
to only the settings that are copied.

n Host Profiles does not support the
configuration of PCI devices for virtual
machine passthrough on the ESXi host.

Other profile configuration categories include: user group, authentication, kernel module, DCUI keyboard,
host cache settings, SFCB, resource pools, login banner, SNMP agent, power system, and CIM indication
subscriptions.

Procedure

1 Open the Profile Editor for the profile to edit.

2 On the left side of the Profile Editor, expand a subprofile until you reach the policy to edit.

3 Select the policy.

On the right side of the Profile Editor, the policy options and parameters are displayed on the
Configuration Details tab.

4 Select a policy option from the drop-down menu and set its parameter.

5 Click OK when you are finished editing the profile.

NOTE   The change is made when the "Update host profile" task is completed in the Recent Tasks status.
If you attempt to apply the profile before the task is complete, the profile configuration does not contain
the change.

6 (Optional) If you make a change to a policy, but want to revert back to the default option, click Revert
and the option is reset.
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Enable Compliance Check
You can decide whether a host profile policy is considered during compliance check.

Procedure

1 Open the Profile Editor for a profile and navigate to the policy you wish to enable for compliance check.

2 On the right side of the Profile Editor, select the Compliance Details tab.

3 Enable the check box for the policy.

NOTE   The check box is enabled by default. If you disable the check box so this policy is not checked for
compliance, the other policies that are enabled for compliance check will still be checked.

Manage Profiles
After you create a host profile, you can manage the profile by attaching a profile to a particular host or
cluster and then applying that profile to the host or cluster.

You can associate a profile and a host or cluster either by attaching the profile to the host or cluster, or by
attaching the host or cluster to the profile. You can then apply the profile to the host or cluster.

NOTE   A host profile must have a valid reference host associated with it before you can manage the profile.

Attaching Host or Cluster Entities to a Host Profile
If you want to set up a host to use the same configuration as a reference host, you can attach the host to a
profile. You can also attach a cluster to a profile.

Profiles can also be attached to a cluster. In order to be compliant, all hosts within an attached cluster must
be configured according to the profile. Hosts are not automatically configured in accordance to the host
profile that is attached with the cluster when it is added to the cluster. When a host is added to a cluster that
is attached to a profile, the host is automatically attached to the profile.

You can attach a host or cluster to a profile from:

n Host Profiles main view

n Host's context menu

n Cluster's context menu

n Cluster's Profile Compliance tab

Attach Entities from the Host Profiles View
Before you can apply the profile to an entity (host or cluster of hosts), you need to attach the entity to the
profile or the profile to the entity.

You can attach a host or cluster to a profile from the Host Profiles main view.

When a host profile is attached to a cluster, the host or hosts within that cluster are also attached to the host
profile. However, when the host profile is detached from the cluster, the association between the host or
host within the cluster and that host profile remains.

Procedure

1 In the Host Profiles main view, select the profile to which you want to add the host or cluster from the
profile list.

2 Click the Attach Host/Cluster icon.
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3 Select the host or cluster from the expanded list and click Attach.

The host or cluster is added to the Attached Entities list.

4 Click OK to close the dialog.

Attach Profiles from the Host
Before you can apply the profile to a host you need to attach the host to the profile or the profile to the host.

You can attach a profile to a host from the host's context menu in the Hosts and Clusters inventory view.

When a host profile is attached to a cluster, the host or hosts within that cluster are also attached to the host
profile. However, when the host profile is detached from the cluster, the association between the host or
host within the cluster and that host profile remain.

Procedure

1 In the Host and Clusters view, select the host to which you want to attach a profile.

2 Right-click the host and select Host Profile > Manage Profile.

NOTE   If no host profiles exist in your inventory, a dialog appears asking if you want to create and
attach the host to this profile.

3 In the Attach Profile dialog, select the profile to attach to the host and click OK.

The host profile is updated in the Summary tab of the host.

Applying Profiles
To bring a host to the desired state as specified in the profile, apply the profile to the host.

You can apply a profile to a host from:

n Host Profiles main view

n Host's context menu

n Cluster's Profile Compliance tab

If the profile is not applied, or configured to what is specified in the profile, it will cause the compliance
status for the profile to fail the next time a compliance check is performed. You fix this by applying the
profile to the host.

Apply a Profile from the Host Profiles View
You can apply a profile to a host from the Host Profiles main view.

Prerequisites

The profile must be attached to the host and the host must be in maintenance mode before a profile is
applied to it.

Procedure

1 In the Host Profiles main view, select the profile you want to apply to the host.

2 Select the Hosts and Clusters tab.

The list of attached hosts are shown under Entity Name.

3 Click Apply Profile.

In the Profile Editor, you might be prompted to enter the required parameters needed to apply the
profile.
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4 Enter the parameters and click Next.

5 Continue until all the required parameters are entered.

6 Click Finish.

Compliance Status is updated.

Apply a Profile from the Host
You can apply a profile to a host from the host's context menu.

Prerequisites

The host must be in maintenance mode before a profileis applied to it.

Procedure

1 In the Host and Clusters view, select the host to which you want to apply a profile.

2 Right-click the host and select Host Profile > Apply Profile.

3 In the Profile Editor, enter the parameters and click Next.

4 Continue until all the required parameters are entered.

5 Click Finish.

Compliance Status is updated.

Change Reference Host
The reference host configuration is used to create the host profile.

You can perform this task from the Host Profiles main view or from the host's context menu.

Prerequisites

The host profile must already exist.

Procedure

1 In the Host Profiles main view, right-click the profile you wish to change the reference host and select
Change Reference Host.

2 Expand the inventory list and select the host you want to use as the new reference host for the profile.

3 Click Update.

The Reference Host is updated.

4 Click OK.

The Summary tab for the host profile lists the updated reference host.
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Manage Profiles from a Cluster
You can create a profile, attach a profile, or update reference hosts from the cluster's context menu.

Procedure

u In the Hosts and Clusters view, right-click a cluster and select Host Profile > Manage Profile.
Depending on your host profile setup, one of the following results occurs:

Profile Status and Task Result

If the cluster is not attached to a
host profile and no profile exist in
your inventory, create a profile.

a A dialog box opens asking if you would like to create a profile and
attach it to the cluster.

b If you select Yes, the Create Profile wizard opens.

If the cluster is not attached to a
host profile and one or more
profiles exist in your inventory,
attach a profile.

a The Attach Profile dialog opens.
b Select the profile you want to attach to the cluster and click OK.

If the cluster is already attached to
a host profile, detach a profile or
attach to a different profile.

In the dialog box, click Detach to detach the profile from the cluster or
Change to attach a different profile to the cluster.

 

Updating Profiles From the Reference Host
If the configuration of the host from which a profile was created (the reference host) changes, you can
update the local profile so that the local host configuration matches the reference host's configuration.

Once you create a host profile, you might need to make incremental updates to the profile. You can do this
using two methods:

n Make the configuration changes to the reference host in the vSphere Client, then update the profile
from the reference host. The settings within the existing profile are updated to match those of the
reference host.

n Update the profile directly using the Profile Editor.

While updating the profile from the Profile Editor can be more comprehensive and provide more options,
updating the profile from the reference host allows you to validate the configuration before rolling it out to
other hosts that are attached to the profile.

Updating the profile from the reference host is performed from the Host Profiles main view.

Procedure

u In the Host Profiles main view, right-click the profile you want to update and select Update Profile
From Reference Host.

Checking Compliance
Checking compliance ensures that the host or cluster continues to be correctly configured.

After a host or cluster is configured with the reference host profile, a manual change, for example, can occur,
making the configuration incorrect. Checking compliance on a regular basis ensures that the host or cluster
continues to be correctly configured.
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Check Compliance from the Host Profiles View
You can check the compliance of a host or cluster to a profile from the Host Profiles main view.

Procedure

1 From the Host Profiles list, select the profile that you want to check.

2 In the Hosts and Clusters tab, select the host or cluster from the list under Entity Name.

3 Click Check Compliance Now.

The compliance status is updated as Compliant, Unknown, or Non-compliant.

If the compliance status is Non-compliant, you can apply the the profile to the host.

Check Compliance from Host
After a profile has been attached to a host, run a compliance check from the host's context menu to verify the
configuration.

Procedure

1 In the Host and Clusters view, select the host on which you want to run the compliance check.

2 Right-click the host and select Host Profile > Check Compliance

The host's compliance status is displayed in the host's Summary tab.

If the host is not compliant, you must apply the profile to the host.

Check Cluster Compliance
A cluster may be checked for compliance with a host profile or for specific cluster requirements and settings.

Procedure

1 In the Host and Clusters view, select the cluster on which you want to run the compliance check.

2 In the Profile Compliance tab, click Check Compliance Now to check the cluster's compliance with
both the host profile that is attached to this cluster and the cluster requirements, if any.

n The cluster is checked for compliance with specific settings for hosts in the cluster, such as DRS,
HA, and DPM. For example, it may check if vMotion is enabled. The compliance status for the
cluster requirements is updated. This check is performed even if a host profile is not attached to the
cluster.

n If a host profile is attached to the cluster, the cluster is checked for compliance with the host profile.
The compliance status for the host profile is updated.

3 (Optional) Click Description next to the Cluster Requirements for a list of the specific cluster
requirements.

4 (Optional) Click Description next to Host Profiles for a list of the specific host profile compliance
checks.

5 (Optional) Click Change to change the host profile that is attached to the cluster.

6 (Optional) Click Remove to detach the host profile that is attached to the cluster.

If the cluster is not compliant, the profile must be applied separately to each host within the cluster.
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Host Profiles and vSphere Auto Deploy
Host profiles are used to help vSphere Auto Deploy provision physical ESXi hosts with configuration state
information (virtual switches, driver settings, boot parameters, and so on).

Configuration state information cannot be stored directly on a host provisioned with Auto Deploy. Instead,
you can create a reference host and configure it with the settings you want. Then, create a host profile using
this reference host. Auto Deploy can apply the host profile to these hosts so they are configured with these
settings, or you can apply the host profile using the client.

To apply a host profile to a host, the host must be placed into maintenance mode. The user is prompted to
type answers for policies that are specified during host profile creation when the host profile is applied.

A host provisioned with Auto Deploy can be rebooted while the host profile is attached to the host. After
rebooting, values stored in the answer file help the host provisioned with Auto Deploy to apply the profile.
An answer file is created that contains a series of key value pairs for the user input options.

The answer file contains the user input policies for a host profile. The file is created when the profile is
initially applied to a particular host.

NOTE   If you deploy ESXi through host profiles, configure syslog to store logs on a remote server. See "Set
up Syslog from the Host Profiles Interface" in the Installation and Setup documentation for instructions.

See "Setting up an Auto Deploy Reference Host" in the vSphere Auto Deploy documentation for more
information.

Check Answer File Status
The answer file status indicates the state of the answer file. The status of an answer file can be complete,
incomplete, missing, or unknown.

Prerequisites

The answer file status can only be checked when the host profile is atached to a host.

Procedure

u In the host profiles view, click Check Answer File.

The Answer File Status for the host profile is updated. The status indicates one of the following states:

Incomplete The answer file is missing some of the required user input answers.

Complete The answer file has all of the user input answers needed.

Unknown The host and associated profile exist but the status of the answer file is not
known. This is the initial state of an answer file.

Update Answer File
You can update or change the user input parameters for the host profiles policies in the answer file.

Procedure

1 Right-click the host entity and select Update Answer File.

2 When prompted, enter or change the user input parameter, and click Next.

3 Click Update when finished entering changes.
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Import Answer File
You can import a previously exported answer file to associate with a host profile.

Prerequisites

The imported answer file must be associated with at least one host.

Procedure

1 Right-click the host entity and select Import Answer File.

2 Select the answer file to import.

Export Answer File
You can export an answer file so that it can be imported and used by another host profile.

The answer file might contain sensitive information such as passwords and IP addresses. If exported, this
information is vulnerable to unauthorized access. During the export process all passwords are removed
from the answer file. When the answer file is imported, the password information must be re-entered.

Procedure

1 Right-click the host entity and select Export Answer File.

2 Select the location to save the answer file.
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Networking in the vSphere Client 20
When you connect directly to a host or vCenter Server with the vSphere Client, you can view and configure
vSphere standard switches.

This chapter includes the following topics:

n “Networking Limitations in the vSphere Client,” on page 223

n “View Networking Information in the vSphere Client,” on page 224

n “View Network Adapter Information in the vSphere Client,” on page 224

n “Setting Up Networking with vSphere Standard Switches,” on page 225

n “Setting Up Networking with vSphere Distributed Switches,” on page 228

Networking Limitations in the vSphere Client
The network tasks that you can perform when you connect directly to an ESXi host or vCenter Server
system with the vSphere Client are limited.

The following network features are unavailable or read-only in the vSphere Client:

n vSphere vMotion across vCenter Server systems

n vSphere vMotion across large geographical distances

n Network DRS

n DRS anti-affinity rules

n Network I/O control

n Open vSwitch

n Proxy switch autoscale capability

n Opaque networks

n SR-IOV

n LACP

n Multicast

n Multi-instance TCP/IP stack and upgrade

n IPv6 support for ESX architecture, NFS 4.1 storage operations, iSCSI, guest OS customizations, virtual
datacenters

Use the vSphere Web Client as the primary interface for managing the full range of network functions
available in your vSphere 6.0 environment.
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View Networking Information in the vSphere Client
The vSphere Client shows general networking information and information specific to network adapters.

Procedure

1 Log in to the vSphere Client and select the host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 (Optional) Choose the type of networking to view.

Option Description

vSphere Standard Switch Displays vSphere standard switch networking on the host.

vSphere Distributed Switch Displays vSphere distributed switch networking on the host.
 
The vSphere Distributed Switch option appears only on hosts that are connected to one or more
vSphere distributed switches.

Networking information is displayed for each virtual switch on the host.

View Network Adapter Information in the vSphere Client
For each physical network adapter on the host, you can view information such as the speed, duplex, and
observed IP ranges.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 Click the Configuration tab, and click Network Adapters.

The network adapters panel shows the following information.

Table 20‑1.  Network Adapter Parameters

Option Description

Device Name of the network adapter.

Speed Actual speed and duplex of the network adapter.

Configured Configured speed and duplex of the network adapter.

Switch vSphere standard switch or vSphere distributed switch that
the network adapter is associated with.

MAC Address MAC Address of the network adapter.

Observed IP ranges IP addresses that the network adapter is likely to have
access to.

Wake on LAN supported Network adapter ability to support Wake on the LAN.
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Setting Up Networking with vSphere Standard Switches
vSphere standard switches handle network traffic at the host level in a vSphere deployment.

Add a Virtual Machine Port Group
Virtual machine port groups provide networking for virtual machines.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Select the vSphere Standard Switch view.

Standard switches appear in an overview that includes a detailed layout.

4 On the right side of the page, click Add Networking.

5 Accept the default connection type, Virtual Machine, and click Next.

6 Select Create a vSphere standard switch or one of the listed existing standard switches and the
associated physical adapters to use for this port group.

You can create a standard switch with or without Ethernet adapters.

If you create a standard switch without physical network adapters, all traffic on that switch is confined
to that switch. No other hosts on the physical network or virtual machines on other standard switches
can send or receive traffic over this standard switch. You might create a standard switch without
physical network adapters if you want a group of virtual machines to be able to communicate with each
other, but not with other hosts or with virtual machines outside the group.

7 Click Next.

8 In the Port Group Properties group, enter a network label that identifies the port group that you are
creating.

Use network labels to identify migration-compatible connections common to two or more hosts.

9 (Optional) If you are using a VLAN, for VLAN ID, enter a number between 1 and 4094.

If you enter 0 or leave the option blank, the port group detects only untagged (non-VLAN) traffic. If
you enter 4095, the port group can detect traffic on any VLAN while leaving the VLAN tags intact.

10 Click Next.

11 After you determine that the switch is configured correctly, click Finish.

Set Up VMkernel Networking on a vSphere Standard Switch
Create a VMkernel network adapter for use as a vMotion interface or an IP storage port group.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 In the vSphere Standard Switch view, click Add Networking.

4 Select VMkernel and click Next.

5 Select the vSphere standard switch to use, or select Create a vSphere standard switch to create a new
vSphere standard switch.
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6 Select the check boxes for the network adapters for your vSphere standard switch to use.

Select adapters for each vSphere standard switch so that virtual machines or other services that connect
through the adapter can reach the correct Ethernet segment. If no adapters appear under Create a new
vSphere standard switch, all the network adapters in the system are being used by existing vSphere
standard switches or vSphere distributed switches. You can either create a vSphere standard switch
without a network adapter, or select a network adapter that an existing vSphere standard switch uses.

7 Click Next.

8 Select or enter a network label and a VLAN ID.

Option Description

Network Label A name that identifies the port group that you are creating. This is the
label that you specify when you configure VMkernel services such as
vMotion and IP storage and you configure a virtual adapter to be attached
to this port group.

VLAN ID Identifies the VLAN that the port group’s network traffic will use.
 

9 (Optional) Select Use this port group for vMotion to enable this port group to advertise itself to
another host as the network connection through which vMotion traffic should be sent.

10 (Optional) Select Use this port group for fault tolerance logging.

11 (Optional) Select Use this port group for management traffic.

12 If IPv6 is enabled on the host, select IP (Default), IPv6, or IP and IPv6 networking.

This option does not appear on hosts that do not have IPv6 enabled. IPv6 configuration cannot be used
with dependent hardware iSCSI adapters.

13 Click Next.

14 Select how to obtain IP settings.

Option Description

Obtain IP settings automatically Use DHCP to obtain IP settings.

Use the following IP settings Specify IP settings manually.
a Enter the IP address and subnet mask for the VMkernel interface.
b Click Edit to set the VMkernel Default Gateway for VMkernel services,

such as vMotion, NAS, and iSCSI.

On the DNS Configuration tab, the name of the host is entered by
default. The DNS server addresses that were specified during
installation are also preselected, as is the domain.

c Click OK and click Next.
 

15 If you are using IPv6 for the VMkernel interface, select an option for obtaining IPv6 addresses.

Option Description

Obtain IPv6 addresses
automatically through DHCP

Use DHCP to obtain IPv6 addresses.

Obtain IPv6 addresses
automatically through Router
Advertisement

Use router advertisement to obtain IPv6 addresses.

Static IPv6 addresses a Click Add to add a new IPv6 address.
b Enter the IPv6 address and subnet prefix length, and click OK.
c To change the VMkernel default gateway, click Edit.

 
16 Click Next.
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17 Review the information, click Back to change any entries, and click Finish.

View VMkernel Routing Information on a vSphere Standard Switch
You can view IP and IPv6 routing information, such as network, prefix, and gateway, for a VMkernel
network interface on a vSphere standard switch.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 Click Properties for the standard switch associated with the VMkernel interface to view.

3 On the Ports tab, select the VMkernel network adapter to view, and click View Routing Table under IP
Settings or IPv6 Settings.

A routing table that includes network, prefix, and gateway information for the selected VMkernel network
adapter appears.

Change the Number of Ports for a vSphere Standard Switch
A vSphere standard switch serves as a container for port configurations that use a common set of network
adapters, including sets that contain no network adapters at all. Each virtual switch provides a finite
number of ports through which virtual machines and network services can reach one or more networks.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 On the right side of the page, click Properties for the standard switch that you want to edit.

4 Click the Ports tab.

5 Select the standard switch item in the Configuration list, and click Edit.

6 Click the General tab.

7 Choose the number of ports that you want to use from the drop-down menu.

8 Click OK.

What to do next

Changes will not take effect until the system is restarted.

Change the Speed of an Uplink Adapter
You can change the connection speed and duplex of an uplink adapter.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select a standard switch and click Properties.

4 Click the Network Adapters tab.

5 To change the configured speed and duplex value of a network adapter, select the network adapter and
click Edit.
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6 To select the connection speed manually, select the speed and duplex from the drop-down menu.

Choose the connection speed manually if the NIC and a physical switch might fail to negotiate the
proper connection speed. Symptoms of mismatched speed and duplex include low bandwidth or no
link connectivity.

The adapter and the physical switch port it is connected to must be set to the same value, such as auto
and auto or ND and ND, where ND is some speed and duplex, but not auto and ND.

7 Click OK.

Add Uplink Adapters
You can associate multiple adapters to a single vSphere standard switch to provide NIC teaming. The team
can share traffic and provide failover.

Procedure

1 Log in to the ESXi host using the vSphere Client and select the host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select a standard switch and click Properties.

4 Click the Network Adapters tab.

5 Click Add to launch the Add Adapter wizard.

6 Select one or more adapters from the list and click Next.

7 (Optional) To reorder the NICs into a different category, select a NIC and click Move Up and Move
Down.

Option Description

Active Adapters Adapters that the standard switch uses.

Standby Adapters Adapters that become active if one or more of the active adapters fails.
 

8 Click Next.

9 Review the information on the Adapter Summary page, click Back to change any entries, and click
Finish.

The list of network adapters reappears, showing the adapters that the standard switch now claims.

10 Click Close to exit the dialog box.

The Networking section in the Configuration tab shows the network adapters in their designated order
and categories.

Setting Up Networking with vSphere Distributed Switches
With vSphere distributed switches you can set up and configure networking in a vSphere environment.

Add a vSphere Distributed Switch
Create a vSphere distributed switch on a vCenter Server datacenter to handle networking traffic for all
associated hosts on the datacenter.

If your system has complex port group requirements, create a distributed port group rather than a default
port group.
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Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 In the vSphere Client, select the Networking inventory view and select the datacenter.

2 Select Inventory > Datacenter > New vSphere Distributed Switch.

3 Select a vSphere distributed switch version.

Option Description

vSphere Distributed Switch
Version: 4.0

Compatible with ESX/ESXi version 4.0 and later. Features released with
later vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 4.1.0

Compatible with ESX/ESXi version 4.1 and later. Features released with
later vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 5.0.0

Compatible with ESXi version 5.0 and later.

vSphere Distributed Switch
Version: 5.1.0

Compatible with ESXi version 5.1 and later. eatures released with later
vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 5.5.0

Compatible with ESXi version 5.5 and later. eatures released with later
vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 6.0.0

Compatible with ESXi version 6.0 and later.

 
4 Click Next.

5 In the Name text box, type a name for the new vSphere distributed switch.

6 Use the arrow buttons to select the Number of uplink ports, and click Next.

Uplink ports connect the distributed switch to physical NICs on associated hosts. The number of uplink
ports is the maximum number of allowed physical connections to the distributed switch per host.

7 Select whether to add hosts and their physical adapters to the vSphere distributed switch now or later.

If you select Add now, select the hosts and physical adapters to use by clicking the check box next to
each host or adapter. You can only free physical adapters to a vSphere distributed switch during
distributed switch creation.

8 (Optional) Set the maximum number of ports on a host.

a Click View Details for the host.

b Select the maximum number of ports for the host from the drop-down menu.

c Click OK.

9 Click Next.

10 (Optional) Select whether to Automatically create a default port group.

This option creates a distributed port group with default settings.

11 Click Finish.
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What to do next

If you chose to add hosts later, you must add hosts to the distributed switch before adding network
adapters.

Network adapters can be added from the host configuration page of the vSphere Client, using Manage
Hosts, or by using Host Profiles.

Add Hosts to a vSphere Distributed Switch
You can add hosts and physical adapters to a vSphere distributed switch at the distributed switch level after
it is created.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Add Host.

3 Select the hosts to add.

4 Under the selected hosts, select the physical adapters to add and click Next.

You can select physical adapters that are not being used and physical adapters that are being used.

NOTE   Moving a physical adapter to a distributed switch without moving any associated virtual
adapters can cause those virtual adapters to lose network connectivity.

5 For each virtual adapter, select Destination port group and select a port group from the drop-down
menu to migrate the virtual adapter to the distributed switch or select Do not migrate.

6 (Optional) Set the maximum number of ports on a host.

a Click View Details for the host.

b Select the maximum number of ports for the host from the drop-down menu.

c Click OK.

7 Click Next.

8 (Optional) Migrate virtual machine networking to the distributed switch.

a Select Migrate virtual machine networking.

b For each virtual machine, select Destination port group and select a port group from the drop-
down menu or select Do not migrate.

9 Click Next.

10 (Optional) If you need to make any changes, click Back to the appropriate screen.

11 Review the settings for the distributed switch and click Finish.
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Manage Hosts on a vSphere Distributed Switch
You can change the configuration for hosts and physical adapters on a vSphere distributed switch after they
are added to the distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed switch and select Manage Hosts.

3 Select the hosts to manage and click Next.

4 Select the physical adapters to add, deselect the physical adapters to remove, and click Next.

5 For each virtual adapter, select the Destination port group from the drop-down menu to migrate the
virtual adapter to the distributed switch or select Do not migrate.

6 Click Next.

7 Migrate virtual machine networking to the vSphere distributed switch.

a Select Migrate virtual machine networking.

b For each virtual machine, select the Destination port group from the drop-down menu or select Do
not migrate.

8 Click Next.

9 (Optional) If you need to make any changes, click Back to the appropriate screen.

10 Review the settings for the distributed switch, and click Finish.

Set the Number of Ports Per Host on a vSphere Distributed Switch
Set the maximum number of ports on a host to limit the number of distributed ports that can exist on one or
more hosts associated with a vSphere distributed switch.

Procedure

1 Log in to the vCenter Server system using the vSphere Client.

2 Select the host to modify in the inventory pane.

3 On the host Configuration tab, click Networking.

4 Select the vSphere Distributed Switch view.

5 Click Properties next to the vSphere distributed switch to modify.

6 Select the maximum number of ports from the drop-down menu, and click OK.

What to do next

If you are changing the maximum number of ports for a host after the host is added to the distributed
switch, you must restart the host before the new maximum takes effect.
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Edit General vSphere Distributed Switch Settings
You can edit the general settings for a vSphere distributed switch, such as the distributed switch name and
the number of uplink ports on the distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select General to edit the vSphere distributed switch settings.

Option Description

Name Type the name for the distributed switch.

Number of Uplink Ports Select the number of uplink ports for the distributed switch.

Notes Type any notes for the distributed switch.
 

4 (Optional) Edit uplink port names.

a Click Edit uplink names.

b Type new names for one or more uplink ports.

c Click OK.

5 Click OK.

Edit Advanced vSphere Distributed Switch Settings
You can change advanced vSphere distributed switch settings such as Cisco Discovery Protocol and the
maximum MTU for the vSphere distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.
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3 Select Advanced to edit the following vSphere distributed switch settings.

Option Description

Maximum MTU Maximum MTU size for the vSphere distributed switch.

Discovery Protocol Status Choose the status for discovery protocol on the vSphere distributed
switch.
n Enabled. Enabled discovery protocol for the vSphere distributed

switch.
1 Select Cisco Discovery Protocol or Link Layer Discovery Protocol

from the Type drop-down menu.
2 Set Operation to Listen, Advertise, or Both.

n Disabled.

Admin Contact Info Enter the Name and Other Details for the vSphere distributed switch
administrator.

 
4 Click OK.

View Network Adapter Information for a vSphere Distributed Switch
View physical network adapters and uplink assignments for a vSphere distributed switch from the
networking inventory view of the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Network Adapters tab, you can view network adapter and uplink assignments for associated
hosts.

This tab is read-only. Distributed switch network adapters must be configured at the host level.

4 Click OK.

Upgrade a vSphere Distributed Switch to a Newer Version
A vSphere distributed switch version 4.0 or newer can be upgraded to a later version, enabling the
distributed switch to take advantage of features that are only available in the later version.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Summary tab, next to Version, select Upgrade.

The upgrade wizard details the features available to the upgraded distributed switch that are not
available to the earlier version.
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4 Select the vSphere Distribued Switch version to upgrade to.

Option Description

vSphere Distributed Switch
Version: 4.1.0

Compatible with ESX/ESXi version 4.1 and later. Features released with
later vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 5.0.0

Compatible with ESXi version 5.0 and later. Features released with later
vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 5.1.0

Compatible with ESXi version 5.1 and later. Features released with later
vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 5.5.0

Compatible with ESXi version 5.6 and later. Features released with later
vSphere distributed switch versions are not supported.

vSphere Distributed Switch
Version: 6.0.0

Compatible with ESXi version 6.0 and later.

 
5 Click Next.

The upgrade wizard lists the hosts associated with this vSphere distributed switch and whether or not
they are compatible with the upgraded vSphere distributed switch version. You can proceed with the
upgrade only if all hosts are compatible with the new vSphere distributed switch version.

Next to each incompatible host is the reason for the incompatibility.

6 Click Next.

7 Verify that the upgrade information listed is correct and click Finish.

Distributed Port Groups
A distributed port group specifies port configuration options for each member port on a vSphere distributed
switch. Distributed port groups define how a connection is made to a network.

Add a Distributed Port Group
Add a distributed port group to a vSphere distributed switch to create a distributed switch network for your
virtual machines.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane and select New Port Group.

3 Enter a Name and the Number of Ports for your new distributed port group.

4 Select a VLAN Type.

Option Description

None Do not use VLAN.

VLAN In the VLAN ID field, enter a number between 1 and 4094.

VLAN Trunking Enter a VLAN trunk range.

Private VLAN Select a private VLAN entry. If you did not create any private VLANs, this
menu is empty.

 
5 Click Next.
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6 Click Finish.

Edit General Distributed Port Group Settings
You can edit general distributed port group settings such as the distributed port group name and port
group type.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select General to edit the following distributed port group settings.

Option Action

Name Type the name for the distributed port group.

Description Type a brief description of the distributed port group.

Number of Ports Type the number of ports on the distributed port group.

Port binding Choose when ports are assigned to virtual machines connected to this
distributed port group.
n Select Static binding to assign a port to a virtual machine when the

virtual machine connects to the distributed port group. This option is
not available when the vSphere Client is connected directly to ESXi.

n Select Dynamic binding to assign a port to a virtual machine the first
time the virtual machine powers on after it is connected to the
distributed port group. Dynamic binding is deprecated in ESXi 5.x.

n Select Ephemeral for no port binding. This option is not available
when the vSphere Client is connected directly to ESXi.

 
4 Click OK.

Edit Advanced Distributed Port Group Settings
You can edit advanced distributed port group settings, such as override settings and reset at disconnect.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.
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3 Select Advanced to edit the distributed port group properties.

Option Description

Allow override of port policies Select this option to allow distributed port group policies to be overridden
on a per-port level. Click Edit Override Settings to select which policies
can be overridden at the port level.

Edit Override Settings Select which policies can be overridden at the port level.

Configure reset at disconnect When a distributed port is disconnected from a virtual machine, the
configuration of the distributed port is reset to the distributed port group
setting. Any per-port overrides are discarded.

 
4 Click OK.

Monitor Distributed Port State
vSphere can monitor distributed ports and provide information on the current state of each port and the
port's runtime statistics.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, click Start Monitoring Port State.

The table on the Ports tab for the distributed switch now displays runtime statistics for each distributed
port, including broadcast, multicast, and unicast ingress and egress traffic and packets.

The State column displays the current state for each distributed port.

Table 20‑2.  Distributed Port States

State Description

Link Up The link for this distributed port is up.

Link Down The link for this distributed port is down.

Blocked This distributed port is blocked.

-- The state of this distributed port is currently unavailable.

Configure Distributed Port Settings
You can change general distributed port settings such as the port name and description.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click General.
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5 Modify the port name and description.

6 Click OK.

Private VLANs
Private VLANs are used to solve VLAN ID limitations and waste of IP addresses for certain network setups.

A private VLAN is identified by its primary VLAN ID. A primary VLAN ID can have multiple secondary
VLAN IDs associated with it. Primary VLANs are Promiscuous, so that ports on a private VLAN can
communicate with ports configured as the primary VLAN. Ports on a secondary VLAN can be either
Isolated, communicating only with promiscuous ports, or Community, communicating with both
promiscuous ports and other ports on the same secondary VLAN.

To use private VLANs between a host and the rest of the physical network, the physical switch connected to
the host needs to be private VLAN-capable and configured with the VLAN IDs being used by ESXi for the
private VLAN functionality. For physical switches using dynamic MAC+VLAN ID based learning, all
corresponding private VLAN IDs must be first entered into the switch's VLAN database.

Create a Private VLAN
You can create a private VLAN for use on a vSphere distributed switch and its associated distributed ports.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select the Private VLAN tab.

4 Under Primary Private VLAN ID, click [Enter a Private VLAN ID here], and enter the number of the
primary private VLAN.

5 Click anywhere in the dialog box, and then select the primary private VLAN that you just added.

The primary private VLAN you added appears under Secondary Private VLAN ID.

6 For each new secondary private VLAN, click [Enter a Private VLAN ID here] under Secondary Private
VLAN ID, and enter the number of the secondary private VLAN.

7 Click anywhere in the dialog box, select the secondary private VLAN that you just added, and select
either Isolated or Community for the port type.

8 Click OK.

Remove a Primary Private VLAN
Remove unused primary private VLANs from the networking inventory view of the vSphere Client.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

n Before removing a private VLAN, be sure that no port groups are configured to use it.
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Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select the Private VLAN tab.

4 Select the primary private VLAN to remove.

5 Click Remove under Primary Private VLAN ID, and click OK.

Removing a primary private VLAN also removes all associated secondary private VLANs.

Remove a Secondary Private VLAN
Remove unused secondary private VLANs from the networking inventory view of the vSphere Client.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that you have sufficient permissions to edit a distributed switch.

n Before removing a private VLAN, be sure that no port groups are configured to use it.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Select the Private VLAN tab.

4 Select a primary private VLAN to display its associated secondary private VLANs.

5 Select the secondary private VLAN to remove.

6 Click Remove under Secondary Private VLAN ID, and click OK.

Managing Physical Adapters
For each host associated with a vSphere distributed switch, you must assign physical network adapters, or
uplinks, to the vSphere distributed switch. You can assign one uplink on each host per uplink port on the
vSphere distributed switch.

Add an Uplink to a vSphere Distributed Switch
For each host associated with a vSphere distributed switch, you must assign at least one physical network
adapter, or uplink, to the vSphere distributed switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Physical Adapters.

5 Click Click to Add NIC for the uplink port to add an uplink to.
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6 Select the physical adapter to add.

If you select an adapter that is attached to another switch, it will be removed from that switch and
reassigned to this vSphere distributed switch.

7 Click OK.

Remove an Uplink from a vSphere Distributed Switch
You can remove an uplink, or physical network adapter, from a vSphere distributed switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Physical Adapters.

5 Click Remove to remove the uplink from the vSphere distributed switch.

6 Click OK.

Remove NICs from Active Virtual Machines
When you remove NICs from active virtual machines, you may still see the NICs you removed reported in
the vSphere Client.

Remove NICs from an active virtual machine without a guest operating system installed

You cannot remove NICs from an active virtual machine if the virtual machine has no operating system
installed.

The vSphere Client might report that the NIC has been removed, but you will continue to see it attached to
the virtual machine.

Remove NICs from an active virtual machine with a guest operating system installed

You can remove a NIC from an active virtual machine, but it might not be reported to the vSphere Client for
some time. If you open Edit Settings for the virtual machine, you might still see the NIC that you removed
listed, even when the task is complete. The Edit Settings dialog box for the virtual machine does not
immediately display the removed NIC.

You may also still see the NIC attached to the virtual machine if the guest operating system of the virtual
machine does not support hot-removal of NICs.

Managing Virtual Network Adapters
Virtual network adapters handle host network services over a vSphere distributed switch.

You can configure VMkernel virtual adapters for a host through an associated vSphere distributed switch
either by creating new virtual adapters or migrating existing virtual adapters.
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Create a VMkernel Network Adapter on a vSphere Distributed Switch
Create a VMkernel network adapter for use as a vMotion interface or an IP storage port group.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Virtual Adapters.

5 Click Add.

6 Select New virtual adapter, and click Next.

7 Select VMkernel and click Next.

8 Choose a distributed port or distributed port group connection for the virtual adapter.

Option Description

Select a port group Choose the distributed port group for the virtual adapter to connect to
from the drop-down menu.

Select port Type the port ID of the distributed port for the virtual network adapter to
connect to.

 
9 Select Use this virtual adapter for vMotion to enable this port group to advertise itself to another ESXi

host as the network connection where vMotion traffic is sent.

You can enable this property for only one vMotion and IP storage port group for each host. If this
property is not enabled for any port group, migration with vMotion to this host is not possible.

10 Choose whether to Use this virtual adapter for Fault Tolerance logging.

11 Choose whether to Use this virtual adapter for management traffic, and click Next.

12 Under IP Settings, specify the IP address and subnet mask.

IPv6 cannot be used with a dependent hardware iSCSI adapter.

13 Click Edit to set the VMkernel default gateway for VMkernel services, such as vMotion, NAS, and
iSCSI.

14 On the DNS Configuration tab, the name of the host is entered by default. The DNS server addresses
and domain that were specified during installation are also preselected.

15 On the Routing tab, enter gateway information for the VMkernel. A gateway is needed for connectivity
to machines not on the same IP subnet as the VMkernel.

Static IP settings is the default. Do not use routing with software iSCSI Multipathing configurations or
dependent hardware iSCSI adapters.

16 Click OK, and then click Next.

17 Click Finish.
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Migrate an Existing Virtual Adapter to a vSphere Distributed Switch
You can migrate an existing virtual adapter from a vSphere standard switch to a vSphere distributed switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Virtual Adapters.

5 Click Add.

6 Select Migrate existing virtual network adapters and click Next.

7 Select one or more virtual network adapters to migrate.

8 For each selected adapter, choose a port group from the Select a port group drop-down menu.

9 Click Next.

10 Click Finish.

Migrate a Virtual Adapter to a vSphere Standard Switch
You can migrate an existing virtual adapter from a vSphere distributed switch to a vSphere standard switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Virtual Adapters.

5 Select the virtual adapter to migrate, and click Migrate.

6 Select the standard switch to migrate the adapter to and click Next.

7 Enter a Network Label and optionally a VLAN ID for the virtual adapter, and click Next.

8 Click Finish to migrate the virtual adapter and complete the wizard.

Edit VMkernel Configuration on a vSphere Distributed Switch
You can edit a VMkernel virtual network adapter on a vSphere distributed switch to change the IP settings,
such as IP address, subnet mask, default gateway, and DNS configuration. You can also select whether the
virtual adapter is used for vMotion or fault tolerance logging.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Virtual Adapters.

5 Select the VMkernel adapter to modify and click Edit.

6 Under Network Connection, select vSphere Distributed Switch and Port Group or Port to add this
virtual adapter to.

7 Select Use this virtual adapter for vMotion to enable this port group to advertise itself to another host
as the network connection that vMotion traffic should be sent through.

You can enable this property for only one vMotion and IP storage port group for each host. If this
property is not enabled for any port group, migration with vMotion to this host is not possible.

8 (Optional) Select Use this virtual adapter for fault tolerance logging.

9 (Optional) Select Use this virtual adapter for management traffic.

10 Under IP Settings, specify the IP Address and Subnet Mask, or select Obtain IP settings
automatically .

11 Click Edit to set the VMkernel Default Gateway for VMkernel services, such as vMotion, NAS, and
iSCSI.

On the DNS Configuration tab, the name of the host appears in the name field by default. The DNS
server addresses that were specified during installation are also preselected, as is the domain.

On the Routing tab, a gateway is needed for connectivity to machines not on the same IP subnet as the
VMkernel.

Static IP settings is the default.

12 Use the up and down arrows to set the MTU for the VMkernel adapter.

13 Click OK.

View VMkernel Routing Information on a vSphere Distributed Switch
You can view IP and IPv6 routing information, such as network, prefix, and gateway, for a VMkernel
network adapter on a vSphere distributed switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 In the vSphere Distributed Switch view, click Manage Virtual Adapters.

4 Select the VMkernel adapter to view, and click View Routing Table under IP Settings or IPv6 Settings.

A routing table that includes network, prefix, and gateway information for the selected VMkernel adapter
appears.
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Remove a Virtual Adapter
Remove a virtual network adapter from a vSphere distributed switch in the Manage Virtual Adapters dialog
box.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select the vSphere Distributed Switch view.

4 Click Manage Virtual Adapters.

5 Select the virtual adapter to remove and click Remove.

A dialog box appears with the message, Are you sure you want to remove adapter name?

6 Click Yes.

Configuring Virtual Machine Networking on a vSphere Distributed Switch
Connect virtual machines to a vSphere distributed switch either by configuring an individual virtual
machine NIC or migrating groups of virtual machines from the vSphere distributed switch itself.

Connect virtual machines to vSphere distributed switches by connecting their associated virtual network
adapters to distributed port groups. You can do this either for an individual virtual machine by modifying
the virtual machine’s network adapter configuration, or for a group of virtual machines by migrating virtual
machines from an existing virtual network to a vSphere distributed switch.

Migrate Virtual Machines to Or from a vSphere Distributed Switch
In addition to connecting virtual machines to a distributed switch at the individual virtual machine level,
you can migrate a group of virtual machines between a vSphere distributed switch network and a vSphere
standard switch network.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the datacenter and select Migrate Virtual Machine Networking.

The Migrate Virtual Machine Networking wizard appears.
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3 Select a Source Network to migrate adapters from.

Option Description

Include all virtual machine network
adapters that are connected to the
following network (Filter by
Network)

Migrates virtual machine network adapters from a particular network.
Select the source network from the Network drop-down menu.

Include all virtual machine network
adapters that are connected to the
following network (Filter by VDS)

Migrates virtual machine network adapters from a network on a particular
vSphere distributed switch. To migrate from a network, select Switch and
Network from the drop-down menus.

Include all virtual machine network
adapters that are not connected to
any network

Migrates virtual machine network adapters that are not connected to any
network.

 
4 Select a Destination Network to migrate adapters to.

Option Description

Filter by Network Migrates virtual machine network adapters to a particular network. Select
the destination network from the Network drop-down menu.

Filter by VDS Migrates virtual machine network adapters to a network on a particular
vSphere Distritubed Switch. To migrate to a network, select Switch and
Network from the drop-down menus.

 
5 Click Next.

6 (Optional) Highlight a virtual machine or adapter to view their details.

7 Select the virtual machines and adapters to migrate to the destination network and click Next.

8 Verify that the source network, destination network, and number of virtual machines to migrate are
correct and click OK.

Connect an Individual Virtual Machine to a Distributed Port Group
Connect an individual virtual machine to a vSphere distributed switch by modifying the virtual machine's
NIC configuration.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the virtual machine from the inventory panel.

2 On the Summary tab, click Edit Settings.

3 On the Hardware tab, select the virtual network adapter.

4 Select the distributed port group to migrate to from the Network Label drop-down menu, and click
OK.
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Managing Network Resources 21
vSphere provides several different methods to help you manage your network resources.

This chapter includes the following topics:

n “vSphere Network I/O Control,” on page 245

n “TCP Segmentation Offload and Jumbo Frames,” on page 248

n “DirectPath I/O,” on page 250

n “Single Root I/O Virtualization (SR-IOV),” on page 252

vSphere Network I/O Control
Use vSphere Network I/O Control to allocate network bandwidth to business-critical applications and to
resolve situations where several types of traffic compete for common resources.

Enable Network I/O Control on a vSphere Distributed Switch
Enable network resource management to use network resource pools to prioritize network traffic by type.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Verify that your datacenter has at least one vSphere distributed switch version 4.1.0 or later.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Resource Allocation tab, click Properties.

4 Select Enable Network I/O Control on this vSphere ditributed switch, and click OK.

Create a Network Resource Pool
Create user-defined network resource pools for customized network resource management.

User-defined network resource pools are available only on vSphere distributed switches version 5.0.0 or
later.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Resource Allocationtab, click New Network Resource Pool.

4 Type a Name for the network resource pool.

5 (Optional) Type a Description for the network resource pool.

6 Select the Physical adapter shares for the network resource pool.

Option Description

Custom Type a specific number of shares, from 1 to 100, for this network resource
pool.

High Sets the shares for this resource pool to 100.

Normal Sets the shares for this resource pool to 50.

Low Sets the shares for this resource pool to 25.
 

7 Set the Host limit for the network resource pool in megabits per second or select Unlimited.

8 (Optional) Select the QoS priority tag for the network resource pool.

9 Click OK.

The new resource pool appears on the Resource Allocation tab under User-defined network resource pools.

What to do next

Add one or more distributed port groups to the network resource pool.

Add or Remove Distributed Port Groups from a Network Resource Pool
Add a distributed port group to a user-defined network resource pool to include in the network resource
pool all virtual machine network traffic from that distributed port group.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Create one or more network resource pools on the vSphere distributed switch.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Resource Allocation tab, click Manage Port Groups.

4 (Optional) Select the user-defined network resource pool to associate with a single distributed port
group from the Network resource pool drop-down menu or select None to remove that distributed port
group from a user-defined resource pool.

5 (Optional) Select the user-defined network resource pool to associate with multiple distributed port
groups.

a Hold Ctrl to select multiple distributed port groups to modify, and click Assign multiple.

b Select the user-defined network resource pool to associate with the distributed port groups from
the Network Resource Pool drop-down menu, or select None to remove the distributed port
groups from all user-defined resource pools.
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6 Click OK.

Edit Network Resource Pool Settings
You can change network resource pool settings such as allocated shares and limits for each network
resource pool to change the priority network traffic for that network resource pool is given.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Resource Allocation tab, right-click the network resource pool to edit, and select Edit Settings.

4 Select the Physical adapter shares for the network resource pool.

Option Description

Custom Enter a specific number of shares, from 1 to 100, for this network resource
pool.

High Sets the shares for this resource pool to 100.

Normal Sets the shares for this resource pool to 50.

Low Sets the shares for this resource pool to 25.
 

5 Set the Host limit for the network resource pool in megabits per second or select Unlimited.

6 (Optional) Select the QoS priority tag from the drop-down menu.

The QoS priority tag specifies an IEEE 802.1p tag, allowing quality of service at the media access control
level

7 Click OK.

Delete a Network Resource Pool
You can delete user-defined network resource pools that are no longer in use.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Remove all distributed port groups from the network resource pool.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Resource Allocation tab, right-click the user-defined network resource pool to delete, and select
Remove.

4 Click Yes.

Chapter 21 Managing Network Resources

VMware, Inc.  247



TCP Segmentation Offload and Jumbo Frames
Using TCP Segmentation Offload (TSO) in a VMkernel network adapter and virtual machines, and jumbo
frames on a vSphere distributed switch or vSphere standard switch, improves the network performance in
virtual machines and infrastructure workloads.

Enable TSO Support for a Virtual Machine
You can enable TSO support on a virtual machine by using an enhanced vmxnet adapter for that virtual
machine.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the virtual machine from the inventory panel.

2 Click the Summary tab, and click Edit Settings.

3 Select the network adapter from the Hardware list.

4 Record the network settings and MAC address that the network adapter is using.

5 Click Remove to remove the network adapter from the virtual machine.

6 Click Add.

7 Select Ethernet Adapter and click Next.

8 In the Adapter Type group, select Enhanced vmxnet.

9 Select the network setting and MAC address that the old network adapter was using and click Next.

10 Click Finish and then click OK.

11 If the virtual machine is not set to upgrade VMware Tools at each power on, you must upgrade
VMware Tools manually.

TSO is enabled on a VMkernel interface. If TSO becomes disabled for a particular VMkernel interface, the
only way to enable TSO is to delete that VMkernel interface and recreate it with TSO enabled.

Enable Jumbo Frames for a VMkernel Interface on a vSphere Standard Switch
Jumbo frames reduce the CPU load caused by transferring data. Enable jumbo frames on a VMkernel
network interface by changing the maximum transmission units (MTU) of the VMkernel interface.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Click Properties for the vSphere standard switch associated with the VMkernel to modify.

4 On the Ports tab, select the VMkernel interface and click Edit.

5 Set the MTU to 9000, and click OK.
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Enable Jumbo Frames on a vSphere Distributed Switch
Enable a vSphere distributed switch for jumbo frames by changing the MTU size for that distributed switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Properties tab, select Advanced.

4 Set the Maximum MTU to the largest MTU size among all the virtual network adapters connected to
the vSphere distributed switch, and click OK.

Enable Jumbo Frame Support on a Virtual Machine
Enabling jumbo frame support on a virtual machine requires an enhanced vmxnet adapter for that virtual
machine.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the virtual machine from the inventory panel.

2 Click the Summary tab, and click Edit Settings.

3 Select the network adapter from the Hardware list.

4 Record the network settings and MAC address that the network adapter is using.

5 Click Remove to remove the network adapter from the virtual machine.

6 Click Add.

7 Select Ethernet Adapter and click Next.

8 In the Adapter Type group, select Enhanced vmxnet.

9 Select the network that the old network adapter was using and click Next.

10 Click Finish.

11 Select the new network adapter from the Hardware list.

12 Under MAC Address, select Manual, and enter the MAC address that the old network adapter was
using.

13 Click OK.

14 Check that the Enhanced vmxnet adapter is connected to a standard switch or distributed switch with
jumbo frames enabled.

15 Inside the guest operating system, configure the network adapter to allow jumbo frames.

See your guest operating system’s documentation for details.

16 Configure all physical switches and any physical or virtual machines to which this virtual machine
connects to support jumbo frames.
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DirectPath I/O
DirectPath I/O allows virtual machine access to physical PCI functions on platforms with an I/O Memory
Management Unit.

The following features are unavailable for virtual machines configured with DirectPath:

n Hot adding and removing of virtual devices

n Suspend and resume

n Record and replay

n Fault tolerance

n High availability

n DRS (limited availability. The virtual machine can be part of a cluster, but cannot migrate across hosts)

n Snapshots

The following features are only available for virtual machines configured with DirectPath I/O on Cisco
Unified Computing Systems (UCS) through Cisco Virtual Machine Fabric Extender (VM-FEX) distributed
switches.

n vMotion

n Hot adding and removing of virtual devices

n Suspend and resume

n High availability

n DRS

n Snapshots

See Cisco VM-FEX documentation for details on supported switches and switch configuration information.

Configure Passthrough Devices on a Host
You can configure passthrough networking devices on a host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a host from the inventory panel of the vSphere Client.

2 On the Configuration tab, click Advanced Settings.

The Passthrough Configuration page appears, listing all available passthrough devices. A green icon
indicates that a device is enabled and active. An orange icon indicates that the state of the device has
changed and the host must be rebooted before the device can be used.

3 Click Edit.

4 Select the devices to be used for passthrough and click OK.
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Configure a PCI Device on a Virtual Machine
You can configure a passthrough PCI device on a virtual machine.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a virtual machine from the inventory panel of the vSphere Client.

2 From the Inventory menu, select Virtual Machine > Edit Settings.

3 On the Hardware tab, click Add.

4 Select PCI Device and click Next.

5 Select the passthrough device to use, and click Next.

6 Click Finish.

Adding a DirectPath device to a virtual machine sets memory reservation to the memory size of the virtual
machine.

Enable DirectPath I/O with vMotion on a Virtual Machine
You can enable DirectPath I/O with vMotion for virtual machines in a datacenter on a Cisco UCS system
that has at least one supported Cisco UCS Virtual Machine Fabric Extender (VM-FEX) distributed switch.

Prerequisites

n Enable high performance network I/O on at least one Cisco UCS port profile on a supported Cisco VM-
FEX distributed switch. For supported switches and switch configuration, see Cisco's documentation at 
http://www.cisco.com/go/unifiedcomputing/b-series-doc.

Launch the vSphere Client and log in to a vCenter Server system.

n Power off the virtual machine.

Procedure

1 Log in to the vSphere Client and select the VMs and Templates inventory view.

2 Right-click the virtual machine to modify and click Edit Settings.

3 On the Resources tab, select Memory.

4 Select Unlimited.

5 On the Hardware tab, select the network adapter to configure as a passthrough device.

6 Select a port profile with high performance enabled from the network label drop-down menu, and click
OK.

7 Power on the virtual machine.

After the virtual machine is powered on, DirectPath I/O appears as Active on the Hardware tab of the
virtual machine properties dialog box.
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Single Root I/O Virtualization (SR-IOV)
vSphere 5.1 and later releases support Single Root I/O Virtualization (SR-IOV). You can use SR-IOV for
networking of virtual machines that are latency sensitive or require more CPU resources.

Overview of SR-IOV
SR-IOV is a specification that allows a single Peripheral Component Interconnect Express (PCIe) physical
device under a single root port to appear as multiple separate physical devices to the hypervisor or the guest
operating system.

SR-IOV uses physical functions (PFs) and virtual functions (VFs) to manage global functions for the SR-IOV
devices. PFs are full PCIe functions that are capable of configuring and managing the SR-IOV functionality.
It is possible to configure or control PCIe devices using PFs, and the PF has full ability to move data in and
out of the device. VFs are lightweight PCIe functions that support data flowing but have a restricted set of
configuration resources.

The number of virtual functions provided to the hypervisor or the guest operating system depends on the
device. SR-IOV enabled PCIe devices require appropriate BIOS and hardware support, as well as SR-IOV
support in the guest operating system driver or hypervisor instance. See the vSphere Networking publication
for more information.

Using SR-IOV in vSphere
In vSphere, a virtual machine can use an SR-IOV virtual function for networking. The virtual machine and
the physical adapter exchange data directly without using the VMkernel as an intermediary. Bypassing the
VMkernel for networking reduces latency and improves CPU efficiency.

In vSphere 5.5 and later, though a virtual switch (standard switch or distributed switch) does not handle the
network traffic of an SR-IOV enabled virtual machine connected to the switch, you can control the assigned
virtual functions by using switch configuration policies at port group or port level.

Configure SR-IOV in a Host Profile
Before you can connect a virtual machine to a virtual function, you must configure the virtual functions of
the physical NIC on your host by using a host profile.

You can also enable SR-IOV virtual functions on the host by using the esxcli system module parameters
set vCLI command on the NIC driver parameter for virtual functions in accordance with the driver
documentation. For more information about using vCLI commands, see vSphere Command-Line Interface
Documentation.

Prerequisites

n Verify that the configuration of your environment supports SR-IOV. See SR-IOV Support.

n Create a host profile using the SR-IOV capable host as a reference. For more information about host
profiles, see the vSphere Host Profiles documentation.

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, click Home and select the Host Profiles main view.

2 Select the host profile from the list and click Edit Profile.

3 Expand Kernel Module Configuration > Kernel Module and select the kernel module for the physical
function driver.
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4 Expand Kernel Module Parameter and select the parameter of the physical function driver for creating
virtual functions.

For example, the parameter for the physical function driver of an Intel physical NIC is max_vfs.

5 Click Edit.

6 In the Value text box, type a comma-separated list of valid virtual function numbers.

Each list entry is the number of virtual functions that you want to configure for each physical function.
A value of 0 means SR-IOV will not be enabled for that physical function.

For example, if you have a dual port, set the value to

x,y

where x or y is the number of virtual functions you want to enable for a single port.

If the target number of virtual functions on a single host is 30, you might have two dual port cards set to
0,10,10,10.

NOTE   The number of virtual functions supported and available for configuration depends on your
system configuration.

7 Click OK.

8 Remediate the modified host profile to the target host.

After the virtual functions become enabled on the host, the physical NIC no longer shows up as a host
network adapter in the Network Adapters list within the Configuration tab for the host. It appears in the
Advanced Settings list for the host.

What to do next

Associate a virtual function with a virtual machine as a PCI device for networking through Direct Path I/O.

Assign a Virtual Function to a Virtual Machine
To ensure that a virtual machine and a physical NIC can exchange data, you must associate a virtual
machine with one or more virtual functions.

After you enable the virtual functions on the host, each of them becomes available as a PCI device.

Launch the vSphere Client and log in to a vCenter Server system.

Prerequisites

n Verify that the configuration of your environment supports SR-IOV. See SR-IOV Support.

n Verify that the virtual functions exist on the host.

n Verify that the passthrough networking device for the virtual function is active on the host.

Procedure

1 Select a virtual machine from the inventory panel of the vSphere Client.

2 Power off the virtual machine.

3 From the Inventory menu, select Virtual Machine > Edit Settings.

4 On the Resources tab, select Memory.

5 Select Unlimited.

6 On the Hardware tab, click Add.

7 Select PCI Device and click Next.
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8 From the drop-down menu select the virtual function.

9 Click Finish.

10 Power on the virtual machine.

Adding a virtual function as a PCI device to a virtual machine sets memory reservation to the memory size
of the virtual machine.

Configure the Passthrough Device for a Virtual Function
After you configure a virtual machine with a virtual function as a PCI device, you can configure the virtual
function with a static MAC address and a default VLAN with the help of the vSphere Client.

In the virtual machine configuration .vmx file, you can assign a static MAC address and a default VLAN to
the virtual function.

Prerequisites

Verify that the virtual function is assigned to the virtual machine as a PCI device.

Procedure

1 Select a virtual machine from the inventory panel of the vSphere Client.

2 Power off the virtual machine.

3 From the Inventory menu, select Virtual Machine > Edit Settings.

4 Click the Options tab and under Advanced select General.

5 Click Configuration.

6 To assign a static MAC address, add or edit the following parameters.

Parameter Value

pciPassthruX.MACAddressType static

pciPassthruX.MACAddress MAC_address_of_the_virtual_function

X next to pciPassthru stands for the sequence number of the PCI device in the virtual machine. For
example, 0 in pciPassthru0 represents the settings of the PCI device added first to the virtual machine.

7 To assign a default VLAN, add or edit the pciPassthruX.defaultVlan parameter according to the
following value guidelines. X next to pciPassthru stands for the sequence number of the PCI device in
the virtual machine.

Option Description

0 Allow no VLAN and do NOT allow guest VLAN tagging. In this way,
administratively disallow guest VLAN tagging.

1-4095 Allow tagged only and do NOT allow guest VLAN tagging.

No entry Allow untagged only and allow guest VLAN tagging.
 

8 Click OK.

9 Power on the virtual machine.
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Networking Policies 22
Policies set at the standard switch or distributed port group level apply to all of the port groups on the
standard switch or to ports in the distributed port group. The exceptions are the configuration options that
are overridden at the standard port group or distributed port level.

This chapter includes the following topics:

n “Applying Networking Policies on a vSphere Standard or Distributed Switch,” on page 255

n “Teaming and Failover Policy,” on page 257

n “VLAN Policy,” on page 265

n “Security Policy,” on page 267

n “Traffic Shaping Policy,” on page 271

n “Resource Allocation Policy,” on page 275

n “Monitoring Policy,” on page 276

n “Port Blocking Policies,” on page 277

n “Manage Policies for Multiple Port Groups on a vSphere Distributed Switch,” on page 277

Applying Networking Policies on a vSphere Standard or Distributed
Switch

You apply networking policies differently on vSphere Standard Switches and vSphere Distributed Switches.
Not all policies that are available for a vSphere Distributed Switch are also available for a vSphere Standard
Switch.

Table 22‑1.  Virtual Switch Objects Where Policies Apply

Virtual Switch Virtual Switch Object Description

vSphere Standard Switch Entire switch When you apply policies on the entire standard
switch, the policies are propagated to all standard
port groups on the switch.

Standard port group You can apply different policies on individual port
groups by overriding the policies that are
inherited from the switch.

vSphere Distributed Switch Distributed port group When you apply policies on a distributed port
group, the policies are propagated to all ports in
the group.

Distributed port You can apply different policies on individual
distributed ports by overriding the policies that
are inherited from the distributed port group.
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Table 22‑1.  Virtual Switch Objects Where Policies Apply (Continued)

Virtual Switch Virtual Switch Object Description

Uplink port group You can apply policies at uplink port group level,
and the are policies are propagated to all ports in
the group.

Uplink port You can apply different policies on individual
uplink ports by overriding the policies that are
inherited from the uplink port group.

Table 22‑2.  Policies Available for a vSphere Standard Switch and vSphere Distributed Switch

Policy
Standard
Switch

Distributed
Switch Description

Teaming and
failover

Yes Yes Lets you configure the physical NICs that handle the network
traffic for a standard switch, standard port group, distributed port
group, or distributed port. You arrange the physical NICs in a
failover order and apply different load balancing policies over
them.

Security Yes Yes Provides protection of traffic against MAC address impersonation
and unwanted port scanning. The networking security policy is
implemented in Layer 2 of the networking protocol stack.

Traffic shaping Yes Yes Lets you restrict the network bandwidth that is available to ports,
but also to allow bursts of traffic to flow through at higher speeds.
ESXi shapes outbound network traffic on standard switches and
inbound and outbound traffic on distributed switches.

VLAN Yes Yes Lets you configure the VLAN tagging for a standard or
distributed switch. You can configure External Switch
Tagging(EST), Virtual Switch Tagging (VST), and Virtual Guest
Tagging (VGT).

Monitoring No Yes Enables and disables NetFlow monitoring on a distributed port or
port group.

Traffic filtering and
marking

No Yes Lest you protect the virtual network from unwanted traffic and
security attacks or apply a QoS tag to a certain traffic type.

Resources
allocation

No Yes Lets you associate a distributed port or port group with a user-
defined network resource pool. In this way, you can better control
the bandwidth that is available to the port or port group. You can
use the resource allocation policy with vSphere Network I/O
Control version 2 and 3.

Port blocking No Yes Lets you selectively block ports from sending and receiving data.
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Teaming and Failover Policy
NIC teaming lets you increase the network capacity of a virtual switch by including two or more physical
NICs in a team. To determine how the traffic is rerouted in case of adapter failure, you include physical
NICs in a failover order. To determine how the virtual switch distributes the network traffic between the
physical NICs in a team, you select load balancing algorithms depending on the needs and capabilities of
your environment.

NIC Teaming Policy
You can use NIC teaming to connect a virtual switch to multiple physical NICs on a host to increase the
network bandwidth of the switch and to provide redundancy. A NIC team can distribute the traffic between
its members and provide passive failover in case of adapter failure or network outage. You set NIC teaming
policies at virtual switch or port group level for a vSphere Standard Switch and at a port group or port level
for a vSphere Distributed Switch.

NOTE   All ports on the physical switch in the same team must be in the same Layer 2 broadcast domain.

Load Balancing Policy
The Load Balancing policy determines how network traffic is distributed between the network adapters in a
NIC team. vSphere virtual switches load balance only the outgoing traffic. Incoming traffic is controlled by
the load balancing policy on the physical switch.

For more information about each load balancing algorithm, see the vSphere Networking publication.

Network Failure Detection Policy
You can specify one of the following methods that a virtual switch uses for failover detection.

Link status only Relies only on the link status that the network adapter provides. Detects
failures, such as removed cables and physical switch power failures.
However, link status does not detect the following configuration errors:

n Physical switch port that is blocked by spanning tree or is misconfigured
to the wrong VLAN .

n Pulled cable that connects a physical switch to another networking
devices, for example, an upstream switch .

Beacon probing Sends out and listens for Ethernet broadcast frames, or beacon probes, that
physical NICs send to detect link failure in all physical NICs in a team. ESXi
hosts send beacon packets every second. Beacon probing is most useful to
detect failures in the closest physical switch to the ESXi host, where the
failure does not cause a link-down event for the host.

Use beacon probing with three or more NICs in a team because ESXi can
detect failures of a single adapter. If only two NICs are assigned and one of
them loses connectivity, the switch cannot determine which NIC needs to be
taken out of service because both do not receive beacons and as a result all
packets sent to both uplinks. Using at least three NICs in such a team allows
for n-2 failures where n is the number of NICs in the team before reaching an
ambiguous situation.
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Failback Policy
By default, a failback policy is enabled on a NIC team. If a failed physical NIC returns online, the virtual
switch sets the NIC back to active by replacing the standby NIC that took over its slot.

If the physical NIC that stands first in the failover order experiences intermittent failures, the failback policy
might lead to frequent changes in the NIC that is used. The physical switch sees frequent changes in MAC
addresses, and the physical switch port might not accept traffic immediately when an adapter becomes
online. To minimize such delays, you might consider changing the following settings on the physical switch:

n Disable Spanning Tree Protocol (STP) on physical NICs that are connected to ESXi hosts .

n For Cisco based networks, enable PortFast mode for access interfaces or PortfFast trunk mode for trunk
interfaces. This might save about 30 seconds during the initialization of the physical switch port.

n Disable the trunking negotiation.

Notify Switches Policy
By using the notify switches policy, you can determine how the ESXi host communicates failover events.
When a physical NIC connects to the virtual switch or when traffic is rerouted to a different physical NIC in
the team, the virtual switch sends notifications over the network to update the lookup tables on physical
switches. Notifying the physical switch offers lowest latency when a failover or a migration with vSphere
vMotion occurs.

Edit Failover and Load Balancing Policy for a vSphere Standard Switch
Use Load Balancing and Failover policies to determine how network traffic is distributed between adapters
and how to reroute traffic in the event of an adapter failure.

The Failover and Load Balancing policies include the following parameters:

n Load Balancing policy: The Load Balancing policy determines how outgoing traffic is distributed
among the network adapters assigned to a standard switch. Incoming traffic is controlled by the Load
Balancing policy on the physical switch.

n Failover Detection: Link Status/Beacon Probing

n Network Adapter Order (Active/Standby)

In some cases, you might lose standard switch connectivity when a failover or failback event occurs. This
causes the MAC addresses used by virtual machines associated with that standard switch to appear on a
different switch port than they previously did. To avoid this problem, put your physical switch in portfast
or portfast trunk mode.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select a standard switch and click Properties.

4 Click the Ports tab.

5 To edit the Failover and Load Balancing values, select the standard switch item and click Edit.
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6 Click the NIC Teaming tab.

You can override the failover order at the port group level. By default, new adapters are active for all
policies. New adapters carry traffic for the standard switch and its port group unless you specify
otherwise.

7 In the Load Balancing list, select an option for how to select an uplink.

Option Description

Route based on the originating port
ID

Select an uplink based on the virtual port where the traffic entered the
standard switch.

Route based on ip hash Select an uplink based on a hash of the source and destination IP addresses
of each packet. For non-IP packets, whatever is at those offsets is used to
compute the hash.

Route based on source MAC hash Select an uplink based on a hash of the source Ethernet.

Use explicit failover order Always use the highest order uplink from the list of Active adapters that
passes failover detection criteria.

 
8 In the Network failover detection list, select the option to use for failover detection.

Option Description

Link Status only Relies solely on the link status that the network adapter provides. This
option detects failures, such as cable pulls and physical switch power
failures, but not configuration errors, such as a physical switch port being
blocked by spanning tree or misconfigured to the wrong VLAN or cable
pulls on the other side of a physical switch.

Beacon Probing Sends out and listens for beacon probes on all NICs in the team and uses
this information, in addition to link status, to determine link failure. This
option detects many of the failures mentioned above that are not detected
by link status alone.
NOTE   Do not use beacon probing with IP-hash load balancing.

 
9 Select Yes or No to notify switches in the case of failover.

If you select Yes, whenever a virtual NIC is connected to the standard switch or whenever that virtual
NIC’s traffic is routed over a different physical NIC in the team because of a failover event, a
notification is sent over the network to update the lookup tables on the physical switches. In almost all
cases, this is desirable for the lowest latency of failover occurrences and migrations with vMotion.

Do not use this option when the virtual machines using the port group are using Microsoft Network
Load Balancing (NLB) in unicast mode. No such issue exists with NLB running in multicast mode.

10 Select Yes or No to disable or enable failback.

This option determines how a physical adapter is returned to active duty after recovering from a
failure. If failback is set to Yes, the adapter is returned to active duty immediately on recovery,
displacing the standby adapter that took over its slot, if any. If failback is set to No, a failed adapter is
left inactive even after recovery until another active adapter fails, requiring its replacement.
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11 Set Failover Order to specify how to distribute the work load for adapters.

To use some adapters but reserve others for emergencies, you can set this condition using the drop-
down menu to place them into groups.

Option Description

Active Adapters Continue to use the adapter when the network adapter connectivity is
available and active.

Standby Adapters Use this adapter if one of the active adapter’s connectivity is unavailable.

Unused Adapters Do not use this adapter.
 
If you are using iSCSI Multipathing, your VMkernel interface must be configured to have one active
adapter and no standby adapters. See the vSphere Storage documentation.

NOTE   When using IP-hash load balancing, do not configure standby uplinks.

Edit the Failover and Load Balancing Policy on a Standard Port Group
Failover and load balancing policies allow you to determine how network traffic is distributed between
adapters and how to re-route traffic in the event of an adapter failure.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select a standard switch and click Properties.

4 On Ports tab, select a port group and click Edit.

5 Click the NIC Teaming tab.

You can override the failover order at the port-group level. By default, new adapters are active for all
policies. New adapters carry traffic for the standard switch and its port group unless you specify
otherwise.
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6 Specify the settings in the Policy Exceptions group.

Option Description

Load Balancing Specify how to choose an uplink.
n Route based on the originating port ID. Choose an uplink based on

the virtual port where the traffic entered the virtual switch.
n Route based on ip hash. Choose an uplink based on a hash of the

source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash. Choose an uplink based on a hash
of the source Ethernet.

n Use explicit failover order. Always use the highest order uplink from
the list of Active adapters which passes failover detection criteria.

NOTE   IP-based teaming requires that the physical switch be configured
with etherchannel. For all other options, etherchannel should be disabled.

Network Failover Detection Specify the method to use for failover detection.
n Link Status only. Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing. Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. This detects many of the failures previously
mentioned that are not detected by link status alone.

Notify Switches Select Yes or No to notify switches in the case of failover.
If you select Yes, whenever a virtual NIC is connected to the standard
switch or whenever that virtual NIC’s traffic would be routed over a
different physical NIC in the team because of a failover event, a
notification is sent out over the network to update the lookup tables on
physical switches. In almost all cases, this process is desirable for the
lowest latency of failover occurrences and migrations with vMotion.
NOTE   Do not use this option when the virtual machines using the port
group are using Microsoft Network Load Balancing in unicast mode. No
such issue exists with NLB running in multicast mode.

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure. If failback is set to Yes (default), the adapter
is returned to active duty immediately upon recovery, displacing the
standby adapter that took over its slot, if any. If failback is set to No, a
failed adapter is left inactive even after recovery until another currently
active adapter fails, requiring its replacement.

Failover Order Specify how to distribute the work load for uplinks. If you want to use
some uplinks but reserve others for emergencies in case the uplinks in use
fail, set this condition by moving them into different groups:
n Active Uplinks. Continue to use the uplink when the network adapter

connectivity is up and active.
n Standby Uplinks. Use this uplink if one of the active adapter’s

connectivity is down.
n Unused Uplinks. Do not use this uplink.

 
7 Click OK.
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Edit the Teaming and Failover Policy on a Distributed Port Group
Teaming and Failover policies allow you to determine how network traffic is distributed between adapters
and how to re-route traffic in the event of an adapter failure.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 In the Teaming and Failover group specify the following.

Option Description

Load Balancing Specify how to choose an uplink.
n Route based on the originating virtual port — Choose an uplink

based on the virtual port where the traffic entered the distributed
switch.

n Route based on ip hash — Choose an uplink based on a hash of the
source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash — Choose an uplink based on a
hash of the source Ethernet.

n Route based on physical NIC load — Choose an uplink based on the
current loads of physical NICs.

n Use explicit failover order — Always use the highest order uplink
from the list of Active adapters which passes failover detection criteria.

NOTE   IP-based teaming requires that the physical switch be configured
with etherchannel. For all other options, etherchannel should be disabled.

Network Failover Detection Specify the method to use for failover detection.
n Link Status only – Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing – Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. This detects many of the failures previously
mentioned that are not detected by link status alone.

NOTE   Do not use beacon probing with IP-hash load balancing.

Notify Switches Select Yes or No to notify switches in the case of failover.
If you select Yes, whenever a virtual NIC is connected to the distributed
switch or whenever that virtual NIC’s traffic would be routed over a
different physical NIC in the team because of a failover event, a
notification is sent out over the network to update the lookup tables on
physical switches. In almost all cases, this process is desirable for the
lowest latency of failover occurrences and migrations with vMotion.
NOTE   Do not use this option when the virtual machines using the port
group are using Microsoft Network Load Balancing in unicast mode. No
such issue exists with NLB running in multicast mode.
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Option Description

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure. If failback is set to Yes (default), the adapter
is returned to active duty immediately upon recovery, displacing the
standby adapter that took over its slot, if any. If failback is set to No, a
failed adapter is left inactive even after recovery until another currently
active adapter fails, requiring its replacement.

Failover Order Specify how to distribute the work load for uplinks. If you want to use
some uplinks but reserve others for emergencies in case the uplinks in use
fail, set this condition by moving them into different groups:
n Active Uplinks — Continue to use the uplink when the network

adapter connectivity is up and active.
n Standby Uplinks — Use this uplink if one of the active adapter’s

connectivity is down.
n Unused Uplinks — Do not use this uplink.
NOTE   When using IP-hash load balancing, do not configure standby
uplinks.

 
5 Click OK.

Edit Distributed Port Teaming and Failover Policies
Teaming and Failover policies allow you to determine how network traffic is distributed between adapters
and how to re-route traffic in the event of an adapter failure.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click Policies to view and modify port networking policies.
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5 In the Teaming and Failover group, specify the following.

Option Description

Load Balancing Specify how to choose an uplink.
n Route based on the originating virtual port — Choose an uplink

based on the virtual port where the traffic entered the vSphere
distributed switch.

n Route based on ip hash — Choose an uplink based on a hash of the
source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash — Choose an uplink based on a
hash of the source Ethernet.

n Route based on physical NIC load — Choose an uplink based on the
current loads of physical NICs.

n Use explicit failover order — Always use the highest order uplink
from the list of Active adapters which passes failover detection criteria.

NOTE   IP-based teaming requires that the physical switch be configured
with etherchannel. For all other options, etherchannel should be disabled.

Network Failover Detection Specify the method to use for failover detection.
n Link Status only – Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing – Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. This detects many of the failures previously
mentioned that are not detected by link status alone.
NOTE   Do not choose beacon probing with IP-hash load balancing.

Notify Switches Select Yes or No to notify switches in the case of failover.
If you select Yes, whenever a virtual NIC is connected to the vSphere
distributed switch or whenever that virtual NIC’s traffic would be routed
over a different physical NIC in the team because of a failover event, a
notification is sent out over the network to update the lookup tables on
physical switches. In almost all cases, this process is desirable for the
lowest latency of failover occurrences and migrations with vMotion.
NOTE   Do not use this option when the virtual machines using the port
group are using Microsoft Network Load Balancing in unicast mode. No
such issue exists with NLB running in multicast mode.

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure. If failback is set to Yes (default), the adapter
is returned to active duty immediately upon recovery, displacing the
standby adapter that took over its slot, if any. If failback is set to No, a
failed adapter is left inactive even after recovery until another currently
active adapter fails, requiring its replacement.

Failover Order Specify how to distribute the work load for uplinks. If you want to use
some uplinks but reserve others for emergencies in case the uplinks in use
fail, set this condition by moving them into different groups:
n Active Uplinks — Continue to use the uplink when the network

adapter connectivity is up and active.
n Standby Uplinks — Use this uplink if one of the active adapter’s

connectivity is down.
NOTE   When using IP-hash load balancing, do not configure standby
uplinks.

n Unused Uplinks — Do not use this uplink.
 

6 Click OK.
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VLAN Policy
VLAN policies determine how VLANs function across your network environment.

A virtual local area network (VLAN) is a group of hosts with a common set of requirements, which
communicate as if they were attached to the same broadcast domain, regardless of their physical location. A
VLAN has the same attributes as a physical local area network (LAN), but it allows for end stations to be
grouped together even if not on the same network switch.

The scope of VLAN policies can be distributed port groups and ports, and uplink port groups and ports.

Edit the VLAN Policy on a Distributed Port Group
The VLAN policy allows virtual networks to join physical VLANs.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 Select the type of VLAN filtering and marking from the VLAN Type drop-down menu.

Option Description

None Do not use VLAN.
Use this option in case of External Switch Tagging (EST).

VLAN Tag traffic with the ID from the VLAN ID field.
Type a number between 1 and 4094 for Virtual Switch Tagging (VST).

VLAN Trunking Pass VLAN traffic with ID within the VLAN trunk range to guest
operating system. You can set multiple ranges and individual VLANs by
using a comma-separated list.
Use this option for VGT.

Private VLAN Associate the traffic with a private VLAN created on the distributed
switch.

 
5 Click OK.

Edit Distributed Port or Uplink Port VLAN Policies
The VLAN policy allows virtual networks to join physical VLANs.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click Policies.
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5 Select the VLAN Type to use.

Option Action

None Do not use VLAN.

VLAN In the VLAN ID field, enter a number between 1 and 4094.

VLAN Trunking Enter one or more VLAN trunk range.

Private VLAN Select an available private VLAN to use.
 

6 Click OK.

Edit the VLAN Policy on an Uplink Port Group
Set the VLAN policy on an uplink port group with the vSphere Client to configure VLAN traffic processing
generally for all member uplinks.

Use the VLAN policy at the uplink port level to propagate a trunk range of VLAN IDs to the physical
network adapters for traffic filtering. The physical network adapters drop the packets from the other
VLANs if the adapters support filtering by VLAN. Setting a trunk range improves networking performance
because physical network adapters filter traffic instead of the uplink ports in the group.

If you have a physical network adapter which does not support VLAN filtering, the VLANs might still not
be blocked. In this case, configure VLAN filtering on a distributed port group or on a distributed port.

See the technical documentation from the adapter vendors for information about VLAN filtering support.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the uplink port group in the inventory pane, and select Edit Settings.

3 Under Policies, click VLAN and type a VLAN trunk range to propagate to the physical network
adapters.

For trunking of several ranges and individual VLANs, separate the entries with commas.

4 Click OK.

Edit the VLAN Policy on an Uplink Port
Set the VLAN policy on an uplink port with the vSphere Client to handle VLAN traffic through the port in a
different way than for the parent uplink port group.

Use the VLAN policy at the uplink port to propagate a trunk range of VLAN IDs to the physical network
adapter for traffic filtering. The physical network adapter drops packets from the other VLANs if the
adapter supports filtering by VLAN. Setting a trunk range improves networking performance because the
physical network adapter filters traffic instead of the uplink port.

If you have a physical network adapter which does not support VLAN filtering, the VLANs might still not
be blocked. In this case, configure VLAN filtering on a distributed port group or on a distributed port.

See the technical documentation from the adapter vendor for information about VLAN filtering support.

Launch the vSphere Client and log in to a vCenter Server system.
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Prerequisites

To override the VLAN policy at the port level, enable the port-level overrides. See “Edit Advanced
Distributed Port Group Settings,” on page 42.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Under Policies, select VLAN and click Override.

5 Type a VLAN trunk range to propagate to the physical network adapter.

For trunking of several ranges and individual VLANs, separate the entries with commas.

6 Click OK.

Security Policy
Networking security policy provides protection of traffic against MAC address impersonation and
unwanted port scanning

The security policy of a standard or distributed switch is implemented in Layer 2 (Data Link Layer) of the
network protocol stack. The three elements of the security policy are promiscuous mode, MAC address
changes, and forged transmits. See the vSphere Security documentation for information about potential
networking threats.

Edit Security Policy for a vSphere Standard Switch
You can edit Layer 2 security policies, such as MAC address changes and forged transmits, for a vSphere
standard switch.

Layer 2 is the data link layer. The three elements of the Layer 2 Security policy are promiscuous mode, MAC
address changes, and forged transmits. In non-promiscuous mode, a guest adapter listens to traffic only on
its own MAC address. In promiscuous mode, it can listen to all the packets. By default, guest adapters are
set to non-promiscuous mode.

You can override the switch-level settings for individual standard port groups by editing the settings for the
port group.

For more information about security, see the vSphere Security documentation.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Click Properties for the standard switch whose Layer 2 Security policy you want to edit.

4 In the Properties dialog box for the standard switch, click the Ports tab.

5 Select the standard switch item and click Edit.

6 Click the Security tab.
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7 In the Policy Exceptions pane, select whether to reject or accept the Layer 2 Security policy exceptions.

Option Description

Promiscuous Mode n Reject — Placing a guest adapter in promiscuous mode has no effect
on which frames are received by the adapter.

n Accept — Placing a guest adapter in promiscuous mode causes it to
detect all frames passed on the vSphere standard switch that are
allowed under the VLAN policy for the port group that the adapter is
connected to.

MAC Address Changes n Reject — If you set the MAC Address Changes to Reject and the guest
operating system changes the MAC address of the adapter to anything
other than what is in the .vmx configuration file, all inbound frames
are dropped.

If the Guest OS changes the MAC address back to match the MAC
address in the .vmx configuration file, inbound frames are passed
again.

n Accept — Changing the MAC address from the Guest OS has the
intended effect: frames to the new MAC address are received.

Forged Transmits n Reject — Any outbound frame with a source MAC address that is
different from the one currently set on the adapter are dropped.

n Accept — No filtering is performed and all outbound frames are
passed.

 
8 Click OK.

Edit the Layer 2 Security Policy Exception for a Standard Port Group
Control how inbound and outbound frames are handled by editing Layer 2 Security policies.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 On the host Configuration tab, click Networking.

3 Choose the vSphere Standard Switch view and click Properties for the port group to edit.

4 In the Properties dialog box, click the Ports tab.

5 Select the port group item and click Edit.

6 In the Properties dialog box for the port group, click the Security tab.

By default, Promiscuous Mode is set to Reject. MAC Address Changes and Forged Transmits are set
to Accept.

The policy exception overrides any policy set at the standard switch level.
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7 In the Policy Exceptions pane, select whether to reject or accept the security policy exceptions.

Table 22‑3.  Policy Exceptions

Mode Reject Accept

Promiscuous Mode Placing a guest adapter in
promiscuous mode has no effect on
which frames are received by the
adapter.

Placing a guest adapter in
promiscuous mode causes it to detect
all frames passed on the standard
switch that are allowed under the
VLAN policy for the port group that
the adapter is connected to.

MAC Address Changes If the guest OS changes the MAC
address of the adapter to anything
other than what is in the .vmx
configuration file, all inbound
frames are dropped.
If the guest OS changes the MAC
address back to match the MAC
address in the .vmx configuration
file, inbound frames are sent again.

If the MAC address from the guest
OS changes, frames to the new MAC
address are received.

Forged Transmits Outbound frames with a source
MAC address that is different from
the one set on the adapter are
dropped.

No filtering is performed, and all
outbound frames are passed.

8 Click OK.

Edit the Security Policy for a Distributed Port Group
You can set a security policy on a distributed port group to override the policy set for the distributed switch.

The three elements of the Security policy are promiscuous mode, MAC address changes, and forged
transmits.

In nonpromiscuous mode, a guest adapter listens to traffic only on its own MAC address. In promiscuous
mode, it can listen to all the packets. By default, guest adapters are set to non-promiscuous mode.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

By default, Promiscuous Mode is set to Reject. MAC Address Changes and Forced Transmits are set
to Accept.
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4 In the Security group, select whether to reject or accept the Security policy exceptions.

Option Description

Promiscuous Mode n Reject — Placing a guest adapter in promiscuous mode has no effect
on which frames are received by the adapter.

n Accept — Placing a guest adapter in promiscuous mode causes it to
detect all frames passed on the vSphere standard switch that are
allowed under the VLAN policy for the port group that the adapter is
connected to.

MAC Address Changes n Reject — If you set the MAC Address Changes to Reject and the guest
operating system changes the MAC address of the adapter to anything
other than what is in the .vmx configuration file, all inbound frames
are dropped.

If the Guest OS changes the MAC address back to match the MAC
address in the .vmx configuration file, inbound frames are passed
again.

n Accept — Changing the MAC address from the Guest OS has the
intended effect: frames to the new MAC address are received.

Forged Transmits n Reject — Any outbound frame with a source MAC address that is
different from the one currently set on the adapter are dropped.

n Accept — No filtering is performed and all outbound frames are
passed.

 
5 Click OK.

Edit Distributed Port Security Policies
The three elements of the Security policy are promiscuous mode, MAC address changes, and forged
transmits.

In nonpromiscuous mode, a guest adapter listens to traffic only on its own MAC address. In promiscuous
mode, it can listen to all the packets. By default, guest adapters are set to non-promiscuous mode.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click Policies.

By default, Promiscuous Mode is set to Reject, MAC Address Changes, and Forged Transmits are set
to Accept.
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5 In the Security group, select whether to reject or accept the Security policy exceptions.

Option Description

Promiscuous Mode n Reject — Placing a guest adapter in promiscuous mode has no effect
on which frames are received by the adapter.

n Accept — Placing a guest adapter in promiscuous mode causes it to
detect all frames passed on the vSphere distributed switch that are
allowed under the VLAN policy for the port group that the adapter is
connected to.

MAC Address Changes n Reject — If you set the MAC Address Changes to Reject and the guest
operating system changes the MAC address of the adapter to anything
other than what is in the .vmx configuration file, all inbound frames
are dropped.

If the Guest OS changes the MAC address back to match the MAC
address in the .vmx configuration file, inbound frames are passed
again.

n Accept — Changing the MAC address from the Guest OS has the
intended effect: frames to the new MAC address are received.

Forged Transmits n Reject — Any outbound frame with a source MAC address that is
different from the one currently set on the adapter are dropped.

n Accept — No filtering is performed and all outbound frames are
passed.

 
6 Click OK.

Traffic Shaping Policy
A traffic shaping policy is defined by average bandwidth, peak bandwidth, and burst size. You can establish
a traffic shaping policy for each port group and each distributed port or distributed port group.

ESXi shapes outbound network traffic on standard switches and inbound and outbound traffic on
distributed switches. Traffic shaping restricts the network bandwidth available on a port, but can also be
configured to allow bursts of traffic to flow through at higher speeds.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time. This number is the allowed average load.

Peak Bandwidth Maximum number of bits per second to allow across a port when it is
sending or receiving a burst of traffic. This number limits the bandwidth that
a port uses when it is using its burst bonus.

Burst Size Maximum number of bytes to allow in a burst. If this parameter is set, a port
might gain a burst bonus if it does not use all its allocated bandwidth. When
the port needs more bandwidth than specified by the average bandwidth, it
might be allowed to temporarily transmit data at a higher speed if a burst
bonus is available. This parameter limits the number of bytes that have
accumulated in the burst bonus and transfers traffic at a higher speed.
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Edit the Traffic Shaping Policy for a vSphere Standard Switch
ESXi allows you to shape outbound traffic on standard switches. The traffic shaper restricts the network
bandwidth available to any port, but may also be configured to temporarily allow “bursts” of traffic to flow
through a port at higher speeds.

A traffic shaping policy is defined by three characteristics: average bandwidth, peak bandwidth, and burst
size.

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time—the allowed average load.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set, a
port may gain a burst bonus when it doesn’t use all its allocated bandwidth.
Whenever the port needs more bandwidth than specified by Average
Bandwidth, it may be allowed to temporarily transmit data at a higher speed
if a burst bonus is available. This parameter tops the number of bytes that
may be accumulated in the burst bonus and thus transferred at a higher
speed.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending a burst of traffic. This tops the bandwidth used by a port whenever
it is using its burst bonus. This parameter can never be smaller than the
average bandwidth.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.

2 Click the Configuration tab and click Networking.

3 Select a standard switch and click Properties.

4 Click the Ports tab.

5 Select the standard switch and click Edit.

6 Click the Traffic Shaping tab.

7 Select Enabled from the Status drop-down menu to enable traffic shaping policy exceptions.

The Status policy here is applied to each virtual adapter attached to the port group, not to the standard
switch as a whole. If you enable the policy exception in the Status field, you set limits on the amount of
networking bandwidth allocation for each virtual adapter associated with this particular port group. If
you disable the policy, services have a clear connection to the physical network by default.

8 For each traffic shaping policy, enter a bandwidth value.

Edit the Traffic Shaping Policy for a Standard Port Group
Use traffic shaping policies to control the bandwidth and burst size on a port group.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.
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2 On the host Configuration tab, click Networking.

3 Choose the vSphere Standard Switch view and click Properties for the port group to edit.

4 In the Properties dialog box, click the Ports tab.

5 Select the port group item and click Edit.

6 In the Properties dialog box for the port group, click the Traffic Shaping tab.

When traffic shaping is disabled, the options are dimmed.

Option Description

Status If you enable the policy exception in the Status field, you are setting limits
on the amount of networking bandwidth allocated for each virtual adapter
associated with this particular port group. If you disable the policy,
services have a free and clear connection to the physical network.

Average Bandwidth A value measured over a particular period of time.

Peak Bandwidth Limits the maximum bandwidth during a burst. It can never be smaller
than the average bandwidth.

Burst Size Specifies how large a burst can be in kilobytes (KB).
 

Edit the Traffic Shaping Policy for a Distributed Port Group
ESXi allows you to shape both inbound and outbound traffic on vSphere distributed switches. The traffic
shaper restricts the network bandwidth available to any port, but may also be configured to temporarily
allow “bursts” of traffic to flow through a port at higher speeds.

A traffic shaping policy is defined by three characteristics: average bandwidth, peak bandwidth, and burst
size.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 In the Traffic Shaping group, you can configure both Ingress Traffic Shaping and EgressTraffic
Shaping.

When traffic shaping is disabled, the tunable features are dimmed.

Status — If you enable the policy exception for either Ingress Traffic Shaping or Egress Traffic
Shaping in the Status field, you are setting limits on the amount of networking bandwidth allocated for
each virtual adapter associated with this particular port group. If you disable the policy, services have a
free, clear connection to the physical network by default.
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5 Specify network traffic parameters.

Option Description

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time—the allowed average load.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending/receiving a burst of traffic. This tops the bandwidth used by a port
whenever it is using its burst bonus.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port may gain a burst bonus when it doesn’t use all its allocated
bandwidth. Whenever the port needs more bandwidth than specified by
Average Bandwidth, it may be allowed to temporarily transmit data at a
higher speed if a burst bonus is available. This parameter tops the number
of bytes that may be accumulated in the burst bonus and thus transferred
at a higher speed.

 
6 Click OK.

Edit Distributed Port or Uplink Port Traffic Shaping Policies
ESXi allows you to shape both inbound and outbound traffic on vSphere distributed switches. The traffic
shaper restricts the network bandwidth available to any port, but may also be configured to temporarily
allow “bursts” of traffic to flow through a port at higher speeds.

A traffic shaping policy is defined by three characteristics: average bandwidth, peak bandwidth, and burst
size.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click Policies.

5 In the Traffic Shaping group, you can configure both Inbound Traffic Shaping and Outbound Traffic
Shaping.

When traffic shaping is disabled, the tunable features are dimmed.

Status — If you enable the policy exception for either Inbound Traffic Shaping or Outbound Traffic
Shaping in the Status field, you are setting limits on the amount of networking bandwidth allocated for
each virtual adapter associated with this particular port group. If you disable the policy, services have a
free, clear connection to the physical network by default.
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6 Specify network traffic parameters.

n Average Bandwidth establishes the number of bits per second to allow across a port, averaged
over time—the allowed average load.

n Peak Bandwidth is the maximum number of bits per second to allow across a port when it is
sending/receiving a burst of traffic. This tops the bandwidth used by a port whenever it is using its
burst bonus.

n Burst Size the maximum number of bytes to allow in a burst. If this parameter is set, a port may
gain a burst bonus when it doesn’t use all its allocated bandwidth. Whenever the port needs more
bandwidth than specified by Average Bandwidth, it may be allowed to temporarily transmit data
at a higher speed if a burst bonus is available. This parameter tops the number of bytes that may be
accumulated in the burst bonus and thus transferred at a higher speed.

7 Click OK.

Resource Allocation Policy
The Resource Allocation policy allows you to associate a distributed port or port group with a user-created
network resource pool. This policy provides you with greater control over the bandwidth given to the port
or port group.

For information about creating and configuring network resource pools, see “vSphere Network I/O
Control,” on page 245.

Edit the Resource Allocation Policy on a Distributed Port Group
Associate a distributed port group with a network resource pool to give you greater control over the
bandwidth given to the distributed port group.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Enable Network I/O Control on the host and create one or more user-defined network resource pools.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 In the Resource Allocation group, select the Network Resource Pool to associate the distributed port
group with from the drop-down menu.

5 Click OK.

Edit the Resource Allocation Policy on a Distributed Port
Associate a distributed port with a network resource pool to give you greater control over the bandwidth
given to the port.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Enable Network I/O Control on the host and create one or more user-defined network resource pools.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.
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2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Select Policies.

5 In the Resource Allocation group, select the Network Resource Pool to associate the port with from the
drop-down menu.

6 Click OK.

Monitoring Policy
The monitoring policy enables or disables NetFlow monitoring on a distributed port or port group.

NetFlow settings are configured at the vSphere distributed switch level. See “Configure NetFlow Settings,”
on page 291.

Edit the Monitoring Policy on a Distributed Port Group
With the Monitoring policy, you can enable or disable NetFlow monitoring on a distributed port group.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 In the Monitoring group, select the NetFlow status.

Option Description

Disabled NetFlow is disabled on the distributed port group.

Enabled NetFlow is enabled on the distributed port group. You can configure
NetFlow settings at the vSphere distributed switch level. See “Configure
NetFlow Settings,” on page 291.

 
5 Click OK.

Edit the Monitoring Policy on a Distributed Port
With the Monitoring policy, you can enable or disable NetFlow monitoring on a distributed port.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Select Policies.
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5 In the Monitoring group, select NetFlow status.

Option Description

Disabled NetFlow is disabled on the port.

Enabled NetFlow is enabled on the port. You can configure NetFlow settings at the
distributed switch level. See “Configure NetFlow Settings,” on page 291.

 
6 Click OK.

Port Blocking Policies
Port blocking policies allow you to selectively block ports from sending or receiving data.

Edit the Port Blocking Policy for a Distributed Port Group
The Miscellaneous policies dialog allows you to configure various distributed port group policies.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed port group in the inventory pane, and select Edit Settings.

3 Select Policies.

4 In the Miscellaneous group, choose whether to Block all ports in this distributed port group.

5 Click OK.

Edit Distributed Port or Uplink Port Blocking Policies
The Miscellaneous policies dialog allows you to configure distributed port or uplink port blocking policies.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Select the vSphere distributed switch in the inventory pane.

3 On the Ports tab, right-click the port to modify and select Edit Settings.

4 Click Policies.

5 In the Miscellaneous group, select whether to Block this port.

6 Click OK.

Manage Policies for Multiple Port Groups on a vSphere Distributed
Switch

You can modify networking policies for multiple port groups on a distributed switch.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.
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n Create a vSphere distributed switch with one or more port groups.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the distributed switch and select Manage Port Groups.

3 Select the policy categories to modify.

Option Description

Security Set MAC address changes, forged transmits, and promiscuous mode for
the selected port groups.

Traffic Shaping Set the average bandwidth, peak bandwidth, and burst size for inbound
and outband traffic on the selected port groups.

VLAN Configure how the selected port groups connect to physical VLANs.

Teaming and Failover Set load balancing, failover detection, switch notification, and failover
order for the selected port groups.

Resource Allocation Set network resource pool association for the selected port groups. This
option is available for vSphere distributed switch versions 5.0.0 and later
only.

Monitoring Enable or disable NetFlow on the selected port groups. This option is
available for vSphere distributed switch versions 5.0.0 and later only.

Miscellaneous Enable or disable port blocking on the selected port groups.
 

4 Click Next.

5 Select one or more port groups to modify and click Next.

The policy configuration page appears. Only the policy categories you previously selected are
displayed.

6 (Optional) In the Security group, select whether to reject or accept the Security policy exceptions.

Option Description

Promiscuous Mode n Reject — Placing a guest adapter in promiscuous mode has no effect
on which frames are received by the adapter.

n Accept — Placing a guest adapter in promiscuous mode causes it to
detect all frames passed on the vSphere distributed switch that are
allowed under the VLAN policy for the port group that the adapter is
connected to.

MAC Address Changes n Reject — If you set the MAC Address Changes to Reject and the guest
operating system changes the MAC address of the adapter to anything
other than what is in the .vmx configuration file, all inbound frames
are dropped.

If the Guest OS changes the MAC address back to match the MAC
address in the .vmx configuration file, inbound frames are passed
again.

n Accept — Changing the MAC address from the Guest OS has the
intended effect: frames to the new MAC address are received.

Forged Transmits n Reject — Any outbound frame with a source MAC address that is
different from the one currently set on the adapter are dropped.

n Accept — No filtering is performed and all outbound frames are
passed.

 
7 (Optional) In the Traffic Shaping group, you can configure both Ingress Traffic Shaping and Egress

Traffic Shaping.

When traffic shaping is disabled, the tunable features are dimmed.
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Status — If you enable the policy exception for either Ingress Traffic Shaping or Egress Traffic
Shaping in the Status field, you are setting limits on the amount of networking bandwidth allocated for
each distributed port associated with the selected port groups. If you disable the policy, the amount of
network bandwidth is not limited before it reaches the physical network .

8 (Optional) Specify network traffic parameters.

Option Description

Average Bandwidth Establishes the number of bits per second to allow across a port, averaged
over time—the allowed average load.

Peak Bandwidth The maximum number of bits per second to allow across a port when it is
sending/receiving a burst of traffic. This tops the bandwidth used by a port
whenever it is using its burst bonus.

Burst Size The maximum number of bytes to allow in a burst. If this parameter is set,
a port may gain a burst bonus when it doesn’t use all its allocated
bandwidth. Whenever the port needs more bandwidth than specified by
Average Bandwidth, it may be allowed to temporarily transmit data at a
higher speed if a burst bonus is available. This parameter tops the number
of bytes that may be accumulated in the burst bonus and thus transferred
at a higher speed.

 
9 (Optional) Select the VLAN Type to use.

Option Description

None Do not use VLAN.

VLAN In the VLAN ID field, enter a number between 1 and 4094.

VLAN Trunking Enter a VLAN trunk range.

Private VLAN Select an available private VLAN to use.
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10 (Optional) In the Teaming and Failover group specify the following.

Option Description

Load Balancing Specify how to choose an uplink.
n Route based on the originating virtual port — Choose an uplink

based on the virtual port where the traffic entered the distributed
switch.

n Route based on ip hash — Choose an uplink based on a hash of the
source and destination IP addresses of each packet. For non-IP packets,
whatever is at those offsets is used to compute the hash.

n Route based on source MAC hash — Choose an uplink based on a
hash of the source Ethernet.

n Route based on physical NIC load — Choose an uplink based on the
current loads of physical NICs.

n Use explicit failover order — Always use the highest order uplink
from the list of Active adapters which passes failover detection criteria.

NOTE   IP-based teaming requires that the physical switch be configured
with etherchannel. For all other options, etherchannel should be disabled.

Network Failover Detection Specify the method to use for failover detection.
n Link Status only – Relies solely on the link status that the network

adapter provides. This option detects failures, such as cable pulls and
physical switch power failures, but not configuration errors, such as a
physical switch port being blocked by spanning tree or that is
misconfigured to the wrong VLAN or cable pulls on the other side of a
physical switch.

n Beacon Probing – Sends out and listens for beacon probes on all NICs
in the team and uses this information, in addition to link status, to
determine link failure. This detects many of the failures previously
mentioned that are not detected by link status alone.

NOTE   Do not use beacon probing with IP-hash load balancing.

Notify Switches Select Yes or No to notify switches in the case of failover.
If you select Yes, whenever a virtual NIC is connected to the distributed
switch or whenever that virtual NIC’s traffic would be routed over a
different physical NIC in the team because of a failover event, a
notification is sent out over the network to update the lookup tables on
physical switches. In almost all cases, this process is desirable for the
lowest latency of failover occurrences and migrations with vMotion.
NOTE   Do not use this option when the virtual machines using the port
group are using Microsoft Network Load Balancing in unicast mode. No
such issue exists with NLB running in multicast mode.

Failback Select Yes or No to disable or enable failback.
This option determines how a physical adapter is returned to active duty
after recovering from a failure. If failback is set to Yes (default), the adapter
is returned to active duty immediately upon recovery, displacing the
standby adapter that took over its slot, if any. If failback is set to No, a
failed adapter is left inactive even after recovery until another currently
active adapter fails, requiring its replacement.

Failover Order Specify how to distribute the work load for uplinks. If you want to use
some uplinks but reserve others for emergencies in case the uplinks in use
fail, set this condition by moving them into different groups:
n Active Uplinks — Continue to use the uplink when the network

adapter connectivity is up and active.
n Standby Uplinks — Use this uplink if one of the active adapter’s

connectivity is down.
n Unused Uplinks — Do not use this uplink.
NOTE   When using IP-hash load balancing, do not configure standby
uplinks.
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11 (Optional) In the Resource Allocation group, choose the Network Resource Pool to associate the
distributed port group with from the drop-down menu.

12 (Optional) In the Monitoring group, choose the NetFlow status.

Option Description

Disabled NetFlow is disabled on the distributed port group.

Enabled NetFlow is enabled on the distributed port group. NetFlow settings can be
configured at the vSphere distributed switch level.

 
13 (Optional) In the Miscellaneous group, choose whether to Block all ports in this distributed port

group.

14 Click Next.

All displayed policies are applied to all selected port groups, inculding those policies that have not been
changed.

15 (Optional) If you need to make any changes, click Back to the appropriate screen.

16 Review the port group settings and click Finish.
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Advanced Networking 23
Advanced networking configuration options allow you greater control over your vSphere networking
environment.

This chapter includes the following topics:

n “Internet Protocol Version 6 (IPv6) Support,” on page 283

n “VLAN Configuration,” on page 284

n “Working With Port Mirroring,” on page 284

n “Configure NetFlow Settings,” on page 291

n “Switch Discovery Protocol,” on page 291

n “Change the DNS and Routing Configuration,” on page 293

n “MAC Address Management,” on page 294

Internet Protocol Version 6 (IPv6) Support
Internet Protocol version 6 (IPv6) support in ESXi provides the ability to use Virtual Infrastructure features
such as NFS in an IPv6 environment. Use the Networking Properties dialog box to enable or disable IPv6
support on the host.

IPv6 is designated by the Internet Engineering Task Force as the successor to IPv4. The most obvious
difference is address length. IPv6 uses 128-bit addresses rather than the 32-bit addresses used by IPv4. This
increase resolves the problem of address exhaustion and eliminates the need for network address
translation. Other differences include link-local addresses that appear as the interface is initialized,
addresses that are set by router advertisements, and the ability to have multiple IPv6 addresses on an
interface.

In VMware ESXi 5.1, IPv6 is enabled by default.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Network Configuration

Procedure

1 From the vSphere Client Home page, click Hosts and Clusters.

2 Select the host and click the Configuration tab.

3 Click the Networking link under Hardware.

4 In the vSphere Standard Switch view, click the Properties link.
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5 Select Enable IPv6 support on this host and click OK.

6 Reboot the host.

VLAN Configuration
Virtual LANs (VLANs) enable a single physical LAN segment to be further isolated so that groups of ports
are isolated from one another as if they were on physically different segments.

Configuring ESXi with VLANs is recommended for the following reasons.

n It integrates the host into a pre-existing environment.

n It isolates and secures network traffic.

n It reduces network traffic congestion.

You can configure VLANs in ESXi using three methods: External Switch Tagging (EST), Virtual Switch
Tagging (VST), and Virtual Guest Tagging (VGT).

With EST, all VLAN tagging of packets is performed on the physical switch. Host network adapters are
connected to access ports on the physical switch. Port groups that are connected to the virtual switch must
have their VLAN ID set to 0.

With VST, all VLAN tagging of packets is performed by the virtual switch before leaving the host. Host
network adapters must be connected to trunk ports on the physical switch. Port groups that are connected
to the virtual switch must have a VLAN ID between 1 and 4094.

With VGT, all VLAN tagging is done by the virtual machine. VLAN tags are preserved between the virtual
machine networking stack and external switch when frames pass to and from virtual switches. Host
network adapters must be connected to trunk ports on the physical switch. For a standard switch the VLAN
ID of port groups with VGT must be set to 4095. For a distributed switch the VLAN trunking policy must
include the range of the VLANs to which virtual machines are connected.

NOTE   When using VGT, you must have an 802.1Q VLAN trunking driver installed on the virtual machine.

Working With Port Mirroring
Port mirroring allows you to mirror a distributed port's traffic to other distributed ports or specific physical
switch ports.

Port mirroring is used on a switch to send a copy of packets seen on one switch port (or an entire VLAN) to
a monitoring connection on another switch port. Port mirroring is used to analyze and debug data or
diagnose errors on a network.
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Port Mirroring Version Compatibility
Certain port mirroring functionality in vSphere 5.1 and later depends on which version of vCenter Server,
vSphere distributed switch, and host you use, and how you use these aspects of vSphere together.

Table 23‑1.  Port mirroring compatibility

vCenter Server version
vSphere distributed
switch version Host version

vSphere 5.1 port mirroring
functionality

vSphere 5.1 and later vSphere 5.1 and later vSphere 5.1 and later vSphere 5.1 port mirroring is
available for use. Features
for vSphere 5.0 and earlier
port mirroring are not
available.

vSphere 5.1 and later vSphere 5.1 and later vSphere 5.0 and earlier vSphere 5.0 and earlier hosts
can be added to vSphere 5.1
vCenter Server, but cannot
be added to distributed
switches version 5.1 and
later.

vSphere 5.1 and later vSphere 5.0 vSphere 5.0 vSpherevCenter Server
version 5.1 and later can
configure port mirroring on
a vSphere 5.0 distributed
switch.

vSphere 5.1 and later vSphere 5.0 vSphere 5.1 and later Hosts running vSphere 5.1
can be added to vSphere 5.0
distributed switches and
support vSphere 5.0 port
mirroring.

vSphere 5.1 and later Pre-vSphere 5.0 vSphere 5.5 and earlier Port mirroring is not
supported.

vSphere 5.0 and earlier vSphere 5.0 and earlier vSphere 5.1 A vSphere 5.1 host cannot be
added to vCenter Server 5.0
and earlier.

If you use a host profile with port mirroring settings, the host profile must be adapted to the new version of
port mirroring in vSphere 5.1 and later.

Port Mirroring Interoperability
There are some interoperability issues to consider when using vSphere 5.1 port mirroring with other
features of vSphere.

vMotion
vMotion functions differently depending on which vSphere 5.1 port mirroring session type you select.
During vMotion, a mirroring path could be temporarily invalid, but is restored when vMotion completes.
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Table 23‑2.  vMotion Interoperability with port mirroring

Port mirroring session
type Source and destination

Interoperable with
vMotion Functionality

Distributed Port Mirroring Non-uplink distributed
port source and destination

Yes Port mirroring between
distributed ports can only be
local. If the source and
destination are on different
hosts due to vMotion,
mirroring between them will
not work. However, if the
source and destination move
to the same host, port
mirroring works.

Remote Mirroring Source Non-uplink distributed
port source

Yes When a source distributed
port is moved from host A to
host B, the original
mirroring path from the
source port to A's uplink is
removed on A, and a new
mirroring path from the
source port to B's uplink is
created on B. Which uplink
is used is determined by the
uplink name specified in
session.

Uplink port destinations No Uplinks can not be moved
by vMotion.

Remote Mirroring
Destination

VLAN source No

Non-uplink distributed
port destination

Yes When a destination
distributed port is moved
from host A to host B, all
original mirroring paths
from source VLANs to the
destination port are moved
from A to B.

Encapsulated Remote
Mirroring (L3) Source

Non-uplink distributed
port source

Yes When a source distributed
port is moved from host A to
host B, all original mirroring
paths from the source port to
destination IPs are moved
from A to B.

IP destination No

Distributed Port Mirroring
(legacy)

IP source No

Non-uplink distributed
port destination

No When a destination
distributed port is moved
from host A to host B, all
original mirroring paths
from source IPs to the
destination port are invalid
because the port mirroring
session source still sees the
destination on A.

TSO and LRO
TCP Segmentation Offload (TSO) and large receive offload (LRO) might cause the number of mirroring
packets to not equal to the number of mirrored packets.
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When TSO is enabled on a vNIC, the vNIC might send a large packet to a distributed switch. When LRO is
enabled on a vNIC, small packets sent to it might be merged into a large packet.

Source Destination Description

TSO LRO Packets from the source vNIC might be large packets, and whether they are split is
determined by whether their sizes are larger than the destination vNIC LRO limitation.

TSO Any destination Packets from the source vNIC might be large packets, and they are split to standard
packets at the destination vNIC.

Any source LRO Packets from the source vNIC are standard packets, and they might be merged into
larger packets at the destination vNIC.

Create a Port Mirroring Session with the vSphere Client
Create a port mirroring session to mirror vSphere distributed switch traffic to specific physical switch ports.

Prerequisites

Create a vSphere distributed switch version 5.0.0 or later.

Procedure

1 Specify Port Mirroring Name and Session Details on page 287
Specify the name, description, and session details for the new port mirroring session.

2 Choose Port Mirroring Sources on page 288
Select sources and traffic direction for the new port mirroring session.

3 Choose Port Mirroring Destinations on page 288
Select ports or uplinks as destinations for the port mirroring session.

4 Verify New Port Mirroring Settings on page 288
Verify and enable the new port mirroring session.

Specify Port Mirroring Name and Session Details
Specify the name, description, and session details for the new port mirroring session.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Port Mirroring tab, click Add.

4 Enter a Name and Description for the port mirroring session.

5 (Optional) Select Allow normal IO on destination ports to allow normal IO traffic on destination ports.

If you do not select this option, mirrored traffic will be allowed out on destination ports, but no traffic
will be allowed in.

6 (Optional) Select Encapsulation VLAN to create a VLAN ID that encapsulates all frames at the
destination ports.

If the original frames have a VLAN and Preserve original VLAN is not selected, the encapsulation
VLAN replaces the original VLAN.

Chapter 23 Advanced Networking

VMware, Inc.  287



7 (Optional) Select Preserve original VLAN to keep the original VLAN in an inner tag so mirrored
frames are double encapsulated.

This option is available only if you select Encapsulation VLAN.

8 (Optional) Select Mirrored packet length to put a limit on the size of mirrored frames.

If this option is selected, all mirrored frames are truncated to the specified length.

9 Click Next.

Choose Port Mirroring Sources
Select sources and traffic direction for the new port mirroring session.

Procedure

1 Choose whether to use this source for Ingress or Egress traffic, or choose Ingress/Egress to use this
source for both types of traffic.

2 Type the source port IDs and click >> to add the sources to the port mirroring session.

Separate multiple port IDs with a comma.

3 Click Next.

Choose Port Mirroring Destinations
Select ports or uplinks as destinations for the port mirroring session.

Port Mirroring is checked against the VLAN forwarding policy. If the VLAN of the original frames is not
equal to or trunked by the destination port, the frames are not mirrored.

Procedure

1 Choose the Destination type.

Option Description

Port Type in one or more Port IDs to use as a destination for the port mirroring
session. Separate multiple IDs with a comma.

Uplink Select one or more uplinks to use as a destination for the port mirroring
session.

 
2 Click >> to add the selected destinations to the port mirroring session.

3 (Optional) Repeat the above steps to add multiple destinations.

4 Click Next.

Verify New Port Mirroring Settings
Verify and enable the new port mirroring session.

Procedure

1 Verify that the listed name and settings for the new port mirroring session are correct.

2 (Optional) Click Back to make any changes.

3 (Optional) Click Enable this port mirroring session to start the port mirroring session immediately.

4 Click Finish.
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View Port Mirroring Session Details
View port mirroring session details, including status, sources, and destinations.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Port Mirroring tab, select the port mirroring session to view.

Details for the selected port mirroring session appear under Port Mirroring Session Details.

4 (Optional) Click Edit to edit the details for the selected port mirroring session.

5 (Optional) Click Delete to delete the selected port mirroring session.

6 (Optional) Click Add to add a new port mirroring session.

Edit Port Mirroring Name and Session Details
Edit the details of a port mirroring session, including name, description, and status.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Port Mirroring tab, select the port mirroring session to modify and click Edit.

4 Click the Properties tab.

5 (Optional) Type a new Name for the port mirroring session.

6 (Optional) Type a new Description for the port mirroring session.

7 Select whether the port mirroring session should be Enabled or Disabled.

8 (Optional) Select Allow normal IO on destination ports to allow normal IO traffic on destination ports.

If you do not select this option, mirrored traffic is allowed out on destination ports, but no traffic is
allowed in.

9 (Optional) Select Encapsulation VLAN to create a VLAN ID that encapsulates all frames at the
destination ports.

If the original frames have a VLAN and Preserve original VLAN is not selected, the encapsulation
VLAN replaces the original VLAN.

10 (Optional) Select Preserve original VLAN to keep the original VLAN in an inner tag so mirrored
frames are double encapsulated.

This option is available only if you select Encapsulation VLAN.

11 (Optional) Select Mirrored packet length to put a limit on the size of mirrored frames.

If this option is selected, all mirrored frames are truncated to the specified length.
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12 Click OK.

Edit Port Mirroring Sources
Edit sources and traffic direction for the port mirroring session.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Port Mirroring tab, select the port mirroring session to modify and click Edit.

4 Click the Sources tab.

5 (Optional) Select whether to use this source for Ingress or Egress traffic, or select Ingress/Egress to use
this source for both types of traffic.

6 (Optional) Type one or more port IDs or ranges of port IDs to add as source for the port mirroring
session, and click >>.

Separate multiple IDs with commas.

7 (Optional) Select a source in the right-hand list and click << to remove the source from the port
mirroring session.

8 Click OK.

Edit Port Mirroring Destinations
Edit the destination ports and uplinks for a port mirroring session to change where traffic for the session is
mirrored.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Port Mirroring tab, select the port mirroring session to modify and click Edit.

4 Click the Destinations tab.

5 (Optional) Select the Destination type of the destination to add.

Option Description

Port Type one or more Port IDs to use as a destination for the port mirroring
session. Separate multiple IDs with a comma.

Uplink Select one or more uplinks to use as a destination for the port mirroring
session.

 
6 (Optional) Type one or more port IDs or ranges of port IDs to add as a destination for the port

mirroring session and click >>.

Separate multiple IDs with commas.
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7 (Optional) Select a destination from the right-hand column and click << to remove the destination from
the port mirroring session.

8 Click OK.

Configure NetFlow Settings
NetFlow is a network analysis tool that you can use to monitor network monitoring and virtual machine
traffic.

NetFlow is available on vSphere distributed switch version 5.0.0 and later.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 Navigate to the NetFlow tab.

4 Type the IP address and Port of the NetFlow collector.

5 Type the VDS IP address.

With an IP address to the vSphere distributed switch, the NetFlow collector can interact with the
vSphere distributed switch as a single switch, rather than interacting with a separate, unrelated switch
for each associated host.

6 (Optional) Use the up and down menu arrows to set the Active flow export timeout and Idle flow
export timeout.

7 (Optional) Use the up and down menu arrows to set the Sampling rate.

The sampling rate determines what portion of data NetFlow collects, with the sampling rate number
determining how often NetFlow collects the packets. A collector with a sampling rate of 2 collects data
from every other packet. A collector with a sampling rate of 5 collects data from every fifth packet.

8 (Optional) Select Process internal flows only to collect data only on network activity between virtual
machines on the same host.

9 Click OK.

Switch Discovery Protocol
Switch discovery protocols help vSphere administrators to determine which port of the physical switch is
connected to a vSphere standard switch or vSphere distributed switch.

vSphere 5.0 and later supports Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP).
CDP is available for vSphere standard switches and vSphere distributed switches connected to Cisco
physical switches. LLDP is available for vSphere distributed switches version 5.0.0 and later.

When CDP or LLDP is enabled for a particular vSphere distributed switch or vSphere standard switch, you
can view properties of the peer physical switch such as device ID, software version, and timeout from the
vSphere Web Client.
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Enable Cisco Discovery Protocol on a vSphere Distributed Switch
Cisco Discovery Protocol (CDP) allows vSphere administrators to determine which Cisco switch port
connects to a given vSphere standard switch or vSphere distributed switch. When CDP is enabled for a
particular vSphere distributed switch, you can view properties of the Cisco switch (such as device ID,
software version, and timeout) from the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Properties tab, select Advanced.

4 Select Enabled from the Status drop-down menu.

5 Select Cisco Discovery Protocol from the Type drop-down menu.

6 Select the CDP mode from the Operation drop-down menu.

Option Description

Listen ESXi detects and displays information about the associated Cisco switch
port, but information about the vSphere distributed switch is not available
to the Cisco switch administrator.

Advertise ESXi makes information about the vSphere distributed switch available to
the Cisco switch administrator, but does not detect and display
information about the Cisco switch.

Both ESXi detects and displays information about the associated Cisco switch
and makes information about the vSphere distributed switch available to
the Cisco switch administrator.

 
7 Click OK.

Enable Link Layer Discovery Protocol on a vSphere Distributed Switch
With Link Layer Discovery Protocol (LLDP), vSphere administrators can determine which physical switch
port connects to a given vSphere distributed switch. When LLDP is enabled for a particular distributed
switch, you can view properties of the physical switch (such as chassis ID, system name and description,
and device capabilities) from the vSphere Client.

LLDP is available only on vSphere distributed switch version 5.0.0 and later.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the Networking inventory view.

2 Right-click the vSphere distributed switch in the inventory pane, and select Edit Settings.

3 On the Properties tab, select Advanced.

4 Select Enabled from the Status drop-down menu.

5 Select Link Layer Discovery Protocol from the Type drop-down menu.
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6 Select the LLDP mode from the Operation drop-down menu.

Option Description

Listen ESXi detects and displays information about the associated physical switch
port, but information about the vSphere distributed switch is not available
to the switch administrator.

Advertise ESXi makes information about the vSphere distributed switch available to
the switch administrator, but does not detect and display information
about the physical switch.

Both ESXi detects and displays information about the associated physical switch
and makes information about the vSphere distributed switch available to
the switch administrator.

 
7 Click OK.

View Switch Information on the vSphere Client
When CDP or LLDP is set to Listen or Both, you can view physical switch information from the vSphere
Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 Click the information icon to the right of the vSphere standard switch or vSphere distributed switch to
display information for that switch.

Switch information for the selected switch appears.

Change the DNS and Routing Configuration
You can change the DNS server and default gateway information provided during installation from the host
configuration page in the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the host from the inventory panel.

2 Click the Configuration tab, and click DNS and Routing.

3 On the right side of the window, click Properties.

4 In the DNS Configuration tab, enter a name and domain.

5 Choose whether to obtain the DNS server address automatically or use a DNS server address.

6 Specify the domains in which to look for hosts.

7 On the Routing tab, change the default gateway information as needed.

8 Click OK.
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MAC Address Management
MAC addresses are used in the Layer 2 (Data Link Layer) of the network protocol stack to transmit frames
to a recipient. In vSphere, vCenter Server generates MAC addresses for virtual machine adapters and
VMkernel adapters, or you can assign addresses manually.

Each network adapter manufacturer is assigned a unique three-byte prefix called an Organizationally
Unique Identifier (OUI), which it can use to generate unique MAC addresses.

VMware supports several address allocation mechanisms, each of them with a separate OUI:

n Generated MAC addresses

n Assigned by vCenter Server

n Assigned by the ESXi host

n Manually set MAC addresses

n Generated for legacy virtual machines, but no longer used with ESXi

If you reconfigure the network adapter of a powered off virtual machine, for example by changing the
automatic MAC address allocation type, or setting a static MAC address, vCenter Server resolves any MAC
address conflict before the adapter reconfiguration takes effect.

Add or Adjust Range- or Prefixed-Based Allocations in the vSphere Client
If you use a range- or prefixed-based allocation, you can use the vSphere Client to adjust the parameters of
your allocation.

To change allocation schemes from VMware OUI to a range- or prefixed-based allocation, you must add a
key and default value to Advanced Settings. If you already added the key and default values, use Advanced
Settings to adjust the parameters for each key.

To change from a range- or prefixed-based allocation to the VMware OUI allocation, you cannot use the
vSphere Client. You must edit the vpxd.cfg file manually. VMware recommends changing allocation types
through the vSphere Client because editing files can introduce errors. For information about editing the
vpxd.cfg file, see the vSphere Networking publication.

CAUTION   Prefix-based MAC address allocation is only supported invCenter Server 5.1 and 5.1 hosts. If you
add pre-5.1 hosts to vCenter Server 5.1 , and use anything other than VMware OUI prefix-based MAC
address allocation, virtual machines assigned non-VMware OUI prefixed MAC addresses fail to power on
their pre-5.1 hosts.

The prefix-based MAC address allocation schemes are not supported on pre-5.1 hosts because pre-5.1 hosts
explicitly validate if an assigned MAC address uses the VMware OUI 00:50:56 prefix. If the MAC address is
not prefixed with 00:50:56, the virtual machine pre-5.1 host fails to power on.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select Administration > Server Settings.

2 Select Advanced Settings.
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3 Add or adjust one of the following allocation types.

NOTE   Use only one allocation type.

u Prefix-based allocation

Key Default Value

config.vpxd.macAllocScheme.prefixScheme.prefix 005026

config.vpxd.macAllocScheme.prefixScheme.prefixLength 23

Change the default values to your choice of prefix and prefix length.

u Range-based allocation

Key Default Value

config.vpxd.macAllocScheme.rangeScheme.range[0].begin 005067000000

config.vpxd.macAllocScheme.rangeScheme.range[0].end 005067ffffff

Change the default values to the allocation range of your choice. Replace [0] with the range ID of
your choice.

4 Click OK.

Assign a static MAC Address in the vSphere Client
You can assign static MAC addresses to a powered-down virtual machine's virtual NICs.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the virtual machine from the inventory panel.

2 Click the Summary tab and click Edit Settings.

3 Select the network adapter from the Hardware list.

4 In the MAC Address group, select Manual.

5 Enter the static MAC address, and click OK.
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Managing Storage in the vSphere
Client 24

When you connect to a host or vCenter Server using the vSphere Client, you can perform a variety of
storage management tasks, including configuring adapters, creating datastores, and viewing storage device
information.

This chapter includes the following topics:

n “Storage Limitations in the vSphere Client,” on page 298

n “Display Storage Devices for a Host in the vSphere Client,” on page 298

n “Display Storage Devices for an Adapter in the vSphere Client,” on page 299

n “View Storage Adapters Information in the vSphere Client,” on page 299

n “Review Datastore Information in the vSphere Client,” on page 299

n “Assign WWNs to Virtual Machines,” on page 299

n “Modify WWN Assignments,” on page 300

n “Set Up Networking for Software FCoE,” on page 301

n “Add Software FCoE Adapters,” on page 302

n “Disable Automatic Host Registration,” on page 302

n “Setting Up Independent Hardware iSCSI Adapters,” on page 303

n “Configuring Dependent Hardware iSCSI Adapters,” on page 304

n “Configuring Software iSCSI Adapters,” on page 306

n “Setting Up iSCSI Network,” on page 308

n “Using Jumbo Frames with iSCSI,” on page 313

n “Configuring Discovery Addresses for iSCSI Adapters,” on page 314

n “Configuring CHAP Parameters for iSCSI Adapters,” on page 315

n “Configure Advanced Parameters for iSCSI in the vSphere Client,” on page 318

n “Managing Storage Devices,” on page 319

n “Working with Datastores,” on page 320

n “Raw Device Mapping,” on page 330

n “Understanding Multipathing and Failover,” on page 331

n “Storage Hardware Acceleration,” on page 333
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n “Storage Thin Provisioning,” on page 334

n “Using Storage Vendor Providers,” on page 336

n “About vSphere Storage Appliance Installation and Administration,” on page 338

Storage Limitations in the vSphere Client
The storage tasks that you can perform when you connect directly to an ESXi host or vCenter Server system
with the vSphere Client are limited.

The following storage features are unavailable or read-only in the vSphere Client:

n AHCI SATA devices

n NFS client 4.1 with Kerberos

n Storage DRS with vSphere Replication

n Storage DRS interoperability with vCenter Site Recovery Manager

n Storage Policy I/O filters

n Virtual SAN disk group management

n Virtual SAN profile compatibility errors and warnings

n Virtual SAN storage policy based management

n Virtual SAN default profiles

n Virtual SAN disk serviceability

n Virtual SAN fault domain isolation

n Virtual Volumes

n vSphere Flash Read Cache

n vSphere Flash Read Cache DRS interoperability

Use the vSphere Web Client as the primary interface for managing the full range of storage functions
available in your vSphere 6.0 environment.

Display Storage Devices for a Host in the vSphere Client
Use the vSphere Client to display all storage devices or LUNs available to a host. If you use any third-party
multipathing plug-ins, the storage devices available through the plug-ins also appear on the list.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a host and click the Configuration tab.

2 In Hardware, select Storage.

3 Click Devices.

4 To view additional details about a specific device, select the device from the list.
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Display Storage Devices for an Adapter in the vSphere Client
Use the vSphere Client to display a list of storage devices accessible to a specific storage adapter on the host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a host and click the Configuration tab.

2 In Hardware, select Storage Adapters.

3 Select the adapter from the Storage Adapters list.

4 Click Devices.

View Storage Adapters Information in the vSphere Client
Use the vSphere Client to display storage adapters that your host uses and to review their information.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a host and click the Configuration tab.

2 In Hardware, select Storage Adapters.

3 To view details for a specific adapter, select the adapter from the Storage Adapters list.

4 To list all storage devices the adapter can access, click Devices.

5 To list all paths the adapter uses, click Paths.

Review Datastore Information in the vSphere Client
Use the vSphere Client to display all datastores available to the hosts and analyze their properties.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a host and click the Configuration tab.

2 In Hardware, select Storage.

3 Click the Datastores view.

4 To display details for a particular datastore, select the datastore from the list.

Assign WWNs to Virtual Machines
You can assign a WWN to a new virtual machine with an RDM disk when you create this virtual machine.

You can create from 1 to 16 WWN pairs, which can be mapped to the first 1 to 16 physical HBAs on the host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.
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Procedure

1 Open the New Virtual Machine wizard.

2 Select Custom, and click Next.

3 Follow all steps required to create a custom virtual machine.

4 On the Select a Disk page, select Raw Device Mapping, and click Next.

5 From a list of SAN disks or LUNs, select a raw LUN you want your virtual machine to access directly.

6 Select a datastore for the RDM mapping file.

You can place the RDM file on the same datastore where your virtual machine files reside, or select a
different datastore.

NOTE   If you want to use vMotion for a virtual machine with enabled NPIV, make sure that the RDM
file is located on the same datastore where the virtual machine configuration file resides.

7 Follow the steps required to create a virtual machine with the RDM.

8 On the Ready to Complete page, select the Edit the virtual machine settings before completion check
box and click Continue.

The Virtual Machine Properties dialog box opens.

9 Assign WWNs to the virtual machine.

a Click the Options tab, and select Fibre Channel NPIV.

b Select Generate new WWNs.

c Specify the number of WWNNs and WWPNs.

A minimum of 2 WWPNs are needed to support failover with NPIV. Typically only 1 WWNN is
created for each virtual machine.

10 Click Finish.

The host creates WWN assignments for the virtual machine.

What to do next

Register newly created WWNs in the fabric so that the virtual machine is able to log in to the switch, and
assign storage LUNs to the WWNs.

Modify WWN Assignments
You can modify WWN assignments for a virtual machine with an RDM.

Typically, you do not need to change existing WWN assignments on your virtual machine. In certain
circumstances, for example, when manually assigned WWNs are causing conflicts on the SAN, you might
need to change or remove WWNs.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Make sure to power off the virtual machine if you want to edit the existing WWNs.

Before you begin, ensure that your SAN administrator has provisioned the storage LUN ACL to allow the
virtual machine’s ESXi host to access it.
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Procedure

1 Open the Virtual Machine Properties dialog box by clicking the Edit Settings link for the selected
virtual machine.

2 Click the Options tab and select Fibre Channel NPIV.

The Virtual Machine Properties dialog box opens.

3 Edit the WWN assignments by selecting one of the following options:

Option Description

Temporarily disable NPIV for this
virtual machine

Disable the WWN assignments for the virtual machine.

Leave unchanged The existing WWN assignments are retained. The read-only WWN
Assignments section of this dialog box displays the node and port values
of any existing WWN assignments.

Generate new WWNs New WWNs are generated and assigned to the virtual machine,
overwriting any existing WWNs (those of the HBA itself are unaffected).

Remove WWN assignment The WWNs assigned to the virtual machine are removed and it uses the
HBA WWNs to access the storage LUN. This option is not available if you
are creating a new virtual machine.

 
4 Click OK to save your changes.

Set Up Networking for Software FCoE
Before you activate the software FCoE adapters, you need to connect the VMkernel to physical FCoE NICs
installed on your host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 In the vSphere standard switch view, click Add Networking.

4 Select VMkernel and click Next.

5 Select Create a vSphere standard switch to create a new vSphere standard switch.

6 Select the network adapter (vmnic#) that supports FCoE and click Next.

If your host has multiple network adapters or multiple ports on the adapter, you can add all of them to
a single vSphere standard switch. An alternative is to connect each FCoE NIC to a separate standard
switch.

NOTE   ESXi supports the maximum of four network adapter ports used for software FCoE.

7 Enter a network label.

Network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, FCoE.
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8 Specify a VLAN ID and click Next.

Because FCoE traffic requires an isolated network, make sure that the VLAN ID you enter is different
from the one used for regular networking on your host. For more information, see the vSphere
Networking documentation.

9 Specify the IP settings and click Next.

10 Review the information and click Finish.

You have created the virtual VMkernel adapter for the physical FCoE network adapter installed on your
host.

NOTE   To avoid FCoE traffic disruptions, do not remove the FCoE network adapter (vmnic#) from the
vSphere standard switch after you set up FCoE networking.

Add Software FCoE Adapters
You must activate software FCoE adapters so that your host can use them to access Fibre Channel storage.

The number of software FCoE adapters you can activate corresponds to the number of physical FCoE NIC
ports on your host. ESXi supports the maximum of four software FCoE adapters on one host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Set up networking for the software FCoE adapter.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage Adapters in the Hardware panel.

3 Click Add, select Software FCoE Adapter, and click OK.

4 On the Add Software FCoE Adapter dialog box, select an appropriate vmnic from the drop-down list of
physical network adapters.

Only those adapters that are not yet used for FCoE traffic are listed.

5 Click OK.

The software FCoE adapter appears on the list of storage adapters.

After you activate the software FCoE adapter, you can view its properties. If you do not use the adapter, you
can remove it from the list of adapters.

Disable Automatic Host Registration
When you use EMC CLARiiON or Invista arrays for storage, it is required that the hosts register with the
arrays. ESXi performs automatic host registration by sending the host's name and IP address to the array. If
you prefer to perform manual registration using storage management software, disable the ESXi auto-
registration feature.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host in the inventory panel.
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2 Click the Configuration tab and click Advanced Settings under Software.

3 Click Disk in the left panel and scroll down to Disk.EnableNaviReg on the right.

4 Change the default value to 0.

This disables the automatic host registration enabled by default.

Setting Up Independent Hardware iSCSI Adapters
An independent hardware iSCSI adapter is a specialized third-party adapter capable of accessing iSCSI
storage over TCP/IP. This iSCSI adapter handles all iSCSI and network processing and management for
your ESXi system.

When you connect the vSphere Client directly to a host, the setup and configuration process for the
independent hardware iSCSI adapters involves these steps:

1 Check whether the adapter needs to be licensed.

See your vendor documentation.

2 Install the adapter.

For installation information and information on firmware updates, see vendor documentation.

3 Verity that the adapter is installed correctly.

See “View Independent Hardware iSCSI Adapters in the vSphere Client,” on page 303.

4 Configure discovery information.

See “Configuring Discovery Addresses for iSCSI Adapters,” on page 314.

5 (Optional) Configure CHAP parameters.

See “Configuring CHAP Parameters for iSCSI Adapters,” on page 315.

6 (Optional) Enable Jumbo Frames.

See “Using Jumbo Frames with iSCSI,” on page 313.

View Independent Hardware iSCSI Adapters in the vSphere Client
View an independent hardware iSCSI adapter to verify that it is correctly installed and ready for
configuration.

After you install an independent hardware iSCSI adapter, it appears on the list of storage adapters available
for configuration. You can view its properties.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage Adapters in the Hardware panel.

If it is installed, the hardware iSCSI adapter appears on the list of storage adapters.

3 Select the adapter to view.

The default details for the adapter appear, including the model, iSCSI name, iSCSI alias, IP address, and
target and paths information.

Chapter 24 Managing Storage in the vSphere Client

VMware, Inc.  303



4 Click Properties.

The iSCSI Initiator Properties dialog box appears. The General tab displays additional characteristics of
the adapter.

You can now configure your independent hardware adapter or change its default characteristics.

Change Name and IP Address for Independent Hardware iSCSI Adapters
When you configure your independent hardware iSCSI adapters, make sure that their names and IP
addresses are formatted properly.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host .Configuration.Storage Partition Configuration

Procedure

1 Access the iSCSI Initiator Properties dialog box.

2 Click Configure.

3 To change the default iSCSI name for your adapter, enter the new name.

Make sure the name you enter is worldwide unique and properly formatted or some storage devices
might not recognize the iSCSI adapter.

4 (Optional) Enter the iSCSI alias.

The alias is a name that you use to identify the independent hardware iSCSI adapter.

5 Change the default IP settings.

You must change the default IP settings so that they are configured properly for the IP SAN. Work with
your network administrator to determine the IP setting for the HBA.

6 Click OK to save your changes.

If you change the iSCSI name, it will be used for new iSCSI sessions. For existing sessions, new settings will
not be used until logout and re-login.

Configuring Dependent Hardware iSCSI Adapters
A dependent hardware iSCSI adapter is a third-party adapter that depends on VMware networking, and
iSCSI configuration and management interfaces provided by VMware.

An example of a dependent iSCSI adapter is a Broadcom 5709 NIC. When installed on a host, it presents its
two components, a standard network adapter and an iSCSI engine, to the same port. The iSCSI engine
appears on the list of storage adapters as an iSCSI adapter (vmhba). Although the iSCSI adapter is enabled
by default, to make it functional, you must first connect it, through a virtual VMkernel adapter (vmk), to a
physical network adapter (vmnic) associated with it. You can then configure the iSCSI adapter.

After you configure the dependent hardware iSCSI adapter, the discovery and authentication data are
passed through the network connection, while the iSCSI traffic goes through the iSCSI engine, bypassing the
network.

The entire setup and configuration process for the dependent hardware iSCSI adapters involves these steps:

1 View the dependent hardware adapters.
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See “View Dependent Hardware iSCSI Adapters,” on page 305.

If your dependent hardware adapters do not appear on the list of storage adapters, check whether they
need to be licensed. See your vendor documentation.

2 Determine the association between the dependent hardware adapters and physical NICs.

See “Determine Association Between iSCSI and Network Adapters,” on page 306.

Make sure to note the names of the corresponding physical NICs. For example, the vmhba33 adapter
corresponds to vmnic1 and vmhba34 corresponds to vmnic2.

3 Configure networking for iSCSI.

See “Setting Up iSCSI Network,” on page 308.

Configuring the network involves creating a VMkernel interface for each physical network adapter and
associating the interface with an appropriate iSCSI adapter.

4 (Optional) Enable Jumbo Frames.

See “Using Jumbo Frames with iSCSI,” on page 313.

5 Configure discovery information.

See “Configuring Discovery Addresses for iSCSI Adapters,” on page 314.

6 (Optional) Configure CHAP parameters.

See “Configuring CHAP Parameters for iSCSI Adapters,” on page 315.

View Dependent Hardware iSCSI Adapters
View a dependent hardware iSCSI adapter to verify that it is correctly loaded.

If the dependent hardware adapter does not appear on the list of storage adapters, check whether it needs to
be licensed. See your vendor documentation.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage Adapters in the Hardware panel.

If it is installed, the dependent hardware iSCSI adapter appears on the list of storage adapters under
such category as, for example, Broadcom iSCSI Adapter.

3 Select the adapter to view and click Properties.

The iSCSI Initiator Properties dialog box opens. It displays the default details for the adapter, including
the iSCSI name, iSCSI alias, and the status.

4 (Optional) To change the default iSCSI name, click Configure.

What to do next

Although the dependent iSCSI adapter is enabled by default, to make it functional, you must set up
networking for the iSCSI traffic and bind the adapter to the appropriate VMkernel iSCSI port. You then
configure discovery addresses and CHAP parameters.
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Determine Association Between iSCSI and Network Adapters
You create network connections to bind dependent iSCSI and network adapters. To create the connections
correctly, you must determine the name of the physical NIC with which the dependent hardware iSCSI
adapter is associated.

Prerequisites

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 In the iSCSI Initiator Properties dialog box, click the Network Configuration tab.

2 Click Add.

The network adapter, for example vmnic2, that corresponds to the dependent iSCSI adapter is listed.

What to do next

You must bind the associated dependent hardware iSCSI and network adapters by creating the network
connections.

Configuring Software iSCSI Adapters
With the software-based iSCSI implementation, you can use standard NICs to connect your host to a remote
iSCSI target on the IP network. The software iSCSI adapter that is built into ESXi facilitates this connection
by communicating with the physical NICs through the network stack.

Before you can use the software iSCSI adapter, you must set up networking, activate the adapter, and
configure parameters such as discovery addresses and CHAP.

NOTE   Designate a separate network adapter for iSCSI. Do not use iSCSI on 100Mbps or slower adapters.

The software iSCSI adapter configuration workflow includes these steps:

1 Activate the software iSCSI adapter.

See “Activate the Software iSCSI Adapter in the vSphere Client,” on page 306.

2 Configure networking for iSCSI.

See “Setting Up iSCSI Network,” on page 308.

Configuring the network involves creating a VMkernel interface for each physical network adapter that
you use for iSCSI and associating all interfaces with the software iSCSI adapter.

3 (Optional) Enable Jumbo Frames.

See “Using Jumbo Frames with iSCSI,” on page 313.

4 Configure discovery information.

See “Configuring Discovery Addresses for iSCSI Adapters,” on page 314.

5 (Optional) Configure CHAP parameters.

See “Configuring CHAP Parameters for iSCSI Adapters,” on page 315.

Activate the Software iSCSI Adapter in the vSphere Client
You must activate your software iSCSI adapter so that your host can use it to access iSCSI storage.

You can activate only one software iSCSI adapter.
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Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

NOTE   If you boot from iSCSI using the software iSCSI adapter, the adapter is enabled and the network
configuration is created at the first boot. If you disable the adapter, it is reenabled each time you boot the
host.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage Adapters in the Hardware panel.

3 Click Add and select Software iSCSI Adapter.

The software iSCSI adapter appears on the list of storage adapters.

4 Select the iSCSI adapter from the list and click Properties.

5 Click Configure.

6 Make sure that the adapter is enabled and click OK.

After enabling the adapter, the host assigns the default iSCSI name to it. If you change the default
name, follow iSCSI naming conventions.

Disable Software iSCSI Adapter in the vSphere Client
Use the vSphere Client to disable the software iSCSI adapter if you do not need it.

NOTE   If you disable the adapter that is used for software iSCSI boot, the adapter is reenabled each time you
boot the host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage Adapters in the Hardware panel.

3 Select the software iSCSI adapter from the list of storage adapters and click Properties.

4 Click Configure.

5 To disable the adapter, deselect Enabled and click OK.

6 Reboot the host.

After reboot, the adapter no longer appears on the list of storage adapters.

The status indicates that the adapter is disabled.
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Setting Up iSCSI Network
Software and dependent hardware iSCSI adapters depend on VMkernel networking. If you use the software
or dependent hardware iSCSI adapters, you must configure connections for the traffic between the iSCSI
component and the physical network adapters.

Configuring the network connection involves creating a virtual VMkernel adapter for each physical network
adapter. You then associate the VMkernel adapter with an appropriate iSCSI adapter. This process is called
port binding.

For specific considerations on when and how to use network connections with software iSCSI, see the
VMware knowledge base article at http://kb.vmware.com/kb/2038869.

Multiple Network Adapters in iSCSI Configuration
If your host has more than one physical network adapter for software and dependent hardware iSCSI, use
the adapters for multipathing.

You can connect the software iSCSI adapter with any physical NICs available on your host. The dependent
iSCSI adapters must be connected only to their own physical NICs.

NOTE   Physical NICs must be on the same subnet as the iSCSI storage system they connect to.

Figure 24‑1.  Networking with iSCSI
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The iSCSI adapter and physical NIC connect through a virtual VMkernel adapter, also called virtual
network adapter or VMkernel port. You create a VMkernel adapter (vmk) on a vSphere switch (vSwitch)
using 1:1 mapping between each virtual and physical network adapter.
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One way to achieve the 1:1 mapping when you have multiple NICs, is to designate a separate vSphere
switch for each virtual-to-physical adapter pair.

NOTE   If you use separate vSphere switches, you must connect them to different IP subnets. Otherwise,
VMkernel adapters might experience connectivity problems and the host will fail to discover iSCSI LUNs.

The following examples show configurations that use vSphere standard switches, but you can use
distributed switches as well. For more information about vSphere distributed switches, see the vSphere
Networking documentation.

Figure 24‑2.  1:1 adapter mapping on separate vSphere standard switches
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An alternative is to add all NICs and VMkernel adapters to a single vSphere standard switch. In this case,
you must override the default network setup and make sure that each VMkernel adapter maps to only one
corresponding active physical adapter.

NOTE   You must use the single vSwitch configuration if VMkernel adapters are on the same subnet.

Figure 24‑3.  1:1 adapter mapping on a single vSphere standard switch
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The following table summarises the iSCSI networking configuration discussed in this topic.

Table 24‑1.  Networking configuration for iSCSI

iSCSI Adapters VMkernel Adapters (Ports) Physical Adapters (NICs)

Software iSCSI

vmhba32 vmk1 vmnic1

vmk2 vmnic2

Dependent Hardware iSCSI
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Table 24‑1.  Networking configuration for iSCSI (Continued)

iSCSI Adapters VMkernel Adapters (Ports) Physical Adapters (NICs)

vmhba33 vmk1 vmnic1

vmhba34 vmk2 vmnic2

Create Network Connections for iSCSI in the vSphere Client
Configure connections for the traffic between the software or dependent hardware iSCSI adapters and the
physical network adapters.

The following tasks discuss the iSCSI network configuration with a vSphere standard switch.

If you use a vSphere distributed switch with multiple uplink ports, for port binding, create a separate
distributed port group per each physical NIC. Then set the team policy so that each distributed port group
has only one active uplink port. For detailed information on vSphere distributed switches, see the vSphere
Networking documentation.

Create a Single VMkernel Adapter for iSCSI
You must connect the VMkernel, which runs services for iSCSI storage, to a physical network adapter.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 In the vSphere Standard Switch view, click Add Networking.

4 Select VMkernel and click Next.

5 Select Create a vSphere standard switch to create a new standard switch.

6 Select a NIC to use for iSCSI traffic.

IMPORTANT   If you are creating a VMkernel interface for the dependent hardware iSCSI adapter, select
the NIC that corresponds to the iSCSI component. See “Determine Association Between iSCSI and
Network Adapters,” on page 306.

7 Click Next.

8 Enter a network label.

A network label is a friendly name that identifies the VMkernel adapter that you are creating, for
example, iSCSI.

9 Click Next.

10 Specify the IP settings and click Next.

11 Review the information and click Finish.

You created the virtual VMkernel adapter for a physical network adapter on your host.

What to do next

If your host has one physical network adapter for iSCSI traffic, you must bind the virtual adapter that you
created to the iSCSI adapter.
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If you have multiple network adapters, create additional VMkernel adapters and then perform iSCSI
binding. The number of virtual adapters must correspond to the number of physical adapters on the host.

Create Additional VMkernel Adapters for iSCSI
Use this task if you have two or more physical network adapters for iSCSI and you want to connect all of
your NICs to a single vSphere standard switch. In this task, you add NICs and VMkernel adapters to an
existing vSphere standard switch.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

You must create a vSphere standard switch that maps an iSCSI VMkernel adapter to a single physical NIC
designated for iSCSI traffic.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 Select the vSphere standard switch that you use for iSCSI and click Properties.

4 Connect additional network adapters to the standard switch.

a In the standard switch Properties dialog box, click the Network Adapters tab and click Add.

b Select one or more NICs from the list and click Next.

With dependent hardware iSCSI adapters, select only those NICs that have a corresponding iSCSI
component.

c Review the information on the Adapter Summary page and click Finish.

The list of network adapters reappears, showing the network adapters that the vSphere standard
switch now claims.

5 Create iSCSI VMkernel adapters for all NICs that you added.

The number of VMkernel interfaces must correspond to the number of NICs on the vSphere standard
switch.

a In the standard switch Properties dialog box, click the Ports tab and click Add.

b Select VMkernel and click Next.

c Under Port Group Properties, enter a network label, for example iSCSI, and click Next.

d Specify the IP settings and click Next.

When you enter the subnet mask, make sure that the NIC is set to the subnet of the storage system
it connects to.

e Review the information and click Finish.

CAUTION   If the NIC you use with your iSCSI adapter, either software or dependent hardware, is not in
the same subnet as your iSCSI target, your host cannot establish sessions from this network adapter to
the target.

What to do next

Change the network policy for all VMkernel adapters, so that it is compatible with the network binding
requirements. You can then bind the iSCSI VMkernel adapters to the software iSCSI or dependent hardware
iSCSI adapters.
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Change Port Group Policy for iSCSI VMkernel Adapters
If you use a single vSphere standard switch to connect VMkernel to multiple network adapters, change the
port group policy, so that it is compatible with the iSCSI network requirements.

By default, for each virtual adapter on the vSphere standard switch, all network adapters appear as active.
You must override this setup, so that each VMkernel interface maps to only one corresponding active NIC.
For example, vmk1 maps to vmnic1, vmk2 maps to vmnic2, and so on.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Create a vSphere standard switch that connects VMkernel with physical network adapters designated for
iSCSI traffic. The number of VMkernel adapters must correspond to the number of physical adapters on the
vSphere standard switch.

Procedure

1 Log in to the vSphere Client and select the host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 Select the vSphere standard switch that you use for iSCSI and click Properties.

4 On the Ports tab, select an iSCSI VMkernel adapter and click Edit.

5 Click the NIC Teaming tab and select Override switch failover order.

6 Designate only one physical adapter as active and move all remaining adapters to the Unused Adapters
category.

7 Repeat Step 4 through Step 6 for each iSCSI VMkernel interface on the vSphere standard switch.

What to do next

After you perform this task, bind the virtual VMkernel adapters to the software iSCSI or dependent
hardware iSCSI adapters.

Bind iSCSI Adapters with VMkernel Adapters in the vSphere Client
Bind an iSCSI adapter with a VMkernel adapter.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Create a virtual VMkernel adapter for each physical network adapter on your host. If you use multiple
VMkernel adapters, set up the correct network policy.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab, and click Storage Adapters in the Hardware panel.

The list of available storage adapters appears.

3 Select the software or dependent iSCSI adapter to configure and click Properties.

4 In the iSCSI Initiator Properties dialog box, click the Network Configuration tab.
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5 Click Add and select a VMkernel adapter to bind with the iSCSI adapter.

You can bind the software iSCSI adapter to one or more VMkernel adapters. For a dependent hardware
iSCSI adapter, only one VMkernel interface associated with the correct physical NIC is available.

6 Click OK.

The network connection appears on the list of VMkernel port bindings for the iSCSI adapter.

7 Verify that the network policy for the connection is compliant with the binding requirements.

Using Jumbo Frames with iSCSI
ESXi supports the use of Jumbo Frames with iSCSI.

Jumbo Frames are Ethernet frames with the size that exceeds 1500 Bytes. The maximum transmission unit
(MTU) parameter is typically used to measure the size of Jumbo Frames. ESXi allows Jumbo Frames with
the MTU up to 9000 Bytes.

When you use Jumbo Frames for iSCSI traffic, the following considerations apply:

n The network must support Jumbo Frames end-to-end for Jumbo Frames to be effective.

n Check with your vendors to ensure your physical NICs and iSCSI HBAs support Jumbo Frames.

n To set up and verify physical network switches for Jumbo Frames, consult your vendor documentation.

The following table explains the level of support that ESXi provides to Jumbo Frames.

Table 24‑2.  Support of Jumbo Frames

Type of iSCSI Adapters Jumbo Frames Support

Software iSCSI Supported

Dependent Hardware iSCSI Supported. Check with vendor.

Independent Hardware iSCSI Supported. Check with vendor.

Enable Jumbo Frames for iSCSI
Use the vSphere Client to enable Jumbo Frames for each vSphere standard switch and VMkernel adapter
designated for iSCSI traffic.

Enable Jumbo Frames on the Standard switch and VMkernel adapter by changing the maximum
transmission units (MTU) parameter.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Networking.

3 Click Properties for the standard switch you use for iSCSI traffic.

4 On the Ports tab, select the standard switch and click Edit.

5 Set the MTU parameter for the standard switch, and click OK.

This step sets the MTU for all physical NICs on that standard switch. The MTU value should be set to
the largest MTU size among all NICs connected to the standard switch.

6 On the Ports tab, select the VMkernel adapter and click Edit.
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7 Set the MTU to match the value configured on the standard switch, and click OK.

Configuring Discovery Addresses for iSCSI Adapters
You need to set up target discovery addresses, so that the iSCSI adapter can determine which storage
resource on the network is available for access.

The ESXi system supports these discovery methods:

Dynamic Discovery Also known as SendTargets discovery. Each time the initiator contacts a
specified iSCSI server, the initiator sends the SendTargets request to the
server. The server responds by supplying a list of available targets to the
initiator. The names and IP addresses of these targets appear on the Static
Discovery tab. If you remove a static target added by dynamic discovery, the
target might be returned to the list the next time a rescan happens, the iSCSI
adapter is reset, or the host is rebooted.

NOTE   With software and dependent hardware iSCSI, ESXi filters target
addresses based on the IP family of the iSCSI server address specified. If the
address is IPv4, IPv6 addresses that might come in the SendTargets response
from the iSCSI server are filtered out. When DNS names are used to specify
an iSCSI server, or when the SendTargets response from the iSCSI server has
DNS names, ESXi relies on the IP family of the first resolved entry from DNS
lookup.

Static Discovery In addition to the dynamic discovery method, you can use static discovery
and manually enter information for the targets. The iSCSI adapter uses a list
of targets that you provide to contact and communicate with the iSCSI
servers.

Set Up Dynamic Discovery in the vSphere Client
With Dynamic Discovery, each time the initiator contacts a specified iSCSI storage system, it sends the
SendTargets request to the system. The iSCSI system responds by supplying a list of available targets to the
initiator.

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

When you set up Dynamic Discovery, you can only add a new iSCSI system. You cannot change the IP
address, DNS name, or port number of an existing iSCSI system. To make changes, delete the existing
system and add a new one.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab, and click Storage Adapters in the Hardware panel.

The list of available storage adapters appears.

3 Click the Configuration tab, and click Storage Adapters in the Hardware panel.

The list of available storage adapters appears.

4 Select the iSCSI initiator to configure, and click Properties.

5 Click the Dynamic Discovery tab.

6 To add an address for the SendTargets discovery, click Add.
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7 Type the IP address or DNS name of the storage system and click OK.

After your host establishes the SendTargets session with this system, any newly discovered targets
appear in the Static Discovery list.

8 To delete a specific SendTargets server, select it and click Remove.

After you remove a SendTargets server, it might still appear in the Inheritance field as the parent of
static targets. This entry indicates where the static targets were discovered and does not affect the
functionality.

What to do next

After configuring Dynamic Discovery for your iSCSI adapter, rescan the adapter.

Set Up Static Discovery in the vSphere Client
With iSCSI initiators, in addition to the dynamic discovery method, you can use static discovery and
manually enter information for the targets.

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

When you set up Static Discovery, you can only add new iSCSI targets. You cannot change the IP address,
DNS name, iSCSI target name, or port number of an existing target. To make changes, remove the existing
target and add a new one.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab, and click Storage Adapters in the Hardware panel.

The list of available storage adapters appears.

3 Select the iSCSI initiator to configure and click Properties.

4 Click the Static Discovery tab.

The tab displays all dynamically discovered targets and any static targets already entered.

5 To add a target, click Add and enter the target’s information.

6 To delete a specific target, select the target and click Remove.

What to do next

After configuring Static Discovery for your iSCSI adapter, rescan the adapter.

Configuring CHAP Parameters for iSCSI Adapters
Because the IP networks that the iSCSI technology uses to connect to remote targets do not protect the data
they transport, you must ensure security of the connection. One of the protocols that iSCSI implements is the
Challenge Handshake Authentication Protocol (CHAP), which verifies the legitimacy of initiators that
access targets on the network.

CHAP uses a three-way handshake algorithm to verify the identity of your host and, if applicable, of the
iSCSI target when the host and target establish a connection. The verification is based on a predefined
private value, or CHAP secret, that the initiator and target share.

ESXi supports CHAP authentication at the adapter level. In this case, all targets receive the same CHAP
name and secret from the iSCSI initiator. For software and dependent hardware iSCSI adapters, ESXi also
supports per-target CHAP authentication, which allows you to configure different credentials for each
target to achieve greater level of security.
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Set Up CHAP for iSCSI Adapter in the vSphere Client
You can set up all targets to receive the same CHAP name and secret from the iSCSI initiator at the initiator
level. By default, all discovery addresses or static targets inherit CHAP parameters that you set up at the
initiator level.

The CHAP name should not exceed 511 alphanumeric characters and the CHAP secret should not exceed
255 alphanumeric characters. Some adapters, for example the QLogic adapter, might have lower limits, 255
for the CHAP name and 100 for the CHAP secret.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

n Before setting up CHAP parameters for software or dependent hardware iSCSI, determine whether to
configure one-way or mutual CHAP. Independent hardware iSCSI adapters do not support mutual
CHAP.

n In one-way CHAP, the target authenticates the initiator.

n In mutual CHAP, both the target and the initiator authenticate each other. Use different secrets for
CHAP and mutual CHAP.

When you configure CHAP parameters, verify that they match the parameters on the storage side.

n Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Access the iSCSI Initiator Properties dialog box.

2 On the General tab, click CHAP.

3 To configure one-way CHAP, under CHAP specify the following:

a Select the CHAP security level.

n Do not use CHAP unless required by target (software and dependent hardware iSCSI only)

n Use CHAP unless prohibited by target

n Use CHAP (software and dependent hardware iSCSI only). To configure mutual CHAP, you
must select this option.

b Specify the CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI initiator name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator
name and type a name in the Name text box.

c Enter a one-way CHAP secret to be used as part of authentication. Use the same secret that you
enter on the storage side.

4 To configure mutual CHAP, first configure one-way CHAP by following the directions in Step 3.

Make sure to select Use CHAP as an option for one-way CHAP. Then, specify the following under
Mutual CHAP:

a Select Use CHAP.

b Specify the mutual CHAP name.

c Enter the mutual CHAP secret. Make sure to use different secrets for the one-way CHAP and
mutual CHAP.
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5 Click OK.

6 Rescan the initiator.

If you change the CHAP or mutual CHAP parameters, they are used for new iSCSI sessions. For existing
sessions, new settings are not used until you log out and log in again.

Set Up CHAP for Target in the vSphere Client
For software and dependent hardware iSCSI adapters, you can configure different CHAP credentials for
each discovery address or static target.

When configuring CHAP parameters, make sure that they match the parameters on the storage side. The
CHAP name should not exceed 511 and the CHAP secret 255 alphanumeric characters.

Required privilege: Host.Configuration.Storage Partition Configuration

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Before setting up CHAP parameters for software and dependent hardware iSCSI, determine whether to
configure one-way or mutual CHAP.

n In one-way CHAP, the target authenticates the initiator.

n In mutual CHAP, both the target and initiator authenticate each other. Make sure to use different
secrets for CHAP and mutual CHAP.

Procedure

1 Access the iSCSI Initiator Properties dialog box.

2 Select either Dynamic Discovery tab or Static Discovery tab.

3 From the list of available targets, select a target you want to configure and click Settings > CHAP.

4 Configure one-way CHAP in the CHAP area.

a Deselect Inherit from parent.

b Select one of the following options:

n Do not use CHAP unless required by target

n Use CHAP unless prohibited by target

n Use CHAP. To be able to configure mutual CHAP, you must select this option.

c Specify the CHAP name.

Make sure that the name you specify matches the name configured on the storage side.

n To set the CHAP name to the iSCSI initiator name, select Use initiator name.

n To set the CHAP name to anything other than the iSCSI initiator name, deselect Use initiator
name and enter a name in the Name field.

d Enter a one-way CHAP secret to be used as part of authentication. Make sure to use the same secret
that you enter on the storage side.

5 To configure mutual CHAP, first configure one-way CHAP by following directions in Step 4.

Make sure to select Use CHAP as an option for one-way CHAP. Then, specify the following in the
Mutual CHAP area:

a Deselect Inherit from parent.

b Select Use CHAP.
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c Specify the mutual CHAP name.

d Enter the mutual CHAP secret. Make sure to use different secrets for the one-way CHAP and
mutual CHAP.

6 Click OK.

7 Rescan the initiator.

If you change the CHAP or mutual CHAP parameters, they are used for new iSCSI sessions. For existing
sessions, new settings are not used until you log out and login again.

Disable CHAP
You can disable CHAP if your storage system does not require it.

If you disable CHAP on a system that requires CHAP authentication, existing iSCSI sessions remain active
until you reboot your host, end the session through the command line, or the storage system forces a logout.
After the session ends, you can no longer connect to targets that require CHAP.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Open the CHAP Credentials dialog box.

2 For software and dependent hardware iSCSI adapters, to disable just the mutual CHAP and leave the
one-way CHAP, select Do not use CHAP in the Mutual CHAP area.

3 To disable one-way CHAP, select Do not use CHAP in the CHAP area.

The mutual CHAP, if set up, automatically turns to Do not use CHAP when you disable the one-way
CHAP.

4 Click OK.

Configure Advanced Parameters for iSCSI in the vSphere Client
The advanced iSCSI settings control such parameters as header and data digest, ARP redirection, delayed
ACK, and so on. Generally, you do not need to change these settings because your host works with the
assigned predefined values.

CAUTION   Do not make any changes to the advanced iSCSI settings unless you are working with the
VMware support team or otherwise have thorough information about the values to provide for the settings.

Required privilege: Host.Configuration.Storage Partition Configuration

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Access the iSCSI Initiator Properties dialog box.

2 To configure advanced parameters at the initiator level, on the General tab, click Advanced. Proceed to 
Step 4.
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3 Configure advanced parameters at the target level.

At the target level, advanced parameters can be configured only for software and dependent hardware
iSCSI adapters.

a Select either the Dynamic Discovery tab or Static Discovery tab.

b From the list of available targets, select a target to configure and click Settings > Advanced.

4 Enter any required values for the advanced parameters you want to modify and click OK to save your
changes.

Managing Storage Devices
Manage local and networked storage device that your ESXi host has access to.

Rename Storage Devices in the vSphere Client
You can change the display name of a storage device. The display name is assigned by the ESXi host based
on the storage type and manufacturer.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the host in the vSphere Client inventory.

2 Click the Configuration tab.

3 Click Storage and then click Devices.

4 Right-click the device to rename and select Rename.

5 Change the device name to a friendly name.

Perform Storage Rescan in the vSphere Client
When you make changes in your SAN configuration, you might need to rescan your storage. You can rescan
all storage available to your host. If the changes you make are isolated to storage accessed through a specific
adapter, perform rescan for only this adapter.

Use this procedure if you want to limit the rescan to storage available to a particular host or accessed
through a particular adapter on the host. If you want to rescan storage available to all hosts managed by
your vCenter Server system, you can do so by right-clicking a datacenter, cluster, or folder that contains the
hosts and selecting Rescan for Datastores.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select a host and click the Configuration tab.
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2 Select a rescan option.

Option Description

Storage In the Hardware panel, click Storage, and click Rescan All above the
Datastores or Devices panel.

Storage Adapters In the Hardware panel, click Storage Adapters, and click Rescan All above
the Storage Adapters panel.
NOTE   You can also right-click an individual adapter and select Rescan to
rescan just that adapter.

 
3 Specify extent of rescan.

Option Description

Scan for New Storage Devices Rescan all adapters to discover new storage devices. If new devices are
discovered, they appear in the device list.

Scan for New VMFS Volumes Rescan all storage devices to discover new datastores that have been
added since the last scan. Any new datastores appear in the datastore list.

 

Change the Number of Scanned LUNs
By default, the VMkernel scans for LUN 0 to LUN 255 for every target (a total of 256 LUNs). You can modify
the Disk.MaxLUN parameter to improve LUN discovery speed.

IMPORTANT   You cannot discover LUNs with a LUN ID number that is greater than 255.

Reducing the value can shorten rescan time and boot time. However, the time to rescan LUNs might depend
on other factors, including the type of storage system and whether sparse LUN support is enabled.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory panel, select the host, click the Configuration tab, and click Advanced
Settings under Software.

2 Select Disk.

3 Scroll down to Disk.MaxLUN.

4 Change the existing value to the value of your choice, and click OK.

The value you enter specifies the LUN after the last one you want to discover.

For example, to discover LUNs from 0 through 31, set Disk.MaxLUN to 32.

Working with Datastores
Datastores are logical containers, analogous to file systems, that hide specifics of each storage device and
provide a uniform model for storing virtual machine files. Datastores can also be used for storing ISO
images, virtual machine templates, and floppy images.

You use the vSphere Client to access different types of storage devices that your ESXi host discovers and to
deploy datastores on them.

Depending on the type of storage you use, datastores can be backed by the following file system formats:

n Virtual Machine File System (VMFS)

n Network File System (NFS)
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After creating datastores, you can organize them in different ways. For example, you can group them into
folders according to business practices. This allows you to assign the same permissions and alarms on the
datastores in the group at one time.

You can also add datastores to datastore clusters. A datastore cluster is a collection of datastores with shared
resources and a shared management interface. When you create a datastore cluster, you can use Storage
DRS to manage storage resources. For information about datastore clusters, see the vSphere Resource
Management documentation.

Create a VMFS Datastore in the vSphere Client
VMFS datastores serve as repositories for virtual machines. You can set up VMFS datastores on any SCSI-
based storage devices that the host discovers, including Fibre Channel, iSCSI, and local storage devices.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Before creating datastores, you must install and configure any adapters that your storage requires. Rescan
the adapters to discover newly added storage devices.

Procedure

1 Log in to the vSphere Client and select the host from the Inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Datastores and click Add Storage.

4 Select the Disk/LUN storage type and click Next.

5 Select a device to use for your datastore and click Next.

IMPORTANT   Select the device that does not have a datastore name displayed in the VMFS Label column.
If a name is present, the device contains a copy of an existing VMFS datastore.

6 Select the File System Version and click Next.

IMPORTANT   If you select VMFS3 you must select the maximum file size under Formatting.

7 If the disk is not blank, review the current disk layout in the top panel of the Current Disk Layout page
and select a configuration option from the bottom panel.

Option Description

Use all available partitions Dedicates the entire disk to a single VMFS datastore. If you select this
option, all file systems and data currently stored on this device are
destroyed.

Use free space Deploys a VMFS datastore in the remaining free space of the disk.
 
If the disk you are formatting is blank, the Current Disk Layout page presents the entire disk space for
storage configuration.

8 Click Next.

9 On the Properties page, type a datastore name and click Next.

10 If the space specified for storage is excessive for your purposes, you can adjust the capacity values.

By default, the entire free space on the storage device is available.

11 Click Next.

12 In the Ready to Complete page, review the datastore configuration information and click Finish.
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A datastore on the SCSI-based storage device is created. If you use the vCenter Server system to manage
your hosts, the newly created datastore is added to all hosts.

Create NFS Datastore in the vSphere Client
You can use the Add Storage wizard to mount an NFS volume and use it as if it were a VMFS datastore.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Because NFS requires network connectivity to access data stored on remote servers, before configuring NFS,
you must first configure VMkernel networking.

Procedure

1 Log in to the vSphere Client and select the host from the Inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Datastores and click Add Storage.

4 Select Network File System as the storage type and click Next.

5 Enter the server name, the mount point folder name, and the datastore name.

For the server name, you can enter an IP address, a DNS name, or an NFS UUID.

NOTE   When you mount the same NFS volume on different hosts, make sure that the server and folder
names are identical across the hosts. If the names do not match exactly, the hosts see the same NFS
volume as two different datastores. This might result in a failure of such features as vMotion. An
example of such discrepancy could be if you enter filer as the server name on one host and
filer.domain.com on the other.

6 (Optional) Select Mount NFS read only if the volume is exported as read only by the NFS server.

7 Click Next.

8 In the Network File System Summary page, review the configuration options and click Finish.

Managing Duplicate VMFS Datastores
When a storage device contains a VMFS datastore copy, you can mount the datastore with the existing
signature or assign a new signature.

Each VMFS datastore created in a storage disk has a unique signature, also called UUID, that is stored in the
file system superblock. When the storage disk is replicated or its snapshot is taken on the storage side, the
resulting disk copy is identical, byte-for-byte, with the original disk. As a result, if the original storage disk
contains a VMFS datastore with UUID X, the disk copy appears to contain an identical VMFS datastore, or a
VMFS datastore copy, with exactly the same UUID X.

In addition to LUN snapshotting and replication, the following storage device operations might cause ESXi
to mark the existing datastore on the device as a copy of the original datastore:

n LUN ID changes

n SCSI device type changes, for example, from SCSI-2 to SCSI-3

n SPC-2 compliancy enablement

ESXi can detect the VMFS datastore copy and display it in the vSphere Client or the vSphere Web Client.
You have an option of mounting the datastore copy with its original UUID or changing the UUID to
resignature the datastore.
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Whether you chose resignaturing or mounting without resignaturing depends on how the LUNs are
masked in the storage environment. If your hosts are able to see both copies of the LUN, then resignaturing
is the recommended method. Otherwise, mounting is an option.

Keep Existing Datastore Signature in the vSphere Client
If you do not need to resignature a VMFS datastore copy, you can mount it without changing its signature.

You can keep the signature if, for example, you maintain synchronized copies of virtual machines at a
secondary site as part of a disaster recovery plan. In the event of a disaster at the primary site, you mount
the datastore copy and power on the virtual machines at the secondary site.

IMPORTANT   You can mount a VMFS datastore copy only if it does not collide with the original VMFS
datastore that has the same UUID. To mount the copy, the original VMFS datastore has to be offline.

When you mount the VMFS datastore, ESXi allows both reads and writes to the datastore residing on the
LUN copy. The LUN copy must be writable. The datastore mounts are persistent and valid across system
reboots.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Before you mount a VMFS datastore, perform a storage rescan on your host so that it updates its view of
LUNs presented to it.

Procedure

1 Log in to the vSphere Client and select the server from the inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Add Storage.

4 Select the Disk/LUN storage type and click Next.

5 From the list of LUNs, select the LUN that has a datastore name displayed in the VMFS Label column
and click Next.

The name present in the VMFS Label column indicates that the LUN is a copy that contains a copy of an
existing VMFS datastore.

6 Under Mount Options, select Keep Existing Signature.

7 In the Ready to Complete page, review the datastore configuration information and click Finish.

What to do next

If you later want to resignature the mounted datastore, you must unmount it first.

Resignature a VMFS Datastore Copy in the vSphere Client
Use datastore resignaturing if you want to retain the data stored on the VMFS datastore copy.

When resignaturing a VMFS copy, ESXi assigns a new UUID and a new label to the copy, and mounts the
copy as a datastore distinct from the original.

The default format of the new label assigned to the datastore is snap-snapID-oldLabel, where snapID is an
integer and oldLabel is the label of the original datastore.

When you perform datastore resignaturing, consider the following points:

n Datastore resignaturing is irreversible.
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n The LUN copy that contains the VMFS datastore that you resignature is no longer treated as a LUN
copy.

n A spanned datastore can be resignatured only if all its extents are online.

n The resignaturing process is crash and fault tolerant. If the process is interrupted, you can resume it
later.

n You can mount the new VMFS datastore without a risk of its UUID colliding with UUIDs of any other
datastore, such as an ancestor or child in a hierarchy of LUN snapshots.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

To resignature a mounted datastore copy, first unmount it.

Before you resignature a VMFS datastore, perform a storage rescan on your host so that the host updates its
view of LUNs presented to it and discovers any LUN copies.

Procedure

1 Log in to the vSphere Client and select the server from the inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Add Storage.

4 Select the Disk/LUN storage type and click Next.

5 From the list of LUNs, select the LUN that has a datastore name displayed in the VMFS Label column
and click Next.

The name present in the VMFS Label column indicates that the LUN is a copy that contains a copy of an
existing VMFS datastore.

6 Under Mount Options, select Assign a New Signature and click Next.

7 In the Ready to Complete page, review the datastore configuration information and click Finish.

What to do next

After resignaturing, you might have to do the following:

n If the resignatured datastore contains virtual machines, update references to the original VMFS
datastore in the virtual machine files, including .vmx, .vmdk, .vmsd, and .vmsn.

n To power on virtual machines, register them with vCenter Server.

Upgrading VMFS Datastores
If your datastores were formatted with VMFS2 or VMFS3, you must upgrade the datastores to VMFS5.

When you perform datastore upgrades, consider the following items:

n To upgrade a VMFS2 datastore, you use a two-step process that involves upgrading VMFS2 to VMFS3
first. To access the VMFS2 datastore and perform the VMFS2 to VMFS3 conversion, use an ESX/ESXi 4.x
or earlier host.

After you upgrade your VMFS2 datastore to VMFS3, the datastore becomes available on the ESXi 6.0
host, where you complete the process of upgrading to VMFS5.

n You can perform a VMFS3 to VMFS5 upgrade while the datastore is in use with virtual machines
powered on.

n While performing an upgrade, your host preserves all files on the datastore.
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n The datastore upgrade is a one-way process. After upgrading your datastore, you cannot revert it back
to its previous VMFS format.

An upgraded VMFS5 datastore differs from a newly formatted VMFS5.

Table 24‑3.  Comparing Upgraded and Newly Formatted VMFS5 Datastores

Characteristics Upgraded VMFS5 Formatted VMFS5

File block size 1, 2, 4, and 8MB 1MB

Subblock size 64KB 8KB

Partition format MBR. Conversion to GPT happens only
after you expand the datastore to a size
larger than 2TB.

GPT

Datastore limits Retains limits of VMFS3 datastore.

VMFS locking mechanism ATS+SCSI ATS-only (on hardware that
supports ATS)
ATS+SCSI (on hardware that
does not support ATS)

For more information about VMFS locking mechanisms and how to upgrade to ATS-only, see the vSphere
Storage publication.

Upgrade VMFS2 Datastores to VMFS3
If your datastore was formatted with VMFS2, you must first upgrade it to VMFS3. Because ESXi 5.x hosts
cannot access VMFS2 datastores, use a legacy host, ESX/ESXi 4.x or earlier, to access the VMFS2 datastore
and perform the VMFS2 to VMFS3 upgrade.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Commit or discard any changes to virtual disks in the VMFS2 datastore that you plan to upgrade.

n Back up the VMFS2 datastore.

n Be sure that no powered on virtual machines are using the VMFS2 datastore.

n Be sure that no other ESXi host is accessing the VMFS2 datastore.

n To upgrade the VMFS2 file system, its file block size must not exceed 8MB.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage.

3 Select the datastore that uses the VMFS2 format.

4 Click Upgrade to VMFS3.

5 Perform a rescan on all hosts that see the datastore.

What to do next

After you upgrade your VMFS2 datastore to VMFS3, the datastore becomes available on the ESXi 5.x host.
You can now use the ESXi 5.x host to complete the process of upgrading to VMFS5.
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Upgrade VMFS3 Datastores to VMFS5 in the vSphere Client
VMFS5 is a new version of the VMware cluster file system that provides performance and scalability
improvements.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n If you use a VMFS2 datastore, you must first upgrade it to VMFS3. Follow the instructions in “Upgrade
VMFS2 Datastores to VMFS3,” on page 325.

n All hosts accessing the datastore must support VMFS5.

n Verify that the volume to be upgraded has at least 2MB of free blocks available and 1 free file
descriptor.

Procedure

1 Log in to the vSphere Client, and select a host from the inventory panel.

2 Click the Configuration tab and click Storage.

3 Select the VMFS3 datastore.

4 Click Upgrade to VMFS5.

A warning message about host version support appears.

5 Click OK to start the upgrade.

The task Upgrade VMFS appears in the Recent Tasks list.

6 Perform a rescan on all hosts that are associated with the datastore.

Increase VMFS Datastore Capacity in the vSphere Client
When you need to create virtual machines on a datastore, or when the virtual machines running on a
datastore require more space, you can dynamically increase the capacity of a VMFS datastore.

Use one of the following methods to increase a VMFS datastore:

n Add a new extent. An extent is a partition on a storage device. You can add up to 32 extents of the same
storage type to an existing VMFS datastore. The spanned VMFS datastore can use any or all of its
extents at any time. It does not need to fill up a particular extent before using the next one.

n Grow an extent in an existing VMFS datastore, so that it fills the available adjacent capacity. Only
extents with free space immediately after them are expandable.

NOTE   If a shared datastore has powered on virtual machines and becomes 100% full, you can increase the
datastore's capacity only from the host with which the powered on virtual machines are registered.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client and select a host from the Inventory panel.

2 Click the Configuration tab and click Storage.

3 From the Datastores view, select the datastore to increase and click Properties.
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4 Click Increase.

5 Select a device from the list of storage devices and click Next.

Option Description

To add a new extent Select the device for which the Expandable column reads NO.

To expand an existing extent Select the device for which the Expandable column reads YES
 

6 Review the Current Disk Layout to see the available configurations and click Next.

7 Select a configuration option from the bottom panel.

Depending on the current layout of the disk and on your previous selections, the options you see might
vary.

Option Description

Use free space to add new extent Adds the free space on this disk as a new extent.

Use free space to expand existing
extent

Expands an existing extent to a required capacity.

Use free space Deploys an extent in the remaining free space of the disk. This option is
available only when you are adding an extent.

Use all available partitions Dedicates the entire disk to a single extent. This option is available only
when you are adding an extent and when the disk you are formatting is
not blank. The disk is reformatted, and the datastores and any data that it
contains are erased.

 
8 Set the capacity for the extent.

The minimum extent size is 1.3GB. By default, the entire free space on the storage device is available.

9 Click Next.

10 Review the proposed layout and the new configuration of your datastore, and click Finish.

What to do next

After you grow an extent in a shared VMFS datastore, refresh the datastore on each host that can access this
datastore, so that the vSphere Client can display the correct datastore capacity for all hosts.

Rename VMFS or NFS Datastores in the vSphere Client
You can change the name of an existing datastore.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Display the datastores.

2 Right-click the datastore to rename and select Rename.

3 Type a new datastore name.

If you use the vCenter Server system to manage your hosts, the new name appears on all hosts that have
access to the datastore.
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Group VMFS or NFS Datastores in the vSphere Client
If you use the vCenter Server system to manage your hosts, group datastores into folders. This allows you to
organize your datastores according to business practices and to assign the same permissions and alarms on
the datastores in the group at one time.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client.

2 If necessary, create the datastores.

3 In the Inventory panel, choose Datastores.

4 Select the datacenter containing the datastores to group.

5 In the shortcut menu, click the New Folder icon.

6 Give the folder a descriptive name.

7 Click and drag each datastore onto the folder.

Delete VMFS Datastores in the vSphere Client
You can delete any type of VMFS datastore, including copies that you have mounted without resignaturing.
When you delete a datastore, it is destroyed and disappears from all hosts that have access to the datastore.

NOTE   The datastore delete operation permanently deletes all files associated with virtual machines on the
datastore. Although you can delete the datastore without unmounting, it is preferable that you unmount the
datastore first.

Prerequisites

n Open a vSphere Client connection to a vCenter Server.

n Remove all virtual machines from the datastore.

n Make sure that no other host is accessing the datastore.

Procedure

1 Display the datastores.

2 Right-click the datastore to delete and click Delete.

3 Confirm that you want to delete the datastore.

Create a Diagnostic Partition in the vSphere Client
You can create a diagnostic partition for your host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select the host from the Inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.
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3 Click Datastores and click Add Storage.

4 Select Diagnostic and click Next.

If you do not see Diagnostic as an option, the host already has a diagnostic partition.

5 Specify the type of diagnostic partition.

Option Description

Private Local Creates the diagnostic partition on a local disk. This partition stores fault
information only for your host.

Private SAN Storage Creates the diagnostic partition on a non-shared SAN LUN. This partition
stores fault information only for your host.

Shared SAN Storage Creates the diagnostic partition on a shared SAN LUN. This partition is
accessed by multiple hosts and can store fault information for more than
one host.

 
6 Click Next.

7 Select the device to use for the diagnostic partition and click Next.

8 Review the partition configuration information and click Finish.

Turn off Storage Filters
When you perform VMFS datastore management operations, vCenter Server uses default storage protection
filters. The filters help you to avoid storage corruption by retrieving only the storage devices that can be
used for a particular operation. Unsuitable devices are not displayed for selection. You can turn off the
filters to view all devices.

Before making any changes to the device filters, consult with the VMware support team. You can turn off
the filters only if you have other methods to prevent device corruption.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select Administration > vCenter Server Settings.

2 In the settings list, select Advanced Settings.

3 In the Key text box, type a key.

Key Filter Name

config.vpxd.filter.vmfsFilter VMFS Filter

config.vpxd.filter.rdmFilter RDM Filter

config.vpxd.filter.SameHostAndTra
nsportsFilter

Same Host and Transports Filter

config.vpxd.filter.hostRescanFilter Host Rescan Filter
NOTE   If you turn off the Host Rescan Filter, your hosts continue to
perform a rescan each time you present a new LUN to a host or a cluster.

 
4 In the Value text box, type False for the specified key.

5 Click Add.

6 Click OK.

You are not required to restart the vCenter Server system.
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Raw Device Mapping
Raw device mapping (RDM) provides a mechanism for a virtual machine to have direct access to a LUN on
the physical storage subsystem (Fibre Channel or iSCSI only).

The following topics contain information about RDMs and provide instructions on how to create and
manage RDMs.

Create Virtual Machines with RDMs
When you give your virtual machine direct access to a raw SAN LUN, you create a mapping file (RDM) that
resides on a VMFS datastore and points to the LUN. Although the mapping file has the same.vmdk extension
as a regular virtual disk file, the RDM file contains only mapping information. The actual virtual disk data is
stored directly on the LUN.

You can create the RDM as an initial disk for a new virtual machine or add it to an existing virtual machine.
When creating the RDM, you specify the LUN to be mapped and the datastore on which to put the RDM.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Follow all steps required to create a custom virtual machine.

2 In the Select a Disk page, select Raw Device Mapping, and click Next.

3 From the list of SAN disks or LUNs, select a raw LUN for your virtual machine to access directly.

4 Select a datastore for the RDM mapping file.

You can place the RDM file on the same datastore where your virtual machine configuration file
resides, or select a different datastore.

NOTE   To use vMotion for virtual machines with enabled NPIV, make sure that the RDM files of the
virtual machines are located on the same datastore. You cannot perform Storage vMotion when NPIV is
enabled.

5 Select a compatibility mode.

Option Description

Physical Allows the guest operating system to access the hardware directly.
Physical compatibility is useful if you are using SAN-aware applications
on the virtual machine. However, powered on virtual machines that use
RDMs configured for physical compatibility cannot be migrated if the
migration involves copying the disk. Such virtual machines cannot be
cloned or cloned to a template either.

Virtual Allows the RDM to behave as if it were a virtual disk, so you can use such
features as snapshotting, cloning, and so on.

 
6 Select a virtual device node.

7 If you select Independent mode, choose one of the following.

Option Description

Persistent Changes are immediately and permanently written to the disk.

Nonpersistent Changes to the disk are discarded when you power off or revert to the
snapshot.
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8 Click Next.

9 In the Ready to Complete New Virtual Machine page, review your selections.

10 Click Finish to complete your virtual machine.

Manage Paths for a Mapped Raw LUN
You can manage paths for mapped raw LUNs.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Log in as administrator or as the owner of the virtual machine to which the mapped disk belongs.

2 Select the virtual machine from the Inventory panel.

3 On the Summary tab, click Edit Settings.

4 On the Hardware tab, select Hard Disk, then click Manage Paths.

5 Use the Manage Paths dialog box to enable or disable your paths, set multipathing policy, and specify
the preferred path.

For information on managing paths, see “Understanding Multipathing and Failover,” on page 331.

Understanding Multipathing and Failover
To maintain a constant connection between a host and its storage, ESXi supports multipathing. Multipathing
is a technique that lets you use more than one physical path that transfers data between the host and an
external storage device.

In case of a failure of any element in the SAN network, such as an adapter, switch, or cable, ESXi can switch
to another physical path, which does not use the failed component. This process of path switching to avoid
failed components is known as path failover.

In addition to path failover, multipathing provides load balancing. Load balancing is the process of
distributing I/O loads across multiple physical paths. Load balancing reduces or removes potential
bottlenecks.

NOTE   Virtual machine I/O might be delayed for up to sixty seconds while path failover takes place. These
delays allow the SAN to stabilize its configuration after topology changes. In general, the I/O delays might
be longer on active-passive arrays and shorter on active-active arrays.

Path Scanning and Claiming
When you start your ESXi host or rescan your storage adapter, the host discovers all physical paths to
storage devices available to the host. Based on a set of claim rules, the host determines which multipathing
plug-in (MPP) should claim the paths to a particular device and become responsible for managing the
multipathing support for the device.

By default, the host performs a periodic path evaluation every 5 minutes causing any unclaimed paths to be
claimed by the appropriate MPP.

The claim rules are numbered. For each physical path, the host runs through the claim rules starting with
the lowest number first. The attributes of the physical path are compared to the path specification in the
claim rule. If there is a match, the host assigns the MPP specified in the claim rule to manage the physical
path. This continues until all physical paths are claimed by corresponding MPPs, either third-party
multipathing plug-ins or the native multipathing plug-in (NMP).

Chapter 24 Managing Storage in the vSphere Client

VMware, Inc.  331



For the paths managed by the NMP module, a second set of claim rules is applied. These rules determine
which Storage Array Type Plug-In (SATP) should be used to manage the paths for a specific array type, and
which Path Selection Plug-In (PSP) is to be used for each storage device.

Use the vSphere Client to view which SATP and PSP the host is using for a specific storage device and the
status of all available paths for this storage device. If needed, you can change the default VMware PSP using
the client. To change the default SATP, you need to modify claim rules using the vSphere CLI.

You can find some information about modifying claim rules in the vSphere Storage documentation.

For more information about the commands available to manage PSA, see Getting Started with vSphere
Command-Line Interfaces.

For a complete list of storage arrays and corresponding SATPs and PSPs, see the SAN Array Model
Reference section of the vSphere Compatibility Guide.

View Datastore Paths in the vSphere Client
Use the vSphere Client to review the paths that connect to storage devices the datastores are deployed on.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a host from the inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Datastores under View.

4 From the list of configured datastores, select the datastore whose paths you want to view, and click
Properties.

5 Under Extents, select the storage device whose paths you want to view and click Manage Paths.

6 In the Paths panel, select the path to view.

The panel underneath displays the path's name. The name includes parameters describing the path:
adapter ID, target ID, and device ID.

7 (Optional) To extract the path's parameters, right-click the path and select Copy path to clipboard.

View Storage Device Paths in the vSphere Client
Use the vSphere Client to view which SATP and PSP the host uses for a specific storage device and the
status of all available paths for this storage device.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Log in to the vSphere Client and select a server from the inventory panel.

2 Click the Configuration tab and click Storage in the Hardware panel.

3 Click Devices under View.

4 Select the storage device whose paths you want to view and click Manage Paths.

5 In the Paths panel, select the path to view.

The panel underneath displays the path's name. The name includes parameters describing the path:
adapter ID, target ID, and device ID.
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6 (Optional) To extract the path's parameters, right-click the path and select Copy path to clipboard.

Change the Path Selection Policy in the vSphere Client
Generally, you do not have to change the default multipathing settings your host uses for a specific storage
device. However, if you want to make any changes, you can use the Manage Paths dialog box to modify a
path selection policy and specify the preferred path for the Fixed policy.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Open the Manage Paths dialog box either from the Datastores or Devices view.

2 Select a path selection policy.

By default, VMware supports the following path selection policies. If you have a third-party PSP
installed on your host, its policy also appears on the list.

n Fixed (VMware)

n Most Recently Used (VMware)

n Round Robin (VMware)

3 For the fixed policy, specify the preferred path by right-clicking the path you want to assign as the
preferred path, and selecting Preferred.

4 Click OK to save your settings and exit the dialog box.

Disable Paths in the vSphere Client
You can temporarily disable paths for maintenance or other reasons. You can do so using the vSphere
Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Open the Manage Paths dialog box either from the Datastores or Devices view.

2 In the Paths panel, right-click the path to disable, and select Disable.

3 Click OK to save your settings and exit the dialog box.

You can also disable a path from the adapter’s Paths view by right-clicking the path in the list and selecting
Disable.

Storage Hardware Acceleration
The hardware acceleration functionality enables the ESXi host to integrate with compliant storage arrays
and offload specific virtual machine and storage management operations to storage hardware. With the
storage hardware assistance, your host performs these operations faster and consumes less CPU, memory,
and storage fabric bandwidth.

The hardware acceleration is supported by block storage devices, Fibre Channel and iSCSI, and NAS
devices.

For additional details, see the VMware knowledge base article at http://kb.vmware.com/kb/1021976.
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Disable Hardware Acceleration for Block Storage Devices
On your host, the hardware acceleration for block storage devices is enabled by default. You can use the
vSphere Client advanced settings to disable the hardware acceleration operations.

As with any advanced settings, before you disable the hardware acceleration, consult with the VMware
support team.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory panel, select the host.

2 Click the Configuration tab, and click Advanced Settings under Software.

3 Change the value for any of the options to 0 (disabled):

n VMFS3.HardwareAcceleratedLocking

n DataMover.HardwareAcceleratedMove

n DataMover.HardwareAcceleratedInit

Storage Thin Provisioning
With ESXi, you can use two models of thin provisioning, array-level and virtual disk-level.

Thin provisioning is a method that optimizes storage utilization by allocating storage space in a flexible on-
demand manner. Thin provisioning contrasts with the traditional model, called thick provisioning. With
thick provisioning, large amount of storage space is provided in advance in anticipation of future storage
needs. However, the space might remain unused causing underutilization of storage capacity.

The VMware thin provisioning features help you eliminate storage underutilization problems at the
datastore and storage array level.

Create Thin Provisioned Virtual Disks
When you need to save storage space, you can create a virtual disk in thin provisioned format. The thin
provisioned virtual disk starts small and grows as more disk space is required.

This procedure assumes that you are creating a typical or custom virtual machine using the New Virtual
Machine wizard.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

You can create thin disks only on the datastores that support disk-level thin provisioning.

Procedure

u In the Create a Disk dialog box, select Thin Provision.

A virtual disk in thin format is created.

What to do next

If you created a virtual disk in the thin format, you can later inflate it to its full size.
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View Virtual Machine Storage Resources
You can view how datastore storage space is allocated for your virtual machines.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Select the virtual machine in the inventory.

2 Click the Summary tab.

3 Review the space allocation information in the Resources section.

n Provisioned Storage – Shows datastore space allocated to the virtual machine. The entire space
might not be used by the virtual machine if it has disks in thin provisioned format. Other virtual
machines can occupy any unused space.

n Not-shared Storage – Shows datastore space occupied by the virtual machine and not shared with
any other virtual machines.

n Used Storage – Shows datastore space actually occupied by virtual machine files, including
configuration and log files, snapshots, virtual disks, and so on. When the virtual machine is
running, the used storage space also includes swap files.

Determine the Disk Format of a Virtual Machine
You can determine whether your virtual disk is in thick or thin format.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Select the virtual machine in the inventory.

2 Click Edit Settings to display the Virtual Machine Properties dialog box.

3 Click the Hardware tab and select the appropriate hard disk in the Hardware list.

The Disk Provisioning section on the right shows the type of your virtual disk.

4 Click OK.

What to do next

If your virtual disk is in the thin format, you can inflate it to its full size.

Inflate Thin Virtual Disks
If you created a virtual disk in the thin provision format, you can inflate it to its full size.

This procedure converts a thin disk to a virtual disk in thick provision format.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Select the virtual machine in the inventory.
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2 Click the Summary tab and, under Resources, double-click the datastore for the virtual machine to open
the Datastore Browser dialog box.

3 Click the virtual machine folder to find the virtual disk file you want to convert. The file has the .vmdk
extension.

4 Right-click the virtual disk file and select Inflate.

The inflated virtual disk occupies the entire datastore space originally provisioned to it.

Using Storage Vendor Providers
When using vendor provider components, the vCenter Server can integrate with external storage, both
block storage and NFS, so that you can gain a better insight into resources and obtain comprehensive and
meaningful storage data.

The vendor provider is a software plug-in developed by a third party through the Storage APIs - Storage
Awareness. The vendor provider component is typically installed on the storage array side and acts as a
server in the vSphere environment. The vCenter Server uses vendor providers to retrieve information about
storage topology, capabilities, and status.

For information about whether your storage supports the vendor provider plug-ins, contact your storage
vendor.

If your storage supports vendor providers, use the Storage Providers menu option in the vSphere Client or
the vSphere Web Client to register and manage each vendor provider component.

Register Vendor Providers in the vSphere Client
To establish a connection between the vCenter Server and a vendor provider, you must register the vendor
provider.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Verify that the vendor provider component is installed on the storage side and obtain its credentials from
your storage administrator.

Procedure

1 Select View > Administration > Storage Providers.

2 Click Add.

3 In the Add Vendor Provider dialog box, type connection information for the vendor provider,
including the name, URL, and credentials.

4 (Optional) To direct the vCenter Server to the vendor provider certificate, select the Use Vendor
Provider Certificate option and specify the certificate's location.

If you do not select this option, the vSphere Client displays a thumbprint of the certificate. You can
check the thumbprint and approve it.

5 Click OK to complete the registration.

The vCenter Server has registered the vendor provider and established a secure SSL connection with it.
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View Vendor Provider Information
After you register a vendor provider component with the vCenter Server, the vendor provider appears on
the vendor providers list in the vSphere Client.

View general vendor provider information and details for each vendor component.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select View > Administration > Storage Providers.

2 In the Vendor Providers list, view the vendor provider components registered with the vCenter Server.

The list shows general vendor information including the name, URL, and the time of the last view
refresh.

3 To display additional details, select a specific vendor provider from the list.

The details include storage array vendors and array models that the vendor provider supports.

NOTE   A single vendor provider can support storage arrays from multiple different vendors.

Unregister Vendor Providers
Unregister vendor providers that you do not need.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select View > Administration > Storage Providers.

2 From the list of vendor providers, select the one you want to unregister and click Remove.

The vCenter Server terminates the connection and removes the vendor provider from its configuration.

Update Vendor Providers
The vCenter Server periodically updates storage data in its database. The updates are partial and reflect
only those storage changes that storage providers communicate to the vCenter Server. When needed, you
can perform a full database synchronisation for the selected storage provider.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select View > Administration > Storage Providers.

2 From the list, select the vendor provider that you want to synchronise with and click Sync.

The vSphere Client updates the storage data for the provider.
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About vSphere Storage Appliance Installation and Administration
vSphere Storage Appliance Installation and Administration helps you to install and configure your environment
to deploy vSphere® Storage Appliance. You use vSphere Storage Appliance to create a vSphere® Storage
Appliance Cluster which enables VMware vSphere® vMotion and VMware vSphere® High Availability
without the need to install expensive SAN arrays.

Intended Audience
This information is intended for anyone who wants to quickly enable vSphere vMotion and vSphere High
Availability in their virtual environment. The information is for experienced Windows system
administrators who are new to virtual machine technology and datacenter operations and do not have the
knowledge or experience in creating virtual and clustered environments.

Enable the VSA Manager Plug-In in the vSphere Client
You must enable the VSA Manager plug-in if the VSA Manager tab does not appear when you select a
datacenter object.

The VSA Manager tab does not appear when you select a datacenter object.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select Plug-ins > Manage Plug-ins.

2 In the Plug-In Manager window, right-click the VSA Manager plug-in and select Enable.

The VSA Manager tab appears.

Verify VSA Datastores in the vSphere Client
After you create the VSA cluster, verify that the correct number of VSA datastores appears in the vSphere
Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select View > Inventory > Datastores and Datastore Clusters.

The number of VSA datastores must match the number of ESXi hosts that you added to the VSA cluster.

2 Select each datastore and click the Summary tab.

3 Verify that all datastores have the same total, free, and used capacity in the Capacity panel.

4 Select each datastore and click the Hosts tab.

5 In the Datastore column verify that the status of each datastore is Mounted for each ESXi host in the
datacenter.

The Mounted status shows that each ESXi host has access to and can read and write on the matching
datastore.
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What to do next

You can start deploying virtual machines on the VSA datastores.

Set Memory Reservation on a Virtual Machine in the vSphere Client
If your cluster includes ESXi 5.0 hosts, you must avoid memory overcommitment. To prevent memory
overcommitment in the VSA cluster, reserve all of the memory allocated to each virtual machine that runs in
the VSA cluster.

After you upgrade to vSphere 5.1 and VSA 5.1, make sure to reverse these changes to enable memory
overcommitment for virtual machines.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Power off the virtual machine before configuring the memory settings.

Procedure

1 In the vSphere Client, right-click a virtual machine from the inventory and select Edit Settings.

2 In the Virtual Machine Properties window, select the Resources tab and select Memory.

3 In the Resource Allocation panel, set appropriate memory reservations.

n To avoid memory overcommitment for VSA 5.0, select the Reserve all guest memory (All locked)
check box.

n To enable memory overcommitment for VSA 5.1, deselect the Reserve all guest memory (All
locked) check box.

4 Click OK.

What to do next

Repeat the same steps for all virtual machines that run in the VSA cluster.

Set VMX Swapping on a Virtual Machine in the vSphere Client
If your cluster includes ESXi 5.0 hosts, prevent virtual machines from VMX swapping to the VSA datastores
by disabling VMX swapping on each virtual machine that runs in the VSA cluster.

After you upgrade to vSphere 5.1 and VSA 5.1, make sure to reverse these changes to enable VMX swapping
for virtual machines.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Power off the virtual machine before you change its settings.

Procedure

1 In the vSphere Client, right-click a virtual machine from the inventory.

2 Select the Options tab, and under Advanced, select General.

3 Click Configuration Parameters.

The Configuration Parameters window appears.
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4 Depending on the VSA version, perform one of the following actions to disable or enable the virtual
machine swapping to the VSA datastores.

Option Action

Disable VMX swapping (VSA 5.0) a Click Add Row.
b Type sched.swap.vmxSwapEnabled for the name and false for the

value.

Enable VMX swapping (VSA 5.1) Change the value for sched.swap.vmxSwapEnabled to true.
 

5 In the Virtual Machine Properties window, click OK to confirm the changes.

What to do next

Repeat the steps for all virtual machines in the VSA cluster.

Increase VMFS Datastore Capacity in the vSphere Client
When you need to create virtual machines on a datastore, or when the virtual machines running on a
datastore require more space, you can dynamically increase the capacity of a VMFS datastore.

Use one of the following methods to increase a VMFS datastore:

n Add a new extent. An extent is a partition on a storage device. You can add up to 32 extents of the same
storage type to an existing VMFS datastore. The spanned VMFS datastore can use any or all of its
extents at any time. It does not need to fill up a particular extent before using the next one.

n Grow an extent in an existing VMFS datastore, so that it fills the available adjacent capacity. Only
extents with free space immediately after them are expandable.

NOTE   If a shared datastore has powered on virtual machines and becomes 100% full, you can increase the
datastore's capacity only from the host with which the powered on virtual machines are registered.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host.Configuration.Storage Partition Configuration

Procedure

1 Log in to the vSphere Client and select a host from the Inventory panel.

2 Click the Configuration tab and click Storage.

3 From the Datastores view, select the datastore to increase and click Properties.

4 Click Increase.

5 Select a device from the list of storage devices and click Next.

Option Description

To add a new extent Select the device for which the Expandable column reads NO.

To expand an existing extent Select the device for which the Expandable column reads YES
 

6 Review the Current Disk Layout to see the available configurations and click Next.

vSphere Administration with the vSphere Client

340  VMware, Inc.



7 Select a configuration option from the bottom panel.

Depending on the current layout of the disk and on your previous selections, the options you see might
vary.

Option Description

Use free space to add new extent Adds the free space on this disk as a new extent.

Use free space to expand existing
extent

Expands an existing extent to a required capacity.

Use free space Deploys an extent in the remaining free space of the disk. This option is
available only when you are adding an extent.

Use all available partitions Dedicates the entire disk to a single extent. This option is available only
when you are adding an extent and when the disk you are formatting is
not blank. The disk is reformatted, and the datastores and any data that it
contains are erased.

 
8 Set the capacity for the extent.

The minimum extent size is 1.3GB. By default, the entire free space on the storage device is available.

9 Click Next.

10 Review the proposed layout and the new configuration of your datastore, and click Finish.

What to do next

After you grow an extent in a shared VMFS datastore, refresh the datastore on each host that can access this
datastore, so that the vSphere Client can display the correct datastore capacity for all hosts.
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Resource Management for Single
Hosts 25

When you connect the vSphere Client directly to a host, you have access to a limited number of resource
management settings, including hyperthreading settings, power management configuration, and swapfile
properties.

This chapter includes the following topics:

n “Configuring Resource Allocation Settings,” on page 343

n “Administering CPU Resources,” on page 344

n “Administering Memory Resources,” on page 347

n “Managing Storage I/O Resources,” on page 351

n “Managing Resource Pools,” on page 354

n “Using DRS Clusters to Manage Resources,” on page 358

n “Creating a Datastore Cluster,” on page 370

n “Using Datastore Clusters to Manage Storage Resources,” on page 373

n “Using NUMA Systems with ESXi,” on page 381

n “Advanced Attributes,” on page 383

Configuring Resource Allocation Settings
When available resource capacity does not meet the demands of the resource consumers (and virtualization
overhead), administrators might need to customize the amount of resources that are allocated to virtual
machines or to the resource pools in which they reside.

Use the resource allocation settings (shares, reservation, and limit) to determine the amount of CPU,
memory, and storage resources provided for a virtual machine. In particular, administrators have several
options for allocating resources.

n Reserve the physical resources of the host or cluster.

n Set an upper bound on the resources that can be allocated to a virtual machine.

n Guarantee that a particular virtual machine is always allocated a higher percentage of the physical
resources than other virtual machines.
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Changing Resource Allocation Settings—Example
The following example illustrates how you can change resource allocation settings to improve virtual
machine performance.

Assume that on an ESXi host, you have created two new virtual machines—one each for your QA (VM-QA)
and Marketing (VM-Marketing) departments.

Figure 25‑1.  Single Host with Two Virtual Machines

VM-QA

host

VM-Marketing

In the following example, assume that VM-QA is memory intensive and accordingly you want to change the
resource allocation settings for the two virtual machines to:

n Specify that, when system memory is overcommitted, VM-QA can use twice as much memory and CPU
as the Marketing virtual machine. Set the memory shares and CPU shares for VM-QA to High and for
VM-Marketing set them to Normal.

n Ensure that the Marketing virtual machine has a certain amount of guaranteed CPU resources. You can
do so using a reservation setting.

Procedure

1 Start the vSphere Client and connect to a vCenter Server system.

2 Right-click VM-QA, the virtual machine for which you want to change shares, and select Edit Settings.

3 Select the Resources tab, and in the CPU panel, select High from the Shares drop-down menu.

4 In the Memory panel, select High from the Shares drop-down menu.

5 Click OK.

6 Right-click the marketing virtual machine (VM-Marketing) and select Edit Settings.

7 In the CPU panel, change the Reservation value to the desired number.

8 Click OK.

If you select the cluster’s Resource Allocation tab and click CPU, you should see that shares for VM-QA are
twice that of the other virtual machine. Also, because the virtual machines have not been powered on, the
Reservation Used fields have not changed.

Administering CPU Resources
You can configure virtual machines with one or more virtual processors, each with its own set of registers
and control structures.

When a virtual machine is scheduled, its virtual processors are scheduled to run on physical processors. The
VMkernel Resource Manager schedules the virtual CPUs on physical CPUs, thereby managing the virtual
machine’s access to physical CPU resources. ESXi supports virtual machines with up to 128 virtual CPUs.
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View Processor Information
You can access information about current CPU configuration through the vSphere Client or using the
vSphere SDK.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host and click the Configuration tab.

2 Select Processors.

You can view the information about the number and type of physical processors and the number of
logical processors.

NOTE   In hyperthreaded systems, each hardware thread is a logical processor. For example, a dual-core
processor with hyperthreading enabled has two cores and four logical processors.

3 (Optional) You can also disable or enable hyperthreading by clicking Properties.

Enable Hyperthreading
To enable hyperthreading, you must first enable it in your system's BIOS settings and then turn it on in the
vSphere Client. Hyperthreading is enabled by default.

Consult your system documentation to determine whether your CPU supports hyperthreading.

Prerequisites

n Ensure that your system supports hyperthreading technology.

n Enable hyperthreading in the system BIOS. Some manufacturers label this option Logical Processor,
while others call it Enable Hyperthreading.

n Open a vSphere Client connection to a vCenter Server.

Procedure

u Tturn on hyperthreading for the ESXi host.

a In the vSphere Client, select the host and click the Configuration tab.

b Select Processors and click Properties.

c In the dialog box, you can view hyperthreading status and turn hyperthreading off or on (default).

Hyperthreading is enabled.

Set Hyperthreading Sharing Options for a Virtual Machine
You can specify how the virtual CPUs of a virtual machine can share physical cores on a hyperthreaded
system.

Two virtual CPUs share a core if they are running on logical CPUs of the core at the same time. You can set
this for individual virtual machines.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 In the vSphere Client inventory panel, right-click the virtual machine and select Edit Settings.

2 Click the Resources tab, and click Advanced CPU.

3 Select a hyperthreading mode for this virtual machine from the Mode drop-down menu.

Assign a Virtual Machine to a Specific Processor
Using CPU affinity, you can assign a virtual machine to a specific processor. This allows you to restrict the
assignment of virtual machines to a specific available processor in multiprocessor systems.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory panel, select a virtual machine and select Edit Settings.

2 Select the Resources tab and select Advanced CPU.

3 Click the Run on processor(s) button.

4 Select the processors where you want the virtual machine to run and click OK.

Select a CPU Power Management Policy
You set the CPU power management policy for a host using the vSphere Client.

Prerequisites

ESX/ESXi supports the Enhanced Intel SpeedStep and Enhanced AMD PowerNow! CPU power
management technologies. For the VMkernel to take advantage of the power management capabilities
provided by these technologies, you must enable power management, sometimes called Demand-Based
Switching (DBS), in the BIOS.

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory panel, select a host and click the Configuration tab.

2 Under Hardware, select Power Management and select Properties.

3 Select a power management policy for the host and click OK.

The policy selection is saved in the host configuration and can be used again at boot time. You can
change it at any time, and it does not require a server reboot.

Configure Custom Policy Parameters for Host Power Management
When you use the Custom policy for host power management, ESXi bases its power management policy on
the values of several advanced configuration parameters.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Select Custom for the power management policy, as described in “Select a CPU Power Management
Policy,” on page 346.

Procedure

1 In the vSphere Client inventory, select the host and click the Configuration tab.
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2 Under Software, select Advanced Settings.

3 Click Power in the left pane.

4 In the right pane, you can edit the power management parameters that affect the Custom policy.

Power management parameters that affect the Custom policy have descriptions that begin with In
Custom policy. All other power parameters affect all power management policies.

NOTE   The default values of power management parameters match the Balanced policy.

Parameter Description

Power.UsePStates Use ACPI P-states to save power when the processor is busy.

Power.MaxCpuLoad Use P-states to save power on a CPU only when the CPU is busy for less
than the given percentage of real time.

Power.MinFreqPct Do not use any P-states slower than the given percentage of full CPU
speed.

Power.UseStallCtr Use a deeper P-state when the processor is frequently stalled waiting for
events such as cache misses.

Power.TimerHz Controls how many times per second ESXi reevaluates which P-state each
CPU should be in.

Power.UseCStates Use deep ACPI C-states (C2 or below) when the processor is idle.

Power.CStateMaxLatency Do not use C-states whose latency is greater than this value.

Power.CStateResidencyCoef When a CPU becomes idle, choose the deepest C-state whose latency
multiplied by this value is less than the host's prediction of how long the
CPU will remain idle. Larger values make ESXi more conservative about
using deep C-states, while smaller values are more aggressive.

Power.CStatePredictionCoef A parameter in the ESXi algorithm for predicting how long a CPU that
becomes idle will remain idle. Changing this value is not recommended.

Power.PerfBias Performance Energy Bias Hint (Intel-only). Sets an MSR on Intel processors
to an Intel-recommended value. Intel recommends 0 for high performance,
6 for balanced, and 15 for low power. Other values are undefined.

 

Administering Memory Resources
Using the vSphere Client you can view information about and make changes to memory allocation settings.
To administer your memory resources effectively, you must also be familiar with memory overhead, idle
memory tax, and how ESXi hosts reclaim memory.

When administering memory resources, you can specify memory allocation. If you do not customize
memory allocation, the ESXi host uses defaults that work well in most situations.

You can specify memory allocation in several ways.

n Use the attributes and special features available through the vSphere Client. The vSphere Client user
interface allows you to connect to the ESXi host or vCenter Server system.

n Use advanced settings.

n Use the vSphere SDK for scripted memory allocation.

Enable Host-Local Swap for a DRS Cluster
Host-local swap allows you to specify a datastore stored locally on the host as the swap file location. You
can enable host-local swap for a DRS cluster.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane of the cluster Settings dialog box, click Swapfile Location.

3 Select the Store the swapfile in the datastore specified by the host option and click OK.

4 In the vSphere Client inventory, select one of the hosts in the cluster and click the Configuration tab.

5 Under Software, select Virtual Machine Swapfile Location.

6 Select the local datastore to use and click OK.

7 Repeat Step 4 through Step 6 for each host in the cluster.

Host-local swap is now enabled for the DRS cluster.

Enable Host-Local Swap for a Standalone Host
Host-local swap allows you to specify a datastore stored locally on the host as the swap file location. You
can enable host-local swap for a standalone host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration.

3 Under Software, select Virtual Machine Swapfile Location. and click Edit.

4 Select Store the swapfile in the swapfile datastore.

5 Select a local datastore from the list and click OK.

Host-local swap is now enabled for the standalone host.

Configure Virtual Machine Swapfile Properties for the Host
Configure a swapfile location for the host to determine the default location for virtual machine swapfiles.

By default, swapfiles for a virtual machine are located on a VMFS3 datastore in the folder that contains the
other virtual machine files. However, you can configure your host to place virtual machine swapfiles on an
alternative datastore.

You can use this option to place virtual machine swapfiles on lower-cost or higher-performance storage.
You can also override this host-level setting for individual virtual machines.

Setting an alternative swapfile location might cause migrations with vMotion to complete more slowly. For
best vMotion performance, store virtual machine swapfiles in the same directory as the virtual machine.

If vCenter Server manages your host, you cannot change the swapfile location if you connect directly to the
host by using the vSphere Client. You must connect the vSphere Client to the vCenter Server system.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Host machine.Configuration.Storage partition configuration

Procedure

1 In the vSphere Client, select the host in the inventory.
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2 Click the Configuration tab.

3 Click the Virtual Machine Swapfile Location link.

The Configuration tab displays the selected swapfile location. If configuration of the swapfile location
is not supported on the selected host, the tab indicates that the feature is not supported.

If the host is part of a cluster, and the cluster settings specify that swapfiles are to be stored in the same
directory as the virtual machine, you cannot edit the swapfile location from the host configuration tab.
To change the swapfile location for such a host, use the Cluster Settings dialog box.

4 Click Edit.

5 Select either Store the swapfile in the same directory as the virtual machine or Store the swapfile in a
swapfile datastore selected below.

If you select Store the swapfile in a swapfile datastore selected below, select a datastore from the list.

6 Click OK.

The virtual machine swapfile is stored in the location you selected.

Configure a Virtual Machine Swapfile Location for a Cluster
By default, swapfiles for a virtual machine are located on a VMFS datastore in the folder that contains the
other virtual machine files. However, you can instead configure the hosts in your cluster to place virtual
machine swapfiles on an alternative datastore of your choice.

You might choose to configure an alternative swapfile location to place virtual machine swapfiles on either
lower-cost or higher-performance storage, depending on your needs.

NOTE   Setting an alternative swapfile location might cause migrations with vMotion to complete more
slowly. For best vMotion performance, store virtual machine swapfiles in the same directory as the virtual
machine.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Before you configure a virtual machine swapfile location for a cluster, you must configure the virtual
machine swapfile locations for the hosts in the cluster as described in “Configure Virtual Machine Swapfile
Properties for the Host,” on page 348.

Procedure

1 Display the cluster in the inventory.

2 Right-click the cluster and select Edit Settings.

3 In the settings list, select Swapfile Location.

4 Under Swapfile Policy for Virtual Machines, select where to store the virtual machine swapfile.

Option Description

Store the swapfile in the same
directory as the virtual machine

Stores the swapfile in the same directory as the virtual machine
configuration file.

Store the swapfile in the datastore
specified by the host

Stores the swapfile in the location specified in the host configuration.
If the swapfile cannot be stored on the datastore that the host specifies, the
swapfile is stored in the same folder as the virtual machine.

 
5 Click OK.
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Delete Swap Files
If a host fails, and that host had running virtual machines that were using swap files, those swap files
continue to exist and consume many gigabytes of disk space. You can delete the swap files to eliminate this
problem.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system or an ESXi host.

Procedure

1 Restart the virtual machine that was on the host that failed.

2 Stop the virtual machine.

The swap file for the virtual machine is deleted.

Configure the Host Cache
You can change the percentage of space allocated for host cache or disable the host's ability to swap to host
cache.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

You must have an SSD-backed datastore in your inventory.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, click Host Cache Configuration.

4 Select the datastore in the list and click Properties.

5 Select a size for the host cache allocation on the drive.

6 To disable the ability for the host to swap to host cache on a per-datastore basis, deselect the Allocate
space for host cache check box.

7 Click OK.

Enable or Disable the Memory Compression Cache
Memory compression is enabled by default. You can use the Advanced Settings dialog box in the vSphere
Client to enable or disable memory compression for a host.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, select Advanced Settings.

4 In the left pane, select Mem and locate Mem.MemZipEnable.
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5 Enter 1 to enable or enter 0 to disable the memory compression cache.

6 Click OK.

Set the Maximum Size of the Memory Compression Cache
You can set the maximum size of the memory compression cache for the host's virtual machines.

You set the size of the compression cache as a percentage of the memory size of the virtual machine. For
example, if you enter 20 and a virtual machine's memory size is 1000 MB, ESXi can use up to 200MB of host
memory to store the compressed pages of the virtual machine.

If you do not set the size of the compression cache, ESXi uses the default value of 10 percent.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, select Advanced Settings.

4 In the left pane, select Mem and locate Mem.MemZipMaxPct.

The value of this attribute determines the maximum size of the compression cache for the virtual
machine.

5 Enter the maximum size for the compression cache.

The value is a percentage of the size of the virtual machine and must be between 5 and 100 percent.

6 Click OK.

Managing Storage I/O Resources
vSphere Storage I/O Control allows cluster-wide storage I/O prioritization, which allows better workload
consolidation and helps reduce extra costs associated with over provisioning.

Storage I/O Control extends the constructs of shares and limits to handle storage I/O resources. You can
control the amount of storage I/O that is allocated to virtual machines during periods of I/O congestion,
which ensures that more important virtual machines get preference over less important virtual machines for
I/O resource allocation.

When you enable Storage I/O Control on a datastore, ESXi begins to monitor the device latency that hosts
observe when communicating with that datastore. When device latency exceeds a threshold, the datastore is
considered to be congested and each virtual machine that accesses that datastore is allocated I/O resources
in proportion to their shares. You set shares per virtual machine. You can adjust the number for each based
on need.

Configuring Storage I/O Control is a two-step process:

1 Enable Storage I/O Control for the datastore.

2 Set the number of storage I/O shares and upper limit of I/O operations per second (IOPS) allowed for
each virtual machine.

By default, all virtual machine shares are set to Normal (1000) with unlimited IOPS.

NOTE   Storage I/O Control is enabled by default on Storage DRS-enabled datastore clusters.
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Storage I/O Control Resource Shares and Limits
You allocate the number of storage I/O shares and upper limit of I/O operations per second (IOPS) allowed
for each virtual machine. When storage I/O congestion is detected for a datastore, the I/O workloads of the
virtual machines accessing that datastore are adjusted according to the proportion of virtual machine shares
each virtual machine has.

Storage I/O shares are similar to those used for memory and CPU resource allocation, which are described
in the vSphere Resource Management publication. These shares represent the relative importance of a virtual
machine with regard to the distribution of storage I/O resources. Under resource contention, virtual
machines with higher share values have greater access to the storage array, which typically results in higher
throughput and lower latency.

When you allocate storage I/O resources, you can limit the IOPS that are allowed for a virtual machine. By
default, these are unlimited. If a virtual machine has more than one virtual disk, you must set the limit on all
of its virtual disks. Otherwise, the limit will not be enforced for the virtual machine. In this case, the limit on
the virtual machine is the aggregation of the limits for all virtual disks.

The benefits and drawbacks of setting resource limits are described in the vSphere Resource Management
publication. If the limit you want to set for a virtual machine is in terms of MB per second instead of IOPS,
you can convert MB per second into IOPS based on the typical I/O size for that virtual machine. For
example, to restrict a backup application with 64KB IOs to 10MB per second, set a limit of 160 IOPS.

View Storage I/O Control Shares and Limits
You can view the shares and limits for all virtual machines running on a datastore. Viewing this information
allows you to compare the settings of all virtual machines that are accessing the datastore, regardless of the
cluster in which they are running.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the datastore in the vSphere Client inventory.

2 Click the Virtual Machines tab.

The tab displays each virtual machine running on the datastore and the associated shares value, IOPS
limit, and percentage of datastore shares.

Monitor Storage I/O Control Shares
Use the datastore Performance tab to monitor how Storage I/O Control handles the I/O workloads of the
virtual machines accessing a datastore based on their shares.

Datastore performance charts allow you to monitor the following information:

n Average latency and aggregated IOPS on the datastore

n Latency among hosts

n Queue depth among hosts

n Read/write IOPS among hosts

n Read/write latency among virtual machine disks

n Read/write IOPS among virtual machine disks

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 Select the datastore in the vSphere Client inventory and click the Performance tab.

2 From the View drop-down menu, select Performance.

For more information, see the vSphere Monitoring and Performance documentation.

Set Storage I/O Control Resource Shares and Limits
Allocate storage I/O resources to virtual machines based on importance by assigning a relative amount of
shares to the virtual machine.

Unless virtual machine workloads are very similar, shares do not necessarily dictate allocation in terms of
I/O operations or megabytes per second. Higher shares allow a virtual machine to keep more concurrent I/O
operations pending at the storage device or datastore compared to a virtual machine with lower shares. Two
virtual machines might experience different throughput based on their workloads.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a virtual machine in the vSphere Client inventory.

2 Click the Summary tab and click Edit Settings.

3 Click the Resources tab and select Disk.

4 Select a virtual hard disk from the list.

5 Click the Shares column to select the relative amount of shares to allocate to the virtual machine (Low,
Normal, or High).

You can select Custom to enter a user-defined shares value.

6 Click the Limit - IOPS column and enter the upper limit of storage resources to allocate to the virtual
machine.

IOPS are the number of I/O operations per second. By default, IOPS are unlimited. You select Low
(500), Normal (1000), or High (2000), or you can select Custom to enter a user-defined number of shares.

7 Click OK.

Shares and limits are reflected on the Resource Allocation tab for the host and cluster.

Enable Storage I/O Control
When you enable Storage I/O Control, ESXi monitors datastore latency and adjusts the I/O load sent to it, if
datastore average latency exceeds the threshold.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, select a datastore and click the Configuration tab.

2 Click Properties.

3 Under Storage I/O Control, select the Enabled check box.

4 Click Close.
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On the Datastores tab, the Storage I/O Control column shows that Storage I/O Control is enabled for the
datastore.

Set Storage I/O Control Threshold Value
The congestion threshold value for a datastore is the upper limit of latency that is allowed for a datastore
before Storage I/O Control begins to assign importance to the virtual machine workloads according to their
shares.

You do not need to adjust the threshold setting in most environments.

CAUTION   Storage I/O Control will not function correctly unless all datatores that share the same spindles on
the array have the same congestion threshold.

If you change the congestion threshold setting, set the value based on the following considerations.

n A higher value typically results in higher aggregate throughput and weaker isolation. Throttling will
not occur unless the overall average latency is higher than the threshold.

n If throughput is more critical than latency, do not set the value too low. For example, for Fibre Channel
disks, a value below 20 ms could lower peak disk throughput. A very high value (above 50 ms) might
allow very high latency without any significant gain in overall throughput.

n A lower value will result in lower device latency and stronger virtual machine I/O performance
isolation. Stronger isolation means that the shares controls are enforced more often. Lower device
latency translates into lower I/O latency for the virtual machines with the highest shares, at the cost of
higher I/O latency experienced by the virtual machines with fewer shares.

n If latency is more important, a very low value (lower than 20 ms) will result in lower device latency and
better isolation among I/Os at the potential cost of a decrease in aggregate datastore throughput.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Verify that Storage I/O Control is enabled.

Procedure

1 In the vSphere Client inventory, select a datastore and click the Configuration tab.

2 Click Properties.

3 Under Storage I/O Control, select the Enabled check box.

4 (Optional) Click Advanced to edit the congestion threshold value for the datastore.

The value must be between 10 ms and 100 ms.

5 (Optional) Click Reset to restore the congestion threshold setting to the default value (30 ms).

6 Click OK and click Close.

Managing Resource Pools
A resource pool is a logical abstraction for flexible management of resources. Resource pools can be grouped
into hierarchies and used to hierarchically partition available CPU and memory resources.

Each standalone host and each DRS cluster has an (invisible) root resource pool that groups the resources of
that host or cluster. The root resource pool does not appear because the resources of the host (or cluster) and
the root resource pool are always the same.
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Users can create child resource pools of the root resource pool or of any user-created child resource pool.
Each child resource pool owns some of the parent’s resources and can, in turn, have a hierarchy of child
resource pools to represent successively smaller units of computational capability.

A resource pool can contain child resource pools, virtual machines, or both. You can create a hierarchy of
shared resources. The resource pools at a higher level are called parent resource pools. Resource pools and
virtual machines that are at the same level are called siblings. The cluster itself represents the root resource
pool. If you do not create child resource pools, only the root resource pools exist.

In the following example, RP-QA is the parent resource pool for RP-QA-UI. RP-Marketing and RP-QA are
siblings. The three virtual machines immediately below RP-Marketing are also siblings.

Figure 25‑2.  Parents, Children, and Siblings in Resource Pool Hierarchy

root resource pool

siblings

siblings

parent resource pool
child resource pool

For each resource pool, you specify reservation, limit, shares, and whether the reservation should be
expandable. The resource pool resources are then available to child resource pools and virtual machines.

Create a Resource Pool
You can create a child resource pool of any ESXi host, resource pool, or DRS cluster.

NOTE   If a host has been added to a cluster, you cannot create child resource pools of that host. If the cluster
is enabled for DRS, you can create child resource pools of the cluster.

When you create a child resource pool, you are prompted for resource pool attribute information. The
system uses admission control to make sure you cannot allocate resources that are not available.

Prerequisites

The vSphere Client is connected to the vCenter Server system. If you connect the vSphere Client directly to a
host, you cannot create a resource pool.

Procedure

1 In the vSphere Client inventory, select a parent object for the resource pool (a host, another resource
pool, or a DRS cluster).

2 Select File > New > Resource Pool.

3 Type a name to identify the resource pool.
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4 Specify how to allocate CPU and memory resources.

The CPU resources for your resource pool are the guaranteed physical resources the host reserves for a
resource pool. Normally, you accept the default and let the host handle resource allocation.

Option Description

Shares Specify shares for this resource pool with respect to the parent’s total
resources. Sibling resource pools share resources according to their relative
share values bounded by the reservation and limit.
n Select Low, Normal, or High to specify share values respectively in a

1:2:4 ratio.
n Select Custom to give each virtual machine a specific number of

shares, which expresses a proportional weight.

Reservation Specify a guaranteed CPU or memory allocation for this resource pool.
Defaults to 0.
A nonzero reservation is subtracted from the unreserved resources of the
parent (host or resource pool). The resources are considered reserved,
regardless of whether virtual machines are associated with the resource
pool.

Expandable Reservation When the check box is selected (default), expandable reservations are
considered during admission control.
If you power on a virtual machine in this resource pool, and the combined
reservations of the virtual machines are larger than the reservation of the
resource pool, the resource pool can use resources from its parent or
ancestors.

Limit Specify the upper limit for this resource pool’s CPU or memory allocation.
You can usually accept the default (Unlimited).
To specify a limit, deselect the Unlimited check box.

 
5 Click OK.

After you create a resource pool, you can add virtual machines to it. A virtual machine’s shares are relative
to other virtual machines (or resource pools) with the same parent resource pool.

Example: Creating Resource Pools
Assume that you have a host that provides 6GHz of CPU and 3GB of memory that must be shared between
your marketing and QA departments. You also want to share the resources unevenly, giving one
department (QA) a higher priority. This can be accomplished by creating a resource pool for each
department and using the Shares attribute to prioritize the allocation of resources.

The example shows how to create a resource pool with the ESXi host as the parent resource.

1 In the Create Resource Pool dialog box, type a name for the QA department’s resource pool (for
example, RP-QA).

2 Specify Shares of High for the CPU and memory resources of RP-QA.

3 Create a second resource pool, RP-Marketing.

Leave Shares at Normal for CPU and memory.

4 Click OK.

If there is resource contention, RP-QA receives 4GHz and 2GB of memory, and RP-Marketing 2GHz and
1GB. Otherwise, they can receive more than this allotment. Those resources are then available to the virtual
machines in the respective resource pools.
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Edit a Resource Pool
After you create the resource pool, you can edit its CPU and memory resource settings.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the resource pool in the inventory and select Edit Settings.

2 In the Edit Settings dialog box, you can change all attributes of the selected resource pool as described
in “Create a Resource Pool,” on page 355.

3 Click OK to save your changes.

Add a Virtual Machine to a Resource Pool
When you create a virtual machine, the New Virtual Machine wizard allows you to specify a resource pool
location as part of the creation process. You can also add an existing virtual machine to a resource pool.

When you move a virtual machine to a new resource pool:

n The virtual machine’s reservation and limit do not change.

n If the virtual machine’s shares are high, medium, or low, %Shares adjusts to reflect the total number of
shares in use in the new resource pool.

n If the virtual machine has custom shares assigned, the share value is maintained.

NOTE   Because share allocations are relative to a resource pool, you might have to manually change a
virtual machine’s shares when you move it into a resource pool so that the virtual machine’s shares are
consistent with the relative values in the new resource pool. A warning appears if a virtual machine
would receive a very large (or very small) percentage of total shares.

n The information displayed in the Resource Allocation tab about the resource pool’s reserved and
unreserved CPU and memory resources changes to reflect the reservations associated with the virtual
machine (if any).

NOTE   If a virtual machine has been powered off or suspended, it can be moved but overall available
resources (such as reserved and unreserved CPU and memory) for the resource pool are not affected.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the virtual machine in the inventory.

The virtual machine can be associated with a standalone host, a cluster, or a different resource pool.

2 Drag the virtual machine (or machines) to the resource pool.

If a virtual machine is powered on, and the destination resource pool does not have enough CPU or memory
to guarantee the virtual machine’s reservation, the move fails because admission control does not allow it.
An error dialog box displays available and requested resources, so you can consider whether an adjustment
might resolve the issue.
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Remove a Virtual Machine from a Resource Pool
You can remove a virtual machine from a resource pool either by moving the virtual machine to another
resource pool or deleting it.

When you remove a virtual machine from a resource pool, the total number of shares associated with the
resource pool decreases, so that each remaining share represents more resources. For example, assume you
have a pool that is entitled to 6GHz, containing three virtual machines with shares set to Normal. Assuming
the virtual machines are CPU-bound, each gets an equal allocation of 2GHz. If one of the virtual machines is
moved to a different resource pool, the two remaining virtual machines each receive an equal allocation of
3GHz.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 Choose one of the following methods to remove the virtual machine from a resource pool.

n Drag the virtual machine to another resource pool.

You do not need to power off the virtual machine before you move it.

n Right-click the virtual machine and select Remove from Inventory or Delete from Disk.

You must power off the virtual machine before you can completely remove it.

Remove a Resource Pool
You can remove a resource pool from the inventory.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the resource pool and select Remove.

A confirmation dialog box appears.

2 Click Yes to remove the resource pool.

Using DRS Clusters to Manage Resources
After you create a DRS cluster, you can customize it and use it to manage resources.

To customize your DRS cluster and the resources it contains you can configure affinity rules and you can
add and remove hosts and virtual machines. When a cluster’s settings and resources have been defined, you
should ensure that it is and remains a valid cluster. You can also use a valid DRS cluster to manage power
resources and interoperate with vSphere HA.

Creating a DRS Cluster
A cluster is a collection of ESXi hosts and associated virtual machines with shared resources and a shared
management interface. Before you can obtain the benefits of cluster-level resource management you must
create a cluster and enable DRS.

Depending on whether or not Enhanced vMotion Compatibility (EVC) is enabled, DRS behaves differently
when you use vSphere Fault Tolerance (vSphere FT) virtual machines in your cluster.
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Table 25‑1.  DRS Behavior with vSphere FT Virtual Machines and EVC

EVC DRS (Load Balancing) DRS (Initial Placement)

Enabled Enabled (Primary and Secondary VMs) Enabled (Primary and Secondary VMs)

Disabled Disabled (Primary and Secondary VMs) Disabled (Primary VMs)
Fully Automated (Secondary VMs)

Create a DRS Cluster
Create a DRS cluster using the New Cluster wizard in the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

You can create a cluster without a special license, but you must have a license to enable a cluster for vSphere
DRS (or vSphere HA).

Procedure

1 Right-click a datacenter or folder in the vSphere Client and select New Cluster.

2 Name the cluster in the Name text box.

This name appears in the vSphere Client inventory panel.

3 Enable the DRS feature by clicking the vSphere DRS box.

You can also enable the vSphere HA feature by clicking vSphere HA.

4 Click Next.

5 Select a default automation level for DRS.

Automation Level Action

Manual n Initial placement: Recommended host(s) is displayed.
n Migration: Recommendation is displayed.

Partially Automated n Initial placement: Automatic.
n Migration: Recommendation is displayed.

Fully Automated n Initial placement: Automatic.
n Migration: Recommendation is executed automatically.

 
6 Set the migration threshold for DRS.

7 Click Next.

8 Specify the default power management setting for the cluster.

If you enable power management, select a vSphere DPM threshold setting.

9 Click Next.

10 If appropriate, enable Enhanced vMotion Compatibility (EVC) and select the mode it should operate in.

11 Click Next.

12 Select a location for the swapfiles of your virtual machines.

You can either store a swapfile in the same directory as the virtual machine itself, or a datastore
specified by the host (host-local swap)

13 Click Next.

14 Review the summary page that lists the options you selected.
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15 Click Finish to complete cluster creation, or click Back to go back and make modifications to the cluster
setup.

A new cluster does not include any hosts or virtual machines.

To add hosts and virtual machines to the cluster see “Adding Hosts to a Cluster,” on page 361 and 
“Removing Virtual Machines from a Cluster,” on page 363.

Set a Custom Automation Level for a Virtual Machine
After you create a DRS cluster, you can customize the automation level for individual virtual machines to
override the cluster’s default automation level.

For example, you can select Manual for specific virtual machines in a cluster with full automation, or
Partially Automated for specific virtual machines in a manual cluster.

If a virtual machine is set to Disabled, vCenter Server does not migrate that virtual machine or provide
migration recommendations for it. This is known as pinning the virtual machine to its registered host.

NOTE   If you have not enabled Enhanced vMotion Compatibility (EVC) for the cluster, fault tolerant virtual
machines are set to DRS disabled. They appear on this screen, but you cannot assign an automation mode to
them.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane under vSphere DRS, select Virtual Machine Options.

3 Select the Enable individual virtual machine automation levels check box.

4 (Optional) To temporarily disable any individual virtual machine overrides, deselect the Enable
individual virtual machine automation levels check box.

Virtual machine settings are restored when the check box is selected again.

5 (Optional) To temporarily suspend all vMotion activity in a cluster, put the cluster in manual mode and
deselect the Enable individual virtual machine automation levels check box.

6 Select one or more virtual machines.

7 Click the Automation Level column and select an automation level from the drop-down menu.

Option Description

Manual Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Fully Automated Placement and migration recommendations run automatically.

Partially Automated Initial placement is performed automatically. Migration recommendations
are displayed, but do not run.

Disabled vCenter Server does not migrate the virtual machine or provide migration
recommendations for it.

 
8 Click OK.

NOTE   Other VMware products or features, such as vSphere vApp and vSphere Fault Tolerance, might
override the automation levels of virtual machines in a DRS cluster. Refer to the product-specific
documentation for details.
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Disable DRS
You can turn off DRS for a cluster.

When DRS is disabled, the cluster’s resource pool hierarchy and affinity rules are not reestablished when
DRS is turned back on. So if you disable DRS, the resource pools are removed from the cluster. To avoid
losing the resource pools, instead of disabling DRS, you should suspend it by changing the DRS automation
level to manual (and disabling any virtual machine overrides). This prevents automatic DRS actions, but
preserves the resource pool hierarchy.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the cluster in the vSphere Client inventory.

2 Right click and select Edit Settings.

3 In the left panel, select General, and deselect the Turn On vSphere DRS check box.

4 Click OK to turn off DRS.

Adding Hosts to a Cluster
The procedure for adding hosts to a cluster is different for hosts managed by the same vCenter Server
(managed hosts) than for hosts not managed by that server.

After a host has been added, the virtual machines deployed to the host become part of the cluster and DRS
can recommend migration of some virtual machines to other hosts in the cluster.

Add a Managed Host to a Cluster
When you add a standalone host already being managed by vCenter Server to a DRS cluster, the host’s
resources become associated with the cluster.

You can decide whether you want to associate existing virtual machines and resource pools with the
cluster’s root resource pool or graft the resource pool hierarchy.

NOTE   If a host has no child resource pools or virtual machines, the host’s resources are added to the cluster
but no resource pool hierarchy with a top-level resource pool is created.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the host from either the inventory or list view.

2 Drag the host to the target cluster object.

3 Select what to do with the host’s virtual machines and resource pools.

n Put this host’s virtual machines in the cluster’s root resource pool

vCenter Server removes all existing resource pools of the host and the virtual machines in the
host’s hierarchy are all attached to the root. Because share allocations are relative to a resource
pool, you might have to manually change a virtual machine’s shares after selecting this option,
which destroys the resource pool hierarchy.

n Create a resource pool for this host’s virtual machines and resource pools
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vCenter Server creates a top-level resource pool that becomes a direct child of the cluster and adds
all children of the host to that new resource pool. You can supply a name for that new top-level
resource pool. The default is Grafted from <host_name>.

The host is added to the cluster.

Add an Unmanaged Host to a Cluster
You can add an unmanaged host to a cluster. Such a host is not currently managed by the same vCenter
Server system as the cluster and it is not visible in the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the cluster to which to add the host and select Add Host from the right-click menu.

2 Enter the host name, user name, and password, and click Next.

3 View the summary information and click Next.

4 Select what to do with the host’s virtual machines and resource pools.

n Put this host’s virtual machines in the cluster’s root resource pool

vCenter Server removes all existing resource pools of the host and the virtual machines in the
host’s hierarchy are all attached to the root. Because share allocations are relative to a resource
pool, you might have to manually change a virtual machine’s shares after selecting this option,
which destroys the resource pool hierarchy.

n Create a resource pool for this host’s virtual machines and resource pools

vCenter Server creates a top-level resource pool that becomes a direct child of the cluster and adds
all children of the host to that new resource pool. You can supply a name for that new top-level
resource pool. The default is Grafted from <host_name>.

The host is added to the cluster.

Adding Virtual Machines to a Cluster
You can add a virtual machine to a cluster in three ways.

n When you add a host to a cluster, all virtual machines on that host are added to the cluster.

n When a virtual machine is created, the New Virtual Machine wizard prompts you for the location to
place the virtual machine. You can select a standalone host or a cluster and you can select any resource
pool inside the host or cluster.

n You can migrate a virtual machine from a standalone host to a cluster or from a cluster to another
cluster using the Migrate Virtual Machine wizard. To start this wizard either drag the virtual machine
object on top of the cluster object or right-click the virtual machine name and select Migrate.

NOTE   You can drag a virtual machine directly to a resource pool within a cluster. In this case, the
Migrate Virtual Machine wizard is started but the resource pool selection page does not appear.
Migrating directly to a host within a cluster is not allowed because the resource pool controls the
resources.
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Removing Virtual Machines from a Cluster
You can remove virtual machines from a cluster.

You can remove a virtual machine from a cluster in two ways.

n When you remove a host from a cluster, all of the powered-off virtual machines that you do not migrate
to other hosts are removed as well. You can remove a host only if it is in maintenance mode or
disconnected. If you remove a host from a DRS cluster, the cluster can become yellow because it is
overcommitted.

n You can migrate a virtual machine from a cluster to a standalone host or from a cluster to another
cluster using the Migrate Virtual Machine wizard. To start this wizard right-click the virtual machine
name and select Migrate.

Removing a Host from a Cluster
When you remove a host from a DRS cluster, you affect resource pool hierarchies, virtual machines, and you
might create invalid clusters. Consider the affected objects before you remove the host.

n Resource Pool Hierarchies – When you remove a host from a cluster, the host retains only the root
resource pool, even if you used a DRS cluster and decided to graft the host resource pool when you
added the host to the cluster. In that case, the hierarchy remains with the cluster. You can create a host-
specific resource pool hierarchy.

NOTE   Ensure that you remove the host from the cluster by first placing it in maintenance mode. If you
instead disconnect the host before removing it from the cluster, the host retains the resource pool that
reflects the cluster hierarchy.

n Virtual Machines – A host must be in maintenance mode before you can remove it from the cluster and
for a host to enter maintenance mode all powered-on virtual machines must be migrated off that host.
When you request that a host enter maintenance mode, you are also asked whether you want to migrate
all the powered-off virtual machines on that host to other hosts in the cluster.

n Invalid Clusters – When you remove a host from a cluster, the resources available for the cluster
decrease. If the cluster has enough resources to satisfy the reservations of all virtual machines and
resource pools in the cluster, the cluster adjusts resource allocation to reflect the reduced amount of
resources. If the cluster does not have enough resources to satisfy the reservations of all resource pools,
but there are enough resources to satisfy the reservations for all virtual machines, an alarm is issued
and the cluster is marked yellow. DRS continues to run.

Place a Host in Maintenance Mode
You place a host in maintenance mode when you need to service it, for example, to install more memory. A
host enters or leaves maintenance mode only as the result of a user request.

Virtual machines that are running on a host entering maintenance mode need to be migrated to another host
(either manually or automatically by DRS) or shut down. The host is in a state of Entering Maintenance
Mode until all running virtual machines are powered down or migrated to different hosts. You cannot
power on virtual machines or migrate virtual machines to a host entering maintenance mode.

When no more running virtual machines are on the host, the host’s icon changes to include under
maintenance and the host’s Summary panel indicates the new state. While in maintenance mode, the host
does not allow you to deploy or power on a virtual machine.

NOTE   DRS does not recommend (or perform, in fully automated mode) any virtual machine migrations off
of a host entering maintenance or standby mode if the vSphere HA failover level would be violated after the
host enters the requested mode.
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Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a host and select Enter Maintenance Mode.

n If the host is part of a partially automated or manual DRS cluster, a list of migration
recommendations for virtual machines running on the host appears.

n If the host is part of an automated DRS cluster, virtual machines are migrated to different hosts
when the host enters maintenance mode.

2 If applicable, click Apply Recommendations.

The host is in maintenance mode until you select Exit Maintenance Mode.

Remove a Host from a Cluster
You can remove hosts from a cluster.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the host in the inventory and select Enter Maintenance Mode.

2 When the host is in maintenance mode, drag it to a different inventory location, either the top-level
datacenter or to a different cluster.

After you remove a host from a cluster, you can perform the following tasks.

n Remove the host from vCenter Server: Right-click the host and select Remove.

n Run the host as a standalone host under vCenter Server: Right-click the host and select Exit
Maintenance Mode.

n Drag the host into another cluster.

When you move the host, its resources are removed from the cluster. If you grafted the host’s resource pool
hierarchy onto the cluster, that hierarchy remains with the cluster.

Using Standby Mode
When a host machine is placed in standby mode, it is powered off.

Normally, hosts are placed in standby mode by the vSphere DPM feature to optimize power usage. You can
also place a host in standby mode manually. However, DRS might undo (or recommend undoing) your
change the next time it runs. To force a host to remain off, place it in maintenance mode and power it off.
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Managing Power Resources
The vSphere Distributed Power Management (DPM) feature allows a DRS cluster to reduce its power
consumption by powering hosts on and off based on cluster resource utilization.

vSphere DPM monitors the cumulative demand of all virtual machines in the cluster for memory and CPU
resources and compares this to the total available resource capacity of all hosts in the cluster. If sufficient
excess capacity is found, vSphere DPM places one or more hosts in standby mode and powers them off after
migrating their virtual machines to other hosts. Conversely, when capacity is deemed to be inadequate, DRS
brings hosts out of standby mode (powers them on) and uses vMotion to migrate virtual machines to them.
When making these calculations, vSphere DPM considers not only current demand, but it also honors any
user-specified virtual machine resource reservations.

NOTE   ESXi hosts cannot automatically be brought out of standby mode unless they are running in a cluster
managed by vCenter Server.

vSphere DPM can use one of three power management protocols to bring a host out of standby mode:
Intelligent Platform Management Interface (IPMI), Hewlett-Packard Integrated Lights-Out (iLO), or Wake-
On-LAN (WOL). Each protocol requires its own hardware support and configuration. If a host does not
support any of these protocols it cannot be put into standby mode by vSphere DPM. If a host supports
multiple protocols, they are used in the following order: IPMI, iLO, WOL.

NOTE   Do not disconnect a host in standby mode or move it out of the DRS cluster without first powering it
on, otherwise vCenter Server is not able to power the host back on.

Configure IPMI or iLO Settings for vSphere DPM
IPMI is a hardware-level specification and Hewlett-Packard iLO is an embedded server management
technology. Each of them describes and provides an interface for remotely monitoring and controlling
computers.

You must perform the following procedure on each host.

Prerequisites

Both IPMI and iLO require a hardware Baseboard Management Controller (BMC) to provide a gateway for
accessing hardware control functions, and allow the interface to be accessed from a remote system using
serial or LAN connections. The BMC is powered-on even when the host itself is powered-off. If properly
enabled, the BMC can respond to remote power-on commands.

If you plan to use IPMI or iLO as a wake protocol, you must configure the BMC. BMC configuration steps
vary according to model. See your vendor’s documentation for more information. With IPMI, you must also
ensure that the BMC LAN channel is configured to be always available and to allow operator-privileged
commands. On some IPMI systems, when you enable "IPMI over LAN" you must configure this in the BIOS
and specify a particular IPMI account.

vSphere DPM using only IPMI supports MD5- and plaintext-based authentication, but MD2-based
authentication is not supported. vCenter Server uses MD5 if a host's BMC reports that it is supported and
enabled for the Operator role. Otherwise, plaintext-based authentication is used if the BMC reports it is
supported and enabled. If neither MD5 nor plaintext authentication is enabled, IPMI cannot be used with
the host and vCenter Server attempts to use Wake-on-LAN.

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the host in the vSphere Client inventory.

2 Click the Configuration tab.
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3 Click Power Management.

4 Click Properties.

5 Enter the following information.

n User name and password for a BMC account. (The user name must have the ability to remotely
power the host on.)

n IP address of the NIC associated with the BMC, as distinct from the IP address of the host. The IP
address should be static or a DHCP address with infinite lease.

n MAC address of the NIC associated with the BMC.

6 Click OK.

Test Wake-on-LAN for vSphere DPM
The use of Wake-on-LAN (WOL) for the vSphere DPM feature is fully supported, if you configure and
successfully test it according to the VMware guidelines. You must perform these steps before enabling
vSphere DPM for a cluster for the first time or on any host that is being added to a cluster that is using
vSphere DPM.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Before testing WOL, ensure that your cluster meets the prerequisites.

n Your cluster must contain at least two ESX 3.5 (or ESX 3i version 3.5) or later hosts.

n Each host's vMotion networking link must be working correctly. The vMotion network should also be a
single IP subnet, not multiple subnets separated by routers.

n The vMotion NIC on each host must support WOL. To check for WOL support, first determine the
name of the physical network adapter corresponding to the VMkernel port by selecting the host in the
inventory panel of the vSphere Client, selecting the Configuration tab, and clicking Networking. After
you have this information, click on Network Adapters and find the entry corresponding to the network
adapter. The Wake On LAN Supported column for the relevant adapter should show Yes.

n To display the WOL-compatibility status for each NIC on a host, select the host in the inventory panel
of the vSphere Client, select the Configuration tab, and click Network Adapters. The NIC must show
Yes in the Wake On LAN Supported column.

n The switch port that each WOL-supporting vMotion NIC is plugged into should be set to auto negotiate
the link speed, and not set to a fixed speed (for example, 1000 Mb/s). Many NICs support WOL only if
they can switch to 100 Mb/s or less when the host is powered off.

After you verify these prerequisites, test each ESXi host that is going to use WOL to support vSphere DPM.
When you test these hosts, ensure that the vSphere DPM feature is disabled for the cluster.

CAUTION   Ensure that any host being added to a vSphere DPM cluster that uses WOL as a wake protocol is
tested and disabled from using power management if it fails the testing. If this is not done, vSphere DPM
might power off hosts that it subsequently cannot power back up.

Procedure

1 Click the Enter Standby Mode command on the host's Summary tab in the vSphere Client.

This action powers down the host.

2 Try to bring the host out of standby mode by clicking the Power Oncommand on the host's Summary
tab.

3 Observe whether or not the host successfully powers back on.
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4 For any host that fails to exit standby mode successfully, select the host in the cluster Settings dialog
box’s Host Options page and change its Power Management setting to Disabled.

After you do this, vSphere DPM does not consider that host a candidate for being powered off.

Using DRS Affinity Rules
You can control the placement of virtual machines on hosts within a cluster by using affinity rules.

You can create two types of rules.

n Used to specify affinity or anti-affinity between a group of virtual machines and a group of hosts. An
affinity rule specifies that the members of a selected virtual machine DRS group can or must run on the
members of a specific host DRS group. An anti-affinity rule specifies that the members of a selected
virtual machine DRS group cannot run on the members of a specific host DRS group.

See “VM-Host Affinity Rules,” on page 369 for information about creating and using this type of rule.

n Used to specify affinity or anti-affinity between individual virtual machines. A rule specifying affinity
causes DRS to try to keep the specified virtual machines together on the same host, for example, for
performance reasons. With an anti-affinity rule, DRS tries to keep the specified virtual machines apart,
for example, so that when a problem occurs with one host, you do not lose both virtual machines.

See “VM-VM Affinity Rules,” on page 368 for information about creating and using this type of rule.

When you add or edit an affinity rule, and the cluster's current state is in violation of the rule, the system
continues to operate and tries to correct the violation. For manual and partially automated DRS clusters,
migration recommendations based on rule fulfillment and load balancing are presented for approval. You
are not required to fulfill the rules, but the corresponding recommendations remain until the rules are
fulfilled.

To check whether any enabled affinity rules are being violated and cannot be corrected by DRS, select the
cluster's DRS tab and click Faults. Any rule currently being violated has a corresponding fault on this page.
Read the fault to determine why DRS is not able to satisfy the particular rule. Rules violations also produce
a log event.

NOTE   VM-VM and VM-Host affinity rules are different from an individual host’s CPU affinity rules.

Create a Host DRS Group
A VM-Host affinity rule establishes an affinity (or anti-affinity) relationship between a virtual machine DRS
group with a host DRS group. You must create both of these groups before you can create a rule that links
them.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane of the cluster Settings dialog box under vSphere DRS, select DRS Groups Manager.

3 In the Host DRS Groups section, click Add.

4 In the DRS Group dialog box, type a name for the group.

5 In the left pane, select a host and click >> to add it to the group. Continue this process until all desired
hosts have been added.

You can also remove hosts from the group by selecting them in the right pane and clicking <<.

6 Click OK.
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What to do next

Using this host DRS group, you can create a VM-Host affinity rule that establishes an affinity (or anti-
affinity) relationship with an appropriate virtual machine DRS group.

“Create a Virtual Machine DRS Group,” on page 368

“Create a VM-Host Affinity Rule,” on page 369

Create a Virtual Machine DRS Group
Affinity rules establish an affinity (or anti-affinity) relationship between DRS groups. You must create DRS
groups before you can create a rule that links them.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane of the cluster Settings dialog box under vSphere DRS, select DRS Groups Manager.

3 In the Virtual Machines DRS Groups section, click Add.

4 In the DRS Group dialog box, type a name for the group.

5 In the left pane, select a host and click >> to add it to the group. Continue this process until all desired
hosts have been added.

You can also remove hosts from the group by selecting them in the right pane and clicking <<.

6 Click OK.

What to do next

“Create a Host DRS Group,” on page 367

“Create a VM-Host Affinity Rule,” on page 369

“Create a VM-VM Affinity Rule,” on page 368

VM-VM Affinity Rules
A VM-VM affinity rule specifies whether selected individual virtual machines should run on the same host
or be kept on separate hosts. This type of rule is used to create affinity or anti-affinity between individual
virtual machines that you select.

When an affinity rule is created, DRS tries to keep the specified virtual machines together on the same host.
You might want to do this, for example, for performance reasons.

With an anti-affinity rule, DRS tries to keep the specified virtual machines apart. You could use such a rule if
you want to guarantee that certain virtual machines are always on different physical hosts. In that case, if a
problem occurs with one host, not all virtual machines would be placed at risk.

Create a VM-VM Affinity Rule

You can create VM-VM affinity rules in the Cluster Settings dialog box to specify whether selected
individual virtual machines should run on the same host or be kept on separate hosts.

NOTE   If you use the vSphere HA Specify Failover Hosts admission control policy and designate multiple
failover hosts, VM-VM affinity rules are not supported.
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Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane of the Cluster Settings dialog box under vSphere DRS, select Rules.

3 Click Add.

4 In the Rule dialog box, type a name for the rule.

5 From the Type menu, select either Keep Virtual Machines Together or Separate Virtual Machines.

6 Click Add.

7 Select at least two virtual machines to which the rule will apply and click OK.

8 Click OK.

VM-Host Affinity Rules
A VM-Host affinity rule specifies whether or not the members of a selected virtual machine DRS group can
run on the members of a specific host DRS group.

Unlike a VM-VM affinity rule, which specifies affinity (or anti-affinity) between individual virtual machines,
a VM-Host affinity rule specifies an affinity relationship between a group of virtual machines and a group of
hosts. There are 'required' rules (designated by "must") and 'preferential' rules (designated by "should".)

A VM-Host affinity rule includes the following components.

n One virtual machine DRS group.

n One host DRS group.

n A designation of whether the rule is a requirement ("must") or a preference ("should") and whether it is
affinity ("run on") or anti-affinity ("not run on").

Because VM-Host affinity rules are cluster-based, the virtual machines and hosts that are included in a rule
must all reside in the same cluster. If a virtual machine is removed from the cluster, it loses its DRS group
affiliation, even if it is later returned to the cluster.

Create a VM-Host Affinity Rule

You can create VM-Host affinity rules in the Cluster Settings dialog box to specify whether or not the
members of a selected virtual machine DRS group can run on the members of a specific host DRS group.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Create the virtual machine and host DRS groups to which the VM-Host affinity rule applies.

Procedure

1 In the vSphere Client, right-click the cluster in the inventory and select Edit Settings.

2 In the left pane of the Cluster Settings dialog box under vSphere DRS, select Rules.

3 Click Add.

4 In the Rule dialog box, type a name for the rule.

5 From the Type menu, select Virtual Machines to Hosts.

6 Select the virtual machine DRS group and the host DRS group to which the rule applies.
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7 Select a specification for the rule.

n Must run on hosts in group. Virtual machines in VM Group 1 must run on hosts in Host Group A.

n Should run on hosts in group. Virtual machines in VM Group 1 should, but are not required, to
run on hosts in Host Group A.

n Must not run on hosts in group. Virtual machines in VM Group 1 must never run on host in Host
Group A.

n Should not run on hosts in group. Virtual machines in VM Group 1 should not, but might, run on
hosts in Host Group A.

8 Click OK.

Creating a Datastore Cluster
A datastore cluster is a collection of datastores with shared resources and a shared management interface.
Datastore clusters are to datastores what clusters are to hosts. When you create a datastore cluster, you can
use vSphere Storage DRS to manage storage resources.

NOTE   Datastore clusters are referred to as storage pods in the vSphere API.

When you add a datastore to a datastore cluster, the datastore's resources become part of the datastore
cluster's resources. As with clusters of hosts, you use datastore clusters to aggregate storage resources,
which enables you to support resource allocation policies at the datastore cluster level. The following
resource management capabilities are also available per datastore cluster.

Space utilization load
balancing

You can set a threshold for space use. When space use on a datastore exceeds
the threshold, Storage DRS generates recommendations or performs Storage
vMotion migrations to balance space use across the datastore cluster.

I/O latency load
balancing

You can set an I/O latency threshold for bottleneck avoidance. When I/O
latency on a datastore exceeds the threshold, Storage DRS generates
recommendations or performs Storage vMotion migrations to help alleviate
high I/O load.

Anti-affinity rules You can create anti-affinity rules for virtual machine disks. For example, the
virtual disks of a certain virtual machine must be kept on different
datastores. By default, all virtual disks for a virtual machine are placed on
the same datastore.

Create a Datastore Cluster
You can manage datastore cluster resources using Storage DRS.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the Datastores and Datastore Clusters view of the vSphere Client inventory, right-click the
Datacenter object and select New Datastore Cluster.

2 Follow the prompts to complete the Create Datastore Cluster wizard.
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Enable and Disable Storage DRS
Storage DRS allows you to manage the aggregated resources of a datastore cluster. When Storage DRS is
enabled, it provides recommendations for virtual machine disk placement and migration to balance space
and I/O resources across the datastores in the datastore cluster.

When you enable Storage DRS, you enable the following functions.
n Space load balancing among datastores within a datastore cluster.

n I/O load balancing among datastores within a datastore cluster.

n Initial placement for virtual disks based on space and I/O workload.

The Enable Storage DRS check box in the Datastore Cluster Settings dialog box enables or disables all of
these components at once. If necessary, you can disable I/O-related functions of Storage DRS independently
of space balancing functions.

When you disable Storage DRS on a datastore cluster, Storage DRS settings are preserved. When you enable
Storage DRS, the settings for the datastore cluster are restored to the point where Storage DRS was disabled.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 Click General.

3 Select Turn on Storage DRS and click OK.

4 (Optional) To disable only I/O-related functions of Storage DRS, leaving space-related controls enabled,
perform the following steps.

a Select SDRS Runtime Rules.

b Deselect the Enable I/O metric for Storage DRS check box.

5 Click OK.

Set the Automation Level for Datastore Clusters
The automation level for a datastore cluster specifies whether or not placement and migration
recommendations from Storage DRS are applied automatically.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 Select SDRS Automation.

3 Select an automation level.

Manual is the default automation level.

Option Description

No Automation (Manual Mode) Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Fully Automated Placement and migration recommendations run automatically.
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4 Click OK.

Set Storage DRS Runtime Rules
Set Storage DRS triggers and configure advanced options for the datastore cluster.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 (Optional) Select or deselect the Enable I/O metric for SDRS recommendations check box to enable or
disable I/O metric inclusion.

When you disable this option, vCenter Server does not consider I/O metrics when making Storage DRS
recommendations. When you disable this option, you disable the following elements of Storage DRS:

n I/O load balancing among datastores within a datastore cluster.

n Initial placement for virtual disks based on I/O workload. Initial placement is based on space only.

2 (Optional) Set Storage DRS thresholds.

You set the aggressiveness level of Storage DRS by specifying thresholds for used space and I/O
latency.

n Use the Utilized Space slider to indicate the maximum percentage of consumed space allowed
before Storage DRS is triggered. Storage DRS makes recommendations and performs migrations
when space use on the datastores is higher than the threshold.

n Use the I/O Latency slider to indicate the maximum I/O latency allowed before Storage DRS is
triggered. Storage DRS makes recommendations and performs migrations when latency is higher
than the threshold.

NOTE   The Storage DRS I/O Latency threshold for the datastore cluster should be lower than or
equal to the Storage I/O Control congestion threshold.

3 (Optional) Configure advanced options.

n No recommendations until utilization difference between source and destination is: Use the slider
to specify the space utilization difference threshold. Utilization is usage * 100/capacity.

This threshold ensures that there is some minimum difference between the space utilization of the
source and the destination. For example, if the space used on datastore A is 82% and datastore B is
79%, the difference is 3. If the threshold is 5, Storage DRS will not make migration
recommendations from datastore A to datastore B.

n Evaluate I/O load every: Specify how often Storage DRS should assess space and I/O load
balancing.

n I/O imbalance threshold: Use the slider to indicate the aggressiveness of I/O load balancing.
Lowering this value makes I/O load balancing less aggressive. Storage DRS computes an I/O
fairness metric between 0 and 1, which 1 being the fairest distribution. I/O load balancing runs only
if the computed metric is less than 1 - (I/O imbalance threshold / 100).

4 Click Next.
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Adding and Removing Datastores from a Datastore Cluster
You add and remove datastores to and from an existing datastore cluster by dragging them in the vSphere
Client inventory.

You can add to a datastore cluster any datastore that is mounted on a host in the vSphere Client inventory,
with the following exceptions:

n All hosts attached to the datastore must be ESXi 5.0 and later.

n The datastore cannot be in more than one datacenter in the same instance of the vSphere Client.

When you remove a datastore from a datastore cluster, the datastore remains in the vSphere Client
inventory and is not unmounted from the host.

Using Datastore Clusters to Manage Storage Resources
After you create a datastore cluster, you can customize it and use it to manage storage I/O and space
utilization resources.

Using Storage DRS Maintenance Mode
You place a datastore in maintenance mode when you need to take it out of use to service it. A datastore
enters or leaves maintenance mode only as the result of a user request.

Maintenance mode is available to datastores within a Storage DRS-enabled datastore cluster. Standalone
datastores cannot be placed in maintenance mode.

Virtual disks that are located on a datastore that is entering maintenance mode must be migrated to another
datastore, either manually or using Storage DRS. When you attempt to put a datastore in maintenance
mode, the Placement Recommendations tab displays a list of migration recommendations, datastores
within the same datastore cluster where virtual disks can be migrated. On the Faults tab, vCenter Server
displays a list of the disks that cannot be migrated and the reasons why. If Storage DRS affinity or anti-
affinity rules prevent disks from being migrated, you can choose to enable the Ignore Affinity Rules for
Maintenance option.

The datastore is in a state of Entering Maintenance Mode until all virtual disks have been migrated.

Place a Datastore in Maintenance Mode
If you need to take a datastore out of service, you can place the datastore in Storage DRS maintenance mode.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Storage DRS is enabled on the datastore cluster that contains the datastore that is entering maintenance
mode.

No CD-ROM image files are stored on the datastore.

There are at least two datastores in the datastore cluster.

Procedure

1 In the vSphere Client inventory, right-click a datastore in a datastore cluster and select Enter SDRS
Maintenance Mode.

A list of recommendations appears for datastore maintenance mode migration.
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2 (Optional) On the Placement Recommendations tab, deselect any recommendations you do not want to
apply.

NOTE   The datastore cannot enter maintenance mode without evacuating all disks. If you deselect
recommendations, you must manually move the affected virtual machines.

3 If necessary, click Apply Recommendations.

vCenter Server uses Storage vMotion to migrate the virtual disks from the source datastore to the
destination datastore and the datastore enters maintenance mode.

The datastore icon might not be immediately updated to reflect the datastore's current state. To update the
icon immediately, click Refresh.

Ignore Storage DRS Affinity Rules for Maintenance Mode
Storage DRS affinity or anti-affinity rules might prevent a datastore from entering maintenance mode. You
can ignore these rules when you put a datastore in maintenance mode.

When you enable the Ignore Affinity Rules for Maintenance option for a datastore cluster, vCenter Server
ignores Storage DRS affinity and anti-affinity rules that prevent a datastore from entering maintenance
mode.

Storage DRS rules are ignored only for evacuation recommendations. vCenter Server does not violate the
rules when making space and load balancing recommendations or initial placement recommendations.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 In the right pane of the Edit Datastore Cluster dialog box, select SDRS Automation.

3 Click Advanced Options.

4 Select IgnoreAffinityRulesForMaintenance.

5 In the Value column, type 1 to enable the option.

Type 0 to disable the option.

6 Click OK.

The Ignore Affinity Rules for Maintenance Mode option is applied to the datastore cluster.

Applying Storage DRS Recommendations
Storage DRS collects resource usage information for all datastores in a datastore cluster. Storage DRS uses
the information to generate recommendations for virtual machine disk placement on datastores in a
datastore cluster.

Storage DRS recommendations appear on the Storage DRS tab in the vSphere Client datastore view.
Recommendations also appear when you attempt to put a datastore into Storage DRS maintenance mode.
When you apply Storage DRS recommendations, vCenter Server uses Storage vMotion to migrate virtual
machine disks to other datastores in the datastore cluster to balance the resources.

You can apply a subset of the recommendations by selecting the Override Suggested DRS
Recommendations check box and selecting each recommendation to apply.
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Table 25‑2.  Storage DRS Recommendations

Label Description

Priority Priority level (1-5) of the recommendation. (Hidden by
default.)

Recommendation Action being recommended by Storage DRS.

Reason Why the action is needed.

Space Utilization % Before (source) and (destination) Percentage of space used on the source and destination
datastores before migration.

Space Utilization % After (source) and (destination) Percentage of space used on the source and destination
datastores after migration.

I/O Latency Before (source) Value of I/O latency on the source datastore before
migration.

I/O Latency Before (destination) Value of I/O latency on the destination datastore before
migration.

Refresh Storage DRS Recommendations
Storage DRS migration recommendations appear on the Storage DRS tab in the vSphere Client. You can
refresh these recommendations by running Storage DRS.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

At least one datastore cluster must exist in the vSphere Client inventory.

Enable Storage DRS for the datastore cluster. The Storage DRS tab appears only if Storage DRS is enabled.

Procedure

1 In the vSphere Client datastore view, select the datastore cluster and click the Storage DRS tab.

2 Select the Recommendations view and click the Run Storage DRS link in the upper right corner.

The recommendations are updated. The Last Updated timestamp displays the time when Storage DRS
recommendations were refreshed.

Change Storage DRS Automation Level for a Virtual Machine
You can override the datastore cluster-wide automation level for individual virtual machines. You can also
override default virtual disk affinity rules.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 Select Virtual Machine Settings.

3 Select a virtual machine.
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4 In the Automation Level column, select an automation level for the virtual machine.

Option Description

Default (Manual) Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Fully Automated Placement and migration recommendations run automatically.

Disabled vCenter Server does not migrate the virtual machine or provide migration
recommendations for it.

 
5 In the Keep VMDKs together column, deselect the check box to override default VMDK affinity.

See “Override VMDK Affinity Rules,” on page 379.

6 Click OK.

Set Up Off-Hours Scheduling for Storage DRS
You can create a scheduled task to change Storage DRS settings for a datastore cluster so that migrations for
fully automated datastore clusters are more likely to occur during off-peak hours.

You can create a scheduled task to change the automation level and aggressiveness level for a datastore
cluster. For example, you might configure Storage DRS to run less aggressively during peak hours, when
performance is a priority, to minimize the occurrence of storage migrations. During non-peak hours, Storage
DRS can run in a more aggressive mode and be invoked more frequently.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Enable Storage DRS.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 In the Edit Datastore Cluster dialog box, click SDRS Scheduling.

3 Click Add.

4 Type the time and select the days for the task to run.

5 Click Next.

6 Specify the start settings for the task.

a Type a description for the start settings.

For example, Change SDRS Configuration.

b Select an automation level.

c To disable I/O metrics for Storage DRS recommendations, select the check box.

When you disable I/O metrics for Storage DRS recommendations, I/O metrics are not considered as
part of Storage DRS recommendations or automated migrations for the datastore cluster.

d Set the Utilized Space threshold.

Use the Utilized Space slider to indicate the maximum percentage of consumed space allowed
before Storage DRS is triggered. Storage DRS makes recommendations and performs migrations
when space use on the datastores is higher than the threshold.
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e Set the I/O latency threshold.

Use the I/O Latency slider to indicate the maximum I/O latency allowed before Storage DRS is
triggered. Storage DRS makes recommendations and performs migrations when latency is higher
than the threshold.

NOTE   The Storage DRS I/O Latency threshold for the datastore cluster should be lower than or
equal to the Storage I/O Control congestion threshold.

f Set the I/O imbalance threshold.

Use the I/O Imbalance Threshold slider to indicate the aggressiveness of I/O load balancing.
Storage DRS makes recommendations and performs migrations if the I/O load imbalance level
exceeds the threshold.

7 Click Next.

8 Specify the end settings for the task.

n To restore the Storage DRS settings to the pre-task configuration, select the Restore settings check
box.

n To specify settings other than the pre-task configuration, deselect the Restore settings check box.

9 Review the Ready to Complete page and click Finish.

The scheduled task runs at the specified time.

Storage DRS Anti-Affinity Rules
You can create Storage DRS anti-affinity rules to control which virtual disks should not be placed on the
same datastore within a datastore cluster. By default, a virtual machine's virtual disks are kept together on
the same datastore.

When you create an anti-affinity rule, it applies to the relevant virtual disks in the datastore cluster. Anti-
affinity rules are enforced during initial placement and Storage DRS-recommendation migrations, but are
not enforced when a migration is initiated by a user.

NOTE   Anti-affinity rules do not apply to CD-ROM ISO image files that are stored on a datastore in a
datastore cluster, nor do they apply to swapfiles that are stored in user-defined locations.

Inter-VM Anti-Affinity
Rules

Specify which virtual machines should never be kept on the same datastore.
See “Create Inter-VM Anti-Affinity Rules,” on page 378.

Intra-VM Anti-Affinity
Rules

Specify which virtual disks associated with a particular virtual machine must
be kept on different datastores. See “Create Intra-VM Anti-Affinity Rules,”
on page 379.

If you move a virtual disk out of the datastore cluster, the affinity or anti-affinity rule no longer applies to
that disk.

When you move virtual disk files into a datastore cluster that has existing affinity and anti-affinity rules, the
following behavior applies:

n Datastore Cluster B has an intra-VM affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, any rule that applied to the virtual disk for a given virtual
machine in Datastore Cluster A no longer applies. The virtual disk is now subject to the intra-VM
affinity rule in Datastore Cluster B.
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n Datastore Cluster B has an inter-VM anti-affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, any rule that applied to the virtual disk for a given virtual
machine in Datastore Cluster A no longer applies. The virtual disk is now subject to the inter-VM anti-
affinity rule in Datastore Cluster B.

n Datastore Cluster B has an intra-VM anti-affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, the intra-VM anti-affinity rule does not apply to the virtual disk
for a given virtual machine because the rule is limited to only specified virtual disks in Datastore
Cluster B.

NOTE   Storage DRS rules might prevent a datastore from entering maintenance mode. You can choose to
ignore Storage DRS rules for maintenance mode by enabling the Ignore Affinity Rules for Maintenance
option.

Create Inter-VM Anti-Affinity Rules
You can create an anti-affinity rule to indicate that all virtual disks of certain virtual machines must be kept
on different datastores. The rule applies to individual datastore clusters.

Virtual machines that participate in an inter-VM anti-affinity rule in a datastore cluster must be associated
with an intra-VM affinity rule in the datastore cluster. The virtual machines must also comply with the
intra-VM affinity rule.

If a virtual machine is subject to an inter-VM anti-affinity rule, the following behavior applies:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.

n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

No inter-VM anti-affinity rules are defined by default.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 In the left pane of the Edit Datastore Cluster dialog box, select Rules.

3 Click Add.

4 Type a name for the rule.

5 From the Type menu, select VM anti-affinity.

6 Click Add.

7 Click Select Virtual Machine.

8 Select at least two virtual machines and click OK.

9 Click OK to save the rule.
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Create Intra-VM Anti-Affinity Rules
You can create a VMDK anti-affinity rule for a virtual machine that indicates which of its virtual disks must
be kept on different datastores.

VMDK anti-affinity rules apply to the virtual machine for which the rule is defined, not to all virtual
machines. The rule is expressed as a list of virtual disks that are to be separated from one another.

If you attempt to set an intra-VM anti-affinity rule and an intra-VM affinity rule for a virtual machine,
vCenter Server rejects the most recently defined rule.

If a virtual machine is subject to a VMDK anti-affinity rule, the following behavior applies:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.

n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

No intra-VM anti-affinity rules are defined by default.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 In the left pane of the Edit Datastore Cluster dialog box, select Rules.

3 Click Add.

4 Type a name for the rule.

5 From the Type menu, select VMDK anti-affinity.

6 Click Add.

7 Click Select Virtual Machine.

8 Select a virtual machine and click OK.

9 Select at least two virtual disks to which the rule applies and click OK.

10 Click OK to save the rule.

Override VMDK Affinity Rules
VMDK affinity rules indicate that all virtual disks in a datastore cluster that are associated with a particular
virtual machine are located on the same datastore in the datastore cluster. The rules apply to individual
datastore clusters.

VMDK affinity rules are enabled by default for all virtual machines that are in a datastore cluster. You can
override the default setting for the datastore cluster or for individual virtual machines.

Virtual machines that are subject to VMDK affinity rules have the following behavior:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.
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n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

When you add a datastore to a datastore cluster that is enabled for Storage DRS, the VMDK affinity rule is
disabled for any virtual machine that has virtual disks on that datastore if it also has virtual disks on other
datastores.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client inventory, right-click a datastore cluster and select Edit Settings.

2 Click Virtual Machine Settings.

3 Deselect the Keep VMDKs together check box for the virtual machine.

4 Click OK.

Clear Storage DRS Statistics
To diagnose problems with Storage DRS, you can clear Storage DRS statistics before you manually run
Storage DRS.

IMPORTANT   When you enable the option to clear Storage DRS statistics, statistics are cleared every time
Storage DRS runs until you disable the option. Always disable the option after you diagnose the Storage
DRS problem.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Enable Storage DRS for the datastore cluster.

Procedure

1 Enable the ClearIoStatsOnSdrsRun option.

a In the vSphere Client, right-click the datastore cluster and select Edit Settings.

b Select SDRS Automation Level and click Advanced Options.

c In the Option text box, type ClearIoStatsOnSdrsRun.

d In the corresponding Value text box, type 1.

e Click OK, then click OK again to dismiss the settings dialog box.

2 In the vSphere Client inventory, select a datastore cluster.

3 Click the Storage DRS tab and select Run DRS in the upper right corner of the page.

The current Storage DRS statistics for all datastores and virtual disks in all datastore clusters in the
vSphere Client inventory are cleared, but no new statistics are collected.

4 Change the ClearIoStatsOnSdrsRun flag value to 0 to disable it.

5 Run Storage DRS again.

Storage DRS runs normally. Allow several hours for the new setting to take effect.
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Using NUMA Systems with ESXi
ESXi supports memory access optimization for Intel and AMD Opteron processors in server architectures
that support NUMA (non-uniform memory access).

After you understand how ESXi NUMA scheduling is performed and how the VMware NUMA algorithms
work, you can specify NUMA controls to optimize the performance of your virtual machines.

Change the Number of Virtual CPUs
You can configure a virtual machine that runs on an ESXi host to have up to 64 virtual CPUs.

IMPORTANT   When you configure your virtual machine for multicore virtual CPU settings, you must ensure
that your configuration complies with the requirements of the guest operating system EULA.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the virtual machine in the inventory and select Edit Settings.

2 Click the Hardware tab and select CPUs.

3 Select a value from the Number of virtual sockets drop-down menu.

4 Select a value from the Number of cores per socket drop-down menu.

The resulting total number of cores is a number equal to or less than the number of logical CPUs on the
host.

5 Click OK.

Associate Virtual Machines with Specific Processors
You might be able to improve the performance of the applications on a virtual machine by pinning its
virtual CPUs to fixed processors. This allows you to prevent the virtual CPUs from migrating across NUMA
nodes.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the virtual machine in the inventory and select Edit Settings.

2 Select the Resources tab, and select Advanced CPU.

3 In the Scheduling Affinity panel, set the CPU affinity to the preferred processors.

NOTE   You must manually select the boxes for all processors in the NUMA node. CPU affinity is
specified on a per-processor, not on a per-node, basis.
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Associate Memory Allocations with Specific NUMA Nodes Using Memory
Affinity

You can specify that all future memory allocations on a virtual machine use pages associated with specific
NUMA nodes (also known as manual memory affinity).

NOTE   Specify nodes to be used for future memory allocations only if you have also specified CPU affinity.
If you make manual changes only to the memory affinity settings, automatic NUMA rebalancing does not
work properly.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, right-click the virtual machine in the inventory and select Edit Settings.

2 Select the Resources tab, and select Memory.

3 In the NUMA Memory Affinity panel, set memory affinity.

Example: Binding a Virtual Machine to a Single NUMA Node
The following example illustrates manually binding the last four physical CPUs to a single NUMA node for
a two-way virtual machine on an eight-way server.

The CPUs (for example, 4, 5, 6, and 7) are the physical CPU numbers.

1 In the vSphere Client inventory panel, select the virtual machine and select Edit Settings.

2 Select Options and click Advanced.

3 Click the Configuration Parameters button.

4 In the vSphere Client, turn on CPU affinity for processors 4, 5, 6, and 7.

Then, you want this virtual machine to run only on node 1.

1 In the vSphere Client inventory panel, select the virtual machine and select Edit Settings.

2 Select Options and click Advanced.

3 Click the Configuration Parameters button.

4 In the vSphere Client, set memory affinity for the NUMA node to 1.

Completing these two tasks ensures that the virtual machine runs only on NUMA node 1 and, when
possible, allocates memory from the same node.

Associate Virtual Machines with Specified NUMA Nodes
When you associate a NUMA node with a virtual machine to specify NUMA node affinity, you constrain
the set of NUMA nodes on which NUMA can schedule a virtual machine's virtual CPU and memory.

NOTE   When you constrain NUMA node affinities, you might interfere with the ability of the ESXi NUMA
scheduler to rebalance virtual machines across NUMA nodes for fairness. Specify NUMA node affinity only
after you consider the rebalancing issues.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 In the vSphere Client, right-click the virtual machine in the inventory and select Edit Settings.

2 Click the Options tab.

3 Select Advanced > General.

4 Click Configuration Parameters.

5 Click Add Row to add a new option.

6 In the Name column, enter numa.nodeAffinity.

7 In the Value column, enter the NUMA nodes where the virtual machine can be scheduled.

Use a comma-separated list for multiple nodes. For example, enter 0,1 to constrain the virtual machine
resource scheduling to NUMA nodes 0 and 1.

8 Click OK.

9 Click OK to close the Virtual Machine Properties dialog box.

Advanced Attributes
You can set advanced attributes for hosts or individual virtual machines to help you customize resource
management.

In most cases, adjusting the basic resource allocation settings (reservation, limit, shares) or accepting default
settings results in appropriate resource allocation. However, you can use advanced attributes to customize
resource management for a host or a specific virtual machine.

Set Advanced Host Attributes
You can set advanced attributes for a host.

CAUTION   Changing advanced options is considered unsupported unless VMware technical support or a KB
article instruct you to do so. In all other cases, changing these options is considered unsupported. In most
cases, the default settings produce the optimum result.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the host in the inventory.

2 Click the Configuration tab.

3 Under Software, click Advanced Settings.

4 In the Advanced Settings dialog box, select the appropriate item (for example, CPU or Mem).

5 Locate the attribute in the right panel and edit the value.

6 Click OK.

Set Advanced Virtual Machine Attributes
You can set advanced attributes for a virtual machine.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 In the vSphere Client, right-click the virtual machine in the inventory and select Edit Settings.

2 Click Options and click Advanced > General.

3 Click Configuration Parameters.

4 In the dialog box that appears, click Add Row to enter a new parameter and its value.

5 Click OK.
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Creating and Using vSphere HA
Clusters 26

vSphere HA clusters enable a collection of ESXi hosts to work together so that, as a group, they provide
higher levels of availability for virtual machines than each ESXi host can provide individually. When you
plan the creation and usage of a new vSphere HA cluster, the options you select affect the way that cluster
responds to failures of hosts or virtual machines.

Before you create a vSphere HA cluster, you should know how vSphere HA identifies host failures and
isolation and how it responds to these situations. You also should know how admission control works so
that you can choose the policy that fits your failover needs. After you establish a cluster, you can customize
its behavior with advanced options and optimize its performance by following recommended best practices.

NOTE   You might get an error message when you try to use vSphere HA. For information about error
messages related to vSphere HA, see the VMware knowledge base article at 
http://kb.vmware.com/kb/1033634.

This chapter includes the following topics:

n “vSphere HA Checklist,” on page 385

n “Creating and Configuring a vSphere HA Cluster,” on page 386

n “Customize an Individual Virtual Machine in the vSphere Client,” on page 391

vSphere HA Checklist
The vSphere HA checklist contains requirements that you must be aware of before creating and using a
vSphere HA cluster.

Review this list before you set up a vSphere HA cluster. For more information, follow the appropriate cross
reference.

n All hosts must be licensed for vSphere HA.

n A cluster must contain at least two hosts.

n All hosts must be configured with static IP addresses. If you are using DHCP, you must ensure that the
address for each host persists across reboots.

n All hosts must have at least one management network in common. The best practice is to have at least
two management networks in common. You should use the VMkernel network with the Management
traffic checkbox enabled. The networks must be accessible to each other and vCenter Server and the
hosts must be accessible to each other on the management networks. See the vSphere Availability
publication for best practices.
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n To ensure that any virtual machine can run on any host in the cluster, all hosts must have access to the
same virtual machine networks and datastores. Similarly, virtual machines must be located on shared,
not local, storage otherwise they cannot be failed over in the case of a host failure.

NOTE   vSphere HA uses datastore heartbeating to distinguish between partitioned, isolated, and failed
hosts. So if some datastores are more reliable in your environment, configure vSphere HA to give
preference to them.

n For VM Monitoring to work, VMware tools must be installed. See the vSphere Availability publication for
more information on VM and application monitoring.

n vSphere HA supports both IPv4 and IPv6. See the vSphere Availability publication for more information
on vSphere HA interoperability.

n For VM Component Protection to work, hosts must have the All Paths Down (APD) Timeout feature
enabled.

n To use VM Component Protection, clusters must contain ESXi 6.0 hosts or later.

n Only vSphere HA clusters that contain ESXi 6.0 or later hosts can be used to enable VMCP. Clusters that
contain hosts from an earlier release cannot enable VMCP, and such hosts cannot be added to a VMCP-
enabled cluster.

n If your cluster uses Virtual Volume (vVol) datastores, when vSphere HA is enabled a configuration
vVol is created on each vVol datastore by vCenter Server. In these containers, vSphere HA stores the
files it uses to protect virtual machines. vSphere HA does not function correctly if you delete these
containers. Only one container is created per vVol datastore.

Creating and Configuring a vSphere HA Cluster
vSphere HA operates in the context of a cluster of ESXi (or legacy ESX) hosts. You must create a cluster,
populate it with hosts, and configure vSphere HA settings before failover protection can be established.

When you create a vSphere HA cluster, you must configure a number of settings that determine how the
feature works. Before you do this, identify your cluster's nodes. These nodes are the ESXi hosts that will
provide the resources to support virtual machines and that vSphere HA will use for failover protection. You
should then determine how those nodes are to be connected to one another and to the shared storage where
your virtual machine data resides. After that networking architecture is in place, you can add the hosts to
the cluster and finish configuring vSphere HA.

You can enable and configure vSphere HA before you add host nodes to the cluster. However, until the
hosts are added, your cluster is not fully operational and some of the cluster settings are unavailable. For
example, the Specify a Failover Host admission control policy is unavailable until there is a host that can be
designated as the failover host.

NOTE   The Virtual Machine Startup and Shutdown (automatic startup) feature is disabled for all virtual
machines residing on hosts that are in (or moved into) a vSphere HA cluster. Automatic startup is not
supported when used with vSphere HA.

Create a vSphere HA Cluster in the vSphere Client
To enable your cluster for vSphere HA, first create an empty cluster. After you have planned the resources
and networking architecture of your cluster, you can use the vSphere Client to add hosts to the cluster and
specify the cluster's vSphere HA settings.

Open a vSphere Client connection to a to vCenter Server using an account with cluster administrator
permissions.
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Prerequisites

Verify that all virtual machines and their configuration files reside on shared storage. Verify that the hosts
are configured to access that shared storage so that you can power on the virtual machines using different
hosts in the cluster,

Verify that hosts are configured to have access to the virtual machine network.

NOTE   Use redundant management network connections for vSphere HA. For information about network
redundancy best practices, see the vSphere Availability publication. You should also configure hosts with at
least two datastores to provide redundancy for vSphere HA datastore heartbeating.

Procedure

1 Select the Hosts & Clusters view.

2 Right-click the Datacenter in the Inventory tree and click New Cluster.

3 Complete the New Cluster wizard.

Do not enable vSphere HA (or DRS) at this time.

4 Click Finish to close the wizard and create the cluster.

You have created an empty cluster.

5 Based on your plan for the resources and networking architecture of the cluster, use the vSphere Client
to add hosts to the cluster.

6 Right-click the cluster and click Edit Settings.

The cluster's Settings dialog box is where you can modify the vSphere HA (and other) settings for the
cluster.

7 On the Cluster Features page, select Turn On vSphere HA.

8 Configure the vSphere HA settings as appropriate for your cluster.

n Host Monitoring Status

n Admission Control

n Virtual Machine Options

n VM Monitoring

n Datastore Heartbeating

9 Click OK to close the cluster's Settings dialog box.

You have a configured vSphere HA cluster, populated with hosts, available. For information about
configuring the cluster settings, see “Configuring vSphere HA Cluster Settings in the vSphere Client,” on
page 388.

NOTE   A vSphere HA-enabled cluster is a prerequisite for Fault Tolerance.
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Configuring vSphere HA Cluster Settings in the vSphere Client
When you create a vSphere HA cluster or configure an existing cluster, you must configure settings that
determine how the feature works.

In the vSphere Client, you can configure the following vSphere HA settings:

Host Monitoring Enable host monitoring to allow hosts in the cluster to exchange network
heartbeats and to allow vSphere HA to take action when it detects failures.

NOTE   Host Monitoring is required for the vSphere Fault Tolerance recovery
process to work properly.

Admission Control Enable or disable admission control for the vSphere HA cluster and choose a
policy for how it is enforced.

Virtual Machine Options Set the VM restart priority and host isolation response.

VM Monitoring Enable VM Monitoring or VM and Application Monitoring.

Datastore Heartbeating Specify preferences for the datastores that vSphere HA uses for datastore
heartbeating.

Configure Host Monitoring and Admission Control
After you create a cluster, Host Monitoring enables the vSphere HA master host to respond to host or
virtual machine failures and management network isolation. Admission control allows you to specify
whether virtual machines can be started if they violate availability constraints. The cluster reserves
resources to allow failover for all running virtual machines on the specified number of hosts.

The Host Monitoring and Admission Control page appears only if you enabled vSphere HA.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, display the cluster in the inventory.

2 Right-click the cluster and select Edit Settings.

3 In the left pane of the Cluster Settings dialog box, select vSphere HA.

4 (Optional) Select Enable Host Monitoring.

5 Select an Admission Control option.

n Enable: Disallow VM power on operations that violate availability constraints.

Enabling admission control enforces availability constraints and preserves failover capacity. Any
operation on a virtual machine that decreases the unreserved resources in the cluster and violates
availability constraints is not permitted.

n Disable: Allow VM power on operations that violate availability constraints.
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Disabling admission control allows a virtual machine to be powered on even if it causes insufficient
failover capacity. When this happens, no warnings are presented, and the cluster does not turn red.
If a cluster has insufficient failover capacity, vSphere HA can still perform failovers and it uses the
VM Restart Priority setting to determine which virtual machines to power on first.

NOTE   Select this option to power on more virtual machines than the vSphere HA failover level can
support. If you select this option, failover is no longer guaranteed.

6 Select an admission control policy to apply to the cluster.

Option Description

Host failures the cluster tolerates Select the maximum number of host failures that you can recover from or
to guarantee failover for.

Percentage of cluster resources
reserved as failover spare capacity

Specify a percentage of the cluster’s CPU and Memory resources to reserve
as spare capacity to support failovers.

Specify failover hosts Click to select hosts to use for failover actions. Failovers can still occur to
other hosts in the cluster if a default failover host does not have enough
resources.

 
7 (Optional) Select Advanced Options to configure automation mode options.

Change these settings only when instructed to do so by VMware technical support or when you are
following specific instructions in VMware documentation.

8 Click OK.

Specify Failover Hosts

When you select the Specify Failover Hosts admission control policy, you must also designate which hosts
are to be used for this function.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Open the Specify Failover Hosts dialog box from the vSphere HA screen of the Cluster Settings dialog
box of the vSphere Client.

2 In the Available Hosts pane, select an available host to designate as a failover host.

3 Click the >> button to move the host name to the Failover Hosts pane.

4 Repeat steps 1 and 2 for each host you want to designate as a failover host.

5 To remove a host from the failover hosts list, select the name of that host in the Failover Hosts pane.

6 Click the << button to move the host name to the Available Hosts pane.

You can use the hosts designated as failover hosts to support the vSphere HA admission control process.

Set Virtual Machine Options
If you have enabled vSphere HA for a cluster, you can set the restart priority and host isolation response for
virtual machines in the cluster.

The Virtual Machine Options page appears only if you enabled vSphere HA.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 Select the VM restart priority for virtual machines in the cluster.

The restart priority determines the order in which virtual machines are restarted when the host fails.
Higher priority virtual machines are started first. This priority applies only on a per-host basis. If
multiple hosts fail, all virtual machines are migrated from the first host in order of priority, then all
virtual machines from the second host in order of priority, and so on.

2 Select the Host isolation response.

The host isolation response determines what happens when a host in a vSphere HA cluster loses its
console network connection but continues running.

3 Click Next.

Your virtual machine restart priority and host isolation response settings now take effect.

Configure VM and Application Monitoring
The Virtual Machine Monitoring feature uses the heartbeat information that VMware Tools captures as a
proxy for guest operating system availability. This allows vSphere HA automatically to reset or restart
individual virtual machines that have lost their ability to heartbeat.

The VM Monitoring page appears only if you enabled vSphere HA.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 (Optional) Select VM Monitoring Only to restart individual virtual machines if their heartbeats are not
received within a set time. You can select VM and Application Monitoring if you also want to enable
application monitoring.

2 Set the virtual machine monitoring sensitivity by moving the slider between Low and High. Select
Custom to provide custom settings.

3 Click Next.

Configure Datastore Heartbeating
vSphere HA uses datastore heartbeating to distinguish between hosts that have failed and hosts that reside
on a network partition. Datastore heartbeating allows vSphere HA to monitor hosts when a management
network partition occurs and to continue to respond to failures that occur.

Use the Configure Datastore Heartbeating dialog box to specify the datastores that you want to be used for
this purpose.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, display the cluster in the inventory.

2 Right-click the cluster and select Edit Settings.

3 In the left pane of the Cluster Settings dialog box, select Datastore Heartbeating.
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4 To instruct vSphere HA about how to select the datastores and how to treat your preferences, choose
from the following options:

Table 26‑1.  

Datastore Heartbeating Options

Select only from my preferred datastores

Select any of the cluster datastores

Select any of the cluster datastores taking into account my preferences

5 In the Datastores Available for Heartbeating pane, select the datastores that you want to use for
heartbeating.

The datastores listed are those shared by more than one host in the vSphere HA cluster. When a
datastore is selected, the lower pane displays all the hosts in the vSphere HA cluster that can access it.

6 Click OK.

Customize an Individual Virtual Machine in the vSphere Client
Each virtual machine in a vSphere HA cluster is assigned the cluster default settings for VM Restart Priority,
Host Isolation Response, and VM Monitoring. You can specify specific behavior for each virtual machine by
changing these defaults. If the virtual machine leaves the cluster, these settings are lost.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the cluster and select Edit Settings from the right-click menu.

2 Select Virtual Machine Options under vSphere HA.

3 In the Virtual Machine Settings pane, select a virtual machine and customize its VM Restart Priority or
Host Isolation Response setting.

4 Select VM Monitoring under vSphere HA.

5 In the Virtual Machine Settings pane, select a virtual machine and customize its VM Monitoring
setting.

6 Click OK.

The virtual machine’s behavior now differs from the cluster defaults for each setting you changed.
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Providing Fault Tolerance for Virtual
Machines 27

You can utilize vSphere Fault Tolerance for your virtual machines to ensure business continuity with higher
levels of availability and data protection than is offered by vSphere HA.

Fault Tolerance is built on the ESXi host platform, and it provides continuous availability by having
identical virtual machines run on separate hosts.

To obtain the optimal results from Fault Tolerance you should be familiar with how it works, how to enable
it for your cluster and virtual machines, and the best practices for its usage.

This chapter includes the following topics:

n “Fault Tolerance Use Cases,” on page 393

n “Fault Tolerance Checklist,” on page 394

n “Preparing Your Cluster and Hosts for Fault Tolerance,” on page 395

n “Using Fault Tolerance,” on page 398

n “Viewing Information About Fault Tolerant Virtual Machines in the vSphere Client,” on page 400

n “Best Practices for Fault Tolerance,” on page 402

Fault Tolerance Use Cases
Several typical situations can benefit from the use of vSphere Fault Tolerance.

Fault Tolerance provides a higher level of business continuity than vSphere HA. When a Secondary VM is
called upon to replace its Primary VM counterpart, the Secondary VM immediately takes over the Primary
VM’s role with the entire state of the virtual machine preserved. Applications are already running, and data
stored in memory does not need to be re-entered or reloaded. This differs from a failover provided by
vSphere HA, which restarts the virtual machines affected by a failure.

This higher level of continuity and the added protection of state information and data informs the scenarios
when you might want to deploy Fault Tolerance.

n Applications that need to be available at all times, especially those that have long-lasting client
connections that users want to maintain during hardware failure.

n Custom applications that have no other way of doing clustering.

n Cases where high availability might be provided through custom clustering solutions, which are too
complicated to configure and maintain.

Another key use case for protecting a virtual machine with Fault Tolerance can be described as On-Demand
Fault Tolerance. In this case, a virtual machine is adequately protected with vSphere HA during normal
operation. During certain critical periods, you might want to enhance the protection of the virtual machine.
For example, you might be executing a quarter-end report which, if interrupted, might delay the availability
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of mission critical information. With vSphere Fault Tolerance, you can protect this virtual machine prior to
running this report and then turn off or suspend Fault Tolerance after the report has been produced. You
can use On-Demand Fault Tolerance to protect the virtual machine during a critical time period and return
the resources to normal during non-critical operation.

Fault Tolerance Checklist
The following checklist contains cluster, host, and virtual machine requirements that you need to be aware
of before using vSphere Fault Tolerance.

Review this list before setting up Fault Tolerance.

NOTE   The failover of fault tolerant virtual machines is independent of vCenter Server, but you must use
vCenter Server to set up your Fault Tolerance clusters.

Cluster Requirements for Fault Tolerance
You must meet the following cluster requirements before you use Fault Tolerance.

n Fault Tolerance logging and VMotion networking configured. See “Configure Networking for Host
Machines in the vSphere Client,” on page 395.

n vSphere HA cluster created and enabled. See “Creating and Configuring a vSphere HA Cluster,” on
page 386. vSphere HA must be enabled before you can power on fault tolerant virtual machines or add
a host to a cluster that already supports fault tolerant virtual machines.

Host Requirements for Fault Tolerance
You must meet the following host requirements before you use Fault Tolerance.

n Hosts must use supported processors.

n Hosts must be licensed for Fault Tolerance.

n Hosts must be certified for Fault Tolerance. See 
http://www.vmware.com/resources/compatibility/search.php and select Search by Fault Tolerant
Compatible Sets to determine if your hosts are certified.

n The configuration for each host must have Hardware Virtualization (HV) enabled in the BIOS.

NOTE   VMware recommends that the hosts you use to support FT VMs have their BIOS power management
settings turned to "Maximum performance" or "OS-managed performance".

To confirm the compatibility of the hosts in the cluster to support Fault Tolerance, you can also run profile
compliance checks as described in “Create Cluster and Check Compliance in the vSphere Client,” on
page 397.

Virtual Machine Requirements for Fault Tolerance
You must meet the following virtual machine requirements before you use Fault Tolerance.

n No unsupported devices attached to the virtual machine. See the vSphere Availability publication for
more information on Fault Tolerance Interoperability.

n Incompatible features must not be running with the fault tolerant virtual machines. See the vSphere
Availability publication for more information on Fault Tolerance Interoperability.

n Virtual machine files must be stored on shared storage. Acceptable shared storage solutions include
Fibre Channel, (hardware and software) iSCSI, NFS, and NAS.
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Other Configuration Recommendations
You should also observe the following guidelines when configuring Fault Tolerance.

n If you are using NFS to access shared storage, use dedicated NAS hardware with at least a 1Gbit NIC to
obtain the network performance required for Fault Tolerance to work properly.

n The memory reservation of a fault tolerant virtual machine is set to the VM's memory size when Fault
Tolerance is turned on. Ensure that a resource pool containing fault tolerant VMs has memory resources
above the memory size of the virtual machines. Without this excess in the resource pool, there might
not be any memory available to use as overhead memory.

n Use a maximum of 16 virtual disks per fault tolerant virtual machine.

n To ensure redundancy and maximum Fault Tolerance protection, you should have a minimum of three
hosts in the cluster. In a failover situation, this provides a host that can accommodate the new
Secondary VM that is created.

Preparing Your Cluster and Hosts for Fault Tolerance
To enable vSphere Fault Tolerance for your cluster, you must meet the feature's prerequisites and you must
perform certain configuration steps on your hosts. After those steps are accomplished and your cluster has
been created, you can also check that your configuration complies with the requirements for enabling Fault
Tolerance.

The tasks you should complete before attempting to enable Fault Tolerance for your cluster include the
following:

n Ensure that your cluster, hosts, and virtual machines meet the requirements outlined in the Fault
Tolerance checklist.

n Configure networking for each host.

n Create the vSphere HA cluster, add hosts, and check compliance.

After your cluster and hosts are prepared for Fault Tolerance, you are ready to turn on Fault Tolerance for
your virtual machines. See “Turn On Fault Tolerance for Virtual Machines in the vSphere Client,” on
page 398.

Configure Networking for Host Machines in the vSphere Client
On each host that you want to add to a vSphere HA cluster, you must configure two different networking
switches so that the host can also support vSphere Fault Tolerance.

To enable Fault Tolerance for a host, you must complete this procedure twice, once for each port group
option to ensure that sufficient bandwidth is available for Fault Tolerance logging. Select one option, finish
this procedure, and repeat the procedure a second time, selecting the other port group option.

Prerequisites

Multiple gigabit Network Interface Cards (NICs) are required. For each host supporting Fault Tolerance,
you need a minimum of two physical gigabit NICs. For example, you need one dedicated to Fault Tolerance
logging and one dedicated to vMotion. Use three or more NICs to ensure availability.

NOTE   The vMotion and FT logging NICs must be on different subnets and IPv6 is not supported on the FT
logging NIC.

Procedure

1 Log in to the vSphere Client and select a host in the inventory pane.
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2 Click the Configuration tab.

3 Select Networking under Hardware, and click the Add Networking link.

The Add Network wizard appears.

4 Select VMkernel under Connection Types and click Next.

5 Select Create a virtual switch and click Next.

6 Provide a label for the switch.

7 Select either Use this port group for vMotion or Use this port group for Fault Tolerance logging and
click Next.

8 Provide an IP address and subnet mask and click Next.

9 Click Finish.

After you create both a vMotion and Fault Tolerance logging virtual switch, you can create other virtual
switches, as needed. You should then add the host to the cluster and complete any steps needed to turn on
Fault Tolerance.

What to do next

To confirm that you successfully enabled both vMotion and Fault Tolerance on the host, view its Summary
tab in the vSphere Client. In the General pane, the fields vMotion Enabled and Host Configured for FT
should show yes.

NOTE   If you configure networking to support FT but subsequently disable the Fault Tolerance logging port,
pairs of fault tolerant virtual machines that are already powered on remain powered on. However, if a
failover situation occurs, when the Primary VM is replaced by its Secondary VM a new Secondary VM is not
started, causing the new Primary VM to run in a Not Protected state.

Fault Tolerance Host Networking Configuration Example
This example describes the host network configuration for Fault Tolerance in a typical deployment with
four 1GB NICs. This is one possible deployment that ensures adequate service to each of the traffic types
identified in the example and could be considered a best practice configuration.

Fault Tolerance provides full uptime during the course of a physical host failure due to power outage,
system panic, or similar reasons. Network or storage path failures or any other physical server components
that do not impact the host running state may not initiate a Fault Tolerance failover to the Secondary VM.
Therefore, customers are strongly encouraged to use appropriate redundancy (for example, NIC teaming) to
reduce that chance of losing virtual machine connectivity to infrastructure components like networks or
storage arrays.

NIC Teaming policies are configured on the vSwitch (vSS) Port Groups (or Distributed Virtual Port Groups
for vDS) and govern how the vSwitch will handle and distribute traffic over the physical NICs (vmnics)
from virtual machines and vmkernel ports. A unique Port Group is typically used for each traffic type with
each traffic type typically assigned to a different VLAN.

Figure 27-1 depicts the network configuration for a single ESXi host with four 1GB NICs supporting Fault
Tolerance. Other hosts in the FT cluster would be configured similarly.

This example uses four port groups configured as follows:

n VLAN A: Virtual Machine Network Port Group-active on vmnic2 (to physical switch #1); standby on
vmnic0 (to physical switch #2.)

n VLAN B: Management Network Port Group-active on vmnic0 (to physical switch #2); standby on
vmnic2 (to physical switch #1.)
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n VLAN C: vMotion Port Group-active on vmnic1 (to physical switch #2); standby on vmnic3 (to physical
switch #1.)

n VLAN D: FT Logging Port Group-active on vmnic3 (to physical switch #1); standby on vmnic1 (to
physical switch #2.)

vMotion and FT Logging can share the same VLAN (configure the same VLAN number in both port
groups), but require their own unique IP addresses residing in different IP subnets. However, separate
VLANs might be preferred if Quality of Service (QoS) restrictions are in effect on the physical network with
VLAN based QoS. QoS is of particular use where competing traffic comes into play, for example, where
multiple physical switch hops are used or when a failover occurs and multiple traffic types compete for
network resources.

Figure 27‑1.  Fault Tolerance Networking Configuration Example
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Create Cluster and Check Compliance in the vSphere Client
vSphere Fault Tolerance is used in the context of a vSphere HA cluster. After you have configured
networking on each host, create the vSphere HA cluster and add the hosts to it. You can check to see if the
cluster is configured correctly and complies with the requirements for the successful enablement of Fault
Tolerance.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vCenter Server inventory, select the cluster and click the Profile Compliance tab.

2 Click Check Compliance Now to run the compliance tests.

To view the tests that are run, click Description.
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The results of the compliance test appear at the bottom of the screen. A host is labeled as either Compliant
or Noncompliant.

Using Fault Tolerance
After you have taken all of the required steps for enabling vSphere Fault Tolerance for your cluster, you can
use the feature by turning it on for individual virtual machines.

Before Fault Tolerance can be turned on, validation checks are performed on a virtual machine.

After these checks are passed and you turn on vSphere Fault Tolerance for a virtual machine, new options
are added to the Fault Tolerance section of its context menu. These include turning off or disabling Fault
Tolerance, migrating the Secondary VM, testing failover, and testing restart of the Secondary VM.

Turn On Fault Tolerance for Virtual Machines in the vSphere Client
You can turn on vSphere Fault Tolerance through the vSphere Client.

When Fault Tolerance is turned on, vCenter Server unsets the virtual machine's memory limit and sets the
memory reservation to the memory size of the virtual machine. While Fault Tolerance remains turned on,
you cannot change the memory reservation, size, limit, or shares. When Fault Tolerance is turned off, any
parameters that were changed are not reverted to their original values.

Prerequisites

Open a vSphere Client connection to a to vCenter Server using an account with cluster administrator
permissions.

Procedure

1 Select the Hosts & Clusters view.

2 Right-click a single virtual machine and select Fault Tolerance > Turn On Fault Tolerance.

If you select more than one virtual machine, the Fault Tolerance menu is disabled. You must turn Fault
Tolerance on for one virtual machine at a time.

The specified virtual machine is designated as a Primary VM and a Secondary VM is established on another
host. The Primary VM is now fault tolerant.

Setting Options for Fault Tolerant Virtual Machines in the vSphere Client
After you turn on vSphere Fault Tolerance for a virtual machine, new options are added to the Fault
Tolerance section of its context menu.

In the vSphere Client, there are options for turning off or disabling Fault Tolerance, migrating the secondary
virtual machine, testing failover, and testing restart of the secondary virtual machine.

Turn Off Fault Tolerance in the vSphere Client
Turning off vSphere Fault Tolerance deletes the secondary virtual machine, its configuration, and all history.

Use this option if you do not plan to reenable the feature. Otherwise, use the Disable Fault Tolerance
option.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

If the Secondary VM resides on a host that is in maintenance mode, disconnected, or not responding, you
cannot use the Turn Off Fault Tolerance option. In this case, you should disable and enable Fault Tolerance
instead.
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Procedure

1 In the vSphere Client, select the Hosts & Clusters view.

2 Right-click the fault tolerant virtual machine and select Fault Tolerance > Turn Off Fault Tolerance.

Fault Tolerance is turned off for the selected virtual machine. Any history and the secondary virtual
machine for the selected virtual machine are deleted.

Disable Fault Tolerance in the vSphere Client
Disabling vSphere Fault Tolerance for a virtual machine suspends its Fault Tolerance protection, but
preserves the Secondary VM, its configuration, and all history. Use this option if you might need to re-
enable Fault Tolerance protection in the future.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the Hosts & Clusters view.

2 Right-click the fault tolerant virtual machine and select Fault Tolerance > Disable Fault Tolerance.

Fault Tolerance is disabled for the selected virtual machine. Any history and the Secondary VM for the
selected virtual machine are preserved and will be used if the feature is re-enabled.

What to do next

After you have disabled Fault Tolerance, the menu option becomes Enable Fault Tolerance. Select this to re-
enable the feature.

Migrate Secondary VM in the vSphere Client
After vSphere Fault Tolerance has been turned on for a Primary VM, you can change the host its associated
Secondary VM resides on by migrating it.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the Hosts & Clusters view.

2 Right-click the fault tolerant virtual machine and select Fault Tolerance > Migrate Secondary.

The Migrate Virtual Machine wizard opens with a Migration Type of Change Host selected.

3 Click Next.

4 Select the destination host that you want to migrate the Secondary VM to and click Next.

5 Select a migration priority and click Next.

6 Review your selections on the Summary page and click Finish.

The Secondary VM associated with the selected fault tolerant virtual machine is migrated to the specified
host. Note that the Primary VM can always be migrated using the Migrate command in its context menu.

Test Fault Tolerance Failover in the vSphere Client
You can induce a failover situation for a selected Primary VM to test your Fault Tolerance protection.

This option is unavailable (grayed out) if the virtual machine is powered off.
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Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the Hosts & Clusters view.

2 Right-click the fault tolerant virtual machine and select Fault Tolerance > Test Failover.

This task induces failure of the Primary VM to ensure that the Secondary VM replaces it. A new Secondary
VM is also started placing the Primary VM back in a Protected state.

Test Restart Secondary VM in the vSphere Client
You can induce the failure of a Secondary VM to test the Fault Tolerance protection provided for a selected
Primary VM.

This option is unavailable (grayed out) if the virtual machine is powered off.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 In the vSphere Client, select the Hosts & Clusters view.

2 Right-click the fault tolerant virtual machine and select Fault Tolerance > Test Restart Secondary.

This task results in the termination of the Secondary VM that provided Fault Tolerance protection for the
selected Primary VM. A new Secondary VM is then started, placing the Primary VM back in a Protected
state.

Viewing Information About Fault Tolerant Virtual Machines in the
vSphere Client

You can view fault tolerant virtual machines in the vCenter Server inventory using the vSphere Client.

NOTE   You cannot disable Fault Tolerance from the Secondary VM.

A vSphere Fault Tolerance section (pane) appears in the Summary tab for the Primary VM and includes
information about the virtual machine.

Fault Tolerance Status Indicates the Fault Tolerance status of the virtual machine.

n Protected. The Primary and Secondary VMs are powered on and
running as expected.
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n Not Protected. The Secondary VM is not running. Possible reasons are
listed in the table.

Table 27‑1.  Reasons for Primary VM Not Protected Status

Reason for Not Protected Status Description

Starting Fault Tolerance is in the process of
starting the Secondary VM. This
message is only visible for a short
period of time.

Need Secondary VM The Primary VM is running without a
Secondary VM, so the Primary VM is
currently not protected. This occurs
when no compatible host in the cluster
is available for the Secondary VM.
Correct this by bringing a compatible
host online. If a compatible host is
online in the cluster, you might need
to investigate further. Under certain
circumstances, disabling Fault
Tolerance and then re-enabling it
corrects this problem.

Disabled Fault Tolerance is currently disabled
(no Secondary VM is running). This
happens when Fault Tolerance is
disabled by the user or when vCenter
Server disables Fault Tolerance after
being unable to power on the
Secondary VM.

VM not Running Fault Tolerance is enabled but the
virtual machine is powered off. Power
on the virtual machine to reach
Protected state.

Secondary location Displays the ESXi host on which the Secondary VM is hosted.

Total Secondary CPU The CPU usage of the Secondary VM, displayed in MHz.

Total Secondary
Memory

The memory usage of the Secondary VM, displayed in MB.

vLockstep Interval The time interval (displayed in seconds) needed for the Secondary VM to
match the current execution state of the Primary VM. Typically, this interval
is less than one-half of one second. No state is lost during a failover,
regardless of the vLockstep Interval value.

Log Bandwidth The amount of network capacity being used for sending vSphere Fault
Tolerance log information from the host running the Primary VM to the host
running the Secondary VM.

For each host configured to support Fault Tolerance, you can view information about its fault tolerant
virtual machines by accessing the host's Summary tab in the vSphere Client. The Fault Tolerance section of
this screen displays the total number of Primary and Secondary VMs residing on the host and the number of
those virtual machines that are powered on. If the host is ESX/ESXi 4.1 or greater, this section also displays
the Fault Tolerance version the host is running. Otherwise, it lists the host build number. For two hosts to be
compatible they must have matching FT version numbers or matching host build numbers.
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Best Practices for Fault Tolerance
To ensure optimal Fault Tolerance results, you should follow certain best practices.

The following recommendations for host and networking configuration can help improve the stability and
performance of your cluster.

Host Configuration
Hosts running the Primary and Secondary VMs should operate at approximately the same processor
frequencies, otherwise the Secondary VM might be restarted more frequently. Platform power management
features that do not adjust based on workload (for example, power capping and enforced low frequency
modes to save power) can cause processor frequencies to vary greatly. If Secondary VMs are being restarted
on a regular basis, disable all power management modes on the hosts running fault tolerant virtual
machines or ensure that all hosts are running in the same power management modes.

Host Networking Configuration
The following guidelines allow you to configure your host's networking to support Fault Tolerance with
different combinations of traffic types (for example, NFS) and numbers of physical NICs.

n Distribute each NIC team over two physical switches ensuring L2 domain continuity for each VLAN
between the two physical switches.

n Use deterministic teaming policies to ensure particular traffic types have an affinity to a particular NIC
(active/standby) or set of NICs (for example, originating virtual port-id).

n Where active/standby policies are used, pair traffic types to minimize impact in a failover situation
where both traffic types will share a vmnic.

n Where active/standby policies are used, configure all the active adapters for a particular traffic type (for
example, FT Logging) to the same physical switch. This minimizes the number of network hops and
lessens the possibility of oversubscribing the switch to switch links.

NOTE   FT logging traffic between Primary and Secondary VMs is unencrypted and contains guest network
and storage I/O data, as well as the memory contents of the guest operating system. This traffic can include
sensitive data such as passwords in plaintext. To avoid such data being divulged, ensure that this network is
secured, especially to avoid 'man-in-the-middle' attacks. For example, you could use a private network for
FT logging traffic.

Homogeneous Clusters
vSphere Fault Tolerance can function in clusters with nonuniform hosts, but it works best in clusters with
compatible nodes. When constructing your cluster, all hosts should have the following configuration:

n Common access to datastores used by the virtual machines.

n The same virtual machine network configuration.

n The same BIOS settings (power management and hyperthreading) for all hosts.

Run Check Compliance to identify incompatibilities and to correct them.

Performance
To increase the bandwidth available for the logging traffic between Primary and Secondary VMs use a
10Gbit NIC, and enable the use of jumbo frames.
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Store ISOs on Shared Storage for Continuous Access
Store ISOs that are accessed by virtual machines with Fault Tolerance enabled on shared storage that is
accessible to both instances of the fault tolerant virtual machine. If you use this configuration, the CD-ROM
in the virtual machine continues operating normally, even when a failover occurs.

For virtual machines with Fault Tolerance enabled, you might use ISO images that are accessible only to the
Primary VM. In such a case, the Primary VM can access the ISO, but if a failover occurs, the CD-ROM
reports errors as if there is no media. This situation might be acceptable if the CD-ROM is being used for a
temporary, noncritical operation such as a patch.

Avoid Network Partitions
A network partition occurs when a vSphere HA cluster has a management network failure that isolates
some of the hosts from vCenter Server and from one another. See the vSphere Availability publication. When
a partition occurs, Fault Tolerance protection might be degraded.

In a partitioned vSphere HA cluster using Fault Tolerance, the Primary VM (or its Secondary VM) could end
up in a partition managed by a master host that is not responsible for the virtual machine. When a failover is
needed, a Secondary VM is restarted only if the Primary VM was in a partition managed by the master host
responsible for it.

To ensure that your management network is less likely to have a failure that leads to a network partition,
follow the recommendations in the vSphere Availability publication.

Viewing Fault Tolerance Errors in the vSphere Client
When errors related to your implementation of Fault Tolerance are generated by vCenter Server, the Fault
Details screen appears.

This screen lists faults related to Fault Tolerance and for each fault it provides the type of fault (red is an
error, yellow is a warning), the name of the virtual machine or host involved, and a brief description.

You can also invoke this screen for a specific failed Fault Tolerance task. To do this, select the task in either
the Recent Tasks pane or the Tasks & Events tab for the entity that experienced the fault and click the View
details link that appears in the Details column.
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Monitoring a Single Host with the
vSphere Client 28

When you connect to a single host using the vSphere Client, you can monitor the host health status, and
view events, system logs, and performance charts.

This chapter includes the following topics:

n “View Charts,” on page 405

n “Working with Advanced and Custom Charts,” on page 405

n “Monitoring Host Health Status,” on page 408

n “Monitoring Storage Resources,” on page 410

n “Monitoring Events, Alarms, and Automated Actions,” on page 414

n “Viewing Solutions,” on page 427

n “Configure SNMP Settings for vCenter Server,” on page 428

n “System Log Files,” on page 429

View Charts
You can connect directly to ESX/ESXi hosts and view information about resource usage in line chart form.

Prerequisites

Connect to an ESX/ESXi host by using the vSphere Client.

Procedure

1 Select the host in the inventory.

2 Click the Performance tab.

3 Select a resource type from the Switch to drop-down menu.

4 (Optional) Click Chart Options to modify performance charts.

Working with Advanced and Custom Charts
Use advanced charts, or create your own custom charts, to see more performance data. Advanced charts can
be useful when you are aware of a problem but need more statistical data to pinpoint the source of the
trouble.

Advanced charts include the following features:

n More information. Hover over a data point in a chart and details about that specific data point are
displayed.
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n Customizable charts. Change chart settings. Save custom settings to create your own charts.

n Export to spreadsheet.

n Save to image file or spreadsheet.

Set Advanced Performance Charts as the Default
You can configure the vSphere Client to display the advanced performance charts by default when you
open the Performance tab. The default is to display the overview performance charts.

Prerequisites

Ensure that you have connected to a vCenter Server system by using the vSphere Client.

Procedure

1 Select Edit > Client Settings.

2 In the Tabs section of the Client Settings dialog box, select Default to Advanced Performance Charts.

3 Click OK.

Change Performance Chart Settings
You can customize a performance chart by specifying the objects to monitor, the counters to include, the
time range, and chart type. You can customize preconfigured chart views and create new chart views.

Prerequisites

Connect to a host through the vSphere Client.

Procedure

1 Select an inventory object and click the Performance tab.

2 Click Chart Options.

3 Select a metric group for the chart.

4 Select a time range for the metric group.

If you choose Custom, do one of the following.

n Select Last and set the number of hours, days, weeks, or months for the amount of time to monitor
the object.

n Select From and select the beginning and end dates.

You can also customize the time range options by customizing the statistics collection interval setting.

5 Select the chart type.

When selecting the stacked graph option, consider the following.

n You can select only one item from the list of measurements.

n Per-virtual-machine stacked graphs are available only for hosts.

n Click a counter description name to display information about the counter’s function and whether
the selected metric can be stacked for per-virtual-machine graphs.

6 In Objects, select the inventory objects to display in the chart.

You can also specify the objects using the All or None buttons.
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7 In Counters, select the data counters to display in the chart.

You can also specify counters using the All or None buttons.

Click a counter name to display information about the counter in the Counter Description panel.

8 Click Apply.

Changes to chart settings take effect immediately after they are applied.

9 Click OK.

Create a Custom Advanced Chart
You can create your own charts by saving customized chart settings. New charts are added to the Switch to
menu and will appear there only when charts for the selected object are being displayed.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Customize chart settings as described in “Change Performance Chart Settings,” on page 406.

2 Click Save Chart Settings.

3 Enter a name for your settings.

4 Click OK.

The chart settings are saved and an entry for your chart is added to the Switch to menu.

Delete a Custom Advanced Chart View
You can delete custom chart views from the vSphere Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select any object in the datacenter to enable the Performance tab.

2 Click the Performance tab and click Advanced.

3 Click Chart Options.

4 Click Manage Chart Settings.

5 Select a chart and click Delete.

The chart is deleted, and it is removed from the Switch to menu.

6 Click OK.

Save Chart Data to a File
You can save data from the Advanced performance charts to a file in various graphics formats or in
Microsoft Excel format.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.
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Procedure

1 In the Performance tab, click Advanced.

2 Click Save.

3 In the Save Performance Chart dialog box, navigate to the location to save the file.

4 Enter a name for the file.

5 Select a file type.

6 Click Save.

The file is saved to the location and format you specified.

Export Performance Data to a Spreadsheet
You can export performance data from the Advanced charts to a Microsoft Office Excel file.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select the object in the inventory.

2 Select File > Report > Performance.

If performance data is not available for the selected inventory object, the Export Performance option is
not available.

3 Enter a filename and location.

4 Select the date and time range for the chart.

5 In Chart Options, select the chart type.

6 Select the metric groups to display in the chart.

You can also specify the objects by selecting All or None.

7 (Optional) To customize the options, click Advanced, select the objects and counters to include in the
chart, and click OK.

8 Specify the size of the chart in the exported file.

9 Click OK to export the data.

Monitoring Host Health Status
You can use the vSphere Web Client to monitor the state of host hardware components, such as CPU
processors, memory, fans, and other components.

The host health monitoring tool allows you to monitor the health of a variety of host hardware components
including:

n CPU processors

n Memory

n Fans

n Temperature

n Voltage
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n Power

n Network

n Battery

n Storage

n Cable/Interconnect

n Software components

n Watchdog

n PCI devices

n Other

The host health monitoring tool presents data gathered using Systems Management Architecture for Server
Hardware (SMASH) profiles. The information displayed depends on the sensors available on your server
hardware. SMASH is an industry standard specification providing protocols for managing a variety of
systems in the data center. For more information, see http://www.dmtf.org/standards/smash.

You can monitor host health status either by connecting the vSphere Client directly to a host, or by
connecting the vSphere Web Client to a vCenter Server system. You can also set alarms to trigger when the
host health status changes.

NOTE   The interpretation of hardware monitoring information is specific for each hardware vendor. Your
hardware vendor can help you understand the results of the host hardware components monitoring.

Monitor Health Status When Directly Connected to a Host
When you connect the vSphere Client directly to a host, you can view the health status from the host’s
Configuration tab.

Prerequisites

Required privilege: Host.Configuration.Advanced Configuration

Procedure

1 Log in to the host using the vSphere Client, and display the inventory.

2 Click the Configuration tab, and click Health Status.

If a component is functioning normally, the status indicator is green. The status indicator changes to yellow
or red if a system component violates a performance threshold or is not functioning properly. Generally, a
yellow indicator signifies degraded performance. A red indicator signifies that a component stopped
operating or exceeded the highest threshold. If the status is blank, then the health monitoring service cannot
determine the status of the component.

The Reading column displays the current values for the sensors. For instance, the column displays rotations
per minute (RPM) for fans and degrees Celsius for temperature.
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Reset Hardware Sensors When Directly Connected to a Host
Some host hardware sensors display data that is cumulative over time. You can reset these sensors to clear
the data in them and begin collecting new data.

Prerequisites

Launch the vSphere Client and log in to the ESXi host.

If you need to preserve sensor data for troubleshooting or other purposes, take a screenshot, export the data,
or download a support bundle before resetting sensors.

Procedure

1 On the host Configuration tab, click Health Status.

2 Click Sensor Refresh.

Reset Health Status Sensors When Connected to vCenter Server
Some host hardware sensors display data that is cumulative over time. You can reset these sensors to clear
the data in them and begin collecting new data.

If you need to preserve sensor data for troubleshooting or other purposes, take a screenshot, export the data,
or download a support bundle before resetting sensors.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Ensure that the vCenter Hardware Status plug-in is enabled.

Procedure

1 Select a host in the object navigator or the iventory tree.

2 Click Reset sensors.

Monitoring Storage Resources
If you use vCenter Server to manage your hosts, you can review information on storage usage and visually
map relationships between all storage entities that are available in vCenter Server.

In the vSphere Client, for any inventory object except networking, the storage usage data appears in the
Storage Views tab. To view this tab, you must have the vCenter Storage Monitoring plug-in, which is
generally installed and enabled by default.

In the vSphere Web Client, storage usage data appears in the Monitor tab.

You can display storage information as reports or storage topology maps.

Reports Reports display relationship tables that provide insight about how an
inventory object is associated with storage entities. They also offer
summarized storage usage data for the object’s virtual and physical storage
resources. Use the Reports view to analyze storage space utilization and
availability, multipathing status, and other storage properties of the selected
object and items related to it.
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If you use arrays that support storage vendor providers developed through
Storage APIs - Storage Awareness, the Reports view offers additional
information about storage arrays, storage processors, ports, LUNs or file
systems, and so on. For more information about vendor providers, see the
vSphere Storage documentation.

Maps Storage topology maps visually represent relationships between the selected
object and its associated virtual and physical storage entities. Storage maps
are not available in the vSphere Web Client.

Working with Storage Reports
You monitor storage information through the Reports view on the vSphere Client Storage Views tab. In the
vSphere Web Client, storage reports are available in the Monitor tab.

For the object you select in the Inventory, a list of categories associated with the object is available. You can
display and review statistics for each category of items on the list depending on the inventory object.

For example, if the inventory object is a datastore, you can display information for all virtual machines that
reside on the datastore, all hosts that have access to the datastore, a LUN or LUNs, on which the datastore is
deployed, and so on. In addition, if your storage supports vendor providers developed through the Storage
APIs - Storage Awareness, you can also see information about physical arrays. For information on vendor
providers, see the vSphere Storage documentation.

When you display the reports tables, the default column headings depend on the inventory object you
select. You can customize the tables by adding or removing columns. Reports are automatically updated
every 120 minutes. You can manually update the reports by clicking Update in the vSphere Client, or by
clicking Rescan in the vSphere Web Client.

You can search for specific information you need to see by filtering reports tables based on storage attributes
and keywords.

Display Storage Reports
You can view storage reports in the vSphere Client.

You can display storage reports to review storage information for any inventory object except networking.
For example, if the inventory object is a virtual machine, you can review datastores and LUNs that the
virtual machine uses, status of paths to the LUNs, adapters that the host uses to access the LUNs, and so on.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 Select the appropriate inventory object.

3 Click Storage Views > Reports.

4 Select View > Filtering to display the Show all [Category of Items] and search fields.

5 Click Show all [Category of Items] and select a category from the list to display information about that
category.

6 Move the cursor over the column heading to see the description of each column.
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Filter Storage Reports
To search for specific information you need, you can filter reports tables based on storage attributes you
select and keywords you enter in the search field.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 Select the appropriate inventory object.

3 Click Storage Views > Reports.

4 Select View > Filtering to display the Show all [Category of Items] and search fields.

5 Click Show all [Category of Items] and select a category from the list to display information about that
category.

6 Click the search field arrow and select the attributes to include in the search.

7 Type a keyword into the box and press Enter.

The table is updated based on your search criteria. For example, if you are reviewing reports for datastores
in a datacenter, you can display information for only those datastores that have NFS format by selecting the
File System Type attribute and entering NFS as a key word. Filtering is persistent for the user session.

Customize Storage Reports
When you display the reports tables, the default column headings depend on the inventory object you
select. You can customize the tables by adding or removing columns.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 Select the appropriate inventory object.

3 Click Storage Views > Reports.

4 Select View > Filtering to display the Show all [Category of Items] and search fields.

5 Click Show all [Category of Items] and select a category from the list to display information about that
category.

6 Customize the report by adding or hiding columns.

n To add a column, right-click any column heading and select an item to display from the list.

n To hide a column, right-click the column heading and deselect it in the list.

Export Storage Reports
You can export storage usage data from a report to a file in various formats, including XML, HTML, or
Microsoft Excel.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 Select the appropriate inventory object.

3 Click Storage Views > Reports.

4 Select View > Filtering to display the Show all [Category of Items] and search fields.
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5 Click Show all [Category of Items] and select a category from the list to display information about that
category.

6 Right-click below the table and select Export List.

7 Specify a file name, type, and location.

8 Click Save.

Working with Storage Maps
The Maps view on the vSphere Client Storage Views tab helps you visually represent and understand the
relationships between an inventory object and all virtual and physical storage resources available for this
object. Maps are object-centric and display only items relevant to the specific object.

Maps are automatically updated every 30 minutes. You can manually update the maps by clicking the
Update link.

You can customize a map view by selecting or deselecting options in the Show area, or by hiding specific
items or changing their position on the map.

You can reposition the map by dragging it, and zoom in or out of the map or a section.

NOTE   Storage maps are not available in the vSphere Web Client.

Display Storage Maps
You can view storage maps in the vSphere Client.

For any inventory object except networking, you can display storage maps that graphically represent the
relationships between the object, for example, a virtual machine, and all resources, such as datastores,
LUNs, hosts, and so on, available for this object.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 From the vSphere Client, select the appropriate inventory object.

3 Click Storage Views > Maps.

Move Items on Storage Maps
You can move individual items on the storage map to make the map visually clearer.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 From the vSphere Client, select the appropriate inventory object.

3 Click Storage Views > Maps.

4 Select an item you want to move.

Hold the CTRL key to select multiple items.

5 Reposition the selected item by dragging it.

Hide Items on Storage Maps
You can hide items when you view a storage map.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.
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2 From the vSphere Client, select the appropriate inventory object.

3 Click Storage Views > Maps.

4 Right-click the item you want to hide and select Hide Node from the menu.

Export Storage Maps
Use the vSphere Client to export maps to various graphic file types, including jpeg, tiff, and gif.

Procedure

1 Start the vSphere Client, and log in to the vCenter Server system.

2 From the vSphere Client, select the appropriate inventory object.

3 Click Storage Views > Maps.

4 Right-click the map and select Export Map.

5 Specify a file name, type, and location.

6 Click Save.

The image file is saved to the format and directory you specified.

Monitoring Events, Alarms, and Automated Actions
vSphere includes a user-configurable events and alarms subsystem. This subsystem tracks events happening
throughout vSphere and stores the data in log files and the vCenter Server database. This subsystem also
enables you to specify the conditions under which alarms are triggered. Alarms can change state from mild
warnings to more serious alerts as system conditions change, and can trigger automated alarm actions. This
functionality is useful when you want to be informed, or take immediate action, when certain events or
conditions occur for a specific inventory object, or group of objects.

Events
Events are records of user actions or system actions that occur on objects in vCenter Server or on a host.
Actions that might be recordered as events include, but are not limited to, the following examples:

n A license key expires

n A virtual machine is powered on

n A user logs in to a virtual machine

n A host connection is lost

Event data includes details about the event such as who generated it, when it occured, and what type of
event it is. There are three types of events:

n Information

n Warning

n Error

In the vSphere Client, event data is displayed in Tasks and Events tab for the selected inventory object. See 
“View Events,” on page 415.

Alarms
Alarms are notifications that are activated in response to an event, a set of conditions, or the state of an
inventory object. An alarm definition consists of the following elements:

n Name and description - Provides an identifying label and description.
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n Alarm type - Defines the type of object that will be monitored.

n Triggers - Defines the event, condition, or state that will trigger the alarm and defines the notification
severity.

n Tolerance thresholds (Reporting) - Provides additional restrictions on condition and state triggers
thresholds that must be exceeded before the alarm is triggered.

n Actions - Defines operations that occur in response to triggered alarms. VMware provides sets of
predefined actions that are specific to inventory object types.

Alarms have the following severity levels:

n Normal – green

n Warning – yellow

n Alert – red

Alarm definitions are associated with the object selected in the inventory. An alarm monitors the type of
inventory objects specified in its definition.

For example, you might want to monitor the CPU usage of all virtual machines in a specific host cluster.
You can select the cluster in the inventory, and add a virtual machine alarm to it. When enabled, that alarm
will monitor all virtual machines running in the cluster and will trigger when any one of them meets the
criteria defined in the alarm. If you want to monitor a specific virtual machine in the cluster, but not others,
you would select that virtual machine in the inventory and add an alarm to it. One easy way to apply the
same alarms to a group of objects is to place those objects in a folder and define the alarm on the folder.

NOTE   You can enable, disable, and modify alarms only from the object in which the alarm is defined. For
example, if you defined an alarm in a cluster to monitor virtual machines, you can only enable, disable, or
modify that alarm through the cluster; you can not make changes to the alarm at the individual virtual
machine level.

Alarm Actions
Alarm actions are operations that occur in response to the trigger. For example, you can have an email
notification sent to one or more administrators when an alarm is triggered.

NOTE   Default alarms are not preconfigured with actions. You must manually set what action occurs when
the triggering event, condition, or state occurs.

View Events
You can either view all vSphere events or view events associated with a single object. The events list for a
selected inventory object includes events associated with child objects.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Read-only

Procedure

u To see a list of events associated with a selected inventory object and its child objects, select the Tasks &
Events tab and click Events.

a Select an event to see event details.

b Use the filter controls above the list to filter the list.

c Click a column heading to sort the list.
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View System Logs
System log entries include such information as who generated the event, when the event was created, and
the type of event.

Prerequisites

Connect to an ESX/ESXi host by using the vSphere Client.

Required privilege:Global. Diagnostics privilege.

Procedure

1 To view system log entries, select Home > Administration > System Logs.

2 From the drop-down menu, select the log.

3 (Optional) Click Show All or Show next # lines to see additional log entries.

4 (Optional) Filter the log entries.

a Select View > Filtering.

b Type the filter criteria in the filter box.

Export Events Data
You can export all or part of the events data stored in the vCenter Server database.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required Privilege: Read-only

Procedure

1 Select File > Export > Export Events.

2 (Linked-mode only) In the vCenter Server list, select the server where the events occurred.

3 Specify Events, Time, and Limits attributes for the events you want to export.

4 Specify a file name and location.

5 Click OK.

vCenter Server creates the file in the specified location. The file contains the Type, Time, and Description of
the events.

View Triggered Alarms and Alarm Definitions
Triggered alarms are visible in several locations throughout the vSphere Client and vSphere Web Client.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

n To view all triggered alarms, click Alarms in the status bar.

n To view alarms triggered on an selected inventory object, select the Alarms tab > Triggered Alarms.

n To view a list of alarms associated with a selected inventory object, select the Alarms tab > Definitions.
The Defined In column indicates the object on which the alarm was set.
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Set An Alarm
You can monitor inventory objects by setting alarms on them. Setting an alarm involves selecting the type of
inventory object to monitor, defining when and for how long the alarm will trigger, and defining actions
that will be performed as a result of the alarm being triggered. You define alarms in the Alarm Settings
dialog box.

Prerequisites

Ensure that you have connected to a vCenter Server system by using the vSphere Client.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

n View and Edit Alarm Settings on page 418
You create and modify alarms in the Alarm Settings dialog box. You can view alarm settings from any
object, but you can modify settings only through the object on which the alarm is defined.

n Specify Alarm Name, Description, and Type on page 418
General settings include alarm Name, Description, and Type. You can also enable and disable the
alarm in the General settings tab. Specifying the alarm type includes selecting the type of inventory
object and the type of activity (events, or conditions and states) that you want to monitor. The options
in the Triggers tab change depending on the type of activity you choose to monitor.

n Specify How the Alarm is Triggered (Condition or State-based) on page 419
You can specify the events, states, or conditions that triggers the alarm in the Triggers tab of the Alarm
Settings dialog box. The options you choose under the General tab of the Alarm Settings dialog box
determine the options available under the Triggers tab. An alarm definition must contain at least one
trigger before it can be saved.

n Specify How the Alarm is Triggered (Event-based) on page 419
You can specify the events, states, or conditions that trigger the alarm in the Triggers tab of the Alarm
Settings dialog box. The options you choose under the General tab of the Alarm Settings dialog box
determine the options available under the Triggers tab. An alarm definition must contain at least one
trigger before it can be saved.

n Specify Alarm Tolerance and Frequency on page 420
You can use reporting to apply a tolerance range for the alarm triggers. This can help you distinguish
temporary problems from more serious, chronic ones. The Reporting settings allow you to specify the
amount a condition or state must exceed the trigger value before the alarm triggers.

n Specify Which Actions to Perform When Triggered on page 420
You can specify actions that the system performs when the alarm is triggered or changes status. You
can enable and disable alarms and alarm actions independently of each other.

n Enable and Disable Alarm Actions on page 426
You can disable alarm actions on any inventory object. Disabling alarm actions is not the same as
disabling an alarm, nor is it the same as acknowledging an alarm. When alarm actions are disabled,
the alarm can still be triggered but its associated actions will not be performed. You might want to
disable alarm actions when, for example, you plan on putting a host into maintenance mode. When
you disable alarm actions on a selected inventory object, all actions for all alarms are disabled on that
object. You cannot disable a subset of alarm actions. Alarm actions will continue on the child objects.
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View and Edit Alarm Settings
You create and modify alarms in the Alarm Settings dialog box. You can view alarm settings from any
object, but you can modify settings only through the object on which the alarm is defined.

Prerequisites

Ensure that you have connected to a vCenter Server system by using the vSphere Client.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

u To view or change alarm settings, open the Alarm Settings dialog box:

Option Description

Create New Alarm Select an inventory object and select File > New > Alarm.

Add Alarm to Object Right-click an inventory object and select Alarm > Add Alarm.

View Alarm Definitions Select the Alarms tab, click the Definitions subtab of the inventory item
with the alarm you want, and double-click an alarm in the list.

 

Specify Alarm Name, Description, and Type
General settings include alarm Name, Description, and Type. You can also enable and disable the alarm in
the General settings tab. Specifying the alarm type includes selecting the type of inventory object and the
type of activity (events, or conditions and states) that you want to monitor. The options in the Triggers tab
change depending on the type of activity you choose to monitor.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Right-click an inventory object and select Alarms > Add Alarm.

2 Enter a name and description.

3 Select the type of inventory object this alarm will monitor.

4 Select the type of activity this alarm will monitor.

The options in the Triggers tab change depending on the type of activity you select.

5 Click OK to save your changes and exit the dialog box or select a different tab to make further changes
to the alarm.

What to do next

NOTE   You cannot save an alarm without triggers defined for it.
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Specify How the Alarm is Triggered (Condition or State-based)
You can specify the events, states, or conditions that triggers the alarm in the Triggers tab of the Alarm
Settings dialog box. The options you choose under the General tab of the Alarm Settings dialog box
determine the options available under the Triggers tab. An alarm definition must contain at least one trigger
before it can be saved.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Open the Triggers tab of the Alarm Settings dialog box. See “Specify Alarm Name, Description, and Type,”
on page 418.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Select the trigger you want to change or click Add to add a new trigger.

2 Click in the Trigger Type column and select an option from the drop-down menu.

3 Click in the Condition column and select an option from the drop-down menu.

4 Click in the Warning column and select an option from the drop-down menu to set the threshold for
triggering a warning.

5 (Optional) Click in the Condition Length column and select an option from the drop-down menu.

6 Click in the Alert column and select an option from the drop-down menu to set the threshold for
triggering an alert.

7 (Optional) Click in the Condition Length column and select an option from the drop-down menu.

What to do next

Click OK to save the alarm definition and exit the dialog box, or optionally add more triggers, or configure
any of the following settings:for this alarm:

n Repeat alarm thresholds

n Repeat alarm frequency

n Alarm actions

n Alarm action frequency

Specify How the Alarm is Triggered (Event-based)
You can specify the events, states, or conditions that trigger the alarm in the Triggers tab of the Alarm
Settings dialog box. The options you choose under the General tab of the Alarm Settings dialog box
determine the options available under the Triggers tab. An alarm definition must contain at least one trigger
before it can be saved.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Open the Triggers tab of the Alarm Settings dialog box.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Select the trigger you want to change or click Add to add a new trigger.
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2 Click in the Event column and select an option from the drop-down menu.

3 Click in the Status column and select an option from the drop-down menu.

4 (Optional) Click Advanced in the Conditions column to configure additional conditions that must be
met before the alarm triggers.

a Click Add to add an argument.

b Click in the Argument column and select an option from the drop-down menu.

c Click in the Operator column and select an option from the drop-down menu.

d Click in the Value column and enter a value into the text field.

e Add more arguments, or click OK to exit the dialog box and return to the Alarm Settings dialog
box.

What to do next

Click OK to save the alarm definition and exit the dialog box, or optionally add more triggers or configure
alarm actions.

Specify Alarm Tolerance and Frequency
You can use reporting to apply a tolerance range for the alarm triggers. This can help you distinguish
temporary problems from more serious, chronic ones. The Reporting settings allow you to specify the
amount a condition or state must exceed the trigger value before the alarm triggers.

Reporting settings include Range and Frequency. Range is the threshold the monitored condition or state
must exceed the specified trigger limit for the alarm to trigger. Frequency is the length of time between each
re-triggering for as long as the condition or state exists. The Reporting tab is disabled for alarms with event-
based triggers.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Open the Reporting tab of the Alarm Settings dialog box.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 (Optional) Specify how far over, or under, trigger limits the conditions must exceed before the alarm is
triggered again.

2 (Optional) Select a Frequency.

The frequency sets the time period during which a triggered alarm is not reported again. When the time
period has elapsed, the alarm will report again if the condition or state is still true.

What to do next

Optionally specify alarm actions, or click OK to save your changes and exit the dialog box.

Specify Which Actions to Perform When Triggered
You can specify actions that the system performs when the alarm is triggered or changes status. You can
enable and disable alarms and alarm actions independently of each other.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Open the Actions tab of the Alarm Settings dialog box.
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Ensure the vCenter Server is properly configured to use SNMP email or trap notifications as an alarm
action.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

n Send Email as an Alarm Action on page 422
You can use the SMTP agent included with vCenter Server to send email notifications when alarms are
triggered.

n Send SNMP Traps as an Alarm Action on page 423
The SNMP agent included with vCenter Server can be used to send traps when alarms are triggered
on a vCenter Server. The default hardware health alarms send SNMP traps by default.

n Run a Script or a Command as an Alarm Action on page 423
You can configure an alarm to run a script or a command when the alarm is triggered.

Procedure

1 Select the action that you want to change or click Add to add one.

2 Click in the Action column and select an option from the drop-down menu.

3 Click in the Configuration column and enter configuration information for those actions that require
additional information:

Option Action

Send a notification email Enter email addresses, separated by a comma, and press Enter.

Migrate a VM Complete the Migrate Virtual Machine wizard .

Run a command Take one of the following actions and press Enter:
n If the command is a .exe file, enter the full path name of the command

and include any parameters. For example, to run the cmd.exe
command in the C:\tools directory, with the alarmName and
targetName parameters, type:
c:\tools\cmd.exe alarmName targetName

n If the command is a .bat file, enter the full path name of the command
as an argument to the c:\windows\system32\cmd.exe command.
Include any parameters. For example, to run the cmd.bat command in
the C:\tools directory, with the alarmName and targetName
parameters, type:
c:\windows\system32\cmd.exe /c c:\tools\cmd.bat
alarmName targetName

For .bat files, the command and its parameters must be formatted
into one string.

 
4 (Optional) For each alarm status change column, specify whether the alarm should be triggered when

the alarm status changes.

Some actions do not support re-triggering on alarm status change.

5 For repeat actions, enter the time interval for the repetition in Repeat After.

What to do next

Click OK to save the alarm definition and exit the dialog box, or navigate to a different tab to make further
changes.
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Send Email as an Alarm Action

You can use the SMTP agent included with vCenter Server to send email notifications when alarms are
triggered.

Prerequisites

Ensure that the vCenter Server SMTP agent is properly configured to send email notifications.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 In the Actions tab of the Alarm Settings dialog box, click Add to add an action.

2 In the Actions column, selectSend a notification email from the drop-down menu.

3 In the Configuration column, enter recipient addresses. Use commas to separate multiple addresses.

4 (Optional) Configure alarm transitions and frequency. See “Specify Which Actions to Perform When
Triggered,” on page 420.

What to do next

Click OK to save the alarm definition and exit the dialog box, or navigate to a different tab to make further
changes.

vCenter Server Email Agent Notifications

The following tables describe the information that is included in Alarm-based and Event-based email
notifications. The first table described the information included in all email notifications; the second table
describes additional information that is included in Event-based notifications.

Table 28‑1.  Basic SNMP Email Notification Details

Email Entry Description

Target Object for which the alarm was triggered.

Old Status Previous alarm status. Applies only to state triggers.

New Status Current alarm status. Applies only to state triggers.

Metric Value Threshold value that triggered the alarm. Applies only to metric condition triggers.

Alarm Definition Alarm definition in vCenter Server, including the alarm name and status.

Description Localized string containing a summary of the alarm. For example:
Alarm New_Alarm on host1.vmware.com changed from Gray to Red.

Table 28‑2.  Additional Notification Details for Alarms Triggered by Events

Detail Description

Event Details VMODL event type name.

Summary Alarm summary, including the event type, alarm name, and target object.

Date Time and date the alarm was triggered.

UserName Person who initiated the action that caused the event to be created. Events caused by an
internal system activity do not have a UserName value.

Host Host on which the alarm was triggered.

Resource Pool Resource pool on which the alarm was triggered.

Datacenter Data center on which the alarm was triggered.

Arguments Arguments passed with the alarm and their values.

vSphere Administration with the vSphere Client

422  VMware, Inc.



Send SNMP Traps as an Alarm Action

The SNMP agent included with vCenter Server can be used to send traps when alarms are triggered on a
vCenter Server. The default hardware health alarms send SNMP traps by default.

Prerequisites

Ensure that vCenter Server SNMP agents and ESXi SNMP agents are properly configured.

Ensure that SNMP trap receiver agents are properly configured.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 In the Actions tab of the Alarm Settings dialog box, click Add.

2 In the Actions column, select Send a notification trap from the drop-down menu.

3 (Optional) Configure alarm transitions and frequency.

What to do next

Click OK to save the alarm definition and exit the dialog box, or navigate to a different tab to make further
changes.

SNMP Trap Notifications

The following table describes the information that is included in vCenter Server and ESXi trap notifications.

Table 28‑3.  SNMP Trap Notification Details

Trap Entry Description

Type The state vCenter Server is monitoring for the alarm. Options include Host Processor (or CPU)
usage, Host Memory usage, Host State, Virtual Machine Processor (or CPU) usage, Virtual
Machine Memory usage, Virtual Machine State, Virtual Machine Heartbeat.

Name The name of the host or virtual machine that triggers the alarm.

Old Status The alarm status before the alarm was triggered.

New Status The alarm status when the alarm is triggered.

Object Value The object value when the alarm is triggered.

Run a Script or a Command as an Alarm Action

You can configure an alarm to run a script or a command when the alarm is triggered.

Use the alarm environment variables to define complex scripts and attach them to multiple alarms or
inventory objects. For example, you can write a script that enters the following trouble ticket information
into an external system when an alarm is triggered:

n Alarm name

n Object on which the alarm was triggered

n Event that triggered the alarm

n Alarm trigger values

When you write the script, include the following environment variables in the script:

n VMWARE_ALARM_NAME

n VMWARE_ALARM_TARGET_NAME

n VMWARE_ALARM_EVENTDESCRIPTION
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n VMWARE_ALARM_ALARMVALUE

You can attach the script to any alarm on any object without changing the script.

Prerequisites

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 In the Actions tab of the Alarm Settings dialog box, click Add to add an action.

2 In the Actions column, select Run a command from the drop-down menu.

3 In the Configuration column, type script or command information:

For this type of command... Enter this...

EXE executable files Full pathname of the command. For example, to run the cmd.exe
command in the C:\tools directory, type:
c:\tools\cmd.exe.

BAT batch file Full pathname of the command as an argument to the
c:\windows\system32\cmd.exe command. For example, to run the
cmd.bat command in the C:\tools directory, type:
c:\windows\system32\cmd.exe /c c:\tools\cmd.bat.
NOTE   The command and its parameters must be formatted into one string.

 
If your script does not make use of the alarm environment variables, include any necessary parameters
in the configuration field. For example:

c:\tools\cmd.exe AlarmName targetName

c:\windows\system32\cmd.exe /c c:\tools\cmd.bat alarmName targetName

4 (Optional) Configure alarm transitions and frequency. See “Specify Which Actions to Perform When
Triggered,” on page 420.

What to do next

Click OK to save the alarm definition and exit the dialog box, or navigate to a different tab to make further
changes.

Alarm Environment Variables for Scripts

To simplify script configuration for alarm actions, VMware provides environment variables for VMware
alarms. Use the variables to define more complex scripts and attach them to multiple alarms or inventory
objects so that the alarm action occurs when the alarm triggers.

Table 28‑4.  Alarm Environment Variables

Variable Name Variable Description Supported Alarm Type

VMWARE_ALARM_NAME The name of the triggered alarm. Condition, State, Event

VMWARE_ALARM_ID The MOID of the triggered alarm. Condition, State, Event

VMWARE_ALARM_TARGET_NAME The name of the entity on which
the alarm triggered.

Condition, State, Event

VMWARE_ALARM_TARGET_ID The MOID of the entity on which
the alarm triggered.

Condition, State, Event

VMWARE_ALARM_OLDSTATUS The old status of the alarm. Condition, State, Event

VMWARE_ALARM_NEWSTATUS The new status of the alarm. Condition, State, Event
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Table 28‑4.  Alarm Environment Variables (Continued)

Variable Name Variable Description Supported Alarm Type

VMWARE_ALARM_TRIGGERINGSUMMARY A multiline summary of the
alarm.

Condition, State, Event

VMWARE_ALARM_DECLARINGSUMMARY A single-line declaration of the
alarm expression.

Condition, State, Event

VMWARE_ALARM_ALARMVALUE The value that triggered the
alarm.

Condition, State

VMWARE_ALARM_EVENTDESCRIPTION A description of the alarm status
change event.

Condition, State

VMWARE_ALARM_EVENTDESCRIPTION A description of the event that
triggered the alarm.

Event

VMWARE_ALARM_EVENT_USERNAME The user name associated with
the event.

Event

VMWARE_ALARM_EVENT_DATACENTER The name of the data center in
which the event occurred.

Event

VMWARE_ALARM_EVENT_COMPUTERESOURCE The name of the cluster or
resource pool in which the event
occurred.

Event

VMWARE_ALARM_EVENT_HOST The name of the host on which
the event occurred.

Event

VMWARE_ALARM_EVENT_VM The name of the virtual machine
on which the event occurred.

Event

VMWARE_ALARM_EVENT_NETWORK The name of the network on
which the event occurred.

Event

VMWARE_ALARM_EVENT_DATASTORE The name of the datastore on
which the event occurred.

Event

VMWARE_ALARM_EVENT_DVS The name of the vSphere
Distributed Switch on which the
event occurred.

Event

Alarm Command-Line Parameters

VMware provides command-line parameters that function as a substitute for the default alarm environment
variables. You can use these parameters when running a script as an alarm action for a condition, state, or
event alarm.

The command-line parameters enable you to pass alarm information without having to change an alarm
script. For example, you can use these parameters when you have an external program for which you do not
have the source. You can pass in the necessary data by using the substitution parameters, which take
precedence over the environment variables. You pass the parameters through the Configuration dialog box
in the alarm definition wizard or on a command line.

Table 28‑5.  Command-Line Parameters for Alarm Action Scripts

Variable Description

{eventDescription} The text of the alarmStatusChange event. The {eventDescription} variable
is supported only for Condition and State alarms.

{targetName} The name of the entity on which the alarm is triggered.

{alarmName} The name of the alarm that is triggered.

{triggeringSummary} A summary of the alarm trigger values.

{declaringSummary} A summary of the alarm declaration values.
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Table 28‑5.  Command-Line Parameters for Alarm Action Scripts (Continued)

Variable Description

{oldStatus} The alarm status before the alarm is triggered.

{newStatus} The alarm status after the alarm is triggered.

{target} The inventory object on which the alarm is set.

Enable and Disable Alarm Actions
You can disable alarm actions on any inventory object. Disabling alarm actions is not the same as disabling
an alarm, nor is it the same as acknowledging an alarm. When alarm actions are disabled, the alarm can still
be triggered but its associated actions will not be performed. You might want to disable alarm actions when,
for example, you plan on putting a host into maintenance mode. When you disable alarm actions on a
selected inventory object, all actions for all alarms are disabled on that object. You cannot disable a subset of
alarm actions. Alarm actions will continue on the child objects.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Alarm.Disable Alarm Action

Procedure

n To disable alarm actions, right-click on the inventory object and select Alarm > Disable Alarm Actions.

n To enable alarm actions, right click on the inventory object and select Alarm > Enable Alarm Actions.

Acknowledge Triggered Alarms
After an alarm is acknowledged, its alarm actions are discontinued. Alarms are neither cleared, nor reset
when acknowledged.

Acknowledging an alarm lets other users know that you are taking ownership of the issue. For example, a
host has an alarm set on it that monitors CPU usage and that sends an email to an administrator when the
alarm is triggered. The host CPU usage spikes, triggering the alarm which sends an email to the host's
administrator. The administrator acknowledges the triggered alarm to let other administrators know he is
working on the problem, and to prevent the alarm from sending more email messages. The alarm, however,
is still visible in the system.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Alarm.Alarm Acknowledge

Procedure

1 Navigate to the inventory panel.

2 If the status panel is not available, select View > Status Bar to view the status pane.

3 In the status bar, click Alarms to display the Triggered Alarms panel.

4 Right-click the alarm and select Acknowledge Alarm.

To acknowledge multiple alarms at one time, Shift+click each alarm to select it, right-click the selection,
and select Acknowledge Alarm.
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Reset Triggered Event Alarms
An alarm triggered by an event might not reset to a normal state if vCenter Server does not retrieve the
event that identifies the normal condition. In such cases, reset the alarm manually to return it to a normal
state.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Required privilege: Alarm.Set Alarm Status

Procedure

1 Locate the triggered alarm in the Triggered Alarms panel or on the Alarms tab for the object.

2 Right-click the alarm and select Reset Alarm to Green.

Identify Disabled Alarm Actions
If you are experiencing problems with alarm actions for a specific inventory object, ensure that alarm actions
are enabled for that object.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select a parent object, depending on the scope of objects you want to examine.

n vCenter Server

n Datacenter

n Cluster

n Host

n Virtual Switch

n Datastore Cluster

2 Select the tab that corresponds to the child objects you want to examine.

For example, if the selected inventory object is a datacenter, you might select the Hosts tab.

3 Locate the Alarm Actions column.

You might need to scroll horizontally to bring the column into view.

The value in the Alarm Actions column indicates whether alarm actions are enabled or disabled on the
listed objects.

Viewing Solutions
You can deploy, monitor, and interact with solutions that are installed in a vCenter Server instance with the
vCenter Solutions Manager. The Solutions Manager displays information about the health of a solution.

You can navigate to the Solutions Manager from the home page of the vSphere Client. The Solutions
Manager view displays information about the solution:

n Solution name

n Solution health
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n vService providers

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Click the Solutions Manager icon from vSphere Client home.

2 Navigate through the tabs in the Solutions Manager.

n Summary tab. Lists the number of installed solutions and a brief health overview for each of the
solutions.

n Solutions tab. Lists each managed solution.

n Health tab. Provides the health status of the vCenter services. It also shows alerts or warnings for
each of the services.

3 In the Solutions Manager inventory, click one of the solutions.

n Summary tab. Lists information about the solution, including a link to the product and vendor
Web sites, a link to launch the management UI in a separate window, and a link to the virtual
machine or vApp running this solution.

Selecting the vendor Web site link takes you to the Summary page of the virtual machine or vApp.
A link under "Managed by" returns you to the solution.

n Virtual Machines tab. Lists all the virtual machines belonging to the solution

n vServices Providers tab.

n Management tab or any other tabs the solution specified.

Configure SNMP Settings for vCenter Server
To use SNMP with vCenter Server, you must configure SNMP settings.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

To complete the following task, the vSphere Client must be connected to a vCenter Server. In addition, you
need the DNS name and IP address of the SNMP receiver, the port number of the receiver, and the
community identifier.

Procedure

1 Select Administration > vCenter Server Settings.

2 If the vCenter Server is part of a linked mode group, in Current vCenter Server, select the appropriate
server.

3 Click SNMP in the navigation list.

4 Enter the following information for the Primary Receiver of the SNMP traps.

Option Description

Receiver URL The DNS name or IP address of the SNMP receiver.

Receiver port The port number of the receiver to which the SNMP agent sends traps.
If the port value is empty, vCenter Server uses the default port, 162.

Community The community identifier.
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5 (Optional) Enable additional receivers in the Enable Receiver 2, Enable Receiver 3, and Enable
Receiver 4 options.

6 Click OK.

The vCenter Server system is now ready to send traps to the management system you have specified.

What to do next

Configure your SNMP management software to receive and interpret data from the vCenter Server SNMP
agent. See the vSphere Monitoring and Performance publication for more information.

System Log Files
In addition to lists of events and alarms, vSphere components generate assorted logs.

These logs contain additional information about activities in your vSphere environment.

View System Log Entries
You can view system logs generated by vSphere components.

Procedure

1 From the Home page of a vSphere Client connected to either a vCenter Server system or an ESX/ESXi
host, click System Logs.

2 From the drop-down menu, select the log and entry you want to view.

3 Select View > Filtering to refer to the filtering options.

4 Enter text in the data field.

5 Click Clear to empty the data field.

View System Logs on an ESXi Host
You can use the direct console interface to view the system logs on an ESXi host. These logs provide
information about system operational events.

Procedure

1 From the direct console, select View System Logs.

2 Press a corresponding number key to view a log.

vCenter Server agent (vpxa) logs appear if the host is managed by vCenter Server.

3 Press Enter or the spacebar to scroll through the messages.

4 (Optional) Perform a regular expression search.

a Press the slash key (/).

b Type the text to find.

c Press Enter

The found text is highlighted on the screen.

5 Press q to return to the direct console.
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External System Logs
VMware technical support might request several files to help resolve any issues you have with the product.
This section describes the types and locations of log files found on various ESXi component systems.

NOTE   On Windows systems, several log files are stored in the Local Settings directory, which is located at
C:\Documents and Settings\<user name>\Local Settings\. This folder is hidden by default.

ESXi System Logs
You might need the ESXi system log files to resolve technical issues.

The ESXi system logs can be found in the /var/run/log directory.

vSphere Client System Logs
You might need the vSphere Client system log files to resolve technical issues.

Table 28-6 lists log files associated with the vSphere Client machine.

Table 28‑6.  vSphere Client System Logs

Component Location

vSphere Client
Installation log

Temp directory on the vSphere Client machine.
Pre-Windows 2008 example: C:\Documents and Settings\Local
Settings\Temp\vminst.log or vim-vic-msi.log
Windows 2008 and Windows 7 example:
C:\Users\user_name\AppData\Local\Temp\vminst.log or vim-vic-msi.log

vSphere Client
Service log

\vpx directory in the Application Data directory on the vSphere Client machine.
Pre-Windows 2008 example: C:\Documents and Settings\user_name\Local
Settings\Application Data\VMware\vpx\viclient-x.log

Windows 2008 and Window 7 example: C:\Users\user_name\Local
Settings\AppData\Local\VMware\vpx\viclient-x.log

x(=0, 1, ... 9)

Export System Logs
When the vSphere Client is connected to vCenter Server, you can select hosts from which to download
system logs.

To save diagnostic data for ESX/ESXi hosts and vCenter Server, the vSphere Client must be connected to the
vCenter Server system. If you are connected directly to an ESX/ESXi host, you can save diagnostic data only
for that specific ESX/ESXi host.

Required privileges:

n To view diagnostic data: Read-Only User

n To manage diagnostic data: Global.Licenses

Procedure

1 Select File > Export > Export System Logs.

2 If you are connected to vCenter Server, select the object for which you want to export data.

Selecting an object selects all of its child objects.

3 If you are connected to vCenter Server, select Include information from vCenter Server and vSphere
Client to download vCenter Server and vSphere Client logs as well as host logs.
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4 Click Browse, and specify the location to which to save the log files.

The host or vCenter Server generates .zip bundles containing the log files. The Recent Tasks panel
shows a task called “Generate diagnostic bundles” in progress.

The Downloading Log Bundles dialog box appears when the Generating Diagnostic Bundle task is
finished. The download status of each bundle appears in the dialog box.

Some network errors can cause download failures. When you select an individual download in the
upper part of the dialog box, any the error message for that operation appears in the lower portion of
the dialog box, below the name and location of the log bundle file.

5 If the download fails, click Retry to attempt to download the generated bundles again.

Diagnostic bundles containing log files for the specified objects are downloaded to the location specified.

Configure Syslog on ESXi Hosts
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other system
components to log files.

You can use the vSphere Client or the esxcli system syslog vCLI command to configure the syslog service.

For more information about using vCLI commands, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 In the vSphere Client inventory, select the host.

2 Click the Configuration tab.

3 In the Software panel, click Advanced Settings.

4 Select Syslog in the tree control.

5 To set up logging globally, click global and make changes to the fields on the right.

Option Description

Syslog.global.defaultRotate Sets the maximum number of archives to keep. You can set this number
globally and for individual subloggers.

Syslog.global.defaultSize Sets the default size of the log, in KB, before the system rotates logs. You
can set this number globally and for individual subloggers.

Syslog.global.LogDir Directory where logs are stored. The directory can be located on mounted
NFS or VMFS volumes. Only the /scratch directory on the local file
system is persistent across reboots. The directory should be specified as
[datastorename] path_to_file where the path is relative to the root of the
volume backing the datastore. For example, the path
[storage1] /systemlogs maps to the
path /vmfs/volumes/storage1/systemlogs.

Syslog.global.logDirUnique Selecting this option creates a subdirectory with the name of the ESXi host
under the directory specified by Syslog.global.LogDir. A unique directory
is useful if the same NFS directory is used by multiple ESXi hosts.

Syslog.global.LogHost Remote host to which syslog messages are forwarded and port on which
the remote host receives syslog messages. You can include the protocol
and the port, for example, ssl://hostName1:514. UDP (default), TCP,
and SSL are supported. The remote host must have syslog installed and
correctly configured to receive the forwarded syslog messages. See the
documentation for the syslog service installed on the remote host for
information on configuration.

 

Chapter 28 Monitoring a Single Host with the vSphere Client

VMware, Inc.  431



6 (Optional) To overwrite the default log size and log rotation for any of the logs.

a Click loggers.

b Click the name of the log you that want to customize and enter the number of rotations and log
size you want.

7 Click OK.

Changes to the syslog options take effect immediately.

Collecting Log Files
VMware technical support might request several files to help resolve technical issues. The following sections
describe script processes for generating and collecting some of these files.

Set Verbose Logging
You can specify how verbose log files will be.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

1 Select Administration > vCenter Server Settings.

2 Select Logging Options.

3 Select Verbose from the pop-up menu.

4 Click OK.

Collect vSphere Log Files
You can collect vSphere log files into a single location.

Prerequisites

Launch the vSphere Client and log in to a vCenter Server system.

Procedure

u View the log file using one of the following methods.

Task Action

View the viclient-*.log file Change to the directory, %temp%.

Download the log bundle from
vSphere Client connected to a
vCenter Server system

Select Administration > Export System Logs to download the log bundle.
The log bundle is generated as a .zip file. By default, the vpxd logs within
the bundle are compressed as .gz files. You must use gunzip to
uncompress these files.

Generate vCenter Server log
bundles from a vCenter Server
system

Select Start > Programs > VMware > Generate vCenter Server log bundle.
You can use this to generate vCenter Server log bundles even when you
are unable to connect to the vCenter Server using the vSphere Client.
The log bundle is generated as a .zip file. By default, the vpxd logs within
the bundle are compressed as .gz files. You must use gunzip to
uncompress these files.
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Collect ESXi Log Files
You can collect and package all relevant ESXi system and configuration information, a well as ESXi log files.
This information can be used to analyze the problems.

Procedure

u Run the following script on the ESXi Shell: /usr/bin/vm-support

The resulting file has the following format: esx-date-unique-xnumber.tgz

Turn Off Compression for vpxd Log Files
By default, vCenter Server vpxd log files are rolled up and compressed into .gz files. You can turn off this
setting to leave the vpxd logs uncompressed.

Procedure

1 Log in to the vCenter Server using the vSphere Client.

2 Select Administration > vCenter Server Settings.

3 Select Advanced Settings.

4 In the Key text box, type log.compressOnRoll.

5 In the Value text box, type false.

6 Click Add, and click OK.
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Numerics
3DNow!, EVC modes  129

A
acceleration, disabling  181
active adapters  228
Active Directory

configuring settings  26
server  26

Active Directory Timeout  76
active sessions, send messages  20
active uplinks  260, 263
adapters

Ethernet, See network adapters
See also storage controllers

adding
distributed port groups  41, 234
license keys  45, 47
NFS storage  322
paravirtual SCSI controller  164
SCSI controllers  163
SCSI devices  168
USB controllers  172
USB devices to client computers  176
vSphere distributed switch  228

adding a VMkernel network adapter  225
adding hosts  35
adjust MAC address allocation parameters  294
admin contact info  39, 232
Administrator role  71
admission control

configuring  388
policy  388

advanced attributes
hosts  383
Storage I/O Control  354
virtual machines  383

advanced charts, set as default  406
advanced search  16
advanced settings

vCenter Server  30
Disk.EnableNaviReg  302
Disk.MaxLUN  320

affinity rules
creating  368, 369

intra-VM  379
Storage DRS  377

agent manager  206
AHCI SATA controller, See storage controllers
alarm actions

described  414
disabling  426
email notifications  422
notification traps  420
running a script  420
setting up  420

alarm environment variables  425
alarms

acknowledging triggered alarms  426
commands  423
condition or state-based  419
create  417
definitions  416
described  414
disabling actions  426
frequency  420
general settings  418
network  423
notification emails  420
reporting settings  420
resetting triggered event alarms  427
scripts  423, 424
send email as alarm action  422
set on inventory object  417
SMTP settings  422
SNMP traps  423
trigger tolerance limits  420
triggered  416
triggers  419
viewing  416

alarms environment variables  424
alarms,disabled actions  427
alarms,environment variables  423
alarms,triggers  419
alarms,view settings  418
allowed IP addresses, firewall  58
AMD Opteron-based systems  381
AMD override mask  146
annotations  16
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answer file, update  220
applying networking policies  255
assigning license keys  43, 46
attributes, custom  17
authentication

ESXi  67
ESXi users  67
users  67

authentication proxy  74, 75
Auto Deploy  220
automatic host registration, disabling  302
automation level

datastore clusters  371
Storage DRS  375
virtual machines  360

average bandwidth  271–274, 277

B
bandwidth

average  271, 272
peak  271, 272

Baseboard Management Controller (BMC)  365
beacon probing, standard switches  258
best practices, Fault Tolerance  402
binding on host, distributed port groups  42, 235
BIOS, settings  180
blocked ports

distributed ports  277
distributed port groups  277

boot options
changing BIOS settings  180
changing delay  180

burst size  271–274, 277

C
cable/interconnect, health monitoring  408
CAM server  75
CDP  291, 293
CHAP

disabling  318
for discovery targets  317
for iSCSI initiators  316
for static targets  317

CHAP authentication  315
charts

adding custom to Switch to menu  407
advanced  405
customizing  405, 406
exporting data  408
saving data to a file  407
settings  406
viewing  405

Cisco Discovery Protocol  39, 232, 292, 293
Cisco switches  291

claim rules  331
client startup options, setting  58
clones  95
cloning

templates  98, 100
vApps  196
virtual machines  95, 99

cluster settings
affinity rules  368, 369
CPUID details  130
virtual machine swapfile location  349

clustering, datastores  370, 373
clusters

creating  36
EVC  126, 127
managing profiles from  218
removing hosts  78
selecting  85

cold migration  121
Collection Intervals  25
commands, alarms  423
community string  27
compliance check, Fault Tolerance  397
compliance checks, host profiles  215
computer names, generating with a script  108
config reset at disconnect, distributed port

groups  42, 235
configuration file parameters, editing  139
configuring

dynamic discovery  314
hosts  21
static discovery  315

consoles, virtual machines  13
controllers

paravirtual SCSI  164
SCSI  90
SCSI types  163
See also storage controllers

converting, virtual machines to templates  98
copy and paste, disabled for guest operating

systems  62
CPU

health monitoring  408
managing allocation  344
virtual  381

CPU affinity, NUMA nodes  381
CPU compatibility, for vMotion  126
CPU features, virtual machines  128
CPUID, viewing details  130
CPUs

adding  88
advanced settings  145
configuration  142
defined  141
disabling security  146
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enabling CPU/MMU Virtualization  147
hot adding  142
hot plug  142
hyperthreaded core sharing  145
identification mask  146
limits  144
parameters  141
reservation  144
scheduling affinity  145
shares  144

create alarms  417
creating

clusters  36
datastores  37
host profiles  210, 211
resource pools  36
vApps  194
virtual machines  83

creating a vSphere HA cluster  386
creating datacenter-wide networks  38
creating datacenters  34
creating host-wide networks  38
current multipathing state  332
custom attributes, adding  17
custom automation mode, DRS  360
custom sysprep answer file  116
customization

changing specifications  117
copying specifications  118
creating Linux specifications  113
creating Windows specification  116
creating Windows specifications  114
exporting specifications  118
guest operating system requirements  107
importing specifications  119
Linux  107
Windows  107

customization specifications  113

D
database

configuring number of connections  29
limiting size  29
retention policy  29

datacenters
creating  34
creating datacenter-wide networks  38
topology maps  81

datastore clusters
about  370
adding datastores  373
automation level  371

creating  370–372
maintenance mode  373
removing datastores  373

datastores
adding extents  326, 340
configuring on NFS volumes  322
creating  37
grouping  328
increasing capacity  326, 340
ISO file  167
maintenance mode  373
managing duplicate  322
mounting  323
NFS  320
paths  332
renaming  327
review properties  299
selecting  86
VMFS  90, 320

debugging and statistics  181
default gateway, editing  241
delete resource pool, vSphere distributed

switch  247
deleting, templates  104
dependent iSCSI, networking  308
dependent hardware iSCSI

and associated NICs  306
configuration workflow  304

deploying, OVF templates  131
device disconnection, preventing  63
DHCP settings  202
diagnostic partition, configuring  328
diagnostic bundles, generating  430
diagnostic data

creating report  430
export  430
exporting  430

direct access  67
direct console, redirecting to a serial port  21
directory server, viewing  75
directory service

Active Directory  74
configuring a host  74

DirectPath I/O, vMotion  251
DirectPath I/O Gen. 2  251
disable swapping to VSA datastores  339
disabling

Fault Tolerance  399
logging for guest operating systems  63
variable information size  62

disabling paths  333
discovery

address  314
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dynamic  314
static  315

Disk.EnableNaviReg  302
Disk.MaxLUN  320
disks

format  335
independent  188
inflate  335
limits  160
modes  159
shares  160
thick  99
thin  99
think vs. thick  100

distributed ports
blocked ports  277
blocking  277
failback  263
failover order  263
load balancing  263
monitoring  236
NetFlow  276
network failover detection  263
Network I/O Control  275
network resource pools  275
notify switches  263
port policies  277
properties  236
states  236
teaming and failover policies  263
traffic shaping policies  274
VLAN policies  265

distributed port groups
adding  41, 234
average bandwidth  273, 277
binding on host  42, 235
blocked ports  277
burst size  273, 277
config reset at disconnect  42, 235
description  41, 235
failover order  262, 277
failover policies  262, 277
forged transmits  269, 277
live port moving  42, 235
load balancing  262, 277
MAC address changes  269, 277
miscellaneous policies  277
name  41, 235
NetFlow  276, 277
Network I/O Control  275, 277
network resource pools  275, 277
notify switches  262, 277

number of ports  41, 235
override settings  42, 235
peak bandwidth  273, 277
port policies  277
port group type  41, 235
port name format  42, 235
promiscuous mode  269, 277
PVLAN  265, 277
QOS policies  265, 277
resource pool  246
security policy  269, 277
teaming policies  262, 277
traffic shaping  273, 277
virtual machines  244
VLAN policy  265, 277
VLAN trunking  265, 277

distributed switch
adding  228
adding a host to  40, 230
admin contact info  39, 232
Cisco Discovery Protocol  39, 232
hosts  231
IP address  39, 232
jumbo frames  249
maximum MTU  39, 232
maximum number of ports  39, 232
migrating virtual machines to or from  243
new resource pool  245
ports  231
resource pool settings  245
upgrading  233
virtual machines  243
virtual network adapter  241
virtual network adapters  239

DNS  293
DNS configuration

vApps  203
vSphere distributed switch  241

DNS lookup  385
downloading, diagnostic bundles  430
DPM  358, 364, 365
DRS

creating rules  368
disabling  361
fully automated  359
initial placement  358
load balancing  358
manual  359
migration  358
partially automated  359
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DRS groups
host  367
virtual machine  368

DRS clusters
adding managed hosts  361
adding unmanaged hosts  362
creating  359
managing resources with  358

DVD/CD-ROM, adding  165
dynamic discovery, configuring  314
dynamic discovery addresses  314

E
early binding port groups  41, 235
editing

host profile policies  213
host profiles  212
vApp properties  198, 199

EFI
changing boot delay  180
settings  180

email, content of vCenter Server
notifications  422

Email messages  27
enabling, host profile policy compliance

checks  215
Enhanced vMotion Compatibility, See EVC
Enhanced vMotion Compatibility (EVC)  359
enhanced vmxnet  248, 249
entering maintenance mode, host  363
environment variables, alarms  423, 424
error messages

Fault Tolerance  393
vSphere HA  385

errors, Fault Tolerance  403
EST  284
ESX Agent Manager  206
ESXi

adding users  68
authentication  67
rebooting  30
shutdown  30
syslog service  22, 64, 431
users  67

ESXi Shell
configuring  59
enabling  59
enabling with vSphere Client  59
setting availability timeout  59
setting idle timeout  59
timeouts  60

EVC
configuring  128
CPUID details  130

creating a cluster  126
enabling on a cluster  127
virtual ESXi host support  126

EVC modes
virtual machines  128
without 3DNow!  129

events
configuring retention policy  29
exporting  416
viewing  415

events,described  414
export license data  47
exporting

diagnostic data  430
host profiles  211
host users  69
lists  14
OVF templates  131, 132
virtual machines  132

Extensible Firmware Interface, See EFI
extensions, troubleshooting  19
extents

adding to datastore  326, 340
growing  326, 340

External Switch Tagging  284

F
failback  260, 262, 263, 277
failover  255, 257, 331
failover order, distributed port groups  262, 277
failover policies

distributed ports  263
distributed port groups  262, 277
port group  260
standard switches  258

fans, monitoring  408
Fault Tolerance

best practices  402
checklist  394
compliance check  397
disabling  399
enabling  395
error messages  393
errors  403
Log Bandwidth  400
logging  241, 395, 396
migrate secondary  399
networking configuration  395, 396
options  398
prerequisites  394
secondary location  400
test failover  399
test restart secondary  400

Index

VMware, Inc.  439



Total Secondary CPU  400
Total Secondary Memory  400
turning off  398
turning on  398
use cases  393
version  394
vLockstep Interval  400
vSphere configuration  394

Fault Tolerance status
Disabled  400
Need Secondary VM  400
Starting  400
VM not Running  400

Fibre Channel NPIV settings  157
filtering, lists  14
firewall, configure communication  30
firewall settings  58
firewalls

access for management agents  57
access for services  57

Flash Read Cache  158
floppy drives

adding  167
configuring  168

forced transmits  270
forged transmits  267, 269, 277
fully automated DRS  359

G
Getting Started tabs

disabling  13
restoring  13

grafted, resource pool  361, 362
groups

DRS host  367
DRS virtual machine  368
searching  76

guest customization
changing specifications  117
copying specifications  118
creating Linux specifications  113
creating Windows specifications  114, 116
exporting specifications  118
importing specifications  119
Linux customization during cloning or

deployment  111
removing specifications  118
requirements  107
scripts  108
specifications  113
Windows customization during cloning or

deployment  109
guest operating system,remove NIC  239

guest operating systems
changing  140
customization requirements  107
disabling logging  63
enabling copy and paste  62
limiting variable information size  62
selecting  87

H
hardware, virtual machine  135
hardware acceleration

about  333
enabling  334

hardware devices, SCSI controllers  163
hardware health, reset sensors  410
hardware iSCSI initiators

configuring  303
installing  303
setting up discovery addresses  314
viewing  303

Hardware Virtualization (HV)  394
health status, monitoring  409
host

entering maintenance mode  363
reference  217

host monitoring, enabling  388
host registration, disabling  302
host cache configuration  350
host configuration, advanced settings  302
host DRS groups  367
host health, reset sensors  410
host image profile acceptance level  23
host isolation response  389
Host Limitations, vSphere Client  21
host name, configuring  74
host networking, viewing  224
host power management, custom policy  346
host profile

attaching entities  215
SR-IOV  252, 253

host profiles
accessing  210
applying profiles  216, 217
attaching entities from host  216
attaching entities from Host Profile view  215
checking compliance  218, 219
creating  210
creating from host  211
creating from host profile view  211
editing a policy  213
editing profiles  212
enabling policy compliance checks  215
exporting  211
importing profiles  212
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managing profiles  215
updating from reference host  218
usage model  209

host profiles, cloning profiles  212
host profiles,import answer file  221
host security, virtual disk shrinking  61
host-local swap

DRS cluster  347
standalone host  348

hosts
adding  35
adding ESXi users  68
adding to a vSphere distributed switch  40,

230
adding to DRS clusters  361, 362
advanced attributes  383
clustering  85
configuring  21
connecting to vCenter Server  77
connecting virtual machines to  85
custom attributes  16
disconnecting  77
disconnecting from vCenter Server  77
ESXi  30
hardware monitoring  408
health status  409
managing  77
reconnecting  78
removing from a DRS cluster  364
removing from cluster  78
removing from vCenter Server  79
viable for migration  146
virtual machine swapfile location  348

hot add enablement  142, 149
hyperthreaded core sharing  145
hyperthreading

disabling  345
enabling  345
server configuration for  345

hyperthreading modes  345

I
idle session timeout  60
iLO, configuring  365
image files, ISO  166, 167
importing host profile  212
inbound traffic shaping  274
independent disks  188
independent hardware iSCSI adapters

change IP address  304
change name  304

information panels  15

initial placement  358
installing, plug-ins  18
Intelligent Platform Management Interface

(IPMI), configuring  365
inter-VM anti-affinity rules, creating  378
Internet Protocol version 6  283
intra-VM anti-affinity rules  379
inventory

organize  33
searching  15
selecting objects  18
topology maps  81

inventory objects, set alarm on  417
inventory panels  15
IOMMU  252
IP address

editing  241
vCenter Server  26

IP address configuration  202
IP addresses

adding allowed  58
generating with a script  108

IP pools  202
IP storage port groups, creating  225, 240
IPv4  385
IPv6  283, 385, 395
iSCSI initiators

configuring CHAP  316
configuring advanced parameters  318
hardware  303
setting up CHAP parameters  315

iSCSI networking
binding adapters  312
changing policy  312
creating a VMkernel interface  310

iSCSI SAN  394
ISO image files  166, 167
ISO images  402
isolation response, host  389

J
jumbo frames

enabling  249
enabling for dependent hardware iSCSI  313
enabling for software iSCSI  313
using with iSCSI  313
virtual machines  248, 249

L
late binding port groups  41, 235
Layer 2 security  267
Layer 2 security policy  267
License management  43, 45
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license key  43
License key  44
license report, export data  47
licenses

assigning  43
viewing  45

licensing
adding license keys  45, 47
assigning  46
per-processor  46

limiting users or groups  26
Link Layer Discovery Protocol  291–293
link status, standard switches  258
Linux

customizing during cloning or deployment  111
guest operating system customization  107
requirements for customization  107

lists
exporting  14
filtering  14

live port moving, distributed port groups  42, 235
LLDP, enable  292
load balancing

datastores  370
distributed port groups  262, 277

load balancing policies, standard switches  258
lockdown mode

enabling  60
vSphere Client  60

log detail, setting the log level  28
log files

collecting  432, 433
ESXi  433
export  430
external  430
turning off compression  433

logging
disabling for guest operating systems  63
enabling  180

Logging options, configuring  28
logging in, vSphere Client  12
logging out, vSphere Client  12
logical processors  345
logs

collecting  432
ESXi  430
vSphere Client  430

logs,system, See also troubleshooting
Long operations  28
LUNs, changing number scanned  320

M
MAC address

adjust allocation parameters  294
configuration  295

configuring  294
generation  294
prefix-based allocation  294
range-based allocation  294
static  295

MAC address changes  267, 269, 277
MAC addresses, assigning  151
Mail Sender settings, configuring  27
maintenance mode

datastores  373, 374
hosts  363
hosts entering  363
ignore affinity rules  374

management access, firewalls  57
management interface, securing  57
management network  385
managing, virtual machines  183
Managing  297
manual DRS  359
maps  81
mask values  146
maximum MTU  39, 232
maximum number of ports  39, 232
memory

affinity  149
allocation  148
calculating for video displays  169
health monitoring  408
hot adding  149
managing allocation  347
virtual  88

memory overcommitment  339
memory affinity, NUMA nodes  382
memory compression cache

disabling  350
enabling  350
set size  351

migrate secondary, Fault Tolerance  399
migrating

powered-off virtual machines  124
powered-on virtual machines  122
suspended virtual machines  124
virtual machine disks  123
virtual machines  121
virtual machines with Storage vMotion  123
with vMotion  122

migration, about  121
miscellaneous policies, distributed port

groups  277
modifying cluster settings  386
monitoring

Storage I/O Control  352
vSphere Client  405
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MTU  248
multipathing plug-ins, path claiming  331
multipathing state  332
multiple monitors, selecting  169

N
name-ip-generator  108
NetFlow

collector settings  291
configure  291
disable  276, 277
distributed ports  276
distributed port Groups  276, 277
enable  276, 277

network, SNMP traps  423
network adapters

distributed switch  239
viewing  224, 233
See also NICs

network association settings  203
network connections, create  310
network failover detection  260, 263
Network I/O Control  275
network partition  402
network resource management  245
network resource pools

distributed ports  275
distributed port groups  275, 277

networking
advanced  283
security policies  270

networking limitations, vSphere Client  223
networking policies

distributed switch  255
standard switch  255

networking configuration, Fault Tolerance  395,
396

networks
connecting  89
DHCP settings  202
health monitoring  408
IP address configuration  202
proxy server settings  203
resource pools  245
resource settings  245–247

new resource pool, distributed switch  245
New Virtual Machine wizard, opening  83
NFS storage, adding  322
NIC teaming, standard switches  258
NICs

adding to a vSphere distributed switch  238
assigning MAC addresses  151
configuring  151
guest operating system  239

mapping to VMkernel  311
remove from a vSphere distributed switch  239
remove from active virtual machine  239
removing from a vSphere distributed

switch  239
Spanning Tree protocol  89

NMP, path claiming  331
No Access role  71
Normal operations  28
notification emails, alarms  420
notification traps, alarms  420
notifications, See traps
notify switches  260, 262, 263, 277
NPIV

assigning WWNs  299
changing WWNs  300

NTP  74
NUMA

CPU affinity  381, 382
memory affinity  382
virtual  381

NX flag  146

O
objects, selecting  18
On-Demand Fault Tolerance  393
optical drives

connecting to client device  166
connecting to host device  166

outbound traffic shaping  274
OVA, selecting, See also OVF
override settings, distributed port groups  42, 235
OVF

defining environment properties  201
deploying templates  131
exporting templates  131, 132
folder location for files  132

P
panels  15
parallel ports

adding  156
changing  157

paravirtual SCSI controller  164
parent resource pool  354
partially automated DRS  359
passthrough device, add to a virtual

machine  251
path claiming  331
path failover  331
path management  331
path policies, changing defaults  333
paths, disabling  333
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PCI  250
PCI devices, snapshot support for  169
PCIe devices  252
peak bandwidth  271–274, 277
per-processor licensing  46
performance, advanced charts  405
performance charts

advanced charts
about  405
deleting views  407

customizing  406
exporting data  408
saving data to a file  407

permissions
administrator  70
and privileges  70
changing  70
overview  70
removing  71
root user  70
search  15
validating  70, 71
vpxuser  70

physical compatibility mode  93
physical network adapters

adding to a vSphere distributed switch  238
managing  238
removing  239

physical processors  345
planning a vSphere HA cluster  385
plug-ins

disabling  18
downloading  18
enabling  18
installing  18
managing  18
removing  19
troubleshooting  19
viewing installed  18

policies, CPU power management  346
port blocking  255
port configuration  227
port groups

failback  260
failover order  260
Layer 2 Security  268
load balancing  260
network failover detection  260
notify switches  260
traffic shaping  272

port mirroring
create  287
destinations  288–290

feature compatibility  285
LRO  285
name  287, 289
packet length  287
session types  285
sources  288–290
status  289
TSO  285
verify settings  288
version compatibility  285
VLAN  287, 289
vMotion  285

port name format, distributed port groups  42,
235

port policies, distributed port groups  277
ports

adding parallel  156
changing parallel  157
changing serial  155
parallel  152
serial  152
vSphere distributed switch  39, 232

power, health monitoring  408
power management policies, setting  346
power off

vApps  196
virtual machines  178

power on
vApps  195
virtual machines  178

power states, virtual machine  178
prefixed-based MAC address allocation  294
prerequisites, Fault Tolerance  394
printing, vSphere Client window  15
private VLAN

create  237
primary  237
removing  237, 238
secondary  238

privileges and permissions  70
processors

health monitoring  408
See also CPUs

profiles, managing  218
promiscuous mode  267, 269, 270, 277
properties, distributed ports  236
proxy server settings, networks  203
PVLAN  265
PVSCSI, See also paravirtual SCSI controller

Q
QOS policies, distributed port groups  265, 277
query limit  26
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R
range-based MAC address allocation  294
raw device mapping  330
raw device mappings  90, 93, 158, 159
RDM  394
RDMs, path management  331
Read Only role  71
receiver URL  27
recommendations, Storage DRS  374
reconnecting hosts  78
reference host  217
removing, plug-ins  19
renaming, templates  103
rescanning

datastores  319
storage adapters  319
storage devices  319

reset sensors, host health  410
resetting virtual machines  178
resignaturing  322
resource pools

adding virtual machines  357
creating  36, 355
deleting  358
editing attributes of  357
grafted  361, 362
networks  245
parent  354
removing  358
removing virtual machines  358
root resource pool  354
selecting  86
siblings  354

resource allocation settings, changing  344
resource management

customizing  383
hosts  343

resource maps
exporting  82
printing  82
setting maximum number of map objects  82
viewing  82

resource pool, distributed port groups  246
resource pool settings

distributed switch  245
vSphere distributed switch  247

resources, storage  410
restart settings, for virtual machines  178
resume

vApps  197
virtual machines  178

roles
Administrator  71
and permissions  71

cloning  72
copy  72
creating  72
default  71
editing  72
No Access  71
Read Only  71
removing  71, 73
renaming  73
security  71

root login, permissions  70
root resource pool  354
routing  293
Runtime Settings, configuring  26

S
SAN LUN  93
SAN LUNs  158, 159
SATA controllers

default behavior  161
maximum number of  161
node assignment  161
See also storage controllers

scanning, changing number  320
scheduled tasks

about  51
about canceling  54
canceling  51
clone virtual machine  98
creating  52
process rules  55
removing  54
rules  55

scheduling affinity  145
scratch partition,enabling  22
scripts, alarms  423, 424
SCSI

bus sharing  163
changing controller type  163
controllers, adding  163
devices, adding  168
devices, changing  169
paravirtual controllers  164
selecting controllers  90
supported controller types  163
VMware Paravirtual  90

SCSI controllers
adding  161
and virtual device nodes  161
default virtual hard disk assignments  161
maximum number of  161
types  161
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search, advanced  16
search lists, adjusting for large domains  76
searching

inventory objects  15
simple search  15

searching inventory, permissions  15
security, permissions  70
security policies, distributed ports  270
security policy

distributed port groups  269, 277
policy exceptions  267
virtual switches  267

selecting datastores  86
serial port, redirecting the direct console using

the vSphere Client  21
serial ports

adding  154
adding Firewall rule set  153
changing  155
conditions for network connections  153
conditions for physical connections  152
connection types  152

server configuration for hyperthreading  345
service startup

changing policy  58
setting options  58

service startup options, setting  58
services, syslogd  22, 64, 431
sessions

viewing  19
vSphere Client, terminating  19

set host to evaluation mode  44
settings, vCenter Server  21, 24
shares, Storage I/O Control  351
shares and limits, Storage I/O Control  352
sharing, disks  92
shutdown, settings for virtual machines  178
shutdown, settings, for virtual machines  183
siblings  354
simple search  15
Single Root I/O Virtualization  252
SMASH  408
SMTP

configuring  422
notification  27
server  27

snapshots
about  185
behavior  185
child  185
consolidating  192
Delete all option  191
Delete option  191
deleting  191

delta disks  185
exclude virtual disks from  188
GO to command  190
hierarchy  185
memory  187
parent  185
quiescing  188
quiescing virtual machine files  187
restoring  189, 190
revert to parent  190
reverting to  189
taking  187, 188
virtual machine activity  187
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About vSphere Resource Management

vSphere Resource Management describes resource management for VMware® ESXi and vCenter® Server
environments.

This documentation focuses on the following topics.

n Resource allocation and resource management concepts

n Virtual machine attributes and admission control

n Resource pools and how to manage them

n Clusters, vSphere® Distributed Resource Scheduler (DRS), vSphere Distributed Power Management
(DPM), and how to work with them

n Datastore clusters, Storage DRS, Storage I/O Control, and how to work with them

n Advanced resource management options

n Performance considerations

Intended Audience
This information is for system administrators who want to understand how the system manages resources
and how they can customize the default behavior. It’s also essential for anyone who wants to understand
and use resource pools, clusters, DRS, datastore clusters, Storage DRS, Storage I/O Control, or vSphere
DPM.

This documentation assumes you have a working knowledge of VMware ESXi and of vCenter  Server.
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Getting Started with Resource
Management 1

To understand resource management, you must be aware of its components, its goals, and how best to
implement it in a cluster setting.

Resource allocation settings for a virtual machine (shares, reservation, and limit) are discussed, including
how to set them and how to view them. Also, admission control, the process whereby resource allocation
settings are validated against existing resources is explained.

Resource management is the allocation of resources from resource providers to resource consumers.

The need for resource management arises from the overcommitment of resources—that is, more demand
than capacity and from the fact that demand and capacity vary over time. Resource management allows you
to dynamically reallocate resources, so that you can more efficiently use available capacity.

This chapter includes the following topics:

n “Resource Types,” on page 9

n “Resource Providers,” on page 9

n “Resource Consumers,” on page 10

n “Goals of Resource Management,” on page 10

Resource Types
Resources include CPU, memory, power, storage, and network resources.

NOTE   ESXi manages network bandwidth and disk resources on a per-host basis, using network traffic
shaping and a proportional share mechanism, respectively.

Resource Providers
Hosts and clusters, including datastore clusters, are providers of physical resources.

For hosts, available resources are the host’s hardware specification, minus the resources used by the
virtualization software.

A cluster is a group of hosts. You can create a cluster using vSphere Web Client, and add multiple hosts to
the cluster. vCenter Server manages these hosts’ resources jointly: the cluster owns all of the CPU and
memory of all hosts. You can enable the cluster for joint load balancing or failover. See Chapter 10,
“Creating a DRS Cluster,” on page 59 for more information.

A datastore cluster is a group of datastores. Like DRS clusters, you can create a datastore cluster using the
vSphere Web Client, and add multiple datstores to the cluster. vCenter Server manages the datastore
resources jointly. You can enable Storage DRS to balance I/O load and space utilization. See Chapter 12,
“Creating a Datastore Cluster,” on page 87.

VMware, Inc.  9



Resource Consumers
Virtual machines are resource consumers.

The default resource settings assigned during creation work well for most machines. You can later edit the
virtual machine settings to allocate a share-based percentage of the total CPU, memory, and storage I/O of
the resource provider or a guaranteed reservation of CPU and memory. When you power on that virtual
machine, the server checks whether enough unreserved resources are available and allows power on only if
there are enough resources. This process is called admission control.

A resource pool is a logical abstraction for flexible management of resources. Resource pools can be grouped
into hierarchies and used to hierarchically partition available CPU and memory resources. Accordingly,
resource pools can be considered both resource providers and consumers. They provide resources to child
resource pools and virtual machines, but are also resource consumers because they consume their parents’
resources. See Chapter 9, “Managing Resource Pools,” on page 51.

ESXi hosts allocate each virtual machine a portion of the underlying hardware resources based on a number
of factors:

n Resource limits defined by the user.

n Total available resources for the ESXi host (or the cluster).

n Number of virtual machines powered on and resource usage by those virtual machines.

n Overhead required to manage the virtualization.

Goals of Resource Management
When managing your resources, you should be aware of what your goals are.

In addition to resolving resource overcommitment, resource management can help you accomplish the
following:

n Performance Isolation—prevent virtual machines from monopolizing resources and guarantee
predictable service rates.

n Efficient Utilization—exploit undercommitted resources and overcommit with graceful degradation.

n Easy Administration—control the relative importance of virtual machines, provide flexible dynamic
partitioning, and meet absolute service-level agreements.

vSphere Resource Management
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Configuring Resource Allocation
Settings 2

When available resource capacity does not meet the demands of the resource consumers (and virtualization
overhead), administrators might need to customize the amount of resources that are allocated to virtual
machines or to the resource pools in which they reside.

Use the resource allocation settings (shares, reservation, and limit) to determine the amount of CPU,
memory, and storage resources provided for a virtual machine. In particular, administrators have several
options for allocating resources.

n Reserve the physical resources of the host or cluster.

n Set an upper bound on the resources that can be allocated to a virtual machine.

n Guarantee that a particular virtual machine is always allocated a higher percentage of the physical
resources than other virtual machines.

This chapter includes the following topics:

n “Resource Allocation Shares,” on page 11

n “Resource Allocation Reservation,” on page 12

n “Resource Allocation Limit,” on page 12

n “Resource Allocation Settings Suggestions,” on page 13

n “Edit Resource Settings,” on page 13

n “Changing Resource Allocation Settings—Example,” on page 14

n “Admission Control,” on page 15

Resource Allocation Shares
Shares specify the relative importance of a virtual machine (or resource pool). If a virtual machine has twice
as many shares of a resource as another virtual machine, it is entitled to consume twice as much of that
resource when these two virtual machines are competing for resources.

Shares are typically specified as High, Normal, or Low and these values specify share values with a 4:2:1
ratio, respectively. You can also select Custom to assign a specific number of shares (which expresses a
proportional weight) to each virtual machine.

Specifying shares makes sense only with regard to sibling virtual machines or resource pools, that is, virtual
machines or resource pools with the same parent in the resource pool hierarchy. Siblings share resources
according to their relative share values, bounded by the reservation and limit. When you assign shares to a
virtual machine, you always specify the priority for that virtual machine relative to other powered-on
virtual machines.
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The following table shows the default CPU and memory share values for a virtual machine. For resource
pools, the default CPU and memory share values are the same, but must be multiplied as if the resource
pool were a virtual machine with four virtual CPUs and 16 GB of memory.

Table 2‑1.  Share Values

Setting CPU share values Memory share values

High 2000 shares per virtual CPU 20 shares per megabyte of configured virtual
machine memory.

Normal 1000 shares per virtual CPU 10 shares per megabyte of configured virtual
machine memory.

Low 500 shares per virtual CPU 5 shares per megabyte of configured virtual machine
memory.

For example, an SMP virtual machine with two virtual CPUs and 1GB RAM with CPU and memory shares
set to Normal has 2x1000=2000 shares of CPU and 10x1024=10240 shares of memory.

NOTE   Virtual machines with more than one virtual CPU are called SMP (symmetric multiprocessing)
virtual machines. ESXi supports up to 128 virtual CPUs per virtual machine.

The relative priority represented by each share changes when a new virtual machine is powered on. This
affects all virtual machines in the same resource pool. All of the virtual machines have the same number of
virtual CPUs. Consider the following examples.

n Two CPU-bound virtual machines run on a host with 8GHz of aggregate CPU capacity. Their CPU
shares are set to Normal and get 4GHz each.

n A third CPU-bound virtual machine is powered on. Its CPU shares value is set to High, which means it
should have twice as many shares as the machines set to Normal. The new virtual machine receives
4GHz and the two other machines get only 2GHz each. The same result occurs if the user specifies a
custom share value of 2000 for the third virtual machine.

Resource Allocation Reservation
A reservation specifies the guaranteed minimum allocation for a virtual machine.

vCenter Server or ESXi allows you to power on a virtual machine only if there are enough unreserved
resources to satisfy the reservation of the virtual machine. The server guarantees that amount even when the
physical server is heavily loaded. The reservation is expressed in concrete units (megahertz or megabytes).

For example, assume you have 2GHz available and specify a reservation of 1GHz for VM1 and 1GHz for
VM2. Now each virtual machine is guaranteed to get 1GHz if it needs it. However, if VM1 is using only
500MHz, VM2 can use 1.5GHz.

Reservation defaults to 0. You can specify a reservation if you need to guarantee that the minimum required
amounts of CPU or memory are always available for the virtual machine.

Resource Allocation Limit
Limit specifies an upper bound for CPU, memory, or storage I/O resources that can be allocated to a virtual
machine.

A server can allocate more than the reservation to a virtual machine, but never allocates more than the limit,
even if there are unused resources on the system. The limit is expressed in concrete units (megahertz,
megabytes, or I/O operations per second).

CPU, memory, and storage I/O resource limits default to unlimited. When the memory limit is unlimited,
the amount of memory configured for the virtual machine when it was created becomes its effective limit.
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In most cases, it is not necessary to specify a limit. There are benefits and drawbacks:

n Benefits — Assigning a limit is useful if you start with a small number of virtual machines and want to
manage user expectations. Performance deteriorates as you add more virtual machines. You can
simulate having fewer resources available by specifying a limit.

n Drawbacks — You might waste idle resources if you specify a limit. The system does not allow virtual
machines to use more resources than the limit, even when the system is underutilized and idle
resources are available. Specify the limit only if you have good reasons for doing so.

Resource Allocation Settings Suggestions
Select resource allocation settings (reservation, limit and shares) that are appropriate for your ESXi
environment.

The following guidelines can help you achieve better performance for your virtual machines.

n Use Reservation to specify the minimum acceptable amount of CPU or memory, not the amount you
want to have available. The amount of concrete resources represented by a reservation does not change
when you change the environment, such as by adding or removing virtual machines. The host assigns
additional resources as available based on the limit for your virtual machine, the number of shares and
estimated demand.

n When specifying the reservations for virtual machines, do not commit all resources (plan to leave at
least 10% unreserved). As you move closer to fully reserving all capacity in the system, it becomes
increasingly difficult to make changes to reservations and to the resource pool hierarchy without
violating admission control. In a DRS-enabled cluster, reservations that fully commit the capacity of the
cluster or of individual hosts in the cluster can prevent DRS from migrating virtual machines between
hosts.

n If you expect frequent changes to the total available resources, use Shares to allocate resources fairly
across virtual machines. If you use Shares, and you upgrade the host, for example, each virtual machine
stays at the same priority (keeps the same number of shares) even though each share represents a larger
amount of memory, CPU, or storage I/O resources.

Edit Resource Settings
Use the Edit Resource Settings dialog box to change allocations for memory and CPU resources.

Procedure

1 Browse to the virtual machine in the vSphere Web Client navigator.

2 Right-click and select Edit Resource Settings.

3 Edit the CPU Resources.

Option Description

Shares CPU shares for this resource pool with respect to the parent’s total. Sibling
resource pools share resources according to their relative share values
bounded by the reservation and limit. Select Low, Normal, or High, which
specify share values respectively in a 1:2:4 ratio. Select Custom to give each
virtual machine a specific number of shares, which expresses a
proportional weight.

Reservation Guaranteed CPU allocation for this resource pool.

Limit Upper limit for this resource pool’s CPU allocation. Select Unlimited to
specify no upper limit.
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4 Edit the Memory Resources.

Option Description

Shares Memory shares for this resource pool with respect to the parent’s total.
Sibling resource pools share resources according to their relative share
values bounded by the reservation and limit. Select Low, Normal, or High,
which specify share values respectively in a 1:2:4 ratio. Select Custom to
give each virtual machine a specific number of shares, which expresses a
proportional weight.

Reservation Guaranteed memory allocation for this resource pool.

Limit Upper limit for this resource pool’s memory allocation. Select Unlimited to
specify no upper limit.

 
5 Click OK.

Changing Resource Allocation Settings—Example
The following example illustrates how you can change resource allocation settings to improve virtual
machine performance.

Assume that on an ESXi host, you have created two new virtual machines—one each for your QA (VM-QA)
and Marketing (VM-Marketing) departments.

Figure 2‑1.  Single Host with Two Virtual Machines

VM-QA

host

VM-Marketing

In the following example, assume that VM-QA is memory intensive and accordingly you want to change the
resource allocation settings for the two virtual machines to:

n Specify that, when system memory is overcommitted, VM-QA can use twice as much memory and CPU
as the Marketing virtual machine. Set the memory shares and CPU shares for VM-QA to High and for
VM-Marketing set them to Normal.

n Ensure that the Marketing virtual machine has a certain amount of guaranteed CPU resources. You can
do so using a reservation setting.

Procedure

1 Browse to the virtual machines in the vSphere Web Client navigator.

2 Right-click VM-QA, the virtual machine for which you want to change shares, and select Edit Settings.

3 Under Virtual Hardware, expand CPU and select High from the Shares drop-down menu.

4 Under Virtual Hardware, expand Memory and select High from the Shares drop-down menu.

5 Click OK.

6 Right-click the marketing virtual machine (VM-Marketing) and select Edit Settings.

7 Under Virtual Hardware, expand CPU and change the Reservation value to the desired number.

8 Click OK.
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If you select the cluster’s Resource Reservation tab and click CPU, you should see that shares for VM-QA
are twice that of the other virtual machine. Also, because the virtual machines have not been powered on,
the Reservation Used fields have not changed.

Admission Control
When you power on a virtual machine, the system checks the amount of CPU and memory resources that
have not yet been reserved. Based on the available unreserved resources, the system determines whether it
can guarantee the reservation for which the virtual machine is configured (if any). This process is called
admission control.

If enough unreserved CPU and memory are available, or if there is no reservation, the virtual machine is
powered on. Otherwise, an Insufficient Resources warning appears.

NOTE   In addition to the user-specified memory reservation, for each virtual machine there is also an
amount of overhead memory. This extra memory commitment is included in the admission control
calculation.

When the vSphere DPM feature is enabled, hosts might be placed in standby mode (that is, powered off) to
reduce power consumption. The unreserved resources provided by these hosts are considered available for
admission control. If a virtual machine cannot be powered on without these resources, a recommendation to
power on sufficient standby hosts is made.

Chapter 2 Configuring Resource Allocation Settings
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CPU Virtualization Basics 3
CPU virtualization emphasizes performance and runs directly on the processor whenever possible. The
underlying physical resources are used whenever possible and the virtualization layer runs instructions
only as needed to make virtual machines operate as if they were running directly on a physical machine.

CPU virtualization is not the same thing as emulation. ESXi does not use emulation to run virtual CPUs.
With emulation, all operations are run in software by an emulator. A software emulator allows programs to
run on a computer system other than the one for which they were originally written. The emulator does this
by emulating, or reproducing, the original computer’s behavior by accepting the same data or inputs and
achieving the same results. Emulation provides portability and runs software designed for one platform
across several platforms.

When CPU resources are overcommitted, the ESXi host time-slices the physical processors across all virtual
machines so each virtual machine runs as if it has its specified number of virtual processors. When an ESXi
host runs multiple virtual machines, it allocates to each virtual machine a share of the physical resources.
With the default resource allocation settings, all virtual machines associated with the same host receive an
equal share of CPU per virtual CPU. This means that a single-processor virtual machines is assigned only
half of the resources of a dual-processor virtual machine.

This chapter includes the following topics:

n “Software-Based CPU Virtualization,” on page 17

n “Hardware-Assisted CPU Virtualization,” on page 18

n “Virtualization and Processor-Specific Behavior,” on page 18

n “Performance Implications of CPU Virtualization,” on page 18

Software-Based CPU Virtualization
With software-based CPU virtualization, the guest application code runs directly on the processor, while the
guest privileged code is translated and the translated code executes on the processor.

The translated code is slightly larger and usually executes more slowly than the native version. As a result,
guest programs, which have a small privileged code component, run with speeds very close to native.
Programs with a significant privileged code component, such as system calls, traps, or page table updates
can run slower in the virtualized environment.
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Hardware-Assisted CPU Virtualization
Certain processors provide hardware assistance for CPU virtualization.

When using this assistance, the guest can use a separate mode of execution called guest mode. The guest
code, whether application code or privileged code, runs in the guest mode. On certain events, the processor
exits out of guest mode and enters root mode. The hypervisor executes in the root mode, determines the
reason for the exit, takes any required actions, and restarts the guest in guest mode.

When you use hardware assistance for virtualization, there is no need to translate the code. As a result,
system calls or trap-intensive workloads run very close to native speed. Some workloads, such as those
involving updates to page tables, lead to a large number of exits from guest mode to root mode. Depending
on the number of such exits and total time spent in exits, hardware-assisted CPU virtualization can speed up
execution significantly.

Virtualization and Processor-Specific Behavior
Although VMware software virtualizes the CPU, the virtual machine detects the specific model of the
processor on which it is running.

Processor models might differ in the CPU features they offer, and applications running in the virtual
machine can make use of these features. Therefore, it is not possible to use vMotion® to migrate virtual
machines between systems running on processors with different feature sets. You can avoid this restriction,
in some cases, by using Enhanced vMotion Compatibility (EVC) with processors that support this feature.
See the vCenter Server and Host Management documentation for more information.

Performance Implications of CPU Virtualization
CPU virtualization adds varying amounts of overhead depending on the workload and the type of
virtualization used.

An application is CPU-bound if it spends most of its time executing instructions rather than waiting for
external events such as user interaction, device input, or data retrieval. For such applications, the CPU
virtualization overhead includes the additional instructions that must be executed. This overhead takes CPU
processing time that the application itself can use. CPU virtualization overhead usually translates into a
reduction in overall performance.

For applications that are not CPU-bound, CPU virtualization likely translates into an increase in CPU use. If
spare CPU capacity is available to absorb the overhead, it can still deliver comparable performance in terms
of overall throughput.

ESXi supports up to 128 virtual processors (CPUs) for each virtual machine.

NOTE   Deploy single-threaded applications on uniprocessor virtual machines, instead of on SMP virtual
machines that have multiple CPUs, for the best performance and resource use.

Single-threaded applications can take advantage only of a single CPU. Deploying such applications in dual-
processor virtual machines does not speed up the application. Instead, it causes the second virtual CPU to
use physical resources that other virtual machines could otherwise use.
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Administering CPU Resources 4
You can configure virtual machines with one or more virtual processors, each with its own set of registers
and control structures.

When a virtual machine is scheduled, its virtual processors are scheduled to run on physical processors. The
VMkernel Resource Manager schedules the virtual CPUs on physical CPUs, thereby managing the virtual
machine’s access to physical CPU resources. ESXi supports virtual machines with up to 128 virtual CPUs.

This chapter includes the following topics:

n “View Processor Information,” on page 19

n “Specifying CPU Configuration,” on page 19

n “Multicore Processors,” on page 20

n “Hyperthreading,” on page 20

n “Using CPU Affinity,” on page 22

n “Host Power Management Policies,” on page 23

View Processor Information
You can access information about current CPU configuration in the vSphere Web Client.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Select Processors to view the information about the number and type of physical processors and the
number of logical processors.

NOTE   In hyperthreaded systems, each hardware thread is a logical processor. For example, a dual-core
processor with hyperthreading enabled has two cores and four logical processors.

Specifying CPU Configuration
You can specify CPU configuration to improve resource management. However, if you do not customize
CPU configuration, the ESXi host uses defaults that work well in most situations.

You can specify CPU configuration in the following ways:

n Use the attributes and special features available through the vSphere Web Client. The
vSphere Web Client allows you to connect to the ESXi host or a vCenter Server system.
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n Use advanced settings under certain circumstances.

n Use the vSphere SDK for scripted CPU allocation.

n Use hyperthreading.

Multicore Processors
Multicore processors provide many advantages for a host performing multitasking of virtual machines.

Intel and AMD have each developed processors which combine two or more processor cores into a single
integrated circuit (often called a package or socket). VMware uses the term socket to describe a single
package which can have one or more processor cores with one or more logical processors in each core.

A dual-core processor, for example, can provide almost double the performance of a single-core processor,
by allowing two virtual CPUs to execute at the same time. Cores within the same processor are typically
configured with a shared last-level cache used by all cores, potentially reducing the need to access slower
main memory. A shared memory bus that connects a physical processor to main memory can limit
performance of its logical processors if the virtual machines running on them are running memory-intensive
workloads which compete for the same memory bus resources.

Each logical processor of each processor core can be used independently by the ESXi CPU scheduler to
execute virtual machines, providing capabilities similar to SMP systems. For example, a two-way virtual
machine can have its virtual processors running on logical processors that belong to the same core, or on
logical processors on different physical cores.

The ESXi CPU scheduler can detect the processor topology and the relationships between processor cores
and the logical processors on them. It uses this information to schedule virtual machines and optimize
performance.

The ESXi CPU scheduler can interpret processor topology, including the relationship between sockets, cores,
and logical processors. The scheduler uses topology information to optimize the placement of virtual CPUs
onto different sockets to maximize overall cache utilization, and to improve cache affinity by minimizing
virtual CPU migrations.

In some cases, such as when an SMP virtual machine exhibits significant data sharing between its virtual
CPUs, this default behavior might be sub-optimal. For such workloads, it can be beneficial to schedule all of
the virtual CPUs on the same socket, with a shared last-level cache, even when the ESXi host is
undercommitted. In such scenarios, you can override the default behavior of spreading virtual CPUs across
packages by including the following configuration option in the virtual machine's .vmx configuration file:
sched.cpu.vsmpConsolidate="TRUE".

Hyperthreading
Hyperthreading technology allows a single physical processor core to behave like two logical processors.
The processor can run two independent applications at the same time. To avoid confusion between logical
and physical processors, Intel refers to a physical processor as a socket, and the discussion in this chapter
uses that terminology as well.

Intel Corporation developed hyperthreading technology to enhance the performance of its Pentium IV and
Xeon processor lines. Hyperthreading technology allows a single processor core to execute two independent
threads simultaneously.
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While hyperthreading does not double the performance of a system, it can increase performance by better
utilizing idle resources leading to greater throughput for certain important workload types. An application
running on one logical processor of a busy core can expect slightly more than half of the throughput that it
obtains while running alone on a non-hyperthreaded processor. Hyperthreading performance
improvements are highly application-dependent, and some applications might see performance degradation
with hyperthreading because many processor resources (such as the cache) are shared between logical
processors.

NOTE   On processors with Intel Hyper-Threading technology, each core can have two logical processors
which share most of the core's resources, such as memory caches and functional units. Such logical
processors are usually called threads.

Many processors do not support hyperthreading and as a result have only one thread per core. For such
processors, the number of cores also matches the number of logical processors. The following processors
support hyperthreading and have two threads per core.

n Processors based on the Intel Xeon 5500 processor microarchitecture.

n Intel Pentium 4 (HT-enabled)

n Intel Pentium EE 840 (HT-enabled)

Hyperthreading and ESXi Hosts
A host that is enabled for hyperthreading should behave similarly to a host without hyperthreading. You
might need to consider certain factors if you enable hyperthreading, however.

ESXi hosts manage processor time intelligently to guarantee that load is spread smoothly across processor
cores in the system. Logical processors on the same core have consecutive CPU numbers, so that CPUs 0 and
1 are on the first core together, CPUs 2 and 3 are on the second core, and so on. Virtual machines are
preferentially scheduled on two different cores rather than on two logical processors on the same core.

If there is no work for a logical processor, it is put into a halted state, which frees its execution resources and
allows the virtual machine running on the other logical processor on the same core to use the full execution
resources of the core. The VMware scheduler properly accounts for this halt time, and charges a virtual
machine running with the full resources of a core more than a virtual machine running on a half core. This
approach to processor management ensures that the server does not violate any of the standard ESXi
resource allocation rules.

Consider your resource management needs before you enable CPU affinity on hosts using hyperthreading.
For example, if you bind a high priority virtual machine to CPU 0 and another high priority virtual machine
to CPU 1, the two virtual machines have to share the same physical core. In this case, it can be impossible to
meet the resource demands of these virtual machines. Ensure that any custom affinity settings make sense
for a hyperthreaded system.

Enable Hyperthreading
To enable hyperthreading, you must first enable it in your system's BIOS settings and then turn it on in the
vSphere Web Client. Hyperthreading is enabled by default.

Consult your system documentation to determine whether your CPU supports hyperthreading.

Procedure

1 Ensure that your system supports hyperthreading technology.

2 Enable hyperthreading in the system BIOS.

Some manufacturers label this option Logical Processor, while others call it Enable Hyperthreading.
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3 Ensure that hyperthreading is enabled for the ESXi host.

a Browse to the host in the vSphere Web Client navigator.

b Click the Manage tab and click Settings.

c Under System, click Advanced System Settings and select VMkernel.Boot.hyperthreading.

Hyperthreading is enabled if the value is true.

4 Under Hardware, click Processors to view the number of Logical processors.

Hyperthreading is enabled.

Using CPU Affinity
By specifying a CPU affinity setting for each virtual machine, you can restrict the assignment of virtual
machines to a subset of the available processors in multiprocessor systems. By using this feature, you can
assign each virtual machine to processors in the specified affinity set.

CPU affinity specifies virtual machine-to-processor placement constraints and is different from the
relationship created by a VM-VM or VM-Host affinity rule, which specifies virtual machine-to-virtual
machine host placement constraints.

In this context, the term CPU refers to a logical processor on a hyperthreaded system and refers to a core on
a non-hyperthreaded system.

The CPU affinity setting for a virtual machine applies to all of the virtual CPUs associated with the virtual
machine and to all other threads (also known as worlds) associated with the virtual machine. Such virtual
machine threads perform processing required for emulating mouse, keyboard, screen, CD-ROM, and
miscellaneous legacy devices.

In some cases, such as display-intensive workloads, significant communication might occur between the
virtual CPUs and these other virtual machine threads. Performance might degrade if the virtual machine's
affinity setting prevents these additional threads from being scheduled concurrently with the virtual
machine's virtual CPUs. Examples of this include a uniprocessor virtual machine with affinity to a single
CPU or a two-way SMP virtual machine with affinity to only two CPUs.

For the best performance, when you use manual affinity settings, VMware recommends that you include at
least one additional physical CPU in the affinity setting to allow at least one of the virtual machine's threads
to be scheduled at the same time as its virtual CPUs. Examples of this include a uniprocessor virtual
machine with affinity to at least two CPUs or a two-way SMP virtual machine with affinity to at least three
CPUs.

Assign a Virtual Machine to a Specific Processor
Using CPU affinity, you can assign a virtual machine to a specific processor. This allows you to restrict the
assignment of virtual machines to a specific available processor in multiprocessor systems.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Under Virtual Hardware, expand CPU.
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4 Under Scheduling Affinity, select physical processor affinity for the virtual machine.

Use '-' for ranges and ',' to separate values.

For example, "0, 2, 4-7" would indicate processors 0, 2, 4, 5, 6 and 7.

5 Select the processors where you want the virtual machine to run and click OK.

Potential Issues with CPU Affinity
Before you use CPU affinity, you might need to consider certain issues.

Potential issues with CPU affinity include:

n For multiprocessor systems, ESXi systems perform automatic load balancing. Avoid manual
specification of virtual machine affinity to improve the scheduler’s ability to balance load across
processors.

n Affinity can interfere with the ESXi host’s ability to meet the reservation and shares specified for a
virtual machine.

n Because CPU admission control does not consider affinity, a virtual machine with manual affinity
settings might not always receive its full reservation.

Virtual machines that do not have manual affinity settings are not adversely affected by virtual
machines with manual affinity settings.

n When you move a virtual machine from one host to another, affinity might no longer apply because the
new host might have a different number of processors.

n The NUMA scheduler might not be able to manage a virtual machine that is already assigned to certain
processors using affinity.

n Affinity can affect the host's ability to schedule virtual machines on multicore or hyperthreaded
processors to take full advantage of resources shared on such processors.

Host Power Management Policies
ESXi can take advantage of several power management features that the host hardware provides to adjust
the trade-off between performance and power use. You can control how ESXi uses these features by
selecting a power management policy.

In general, selecting a high-performance policy provides more absolute performance, but at lower efficiency
(performance per watt). Lower-power policies provide less absolute performance, but at higher efficiency.

ESXi provides five power management policies. If the host does not support power management, or if the
BIOS settings specify that the host operating system is not allowed to manage power, only the Not
Supported policy is available.

You select a policy for a host using the vSphere Web Client. If you do not select a policy, ESXi uses Balanced
by default.

Table 4‑1.  CPU Power Management Policies

Power Management Policy Description

Not supported The host does not support any power management features
or power management is not enabled in the BIOS.

High Performance The VMkernel detects certain power management features,
but will not use them unless the BIOS requests them for
power capping or thermal events.

Balanced (Default) The VMkernel uses the available power management
features conservatively to reduce host energy consumption
with minimal compromise to performance.
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Table 4‑1.  CPU Power Management Policies (Continued)

Power Management Policy Description

Low Power The VMkernel aggressively uses available power
management features to reduce host energy consumption
at the risk of lower performance.

Custom The VMkernel bases its power management policy on the
values of several advanced configuration parameters. You
can set these parameters in the vSphere Web Client
Advanced Settings dialog box.

When a CPU runs at lower frequency, it can also run at lower voltage, which saves power. This type of
power management is typically called Dynamic Voltage and Frequency Scaling (DVFS). ESXi attempts to
adjust CPU frequencies so that virtual machine performance is not affected.

When a CPU is idle, ESXi can take advantage of deep halt states (known as C-states). The deeper the C-state,
the less power the CPU uses, but the longer it takes for the CPU to resume running. When a CPU becomes
idle, ESXi applies an algorithm to predict how long it will be in an idle state and chooses an appropriate C-
state to enter. In power management policies that do not use deep C-states, ESXi uses only the shallowest
halt state (C1) for idle CPUs.

Select a CPU Power Management Policy
You set the CPU power management policy for a host using the vSphere Web Client.

Prerequisites

Verify that the BIOS settings on the host system allow the operating system to control power management
(for example, OS Controlled).

NOTE   Some systems have Processor Clocking Control (PCC) technology, which allows ESXi to manage
power on the host system even if the host BIOS settings do not specify OS Controlled mode. With this
technology, ESXi does not manage P-states directly. Instead, the host cooperates with the BIOS to determine
the processor clock rate. HP systems that support this technology have a BIOS setting called Cooperative
Power Management that is enabled by default.

If the host hardware does not allow the operating system to manage power, only the Not Supported policy
is available. (On some systems, only the High Performance policy is available.)

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Hardware, select Power Management and click the Edit button.

4 Select a power management policy for the host and click OK.

The policy selection is saved in the host configuration and can be used again at boot time. You can
change it at any time, and it does not require a server reboot.

Configure Custom Policy Parameters for Host Power Management
When you use the Custom policy for host power management, ESXi bases its power management policy on
the values of several advanced configuration parameters.

Prerequisites

Select Custom for the power management policy, as described in “Select a CPU Power Management
Policy,” on page 24.
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Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, select Advanced System Settings.

4 In the right pane, you can edit the power management parameters that affect the Custom policy.

Power management parameters that affect the Custom policy have descriptions that begin with In
Custom policy. All other power parameters affect all power management policies.

5 Select the parameter and click the Edit button.

NOTE   The default values of power management parameters match the Balanced policy.

Parameter Description

Power.UsePStates Use ACPI P-states to save power when the processor is busy.

Power.MaxCpuLoad Use P-states to save power on a CPU only when the CPU is busy for less
than the given percentage of real time.

Power.MinFreqPct Do not use any P-states slower than the given percentage of full CPU
speed.

Power.UseStallCtr Use a deeper P-state when the processor is frequently stalled waiting for
events such as cache misses.

Power.TimerHz Controls how many times per second ESXi reevaluates which P-state each
CPU should be in.

Power.UseCStates Use deep ACPI C-states (C2 or below) when the processor is idle.

Power.CStateMaxLatency Do not use C-states whose latency is greater than this value.

Power.CStateResidencyCoef When a CPU becomes idle, choose the deepest C-state whose latency
multiplied by this value is less than the host's prediction of how long the
CPU will remain idle. Larger values make ESXi more conservative about
using deep C-states, while smaller values are more aggressive.

Power.CStatePredictionCoef A parameter in the ESXi algorithm for predicting how long a CPU that
becomes idle will remain idle. Changing this value is not recommended.

Power.PerfBias Performance Energy Bias Hint (Intel-only). Sets an MSR on Intel processors
to an Intel-recommended value. Intel recommends 0 for high performance,
6 for balanced, and 15 for low power. Other values are undefined.

 
6 Click OK.
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Memory Virtualization Basics 5
Before you manage memory resources, you should understand how they are being virtualized and used by
ESXi.

The VMkernel manages all physical RAM on the host. The VMkernel dedicates part of this managed
physical RAM for its own use. The rest is available for use by virtual machines.

The virtual and physical memory space is divided into blocks called pages. When physical memory is full,
the data for virtual pages that are not present in physical memory are stored on disk. Depending on
processor architecture, pages are typically 4 KB or 2 MB. See “Advanced Memory Attributes,” on page 112.

This chapter includes the following topics:

n “Virtual Machine Memory,” on page 27

n “Memory Overcommitment,” on page 28

n “Memory Sharing,” on page 28

n “Types of Memory Virtualization,” on page 29

Virtual Machine Memory
Each virtual machine consumes memory based on its configured size, plus additional overhead memory for
virtualization.

The configured size is the amount of memory that is presented to the guest operating system. This is
different from the amount of physical RAM that is allocated to the virtual machine. The latter depends on
the resource settings (shares, reservation, limit) and the level of memory pressure on the host.

For example, consider a virtual machine with a configured size of 1GB. When the guest operating system
boots, it detects that it is running on a dedicated machine with 1GB of physical memory. In some cases, the
virtual machine might be allocated the full 1GB. In other cases, it might receive a smaller allocation.
Regardless of the actual allocation, the guest operating system continues to behave as though it is running
on a dedicated machine with 1GB of physical memory.

Shares Specify the relative priority for a virtual machine if more than the reservation
is available.

Reservation Is a guaranteed lower bound on the amount of physical RAM that the host
reserves for the virtual machine, even when memory is overcommitted. Set
the reservation to a level that ensures the virtual machine has sufficient
memory to run efficiently, without excessive paging.
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After a virtual machine consumes all of the memory within its reservation, it
is allowed to retain that amount of memory and this memory is not
reclaimed, even if the virtual machine becomes idle. Some guest operating
systems (for example, Linux) might not access all of the configured memory
immediately after booting. Until the virtual machines consumes all of the
memory within its reservation, VMkernel can allocate any unused portion of
its reservation to other virtual machines. However, after the guest’s
workload increases and the virtual machine consumes its full reservation, it
is allowed to keep this memory.

Limit Is an upper bound on the amount of physical RAM that the host can allocate
to the virtual machine. The virtual machine’s memory allocation is also
implicitly limited by its configured size.

Memory Overcommitment
For each running virtual machine, the system reserves physical RAM for the virtual machine’s reservation
(if any) and for its virtualization overhead.

The total configured memory sizes of all virtual machines may exceed the amount of available physical
memory on the host. However, it doesn't necessarily mean memory is overcommitted. Memory is
overcommitted when the combined working memory footprint of all virtual machines exceed that of the
host memory sizes.

Because of the memory management techniques the ESXi host uses, your virtual machines can use more
virtual RAM than there is physical RAM available on the host. For example, you can have a host with 2GB
memory and run four virtual machines with 1GB memory each. In that case, the memory is overcommitted.
For instance, if all four virtual machines are idle, the combined consumed memory may be well below 2GB.
However, if all 4GB virtual machines are actively consuming memory, then their memory footprint may
exceed 2GB and the ESXi host will become overcommitted.

Overcommitment makes sense because, typically, some virtual machines are lightly loaded while others are
more heavily loaded, and relative activity levels vary over time.

To improve memory utilization, the ESXi host transfers memory from idle virtual machines to virtual
machines that need more memory. Use the Reservation or Shares parameter to preferentially allocate
memory to important virtual machines. This memory remains available to other virtual machines if it is not
in use. ESXi implements various mechanisms such as ballooning, memory sharing, memory compression
and swapping to provide reasonable performance even if the host is not heavily memory overcommitted.

An ESXi host can run out of memory if virtual machines consume all reservable memory in a memory
overcommitted environment. Although the powered on virtual machines are not affected, a new virtual
machine might fail to power on due to lack of memory.

NOTE   All virtual machine memory overhead is also considered reserved.

In addition, memory compression is enabled by default on ESXi hosts to improve virtual machine
performance when memory is overcommitted as described in “Memory Compression,” on page 41.

Memory Sharing
Many workloads present opportunities for sharing memory across virtual machines.

For example, several virtual machines might be running instances of the same guest operating system, have
the same applications or components loaded, or contain common data. ESXi systems use a proprietary page-
sharing technique to securely eliminate redundant copies of memory pages.
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With memory sharing, a workload consisting of multiple virtual machines often consumes less memory
than it would when running on physical machines. As a result, the system can efficiently support higher
levels of overcommitment.

The amount of memory saved by memory sharing depends on workload characteristics. A workload of
many nearly identical virtual machines might free up more than thirty percent of memory, while a more
diverse workload might result in savings of less than five percent of memory.

Types of Memory Virtualization
There are two types of memory virtualization: Software-based and hardware-assisted memory
virtualization.

Because of the extra level of memory mapping introduced by virtualization, ESXi can effectively manage
memory across all virtual machines. Some of the physical memory of a virtual machine might be mapped to
shared pages or to pages that are unmapped, or swapped out.

A host performs virtual memory management without the knowledge of the guest operating system and
without interfering with the guest operating system’s own memory management subsystem.

The VMM for each virtual machine maintains a mapping from the guest operating system's physical
memory pages to the physical memory pages on the underlying machine. (VMware refers to the underlying
host physical pages as “machine” pages and the guest operating system’s physical pages as “physical”
pages.)

Each virtual machine sees a contiguous, zero-based, addressable physical memory space. The underlying
machine memory on the server used by each virtual machine is not necessarily contiguous.

For both software-based and hardware-assisted memory virtualization, the guest virtual to guest physical
addresses are managed by the guest operating system. The hypervisor is only responsible for translating the
guest physical addresses to machine addresses. Software-based memory virtualization combines the guest's
virtual to machine addresses in software and saves them in the shadow page tables managed by the
hypervisor. Hardware-assisted memory virtualization utilizes the hardware facility to generate the
combined mappings with the guest's page tables and the nested page tables maintained by the hypervisor.

The diagram illustrates the ESXi implementation of memory virtualization.

Figure 5‑1.  ESXi Memory Mapping
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n The boxes represent pages, and the arrows show the different memory mappings.

n The arrows from guest virtual memory to guest physical memory show the mapping maintained by the
page tables in the guest operating system. (The mapping from virtual memory to linear memory for
x86-architecture processors is not shown.)

n The arrows from guest physical memory to machine memory show the mapping maintained by the
VMM.

n The dashed arrows show the mapping from guest virtual memory to machine memory in the shadow
page tables also maintained by the VMM. The underlying processor running the virtual machine uses
the shadow page table mappings.
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Software-Based Memory Virtualization
ESXi virtualizes guest physical memory by adding an extra level of address translation.

n The VMM maintains the combined virtual-to-machine page mappings in the shadow page tables. The
shadow page tables are kept up to date with the guest operating system's virtual-to-physical mappings
and physical-to-machine mappings maintained by the VMM.

n The VMM intercepts virtual machine instructions that manipulate guest operating system memory
management structures so that the actual memory management unit (MMU) on the processor is not
updated directly by the virtual machine.

n The shadow page tables are used directly by the processor's paging hardware.

n There is non-trivial computation overhead for maintaining the coherency of the shadow page tables.
The overhead is more pronounced when the number of virtual CPUs increases.

This approach to address translation allows normal memory accesses in the virtual machine to execute
without adding address translation overhead, after the shadow page tables are set up. Because the
translation look-aside buffer (TLB) on the processor caches direct virtual-to-machine mappings read from
the shadow page tables, no additional overhead is added by the VMM to access the memory. Note that
software MMU has a higher overhead memory requirement than hardware MMU. Hence, in order to
support software MMU, the maximum overhead supported for virtual machines in the VMkernel needs to
be increased. In some cases, software memory virtualization may have some performance benefit over
hardware-assisted approach if the workload induces a huge amount of TLB misses.

Performance Considerations
The use of two sets of page tables has these performance implications.

n No overhead is incurred for regular guest memory accesses.

n Additional time is required to map memory within a virtual machine, which happens when:

n The virtual machine operating system is setting up or updating virtual address to physical address
mappings.

n The virtual machine operating system is switching from one address space to another (context
switch).

n Like CPU virtualization, memory virtualization overhead depends on workload.

Hardware-Assisted Memory Virtualization
Some CPUs, such as AMD SVM-V and the Intel Xeon 5500 series, provide hardware support for memory
virtualization by using two layers of page tables.

The first layer of page tables stores guest virtual-to-physical translations, while the second layer of page
tables stores guest physical-to-machine translation. The TLB (translation look-aside buffer) is a cache of
translations maintained by the processor's memory management unit (MMU) hardware. A TLB miss is a
miss in this cache and the hardware needs to go to memory (possibly many times) to find the required
translation. For a TLB miss to a certain guest virtual address, the hardware looks at both page tables to
translate guest virtual address to machine address. The first layer of page tables is maintained by the guest
operating system. The VMM only maintains the second layer of page tables.

Performance Considerations
When you use hardware assistance, you eliminate the overhead for software memory virtualization. In
particular, hardware assistance eliminates the overhead required to keep shadow page tables in
synchronization with guest page tables. However, the TLB miss latency when using hardware assistance is
significantly higher. By default the hypervisor uses large pages in hardware assisted modes to reduce the
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cost of TLB misses. As a result, whether or not a workload benefits by using hardware assistance primarily
depends on the overhead the memory virtualization causes when using software memory virtualization. If a
workload involves a small amount of page table activity (such as process creation, mapping the memory, or
context switches), software virtualization does not cause significant overhead. Conversely, workloads with a
large amount of page table activity are likely to benefit from hardware assistance.

The performance of hardware MMU has improved since it was first introduced with extensive caching
implemented in hardware. Using software memory virtualization techniques, the frequency of context
switches in a typical guest may happen from 100 to 1000 times per second. Each context switch will trap the
VMM in software MMU. Hardware MMU approaches avoid this issue.

By default the hypervisor uses large pages in hardware assisted modes to reduce the cost of TLB misses. The
best performance is achieved by using large pages in both guest virtual to guest physical and guest physical
to machine address translations.

The option LPage.LPageAlwaysTryForNPT can change the policy for using large pages in guest physical to
machine address translations. For more information, see “Advanced Memory Attributes,” on page 112.

NOTE   Binary translation only works with software-based memory virtualization.
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Administering Memory Resources 6
Using the vSphere Web Client you can view information about and make changes to memory allocation
settings. To administer your memory resources effectively, you must also be familiar with memory
overhead, idle memory tax, and how ESXi hosts reclaim memory.

When administering memory resources, you can specify memory allocation. If you do not customize
memory allocation, the ESXi host uses defaults that work well in most situations.

You can specify memory allocation in several ways.

n Use the attributes and special features available through the vSphere Web Client. The
vSphere Web Client allows you to connect to the ESXi host or vCenter Server system.

n Use advanced settings.

n Use the vSphere SDK for scripted memory allocation.

This chapter includes the following topics:

n “Understanding Memory Overhead,” on page 33

n “How ESXi Hosts Allocate Memory,” on page 34

n “Memory Reclamation,” on page 35

n “Using Swap Files,” on page 36

n “Sharing Memory Across Virtual Machines,” on page 40

n “Memory Compression,” on page 41

n “Measuring and Differentiating Types of Memory Usage,” on page 42

n “Memory Reliability,” on page 43

n “About System Swap,” on page 43

Understanding Memory Overhead
Virtualization of memory resources has some associated overhead.

ESXi virtual machines can incur two kinds of memory overhead.

n The additional time to access memory within a virtual machine.

n The extra space needed by the ESXi host for its own code and data structures, beyond the memory
allocated to each virtual machine.
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ESXi memory virtualization adds little time overhead to memory accesses. Because the processor's paging
hardware uses page tables (shadow page tables for software-based approach or two level page tables for
hardware-assisted approach) directly, most memory accesses in the virtual machine can execute without
address translation overhead.

The memory space overhead has two components.

n A fixed, system-wide overhead for the VMkernel.

n Additional overhead for each virtual machine.

Overhead memory includes space reserved for the virtual machine frame buffer and various virtualization
data structures, such as shadow page tables. Overhead memory depends on the number of virtual CPUs
and the configured memory for the guest operating system.

Overhead Memory on Virtual Machines
Virtual machines require a certain amount of available overhead memory to power on. You should be aware
of the amount of this overhead.

The following table lists the amount of overhead memory a virtual machine requires to power on. After a
virtual machine is running, the amount of overhead memory it uses might differ from the amount listed in
the table. The sample values were collected with VMX swap enabled and hardware MMU enabled for the
virtual machine. (VMX swap is enabled by default.)

NOTE   The table provides a sample of overhead memory values and does not attempt to provide
information about all possible configurations. You can configure a virtual machine to have up to 128 virtual
CPUs, depending on the number of licensed CPUs on the host and the number of CPUs that the guest
operating system supports.

Table 6‑1.  Sample Overhead Memory on Virtual Machines

Memory (MB) 1 VCPU 2 VCPUs 4 VCPUs 8 VCPUs

256 20.29 24.28 32.23 48.16

1024 25.90 29.91 37.86 53.82

4096 48.64 52.72 60.67 76.78

16384 139.62 143.98 151.93 168.60

How ESXi Hosts Allocate Memory
A host allocates the memory specified by the Limit parameter to each virtual machine, unless memory is
overcommitted. ESXi never allocates more memory to a virtual machine than its specified physical memory
size.

For example, a 1GB virtual machine might have the default limit (unlimited) or a user-specified limit (for
example 2GB). In both cases, the ESXi host never allocates more than 1GB, the physical memory size that
was specified for it.

When memory is overcommitted, each virtual machine is allocated an amount of memory somewhere
between what is specified by Reservation and what is specified by Limit. The amount of memory granted to
a virtual machine above its reservation usually varies with the current memory load.

A host determines allocations for each virtual machine based on the number of shares allocated to it and an
estimate of its recent working set size.

n Shares — ESXi hosts use a modified proportional-share memory allocation policy. Memory shares
entitle a virtual machine to a fraction of available physical memory.
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n Working set size — ESXi hosts estimate the working set for a virtual machine by monitoring memory
activity over successive periods of virtual machine execution time. Estimates are smoothed over several
time periods using techniques that respond rapidly to increases in working set size and more slowly to
decreases in working set size.

This approach ensures that a virtual machine from which idle memory is reclaimed can ramp up
quickly to its full share-based allocation when it starts using its memory more actively.

Memory activity is monitored to estimate the working set sizes for a default period of 60 seconds. To
modify this default , adjust the Mem.SamplePeriod advanced setting. See “Set Advanced Host
Attributes,” on page 111.

Memory Tax for Idle Virtual Machines
If a virtual machine is not actively using all of its currently allocated memory, ESXi charges more for idle
memory than for memory that is in use. This is done to help prevent virtual machines from hoarding idle
memory.

The idle memory tax is applied in a progressive fashion. The effective tax rate increases as the ratio of idle
memory to active memory for the virtual machine rises. (In earlier versions of ESXi that did not support
hierarchical resource pools, all idle memory for a virtual machine was taxed equally.)

You can modify the idle memory tax rate with the Mem.IdleTax option. Use this option, together with the
Mem.SamplePeriod advanced attribute, to control how the system determines target memory allocations for
virtual machines. See “Set Advanced Host Attributes,” on page 111.

NOTE   In most cases, changes to Mem.IdleTax are not necessary nor appropriate.

VMX Swap Files
Virtual machine executable (VMX) swap files allow the host to greatly reduce the amount of overhead
memory reserved for the VMX process.

NOTE   VMX swap files are not related to the swap to host cache feature or to regular host-level swap files.

ESXi reserves memory per virtual machine for a variety of purposes. Memory for the needs of certain
components, such as the virtual machine monitor (VMM) and virtual devices, is fully reserved when a
virtual machine is powered on. However, some of the overhead memory that is reserved for the VMX
process can be swapped. The VMX swap feature reduces the VMX memory reservation significantly (for
example, from about 50MB or more per virtual machine to about 10MB per virtual machine). This allows the
remaining memory to be swapped out when host memory is overcommitted, reducing overhead memory
reservation for each virtual machine.

The host creates VMX swap files automatically, provided there is sufficient free disk space at the time a
virtual machine is powered on.

Memory Reclamation
ESXi hosts can reclaim memory from virtual machines.

A host allocates the amount of memory specified by a reservation directly to a virtual machine. Anything
beyond the reservation is allocated using the host’s physical resources or, when physical resources are not
available, handled using special techniques such as ballooning or swapping. Hosts can use two techniques
for dynamically expanding or contracting the amount of memory allocated to virtual machines.

n ESXi systems use a memory balloon driver (vmmemctl), loaded into the guest operating system running
in a virtual machine. See “Memory Balloon Driver,” on page 36.

Chapter 6 Administering Memory Resources

VMware, Inc.  35



n ESXi system swaps out a page from a virtual machine to a server swap file without any involvement by
the guest operating system. Each virtual machine has its own swap file.

Memory Balloon Driver
The memory balloon driver (vmmemctl) collaborates with the server to reclaim pages that are considered least
valuable by the guest operating system.

The driver uses a proprietary ballooning technique that provides predictable performance that closely
matches the behavior of a native system under similar memory constraints. This technique increases or
decreases memory pressure on the guest operating system, causing the guest to use its own native memory
management algorithms. When memory is tight, the guest operating system determines which pages to
reclaim and, if necessary, swaps them to its own virtual disk.

Figure 6‑1.  Memory Ballooning in the Guest Operating System
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NOTE   You must configure the guest operating system with sufficient swap space. Some guest operating
systems have additional limitations.

If necessary, you can limit the amount of memory vmmemctl reclaims by setting the sched.mem.maxmemctl
parameter for a specific virtual machine. This option specifies the maximum amount of memory that can be
reclaimed from a virtual machine in megabytes (MB). See “Set Advanced Virtual Machine Attributes,” on
page 113.

Using Swap Files
You can specify the location of your guest swap file, reserve swap space when memory is overcommitted,
and delete a swap file.

ESXi hosts use swapping to forcibly reclaim memory from a virtual machine when the vmmemctl driver is not
available or is not responsive.

n It was never installed.

n It is explicitly disabled.

n It is not running (for example, while the guest operating system is booting).

n It is temporarily unable to reclaim memory quickly enough to satisfy current system demands.
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n It is functioning properly, but maximum balloon size is reached.

Standard demand-paging techniques swap pages back in when the virtual machine needs them.

Swap File Location
By default, the swap file is created in the same location as the virtual machine's configuration file, which
could either be on a VMFS datastore, a vSAN datastore or a VVol datastore. On a vSAN datastore or a VVol
datastore, the swap file is created as a separate vSANor VVol object.

A swap file is created by the ESXi host when a virtual machine is powered on. If this file cannot be created,
the virtual machine cannot power on. Instead of accepting the default, you can also:

n Use per-virtual machine configuration options to change the datastore to another shared storage
location.

n Use host-local swap, which allows you to specify a datastore stored locally on the host. This allows you
to swap at a per-host level, saving space on the SAN. However, it can lead to a slight degradation in
performance for vSphere vMotion because pages swapped to a local swap file on the source host must
be transferred across the network to the destination host. Please note that currently vSAN and VVol
datastores cannot be specified for host-local swap.

Enable Host-Local Swap for a DRS Cluster
Host-local swap allows you to specify a datastore stored locally on the host as the swap file location. You
can enable host-local swap for a DRS cluster.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Configuration, click General to view the swap file location and click Edit to change it.

4 Select the Datastore specified by host option and click OK.

5 Browse to one of the hosts in the cluster in the vSphere Web Client navigator.

6 Click the Manage tab and click Settings.

7 Under Virtual Machines, select Virtual Machine Swapfile Location.

8 Click Edit and select the local datastore to use and click OK.

9 Repeat Step 5 through Step 8 for each host in the cluster.

Host-local swap is now enabled for the DRS cluster.

Enable Host-Local Swap for a Standalone Host
Host-local swap allows you to specify a datastore stored locally on the host as the swap file location. You
can enable host-local swap for a standalone host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Virtual Machines, select Virtual Machine Swapfile Location.

4 Click Edit and select Selected Datastore.

5 Select a local datastore from the list and click OK.
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Host-local swap is now enabled for the standalone host.

Swap Space and Memory Overcommitment
You must reserve swap space for any unreserved virtual machine memory (the difference between the
reservation and the configured memory size) on per-virtual machine swap files.

This swap reservation is required to ensure that the ESXi host is able to preserve virtual machine memory
under any circumstances. In practice, only a small fraction of the host-level swap space might be used.

If you are overcommitting memory with ESXi, to support the intra-guest swapping induced by ballooning,
ensure that your guest operating systems also have sufficient swap space. This guest-level swap space must
be greater than or equal to the difference between the virtual machine’s configured memory size and its
Reservation.

CAUTION   If memory is overcommitted, and the guest operating system is configured with insufficient swap
space, the guest operating system in the virtual machine can fail.

To prevent virtual machine failure, increase the size of the swap space in your virtual machines.

n Windows guest operating systems— Windows operating systems refer to their swap space as paging
files. Some Windows operating systems try to increase the size of paging files automatically, if there is
sufficient free disk space.

See your Microsoft Windows documentation or search the Windows help files for “paging files.”
Follow the instructions for changing the size of the virtual memory paging file.

n Linux guest operating system — Linux operating systems refer to their swap space as swap files. For
information on increasing swap files, see the following Linux man pages:

n mkswap — Sets up a Linux swap area.

n swapon — Enables devices and files for paging and swapping.

Guest operating systems with a lot of memory and small virtual disks (for example, a virtual machine with
8GB RAM and a 2GB virtual disk) are more susceptible to having insufficient swap space.

NOTE   Do not store swap files on thin-provisioned LUNs. Running a virtual machine with a swap file that is
stored on a thin-provisioned LUN can cause swap file growth failure, which can lead to termination of the
virtual machine.

When you create a large swap file (for example, larger than 100GB), the amount of time it takes for the
virtual machine to power on can increase significantly. To avoid this, set a high reservation for large virtual
machines.

You can also place swap files on less costly storage using host-local swap files.

Configure Virtual Machine Swapfile Properties for the Host
Configure a swapfile location for the host to determine the default location for virtual machine swapfiles in
the vSphere Web Client.

By default, swapfiles for a virtual machine are located on a datastore in the folder that contains the other
virtual machine files. However, you can configure your host to place virtual machine swapfiles on an
alternative datastore.

You can use this option to place virtual machine swapfiles on lower-cost or higher-performance storage.
You can also override this host-level setting for individual virtual machines.
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Setting an alternative swapfile location might cause migrations with vMotion to complete more slowly. For
best vMotion performance, store virtual machine swapfiles on a local datastore rather than in the same
directory as the virtual machine. If the virtual machine is stored on a local datastore, storing the swapfile
with the other virtual machine files will not improve vMotion.

Prerequisites

Required privilege: Host machine.Configuration.Storage partition configuration

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Select the Manage tab and click Settings.

3 Under Virtual Machines, click Swap file location.

The selected swapfile location is displayed. If configuration of the swapfile location is not supported on
the selected host, the tab indicates that the feature is not supported.

If the host is part of a cluster, and the cluster settings specify that swapfiles are to be stored in the same
directory as the virtual machine, you cannot edit the swapfile location from the host Manage tab. To
change the swapfile location for such a host, edit the cluster settings.

4 Click Edit.

5 Select where to store the swapfile.

Option Description

Virtual machine directory Stores the swapfile in the same directory as the virtual machine
configuration file.

Use a specific datastore Stores the swapfile in the location you specify.
If the swapfile cannot be stored on the datastore that the host specifies, the
swapfile is stored in the same folder as the virtual machine.

 
6 (Optional) If you select Use a specific datastore, select a datastore from the list.

7 Click OK.

The virtual machine swapfile is stored in the location you selected.

Configure a Virtual Machine Swapfile Location for a Cluster
By default, swapfiles for a virtual machine are located on a datastore in the folder that contains the other
virtual machine files. However, you can instead configure the hosts in your cluster to place virtual machine
swapfiles on an alternative datastore of your choice.

You can configure an alternative swapfile location to place virtual machine swapfiles on either lower-cost or
higher-performance storage, depending on your needs.

Prerequisites

Before you configure a virtual machine swapfile location for a cluster, you must configure the virtual
machine swapfile locations for the hosts in the cluster as described in “Configure Virtual Machine Swapfile
Properties for the Host,” on page 38.

Procedure

1 Browse to the cluster in the vSphere Web Client.

2 Click the Manage tab and click Settings.

3 Select Configuration > General.
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4 Next to Swap file location, click Edit.

5 Select where to store the swapfile.

Option Description

Virtual machine directory Stores the swapfile in the same directory as the virtual machine
configuration file.

Datastore specified by host Stores the swapfile in the location specified in the host configuration.
If the swapfile cannot be stored on the datastore that the host specifies, the
swapfile is stored in the same folder as the virtual machine.

 
6 Click OK.

Delete Swap Files
If a host fails, and that host had running virtual machines that were using swap files, those swap files
continue to exist and consume many gigabytes of disk space. You can delete the swap files to eliminate this
problem.

Procedure

1 Restart the virtual machine that was on the host that failed.

2 Stop the virtual machine.

The swap file for the virtual machine is deleted.

Sharing Memory Across Virtual Machines
Many ESXi workloads present opportunities for sharing memory across virtual machines (as well as within
a single virtual machine).

For example, several virtual machines might be running instances of the same guest operating system, have
the same applications or components loaded, or contain common data. In such cases, a host uses a
proprietary transparent page sharing technique to securely eliminate redundant copies of memory pages.
With memory sharing, a workload running in virtual machines often consumes less memory than it would
when running on physical machines. As a result, higher levels of overcommitment can be supported
efficiently.

Use the Mem.ShareScanTime and Mem.ShareScanGHz advanced settings to control the rate at which the system
scans memory to identify opportunities for sharing memory.

You can also disable sharing for individual virtual machines by setting the sched.mem.pshare.enable option
to FALSE (this option defaults to TRUE). See “Set Advanced Virtual Machine Attributes,” on page 113.

ESXi memory sharing runs as a background activity that scans for sharing opportunities over time. The
amount of memory saved varies over time. For a fairly constant workload, the amount generally increases
slowly until all sharing opportunities are exploited.

To determine the effectiveness of memory sharing for a given workload, try running the workload, and use
resxtop or esxtop to observe the actual savings. Find the information in the PSHARE field of the interactive
mode in the Memory page.
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Memory Compression
ESXi provides a memory compression cache to improve virtual machine performance when you use
memory overcommitment. Memory compression is enabled by default. When a host's memory becomes
overcommitted, ESXi compresses virtual pages and stores them in memory.

Because accessing compressed memory is faster than accessing memory that is swapped to disk, memory
compression in ESXi allows you to overcommit memory without significantly hindering performance.
When a virtual page needs to be swapped, ESXi first attempts to compress the page. Pages that can be
compressed to 2 KB or smaller are stored in the virtual machine's compression cache, increasing the capacity
of the host.

You can set the maximum size for the compression cache and disable memory compression using the
Advanced Settings dialog box in the vSphere Web Client.

Enable or Disable the Memory Compression Cache
Memory compression is enabled by default. You can use Advanced System Settings in the
vSphere Web Client to enable or disable memory compression for a host.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, select Advanced System Settings.

4 Locate Mem.MemZipEnable and click the Edit button.

5 Enter 1 to enable or enter 0 to disable the memory compression cache.

6 Click OK.

Set the Maximum Size of the Memory Compression Cache
You can set the maximum size of the memory compression cache for the host's virtual machines.

You set the size of the compression cache as a percentage of the memory size of the virtual machine. For
example, if you enter 20 and a virtual machine's memory size is 1000 MB, ESXi can use up to 200MB of host
memory to store the compressed pages of the virtual machine.

If you do not set the size of the compression cache, ESXi uses the default value of 10 percent.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, select Advanced System Settings.

4 Locate Mem.MemZipMaxPct and click the Edit button.

The value of this attribute determines the maximum size of the compression cache for the virtual
machine.

5 Enter the maximum size for the compression cache.

The value is a percentage of the size of the virtual machine and must be between 5 and 100 percent.

6 Click OK.
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Measuring and Differentiating Types of Memory Usage
The Performance tab of the vSphere Web Client displays a number of metrics that can be used to analyze
memory usage.

Some of these memory metrics measure guest physical memory while other metrics measure machine
memory. For instance, two types of memory usage that you can examine using performance metrics are
guest physical memory and machine memory. You measure guest physical memory using the Memory
Granted metric (for a virtual machine) or Memory Shared (for a host). To measure machine memory,
however, use Memory Consumed (for a virtual machine) or Memory Shared Common (for a host).
Understanding the conceptual difference between these types of memory usage is important for knowing
what these metrics are measuring and how to interpret them.

The VMkernel maps guest physical memory to machine memory, but they are not always mapped one-to-
one. Multiple regions of guest physical memory might be mapped to the same region of machine memory
(in the case of memory sharing) or specific regions of guest physical memory might not be mapped to
machine memory (when the VMkernel swaps out or balloons guest physical memory). In these situations,
calculations of guest physical memory usage and machine memory usage for an individual virtual machine
or a host differ.

Consider the example in the following figure, which shows two virtual machines running on a host. Each
block represents 4 KB of memory and each color/letter represents a different set of data on a block.

Figure 6‑2.  Memory Usage Example
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The performance metrics for the virtual machines can be determined as follows:

n To determine Memory Granted (the amount of guest physical memory that is mapped to machine
memory) for virtual machine 1, count the number of blocks in virtual machine 1's guest physical
memory that have arrows to machine memory and multiply by 4 KB. Since there are five blocks with
arrows, Memory Granted would be 20 KB.

n Memory Consumed is the amount of machine memory allocated to the virtual machine, accounting for
savings from shared memory. First, count the number of blocks in machine memory that have arrows
from virtual machine 1's guest physical memory. There are three such blocks, but one block is shared
with virtual machine 2. So count two full blocks plus half of the third and multiply by 4 KB for a total of
10 KB Memory Consumed.

The important difference between these two metrics is that Memory Granted counts the number of blocks
with arrows at the guest physical memory level and Memory Consumed counts the number of blocks with
arrows at the machine memory level. The number of blocks differs between the two levels due to memory
sharing and so Memory Granted and Memory Consumed differ. This is not problematic and shows that
memory is being saved through sharing or other reclamation techniques.
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A similar result is obtained when determining Memory Shared and Memory Shared Common for the host.

n Memory Shared for the host is the sum of each virtual machine's Memory Shared. Calculate this by
looking at each virtual machine's guest physical memory and counting the number of blocks that have
arrows to machine memory blocks that themselves have more than one arrow pointing at them. There
are six such blocks in the example, so Memory Shared for the host is 24 KB.

n Memory Shared Common is the amount of machine memory that is shared by virtual machines. To
determine this, look at the machine memory and count the number of blocks that have more than one
arrow pointing at them. There are three such blocks, so Memory Shared Common is 12 KB.

Memory Shared is concerned with guest physical memory and looks at the origin of the arrows. Memory
Shared Common, however, deals with machine memory and looks at the destination of the arrows.

The memory metrics that measure guest physical memory and machine memory might appear
contradictory. In fact, they are measuring different aspects of a virtual machine's memory usage. By
understanding the differences between these metrics, you can better utilize them to diagnose performance
issues.

Memory Reliability
Memory reliability, also known as error insolation, allows ESXi to stop using parts of memory when it
determines that a failure might occur, as well as when a failure did occur.

When enough corrected errors are reported at a particular address, ESXi stops using this address to prevent
the corrected error from becoming an uncorrected error.

Memory reliability provides a better VMkernel reliability despite corrected and uncorrected errors in RAM.
It also enables the system to avoid using memory pages that might contain errors.

Correcting an Error Isolation Notification
With memory reliability, VMkernel stops using pages that receive an error isolation notification.

The user receives an event in the vSphere Web Client when VMkernel recovers from an uncorrectable
memory error, when VMkernel retires a significant percentage of system memory due to a large number of
correctable errors, or if there is a large number of pages that are unable to retire.

Procedure

1 Vacate the host.

2 Migrate the virtual machines.

3 Run memory related hardware tests.

About System Swap
System swap is a memory reclamation process that can take advantage of unused memory resources across
an entire system.

System swap allows the system to reclaim memory from memory consumers that are not virtual machines.
When system swap is enabled you have a tradeoff between the impact of reclaiming the memory from
another process and the ability to assign the memory to a virtual machine that can use it. The amount of
space required for the system swap is 1GB.

Memory is reclaimed by taking data out of memory and writing it to background storage. Accessing the
data from background storage is slower than accessing data from memory, so it is important to carefully
select where to store the swapped data.
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ESXi determines automatically where the system swap should be stored, this is the Preferred swap file
location. This decision can be aided by selecting a certain set of options. The system selects the best possible
enabled option. If none of the options are feasible then system swap is not activated.

The available options are:

n Datastore - Allow the use of the datastore specified. Please note that a vSAN datastore or a VVol
datastore cannot be specified for system swap files.

n Host Swap Cache - Allow the use of part of the host swap cache.

n Preferred swap file location - Allow the use of the preferred swap file location configured for the host.

Configure System Swap
You can customize the options that determine the system swap location.

Prerequisites

Select the Enabled check box in the Edit System Swap Settings dialog box.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings, and click System Swap.

4 Click Edit.

5 Select the check boxes for each option that you want to enable.

6 If you select the datastore option, select a datastore from the drop-down menu.

7 Click OK.
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View Graphics Information 7
You can access information about host graphics hardware capability for multiple virtual machines. You can
view information about the graphics card and view the virtual machines that use the graphics card.

Virtual machines are listed only if they are turned on and if the graphics card is of the shared type.

Prerequisites

Verify that the virtual machines are turned on.

Procedure

1 In the vSphere Web Client, navigate to the host.

2 Click the Manage tab and click Settings.

3 Under Hardware, select Graphics, and select the graphics card to view the virtual machines that use it.

You can view the name of the graphics card, the vendor, and the total memory allocated to the card.
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Managing Storage I/O Resources 8
vSphere Storage I/O Control allows cluster-wide storage I/O prioritization, which allows better workload
consolidation and helps reduce extra costs associated with over provisioning.

Storage I/O Control extends the constructs of shares and limits to handle storage I/O resources. You can
control the amount of storage I/O that is allocated to virtual machines during periods of I/O congestion,
which ensures that more important virtual machines get preference over less important virtual machines for
I/O resource allocation.

When you enable Storage I/O Control on a datastore, ESXi begins to monitor the device latency that hosts
observe when communicating with that datastore. When device latency exceeds a threshold, the datastore is
considered to be congested and each virtual machine that accesses that datastore is allocated I/O resources
in proportion to their shares. You set shares per virtual machine. You can adjust the number for each based
on need.

Configuring Storage I/O Control is a two-step process:

1 Enable Storage I/O Control for the datastore.

2 Set the number of storage I/O shares and upper limit of I/O operations per second (IOPS) allowed for
each virtual machine.

By default, all virtual machine shares are set to Normal (1000) with unlimited IOPS.

NOTE   Storage I/O Control is enabled by default on Storage DRS-enabled datastore clusters.

This chapter includes the following topics:

n “Storage I/O Control Requirements,” on page 47

n “Storage I/O Control Resource Shares and Limits,” on page 48

n “Set Storage I/O Control Resource Shares and Limits,” on page 49

n “Enable Storage I/O Control,” on page 49

n “Set Storage I/O Control Threshold Value,” on page 50

Storage I/O Control Requirements
Storage I/O Control has several requirements and limitations.

n Datastores that are Storage I/O Control-enabled must be managed by a single vCenter Server system.

n Storage I/O Control is supported on Fibre Channel-connected, iSCSI-connected, and NFS-connected
storage. Raw Device Mapping (RDM) is not supported.

n Storage I/O Control does not support datastores with multiple extents.
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n Before using Storage I/O Control on datastores that are backed by arrays with automated storage tiering
capabilities, check the VMware Storage/SAN Compatibility Guide to verify whether your automated tiered
storage array has been certified to be compatible with Storage I/O Control.

Automated storage tiering is the ability of an array (or group of arrays) to migrate LUNs/volumes or
parts of LUNs/volumes to different types of storage media (SSD, FC, SAS, SATA) based on user-set
policies and current I/O patterns. No special certification is required for arrays that do not have these
automatic migration/tiering features, including those that provide the ability to manually migrate data
between different types of storage media.

Storage I/O Control Resource Shares and Limits
You allocate the number of storage I/O shares and upper limit of I/O operations per second (IOPS) allowed
for each virtual machine. When storage I/O congestion is detected for a datastore, the I/O workloads of the
virtual machines accessing that datastore are adjusted according to the proportion of virtual machine shares
each virtual machine has.

Storage I/O shares are similar to those used for memory and CPU resource allocation, which are described
in “Resource Allocation Shares,” on page 11. These shares represent the relative importance of a virtual
machine with regard to the distribution of storage I/O resources. Under resource contention, virtual
machines with higher share values have greater access to the storage array. When you allocate storage I/O
resources, you can limit the IOPS that are allowed for a virtual machine. By default, these are unlimited.

The benefits and drawbacks of setting resource limits are described in “Resource Allocation Limit,” on
page 12. If the limit you want to set for a virtual machine is in terms of MB per second instead of IOPS, you
can convert MB per second into IOPS based on the typical I/O size for that virtual machine. For example, to
restrict a backup application with 64KB IOs to 10MB per second, set a limit of 160 IOPS.

View Storage I/O Control Shares and Limits
You can view the shares and limits for all virtual machines running on a datastore. Viewing this information
allows you to compare the settings of all virtual machines that are accessing the datastore, regardless of the
cluster in which they are running.

Procedure

1 Browse to the datastore in the vSphere Web Client navigator.

2 Under the Related Objects tab, click the Virtual Machines tab.

The tab displays each virtual machine running on the datastore and the associated shares value, and
percentage of datastore shares.

Monitor Storage I/O Control Shares
Use the datastore Performance tab to monitor how Storage I/O Control handles the I/O workloads of the
virtual machines accessing a datastore based on their shares.

Datastore performance charts allow you to monitor the following information:

n Average latency and aggregated IOPS on the datastore

n Latency among hosts

n Queue depth among hosts

n Read/write IOPS among hosts

n Read/write latency among virtual machine disks

n Read/write IOPS among virtual machine disks
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Procedure

1 Browse to the datastore in the vSphere Web Client navigator.

2 Under the Monitor tab, click the Performance tab

3 From the View drop-down menu, select Performance.

For more information, see the vSphere Monitoring and Performance documentation.

Set Storage I/O Control Resource Shares and Limits
Allocate storage I/O resources to virtual machines based on importance by assigning a relative amount of
shares to the virtual machine.

Unless virtual machine workloads are very similar, shares do not necessarily dictate allocation in terms of
I/O operations or megabytes per second. Higher shares allow a virtual machine to keep more concurrent I/O
operations pending at the storage device or datastore compared to a virtual machine with lower shares. Two
virtual machines might experience different throughput based on their workloads.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Click the Virtual Hardware tab and expand Hard disk.

4 Select a virtual hard disk from the list.

5 Under Shares, click the drop-down menu and select the relative amount of shares to allocate to the
virtual machine (Low, Normal, or High).

You can select Custom to enter a user-defined shares value.

6 Under Limit - IOPS, click the drop-down menu and enter the upper limit of storage resources to
allocate to the virtual machine.

IOPS are the number of I/O operations per second. By default, IOPS are unlimited. You select Low
(500), Normal (1000), or High (2000), or you can select Custom to enter a user-defined number of shares.

7 Click OK.

Shares and limits are reflected under Related Objects on the Virtual Machines tab for the host and cluster.

Enable Storage I/O Control
When you enable Storage I/O Control, ESXi monitors datastore latency and throttles the I/O load if the
datastore average latency exceeds the threshold.

Procedure

1 Browse to the datastore in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings and click General.

4 Click Edit for Datastore Capabilities.

5 Select the Enable Storage I/O Control check box.

6 Click OK.
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Under Datastore Capabilities, Storage I/O Control is enabled for the datastore.

Set Storage I/O Control Threshold Value
The congestion threshold value for a datastore is the upper limit of latency that is allowed for a datastore
before Storage I/O Control begins to assign importance to the virtual machine workloads according to their
shares.

You do not need to adjust the threshold setting in most environments.

CAUTION   Storage I/O Control will not function correctly if you share the same spindles on two different
datastores.

If you change the congestion threshold setting, set the value based on the following considerations.

n A higher value typically results in higher aggregate throughput and weaker isolation. Throttling will
not occur unless the overall average latency is higher than the threshold.

n If throughput is more critical than latency, do not set the value too low. For example, for Fibre Channel
disks, a value below 20ms could lower peak disk throughput. A very high value (above 50ms) might
allow very high latency without any significant gain in overall throughput.

n A lower value will result in lower device latency and stronger virtual machine I/O performance
isolation. Stronger isolation means that the shares controls are enforced more often. Lower device
latency translates into lower I/O latency for the virtual machines with the highest shares, at the cost of
higher I/O latency experienced by the virtual machines with fewer shares.

n A very low value (lower than 20ms) will result in lower device latency and isolation among I/Os at the
potential cost of a decrease in aggregate datastore throughput.

n Setting the value extremely high or extremely lowly results in poor isolation.

Prerequisites

Verify that Storage I/O Control is enabled.

Procedure

1 Browse to the datastore in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Click General.

4 Click Edit for Datastore Capabilities.

5 Select the Enable Storage I/O Control check box.

Storage I/O Control automatically sets the latency threshold that corresponds to the estimated latency
when the datastore is operating at 90% of its peak throughput.

6 (Optional) Adjust the Congestion Threshold.

u Select a value from the Percentage of peak throughput drop-down menu.

The percentage of peak throughput value indicates the estimated latency threshold when the datastore
is using that percentage of its estimated peak throughput.

u Select a value from the Manual drop-down menu.

The value must be between 5ms and 100ms. Setting improper congestion threshold values can be
detrimental to the performance of the virtual machines on the datastore.

7 (Optional) Click Reset to defaults to restore the congestion threshold setting to the default value
(30ms).
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Managing Resource Pools 9
A resource pool is a logical abstraction for flexible management of resources. Resource pools can be grouped
into hierarchies and used to hierarchically partition available CPU and memory resources.

Each standalone host and each DRS cluster has an (invisible) root resource pool that groups the resources of
that host or cluster. The root resource pool does not appear because the resources of the host (or cluster) and
the root resource pool are always the same.

Users can create child resource pools of the root resource pool or of any user-created child resource pool.
Each child resource pool owns some of the parent’s resources and can, in turn, have a hierarchy of child
resource pools to represent successively smaller units of computational capability.

A resource pool can contain child resource pools, virtual machines, or both. You can create a hierarchy of
shared resources. The resource pools at a higher level are called parent resource pools. Resource pools and
virtual machines that are at the same level are called siblings. The cluster itself represents the root resource
pool. If you do not create child resource pools, only the root resource pools exist.

In the following example, RP-QA is the parent resource pool for RP-QA-UI. RP-Marketing and RP-QA are
siblings. The three virtual machines immediately below RP-Marketing are also siblings.

Figure 9‑1.  Parents, Children, and Siblings in Resource Pool Hierarchy

root resource pool

siblings

siblings

parent resource pool
child resource pool

For each resource pool, you specify reservation, limit, shares, and whether the reservation should be
expandable. The resource pool resources are then available to child resource pools and virtual machines.

This chapter includes the following topics:

n “Why Use Resource Pools?,” on page 52

n “Create a Resource Pool,” on page 53

n “Edit a Resource Pool,” on page 54

n “Add a Virtual Machine to a Resource Pool,” on page 54

n “Remove a Virtual Machine from a Resource Pool,” on page 55

n “Remove a Resource Pool,” on page 56

n “Resource Pool Admission Control,” on page 56
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Why Use Resource Pools?
Resource pools allow you to delegate control over resources of a host (or a cluster), but the benefits are
evident when you use resource pools to compartmentalize all resources in a cluster. Create multiple
resource pools as direct children of the host or cluster and configure them. You can then delegate control
over the resource pools to other individuals or organizations.

Using resource pools can result in the following benefits.

n Flexible hierarchical organization—Add, remove, or reorganize resource pools or change resource
allocations as needed.

n Isolation between pools, sharing within pools—Top-level administrators can make a pool of resources
available to a department-level administrator. Allocation changes that are internal to one departmental
resource pool do not unfairly affect other unrelated resource pools.

n Access control and delegation—When a top-level administrator makes a resource pool available to a
department-level administrator, that administrator can then perform all virtual machine creation and
management within the boundaries of the resources to which the resource pool is entitled by the
current shares, reservation, and limit settings. Delegation is usually done in conjunction with
permissions settings.

n Separation of resources from hardware—If you are using clusters enabled for DRS, the resources of all
hosts are always assigned to the cluster. That means administrators can perform resource management
independently of the actual hosts that contribute to the resources. If you replace three 2GB hosts with
two 3GB hosts, you do not need to make changes to your resource allocations.

This separation allows administrators to think more about aggregate computing capacity and less about
individual hosts.

n Management of sets of virtual machines running a multitier service— Group virtual machines for a
multitier service in a resource pool. You do not need to set resources on each virtual machine. Instead,
you can control the aggregate allocation of resources to the set of virtual machines by changing settings
on their enclosing resource pool.

For example, assume a host has a number of virtual machines. The marketing department uses three of the
virtual machines and the QA department uses two virtual machines. Because the QA department needs
larger amounts of CPU and memory, the administrator creates one resource pool for each group. The
administrator sets CPU Shares to High for the QA department pool and to Normal for the Marketing
department pool so that the QA department users can run automated tests. The second resource pool with
fewer CPU and memory resources is sufficient for the lighter load of the marketing staff. Whenever the QA
department is not fully using its allocation, the marketing department can use the available resources.

The numbers in the following figure show the effective allocations to the resource pools.

Figure 9‑2.  Allocating Resources to Resource Pools
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Create a Resource Pool
You can create a child resource pool of any ESXi host, resource pool, or DRS cluster.

NOTE   If a host has been added to a cluster, you cannot create child resource pools of that host. If the cluster
is enabled for DRS, you can create child resource pools of the cluster.

When you create a child resource pool, you are prompted for resource pool attribute information. The
system uses admission control to make sure you cannot allocate resources that are not available.

Prerequisites

The vSphere Web Client is connected to the vCenter Server system.

Procedure

1 In the vSphere Web Client navigator, select a parent object for the resource pool (a host, another
resource pool, or a DRS cluster).

2 Right-click the object and select New Resource Pool.

3 Type a name to identify the resource pool.

4 Specify how to allocate CPU and memory resources.

The CPU resources for your resource pool are the guaranteed physical resources the host reserves for a
resource pool. Normally, you accept the default and let the host handle resource allocation.

Option Description

Shares Specify shares for this resource pool with respect to the parent’s total
resources. Sibling resource pools share resources according to their relative
share values bounded by the reservation and limit.
n Select Low, Normal, or High to specify share values respectively in a

1:2:4 ratio.
n Select Custom to give each virtual machine a specific number of

shares, which expresses a proportional weight.

Reservation Specify a guaranteed CPU or memory allocation for this resource pool.
Defaults to 0.
A nonzero reservation is subtracted from the unreserved resources of the
parent (host or resource pool). The resources are considered reserved,
regardless of whether virtual machines are associated with the resource
pool.

Expandable Reservation When the check box is selected (default), expandable reservations are
considered during admission control.
If you power on a virtual machine in this resource pool, and the combined
reservations of the virtual machines are larger than the reservation of the
resource pool, the resource pool can use resources from its parent or
ancestors.

Limit Specify the upper limit for this resource pool’s CPU or memory allocation.
You can usually accept the default (Unlimited).
To specify a limit, deselect the Unlimited check box.

 
5 Click OK.

After you create a resource pool, you can add virtual machines to it. A virtual machine’s shares are relative
to other virtual machines (or resource pools) with the same parent resource pool.
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Example: Creating Resource Pools
Assume that you have a host that provides 6GHz of CPU and 3GB of memory that must be shared between
your marketing and QA departments. You also want to share the resources unevenly, giving one
department (QA) a higher priority. This can be accomplished by creating a resource pool for each
department and using the Shares attribute to prioritize the allocation of resources.

The example shows how to create a resource pool with the ESXi host as the parent resource.

1 In the Create Resource Pool dialog box, type a name for the QA department’s resource pool (for
example, RP-QA).

2 Specify Shares of High for the CPU and memory resources of RP-QA.

3 Create a second resource pool, RP-Marketing.

Leave Shares at Normal for CPU and memory.

4 Click OK.

If there is resource contention, RP-QA receives 4GHz and 2GB of memory, and RP-Marketing 2GHz and
1GB. Otherwise, they can receive more than this allotment. Those resources are then available to the virtual
machines in the respective resource pools.

Edit a Resource Pool
After you create the resource pool, you can edit its CPU and memory resource settings.

Procedure

1 Browse to the resource pool in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 (Optional) You can change all attributes of the selected resource pool as described in “Create a Resource
Pool,” on page 53.

u Under CPU Resources, click Edit to change CPU resource settings.

u Under Memory Resources, click Edit to change memory resource settings.

4 Click OK to save your changes.

Add a Virtual Machine to a Resource Pool
When you create a virtual machine, you can specify a resource pool location as part of the creation process.
You can also add an existing virtual machine to a resource pool.

When you move a virtual machine to a new resource pool:

n The virtual machine’s reservation and limit do not change.

n If the virtual machine’s shares are high, medium, or low, %Shares adjusts to reflect the total number of
shares in use in the new resource pool.

n If the virtual machine has custom shares assigned, the share value is maintained.

NOTE   Because share allocations are relative to a resource pool, you might have to manually change a
virtual machine’s shares when you move it into a resource pool so that the virtual machine’s shares are
consistent with the relative values in the new resource pool. A warning appears if a virtual machine
would receive a very large (or very small) percentage of total shares.
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n Under Monitor, the information displayed in the Resource Reservation tab about the resource pool’s
reserved and unreserved CPU and memory resources changes to reflect the reservations associated
with the virtual machine (if any).

NOTE   If a virtual machine has been powered off or suspended, it can be moved but overall available
resources (such as reserved and unreserved CPU and memory) for the resource pool are not affected.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Migrate.

n You can move the virtual machine to another host.

n You can move the virtual machine's storage to another datastore.

n You can move the virtual machine to another host and move its storage to another datastore.

3 Select a resource pool in which to run the virtual machine.

4 Review your selections and click Finish.

If a virtual machine is powered on, and the destination resource pool does not have enough CPU or memory
to guarantee the virtual machine’s reservation, the move fails because admission control does not allow it.
An error dialog box displays available and requested resources, so you can consider whether an adjustment
might resolve the issue.

Remove a Virtual Machine from a Resource Pool
You can remove a virtual machine from a resource pool either by moving the virtual machine to another
resource pool or deleting it.

When you remove a virtual machine from a resource pool, the total number of shares associated with the
resource pool decreases, so that each remaining share represents more resources. For example, assume you
have a pool that is entitled to 6GHz, containing three virtual machines with shares set to Normal. Assuming
the virtual machines are CPU-bound, each gets an equal allocation of 2GHz. If one of the virtual machines is
moved to a different resource pool, the two remaining virtual machines each receive an equal allocation of
3GHz.

Procedure

1 Browse to the resource pool in the vSphere Web Client navigator.

2 Choose one of the following methods to remove the virtual machine from a resource pool.

n Right-click the virtual machine and select Migrate to move the virtual machine to another resource
pool.

You do not need to power off the virtual machine before you move it.

n Right-click the virtual machine and select Delete.

You must power off the virtual machine before you can completely remove it.
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Remove a Resource Pool
You can remove a resource pool from the inventory.

Procedure

1 In the vSphere Web Client, right-click the resource pool and Select Delete.

A confirmation dialog box appears.

2 Click Yes to remove the resource pool.

Resource Pool Admission Control
When you power on a virtual machine in a resource pool, or try to create a child resource pool, the system
performs additional admission control to ensure the resource pool’s restrictions are not violated.

Before you power on a virtual machine or create a resource pool, ensure that sufficient resources are
available using the Resource Reservation tab in the vSphere Web Client. The Available Reservation value
for CPU and memory displays resources that are unreserved.

How available CPU and memory resources are computed and whether actions are performed depends on
the Reservation Type.

Table 9‑1.  Reservation Types

Reservation Type Description

Fixed The system checks whether the selected resource pool has sufficient unreserved
resources. If it does, the action can be performed. If it does not, a message appears and
the action cannot be performed.

Expandable
(default)

The system considers the resources available in the selected resource pool and its direct
parent resource pool. If the parent resource pool also has the Expandable Reservation
option selected, it can borrow resources from its parent resource pool. Borrowing
resources occurs recursively from the ancestors of the current resource pool as long as
the Expandable Reservation option is selected. Leaving this option selected offers
more flexibility, but, at the same time provides less protection. A child resource pool
owner might reserve more resources than you anticipate.

The system does not allow you to violate preconfigured Reservation or Limit settings. Each time you
reconfigure a resource pool or power on a virtual machine, the system validates all parameters so all service-
level guarantees can still be met.

Expandable Reservations Example 1
This example shows you how a resource pool with expandable reservations works.

Assume an administrator manages pool P, and defines two child resource pools, S1 and S2, for two different
users (or groups).

The administrator knows that users want to power on virtual machines with reservations, but does not
know how much each user will need to reserve. Making the reservations for S1 and S2 expandable allows
the administrator to more flexibly share and inherit the common reservation for pool P.

Without expandable reservations, the administrator needs to explicitly allocate S1 and S2 a specific amount.
Such specific allocations can be inflexible, especially in deep resource pool hierarchies and can complicate
setting reservations in the resource pool hierarchy.

Expandable reservations cause a loss of strict isolation. S1 can start using all of P's reservation, so that no
memory or CPU is directly available to S2.
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Expandable Reservations Example 2
This example shows how a resource pool with expandable reservations works.

Assume the following scenario, as shown in the figure.

n Parent pool RP-MOM has a reservation of 6GHz and one running virtual machine VM-M1 that reserves
1GHz.

n You create a child resource pool RP-KID with a reservation of 2GHz and with Expandable Reservation
selected.

n You add two virtual machines, VM-K1 and VM-K2, with reservations of 2GHz each to the child
resource pool and try to power them on.

n VM-K1 can reserve the resources directly from RP-KID (which has 2GHz).

n No local resources are available for VM-K2, so it borrows resources from the parent resource pool, RP-
MOM. RP-MOM has 6GHz minus 1GHz (reserved by the virtual machine) minus 2GHz (reserved by
RP-KID), which leaves 3GHz unreserved. With 3GHz available, you can power on the 2GHz virtual
machine.

Figure 9‑3.  Admission Control with Expandable Resource Pools: Successful Power-On
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Now, consider another scenario with VM-M1 and VM-M2.

n Power on two virtual machines in RP-MOM with a total reservation of 3GHz.

n You can still power on VM-K1 in RP-KID because 2GHz are available locally.

n When you try to power on VM-K2, RP-KID has no unreserved CPU capacity so it checks its parent. RP-
MOM has only 1GHz of unreserved capacity available (5GHz of RP-MOM are already in use—3GHz
reserved by the local virtual machines and 2GHz reserved by RP-KID). As a result, you cannot power
on VM-K2, which requires a 2GHz reservation.

Figure 9‑4.  Admission Control with Expandable Resource Pools: Power-On Prevented
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Creating a DRS Cluster 10
A cluster is a collection of ESXi hosts and associated virtual machines with shared resources and a shared
management interface. Before you can obtain the benefits of cluster-level resource management you must
create a cluster and enable DRS.

Depending on whether or not Enhanced vMotion Compatibility (EVC) is enabled, DRS behaves differently
when you use vSphere Fault Tolerance (vSphere FT) virtual machines in your cluster.

Table 10‑1.  DRS Behavior with vSphere FT Virtual Machines and EVC

EVC DRS (Load Balancing) DRS (Initial Placement)

Enabled Enabled (Primary and Secondary VMs) Enabled (Primary and Secondary VMs)

Disabled Disabled (Primary and Secondary VMs) Disabled (Primary VMs)
Fully Automated (Secondary VMs)

This chapter includes the following topics:

n “Admission Control and Initial Placement,” on page 60

n “Virtual Machine Migration,” on page 61

n “DRS Cluster Requirements,” on page 63

n “Configuring DRS with Virtual Flash,” on page 64

n “Create a Cluster,” on page 64

n “Edit a Cluster,” on page 65

n “Create a DRS Cluster,” on page 66

n “Set a Custom Automation Level for a Virtual Machine,” on page 67

n “Disable DRS,” on page 68

n “Restore a Resource Pool Tree,” on page 68
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Admission Control and Initial Placement
When you attempt to power on a single virtual machine or a group of virtual machines in a DRS-enabled
cluster, vCenter Server performs admission control. It checks that there are enough resources in the cluster
to support the virtual machine(s).

If the cluster does not have sufficient resources to power on a single virtual machine, or any of the virtual
machines in a group power-on attempt, a message appears. Otherwise, for each virtual machine, DRS
generates a recommendation of a host on which to run the virtual machine and takes one of the following
actions

n Automatically executes the placement recommendation.

n Displays the placement recommendation, which the user can then choose to accept or override.

NOTE   No initial placement recommendations are given for virtual machines on standalone hosts or in
non-DRS clusters. When powered on, they are placed on the host where they currently reside.

Single Virtual Machine Power On
In a DRS cluster, you can power on a single virtual machine and receive initial placement recommendations.

When you power on a single virtual machine, you have two types of initial placement recommendations:

n A single virtual machine is being powered on and no prerequisite steps are needed.

The user is presented with a list of mutually exclusive initial placement recommendations for the
virtual machine. You can select only one.

n A single virtual machine is being powered on, but prerequisite actions are required.

These actions include powering on a host in standby mode or the migration of other virtual machines
from one host to another. In this case, the recommendations provided have multiple lines, showing
each of the prerequisite actions. The user can either accept this entire recommendation or cancel
powering on the virtual machine.

Group Power On
You can attempt to power on multiple virtual machines at the same time (group power on).

Virtual machines selected for a group power-on attempt do not have to be in the same DRS cluster. They can
be selected across clusters but must be within the same data center. It is also possible to include virtual
machines located in non-DRS clusters or on standalone hosts. These are powered on automatically and not
included in any initial placement recommendation.

The initial placement recommendations for group power-on attempts are provided on a per-cluster basis. If
all of the placement-related actions for a group power-on attempt are in automatic mode, the virtual
machines are powered on with no initial placement recommendation given. If placement-related actions for
any of the virtual machines are in manual mode, the powering on of all of the virtual machines (including
those that are in automatic mode) is manual and is included in an initial placement recommendation.

For each DRS cluster that the virtual machines being powered on belong to, there is a single
recommendation, which contains all of the prerequisites (or no recommendation). All such cluster-specific
recommendations are presented together under the Power On Recommendations tab.

When a nonautomatic group power-on attempt is made, and virtual machines not subject to an initial
placement recommendation (that is, those on standalone hosts or in non-DRS clusters) are included,
vCenter Server attempts to power them on automatically. If these power ons are successful, they are listed
under the Started Power-Ons tab. Any virtual machines that fail to power on are listed under the Failed
Power-Ons tab.

vSphere Resource Management

60  VMware, Inc.



Example: Group Power On
The user selects three virtual machines in the same data center for a group power-on attempt. The first two
virtual machines (VM1 and VM2) are in the same DRS cluster (Cluster1), while the third virtual machine
(VM3) is on a standalone host. VM1 is in automatic mode and VM2 is in manual mode. For this scenario, the
user is presented with an initial placement recommendation for Cluster1 (under the Power On
Recommendations tab) which consists of actions for powering on VM1 and VM2. An attempt is made to
power on VM3 automatically and, if successful, it is listed under the Started Power-Ons tab. If this attempt
fails, it is listed under the Failed Power-Ons tab.

Virtual Machine Migration
Although DRS performs initial placements so that load is balanced across the cluster, changes in virtual
machine load and resource availability can cause the cluster to become unbalanced. To correct such
imbalances, DRS generates migration recommendations.

If DRS is enabled on the cluster, load can be distributed more uniformly to reduce the degree of this
imbalance. For example, the three hosts on the left side of the following figure are unbalanced. Assume that
Host 1, Host 2, and Host 3 have identical capacity, and all virtual machines have the same configuration and
load (which includes reservation, if set). However, because Host 1 has six virtual machines, its resources
might be overused while ample resources are available on Host 2 and Host 3. DRS migrates (or recommends
the migration of) virtual machines from Host 1 to Host 2 and Host 3. On the right side of the diagram, the
properly load balanced configuration of the hosts that results appears.

Figure 10‑1.  Load Balancing
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When a cluster becomes unbalanced, DRS makes recommendations or migrates virtual machines,
depending on the default automation level:

n If the cluster or any of the virtual machines involved are manual or partially automated, vCenter Server
does not take automatic actions to balance resources. Instead, the Summary page indicates that
migration recommendations are available and the DRS Recommendations page displays
recommendations for changes that make the most efficient use of resources across the cluster.
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n If the cluster and virtual machines involved are all fully automated, vCenter Server migrates running
virtual machines between hosts as needed to ensure efficient use of cluster resources.

NOTE   Even in an automatic migration setup, users can explicitly migrate individual virtual machines,
but vCenter Server might move those virtual machines to other hosts to optimize cluster resources.

By default, automation level is specified for the whole cluster. You can also specify a custom automation
level for individual virtual machines.

DRS Migration Threshold
The DRS migration threshold allows you to specify which recommendations are generated and then applied
(when the virtual machines involved in the recommendation are in fully automated mode) or shown (if in
manual mode). This threshold is also a measure of how much cluster imbalance across host (CPU and
memory) loads is acceptable.

You can move the threshold slider to use one of five settings, ranging from Conservative to Aggressive. The
five migration settings generate recommendations based on their assigned priority level. Each setting you
move the slider to the right allows the inclusion of one more lower level of priority. The Conservative
setting generates only priority-one recommendations (mandatory recommendations), the next level to the
right generates priority-two recommendations and higher, and so on, down to the Aggressive level which
generates priority-five recommendations and higher (that is, all recommendations.)

A priority level for each migration recommendation is computed using the load imbalance metric of the
cluster. This metric is displayed as Current host load standard deviation in the cluster's Summary tab in the
vSphere Web Client. A higher load imbalance leads to higher-priority migration recommendations. For
more information about this metric and how a recommendation priority level is calculated, see the VMware
Knowledge Base article "Calculating the priority level of a VMware DRS migration recommendation."

After a recommendation receives a priority level, this level is compared to the migration threshold you set.
If the priority level is less than or equal to the threshold setting, the recommendation is either applied (if the
relevant virtual machines are in fully automated mode) or displayed to the user for confirmation (if in
manual or partially automated mode.)

Migration Recommendations
If you create a cluster with a default manual or partially automated mode, vCenter Server displays
migration recommendations on the DRS Recommendations page.

The system supplies as many recommendations as necessary to enforce rules and balance the resources of
the cluster. Each recommendation includes the virtual machine to be moved, current (source) host and
destination host, and a reason for the recommendation. The reason can be one of the following:

n Balance average CPU loads or reservations.

n Balance average memory loads or reservations.

n Satisfy resource pool reservations.

n Satisfy an affinity rule.

n Host is entering maintenance mode or standby mode.

NOTE   If you are using the vSphere Distributed Power Management (DPM) feature, in addition to migration
recommendations, DRS provides host power state recommendations.
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DRS Cluster Requirements
Hosts that are added to a DRS cluster must meet certain requirements to use cluster features successfully.

Shared Storage Requirements
A DRS cluster has certain shared storage requirements.

Ensure that the managed hosts use shared storage. Shared storage is typically on a SAN, but can also be
implemented using NAS shared storage.

See the vSphere Storage documentation for information about other shared storage.

Shared VMFS Volume Requirements
A DRS cluster has certain shared VMFS volume requirements.

Configure all managed hosts to use shared VMFS volumes.

n Place the disks of all virtual machines on VMFS volumes that are accessible by source and destination
hosts.

n Ensure the VMFS volume is sufficiently large to store all virtual disks for your virtual machines.

n Ensure all VMFS volumes on source and destination hosts use volume names, and all virtual machines
use those volume names for specifying the virtual disks.

NOTE   Virtual machine swap files also need to be on a VMFS accessible to source and destination hosts (just
like .vmdk virtual disk files). This requirement does not apply if all source and destination hosts are ESX
Server 3.5 or higher and using host-local swap. In that case, vMotion with swap files on unshared storage is
supported. Swap files are placed on a VMFS by default, but administrators might override the file location
using advanced virtual machine configuration options.

Processor Compatibility Requirements
A DRS cluster has certain processor compatibility requirements.

To avoid limiting the capabilities of DRS, you should maximize the processor compatibility of source and
destination hosts in the cluster.

vMotion transfers the running architectural state of a virtual machine between underlying ESXi hosts.
vMotion compatibility means that the processors of the destination host must be able to resume execution
using the equivalent instructions where the processors of the source host were suspended. Processor clock
speeds and cache sizes might vary, but processors must come from the same vendor class (Intel versus
AMD) and the same processor family to be compatible for migration with vMotion.

Processor families are defined by the processor vendors. You can distinguish different processor versions
within the same family by comparing the processors’ model, stepping level, and extended features.

Sometimes, processor vendors have introduced significant architectural changes within the same processor
family (such as 64-bit extensions and SSE3). VMware identifies these exceptions if it cannot guarantee
successful migration with vMotion.

vCenter Server provides features that help ensure that virtual machines migrated with vMotion meet
processor compatibility requirements. These features include:

n Enhanced vMotion Compatibility (EVC) – You can use EVC to help ensure vMotion compatibility for
the hosts in a cluster. EVC ensures that all hosts in a cluster present the same CPU feature set to virtual
machines, even if the actual CPUs on the hosts differ. This prevents migrations with vMotion from
failing due to incompatible CPUs.
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Configure EVC from the Cluster Settings dialog box. The hosts in a cluster must meet certain
requirements for the cluster to use EVC. For information about EVC and EVC requirements, see the
vCenter Server and Host Management documentation.

n CPU compatibility masks – vCenter Server compares the CPU features available to a virtual machine
with the CPU features of the destination host to determine whether to allow or disallow migrations
with vMotion. By applying CPU compatibility masks to individual virtual machines, you can hide
certain CPU features from the virtual machine and potentially prevent migrations with vMotion from
failing due to incompatible CPUs.

vMotion Requirements for DRS Clusters
A DRS cluster has certain vMotion requirements.

To enable the use of DRS migration recommendations, the hosts in your cluster must be part of a vMotion
network. If the hosts are not in the vMotion network, DRS can still make initial placement
recommendations.

To be configured for vMotion, each host in the cluster must meet the following requirements:

n vMotion does not support raw disks or migration of applications clustered using Microsoft Cluster
Service (MSCS).

n vMotion requires a private Gigabit Ethernet migration network between all of the vMotion enabled
managed hosts. When vMotion is enabled on a managed host, configure a unique network identity
object for the managed host and connect it to the private migration network.

Configuring DRS with Virtual Flash
DRS can manage virtual machines that have virtual flash reservations.

Virtual flash capacity appears as a statistic that is regularly reported from the host to the
vSphere Web Client. Each time DRS runs, it uses the most recent capacity value reported.

You can configure one virtual flash resource per host. This means that during virtual machine power-on
time, DRS does not need to select between different virtual flash resources on a given host.

DRS selects a host that has sufficient available virtual flash capacity to start the virtual machine. If DRS
cannot satisfy the virtual flash reservation of a virtual machine, it cannot be powered-on. DRS treats a
powered-on virtual machine with a virtual flash reservation as having a soft affinity with its current host.
DRS will not recommend such a virtual machine for vMotion except for mandatory reasons, such as putting
a host in maintenance mode, or to reduce the load on an over utilized host.

Create a Cluster
A cluster is a group of hosts. When a host is added to a cluster, the host's resources become part of the
cluster's resources. The cluster manages the resources of all hosts within it. Clusters enable the vSphere
High Availability (HA) and vSphere Distributed Resource Scheduler (DRS) solutions. You can also enable
Virtual SAN on a cluster.

Prerequisites

n Verify that you have sufficient permissions to create a cluster object.

n Verify that a data center exists in the inventory.

Procedure

1 Browse to a data center in the vSphere Web Client navigator.

2 Right-click the data center and select New Cluster.
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3 Enter a name for the cluster.

4 Select DRS and vSphere HA cluster features.

Option Description

To use DRS with this cluster a Select the DRS Turn ON check box.
b Select an automation level and a migration threshold.

To use HA with this cluster a Select the vSphere HA Turn ON check box.
b Select whether to enable host monitoring and admission control.
c If admission control is enabled, specify a policy.
d Select a VM Monitoring option.
e Specify the virtual machine monitoring sensitivity.

 
5 Select an Enhanced vMotion Compatibility (EVC) setting.

EVC ensures that all hosts in a cluster present the same CPU feature set to virtual machines, even if the
actual CPUs on the hosts differ. This prevents migrations with vMotion from failing due to
incompatible CPUs.

6 Enable Virtual SAN.

a Select the Virtual SAN Turn ON check box.

b Specify whether to add disks automatically or manually to the Virtual SAN cluster.

7 Click OK.

The cluster is added to the inventory.

What to do next

Add hosts and resource pools to the cluster.

For information about Virtual SAN and how to use Virtual SAN clusters, see the vSphere Storage publication.

Edit a Cluster
You can enable cluster features and edit settings for existing clusters.

Prerequisites

Required privileges: Host.Inventory.Modify Cluster or Host.Inventory.Remove Cluster or
Host.Inventory.Rename Cluster or Host.Inventory.Move Cluster

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Select the Manage tab and click Settings.

3 Under Services select vSphere DRS or vSphere HA and click Edit to edit cluster services.

4 Click OK.
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Create a DRS Cluster
When you add a host to a DRS cluster, the host’s resources become part of the cluster’s resources. In
addition to this aggregation of resources, with a DRS cluster you can support cluster-wide resource pools
and enforce cluster-level resource allocation policies.

The following cluster-level resource management capabilities are also available.

Load Balancing The distribution and usage of CPU and memory resources for all hosts and
virtual machines in the cluster are continuously monitored. DRS compares
these metrics to an ideal resource utilization given the attributes of the
cluster’s resource pools and virtual machines, the current demand, and the
imbalance target. It then performs (or recommends) virtual machine
migrations accordingly. See “Virtual Machine Migration,” on page 61. When
you first power on a virtual machine in the cluster, DRS attempts to maintain
proper load balancing by either placing the virtual machine on an
appropriate host or making a recommendation. See “Admission Control and
Initial Placement,” on page 60.

Power management When the vSphere Distributed Power Management (DPM) feature is
enabled, DRS compares cluster- and host-level capacity to the demands of
the cluster’s virtual machines, including recent historical demand. It places
(or recommends placing) hosts in standby power mode if sufficient excess
capacity is found or powering on hosts if capacity is needed. Depending on
the resulting host power state recommendations, virtual machines might
need to be migrated to and from the hosts as well. See “Managing Power
Resources,” on page 78.

Affinity Rules You can control the placement of virtual machines on hosts within a cluster,
by assigning affinity rules. See “Using DRS Affinity Rules,” on page 82.

Prerequisites

You can create a cluster without a special license, but you must have a license to enable a cluster for vSphere
DRS (or vSphere HA).

Procedure

1 Right-click a data center in the vSphere Web Client and select New Cluster.

2 Name the cluster in the Name text box.

This name appears in the vSphere Web Client navigator.

3 Select the DRS Turn ON check box.

4 Select a default automation level for DRS.

Automation Level Action

Manual n Initial placement: Recommended host(s) is displayed.
n Migration: Recommendation is displayed.

Partially Automated n Initial placement: Automatic.
n Migration: Recommendation is displayed.

Fully Automated n Initial placement: Automatic.
n Migration: Recommendation is executed automatically.

 
5 Set the migration threshold for DRS.
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6 (Optional) Select the vSphere HA Turn ON check box to enable vSphere HA.

vSphere HA allows you to:

n Enable host monitoring.

n Enable admission control.

n Specify the type of policy that admission control should enforce.

n Adjust the monitoring sensitivity of virtual machine monitoring.

7 If appropriate, enable Enhanced vMotion Compatibility (EVC) and select the mode it should operate in.

8 Click OK to complete cluster creation.

A new cluster does not include any hosts or virtual machines.

To add hosts and virtual machines to the cluster see “Adding Hosts to a Cluster,” on page 69.

Set a Custom Automation Level for a Virtual Machine
After you create a DRS cluster, you can customize the automation level for individual virtual machines to
override the cluster’s default automation level.

For example, you can select Manual for specific virtual machines in a cluster with full automation, or
Partially Automated for specific virtual machines in a manual cluster.

If a virtual machine is set to Disabled, vCenter Server does not migrate that virtual machine or provide
migration recommendations for it. This is known as pinning the virtual machine to its registered host.

NOTE   If you have not enabled Enhanced vMotion Compatibility (EVC) for the cluster, fault tolerant virtual
machines are set to DRS disabled. They appear on this screen, but you cannot assign an automation mode to
them.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Services, select vSphere DRS and click Edit. Expand DRS Automation.

4 Select the Enable individual virtual machine automation levels check box.

5 To temporarily disable any individual virtual machine overrides, deselect the Enable individual virtual
machine automation levels check box.

Virtual machine settings are restored when the check box is selected again.

6 To temporarily suspend all vMotion activity in a cluster, put the cluster in manual mode and deselect
the Enable individual virtual machine automation levels check box.

7 Select one or more virtual machines.

8 Click the Automation Level column and select an automation level from the drop-down menu.

Option Description

Manual Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Fully Automated Placement and migration recommendations run automatically.

Partially Automated Initial placement is performed automatically. Migration recommendations
are displayed, but do not run.

Disabled vCenter Server does not migrate the virtual machine or provide migration
recommendations for it.
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9 Click OK.

NOTE   Other VMware products or features, such as vSphere vApp and vSphere Fault Tolerance, might
override the automation levels of virtual machines in a DRS cluster. Refer to the product-specific
documentation for details.

Disable DRS
You can turn off DRS for a cluster.

When DRS is disabled, the cluster’s resource pool hierarchy and affinity rules are not reestablished when
DRS is turned back on. If you disable DRS, the resource pools are removed from the cluster. To avoid losing
the resource pools, save a snapshot of the resource pool tree on your local machine. You can use the
snapshot to restore the resource pool when you enable DRS.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under vSphere DRS, click Edit.

4 Deselect the Turn On vSphere DRS check box.

5 Click OK to turn off DRS.

6 (Optional) Choose an option to save the resource pool.

n Click Yes to save a resource pool tree snapshot on a local machine.

n Click No to turn off DRS without saving a resource pool tree snapshot.

Restore a Resource Pool Tree
You can restore a previously saved resource pool tree snapshot.

Prerequisites

n vSphere DRS must be turned ON.

n You can restore a snapshot only on the same cluster that it was taken.

n No other resource pools are present in the cluster.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Right-click on the cluster and select Restore Resource Pool Tree.

3 Click Browse, and locate the snapshot file on your local machine.

4 Click Open.

5 Click OK to restore the resource pool tree.
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Using DRS Clusters to Manage
Resources 11

After you create a DRS cluster, you can customize it and use it to manage resources.

To customize your DRS cluster and the resources it contains you can configure affinity rules and you can
add and remove hosts and virtual machines. When a cluster’s settings and resources have been defined, you
should ensure that it is and remains a valid cluster. You can also use a valid DRS cluster to manage power
resources and interoperate with vSphere HA.

This chapter includes the following topics:

n “Adding Hosts to a Cluster,” on page 69

n “Adding Virtual Machines to a Cluster,” on page 71

n “Removing Virtual Machines from a Cluster,” on page 71

n “Removing a Host from a Cluster,” on page 72

n “DRS Cluster Validity,” on page 73

n “Managing Power Resources,” on page 78

n “Using DRS Affinity Rules,” on page 82

Adding Hosts to a Cluster
The procedure for adding hosts to a cluster is different for hosts managed by the same vCenter Server
(managed hosts) than for hosts not managed by that server.

After a host has been added, the virtual machines deployed to the host become part of the cluster and DRS
can recommend migration of some virtual machines to other hosts in the cluster.

Add a Managed Host to a Cluster
When you add a standalone host already being managed by vCenter Server to a DRS cluster, the host’s
resources become associated with the cluster.

You can decide whether you want to associate existing virtual machines and resource pools with the
cluster’s root resource pool or graft the resource pool hierarchy.

NOTE   If a host has no child resource pools or virtual machines, the host’s resources are added to the cluster
but no resource pool hierarchy with a top-level resource pool is created.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host and select Move To.
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3 Select a cluster.

4 Click OK to apply the changes.

5 Select what to do with the host’s virtual machines and resource pools.

n Put this host’s virtual machines in the cluster’s root resource pool

vCenter Server removes all existing resource pools of the host and the virtual machines in the
host’s hierarchy are all attached to the root. Because share allocations are relative to a resource
pool, you might have to manually change a virtual machine’s shares after selecting this option,
which destroys the resource pool hierarchy.

n Create a resource pool for this host’s virtual machines and resource pools

vCenter Server creates a top-level resource pool that becomes a direct child of the cluster and adds
all children of the host to that new resource pool. You can supply a name for that new top-level
resource pool. The default is Grafted from <host_name>.

The host is added to the cluster.

Add an Unmanaged Host to a Cluster
You can add an unmanaged host to a cluster. Such a host is not currently managed by the same vCenter
Server system as the cluster and it is not visible in the vSphere Web Client.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Right-click the cluster and select Add Host.

3 Enter the host name, user name, and password, and click Next.

4 View the summary information and click Next.

5 Assign an existing or a new license key and click Next.

6 (Optional) You can enable lockdown mode to prevent remote users from logging directly into the host.

If you do not enable lockdown mode, you can configure this option later by editing Security Profile in
host settings.

7 Select what to do with the host’s virtual machines and resource pools.

n Put this host’s virtual machines in the cluster’s root resource pool

vCenter Server removes all existing resource pools of the host and the virtual machines in the
host’s hierarchy are all attached to the root. Because share allocations are relative to a resource
pool, you might have to manually change a virtual machine’s shares after selecting this option,
which destroys the resource pool hierarchy.

n Create a resource pool for this host’s virtual machines and resource pools

vCenter Server creates a top-level resource pool that becomes a direct child of the cluster and adds
all children of the host to that new resource pool. You can supply a name for that new top-level
resource pool. The default is Grafted from <host_name>.

8 Review settings and click Finish.

The host is added to the cluster.
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Adding Virtual Machines to a Cluster
You can add a virtual machine to a cluster in a number of ways.

n When you add a host to a cluster, all virtual machines on that host are added to the cluster.

n When a virtual machine is created, the New Virtual Machine wizard prompts you for the location to
place the virtual machine. You can select a standalone host or a cluster and you can select any resource
pool inside the host or cluster.

n You can migrate a virtual machine from a standalone host to a cluster or from a cluster to another
cluster using the Migrate Virtual Machine wizard. To start this wizard, right-click the virtual machine
name and select Migrate.

Move a Virtual Machine to a Cluster
You can move a virtual machine to a cluster.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click on the virtual machine and select Move To.

3 Select a cluster.

4 Click OK.

Removing Virtual Machines from a Cluster
You can remove virtual machines from a cluster.

You can remove a virtual machine from a cluster in two ways.

n When you remove a host from a cluster, all of the powered-off virtual machines that you do not migrate
to other hosts are removed as well. You can remove a host only if it is in maintenance mode or
disconnected. If you remove a host from a DRS cluster, the cluster can become yellow because it is
overcommitted.

n You can migrate a virtual machine from a cluster to a standalone host or from a cluster to another
cluster using the Migrate Virtual Machine wizard. To start this wizard right-click the virtual machine
name and select Migrate.

Move a Virtual Machine Out of a Cluster
You can move a virtual machine out of a cluster.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and select Migrate.

3 Select Change datastore and click Next.
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4 Select a datastore and click Next.

5 Click Finish.

If the virtual machine is a member of a DRS cluster rules group, vCenter Server displays a warning
before it allows the migration to proceed. The warning indicates that dependent virtual machines are
not migrated automatically. You have to acknowledge the warning before migration can proceed.

Removing a Host from a Cluster
When you remove a host from a DRS cluster, you affect resource pool hierarchies, virtual machines, and you
might create invalid clusters. Consider the affected objects before you remove the host.

n Resource Pool Hierarchies – When you remove a host from a cluster, the host retains only the root
resource pool, even if you used a DRS cluster and decided to graft the host resource pool when you
added the host to the cluster. In that case, the hierarchy remains with the cluster. You can create a host-
specific resource pool hierarchy.

NOTE   Ensure that you remove the host from the cluster by first placing it in maintenance mode. If you
instead disconnect the host before removing it from the cluster, the host retains the resource pool that
reflects the cluster hierarchy.

n Virtual Machines – A host must be in maintenance mode before you can remove it from the cluster and
for a host to enter maintenance mode all powered-on virtual machines must be migrated off that host.
When you request that a host enter maintenance mode, you are also asked whether you want to migrate
all the powered-off virtual machines on that host to other hosts in the cluster.

n Invalid Clusters – When you remove a host from a cluster, the resources available for the cluster
decrease. If the cluster has enough resources to satisfy the reservations of all virtual machines and
resource pools in the cluster, the cluster adjusts resource allocation to reflect the reduced amount of
resources. If the cluster does not have enough resources to satisfy the reservations of all resource pools,
but there are enough resources to satisfy the reservations for all virtual machines, an alarm is issued
and the cluster is marked yellow. DRS continues to run.

Place a Host in Maintenance Mode
You place a host in maintenance mode when you need to service it, for example, to install more memory. A
host enters or leaves maintenance mode only as the result of a user request.

Virtual machines that are running on a host entering maintenance mode need to be migrated to another host
(either manually or automatically by DRS) or shut down. The host is in a state of Entering Maintenance
Mode until all running virtual machines are powered down or migrated to different hosts. You cannot
power on virtual machines or migrate virtual machines to a host entering maintenance mode.

When no more running virtual machines are on the host, the host’s icon changes to include under
maintenance and the host’s Summary panel indicates the new state. While in maintenance mode, the host
does not allow you to deploy or power on a virtual machine.

NOTE   DRS does not recommend (or perform, in fully automated mode) any virtual machine migrations off
of a host entering maintenance or standby mode if the vSphere HA failover level would be violated after the
host enters the requested mode.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host and select Enter Maintenance Mode.

n If the host is part of a partially automated or manual DRS cluster, a list of migration
recommendations for virtual machines running on the host appears.
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n If the host is part of an automated DRS cluster, virtual machines are migrated to different hosts
when the host enters maintenance mode.

3 If applicable, click Yes.

The host is in maintenance mode until you select Exit Maintenance Mode.

Remove a Host from a Cluster
You can remove hosts from a cluster.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host and select Enter Maintenance Mode.

When the host is in maintenance mode, move it to a different inventory location, either the top-level
data center or to a different cluster.

3 Right-click the host and select Move To.

4 Select a new location for the lost and click OK.

When you move the host, its resources are removed from the cluster. If you grafted the host’s resource pool
hierarchy onto the cluster, that hierarchy remains with the cluster.

What to do next

After you remove a host from a cluster, you can perform the following tasks.

n Remove the host from vCenter Server.

n Run the host as a standalone host under vCenter Server.

n Move the host into another cluster.

Using Standby Mode
When a host machine is placed in standby mode, it is powered off.

Normally, hosts are placed in standby mode by the vSphere DPM feature to optimize power usage. You can
also place a host in standby mode manually. However, DRS might undo (or recommend undoing) your
change the next time it runs. To force a host to remain off, place it in maintenance mode and power it off.

DRS Cluster Validity
The vSphere Web Client indicates whether a DRS cluster is valid, overcommitted (yellow), or invalid (red).

DRS clusters become overcommitted or invalid for several reasons.

n A cluster might become overcommitted if a host fails.

n A cluster becomes invalid if vCenter Server is unavailable and you power on virtual machines using the
vSphere Web Client.

n A cluster becomes invalid if the user reduces the reservation on a parent resource pool while a virtual
machine is in the process of failing over.

n If changes are made to hosts or virtual machines using the vSphere Web Client while vCenter Server is
unavailable, those changes take effect. When vCenter Server becomes available again, you might find
that clusters have turned red or yellow because cluster requirements are no longer met.
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When considering cluster validity scenarios, you should understand these terms.

Reservation A fixed, guaranteed allocation for the resource pool input by the user.

Reservation Used The sum of the reservation or reservation used (whichever is larger) for each
child resource pool, added recursively.

Unreserved This nonnegative number differs according to resource pool type.

n Nonexpandable resource pools: Reservation minus reservation used.

n Expandable resource pools: (Reservation minus reservation used) plus
any unreserved resources that can be borrowed from its ancestor
resource pools.

Valid DRS Clusters
A valid cluster has enough resources to meet all reservations and to support all running virtual machines.

The following figure shows an example of a valid cluster with fixed resource pools and how its CPU and
memory resources are computed.

Figure 11‑1.  Valid Cluster with Fixed Resource Pools

cluster
Total Capacity: 12G

Reserved Capacity: 11G
Available Capacity: 1G

RP1
Reservation: 4G

Reservation Used: 4G
Unreserved: 0G

RP2
Reservation: 4G

Reservation Used: 3G
Unreserved: 1G

RP3
Reservation: 3G

Reservation Used: 3G
Unreserved: 0G

VM1, 2G

VM7, 2G

VM2, 2G

VM4, 1G VM8, 2G

VM3, 3G VM5, 2GVM6, 2G

The cluster has the following characteristics:

n A cluster with total resources of 12GHz.

n Three resource pools, each of type Fixed (Expandable Reservation is not selected).

n The total reservation of the three resource pools combined is 11GHz (4+4+3 GHz). The total is shown in
the Reserved Capacity field for the cluster.

n RP1 was created with a reservation of 4GHz. Two virtual machines. (VM1 and VM7) of 2GHz each are
powered on (Reservation Used: 4GHz). No resources are left for powering on additional virtual
machines. VM6 is shown as not powered on. It consumes none of the reservation.
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n RP2 was created with a reservation of 4GHz. Two virtual machines of 1GHz and 2GHz are powered on
(Reservation Used: 3GHz). 1GHz remains unreserved.

n RP3 was created with a reservation of 3GHz. One virtual machine with 3GHz is powered on. No
resources for powering on additional virtual machines are available.

The following figure shows an example of a valid cluster with some resource pools (RP1 and RP3) using
reservation type Expandable.

Figure 11‑2.  Valid Cluster with Expandable Resource Pools

cluster
Total Capacity: 16G

Reserved Capacity: 16G
Available Capacity: 0G

RP1 (expandable)
Reservation: 4G

Reservation Used: 6G
Unreserved: 0G

RP2
Reservation: 5G

Reservation Used: 3G
Unreserved: 2G

RP3 (expandable)
Reservation: 5G

Reservation Used: 5G
Unreserved: 0G

VM1, 2G

VM7, 2G

VM2, 2G

VM4, 1G VM8, 2G

VM3, 3G VM5, 2GVM6, 2G

A valid cluster can be configured as follows:

n A cluster with total resources of 16GHz.

n RP1 and RP3 are of type Expandable, RP2 is of type Fixed.

n The total reservation used of the three resource pools combined is 16GHz (6GHz for RP1, 5GHz for
RP2, and 5GHz for RP3). 16GHz shows up as the Reserved Capacity for the cluster at top level.

n RP1 was created with a reservation of 4GHz. Three virtual machines of 2GHz each are powered on.
Two of those virtual machines (for example, VM1 and VM7) can use RP1’s reservations, the third
virtual machine (VM6) can use reservations from the cluster’s resource pool. (If the type of this resource
pool were Fixed, you could not power on the additional virtual machine.)

n RP2 was created with a reservation of 5GHz. Two virtual machines of 1GHz and 2GHz are powered on
(Reservation Used: 3GHz). 2GHz remains unreserved.

RP3 was created with a reservation of 5GHz. Two virtual machines of 3GHz and 2GHz are powered on.
Even though this resource pool is of type Expandable, no additional 2GHz virtual machine can be
powered on because the parent’s extra resources are already used by RP1.
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Overcommitted DRS Clusters
A cluster becomes overcommitted (yellow) when the tree of resource pools and virtual machines is
internally consistent but the cluster does not have the capacity to support all resources reserved by the child
resource pools.

There will always be enough resources to support all running virtual machines because, when a host
becomes unavailable, all its virtual machines become unavailable. A cluster typically turns yellow when
cluster capacity is suddenly reduced, for example, when a host in the cluster becomes unavailable. VMware
recommends that you leave adequate additional cluster resources to avoid your cluster turning yellow.

Figure 11‑3.  Yellow Cluster

X
cluster

Total Capacity: 12G 8G
Reserved Capacity: 12G
Available Capacity: 0G

RP1 (expandable)
Reservation: 4G

Reservation Used: 4G
Unreserved: 0G

RP2
Reservation: 5G

Reservation Used: 3G
Unreserved: 2G

RP3 (expandable)
Reservation: 3G

Reservation Used: 3G
Unreserved: 0G

VM1, 2G

VM7, 0G

VM2, 2G

VM4, 1G

VM3, 3G VM5, 5GVM6, 2G

In this example:

n A cluster with total resources of 12GHz coming from three hosts of 4GHz each.

n Three resource pools reserving a total of 12GHz.

n The total reservation used by the three resource pools combined is 12GHz (4+5+3 GHz). That shows up
as the Reserved Capacity in the cluster.

n One of the 4GHz hosts becomes unavailable, so total resources reduce to 8GHz.

n At the same time, VM4 (1GHz) and VM3 (3GHz), which were running on the host that failed, are no
longer running.

n The cluster is now running virtual machines that require a total of 6GHz. The cluster still has 8GHz
available, which is sufficient to meet virtual machine requirements.

The resource pool reservations of 12GHz can no longer be met, so the cluster is marked as yellow.
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Invalid DRS Clusters
A cluster enabled for DRS becomes invalid (red) when the tree is no longer internally consistent, that is,
resource constraints are not observed.

The total amount of resources in the cluster does not affect whether the cluster is red. A cluster can be red,
even if enough resources exist at the root level, if there is an inconsistency at a child level.

You can resolve a red DRS cluster problem either by powering off one or more virtual machines, moving
virtual machines to parts of the tree that have sufficient resources, or editing the resource pool settings in
the red part. Adding resources typically helps only when you are in the yellow state.

A cluster can also turn red if you reconfigure a resource pool while a virtual machine is failing over. A
virtual machine that is failing over is disconnected and does not count toward the reservation used by the
parent resource pool. You might reduce the reservation of the parent resource pool before the failover
completes. After the failover is complete, the virtual machine resources are again charged to the parent
resource pool. If the pool’s usage becomes larger than the new reservation, the cluster turns red.

If a user is able to start a virtual machine (in an unsupported way) with a reservation of 3GHz under
resource pool 2, the cluster would become red, as shown in the following figure.

Figure 11‑4.  Red Cluster

cluster
Total Capacity: 12G

Reserved Capacity: 12G 15G
Available Capacity: 0G

RP1 (expandable)
Reservation: 4G

Reservation Used: 4G
Unreserved: 0G

RP2
Reservation: 2G

Reservation Used: 2G 5G
Unreserved: 0G

RP3 (expandable)
Reservation: 6G

Reservation Used: 2G
Unreserved: 4G 0G

VM1, 1G

VM7, 3G

VM2, 3G VM3, 1G VM4, 1G VM5, 1G VM6, 1G
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Managing Power Resources
The vSphere Distributed Power Management (DPM) feature allows a DRS cluster to reduce its power
consumption by powering hosts on and off based on cluster resource utilization.

vSphere DPM monitors the cumulative demand of all virtual machines in the cluster for memory and CPU
resources and compares this to the total available resource capacity of all hosts in the cluster. If sufficient
excess capacity is found, vSphere DPM places one or more hosts in standby mode and powers them off after
migrating their virtual machines to other hosts. Conversely, when capacity is deemed to be inadequate, DRS
brings hosts out of standby mode (powers them on) and uses vMotion to migrate virtual machines to them.
When making these calculations, vSphere DPM considers not only current demand, but it also honors any
user-specified virtual machine resource reservations.

NOTE   ESXi hosts cannot automatically be brought out of standby mode unless they are running in a cluster
managed by vCenter Server.

vSphere DPM can use one of three power management protocols to bring a host out of standby mode:
Intelligent Platform Management Interface (IPMI), Hewlett-Packard Integrated Lights-Out (iLO), or Wake-
On-LAN (WOL). Each protocol requires its own hardware support and configuration. If a host does not
support any of these protocols it cannot be put into standby mode by vSphere DPM. If a host supports
multiple protocols, they are used in the following order: IPMI, iLO, WOL.

NOTE   Do not disconnect a host in standby mode or move it out of the DRS cluster without first powering it
on, otherwise vCenter Server is not able to power the host back on.

Configure IPMI or iLO Settings for vSphere DPM
IPMI is a hardware-level specification and Hewlett-Packard iLO is an embedded server management
technology. Each of them describes and provides an interface for remotely monitoring and controlling
computers.

You must perform the following procedure on each host.

Prerequisites

Both IPMI and iLO require a hardware Baseboard Management Controller (BMC) to provide a gateway for
accessing hardware control functions, and allow the interface to be accessed from a remote system using
serial or LAN connections. The BMC is powered-on even when the host itself is powered-off. If properly
enabled, the BMC can respond to remote power-on commands.

If you plan to use IPMI or iLO as a wake protocol, you must configure the BMC. BMC configuration steps
vary according to model. See your vendor’s documentation for more information. With IPMI, you must also
ensure that the BMC LAN channel is configured to be always available and to allow operator-privileged
commands. On some IPMI systems, when you enable "IPMI over LAN" you must configure this in the BIOS
and specify a particular IPMI account.

vSphere DPM using only IPMI supports MD5- and plaintext-based authentication, but MD2-based
authentication is not supported. vCenter Server uses MD5 if a host's BMC reports that it is supported and
enabled for the Operator role. Otherwise, plaintext-based authentication is used if the BMC reports it is
supported and enabled. If neither MD5 nor plaintext authentication is enabled, IPMI cannot be used with
the host and vCenter Server attempts to use Wake-on-LAN.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, click Power Management.
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4 Click Edit.

5 Enter the following information.

n User name and password for a BMC account. (The user name must have the ability to remotely
power the host on.)

n IP address of the NIC associated with the BMC, as distinct from the IP address of the host. The IP
address should be static or a DHCP address with infinite lease.

n MAC address of the NIC associated with the BMC.

6 Click OK.

Test Wake-on-LAN for vSphere DPM
The use of Wake-on-LAN (WOL) for the vSphere DPM feature is fully supported, if you configure and
successfully test it according to the VMware guidelines. You must perform these steps before enabling
vSphere DPM for a cluster for the first time or on any host that is being added to a cluster that is using
vSphere DPM.

Prerequisites

Before testing WOL, ensure that your cluster meets the prerequisites.

n Your cluster must contain at least two hosts that are version ESX 3.5 (or ESX 3i version 3.5) or later.

n Each host's vMotion networking link must be working correctly. The vMotion network should also be a
single IP subnet, not multiple subnets separated by routers.

n The vMotion NIC on each host must support WOL. To check for WOL support, first determine the
name of the physical network adapter corresponding to the VMkernel port by selecting the host in the
inventory panel of the vSphere Web Client, selecting the Configuration tab, and clicking Networking.
After you have this information, click on Network Adapters and find the entry corresponding to the
network adapter. The Wake On LAN Supported column for the relevant adapter should show Yes.

n To display the WOL-compatibility status for each NIC on a host, select the host in the inventory panel
of the vSphere Web Client, select the Configuration tab, and click Network Adapters. The NIC must
show Yes in the Wake On LAN Supported column.

n The switch port that each WOL-supporting vMotion NIC is plugged into should be set to auto negotiate
the link speed, and not set to a fixed speed (for example, 1000 Mb/s). Many NICs support WOL only if
they can switch to 100 Mb/s or less when the host is powered off.

After you verify these prerequisites, test each ESXi host that is going to use WOL to support vSphere DPM.
When you test these hosts, ensure that the vSphere DPM feature is disabled for the cluster.

CAUTION   Ensure that any host being added to a vSphere DPM cluster that uses WOL as a wake protocol is
tested and disabled from using power management if it fails the testing. If this is not done, vSphere DPM
might power off hosts that it subsequently cannot power back up.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Right-click the host and select Enter Standby Mode

This action powers down the host.

3 Right-click the host and select Power On to attempt to bring it out of standby mode.

4 Observe whether or not the host successfully powers back on.
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5 For any host that fails to exit standby mode successfully, perform the following steps.

a Select the host in the vSphere Web Client navigator and select the Manage tab.

b Under Power Management, click Edit to adjust the power management policy.
After you do this, vSphere DPM does not consider that host a candidate for being powered off.

Enabling vSphere DPM for a DRS Cluster
After you have performed configuration or testing steps required by the wake protocol you are using on
each host, you can enable vSphere DPM.

Configure the power management automation level, threshold, and host-level overrides. These settings are
configured under Power Management in the cluster’s Settings dialog box.

You can also create scheduled tasks to enable and disable DPM for a cluster using the Schedule Task:
Change Cluster Power Settings wizard.

NOTE   If a host in your DRS cluster has USB devices connected, disable DPM for that host. Otherwise, DPM
might turn off the host and sever the connection between the device and the virtual machine that was using
it.

Automation Level
Whether the host power state and migration recommendations generated by vSphere DPM are executed
automatically or not depends upon the power management automation level selected for the feature.

The automation level is configured under Power Management in the cluster’s Settings dialog box.

NOTE   The power management automation level is not the same as the DRS automation level.

Table 11‑1.  Power Management Automation Level

Option Description

Off The feature is disabled and no recommendations will be made.

Manual Host power operation and related virtual machine migration recommendations are made, but
not automatically executed. These recommendations appear on the cluster’s DRS tab in the
vSphere Web Client.

Automatic Host power operations are automatically executed if related virtual machine migrations can
all be executed automatically.

vSphere DPM Threshold
The power state (host power on or off) recommendations generated by the vSphere DPM feature are
assigned priorities that range from priority-one recommendations to priority-five recommendations.

These priority ratings are based on the amount of over- or under-utilization found in the DRS cluster and
the improvement that is expected from the intended host power state change. A priority-one
recommendation is mandatory, while a priority-five recommendation brings only slight improvement.
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The threshold is configured under Power Management in the cluster’s Settings dialog box. Each level you
move the vSphere DPM Threshold slider to the right allows the inclusion of one more lower level of priority
in the set of recommendations that are executed automatically or appear as recommendations to be
manually executed. At the Conservative setting, vSphere DPM only generates priority-one
recommendations, the next level to the right only priority-two and higher, and so on, down to the
Aggressive level which generates priority-five recommendations and higher (that is, all recommendations.)

NOTE   The DRS threshold and the vSphere DPM threshold are essentially independent. You can
differentiate the aggressiveness of the migration and host-power-state recommendations they respectively
provide.

Host-Level Overrides
When you enable vSphere DPM in a DRS cluster, by default all hosts in the cluster inherit its vSphere DPM
automation level.

You can override this default for an individual host by selecting the Host Options page of the cluster's
Settings dialog box and clicking its Power Management setting. You can change this setting to the following
options:

n Disabled

n Manual

n Automatic

NOTE   Do not change a host's Power Management setting if it has been set to Disabled due to failed exit
standby mode testing.

After enabling and running vSphere DPM, you can verify that it is functioning properly by viewing each
host’s Last Time Exited Standby information displayed on the Host Options page in the cluster Settings
dialog box and on the Hosts tab for each cluster. This field shows a timestamp and whether vCenter Server
Succeeded or Failed the last time it attempted to bring the host out of standby mode. If no such attempt has
been made, the field displays Never.

NOTE   Times for the Last Time Exited Standby text box are derived from the vCenter Server event log. If
this log is cleared, the times are reset to Never.

Monitoring vSphere DPM
You can use event-based alarms in vCenter Server to monitor vSphere DPM.

The most serious potential error you face when using vSphere DPM is the failure of a host to exit standby
mode when its capacity is needed by the DRS cluster. You can monitor for instances when this error occurs
by using the preconfigured Exit Standby Error alarm in vCenter Server. If vSphere DPM cannot bring a host
out of standby mode (vCenter Server event DrsExitStandbyModeFailedEvent), you can configure this alarm
to send an alert email to the administrator or to send notification using an SNMP trap. By default, this alarm
is cleared after vCenter Server is able to successfully connect to that host.

To monitor vSphere DPM activity, you can also create alarms for the following vCenter Server events.

Table 11‑2.  vCenter Server Events

Event Type Event Name

Entering Standby mode (about to power off host) DrsEnteringStandbyModeEvent

Successfully entered Standby mode (host power off
succeeded)

DrsEnteredStandbyModeEvent
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Table 11‑2.  vCenter Server Events (Continued)

Event Type Event Name

Exiting Standby mode (about to power on the host) DrsExitingStandbyModeEvent

Successfully exited Standby mode (power on succeeded) DrsExitedStandbyModeEvent

For more information about creating and editing alarms, see the vSphere Monitoring and Performance
documentation.

If you use monitoring software other than vCenter Server, and that software triggers alarms when physical
hosts are powered off unexpectedly, you might have a situation where false alarms are generated when
vSphere DPM places a host into standby mode. If you do not want to receive such alarms, work with your
vendor to deploy a version of the monitoring software that is integrated with vCenter Server. You could also
use vCenter Server itself as your monitoring solution, because starting with vSphere 4.x, it is inherently
aware of vSphere DPM and does not trigger these false alarms.

Using DRS Affinity Rules
You can control the placement of virtual machines on hosts within a cluster by using affinity rules.

You can create two types of rules.

n Used to specify affinity or anti-affinity between a group of virtual machines and a group of hosts. An
affinity rule specifies that the members of a selected virtual machine DRS group can or must run on the
members of a specific host DRS group. An anti-affinity rule specifies that the members of a selected
virtual machine DRS group cannot run on the members of a specific host DRS group.

See “VM-Host Affinity Rules,” on page 84 for information about creating and using this type of rule.

n Used to specify affinity or anti-affinity between individual virtual machines. A rule specifying affinity
causes DRS to try to keep the specified virtual machines together on the same host, for example, for
performance reasons. With an anti-affinity rule, DRS tries to keep the specified virtual machines apart,
for example, so that when a problem occurs with one host, you do not lose both virtual machines.

See “VM-VM Affinity Rules,” on page 83 for information about creating and using this type of rule.

When you add or edit an affinity rule, and the cluster's current state is in violation of the rule, the system
continues to operate and tries to correct the violation. For manual and partially automated DRS clusters,
migration recommendations based on rule fulfillment and load balancing are presented for approval. You
are not required to fulfill the rules, but the corresponding recommendations remain until the rules are
fulfilled.

To check whether any enabled affinity rules are being violated and cannot be corrected by DRS, select the
cluster's DRS tab and click Faults. Any rule currently being violated has a corresponding fault on this page.
Read the fault to determine why DRS is not able to satisfy the particular rule. Rules violations also produce
a log event.

NOTE   VM-VM and VM-Host affinity rules are different from an individual host’s CPU affinity rules.

Create a Host DRS Group
A VM-Host affinity rule establishes an affinity (or anti-affinity) relationship between a virtual machine DRS
group with a host DRS group. You must create both of these groups before you can create a rule that links
them.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab.
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3 Click Settings, and click DRS Groups.

4 In the DRS Groups section, click Add.

5 In the Create DRS Group dialog box, type a name for the group.

6 Select Host DRS Group from the Type drop down box and click Add.

7 Click the check box next to a host to add it. Continue this process until all desired hosts have been
added.

8 Click OK.

What to do next

Using this host DRS group, you can create a VM-Host affinity rule that establishes an affinity (or anti-
affinity) relationship with an appropriate virtual machine DRS group.

“Create a Virtual Machine DRS Group,” on page 83

“Create a VM-Host Affinity Rule,” on page 85

Create a Virtual Machine DRS Group
Affinity rules establish an affinity (or anti-affinity) relationship between DRS groups. You must create DRS
groups before you can create a rule that links them.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings, and click DRS Groups.

4 In the DRS Groups section, click Add.

5 In the Create DRS Group dialog box, type a name for the group.

6 Select VM DRS Group from the Type drop down box and click Add.

7 Click the check box next to a virtual machine to add it. Continue this process until all desired virtual
machines have been added.

8 Click OK.

What to do next

“Create a Host DRS Group,” on page 82

“Create a VM-Host Affinity Rule,” on page 85

“Create a VM-VM Affinity Rule,” on page 84

VM-VM Affinity Rules
A VM-VM affinity rule specifies whether selected individual virtual machines should run on the same host
or be kept on separate hosts. This type of rule is used to create affinity or anti-affinity between individual
virtual machines that you select.

When an affinity rule is created, DRS tries to keep the specified virtual machines together on the same host.
You might want to do this, for example, for performance reasons.

With an anti-affinity rule, DRS tries to keep the specified virtual machines apart. You could use such a rule if
you want to guarantee that certain virtual machines are always on different physical hosts. In that case, if a
problem occurs with one host, not all virtual machines would be placed at risk.
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Create a VM-VM Affinity Rule
You can create VM-VM affinity rules to specify whether selected individual virtual machines should run on
the same host or be kept on separate hosts.

NOTE   If you use the vSphere HA Specify Failover Hosts admission control policy and designate multiple
failover hosts, VM-VM affinity rules are not supported.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings and click DRS Rules.

4 Click Add.

5 In the Create DRS Rule dialog box, type a name for the rule.

6 From the Type drop-down menu, select either Keep Virtual Machines Together or Separate Virtual
Machines.

7 Click Add.

8 Select at least two virtual machines to which the rule will apply and click OK.

9 Click OK.

VM-VM Affinity Rule Conflicts
You can create and use multiple VM-VM affinity rules, however, this might lead to situations where the
rules conflict with one another.

If two VM-VM affinity rules are in conflict, you cannot enable both. For example, if one rule keeps two
virtual machines together and another rule keeps the same two virtual machines apart, you cannot enable
both rules. Select one of the rules to apply and disable or remove the conflicting rule.

When two VM-VM affinity rules conflict, the older one takes precedence and the newer rule is disabled.
DRS only tries to satisfy enabled rules and disabled rules are ignored. DRS gives higher precedence to
preventing violations of anti-affinity rules than violations of affinity rules.

VM-Host Affinity Rules
A VM-Host affinity rule specifies whether or not the members of a selected virtual machine DRS group can
run on the members of a specific host DRS group.

Unlike a VM-VM affinity rule, which specifies affinity (or anti-affinity) between individual virtual machines,
a VM-Host affinity rule specifies an affinity relationship between a group of virtual machines and a group of
hosts. There are 'required' rules (designated by "must") and 'preferential' rules (designated by "should".)

A VM-Host affinity rule includes the following components.

n One virtual machine DRS group.

n One host DRS group.

n A designation of whether the rule is a requirement ("must") or a preference ("should") and whether it is
affinity ("run on") or anti-affinity ("not run on").

Because VM-Host affinity rules are cluster-based, the virtual machines and hosts that are included in a rule
must all reside in the same cluster. If a virtual machine is removed from the cluster, it loses its DRS group
affiliation, even if it is later returned to the cluster.
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Create a VM-Host Affinity Rule
You can create VM-Host affinity rules to specify whether or not the members of a selected virtual machine
DRS group can run on the members of a specific host DRS group.

Prerequisites

Create the virtual machine and host DRS groups to which the VM-Host affinity rule applies.

Procedure

1 Browse to the cluster in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings and click DRS Rules.

4 Click Add.

5 In the Create DRS Rule dialog box, type a name for the rule.

6 From the Type drop down menu, select Virtual Machines to Hosts.

7 Select the virtual machine DRS group and the host DRS group to which the rule applies.

8 Select a specification for the rule.

n Must run on hosts in group. Virtual machines in VM Group 1 must run on hosts in Host Group A.

n Should run on hosts in group. Virtual machines in VM Group 1 should, but are not required, to
run on hosts in Host Group A.

n Must not run on hosts in group. Virtual machines in VM Group 1 must never run on host in Host
Group A.

n Should not run on hosts in group. Virtual machines in VM Group 1 should not, but might, run on
hosts in Host Group A.

9 Click OK.

Using VM-Host Affinity Rules
You use a VM-Host affinity rule to specify an affinity relationship between a group of virtual machines and
a group of hosts. When using VM-Host affinity rules, you should be aware of when they could be most
useful, how conflicts between rules are resolved, and the importance of caution when setting required
affinity rules.

One use case where VM-Host affinity rules are helpful is when the software you are running in your virtual
machines has licensing restrictions. You can place such virtual machines into a DRS group and then create a
rule that requires them to run on a host DRS group that contains only host machines that have the required
licenses.

NOTE   When you create a VM-Host affinity rule that is based on the licensing or hardware requirements of
the software running in your virtual machines, you are responsible for ensuring that the groups are
properly set up. The rule does not monitor the software running in the virtual machines nor does it know
what non-VMware licenses are in place on which ESXi hosts.

If you create more than one VM-Host affinity rule, the rules are not ranked, but are applied equally. Be
aware that this has implications for how the rules interact. For example, a virtual machine that belongs to
two DRS groups, each of which belongs to a different required rule, can run only on hosts that belong to
both of the host DRS groups represented in the rules.
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When you create a VM-Host affinity rule, its ability to function in relation to other rules is not checked. So it
is possible for you to create a rule that conflicts with the other rules you are using. When two VM-Host
affinity rules conflict, the older one takes precedence and the newer rule is disabled. DRS only tries to satisfy
enabled rules and disabled rules are ignored.

DRS, vSphere HA, and vSphere DPM never take any action that results in the violation of required affinity
rules (those where the virtual machine DRS group 'must run on' or 'must not run on' the host DRS group).
Accordingly, you should exercise caution when using this type of rule because of its potential to adversely
affect the functioning of the cluster. If improperly used, required VM-Host affinity rules can fragment the
cluster and inhibit the proper functioning of DRS, vSphere HA, and vSphere DPM.

A number of cluster functions are not performed if doing so would violate a required affinity rule.

n DRS does not evacuate virtual machines to place a host in maintenance mode.

n DRS does not place virtual machines for power-on or load balance virtual machines.

n vSphere HA does not perform failovers.

n vSphere DPM does not optimize power management by placing hosts into standby mode.

To avoid these situations, exercise caution when creating more than one required affinity rule or consider
using VM-Host affinity rules that are preferential only (those where the virtual machine DRS group 'should
run on' or 'should not run on' the host DRS group). Ensure that the number of hosts in the cluster with
which each virtual machine is affined is large enough that losing a host does not result in a lack of hosts on
which the virtual machine can run. Preferential rules can be violated to allow the proper functioning of DRS,
vSphere HA, and vSphere DPM.

NOTE   You can create an event-based alarm that is triggered when a virtual machine violates a VM-Host
affinity rule. In the vSphere Web Client, add a new alarm for the virtual machine and select VM is violating
VM-Host Affinity Rule as the event trigger. For more information about creating and editing alarms, see
the vSphere Monitoring and Performance documentation.
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Creating a Datastore Cluster 12
A datastore cluster is a collection of datastores with shared resources and a shared management interface.
Datastore clusters are to datastores what clusters are to hosts. When you create a datastore cluster, you can
use vSphere Storage DRS to manage storage resources.

NOTE   Datastore clusters are referred to as storage pods in the vSphere API.

When you add a datastore to a datastore cluster, the datastore's resources become part of the datastore
cluster's resources. As with clusters of hosts, you use datastore clusters to aggregate storage resources,
which enables you to support resource allocation policies at the datastore cluster level. The following
resource management capabilities are also available per datastore cluster.

Space utilization load
balancing

You can set a threshold for space use. When space use on a datastore exceeds
the threshold, Storage DRS generates recommendations or performs Storage
vMotion migrations to balance space use across the datastore cluster.

I/O latency load
balancing

You can set an I/O latency threshold for bottleneck avoidance. When I/O
latency on a datastore exceeds the threshold, Storage DRS generates
recommendations or performs Storage vMotion migrations to help alleviate
high I/O load.

Anti-affinity rules You can create anti-affinity rules for virtual machine disks. For example, the
virtual disks of a certain virtual machine must be kept on different
datastores. By default, all virtual disks for a virtual machine are placed on
the same datastore.

This chapter includes the following topics:

n “Initial Placement and Ongoing Balancing,” on page 88

n “Storage Migration Recommendations,” on page 88

n “Create a Datastore Cluster,” on page 88

n “Enable and Disable Storage DRS,” on page 89

n “Set the Automation Level for Datastore Clusters,” on page 89

n “Setting the Aggressiveness Level for Storage DRS,” on page 90

n “Datastore Cluster Requirements,” on page 91

n “Adding and Removing Datastores from a Datastore Cluster,” on page 92
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Initial Placement and Ongoing Balancing
Storage DRS provides initial placement and ongoing balancing recommendations to datastores in a Storage
DRS-enabled datastore cluster.

Initial placement occurs when Storage DRS selects a datastore within a datastore cluster on which to place a
virtual machine disk. This happens when the virtual machine is being created or cloned, when a virtual
machine disk is being migrated to another datastore cluster, or when you add a disk to an existing virtual
machine.

Initial placement recommendations are made in accordance with space constraints and with respect to the
goals of space and I/O load balancing. These goals aim to minimize the risk of over-provisioning one
datastore, storage I/O bottlenecks, and performance impact on virtual machines.

Storage DRS is invoked at the configured frequency (by default, every eight hours) or when one or more
datastores in a datastore cluster exceeds the user-configurable space utilization thresholds. When Storage
DRS is invoked, it checks each datastore's space utilization and I/O latency values against the threshold. For
I/O latency, Storage DRS uses the 90th percentile I/O latency measured over the course of a day to compare
against the threshold.

Storage Migration Recommendations
vCenter Server displays migration recommendations on the Storage DRS Recommendations page for
datastore clusters that have manual automation mode.

The system provides as many recommendations as necessary to enforce Storage DRS rules and to balance
the space and I/O resources of the datastore cluster. Each recommendation includes the virtual machine
name, the virtual disk name, the name of the datastore cluster, the source datastore, the destination
datastore, and a reason for the recommendation.

n Balance datastore space use

n Balance datastore I/O load

Storage DRS makes mandatory recommendations for migration in the following situations:

n The datastore is out of space.

n Anti-affinity or affinity rules are being violated.

n The datastore is entering maintenance mode and must be evacuated.

In addition, optional recommendations are made when a datastore is close to running out of space or when
adjustments should be made for space and I/O load balancing.

Storage DRS considers moving virtual machines that are powered off or powered on for space balancing.
Storage DRS includes powered-off virtual machines with snapshots in these considerations.

Create a Datastore Cluster
You can manage datastore cluster resources using Storage DRS.

Procedure

1 Browse to Datacenters in the vSphere Web Client navigator.

2 Right-click the datacenter object and select New Datastore Cluster.

3 Follow the prompts to complete the New Datastore Cluster wizard.

4 Click Finish.
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Enable and Disable Storage DRS
Storage DRS allows you to manage the aggregated resources of a datastore cluster. When Storage DRS is
enabled, it provides recommendations for virtual machine disk placement and migration to balance space
and I/O resources across the datastores in the datastore cluster.

When you enable Storage DRS, you enable the following functions.

n Space load balancing among datastores within a datastore cluster.

n I/O load balancing among datastores within a datastore cluster.

n Initial placement for virtual disks based on space and I/O workload.

The Enable Storage DRS check box in the Datastore Cluster Settings dialog box enables or disables all of
these components at once. If necessary, you can disable I/O-related functions of Storage DRS independently
of space balancing functions.

When you disable Storage DRS on a datastore cluster, Storage DRS settings are preserved. When you enable
Storage DRS, the settings for the datastore cluster are restored to the point where Storage DRS was disabled.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Services, select Storage DRS and click Edit.

4 Select Turn ON vSphere DRS and click OK.

5 (Optional) To disable only I/O-related functions of Storage DRS, leaving space-related controls enabled,
perform the following steps.

a Under Storage DRS select Edit.

b Deselect the Enable I/O metric for Storage DRS check box and click OK.

Set the Automation Level for Datastore Clusters
The automation level for a datastore cluster specifies whether or not placement and migration
recommendations from Storage DRS are applied automatically.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Services, select DRS and click Edit.

4 Expand DRS Automation and select an automation level.

Manual is the default automation level.

Option Description

No Automation (Manual Mode) Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Partially Automated Placement recommendations run automatically and migration
recommendations are displayed, but do not run until you manually apply
the recommendation.

Fully Automated Placement and migration recommendations run automatically.
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5 Click OK.

Setting the Aggressiveness Level for Storage DRS
The aggressiveness of Storage DRS is determined by specifying thresholds for space used and I/O latency.

Storage DRS collects resource usage information for the datastores in a datastore cluster. vCenter Server
uses this information to generate recommendations for placement of virtual disks on datastores.

When you set a low aggressiveness level for a datastore cluster, Storage DRS recommends Storage vMotion
migrations only when absolutely necessary, for example, if when I/O load, space utilization, or their
imbalance is high. When you set a high aggressiveness level for a datastore cluster, Storage DRS
recommends migrations whenever the datastore cluster can benefit from space or I/O load balancing.

In the vSphere Web Client, you can use the following thresholds to set the aggressiveness level for Storage
DRS:

Space Utilization Storage DRS generates recommendations or performs migrations when the
percentage of space utilization on the datastore is greater than the threshold
you set in the vSphere Web Client.

I/O Latency Storage DRS generates recommendations or performs migrations when the
90th percentile I/O latency measured over a day for the datastore is greater
than the threshold.

You can also set advanced options to further configure the aggressiveness level of Storage DRS.

Space utilization
difference

This threshold ensures that there is some minimum difference between the
space utilization of the source and the destination. For example, if the space
used on datastore A is 82% and datastore B is 79%, the difference is 3. If the
threshold is 5, Storage DRS will not make migration recommendations from
datastore A to datastore B.

I/O load balancing
invocation interval

After this interval, Storage DRS runs to balance I/O load.

I/O imbalance threshold Lowering this value makes I/O load balancing less aggressive. Storage DRS
computes an I/O fairness metric between 0 and 1, which 1 being the fairest
distribution. I/O load balancing runs only if the computed metric is less than
1 - (I/O imbalance threshold / 100).

Set Storage DRS Runtime Rules
Set Storage DRS triggers and configure advanced options for the datastore cluster.

Procedure

1 (Optional) Select or deselect the Enable I/O metric for SDRS recommendations check box to enable or
disable I/O metric inclusion.

When you disable this option, vCenter Server does not consider I/O metrics when making Storage DRS
recommendations. When you disable this option, you disable the following elements of Storage DRS:

n I/O load balancing among datastores within a datastore cluster.

n Initial placement for virtual disks based on I/O workload. Initial placement is based on space only.
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2 (Optional) Set Storage DRS thresholds.

You set the aggressiveness level of Storage DRS by specifying thresholds for used space and I/O
latency.

n Use the Utilized Space slider to indicate the maximum percentage of consumed space allowed
before Storage DRS is triggered. Storage DRS makes recommendations and performs migrations
when space use on the datastores is higher than the threshold.

n Use the I/O Latency slider to indicate the maximum I/O latency allowed before Storage DRS is
triggered. Storage DRS makes recommendations and performs migrations when latency is higher
than the threshold.

NOTE   The Storage DRS I/O Latency threshold for the datastore cluster should be lower than or
equal to the Storage I/O Control congestion threshold.

3 (Optional) Configure advanced options.

n No recommendations until utilization difference between source and destination is: Use the slider
to specify the space utilization difference threshold. Utilization is usage * 100/capacity.

This threshold ensures that there is some minimum difference between the space utilization of the
source and the destination. For example, if the space used on datastore A is 82% and datastore B is
79%, the difference is 3. If the threshold is 5, Storage DRS will not make migration
recommendations from datastore A to datastore B.

n Check imbalances every: Specify how often Storage DRS should assess space and I/O load
balancing.

n I/O imbalance threshold: Use the slider to indicate the aggressiveness of I/O load balancing.
Lowering this value makes I/O load balancing less aggressive. Storage DRS computes an I/O
fairness metric between 0 and 1, which 1 being the fairest distribution. I/O load balancing runs only
if the computed metric is less than 1 - (I/O imbalance threshold / 100).

4 Click OK.

Datastore Cluster Requirements
Datastores and hosts that are associated with a datastore cluster must meet certain requirements to use
datastore cluster features successfully.

Follow these guidelines when you create a datastore cluster.

n Datastore clusters must contain similar or interchangeable datastores.

A datastore cluster can contain a mix of datastores with different sizes and I/O capacities, and can be
from different arrays and vendors. However, the following types of datastores cannot coexist in a
datastore cluster.

n NFS and VMFS datastores cannot be combined in the same datastore cluster.

n Replicated datastores cannot be combined with non-replicated datastores in the same Storage-DRS-
enabled datastore cluster.

n All hosts attached to the datastores in a datastore cluster must be ESXi 5.0 and later. If datastores in the
datastore cluster are connected to ESX/ESXi 4.x and earlier hosts, Storage DRS does not run.

n Datastores shared across multiple data centers cannot be included in a datastore cluster.

n As a best practice, do not include datastores that have hardware acceleration enabled in the same
datastore cluster as datastores that do not have hardware acceleration enabled. Datastores in a datastore
cluster must be homogeneous to guarantee hardware acceleration-supported behavior.
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Adding and Removing Datastores from a Datastore Cluster
You add and remove datastores to and from an existing datastore cluster.

You can add to a datastore cluster any datastore that is mounted on a host in the vSphere Web Client
inventory, with the following exceptions:

n All hosts attached to the datastore must be ESXi 5.0 and later.

n The datastore cannot be in more than one data center in the same instance of the vSphere Web Client.

When you remove a datastore from a datastore cluster, the datastore remains in the vSphere Web Client
inventory and is not unmounted from the host.
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Using Datastore Clusters to Manage
Storage Resources 13

After you create a datastore cluster, you can customize it and use it to manage storage I/O and space
utilization resources.

This chapter includes the following topics:

n “Using Storage DRS Maintenance Mode,” on page 93

n “Applying Storage DRS Recommendations,” on page 95

n “Change Storage DRS Automation Level for a Virtual Machine,” on page 96

n “Set Up Off-Hours Scheduling for Storage DRS,” on page 96

n “Storage DRS Anti-Affinity Rules,” on page 97

n “Clear Storage DRS Statistics,” on page 100

n “Storage vMotion Compatibility with Datastore Clusters,” on page 101

Using Storage DRS Maintenance Mode
You place a datastore in maintenance mode when you need to take it out of use to service it. A datastore
enters or leaves maintenance mode only as the result of a user request.

Maintenance mode is available to datastores within a Storage DRS-enabled datastore cluster. Standalone
datastores cannot be placed in maintenance mode.

Virtual disks that are located on a datastore that is entering maintenance mode must be migrated to another
datastore, either manually or using Storage DRS. When you attempt to put a datastore in maintenance
mode, the Placement Recommendations tab displays a list of migration recommendations, datastores
within the same datastore cluster where virtual disks can be migrated. On the Faults tab, vCenter Server
displays a list of the disks that cannot be migrated and the reasons why. If Storage DRS affinity or anti-
affinity rules prevent disks from being migrated, you can choose to enable the Ignore Affinity Rules for
Maintenance option.

The datastore is in a state of Entering Maintenance Mode until all virtual disks have been migrated.

Place a Datastore in Maintenance Mode
If you need to take a datastore out of service, you can place the datastore in Storage DRS maintenance mode.

Prerequisites

Storage DRS is enabled on the datastore cluster that contains the datastore that is entering maintenance
mode.
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No CD-ROM image files are stored on the datastore.

There are at least two datastores in the datastore cluster.

Procedure

1 Browse to the datastore in the vSphere Web Client navigator.

2 Right-click the datastore and select Enter Storage DRS Maintenance Mode.

A list of recommendations appears for datastore maintenance mode migration.

3 (Optional) On the Placement Recommendations tab, deselect any recommendations you do not want to
apply.

NOTE   The datastore cannot enter maintenance mode without evacuating all disks. If you deselect
recommendations, you must manually move the affected virtual machines.

4 If necessary, click Apply Recommendations.

vCenter Server uses Storage vMotion to migrate the virtual disks from the source datastore to the
destination datastore and the datastore enters maintenance mode.

The datastore icon might not be immediately updated to reflect the datastore's current state. To update the
icon immediately, click Refresh.

Ignore Storage DRS Affinity Rules for Maintenance Mode
Storage DRS affinity or anti-affinity rules might prevent a datastore from entering maintenance mode. You
can ignore these rules when you put a datastore in maintenance mode.

When you enable the Ignore Affinity Rules for Maintenance option for a datastore cluster, vCenter Server
ignores Storage DRS affinity and anti-affinity rules that prevent a datastore from entering maintenance
mode.

Storage DRS rules are ignored only for evacuation recommendations. vCenter Server does not violate the
rules when making space and load balancing recommendations or initial placement recommendations.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Services, select DRS and click Edit.

4 Expand Advanced Options and click Add.

5 In the Option column, type IgnoreAffinityRulesForMaintenance.

6 In the Value column, type 1 to enable the option.

Type 0 to disable the option.

7 Click OK.

The Ignore Affinity Rules for Maintenance Mode option is applied to the datastore cluster.
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Applying Storage DRS Recommendations
Storage DRS collects resource usage information for all datastores in a datastore cluster. Storage DRS uses
the information to generate recommendations for virtual machine disk placement on datastores in a
datastore cluster.

Storage DRS recommendations appear on the Storage DRS tab in the vSphere Web Client datastore view.
Recommendations also appear when you attempt to put a datastore into Storage DRS maintenance mode.
When you apply Storage DRS recommendations, vCenter Server uses Storage vMotion to migrate virtual
machine disks to other datastores in the datastore cluster to balance the resources.

You can apply a subset of the recommendations by selecting the Override Suggested DRS
Recommendations check box and selecting each recommendation to apply.

Table 13‑1.  Storage DRS Recommendations

Label Description

Priority Priority level (1-5) of the recommendation. (Hidden by
default.)

Recommendation Action being recommended by Storage DRS.

Reason Why the action is needed.

Space Utilization % Before (source) and (destination) Percentage of space used on the source and destination
datastores before migration.

Space Utilization % After (source) and (destination) Percentage of space used on the source and destination
datastores after migration.

I/O Latency Before (source) Value of I/O latency on the source datastore before
migration.

I/O Latency Before (destination) Value of I/O latency on the destination datastore before
migration.

Refresh Storage DRS Recommendations
Storage DRS migration recommendations appear on the Storage DRS tab in the vSphere Web Client. You
can refresh these recommendations by running Storage DRS.

Prerequisites

At least one datastore cluster must exist in the vSphere Web Client inventory.

Enable Storage DRS for the datastore cluster. The Storage DRS tab appears only if Storage DRS is enabled.

Procedure

1 In the vSphere Web Client datastore view, select the datastore cluster and click the Storage DRS tab.

2 Select the Recommendations view and click the Run Storage DRS link in the upper right corner.

The recommendations are updated. The Last Updated timestamp displays the time when Storage DRS
recommendations were refreshed.
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Change Storage DRS Automation Level for a Virtual Machine
You can override the datastore cluster-wide automation level for individual virtual machines. You can also
override default virtual disk affinity rules.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under VM Overrides, select Add.

4 Select a virtual machine.

5 Click the Automation level drop-down menu, and select an automation level for the virtual machine.

Option Description

Default (Manual) Placement and migration recommendations are displayed, but do not run
until you manually apply the recommendation.

Fully Automated Placement and migration recommendations run automatically.

Disabled vCenter Server does not migrate the virtual machine or provide migration
recommendations for it.

 
6 Click the Keep VMDKs together, drop-down menu to override default VMDK affinity.

See “Override VMDK Affinity Rules,” on page 99.

7 Click OK.

Set Up Off-Hours Scheduling for Storage DRS
You can create a scheduled task to change Storage DRS settings for a datastore cluster so that migrations for
fully automated datastore clusters are more likely to occur during off-peak hours.

You can create a scheduled task to change the automation level and aggressiveness level for a datastore
cluster. For example, you might configure Storage DRS to run less aggressively during peak hours, when
performance is a priority, to minimize the occurrence of storage migrations. During non-peak hours, Storage
DRS can run in a more aggressive mode and be invoked more frequently.

Prerequisites

Enable Storage DRS.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under DRS click the Schedule DRS button.

4 In the Edit Datastore Cluster dialog box, click SDRS Scheduling.
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5 Expand DRS Automation.

a Select an automation level.

b Set the Migration threshold.

Use the Migration slider to select the priority level of vCenter Server recommendations that adjust
the cluster's load balance.

c Select whether to enable Virtual Machine Automation.

Override for individual virtual machines can be set from the VM Overrides page.

6 Expand Power Managment.

a Select an automation level.

b Set the DPM threshold.

Use the DPM slider to select the power recommendations that vCenter Server will apply.

7 Type a Task name.

8 Type a description of the Task you have created.

9 Under Configured Scheduler, click Change and select the time for the task to run and click OK.

10 Type an email address to send a notification email to when the task is complete.

11 Click OK.

The scheduled task runs at the specified time.

Storage DRS Anti-Affinity Rules
You can create Storage DRS anti-affinity rules to control which virtual disks should not be placed on the
same datastore within a datastore cluster. By default, a virtual machine's virtual disks are kept together on
the same datastore.

When you create an anti-affinity rule, it applies to the relevant virtual disks in the datastore cluster. Anti-
affinity rules are enforced during initial placement and Storage DRS-recommendation migrations, but are
not enforced when a migration is initiated by a user.

NOTE   Anti-affinity rules do not apply to CD-ROM ISO image files that are stored on a datastore in a
datastore cluster, nor do they apply to swapfiles that are stored in user-defined locations.

Inter-VM Anti-Affinity
Rules

Specify which virtual machines should never be kept on the same datastore.
See “Create Inter-VM Anti-Affinity Rules,” on page 98.

Intra-VM Anti-Affinity
Rules

Specify which virtual disks associated with a particular virtual machine must
be kept on different datastores. See “Create Intra-VM Anti-Affinity Rules,”
on page 99.

If you move a virtual disk out of the datastore cluster, the affinity or anti-affinity rule no longer applies to
that disk.

When you move virtual disk files into a datastore cluster that has existing affinity and anti-affinity rules, the
following behavior applies:

n Datastore Cluster B has an intra-VM affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, any rule that applied to the virtual disk for a given virtual
machine in Datastore Cluster A no longer applies. The virtual disk is now subject to the intra-VM
affinity rule in Datastore Cluster B.
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n Datastore Cluster B has an inter-VM anti-affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, any rule that applied to the virtual disk for a given virtual
machine in Datastore Cluster A no longer applies. The virtual disk is now subject to the inter-VM anti-
affinity rule in Datastore Cluster B.

n Datastore Cluster B has an intra-VM anti-affinity rule. When you move a virtual disk out of Datastore
Cluster A and into Datastore Cluster B, the intra-VM anti-affinity rule does not apply to the virtual disk
for a given virtual machine because the rule is limited to only specified virtual disks in Datastore
Cluster B.

NOTE   Storage DRS rules might prevent a datastore from entering maintenance mode. You can choose to
ignore Storage DRS rules for maintenance mode by enabling the Ignore Affinity Rules for Maintenance
option.

Create Inter-VM Anti-Affinity Rules
You can create an anti-affinity rule to indicate that all virtual disks of certain virtual machines must be kept
on different datastores. The rule applies to individual datastore clusters.

Virtual machines that participate in an inter-VM anti-affinity rule in a datastore cluster must be associated
with an intra-VM affinity rule in the datastore cluster. The virtual machines must also comply with the
intra-VM affinity rule.

If a virtual machine is subject to an inter-VM anti-affinity rule, the following behavior applies:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.

n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

No inter-VM anti-affinity rules are defined by default.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Configuration, select Rules.

4 Click Add.

5 Type a name for the rule.

6 From the Type menu, select VM anti-affinity.

7 Click Add.

8 Click Select Virtual Machine.

9 Select at least two virtual machines and click OK.

10 Click OK to save the rule.
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Create Intra-VM Anti-Affinity Rules
You can create a VMDK anti-affinity rule for a virtual machine that indicates which of its virtual disks must
be kept on different datastores.

VMDK anti-affinity rules apply to the virtual machine for which the rule is defined, not to all virtual
machines. The rule is expressed as a list of virtual disks that are to be separated from one another.

If you attempt to set an intra-VM anti-affinity rule and an intra-VM affinity rule for a virtual machine,
vCenter Server rejects the most recently defined rule.

If a virtual machine is subject to a VMDK anti-affinity rule, the following behavior applies:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.

n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

No intra-VM anti-affinity rules are defined by default.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Configuration, select Rules.

4 Click Add.

5 Type a name for the rule.

6 From the Type menu, select VMDK anti-affinity.

7 Click Add.

8 Click Select Virtual Machine.

9 Select a virtual machine and click OK.

10 Select at least two virtual disks to which the rule applies and click OK.

11 Click OK to save the rule.

Override VMDK Affinity Rules
VMDK affinity rules indicate that all virtual disks in a datastore cluster that are associated with a particular
virtual machine are located on the same datastore in the datastore cluster. The rules apply to individual
datastore clusters.

VMDK affinity rules are enabled by default for all virtual machines that are in a datastore cluster. You can
override the default setting for the datastore cluster or for individual virtual machines.

Virtual machines that are subject to VMDK affinity rules have the following behavior:

n Storage DRS places the virtual machine's virtual disks according to the rule.

n Storage DRS migrates the virtual disks using vMotion according to the rule, even if the migration is for
a mandatory reason such as putting a datastore in maintenance mode.
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n If the virtual machine's virtual disk violates the rule, Storage DRS makes migration recommendations to
correct the error or reports the violation as a fault if it cannot make a recommendation that will correct
the error.

When you add a datastore to a datastore cluster that is enabled for Storage DRS, the VMDK affinity rule is
disabled for any virtual machine that has virtual disks on that datastore if it also has virtual disks on other
datastores.

Procedure

1 Browse to the datastore cluster in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under Configuration, select VM Overrides.

4 Click Add.

5 Use the + button to select virtual machines.

6 Click the Keep VMDKs together drop-down menu and select No.

7 Click OK.

Clear Storage DRS Statistics
To diagnose problems with Storage DRS, you can clear Storage DRS statistics before you manually run
Storage DRS.

IMPORTANT   When you enable the option to clear Storage DRS statistics, statistics are cleared every time
Storage DRS runs until you disable the option. Always disable the option after you diagnose the Storage
DRS problem.

Prerequisites

Enable Storage DRS for the datastore cluster.

Procedure

1 Enable the ClearIoStatsOnSdrsRun option.

a Browse to the datastore cluster in the vSphere Web Client navigator.

b Click the Manage tab and click Settings.

c Under Services, select DRS and click Edit.

d Expand Advanced Options and click Add.

e In the Option column, type ClearIoStatsOnSdrsRun.

f In the corresponding Value text box, type 1.

g Click OK.

2 Run Storage DRS on the datastore cluster.

The current Storage DRS statistics for all datastores and virtual disks in all datastore clusters in the
vSphere Web Client inventory are cleared, but no new statistics are collected.

3 Change the ClearIoStatsOnSdrsRun flag value to 0 to disable it.

4 Run Storage DRS again.

Storage DRS runs normally. Allow several hours for the new setting to take effect.
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Storage vMotion Compatibility with Datastore Clusters
A datastore cluster has certain vSphere Storage vMotion® requirements.

n The host must be running a version of ESXi that supports Storage vMotion.

n The host must have write access to both the source datastore and the destination datastore.

n The host must have enough free memory resources to accommodate Storage vMotion.

n The destination datastore must have sufficient disk space.

n The destination datastore must not be in maintenance mode or entering maintenance mode.
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Using NUMA Systems with ESXi 14
ESXi supports memory access optimization for Intel and AMD Opteron processors in server architectures
that support NUMA (non-uniform memory access).

After you understand how ESXi NUMA scheduling is performed and how the VMware NUMA algorithms
work, you can specify NUMA controls to optimize the performance of your virtual machines.

This chapter includes the following topics:

n “What is NUMA?,” on page 103

n “How ESXi NUMA Scheduling Works,” on page 104

n “VMware NUMA Optimization Algorithms and Settings,” on page 105

n “Resource Management in NUMA Architectures,” on page 106

n “Using Virtual NUMA,” on page 106

n “Specifying NUMA Controls,” on page 108

What is NUMA?
NUMA systems are advanced server platforms with more than one system bus. They can harness large
numbers of processors in a single system image with superior price to performance ratios.

For the past decade, processor clock speed has increased dramatically. A multi-gigahertz CPU, however,
needs to be supplied with a large amount of memory bandwidth to use its processing power effectively.
Even a single CPU running a memory-intensive workload, such as a scientific computing application, can be
constrained by memory bandwidth.

This problem is amplified on symmetric multiprocessing (SMP) systems, where many processors must
compete for bandwidth on the same system bus. Some high-end systems often try to solve this problem by
building a high-speed data bus. However, such a solution is expensive and limited in scalability.

NUMA is an alternative approach that links several small, cost-effective nodes using a high-performance
connection. Each node contains processors and memory, much like a small SMP system. However, an
advanced memory controller allows a node to use memory on all other nodes, creating a single system
image. When a processor accesses memory that does not lie within its own node (remote memory), the data
must be transferred over the NUMA connection, which is slower than accessing local memory. Memory
access times are not uniform and depend on the location of the memory and the node from which it is
accessed, as the technology’s name implies.

Challenges for Operating Systems
Because a NUMA architecture provides a single system image, it can often run an operating system with no
special optimizations.
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The high latency of remote memory accesses can leave the processors under-utilized, constantly waiting for
data to be transferred to the local node, and the NUMA connection can become a bottleneck for applications
with high-memory bandwidth demands.

Furthermore, performance on such a system can be highly variable. It varies, for example, if an application
has memory located locally on one benchmarking run, but a subsequent run happens to place all of that
memory on a remote node. This phenomenon can make capacity planning difficult.

Some high-end UNIX systems provide support for NUMA optimizations in their compilers and
programming libraries. This support requires software developers to tune and recompile their programs for
optimal performance. Optimizations for one system are not guaranteed to work well on the next generation
of the same system. Other systems have allowed an administrator to explicitly decide on the node on which
an application should run. While this might be acceptable for certain applications that demand 100 percent
of their memory to be local, it creates an administrative burden and can lead to imbalance between nodes
when workloads change.

Ideally, the system software provides transparent NUMA support, so that applications can benefit
immediately without modifications. The system should maximize the use of local memory and schedule
programs intelligently without requiring constant administrator intervention. Finally, it must respond well
to changing conditions without compromising fairness or performance.

How ESXi NUMA Scheduling Works
ESXi uses a sophisticated NUMA scheduler to dynamically balance processor load and memory locality or
processor load balance.

1 Each virtual machine managed by the NUMA scheduler is assigned a home node. A home node is one
of the system’s NUMA nodes containing processors and local memory, as indicated by the System
Resource Allocation Table (SRAT).

2 When memory is allocated to a virtual machine, the ESXi host preferentially allocates it from the home
node. The virtual CPUs of the virtual machine are constrained to run on the home node to maximize
memory locality.

3 The NUMA scheduler can dynamically change a virtual machine's home node to respond to changes in
system load. The scheduler might migrate a virtual machine to a new home node to reduce processor
load imbalance. Because this might cause more of its memory to be remote, the scheduler might migrate
the virtual machine’s memory dynamically to its new home node to improve memory locality. The
NUMA scheduler might also swap virtual machines between nodes when this improves overall
memory locality.

Some virtual machines are not managed by the ESXi NUMA scheduler. For example, if you manually set the
processor or memory affinity for a virtual machine, the NUMA scheduler might not be able to manage this
virtual machine. Virtual machines that are not managed by the NUMA scheduler still run correctly.
However, they don't benefit from ESXi NUMA optimizations.

The NUMA scheduling and memory placement policies in ESXi can manage all virtual machines
transparently, so that administrators do not need to address the complexity of balancing virtual machines
between nodes explicitly.

The optimizations work seamlessly regardless of the type of guest operating system. ESXi provides NUMA
support even to virtual machines that do not support NUMA hardware, such as Windows NT 4.0. As a
result, you can take advantage of new hardware even with legacy operating systems.

A virtual machine that has more virtual processors than the number of physical processor cores available on
a single hardware node can be managed automatically. The NUMA scheduler accommodates such a virtual
machine by having it span NUMA nodes. That is, it is split up as multiple NUMA clients, each of which is
assigned to a node and then managed by the scheduler as a normal, non-spanning client. This can improve
the performance of certain memory-intensive workloads with high locality. For information on configuring
the behavior of this feature, see “Advanced Virtual Machine Attributes,” on page 114.
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ESXi 5.0 and later includes support for exposing virtual NUMA topology to guest operating systems. For
more information about virtual NUMA control, see “Using Virtual NUMA,” on page 106.

VMware NUMA Optimization Algorithms and Settings
This section describes the algorithms and settings used by ESXi to maximize application performance while
still maintaining resource guarantees.

Home Nodes and Initial Placement
When a virtual machine is powered on, ESXi assigns it a home node. A virtual machine runs only on
processors within its home node, and its newly allocated memory comes from the home node as well.

Unless a virtual machine’s home node changes, it uses only local memory, avoiding the performance
penalties associated with remote memory accesses to other NUMA nodes.

When a virtual machine is powered on, it is assigned an initial home node so that the overall CPU and
memory load among NUMA nodes remains balanced. Because internode latencies in a large NUMA system
can vary greatly, ESXi determines these internode latencies at boot time and uses this information when
initially placing virtual machines that are wider than a single NUMA node. These wide virtual machines are
placed on NUMA nodes that are close to each other for lowest memory access latencies.

Initial placement-only approaches are usually sufficient for systems that run only a single workload, such as
a benchmarking configuration that remains unchanged as long as the system is running. However, this
approach is unable to guarantee good performance and fairness for a datacenter-class system that supports
changing workloads. Therefore, in addition to initial placement, ESXi 5.0 does dynamic migration of virtual
CPUs and memory between NUMA nodes for improving CPU balance and increasing memory locality.

Dynamic Load Balancing and Page Migration
ESXi combines the traditional initial placement approach with a dynamic rebalancing algorithm.
Periodically (every two seconds by default), the system examines the loads of the various nodes and
determines if it should rebalance the load by moving a virtual machine from one node to another.

This calculation takes into account the resource settings for virtual machines and resource pools to improve
performance without violating fairness or resource entitlements.

The rebalancer selects an appropriate virtual machine and changes its home node to the least loaded node.
When it can, the rebalancer moves a virtual machine that already has some memory located on the
destination node. From that point on (unless it is moved again), the virtual machine allocates memory on its
new home node and it runs only on processors within the new home node.

Rebalancing is an effective solution to maintain fairness and ensure that all nodes are fully used. The
rebalancer might need to move a virtual machine to a node on which it has allocated little or no memory. In
this case, the virtual machine incurs a performance penalty associated with a large number of remote
memory accesses. ESXi can eliminate this penalty by transparently migrating memory from the virtual
machine’s original node to its new home node:

1 The system selects a page (4KB of contiguous memory) on the original node and copies its data to a
page in the destination node.

2 The system uses the virtual machine monitor layer and the processor’s memory management hardware
to seamlessly remap the virtual machine’s view of memory, so that it uses the page on the destination
node for all further references, eliminating the penalty of remote memory access.

When a virtual machine moves to a new node, the ESXi host immediately begins to migrate its memory in
this fashion. It manages the rate to avoid overtaxing the system, particularly when the virtual machine has
little remote memory remaining or when the destination node has little free memory available. The memory
migration algorithm also ensures that the ESXi host does not move memory needlessly if a virtual machine
is moved to a new node for only a short period.
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When initial placement, dynamic rebalancing, and intelligent memory migration work in conjunction, they
ensure good memory performance on NUMA systems, even in the presence of changing workloads. When a
major workload change occurs, for instance when new virtual machines are started, the system takes time to
readjust, migrating virtual machines and memory to new locations. After a short period, typically seconds
or minutes, the system completes its readjustments and reaches a steady state.

Transparent Page Sharing Optimized for NUMA
Many ESXi workloads present opportunities for sharing memory across virtual machines.

For example, several virtual machines might be running instances of the same guest operating system, have
the same applications or components loaded, or contain common data. In such cases, ESXi systems use a
proprietary transparent page-sharing technique to securely eliminate redundant copies of memory pages.
With memory sharing, a workload running in virtual machines often consumes less memory than it would
when running on physical machines. As a result, higher levels of overcommitment can be supported
efficiently.

Transparent page sharing for ESXi systems has also been optimized for use on NUMA systems. On NUMA
systems, pages are shared per-node, so each NUMA node has its own local copy of heavily shared pages.
When virtual machines use shared pages, they don't need to access remote memory.

NOTE   This default behavior is the same in all previous versions of ESX and ESXi.

Resource Management in NUMA Architectures
You can perform resource management with different types of NUMA architecture.

With the proliferation of highly multicore systems, NUMA architectures are becoming more popular as
these architectures allow better performance scaling of memory intensive workloads. All modern Intel and
AMD systems have NUMA support built into the processors. Additionally, there are traditional NUMA
systems like the IBM Enterprise X-Architecture that extend Intel and AMD processors with NUMA behavior
with specialized chipset support.

Typically, you can use BIOS settings to enable and disable NUMA behavior. For example, in AMD Opteron-
based HP Proliant servers, NUMA can be disabled by enabling node interleaving in the BIOS. If NUMA is
enabled, the BIOS builds a system resource allocation table (SRAT) which ESXi uses to generate the NUMA
information used in optimizations. For scheduling fairness, NUMA optimizations are not enabled for
systems with too few cores per NUMA node or too few cores overall. You can modify the
numa.rebalancecorestotal and numa.rebalancecoresnode options to change this behavior.

Using Virtual NUMA
vSphere 5.0 and later includes support for exposing virtual NUMA topology to guest operating systems,
which can improve performance by facilitating guest operating system and application NUMA
optimizations.

Virtual NUMA topology is available to hardware version 8 virtual machines and is enabled by default when
the number of virtual CPUs is greater than eight. You can also manually influence virtual NUMA topology
using advanced configuration options.

You can affect the virtual NUMA topology with two settings in the vSphere Web Client: number of virtual
sockets and number of cores per socket for a virtual machine. If the number of cores per socket
(cpuid.coresPerSocket) is greater than one, and the number of virtual cores in the virtual machine is greater
than 8, the virtual NUMA node size matches the virtual socket size. If the number of cores per socket is less
than or equal to one, virtual NUMA nodes are created to match the topology of the first physical host where
the virtual machine is powered on.
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When the number of virtual CPUs and the amount of memory used grow proportionately, you can use the
default values. For virtual machines that consume a disproportionally large amount of memory, you can
override the default values in one of the following ways:

n Increase the number of virtual CPUs, even if this number of virtual CPUs is not used. See “Change the
Number of Virtual CPUs,” on page 107.

n Use advanced options to control virtual NUMA topology and its mapping over physical NUMA
topology. See “Virtual NUMA Controls,” on page 107.

Change the Number of Virtual CPUs
You can configure a virtual machine that runs on an ESXi host to have up to 128 virtual CPUs.

NOTE   When you configure your virtual machine for multicore virtual CPU settings, you must ensure that
your configuration complies with the requirements of the guest operating system EULA.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 On the Virtual Hardware tab, expand the CPU section.

4 Select a value from the CPU drop-down menu.

5 Select a value from the Cores per Socket drop-down menu.

The resulting total number of cores is a number equal to or less than the number of logical CPUs on the
host.

6 Click OK.

Virtual NUMA Controls
For virtual machines with disproportionately large memory consumption, you can use advanced options to
manually override the default virtual CPU settings.

You can add these advanced options to the virtual machine configuration file.

Table 14‑1.  Advanced Options for Virtual NUMA Controls

Option Description Default Value

cpuid.coresPerSocket Determines the number of virtual cores per virtual CPU
socket. If the value is greater than 1, also determines the
size of virtual NUMA nodes if a virtual machine has a
virtual NUMA topology. You can set this option if you
know the exact virtual NUMA topology for each
physical host.

1

numa.vcpu.maxPerVirtualNode If cpuid.coresPerSocket is too restrictive as a power
of two, you can set numa.vcpu.maxPerVirtualNode
directly. In this case, do not set cpuid.coresPerSocket.

8

numa.autosize When you set this option, the virtual NUMA topology
has the same number of virtual CPUs per virtual node as
there are cores on each physical node.

FALSE
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Table 14‑1.  Advanced Options for Virtual NUMA Controls (Continued)

Option Description Default Value

numa.autosize.once When you create a virtual machine template with these
settings, the settings are guaranteed to remain the same
every time you subsequently power on the virtual
machine. The virtual NUMA topology will be
reevaluated if the configured number of virtual CPUs on
the virtual machine is modified.

TRUE

numa.vcpu.min Minimum number of virtual CPUs in a virtual machine
that are required in order to generate a virtual NUMA
topology.

9

NOTE   When you set numa.autosize to TRUE, and if the configuration is set up manually or with a script,
some guests might not be able to handle dynamic changes.

For example, a Linux application configured with the numactl system utility is set up and tested on one
physical host with four cores per node. The host requires two NUMA nodes for a virtual machine with eight
virtual CPUs. If the same virtual machine is run on a system with eight cores per node, which might occur
during a vMotion operation, and numa.autosize is set to TRUE, only one virtual NUMA node will be
created (rather than two virtual NUMA nodes). When numactl references the second virtual NUMA node,
the operation will fail.

To avoid this, scripts should be intelligent enough to first query numactl --hardware. Otherwise, you must
set the NUMA topology explicitly or allow the default numa.autosize.once setting to take effect.

Specifying NUMA Controls
If you have applications that use a lot of memory or have a small number of virtual machines, you might
want to optimize performance by specifying virtual machine CPU and memory placement explicitly.

Specifying controls is useful if a virtual machine runs a memory-intensive workload, such as an in-memory
database or a scientific computing application with a large data set. You might also want to optimize
NUMA placements manually if the system workload is known to be simple and unchanging. For example,
an eight-processor system running eight virtual machines with similar workloads is easy to optimize
explicitly.

NOTE   In most situations, the ESXi host’s automatic NUMA optimizations result in good performance.

ESXi provides three sets of controls for NUMA placement, so that administrators can control memory and
processor placement of a virtual machine.

The vSphere Web Client lets you specify the following options.

NUMA Node Affinity When you set this option, NUMA can schedule a virtual machine only on the
nodes specified in the affinity.

CPU Affinity When you set this option, a virtual machine uses only the processors
specified in the affinity.

Memory Affinity When you set this option, the server allocates memory only on the specified
nodes.

A virtual machine is still managed by NUMA when you specify NUMA node affinity, but its virtual CPUs
can be scheduled only on the nodes specified in the NUMA node affinity. Likewise, memory can be
obtained only from the nodes specified in the NUMA node affinity. When you specify CPU or memory
affinities, a virtual machine ceases to be managed by NUMA. NUMA management of these virtual machines
is effective when you remove the CPU and memory affinity constraints.
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Manual NUMA placement might interfere with ESXi resource management algorithms, which distribute
processor resources fairly across a system. For example, if you manually place 10 virtual machines with
processor-intensive workloads on one node, and manually place only 2 virtual machines on another node, it
is impossible for the system to give all 12 virtual machines equal shares of systems resources.

Associate Virtual Machines with Specific Processors
You might be able to improve the performance of the applications on a virtual machine by pinning its
virtual CPUs to fixed processors. This allows you to prevent the virtual CPUs from migrating across NUMA
nodes.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Select the Virtual Hardware tab, and expand CPU.

4 Under Scheduling Affinity, set the CPU affinity to the preferred processors.

NOTE   You must manually select all processors in the NUMA node. CPU affinity is specified on a per-
processor, not on a per-node, basis.

Associate Memory Allocations with Specific NUMA Nodes Using Memory
Affinity

You can specify that all future memory allocations on a virtual machine use pages associated with specific
NUMA nodes (also known as manual memory affinity).

NOTE   Specify nodes to be used for future memory allocations only if you have also specified CPU affinity.
If you make manual changes only to the memory affinity settings, automatic NUMA rebalancing does not
work properly.

Procedure

1 Browse to the virtual machine in the vSphere Web Client navigator.

2 Click the Manage tab.

3 Click Settings, and click VM Hardware.

4 Click Edit.

5 Select the Virtual Hardware tab, and expand Memory.

6 Under NUMA Memory Affinity, set memory affinity.

Example: Binding a Virtual Machine to a Single NUMA Node
The following example illustrates manually binding the last four physical CPUs to a single NUMA node for
a two-way virtual machine on an eight-way server.

The CPUs (for example, 4, 5, 6, and 7) are the physical CPU numbers.

1 In the vSphere Web Client navigator, right-click the virtual machine and select Edit Settings.

2 Select Options and click Advanced.

3 Click the Configuration Parameters button.
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4 In the vSphere Web Client, turn on CPU affinity for processors 4, 5, 6, and 7.

Then, you want this virtual machine to run only on node 1.

1 In the vSphere Web Client inventory panel, select the virtual machine and select Edit Settings.

2 Select Options and click Advanced.

3 Click the Configuration Parameters button.

4 In the vSphere Web Client, set memory affinity for the NUMA node to 1.

Completing these two tasks ensures that the virtual machine runs only on NUMA node 1 and, when
possible, allocates memory from the same node.

Associate Virtual Machines with Specified NUMA Nodes
When you associate a NUMA node with a virtual machine to specify NUMA node affinity, you constrain
the set of NUMA nodes on which NUMA can schedule a virtual machine's virtual CPU and memory.

NOTE   When you constrain NUMA node affinities, you might interfere with the ability of the ESXi NUMA
scheduler to rebalance virtual machines across NUMA nodes for fairness. Specify NUMA node affinity only
after you consider the rebalancing issues.

Procedure

1 Browse to the cluster in the vSphere Web Client object navigator.

2 Click the Manage tab and click Settings.

3 Under VM Options, click the Edit button.

4 Select the VM Options tab and expand Advanced.

5 Under Configuration Parameters, click the Edit Configuration button.

6 Click Add Row to add a new option.

7 In the Name column, enter numa.nodeAffinity.

8 In the Value column, enter the NUMA nodes where the virtual machine can be scheduled.

Use a comma-separated list for multiple nodes. For example, enter 0,1 to constrain the virtual machine
resource scheduling to NUMA nodes 0 and 1.

9 Click OK.

10 Click OK to close the Edit VM dialog box.
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Advanced Attributes 15
You can set advanced attributes for hosts or individual virtual machines to help you customize resource
management.

In most cases, adjusting the basic resource allocation settings (reservation, limit, shares) or accepting default
settings results in appropriate resource allocation. However, you can use advanced attributes to customize
resource management for a host or a specific virtual machine.

This chapter includes the following topics:

n “Set Advanced Host Attributes,” on page 111

n “Set Advanced Virtual Machine Attributes,” on page 113

n “Latency Sensitivity,” on page 115

n “About Reliable Memory,” on page 116

Set Advanced Host Attributes
You can set advanced attributes for a host.

CAUTION   Changing advanced options is considered unsupported unless VMware technical support or a KB
article instruct you to do so. In all other cases, changing these options is considered unsupported. In most
cases, the default settings produce the optimum result.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System, click Advanced System Settings.

4 In Advanced Settings, select the appropriate item.

5 Click the Edit button to edit the value.

6 Click OK.
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Advanced Memory Attributes
You can use the advanced memory attributes to customize memory resource usage.

Table 15‑1.  Advanced Memory Attributes

Attribute Description Default

Mem.SamplePeriod Specifies the periodic time interval, measured in seconds of the
virtual machine’s execution time, over which memory activity is
monitored to estimate working set sizes.

60

Mem.BalancePeriod Specifies the periodic time interval, in seconds, for automatic
memory reallocations. Significant changes in the amount of free
memory also trigger reallocations.

15

Mem.IdleTax Specifies the idle memory tax rate, as a percentage. This tax
effectively charges virtual machines more for idle memory than for
memory they are actively using. A tax rate of 0 percent defines an
allocation policy that ignores working sets and allocates memory
strictly based on shares. A high tax rate results in an allocation
policy that allows idle memory to be reallocated away from virtual
machines that are unproductively hoarding it.

75

Mem.ShareScanGHz Specifies the maximum amount of memory pages to scan (per
second) for page sharing opportunities for each GHz of available
host CPU resource. For example, defaults to 4 MB/sec per 1 GHz.

4

Mem.ShareScanTime Specifies the time, in minutes, within which an entire virtual
machine is scanned for page sharing opportunities. Defaults to 60
minutes.

60

Mem.CtlMaxPercent Limits the maximum amount of memory reclaimed from any
virtual machine using the memory balloon driver (vmmemctl),
based on a percentage of its configured memory size. Specify 0 to
disable reclamation for all virtual machines.

65

Mem.AllocGuestLargePage Enables backing of guest large pages with host large pages.
Reduces TLB misses and improves performance in server
workloads that use guest large pages. 0=disable.

1

Mem.AllocUsePSharePool
and
Mem.AllocUseGuestPool

Reduces memory fragmentation by improving the probability of
backing guest large pages with host large pages. If host memory is
fragmented, the availability of host large pages is reduced. 0 =
disable.

15

Mem.MemZipEnable Enables memory compression for the host. 0 = disable. 1

Mem.MemZipMaxPct Specifies the maximum size of the compression cache in terms of
the maximum percentage of each virtual machine's memory that
can be stored as compressed memory.

10

LPage.LPageDefragEnable Enables large page defragmentation. 0 = disable. 1

LPage.LPageDefragRateVM Maximum number of large page defragmentation attempts per
second per virtual machine. Accepted values range from 1 to 1024.

32

LPage.LPageDefragRateTotal Maximum number of large page defragmentation attempts per
second. Accepted values range from 1 to 10240.

256

LPage.LPageAlwaysTryForNPT Try to allocate large pages for nested page tables (called 'RVI' by
AMD or 'EPT' by Intel). If you enable this option, all guest memory
is backed with large pages in machines that use nested page tables
(for example, AMD Barcelona). If NPT is not available, only some
portion of guest memory is backed with large pages. 0= disable.

1
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Advanced NUMA Attributes
You can use the advanced NUMA attributes to customize NUMA usage.

Table 15‑2.  Advanced NUMA Attributes

Attribute Description Default

Numa.RebalancePeriod Controls the frequency of rebalance periods, specified in
milliseconds. More frequent rebalancing can increase CPU
overheads, particularly on machines with a large number
of running virtual machines. More frequent rebalancing
can also improve fairness.

2000

Numa.MigImbalanceThreshold The NUMA rebalancer computes the CPU imbalance
between nodes, accounting for the difference between each
virtual machine’s CPU time entitlement and its actual
consumption. This option controls the minimum load
imbalance between nodes needed to trigger a virtual
machine migration, in percent.

10

Numa.RebalanceEnable Enable NUMA rebalancing and scheduling. Set this option
to 0 to disable all NUMA rebalancing and initial placement
of virtual machines, effectively disabling the NUMA
scheduling system.

1

Numa.RebalanceCoresTotal Specifies the minimum number of total processor cores on
the host required to enable the NUMA rebalancer.

4

Numa.RebalanceCoresNode Specifies the minimum number of processor cores per node
required to enable the NUMA rebalancer.
This option and Numa.RebalanceCoresTotal are useful
when disabling NUMA rebalancing on small NUMA
configurations (for example, two-way Opteron hosts),
where the small number of total or per-node processors
can compromise scheduling fairness when you enable
NUMA rebalancing.

2

Numa.AutoMemAffinity Automatically set memory affinity for virtual machines
that have CPU affinity set.

1

Numa.PageMigEnable Automatically migrate pages between NUMA nodes to
improve memory locality. Page migration rates set
manually are still in effect.

1

Set Advanced Virtual Machine Attributes
You can set advanced attributes for a virtual machine.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and select Edit Settings.

3 Click VM Options.

4 Expand Advanced.

5 Under Configuration Parameters, click the Edit Configuration button.

6 In the dialog box that appears, click Add Row to enter a new parameter and its value.
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7 Click OK.

Advanced Virtual Machine Attributes
You can use the advanced virtual machine attributes to customize virtual machine configuration.

Table 15‑3.  Advanced Virtual Machine Attributes

Attribute Description Default

sched.mem.maxmemct
l

Maximum amount of memory reclaimed from the
selected virtual machine by ballooning, in megabytes
(MB). If the ESXi host needs to reclaim additional
memory, it is forced to swap. Swapping is less
desirable than ballooning.

-1 (Unlimited)

sched.mem.pshare.ena
ble

Enables memory sharing for a selected virtual
machine.
This boolean value defaults to True. If you set it to
False for a virtual machine, this turns off memory
sharing.

True

sched.swap.persist Specifies whether the virtual machine’s swap files
should persist or be deleted when the virtual
machine is powered off. By default, the system
creates the swap file for a virtual machine when the
virtual machine is powered on, and deletes the swap
file when the virtual machine is powered off.

False

sched.swap.dir Directory location of the virtual machine's swap file.
Defaults to the virtual machine's working directory,
that is, the directory that contains its configuration
file. This directory must remain on a host that is
accessible to the virtual machine. If you move the
virtual machine (or any clones created from it), you
might need to reset this attribute.

Equals workingDir

Advanced Virtual NUMA Attributes
You can use the advanced virtual NUMA attributes to customize virtual NUMA usage.

Table 15‑4.  Advanced NUMA Attributes

Attribute Description Default

cpuid.coresPerSocket Determines the number of virtual cores per virtual CPU
socket. If the value is greater than 1, also determines the
size of virtual NUMA nodes if a virtual machine has a
virtual NUMA topology. You can set this option if you
know the exact virtual NUMA topology for each physical
host.

1

numa.autosize When you set this option, the virtual NUMA topology has
the same number of virtual CPUs per virtual node as there
are cores on each physical node.

FALSE

numa.autosize.once When you create a virtual machine template with these
settings, the settings are guaranteed to remain the same
every time you subsequently power on the virtual
machine. The virtual NUMA topology will be reevaluated
if the configured number of virtual CPUs on the virtual
machine is modified.

TRUE

numa.vcpu.maxPerVirtualNode If cpuid.coresPerSocket is too restrictive as a power of
two, you can set numa.vcpu.maxPerVirtualNode
directly. In this case, do not set cpuid.coresPerSocket.

8
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Table 15‑4.  Advanced NUMA Attributes (Continued)

Attribute Description Default

numa.vcpu.min Minimum number of virtual CPUs in a virtual machine
that are required in order to generate a virtual NUMA
topology.

9

numa.vcpu.maxPerMachineNode Maximum number of virtual CPUs that belong to the same
virtual machine that can be scheduled on a NUMA node
at the same time. Use this attribute to ensure maximum
bandwidth, by forcing different NUMA clients on
different NUMA nodes.

Number of
cores per
node on the
physical host
where a
virtual
machine is
running.

numa.vcpu.maxPerClient Maximum number of virtual CPUs in a NUMA client. A
client is a group of virtual CPUs that are NUMA-managed
as a single entity. By default, each virtual NUMA node is a
NUMA client, but if a virtual NUMA node is larger than a
physical NUMA node, a single virtual NUMA node can be
backed by multiple NUMA clients.

Equals
numa.vcpu.m
axPerMachin
eNode

numa.nodeAffinity Constrains the set of NUMA nodes on which a virtual
machine's virtual CPU and memory can be scheduled.
NOTE   When you constrain NUMA node affinities, you
might interfere with the ability of the NUMA scheduler to
rebalance virtual machines across NUMA nodes for
fairness. Specify NUMA node affinity only after you
consider the rebalancing issues.

numa.mem.interleave Specifies whether the memory allocated to a virtual
machine is statically interleaved across all the NUMA
nodes on which its constituent NUMA clients are running
and there is no virtual NUMA topology exposed.

True

Latency Sensitivity
You can adjust the latency sensitivity of a virtual machine to optimize the scheduling delay for latency
sensitive applications.

ESXi is optimized to deliver high throughput. You can optimize your virtual machine to meet the low
latency requirement of latency sensitive applications. Examples of latency sensitive applications are VOIP or
media player applications, or applications that require frequent access to the mouse or keyboard devices.

Adjust Latency Sensitivity
You can adjust the latency sensitivity of a virtual machine.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a To find a virtual machine, select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Click VM Options and click Advanced.

4 Select a setting from the Latency Sensitivity drop-down menu.

5 Click OK.
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About Reliable Memory
ESXi supports reliable memory.

Some systems have reliable memory, which is a part of memory that is less likely to have hardware memory
errors than other parts of the memory in the system. If the hardware exposes information about the different
levels of reliability, ESXi might be able to achieve higher system reliability.

View Reliable Memory
View Reliable Memory in the vSphere Web Client.

You can view whether or not the license permits reliable memory.

Procedure

1 Browse to the host in the vSphere Web Client navigator.

2 Click the Manage tab and click Settings.

3 Under System select Licensing.

4 Under Features verify Reliable Memory is displayed.

What to do next

You can look up how much memory is considered reliable by using the ESXCLI hardware memory get
command.
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Fault Definitions 16
DRS faults indicate the reasons that prevent the generation of DRS actions (or the recommendation of those
actions in manual mode).

The DRS faults are defined within this section.

This chapter includes the following topics:

n “Virtual Machine is Pinned,” on page 118

n “Virtual Machine not Compatible with any Host,” on page 118

n “VM/VM DRS Rule Violated when Moving to another Host,” on page 118

n “Host Incompatible with Virtual Machine,” on page 118

n “Host has Virtual Machine that Violates VM/VM DRS Rules,” on page 118

n “Host has Insufficient Capacity for Virtual Machine,” on page 118

n “Host in Incorrect State,” on page 118

n “Host has Insufficient Number of Physical CPUs for Virtual Machine,” on page 119

n “Host has Insufficient Capacity for Each Virtual Machine CPU,” on page 119

n “The Virtual Machine is in vMotion,” on page 119

n “No Active Host in Cluster,” on page 119

n “Insufficient Resources,” on page 119

n “Insufficient Resources to Satisfy Configured Failover Level for HA,” on page 119

n “No Compatible Hard Affinity Host,” on page 119

n “No Compatible Soft Affinity Host,” on page 119

n “Soft Rule Violation Correction Disallowed,” on page 119

n “Soft Rule Violation Correction Impact,” on page 120
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Virtual Machine is Pinned
This fault occurs when DRS cannot move a virtual machine because DRS is disabled on it. That is, the virtual
machine is "pinned" on its registered host.

Virtual Machine not Compatible with any Host
This fault occurs when DRS cannot find a host that can run the virtual machine.

This might occur, for example, if no host can satisfy the virtual machine's CPU or memory resource needs or
if no host currently has network or storage access needed by the virtual machine.

To address this problem, provide a host that can meet the virtual machine's requirements.

VM/VM DRS Rule Violated when Moving to another Host
This fault occurs when more than one virtual machines running on the same host and share affinity rules
with each other cannot be moved to another host.

This might occur because not all the virtual machines can vMotion off the current host. For example, one of
the virtual machines in the group is DRS-disabled.

To prevent this, check for reasons why some virtual machines in the group cannot vMotion.

Host Incompatible with Virtual Machine
This fault occurs when DRS considers migrating a virtual machine to a host, but finds that the host is
incompatible with the given virtual machine.

This might occur because the target host does not have access to the network or storage connection needed
by the virtual machine. Another reason this fault occurs is if the target host has a CPU that differs
sufficiently from the current host so that using vMotion amongst the hosts is not supported.

To avoid this, create clusters such that all hosts are configured consistently and vMotion is compatible
amongst the hosts.

Another reason the host is incompatible with the virtual machine is that there is a required VM/Host DRS
rule in place that instructs DRS to never place this virtual machine on this host.

Host has Virtual Machine that Violates VM/VM DRS Rules
This fault occurs when the virtual machine, when powered on or moved by starting vMotion, would violate
a VM/VM DRS rule.

The virtual machine can still be manually powered on or moved with vMotion, but vCenter Server cannot
automatically do so.

Host has Insufficient Capacity for Virtual Machine
This fault occurs when the host does not have enough CPU or memory capacity for running the virtual
machine.

Host in Incorrect State
This fault occurs when the host is entering maintenance or standby state when needed for DRS action to
occur.

To address this fault, cancel the request for the host to enter standby or maintenance mode.
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Host has Insufficient Number of Physical CPUs for Virtual Machine
This fault occurs when the host hardware does not enough physical CPUs (hyperthreads) to support the
number of virtual CPUs in the virtual machine.

Host has Insufficient Capacity for Each Virtual Machine CPU
This fault occurs when the host does not have enough CPU capacity for running the virtual machine.

The Virtual Machine is in vMotion
This fault occurs when DRS cannot move a virtual machine because it is in vMotion.

No Active Host in Cluster
This fault occurs when the cluster in which the virtual machine is being moved does not contain any hosts
that are connected and in a non-maintenance state.

This can occur, for example, if all the hosts are disconnected or in maintenance mode.

Insufficient Resources
This fault occurs when an attempted operation conflicts with a resource configuration policy.

This fault may occur, for example, if a power-on operation reserves more memory than is allocated to a
resource pool.

Retry the operation after adjusting the resources to allow more memory.

Insufficient Resources to Satisfy Configured Failover Level for HA
This fault occurs when the HA configuration of CPU or memory resources reserved for failover is violated
or cannot be met by the DRS operation under consideration.

This fault is reported when:

n The host is requested to enter maintenance or standby mode.

n The Virtual machine violates failover when it attempts to power on.

No Compatible Hard Affinity Host
No host is available for the virtual machine that satisfies its mandatory VM/Host DRS affinity or anti-affinity
rules.

No Compatible Soft Affinity Host
No host is available for the virtual machine that satisfied its preferred VM/Host DRS affinity or anti-affinity
rules.

Soft Rule Violation Correction Disallowed
DRS migration threshold is set at mandatory-only.

This does not allow the generation of DRS actions to correct non-mandatory VM/Host DRS affinity rules.
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Soft Rule Violation Correction Impact
Correcting the non-mandatory VM/Host DRS affinity rule does not occur because it impacts performance.

vSphere Resource Management

120  VMware, Inc.



DRS Troubleshooting Information 17
This information describes vSphere® Distributed Resource Scheduler (DRS) problems for particular
categories: cluster, host, and virtual machine problems.

This chapter includes the following topics:

n “Cluster Problems,” on page 121

n “Host Problems,” on page 124

n “Virtual Machine Problems,” on page 127

Cluster Problems
Cluster problems can prevent DRS from performing optimally or from reporting faults.

Load Imbalance on Cluster
A cluster has a load imbalance of resources.

Problem

A cluster might become unbalanced because of uneven resource demands from virtual machines and
unequal capacities of hosts.

Cause

The following are possible reasons why the cluster has a load imbalance:

n The migration threshold is too high.

A higher threshold makes the cluster a more likely candidate for load imbalance.

n VM/VM or VM/Host DRS rules prevent virtual machines from being moved.

n DRS is disabled for one or more virtual machines.

n A device is mounted to one or more virtual machines preventing DRS from moving the virtual machine
in order to balance the load.

n Virtual machines are not compatible with the hosts to which DRS would move them. That is, at least
one of the hosts in the cluster is incompatible for the virtual machines that would be migrated. For
example, if host A's CPU is not vMotion-compatible with host B's CPU, then host A becomes
incompatible for powered-on virtual machines running on host B.

n It would be more detrimental for the virtual machine's performance to move it than for it to run where
it is currently located. This may occur when loads are unstable or the migration cost is high compared
to the benefit gained from moving the virtual machine.
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n vMotion is not enabled or set up for the hosts in the cluster.

Solution

Address the problem that is causing the load imbalance.

Cluster is Yellow
The cluster is yellow due to a shortage of resources.

Problem

If the cluster does not have enough resources to satisfy the reservations of all resource pools and virtual
machines, but does have enough resources to satisfy the reservations of all running virtual machines, DRS
continues to run and the cluster is yellow.

Cause

A cluster can become yellow if the host resources are removed from the cluster (for example, if a host fails).

Solution

Add host resources to the cluster or reduce the resource pool reservations.

Cluster is Red Because of Inconsistent Resource Pool
A DRS cluster becomes red when it is invalid. It may become red because the resource pool tree is not
internally consistent.

Problem

If the cluster resource pool tree is not internally consistent (for example, the sum of the children's
reservations is greater than the parent pool's nonexpandable reservation), the cluster does not have enough
resources to satisfy the reservations of all running virtual machines making the cluster red.

Cause

This can occur if vCenter Server is unavailable or if resource pool settings are changed while a virtual
machine is in a failover state.

Solution

Revert the associated changes or otherwise revise the resource pool settings.

Cluster is Red Because Failover Capacity is Violated
A DRS cluster becomes red when it is invalid. It may become red because failover capacity is violated.

Problem

The cluster attempts to failover virtual machines in case of host failure, but is not guaranteed to have
enough resources available to failover all virtual machines covered by the failover requirements.

Cause

If a cluster enabled for HA loses so many resources that it can no longer fulfill its failover requirements, a
message appears and the cluster's status changes to red.

Solution

Review the list of configuration issues in the yellow box at the top of the cluster Summary page and address
the issue that is causing the problem.
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No Hosts are Powered Off When Total Cluster Load is Low
Hosts are not powered off when the total cluster load is low.

Problem

Hosts are not powered off when the total cluster load is low because extra capacity is needed for HA
failover reservations.

Cause

Hosts might not be powered off for the following reasons:

n The MinPoweredOn{Cpu|Memory}Capacity advanced options settings need to be met.

n Virtual machines cannot be consolidated onto fewer hosts due to their resource reservations, VM/Host
DRS rules, VM/VM DRS rules, not being DRS-enabled, or not being compatible with the hosts having
available capacity.

n Loads are unstable.

n DRS migration threshold is at the highest setting and only allows mandatory moves.

n vMotion is unable to run because it is not configured.

n DPM is disabled on the hosts that might be powered off.

n Hosts are not compatible for virtual machines to be moved to another host.

n Host does not have Wake On LAN, IPMI, or iLO technology. Either one is required for DPM to enter a
host in standby.

Solution

Address the issue that prevents hosts from being powered off when the total cluster load is low.

Hosts are Powered Off When Total Cluster Load is High
Hosts are powered off when total cluster load is high.

Problem

DRS determined that virtual machines could be run on a fewer number of hosts without degrading the host
or virtual machine performance. DRS is also constrained from moving the virtual machines running on the
highly-utilized hosts to the hosts scheduled for power-off.

Cause

This occurs when the total cluster load is too high.

Solution

Reduce the cluster load.

DRS Seldom or Never Performs vMotion Migrations
DRS seldom or never performs vMotion migrations.

Problem

DRS does not perform vMotion migrations.
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Cause

DRS never performs vMotion migrations when one or more of the following issues is present on the cluster.

n DRS is disabled on the cluster.

n The hosts do not have shared storage.

n The hosts in the cluster do not contain a vMotion network.

n DRS is manual and no one has approved the migration.

DRS seldom performs vMotion when one or more of the following issues is present on the cluster:

n Loads are unstable, or vMotion takes a long time, or both. A move is not appropriate.

n DRS seldom or never migrates virtual machines.

n DRS migration threshold is set too high.

DRS moves virtual machines for the following reasons:

n Evacuation of host that a user requested enter maintenance or standby mode.

n VM/Host DRS rules or VM/VM DRS rules.

n Reservation violations.

n Load imbalance.

n Power management.

Solution

Address the issues that are causing DRS to avoid performing vMotion migrations.

Host Problems
Host problems might cause DRS to not perform as expected.

DRS Recommends Host be Powered On to Increase Capacity When Total
Cluster Load Is Low

The host should be powered on to help provide more capacity for the cluster or help hosts that are
overloaded.

Problem

DRS recommends that the host be powered on to increase capacity when the total cluster load is low.

Cause

The recommendation might be made because:

n The cluster is a DRS-HA cluster. Additional powered-on hosts are needed in order to provide more
failover capability.

n Some hosts are overloaded and virtual machines on currently powered-on hosts can be moved to hosts
in standby mode to balance the load.

n The capacity is needed to meet the MinPoweredOn{Cpu|Memory}Capacity advanced options.

Solution

Power on the host.
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Total Cluster Load Is High
The total cluster load is high.

Problem

When the total cluster load is high, DRS does not power on the host.

Cause

The following are possible reasons why DRS does not power on the host:

n VM/VM DRS rules or VM/Host DRS rules prevent the virtual machine from being moved to this host.

n Virtual machines are pinned to their current hosts, hence DRS cannot move these virtual machines to
hosts in standby mode to balance the load.

n DRS or DPM is in manual mode and the recommendations were not applied.

n No virtual machines on highly utilized hosts will be moved to that host.

n DPM is disabled on the host because of a user setting or host previously failing to successfully exit
standby.

Solution

Address that issue that prevents DRS from powering on the host.

Total Cluster Load Is Low
The total cluster load is low.

Problem

When the total cluster load is low, DRS does not power off the host.

Cause

The following are possible reasons why DRS does not power off the host:

n Distributed Power Management (DPM) detected better candidates to power off.

n vSphere HA needs extra capacity for failover.

n The load is not low enough to trigger the host to power off.

n DPM projects that the load will increase.

n DPM is not enabled for the host.

n DPM threshold is set too high.

n While DPM is enabled for the host, no suitable power-on mechanism is present for the host.

n DRS cannot evacuate the host.

n The DRS migration threshold is at the highest setting and only performs mandatory moves.

Solution

Address the issue that is preventing DRS from powering off the host.
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DRS Does Not Evacuate a Host Requested to Enter Maintenance or Standby
Mode

DRS does not evacuate a host requested to enter maintenance mode or standby mode.

Problem

When you attempt to put a host into maintenance or standby mode, DRS does not evacuate the host as
expected.

Cause

vSphere HA is enabled and evacuating this host might violate HA failover capacity.

Solution

There is no solution. If appropriate, disable vSphere HA before you attempt to put the host into
maintenance mode or standby mode.

DRS Does Not Move Any Virtual Machines onto a Host
DRS does not move any virtual machines onto a host.

Problem

DRS does not recommend migration of virtual machine to a host that has been added to a DRS-enabled
cluster.

Cause

After a host has been added to a DRS-enabled cluster, the virtual machines deployed to the host become
part of the cluster. DRS can recommend migration of some virtual machines to this host just added to the
cluster. If that does not occur, there may be problems with vMotion, host compatibility, or affinity rules. The
following are possible reasons:

n vMotion is not configured or enabled on this host.

n Virtual machines on other hosts are not compatible with this host.

n The host does not have sufficient resources for any virtual machine.

n Moving any virtual machines to this host would violate a VM/VM DRS rule or VM/Host DRS rule.

n This host is reserved for HA failover capacity.

n A device is mounted to the virtual machine.

n The vMotion threshold is too high.

n DRS is disabled for the virtual machines, hence the virtual machine could not be moved onto the
destination host.

Solution

Address the issue that prevents DRS from moving virtual machines onto a host.

DRS Does Not Move Any Virtual Machines from a Host
DRS does not move any virtual machines from a host.

Problem

Virtual machines are not moved from this host.
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Cause

This may be because of problems with vMotion, DRS, or host compatibility. The following are the possible
reasons:

n vMotion is not configured or enabled on this host.

n DRS is disabled for the virtual machines on this host.

n Virtual machines on this host are not compatible with any other hosts.

n No other hosts have sufficient resources for any virtual machines on this host.

n Moving any virtual machines from this host would violate a VM/VM DRS rule or VM/Host DRS rule.

n DRS is disabled for one or more virtual machines on the host.

n A device is mounted to the virtual machine.

Solution

Address the issues that are preventing DRS from moving virtual machines from the host.

Virtual Machine Problems
Virtual machine problems might cause DRS to not perform as expected.

Insufficient CPU or Memory Resources
The virtual machine does not receive enough CPU or memory resources.

Problem

In some cases, the virtual machine's demand is greater than its resource entitlement. When this occurs, the
virtual machine doesn't receive enough CPU or memory resources.

Cause

The following sections describe the factors that influence the entitlement for a virtual machine.

Cluster is Yellow or Red If the cluster is yellow or red, the capacity is insufficient to meet the resource
reservations configured for all virtual machines and resource pools in the
cluster. The particular virtual machine might be one that is not receiving its
reservation. Check the status of the cluster (red or yellow) and resolve the
situation.

Resource Limit is Too
Restrictive

The virtual machine, its parent resource pool, or its resource pool ancestors
might have a configured resource limit that is too restrictive. Check whether
demand is equal to or greater than any configured limits.
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Cluster is Overloaded The cluster on which the virtual machine is running might have insufficient
resources. Also, the virtual machine's share value is such that other virtual
machines are granted proportionally more of the resources. To determine the
demand is larger than the capacity, check the cluster statistics.

Host is Overloaded To determine if the host's resources are oversubscribed, check the host
statistics. If they are oversubscribed, consider why DRS is not moving any of
the virtual machines now running on the host to other hosts. This condition
might exist for the following reasons:

n The VM/VM DRS rules and VM/Host DRS rules require the current
virtual machine-to-host mapping. If such rules are configured in the
cluster, consider disabling one or more of them. Then run DRS and
check whether the situation is corrected.

n DRS cannot move this virtual machine or enough of the other virtual
machines to other hosts to free up capacity. DRS will not move a virtual
machine for any of the following reasons:

n DRS is disabled for the virtual machine.

n A host device is mounted to the virtual machine.

n Either of its resource reservations is so large that the virtual
machine cannot run on any other host in the cluster.

n The virtual machine is not compatible with any other host in the
cluster.

Check whether any of these conditions exist for the virtual machine. If
none exist, the conditions might exist for other virtual machines in the
cluster. If this is the case, DRS cannot balance the cluster to address the
virtual machine's demand.

n Decrease the DRS migration threshold setting and check whether the
situation is resolved.

n Increase the virtual machine's reservation.

Solution

Address the problem that is causing the virtual machine to not receive enough CPU or memory resources.

VM/VM DRS Rule or VM/Host DRS Rule Violated
DRS rules specify which host a virtual machine must or must not reside on, or which virtual machines must
be or must not be on the same host.

Problem

A VM/VM DRS rule or a VM/Host DRS rule is violated.

Cause

VM/VM DRS rules specify that selected virtual machines should be placed on the same host (affinity) or that
virtual machines be placed on different hosts (anti-affinity). VM/Host DRS rules specify that selected virtual
machines should be placed on specified hosts (affinity) or that selected virtual machines should not be
placed on specified hosts (anti-affinity).
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When a VM/VM DRS rule or VM/Host DRS rule is violated, it might be because DRS cannot move some or
all of the virtual machines in the rule. The reservation of the virtual machine or other virtual machines in the
affinity rule, or their parent resource pools, might prevent DRS from locating all virtual machines on the
same host.

Solution

n Check the DRS faults panel for faults associated with affinity rules.

n Compute the sum of the reservations of all the virtual machines in the affinity rule. If that value is
greater than the available capacity on any host, the rule cannot be satisfied.

n Compute the sum of the reservations of their parent resource pools. If that value is greater than the
available capacity of any host, the rule cannot be satisfied if the resources are obtained from a single
host.

Virtual Machine Power On Operation Fails
An error message appears stating that the virtual machine fails to power on.

Problem

The virtual machine fails to power on.

Cause

The virtual machine might fail to power on because of insufficient resources or because there are no
compatible hosts for the virtual machine.

Solution

If the cluster does not have sufficient resources to power on a single virtual machine or any of the virtual
machines in a group power-on attempt, check the resources required by the virtual machine against those
available in the cluster or its parent resource pool. If necessary, reduce the reservations of the virtual
machine to be powered-on, reduce the reservations of its sibling virtual machines, or increase the resources
available in the cluster or its parent resource pool.

DRS Does Not Move the Virtual Machine
DRS does not move the virtual machine when it is initially powered on despite insufficient resources on the
host.

Problem

When you power on a virtual machine, DRS does not migrate it as expected when there are not enough
resources on the host where the virtual machine is registered.

Cause

The following are possible reasons why DRS does not move the virtual machine.

n DRS is disabled on the virtual machine.

n The virtual machine has a device mounted.

n The virtual machine is not compatible with any other hosts.

n No other hosts have a sufficient number of physical CPUs or capacity for each CPU for the virtual
machine.

n No other hosts have sufficient CPU or memory resources to satisfy the reservations and required
memory of this virtual machine.

n Moving the virtual machine will violate an affinity or anti-affinity rule.
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n The DRS automation level of the virtual machine is manual and the user does not approve the
migration recommendation.

n DRS will not move fault tolerance-enabled virtual machines.

Solution

Address the issue that prevents DRS from moving the virtual machine.
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Introduction
1.1  Software-Defined Datacenter
The annual user conference for VMware, VMworld 2012, featured the introduction of its software-defined 
datacenter (SDDC), a visionary cloud architecture in which all the pillars of the datacenter, including compute, 
storage, networks and the associated services, are virtualized. 

In this white paper, we focus on one pillar of the software-defined datacenter of VMware® – storage.  
Focusing on this pillar, we draw attention to a new product released with VMware vSphere® 5.5 called  
VMware vSphere Flash Read Cache®, looking at its role in the pillar and its part in the overall vision of SDDC.

1.2  Software-Defined Storage
The plan of VMware for SDDC focuses on a set of VMware initiatives around local storage, shared storage and 
storage/data services. In essence, we want to make vSphere a platform for storage services.

Software-defined storage is designed to provide storage services and service-level agreement automation 
through a software layer on hosts that integrates with and abstracts the underlying hardware.

This document examines in detail vSphere Flash Read Cache, a solution that provides persistent Flash-based 
storage tier services by utilizing local Flash-based devices on vSphere hosts.

1.3  What is vSphere Flash Read Cache?
vSphere Flash Read Cache is a new Flash-based storage solution from VMware that is fully integrated with 
vSphere. The vSphere Flash Read Cache design is based on a framework that enables the virtualization and 
management of local Flash-based devices in vSphere.

The framework provides a centralized management platform for all locally attached Flash-based devices, and it 
maximizes their utilization throughout virtualized infrastructures.

The vSphere Flash Read Cache framework design is based on the following two major components:

•	vSphere	Flash	Read	Cache	infrastructure	

•	vSphere	Flash	Read	Cache	software
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Figure 1.

vSphere Flash Read Cache enables the pooling of multiple Flash-based devices into a single consumable 
vSphere construct called a Virtual Flash Resource. The Virtual Flash Resource is consumed and managed in the 
same way CPU and memory are done today in vSphere.

1.3.1  vSphere Flash Read Cache Infrastructure
The vSphere Flash Read Cache infrastructure integrates the vSphere hosts’ locally attached Flash-based devices 
into the vSphere storage stack. This integration delivers a Flash management platform that enables the pooling 
of Flash-based devices into a Virtual Flash Resource.

The vSphere Flash Read Cache infrastructure becomes the resource manager and broker for the consumption of 
the Virtual Flash Resources and it also enforces admission control policies. The Virtual Flash Resource construct 
is a shared resource and consumable by two features called Virtual Flash Host Swap Cache for VMware vSphere 
Hypervisor and Virtual Flash Read Cache for virtual machines.
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The vSphere hypervisors consume the Virtual Flash Resource in the form of a Virtual Flash Host Swap Cache for 
host memory–caching purposes. Virtual Host Flash Swap Cache replaces the swap to SSD feature previously 
introduced with vSphere 5.0.

A vSphere hypervisor can utilize as much as 4TB of the Virtual Flash Resource total available capacity for  
Virtual Flash Host Swap Cache. Regardless of the power state of the vSphere hypervisor, the assigned  
Virtual Flash Resource capacity is reserved and it is never returned to the Virtual Flash Resource for virtual 
machine consumption.

1.3.2  Virtual Flash Read Cache Software
The Virtual Flash Read Cache software is natively built into the vSphere core hypervisor. Virtual Flash Read 
Cache provides a write-through cache mode that enhances the performance of virtual machines without the 
modification of applications and operating systems (OSs).
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The performance enhancements are introduced to virtual machines based on the placement of the virtual  
Flash read cache. The Virtual Flash Read Cache is placed directly in the virtual machine’s virtual disk data path. 

Virtual machines do not respond to the described behavior and the allocation of Virtual Flash Read Cache. At 
this point, the caching software provides the suitable algorithms to manage the virtual machines’ I/O requests.

vSphere Flash Infrastructure

SSD SSD

vSphere Flash Read Cache Software

OS

APP

VMDK1 Without
vSphere Flash Read Cache

VMDK2 with
vSphere Flash Read Cache

vSphere

Figure 3.

Virtual machines consume the Virtual Flash Resource in the form of a write-through cache mode also known as 
read mode. The Virtual Flash Read Cache working sets are assigned in the form of reservations on a per-VMDK 
basis. Virtual machines consume only their individual Virtual Flash Read Cache working set when they are 
powered on.

1.4  vSphere Flash Read Cache Integration with vSphere
vSphere Flash Read Cache tight integration with vSphere 5.5 delivers support and compatibility with vSphere 
enterprise features such as VMware vSphere vMotion®, VMware vSphere High Availability (vSphere HA) and 
VMware vSphere Distributed Resource Scheduler™ (vSphere DRS). 



T E C H N I C A L  W H I T E  p A p E R  /  7

What’s New in VMware vSphere  
Flash Read Cache 

After they are powered on, Virtual Flash Read Cache–enabled virtual machines can be migrated with vSphere 
vMotion. vSphere DRS automates the initial placement of virtual machines based on resource availability. 
Advanced vSphere Flash Read Cache content migration settings, shown by the VMware 

vSphere Web Client, provide the ability to migrate or discard the virtual machine’s Virtual Flash Read Cache 
content during migration events.

•	Always migrate the cache contents – Virtual machine migration proceeds only if all of the cache contents can 
be migrated to the destination host. (Guaranteed)

•	Do not migrate the cache contents – Drops the write-through cache. Cache is rewarmed on the  
destination host.

Figure 4.

1.5  vSphere Flash Read Cache Use Cases
vSphere Flash Read Cache enhances virtual machine performance by accelerating the performance of read-
intensive workloads in a vSphere environment. 

For the most part, workloads with read-intensive operations and high percentages of data locality requirements 
are good candidates for vSphere Flash Read Cache. A majority of the targeted candidates are categorized 
through database warehousing and enterprise server workloads such as Web proxy servers, monitoring servers 
and many others.

Another use case for vSphere Flash Read Cache is Virtual Desktop Infrastructure (VDI). VDI workloads such as 
VMware Horizon View™ can benefit from using vSphere Flash Read Cache in cases when a virtual machine’s 
swap disks are vSphere Flash Read Cache enabled. In this case, vSphere Flash Read Cache acts as a cache tier 
between memory and swap disk located on storage. This might help when virtual machines are overprovisioned 
in terms of memory resources.
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2. Requirements
The following section details the hardware and software requirements necessary to create and enable  
vSphere Flash Read Cache. 

2.1  vSphere Requirements
2.1.1  vCenter Server
vSphere Flash Read Cache is supported on vSphere 5.5 and later with VMware vCenter Server™ 5.5 or later. 
vSphere Flash Read Cache can be managed by both the Windows version of vCenter Server and the  
VMware vCenter Server Appliance™. vSphere Flash Read Cache is exclusively managed by and configured via 
vSphere Web Client version 5.5.

2.1.2  vSphere Hosts
vSphere Flash Read Cache is supported on vSphere 5.5 and later. Although vSphere Flash Read Cache works 
with a single vSphere host, using multiple hosts in a cluster enables vSphere Flash Read Cache to leverage other 
vSphere features such as vSphere vMotion, vSphere DRS and vSphere HA.

2.1.3  Virtual Machines
vSphere Flash Read Cache is available only to virtual machines with hardware version 10 (VMX-10). All legacy 
virtual machine hardware must be upgraded to hardware version 10 to use Virtual Flash Read Cache.

2.2  Storage Requirements
2.2.1  Flash-Based Devices (SSD, Flash Cards)
Each vSphere 5.5 host must have at least one enterprise-level SSD or PCIe Flash card. Check the  
VMware Hardware Compatibility List (HCL) for an up-to-date list of supported Flash-based devices. 

2.3  Network Requirements
2.3.1  Network
In cluster environments, all vSphere hosts should be configured with vSphere vMotion capabilities to leverage 
vSphere DRS.
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3. Installation and Configuration
This section provides a description of the installation and configuration process of the following  
vSphere Flash Read Cache features:

•	Virtual	Flash	Resource

•	Virtual	Flash	Host	Swap	Cache

•	Virtual	Machine	Virtual	Flash	Read	Cache	

3.1  Virtual Flash Resource Configuration
vSphere 5.5 is the first release that supports the new vSphere Flash Read Cache feature. Configuring a Virtual 
Flash Resource is accomplished by navigating to the vSphere host’s management settings and selecting the 
Virtual Flash Resource Management object within the vSphere Web client. 

Users can add capacity to the Virtual Flash Resource by selecting single or multiple Flash-based devices and 
adding them to the pool. 

Upon completion of this task, a new file system called VFFS is created to pool together all Flash-based devices 
for consumption by vSphere hosts and virtual machines.

Figure 5.
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3.2  Virtual Flash Resource Properties
The size of a Virtual Flash Resource is determined by the number of Flash devices added per vSphere host. 
Metadata overhead should be taken into consideration. The vSphere Flash resource configuration maximum 
settings are as follows:

•	One	Virtual	Flash	Resource	(VFFS)	per	vSphere	host

•	Eight	Flash	devices	per	Virtual	Flash	Resource	(VFFS)

•	4TB	physical	Flash-based	device	size

•	400GB	of	Virtual	Flash	Read	Cache	per	Virtual	Machine	Disk	(VMDK)	file

•	4TB	of	Virtual	Flash	Host	Swap	Cache	per	vSphere	host

•	32TB	Virtual	Flash	Resource	total	size	

3.3  Configuration of Virtual Flash Host Swap Cache
After the Virtual Flash Resource has been created, configuring the Virtual Flash Host Swap Cache can be done 
by navigating to the Virtual Flash Resource Management object within the vSphere Web client and selecting the 
Cache Configuration settings.

Figure 6.

3.4  Configuration of Virtual Flash Read Cache
After the Virtual Flash Resource has been configured, the Virtual Flash Read Cache working set can be added on 
a per-VMDK basis by editing the virtual machine’s hardware settings. The Virtual Flash Read Cache settings are 
available only to virtual machines with virtual hardware version 10. 
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Figure 7.

The virtual machine Virtual Flash Read Cache block size can be modified in the advanced screen of  
Virtual Flash Read Cache settings. Virtual Flash Read Cache supports block sizes from 4KB to 1,024KB. 

Figure 8.
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Conclusion 
vSphere Flash Read Cache is the new storage solution developed by VMware, included in vSphere 5.5. It 
provides a Flash persistent layer that is optimized for the consumption of Flash-based devices and integration 
with other key vSphere features.

Because the use of a host-based write-through cache is transparent to applications, the solution enables 
vSphere virtual infrastructures to use the Virtual Flash Resources without having to modify applications. The 
Virtual Flash Read Cache solution enhances the performance of read-intensive workloads and provides seamless 
integration with vSphere enterprise features such as vSphere vMotion, vSphere HA and vSphere DRS.
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Introduction
VMware vSphere® Data Protection™ is a backup and recovery solution from VMware. It is fully integrated with 
VMware vCenter Server™ and VMware vSphere Web Client, providing disk-based backup of virtual machines 
and applications. vSphere Data Protection is based on the industry-leading EMC® Avamar® backup and 
recovery solution.

The following are among the features and benefits of vSphere Data Protection:

•	Wizard-driven setup and management to quickly and easily implement a data protection solution for a 
VMware vSphere virtual machine environment

•	Significantly reduced backup data disk space requirements, with the patented, variable-length Avamar 
deduplication technology

•	Use of VMware vSphere Storage APIs – Data Protection as well as Changed Block Tracking (CBT) to reduce 
load on the vSphere host infrastructure and minimize backup window requirements

•	Agentless virtual machine backup and restore that reduces complexity and deployment time

•	Integration with EMC Data Domain® for additional scale, efficiency, and reliability

•	Microsoft Exchange Server agent for application-consistent backup and restore of databases and mailboxes, 
including those protected by a database availability group (DAG)

•	Microsoft SQL Server agent that leverages the Virtual Backup Device Interface (VDI) feature for proper backup 
and restore of databases in standalone configurations and clustered environments

•	Microsoft SharePoint agent that enables granular database backup and restore

•	Reliable, efficient replication of backup data between vSphere Data Protection appliances for redundancy 
and offsite data protection

•	Flexibility to restore replicated backup data at both the source and target locations

•	Automated backup verification that provides the highest level of confidence in backup data integrity

•	Secure, efficient backup data replication to Avamar for offsite data protection

•	Direct-to-host emergency restore operation that enables virtual machine recovery even when vCenter Server 
and vSphere Web Client are offline

•	File Level Restore (FLR), which enables granular file and folder restoration without the need for an agent in 
Microsoft Windows and Linux virtual machines

•	Simple Web browser–based administration through vSphere Web Client

•	Appliance and backup data protection via a checkpoint-and-rollback mechanism

•	Deployment of external proxies, enabling as many as 24 parallel backup operations

This paper presents an overview of the architecture, deployment, configuration, and management of 
vSphere Data Protection.



T E C H N I C A L  W H I T E  P A P E R  /  4

VMware vSphere Data Protection 6.0

Architectural Overview
vSphere Data Protection requires vCenter Server, either the Windows implementation or the Linux-based 
VMware vCenter™ Server Appliance™. VMware vCenter Single Sign-On™ is also required. vSphere Data Protection 
supports backing up virtual machines on multiple versions of vSphere. The VMware Compatibility Guides 
should be consulted for more details on product interoperability.

Web browsers must be enabled with Adobe Flash Player to access vSphere Web Client and vSphere Data 
Protection functionality. See vSphere documentation for a list of Web browsers currently supported with 
vSphere Web Client.

vSphere Data Protection is deployed as a prebuilt, Linux-based virtual appliance. A maximum of 20 vSphere 
Data Protection appliances can be deployed per vCenter Server. Each appliance is deployed by default with four 
virtual CPUs and 4GB of memory. Storage capacity for deduplicated backup data is configured during deployment.

Optionally, as many as eight external proxies (virtual appliances) can be deployed per vSphere Data Protection 
virtual appliance. Proxies can be deployed to enable SCSI HotAdd transport backups of virtual machines running 
on datastores not directly accessible by the vSphere Data Protection virtual appliance. Examples include 
vSphere hosts utilizing local direct attached storage (DAS) and hosts deployed at remote locations. External 
proxies are required for the Linux logical volume manager (LVM) and Ext4 FLR. They are deployed using the 
vSphere Data Protection configure user interface (UI).

Figure 1. Adding an External Proxy in the vSphere Data Protection Configure UI

vSphere Data Protection application agents are downloaded using vSphere Web Client and are installed in the 
guest operating system (OS) of the virtual machines running Exchange Server, SQL Server, and SharePoint.

Figure 2. vSphere Data Protection Components

vSphere Data Protection supports as much as 8TB of deduplicated backup data capacity per appliance. 
Assuming average virtual machine sizes, average data change rates, and a 30-day retention policy, 
approximately 150 to 200 virtual machines can be protected with a vSphere Data Protection appliance. 
Every environment is different, so actual results will vary.

http://www.vmware.com/guides.html
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vSphere Data Protection virtual appliances can be deployed to VMware Virtual SAN™, VMware vSphere VMFS, 
and NFS datastores. The virtual machine disk (VMDK) files for a vSphere Data Protection virtual appliance can 
be stored together on the same datastore or distributed across multiple vSphere datastores. It is also possible to 
detach VMDK files that make up an existing vSphere Data Protection virtual appliance backup data partition and 
attach them to a newly deployed appliance.

More storage capacity can be added after the appliance has been deployed, up to a maximum of 8TB. 
For example, a vSphere Data Protection appliance originally deployed with 2TB of backup data storage 
capacity can be expanded by 6TB, for a total of 8TB of capacity.

When determining storage capacity requirements, several factors—number of protected virtual machines, 
amount and formats of data being backed up, retention periods, data change rates, and others—should 
be considered.

Deployment and Configuration
vSphere Data Protection is deployed using vSphere Web Client from a prepackaged Open Virtualization Archive (OVA) 
file. After the appliance has been deployed and powered on, a Web browser is used to access the vSphere Data 
Protection configure utility to perform the initial configuration. The first time a user connects to the vSphere 
Data Protection configure UI, it runs in “install mode.” With the “install mode” wizard, items such as IP address, 
host name, DNS, time zone, vCenter Server connection information, and storage are configured.

A performance storage test can also be run at this time, which is highly recommended to validate that the 
storage on which vSphere Data Protection is running meets or exceeds recommended performance levels. 
Upon successful completion of these tasks, the appliance must be rebooted, which will take several minutes 
as the appliance automatically finalizes its initial configuration.

After initial configuration, the vSphere Data Protection configure utility runs in “maintenance mode.” In this mode, 
it is utilized to perform functions such as starting and stopping services in the appliance, deploying proxies, 
collecting logs, performing emergency restores, upgrading the vSphere Data Protection appliance, and rolling 
back the appliance to a previous valid configuration state, which will be discussed later in this document.

Figure 3. vSphere Data Protection Configure UI Running in Maintenance Mode

http://www.vmware.com/products/virtual-san/
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Backup
Creating and editing a backup job is accomplished using the Backup tab of the vSphere Data Protection UI in 
vSphere Web Client. Individual virtual machines or specific VMDK files can be selected for backup. Containers 
of virtual machines such as data centers, clusters, and resource pools can also be selected for backup. When a 
virtual machine is added to the protected container, it automatically is backed up. Likewise, when a virtual machine 
is removed from the container, it no longer is included in the backup job. Restore points are preserved until 
expired by the retention policy.

Backup jobs can be scheduled daily, weekly, or monthly. Each job starts at its scheduled time and runs once on 
the day it is scheduled.

The retention policy can be defined in a few ways; for example, retention for 30 days or until a specific date. 
A custom retention policy also can be defined.

Figure 4. Custom Retention Policy

After a backup job has been created, it can be edited or deleted. It is also possible to clone a backup job. 
Cloning can be useful if, for example, the backup administrator wants to easily duplicate an existing custom 
retention policy for a new set of virtual machines.

The initial backup of a virtual machine can take some time because all data blocks that make up that virtual 
machine must be backed up. Subsequent backups typically take much less time because vSphere Data Protection 
utilizes CBT in vSphere.
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Application Backups
vSphere Data Protection has the capability to properly back up and restore Exchange Server, SQL Server, and 
SharePoint application databases. SQL Server clusters and Exchange Server database availability groups are 
also supported. A vSphere Data Protection application agent is installed in the guest OS of each virtual machine 
running these applications. It is also possible to install these agents on physical machines to protect Exchange 
Server, SQL Server, and SharePoint application databases. Agents enable application-consistent backup and 
recovery and provide support for other options such as full, differential, or incremental backups; multistream 
backups; and database log management.

Figure 5. SQL Server AlwaysOn Cluster Backup Job Options

Backup Data Replication
vSphere Data Protection can replicate backup data between vSphere Data Protection appliances and to Avamar. 
This capability is especially useful to move backup data offsite in a secure and reliable manner. Because the backup 
data is deduplicated at both the source and target, only unique backup data segments are replicated. The replicated 
data is encrypted and compressed to secure it and to further minimize network bandwidth consumption.

When creating a replication job, it is possible to define specific criteria for which backup data is replicated. 
Individual clients—virtual machines and applications—can be selected for replication; specific backup 
types—weekly backups, for example—can be chosen and date restrictions can be defined.
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Figure 6. Backup Selection in a Replication Job

The replication job can be scheduled to run daily, weekly, or monthly. By default, the retention policy of the 
replicated backup data is the same as what was defined in the backup job(s) for that backup data. A different 
retention policy for replicated backup data can be defined. For example, an administrator might want to retain 
backup data locally for 30 days and retain the replicated backup data offsite for 180 days.

There are numerous replication topology options with vSphere Data Protection. Replication can be one-to-one, 
or a more robust replication topology such as many-to-one can be implemented. Backup data can be 
“rereplicated”—for example, backing up virtual machines at remote office A, replicating this backup data to the 
primary data center, and then replicating the replicated backup data from the primary data center to remote 
office B. This approach results in backup data availability at all three sites.
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Figure 7. Replication Topology Example
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Restore
Restore an entire virtual machine by using the Restore tab in the vSphere Data Protection UI. The administrator 
can browse the list of protected virtual machines and select one or more restore points. Individual VMDKs can 
also be selected for restore.

vSphere Data Protection offers fast and efficient recovery by leveraging CBT. When restoring an entire virtual 
machine to its original location, the workloads of both a full image restore and a restore leveraging CBT are 
evaluated. vSphere Data Protection intelligently determines which method will result in the faster virtual 
machine recovery time.

It is also possible to restore virtual machines from replicated backup data at the target location and locally. 
Example scenario: A vSphere Data Protection virtual appliance protects virtual machines in a primary data 
center. Backup data is replicated by vSphere Data Protection from the primary data center to a vSphere Data 
Protection virtual appliance at a disaster recovery data center. Disaster strikes the primary data center; virtual 
machines, including the vSphere Data Protection virtual appliance, are lost. When the primary data center is 
back online, a new vSphere Data Protection virtual appliance is deployed and connected to vSphere Data 
Protection at the disaster recovery site. The new vSphere Data Protection virtual appliance can retrieve backup 
data from the disaster recovery site and perform restores at the primary data center.

Figure 8. Recover Replicated Backups

File Level Restore
With vSphere Data Protection, it is possible to restore individual files, folders, and directories within a virtual 
machine. An FLR operation is performed using a Web-based tool called vSphere Data Protection Restore Client. 
The process enables end users to conduct restores on their own, without the assistance of an administrator, by 
selecting a restore point and browsing the file system as it looked at the time that backup was done. They locate 
the item(s) to be recovered, select a destination for the restored item(s), and start the recovery. The progress of 
the restore job can be monitored in vSphere Data Protection Restore Client. 

Figure 9. vSphere Data Protection Restore Client
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Application Restore
vSphere Data Protection provides the ability to restore individual SQL Server, Exchange Server, and SharePoint 
application databases. SQL Server clusters and Exchange database availability groups are supported.

Figure 10. SQL Server Database Selected for Recovery in vSphere Data Protection

Because vSphere Data Protection leverages specific application agents, various restore options can be defined. 
Figure 11 shows options available with the SQL Server agent.

Figure 11. SQL Server Restore Options in vSphere Data Protection

The vSphere Data Protection agent for Exchange Server enables individual database backup and restore. 
It is also possible to select individual mailboxes for restore. A user’s mailbox is recovered as a folder named 
“Recovered Items.” The user can then browse the folder’s contents by using an Exchange Server client such as 
Microsoft Outlook to retrieve any needed items.
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Automated Backup Verification
Backup verification jobs can be created in vSphere Data Protection. These jobs automate the process of restoring 
a virtual machine: powering it on; verifying the guest OS booted, by detection of VMware Tools™ “heartbeats”; 
and, optionally, confirming an application started successfully by means of a custom script. The restored virtual 
machine is disconnected from the network to prevent interference with production systems. After the restore 
and verification have been completed, the restored virtual machine is deleted to free up capacity. Backup 
verification jobs can be scheduled at specific times daily, weekly, or monthly.

Direct-to-Host Emergency Restore
vCenter Server and the vSphere Web Client server must be online to perform restores using vSphere Web Client. 
When these components are offline, an emergency restore can be utilized to restore a virtual machine directly 
to the host on which vSphere Data Protection is running. Emergency Restore is one of the tabs in the 
vSphere Data Protection configure UI.

Figure 12. Direct-to-Host Emergency Restore
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Reporting
The Reports tab in vSphere Data Protection displays a variety of information: appliance status, used capacity, 
backup and replication job details, and so on. If there were errors during a job, clicking Task Failures enables an 
administrator to view specific information about the failures, including client logs. The Job Details pane provides 
information about backup, replication, and backup verification jobs. The list of clients—protected virtual 
machines and applications—can be filtered to quickly locate a specific client. A list of clients that have not 
been backed up can also be viewed by clicking Unprotected Clients. All three views can be exported to 
comma-separated values (CSV) files.

Figure 13. Reports Tab in the vSphere Data Protection UI

In addition to having UI reporting capabilities, vSphere Data Protection can be configured to send email reports 
scheduled at a specific time, once per day on any or all days of the week. Similar to the UI, these email messages 
contain details on the vSphere Data Protection appliance, backup jobs, and protected virtual machines.
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Integration with EMC Data Domain
vSphere Data Protection can be configured to use Data Domain as a backup data target. The advantages of 
doing this include additional scale, global deduplication, and improved backup efficiency due to the EMC DD Boost™ 
libraries built into vSphere Data Protection.

Backup data replication can be configured between two or more vSphere Data Protection appliances with separate 
Data Domain targets. Replication is configured and backup metadata is maintained in vSphere Data Protection, 
but replication of the backup data occurs directly between the Data Domain appliances. Data at the source and 
target is already deduplicated.

Avoiding Backup Data Corruption
vSphere Data Protection contains a checkpoint-and-rollback mechanism. A checkpoint is a system-wide backup 
of the vSphere Data Protection appliance that is performed to help protect the appliance from risks that might 
cause data corruption, such as an unexpected appliance power-off. In this case, the appliance would roll back to 
the last validated checkpoint. Any backup jobs performed after that checkpoint would be lost, but data 
corruption—that is, loss of all backup information—likely would be avoided.

Checkpoint copy can be enabled for vSphere Data Protection virtual appliances that are using Data Domain to 
store backup data. With this feature enabled, checkpoints are copied to the Data Domain appliance. If the 
vSphere Data Protection virtual appliance is lost, a new vSphere Data Protection virtual appliance can be 
deployed and connected to the Data Domain appliance. The new vSphere Data Protection virtual appliance 
can read the existing checkpoints and backup data to perform restores.

Summary
Data protection is a key component of any business continuity plan. VMware vSphere Data Protection provides 
an efficient solution for protecting a VMware virtual machine infrastructure. vSphere Data Protection includes 
the capability to properly protect mission-critical applications via agents. Backup data can be securely and 
efficiently replicated to other vSphere Data Protection appliances within the same site and offsite for 
redundancy and disaster recovery purposes. vSphere Data Protection can be integrated with EMC Data Domain. 
Deployment is quick and simple. Administration is easily performed using VMware vSphere Web Client.
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The vSphere Data Protection Administration Guide describes how to install and manage backups for small and 
medium businesses. This guide also includes troubleshooting scenarios and recommendations for resolution.

Intended Audience
This book is for anyone who wants to provide backup solutions by using vSphere® Data Protection (VDP). The 
information in this book is for experienced Windows or Linux system administrators who are familiar with 
virtual machine technology and datacenter operations.

Typographical conventions
VMware uses the following type style conventions in this document:

 

VMware Technical Publications Glossary
VMware Technical Publications provides a glossary of terms that might be unfamiliar to you. For definitions 
of terms as they are used in VMware technical documentation, go to http://www.vmware.com/support/pubs.

About This Book

Bold Use for names of interface elements, such as names of windows, dialog boxes, 
buttons, fields, tab names, key names, and menu paths (what the user 
specifically selects or clicks)

Italic Use for full titles of publications referenced in text

Monospace Use for:
 System output, such as an error message or script
 System code
 Pathnames, filenames, prompts, and syntax
 Commands and options

Monospace 
italic

Use for variables

Monospace 
bold

Use for user input

[ ] Square brackets enclose optional values

| Vertical bar indicates alternate selections — the bar means “or”

{ } Braces enclose content that the user must specify, such as x or y or z

... Ellipses indicate nonessential information omitted from the example

http://www.vmware.com/support/pubs
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Document Feedback
VMware welcomes your suggestions for improving our documentation. Send your feedback to 
docfeedback@vmware.com.

Technical Support and Education Resources
The following sections describe the technical support resources available to you. To access the current versions 
of other VMware books, go to http://www.vmware.com/support/pubs.

Online Support

To use online support to submit technical support requests, view your product and contract information, and 
register your products, go to http://www.vmware/support/phone_support.html.

Support Offerings

To find out how VMware support offerings can help meet your business needs, go to 
http://www.vmware.com/support/services.

VMware Professional Services

VMware Education Services courses offer extensive hands‐on labs, case study examples, and course materials 
designed to be used as on‐the‐job reference tools. Courses are available onsite, in the classroom, and live 
online. For onsite pilot programs and implementation best practices, VMware Consulting Services provides 
offerings to help you assess, plan, build, and manage your virtual environment. To access information about 
education classes, certification programs, and consulting services, go to http://www.vmware.com/services. 

mailto:docfeedback@vmware.com
http://www.vmware.com/support/pubs
http://communities.vmware.com/community/developer
http://www.vmware.com/support/services
http://www.vmware.com/services/
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This chapter includes the following topics:

 “Introduction to vSphere Data Protection” on page 14

 “Benefits of vSphere Data Protection” on page 14

 “VDP Functionality” on page 15

 “Replication” on page 17

 “File Level Recovery” on page 17

 “Customer Experience Improvement Program” on page 17

 “vSphere Data Protection Architecture” on page 17

Understanding VDP 1
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Introduction to vSphere Data Protection
vSphere Data Protection (VDP) is a robust, simple to deploy, disk‐based backup and recovery solution that is 
powered by EMC. VDP is fully integrated with the VMware vCenter Server and enables centralized and 
efficient management of backup jobs while storing backups in deduplicated destination storage locations.

The VMware vSphere Web Client interface is used to select, schedule, configure, and manage backups and 
recoveries of virtual machines.

During a backup, VDP creates a quiesced snapshot of the virtual machine. Deduplication is automatically 
performed with every backup operation.

The following terms are used throughout this document in the context of backup and recovery.

 A datastore is a virtual representation of a combination of underlying physical storage resources in the 
datacenter. A datastore is the storage location (for example, a physical disk, a RAID, or a SAN) for virtual 
machine files.

 Changed Block Tracking (CBT) is a VMkernel feature that keeps track of the storage blocks of virtual 
machines as they change over time. The VMkernel keeps track of block changes on virtual machines, 
which enhances the backup process for applications that have been developed to take advantage of 
VMware’s vStorage APIs.

 File Level Recovery (FLR) allows local administrators of protected virtual machines to browse and mount 
backups for the local machine. From these mounted backups, the administrator can then restore 
individual files. FLR is accomplished using the VDP Restore Client.

 VMware vStorage APIs for Data Protection (VADP) enables backup software to perform centralized 
virtual machine backups without the disruption and overhead of running backup tasks from inside each 
virtual machine.

 Virtual Machine Disk (VMDK) is a file or set of files that appears as a physical disk drive to a guest 
operating system. These files can be on the host machine or on a remote file system.

 VDP Appliance is a purpose‐built virtual appliance for VDP.

Benefits of vSphere Data Protection
The benefits of vSphere Data Protection (VDP) are as follows:

 Provides fast and efficient data protection for all of your virtual machines, even those powered off or 
migrated between vSphere hosts.

 Significantly reduces disk space consumed by backup data using patented variable‐length deduplication 
across all backups. 

 Reduces the cost of backing up virtual machines and minimizes the backup window by using Change 
Block Tracking (CBT) and VMware virtual machine snapshots.

 Allows for easy backups without the need for third‐party agents installed in each virtual machine.

 Uses a simple, straight‐forward installation as an integrated component within vSphere, which is 
managed by a web portal.

 Provides direct access to VDP configuration integrated into the vSphere Web Client.

 Protects backups with checkpoint and rollback mechanisms.

 Provides simplified recovery of Windows and Linux files with end‐user initiated file‐level recoveries from 
a web‐based interface.

 Through emergency restore, provides a method for restoring the vCenter Server when the vCenter Server 
is unavailable or the user is unable to access the VDP user interface with the vSphere Web Client.

 Through replication, enables you to avoid data loss if the source VDP Appliance fails because copies of 
the backups are available on a destination target.
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 Deduplication Store Benefits

Enterprise data is highly redundant, with identical files or data stored within and across systems (for 
example, OS files or documents sent to multiple recipients). Edited files also have tremendous 
redundancy with previous versions. Traditional backup methods magnify this by storing all of the 
redundant data over and over again. vSphere Data Protection uses patented deduplication technology to 
eliminate redundancy at both the file and the subfile data segment level.

 Variable vs. Fixed‐Length Data Segments

A key factor in eliminating redundant data at a segment (or subfile) level is the method for determining 
segment size. Fixed‐block or fixed‐length segments are commonly employed by snapshot and some 
deduplication technologies. Unfortunately, even small changes to a dataset (for example, inserting data at 
the beginning of a file) can change all fixed‐length segments in a dataset, despite the fact that very little of 
the dataset has been changed. vSphere Data Protection uses an intelligent variable‐length method for 
determining segment size that examines the data to determine logical boundary points, which increases 
efficiency.

 Logical Segment Determination

VDP uses a patented method for segment size determination designed to yield optimal efficiency across 
all systems. VDP’s algorithm analyzes the binary structure of a dataset to determine segment boundaries 
that are context‐dependent. Variable‐length segments average 24 KB in size and are further compressed 
to an average of 12 KB. By analyzing the binary structure within the VMDK file, VDP works for all file 
types and sizes and deduplicates the data. 

VDP Functionality
The vSphere Data Protection product, starting with version 6.0, includes all features that were previously 
included in VDP Advanced. VDP functionality is included as part of vSphere Essential+ and does not require 
a specific license key. The following table lists VDP functionality.

Table 1-1.  VDP Functionality

Feature VDP

Virtual machines supported per VDP Appliance Up to 400

Number of appliances supported per vCenter Up to 20

Available storage size 8 TB

Support for image‐level backups Yes

Support for individual disk backups Yes

Support for image‐level restore jobs Yes

Support for image‐level replication jobs Yes

Support for direct to host recovery Yes

Support for detachable/remountable data partitions Yes

Support for file level recovery (FLR) Yes — Supports LVM and EXT4 with external proxies

Support for guest‐level backups and restores of Microsoft 
Exchange Servers, SQL Servers, and SharePoint Servers

Yes

Support for application‐level replication Yes

Ability to expand current datastore Yes

Support for backing up to a Data Domain system Yes

Ability to restore to a granular level on Microsoft Servers Yes

Support for automatic backup verification (ABV) Yes
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Image-level Backup and Restore

vSphere Data Protection creates image‐level backups, which are integrated with the vStorage API for Data 
Protection, a feature set within vSphere to offload the backup processing overhead from the virtual machine 
to the VDP Appliance. The VDP Appliance communicates with the vCenter Server to make a snapshot of a 
virtual machine’s .vmdk files. Deduplication takes place within the appliance by using a patented 
variable‐length deduplication technology.

To support the large scale and continually expanding size of many VMware environments, each VDP 
Appliance can simultaneously back up to 8 virtual machines if the internal proxy is used, or back up to 24 
virtual machines if the maximum number of 8 external proxies are deployed with the VDP Appliance.

To increase the efficiency of image‐level backups, VDP utilizes the Changed Block Tracking (CBT) feature, 
which greatly reduces the backup time of a given virtual machine image and provides the ability to process a 
large number of virtual machines within a particular backup window.

By leveraging CBT during restores, VDP offers fast and efficient recoveries of virtual machines to their original 
location. During a restore process, VDP uses CBT to determine which blocks have changed since the last 
backup. The use of CBT reduces data transfer within the vSphere environment during a recovery operation 
and more importantly reduces the recovery time.

Additionally, VDP automatically evaluates the workload between both restore methods (full image restore or 
a recovery leveraging CBT) and performs the method resulting in the fastest restore time. This is useful in 
scenarios where the change rate since the last backup in a virtual machine being restored is very high and the 
overhead of a CBT analysis operation would be more costly than a direct full‐image recovery. VDP determines 
which method results in the fastest image recovery times for virtual machines in the environment.

IMPORTANT   VDP does not support backups of a vCenter Server Appliance (VCSA). The VDP virtual 
environment, however, can include a VCSA.

Single VMDK Backup and Restore

A full image backup job includes all disks in the entire virtual machine (VM) in a single image backup. 
Individual disk backup jobs allow you to select only the disks you need. An image‐level backup of a VM with 
unsupported disk types does not include the unsupported disk types because of snapshot limitations.

When you restore a VM, the VDP Appliance restores the VM configuration file (.vmx), which results in the 
creation of all VMDKs from the original VM. If any of the original VMDKs were not backed up, the restore 
process creates them as provisional VMDKs. The VM may not be fully functional in this case. The protected 
VMDKs, however, can be accessed from the restore.

See “Creating a Backup Job on Individual Disks” on page 115 for instructions on backing up individual disks.

Guest-level Backup and Restore

VDP supports guest‐level backups for Microsoft SQL Servers, Exchange Servers, and Share Point Servers. With 
guest‐level backups, client agents (VMware VDP for SQL Server Client, VMware VDP for Exchange Server 
Client, or VMware VDP for SharePoint Server Client) are installed on the SQL Server, Exchange Server, or 
SharePoint Server in the same manner that backup agents are typically installed on physical servers. 

Support for external proxies Yes, up to 24 simultaneous virtual machines if the 
maximum number of 8 external proxies are deployed.

Support for Customer Experience Improvement Program Yes

Table 1-1.  VDP Functionality (Continued)

Feature VDP
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The advantages of VMware guest‐level backups are:

 Provides additional application support for Microsoft SQL Server, Microsoft Exchange Server, or 
SharePoint Server inside the virtual machines

 Support for backing up and restoring entire Microsoft SQL Server, Microsoft Exchange Server, or 
SharePoint Servers or selected databases

 Identical backup methods for physical and virtual machines

See “VDP Application Support” on page 151 for additional information on guest‐level backup and restore.

Replication
Replication enables you to avoid data loss if the source VDP Appliance fails because copies of the backups are 
available on the destination target.

Replication jobs determine which backups are replicated, and when and to where the backups are replicated. 
With scheduled or ad hoc replication jobs for clients that have no restore points, only the client is replicated 
on the destination server. Backups created with VDP 6.0 or later can be replicated to another VDP Appliance, 
to an EMC Avamar server, or to a Data Domain system. If the target VDP Appliance is 5.8 or earlier, then the 
target must be VDP Advanced or Replication Target Identity.

See Chapter 15, “Replication,” on page 133 for additional information on Replication.

File Level Recovery
File Level Recovery (FLR) allows local administrators of protected virtual machines to browse and mount 
backups for the local machine. From these mounted backups, the administrator can then restore individual 
files. FLR is accomplished by using the VDP Restore Client.

See Chapter 16, “Using File Level Restore,” on page 147 for additional information on FLR.

Customer Experience Improvement Program
The Customer Experience Improvement Program is an option that enables you to send encrypted 
configuration and usage information about the VDP environment to VMware servers for analysis. The 
purpose of the Customer Experience Improvement Program is to help VDP improve the quality, reliability, and 
functionality of the VDP product. The Customer Experience Improvement Program is not enabled by default. 
During installation, you can enable the Customer Experience Improvement Program from the Product 
Improvement page in the VDP Configure Utility. You can also enable or disable this option any time after the 
installation of VDP from the post‐installation UI. Refer to “Configuring the Customer Experience 
Improvement Program” on page 56 for more information.

vSphere Data Protection Architecture
VDP can be deployed to any storage supported by vSphere. Supported storage includes VMFS, NFS, and 
VSAN datastores. Management of VDP is performed by using the vSphere Web Client.

VDP consists of the following components:

 vCenter Server 5.1 or later (5.5 or later recommended)

 VDP virtual appliance (installed on vSphere hosts; versions 5.0, 5.1, and 5.5 are supported)

 vSphere Web Client

 Application backup agents 
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Backup data is deduplicated and stored in the .vmdk files that make up the VDP virtual appliance or a 
supported Data Domain appliance.

Figure 1-1.  vSphere Data Protection architecture
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This chapter includes the following topics:

 “vSphere Data Protection Capacity Requirements” on page 20

 “Software Requirements” on page 20

 “System Requirements” on page 20

 “Preinstallation Configuration” on page 21

 “VDP Best Practices” on page 23

 “VDP Installation” on page 25

 “Initial Configuration” on page 26

VDP Installation and Configuration 2
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vSphere Data Protection Capacity Requirements
vSphere Data Protection (VDP) capacity requirements depend on a number of factors including:

 Number of protected virtual machines

 Amount of data contained in each protected virtual machine

 Types of data being backed up (OS files, documents, and databases, for example)

 Backup data retention period (daily, weekly, monthly, or yearly)

 Data change rates

NOTE   Assuming average virtual machine sizes, data types, data change rates, and a retention policy of 30 
days, 1 TB of VDP backup data capacity supports approximately 25 virtual machines.

Software Requirements
Using the latest version (6.0) of VDP is recommended. VDP 6.0 requires the following software:

 The minimum requirement is vCenter Server 5.1, while vCenter Server 5.5 or later is recommended. VDP 
version 6.0 supports the Linux‐based vCenter Server Virtual Appliance and the Windows‐based vCenter 
Server.

NOTE   VDP 5.1 is not compatible with vCenter 5.5 or later.

 vSphere Web Client (see the VMware web site for current vSphere web browser support)

 Web browsers must be enabled with Adobe Flash Player 11.3 or later to access the vSphere Web Client 
and VDP functionality

 vSphere host versions 5.0, 5.1, or 5.5

Hardware Versions and Migration

The virtual machine’s hardware version limits virtual machines from migrating to the older versions that are 
configured on the newer versions of vSphere hosts. If the VDP Appliance was migrated to a vSphere host that 
was version 5.1 or lower, it would not be functional.

vSphere Hosts and vSphere Flash Read Cache Compatibility and Performance

The VDP Appliance is deployed as a virtual machine with hardware version 7, which enables backward 
compatibility with vSphere 4.x hosts. The vSphere Flash Read Cache‐backed disks are only available on 
vSphere 5.x hosts, which expect a VM to have hardware version 10. As a result, if you attempt to perform an 
image‐level backup of a vSphere Flash Read Cache‐backed disk by using the VDP Appliance, then the current 
configuration causes the appliance to use the network block device (NBD) protocol (instead of HotAdd) as the 
transport mode, which adversely affects performance.

Unsupported Disk Types

 When planning for backups, make sure the disks are supported by VDP. Currently, VDP does not support 
the following virtual hardware disk types:

 Independent

 RDM Independent ‐ Virtual Compatibility Mode

 RDM Physical Compatibility Mode

System Requirements
The following section lists the system requirements for VDP.
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VDP System Requirements

VDP  is available in the following configurations:

 0.5 TB

 1 TB

 2 TB

 4 TB

 6 TB

 8 TB

IMPORTANT   AfterVDP is deployed the size can be increased.

VDP  requires the following minimum system requirements:

IPv6 Requirements

DNS servers that VDP uses in an IPv6 environment must only contain AAAA records for hostnames. The DNS 
server must not contain both an A and an AAAA record with the same hostname.

Preinstallation Configuration
Before the VDP installation, complete the following preinstallation steps:

 “DNS Configuration” on page 21

 “NTP Configuration” on page 22

 “User Account Configuration” on page 22

 “VDP Best Practices” on page 23

DNS Configuration

The DNS server must support both forward and reverse lookup on the VDP and the vCenter.

Before you deploy VDP, you must add an entry to the DNS server for the VDP Appliance’s IP address and Fully 
Qualified Domain Names (FQDN). In addition, communication to DNS is required by VMware proxy nodes 
(port 53) over both TCP and UDP protocols. Failure to set up DNS properly can cause many runtime or 
configuration issues. 

To confirm that DNS is configured properly, run the following commands from the command prompt on the 
vCenter Server: 

 nslookup <FQDN_of_VDP>

The nslookup command returns the FQDN of the VDP Appliance.

 nslookup <FQDN_of_vCenter> 

The nslookup command returns the FQDN of the vCenter Server.

Table 2-2.  Minimum system requirements for VDP 

0.5 TB 1 TB 2 TB 4 TB 6 TB 8 TB

Processors Minimum four 
2 GHz 
processors 

Minimum four 
2 GHz 
processors

Minimum four 
2 GHz 
processors 

Minimum four 
2 GHz 
processors

Minimum 
four 2 GHz 
processors

Minimum 
four 2 GHz 
processors 

Memory 4 GB 4 GB 4 GB 8 GB 10 GB 12 GB

Disk space 873 GB 1,600 GB 3 TB 6 TB 9 TB 12 TB
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If the nslookup commands return the proper information, close the command prompt. If the nslookup 
commands do not return the information you seek, you can manually add the VDP name and address to the 
/etc/hosts file in the vCenter.

NTP Configuration

VDP leverages VMware Tools to synchronize time through NTP. All vSphere hosts and the vCenter Server 
must have NTP configured properly. The VDP Appliance gets the correct time through vSphere and must not 
be configured with NTP.

CAUTION   Configuring NTP directly on the VDP Appliance causes time synchronization errors.

See the ESXi and vCenter Server documentation for more information about configuring NTP.

vCenter Hosts and Clusters View

The VDP Appliance can work with folders and resource views that are created under the Hosts and Clusters 
view. The Hosts and Clusters view in the vSphere Web Client allow you to perform the following tasks:

 Configure user accounts

 Create a snapshot

 Mount the ISO image

 Remove a snapshot

 Revert back to a snapshot

 Expand disks

 Configure the VDP Appliance system settings.

 Remove the VDP Appliance from the vCenter inventory.

Accessing the Host and Clusters view

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in with administrative privileges.

3 Select vCenter > Hosts and Clusters.

User Account Configuration

Before the vCenter user account can be used with VDP, or before the SSO admin user can be used with VDP, 
you must add these users as administrator on the vCenter root node. Users who inherit permissions from 
group roles are not valid. 

NOTE   In high‐security environments, you can restrict the vCenter user account permissions required to 
configure and administer the VDP Appliance. The account permission categories are listed in “Minimum 
Required vCenter User Account Permissions” on page 189.

The following steps are used to configure the VDP user or SSO admin user using the vSphere Web Client.

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in with administrative privileges.

3 Select vCenter > Hosts and Clusters.

4 On the left side of the page, click the vCenter Server.
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IMPORTANT   Ensure that you select the vCenter from the root level of the tree structure (represented under 
Hosts and Clusters). If you select the vCenter VM, the configuration fails.

5 Click the Manage tab, and then select Permissions.

6 Click the Add permission (+) icon.

7 Click Add.

8 From the Domain drop‐down list, select domain, server, or VSPHERE.LOCAL.

NOTE: For vCenter versions 5.1 and earlier, the default domain is SYSTEM‐DOMAIN.

9 Select the user who will administer VDP or be the SSO admin user, and then click Add.

10 Click OK.

11 From the Assigned Role list, select Administrator.

12 Confirm that the Propagate to child objects box is selected.

13 Click OK.

To verify that user is listed under Administrators, go to Home > Administration > Role Manager and click the 
Administrator role. The user you just added should be listed to the right of that role.

IMPORTANT   If the VDP backup user using the VDP Configure utility belongs to a domain account, use the 
“SYSTEM‐DOMAIN\admin” format in VDP‐configure. If the username is entered in the format 
“admin@SYSTEM‐DOMAIN” format, tasks related to the backup job may not show up on the Recent Running 
tasks. 

IMPORTANT   The domain account password cannot contain spaces. 

VDP Best Practices
The following best practices should be used when deploying, using, and monitoring a vSphere Data Protection 
(VDP) Appliance.

General Best Practices

 Deploy the VDP Appliance on shared VMFS5 or later to avoid block size limitations.

 Make sure that all virtual machines are running hardware version 7 or later to support Change Block 
Tracking (CBT).

 Install VMware Tools on each virtual machine that VDP will back up. VMware Tools add additional 
backup capability that quiesces certain processes on the guest OS before the backup. VMware Tools are 
also required for some features used in File Level Restore.
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 When configuring the network for the VDP Appliance and the vCenter, do not modify network address 
information by using NAT or other configuration methods (firewall, IDS, or TSNR). When these 
unsupported methods are deployed as part of the virtual network, some VDP functionality may not work 
as designed.

HotAdd Best Practices

The HotAdd transport mechanism is recommended for faster backups and restores and less exposure to 
network routing, firewall and SSL certificate issues. If you use the network block device (NBD) transport 
mechanism instead of HotAdd, backup performance will be degraded. 

The following mandatory requirements must be met for a disk to be mounted with HotAdd:

 If you are using vSphere Host version 5.0, the host must be licensed for HotAdd. vSphere Host version 
5.1 and later include this feature by default.

 The VDP Appliance is deployed on a vSphere host that has a path to the storage that contains the virtual 
disks being backed up.

 HotAdd is not used on IDE‐configured virtual disks. I/O over the network negatively impacts 
performance. Use SCSI virtual disks instead.

 The total capacity of the VMFS volume where VDP resides is equal to the size of the largest virtual disk 
being backed up (free space can be less than this amount).

 The block size of the VMFS volume where VDP resides is the same or larger than the size of the largest 
virtual disk being backed up.

 The virtual machine being backed up has no virtual hard disks designated as Independent.

 The virtual machine being backed up is in the same datacenter (vCenter Server container object) as the 
VDP Appliance. HotAdd transport cannot cross the datacenter boundary.

 The virtual machines and VMDKs in the vCenter Server have the same name as those associated with the 
virtual machine being backed up.

 HotAdd does not work with virtual machines that use vSphere Flash Read Cache (vFlash).

For more information about HotAdd best practices, refer to the following Knowledge Base article:

http://kb.vmware.com/kb/2048138

Storage Capacity for Initial VDP Deployment

When a new vSphere Data Protection (VDP) Appliance is deployed, the appliance typically fills rapidly for the 
first few weeks. This is because nearly every client that is backed up contains unique data. VDP deduplication 
is most effective when other similar clients have been backed up, or the same clients have been backed up at 
least once. 

After the initial backup, the appliance backs up less unique data during subsequent backups. When initial 
backups are complete and the maximum retention periods are exceeded, it is possible to consider and measure 
the ability of the system to store about as much new data as it frees each day. This is referred to as achieving 
steady state capacity utilization. Ideal steady state capacity should be 80%.

Monitoring VDP Capacity

You should proactively monitor VDP capacity. You can view VDP capacity through the VDP Reports tab, 
Used Capacity (which is used to determine steady state). Refer to “Viewing Information from the Reports Tab” 
on page 108 for more information.
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Table 2‐3 describes VDP behavior for key capacity thresholds:

Once you exceed 80% capacity, use the following guidelines for capacity management:

 Stop adding new virtual machines as backup clients.

 Remove unnecessary restore points.

 Delete jobs that are no longer needed.

 Reassess retention policies to see if you can decrease retention policies

 Consider adding additional VDP Appliances and balance backup jobs between multiple appliances

VDP Installation
The vSphere Data Protection (VDP) installation is completed through two steps:

 “Deploying the OVF Template” on page 25

 “Initial Configuration” on page 26

Deploying the OVF Template

Prerequisites

 The VDP Appliance requires one of the following vSphere host versions: 5.0, 5.1, or 5.5.

 The minimum requirement is vCenter Server 5.1. vCenter Server 5.5 or later is recommended.

 Log in to the vCenter Server from a vSphere Web Client to deploy the OVF template. If you are unable to 
connect to the vSphere Web Client, confirm that the vSphere Web Client service is started.

 The VDP Appliance connects to a vSphere host using port 902. If there is a firewall between the VDP 
Appliance and the vSphere Host, port 902 must be open. See Chapter A, “vSphere Data Protection Port 
Usage,” on page 187, for additional information on port usage.

 The VMware Client Integration Plug‐in must be installed on your browser. If it is not already installed, it 
can be installed during the following procedure.

Procedure

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in with administrative privileges.

3 Select vCenter > Datacenters. 

4 On the Objects tab, click Actions > Deploy OVF Template.

5 If prompted, allow and install the VMware Client Integration Plug‐in.

Table 2-3.  Capacity thresholds

Threshold Value Behavior

Capacity warning 80% VDP issues a warning event.

Capacity warning 95% Tasks are not generated on vCenter for backup 
jobs when capacity is greater than 95% full.

Healthcheck limit 95% Existing backups are allowed to complete but 
new backup activities are suspended. VDP 
issues warning events.

Server read‐only 
limit

100% VDP transitions to read‐only mode and no new 
data is allowed.
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6 Select the source where the VDP Appliance is located. By default the File name dialog is set to OVF 
Packages (*.ovf). From the drop‐down box to the right of File name, select OVA Packages (*.ova).

7 Navigate to the location of the VDP Appliance .ova file. Confirm that you select the appropriate file for 
the datastore. Click Open.

8 After the VDP Appliance .ova file is selected, click Next.

9 Review the template details and click Next.

10 On the Accept EULAs screen, read the license agreement, click Accept, and then click Next.

11 On the Select name and folder screen, type the name for the VDP Appliance. When typing the name, use 
the fully qualified domain name (FQDN), which the VDP configuration uses to find the VDP Appliance 
in the vCenter inventory. Do not change the VDP Appliance name after installation.

12 Click the folder or datacenter where you want to deploy the VDP Appliance, and then click Next.

13 On the Select a resource screen, select the host for the VDP Appliance and click Next.

14 On the Select Storage screen, select the virtual disk format and select the location of the storage for the 
VDP Appliance. Click Next.

15 On the Setup networks screen, select the Destination Network for the VDP Appliance and click Next.

16 In the Customize template screen, specify the Default Gateway, DNS, Network 1 IP Address, and 
Network 1 Netmask. Confirm that the IP addresses are correct and match the entry in the DNS server. 
Setting incorrect IP addresses in this dialog box will require the .ova to be redeployed. Click Next.

NOTE   The VDP Appliance does not support DHCP. A static IP address is required.

17 On the Ready to complete screen, confirm that all of the deployment options are correct. Check Power on 
after deployment and click Finish.

vCenter deploys the VDP Appliance and boots into the install mode. You can monitor Recent Tasks to 
determine when the deployment completes.

Initial Configuration

Prerequisites

 Ensure that the VDP .ovf template was deployed successfully. See “Deploying the OVF Template” on 
page 25 for more information.

 You must be logged into the vCenter Server from the vSphere Web Client.

 Enough free disk space exists on the datastore. When an optional performance analysis test is run during 
initial configuration of the appliance, 41 GB per disk per datastore is required (for example, if three disks 
are placed on the same datastore, 123 GB of free space is required). If there is not enough space available, 
the test reports a value of 0 for all of the read, write, and seek tests and gives a final status of insufficient 
space.

Procedure

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in with administrative privileges.

3 Select vCenter Home > vCenter > VMs and Templates. Expand the vCenter tree and select the VDP 
Appliance. 

4 Open a console session into the VDP Appliance by right‐clicking the VDP Appliance and selecting Open 
Console.
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5 After the installation files load, the Welcome screen for the VDP menu appears. Open a web browser and 
type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

The VMware Login screen appears.

6 Type root in the User field and changeme in the Password field, and then click Login.

The VDP Welcome screen appears. 

7 Click Next.

The Network Settings dialog box appears by default. 

8 Specify (or confirm) the following network and server information for your VDP Appliance. Ensure that 
the values are populated correctly, otherwise the installation will fail.

a IPv4 Static address

b Netmask

c Gateway

d Primary DNS

e Secondary DNS

f Hostname

g Domain

9 Click Next.

The Time Zone dialog box appears.

10 Select the appropriate time zone for your VDP Appliance, and click Next. 

The VDP Credentials dialog box appears. 

11 In the Password field, type in the VDP Appliance password by using the following criteria, and then 
verify the password by retyping it in the Verify password field. This passwordis the universal 
configuration password. 

The four‐character classes are as follows:

 Upper case letters A‐Z

 Lower case letters a‐z

 Numbers 0‐9

 Special characters (for example: ~!@#,.)

Create the password using the following criteria:

 If all four character classes are used, the password must be at least 6 characters.

 If three character classes are used, the password must be at least 7 characters.

 If one or two character classes are used, the password must be at least 8 characters.

12 Click Next.
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The vCenter Registration page appears. 

13 Specify the following values:

a vCenter username

If the user belongs to a domain account, enter the name by using the “SYSTEM‐DOMAIN\admin” 
format.

CAUTION   If an SSO admin user is specified as the vCenter username in the format <username@vsphere.local>, 
tasks related to VDP operations do not appear in the vCenter Recent Tasks pane of the vSphere Web Client. 
For tasks to appear in the Recent Tasks pane, specify the SSO admin user in the format 
<vsphere.local\username>.

b vCenter password

c vCenter  FQDN or IP

d vCenter HTTP port (default is 80)

Specify a custom value for the HTTP port if you need to connect to vCenter over the HTTP port, 
instead of the HTTPS port, which is used for all other communication. 

e vCenter HTTPS port (default is 443)

f If disabled, select the Use vCenter for SSO authentication checkbox for SSO authentication.

NOTE   Leave the Use vCenter for SSO authentication checkbox enabled if your vCenter has SSO embedded 
in the vCenter Server appliance. If you disable this selection by clearing the checkbox, you must enter the SSO 
Server FQDN or IP address and the SSO port fields.

g Click Test Connection. 

A connection success message appears. If this message does not appear, troubleshoot your settings 
and repeat this step until a successful message appears.

If you receive the following message on the vCenter Registration page:

Specified user either is not a dedicated VDP user or does not have sufficient vCenter 
privileges to administer VDP. Please update your user role and try again. 

Refer to “User Account Configuration” on page 22 for instructions on how to update the vCenter user role.
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14 Click Next to advance to the Create Storage page, which guides you through the storage type selection. 
See “Creating New Storage” on page 72 for storage configuration information and the final steps required 
to complete the initial configuration wizard.
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This chapter contains the following topics:

 “Best Practices” on page 32

 “Supported Upgrade Paths” on page 32

 “Creating a Snapshot of the VDP Appliance” on page 33

 “Mounting the Upgrade ISO Image on the Appliance” on page 34

 “Installing the Upgrade” on page 34

 “Completing the Upgrade” on page 36

 “Reverting Back to a Snapshot” on page 37

 “Upgrading Proxy Software” on page 38

VDP Appliance Upgrades 3
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Best Practices
 Before running the upgrade process, take a snapshot of the VDP Appliance from the vCenter Server. 

Taking a snapshot allows you to restore the VDP Appliance to a previously‐known state in the event that 
the upgrade process does not complete successfully. For instructions, refer to “Creating a Snapshot of the 
VDP Appliance” on page 33.

 Run the upgrade during a time period when no backup jobs are running or scheduled to run.

 Before performing an upgrade, manually clear all VDP alarms. After the upgrade completes, manually 
clear the alarms again. Restart the VDP Appliance to reconfigure the alarms by using the following 
command:

emwebapp.sh --start 

Supported Upgrade Paths
VDP upgrades cannot occur during the maintenance window. Perform the VDP upgrade when no backup jobs 
are running. 

IMPORTANT   You cannot upgrade VDP 5.1.20 directly to VDP 6.0. You must first upgrade VDP 5.1.20 to VDP 
5.1.21.x before upgrading to 6.0. 

Table 3‐4 lists supported upgrade paths for VDP and VDP Advanced versions. 
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NOTE   VDP 6.0 includes all features that in earlier versions were included in VDP Advanced.

Creating a Snapshot of the VDP Appliance
As a best practice, take a snapshot of the VDP Appliance before the upgrade. If you encounter any upgrade 
issues, you can roll back to the snapshot. 

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in as a user who has privileges to edit hardware settings.

3 Click vCenter > Hosts and Clusters.

4 In the tree on the left, click the disclosure arrows until the VDP Appliance displays.

5 Right‐click the VDP Appliance and select Shut Down Guest OS.

NOTE   Always shut down a VDP Appliance by using the Shut Down Guest OS action. Do not use Power Off 
to shut down a VDP Appliance.

6 After the appliance has shut down, right‐click the VDP Appliance and choose Edit Settings.

7 In the Virtual Hardware table, starting with Hard disk 2, click the disclosure arrow.

Table 3-4.  Supported Upgrade Paths
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8 In the Disk Mode row, click Dependent.

9 Continuing with Hard disk 3, repeat Step 7 until all the remaining disks have been set to Dependent 
mode.

10 Click OK.

11 Right‐click the VDP Appliance and choose Take Snapshot.

12 Type a name for the snapshot.

13 Type an optional description.

14 Click OK.

15 After the snapshot completes, right‐click the appliance and click Power On.

The VDP Appliance snapshot has been taken.

Mounting the Upgrade ISO Image on the Appliance
The VDP Appliance is upgraded with an ISO upgrade image. 

To mount the upgrade ISO image:

1 Copy the upgrade ISO image to a location that is accessible to the vSphere Web Client.

2 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

3 Log in as a user who has privileges to edit hardware settings.

4 Click vCenter > Hosts and Clusters.

5 In the tree on the left, click the disclosure arrows until the VDP Appliance appears.

6 Right‐click the VDP Appliance and choose Edit Settings.

7 In the Virtual Hardware table, click the disclosure arrow next to CD/DVD.

8 From the drop‐down menu, choose Datastore ISO File.

The Select File screen should appear. If not, select the CD/DVD Media row and click Browse.

9 From the Select File screen, navigate to the datastore and the folder that contains the ISO upgrade image 
and select the ISO image. Click OK.

10 Click the Connected checkbox on the CD/DVD Media row, and then click OK.

The ISO image begins mounting on the VDP Appliance. The average time for a VDP Upgrade ISO image to 
mount is about five minutes.

Installing the Upgrade
The upgrade process checks for available disk space on the datastore where the VDP Appliance is installed. 
You need approximately 2 GB of free space, plus the size of the upgrade ISO file.

NOTE   To find upgrade‐related logs that you can use to troubleshoot upgrade problems, refer to the 
avinstaller.log.0 file in the Log Bundler. 

CAUTION   If a specific dedicated role is assigned for the VDP Appliance, update the minimum required 
vCenter permissions before you install the upgrade. Refer to “Minimum Required vCenter User Account 
Permissions” on page 189 for more information.

Procedure

1 Access the VDP Configure utility:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/
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2 Log in with the VDP username and password.

3 On the Configuration tab, ensure that all the services are running. If all of the services are not running, 
the upgrade will not succeed.

4 Click the Upgrade tab. Upgrades that are contained on the upgrade ISO image you mounted are 
displayed in the SW Upgrades window.

5 Click the upgrade you want to install, and click Upgrade VDP.

The upgrade begins installing. This installation portion of the upgrade can take one to four hours. A status 
bar updates the progress of the installation. The VDP Appliance automatically shuts down after a 
successful upgrade.

When VDP is upgraded, two plug‐ins may be visible in the vSphere Web Client, as shown in the following 
figure.

To remove the old plug, first ensure that all VDP Appliances have been upgraded. Then, refer to the 
VMware vSphere Documentation Center web site for information about managing vSphere Web Client 
plug‐ins. 

To remove the VDP plug‐in, you must upgrade all VDP Appliances to VDP version 6.0 and use the plug‐in 
manager to disable the VDP plug‐in. 

Refer to VMware Knowledge Base article for information about managing vCenter plug‐ins: 

http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&docType=kc&externalId=2038

356

6 To complete the upgrade, perform the steps described in “Completing the Upgrade.”

If the upgrade process fails, you can try to install the upgrade again. If you cannot successfully complete the 
upgrade, you can revert back to the snapshot you took at the start of the upgrade process. For instructions on 
how to revert back to this snapshot, see “Reverting Back to a Snapshot” on page 37.

NOTE   If the ISO image does not appear, close VDP‐Configure by exiting the web browser. If the ISO 
image is being mounted from a remote file system, the process of mounting the ISO image and 
decompressing the files can take up to 20 minutes. 

After allowing time for the ISO image to mount, if the Upgrade tab still does not display an available 
upgrade, it may be because the image is corrupt. Any ISO images that do not pass checksum are not 
displayed on the Upgrade tab.

IMPORTANT   The upgrade process displays the following message if you do not have enough disk space 
for the upgrade:

Please make sure you have at least 23 GB for repo. 10 GB for var, 1 GB for root partition and 2 GB for space partition.

Before continuing the upgrade, refer to “Freeing up space for the upgrade” on page 36 to free up disk 
space for the upgrade.

http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&docType=kc&externalId=2038356
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Freeing up space for the upgrade

If you received the following error message after you clicked Upgrade VDP on the Upgrade tab:

Please make sure you have at least 23 GB for repo. 10 GB for var, 1 GB for root partition and 2 GB for space partition.

Perform the following procedure to free up disk space. Otherwise, you can skip this procedure.

Procedure

1 Open Putty session on the VDP Appliance.

2 Log in as root.

3 Stop the VMware VDP web services by typing the following command:

emwebapp.sh --stop

4 Stop the Apache web server by typing the following command:

/etc/init.d/apache2 stop

5 Remove log files from the /usr/local/avamar-tomcat/logs directory by typing the following 
commands:

cd /usr/local/avamar-tomcat/logs
rm *log*

6 Remove old log files from the /root/.avamar/var/mc/cli_log directory by typing the following 
commands:

cd /root/.avamar/var/mc/cli_log
rm *.log.* 

7 Remove the mod_jk.log file by typing the following commands:

cd /var/log/apache2
rm mod_jk.log

8 Start the Apache web server by typing the following command:

etc/init.d/apache2 start

9 Start the VMware VDP web services by typing the following command:

emwebapp.sh --start

10 Perform the upgrade. Refer to “Installing the Upgrade” on page 34.

Completing the Upgrade
You must remove snapshots and unmount the upgrade image after an upgrade completes successfully.

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Log in as a user who has privileges to edit hardware settings.

3 Click vCenter > Hosts and Clusters.

4 In the tree on the left, click the disclosure arrows until the VDP Appliance appears.

5 If your appliance has not been shut down, right‐click the VDP Appliance and choose Shut Down Guest, 
and then click Yes.

6 After the appliance has shut down, right‐click the VDP Appliance and choose Manage Snapshots.

7 Click the snapshot you created for the VDP Appliance.

8 Click Delete, and click Yes.

9 Click Close.
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10 Right‐click the VDP Appliance and choose Edit Settings.

11 Starting with Hard disk 2, click the disclosure arrow.

12 In the Virtual Hardware table, in the Disk Mode row, click Independent ‐ Persistent.

13 Continuing with Hard disk 3, repeat Step 11 until all the remaining disks have been set to Independent ‐ 
Persistent mode.

14 In the Virtual Hardware table, click the disclosure arrow next to CD/DVD.

15 From the drop‐down menu choose Host Device.

16 Click OK.

17 After the snapshot has been removed and the appliance has been reconfigured so the upgrade ISO image 
is no longer mounted, right‐click the VDP Appliance and choose Power On.

The VDP Appliance upgrade process is complete. 

After the successful upgrade completes and the appliance is powered on, manually run an integrity check. See 
“Running an Integrity Check” on page 60 for instructions.

NOTE   After upgrading the VDP Appliance, when you log in to the vSphere Web Client for the first time, the 
vSphere Web Client will not show VDP as an option. You must log out of the vSphere Web Client and then log 
in again. Subsequent logins will show VDP as an option.

Reverting Back to a Snapshot
If you need to revert back to the snapshot you took before the upgrade process, perform the following steps:

1 Log in to the vCenter Server by using the vSphere Web Client as a user who has privileges to edit 
hardware settings and remove a snapshot.

2 Click Hosts and Clusters.

3 In the tree on the left, click the disclosure arrows until the VDP Appliance appears.

4 Right‐click the VDP Appliance and choose Shut Down Guest, and then click Yes.

5 After the appliance shuts down, right‐click the VDP Appliance and choose Revert to Current Snapshot.

If you have more than one snapshot, you must choose Manage Snapshots to choose the snapshot you 
want to revert back to.

6 After reverting to the snapshot, right‐click the VDP Appliance and choose Edit Settings.

7 Starting with Hard disk 2, click the disclosure arrow.

8 In the Virtual Hardware table, in the Disk Mode row, click Independent ‐ Persistent.

9 Continuing with Hard disk 3, repeat Step 7 until all the remaining disks have been set to Independent ‐ 
Persistent mode.

10 Click OK.

11 Right‐click the VDP Appliance and choose Power On.

The VDP Appliance is reset back to its earlier state.
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Upgrading Proxy Software
Perform this procedure when a newer version of the VMware external proxy software is available for 
download from the VDP Appliance.

Procedure

1 Access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

where vCenter_Server is the network hostname or IP address for the vCenter Server.

2 In the Credentials page, enter an administrative vCenter username and password and click Login.

3 In the vSphere Web Client, select VDP.

4 In the Welcome to VDP page, select the VDP Appliance and click Connect.

5 From the VDP user interface, select the Configuration tab.

6 In the Downloads section, click the External Proxy Upgrade ISO link.

The VMwareVDPExternalProxy‐linux‐x86‐version.iso dialog box displays, where version is the specific 
version Avamar software available for download.

7 Save the VMwareVDPExternalProxy‐linux‐x86‐version.ova to a temporary folder, such as C:\Temp, or to 
the desktop.

8 From the vSphere Client or vSphere Web Client, log in to the vCenter Server.

9 Locate and select the ESX Server that hosts the proxy you want to update.

10 Click the Summary tab.

11 In the Resources pane, select a datastore in the Datastore list.

This datastore is where you will upload the ISO file.

If you are performing multiple upgrades, you should select a datastore that is accessible to the greatest 
number of proxies.

12 Right‐click the datastore and select Browse Datastore.

The Datastore Browser window appears.

13 Select a folder in the tree.

14 Click Upload files to this datastore, and then select Upload file.

The Upload Items dialog box appears.

15 Browse to the ISO file that you downloaded.

16 Select the ISO file and click Open.

The Upload Items dialog box closes.

17 If an Upload/Download Operation Warning appears, click Yes to dismiss the warning and continue with 
the upload.

18 Wait for the upload to complete.

19 Switch to the VMs and Templates view by clicking View > Inventory VMs and Templates.

20 In the left pane, locate and select the proxy you want to upgrade.

21 Right‐click Edit Settings.

The Virtual Machine Properties dialog box appears.

22 In the Hardware list, select CD/DVD Drive 1.
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23 Set the following options:

a In Device Status, select Connected.

b In Device Status, select Connect at power on.

c In Device Type, select Datastore ISO File.

24 Click Browse.

The Browse Datastores dialog box appears.

25 Browse to the ISO file that you downloaded.

26 Select the ISO file and click Open.

The Browse Datastores dialog box closes.

27 In the Virtual Machine Properties dialog box, click OK.

The Virtual Machine Properties dialog box closes.

The ISO file is mounted on the proxy.

The proxy automatically waits until no backups are running, then updates itself. Because the polling 
interval is set to 30 minutes, it make take up to 30 minutes after the last backup completes for the upgrade 
to begin.

NOTE   When you reboot the proxy virtual machine, it updates its software. Any backups that are running 
during the reboot will fail. Therefore, you should only reboot when you are absolutely certain the proxy is not 
being used for backups.

28 Ensure that you are still in the VMs and Templates view. If not, switch to the VMs and Templates view by 
clicking View > Inventory VMs and Templates.

29 In the left pane, locate and select the proxy you just upgraded.

30 Right‐click Edit Settings.

The Virtual Machine Properties dialog box appears.

31 In the Hardware list, select CD/DVD Drive 1.

32 In Device Status, clear the Connected checkbox.

33 Click OK.

The Virtual Machine Properties dialog box closes.

34 After a successful proxy client upgrade, you can check the version by running the following command on 
the proxy virtual machine:

avtar --version
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This chapter contains the following topics:

 “About the VDP Configure Utility” on page 42

 “Viewing Status” on page 42

 “Starting and Stopping Services” on page 43

 “Collecting Logs” on page 44

 “Modifying Configuration Settings” on page 45

 “Rolling Back an Appliance” on page 46

 “Emergency Restore” on page 46

Post-Installation Configuration of 
VDP Appliance 4
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About the VDP Configure Utility
During installation of vSphere Data Protection (VDP), the VDP Configure utility runs in “install” mode. This 
mode allows you to enter initial networking settings, time zone, VDP Appliance password, and vCenter 
credentials. Install mode also allows you to create or attach storage and optionally run the performance 
assessment tool. After initial installation, the VDP Configure utility runs in “maintenance” mode and displays 
a different user interface. 

To access the VDP Configure utility, open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

Use the VDP Appliance username and password. As you log into the VDP Configure utility, a system health 
check script runs. You must wait for the system health check to finish running before you can perform 
configuration tasks from any of the VDP Configure utility tabs.

NOTE   After the appliance is configured, you can optionally run a performance analysis test from the VDP 
Configure utility. The test requires 41 GB per disk per datastore. If that amount of space is not available, the 
utility reports insufficient space and the performance analysis test will not run.

Use the configuration interface to perform the following configuration tasks:

 “Installing the Upgrade” on page 34 — Allows you to upgrade to a newer version of the VDP Appliance.

 “Storage Management” on page 71 — Allows you to view your storage configuration, add and edit a Data 
Domain system, and add or expand disk storage on the VDP Appliance.

 “Viewing Status” on page 42 — Allows you to see the services currently running (or currently stopped) 
on the VDP Appliance.

 “Starting and Stopping Services” on page 43 — Allows you to start and stop selected services on the VDP 
Appliance.

 “Collecting Logs” on page 44 — Allows you to download current logs from the VDP Appliance for 
troubleshooting purposes.

 “Modifying Configuration Settings” on page 45 — Allows you to view or change network settings, 
configure vCenter Registration, view or edit system settings (time zone information and VDP credentials), 
and manage proxy throughput through external proxy and internal proxy configuration options.

 “Rolling Back an Appliance” on page 46 — Allows you to restore the VDP Appliance to an earlier known 
and valid state.

 “Emergency Restore” on page 46 — Allows you to restore a VM directly to the host that is running the 
VDP Appliance. This emergency restore procedure is intended for use when the vCenter is unavailable.

Viewing Status
The Configuration tab lists all of the services required by VDP and the current status of each service. Table 4‐5 
describes the services used by VDP.
Table 4-5.  Description of services running on the VDP Appliance. 

Service Description

Core services These are the services that comprise the backup engine of the VDP Appliance. If these 
services are disabled no backup jobs (either scheduled or “on demand”) will run, and no 
restore activities can be initiated.

Management services Management services should only be stopped under the direction of technical support.

File level restore services These are the services that support the management of file‐level restore operations.

Backup recovery services These are the services that support backup recovery.
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NOTE   If any of these services stop running, an alarm is triggered on the vCenter Server. If a stopped service 
is restarted, the alarm is cleared. There can be a delay of up to 10 minutes before alarms are triggered or 
cleared.

The status that is displayed for these services can be any of the following:

 Starting

 Start Failed

 Running

 Stopping

 Stop Failed

 Stopped

 Loading‐getting state

 Unrecoverable (Core services only)

 Restoring (Management services only)

 Restore Failed (Management services only)

Click the refresh icon to update the status display.

Starting and Stopping Services
On the status screen you can restart stopped services by clicking Start, or you can stop running services by 
clicking Stop. In general, however, you should only stop running services under the direction of technical 
support. 

If you see that a service is stopped, you can attempt to restart it by clicking Start. In some cases, however, 
additional troubleshooting steps are necessary for the service to work properly.

If all services are stopped, start the services in the following order:

1 Core services 

2 Management services

3 Backup scheduler

4 Maintenance services

5 File level restore services

6 Backup recovery services

Maintenance services These are the services that perform maintenance tasks, such as evaluating whether retention 
periods of backups have expired. The Maintenance services are disabled the first 24‐48 
hours after the VDP Appliance is deployed. This creates a larger backup window for initial 
backups.

Backup scheduler The backup scheduler is the service that initiates schedule backup jobs. If the backup 
scheduler is stopped, no scheduled backups will run. On‐demand backups can still be 
initiated.

Table 4-5.  Description of services running on the VDP Appliance.  (Continued)

Service Description
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Collecting Logs
The Log Collector tab enables you to download log files individually or collectively. The Log Collector tab 
groups log files into three sections. Table 4‐6 describes the log files in each group.

When you select a checkbox next to a group heading or next to an individual log, the VDP Configure UI, by 
default, creates a log bundle named LogBundle.zip. The log bundle is intended primarily for sending VDP 
Appliance logs to support personnel. 

NOTE   All logs are centrally located in /space/vdp/logs.

Procedure

1 Open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Log in with the VDP username and password.

3 Click the Log Collector tab.

4 Select one or more checkboxes to download log files:

 To download all log files to a zip file, select All VDP Appliance Logs and click Download to save all 
log files from VDP services to a .zip file. 

The Select location for download dialog box appears.By default, the log bundle is named 
LogBundle.zip. Rename the file to a unique name.

 To download all logs under a specific heading, select a checkbox next to a heading, and then click 
Download:

 Core VDP Service

 Management Service

 File System Service

 File Level Restore Service

Table 4-6.  Log files available from the Log Collector tab

Group Log files

All VDP Appliance Logs All log files from the All VDP Appliance Logs group.

Core VDP Service  Migration Utility
 System 
 AVI

 GSAN

 DPN and Workflow

 VDP

Management Service  MC

File System Service  HFSCheck

File Level Restore Service  FLR Proxy

Replication  Replication 
 Replication Recovery

Image Backup and Restore  Image Proxy

Client Logs  Microsoft application (MSApp)

The aggregated client log includes replication, backup, restore, or automatic backup 
verification (ABV) jobs that passed with exceptions or that failed.

Configurations VDP configuration files from proxies, config checker, agents, and so forth. These 
configuration files are located in /space/vdp/config.
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 Replication

 Image Backup and Restore

 To download log files listed under multiple headings, select the checkbox next to one of more log 
files, and then click Download.

 In the Client Logs group box, click Download to download an aggregated text file which contains all 
client failure logs. 

 In the Configurations group box, click Download to download only VDP configuration file 
information.

Modifying Configuration Settings
When you access the VDP Configure utility after installation, it runs in maintenance mode. While in 
maintenance mode, by clicking the Configuration tab, you can set or modify any settings that were entered 
during installation. You can configure network settings and system settings, and you can register the vCenter. 

Network Settings

You can configure the following network settings on the Configuration tab.

NOTE   If you change any network settings, manually run an integrity check immediately after the change is 
made. Failure to run an integrity check could result in a VDP connection failure while rolling back to a 
previous checkpoint. See “Running an Integrity Check” on page 60 for instructions.

 IPv4 static address — The Internet Protocol v4 setting of the interface.

 Netmask — The network mask of the IPv4 static address.

 Gateway — The gateway address of the IPv4 static address.

 Primary DNS — The primary domain name system used for DNS resolution.

 Secondary DNS — The secondary domain name system used for DNS resolution.

 Hostname — The unique name by which a computer is known on a network (for example: vdp‐primary).

 Domain — A unique name that identifies a website (for example: emc.com). Domain is sometimes referred 
to as the domain name.

vCenter Server Registration

CAUTION   Changing the vCenter Server hostname, vCenter Server password, vCenter Server FQDN or IP 
address, or vCenter Server port number results in the loss of all backup jobs, replication jobs, and backup 
verification jobs associated with the VDP Appliance. Existing restore points remain intact, but you will be 
required to re‐create backup jobs and replication jobs.

Before the process that reconfigures the vCenter Server registration runs, all of the following conditions must 
be true: 

 No other reconfiguration process is running (for example, password or network reconfiguration).

 No backup, replication, or restore jobs are running.

 No integrity check is running.

 All services are running on the VDP Appliance.

If you change any vCenter registration credentials, manually run an integrity check immediately after the 
change is made. Failure to run an integrity check could result in a VDP connection failure while rolling back 
to a previous checkpoint. See “Running an Integrity Check” on page 60 for instructions.
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Rolling Back an Appliance
The VDP Appliance could become inconsistent or unstable. In some cases, the VDP Configure utility can 
detect an inconsistent or unstable state and will provide a message similar to the following message 
immediately after you log in:

It appears that your VDP Appliance has suffered an unclean shutdown and will likely require a checkpoint rollback to restore 
data protection functionality. This process may be initiated from the ’Rollback’ tab.

CAUTION   By default, VDP keeps two system checkpoints. If you roll back to a checkpoint, all backups and 
configuration changes taken since the checkpoint was taken will be lost when the rollback is completed.

The first checkpoint is created when VDP is installed. Subsequent checkpoints are created by the Maintenance 
service. This service is disabled for the first 24 to 48 hours of VDP operation. In the event that you roll back 
during this time frame, then the VDP Appliance is set to the default configuration and any backup 
configurations or backups are lost.

NOTE   If any VMware VDP for Exchange Server Clients or VMware VDP for SQL Server Clients were installed 
between a checkpoint and a rollback, the clients must be reinstalled.

Follow the procedure below to roll back a VDP Appliance.

CAUTION   Only roll back to the most recent validated checkpoint. 

Prerequisite

The VDP Appliance must be installed and the VDP Appliance password is required.

Procedure

1 Open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Log in with the VDP username and password.

3 Click the Rollback tab.

4 Click the lock icon to enable VDP rollback.

5 Enter the VDP Appliance password and click OK.

The lock icon changes to unlocked.

6 Click the checkpoint that you want to roll back to.

7 Click Perform VDP rollback to selected checkpoint. 

A warning message appears explaining the consequences of rolling back the VDP Appliance. 

8 Click Yes. 

An information message appears telling you a rollback has been initiated. 

9 Click OK. 

The VDP Appliance attempts to roll back and displays status information. It also displays an information 
message indicating whether the roll back succeeded or failed. 

10 Click OK.

If the VDP Appliance did not roll back successfully, contact Customer Support.

Emergency Restore
VDP is dependent on the vCenter Server for many of its core operations. The direct‐to‐host emergency restore 
operation provides a method for restoring the vCenter Server when the vCenter Server is unavailable or the 
user is unable to access the VDP user interface with the vSphere Web Client.
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An emergency restore operation restores a VM directly to the host that is running the VDP Appliance. The 
Emergency Restore tab displays a list of VMs that have been backed up by the VDP Appliance. These virtual 
machines can be restored as new virtual machines on to the host where the VDP Appliance is running.

Best Practices and Recommendations

Ensure the following requirements are met before you perform an emergency restore operation:

 The virtual machine being restored has a virtual hardware version that is supported by the host on which 
the VDP Appliance is running.

 There is adequate free space in the target datastore to accommodate the entire virtual machine. 

 The target VMFS datastore to which the virtual machine is being restored supports the VMDK file size.

 Network connectivity is available for the restored virtual machines from the host where the VDP 
Appliance is running.

 There is at least one local account with administrator privileges on the host where the VDP Appliance is 
running.

Limitations and Unsupported Features

 The vSphere host on which the emergency restore operation is being performed cannot be part of the 
vCenter inventory. A vSphere host that is currently managed by the vCenter Server must be temporarily 
disassociated from the vCenter Server to perform the emergency restore. To disassociate the vCenter 
Server, use the vSphere Client (not the vSphere Web Client) connected directly to the vSphere host.

 Emergency restore allows you to restore only to the root of the host level in the inventory.

 Emergency restore requires that the DNS server used by VDP is available and can fully resolve the target 
vSphere host name. 

 Emergency restore restores the virtual machine in the Powered Off state. You must manually log in to the 
host and power on the restored virtual machine.

 Emergency restore restores the virtual machine as a new virtual machine. You must ensure that the name 
provided for the virtual machine is not a duplicate of a virtual machine that already exists.

 Emergency restore does not list MSapp clients.

 An internal proxy is automatically activated when an emergency restore operation is performed. If both 
the internal and external proxies are activated, you must disable the internal proxy on the VDP Configure 
utility for the emergency restore to complete successfully.

Procedure

1 If you have not already done so, log in to the vSphere client of the host and, from the Summary tab under 
Host Management, perform the following steps:

a Click Disassociate Host from vCenter. 

b Click Yes when prompted to remove the host from the vCenter.

2 Log in to the VDP Configure utility: 

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

3 Click the Emergency Restore tab.   

Virtual machines protected by VDP are listed in the Emergency Restore dialog box. Here, you can find the 
following details about the virtual machines:

 Name — The name of the virtual machines protected by the VDP Appliance. By clicking the 
disclosure arrows, you can determine the date and time of the last restore for the selected virtual 
machine.
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 Last Known Path — The last known location of the virtual machine in the vCenter inventory list. This 
location is updated if the virtual machine is moved.

 Running restore details:

 Client Name — The name of the client on which the virtual machine is restored.

 Status — The pass or fail status of the restore.

 Start Time — The time the restore started.

 Completed Time — The time the restore completed.

 Bytes Transferred — The number of bytes that were transferred during restore.

4 Select the virtual machine that will serve as the restore point and click Restore.

The Host Credentials dialog box appears. 

5 In the Host Credentials dialog box, enter valid host credentials: 

 ESXi Host name or IP — Enter the vSphere hostname or vSphere host IP address.

 Port ‐ 443, which is the default, is prepopulated.

 Username — Enter the vSphere host username. The recommended host username is “root.” For any 
other host username, the user account must have the create VM privilege.

 Password — Enter the vSphere host password. If you enter invalid host credentials, an error message 
displays and you will be unable to connect to the host.

NOTE   If you did not successfully disassociate the selected virtual machine from its vCenter, an error message 
appears and you cannot proceed.

6 Click OK.

The Restore a Backup screen initiates the restore with the new name and destination.

7 The Restore a Backup dialog box displays the following information:

 Client name — The name of the client on which the virtual machine is restored.

 Backup — The date and timestamp of the backups.

 New Name — The field where a new name must be entered, which cannot be a duplicate of a VM 
that already exists.

 Destination — The vSphere hostname.

 Datastore — A drop‐down list of datastores available as the destination targets. 

8 Enter a new name in the New Name field. The name must be unique and can be up to 255 characters long. 
The following characters cannot be used in the name: ~ ! @ $ ^ % { } [ ] | , ` ; # \ / : * ? < > ʹ ʺ & . In addition, 
diacritical characters cannot be used (for example: â, é, ì, ü, and ñ). 

9 Select a datastore as the destination target for the backup. 

CAUTION   The datastore capacity size is listed. Make sure you select a datastore with enough disk space to 
accommodate the restore. Insufficient space causes the restore to fail.

10 Click Restore.

11 Verify that the restore submitted successfully by checking the progress in the Recent Tasks dialog box.

NOTE   The restored virtual machine is listed at the vSphere host level in the inventory. Restoring to a more 
specific inventory path is not supported.
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Automatic Host Detection

For vSphere Data Protection versions 5.5 and earlier, users are required to identify, disassociate, and populate 
vSphere host values before they perform an emergency restore. With vSphere Data Protection version 5.8 and 
later, the appliance automatically detects the host that it is currently registered to and pre‐populates the 
hostname or IP value in the Host Credentials dialog box. This eases the burden for a user, who might have 
numerous hosts in a cluster and needs to identify the current, resident host to disassociate from the vCenter.

The following are rare cases when the appliance fails to detect the most updated host to which the appliance 
is registered and displays an older value:

 The vCenter is unavailable and, after the VDP Appliance migrates to a different host under HA‐enabled 
clustering, the appliance displays the older host to which it was registered. 

 The vCenter becomes unavailable immediately after the appliance is migrated to another host. In this case, 
the new host cannot be detected, because it takes the appliance a period of time to process and update 
events from the vCenter.

In both of these cases, the user must manually determine to which host the appliance is registered.

Refreshing Restore Points

1 Log in to the VDP‐Configure URL:

https://<IP_address_VDP_Appliance>:8580/vdp-configure/

2 Click the Emergency Restore tab.

3 Click Refresh.

The loading bar refreshes the restore points.

Reconnecting the Host to the vCenter

1 Restore the vCenter. Refer to “Restore Operations” on page 128 for instructions.

NOTE   The restored vCenter is powered off by default.

2 Once the vCenter restore completes, power on the vCenter.

3 Log in to the vCenter URL to verify all the services are running:

https://<IP_address_vCenter>:5480

4 Log in to the restored vCenter through the vSphere client:

https://<IP_address_vCenter>:9443/vsphere-client/

5 From the vSphere client, add the vSphere host to the newly‐restored vCenter.

NOTE   Once the vCenter has been restored, there may be a delay of approximately 20 minutes while the 
vCenter services start up. During this delay, you will be unable to perform a successful backup or restore 
operation. If you experience delays, try the backup or restore later.
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This chapter contains the following topics:

 “Secure VDP Services Communication to vCenter” on page 52

 “Secure External Proxy Communication with vCenter” on page 53

Securing Communication between 
vCenter and VDP 5
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Secure VDP Services Communication to vCenter
The VDP Appliance does not verify SSL certificates presented by vCenter during the registration process to 
vCenter Server Appliance (VCSA). The failure to verify the SSL certificate makes the vCenter Server and VDP 
prone to man‐in‐the‐middle attacks. To prevent man‐in‐the‐middle attacks, you must secure VDP server and 
management services communication to vCenter by downloading and configuring the 
vcenter-hostname.crt certificate.

By default, the VDP server management service and proxies do not validate SSL certificates when connecting 
to the vCenter Server. This can leave the vCenter Server vulnerable to a man‐in‐the‐middle exploitation, which 
might result in unauthorized access to the vCenter Server. Configuring each proxy to use SSL certificate 
authentication when connecting to the vCenter Server corrects this vulnerability.

Before you begin

Ensure that a Certificate Authority (CA) signed SSL certificate is installed on the vCenter Server. Detailed 
instructions for generating and installing a CA signed SSL certificate and installing it on the vCenter Server 
are found in the following VMware Knowledge Base article: Implementing CA signed SSL certificates with 
vSphere 5.x (2034833) describes how to implement CS signed certificates in a vSphere 5.1 or 5.5 environment.

Procedure

1 Download vcenter-hostname.crt from the vCenter Server or web browser to the VDP Appliance:

a To download the certification from a browser, type the following URL in the browser:

https://vcenter-ip-address

where vcenter‐ip‐address is the IP address of the vCenter Server.

b Save the vcenter-hostname.crt certificate.

2 SSH into a VDP Appliance as the root user.

3 Create a directory in the VDP Appliance under the root directory or in any preferred location.

mkdir /root/directory

4 Copy/sftp the vcenter-hostname.crt certificate that you downloaded to the new directory, 
/root/directory, you created on the VDP Appliance.

5 Import the certificate into rmi_ssl_keystore:

a Type the following command:

/usr/java/latest/bin/keytool -import -file /root/vcentercertificate/vcenter-hostname.crt -alias vcenter-hostname  
-keystore /usr/local/avamar/lib/rmi_ssl_keystore

where vcenter‐hostname is the vCenter Server hostname.

b When prompted for the keystore password, type changeme.

c Type yes to accept the certificate, and then press Enter.

6 Update management service preference file:

a Open mcserver.xml in the vi editor:

vi /usr/local/avamar/var/mc/server_data/prefs/mcserver.xml 

b Search for ignore_vc_cert, and then change its value to false.

c Save and close the file.

7 Update vCenter Server configuration file:

a Open vcenterinfo.cfg in the vi editor:

b Add vcenter-ignore-cert=false to the file.

c Save and close the file.
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8 Restart MCS by typing the following commands:

su admin 
mcserver.sh --restart 
exit

9 Restart the Tomcat web application server by typing the following command:

emwebpp.sh -restart

Secure External Proxy Communication with vCenter
By default, the VDP server management service and proxies do not validate SSL certificates when connecting 
to the vCenter Server. This can leave the vCenter Server vulnerable to a man‐in‐the‐middle exploitation, which 
might result in unauthorized access to the vCenter Server. Configuring each proxy to use SSL certificate 
authentication when connecting to the vCenter Server corrects this vulnerability.

Before you begin

Ensure that a Certificate Authority (CA) signed SSL certificate is installed on the vCenter Server. Detailed 
instructions for generating and installing a CA signed SSL certificate and installing it on the vCenter Server 
are found in the following VMware Knowledge Base article: Implementing CA signed SSL certificates with 
vSphere 5.x (2034833) describes how to implement CS signed certificates in a vSphere 5.1 or 5.5 environment.

Procedure

1 Open a command shell and log in to the proxy as root.

2 Copy the vCenter Server certificate to /usr/local/avamarclient/bin on the proxy.

NOTE   If a chained SSL certificate is used for the vCenter, copy the chain.pem file, which contains all 
certificates in the chain, to /usr/local/avamarclient/bin on the proxy.

3 Set the proper operating system permissions on the certificate by typing the following command:

chmod 600 /usr/local/avamarclient/bin/vcenter-1.crt

where vcenter‐1.crt is the actual certificate name.

NOTE   Use chain.pem for chained vCenter SSL certificates.

4 Open /usr/local/avamarclient/var/avvcbimageAll.cmd in a UNIX text editor.

5 Append the following entry to the end of the file:

--ssl_server_authentication_file=/usr/local/avamarclient/bin/vcenter-1.crt

where vcenter‐1.crt is the actual certificate name.

6 Close /usr/local/avamarclient/var/avvcbimageAll.cmd and save your changes.

7 Open /usr/local/avamarclient/var/avvmwfileAll.cmd in a UNIX text editor.

NOTE   Use chain.pem for chained vCenter SSL certificates.

8 Append the following entry to the end of the file:

--ssl_server_authentication_file=/usr/local/avamarclient/bin/vcenter-1.crt

where vcenter‐1.crt is the actual certificate name.

9 Close /usr/local/avamarclient/var/avvmwfileAll.cmd and save your changes.

10 Open /usr/local/avamarclient/var/vddkconfig.ini in a UNIX text editor.

11 Find the vixDiskLib.linuxSSL.verifyCertificates=0 entry.

12 Change the vixDiskLib.linuxSSL.verifyCertificates=0 entry to 1.

vixDiskLib.linuxSSL.verifyCertificates=1" />

13 Close /usr/local/avamarclient/var/vddkconfig.ini and save your changes.
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14 Ensure that there are no running backup or restore jobs on this proxy.

15 Restart the avagent and vmwareflr services by typing the following commands:

service avagent-vmware restart
service vmwareflr restart

Results

This proxy will now use and validate SSL certificates when connecting to the vCenter Server.

Repeat this procedure for each proxy you deploy in the vCenter environment.
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This chapter includes the following topics:

 “Login Security” on page 56

 “Configuring the Customer Experience Improvement Program” on page 56

 “Configuration and Monitoring” on page 57

 “Monitoring VDP Activity” on page 60

 “VDP Shutdown and Startup Procedures” on page 62

Configuring VDP 6
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Login Security
To increase security of the VDP Configure UI, after 5 unsuccessful login attempts from any user, the VDP 
Configure UI is locked for 5 minutes. This prevents any login attempts during that time. Any existing sessions 
that are already logged in are unaffected. 

If a lockout occurs:

 The VDP Configure UI informs the user during a login attempt.

 A vCenter event about the lockout is generated.

 The vdp-configure.log captures the time, the user, the source address, and request headers of the 
failed login attempts that led up to the lockout.

Configuring the Customer Experience Improvement Program
The Customer Experience Improvement Program is an option that enables you to send encrypted 
configuration and usage information about the VDP environment to VMware servers for analysis. VDP sends 
the following types of data to VMware:

 Version information for VDP

 VDP time zone and uptime

 Number of VMs protected and the number of VMs unprotected

 Amount of configured capacity.

 Data Domain in use (true/false)

 Capacity utilization

 Number of internal and external proxies configured and registered

 Number of work orders per proxy configured by the user

 Management services status

 Latest valid checkpoint date

 Agents in use (SQL Server, Exchange, and SharePoint)

During the installation of VDP, you can enable the Customer Experience Improvement Program from the 
Product Improvement page in the VDP Configuration Utility. The Product Improvement page provides the 
Enable Customer Experience Improvement Program checkbox. By default, the checkbox is not selected.

Anytime after the installation you can enable or disable the Customer Experience Improvement Program by 
accessing the VDP Configure Utility from the a web browse.

Prerequisites

In networks that are protected by a firewall, you may need to modify the network to help prevent connectivity 
issues when the Customer Experience Improvement Program attempts to upload data to the VMware server. 
To ensure that the firewall does not prevent Customer Experience Improvement Program from uploading data 
to the VMware server, open the network to the following VMware servers:

 https://vcsa.vmware.com:443 

 https://phtransfer.vmware.com:443

Procedure

1 Open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Log in with the VDP username and password.
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3 From the Configuration tab, click the  icon and select Product Improvement.

The Product Improvement page appears.

4 Enable or disable the Customer Experience Program by selecting or clearing the Enable Customer 
Experience Improvement Program checkbox.

Configuration and Monitoring
From the vSphere Web Client, you can view and modify backup window configuration details, in addition to 
information about the appliance and storage. You can also configure the VDP Appliance to send email reports 
on a scheduled basis. 

Viewing Backup Appliance Configuration

Backup Appliance information provides information for Backup Appliance Details, Storage Summary, and 
Backup Windows Configuration. Backup Appliance Details include:

 Display name

 IP Address

 Major Version (VDP version number)

 Minor Version (used by Technical Support)

 Status

 vCenter Server

 Host IP

 VDP backup user

 Local time

 Time zone

These options are configured during the VDP Appliance installation. They can be edited through the VDP 
Configure utility. See “Post‐Installation Configuration of VDP Appliance” on page 41 for additional details.

VDP Appliance Storage Summary Details include:

 Capacity — The total capacity of the VDP Appliance.

 Space free — How much space is currently available for backups.

 Deduplicated size — The amount of disk space the backups are taking up in deduplicated format.

 Non‐deduplicated size — The amount of disk space the backups would take up if they were converted to 
a native, non‐deduplicated format.

NOTE   If a Data Domain system is configured as the backup target, the Data Domain Storage Summary details 
appear.

Figure 6‐2 is a graphical representation of the backup window configuration.
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Figure 6-2.  Backup window configuration

Each 24‐hour day is divided into two operational windows:

 Backup window — The portion of each day reserved for performing normal scheduled backups.

 Maintenance window — The portion of each day reserved for performing routine VDP maintenance 
activities, such as integrity checks. Do not schedule backups or perform a “Backup Now” operation while 
VDP is in maintenance mode. The backup jobs will run but they will consume resources VDP needs for 
maintenance tasks. 

Jobs that are running when the maintenance window begins or that run during the maintenance window 
will continue to run.

NOTE   Since the blackout window has been eliminated, activities such as integrity checks and garbage 
collection will now run non‐stop during the maintenance window.

Editing the Backup Window

You can change the amount of time available for processing backup requests.

Prerequisites

 Verify that VDP is installed and configured.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 From the VDP user interface, select the Configuration tab (by default you are on the Backup Appliance 
view).

3 At the bottom right corner of the Backup Appliance view, click the Edit button.

The backup start time and duration time options appear.

4 Use the drop down arrow to choose the start time for the backup window.

5 Enter the duration of the backup window. The minimum backup window is 4 hours and the maximum 
backup window is 16 hours.

6 Click Save.

A dialog appears telling you that the settings were saved successfully.

7 Click OK.

 VDP changes the backup window configuration.

Configuring Email

You can configure VDP to send SMTP email reports to specified recipients. If email notification is enabled, 
email messages are sent that include the following information:

 VDP Appliance status

 Backup jobs summary

 Virtual machines summary

 Replication summary

NOTE   VDP email notification does not support carbon copies (CCs) or blind carbon copies (BCCs), nor does 
it support SSL certificates.
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Prerequisites

 Verify that VDP is installed and configured.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

 The email account for email reports must exist.

Procedure

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 From the VDP user interface, select the Configuration tab.

3 Select Email.

4 Click the Edit button (in the bottom right corner of the page).

5 Specify the following:

 Enable email reports — Check this box to enable email reports.

 Outgoing mail server — Enter the name of the SMTP server that want to use to send email. This name 
can be entered as either an IP address, a host name, or a fully qualified domain name. The VDP 
Appliance needs to be able to resolve the name entered.

The default port for non‐authenticated email servers is 25. The default port of authenticated mail 
servers is 587. You can specify a different port by appending a colon (:) and the port number to the 
server name. For example, to specify the use of port 8025 on server “emailserver” enter 
emailserver:8025.

 (optional) My server requires me to log in — Check this box if your SMTP server requires 
authentication.

 User name — Enter the username you want to authenticate with.

 Password — Enter the password associated with the username. (VDP does not validate the 
password. The password that you enter is passed directly to the email server.)

 From address — Enter the email address from where you would like the email report. This can only 
be a single address.

 To address(es) — Enter a comma‐separated list of up to 10 email addresses.

 Send time — From the drop‐down list, choose the time you want VDP to email reports.

 Send day(s) — Check the days you want the reports sent.

 Report Locale — From the drop‐down list, choose the country for the email reports.

6 Click the Save button.

7 To test your email configuration, click Send test email.

Viewing the User Interface Log

Clicking Log on the Configuration tab displays the user interface log for VDP. This is a high‐level log that 
details the activities that have been initiated with the user interface and that identifies some key status items.

Click Export View to save the details that are displayed on the screen to file on the machine where your 
browser is running.

More detailed logs can be downloaded using the VDP Configure UI. Refer to “Collecting Logs” on page 44 for 
instructions.
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Running an Integrity Check

Integrity checks verify and maintain data integrity on the deduplication store. The output of an integrity check 
is a checkpoint. By default, VDP runs an integrity check every day during the maintenance window. In 
addition, you can start the integrity check manually.

CAUTION   If the VDP Appliance displays an alarm that the last valid integrity check failed or is out of date, 
run a manual integrity check. If you allow for the VDP Appliance to continue to make backups while the 
integrity check is out of date, you are risking losing potential backup data if a rollback to the last validated 
checkpoint is ever required.

You can see a list of all of the VDP checkpoints through the VDP Configure utility, Rollback tab. See “Rolling 
Back an Appliance” on page 46 for additional information.

Prerequisites

 Verify that VDP is installed and configured.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 From the Configuration tab in the VDP user interface, click the   icon and select Run integrity check.

A confirmation screen appears, asking if you want to perform a manual integrity check. 

3 Click Yes.

A message appears informing you that the integrity check has been initiated.

4 Click OK.

 VDP starts the integrity check.

5 Monitor the Integrity Check progress through Recent Tasks.

NOTE   When the VDP Integrity Check is running, the Maintenance service is stopped. This may cause a 
temporary VDP error. Wait until the Integrity Check is complete and the Maintenance service automatically 
restarts and the VDP error message is resolved.

Monitoring VDP Activity
You can monitor the activities of the VDP application by:

 “Viewing Recent Tasks” on page 61.

 “Viewing Alarms” on page 61

 “Viewing the Event Console” on page 62

Tasks, events, and alarms that are generated by VDP are prefaced by “VDP:” Note, however, that some of the 
tasks and events that occur as part of VDP processes are performed by the vCenter Server and do not have this 
prefix. 

For example, if VDP runs a scheduled backup job against a running virtual machine, the following task entries 
are created:

1 Create virtual machine snapshot (vCenter acting on the virtual machine to be backed up)

2 VDP: Scheduled Backup Job (VDP starting the backup job)

3 Reconfigure virtual machine (the VDP Appliance requesting services from virtual center)

4 Remove snapshot (virtual center acting on the virtual machine that has completed backing up)

To see only VDP‐generated tasks or events in the Tasks or Events console, enter “VDP:” in the Filter field.
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Viewing Recent Tasks

VDP generates task entries in the Recent Tasks windows when it performs the following operations:

 Backups

 Automatic Backup Verification

 Restores

 Replications

 Replication Recovery

 VDP‐Configuration

 Integrity Checks

Clicking on a task entry in the Recent Tasks window displays task details in the pane at the bottom of the 
screen. Task details can also be displayed by clicking the link next to the virtual machine icon in the Running 
tab under Recent Tasks.

Tasks can also be canceled from the Running tasks jobs pane by clicking the delete icon.

Viewing Alarms

Table 6‐7 lists the alarms that the vSphere Data Protection (VDP) Appliance can trigger:
Table 6-7.  vSphere Data Protection alarms

Alarm Name Alarm Description

VDP: [001] The most recent checkpoint 
for the VDP Appliance is outdated.

From the Configuration tab of the VDP user interface, click the All 
Actions icon and select “Run integrity check.”

VDP: [002] The VDP Appliance is 
nearly full.

 The VDP Appliance is nearly out of space for additional backups. You 
can free space on the appliance by manually deleting unnecessary or 
older backups and by changing retention policies on backup jobs to 
shorten the time that backups are retained.

VDP: [003] The VDP Appliance is full. The VDP Appliance has no more space for additional backups. The 
appliance will run in read‐only (or restore‐only) mode until additional 
space is made available. You can free space on the appliance by manually 
deleting unnecessary or older backups and by changing retention 
policies on backup jobs to shorten the time that backups are retained.

VDP: [004] The VDP Appliance 
datastore is approaching maximum 
capacity.

The datastore where the VDP Appliance provisioned its disks is 
approaching maximum capacity. When the maximum capacity of the 
datastore is reached, the VDP Appliance will be suspended. The 
appliance cannot be resumed until additional space is made available on 
the datastore.

VDP: [005] Core services are not 
running.

Start Core services using the VDP Configure utility.

VDP: [006] Management services are 
not running.

Start Management services using the VDP Configure utility.

VDP: [007] File system services are not 
running (supported in VDP versions 5.5 
and lower)

Start File system services using the VDP Configure utility.
NOTE: This alarm is not supported in VDP version 5.8 or later. 

VDP: [008] File level restore services are 
not running.

Start File level restore services by using the VDP Configure utility.

VDP: [009] Maintenance services are 
not running.

Start Maintenance services by using the VDP Configure utility.

VDP: [010] Backup scheduler is not 
running.

Start Backup scheduler by using the VDP Configure utility.



vSphere Data Protection Administration Guide

62 VMware, Inc.

Viewing the Event Console

VDP can generate events of the following types: info, error, and warning. Examples of the following types of 
events are:

 Info —”VDP: Critical VMs Backup Job created.”

 Warning —”VDP: Unable to add Host123 client to backup job Critical VMs because . . .“

 Error —”VDP: Appliance has changed from Full Access to Read Only.”

VDP generates events on all state changes in the appliance. As a general rule, state changes that degrade the 
capabilities of the appliance are labeled errors, and state changes that improve the capabilities are labeled 
informational. For example, when starting an integrity check, VDP generates an event that is labeled an error 
because the appliance is set to read only before performing the integrity check. After the integrity check, VDP 
generates an event that is labeled informational because the appliance changes from read‐only to full access.

Clicking on an event entry displays details of that event, which includes a link to Show related events.

VDP Shutdown and Startup Procedures
If you need to shut down the VDP Appliance, use the Shut Down Guest OS action. This action automatically 
performs a clean shutdown of the appliance. If the appliance is powered off without the Shut Down Guest 
OS action, corruption might occur. It can take up to 30 minutes to shut down and restart the VDP Appliance. 
You can monitor the status through the virtual machine console. After an appliance is shut down, it can be 
restarted through the Power On action.

If the appliance does not shut down properly, when it restarts it rolls back to the last validated checkpoint. This 
means any changes to backup jobs or backups that occur between the checkpoint and the unexpected 
shutdown are lost. This is expected behavior and is used to ensure system corruption does not occur from 
unexpected shutdowns. See “Rolling Back an Appliance” on page 46 for additional information.

The VDP Appliance is designed to be run 24x7 to support maintenance operations and to be available for 
restore operations. Do not shut down the VDP Appliance unless there is a specific reason for shutdown.

NOTE   Before vCenter Server patches or upgrades, use the VDP shutdown procedure.

VDP: [013] Protected Virtual Machine 
limit exceeded.

The supported number of protected Virtual Machines has been 
exceeded.

VDP: [014] Backup Recovery services 
are not running.

Start Backup Recovery services by using the vSphere Data Protection 
Configuration Utility.

Table 6-7.  vSphere Data Protection alarms (Continued)

Alarm Name Alarm Description
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7

This chapter includes the following topics:

 “Proxy Overview” on page 64

 “Managing Internal and External Proxies” on page 66

 “External Proxy Support” on page 66

 “(Optional) Configuring Proxy Certificate Authentication” on page 69

 “Monitoring External Proxy Health Status” on page 69

Proxies 7



vSphere Data Protection Administration Guide

64 VMware, Inc.

Proxy Overview
This chapter describes the use of internal and external proxies in VDP Appliances.

After initial deployment, a VDP Appliance has only internal proxies configured. After the VDP Appliance is 
fully deployed, you can deploy up to eight external proxies through the VDP Configuration UI. If you 
configures an external proxy for the VDP Appliance, the internal proxies are automatically disabled during 
the process.

Considerations Before Deploying an External Proxy

Consider the following when deploying one or more proxies for use with the VDP Appliance:

 The VDP Appliance does not have access to a datastore, preventing the HotAdd transport method from 
being used. Refer to the following VMware knowledgebase article to define the VMware HotAdd best 
practices from a backup point of view:

http://kb.vmware.com/kb/1008072

 The need to perform more backups concurrently while not constrained by resources on the vSphere host 
nor by datastore performance. A maximum of 24 concurrent backup jobs are supported.

 To perform File Level Recovery (FLR) on Logical Volume Manager (LVM) or EXT4 based file systems, 
requires an external proxy.

Deployment of External Proxies

To take advantage of HotAdd during the backup process, the proxy appliance must have direct access to the 
datastore where the target VM is located. The backup agent appliance leverages the datastore access from the 
vSphere host to which it is associated. When deploying the external backup agent, verify that the appliance 
has access to the desired datastores by way of the vSphere host. 

If the proxy appliance does not have access to the datastore where the target VM is located, the NBDtransport 
method will be invoked instead of HotAdd, which may greatly reduce the speed of the backup.

Number of Proxies to Deploy and Proxy Throughputs per Proxy

When considering the number of proxies to deploy and the configuration of the number of proxy throughputs 
per proxy, consider the following as best practices:

When using a single proxy

 For an external proxy, if deployed with the default configuration for memory and CPUs, the optimal 
number of proxy throughputs is six when running backups. Increasing the proxy throughputs per proxy 
beyond six leads to performance degradation.

 Increasing the CPU on the external proxy results in better performance than increasing the memory on 
the single external proxy.

 When the external proxy configuration is modified to eight CPUs, running eight proxy throughputs per 
proxy is optimal. This is true for Level 0 and Level 1 backups. With this configuration, network bandwidth 
becomes the limiting factor.

When using multiple external proxies for Level 0 backups

 Maximizing the number of proxies deployed may not produce the best performance results. 

 As you increase the number of proxies, the optimal number of proxy throughputs per proxy may 
decrease. With two external proxies running, for example, you may see the best results while running six 
proxy throughputs per proxy. With four external proxies running, you may see the best results while 
running four proxy throughputs per proxy. This may be constrained by the number of proxies per 
vSphere host.
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 It is better to increase the number of proxy throughputs per proxy instead of the number of proxies when 
performing a set number of backups.

When using multiple external proxies for Level 1 backups

When running incremental (Level 1) backups for a virtual machine, consider increasing the number of proxies. 
Running four proxy throughputs per proxy provides better performance than fewer proxies running eight 
proxy throughputs per proxy.

Increasing the volume of backups that run on the VDP Appliance

After backups have been running, you may need to increase the volume of the backups performed during a 
specific timeframe by the VDP Appliance. When increasing the quantity of backups performed in a given 
timeframe, consider the following best practices:

 If the vSphere server resources are a constraint, run more proxy throughputs per proxy and reduce the 
number of proxies.

 If the vSphere server resources are not constrained, increase the number of proxies and maintain four 
proxy throughputs per proxy.

 If six to eight external proxies are necessary to process the desired backups, increase the number of proxy 
throughputs per proxy and limit the number of external proxies deployed.

Reducing concurrent backups run on the VDP Appliance

After backups have been running on the VDP Appliance, you may need to reduce the number of concurrent 
backups being run by the VDP Appliance to limit the load on the datastores and associated storage. When 
reducing the quantity of concurrent backups being run by the VDP Appliance, consider the following best 
practices:

 Place the VDP Appliance on a datastore with faster write performance, preferring iSCSI to NFS for the 
datastore.

 If there is high load on the datastore where the protected virtual machines reside during backups, reduce 
the number of proxies and the number of proxy throughputs to proxy to four or less. This will reduce the 
quantity of seek and read operations when performing backups.

Best Practices when Deploying a VDP Appliance

The following should always be considered a best practice when deploying a VDP Appliance:

 Create a DNS record for the VDP Appliance before deploying the appliance. Ensure both forward and 
reverse lookup are enabled in DNS.

 One of the last steps when deploying VDP is the option to run a storage performance analysis. Run this 
analysis to verify the storage on which VDP is running meets or exceeds performance requirements. The 
analysis could take from 30 minutes to a few hours to complete.

 Place the VDP Appliance on a separate datastore than where the protected VMs will reside.

 When scheduling backup jobs, consider staggering the start times. 

 When applications with high change rates (such as a database or an Exchange Server) are backed up, 
interleave them with the image level backups.

 Consider other processes that may be running. Try not to schedule replication or automatic backup 
verification when backup jobs are running. If possible, schedule these jobs to run after the backup jobs 
have completed, before the maintenance window opens.

 An internal proxy must be activated, and is automatically activated, when an emergency restore operation 
is performed.
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Managing Internal and External Proxies
The Manage Proxy Throughput wizard allows you to configure the number of simultaneous backups and 
restores, based on your infrastructure. You can use the Manage Proxy Throughput wizard to set values for 
both internal and external proxies. The VDP Appliance supports up to 8 external proxies, and the maximum 
number of concurrent backup jobs is 24.

For more information, refer to “Number of Proxies to Deploy and Proxy Throughputs per Proxy” on page 64.

Before you run simultaneous backup and restore requests, optimize your environment by updating your 
configuration settings. Refer to “Modifying Configuration Settings” on page 45 for more information.

CAUTION   The number you select to simultaneously back up and restore clients is a global setting. This setting 
applies to all internal and external proxy settings.

Procedure

1 Open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Log in with the VDP username and password.

3 Click the Configuration tab.

4 From the Action list, select Manage Proxy Throughput.

The Manage Proxy page appears.

5 Select the number, from 1 to 8, of backup and restore clients that you want to run simultaneously.

6 Click Next.

The Ready to Complete page appears.

7 Click Finish to apply the changes.

External Proxy Support
VDP Advanced Appliance versions 5.5.6 and earlier are configured with internal proxies only, where the proxy 
services run inside the VDP Appliance and are registered to manage job requests from the appliance. External 
proxies can be configured for VDP 6.0 Appliances.

NOTE   The VDP Appliance with external proxies supports File Level Recovery (FLR) on virtual machines with 
EXT4 file systems.

Best Practice for External Proxy Deployment

NOTE   If configuring the appliance to use external proxies, the internal proxies are automatically disabled.

Using HotAdd transport is usually faster than over‐the‐network backup and restore using NBD (network 
block device) transport. 

External Proxy Best Practices

 Clean up orphan proxies

External proxies that are registered to the VDP Appliance but no longer exist in the vCenter inventory are 
considered orphan proxies. If the proxy virtual machine remains in the vCenter inventory and you see the 
“Either the VM is deleted or is currently not managed by vCenter” warning for the proxy, you can restart 
the proxy virtual machine through the VDP Configure UI. If the problem persists, the issue might be the 
hostname is not resolvable due to incorrect network configuration. To work around this issue, delete the 
orphan proxy and re‐deploy a new proxy.
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 Remove the proxy’s ESXi host from the vCenter

When an external proxy’s ESXi host is removed from the vCenter, the VDP Appliance considers the proxy 
as an orphan and displays the “Either the VM is deleted or is currently managed by vCenter” warning 
when it is selected in the VDP Configure UI. Unless the ESXi host will be added back to the vCenter, delete 
the orphan proxy entry from the VDP Configure UI.

 vCenter switch

If a proxy’s ESXi host is not moved to the new vCenter along with the VDP’s ESXi host, that proxy appears 
as an orphan in the VDP Configure UI. Unless you are planning to move the proxy’s host to the new 
vCenter or move the VDP’s host back to the original vCenter, delete the orphan proxy from VDP 
Configure UI.

 VDP rollback

After the VDP Appliance rolls back to a previous checkpoint, any external proxies added or deleted after 
the checkpoint was taken appear as orphan proxies in the VDP Configure UI. For added external proxies, 
you can restart them through the VDP Configure UI to re‐register or redeploy them. For the deleted 
proxies, delete the orphan proxy entries from the VDP Configure UI.

 Rebuild VDP from scratch and rollback

If the VDP Appliance experienced issues that required a rebuild from scratch, and the appliance rolled 
back to a checkpoint from Data Domain, use the VDP Configure UI to change the appliance’s password 
immediately. Any external proxies that were deployed before the checkpoint was taken are displayed as 
orphans. Delete these orphans from the VDP Configure UI. Any external proxies that were deployed on 
the rebuilt VDP Appliance before the checkpoint rollback appear with a “Failed to authenticate with the 
proxy” warning. Update the proxy’s password after you change the VDP Appliance’s password.

 VDP disaster recovery from tape

If the VDP Appliance is recovered from tape after a disaster, delete the orphan external proxies from the 
VDP Configure UI and deploy new ones.

 Update password

When the VDP Appliance’s password is changed through the VDP Configure UI, the VDP Appliance 
updates the password on all registered external proxies. If a proxy’s password is not updated, you will see 
a “Failed to authenticate with the proxy” warning when the proxy is selected. You can update the proxy’s 
password manually through the VDP Configure UI.

 Restart proxy

If any previously‐registered external proxies appear as not registered in the VDP Configure UI, restart the 
proxies, which will power cycle the proxies and reregister them to the VDP Appliance.

 Emergency restore

When an emergency restore operation is performed with external proxies, the internal proxy is 
automatically enabled. When the emergency restore operation completes and all the ESXi hosts are 
reconnected to the vCenter, you can either delete the internal proxy or delete all the external proxies. Do 
not enable both the internal and external proxies for non‐emergency restore activities.

Limitations

 External VDP proxies are supported only on vSphere 5.1 and later.

 The limit of external proxies per VDP Appliance is 8.

 The maximum number of concurrent backup jobs is 24.

 File Level Recovery (FLR) in virtual machines that use the EXT4 file system requires the use of an external 
proxy.
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Adding an External Proxy

The Add Proxy wizard allows you to add and deploy up to 8 external proxies and register them with the VDP 
Appliance from the VDP Configure UI.

Procedure

1 Open a web browser and type:

https://<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Log in with the VDP username and password.

3 Click the Configuration tab.

4 From the Action list, select Add Proxy.

The Add Proxy page appears.

5 On the Host and Storage page, specify the following credentials, and then click Next.

 Host — Select a destination host from the list.

 Storage — Select a destination storage device from the list.

 Network Connection — Select a network connection for the virtual machine from the list.

6 On the Network page, enter the following network settings, and then click Next.

 IPv4 static address — The Internet Protocol v4 setting of the interface.

 Netmask — The network mask of the IPv4 static address.

 Gateway — The gateway address of the IPv4 static address.

 Primary DNS — The primary domain name system used for DNS resolution.

 Secondary DNS — The secondary domain name system used for DNS resolution.

7 On the Ready to Complete page, review the deployment settings.

NOTE   You can change the name of the external proxy virtual machine on the Ready to Complete page.

8 Click Finish to deploy the proxy.

Make sure the proxy deploys to the datastore that was selected in Step 5. If, after successful deployment, the 
proxy deploys to a VMware vSphere Distributed Resource Scheduler™ (DRS) cluster, the cluster can move the 
proxy by using storage vMotion. Any jobs running on the proxy while it is migrating to different storage are 
at risk. HotAdd does not work for proxies located in a DRS cluster.You, therefore, must manually disable DRS 
for the proxy. 

To disable DRS manually for the proxy, select the DRS tab on the vSphere server hosting the proxy and select 
Disable.

Disabling the Internal Proxy 

When a user performs a rollback operation as a checkpoint performed during an external proxy backup, after 
the rollback completes, the VDP Configure UI displays the internal proxy, along with a warning message 
prompting the user to disable the internal proxy.

Procedure

1 In the VDP Configure UI, select the internal proxy from the Proxies list.

2 Select Manage proxy from the Proxies Actions icon.

The Manage internal proxy wizard displays.
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3 Enable the Disable internal proxy checkbox, and click Next.

4 On the Ready to Complete page of the wizard, click Finish to apply the changes.

(Optional) Configuring Proxy Certificate Authentication
By default, proxies do not validate SSL certificates when connecting to the vCenter Server. This can leave the 
vCenter Server vulnerable to a man‐in‐the‐middle exploitation, which might result in unauthorized access to 
the vCenter Server. Configuring each proxy to use SSL certificate authentication when connecting to the 
vCenter Server corrects this vulnerability. Chapter 5, “Securing Communication between vCenter and VDP,” 
on page 51 provides more information.

Monitoring External Proxy Health Status

Health Status Criteria

The health status reported for the external proxy is based on the following criteria: 

 Disk Usage

 Warning — Any file system that is greater than 70% capacity.

 Critical Warning — Any file system that is greater than 90% capacity.

 CPU Load

 Warning — 15 minute load average is greater than 1.5.

 Critical Warning — 15 minute load average is greater than 5.0.

 Memory Usage

 Warning — Usage is greater than 85%.

 Critical Warning — Usage is greater than 95%.

External Proxy Logs

External proxy logs are visible only if at least one external proxy is configured. Downloading this log bundle 
streams a .zip file to the browser. The .zip file contains all the external proxy logs. The internal proxies are 
excluded from this log bundle.

For information about downloading logs, refer to “Collecting Logs” on page 44.
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This chapter contains the following topics:

 “Creating New Storage” on page 72

 “Attaching Existing VDP Disks” on page 73

 “Detaching and Reattaching Storage” on page 75

 “Viewing the Storage Configuration” on page 76

Storage Management 8
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Creating New Storage
The Initial Configuration wizard guides you through the storage type selection, device allocation on VDP 
storage disks, and the option to run the performance assessment tool.

Limitations

You cannot migrate the appliance to a new host or to a new datastore while you are creating new storage.

Prerequisites

 The VDP Appliance is deployed and you are logged into the Create Storage page of the Initial 
Configuration wizard. 

 Disable vSphere HA on the VDP Appliance immediately after OVA deployment. When performing initial 
configuration on the VDP Appliance, including creating new storage, you can enable vSphere HA for the 
appliance.

Procedure

1 On the Create Storage page of the Initial Configuration wizard, select Create new storage. When you 
create new storage, the process creates a new storage node on selected datastores.

2 Select one of the following capacity options and click Next. 

 0.5 

 1 

 2 

 0.5 

 1 

 2 

 4 

 6 

 8 

The Device Allocation page appears. When you create new storage, the number of required disks is 
known.

3 Select the provision type from the Provision drop‐down list. 

 Thick Lazy‐Zeroed (the default and recommended provision type) — Thick lazy zeroed provisioning 
creates a virtual disk in a default thick format. Space required for the virtual disk is allocated when 
the virtual disk is created. Data remaining on the physical device is not erased during creation, but is 
zeroed out on demand at a later time on first write from the virtual machine. 

 Thick Eager‐Zeroed — Thick eager zeroed provisioning creates a type of thick virtual disk that is 
used when data security is a concern. Space required for the virtual disk is allocated when the virtual 
disk is created. When you create a virtual disk using thick eager zeroed provisioning on a datastore 
that had previous data, the previous data is erased and cannot be recovered. It might take much 
longer to create disks in this format than to create other types of disks.

 Thin — For the thin disk, you provision as much datastore space as the disk would require based on 
the value that you enter for the disk size. The thin disk starts small and uses only as much datastore 
space as the disk needs for its initial operations. 

4 After all of the disks have been allocated to datastores, click Next.

The Ready to Complete page appears.



VMware, Inc. 73

Chapter 8 Storage Management

On the Ready to Complete page, you can run a performance analysis on the storage configuration and 
click Next to apply the changes. Though you can bypass the performance analysis test, you are strongly 
encouraged to run it.

5 When you click Next, you are prompted with a warning that the storage configuration will start and 
cannot be undone. Click Yes to continue.

Possible results are Passed, Failed, and Conditionally Passed. If all tests succeed, the result is Passed. If the 
write or read tests are unsuccessful, the result is Failed. If the write and read tests are successful but the 
seek test fails, the result is Conditionally Passed.

a To run the test, click the Run performance analysis on storage configuration checkbox to make sure 
the storage configuration meets minimum performance expectations. The minimum performance 
expectations are listed in Table 8‐8.

This test performs write, read, and seek performance tests on the disks. There is a chance that data 
could be lost based on the write tests. It is best practice to only run this tool on newly‐created disks 
with no data. Depending on your storage configuration, performance analysis can take from 30 
minutes to several hours to complete.

b Click the Restart the appliance if successful checkbox to automatically restart the appliance after the 
test runs successfully. The test begins when you click Next.

The performance analysis test is server‐initiated and you can close the browser while the test runs. 

 If the test is successful, a message that the configuration is complete appears and the server 
automatically reboots the appliance. 

 If the test conditionally passes or fails, the results of the performance analysis appear, but the 
server does not automatically reboot the appliance. To view the test results, you must log into 
VDP‐Configure again and manually initiate a client reboot.

NOTE   If you do not click Restart within 59 seconds, the appliance automatically reboots and starts the 
services. After the VDP Appliance reboots, it performs a series of automated configuration steps. These steps 
can take 30‐45 minutes or more to complete.

Minimum Storage Performance

When configuring the VDP Appliance, the performance test produces varying results depending on the size 
of the appliance being deployed. 

Table 8‐8 lists the minimum expectations for Read, Write, and Seek performance by VDP Appliance size.

Attaching Existing VDP Disks
The Create Storage page in the Initial Configuration wizard provides the Attach existing VDP disks option. 
This option enables you to browse the datastores and select the previously‐used VDP disks, and then proceeds 
to automatically attach the selected disks to the new VDP Appliance. These disks are automatically added to 
the new VDP Appliance.

Table 8-8.  Minimum expectations for storage performance

VDP Appliance Size 
(in TB) Disk Size Read Minimum Write Minimum Seek Minimum

0.5 256 GB 60 MB/s 30 MB/s 400 Seeks/s

1.0 512 GB 60 MB/s 30 MB/s 400 Seeks/s

2.0 1024 GB 60 MB/s 30 MB/s 400 Seeks/s

4.0 1024 GB 80 MB/s 40 MB/s 400 Seeks/s

6.0 1024 GB 80 MB/s 40 MB/s 400 Seeks/s

8.0 1024 GB 150 MB/s 120 MB/s 400 Seeks/s
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CAUTION   Do not attempt to manually attach previously‐used VDP disks to the new VDP Appliance without 
following the steps in this procedure. If VDP detects an incomplete or invalid storage configuration, the 
operation fails.

When you attach existing storage, you do not need to select a capacity option, as you are required to do when 
creating new storage. 

The following changes occur when previously‐used VDP disks are attached to the new VDP Appliance:

 All backup jobs associated with the previously‐used VDP are deleted and must be re‐created.

 All replication jobs associated with the previously‐used VDP are deleted and must be re‐created.

 Restore points that are associated with the previously‐used VDP are kept intact. The restore points appear 
with the original VM name appended with a string of random letters.

 On the Set Restore Options page of the Restore a backup wizard, the Restore to Original Location option 
is disabled for the restore points associated with the previously‐used VDP disks.

 Email reporting must be reconfigured.

Prerequisites

 Before you can attach existing storage, you must install and configure the VDP Appliance described in 
“VDP Installation and Configuration” on page 19.

 Ensure that you back up all the VDP storage which you intend on attaching to the VDP Appliance.

Procedure

1 On the Create Storage page of the Initial Configuration wizard, select Attach existing VDP disks and click 
Next. 

The Device Allocation dialog box appears.

2 Click the first ellipsis button:

a Browse to the first vmdk file you want to attach. 

b Highlight the vmdk file and click Select. 

NOTE   You can select to attach only the data disks of the previously‐used VDP Appliance. You cannot select 
the OS boot partition. If you select the primary disk partition of 100 GB (the OS boot partition), an error 
message appears.

You can attach vmdk files in any order. After you have selected the first vmdk file, the system analyzes 
the disk and defines how many additional disks should be selected.

NOTE   At any time during the attach process, you can click Reset to reset the Device Allocation dialog box to 
its original state.

3 Click the ellipsis button that corresponds to the next disk to be defined:

a Browse to the next vmdk file you want to attach. 

b Highlight the vmdk file and click Select. 

Each disk is validated as a matching disk before it is added. If the validation fails, an error message 
appears. Hover over the red highlighted disk to see the error message.

4 Repeat Step 3 for all remaining disks.

5 After all disks have been allocated, click Next to validate the complete set of disks.

The Ready to Complete page appears. 
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6 Click Next.

The system displays the message: 

The following process will start the storage configuration. This cannot be undone. Do you wish to continue?

7 Click Yes.

The system prompts you to provide the root password associated with the previously‐used VDP 
Appliance.

8 Type the root password of the previously‐used VDP Appliance into the Password and Verify Password 
text boxes, and then click OK.

9 Click Finish to apply the changes and reboot.

NOTE   After a successful storage configuration, the system automatically reboots and starts the services. After 
the VDP Appliance reboots, it performs a series of automated configuration steps. These steps can take 30‐45 
minutes or more to complete.

After the configuration is complete, an integrity check begins.

Detaching and Reattaching Storage
The following procedure explains the steps you must perform if the primary disk partition (the OS boot 
partition) on the VDP Appliance becomes corrupt or lost, resulting in an unrecoverable VDP Appliance.

Prerequisites

 At least one validated checkpoint is present on the VDP Appliance where the vmdk files are being 
detached and reattached.

 A new VDP Appliance is deployed which is compatible with the older VMDK disk data (the VDP 
Appliance must be the same version as the disk data or a newer version).

 The vmdk files from the previous VDP Appliance must be on a datastore that is accessible by the 
newly‐deployed VDP Appliance.

NOTE   During the reattach process, you will be prompted to enter the root password for the old VDP 
Appliance.

Best Practices

 Make a backup copy of all vmdk files before reattaching them to a VDP Appliance. 

 If possible, detach the vmdk files from the VDP Appliance after shutting down the VDP Appliance by 
using the Shut Down Guest OS action. Otherwise, as a last resort, power off the VM.

 Before detaching a vmdk file from the VDP Appliance, note the full path and name of the vmdk file. You 
will need this information when reattaching the disk to the newly‐deployed VDP Appliance.

Procedure

1 In the vSphere Client, navigate to the VDP Appliance and perform a Shut Down Guest OS action on the 
virtual machine. 

NOTE   If the Shut Down Guest OS action is grayed out, navigate to vCenter > Hosts and Clusters, right‐click 
the VDP Appliance, and select Power off VM.

2 Detach the vmdk files from the VDP Appliance:

a From the vSphere Web client, log in as a user who has privileges to edit hardware settings.

b Navigate to vCenter > Hosts and Clusters.

c In the tree on the left, click the disclosure arrows until the VDP Appliance appears.
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d Right‐click the VDP Appliance and select Edit Settings.

The virtual machine properties appear. The Hardware tab is selected by default.

Hard disk 1 is always the primary, 100 GB OS boot partition. Do not remove Hard disk 1 from the 
VDP Appliance.

e Click Hard disk 2 from the list.

f From the Disk File field, note the full path and name of the vmdk file. You will need this information 
when reattaching the disk.

g Click Remove.

h Under Removal Options, select Remove from virtual machine. 

i Repeat the removal option for each hard disk (2 through x) in the list.

j After removing hard disks 2 through x, click OK.

3 On the Create Storage page of the Initial Configuration wizard, select Attach existing VDP disks, and 
follow the steps in “Attaching Existing VDP Disks” on page 73.

Viewing the Storage Configuration
The Storage tab provides a storage summary, capacity utilization information, and performance analysis 
details.

The Capacity Utilization button displays a page that provides status information for the datastore:

 A horizontal bar graph next to the datastore icon shows how full the datastore is as a percentage.

 A pie chart shows a breakdown of the space in the datastore. Orange represents the amount of space used 
by the datastore. Green represents the amount free space on the datastore. Blue represents the space on 
the datastore that is used by other applications that run on virtual machines deployed on the datastore.

 A table next to the pie chart lists each data partition name, size, provision type, and vmdk file name. The 
following example shows information for a data partition named data 01:

In the example, 256 GiB indicates the maximum size that can be utilized.

The Performance Analysis button displays a table that contains statistics from a performance analysis test.

data 01 256GiB Thin sample‐vdp‐241168_6..0.0.117_1.vmdk

Column Description

Datastore Name of the datastore.

Completed On Date that the test completed.

Result A test can display one of the following results:
 Never Run
 Passed

 Failed

If the write or read tests are unsuccessful, the result is “Failed.”
 Conditionally Passed

If the write and read tests are successful, but the seek test failed, the result is “Conditionally 
passed.”

Read (MiB/s) Megabytes per second for the read test.

Write (MiB/s) Megabytes per second for the write test.

Seek (Seeks/s) Megabytes per second for the seek test.
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Prerequisites

The VDP storage disks are distributed across the available datastore locations, the disks are validated, the 
system is rebooted, and the system services are up and running.

Procedure

1 Log in to the VDP‐Configure URL:

https://<IP_address_VDP_Appliance>:8580/vdp-configure/

2 Click the Storage tab.

The Storage Summary appears, displaying the available datastores and the amount of total usable storage 
and storage capacity that is available for each datastore. 

3 To view status information about the datastore, click Capacity Utilization. This page is the default.

4 To run a performance test, click Performance Analysis, select a datastore in the table, and then click Run.

The performance analysis test creates a 41 GB vmdk on the datastore, and then runs read, write and seek 
tests to check the datastore performance.
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9

This chapter contains the following topics:

 “VDP and Data Domain System Integration” on page 80

 “Architecture Overview” on page 80

 “VDP Client Support” on page 81

 “Best Practices” on page 81

 “Pre‐integration Requirements” on page 82

 “Preparing the Data Domain system for VDP Integration” on page 85

 “Adding a Data Domain System” on page 86

 “Editing the Data Domain System” on page 87

 “Deleting the Data Domain System from the VDP Appliance” on page 88

 “Backups with VDP and Data Domain” on page 90

 “Replication Control” on page 91

 “Server Maintenance Activity Monitoring” on page 92

 “Restoring Avamar Checkpoint backups from Data Domain systems” on page 92

 “Monitoring Data Domain from the VDP Appliance” on page 94

 “Reclaiming Storage on a Full Data Domain System” on page 95

 “Common Problems and Solutions” on page 96

Data Domain Integration 9
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VDP and Data Domain System Integration
vSphere Data Protection and Data Domain system integration enables the following:

 The use of Data Domain systems as a backup target for VDP backups

 The target destination of backup data, which is set during the creation of a backup job

 Transparent user interaction to the backup destination (VDP or Data Domain)

Architecture Overview
A Data Domain system performs deduplication through DD OS software. VDP source based deduplication to 
a Data Domain system is facilitated through the use of the DD Boost library.

VDP uses the DD Boost library through API‐based integration to access and manipulate directories, files, and 
so forth, contained on the Data Domain file system. The DD Boost API gives VDP visibility into some of the 
properties and capabilities of the Data Domain system. This enables VDP to control backup images stored on 
Data Domain systems. It also enables VDP to manage maintenance activities and to control replication to 
remote Data Domain systems.

DD Boost is automatically installed on the VDP Appliance during the addition of a Data Domain system.

Figure 9‐3 depicts a high‐level architecture of the combined VDP and Data Domain solution. With VDP and 
Data Domain integration, you can specify whether a specific backup policy targets a VDP Appliance or a Data 
Domain system.

Figure 9-3.  VDP and Data Domain solution
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When you select the VDP Appliance as the target for backup storage, the VDP Appliance performs 
deduplication segment processing.

When you select a Data Domain system as the backup target, backup data is transferred to the Data Domain 
system. The related metadata that is generated is simultaneously sent to the VDP Appliance for storage. The 
metadata enables the VDP Appliance to perform restore operations from the Data Domain system.

VDP Client Support
VDP and Data Domain system integration supports the following plug‐ins:

 VDP Plug‐in for Exchange Server VSS

 VDP Plug‐in for SharePoint Server VSS

 VDP Plug‐in for SQL Server

Best Practices

What are the VDP limitations with a Data Domain system attached?

VMware suggests protecting up to 25 virtual machines per TB of capacity on a VDP Appliance. This variable 
is dependent upon the size of the virtual machines, the typical change rate, and the amount of data on each 
virtual machine. With these considerations, you can protect up to 200 virtual machines per VDP Appliance 
backing up to a Data Domain system.

Because the backup data is stored on the Data Domain system, and only the backup job metadata is stored on 
the VDP Appliance, deploy a 0.5 TB VDP Appliance for a standard Data Domain system and a 1 TB VDP 
Appliance for a 64 TB Data Domain system.

The following list provides the suggested number of VDP Appliances deployed per Data Domain system:

 1 VDP per DD160 and DD620 

 1 VDP per DD2200

 2 VDP per DD2500 and DD4xxx

 3 VDP per DD7200 and DD990

What size VDP Appliance do I need if I want all my backups to go to Data Domain?

With a Data Domain system attached to a VDP Appliance as the storage device, the VDP  Appliance only 
stores the metadata for backups using the Data Domain system as the destination. It has been determined that 
a 16 TB Data Domain system only requires a 0.5 TB VDP Appliance if all of the backup data is sent to the Data 
Domain system. If backups are going to be sent to the VDP  Appliance as well, the size of the VDP Appliance 
should be increased accordingly based on the data to be stored on the VDP Appliance. With a 64 TB or larger 
Data Domain system, you can deploy a 1 TB VDP Appliance per 64 TB of Data Domain system storage you 
expect to consume with the backup data. 

I have many images, pictures, and PDF files in my VMs. Should I set the VDP  Appliance or 
the Data Domain system as the destination for these backups?

The Data Domain system provides better deduplication on images, pictures, and PDF files than the standard 
VDP Appliance deduplication algorithms.
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Data Domain Limitations

The following are current limitations defined for the use of a Data Domain system with a VDP  Appliance:

 If a VDP Appliance has a Data Domain system attached to it, the “Import Existing storage” functionality 
of the VDP Appliance cannot be used for the VMDKs of the VDP Appliance with the Data Domain system 
attached.

 Only one Data Domain system can be attached to a VDP Appliance at a time.

 The Data Domain system cannot be deleted from the VDP Configuration UI. Use the manual steps 
defined in “Deleting the Data Domain System from the VDP Appliance” on page 88 to delete a Data 
Domain system.

 If the Data Domain and VDP connection is broken, the VDP Appliance does not monitor the Data Domain 
system. Behaviors that might indicate the connection between the appliances are broken include, but are 
not limited to, the integrity check, hfscheck or backups failing. 

 The Data Domain system or VDP Appliance cannot be upgraded if the connection between them is 
broken.

Backup

During a backup, the VDP Appliance generates a backup request for the backup destination. If the backup 
request includes the option to use a Data Domain system as the destination, backup data is stored on the Data 
Domain system. Metadata is stored on the VDP Appliance.

Restore

The process of data recovery is transparent to the backup administrator. The backup administrator uses the 
same VDP recovery processes that are native to current VDP implementations.

Security — Encryption

When using a VDP Appliance with a Data Domain system attached, there are two potential backup data 
streams. If the backup data is being written to the VDP Appliance, the backup data is always compressed and 
encrypted during flight. If the backup data is being routed to the Data Domain system, the ddboost utility 
encrypts the backup data as it is transmitted over the network to the Data Domain system.

Data Migration

You cannot migrate backup data directly from the VDP Appliance to the Data Domain system.

To use the Data Domain system as the backup target for backing up a VM or appliance instead of the VDP 
Appliance, edit the backup job and define the destination as the Data Domain system, and then start 
performing backups to the Data Domain system. When you change the backup target to the Data Domain 
system, the next backup runs as full backup.

After you successfully perform a backup to the Data Domain system, you can delete the earlier backups from 
the VDP Appliance. Refer to “Deleting a Backup Job” on page 118 for information on how to manually delete 
backups. If you do not manually delete backups, they expire without intervention. 

Pre-integration Requirements
Before you integrate a Data Domain system with a VDP Appliance, review the following topics:

 “Network Throughput” on page 83

 “Network Configuration” on page 83

 “NTP Configuration” on page 83

 “Licensing” on page 84
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 “Port Usage and Firewall Requirements” on page 84

 “Capacity” on page 84

 “Data Domain System Streams” on page 84

 “Existing Backup Products in Use with Data Domain” on page 85

NOTE   This section assumes the VDP Appliance and the Data Domain system are installed and configured.

Network Throughput

With VDP  , the VDP Appliance and Data Domain systems can connect over a Wide Area Network (WAN). 
Before using this configuration, validate the firewall port requirements of the Data Domain system. You can 
find this information in the EMC Avamar 7.1 Product Security Guide.

You can use VDP Appliance replication over a WAN to replicate data from source VDP  Appliance and Data 
Domain systems to target VDP Appliances, provided they also have a Data Domain system attached.

Before integrating a Data Domain system with an VDP Appliance, ensure that enough network bandwidth is 
available. To obtain the maximum throughput available on a Data Domain system (for restores, level zero 
backups, and subsequent incremental backups after a level‐zero backup), verify that the network 
infrastructure provides more bandwidth than the bandwidth required by the maximum throughput of the 
Data Domain system. To see the network throughput, use the system show performance command on 
your Data Domain system:

system show performance [ {hr | min | sec} [ {hr | min | sec} ]]

For example: 

system show performance 24 hr 10 min

This command shows the system performance for the last 24 hours at 10 minute intervals. 1 minute is the 
minimum interval.

Network Configuration

Configure (or verify) the following network configuration:

 Assign a Fully Qualified Domain Name (FQDN) to the Data Domain system.

 Use a FQDN (not an IP address) when registering a Data Domain system. This can limit the ability to route 
optimized duplication traffic exclusively through a registered interface.

 Ensure that DNS on the Data Domain system is properly configured.

 Ensure forward and reverse DNS lookups work between the following systems:

 VDP Appliance

 Data Domain system

 Backup and restore clients

 vCenter Server

 vSphere hosts

 Use Hosts files to resolve hostnames to non‐routable IP addresses.

 Do not create secondary hostnames to associate with alternate or local IP interfaces.

NTP Configuration

Configure the VDP Appliance, vCenter Server, vSphere hosts, and Data Domain systems to use the same 
Network Time Protocol (NTP) Server.
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Licensing

Ensure that the environment meets the licensing requirements in Table 9‐9.

Port Usage and Firewall Requirements

To enable communication between the VDP Appliance and the Data Domain systems, review and implement 
the port usage and firewall requirements in the following documents:

 “vSphere Data Protection Port Usage” on page 187 of this document.

 “Port Requirements for Allowing Access to Data Domain System Through a Firewall,” available on the 
Data Domain Support Portal at:

https://my.datadomain.com

Capacity

Carefully assess your backup storage needs when evaluating how much data to store on the Data Domain 
system and the VDP Appliance. Include estimates from data that is sent to the Data Domain system from any 
other servers. 

When the Data Domain system reaches its maximum storage capacity, no further backups to the Data Domain 
system occur until additional capacity is added or old backups are deleted or expired.

“Data Domain Capacity Monitoring” on page 95 provides details on how to monitor capacity.

Data Domain System Streams

Each Data Domain system has a soft limit to the maximum number of connection and data streams that can 
be sustained simultaneously while maintaining performance. The number of streams varies depending on the 
Data Domain system model. For example, the DD990 can support 540 backup streams, while the DD620 can 
support 20 backup streams.

As a default, the VDP Appliance is configured to use a maximum of 16 streams. To override the maximum 
number of streams, on the VDP Appliance, change the 
/usr/local/vdr/etc/vdp-options.properties file. Add the property 
com.vmware.vdp.option.datadomain.maxstreamsoverride=num (where num is the new maximum 
number of streams) and save the file. Consult the DD OS Administration Guide for your Data Domain system 
to review current recommended stream settings. Setting this value forcibly overrides the maximum streams 
value for every add or edit operation of a Data Domain performed from the given VDP Appliance. 

These changes will not take effect until the Data Domain is edited, or a new Data Domain is added to the VDP 
Appliance. These changes will be reflected in the /usr/local/avamar/var/ddr_info file or can be seen 
by running the ddrmaint read-ddr-info command.

Setting this value forcibly overrides the maximum streams value for every add or edit of a Data Domain for 
the given VDP Appliance.

These changes will not take effect until the existing Data Domain system is edited, or a new Data Domain 
system is added to the VDP Appliance. The changes will be reflected in the ddrmaint read-ddr-info file.

Table 9-9.  Licensing requirements

Product Licensing requirement

VDP Appliance The VDP Appliance requires a valid vSphere host license (minimum of Essentials Plus).

Data Domain system The DD Boost license must be installed on the Data Domain system.
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Existing Backup Products in Use with Data Domain

Data Domain systems can use other third‐party backup and archiving software. The VDP  Appliance does not 
assume it has sole ownership of the Data Domain system. Ensure that proper sizing is evaluated if the system 
is shared with other software products. The VDP Appliance does not use the native Data Domain system 
snapshot and replication features. 

Replication occurs through the DD Boost SDK library by using copying and cloning. However, other third 
party products may make use of the native Data Domain system snapshot and replication features. In this case, 
a snapshot of an entire Data Domain system or a replication of an entire Data Domain system includes the VDP 
Appliance data.

Preparing the Data Domain system for VDP Integration
To support VDP  and Data Domain system integration, ensure the environment meets the Data Domain 
system requirements listed in Table 9‐10.

Before you can add a Data Domain system to the VDP configuration, prepare the Data Domain system by 
enabling DD Boost and creating a DD Boost user account for the VDP Appliance to use to access the Data 
Domain system for backups and restores (and replication, if applicable).

To prepare the Data Domain system:

1 Disable DD Boost on the Data Domain system by logging into the CLI as an administrative user and 
typing the following command:

ddboost disable

2 Create a DD Boost account and password:

a Create the user account with admin privileges by typing the following command:

user add USER role admin

where USER is the username for the new account.

Table 9-10.  Data Domain system requirements

Data Domain feature or specification Requirement for use with the VDP Appliance

Data Domain Operating System (DD OS) VDP integration requires DD OS 5.4.0.8 or DD OS 5.5.x or later.

DD Boost VDP integration requires DD Boost 2.6.x DD Boost software enables 
backup servers to communicate with storage systems without the 
need for Data Domain systems to emulate tape.
There are two components to DD Boost: one component that runs on 
the backup server and another that runs on the Data Domain system.

The component that runs on the backup server (DD Boost libraries) is 
integrated into the VDP Appliance. DD Boost software is an optional 
product that requires a license to operate on the Data Domain system.

Data Domain device type The VDP Appliance supports any Data Domain system that is 
running the supported DD OS version.

DD Boost user account The DD Boost library uses a unique login account name created on 
the Data Domain system. This account name is known as the DD 
Boost account. Only one DD Boost account exists per Data Domain 
system.

If the account is renamed and/or the password is changed, these 
changes must be immediately updated on the VDP  Appliance by 
editing the Data Domain configuration options. Failure to update the 
DD Boost account information could potentially yield integrity check 
errors and/or backup/restore problems. The DD Boost account must 
have administrator privileges.
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b Set the new account as the DD Boost user by typing the following command:

ddboost set user-name USER

where USER is the username for the account.

3 Enable DD Boost to allow the changes to take effect by typing the following command:

ddboost enable
IMPORTANT   If you change the DD Boost account name or password, make sure to edit the Data Domain 
system configuration in the VDP Configure UI. Otherwise all backups, restores, and maintenance activities 
fail.

Adding a Data Domain System
A Data Domain system performs deduplication through DD OS software. When you select a Data Domain 
system as the backup target, backup data is transferred to the Data Domain system. Only one Data Domain 
system can be configured.

Prerequisites

The VDP storage disks are distributed across the available datastore locations and the disks are validated.

The minimum version for Data Domain is version 5.3.

Procedure

1 To access the VDP‐Configure utility, open a web browser and type:

https:<IP_address_VDP_Appliance>:8543/vdp-configure/

2 Click the Storage tab.

The storage summary displays statistics about the total usable storage and available capacity for the Data 
Domain system and for each datastore. 

3 From the Action list, select Add Data Domain.

The Host Configuration dialog box appears.

4 Specify Data Domain system information:

a In the Data Domain FQDN or IP box, enter the FQDN or IP address of the Data Domain system to 
add.

NOTE   Do not use an IP address or a secondary hostname that associates with alternative or local IP interfaces. 
It may limit the ability of the VDP Appliance to route optimized deduplication traffic.

b In the DDBoost User Name box, type the name of the DD Boost account for VDP to use to access the 
Data Domain system for backups, restores, and replication.

c In the Password box, type the password for the account that VDP should use to access the Data 
Domain system for backups, restores, and replication.

d In the Confirm Password box, type the password again to verify it.

e Click the Enable Checkpoint Copy checkbox to enable checkpoint backup support, which allows 
VDP checkpoints to be stored on a Data Domain system (using DD OS 5.3 or later). These checkpoints 
are then used if disaster recovery is required.

5 To configure SNMP, click Next.

The SNMP dialog box appears. The SNMP options to configure for VDP and Data Domain system 
integration include the following:

 The Getter/Setter Port Number text box lists the port on the Data Domain system from which to 
receive and on which to set SNMP objects. The default value is 161.
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 The SNMP Community String text box lists the community string VDP uses for read‐only access to 
the Data Domain system.

 The Trap Port Number text box lists the trap port. The default value is 163.

6 Click Next.

The Ready to Complete dialog box appears.

7 Click Add to save your Data Domain configuration.

A successful Add Data Domain operation causes the following UI changes to occur:

 The system creates a new checkpoint which takes approximately ten minutes. 

 Data Domain information appears on the VDP Appliance in the following locations:

 Backup tab — The Data Domain system is available as the storage target in the Create a new 
backup job wizard.

 Restore tab — Displays the Data Domain in the Name column of the Restore backup wizard.

 Reports tab — Provides backup status reports for the Data Domain system. 

 Storage summary — Displays statistics about the total usable storage and available capacity for 
the Data Domain. Refer to “Viewing the Storage Configuration” on page 76 for details.

 Email reporting — Displays a summary of the Data Domain configuration.

NOTE   When you add a Data Domain system to the VDP configuration, the VDP  Appliance creates an MTree 
on the Data Domain system for the VDP Appliance. The MTree refers to the directory created within the DD 
Boost path. Data Domain systems support a maximum of 100 MTrees. If you reach the limit, then you cannot 
add the Data Domain system to the VDP configuration.

Changing the Max Streams Value

As a default, the VDP Appliance is configured to use a max streams value of 16.

If you need to modify the number of streams associated to a Data Domain system from the VDP Appliance, 
perform the following steps. The changes applied using these steps will only take effect during subsequent 
edits of or the addition of a Data Domain system to the VDP Appliance.

1 Go to the command line of the VDP Appliance (either with SSH / Putty or Terminal of the appliance) and 
type the following command:

cd /usr/local/vdr/etc/

2 Use a text editor to edit the vdp-options.properties file.

3 Insert the field com.vmware.vdp.option.datadomain.maxstreamsoverride=num where num is 
the max number of streams for the Data Domain system.

4 Save the modified file.

5 Add or edit a Data Domain system. Allow five minutes for the appropriate process to run.

The ddrmaint read-ddr-info file should now contain a “max‐streams” attribute with the value you 
configured.

Editing the Data Domain System
1 To access the VDP‐Configure utility, open a web browser and type:

https:<IP_address_VDP_Appliance>:8543/vdp-configure/ 

2 Click the Storage tab.

The storage summary displays statistics about the total usable storage and available capacity for the Data 
Domain and for each datastore. 



vSphere Data Protection Administration Guide

88 VMware, Inc.

3 From the Action list, select Edit Data Domain.

The Host Configuration dialog box appears.

4 Edit the settings for the Data Domain system as necessary. “Adding a Data Domain System” on page 86 
provides details on each setting in the dialog box.

5 Click Next.

6 After the edits are complete, click Finish.

NOTE   If you edit the Data Domain system hostname, the DD Boost username, or the DD Boost password, the 
system automatically creates a new checkpoint, which takes approximately ten minutes. For instructions, refer 
to “Rolling Back an Appliance” on page 46.

NOTE   If you perform a rollback to a checkpoint with the outdated Data Domain system name or DD Boost 
information, then the rollback fails.

Deleting the Data Domain System from the VDP Appliance
Before you delete the Data Domain system from the VDP Appliance, note the following: 

 You must delete all restore points stored on the Data Domain by using the vSphere Web Client. 

 No backup jobs can exist with the Data Domain system. If any backup jobs exist where the Data Domain 
system is configured as the destination, you must either edit the backup jobs to set a new destination or 
you must delete the backup jobs.

 After the restore points are checked and the backup jobs are verified, it is best practice to run an integrity 
check from the Configuration tab of the VDP Appliance.

 Remove the Data Domain system from VDP using the command line interface. See detailed instructions 
below.

 After the Data Domain system is deleted, run another integrity check from the VDP user interface to verify 
the Data Domain system is invalid.

NOTE   VMware Knowledge Base Article 2063806 provides information about deleting a Data Domain system. 
This is an internal article. Contact Technical Support for assistance.

Procedure

1 Before you delete the Data Domain system, delete all restore points stored on the Data Domain system. 
Use the vSphere Web Client to delete restore points:

a Navigate to the Restore tab of the VDP‐A plug‐in.

b Select the Manual restore tab on the navigation bar.

c For clients that have been backed up to the Data Domain system, remove all restore points where the 
location shows that they are stored on the Data Domain server.

2 Ensure that no backup jobs use the Data Domain system as the destination. If any backup jobs exist with 
the Data Domain system as a destination, you must edit the backup job to set a new destination or the 
delete the backup job.

3 After the restore points have been checked and the backup jobs have been verified, as a best practice run 
an integrity check from the configuration tab of the VDP plug‐in.

4 Once the integrity check and validation of the integrity check complete, remove the Data Domain system 
from the VDP Appliance. Use the command line.

a SSH or Putty into the VDP Appliance.

b Run the status.dpn command and verify that the Last checkpoint and Last hfscheck have 
completed. If they have not, repeat this step until they show they have completed.
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c Run the mccli server show-prop command. This command displays results similar to following 
output:

Attribute                        Value                        
---------------- --------------------------------------- 
State Full Access 
Active sessions                  0 
Total capacity                   575.9 GB 
Capacity used                    0 bytes 
Server utilization               0.0% 
Bytes protected                  0 bytes 
Bytes protected quota            Not configured 
License expiration               Never 
Time since Server initialization 1 days 20h:58m 
Last checkpoint 2014-10-10 09:03:48 MDT 
Last validated checkpoint  2014-10-09 09:02:16 MDT 
System Name                      gs-pod187.test.domain 
System ID 1381255529@00:50:56:86:46:10 
HFSAddr                          gs-pod187.test.domain 
HFSPort                          27000 

The System ID contains a number, then an @ sign, and then the MAC address of the VDP  Appliance. Note 
the number before the @ sign. The Data Domain system refers to this number as the DPN ID.

5 Run the following command:

ddrmaint has-backups –dpnid=num –ddr-server=DDRSERVER | grep ‘ hasbackups’

where num is the DPN ID you noted in Step c and DDRSERVER is either the hostname or the IP address of 
the DDR server. Note that there is a space in the grep command between the single quote and the word 
hasbackups. 

This command displays either of the following results:

hasbackups=”true” 

or 

hasbackups=”false”

6 If the information returned is hasbackups=’true’, then check if Step 1 and Step 2 need to be repeated. 
After you repeat Step 1 and Step 2 (or verify that the steps have been completed), repeat Step 5.

7 If Step 5 still shows ‘hasbackups=true’ continue to Step a. Otherwise, you need to run Step 11.

If you have attempted to remove backups from the Data Domain system by using the VDP UI and the 
Data Domain system still indicates that the backup data is present, then you must mount the Data Domain 
data partition to a Linux VM to clear out the data directory. If a Linux VM is unavailable, you can use the 
VDP Appliance for the next steps.

By default, all of the data for backups on a Data Domain system is stored under a single logical storage 
unit (LSU). The LSU for the VDP is named Avamar-<DPNID> and is located under /data/col1. 

If you are unable to access the file system from the Data Domain operating system interface, you must 
grant remote access to the LSU. To do so, you must access the Data Domain system remotely by using the 
following steps:

a Putty or SSH to the Data Domain system.

b Run the nfs add /data/col1 <IP of Linux VM> command.

This command should return the results of NFS export for “/data/col1” added.

If the command does not return the expected results, type nfs help for a man page on the 
command. If the command returns the expected results, exit the SSH or Putty session.

c Putty or SSH to the Linux VM used in Step b as the root user.

d Run the mkdir /mnt/DataDomain01 command.

e Run the mount <IP of DD>:/data/col1 /mnt/DataDomain01 command.
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f Run the ls –ltr /mnt/DataDomain01/avamar-<DPNID> command, where DPNID is the value 
noted in Step c. The output should display subdirectories where the VDP backups are stored.

g Run the rm –rf /mnt/DataDomain01/avamar-<DPNID>/* command where DPNID is the value 
noted in Step c. This will remove all data from the VDP backups.

8 Repeat Step f to verify that all data was removed. 

9 Exit the Linux virtual machine. 

10 Putty or SSH to the VDP Appliance 

11 Run the mccli dd delete --name=<DD IP or hostname> --force=true command.

12 After you delete the Data Domain system, run an integrity check again from the VDP UI. The old 
checkpoints with the Data Domain information is now invalid.

Backups with VDP and Data Domain
The following topics describe VDP and Data Domain system backups:

 How backups work with VDP and Data Domain system

 Selecting a Data Domain target for backups 

How Backups Work with VDP and Data Domain

During a backup, the VDP Appliance sends a backup request to the vCenter Server. If the backup request 
includes the option to use a Data Domain system as the target, backup data is stored on the Data Domain 
system and metadata is stored on the VDP Appliance.

The following topics provide additional details on how backups work with VDP and Data Domain.

Where Backup Data is Stored

All data for a backup is stored under a single dedicated MTree on a single Data Domain system.

How VDP Appliance Manages Backup Data

During a backup, the VDP Appliance sends the metadata for the backup from the client to the VDP data 
partitions. This process enables the VDP Appliance to manage the backup even though the data is stored on a 
Data Domain system.

The VDP Appliance does not store the original path and file name for a file on the Data Domain system. 
Instead, the VDP Appliance uses unique file names on the Data Domain system.

Supported Backup Types

Store all backup types (full, differential, incremental) for a client in the same destination (VDP  Appliance or 
Data Domain system). Backup types should not be distributed across destinations. For example, do not store 
the initial full backup of a client in the VDP Appliance and subsequent differential backups on the Data 
Domain system.

Canceling and Deleting Backups

If you cancel a backup while it is in progress, then the VDP Appliance deletes the backup data that was written 
to the Data Domain system during the next cycle of the VDP Appliance garbage collection process.

If you delete a backup in VDP, then the backup is deleted from the Data Domain system during the next cycle 
of the VDP garbage collection process.

“Deleting a Backup Job” on page 118 provides instructions on how to cancel or delete a backup.
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Selecting a Data Domain Target for Backups 

After the VDP Appliance and the Data Domain system are integrated, any backup target for the VDP 
Appliance has the option to use the Data Domain storage as the “Destination” in the Create a new backup job 
work flow, as shown in Figure 9‐4.

Figure 9-4.  Create a new backup job wizard—Destination page

You can use the Edit a backup job wizard to change the destination for a backup job. See “Editing a Backup 
Job” on page 117 for more information on how to edit the backup job.

NOTE   If the destination of a backup job is modified, then the next backup performed will be a full backup. 
The new destination will not have the previous full backup data stored with it.

Replication Control
When a VDP Appliance with a Data Domain system attached replicates backup data, replication occurs 
between the Data Domain systems. However, replication jobs are configured by using the VDP user interface. 

You configure and monitor replication on the VDP Appliance. The replication activity can also be monitored 
through the Data Domain system by checking the DD Boost activity. Refer to the Data Domain Operating 
Systems Administration Guide for instructions on how to monitor this activity.

Do not use Data Domain replication functionality to initiate replication of data that was backed up from a VDP 
Appliance. When you use Data Domain replication, the replicated data will not refer to the associated VDP 
Appliance, because the metadata stored on the VDP Appliance was not replicated.

Replication Data Flow

VDP replicates the data directly from one Data Domain system to another. The replication process examines 
each backup to be replicated, and if it determines that the backup data is stored on a Data Domain system, the 
process issues a request to replicate the data from the source Data Domain system to the target Data Domain 
system by using DD Boost. In this instance, the Data Domain systems are responsible for the replication of the 
data. This is analyzed for each backup being replicated.

Replication Schedule

The replication of VDP data on a Data Domain system occurs on the VDP replication schedule. You should not 
schedule replication of data on the Data Domain system separately from the replication of data on the VDP 
Appliance.
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Replication Configuration

To configure replication when you use a Data Domain system as a backup target for VDP , use the vSphere 
Web Client. 

Refer to “Replication” on page 133 for more information on configuring VDP replication.

NOTE   When replicating, if the source is a VDP Appliance with a Data Domain system attached to it, the target 
(whether it be an Avamar server or the VDP Appliance) must also have a Data Domain system attached to it. 

Replication Monitoring with VDP

To monitor replication activity with the VDP Appliance, including replication activities associated with a Data 
Domain system, perform the following steps:

1 In the vSphere Web Client, log in to the vSphere Data Protection plug‐in.

2 Click the Replication tab.

 The Replication tab displays all replication jobs, and the last run time as well as the next scheduled 
run time.

 Selecting a replication job displays the Destination server and the clients included in the replication 
job details frame.

 If you check the Replication column, the Reports tab displays the replication job and the last 
replication run time for each protected client.

Server Maintenance Activity Monitoring
The VDP Appliance performs the system maintenance operations for backup data on the Data Domain system, 
including VDP integrity checks, checkpoints, rollbacks, garbage collection, and secure backup deletion.

The ddrmaint utility implements all required operations on the Data Domain system for the VDP  Appliance. 
The ddrmaint utility logs all maintenance activities on the VDP Appliance in the ddrmaint.log file. This 
log file can be located in the /usr/local/avamar/var/ddrmaintlogs directory.

When the ddrmaint.log file reaches 25 MB in size, the existing log version will roll. The existing 
ddrmaint.log file will be renamed ddrmaint.log.1 and a new ddrmaint.log file will be created. Any 
previous copies of ddrmaint.log.X will have their log counter increased by one as well (ddrmaint.log.1 
will migrate to ddrmaint.log.2 and so forth).

Restoring Avamar Checkpoint backups from Data Domain systems
If you have created VDP checkpoint backups on a Data Domain system, you can restore a checkpoint to a new 
VDP Appliance in the event the original VDP Appliance fails.

Assumptions for the Restore Operation

The procedure in “Performing the Checkpoint Restore” on page 93 explains how to perform a checkpoint 
restore when the following assumptions are true:

 You have a valid checkpoint for a VDP Appliance on a Data Domain system target.

 The VDP Appliance that failed has been replaced.

 The replacement VDP Appliance is a new appliance with no backup data or metadata.

 The replacement VDP Appliance is the same size as or larger than the original VDP  Appliance.

 The replacement VDP Appliance must have the same data partition count as the original VDP Appliance.
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Performing the Checkpoint Restore

To restore a checkpoint from a Data Domain system to a new VDP Appliance:

1 Log in to the VDP Appliance as root and from a CLI prompt query the available checkpoints to recover 
by typing the following command:

ddrmaint cp-backup-list --full --ddr-server=Data_Domain_system --ddr-user=DD_Boost_user_name 
--ddr-password=DD_Boost_user_password

where

 Data_Domain_system is the Data Domain system with the VDP Appliance checkpoint backup.

 DD_Boost_user_name is the DD Boost user account used for VDP and Data Domain system 
integration. 

 DD_Boost_user_password is the DD Boost user account password used for VDP and Data Domain 
system integration.

The output will be similar to the following example:

================== Checkpoint ==================
VDP Advanced Name : a4dpe223d
VDP Advanced MTree/LSU : avamar-1346892530
Data Domain System Name : griffin-dd10.asl.lab.emc.com
VDP Advanced Client Path : /MC_SYSTEM/avamar-1346892530
VDP Advanced Client ID : 8b75468f70dc8ff0fa2e5118cec8ecdddf7fccee
Checkpoint Name : cp.20140919184604
Checkpoint Backup Date : 2014-09-19 11:51:12
Data Partitions : 6
Attached Data Domain systems : griffin-dd10.asl.lab.emc.com

2 Restore the backups stored on the VDP Appliance from the checkpoint stored on the Data Domain system 
(requires the Data Domain server name and credentials of the default backup’s target Data Domain 
system) by using the cprestore command.

The cprestore command is used for the restore operation. The cprestore command completes the 
following tasks:

 Creates NFS export on Data Domain system.

 Mounts Data Domain NFS export on the VDP Appliance.

 Copies the backup files needed on the VDP Appliance from the backup checkpoint on the Data 
Domain system to the corresponding VDP Appliance checkpoint directory in each data partition.

 Undoes NFS mount and export.

To restore the backups on the Data Domain system, type the following command on the VDP  Appliance:

/usr/local/avamar/bin/cprestore --hfscreatetime=VDP_ID --ddr-server=Data_Domain_system 
--ddr-user=DD_Boost_user_name --cptag=Checkpoint_name

where:

 VDP_ID is determined from the output of Step 1. From the VDP Appliance 
MTree/LSU:avamar-1346892530 field, the VDP_ID is 1346892530.

 Data_Domain_system is the Data Domain system with the VDP Appliance checkpoint backup. In the 
previous checkpoint output example, the value is griffin-dd10.asl.lab.emc.com.

 DD_Boost_user_name is the DD Boost user account used for VDP and Data Domain system 
integration. In the previous checkpoint output example, the value is VDP.

 Checkpoint_name is the checkpoint name. In the previous checkpoint output example, the value is 
cp.20140919184604.
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3 Stop the VDP Appliance by typing the following command:

dpnctl stop

A confirmation message, “Do you wish to shut down the local instance of EMS?” appears. Type Y.

4 To initiate a rollback, type the following command:

dpnctl start --foreseeability

A message appears that the appliance was shut down. A list of choices also appears. 

5 Select option 3, “Select a specific checkpoint to which to roll back”.

Wait for the rollback to complete. The rollback might take up to one hour, depending on the amount of 
data present in the VDP Appliance. When the rollback is complete, the command prompt returns.

6 Open the user‐defined temporary file created during the rollback and verify that the rollback successfully 
completed without errors. The VDP Appliance automatically restarts after a successful rollback.

7 Create a new checkpoint on the VDP Appliance:

a On the VDP Configuration tab, select Create integrity check to create a new checkpoint.

b When the checkpoint has been initiated, click OK.

Monitoring Data Domain from the VDP Appliance
To review high‐level information about the Data Domain system attached to a VDP Appliance, use either the 
vSphere Web Client or the VDP Configuration UI.

Monitoring Using the vSphere Web Client

1 In the vSphere Web Client, open the vSphere Data Protection plug‐in.

2 Navigate to the Configuration tab.

In the Data Domain storage summary, the following information is displayed:

 Data Domain system FQDN or IP address

 Capacity of the Data Domain system

 Free Space on the Data Domain system

 Used Capacity on the Data Domain system

Monitoring Using the VDP Configure UI

1 In the VDP Configure UI, navigate to the Storage tab.

2 In the Storage Summary section, the following information is displayed:

 DD Hostname or IP address

 Total Usable Storage

 Storage Available

 Capacity consumed (in percentage)



VMware, Inc. 95

Chapter 9 Data Domain Integration

Data Domain Capacity Monitoring

You can monitor the capacity of the Data Domain system by monitoring the vSphere Web Client or the VDP 
Configuration UI.

1 In the vSphere Web Client, open the vSphere Data Protection plug‐in and navigate to the Configuration 
tab to view a capacity summary for the Data Domain system.

2 In the VDP Configuration UI, open the Storage tab to view a storage summary for the Data Domain 
system.

When the Data Domain system reaches its capacity limit, you can reclaim space on the device by using 
the instructions in “Reclaiming Storage on a Full Data Domain System” on page 95.

NOTE   When the Data Domain system reaches 99% capacity, maintenance operations fail. The best practice 
recommendation is to limit Data Domain capacity usage to 80%.

Reclaiming Storage on a Full Data Domain System
If you use all of the storage space on a Data Domain system, the following issues may occur:

 Backups do not succeed and may not start.

 Operations that change information on the Data Domain system fail, including the deletion of 
checkpoints, active backups, and expired backups during garbage collection. These operations may fail 
because they involve directory renames, which are not allowed on a full Data Domain system.

To reclaim the used storage on a full Data Domain system, perform the following steps:

1 Determine the source of the data that is using the storage. The data may be from a specific client, a group 
of clients associated with a specific VDP Appliance, or a different backup product that stores data on the 
Data Domain system.

2 Cancel any backups that are in progress. You must do this from the command line of the VDP  Appliance.

a Open an SSH or Putty session to the VDP Appliance and type the following commands:

su – admin 
ssh-agent bash 
ssh-add .ssh/dpnid 

b Type the mccli activity show command. 

This command returns results similar to the following sample output:

admin@gs-pod192:~/>: mccli activity show
0,23000,CLI command completed successfully.
ID               Status    Error Code Start Time           Elapsed     End Time             Type             Progress Bytes New Bytes Client            

Domain                        
---------------- --------- ---------- -------------------- ----------- -------------------- ---------------- -------------- --------- --------- 
9138660744236309 Running   0 2013-12-09 09:44 MST 00h:27m:25s 2013-12-10 09:44 MST On-Demand Backup 54.3 GB        

4.2%      Win2008R2-GSClone /10.7.242.175/VirtualMachines 
9138660744234709 Completed 0 2013-12-09 09:44 MST 00h:02m:51s 2013-12-09 09:47 MST On-Demand Backup 40.0 GB        

<0.05%    GermanExchange    /10.7.242.175/VirtualMachines 
9138660718256909 Completed 0 2013-12-09 09:39 MST 00h:01m:06s 2013-12-09 09:40 MST On-Demand Backup 40.0 GB        

<0.05%    GermanExchange    /10.7.242.175/VirtualMachines 
9138660744235609 Completed 02013-12-09 09:44 MST 00h:20m:37s 2013-12-09 10:04 MST On-Demand Backup 40.0 GB        

2.6%      ActiveDirectory   /10.7.242.175/VirtualMachines \

To run the command that cancels the running backup jobs, you need to know the appliance password 
(entered as the ʹAppliancePasswordʹ value below). You also need to note the ID of any Running jobs.
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c Type the mccli activity cancel --mcsuserid=MCUser 
--mcpasswd=AppliancePassword --id=XXXXX command, where AppliancePassword is the 
appliance password and XXXX is the ID of the Running job you wish to cancel. This command returns 
results similar to the following output:

admin@gs-pod192:~/>: mccli activity cancel --mcsuserid=MCUser --mcspasswd=Test12345 --id=9138660744236309
0,22205,Backup cancelled via console
AttributValue 
-------------------------- 
activity-id9138660744236309 

3 Repeat Step c for all jobs in the Running state.

4 Suspend backups and restores. On the VDP Appliance, this can be done by disabling the proxies from the 
command line. Verify with end users that there are no critical backups or restores that must be performed 
before you run these commands.

a Open an SSH or Putty session to the VDP Appliance.

b Enter the service avagent-vmware stop command.

5 Suspend server maintenance operations on the VDP Appliance.

a Open the VDP Configuration UI by opening a web browser and navigating to 
https://<VDP_IP_Address>:8543/vdp-configure.

b If the Maintenance services show as “Running”, click the Stop button. 

6 On the Data Domain system, manually delete the existing STAGING, DELETED, or cur/DELETED 
directories for the VDP Appliance.

7 Use the Data Domain Enterprise Manager to initiate the Data Domain file system cleaning operation.

This process should free enough space to enable VDP Appliance service maintenance operations to 
complete successfully.

8 Restart server maintenance operations on the VDP Appliance.

a Open the VDP Configuration UI by opening a web browser and navigating to 
https://<VDP_IP_Address>:8543/vdp-configure.

b If the Maintenance services show as “Stopped”, click the Start button.

9 Restart the proxies on the VDP Appliance so that backups and restores can run.

a Open an SSH or Putty session to the VDP Appliance.

b Enter the service avagent-vmware start command.

Common Problems and Solutions
This section lists common problems and solutions when you store VDP Appliance backups on a Data Domain 
system.

Backup Fails if the Data Domain System is Offline

If the Data Domain system is offline when a backup starts, then the backup may take five minutes or more 
before it fails. The failure occurs because there is a minimum timeout period of five minutes for almost all DD 
Boost operations.

To resolve the failed backup, set the Data Domain system online, and then retry the backup.
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Rolling Back after Deleting a Data Domain System

If you roll back to a checkpoint after following the procedure for “Deleting the Data Domain System from the 
VDP Appliance” on page 88, the rollback should bring you to a state where the Data Domain system is 
removed from the VDP Appliance.

To add the Data Domain system back to the VDP Appliance, use the VDP Configuration UI. Refer to “Adding 
a Data Domain System” on page 86 for more information.

If you rolled back to a checkpoint before the deletion of the Data Domain system, then the Data Domain system 
should be still attached and properly configured. To remove the Data Domain system, follow the procedure 
for “Deleting the Data Domain System from the VDP Appliance” on page 88.

If a rollback of the appliance leaves you in a different state than these, it is best to contact support to define the 
proper resolution.
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This chapter contains the following topics:

 “Pre‐Expansion Requirements” on page 100

 “VMFS Heap Size Recommendations” on page 100

 “Performing Disk Expansion” on page 101

 “Performance Analysis” on page 103

 “Disk Expansion with Essentials Plus” on page 103

 VDP Disk Expansion 10
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Pre-Expansion Requirements
Ensure that your configuration meets the following requirements before disk expansion. Failure to meet these 
requirements can corrupt vSphere Data Protection (VDP) and require a restoration from a clone or VDP 
backup.

 Confirm that the minimum CPU and memory requirements are met for the new configuration:

 The minimum number of virtual CPUs is 4 for VDP capacity options of 2 TB, 4 TB, 6 TB, and 8 TB.

 The minimum amount of memory per VM depends on the capacity:

 Confirm that both CPU and Memory Hot‐Add are enabled. The CPU and Memory Hot‐Add options are 
disabled by default in the case of an upgraded appliance.

NOTE   

 If you have an Essentials Plus license, you cannot hot‐plug the required memory. You must manually 
increase the memory assigned to VDP. See “Disk Expansion with Essentials Plus” on page 103 for 
additional details.

 Confirm that you have available disk space for the expansion. You can check your disk space from the 
Storage tab. See “Viewing the Storage Configuration” on page 76.

 Perform disk expansion during the backup window when no backup jobs or any other VDP tasks are 
running, such as restores or integrity checks. Ensure that all the VDP services are in a running state before 
attempting disk expansion. See “Starting and Stopping Services” on page 43 for additional details.

 Confirm that you have administrative privileges in the vCenter. See “User Account Configuration” on 
page 22 to determine if you have if you have administrative privileges for the vCenter.

 Confirm that VMFS heap size is set to the correct value for the amount of virtual disk space associated 
with the vSphere host. See “VMFS Heap Size Recommendations” on page 100 for additional details.

 Make a note of the MAC address for the appliance before cloning. The MAC address will be used later in 
cases where storage has failed.

 Create a clone or backup of the VDP Appliance and verify that it is valid before disk expansion.

VMFS Heap Size Recommendations
VMFS heap size determines the amount of virtual disk space that each vSphere host supports. If you exceed 
the amount of virtual disk space beyond what is configured for VMFS heap size, the following can occur:

 Virtual machines behave erratically

 Cannot allocate memory error messages appear

 Virtual machines may crash or fail to start

Before disk expansion, confirm that VMFS heap size is configured properly for the new virtual disk capacity. 
Increasing VMFS heap size increases the amount of memory allocated to the vSphere host kernel and requires 
a system reboot for the changes to take effect.

Capacity size Required memory 

2 TB  6 GB

4 TB 8 GB

6 TB 10 GB

8 TB 12 GB
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VMFS3 and VMFS5 use the same settings and are defined in Table 10‐1.

NOTE   vSphere 5.5 and later include a much improved heap eviction process, so that there is no need for the 
larger heap size that consumes memory. vSphere 5.5 and later support a maximum heap size of 256 MB and 
enables hosts to access all address space of a 64 TB VMFS.

VMware Knowledge Base Article 1004424 specifies the steps to change the VMFS heap size settings.

Performing Disk Expansion 
VDP enables you to expand datastore capacity by using the Expand Storage wizard. Disk expansion allows 
you to expand VDP storage to 2 TB, 4 TB, 6 TB, or 8 TB.

NOTE   You cannot change the provision type from thin provisioning to thick provisioning. The disks inherit 
the provision type that was assigned to them during initial configuration. 

When extending a VMDK which is thick eager‐zeroed, the extended part is only thick lazy‐zeroed. If you need 
to grow your VMDK and you require your VMDK to be thick eager‐zeroed, then use the parameters outlined 
in the following VMware blog:

http://blogs.vmware.com/vsphere/2012/06/extending‐an‐eagerzeroedthick‐disk.html

Prerequisite

During initial configuration, the VDP storage disks are distributed across the available datastore locations and 
the disks are validated.

Procedure

1 Log in to the VDP‐Configure URL:

https://<IP_address_VDP_Appliance>:8580/vdp-configure/

2 Click the Storage tab.

The available datastores appear in the Storage Summary, along with the amount of total usable storage 
and storage capacity that is available for each datastore. 

3 From the Action list, select Expand Storage.

The Expand Storage wizard appears, displaying the current capacity.

Table 10-1.  VMFS heap size settings

Version/build
Default heap 
amount

Default 
allowed open 
VMDK 
storage per 
host

Minimum 
heap amount

Maximum 
heap amount

Maximum 
heap value

Maximum 
open VMDK 
storage per 
host

vSphere Host 
5.0 Update 2 
(914586) and 
earlier

80 MB 8 TB N/A 256 MB 255 25 TB

vSphere Host 
5.0 Patch 5 
(1024429) and 
later

256 MB 60 TB 256 MB 640 MB 255 60 TB

vSphere Host 
5.1 Patch 1 
(914609) and 
earlier

80 MB 8 TB N/A 256 MB 255 25 TB

vSphere Host 
5.1 Update 1 
(1065491) and 
later

256 MB 60 TB 256 MB 640 MB 255 60 TB
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4 Determine if you are expanding the size of the disks or increasing the number of disks. 

NOTE   During expansion to up to 2 TB, the number of disks remains at 3, but the size of the existing disks 
grows. When disks are expanded, the controls to select the number of disks on each datastore are disabled.

a To expand the size of the disks, select a new capacity from the list. You can expand VDP storage to 1 
TB, 2 TB, 4 TB, 6 TB, or 8 TB.

b To add disks, increase the number of disks in the Disks column until the total number of available 
storage disks are allocated. You can allocate all disks to a single datastore or you can distribute the 
disks across multiple datastores.

5 Click Next. 

The Device Allocation dialog box displays the datastores that are known to be available for allocation and 
the number of disks to be allocated. 

A warning message appears if the system detects that a performance analysis has failed, has never been 
run, or is out of date on one or more of the selected datastores. Based on whether or not you want to run 
the performance analysis on the selected datastore, do one of the following:

 Click Yes to abort the wizard and run the performance analysis on the selected datastore. To run the 
performance analysis tool, refer to “Performance Analysis” on page 103.

 Click No to continue with the disk expansion.

6 Click Next to go to the next page of the Expand Storage wizard.

The CPU and Memory dialog box displays the minimum CPU and Memory requirements for the current 
configuration.

7 Select the number of virtual CPUs for each virtual machine. 

The maximum number of virtual CPUs allowed for a VDP virtual machine is 8.

8 Select the amount of memory to be allocated to the VDP virtual machine. 

 The minimum amount of memory per VM depends on the capacity:

 2 TB capacity — 6 GB memory

 4 TB capacity — 8 GB memory

 6 TB capacity — 10 GB memory

 8 TB capacity — 12 GB memory

 The maximum amount of memory allowed for a VDP virtual machine is 64 GB.

9 On the Ready to Complete dialog box, click Finish to apply the changes.

NOTE   After a successful storage configuration, the system automatically creates a checkpoint and runs an 
integrity check.

Viewing the Storage Configuration

After the storage expansion completes, you can use the Storage Summary dialog box to verify the amount of 
total usable storage and storage capacity that is available for each datastore. 

Known Limitation

Immediately following disk expansion, load balancing occurs and the result is used capacity displays incorrect 
values. The values appear correctly, however, after the next maintenance window has completed. 
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Procedure

1 Log in to the VDP‐Configure URL:

https://<IP_address_VDP_Appliance>:8580/vdp-configure 

2 Click the Storage tab.

The Storage Summary displays total usable storage and storage capacity for each datastore. 

Performance Analysis
The performance analysis test performs write, read, and seek performance tests. During initial configuration, 
the performance analysis test evaluates the read, write, and seek capabilities of configured VDP disks. Post 
initial configuration, the tests measure the performance of the datastores as seen by the VDP Appliance by 
creating a temporary disk of 250 GB on that datastore.

Possible test results are as follows:

 Unknown

 Failed

 Passed

Running the Performance Analysis Test

1 Log in to the VDP‐Configure URL:

https://<IP_address_VDP_Appliance>:8580/vdp-configure 

2 Click the Storage tab.

The Storage Summary dialog box appears.

3 Click the Performance Analysis tab. 

The performance analysis test creates a temporary disk on the selected datastore and runs the test on that 
disk. The temporary disk is automatically removed once the performance analysis completes.

4 Select the datastores on which the performance analysis test will run.

5 Click Run to start the performance analysis.

NOTE   You can click Cancel at any time to stop a performance analysis test.

Disk Expansion with Essentials Plus
If you have an Essentials Plus license, you cannot enable Memory Hot‐Add. You must manually adjust the 
memory assigned to VDP , as required for the target capacity.

NOTE   This limitation is true with vSphere 5.x hosts. You must manually set the minimum required memory 
for a vSphere host using the memory requirements listed in Table 10‐2.

VDP requires the following memory based on capacity size.
Table 10-2.  Memory requirements for virtual hardware

Capacity size Required memory

2 TB 6 GB

4 TB 8 GB

6 TB 10 GB

8 TB 12 GB
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Procedure

To perform disk expansion with an Essentials Plus license complete the following steps.

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 Before the expansion, shut down the VDP Appliance by using the Shut Down Guest OS action on the 
virtual machine.

This action automatically performs a clean shutdown of the VDP Appliance. If the appliance is powered 
off without the Shut Down Guest OS action, corruption might occur. It can take up to 30 minutes to shut 
down and restart the VDP Appliance. You can monitor the status through the virtual machine console.

3 Increase the memory assigned to the VDP Appliance by using the requirements listed in Table 10‐2.

a From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

b In the vSphere Web Client, log in as a user who has privileges to edit hardware settings.

c Click vCenter > Hosts and Clusters.

d In the tree on the left, click the disclosure arrows until the VDP Appliance appears.

e Right‐click the VDP Appliance and select Edit Settings.

f Click the Virtual Hardware tab.

g Increase the amount of memory by entering the value in the Memory field.

h Click OK.

4 To restart the VDP Appliance, right‐click the VDP Appliance and select Power On.
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This chapter includes the following topics:

 “Accessing vSphere Data Protection” on page 106

 “Accessing the VDP Appliance Command Line” on page 106

 “Understanding the VDP User Interface” on page 107

 “Switching VDP Appliances” on page 107

 “VDP User Interface” on page 108

 “Viewing Information from the Reports Tab” on page 108

Using vSphere Data Protection 11
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Accessing vSphere Data Protection
vSphere Data Protection (VDP) is accessed through a vSphere Web Client and is managed only through the 
vSphere Web Client.

NOTE   VDP cannot be used without a vCenter Server. In linked mode, the VDP Appliance works only with 
the vCenter Server with which it is associated. If the VDP Appliance fails to appear in the vSphere Web Client, 
remove your vCenter from linked mode.

Prerequisites

Before using VDP, you must install and configure the VDP Appliance described in “VDP Installation and 
Configuration” on page 19.

Procedure

1 From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 In the Credentials page, enter an administrative vCenter username and password, and click Login. The 
specified user account must have administrative privileges.

3 In the vSphere Web Client, select VDP.

4 In the Welcome to VDP page, select the VDP Appliance and click Connect.

The VMware vSphere Web Client dialog box appears.

Accessing the VDP Appliance Command Line
Currently, users can access the VDP Appliance command line using the vSphere Client console, SSH, or Putty 
sessions. With the VDP 5.8 release, the ability to use SSH or Putty to log on to the VDP Appliance with the root 
user has been removed.

To use SSH or Putty to access the appliance, you must log in as the admin user.

With the VDP 5.8 release, the default password for the admin user has also changed. This password only 
applies when the user logs in to the VDP Appliance before completing the configuration of the appliance from 
the VDP Configuration UI. In this scenario, the admin password is 88RttoTriz!!

After the configuration of the appliance is complete, the newly‐configured appliance password can be used to 
access the command line as the admin user.
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Understanding the VDP User Interface
The vSphere Web Client for vSphere Data Protection is used to configure and manage VDP.

Figure 11-1.  vSphere Data Protection user interface

The vSphere Data Protection user interface consists of six tabs:

 Getting Started — Provides an overview of VDP functionality and quick links to the Create a new backup 
job wizard, the Restore a backup job wizard, and the Reports tab. 

 Backup — Provides a list of scheduled backup jobs as well as details about each backup job. You can also 
create and edit backup jobs from this page. This page also provides the ability to run a backup job 
immediately. See“Viewing Information from the Reports Tab” on page 108 for additional information.

 Restore — Provides a list of successful backups that you can restore. See “Restore Operations” on 
page 128 for additional information.

 Replication — Provides a list of successful backups that you can replicate. See “Replication Jobs” on 
page 134 for additional information.

 Reports — Provides backup status reports on the virtual machines on the vCenter Server. See“Viewing 
Information from the Reports Tab” on page 108 for additional information.

 Configuration — Displays information about how VDP is configured and allows you to edit some of 
these settings or add a VDP license. See “Configuring VDP” on page 55 for additional information.

Switching VDP Appliances
Each vCenter Server supports up to 10 VDP Appliances. You can switch appliances by choosing an appliance 
from the drop‐down list to the right of the Switch Appliance option.

NOTE   The VDP Appliances in the drop‐down list are sorted alphabetically, and the first item in the list that 
is displayed on the screen may not match the current appliance. On the VDP screen, the appliance name on 
the left is the current appliance, and the appliance name in the drop‐down list is the first in the list of available 
appliances.
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VDP User Interface
The VDP user interface includes the following features:

 Guest‐level backups of Microsoft Exchange Servers, SQL Servers, and SharePoint Servers.

 Growing and adding disks (disk expansion)

 Backing up to a Data Domain system

 Granular level recovery (GLR)

 Verifying automatic backups 

These options are described in “VDP Application Support” on page 154, which also specifies how to perform 
application‐level backups and restores.

Viewing Information from the Reports Tab
The Reports tab displays the following information:

Appliance Status Information

 Appliance status — The status of the VDP Appliance. 

 Integrity check status — Click the green right arrow to initiate the integrity check. The status value is 
either Normal or Out of Date. 

 Normal indicates that a successful integrity check has been completed in the past two days. 

 Out of Date indicates that an integrity check has not run or has not completed successfully in the past 
two days.

 Used capacity — A percentage of the total VDP capacity that is occupied by backups.

 Used DDR capacity — A percentage of the total capacity that is occupied by the Data Domain system (if 
applicable.

 Recent failed backups — The number of virtual machines that failed to back up in the most recently 
completed backup job.

 Recent failed backup verifications — The number of backup verification jobs that have recently failed.

 Recent failed replications — The number of replication jobs that have recently failed.

 Total VMs protected —The total number of virtual machines that are protected on the VDP Appliance. 

NOTE   The VDP Appliance supports 400 virtual machines. If the maximum numbers of virtual machines are 
exceeded, an alarm is generated and the Log tab displays the error message.

Refresh

Click the Refresh button at any time to update the data in the Reports tab.

Task Failures Tab

The Task Failures tab displays details about jobs that have failed within the last 72 hours. 

Failure Time — The date and time the job failed.

Reason — The reason the job failed. 

Client Name — The client associated with the vCenter.

Job Name — The name of the job that failed.

Job Type — The type of job that failed; for example, Scheduled Backup or On Demand Backup.

Next Run Time — The date and time the job is next scheduled to run.
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View Log link — Click to launch the Job Failure Client Log dialog box, where you can view the client log 
details. If log files are not available in the Client Log dialog box, one of three error messages may appear:

 Failed to retrieve log file. This message appears in the following circumstances:

 Management services were recently restarted.

 Regular log maintenance has removed old log files.

 Logs may be empty or non‐existent. 

 An error may have occurred.

 Failed to retrieve log. Logs are regularly removed 72 hours after the job finished.

 Log file retrieved is empty.

NOTE   Not all replication source and replication destination logging is available through the Job Failures tab. 
However, you can retrieve replication logs from the VDP Configure UI using the regular log bundle. See 
“Collecting Logs” on page 44 for more information.

Actions icon 

You can perform the following tasks from the Actions icon list, located on the right side of the Task failures 
tab:

 Rerun Job — Highlight the failed job and click to rerun the failed job. The Rerun job feature is not enabled 
for Restore failures.

NOTE   To run a backup only for the failed client, select Backup only out of date source under Backup Now 
on the Backup tab.

 Export to CSV — Click to export the current table to a comma‐separated values (.CSV) file.

 Show All Columns — Hide one or more columns by clicking X on the column name, and then click Show 
All Columns to show the hidden columns on the UI. 

Filter

You can filter and customize the job failure details by selecting one of the following criteria. The information 
appears for job failures that occurred within the last 72 hours.

 Show All — Shows all job failure information for the virtual machines. Show All is the default.

 Error — Filters job failure information by errors messages.

 Job — Filters job failure information for a selected job.

 Client — Filters job failure information for a given client.

Job Details Tab

The Job Details tab allows you to select the type of job (Backups, Replication, or Backup verification) and 
display the details for the selected job. Backups is the default job type.

Job details are grouped into three sections:

 Client Information

 Client Name — The client associated with the vCenter. Regular VM clients and retired VM clients 
from the Replicate domain displays the hashed mask value appended to the replicated, recovered, 
and imported names.

 Type — Displays the type as Image, MS SQL Server, MS SharePoint Server, or MS Exchange Server. 
Applications (MS SQL Servers, MS SharePoint Servers, or MS Exchange Servers) are supported only 
on the VDP Appliance.

 Jobs — The job name. Multiple job names appear if a virtual machine resides in two different jobs.
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 Last Execution

 Job Name — The name of the job.

 Completion — The date and time the job completed.

 Result — Whether the job succeeded, failed, or was canceled.

 Next Execution

 Job Name — The next scheduled job name appears. If a virtual machine resides in two different jobs 
with different schedules, then the next scheduled job name appears.

 Scheduled — The date and time the job is next scheduled to run.

Actions icon

You can perform the following tasks from the Actions icon list, located on the right side of the Job Details tab:

 Export to CSV — Click to export the current table to a comma‐separated values (.CSV) file.

 Show All Columns — Hide one or more columns by clicking X on the column name, and then click Show 
All Columns to show the hidden columns on the UI. 

Filter

You can filter and customize the job details by selecting one of the following criteria. The information appears 
for job failures that occurred within the last 72 hours.

 Show All — Shows all job details for the virtual machines. Show All is the default.

 Client — Filters job failure information by client.

 Last Execution — Filters job details for the last executed job.

 Next Execution — Filters job details for the next scheduled job.

Unprotected Clients Tab

 Client Name — The name of the unprotected client.

 IP Address — The IP address or hostname of the unprotected client.

 VM Path — The path where the virtual machine resides.

Actions icon 

You can perform the following task from the Actions icon list, located on the right side of the Unprotected 
Clients tab:

 Export to CSV — Click to export the current table to a comma‐separated values (.CSV) file.
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This chapter includes the following topics:

 “Backup Jobs” on page 112

 “Choosing the Virtual Machines” on page 112

 “Specifying the Backup Schedule” on page 113

 “Setting the Retention Policy” on page 113

 “Creating a Full Image Backup Job” on page 114

 “Creating a Backup Job on Individual Disks” on page 115

 “Viewing Status and Backup Job Details” on page 117

 “Editing a Backup Job” on page 117

 “Cloning a Backup Job” on page 117

 “Locking and Unlocking a Backup” on page 119

Managing Backups 12
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Backup Jobs
Backup jobs consist of a set of one or more virtual machines that are associated with a backup schedule and 
specific retention policies. Backup jobs are created and edited on the Backup tab using the Create a new 
backup job wizard.

Limitations

 Backing up virtual machines greater than 2 TB on Windows operating systems is not supported. This 
limitation does not exist on Linux operating systems. 

 VDP will not back up the following specialized virtual machines:

 VDP Appliances

 vSphere Storage Appliances (VSA)

 VMware Data Recovery (VDR) Appliances

 Templates

 Secondary fault tolerant nodes

 Proxies

 Avamar Virtual Edition (AVE) servers

The wizard allows you to select these VMs. When when you click Finish to complete the wizard, you 
receive a warning that these specialized virtual machines were not added to the job.

 Virtual machines that contain special characters in their names cannot be added to any backup job. The 
following characters cannot be used: ~!@$^%(){}[]|,`;#\/:*?<>ʹʺ&. In addition, diacritical characters cannot 
be used (for example: â, é, ì, ü, and ñ).

 Using snapshots to perform a backup on VMs configured with bus sharing is not supported. If you require 
SCSI bus sharing, refer to the following Knowledge Base article: http://kb.vmware.com/kb/1006392.

Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Choosing the Virtual Machines
You can specify collections of virtual machines, such as all virtual machines in a datacenter or select individual 
virtual machines. If an entire resource pool, host, datacenter, or folder is selected, any new virtual machines 
added to that container are included in subsequent backups. If a single virtual machine is selected, any disk 
subsequently added to the virtual machine is included in the backup. If a virtual machine is moved from the 
selected container to another container that was not originally selected, it is no longer part of the backup. 

You can manually select a virtual machine to be backed up, which ensures that virtual machine is backed up, 
even if it is moved.

Identifying retired virtual machines

The following conditions cause a VM client to be retired and unavailable as candidates for backups, restores, 
or replication jobs:

 Host — Removed from inventory (this also occurs when any parent container of a host is removed, such 
as a cluster, a host folder, a datacenter, or a datacenter folder)

 Virtual machine — Deleted from disk

 Virtual machine — Removed from inventory
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The following conditions exist when the VM client is not retired and the child VM remains in the inventory:

 Resource pool — Removed from inventory

 vApp — Removed from inventory

 Host — Disconnected

 Host — Enters maintenance mode

 Host — Shuts down

Specifying the Backup Schedule
On the Schedule page of the Create new backup job wizard (Step 7) of the procedure below), you can specify 
the time intervals to back up the virtual machines in your backup job. Backups occur as near to the startup of 
the backup window as possible. The available time intervals are daily, weekly, or monthly.

Setting the Retention Policy
Retention policies for the VDP Appliance are set individually per backup job. As each restore point is created 
from a backup job, it retains the retention policy at the time it was created. If a backup job’s retention policy is 
modified, the new policy only affects newly‐created restore points. Previously‐created restore points retain the 
previous retention policy.

On the Retention Policy page of the Create Backup Job wizard (Step 8 ), you specify the retention period for 
backups.

The first three options, Forever, for, and until, apply to all the backups of all the virtual machines in the group 
equally. The fourth option, this Schedule or Custom Retention Schedule, applies only to backups that are 
internally assigned special Daily, Weekly, Monthly, or Yearly tags.

NOTE   The this Schedule default is 60 days. The Custom Retention default is Never.

The first backup of the day receives a Daily tag. If this backup is also the first backup of the week, the month, 
and the year, the backup also receives the Weekly, Monthly, and Yearly tags.The time intervals specified by the 
this Schedule or Custom Retention Schedule options only apply to backups with the internal tags. Table 12‐3 
describes Retention Policy options.

Table 12-3.  Retention Policy Options 

Option Description

Forever Sets backup job to never expire. All backups for the virtual machines in this backup 
job are never deleted. Backup jobs that you run after the expiration date fail.

for Sets a specific number of days, weeks, months, or years for the backup job. All 
backups for the virtual machines in this backup job are stored until the specified time 
interval has elapsed from their creation date. For example, if you set a retention 
policy to 30 days for a backup job, each job that runs has an expiration date of 30 days 
in the future.

until Sets a specific expiration date. All backups for the virtual machines in this backup job 
are deleted on the date specified in the until field.

this Schedule 
or Custom Retention Schedule

Sets the retention time intervals for backups that are assigned internal tags of Daily, 
Weekly, Monthly, or Yearly.
Backups can have more than one of these internal tags. The tag with the longest time 
interval has precedence. For example, if you set backups with a Weekly tag to be 
retained for 8 weeks, and backups with the Monthly tag to be retained for 1 month, 
then backups with both the Weekly and Monthly tags would be retained for 8 weeks.
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Creating a Full Image Backup Job

Prerequisites

 VDP is installed and configured on your vCenter Server.

 The disks are supported by VDP. VDP does not support the following virtual hardware disk types:

 Independent

 RDM Independent ‐ Virtual Compatibility Mode

 RDM Physical Compatibility Mode

Procedure

1 From a web browser, access VDP. 

2 Click the Backup tab. 

The Backup tab displays a list of the backup jobs that have been created. The columns in the list are 
described in the following table:

3 From the Backup Job Actions menu, select New to run the Create new backup job wizard. 

You can also run the Create a new backup job wizard from the Getting Started tab. To do this, click Create 
Backup Job under Basic Tasks.

4 On the Job Type page, select Guest Images, and then click Next.

The Applications option enables you to create backup jobs on Microsoft Exchange Servers, Microsoft SQL 
Servers, and Microsoft SharePoint Servers. “VDP Application Support” on page 153 provides details.

5 On the Data Type page, select Full Image, and then click Next.

The Backup Sources page appears. This page contains all the objects and virtual machines in the vCenter 
Server. 

6 On the Backup Sources page, click the disclosure arrows to progressively disclose the VMs. Select the 
checkboxes next to the items to add to the backup job, and then click Next.

NOTE   If a Data Domain system is configured as the backup target, there is an additional step to configure the 
target destination. Select either local storage or Data Domain storage.

7 On the Schedule page, select the schedule for the backup job and click Next.

Table 12-4.  Column descriptions on Backup tab

Column Description

Name The name of the backup job.

State Whether the backup job is enabled or disabled. Disabled backup jobs will not run.

Type The type of backup, such as Application or Image.

Last Start Time The last time the backup job was started.

Duration How long it took to complete this job the last time it ran.

Next Run Time When the backup job is scheduled to run again

Success Count The number of virtual machines that were backed up successfully the last time the backup 
job ran. This number is updated after each backup job

Failure Count The number of virtual machines that did not back up successfully the last time the backup 
job ran. This number is updated after each backup job.
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8 On the Retention Policy page, select a retention period and click Next. The retention periods from which 
you can choose are described as follows. 

 Forever — All backups for the virtual machines in this backup job will never expire.

 for — All backups for the virtual machines in this backup job will expire after the specified time 
interval has elapsed from their creation date. The time interval can be specified in days, weeks, 
months, or years.

 until — All backups for the virtual machines in this backup job will expire on the date specified.

 this Schedule — Specifies the retention time intervals for backups that are assigned internal tags. 
When you perform scheduled daily backups on a regular basis, some of the backups are 
automatically assigned one of the following retention types:

 Daily — The first successful scheduled backup each day.

 Weekly — The first successful scheduled backup each week.

 Monthly — The first successful scheduled backup each month.

 Yearly — The first successful scheduled backup each year.

The this Schedule default for on‐demand backup jobs is 60 days.

For the purpose of assigning retention types, each day begins at 00:00:01 GMT, each week begins on 
Sunday, each month begins on the first calendar day of that month, and each year begins on January 1.

As backups may have more than one of these internal tags, the tag with the longest time interval has 
precedence. For example, if you were to set backups with a Weekly tag to be retained for 8 weeks, and 
backups with the Monthly tag to be retained for 1 month, then backups that were assigned both the 
Weekly and Monthly tags would be retained for 8 weeks.

CAUTION   Upon entering a new maintenance period following the expiration of a backup, the VDP Appliance 
removes its reference to the backup data and thereafter you cannot restore the expired backup. The VDP 
Appliance determines if the backup data is being used by any other restore point and, if the system determines 
that the data is not being used, the data is removed and the disk capacity frees up.

9 On the Name page, enter a backup job name and click Next.

The backup job name must be unique and can be up to 255 characters long. The following characters 
cannot be used in the backup job name: ~!@$^%(){}[]|,`;#\/:*?<>ʹʺ&. In addition, diacritical characters 
cannot be used (for example: â, é, ì, ü, and ñ). 

10 On the Ready to Complete page, review the summary information for the backup job, and then click 
Finish.

An information dialog box will confirm the backup job was created successfully. The backup operation 
can take several minutes.

11 Click OK.

The newly created backup job is now listed on the Backup tab.

Creating a Backup Job on Individual Disks
A full image backup job aggregates all disks in the entire virtual machine into a single image backup. 
Individual disk backup jobs allow you to select only the disks you need. This capability allows you to filter 
based on certain configuration criteria, such as by operating system or by retention policy.
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Unsupported disk types

When planning for individual disk backups, make sure the disks are supported by VDP. Currently, VDP does 
not support the following virtual hardware disk types:

 Independent

 RDM Independent ‐ Virtual Compatibility Mode

 RDM Physical Compatibility Mode

 Virtual disks attached to the SCSI controller with bus‐sharing enabled

NOTE   If a virtual machine contains a VMDK that is not supported, the VMDK is grayed out and the checkbox 
is unavailable.

For more information about backing up unsupported disk types, refer to “Single VMDK Backup and Restore” 
on page 16.

Limitation

To perform a backup of a single VMDK on the virtual machine that includes multiple VMDKs, the datastore 
must have enough space for snapshots of all of the VMDKs on the virtual machine. Even though the backup 
job is meant to back up a single VMDK, the backup process performs a snapshot of all of the VMDKs on the 
virtual machine. This behavior is a limitation in VMware.

Prerequisites

The VDP Appliance is installed and configured on your vCenter Server.

Procedure

1 From a web browser, access VDP. 

2 Click the Backup tab and, from Backup Job Actions, click New to launch the Create a new backup job 
wizard.

NOTE   You can also launch the Create a new backup job wizard from the Getting Started tab. To do this, click 
Create Backup Job under Basic Tasks.

3 To back up individual virtual machine disks, select Individual Disks as the data type, and then click Next.

The Virtual Machines page displays an inventory tree. This tree contains all the objects and virtual 
machines in the vCenter Server. 

Click on the disclosure arrow to progressively disclose the contents of the tree. Select the checkboxes next 
to the items to add to the backup job, and then click Next.

4 On the Schedule page, select the schedule for the job and click Next.

5 On the Retention Policy page, accept the default retention policy or specify an alternate retention policy 
and click Next.

6 On the Name page, enter a backup job name and click Next.

The backup job name must be unique and can be up to 255 characters long. The following characters 
cannot be used in the backup job name: ~!@$^%(){}[]|,`;#\/:*?<>ʹʺ&. In addition, diacritical characters 
cannot be used (for example: â, é, ì, ü, and ñ). 

7 On the Ready to Complete page, review the summary information for the backup job, and then click 
Finish.

An information dialog box will confirm the backup job was created successfully. The backup operation 
can take several minutes.

8 Click OK.

The newly‐created backup job is now listed on the Backup tab.
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Migration on Individual Disks

VMware Storage VMotion (SVMotion™) is a component of VMware vSphere that provides an intuitive 
interface for live migration of vmdk files with no downtime or disruption in service. You can find complete 
information about migrating with vMotion and SVMotion at the VMware vSphere Documentation Center web 
site: 

http://pubs.vmware.com/vsphere‐51/index.jsp.

Users have two options when migrating a virtual machine from one datastore to another:

 Migrate the full virtual machine all at once to another datastore. 

 Migrate individual disks to another datastore, where disks for a single virtual machine may reside on a 
different datastore.

When a full virtual machine is migrated, the VDP Appliance updates the backup jobs with the new locations 
of the protected VMDKs.

When individual disks (vmdk files) are migrated from one datastore to another, any associated vmdk backup 
jobs will no longer protect the vmdk files that were migrated (because those disks cannot be found). An alert 
will be issued in the vCenter as an event entry, and the following user log entry will appear in the VDP user log. 

VDP: One or more disks protected by backup job may have been migrated to new datastores. Please edit the backup job and ensure 
that the required disks are included in the backup targets of the job.

If a backup job no longer protects the disk it originally protected, the Edit backup job wizard does not show 
the disk as protected. In this case, you must manually re‐add the disks to the backup job.

Viewing Status and Backup Job Details
The Backup tab displays a list of backup jobs that have been created with VDP. By clicking on a backup job, 
you can see the details of the job on the Backup Job Details pane:

 Name — The name of the backup job.

 Status — Whether the backup job is enabled or disabled.

 Sources — A list of the virtual machines in the backup job. 

 Out of Date — A list of all the virtual machines that failed to back up the last time the job ran. 

Editing a Backup Job
After you create a backup job, you can edit the job by highlighting the backup job and selecting Backup Job 
Actions > Edit.

Cloning a Backup Job
After you create a backup job, you can use the job as a template for creating a different job by highlighting the 
backup job and selecting Backup Job Actions > Clone.

Performing the clone action launches the Cloning backup job wizard and uses information from the original 
job to automatically fill in the first three pages of the wizard (Virtual Machines, Schedule, and Retention 
Policy). The cloned job requires a unique name. Except for the data type (because an image backup cannot be 
changed to an individual disk backup and vice versa), any of the settings that were copied from the original 
job can be modified.

NOTE   You can clone full image backups and individual disk backups.
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Deleting a Backup Job

You can delete the job by highlighting the backup job and selecting Backup Job Actions > Delete.

NOTE   When using Delete on the Backup tab you are only deleting the job. Any backups previously made by 
the job are still retained by VDP in accordance with the retention policy of the job. To delete backups, use 
Delete on the Restore tab.

You cannot delete backups that were run on individual disks. You can only delete full image backups.

Enabling or Disabling a Backup Job

If you want to temporarily stop a backup job from running in the future, you can disable it. You can edit and 
delete disabled backup jobs. VDP will not run a disabled job until it has been enabled. 

You can enable or disable backup jobs by highlighting the backup job and selecting Backup Job Actions > 
Enable/Disable.

Running Existing Backup Jobs Immediately

You can run backup jobs immediately by using one of the following methods:

 Choosing to backup up a protected virtual machine

 Choosing to run an existing backup job

Immediately Backing Up a Protected Virtual Machine

1 Select the protected virtual machine you want to immediately back up by using one of the following 
options:

 Right‐click the virtual machine in an inventory tree and select All VDP Actions > Backup Now. The 
virtual machine must belong to a backup job for this selection to appear.

 Click the virtual machine in an inventory tree, and then click the Actions button. Select All VDP 
Actions > Backup Now. The virtual machine must belong to a backup job for this selection to appear.

 Click the virtual machine (on the Reports tab), click the Actions icon, and then select Backup Now.

The Backup Now dialog appears.

2 Select the VDP Appliance and the backup job, and then click OK.

An information dialog appears telling you the backup job has been initiated. 

3 Click OK.

VDP starts the backup job.

Immediately Running a Backup Job

1 From the Backup tab in the VDP user interface, click the job you want to run immediately.

Multiple selections are allowed on the Backup tab by using Ctrl‐ or Shift‐click. Hold down the Ctrl key 
and click multiple, specific backup jobs. Hold down the Shift key and click a range of backup jobs.

2 Click Backup Now.

A drop‐down selection appears with the following options:

 Backup all Sources — Backs up all the virtual machines in the backup job.

 Backup only out of date sources — Backs up only the virtual machines that did not back up 
successfully the last time the backup job ran.

3 Click the sources you want to back up immediately.



VMware, Inc. 119

Chapter 12 Managing Backups

4 Click OK when you see the message that the backup has been requested.

VDP starts the backup job.

The Backup Now option immediately initiates backup jobs if VDP is in the backup window or the 
maintenance window.

Locking and Unlocking a Backup
During maintenance periods, VDP examines the backups in the appliance and evaluates whether the backup 
retention period has expired. If it has expired, VDP removes the expired backup from the appliance. However, 
if you want to prevent VDP from deleting a backup, you can lock it. VDP will not evaluate the retention period 
on that backup again, until it is unlocked.

NOTE   Data in the VDP database drives the locked status. The VDP database is cleared when disks are 
imported (see “Attaching Existing VDP Disks” on page 73). When disks are imported, the original expiration 
date for locked backups is reassigned to “never,” and therefore, those disks cannot be unlocked. 

NOTE   You cannot lock individual disk backups. You can only lock full image backups.

Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. 

2 From the Restore tab in the VDP user interface, click the disclosure arrow associated with the backups 
shown in the table to locate the backup you want to lock.

3 Select the checkbox next to the backup you want to lock.

4 Click the Lock/Unlock icon. 

Locking a backup overlays a lock icon on the backup icon ( ). The backup is now locked.

5 To unlock a backup, select the Lock/Unlock icon again. 

The lock overlay is cleared and VDP evaluates the retention date of the backup during the next 
maintenance period.
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This chapter includes the following topics:

 “About Automatic Backup Verification” on page 122

 “Creating a New Backup Verification Job” on page 123

 “Editing a Backup Verification Job” on page 124

 “Cloning a Backup Verification Job” on page 125

 “Executing and Running a Backup Verification Job” on page 125

 “Monitoring Backup Verification” on page 126

 “Enabling and Disabling a Backup Verification Job” on page 126

 “Deleting a Backup Verification Job” on page 126

Automatic Backup Verification 13
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About Automatic Backup Verification
Automatic Backup Verification (ABV) is a scheduled or on‐demand mechanism for verification of backups that 
ensures the integrity of restore points. ABV has the following characteristics:

 Backups are restored to a temporary virtual machine with the following naming convention:

VDP_VERIFICATION_<vm‐name> ‐<unique number>

 Backups are restored with no network conflicts, because the NIC is always disabled during the ABV 
operation. Because the NIC is disabled, you cannot perform a ping test.

 After the backup verification job completes, temporary virtual machines, also referred to as validating 
VMs, are removed and deleted from the inventory. 

 Only the last successful full image backup for any VM is verified. The Recent Tasks pane and Event log 
report which backup has been verified.

Limitations

 Backup verification is not supported for the following configurations:

 Single VMDK backups.

 Image backups of RDM disks (physical mode). RDM virtual dependent disks are supported.

 Application database backups of Microsoft applications (Exchange Servers, SharePoint Servers, and 
SQL Servers) are not supported.

 Replicated backups.

 Backups from imported disks.

 The verification fails if the path to the destination host is changed. If the host is moved to a new location, 
you must edit the verification job and select the destination host again.

 Similarly, if the datastore name is changed, you must edit the verification job to reselect the same or 
different datastore before you can successfully run the job again.

 In some cases, VDP fails to automatically delete the validating VM from the vCenter inventory. In this 
scenario, you must manually delete the validating VM.

 vSphere hosts before version 4.0 are not supported as destination hosts to where temporary VMs will be 
restored.

Best Practices

Timing and Resource Conflicts

You can take steps to avoid timing and resource conflicts when using the backup verification feature.

1 When you first install VDP, run initial full backups. 

2 After the initial backups run, let the first incremental backups run.

3 Determine how long it takes for the backups to run, and schedule backup verification jobs to run after the 
incremental backups have completed.

Selecting the Destination

Consider the following recommendations while selecting the destination:

 Load balance if multiple verification jobs are to be run at the same time. Limit the number of jobs to five 
if they are run simultaneously.

 Make sure there are sufficient resources available on the host and the datastore where the temporary VM 
will be restored.
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General

 Verify VMware Tools are installed on the VM at the time the VM is backed up.

 Set the heartbeat timeout interval to its optimal value, depending on the environment. Note that some 
VMs may take longer to send and receive the VMware Tools heartbeat than others.

 Periodically verify the availability of the destination host and a datastore. Edit the job and reconfigure the 
destination if needed. If the destination host or datastore is unavailable, edit the job and choose a new 
destination.

 Before you select Verification Script as the advanced verification option, manually run the script on the 
guest OS to verify it executes successfully. 

Creating a New Backup Verification Job
The backup verification job runs on demand or as part of a schedule. The Backup Verification section of the 
Backup tab allows you to create and manage backup verification jobs.

Prerequisites

 A backup job or a restore point must exist before you create a verification job for a virtual machine. The 
backup job and restore type must be full image.

 VMware Tools must be installed on virtual machines at the time of backup. If no VMware Tools are found 
on the validating VM, the heartbeat verification will fail.

 The selected datastore must have sufficient space available.

 If you plan to use a verification script, the verification script must not be dependent on connecting to other 
VMs in the network. 

Procedure

1 From a web browser, access VDP.

2 Click the Backup tab.

3 On the Backup tab, click Backup Verification.

4 From the Backup Verification Job Actions menu, select New.

The Create a new backup verification job wizard opens to the Virtual Machines page.

5 On the Virtual Machines page, select a virtual machine for which you want to create a verification job, and 
then click Next. 

 You can select only one virtual machine per verification. Multiple selections are not supported.

 The virtual machine must be a part of a full image backup job or it can have restore points.

 You can filter the virtual machines by name, if needed.

 VMware Tools must be present on the virtual machine backups or the verification job will fail.

6 On the Verification Options page, select an option:

 Heartbeat Verification — This is the default option for verification of a backup, regardless of whether 
you select script verification. The heartbeat verification checks whether the VMware Tools heartbeat 
has been received within a specific timeframe after the VM has powered on. If the VMware Tools 
heartbeat is received, the guest OS has booted successfully and is in a healthy state.

NOTE   The Guest OS Heartbeat is the default option for verification. 

 Script Verification — This is the advanced verification option. Use script verification if you want to 
verify the virtual machine for the health status of applications and services that run on the guest OS. 
The script must be predefined and must pre‐exist on the guest OS. The verification script must not be 
dependent on connecting to other virtual machines in the network. 
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If you choose to execute a script on a guest OS, supply the following information:

 Username — Type the user ID used to log in to the guest OS.

 Password — Type the password used to log in to the guest OS.

 Confirm Password — Retype the password.

 Verification Script on Guest — Type the full path to the location of the script on the guest OS.

For script configuration details, refer to “Verification Script Configuration” on page 124.

7 Click Next.

8 On the Destination page, select a destination:

 Destination Path — The destination host must be compatible with the validating virtual machine 
and must have sufficient resources to restore the validating virtual machine. You must select a 
standalone host or a host inside a cluster as a destination where backups will be temporarily restored 
for the purpose of verification. Resource pools and vApps are not supported as valid destinations. 
vSphere hosts before version 4.0 are not supported.

 Datastore — Depending upon the host that is selected, a list of datastores is displayed. You must 
select one datastore where the validating virtual machine will be restored. Make sure the selected 
datastore has sufficient space available.

9 Click Next.

10 On the Schedule page, select the schedule for the backup verification job to run. Settings made on this 
page determine how often and at what time of the day your verification job will run.

a Backup verification schedule — Specify the time intervals as daily, weekly, or monthly.

b Start time on server — Specify the time for the backup verification to occur on the scheduled day.

11 Click Next.

12 On the Job Name page, type a unique name to identify the verification job, and then click Next.

The verification job name can include all alphabets and numbers. The only special characters allowed are 
spaces, underscores, hyphens, and periods.

13 On the Ready to Complete page, review the summary of the backup verification job that you are creating. 
If needed, you can change the job’s configuration by clicking Back to the appropriate page. When you are 
ready to save the job, click Finish.

NOTE   You can also review the summary of the backup verification job from the Backup Verification section 
under the Restore tab. 

14 Click OK when you see the message that the backup verification job was created successfully.

Verification Script Configuration

If you plan to use a verification script, supported script formats are .bat, .cmd, .sh, and .exe. A valid script file 
runs by double‐clicking it in the file manager or Explorer view. If the script is an unsupported format, you 
must enclose the execution of the script inside a supported format. 

For example, a Windows Power Shell (.ps1) script cannot be called and run directly by using VDP, because the 
.ps format is not supported. You can, however, call the .ps script through a supported format (such as .bat), 
and then specify the full path to the location of the script on the guest OS. Make sure to set the execution policy 
to Unrestricted before you run the script.

The script must return a 0 or non‐0 integer. If 0 is returned, the script verification succeeded. If a non‐0 value 
is returned, the script verification failed.

Editing a Backup Verification Job
After you create backup verification jobs, you can edit them as needed.
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Procedure

1 From a web browser, access VDP. 

2 Click the Backup tab.

3 On the Backup tab, click Backup Verification.

4 Select the backup verification job that you want to edit, and then select Edit from the Backup Verification 
Job Actions menu.

The Editing backup verification job: job_name wizard opens to the Virtual Machines page.

5 Step through the wizard, making changes as needed.

6 When you have completed your changes, click Finish.

7 Click OK when you see the message that changes to the backup verification job were saved successfully.

Cloning a Backup Verification Job
You can use a verification job as a template for creating another job by highlighting the verification job and 
selecting Backup Verification Job Actions > Clone.

Performing the clone action launches the Cloning backup verification job wizard and uses information from 
the original job to automatically fill in the first three pages of the wizard (Virtual Machines, Schedule, and 
Retention Policy). The cloned job requires a unique name. 

Executing and Running a Backup Verification Job
After you create a backup verification job, you can invoke verification by running on‐demand verification or 
by waiting for the schedule to start the backup verification job. The complete backup verification cycle is as 
follows:

 Restore — The latest backup for the selected VM is restored into a temporary VM that is deleted after 
backup verification.

 Power On — After the temporary VM has been restored, it will be configured to disable the NIC before it 
is powered on.

 Boot OS — Wait for the guest OS to boot completely after the VM is powered on.

 Heartbeat Verification — After the guest OS has booted, the appliance waits to receive the VMware Tools 
heartbeat from the restored VM. In an event the heartbeat is not received for any reason, the verification 
job fails and the backup is not in a good state.

 Verification Script — The script is executed only when you have selected the advanced level of verification 
(Verification Script). This feature runs a customized script defined and specified by the user to verify the 
state of applications running on the guest OS.

 Power Off — After the script verification completes, the VM is powered off.

 Delete VM — In this final step, the restored VM is deleted and the results of the verification is reported 
by the vCenter (in the Recent Tasks pane and in the Events log). 

Procedure

1 From a web browser, access VDP.

2 Click the Backup tab.

3 On the Backup tab, click Backup Verification.

4 Select the backup verification job that you want to run, and then click Verify Now.

5 Click OK when you see the message that the backup verification request or requests have been issued 
successfully.
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Monitoring Backup Verification
Only the last, successful backup for any VM is verified. You can use any of the methods below to check 
verification job results:

 vCenter Tasks/Events

 Reports tab. See “Viewing Information from the Reports Tab” on page 108 for more information.

 Email reports. See “Configuring Email” on page 58 for more information.

 Client logs. You can download client logs from https://<IP address or hostname of VDP>:8543/vdp‐configure.

Enabling and Disabling a Backup Verification Job
After you create backup verification jobs, you can enable and disable them as needed. When you disable a 
backup verification job, it will not run again until you enable it.

Procedure

1 From a web browser, access VDP. Refer to “Backup Jobs” on page 112 for instructions.

2 Click the Backup tab.

3 On the Backup tab, click Backup Verification.

4 Select the backup verification job that you want to enable or disable, and select Enable/Disable from the 
Backup Verification Job Actions menu.

5 Click OK when you see the message that the backup verification job has been successfully enabled or 
disabled.

Deleting a Backup Verification Job
You can delete backup verification jobs when they are no longer needed.

Procedure

1 From a web browser, access VDP. Refer to “Backup Jobs” on page 112 for instructions.

2 Click the Backup tab.

3 On the Backup tab, click Backup Verification.

4 Select the backup verification job that you want to delete, and select Delete from the Backup Verification 
Job Actions menu.

5 Click Yes when you are asked if you are sure you want to delete the selected job.

6 Click OK when you see the message that the backup verification job has been deleted successfully.
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14

This chapter includes the following topic:

 “Restore Operations” on page 128

 “Selecting Backups to Restore” on page 128

 “Filtering for List of Backups” on page 128

 “Restores when Snapshots Are Present” on page 128

 “Restoring Image Backups to the Original Location” on page 128

 “Restoring Image Backups to a New Location” on page 130

 “Restoring Backups to Individual SCSI Disks” on page 131

 “Deleting a Backup from the Restore Tab” on page 132

 “Clearing all Selected Backups from the Restore Tab” on page 132

Managing Restores 14
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Restore Operations
After you back up virtual machines, you can restore the backups to the original location or to an alternate 
location.

Restore operations are performed on the Restore tab. The Restore tab displays a list of virtual machines that 
have been backed up by the VDP Appliance. By navigating through the list of backups, you can select and 
restore specific backups. Before you select a backup to restore, note the expiration date of the backup.

Over time, the information displayed on the Restore tab may become out of date. To see the most up‐to‐date 
information on backups which are available for restore, click Refresh.

Limitations

 The Restore wizard does not allow you to select multiple restore points for the same MSApp client. You 
can select only one restore point from the same client at a time.

 If the target VM has SCSI bus sharing configured, restores to that VM are not supported.

Selecting Backups to Restore
Backups can be restored through the following options:

 Click Restore a Backup on the Getting Started tab of the VDP UI.

 From the Restore tab, select a restore point and click Restore.

 Right‐click a protected virtual machine in the vCenter inventory list, and then select All VDP Actions > 
Restore Rehearsal. The Select Backup page displays a list of backups.

Filtering for List of Backups
The list of backups that can be restored can be filtered by using drop‐down arrows in the following ways:

 Backup date — Filtered by “is before,” “is after,” “is on,” or “is not on”

 Client name — Filtered by “contains,” “does not contain,” “is,” or “is not”

 Location — Filtered by location of backup

Clear the filter by clicking Refresh or by selecting Show All from the filter drop down menu.

The Select Backup page allows you to choose the virtual machines to restore.

Restores when Snapshots Are Present
Previous versions of VDP allowed users to perform restores to the original virtual machine even if the virtual 
machine contained snapshots. With VDP version 5.5 and later, snapshots are not allowed on the virtual 
machine.

CAUTION   Before you perform restores, remove any snapshots that might exist from the virtual machine. The 
restore job fails if the target virtual machine contains snapshots. 

Refer to the following Knowledge Base articles about how to properly use snapshots:

 http://kb.vmware.com/kb/1025279 

 https://community.emc.com/thread/145249?start=0&start=0

Restoring Image Backups to the Original Location
You can restore backups manually by using the Restore backup wizard. 

There are three scenarios where, if the individual disks are selected to be restored instead of the entire VM, 
you cannot restore to the original location:
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 The original disk is marked as independent‐persistent.

 The original disk has been removed from the target VM.

 The original disk has been deleted from the target VM.

NOTE   A restore job of the same disk or disks from two different timestamps is not permitted. If you attempt 
to restore a disk that has been backed up with two different timestamps, you are presented with the option of 
removing the duplicated hard disk. The restore will not proceed until the duplicated hard disk is removed.

After a successful recovery action completes, VDPdisplays the recovered virtual machine under the Replicate 
link.

Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. 

2 Click the Restore tab.

3 If necessary, filter the backups to narrow your search.

4 Select a virtual machine listed in the Name column. When you click on a virtual machine, it expands to 
list the backups that have been performed. You can select one or more backups, or you can click a backup 
to drill down further until you locate the disk that you want to restore.

NOTE   The client (virtual machine) name that appears in the Name column is renamed to append a string of 
random characters if the storage has been imported from a different VDP Appliance during initial 
configuration.

5 Select the checkbox beside one or more items to select them for restore.

6 Click Restore to start the Restore backup wizard.

The Select Backup page appears.

7 On the Select Backup page, verify the list of backups to restore is correct and remove any that you want 
to exclude from the restore operation. Click Next.

The Set Restore Options page appears.

8 On the Set Restore Options page, leave the Restore to Original Location box checked. If the vmdk file still 
exists at the original location, it is overwritten. 

NOTE   If the virtual disk on the original VM has been removed or deleted, the restore to original location 
option is not allowed. The VMDK must be restored to a new location.

9 Click Next.

The Ready to complete page appears.

10 On the Ready to complete page, review the summary of your restore requests.

This summary identifies how many machines will be replaced (or restored to their original location) and 
how many will be created (or restored to a new location). 

If you want to change any of the settings for your restore request, click the Back button to return to the 
appropriate screen, or click the appropriate numbered step title on the left side of the wizard screen.

11 Click Finish to start the restore operation.

A message appears telling you that your restore was successfully initiated. 

12 Click OK. 
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13 Monitor the restore progress through the Recent Tasks pane.

NOTE   If you selected Reconnect NIC during the restore process, confirm the network configuration for the 
newly‐created virtual machine. It is possible that the new virtual machine NIC is using the same IP address as 
the original virtual machine, which will cause conflicts.

Restoring Image Backups to a New Location
You can restore backups manually by using the Restore backup wizard. On the Set Restore Options page of 
the Restore a backup wizard, you can specify to where you want the image backup restored.

Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. 

2 Click the Restore tab.

3 If necessary, filter the backups to narrow your search.

4 Select a virtual machine listed in the Name column. When you click on a client (virtual machine), it 
expands to list the backups that have been performed. You can select one or more backups, or you can 
click a backup to drill down further until you locate the disk or application that you want to restore.

NOTE   The client name that appears in the Name column is renamed to append a string of random characters 
if the storage has been imported from a different VDP Appliance during initial configuration.

5 Select the checkbox beside one or more items to select them for restore.

6 Click Restore to start the Restore backup wizard.

The Select Backup page appears.

7 Click the backup that you want to restore, and then click Next.

The Set Restore Options page appears.

8 Clear the Restore to Original Location box to set the restore options for each backup that you are 
restoring to a new location. Specify the following information:

a New VM Name — Type a new name for the restored VM.

b Destination — Click Choose and select the new destination.

c Datastore — Select the datastore in which the VM will be restored.

9 Click Next.

The Ready to complete page appears.

10 Review the summary of your restore requests.

This summary identifies how many machines will be replaced (or restored to their original location) and 
how many will be created (or restored to a new location). 

If you want to change any of the settings for your restore request, click the Back button to return to the 
appropriate screen, or click the appropriate numbered step title on the left side of the wizard screen.

11 Click Finish to start the restore operation.

A message appears telling you that your restore was successfully initiated. 

12 Click OK. 

13 Monitor the restore progress through the Recent Tasks pane.
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NOTE   If you selected Reconnect NIC during the restore process, confirm the network configuration for the 
newly‐created virtual machine. It is possible that the new virtual machine NIC is using the same IP address as 
the original virtual machine, which will cause conflicts.

Restoring Backups to Individual SCSI Disks
You can restore backups to individual SCSI disks by using the Restore backup wizard. On the Set Restore 
Options page of the Restore a backup wizard, you can specify to where you want the individual SCSI disks 
restored.

NOTE   SCSI ID does not support multiple restore requests of different VMs. Although you can initiate multiple 
restore operations, only the first restore is successful. When restoring multiple disks as new disks on either the 
original or existing VM, all the disks to be restored must come from the same backup and the same VM.

Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

Procedure

1 From a web browser, access VDP. 

2 Click the Restore tab.

3 If necessary, filter the backups to narrow your search.

4 Select a virtual machine listed in the Name column. When you click on a client (virtual machine), it 
expands to list the backups that have been performed. You can select one or more backups, or you can 
click a backup to drill down further until you locate the disk or application that you want to restore.

NOTE   The client name that appears in the Name column is renamed to append a string of random characters 
if the storage has been imported from a different VDP Appliance during initial configuration.

5 Select the checkbox beside one or more items to select them for restore.

6 Click Restore to start the Restore backup wizard.

The Select Backup page appears.

7 Click the backup that you want to restore, and click Next.

The Set Restore Options page appears.

8 Clear the Restore to Original Location box to set the restore options for each backup that you are 
restoring to a new location. 

9 Specify the following information:

a Destination — To select a new destination, click Choose. You can select a new location destination 
container (vApp, Resource pool, host, or datacenter) where the backup will be restored, or you can 
accept the default destination, which is the original location of the existing VM. 

b New VM Name — The New VM Name field auto‐populates with the existing VM name. You can 
modify this field to give the VM a new name if you are restoring to a container. If you are restoring 
to an existing VM, you cannot modify the name.

c Datastore — Lists the datastore in which the first disk currently resides. If you are restoring a disk to 
an existing VM, this field is not editable. If you are restoring a disk to a new container, select the 
datastore in which the VM will be restored.

d Disk ID — Lists the SCSI disk ID slots available as restore targets. The list shows only empty SCSI 
slots of the SCSI controllers that are currently attached to the virtual machine. Select a SCSI virtual 
disk slot as the restore target from the list. 
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You cannot restore to IDE‐configured virtual disks. Only SCSI virtual disks are supported. A 
maximum of 15 disks are allowed on a SCSI controller. Slot 7 is reserved and unavailable. 

NOTE   The Restore backup wizard does not automatically add a new controller if there are not enough SCSI 
slots available. You must add a new SCSI controller before initiating the disk restore.

10 Click Next.

The Ready to complete page appears.

11 Review the summary of your restore requests.

This summary identifies how many machines will be replaced (or restored to their original location) and 
how many will be created (or restored to a new location). 

If you want to change any of the settings for your restore request, click the Back button to return to the 
appropriate screen, or click the appropriate numbered step title on the left side of the wizard screen.

12 Click Finish to start the restore operation.

A message appears telling you that your restore was successfully initiated. 

13 Click OK. 

14 Monitor the Restore progress through the Recent Tasks pane.

Deleting a Backup from the Restore Tab
 VDP deletes backups according to the retention policies that were set in the backup jobs. However, you can 
manually delete backups from the Restore tab by selecting the backup jobs for deletion and clicking the Delete 
icon.

NOTE   You cannot delete individual disk backups. You can only delete full image backups.

Clearing all Selected Backups from the Restore Tab
1 From the Manual Restore tab, select the backups you want to clear from the list of backups, and then click 

Clear All Selections. 

2 Click the Refresh button to update the data in the Restore tab.
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This chapter includes the following topics:

 “Replication Jobs” on page 134

 “Creating a Replication Job” on page 136

 “Managing Destinations” on page 140

 “Editing a Replication Job” on page 140

 “Cloning a Replication Job” on page 141

 “Deleting a Replication Job” on page 141

 “Enabling or Disabling a Replication Job” on page 141

 “Viewing Status and Replication Job Details” on page 141

 “Running Existing Replication Jobs Immediately” on page 141

 “Replication Back to the Source” on page 141

 “Replication Recovery Compatibility” on page 142

 “Enabling or Disabling Replication Recovery” on page 143

 “Replication Recovery” on page 143

 “Multi‐Tenancy” on page 144

Replication 15
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Replication Jobs
Replication enables you to avoid data loss if the source VDP Appliance fails because copies of the backups are 
available on the destination target. Replication jobs determine which backups are replicated, and when and to 
where the backups are replicated. With scheduled or ad hoc replication jobs for clients that have no restore 
points, only the client gets replicated on the destination server. Backups created with the VDP Appliance can 
be replicated to another VDP Appliance, to an Avamar server,  or to a Data Domain system. 

Replication Compatibility

Table 15‐5 and Table 15‐6 indicate which backups can and cannot be replicated, depending on which VDP 
product was used to create them.

The following abbreviations are used in these tables:

 VDP‐A — VDP Advanced Appliance

 RTI — Replication Target Identity

IMPORTANT   VDP Advanced applies to VDP 5.8 and earlier. RTI applies only to VDP 5.8.

 DD — Data Domain System

 N — No, the target is not supported

 Y — Yes, the target is supported

 (R) — Recommended

 (NR) — Not Recommended

 (HP) — Hashed Password

Table 15-5.  Replication Source Matrix - Part 1 
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RTI 5.8.x + DD N N N N Y N N Y N N Y 
(R)

VDP 6.0.x N N N Y Y
(R)

N Y Y
(R)

N Y Y
(R)

VDP 6.0.x + DD N N N N Y N N Y N N Y

Table 15-6.  Replication Source Matrix - Part 2
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Table 15-5.  Replication Source Matrix - Part 1  (Continued)
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Replication and Data Domain

If the source VDP Appliance has a Data Domain system as its backup target, the replication destination VDP 
Appliance must also have a Data Domain system. Similarly, if replicating from VDP to an Avamar server, the 
Avamar server must have a Data Domain system. 

NOTE   DD Boost 2.6 and Data Domain version 5.3 and 5.4 are supported.

The Replication job fails if Data Domain and Avamar backup targets are combined into a single replication job. 
You must either configure all Data Domain clients or all Avamar clients as the backup targets. 

Best Practices when Replicating

 Because only completed client backups are replicated, make every effort to schedule replication during 
periods of low backup activity. This ensures that the greatest number of client backups replicate during 
each replication session.

 If you change the user ID or password for the root account on the replication target server, you must 
update the destination user ID and password on the source server with the new password.

 Using replication destination management, you can update the information for one or more replication 
jobs associated with the same replication destination server.

 Replication of dynamic or non‐static data is not supported; therefore, it is recommended to run the 
replication during a period of low backup activity. 

 You cannot run simultaneous replication and/or recovery of multiple clients if simultaneous, multiple 
backup and/or restore operations are running.

Limitations

 When a replication job starts, it can process only quiescent, static data that resides on the source server. 
Therefore, any operation that writes data to the source server and has not fully completed (for example, 
an in‐process backup job) will not be part of that replication job. The data will, however, be replicated 
during the next replication operation.

 On the source VDP Appliance, as the number of backups for replicated clients increases, the time required 
to browse each client increases.

Defining Backup Types for a Replication Job

You specify the retention policy and backup schedule when you create backups. Consider these factors when 
defining the backup types you will use for the replication job. 

 Retention policy. Refer to “Setting the Retention Policy” on page 113 for detailed information.

 On‐demand or scheduled backup types:

 If any backup job is run by using the Backup Now option, it is considered to be an on‐demand 
backup and is not associated with any backup type. To replicate this backup, you must select the User 
Initiated backup type (Step 6 of the Create a new replication job wizard). 

 To schedule the backup, specify the scheduling options (Step 10 of the Create a new replication job 
wizard).

Creating a Replication Job
You create replication jobs by using the Create a new replication job wizard.

NOTE   Clients or restore points that have already been replicated from a different source server are available 
in the Create a new replication job wizard.
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Prerequisites

 VDP is installed and configured on your vCenter Server.

 You are logged in to the vSphere Web Client and connected to the VDP Appliance.

 You selected VDP Replication Target as the VDP Appliance identity in the Initial Configuration wizard. 
For more information, refer to “Initial Configuration” on page 26.

Procedure

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 Click the Replication tab.

The Replication tab displays a list of the replication jobs that have been created. The columns are 
described as follows:

3 From the Replication Job Actions menu, select New to start the Create a new replication job wizard.

4 On the Select Type page, choose whether to replicate guest images (local backups) or replicated backups, 
and then click Next.

The Select Type page appears. On this page, the appropriate clients appear, based on the type of 
replication you selected. 

If the type is replicated backups:

 The VDP Appliancedisplays replicated backups and recovered backup clients as options to replicate 
to another target server.

 The client table shows the source path in the Source Path column, rather than the last known path.

NOTE   Both guest images and application backup options are available.

5 On the Select Clients page, perform one of the following tasks:

 To replicate all client backups, click All clients, and then click Next.

 To replicate backups from specific clients only, click Select clients individually, and then select the 
type from the Type list. Options include Image, MS SQL Servers, MS Exchange Servers, and MS 
SharePoint Servers.

Table 15-7.  Column descriptions for the Replication tab

Column Description

Name The name of the replication job.

State The state of the replication job.

Destination The location where the client backups are replicated. 

Last Run Time The last time the replication job ran.

Duration How long the replication took to complete the last time the job ran.

Next Run Time  When the replication job is scheduled to run again.

# of Clients The number of clients whose backups are being protected and replicated in the job. This 
value changes only when the user adds or removes clients from a replication job using the 
Edit feature.

NOTE   Both regular and retired VM backups are supported for replication. If a retired VM is re‐added as 
a regular VM, the system lists the VM twice with an identical name. The retired VM name is appended 
with a suffix. When selecting clients, select the regular VM without the suffix.
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If you choose Select clients individually, you can select one or more clients. If preferred, you can filter the 
clients before you make any selections. To filter clients:

a Beside Filter, click Show All and select Client. 

To filter by client name, select Name. The following information appears for the vCenter Client.

 Name — “Is,” “Is not,” “Contains,” or “Does not contain” filters used to query the client name.

 Status — Values are Powered On, Powered Off, Suspended, Activated, or Not Activated.

 Client Type — The type of client.

b Click Next.

The Backup Selection page appears. On this page, you can limit the number of backups that are 
replicated when the job runs. If you choose not to select backup options, every backup for the selected 
virtual machines will be replicated.

6 On the Backup Selection page of the Create a new replication job wizard:

a Select a Backup Type:

Daily — Only daily backups will be replicated.

Weekly — Only weekly backups will be replicated once.

Monthly — Only monthly backups will be replicated.

Yearly — Only yearly backups will be replicated.

User Initiated — Only those backups that were user‐initiated will be replicated.

NOTE   User‐initiated backups do not retain advanced retention options. These backups must be flagged as a 
separate backup type.

b Specify the Maximum backups to replicate per client:

No Limit — When this option is selected, all existing backups for a client that meet the Backup Type 
criteria will be replicated. The number of backups is unlimited.

Number of Backups — When this option is selected, the backups to be replicated are based on 
chronological order. The most recent backup is selected, regardless of whether it is an on‐demand 
backup or a scheduled backup. The maximum number of backups is 999.

c Specify the Date Restrictions:

None — All backups that meet the Backup Type and Maximum backups to replicate per client 
criteria will be replicated. There are no other restrictions.

Last — Select a number and a time unit. This option restricts the selection of backups by including 
only those backups that were created during the specified number of days, weeks, months, or years.

By Range — Select a From date and time, and select a To date and time. You can specify from a 
specific date forward, until a specific date, or between two dates.

d Click Next.

The Destination page appears. On this page, you specify connection information for the destination 
where the client backups will be replicated.

You can use an Avamar server as a replication destination. To do this, supply the Avamar server’s IP 
address, port, and login credentials on the Destination page.

NOTE   If you change the name of the VM client, VDP displays the renamed client in the Name column on the 
Create a new replication job wizard. If you perform a replication of a renamed VM client and the destination 
is an Avamar server or Avamar Virtual Edition (AVE), the changed name is not reflected in Avamar. The 
Avamar server displays the older name that was previously registered before the name was changed. This is 
a known issue.
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7 On the Destination page of the Create a new replication job wizard, provide the following information:

NOTE   All references to “Destination” refer to either the Avamar server or the VDP Appliance to which the 
backup data is being replicated. 

 Hostname or IP — The hostname or IP address of the destination.

 Port — The port number over which VDP communicates with the destination. The default value is 
29000, which is the standard port for SSL encrypted replication.

 Username — The username used to log in to the destination.

 Password — The password used to log in to the destination.

 Path — The unique name that identifies the domain, used for multi‐tenancy configurations. Refer to 
“Multi‐Tenancy” on page 144 for details about multi‐tenancy configuration.

For replication and recover replicated backup operations, use the repluser username. The credentials of 
the repluser username are kept in sync with the root user.

8 Click Verify Authentication to test the connection between VDP and the destination.

9 Click Next.

The Schedule page appears. On this page, you specify how often backups will be replicated and what time 
of the day the replications will occur.

10 On the Schedule page of the Create a new replication job wizard:

a Select one of the schedule options:

 Daily — Select this option to replicate the backups every day.

 Weekly performed every — Select this option, and select a day to replicate the backups on that 
day every week.

 The .... of every month — Select this option, and select a number and a day to replicate the 
backups on that day of every month.

b Select a Start Time on Server to specify the time that the replication will take place on the scheduled 
day.

Best practice: Because only completed client backups are replicated, you should make every effort to 
schedule replication during periods of low backup activity. This ensures that the greatest number of 
client backups replicate during each replication session.

c Click Next.

The Retention page appears. On this page, you specify when replicated backups will expire on the 
destination machine.

11 On the Retention page of the Create a new replication job wizard:

a To use each backup’s current expiration date, select Keep the current expiration for each backup.

b To specify expiration dates based on backup type, select Set expiration by backup type, and select 
the number of days, weeks, months, or years for each type.

c To keep the replication job forever, select Keep forever.

d Click Next.

The Name page appears. On this page, you name the replication job.

12 On the Name page of the Create a new replication job wizard:

a Type a name for the replication job.

The replication job name must be unique and can be up to 255 characters long. The following 
characters cannot be used in the job name: ~!@$^%(){}[]|,`;#\/:*?<>ʹʺ&. In addition, diacritical 
characters cannot be used (for example: â, é, ì, ü, and ñ). 
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b Click Next.

The Ready to complete page appears. On this page, you can review a summary of the replication job 
that you are creating before saving the job.

13 On the Ready to complete page of the Create a new replication job wizard:

a Review the information.

b Click Finish to create the job.

Managing Destinations
You can select existing replication jobs from the Replication tab and then change the destination connection 
information for all of them using the 3‐step Manage Destination wizard.

Best Practice

All replication jobs associated with the same specific replication destination server should be updated, rather 
than selecting a combination of replication jobs with various destination servers.

Procedure

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 Click the Replication tab.

The Replication tab displays a list of the replication jobs that have been created

3 Highlight the replication job, and select Replication job actions > Manage Destination.

The Manage Destination Wizard appears.

4 On the Replication Jobs page, click the replication job to update its associated destination, and then click 
Next. You can select multiple jobs.

5 On the Destination page of the Manage Destination wizard, provide the following information:

NOTE   All references to “Destination” refer to the Avamar serveror to the VDP Applianceto which the backup 
data is being replicated. 

 Hostname or IP — The hostname or IP address of the destination.

 Port — The port number over which VDP communicates with the destination. The only allowable 
port is 29000. This port is the standard port for SSL encrypted replication.

 Username — The username used to log in to the destination.

 Password — The password used to log in to the destination.

 Path — The unique name that identifies the domain. This field is used for multi‐tenancy 
configurations. Refer to “Multi‐Tenancy” on page 144 for details about multi‐tenancy configuration.

For Replication and Recover Replicated backup operations, use the repluser username. The credentials of 
the repluser username are kept in sync with the root user.

6 Click Verify Authentication to test the connection between VDP and the destination.

7 Click Next.

8 On the Ready to Complete page, review the destination that will be assigned to the selected replication 
jobs. Click Finish to update the replication job, or click Back to make changes.

Editing a Replication Job
You can edit a replication job by highlighting it and selecting Replication job actions > Edit.
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Cloning a Replication Job
You can use a replication job as a template for creating a different job. Highlight the replication job, and select 
Replication job actions > Clone.

Performing the clone action launches the Cloning replication job wizard and uses information from the 
original job to automatically fill in the information. The cloned job requires a unique name. You can modify 
any of the settings that were copied from the original job.

Deleting a Replication Job
You can delete a replication job by highlighting it and selecting Replication job actions > Delete.

NOTE   You can select multiple replication jobs to delete. Deleting a replication job will decrement the count of 
replication jobs associated with a particular replication destination. If the replication jobs being deleted result 
in replication destinations with no associated replication jobs, then you are given an option to remove 
replication destinations as part of the delete request.

Enabling or Disabling a Replication Job
If you want to temporarily stop a replication job from running in the future, you can disable it. You can edit 
and delete disabled replication jobs. VDP will not run a disabled job until it has been enabled. 

You can enable or disable a replication job by highlighting the job and selecting Replication job actions > 
Enable/Disable.

Viewing Status and Replication Job Details
The Replication tab displays a list of replication jobs that have been created with VDP. You can see the details 
of a replication job by clicking the job. The details are displayed in the Replication Job Details pane:

 Name — The name of the replication job.

 State — The state of the replication job.

 Destination — Where the backups specified in the job were replicated.

 Clients — Alist of the clients whose backups are replicated by the job.

 Last Run time — The last time the replication job ran.

 Duration — How long the replication took to complete the last time the job ran.

 Next Run time — The date and time the job is next scheduled to run.

Running Existing Replication Jobs Immediately
You can run a replication job immediately by highlighting the job and clicking Replicate Now.

Replication Back to the Source
A replication job can be set up to replicate backup data from one VDP Appliance to another VDP Appliance. 
In this case, target hosts of replication jobs do not need to be licensed if they are only serving as a replication 
destination. If the VDP Appliance serving as the replication destination is also running backup jobs, the hosts 
protected by this appliance must also be licensed.For information about acquiring and downloading static 
license keys for replication purposes, refer to the following VMware Knowledge Base article:

http://kb.vmware.com/kb/2063573
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Node Structure for Recovered Backups

The first time a valid recovery action initiates using the source server, the recovery action creates the source 
server node under the /REPLICATE link. All recovered backups are displayed under that /REPLICATE link on 
the Restore tab of the source VDP Appliance.

After a successful replication from the source VDP Appliance to a replication target server, when a recovery 
occurs from the replication source server for replicated backups located at a target server, the fully qualified 
domain name (FQDN) of the source server appears under the /REPLICATE link on the Restore tab. Recovered 
backups do not display the target server FQDN from which it recovered.

Node Structure of Backups Replicated Again

When a user replicates a replicated backup, the replication source node is not displayed under the 
/REPLICATE link on the replication target server.

After a successful replication of replicated backups, the Restore tab of the subsequent target server displays 
the parent source server information (on the source server where the virtual machine was originally backed 
up) under the /REPLICATE link on the Restore tab.

After a successful replication of replicated backups from server B to server C (where the virtual machine was 
originally backed up using server A), the Restore tab on the VDP Appliance of server C displays the 
information for server A under the /REPLICATE link, rather than displaying information for the actual 
replication source server B.

Replication Destinations

The following are examples of where the replication destination is required:

 A backup that exists on the local VDP Appliance is replicated to a remote replication target, and then the 
backup is removed or deleted from the local appliance. With the Replication Back to the Source feature, 
you can browse the backups that reside on a remote destination and recover specific backups by copying 
them back to the local appliance. After the backup is recovered back on the local appliance, it can be 
restored with the usual process. 

 A new VDP Appliance must be installed to replace a corrupted VDP. Specific backups that have already 
been replicated to a replication destination must be recovered. The Replication Back to the Source feature 
allows you to connect to a replication destination, browse the backups that reside there, and recover 
specific backups by copying them back to the local appliance. After the backup is recovered back on the 
new VDP Appliance, it can be restored with the usual process.

NOTE   The Recover wizard is not available on the Avamar server. The ability to replicate back to the source is 
not an option on the Avamar server.

Replication Recovery Compatibility
Table 15‐8 lists the supported replication recovery target and replication recovery source servers.

Table 15-8.  Replication Recovery Compatibility Matrix 

Replication Recovery Target 

(Recover From)
Replication Recovery Source (Recover To)

VDP 5.8
VDP Advanced 

5.8
VDP Advanced 

5.8
Target Identity VDP 6.0

VDP 5.8.0.x No No No Yes

VDP Advanced 5.8.0.x No Yes Yes Yes

VDP Replication Target Identity 5.8.0.x No Yes Yes Yes

VDP 5.5.1.356 No No No No

VDP 5.5.5.180 No No No No
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IMPORTANT   VDP Advanced applies to versions 5.8 and earlier. Replication Target Identity applies only to 
VDP 5.8.

Enabling or Disabling Replication Recovery
For VDP versions 5.5 and later, port 29000 is used when replicating from a VDP Appliance to a replication 
target destination, such as an Avamar storage server or a Data Domain system.

To enable the replication recovery feature, port 29000 must be open on the replication source server. Opening 
port 29000 allows replicated backups to the replication target destination. If port 29000 is closed, the 
replication recovery becomes disabled and you are unable to verify the destination as a valid replication 
recovery target.

By default port 29000 is open on a VDP Appliance. Refer to standard Linux server documentation for 
procedures on how to open and close port 29000.

Replication Recovery
On a newly installed VDP, you can specify a destination (a machine to where backups have been replicated) 
by using the Create a new replication job wizard. After the destination is added, you can recover and restore 
any replicated backups.

NOTE   With the current implementation of replication recovery, if a virtual machine client is renamed on a 
local VDP Appliance, then that name change will not be propagated to backups on a remote VDP Advanced 
Appliance that is used as a replication target. The new virtual machine name is reflected in the local restore 
points, but it is not reflected in the destination.

The Select a replication target option is disabled after a vCenter Server change and is not enabled until a new 
replication job is created after the vCenter Server change.

1 From a web browser, access VDP. Refer to “Accessing vSphere Data Protection” on page 106 for 
instructions.

2 Click the Restore tab.

3 From the Restore tab, click Recover replicated backups.

VDP Advanced 5.5.5.180 No Yes Yes Yes

VDP 5.5.6.56 No No No No

VDP Advanced 5.5.6.56 No Yes Yes Yes

Avamar server 7.0.x Yes Yes Yes Yes

Avamar Virtual Edition (AVE) 6.0.x Yes Yes Yes Yes

Avamar server / AVE 7.1.x Yes Yes Yes Yes

Table 15-8.  Replication Recovery Compatibility Matrix 

Replication Recovery Target 

(Recover From)
Replication Recovery Source (Recover To)

VDP 5.8
VDP Advanced 

5.8
VDP Advanced 

5.8
Target Identity VDP 6.0
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The Recover wizard appears.

4 On the Destination page, select one of the following options:

 Select a destination to use from an existing replication job

 Specify a new remote destination

5 Click Verify Authentication.

6 On the Clients and Backups page, select a remote client and backups to recover back to this appliance. You 
can expand a client by clicking on the arrow to view its backups.

7 On the Ready to Complete page, review the items to recover.

8 Click Finish to start the recover request, or click Back to return to the previous screen if you need to make 
changes.

Multi-Tenancy 
VDP includes multi‐tenancy support, which enables multiple customers or organizations to have separated 
accounts on a single VDP Appliance. Each customer or organization can replicate to the VDP Appliance as 
well as use the Replication Recovery feature to access their replicated data. Replicated data for a given 
customer or organization is only accessible using the customer or organization account credentials. Built‐in 
credentials with full privileges such as root and repluser have access to all replicated data. These credentials 
should not be shared with individual customers or organizations. The replicated data for an account is isolated 
from the replicated data for all other accounts.

VDP, VDP Replication Target, Avamar (version 7.1 or later recommended), and Avamar Virtual Edition 
(version 7.1 or later recommended) are the supported targets for multi‐tenancy.

You can create multi‐tenancy accounts by using the create_av_domain.rb script, which is provided on all 
VDP Appliances. The create_av_domain.rb script defines the following parameters:

Usage: create_av_domain.rb

-c, --company=<Company-Name>       (Required)
-d, --department=<Department-Name> (Optional)
-u, --username=<User-Name>         (Required)
-p, --password=<User-Password>     (Required) 
-h, --help 



VMware, Inc. 145

Chapter 15 Replication

The company value should contain the name of the customer’s company or organization. The optional 
department value allows for the setup of multiple accounts sharing the same company value but each having 
unique department values. The combined company and department values comprise an account. Each 
account has its own isolated bucket that can hold replicated data. The username and password parameters 
define the access credentials for an account. To create more than one set of access credentials for a single 
account, you can run the create_av_domain.rb script multiple times with the same values for company 
and department, but different values for username and password.

Follow these steps to execute the create_av_domain.rb script:

1 Log in (SSH) to the replication target server as the admin user.

2 Run the following command and provide the root password:

su – root

3 Change to the following directory:

cd /usr/local/vdr/configure/bin 

4 Execute the following command and specify appropriate values for the account being created:

./create_av_domain.rb --company=<Company-Name> --department=<Department-Name> --username=<User-Name> 
--password=<User-Password>

for example:

./create_av_domain.rb --company=Acme --department=Marketing --username=fred --password=topsecret

After you create the account, enter the account information when you define a replication destination on the 
VDP Appliance. The replication destination page requires a hostname or IP for the remote destination, the user 
credentials (username and password), and a path value. The path value is the account identifier, which is 
composed of the company and department values supplied when setting‐up the account with the 
create_av_domain.rb script. A single forward‐slash separates the company and department values. In the 
example above, the path value would be “Acme/Marketing”.
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This chapter includes the following topics:

 “Introduction to the VDP Restore Client” on page 148

 “Logging in to the Restore Client” on page 149

 “Mounting Backups” on page 150

 “Filtering Backups” on page 150

 “Navigating Mounted Backups” on page 151

 “Performing File Level Restores” on page 151

 “Monitoring Restores” on page 152

Using File Level Restore 16
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Introduction to the VDP Restore Client
vSphere Data Protection (VDP) creates backups of entire virtual machines. These backups can be restored in 
their entirety using the VDP user interface through the vSphere Web Client. However, if you only want to 
restore specific files from these virtual machines, then use the VDP Restore Client (which is accessed through 
a web browser). This is called File Level Restore (FLR).

The Restore Client allows you to mount specific virtual machine backups as file systems, and then browse the 
file system to find the files you want to restore.

The Restore Client service is only available to virtual machines that have backups that are managed by VDP. 
This requires you to be logged in, either through the vCenter console or some other remote connection, to one 
of the virtual machines backed up by VDP. 

NOTE   FLR is not supported for the restore points which have been imported from previously‐used VDP disks. 
This limitation does not apply to restore points that are created for any subsequent backups performed after 
the import.

CAUTION   See “Software Requirements” on page 20 for web browsers supported by vSphere 5.5. Internet 
Explorer 10 is not supported and is unreliable with the Restore Client.

LVM / EXT Support

Note the following when considering logical volumes managed by the Logical Volume Manager (LVM) and 
extended file systems:

 One physical volume (.vmdk) must be mapped to exactly one logical volume.

 EXT2, EXT3 formatting (primary partition with master boot record (MBR) and standalone without MBR), 
and EXT4 are supported.

File Level Restore Limitations

FLR has the following limitations:

 VMware Tools must be installed on the target virtual machine. For best results, ensure that all virtual 
machines are running the latest available version of VMware Tools. Older versions are known to cause 
failures when browsing during the file‐level restore operation.

 Symbolic links cannot be restored or browsed.

 Browsing either a given directory contained within a backup or a restore destination is limited to a total 
of 5,000 files or folders.

 You cannot restore more than 5,000 folders or files in the same restore operation.

 When partitions are created, the lower ordered indices must be filled first. That is, you cannot create a 
single partition and place it in the partition index 2, 3, or 4. 

 FLR will not work if the VM is behind network address translation (NAT).

Unsupported VMDK Configurations

FLR does not support the following virtual disk configurations:

 Unformatted disks

 Dynamic disks (Windows)

 Extended partitions (Types: 05h, 0Fh, 85h, C5h, D5h)

 Compressed partitions

NOTE   In some cases (most notably extended partitions), it may be possible to restore the entire backup image 
to a temporary virtual machine, then selectively copy the folders or files you need.
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 Encrypted folders or files

 SCSI disks only are supported when restoring files or folders to the original virtual machine.

 Zero‐byte files

Unsupported Windows Configurations

FLR does not support the following Windows 8 and Windows Server 2012 configurations:

 Deduplicated New Technology File System (NTFS)

 Resilient File System (ReFS) 

 Extensible Firmware Interface (EFI) bootloader

Logging in to the Restore Client
The Restore Client operates in either Basic or Advanced mode. You can only restore files from a Windows 
backup to a Windows machine, and you can only restore files from a Linux backup to a Linux machine.

NOTE   If you are attempting to log in to Restore Client from a Windows 7 virtual machine, you must set the 
User Access Control (UAC) settings to the least restrictive settings for FLR to be able to function.

Basic Login

With basic login, you connect to the Restore Client from a virtual machine that has been backed up by VDP. 
You log in to the Restore Client with the local administrative credentials of the virtual machine to which you 
are logged in, as shown in Figure 16‐2.

Figure 16-2.  FLR Basic Login

For login instructions, refer to “Using the Restore Client in Basic Login Mode” on page 151.

With basic login, the Restore Client only displays backups for the local virtual machine. For example, if you 
are logged in to the Restore Client in basic mode from a Windows host named “WS44” then you are only able 
to mount and browse backups of “WS44.”

For login instructions, refer to “Using the Restore Client in Basic Login Mode” on page 151.

With basic login, the Restore Client only displays backups for the local virtual machine. For example, if you 
are logged in to the Restore Client in basic mode from a Windows host named “WS44” then you are only able 
to mount and browse backups of “WS44.”
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Advanced Login

With advanced login, you connect to the Restore Client from a virtual machine that has been backed up by 
VDP. You log in to the Restore Client with the local administrative credentials of the virtual machine you are 
logged in to, as well as with the administrative credentials used to register the VDP Appliance to the vCenter 
Server, as shown in Figure 16‐3. 

Figure 16-3.  FLR Advanced Login

For login instructions, refer to “Using the Restore Client in Advanced Login Mode” on page 152.

After connecting to the Restore Client, you are able to mount, browse, and restore files from any virtual 
machine that has been backed up by VDP. All restore files are restored to the virtual machine to which you are 
currently logged in.

FLR advanced login requires you to use the same vCenter user credentials specified when the VDP Appliance 
is installed. See “VDP Installation” on page 25 for additional information.

Mounting Backups
After you successfully log in, the Manage mounted backups dialog appears, and by default, displays all the 
backups that are available to be mounted. The format of this dialog varies depending on how you log in. 

 If you use basic login, the dialog lists all the backups from the client you logged into that can be mounted.

 If you use advanced login, the dialog lists of all clients that have backed up to VDP. Under each client, 
there is a list of all available backups to be mounted.

NOTE   You can mount up to 254 vmdk file images by using the Mount, Unmount, or Unmount all buttons on 
the bottom right‐hand corner of the dialog.

Filtering Backups
In the Manage mounted backups dialog, you have the option of displaying all the backups or of filtering the 
list of backups. The list can be filtered in the following ways:

 All restore points display all backups.

 Restore point date display only backups within the specified date range.

 VM name displays only backups of hosts whose display name contains the text entered in the filter field. 
(This option is not available with basic login because only the backups belonging to the virtual machine 
you logged in with are displayed.)
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Navigating Mounted Backups
After backups have been mounted, you can navigate the contents of the backup by using the tree display on 
the left side of the Restore Client user interface. The appearance of the tree will vary depending on whether 
you used basic or advanced login.

Performing File Level Restores
Using the main screen of the Restore Client, you can restore specific files by navigating the file system tree in 
the left‐hand column, and then clicking directories in the tree or clicking files or directories in the right‐hand 
column.

Using the Restore Client in Basic Login Mode

Use the Restore Client on a Windows or Linux virtual machine in basic login mode to access individual files 
from restore points for that machine, rather than restoring the entire virtual machine.

Prerequisites

 Verify that vSphere Data Protection (VDP) is installed and configured on your vCenter Server.

 For basic login, you can only log in to the Restore Client from a virtual machine that has been backed up 
by VDP. 

 VMware Tools must be installed on the virtual machine in order to perform file‐level restores from 
backups. Refer to the VMware website for list of operating systems that support VMware Tools.

Procedure

1 Use Remote Desktop or a vSphere Web Client to access the local host that has been backed up through 
VDP.

2 Access the VDP Restore Client:

https://<IP_address_of _VDP_appliance>:8543/flr

3 In the Credentials page under Local Credentials, specify the Username and Password for the local host 
and click Login.

The Manage mounted backups dialog box appears and lists all of the restore points for the client you are 
accessing. 

4 Select the mount point that will be restored and click Mount. 

When the mount is complete, the drive icon will appear as a green networked drive .

5 Click Close.

6 In the Mounted Backups window, navigate to and select the folders and files you want to recover.

7 Click Restore selected files.

8 In the Select Destination dialog box, navigate to and select the drive and destination folder for recovery.

9 Click Restore.

An Initiate Restore confirmation dialog box appears. 

10 Click Yes.

A successfully initiated dialog box appears. 

11 Click OK.

12 Click the Monitor Restores tab to view restore status.

13 Confirm that the job status is completed.
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Using the Restore Client in Advanced Login Mode

Use the restore client on a Windows or Linux virtual machine in advanced login mode to access virtual 
machines on a vCenter Server that contain restore points to perform file‐level recovery.

Prerequisites

 Verify that VDP is installed and configured on your vCenter Server.

 FLR advanced login requires you to use the same vCenter user credentials specified when the VDP 
Appliance is installed. See “VDP Installation” on page 25 for additional information.

 VMware Tools must be installed on the virtual machine in order to perform file‐level restores from 
backups. Refer to the VMware website for list of operating systems that support VMware Tools.

Procedure

1 Log in remotely using Remote Desktop, or use a vSphere Web Client to access a virtual machine.

2 Access the VDP Restore Client:

https://<IP_address_of _VDP_appliance>:8543/flr

3 In the Credentials page under Local Credentials, specify the Username and Password for the local host. 
In the vCenter Credentials field, specify the vCenter administrator Username and Password and click 
Login.

The Manage mounted backups dialog box appears. It lists all of the restore points for the client you are 
accessing. 

4 Select the mount point that will be restored and click Mount.

5 When the mount is complete, the drive icon will display as a green networked drive .

6 Click Close.

7 In the Mounted Backups window, navigate to and select the virtual machine, folders, and files for 
recovery.

8 Click Restore selected files.

9 In the Select Destination dialog box, navigate to and select the drive and destination folder for recovery.

10 Click Restore.

An Initiate Restore confirmation dialog box appears. 

11 Click Yes.

A successfully initiated dialog box appears. 

12 Click OK.

You can determine when the restore is complete by clicking the Monitor Restores tab to view restore status.

Monitoring Restores
To monitor current and past activity of the Restore Client, click the Monitor Restores button. The monitor 
restore screen displays information about current and recently‐completed restore operations.

The columns in this table are sortable by clicking on the column heading. Clicking multiple times on a table 
heading will reverse the sort order, and an up or down arrow reflects whether the sort order is ascending or 
descending.

By default, Monitor Restores shows all the jobs that in are in process or that have completed during your 
current session. If you want to see jobs that completed or failed in a previous session, check the Show 
Completed Activities box, and all past completed and failed jobs will then be displayed along with running 
and pending jobs.
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This chapter includes the following topics:

 “VDP Application Support” on page 154

 “Backing Up and Restoring Microsoft SQL Servers” on page 155

 “Backing Up and Restoring Microsoft Exchange Servers” on page 164

 “Backing Up and Restoring Microsoft SharePoint Servers” on page 177

VDP Application Support 17
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VDP Application Support
VDP supports granular guest‐level backup and recovery support for Microsoft Exchange Servers, SQL 
Servers, and SharePoint Servers. To support guest‐level backups, a VDP client is installed on the Exchange 
Servers, SharePoint Servers, and SQL Servers.

Installing Application Agents

To install application agents, refer to the following application‐specific instructions:

 “Installing VDP for SQL Server Client” on page 156

 “Installing VDP for Exchange Server Client” on page 165

 “Installing VDP for SharePoint Server Client” on page 178

Checking the User Account Control Setting on Microsoft Windows

The User Account Control (UAC) feature limits application software to standard user privileges. You must 
provide administrator privileges for certain tasks, such as installing software. UAC is enabled by default.

If you start an VDP client or plug‐in installer without administrator privileges on a computer with UAC 
enabled, the software does not install correctly. You can disable or bypass UAC. The installation procedures in 
this chapter provide one method to bypass UAC. Other methods and additional information are available in 
the Microsoft documentation. 

Installing VDP Clients when UAC is Enabled

When you attempt to install VDP clients with UAC enabled, the installation displays the following error:

The VMware VDP for <Microsoft Application> Server cannot be installed. Please confirm that you are logged in as an administrator 
and that all installation prerequisites have been met.

To resolve this issue, you must run the installer with administrative privileges by performing the following 
steps:

1 In Windows, right‐click the Command Prompt icon and select Run as administrator.

2 In the Command Prompt window, change the working directory to the location of the installation package 
by typing the following path:

cd install_path

where install_path is the full path of the temporary folder that contains the installation package.

3 Type the appropriate command to start the installer:

msiexec /i VMwareVDPExchange-windows-x86_64-<version>.msi
msiexec /i VMwareVDPMoss-windows-x86_64-<version>.msi
msiexec /i VMwareVDPSQL-windows-x86_64-<version>.msi
msiexec /i VMwareVDPSQL-windows-x86_32-<version>.msi

where version is the VDP client version.
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Backing Up and Restoring Microsoft SQL Servers
VDP supports enhanced backup and restore options for Microsoft SQL Servers.

This section covers the following topics:

 “Microsoft SQL Server Support” on page 155

 “Installing VDP for SQL Server Client” on page 156

 “Creating Backup Jobs for Microsoft SQL Servers” on page 160

 “Restoring Backups of Microsoft SQL Servers” on page 163

Microsoft SQL Server Options

The following options are supported for Microsoft SQL Servers:

 Backup selected SQL Servers

 Select entire database instances for backup

 Select individual databases for backup

 Support for full, differential, or incremental backups

 Support to use incremental backups after full backups

 Support for multi‐streaming backups (up to six streams)

 Support for simple‐mode database backups (skips incremental)

 Restore to original or alternate location

 Restore a database in the original instance using specified path

 Restore a database to a different instance using specified path

Hardware Requirements

Table 17‐1 lists the hardware requirements for the Microsoft SQL Server.

Microsoft SQL Server Support

VDP supports the following versions of the SQL Server:

 SQL Server failover clusters for the following SQL versions:

 SQL Server 2014

 SQL Server 2012

 SQL Server 2008, 2008 R2

 SQL Server 2005

Table 17-1.  Hardware Requirements for Microsoft SQL Server

Requirement Minimum

Memory (RAM) 512 MB (2 GB recommended)

Hard drive space 1 GB permanent hard drive space for software installation. 
The Microsoft SQL Server software also requires an additional 12 MB of permanent hard 
drive space for each 64 MB of physical RAM. The space is necessary for local cache files.
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 SQL AlwaysOn clusters for the following SQL versions in VDP 5.8:

 SQL Server 2014

 SQL Server 2012

 SQL Server 2014

 SQL Server 2014 x86/x64 on Windows Server 2012 

 SQL Server 2014 x86/x64 on Windows Server 2008 SP2 or later

 SQL Server 2014 x86/x64 on Windows Server 2008 R2 SP1 or later

 SQL Server 2012 x86/x64 on Windows Server 2012 

 SQL Server 2012 x86 on Windows Server 2008 SP2 or later

 SQL Server 2012 x64 on Windows Server 2008 R2 SP1 or later

 SQL Server 2008 R2 and later: 

 Windows Server 2003 SP1 or later, x86/x64

 Windows Server 2003 R2, SP2 or later, x86/x64

 Windows Server 2008 SP1 or later, x86/x64

 Windows Server 2008 R2. x64

 Windows Server 2012

 SQL Server 2008 SP1 or later on:

 Windows Server 2003 SP1 or later, x86/x64

 Windows Server 2003 R2, SP2 or later, x86/x64

 Windows Server 2008 SP1 or later, x86/x64

 Windows Server 2008 R2. x64

 Windows Server 2012

 SQL Server 2005 SP3 x64 on:

 Windows Server 2003 SP1 or later, x86/x64

 Windows Server 2003 R2, SP2 or later, x86/x64

 Windows Server 2008 SP1 or later, x86/x64

 Windows Server 2008 R2. x64

Installing VDP for SQL Server Client

To support guest‐level backups, the VDP for SQL Server Client must be installed on each SQL Server for 
backup and restore support.

To install the VDP for SQL Server Client in a cluster, install the VDP for SQL Server Client on each node, 
register each node, and then configure the VDP cluster client. To install the VDP for SQL Server Client in a 
cluster, perform the following steps:

1 Install the VDP for SQL Server Client in the same folder on each node in the cluster.

The installation process installs the software, and then registers and activates each node in the cluster with 
the VDP Appliance.

2 Use the VMware VDP Windows Cluster Configuration Wizard to configure the VDP Appliance.
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Prerequisites

 Before using VDP, you must install and configure the VDP Appliance described in “VDP Installation and 
Configuration” on page 19 and you must have administrative rights to the SQL Server.

 The following software must be installed on the SQL Server:

 .NET 4.0

 SQL Server Installation Component

 Client Tools SDK

Procedure

1 On each SQL Server client, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 In the Credentials page, enter an administrative vCenter username and password and click Login.

3 In the vSphere Web Client, select VDP.

4 In the Welcome to VDP page, select the VDP Appliance and click Connect.

5 Click the Configuration tab. 

6 In Client Downloads, click Microsoft SQL Server 32‐bit or Microsoft SQL Server 64‐bit (based on the 
version of the SQL Server client).

7 Depending on your browser, you can save .msi file or you can run it. When you run the .msi file, the 
VMware VDP for SQL Server Setup wizard starts. Click Next.

8 On the End‐User License Agreement page, read the license and if acceptable, click I accept the terms in 
the License Agreement, and click Next.

9 On the Appliance Registration Information page, type the name of the VDP Appliance that will back up 
the SQL Server, and click Next.

10 On the Ready to install VMware VDP for SQL Server page, click Install.

11 On the Completed the VMware VDP for SQL Server Setup Wizard page, click Finish.

Repeat this procedure for additional SQL Servers.

Configuring the Cluster Client in a Failover Cluster

The VDP cluster client in a failover cluster enables you to back up and restore SQL Server data on shared 
storage in the cluster, regardless of which node is managing the data at the time of the backup or restore. The 
VMware VDP Windows Cluster Configuration Wizard provides the steps to configure the cluster client for the 
SQL Server plug‐in in a failover cluster.

Procedure

1 Log in to the active node in the cluster as a domain administrator. The account must also be a member of 
the local Administrators group on each cluster node.

2 Start the VMware VDP Windows Cluster Configuration Wizard:

 On Windows Server 2012, open the Start screen and select VMware VDP Windows Cluster 
Configuration Wizard.

 On Windows Server 2008, open the Start menu and select Program Files > VMware VDP > VMware 
VDP Windows Cluster Configuration Wizard.

The welcome page appears.

3 Click Next.

The Plug‐Ins page appears.
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4 Select SQL and click Next.

The Cluster Nodes page appears with a list of nodes and their status.

5 Ensure that the environment meets the following requirements:

 The status for each SQL Server node is Up.

 The installation status of the Windows client software for each node is Installed.

 The installation status of the SQL Server plug‐in on each node is Installed.

6 Click Next.

The Operations page appears.

7 Select Configure a new cluster client for all nodes, and then click Next.

The Prerequisites page appears. A check mark next to a prerequisite indicates that the environment meets 
the prerequisite.

8 Ensure that the environment meets all prerequisites on the Prerequisites page.

If the environment does not meet a prerequisite, then exit the wizard, resolve the issue, and restart the 
wizard.

9 Select the IP version that the environment uses, and then click Next.

The SQL Settings page appears.

10 Select the cluster group, service, or role for the cluster client from the list:

 On Windows Server 2012, select the cluster role for the cluster client from the Cluster role for cluster 
client list.

 On Windows Server 2008, select the cluster service for the cluster client from the Cluster service for 
cluster client list.

11 Select the shared volume for the cluster client from the Shared volume for the cluster client list.

12 Click Next.

The Server Settings page appears.

13 Specify the settings for the VDP Appliance:

a Type either the DNS name of the VDP Appliance in the Name box or the IP address in the IPv4/IPv6 
address box.

b Type the data port for VDP client/server communication in the Port number box.

NOTE   Port 28001 is the default port that the VDP client uses to communicate with the VDP Appliance.

c Type the name of the folder or volume in the Cluster client’s var directory box, or click Browse to 
select a folder or volume.

This folder or volume stores the cluster client configuration and log files. All nodes in the cluster must 
have write access to this folder or volume.

NOTE   Select a volume that the cluster owns instead of a remote pathname on the network.

d Click Next.

The Summary page appears.

14 Review the configuration settings, and then click Configure.

The Progress page provides the status of the configuration. When the configuration is complete, the 
Results page appears.

15 Click Close.
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Configuring the Cluster Client for an AlwaysOn Availability Group

The VDP cluster client for an AlwaysOn availability group enables you to back up and restore SQL Server 
databases in an availability group. The VMware VDP Windows Cluster Configuration Wizard provides the 
steps to configure the VDP cluster client for the SQL Server plug‐in in an AlwaysOn availability group.

Procedure

1 Log in to a cluster node as a domain administrator. The account must also be a member of the local 
Administrators group on each cluster node.

2 Start the VMware VDP Windows Cluster Configuration Wizard:

 On Windows Server 2012, open the Start screen and select VMware VDP Windows Cluster 
Configuration Wizard.

 On Windows Server 2008, open the Start menu and select Program Files > VMware VDP > VMware 
VDP Windows Cluster Configuration Wizard.

The welcome page appears.

3 Click Next.

The Plug‐Ins page appears.

4 Select SQL AlwaysOn and click Next.

The Cluster Nodes page appears with a list of nodes and their status.

5 Ensure that the environment meets the following requirements:

 The status for each SQL Server node is Up.

 The installation status of the Windows client software for each node is Installed.

 The installation status of the SQL Server plug‐in on each node is Installed.

6 Click Next.

The Operations page appears.

7 Select Configure a new cluster client for all nodes, and then click Next.

The Prerequisites page appears. A check mark next to a prerequisite indicates that the environment meets 
the prerequisite.

8 Ensure that the environment meets all prerequisites on the Prerequisites page.

If the environment does not meet a prerequisite, then exit the wizard, resolve the issue, and restart the 
wizard.

9 Select the IP version that the environment uses, and then click Next.

The SQL AlwaysOn Settings page appears.

10 Select the cluster group, service, or role for the cluster client from the list:

 On Windows Server 2012, select the cluster role for the cluster client from the Cluster role for cluster 
client list.

 On Windows Server 2008, select the cluster service for the cluster client from the Cluster service for 
cluster client list.

The name of the cluster client appears in the Cluster client name box.

NOTE   You must configure an availability group listener for each availability group. Do not configure a cluster 
client for an availability group that does not have a listener.

11 Click Next.

The Server Settings page appears.
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12 Specify the settings for the VDP Appliance:

a Type either the DNS name of the VDP Appliance in the Name box or the IP address in the IPv4/IPv6 
address box.

b Type the data port for VDP client/server communication in the Port number box.

NOTE   Port 28001 is the default port that the VDP Appliance uses to communicate.

c Type the name of the folder or volume in the Cluster client’s var directory box, or click Browse to 
select a folder or volume.

This folder or volume stores the cluster client configuration and log files. All nodes in the cluster must 
have write access to this folder or volume.

NOTE   Select a volume that the cluster owns instead of a remote pathname on the network.

d Click Next.

The Summary page appears.

13 Review the configuration settings, and then click Configure.

The Progress page provides the status of the configuration. When the configuration is complete, the 
Results page appears.

14 Click Close.

Creating Backup Jobs for Microsoft SQL Servers 

The VMware VDP for SQL Server Client must be installed on each SQL Server that will be available for backup. 
See “Installing VDP for SQL Server Client” on page 156 for additional information on client installation.

1 In the vSphere Web Client, select the Backup tab.

2 In the Backup tab, click Backup Job Actions and select New to start the Create a new backup job wizard.

On the Job Type page of the wizard, select Applications. This option lets you back up the full server or 
selected databases.

Backing up Applications

If you select Applications on the Job Type page, you can choose to back up application servers or individual 
databases. 

1 On the Job Type page of the Create a new backup job wizard, select Applications, and then click Next.

2 On the Data Type page, select one of the following options, and then click Next:

 Full Server — This option lets you back up entire applications servers.

 Selected Databases — This option lets you back up individual application server databases.

3 On the Backup Sources page, click the arrow beside one of the following backup sources to expand the list:

 Microsoft SQL Server(s) — Select for SQL Server backup.

 Microsoft SQL Failover Cluster(s) — Select for SQL Failover Cluster backup.

 Microsoft SQL AlwaysOn Cluster(s) — Select for SQL AlwaysOn availability group backup.

4 Do one of the following:

 If you chose to back up a full server, select the checkbox next to the SQL server that you want to back 
up, and then click Next.

NOTE   Best practice is to select only one SQL Server per backup job. 

 If you chose to back up selected databases, click the arrow beside an SQL Server, continue drilling 
down until you can select the database or storage group that you want to back up, and click Next.
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5 On the Backup Options page, select a backup type of Full, Differential, or Incremental. The options that 
you can configure depend on which one you choose.

 Full — The Full option backs up the entire database, including all objects, system tables, and data. 
The options for full backup are described as follows:

 Force incremental backup after full backup — Selecting or clearing this checkbox specifies 
whether to force an incremental backup that contains the transactions that occur between full 
backups. This creates a point‐in‐time recovery to a point between full backups. 

Do not use this option on databases that use the simple recovery model because those databases 
do not support transaction log backups. This includes system databases such as the master and 
msdb databases. 

For simple model recovery databases, use the For simple model recovery databases option.

 Enable multi‐stream backup — You can either back up multiple databases in parallel with one 
stream per database, or back up a single database using multiple parallel streams. If you choose 
to back up a single database with multiple parallel streams, you can specify the minimum size 
of each stream during the backup.

After you determine the minimum stream size, you can calculate the number of streams used to 
back up the database using the following equation:

Database size/minimum stream size = Number of streams

For example, if a database is 1,280 MB and you set the minimum stream size to the default setting 
of 256 MB, then the number of streams that are used to perform a full backup of the database is 
five, as shown in the following equation:

1,280 MB/256 = 5

For transaction log and differential backups, the size of the data to back up, and not the total 
database size, is used to calculate the number of streams. If the database size is less than the 
minimum stream size, VDP uses a single stream to back up the database.

If you calculate the number of streams for a database based on the minimum stream size, and the 
number exceeds the maximum number of streams that you configured for the backup, the 
backup of the database uses only the maximum number of streams.

 For simple recovery model databases — This option specifies how VDP handles incremental 
(transaction log) backups of databases that use the simple recovery model, which does not 
support transaction log backups:

Skip incremental with error (default setting) — If you select databases with different recovery 
models for the backup, the backup does not include the databases with the simple recovery 
model. The backup completes with exceptions, and an error message is written to the log. If you 
select only databases with the simple recovery model for the backup, the backup fails.

Skip incremental with warning — If you select databases with different recovery models for the 
backup, the backup does not include databases with the simple recovery model. The backup 
completes successfully, and a warning is written to the log for each database that uses the simple 
recovery model. If you select only databases with the simple recovery model for the backup, the 
backup fails.

Promote incremental to full — A full backup occurs automatically instead of a transaction log 
backup for databases that use the simple recovery model.

 Truncate database log — This option specifies how database transaction log truncation behavior 
is controlled. Truncate options include the following:

Only for incremental backup (default setting) — The database transaction log is truncated if the 
backup type is set to incremental (transaction log). No log truncation occurs if the backup type 
is full or differential.
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For all backup types — The database transaction log is truncated regardless of the backup type. 
This setting breaks the chain of log backups and should not be used unless the backup type is set 
to full.

Never — The database transaction log is not truncated under any circumstances.

 Authentication method — The authentication method specifies whether to use NT 
authentication or SQL Server authentication to connect to SQL Server. If you select SQL Server 
authentication, specify the SQL Server login name and password.

 Availability group replica for backup — There are four options:

Primary — If selected, the backup is executed on the primary replica of selected AlwaysOn 
availability group.

Prefer secondary — If selected, the backup is executed on the secondary replica of selected 
AlwaysOn availability group. If no secondary replica is available, the backup will be performed 
on the primary replica.

Secondary only — If selected, the backup is executed on the secondary replica of selected 
AlwaysOn availability group. If no secondary replica is available, the backup will be interrupted 
and an appropriate error message will be written to the log file.

SQL Server defined — If selected, the backup is executed on the primary or secondary replica 
based on the SQL server configuration. If Automated_Backup_Preference is set to none the 
backup will be executed on primary replica.

 Differential or Incremental — The Differential option backs up any data that has changed since the 
last full backup. The Incremental option backs up only the transaction logs. The only configuration 
option that differs from a full backup is that you can force a full backup rather than an incremental 
backup.

 Force full backup — Selecting or clearing the checkbox determines whether to perform a full 
backup when VDP detects a log gap or when there is no previous full backup, from which a 
transaction log (incremental) or differential backup can be applied. Effectively, this option 
automates taking a full backup when necessary.

If you select Differential or Incremental, you should leave this option selected (the default 
setting). Otherwise, you might not be able to restore data in the event that no existing full backup 
is present on VDP.

6 Click Next.

7 On the Schedule page, select the backup schedule and start time for the backup job, and then click Next.

See “Specifying the Backup Schedule” on page 113 for additional information on configuring the 
schedule.

8 On the Retention Policy page, select an option for how long to keep the backup, and then click Next.

See “Setting the Retention Policy” on page 113 for additional information on configuring the retention 
policy.

9 On the Name page, type a name for the backup job, and then click Next.

10 On the Ready to Complete page, review the summary information about the backup job, and click Finish.

11 Click OK when you see the confirmation that the backup job was created successfully.
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Restoring Backups of Microsoft SQL Servers

Once backups have been run on Microsoft SQL Servers, you can restore these backups to their original location 
or to an alternate location.

Procedure

1 In the vSphere Web Client, select the Restore tab. 

2 Select the backup that you want to restore. While you can select multiple SQL Servers, you can only select 
one restore point for each SQL Server.

3 Click Restore. 

The Select Backup page appears. 

4 Select the backup job that you want to restore, and then click Next. 

The Select Restore Options page appears.

5 Do one of the following.

 Leave the Restore to Original Location option selected (the default setting) to restore the backup to 
its original location.

 Clear the Restore to Original Location option to restore the backup to an alternate location, and then 
do the following:

i Click Choose to select the destination client.

ii In the SQL instance box, type the name of the SQL instance. If you use “local,” it must be in 
parentheses.

iii In the Location path box, type the existing full Windows path where the database files will be 
restored.

If the Location path does not exist, it will not be created, and the restore will fail.

iv In the Log file path box, type the existing full Windows path where the log files will be restored.

6 If you want to specify advanced options, click the arrow beside Advanced options to expand the list. The 
options are described as follows:

 Use SQL REPLACE — This option specifies that the SQL Server should create any necessary 
database and related files even if another database or file already exists with the same name.

This option overrides a SQL Server safety check that is intended to prevent you from accidentally 
overwriting a different database or file. This safety check is described in the Microsoft Transact‐SQL 
Reference Manual under the RESTORE command section.

 Tail‐log backup — To perform a tail‐log backup during the restore process, the database must be 
online and using either the full or bulk‐logged recovery model. You cannot perform a tail‐log backup 
on the system databases because those databases use the simple recovery model (for example, the 
master and msdb databases).

Do not select tail‐log backup if you are performing a redirected restore to a different SQL Server 
instance.

 Restore system databases — You rarely need to restore only system databases. However, the restore 
might be required if one or more system databases are damaged.

You will more likely need to restore system databases at the same time that you restore user 
databases. When you select both the system and user databases for restore, the system databases are 
restored first.

When you restore system databases, the VDP Microsoft SQL Server Client automatically restores the 
databases in the correct order (master, msdb, then model) managing SQL Server services.
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Authentication method — The authentication method specifies whether to use NT authentication or 
SQL Server authentication to connect to SQL Server. If you select SQL server authentication, specify 
the SQL Server login name and password.

 Restore only on primary replica checkbox — Sets the --recover-primary-only flag, which 
disables the automatic recovery of secondary replicas and performs the recovery only on the primary 
replica. By default, the check box is enabled, so the recovery will be performed only on the primary 
replica. This option is enabled only for databases that reside in an AlwaysOn availability group. 

NOTE   After you restore a database on only the primary replica, the corresponding database on the secondary 
replica is in a restoring state.

7 Click Next. 

The Ready to complete page appears.

8 Review the restore requests, and then click Finish.

9 Click OK when you see the message telling you that your restore was successfully initiated. 

10 Monitor the restore’s progress in the Recent Tasks pane.

Monitoring Client Activity

You can monitor tasks and events for all the client activity by collecting and analyzing the client logs. The client 
logs are Microsoft application (MSApp)‐related logs. The aggregated client log includes any replication, 
backup, restore, or automatic backup verification (ABV) job that passed with exceptions or failed. For more 
information, refer to “Collecting Logs” on page 44. 

Uninstalling the VDP Plug-in for SQL Server

To uninstall the VDP Plug‐in for SQL Server:

 On Windows Server 2012 or Windows Server 2008, use Programs and Features.

 On Windows Server 2003, use Add/Remove Programs.

Backing Up and Restoring Microsoft Exchange Servers
This section covers the following topics:

 “Microsoft Exchange Server Support” on page 165

 “Installing VDP for Exchange Server Client” on page 165

 “Using the VMware Exchange Backup User Configuration Tool” on page 168

 “Manually Configuring the VDP Backup Service” on page 170

 “Creating Backup Jobs for Microsoft Exchange Servers” on page 170

 “Restoring Backups of Microsoft Exchange Servers” on page 172

 “Granular Level Recovery on Microsoft Exchange Servers” on page 174

 “Uninstalling the Exchange Server Plug‐in” on page 174

Microsoft Exchange Server Options

VDP supports the enhanced backup and restore options for Microsoft Exchange Servers:

 Backup selected Exchange Servers

 Backup selected individual Exchange databases or storage groups

 Ability to perform incremental backups

 Support for multi‐streaming backups (up to ten streams)
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 Support for circular logging (promote, circular, and skip)

 Ability to restore Exchange to original location or alternate location

 Option for no replay logs during restore

 Recovery Storage Groups (RSG)/Recovery database (RDB)

 Granular‐level restores

Microsoft Exchange Server Support

Table 17‐2 lists the Microsoft Exchange Server versions and operating systems that the VDP plug‐in for 
Microsoft Exchange supports.

Microsoft .NET Framework 4 Requirement

The Exchange Server VSS plug‐in requires installation of Microsoft .NET Framework 4 on each server in the 
Exchange Server forest. Search the Microsoft Download Center for “Microsoft .NET Framework 4” to find 
downloads and additional information.

Hardware Requirements

Table 17‐3 lists the hardware requirements for the VDP Plug‐in for Microsoft Exchange Server.

Unsupported Microsoft Exchange Servers

Microsoft Exchange Server 2007 clusters (SCC, CCR, SCR) are not supported with the VDP plug‐in for 
Microsoft Exchange Server.

Installing VDP for Exchange Server Client

To support guest‐level backups, the VMware vSphere Data Protection (VDP) for Exchange Server Client must 
be installed on each Exchange Server for backup and restore support.

Prerequisites

Before using VDP, you must install and configure the VDP Appliance described in “VDP Installation and 
Configuration” on page 19 and you must have administrative rights to the Exchange Server.

Table 17-2.  Supported Microsoft Exchange Server Versions and Operating Systems

Exchange Server version Operating systems

 Exchange Server 2013
 Exchange Server 2013 database availability group (DAG)
 Exchange Server 2013 SP1

 Windows Server 2012 x64
 Windows Server 2012 R2 x64
 Windows Server 2008 R2 x64

 2010 SP3 Server
 Exchange Server 2010 Database Availability Group (DAG)

 Windows Server 2012 x64
 Windows Server 2008 R2 x64
 Windows Server 2008 SP2 x64

 2007 SP3  Windows Server 2008 R2 x64
 Windows Server 2008 SP2 x64

Table 17-3.  Hardware Requirements for Microsoft Exchange Server

Requirement Minimum

Memory (RAM) 64 MB

Hard drive space Software installation requires at least 100 MB of permanent hard 
drive space, with 1 GB recommended.

Local cache files require an additional 12 MB of permanent hard drive 
space for each 64 MB of physical RAM.
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Procedure

1 On each Exchange Server client, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 In the Credentials page, enter an administrative vCenter username and password, and then click Login.

3 In the vSphere Web Client, select VDP.

4 In the Welcome to VDP page, select the VDP Appliance and click Connect.

5 Click the Configuration tab. 

6 In Client Downloads, click Microsoft Exchange Server 64‐bit. 

7 Depending on your browser, you can save the .msi file or run it. When you run the .msi file, the 
VMware VDP for Exchange Server Setup wizard starts. Click Next.

8 On the End‐User License Agreement page, read the license and if acceptable, click I accept the terms in 
the License Agreement and click Next.

9 On the Appliance Registration Information page, type in the IP address or fully qualified domain name 
of the VDP Appliance that will back up the Exchange Server. 

10 (Optional) Select the option to install the Exchange Server GLR plug‐in if you plan to use the server for 
granular level recovery.

NOTE   You must reboot the Microsoft Exchange Server if you select the Exchange Server GLR option.

11 If this is the first Exchange Server in the Active Directory to have the VMware VDP for Exchange Server 
Client installed, confirm that the Launch Exchange Backup User Configuration Utility checkbox is 
selected. If the VMwareVDPBackupUser account has already been created in the Active Directory forest, 
clear this checkbox. Click Next.

12 On the Ready to install VMware VDP for Exchange Server page, click Install.

13 On the Completed the VMware VDP for Exchange Server Setup Wizard page, click Finish.

If you selected the VDP Exchange Backup User Configuration Tool checkbox, proceed to “Using the VMware 
Exchange Backup User Configuration Tool” on page 168.

If you did not select the VDP Exchange Backup Configuration Tool checkbox, proceed to “Manually 
Configuring the VDP Backup Service” on page 170.

Repeat this procedure for additional Exchange Servers.

Installing in a DAG or Cluster Environment

Procedure

1 Exchange for VDP consists of a single, standalone installer. Install the VDP for Exchange Client Plug‐in 
on each Microsoft Exchange server with the Mailbox server role.

To use a server for granular level recovery, select the options to install both the Exchange GLR plug‐in and 
the Exchange VSS plug‐in. In a DAG environment, you should configure at least one server for GLR. 

NOTE   You must restart the Exchange server after you install the Exchange GLR plug‐in.

2 Register each Exchange server as a client with the VDP Appliance.

3 Create and configure the VmwareVDPBackupUser account.

4 Use the VMware VDP Windows Cluster Configuration Wizard to configure the Exchange DAG client or 
the VDP cluster client.
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Configuring an Exchange DAG Client

Configuring an Exchange DAG client allows you to perform federated backups of databases in an Exchange 
Server 2013 or 2010 DAG.

Prerequisites

Verify that the DAG cluster environment meets the following prerequisites before configuring the Exchange 
DAG client.

 The VDP Windows Client has been installed.

 The VDP Backup Plug‐in for Exchange DAG has been installed.

 The DAG Group exists if the DAG client is already configured for any nodes.

 An unused static IP address is available to be assigned to the new VDP Exchange DAG Client.

 The machine accounts for all the cluster nodes must have full access to the SMB share.

 The Exchange DAG federated backup must have a network share created (to be used as the var 
directory).

Procedure

1 Log in to an Exchange server in the DAG with the VmwareVDPBackupUser account.

2 Start the VMware VDP Windows Cluster Configuration Wizard:

 On Windows Server 2012, open the Start screen and select VMware VDP Windows Cluster 
Configuration Wizard.

 On Windows Server 2008, open the Start menu and select Program Files > VMware VDP > VMware 
VDP Windows Cluster Configuration Wizard.

The welcome page appears.

3 Click Next.

The Plug‐Ins page appears.

4 Select Exchange DAG and click Next.

The DAG Nodes page appears with a list of DAG servers and their status.

5 Ensure that the environment meets the following requirements:

 The status for each Exchange server is Up.

 The installation status of the Windows client software for each server is Installed.

 The installation status of the Exchange VSS plug‐in on each server is Installed.

6 Click Next.

The Operations page appears.

7 Select Configure a new DAG client for all nodes and click Next.

The Prerequisites page appears. A check mark next to a prerequisite indicates that the environment meets 
the prerequisite.

8 Ensure that the environment meets all prerequisites on the Prerequisites page. You select the Internet 
Protocol version that the environment uses (IPv4 or IPv6) on the Prerequisites page, and then click Next.

If the environment does not meet a prerequisite, then exit the wizard, resolve the issue, and restart the 
wizard.

The DAG Client Settings page appears.



vSphere Data Protection Administration Guide

168 VMware, Inc.

9 Specify the client settings for the cluster group for the DAG client:

a Select the network in the network list.

b Type the IP address for the DAG client cluster group in the Exchange DAG client IPv4/IPv6 address 
box. The IP address must be a unique, unused IP address. Do not use the IP address for the DAG.

c Type the network mask for the DAG client cluster group in the Exchange DAG client IP subnet mask 
box.

10 Click Next.

The User Settings page appears.

11 Select one of the following login accounts:

 Local System account

 This account, and specify the Account Name and Password for the VmwareVDPBackupUser 
account.

12 Click Next.

The Server Settings page appears.

13 Specify the settings for the VDP Appliance:

a Type either the DNS name of the VDP Appliance in the Name box or the IP address in the IPv4/IPv6 
address box.

b Type the name of the VDP domain for the Exchange DAG client in the VDP client domain for the 
DAG client box.

c Type the data port for the VDP client/server communication in the Port number box.

d Type the path to the var folder for the cluster client in the Cluster clientʹs var directory box, or click 
Browse to select a location.

The var folder stores the Exchange DAG client configuration and log files. The VmwareVDPBackupUser 
account and all nodes in the cluster must have write access to this location.

NOTE   Select a volume that each server in the DAG can access.

14 Click Next.

The Summary page appears.

15 Review the settings that you specified in the wizard, and then click Configure.

The Progress page provides the status of the configuration. When the configuration is complete, the 
Results page appears.

16 Click Close.

Using the VMware Exchange Backup User Configuration Tool

If the Launch Exchange Backup User Configuration Utility checkbox is selected during VMware VDP for 
Exchange Server Client installation, the VMware Exchange Backup User Configuration Tool starts 
automatically after installation completes.

VMwareVDPBackupUser Account

The VDP Microsoft Exchange Server Client requires direct access to the Exchange Server. A special user 
account, called VMwareVDPBackupUser, is required to provide VDP with appropriate domain and 
administrator‐level permissions. This user account is set up through the VDP Exchange Backup User 
Configuration Tool, which runs by default after the VDP Microsoft Exchange Server Client installation.
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NOTE   The VDP Backup Agent service is no longer required to be run under this account, nor is the user 
required to select the Configure Backup Agent checkbox. If the VDP Backup Agent is configured to run under 
the Local System account, the user is required to enter credentials when creating backup jobs or when 
performing backup and restore operations.

VMwareVDPBackupUser is configured with the following:

 The user account is added and activated for the appropriate Active Directory, Exchange, and group 
accounts. The user account is added to the following groups:

 Backup Operators

 Domain Users

 Domain Admin (for Exchange Server 2007)

 Exchange Servers

 Exchange Organization Management (in Microsoft Exchange Security Groups) for Exchange Servers 
2010 and 2013

 Exchange Organization Administrators for Exchange Server 2007

 A mailbox is created, activated, and tested for the user account.

 A user account is set up and activated in the Exchange domain, and then on each Exchange Server running 
the VDP Microsoft Exchange Server Client. VDP Backup services must be configured to use the 
VMwareVDPBackupUser account.

Prerequisites

 Before using VDP, you must install and configure the VDP Appliance described in “VDP Installation and 
Configuration” on page 19.

 The Launch Exchange Backup User Configuration Utility checkbox must be selected during VMware 
VDP for Exchange Server Client installation. If the user does not select the checkbox at installation, the 
user can start the VMware Exchange Backup User Configuration Tool manually from the following 
location:

x:\program files\avp\bin\vmbackupusercfg.exe

 .NET 4.0 must be installed on the Exchange Server:

Procedure

1 In the VMware Exchange Backup User Configuration Tool, select New user or Existing user depending 
on the status of the user you are configuring.

2 In the User Name field, type a username for the VMwareVDPBackupUser Account. You can use the 
default name of VMwareVDPBackupUser if needed.

3 In the Password field, type a password for the account.

4 In the Confirm password field, re‐type the password.

5 In the Exchange Server field, select the name of the Exchange Server that the VDP Microsoft Exchange 
Server Client was installed on.

6 In the Storage group field (only active for Exchange Server 2007), select the Storage group name.

7 In the Mailbox store field, select the mailbox database for the VMwareVDPBackupUser account.

8 Click Check to test the new user settings. If the user does not exist in Active Directory, the check fails.

9 Click Configure Services.

10 The message log lists a set of tests that have passed or were successful. If all of the check test pass, click 
Close.
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Manually Configuring the VDP Backup Service

If you have already run the VDP Exchange Backup User Configuration Tool, the VMwareVDPBackupUser 
account is created. The following steps are used to manually configure the VMwareVDPBackupUser account 
to run the VDP Backup Service.

 Before using VDP, you must install and configure the VDP Appliance described in “VDP Installation and 
Configuration” on page 19.

 The VMwareVDPBackupUser account has been created through the Launch Exchange Backup User 
Configuration Utility. 

Procedure

1 Log in to the Exchange Server as VMwareVDPBackupUser or as another user with Administrative rights.

2 Start the Services application by selecting Start > Programs > Administrative Tools > Services.

3 From the Services window, right‐click Backup Agent in the Services list, and select Properties.

4 From the Backup Agent Properties dialog box, click the Logon tab.

5 Select the This account button and specify the username created by the VDP Exchange Backup User 
Configuration Tool (VMwareVDPBackupUser by default). 

6 Type the password for the VMwareVDPBackupUser account in the Password and Confirm password 
fields, and then click OK.

7 Right‐click the Backup Agent service in the Services list and select Restart.

NOTE   If GLR is installed, you must repeat this procedure on the “VMware VDP Exchange GLR Service” as 
well.

Creating Backup Jobs for Microsoft Exchange Servers

Microsoft Exchange Server clients must have the VMware VDP Microsoft Exchange Server Client installed in 
order to be available for backup. See “Installing VDP for Exchange Server Client” on page 165 for additional 
information on client installation.

1 In the vSphere Web Client, select the Backup tab.

2 In the Backup tab, click Backup Job Actions, and select New to start the Create a new backup job wizard.

3 On the Job Type page of the wizard, select Applications. This option lets you back up the full server or 
selected databases.

The job type that you choose determines the options that you can select from here on. Based on your 
selection, follow the instructions in the appropriate section below.

Backing up Applications

If you select Applications on the Job Type page, you can choose to back up application servers or individual 
databases.

1 On the Job Type page of the Create a new backup job wizard, select Applications and click Next.

2 On the Data Type page, select one of the following options and click Next:

 Full Server — This option lets you back up entire applications servers.

 Selected Databases — This option lets you back up individual application server databases.
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3 On the Backup Sources page, click the arrow beside Microsoft Exchange Servers(s) to expand the list.

4 Do one of the following:

NOTE   Best practice is to select only one Exchange Server per backup job. 

 If you chose to back up a full server, select the checkbox next to the Exchange Server that you want 
to back up, and then click Next.

 If you chose to back up selected databases, click the arrow beside an Exchange Server, continue 
drilling down until you can select the database or storage group that you want to back up, and then 
click Next. Note that if the client is running as a local system account, the user must provide Exchange 
Administrator credentials to drill down the Exchange server.

NOTE   If the backup target is an Exchange 2007 Server, you cannot select an individual database, and 
must select a storage group instead.

5 On the Backup Options page:

a Select a backup type of Full or Incremental. Incremental backups are automatically promoted to full 
backups if a full backup does not exist.

NOTE   If the client is running as a Local System account, the user must provide Exchange Administrator 
credentials. If not running as a Local System account, credentials are not required.

If you select Incremental, you can specify circular logging options. Circular logging allows you to 
reduce the number of transaction logs resident on the system. For mixed environments where some, 
but not all, storage groups or databases have circular logging enabled, you can select one of these 
settings to specify how VDP handles incremental backups.

 Promote (default setting) — This option promotes an incremental backup to a full backup if any 
database in the saveset has circular logging enabled. All databases will be backed up whether 
they have circular logging enabled or not. If one or more databases has circular logging enabled, 
all databases in the saveset will have any incremental backup promoted to a full backup.

 Circular — This option promotes all incremental backups of all databases with circular logging 
enabled to a full backup and skips any databases that do not have circular logging enabled.

 Skip — This option performs an incremental backup of all databases that have circular logging 
disabled and skips any databases that have circular logging enabled.

b (Available for DAG clusters only) In the Preferred server order list box, specify the priority of servers 
to use to back up the Exchange databases. Specify the server name, not the FQDN. Separate multiple 
entries with commas. If you do not specify a list, the Exchange VSS plug‐in adds all servers in the 
DAG to the list in alphabetical order.

c (Available for DAG clusters only) From the Set the preference for what types of database to back up 
list, select the type of database to back up:

 Select Prefer passive to back up a passive copy of each database, if a healthy passive copy is 
available. If a healthy passive copy is not available, the VDP Appliance backs up the active copy.

 Select Active only to back up only the active copy of each database.

 Select Passive only to back up only the passive copy of each database. If a healthy passive copy 
is not available, the backup does not include the database.

6 Select the Enable multi‐stream backup option if you want to allow the parallel processing of backup jobs 
using multiple processors. Use the slider bar to select the number of streams to use. 

You can use as many as ten streams. Each stream requires a separate processor core. By taking advantage 
of multi‐processors, you can improve backup performance.

7 Click Next.
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8 On the Schedule page, select the backup schedule and start time for the backup job, and then click Next.

See “Specifying the Backup Schedule” on page 113 for additional information on configuring the 
schedule.

9 On the Retention Policy page, select an option for how long to keep the backup, and then click Next.

See “Setting the Retention Policy” on page 113 for additional information on configuring the retention 
policy.

10 On the Name page, type a name for the backup job, and then click Next.

11 On the Ready to Complete page, review the summary information about the backup job, and then click 
Finish.

12 Click OK when you see the confirmation that the backup job was created successfully.

Restoring Backups of Microsoft Exchange Servers

After you run backups on Microsoft Exchange Servers, you can restore these backups to their original location 
or to an alternate location.

CAUTION   The target Microsoft Exchange Server must have the same Microsoft Exchange Server version and 
service pack as the Exchange Server on which the backup occurred. Otherwise, the restore will fail.

Procedure

1 In the vSphere Web Client, select the Restore tab.

2 Click the client whose backup you want to restore.

3 Click the backup that you want to restore.

4 To restore the entire contents of the backup, select the Exchange Information Store checkbox.

5 After you select all the targets, click the Restore button.

NOTE   If the client is running as a local system account, the user must provide Exchange Administrator 
credentials. If not running as a local system account, credentials are not required.

6 On the Select Restore Options page, the Restore to Original Location option is the default setting and 
cannot be modified.

7 (Optional) For GLR, on the Select Restore Options page, do the following.

 Restore to Original Location — Clear this box if you would like to select a different client to create 
the RDB on or to restore to a different mailbox.

 Destination Client — This is the Exchange Server where the RDB will be created and mounted from 
the backup. This client must be an Exchange Server with the VDP Exchange GLR plug‐in installed.

 Destination Mailbox — Set to the email address of the mailbox where the selected mailboxes should 
be restored to.

8 If you want to specify advanced options, click the arrow beside Advanced options to expand the list. 

The options are described as follows:

 Allow database overwrite — Forces any existing databases to be overwritten that have the same 
name or names included in the restore job. When this option is selected, it modifies the “Allow File 
Restore” flag, which is internal to the Exchange Server.
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 Restore into RSG/RDB — Restore Storage Groups (RSG) are used in Exchange Server 2007 and 
Recovery Databases (RDB) are used in Exchange Server 2010 and Exchange Server 2013. RSG/RDB is 
used to restore to an RSG/RDB instead of to a production database. When you select Restore into 
RSG/RDB, you can configure the following options:

 Overwrite existing RSG/RDB — Overwrites any existing RSG/RDB. Use this option with 
caution.

 RSG/RDB name — The name of the RSG/RDB that is used for the restore. If a RSG/RDB with the 
specified name does not already exist, it will be created. If an RSG/RDB with the specified name 
already exists, use the Overwrite existing RSG/RDB option to overwrite it.

 RSG/RDB database path — The path where the RSG/RDB database file will be restored (for 
example, C:\myrdb). This is an optional field. The default location is used if this field is left 
blank.

 RSG/RDB log path — The path where the RSG/RDB log file will be restored (for example, 
C:\myrdb). This is an optional field. The default location is used if this field is left blank.

 Select whether to restore but not replay transaction logs by selecting or clearing the Do not replay 
the transaction logs checkbox. When you select this option, you can manually copy additional 
transaction logs before you mount the database.

 If log file conflicts occur during the restore, use the Move logs path box to specify a location to move 
the existing log files to before the restore. If you do not specify a path for the log files and there is a 
gap in the transaction log, the restore process automatically moves the current transaction logs to a 
subfolder named logs_time_date. The time and date values are the time and date of the restore. 
The subfolder is in the transaction log folder for the database or storage group. You can use these logs 
to analyze the restore operation, if necessary, or apply those logs up to where the failure occurred.

 For Restore Options in Exchange DAG Cluster configurations, refer to “Suspending Replication in a 
DAG or Cluster” on page 173.

9 On the Ready to complete page, review the restore requests, and then click Finish.

10 Click OK when you see the message telling you that your restore was successfully initiated. 

11 Monitor the restore’s progress in the Recent Tasks pane.

Suspending Replication in a DAG or Cluster

The VDP Appliance automatically suspends replication from active databases or storage groups to passive 
databases or storage groups during a restore when you select the Automate replication suspension checkbox 
during a restore.

You also can manually suspend replication to the passive databases or storage groups by using the Exchange 
Management Shell before you perform the restore.

Procedure

In Exchange Server 2013 or 2010, type the following command in the Exchange Management Shell on any 
server in the DAG to manually suspend replication to passive databases or storage groups before a restore:

suspend-MailboxDatabaseCopy -Identity database\I

where database is the name of the database and server is the name of the DAG server with the passive 
copy.

Monitoring Client Activity 

You can monitor tasks and events for all the client activity by collecting and analyzing the client logs. The client 
logs are Microsoft application (MSApp)‐related logs. The aggregated client log includes any replication, 
backup, restore, or automatic backup verification (ABV) job that passed with exceptions or failed. For more 
information, refer to “Collecting Logs” on page 44. 
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Uninstalling the Exchange Server Plug-in

To uninstall the Exchange Server plug‐in, use Programs and Features.

The Exchange Server GLR plug‐in uninstalls automatically when you uninstall the Exchange Server plug‐in. 
You must restart the computer after you uninstall the Exchange Server plug‐in.

Granular Level Recovery on Microsoft Exchange Servers

The VDP Plug‐in for Exchange Granular Level Recovery (GLR) mounts a temporary virtual drive on the target 
server and restores an Exchange Server database or storage group from a backup to a Recovery Database 
(RDB) or Recovery Storage Group (RSG) on the virtual drive. 

Note the following:

 GLR in VDP supports recovery at the mailbox level only. GLR is not supported at the individual item 
level.

 The backup must be a full backup with the VMware VDP Exchange Server plug‐in.

 You can perform GLR operations on backups that contain public folder databases, but you cannot use 
GLR to browse or restore from the public folder database itself.

GLR System Requirements

The GLR process with the VDP Plug‐in for Exchange Server GLR places additional demands on computer 
hardware and resources beyond the base requirements for backup and restore. Table 17‐4 describes the system 
requirements for the VDP Plug‐in for Exchange Server GLR.

NOTE   You also must download the latest MAPI client libraries and CDO 1.2.1 from the Microsoft website, and 
install the libraries and CDO on each Exchange Server with the Exchange Server GLR plug‐in. Some features 
might not work unless you have the latest versions.

Multi-Streaming Requirements

Multi‐streaming places additional demands on computer hardware and resources beyond the base 
requirements for the VDP Plug‐in for Exchange Server VSS. In addition, there are several configuration 
recommendations for multi‐streaming.

Table 17‐5 lists hardware and software recommendations for multi‐streaming.

Table 17-4.  GLR System Requirements

Requirement Minimum

Memory (RAM) The VDP Plug‐in for Exchange Server GLR requires additional memory (RAM). Start 
with 1 GB of RAM. The required amount of additional or total memory depends on 
current system performance with existing memory:

 If resources are already strained and performance is slow with regular operations of 
the VDP Plug‐in for Exchange Server VSS, add significantly more memory to support 
VDP Plug‐in for Exchange Server GLR operations.

 If performance is currently adequate with regular operations of the VDP Plug‐in for 
Exchange Server VSS, additional memory may not be required to support VDP 
Plug‐in for Exchange Server GLR operations.

Hard drive space Additional disk space is required to provide a disk staging area to hold writes to the 
Exchange Server database and log files.

Table 17-5.  Multi-Streaming Requirements 

Hardware and Software Recommendations

CPU At least one processor core per stream

Memory (RAM) 48 GB or more
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Multi-Streaming Exchange Server Configuration Requirements

VDP consumes significantly more CPU during backups with multi‐streaming. This additional CPU 
consumption on an active Exchange Server can impact performance and affect end users. 

Ensure that the Exchange Server environment meets the following requirements for multi‐streaming:

 Locate each database on a separate physical disk. If possible, locate the database file on one disk and the 
transaction logs on a separate disk for each database.

 Best results occur when each database or storage group is approximately the same size.

When you specify multi‐streaming options for a backup, specify a maximum of one backup stream for each 
disk in the backup set. For example:

 If you are backing up two databases, with each database on its own disk, specify a maximum of two 
streams.

 If you are backing up two databases, with each database and its logs on two disks (for a total of four disks), 
specify a maximum of four streams.

VSS Requirements

The VDP Plug‐in for Exchange Server VSS uses Microsoft Volume Shadow Copy Service (VSS) technology to 
perform backups. VSS is a framework that enables performance of volume backups while applications on a 
system continue to write to the volumes.

Supported VSS Providers and Writers

The Exchange Server VSS plug‐in uses the Microsoft Software Shadow Copy Provider and the following VSS 
writers:

 Microsoft Exchange Server Store VSS Writer

 Microsoft Exchange Server Replication VSS Writer

The Exchange Server VSS plug‐in does not support hardware providers.

VSS Snapshot Volume Requirements

The Microsoft VSS framework supports as many as 64 volumes in a VSS snapshot. When you create a dataset 
or perform an on‐demand backup, do not include more than 64 volumes. If you include more than 64 volumes 
in a snapshot, backup fails and the event log lists the following error:

VSS_E_MAXIMUM_NUMBER_OF_VOLUMES_REACHED.

The VSS framework also limits the number of shadow copies to 64 per volume. If the number of shadow copies 
in a volume exceeds 64, backup fails and the event log lists the following error:

VSS_E_MAXIMUM_NUMBER_OF_SNAPSHOTS_REACHED.

Hard disk 1 disk drive for operating system/Exchange Server installation
1 to 2 disk drives or RAID drive group for each Exchange Server database
7200 RPM or faster disk drives

Network adapter 1 GB

Operating system Windows Server 2008 SP2 or later

Table 17-5.  Multi-Streaming Requirements  (Continued)

Hardware and Software Recommendations
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Enabling GLR Log Files before you Perform GLR

GLR log files enable you to trace and debug granular level restore. Perform the following steps to enable the 
GLR log files:

1 Use a text editor to create the command file in the C:\Program Files\avp\var folder, where 
C:\Program Files\avp is the installation folder.

2 Save and close the command file.

Table 17‐6 lists the VDP  log files that you can enable to trace and debug GLR.

Backing Up Exchange Server Databases

For instructions on how to back up Exchange Server databases, refer to “Backing up Applications” on 
page 160.

Restoring Individual Mailboxes

NOTE   You must manually delete all RDBs on the target Exchange Server (2010 or 2013) before performing 
granular level recovery. The GLR process automatically deletes RSGs on target Exchange Server 2007 servers. 

After you have backed up individual mailboxes, you can browse and extract individual mailboxes from the 
database to restore. The selected items restore from the VDP Appliance to a Recovered Items folder in the 
original mailbox. You can then browse and select the items to keep. For instructions on how to restore a backup 
at the granular level, refer to “Restoring Backups of Microsoft Exchange Servers” on page 172.

The virtual drive automatically dismounts and the RDB or RSG is deleted from the target server for GLR after 
the restore completes. Exchange Server 2007 is automatically deleted. For Exchange Servers 2010 and 2013, you 
must automatically delete before you perform GLR.

Procedure

1 In the vSphere Web Client, select the Restore tab.

2 Select the backup to restore and click the Restore icon to start the Restore backup wizard. 

The Select backup page appears. 

3 Click the client whose backup you want to restore.

4 Click the backup that you want to restore.

Table 17-6.  VDP Log Files

Log File Contents
Flag to Enable 
Debugging Command File for Flags

Axionfs.log Trace and debugging information for 
AvFS file system calls.

--debug

x19=327680

axionfs.cmd

avmapi.log Trace and debugging information for 
MAPI calls.

--debug avmapi.cmd

avexglr_plugin.log Trace and debugging information for 
RDB and RSG creation, mount, 
browse, and restore.

--debug avexchglr.cmd

Aveexchglrsvc.log Trace and debugging information for 
RDB and RSG creation, mount, 
browse, and restore.

--debug aveexchglrsvc.cmd

ps_exec.log Trace and debugging information for 
execution of PowerShell commands 
on the Exchange Server client.

--debug ps_exec.cmd
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5 Select to restore at any level in the hierarchy. The restore is considered GLR if the restore targets are at the 
mailbox level.

 For Microsoft Exchange 2007 servers, the backup hierarchy is as follows: 

Exchange server name ‐ > Backup date ‐ > Exchange Information Store ‐ > Storage groups ‐ > 
Databases ‐ > Mailboxes. 

 For Microsoft Exchange 2010 or 2013 servers, the backup hierarchy is as follows:

Exchange server name ‐ > Backup date ‐ > Exchange Information Store ‐ > Databases ‐ > Mailboxes. 

6 Once all the targets have been selected, click the Restore button.

NOTE   If the client is running as a local system account, the user must provide Exchange Administrator 
credentials. If the client is not running as a local system account, credentials are not required.

7 On the Ready to complete page, review the restore requests, and then click Finish.

8 Click OK when you see the message telling you that your restore was successfully initiated. 

9 Monitor the restore’s progress in the Recent Tasks pane.

Backing Up and Restoring Microsoft SharePoint Servers
VDP supports the backup and restore of Microsoft SharePoint Servers. Only one SharePoint Server system per 
farm is currently supported. 

NOTE   Restoring only the SharePoint Server Configuration or Administrator’s database can corrupt the 
SharePoint Server application. Therefore, if you are not restoring only content databases, you must restore the 
entire backup.

Hardware Requirements

Table 17‐7 lists the hardware requirements for the Microsoft SharePoint Server.

Supported Microsoft SharePoint Servers

VDP supports the following versions of Microsoft SharePoint Server:

 SharePoint Server 2007 SP2 or later:

 Windows Server 2008 R2

 Windows Server 2008

 SharePoint Server 2010, 2010 SP1:

 Windows Server 2008 SP2

 Windows Server 2008 R2

 SharePoint Server 2013:

 Windows Server 2012

 Windows Server 2008 R2 SP1 or later

Table 17-7.  Hardware Requirements for Microsoft SharePoint Server

Requirement Minimum

Memory (RAM) 2 GB

File systems NTFS
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Installing VDP for SharePoint Server Client

Install the VDP client plug‐in on each SharePoint Server in the farm. (A SharePoint farm is a collection of 
SharePoint Servers that work together to provide a set of basic SharePoint Server services that support a single 
site.) 

Limitations

 The SharePoint Server VSS Writer must run with the SharePoint Server Farm Administrator account.

Prerequisites

 The VDP Appliance must be installed and configured as described in “VDP Installation and 
Configuration” on page 19.

 You must have local administrator privileges to each SharePoint Server.

Procedure

1 On each SharePoint Server client, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

2 On the Credentials page, enter an administrative vCenter username and password and click Login.

3 In the vSphere Web Client, select VDP.

4 On the Welcome to VDP page, select the VDP Appliance and click Connect.

5 Click the Configuration tab. 

6 Under Client Downloads, click Microsoft SharePoint Server 64 bit. Depending on your browser, you can 
save the .msi file or run it.

The VMware VDP for SharePoint Server Setup wizard starts. 

7 Click Next.

8 On the End‐User License Agreement page, read the license and if acceptable, click I accept the terms in 
the License Agreement and click Next.

9 On the Appliance Registration Information page, type in the IP address or the name of the VDP Appliance 
that will back up the SharePoint Server. Click Next. 

10 On the Ready to install VMware VDP for SharePoint Server page, click Install.

11 During installation, select whether the server on which you are installing will be the primary back up 
server (front end) or another member server of the SharePoint Server farm (back end).

NOTE   The front‐end server can only be installed on one farm server, and it must be a Web front end or an 
application server.

12 On the Completed the VMware VDP for SharePoint Server Setup Wizard page, click Finish.

Creating Backup Jobs for Microsoft SharePoint Servers

After you have installed the VDP for SharePoint Server client, SharePoint VM clients are available for backup.

1 In the vSphere Web Client, click the Backup tab.

2 In the Backup tab, click Backup Job Actions, and then select New to start the Create a new backup job 
wizard.

3 On the Job Type page of the wizard, select Applications. This option backs up the SharePoint Server 
application running on the virtual machine.

4 Click Next and follow the instructions below.
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Backing Up Applications

You can only back up the entire SharePoint Server application server. Backing up individual databases is not 
supported in the current release.

1 On the Data Type page, select Full Server and click Next.

2 On the Backup Sources page:

a Click the arrow beside Microsoft SharePoint Servers(s) to expand the list.

b Select the checkbox next to the SharePoint Server that you want to back up.

c Click Next.

3 On the Backup Options page, scroll down, if necessary, to locate the SharePoint Server you have installed 
as the front end:

a In the Farm Administrator Credentials section, type the administrator Login ID and Login 
password.

b Select the Enable multi‐stream backup option to allow multiple threads of execution during the 
backup. Use the slider bar to select the number of streams to use, and then select Database or Volume 
in the Group by menu.

c Click Next.

4 On the Schedule page, select the backup schedule and start time for the backup job, and then click Next.

5 On the Retention Policy page, select an options for how long to retain the backup, and then click Next.

6 On the Name page, type a name for the backup job, and then click Next.

7 On the Ready to Complete page, verify your selections. 

If the settings are correct, click Finish. If the settings are not correct, click Back to correct them as needed.

Restoring Backups of Microsoft SharePoint Servers

After you run backups on SharePoint servers, you can restore these backups to their original location or to an 
alternate location.

1 In the vSphere Web Client, click the Restore tab.

2 Select the backup to restore and click the Restore icon. 

The Select backup page appears. 

3 Select the backup job that you want to restore. While you can select multiple SharePoint Servers, you can 
only select one restore point for each server. Make (or confirm) the backup jobs for restoration and click 
Next.

4 On the Select Restore Options page, do one of the following.

 Leave the Restore to Original Location option selected (the default setting) to restore the backup to 
its original location.

 Clear the Restore to Original Location option to restore the backup to an alternate location. Click 
Choose to select a destination and type the full Windows path to the location on the destination 
where the backup will be restored.

5 To specify advanced options, click the arrow beside Advanced options to expand the list. The options are 
described as follows:

 Login ID — Type the SharePoint Server Administrator’s login ID. The format is DOMAIN\user.

 Login Password — Type the Farm Administrator’s password used to log in to the destination client.

 Application Pool (optional) — For SharePoint Server 2013, type the name of an existing application 
pool to which the Search Service Application will be restored.
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 Encryption method — Select an encryption method from the list.

 Advanced options (Support Only) — Do not type anything in this box. It is for EMC Support use 
only.

6 Click Next.

7 On the Ready to complete page, verify your selections. If they are correct, click Finish. If the settings are 
not correct, click Back to create the correct configuration.

8 Click OK when you see the message telling you that your restore was successfully initiated. 

9 Monitor the restore’s progress in the Recent Tasks pane.

Monitoring Client Activity 

You can monitor tasks and events for all the client activity by collecting and analyzing the client logs. The client 
logs are Microsoft application (MSApp)‐related logs. The aggregated client log includes any replication, 
backup, restore, or automatic backup verification (ABV) job that passed with exceptions or failed. For more 
information, refer to “Collecting Logs” on page 44. 

Uninstalling the VDP Plug-in for SharePoint Server

To uninstall the VDP Plug‐in for SharePoint Server on a Windows Server 2008 or Windows Server 2012 
installation, use Programs and Features.
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This chapter includes the following topics:

 “Basic Disaster Recovery” on page 182

 “Extended Data Protection” on page 182

 “Best Practices for Archiving the VDP Appliance to Tape” on page 182

 “Exporting the Replication Target” on page 183

 “Configuring Backups for Tape‐Out” on page 183

 “Backing Up VDP Replication Target to Tape” on page 183

 “Restoring the VDP Replication Target from Tape to the vCenter” on page 184

VDP Disaster Recovery 18
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Basic Disaster Recovery
VDP is robust in its ability to store and manage backups. In the event of failure, the first course of action is to 
roll back to a known validated checkpoint (see“Rolling Back an Appliance” on page 46). To recover from a 
VDP Appliance failure, the following procedure creates backups of the appliance and all of the associated VDP 
backups for use in disaster recovery.

The following provides guidelines for VDP disaster recovery:

1 Before shutting down the VDP Appliance, verify that no backup or maintenance tasks are running. 
Depending on the backup method used and how long it takes, schedule your VDP backup during a time 
when no tasks are scheduled. For example, if your backup window is eight hours and backups only take 
one hour to complete, you have an additional seven hours before maintenance tasks are schedule. This is 
an ideal time to shut down and back up the appliance. 

2 In the vSphere Client, navigate to the appliance. Perform a Shut Down Guest OS action on the virtual 
machine. Do not use Power Off. A power off task is equivalent to pulling the plug on a physical server 
and may not result in a a clean shutdown process. See “VDP Shutdown and Startup Procedures” on 
page 62 for more information.

3 Once you have confirmed that the appliance has been shut down, proceed with your preferred method of 
protection.

4 Verify that the backup of VDP is complete and that no backup, snapshot, or copy jobs are being performed 
against VDP.

5 From the vSphere Client, perform a Power On operation for the appliance.

Extended Data Protection 
To recover from a VDP Appliance failure, protect either the appliance or selective backups by storing backup 
data outside of the VDP Appliance. VDP supports the ability to replicate backup data to a replication target. 
For VDP, this replication target can be an Avamar server only. With VDP, the replication target can be an 
Avamar server or another VDP Appliance.

A possible strategy for long‐term retention with VDP is to replicate your backups to a secondary VDP 
Appliance, shut down that target VDP Appliance, and send the files that make up the target appliance to tape. 
If there is a need to restore this archived backup data, copy the files that make up the target VDP Appliance 
back into a vSphere environment, re‐register the appliance with the vCenter Server, and perform restores 
using the VDP plug‐in in the vSphere Web Client.

NOTE   It is best to only replicate those clients that are needed for long‐term retention on tape. Limiting the 
backups that are replicated reduces the disk consumption on the vCenter and the consumption on tape. 

Best Practices for Archiving the VDP Appliance to Tape
When installing another VDP Appliance to serve as a replication target for tape out, configure the replication 
target using the following guidelines:

 Use the smallest disk size needed for your replication target. The replication target disks are in dependent 
mode, are thin‐provisioned, and are set at 50% capacity.

 Because the replication target is a target for tape out, only dependent disk storage is allowed. You can 
change the disk storage type to independent persistent when you restore the replication target from tape 
to the vCenter. 

NOTE   The term “replication target” refers to the secondary appliance which is the replication target set on the 
primary VDP Appliance. This replication target is the best target for tape out of the backups. 

“Best Practices for Archiving the VDP Appliance to Tape” on page 182 provides instructions.
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Exporting the Replication Target
You can export the replication target by moving the replication target to tape, or by creating and then moving 
an OVF file to other storage. 

Moving the Replication Target to Tape

From the perspective of your backup tool, the replication target is a virtual machine. 

1 Shut down your replication target by using the Shut Down Guest OS action on the virtual machine.

2 Take a snapshot of the replication target.

3 Move the replication target to tape by using the backup tool of your choice.

Creating an OVF File from the Replication Target 

You can also use the replication target to create an OVF of the virtual machine, and then you can move that 
OVF file to other storage. When selecting clone to template, an OVF doubles the storage requirements of the 
original VM. 

1 Shut down your replication target using the Shut Down Guest OS action on the virtual machine.

2 Select Template and either use the Clone to Template action or the Convert To Template action.

3 Once complete, move the template to the storage location of your choice, or use the backup tool to move 
the template to tape or disk.

Configuring Backups for Tape-Out 

Prerequisites

 The backup tool is configured with tape libraries and devices for backup and restore operations.

 Media pool and tape volumes are configured for tape‐out. 

 Backups on the primary VDP Appliance are replicated to the replication target. You can find instructions 
for replicating backups from the primary VDP Appliance to supported replicated targets in “Creating a 
Replication Job” on page 136. The Replication tab displays a list of the replication jobs that have been 
created.

Backing Up VDP Replication Target to Tape 

Procedure

1 Before shutting down the VDP Appliance, run an integrity check.

a From the VDP user interface – Configuration tab, click the   icon and select Run integrity check.

A confirmation screen displays, asking if you want perform a manual integrity check. 

b Click Yes.

A message displays informing you that the integrity check has been initiated. 

c Click OK.

 The VDP Appliance starts the integrity check.

d Monitor the Integrity Check progress through Recent Tasks.

2 In the vSphere Client, navigate to the VDP Appliance and perform a Shut Down Guest OS action on the 
virtual machine.

NOTE If the Shut Down Guest OS action is grayed out, navigate to vCenter > Hosts and Clusters, 
right‐click the VDP Appliance, and select Power off VM.
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3 Using the vSphere Web Client, ensure that the hardware disk type is set to Dependent:

a From a web browser, access the vSphere Web Client:

https://<IP_address_vCenter_Server>:9443/vsphere-client/

b Log in as a user with privileges to edit hardware settings.

c Click vCenter > Hosts and Clusters.

d In the tree on the left, click the disclosure arrows until the VDP Appliance appears.

e After the appliance has shut down, right‐click the VDP Appliance and choose Edit Settings.

f In the Virtual Hardware table, starting with Hard disk 2, click the disclosure arrow.

g In the Disk Mode row, click Dependent.

4 Using the backup tool of your choice, back up the replication target to tape.

5 Ensure the backup to tape operation completed successfully.

Restoring the VDP Replication Target from Tape to the vCenter

Prerequisites

 The original VDP Appliance from which the backups are deleted from the vCenter.

 The user has VMware privileges to register and create virtual machines.

 Only full image backups are selected to restore from tape to the vCenter.

 Appropriate transport modes (for example, NBD, SAN, or HotAdd) are used for the restore. 

 The datastores have sufficient capacity.

Procedure

Using the backup tool, restore the VDP replication target from tape to the vCenter. To perform an image‐level 
recovery of a full virtual machine to the VMware vCenter Server:

1 If you are restoring the VDP replication target to the original VMware vCenter Server, you must first 
delete the original VDP Appliance from which the backups were replicated:

a Open the vSphere web client for the vCenter where the VDP was deployed.

b Navigate to the Hosts and Clusters view.

c Expand until you view the VDP Appliance you want to delete.

d Make sure the VDP Appliance is powered off.

e Right‐click the original VDP Appliance and select All vCenter Actions > Delete from Disk.

f When prompted to confirm the deletion, click Yes.

g Wait for all tasks related to the virtual machine deletion to complete before proceeding to the next 
step.

2 Run the backup tool you are using to restore the VDP replication target from tape to the vCenter.

3 Perform a full level restore of the virtual machine by using the instructions specific to the backup tool.

4 After the restore has successfully completed, edit the appliance to make all the data disks 
Independent‐Persistent by using the vSphere Web Client:

a Log in as a user who has privileges to edit hardware settings.

b Click vCenter > Hosts and Clusters.

c In the tree on the left, click the disclosure arrows until the VDP Appliance appears.
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d After the appliance shuts down, right‐click the VDP Appliance and select Edit Settings.

e In the Virtual Hardware table, starting with Hard disk 2, click the disclosure arrow.

f In the Disk Mode row, click Independent ‐ Persistent.

5 Run a manual integrity check to verify the configuration.
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vSphere Data Protection (VDP) uses the ports listed in Table A‐1.

NOTE   Refer to Knowledge Base article 2034929 for more information about required ports for VMware VDP 
5.x.

vSphere Data Protection Port Usage A

Table A-1.  VDP port usage

Product Port Protocol Source Destination Purpose

VDP 22 TCP User VDP Secure Shell (SSH) 
access for debugging

VDP 53 TCP/UDP VDP DNS server Required for name 
resolution 

VDP 80 TCP VDP vCenter http (for licensing)

VDP 111 TCP/UDP VDP vSphere Host Access to RPC port 
mapper 
functionality; only 
required when 
backups are stored 
on a Data Domain 
system

VDP 443 TCP VDP vCenter or SSO https

VDP 700 TCP VDP LDAP Active Directory Loginmgr tool

VDP 8509 TCP vCenter VDP  Tomcat AJP 
Connector

VDP 8543 TCP vSphere Web Client VDP Redirect for Tomcat

VDP 8580 TCP vCenter VDP VDP Downloader

VDP 9443 TCP vCenter VDP VDP Web Services

VDP 27000 TCP VDP vCenter Licensing 
communication

Note: VDP requires that port 27000 be open for licensing purposes. Port 27000 is not required for vCenter communication.

VDP 28001 TCP MSApp Client VDP Client Software

VDP 5.5 and later 29000 TCP VDP 5.5 and later Avamar Virtual 
Edition (AVE) or 
Avamar storage 
server

Replication with high 
SSL encryption
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See “User Account Configuration” on page 22 to configure the VDP user or SSO admin user by using the 
vSphere Web Client. In high‐security environments, you can restrict the vCenter user account permissions 
required to configure and administer the VDP Appliance to all of the following categories:

Alarms

 Create

 Modify

Datastore

 Allocate space

 Browse datastore

 Configure datastore (for VSAN support)

 Low level file operations

 Move datastore

 Remove datastore

 Remove file

 Rename datastore

Extension

 Register extension

 Update extensions

Folder

 Create folder

Global

 Cancel task

 Disable methods

 Enable methods

 Licenses

 Log event

 Manage custom attributes

 Settings

Minimum Required vCenter User 
Account Permissions B
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Network

 Assign network

 Configure

Resource

 Assign virtual machine to resource pool

Sessions

 Validate session

Tasks

 Create task

 Update task

Virtual machine > Configuration

 Add existing disk

 Add new disk

 Add or remove device

 Advanced

 Change cpu count

 Change resource

 Disk change tracking

 Disk lease

 Extend virtual disk

 Host usb device

 Memory

 Modify device setting

 Raw device

 Reload from path

 Remove disk

 Rename

 Reset guest information

 Set annotation

 Settings

 Swapfile placement

 Upgrade virtual machine compatibility

Virtual machine > Guest operations

 Guest Operation Modifications

 Guest Operation Program execution

 Guest Operation Queries
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Virtual machine > Interaction 

 Console interaction

 Device connection

 Guest operating system management by VIX API

 Power off

 Power on

 Reset

 VMware tools install

Virtual machine > Inventory

 Create new

 Register

 Remove

 Unregister

Virtual machine > Provisioning

 Allow disk access

 Allow read‐only disk access

 Allow virtual machine download

 Mark as template

Virtual machine > Snapshot management

 Create snapshot

 Remove snapshot

 Revert to snapshot

vApp

 Export

 Import

 vApp application configuration
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This chapter includes the following troubleshooting topics:

 “Troubleshooting VDP Appliance Installation” on page 194

 “Troubleshooting Accessing the VDP Web Client” on page 194

 “Troubleshooting VDP Advanced Licensing” on page 199

 “Troubleshooting VDP Backups” on page 194

 “Troubleshooting VDP Restores” on page 196

 “Troubleshooting VDP Replication Jobs” on page 197

 “Troubleshooting VDP Integrity Check” on page 197

 “Troubleshooting Automatic Backup Verification” on page 197

 “Troubleshooting the Restore Client (File Level Recovery)” on page 198

 “Troubleshooting the VDP Appliance” on page 201

 “Troubleshooting VDP Microsoft Exchange Server” on page 201

 “Troubleshooting VDP Microsoft SQL Server” on page 203

 “Troubleshooting VDP Microsoft SharePoint” on page 203

 “Accessing VDP Knowledge Base Articles” on page 203

vSphere Data Protection 
Troubleshooting C
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Troubleshooting VDP Appliance Installation
If you have problems with the vSphere Data Protection (VDP) Appliance installation:

 Confirm that all of the software meets the minimum software requirements. See “Software Requirements” 
on page 20 for more information.

 Confirm that the hardware meets the minimum hardware requirements. See “System Requirements” on 
page 20 for more information.

 Confirm that DNS is properly configured for the VDP Appliance. See “Preinstallation Configuration” on 
page 21 for more information.

Troubleshooting the Installer Package
To find upgrade‐related logs that you can use to troubleshoot, refer to the avinstaller.log.0 file in the 
Log Bundler. 

Troubleshooting Accessing the VDP Web Client
The following troubleshooting topics describe how to identify and resolve some common issues with 
managing VDP.

The VDP appliance is not responding. Please try your request again.

If you were previously able to connect to VDP and this message appears, check the following:

 Confirm that the username or password that is used to validate VDP to the vCenter Server has not 
changed. Only one user account and password are used for VDP validation. This is configured through 
the VDP Configure utility. See “vCenter Server Registration” on page 45 for additional information.

 Confirm that the network settings for IP and DNS configuration have not changed since the initial VDP 
installation. See “DNS Configuration” on page 21 for additional information.

Troubleshooting VDP Backups
The following troubleshooting items topics describe how to identify and resolve some common issues with 
vSphere Data Protection (VDP) backups.

Loading backup job data

This message can appear for a long time (up to five minutes) when a large number of VMs (~100 VMs) are 
selected for a single backup job. This message can also apply to lock/unlock, refresh, or delete actions for large 
jobs. This is expected behavior when very large jobs are selected. This message will resolve itself when the 
action is completed, which can take up to five minutes.

Unable to add client {client name} to the VDP appliance while creating backup job 
{backupjob name}

This error can occur if there is a duplicate client name on the vApp container or the vSphere host. In this case 
only one backup job is added. Resolve any duplicate client names.

The following items could not be located and were not selected {client name}

This error can occur when the backed up VMs cannot be located during Edit of a backup job. This is a known 
issue. 

Backup fails if VDP does not have sufficient datastore capacity

Scheduled backups will fail at 92% complete if there is not sufficient datastore capacity. If the VDP datastore 
is configured with thin provisioning and maximum capacity has not been reached, add additional storage 
resources. 
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Backup fails if VM is enabled with VMware Fault Tolerance 

If a VM has fault tolerance enabled, the backup will fail. This is expected behavior. VDP does not support 
backing up VMs that have Fault Tolerance enabled.

When VMs are moved in or out of different cluster groups, associated backup sources may 
be lost

When hosts are moved into clusters with the option to retain the resource pools and vApps, the containers are 
recreated, not copied. As a result, it is no longer the same container even though the name is the same. Validate 
or re‐create any backup jobs that protect containers after moving hosts in or out of a cluster.

After an unexpected shutdown, recent backup jobs and backups are lost

Any time an unexpected shutdown occurs, the VDP Appliance uses rollback to the last validated checkpoint. 
This is expected behavior. See “Rolling Back an Appliance” on page 46 for additional information.

vMotion operations are not allowed during active backup operations

vSphere vMotion is a feature that enables the live migration of running virtual machines from one physical 
server to another. vMotion operations are not allowed to run on the VDP Appliance during active backup 
operations. This is expected behavior. Wait until all backup operations have completed before you perform a 
vMotion operation.

Backups fail if certain characters are used in the virtual machine, datastore, folder, or 
datacenter names

When special characters are used in the virtual machine name, datastore, folder, or datacenter names, the .vmx 
file is not included in the backup. The following is a list of the special characters (in the format of 
character/escape sequence format) that prevent the .vmx file from being backed up:

 & %26

 + %2B

 / %2F

 = %3D

 ? %3F

 % %25

 \ %5C

 ~ %7E

 ] %5D

Rerun option from the Actions icon, runs backups for all clients, not just for the failed client 
backups

If one client backup fails in a backup job, and then you use the Rerun Job option from the Actions icon on the 
Reports tab to rerun the failed backup, the system runs a backup of all of the clients in the backup job. 

To run a backup only for the failed client, select Backup only out of date source under Backup Now on the 
Backup tab.
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Troubleshooting VDP Restores
The following troubleshooting topics describe how to identify and resolve some common issues with restores.

Restore tab shows a “Loading backups” message and is slow to load

It typically takes two seconds per VM backup to load each of the backups on the Restore tab. This is expected 
behavior.

Restore tab is slow to load or refresh.

If there is a large number of VMs, the Restore tab can be slow to load or refresh. In tests with 100 VMs, this 
can take up to four and a half minutes.

Disk-level restore does not provide an option to specify target datastores

Disk‐level restore to a new location does not provide an option to specify the target datastores for each disk of 
the virtual machine. Currently, VDP restores all the disks of the virtual machine, including the disks that were 
skipped during backup, into the specified target datastore.

The workaround is to specify a target datastore that has enough free space to accommodate all the disks of the 
virtual machine, including the disks that were skipped during backup.

Deleted disks are skipped when restoring to original location

If the target VM no longer has the same disk footprint as the original VM that was backed up (if the disks have 
been removed or deleted from the VM), performing a “Restore to original location” operation, after selecting 
a restore point timestamp in the Restore pane, will silently fail to restore the missing disk of the VM.

The workaround is to restore the disk to its original location after manually adding the missing disk to the VM. 
Ensure the disk is the same size as it was when the VM was backed up.

If this workaround fails, restore the disk to a new location to create a new VM. When the restore task 
completes, detach the restored disks from the new VM and attach them to the required VM.

Name conflict when restoring a disk to an existing virtual machine

Restoring a disk to an existing VM might fail because of a name conflict. The conflict occurs when an existing 
.vmdk disk is present in the same datastore where the new disk is being restored.

To work around this issue, rename or remove existing disks that are causing the name conflict.

No time stamp detail displays for Emergency Restore restore points

When navigating through the restore points in the VDP Configure utility’s Emergency Restore tab, the user 
may see no timestamp detail for the restore points. This issue occurs when the time zone is defined as UTC.

Perform the following steps to change the UTC time zone:

1 Open the VDP Configure UI.

2 From the Configuration tab, select Change time zone.

3 Select a time zone other than the UTC time zone, and click Save.

4 Click Apply Changes.

5 After the web services restart, log in to the VDP Configure UI and verify the timestamp.
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Troubleshooting VDP Replication Jobs

Last successful and last failed replication information not part of email report

The scheduled and ad hoc email reports that are generated after a replication job completes do not contain 
information about the last successful replication and the last failed replication in the Replication Jobs 
Summary. 

You cannot obtain information about successful and failed replication jobs from VDP. 

Replication job failure errors

If the destination server is in a Normal or Full Access state, the VDP Appliance correctly reports the state of 
the destination server. If the destination server is in an Admin, Read‐Only, or Synchronous state, the VDP 
Appliance reports a “miscellaneous error” when a replication job fails. 

With inaccurate reporting of execution errors, the user cannot determine the state of the destination server.

Replication job progress seems stuck in an incomplete status indefinitely

The VDP task panel delivers a “miscellaneous error” for the replication job and fails to initiate the session with 
servers for replication. One possible cause of this error is the core management service has stopped running 
for the target server. 

Check the management services and restart the core service if it is not running, and then retry the replication 
job.

Multiple replication jobs for different VMs created inside a single job run in series and not in 
parallel

The replication activity for multiple virtual machines should process in parallel. The sequential behavior 
occurs only when another replication job with the same clients is already running. In this case, the client 
replication task waits for the already‐running replication job to complete.

To work around this issue, you must add the com.vmware.vdp.option.replicate.maxtreams 
property to the /usr/local/vdr/etc/vdp-options.properties file. The default value is 1. After you 
change the default setting when you add or edit the property, the appliance sets the new value as the 
maximum concurrent number of processes for a replication job.

Troubleshooting VDP Integrity Check
After starting an integrity check there can be a delay of a few seconds before the “VDP: Integrity Check” task 
shows up in the Running tasks tab under Recent Tasks. Similarly, when canceling an integrity check, there can 
be a delay of several seconds before the task is actually canceled.

In some cases (for example, if the integrity check progress is above 90%), the integrity check may actually 
complete before being canceled. Even though the integrity check may have completed successfully, the Task 
Console may still show an error indicating the integrity check was canceled.

If you knew that the Integrity Check Status of the appliance (shown on the Reports tab) was “Out of Date” 
before you started the integrity check, then you can look at the status immediately after canceling the job to 
see if the cancel operation succeeded. If the Integrity Check Status is “Normal,” the check was successful. If 
the status is “Out of Date,” the check was canceled.

Troubleshooting Automatic Backup Verification

Automatic Backup Verification job fails after renaming the datastore

This error can occur if you rename or move the destination datastore outside of VDP.

Edit the job and select the renamed or moved destination datastore as the new destination. For instructions, 
refer to “Editing a Backup Verification Job” on page 124.
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One or more ABV jobs fail with a “Failed to create VM” error and leave behind an orphaned 
VM in the vCenter inventory

ABV has triggered the validation of a restored VM on a host that has an earlier version that is incompatible 
with the version that was used to create the VM. The fact that this leaves behind an orphaned VM is by design 
because this is necessary for administrators to properly troubleshoot an issue with restores in this type of 
situation.

Manually delete or unregister the temporary virtual machines that remain in the vCenter or the datastore 
inventory.

When an ABV job is canceled, a VDP_VERIFICATION_XXXX VM is left behind on the 
destination host

You can work around this issue by looking for and manually removing VDP_VERIFICATION_* virtual 
machines left over on the destination host after an ABV job cancellation.

Insufficient space available on datastores for the requested actions

ABV jobs or scheduled jobs fail, sometimes with actual data loss, with error messages in the logs to the effect 
that datastore actions could not be completed because of insufficient space.

Free up space on datastores and retry the ABV job that failed. Perform ongoing routine space management on 
datastores to prevent running out of space, especially before scheduled jobs affecting datastore space usage.

Troubleshooting the Restore Client (File Level Recovery)
The following troubleshooting items provide some direction on how to identify and resolve some common 
issues with the restore client.

Login failed. Cannot locate vm at 10.100.1.10 in vCenter.

This error can occur if you are trying to connect to the Restore Client from a host that has not been backed up 
by VDP. 

Log in to a virtual machine that has been backed up by VDP, and then connect to the Restore Client.

Login failed. Cannot locate vm in vCenter

When you log in to the source virtual machine after you perform a file level restore, the login fails with the 
following error:

Login failed. Cannot locate vm in vCenter

This error can occur when you restore a VM image to a new virtual machine without a NIC attached. In this 
case, the FLR is unable to log in to the source virtual machine for a short period of time after the restore 
completes. To work around this issue, wait a few minutes after the restore completes before you log in to the 
source virtual machine.

Restore operation fails with error code 10007

If a restore operation fails with error code 1007, “Activity Failed ‐ client error(s)” it may be because you selected 
a read‐only destination (for example, a CD drive) or a removable media device that has no media loaded (for 
example, a diskette drive).

Try the restore again using a new destination or ensure your destination device is writable.

During a file level recovery mount, only the last partition is displayed if the VMDK file 
contains multiple partitions.

The restore client does not support extended volumes. This is expected behavior. Perform an image‐level 
recovery and manually copy the files needed.
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During an file level recovery mount, unsupported partitions fail to mount. 

The following disk formats are not supported by the restore client, and it is expected behavior that the restore 
client mount will fail.

 Unformatted disk

 FAT16 or FAT32 file systems

 Extended partitions (Types: 05h, 0Fh, 85h, C5h, D5h)

 Dynamic disks (Windows) / multi‐drive partitions (any partition that consists of 2 or more virtual disks)

 Deduplicated NTFS

 Resilient File System (ReFS)

 EFI bootloader

 Encrypted partitions

 Compressed partitions

Perform an image‐level restore and manually copy the files needed.

Symbolic links are not displayed in the restore client. 

The restore client does not support browsing symbolic links.

After importing VMs, FLR login fails for VMs backed up before the import

File Level Recovery (FLR) is not supported for the restore points that have been imported from 
previously‐used VDP disks. This limitation does not apply to restore points that are created for any 
subsequent backups performed after the import.

Nested container limitations

When restoring a VMware container that contains other containers (that is, a nested container structure; for 
example vApp‐1 contains several virtual machines, and nested inside vApp‐1 is a container called vApp‐2, 
which also contains several virtual machines), the VDP Appliance only restores the top‐level of the hierarchy. 
Two interim solutions exist for this limitation:

 Flatten the container structure.

 Add both v‐Apps (vApp‐1 and vApp‐2) as separate container entities so that they can be backed up 
separately. When restoring, restore vApp‐1 first, and then restore vApp‐2 into vApp‐1.

Troubleshooting VDP Advanced Licensing

License keys entered into vSphere Licensing interface but not visible in VDP

VDP Advanced license keys should not be entered into the standard VMware Licensing user interface. They 
are valid VMware keys and can be entered and decoded, but are not managed with this interface. Instead you 
must enter and assign these license keys by using the Configuration tab in the VDP interface. Entering them 
directly into vSphere will not cause any harm but will not provide any utility either. It is recommended that 
you remove them and assign them.

License violation events are generated even though Host is licensed

When licensing hosts in a cluster, all hosts in the cluster must be licensed. Otherwise, all hosts will be 
considered in violation of the license agreement. Due to the nature of clusters, there is no way to tell which 
host a VM belongs to at any given time. Therefore the entire cluster must be covered by valid licenses. It is the 
administrator’s responsibility to assign license keys appropriately.
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License Keys and/or Host assignments are lost

The license keys, and their respective Host assignment, are stored in vCenter and are associated with the 
com.vware.vdp2.config extension. If this extension is unregistered for any reason, the VDP Advanced 
license keys and Host assignment will also be removed.

Alternatively, if you have redirected your VDP Appliance to another vCenter, it will then display the license 
keys and Host assignments for the new vCenter and not the old one. There is no cross‐vCenter coordination 
of license keys. Any other VDP Appliances on the old vCenter will continue to show the existing license keys 
and Host assignments.

To recover from either scenario, simply restart the web services on one of the VDP Appliances. After they have 
restarted, re‐enter the appropriate keys and Host assignments using the VDP interface. Ensure that you are 
complying with the legal requirements of the license by not reusing license keys in multiple vCenter 
environments.

Unable to successfully decode license keys

VDP Advanced license keys are decoded and verified prior to persisting them. If this is failing, make sure you 
entered the appropriate license key value and that there is no extra white space surrounding the key. This can 
easily happen when copying and pasting the value.

If the license key value is correct (as provided by VMware) then it is possible the license definition file was not 
successfully uploaded to the vCenter. Restarting the web services on the appliance will again push the license 
definition file to vCenter, which may resolve the problem.

Unable to obtain licenses in License Assignment portlet

If the License Assignment portlet on the Configuration tab in VDP Advanced continuously displays the 
“Loading…” message, review the following possible causes:

 If you have modified the default HTTP port (80) on the vCenter, you will need to modify the 
com.vmware.vdp.option.vcenter.http_port property in the 
/usr/local/vdr/etc/vdp-options.properties file on the VDP Appliance to specify the new 
port value. Restart the web services on the VDP Appliance to allow the value to take effect.

 The connection infrastructure used for managing the license keys is missing or corrupt. Restarting the 
web services on the appliance will attempt to reload any missing components and may correct the issue.

Evaluation license expires and system is degraded (unusable)

By design, the VDP Appliance shuts down integral services whenever license requirements are not met. This 
can happen when an evaluation license expires. 

Do not use an evaluation appliance for any mission critical data. It is intended only as an opportunity to 
experiment with the VDP Advanced Appliance, and the appliance should be considered throw‐away.

If, however, you have since purchased a permanent (non‐evaluation) vSphere Data Protection license key, 
there is a mechanism for recovering the appliance. You must perform the following steps between the one hour 
intervals at which the system forcibly disables key services.

1 Manually restart all services by using the VDP Configuration Utility.

2 Access the VDP Appliance from the vSphere Web Client.

a Navigate to the License Assignment portlet on the Configuration tab.

b Add the new permanent license key to the system. 

This process upgrades the status of the appliance to permanent and the services should remain operational.

NOTE   If you have multiple evaluation appliances that need to be recovered in this manner, you must repeat 
the process above on each appliance. You can simply remove and then re‐add the permanent license key to 
force the update.
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Alternatively, you can install the license key once and wait 24 hours for the license audit to run. The license 
audit process detects the presence of the permanent license key and upgrades the appliance from its 
evaluation license key. You must manually restart the services by using the VDP Configuration Utility.

Troubleshooting the VDP Appliance
The following are known issues for the VDP Appliance.

The VMware VDP for Exchange Server Clients or the VMware VDP for SQL Server Clients are 
no longer registered with the VDP Appliance.

This problem can occur if the VDP Appliance has been renamed, or if the clients were installed and a new 
checkpoint was not created, and a rollback occurred. To work around this problem, reinstall all of the VDP SQL 
Server and Exchange Server Clients.

If a Backup Job contains more than one SQL Server or Exchange Server and the servers 
have identical database paths, if you select a database in one server instance, and not the 
other instance with the same path, the second instance with the same path will also be 
backed up.

To resolve this issue, either include only one Exchange Server or SQL Server per backup job or ensure that all 
of your database paths are unique.

One or more clients cannot be restored. The client is inactive and there are no comparable 
clients to which a restore can be made.

This problem can occur if a user attempts to invoke the restore wizard without selecting a restore point, or a 
restore point exists for an unregistered client. In either case, the restore cannot occur when there is an inactive 
client and no comparable target client exists in the environment. 

VDP Appliance Guest OS (Linux) becomes read only

The Linux guest operating system becomes read‐only if all of the following symptoms appear:

1 Fails to contact or check the status of services, as shown in the following message:

root@ldummyxxx:/usr/local/#: dpnctl status
/bin/chown: changing ownership of `/usr/local/avamar/var/log': Read-only file system
dpnctl: ERROR: running as user "root" - problem opening log file "/usr/local/avamar/var/log/dpnctl.log" (-rw-rw-r--) -
dpnctl: ERROR: traceback on exit:
dpnctl_util: pen_log_file (/usr/local/avamar/bin/dpnctl line YYY)

2 Unable to log in to the VDP‐Configure UI.

3 Unable to connect to the VDP plug‐in from within the vCenter Server web client.

The following VMware Knowledgebase article provides more information about file systems that may become 
read‐only: http://kb.vmware.com/kb/51306

Before you contact Technical Support, restart the appliance. This might fix the problem.

Troubleshooting VDP Microsoft Exchange Server 

Unmounted or offline databases are skipped

If a database is unmounted or offline when a backup is performed, the backup skips that database. Generally, 
this is not an issue because databases that are not mounted are not in production.

Backups may fail when drive letters and volumes are mixed

If you configure the Exchange Server to point to the same database files through different paths, such as 
volume G:\ and C:\MOUNTPOINT, then backups may fail.
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To avoid this backup failure, configure the Exchange Server databases to point to the database files by using 
the same path. For example, if you have three databases, DB1, DB2, and DB3, that are at the same location as 
either drive G:\ or on C:\mountpoint, then use one, but not both, of the following example paths:

 G:\DB1, G:\DB2, G:\DB3

 C:\mountpoint\DB1, C:\mountpoint\DB2, C:\mountpoint\DB3

Restore to RDB fails or results in an unusable RDB

VDP uses wait times that Microsoft recommends for RDB stabilization in Exchange Server 2013 before the 
restore starts. The restore either fails or results in an unusable RDB if the stabilization exceeds the wait time. 
You can increase the wait time to allow more time for the RDB to stabilize.

To increase the RDB stabilization wait time:

1 Use a text editor to create an avexchglr.cmd file in the C:\Program Files\avp\var folder, where 
C:\Program Files\avp is the installation folder.

2 Type the following text in the command file:

--rdb_stabilize_wait=n

where n is the wait time in seconds. The default value is 60 seconds.

3 Save and close the file.

Restore requirements are not met

When you restore an Exchange Server database, the destination Exchange Server must have the same 
Exchange Server version and service pack as the Exchange Server where the backup was performed.

If the Exchange Server version on the destination and source servers do not match, then the restore fails.

Log files are moved if gaps are detected

During a normal restore, if a transaction log gap is detected, any existing log files are moved to a folder named 
logs_TIME_DATE, where TIME and DATE are the time and date of the restore. The folder is created as a 
subfolder in the transaction log file path of the Exchange Server 2007 storage group or Exchange Server 2010 
database. You can use these logs to analyze the restore operation, if necessary, or apply those logs up to when 
the failure occurred.

Exchange Server 2007 databases are mounted after restore

Before starting a restore, VDP dismounts all databases in a storage group, even if the databases are not being 
selected for restore. When the restore completes, VDP attempts to mount all existing databases in the storage 
group, even if they were not previously mounted. VDP does not attempt to mount databases that do not exist 
on disk, even if they exist in Active Directory.

Selective restore of databases from an older backup may fail

If you attempt to restore selected databases from an older backup when newer backups exist, then the restore 
may fail. If this occurs, delete the restore.env file created in the log folder path, along with all the log files 
in that path, and rerun the restore. Also, check the event logs through the Event Viewer if mounting one or 
more databases.
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Troubleshooting VDP Microsoft SQL Server

Not all databases are visible on SQL Server 2012

This problem can be fixed by adding the Windows system service account to SQL Server administrator group: 

1 In SQL Server Management Studio, expand the Security node and then the login node for the instance.

2 Right‐click the NT AUTHORITY\SYSTEM account and select Properties. 

The Login Properties dialog box appears. 

3 Select the Server Roles page from the list and select the checkbox next to the sysadmin user.

4 Click OK.

A database backup will fail if it is currently being restored

Microsoft SQL Server does not support backups if the database is in a restore state.

A SQL Server restore with the tail-log backup option selected fails

This problem can be caused if the last restore was performed after the last full backup. Perform a full backup 
on the database before restore.

The restore can also fail if the Tail‐log backup restore option is enabled and the database does not exist or is 
offline. In this case disable the Tail‐log backup option. 

Troubleshooting VDP Microsoft SharePoint 

SharePoint redirected restore job status shows success even when some databases fail to 
restore

When an IP address is used instead of a server name, backing up part of a SharePoint farm fails when running 
a redirected restore, even though the UI indicates success. 

Use the server name, not an IP address, when creating an alias for a redirected restore of all or part of a 
SharePoint farm.

Accessing VDP Knowledge Base Articles
Additional troubleshooting information is available through VDP Knowledge Base Articles, which are located 
at. 

http://www.vmware.com/selfservice/microsites/microsite.do

Select Products > VMware vSphere Data Protection Category > Troubleshooting

http://www.vmware.com/support/pubs
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vSphere Replication Administration

vSphere Replication Administration provides information about installing, configuring, and using
VMware vSphere Replication.

Intended Audience
This information is intended for anyone who wants to protect the virtual machines in their virtual
infrastructure by using vSphere Replication. The information is written for experienced Windows or Linux
system administrators who are familiar with virtual machine technology and datacenter operations.
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Overview of
VMware vSphere Replication 1

VMware vSphere Replication is an extension to VMware vCenter Server that provides hypervisor-based
virtual machine replication and recovery.

vSphere Replication is an alternative to storage-based replication. It protects virtual machines from partial
or complete site failures by replicating the virtual machines between the following sites:

n From a source site to a target site

n Within a single site from one cluster to another

n From multiple source sites to a shared remote target site

vSphere Replication provides several benefits as compared to storage-based replication.

n Data protection at lower cost per virtual machine.

n A replication solution that allows flexibility in storage vendor selection at the source and target sites.

n Overall lower cost per replication.

You can use vSphere Replication with the vCenter Server Appliance or with a standard vCenter Server
installation. You can have a vCenter Server Appliance on one site and a standard vCenter Server installation
on the other.

With vSphere Replication, you can replicate virtual machines from a source datacenter to a target site
quickly and efficiently.

You can deploy additional vSphere Replication servers to meet your load balancing needs.

After you set up the replication infrastructure, you can choose the virtual machines to be replicated at a
different recovery point objective (RPO). You can enable multi-point in time retention policy to store more
than one instance of the replicated virtual machine. After recovery, the retained instances are available as
snapshots of the recovered virtual machine.

You can use VMware Virtual SAN datastores as target datastores and choose destination storage profiles for
the replica virtual machine and its disks when configuring replications.

NOTE   VMware Virtual SAN is a fully supported feature of vSphere 5.5 Update 1 and later.

You can configure all vSphere Replication features in the vSphere Web Client. You can manage sites
monitor the status of a replication through the replication management and monitoring dashboard.

n Contents of the vSphere Replication Appliance on page 8
The vSphere Replication appliance provides all the components that vSphere Replication requires.

n vSphere Replication Client Plug-In on page 8
The vSphere Replication appliance adds a plug-in to the vSphere Web Client.
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n Source and Target Sites on page 9
In a typical vSphere Replication installation, the source site provides business-critical data center
services. The target site is an alternative facility to which you can migrate these services.

n How vSphere Replication Works on page 9
With vSphere Replication, you can configure replication of a virtual machine from a source site to a
target site, monitor and manage the status of the replication, and recover the virtual machine at the
target site.

n Isolating the Network Traffic of vSphere Replication on page 11
You can isolate the network traffic of vSphere Replication from all other traffic in a data center's
network.

n Replication Data Compression on page 15
You can configure vSphere Replication to compress the data that it transfers through the network.

Contents of the vSphere Replication Appliance
The vSphere Replication appliance provides all the components that vSphere Replication requires.

n A plug-in to the vSphere Web Client that provides a user interface for vSphere Replication.

n An embedded database that stores replication configuration and management information.

n A vSphere Replication management server:

n Configures the vSphere Replication server.

n Enables, manages, and monitors replications.

n Authenticates users and checks their permissions to perform vSphere Replication operations.

n A vSphere Replication server that provides the core of the vSphere Replication infrastructure.

You can use vSphere Replication immediately after you deploy the appliance. The vSphere Replication
appliance provides a virtual appliance management interface (VAMI) that you can use to reconfigure the
appliance after deployment, if necessary. For example, you can use the VAMI to change the appliance
security settings, change the network settings, or configure an external database. You can deploy additional
vSphere Replication Servers using a separate .ovf package.

vSphere Replication Client Plug-In
The vSphere Replication appliance adds a plug-in to the vSphere Web Client.

You use the vSphere Replication client plug-in to perform all vSphere Replication actions.

n Configure connections between vSphere Replication sites.

n View all vCenter Server instances that are registered with the same SSO and status of each
vSphere Replication extension.

n Deploy and register additional vSphere Replication servers.

n Configure the replication of individual or multiple virtual machines.

n View incoming and outgoing replications.

n Monitor and manage the status of the replications.

n Recover virtual machines.

VMware vSphere Replication Administration

8  VMware, Inc.



Source and Target Sites
In a typical vSphere Replication installation, the source site provides business-critical data center services.
The target site is an alternative facility to which you can migrate these services.

The source site can be any site where vCenter Server supports a critical business need. The target site can be
in another location, or in the same facility to establish redundancy. The target site is usually located in a
facility that is unlikely to be affected by environmental, infrastructure, or other disturbances that might
affect the source site.

vSphere Replication has the following requirements for the vSphere® environments at each site:

n Each site must have at least one data center.

n The target site must have hardware, network, and storage resources that can support the same virtual
machines and workloads as the source site.

n The sites must be connected by a reliable IP network.

n The target site must have access to networks (public and private) comparable to those on the source
site, although not necessarily the same range of network addresses.

Connecting Source and Target Sites
Before you replicate virtual machines between two sites, you must connect the sites. When connecting sites,
users at both sites must have the VRM remote.Manage VRM privilege assigned.

When you connect sites that are part of the same SSO domain, you need to select the target site only,
without providing authentication details, because you are already logged in.

When you connect sites that belong to different SSO domains, the vSphere Replication Management Server
must register with the Platform Services Controller (PSC) on the target site. You must provide
authentication details for the target site, including IP or FQDN of the server where PSC runs, and user
credentials. See “Configure vSphere Replication Connections,” on page 34.

After connecting the sites, you can monitor the connectivity state between them on the Target Sites tab.

How vSphere Replication Works
With vSphere Replication, you can configure replication of a virtual machine from a source site to a target
site, monitor and manage the status of the replication, and recover the virtual machine at the target site.

When you configure a virtual machine for replication, the vSphere Replication agent sends changed blocks
in the virtual machine disks from the source site to the target site, where they are applied to the copy of the
virtual machine. This process occurs independently of the storage layer. vSphere Replication performs an
initial full synchronization of the source virtual machine and its replica copy. You can use replication seeds
to reduce the amount of time and bandwidth required for the initial replication.

During replication configuration, you can set a recovery point objective (RPO) and enable retention of
instances from multiple points in time (MPIT).

As administrator, you can monitor and manage the status of the replication. You can view information for
incoming and outgoing replications, source and target site status, replication issues, and for warnings and
errors.

When you manually recover a virtual machine, vSphere Replication creates a copy of the virtual machine
connected to the replica disk, but does not connect any of the virtual network cards to port groups. You can
review the recovery and status of the replica virtual machine and attach it to the networks. You can recover
virtual machines at different points in time, such as the last known consistent state. vSphere Replication
presents the retained instances as ordinary virtual machine snapshots to which you can revert the virtual
machine.

Chapter 1 Overview of VMware vSphere Replication
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vSphere Replication stores replication configuration data in its embedded database. You can also configure
vSphere Replication to use an external database.

You can replicate a virtual machine between two sites. vSphere Replication is installed on both source and
target sites. Only one vSphere Replication appliance is deployed on each vCenter Server. You can deploy
additional vSphere Replication Servers.

Figure 1‑1.  Replication Between Two Sites

Network File
Copy

ESXiESXi

VR Agent

VM

vCenter Server

vSphere Web Client

VM

Target site is the location of
the virtual machine replica

Source site is the location of
the original virtual machine

VR AppliancevCenter Server

ESXi

VR Agent

VR Appliance

vSphere Web Client

Source Site Target Site

Replicate
changed blocks

Replication

You can add multiple Additional vSphere Replication servers in a single vCenter Server to replicate virtual
machines to other clusters.

Figure 1‑2.  Replication In a Single vCenter Server

ESXi ESXi

vSphere Web Client

vCenter Server

ESXi

VR Appliance

Cluster 1 Cluster 2

VM

ESXi

VM

Replication

VR ServerVR Server

Network
File Copy

Network
File Copy

You can replicate virtual machines to a shared target site.

VMware vSphere Replication Administration

10  VMware, Inc.



Figure 1‑3.  Replication to a Shared Target Site
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Isolating the Network Traffic of vSphere Replication
You can isolate the network traffic of vSphere Replication from all other traffic in a data center's network.

Isolating the replication traffic helps you ensure that sensitive information is not routed to the wrong
destination, and helps you enhance the network performance in the data center, because the traffic that
vSphere Replication generates does not impact other types of traffic. You isolate the network traffic to the
vSphere Replication Server by dedicating a VMKernel NIC on each ESXi host on the primary site that sends
data to the vSphere Replication Server. See “Set Up a VMkernel Adapter for vSphere Replication Traffic on a
Source Host,” on page 12.

If you are using a distributed network switch, you can take advantage of the vSphere Network I/O Control
feature to set limits or shares for incoming and outgoing replication traffic on each ESXi host. The feature
allows you to manage the network resources that vSphere Replication uses.

By default, the vSphere Replication appliance has one VM network adapter that is used for various traffic
types.

n Management traffic between vSphere Replication Management Server and vSphere Replication Server.

n Replication traffic from the source ESXi hosts to the vSphere Replication Server.

Chapter 1 Overview of VMware vSphere Replication
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n Traffic between vCenter Server and vSphere Replication Management Server.

You can add network adapters to the vSphere Replication appliance and use the VAMI to configure a
separate IP address to use for each traffic type.

In the combined vSphere Replication appliance, the IP address that is used for management traffic between
the vSphere Replication Management Server and vSphere Replication Server is localhost 127.0.0.1.
Therefore, you do not need to add network adapters for this type of traffic.

When the vSphere Replication Management Server and the vSphere Replication Server run on separate
appliances, you can specify a non-localhost IP address to be used by the vSphere Replication Management
Server.

Set Up a VMkernel Adapter for vSphere Replication Traffic on a Source Host
You create VMkernel adapters to isolate the outgoing replication traffic on source ESXi hosts.

NOTE   One VMkernel adapter must handle one traffic type.

Perform this procedure for every ESXi host that is used as replication source, and for which you want to
isolate the replication traffic.

Prerequisites

n Verify that the vSphere Replication virtual appliance is deployed and registered with the
vCenter Server.

n For distributed network switches, verify that you have a port group that you can dedicate to the new
VMkernel adapter.

Procedure

1 In the vSphere Web Client, navigate to the ESXi host.

2 Under Manage, select Networking, and select VMkernel adapters.

3
Click the Add host networking icon .

The Add Networking wizard opens.

4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 On the Select target device page, select a port group or a standard switch and click Next.

6 On the Port properties page, under VMkernel port settings, configure the IP settings and TCP/IP stack
to comply with your environment.

NOTE   vSphere Replication requires that all components in your environment, such as vCenter Server,
ESXi hosts, and the vSphere Replication appliance use the same IP version, IPv4 or IPv6.

7 Under Available services, select vSphere Replication traffic and click Next.

8 Apply the IP settings, click Next, and Finish to complete the wizard.

The VMkernel adapter that you created for outgoing vSphere Replication traffic appears in the list of
adapters. The outgoing replication data from the ESXi host is sent to the vSphere Replication server through
this adapter.

What to do next

You can add a vNIC to the vSphere Replication appliance and use the VAMI to configure an IP address to
use for incoming replication data.

VMware vSphere Replication Administration
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Set Up a VMkernel Adapter for vSphere Replication Traffic on a Target Host
You create VMkernel adapters to isolate the incoming replication traffic on target ESXi hosts.

NOTE   One VMkernel adapter must handle one traffic type.

Perform this procedure for every ESXi host that is used as replication target, and for which you want to
isolate the replication traffic.

Prerequisites

For distributed network switches, verify that you have a port group that you can dedicate to the new
VMkernel adapter.

Procedure

1 In the vSphere Web Client, navigate to the ESXi host.

2 Under Manage, select Networking, and select VMkernel adapters.

3
Click the Add host networking icon .

The Add Networking wizard opens.

4 On the Select connection type page, select VMkernel Network Adapter and click Next.

5 On the Select target device page, select a port group or a standard switch and click Next.

6 On the Port properties page, under VMkernel port settings, configure the IP settings and TCP/IP stack
to comply with your environment.

NOTE   vSphere Replication requires that all components in your environment, such as vCenter Server,
ESXi hosts, and the vSphere Replication appliance use the same IP version, IPv4 or IPv6.

7 Under Available services, select vSphere Replication NFC traffic and click Next.

8 Apply the IP settings, click Next, and Finish to complete the wizard.

The VMkernel adapter that you tagged for NFC traffic appears in the list of adapters. The
vSphere Replication Server routes the replication data to the adapter, and the ESXi host saves the data to a
datastore.

Create a VM Network Adapter to Use for Incoming Replication Traffic on the
Combined vSphere Replication Appliance

By default, the combined vSphere Replication appliance has one VM network adapter that is used by the
vSphere Replication server for replication traffic, and by the vCenter Server for virtual machine
management.

The IP address that is used for vSphere Replication management traffic is localhost 127.0.0.1. Because the
default VM network adapter is used for different types of traffic, you can add a second adapter to the
appliance, and configure vSphere Replication to use the second adapter only for incoming replication traffic.

Prerequisites

n Verify that the vSphere Replication virtual appliance is deployed and registered with the
vCenter Server.

Chapter 1 Overview of VMware vSphere Replication
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Procedure

1 Power off the vSphere Replication appliance and edit the VM Hardware settings to add a new VM NIC.

a Right-click the VM and select Edit Settings.

b From the New Device drop-down menu at the bottom of the Virtual Hardware tab, select
Network, and click Add.

The new network adapter appears in the list of devices at the right.

c Expand the properties of the new network adapter to verify that Connect At Power On is selected.

You can assign a static MAC address or leave the text box empty to obtain an IP address
automatically.

d Click OK to close the Edit Setting dialog box.

2 Power on the vSphere Replication appliance.

3 From the Summary tab of the vSphere Replication appliance, take a note of the IP address of the new
network adapter.

You can click View all XX IP addresses to check the IP address of the new NIC.

4 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

5 On the VR tab, click Configuration.

6 In the IP Address for Incoming Storage Traffic text box, enter the IP address of the new network
adapter that you added.

7 Click Apply Network Settings.

The vSphere Replication appliance uses the IP address that you assigned only for incoming replication
traffic.

Create VM Network Adapters to Isolate the Network Traffic of a
vSphere Replication Server

By default, the vSphere Replication Server appliance has one VM network adapter that is used by the
vSphere Replication Server for management and replication traffic.

Because the default VM network adapter is used for different types of traffic, you can add network adapters
to the appliance, and configure vSphere Replication to use a separate adapter for each traffic type.

Prerequisites

Verify that you have deployed the vSphere Replication Server appliance in your environment and that it is
registered as a vSphere Replication Server in the vSphere Web Client.

Procedure

1 Power off the vSphere Replication appliance and edit the VM Hardware settings to add a new VM NIC.

a Right-click the VM and select Edit Settings.

b From the New Device drop-down menu at the bottom of the Virtual Hardware tab, select
Network, and click Add.

The new network adapter appears in the list of devices at the right.

VMware vSphere Replication Administration
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c Expand the properties of the new network adapter to verify that Connect At Power On is selected.

You can assign a static MAC address or leave the text box empty to obtain an IP address
automatically.

d Click OK to close the Edit Setting dialog box.

2 Repeat Step 1 to add another VM NIC.

3 Power on the vSphere Replication appliance.

4 From the Summary tab of the vSphere Replication appliance, take note of the IP address of the new
network adapters.

You can click View all XX IP addresses to check the IP addresses of the new NICs.

5 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

6 On the VRS tab, click Configuration.

7 Enter the IP addresses of the new VM NICs that you want to use to isolate the network traffic of
vSphere Replication.

Option Description

IP Address for Incoming Storage
Traffic

The IP address to be used by the vSphere Replication Server for incoming
replication data.

IP Address for VRMS Management
Traffic

The IP address to be used by the vSphere Replication Management Server
to manage the vSphere Replication Server.

 
8 Click Apply Network Settings.

The different types of traffic that vSphere Replication generates are handled by separate NICs.

Replication Data Compression
You can configure vSphere Replication to compress the data that it transfers through the network.

Compressing the replication data that is transferred through the network saves network bandwidth and
might help reduce the amount of buffer memory used on the vSphere Replication server. However,
compressing and decompressing data requires more CPU resources on both the source site and the server
that manages the target datastore.

Data Compression Support
vSphere Replication 6.0 supports end-to-end compression when the source and target ESXi hosts are also
version 6.0. The support of data compression for all other use cases depends on the versions of source and
target ESXi hosts. The vSphere Replication servers on both the source and target sites must be 6.0.
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Table 1‑1.  Support for Data Compression Depending on Other Product Versions

Source ESXi host
ESXi Host that Manages the Target
Datastore Data Compression Support

Earlier than 6.0 Any supported version vSphere Replication does not support
data compression for the source ESXi
host, so the option Enable network
compression for VR data is disabled
in the Configure Replication wizard.

6.0 Earlier than 6.0 The ESXi host on the source site sends
compressed data packets to the
vSphere Replication server on the
target site. The vSphere Replication
server searches the target site for ESXi
6.0 hosts that can decompress the data.
If no 6.0 hosts are available for the
target datastore, the
vSphere Replication server uses the
resources of the vSphere Replication
appliance to decompress the data, and
sends the uncompressed data to the
ESXi host.

6.0 6.0 This is an environment that supports
full end-to-end compression. The ESXi
host on the source site compresses the
data, and the vSphere Replication
server on the target site passes the data
off to the ESXi host where the host
decompresses the data and writes it to
disk.

Data Compression and vSphere vMotion
If data compression is disabled, you can perform vMotion operations on replication source machines
between any pair of hosts that support vMotion and vSphere Replication.

When data compression is enabled, if both the source and the target ESXi hosts support data compression,
vMotion operations can be performed as usual. However, if the target ESXi host is earlier than 6.0,
vSphere Replication prevents vMotion from moving replication source VMs to that host because it does not
support data compression. This prevents DRS from performing automated vMotion operations to hosts that
do not support compression. Therefore, if you need to move a replication source VM to an ESXi host earlier
than 6.0, before you perform the vMotion operation, you must reconfigure the replication to disable data
compression.

VMware vSphere Replication Administration
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vSphere Replication Roles and
Permissions 2

You can use any predefined roles or clone an existing role, and add or remove privileges from it based on
your needs.

This chapter includes the following topics:

n “Assign vSphere Replication Roles to Users,” on page 17

n “Assign VRM Replication Viewer Role,” on page 17

n “Assign VRM Virtual Machine Replication User Role,” on page 18

n “Assign VRM Virtual Machine Recovery User Role,” on page 18

n “Clone Existing VRM Administrator Role and Modify Privileges,” on page 19

n “vSphere Replication Roles Reference,” on page 19

Assign vSphere Replication Roles to Users
You create roles and assign permissions for vSphere Replication in the same way as you do in vCenter.

See vSphere Users and Permissions in vSphere Security.

Assign VRM Replication Viewer Role
In this example, you create a vSphere Replication user that can view replication sites and replications
configured between them, but cannot perform modifications.

Prerequisites

n Verify that you have two sites connected and replication configured between them.

n Verify that you have another user account for each site.

Procedure

1 Log in as Administrator on the source site.

2 Select vCenter > Manage > Permissions and assign the VRM replication viewer role with the
propagate option to this user.

3 Assign the same privilege on the target replication site.

4 Log in as the user with the assigned VRM replication viewer role.
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The user with the VRM replication viewer role cannot perform modifications on the configured replication,
nor on the replication sites. The following error message appears when this user tries to run an operation:
Permission to perform this operation was denied.

Assign VRM Virtual Machine Replication User Role
In this example, you create a vSphere Replication user who can only configure replication between sites and
use a specific datastore on the target site.

Prerequisites

n Verify that two sites are connected.

n Verify that you have another user account for each site.

Procedure

1 Log in as the Administrator user on the source site.

2 Select vCenter > Manage > Permissions and assign to this user the VRM virtual machine replication
user role with the propagate option.

3 Assign the same privilege on the target replication site.

4 On the target site, select the datastore to store your replica files, and select Manage > Permissions.

5 Edit the assigned permission and assign the VRM target datastore user role.

6 Log in as that user on the source site, select the virtual machine, and click Configure Replication to
start the configuration wizard.

7 Select the target site and enter the same user credentials.

8 Accept the default selections until Target Location.

9 For the target location, select the datastore to which you granted permission.

Selecting a datastore for which the user lacks the Target datastore user role results in the error message
Permission to perform this operation was denied.

Assign VRM Virtual Machine Recovery User Role
In this example, you create a vSphere Replication user who can perform only recovery operations.

Prerequisites

n Verify that you have two sites connected and replication configured between them.

n Verify that you have another user account for the target site.

Procedure

1 Log in as the Administrator user on the target site.

2 Select vCenter > Manage > Permissions and assign to this user the VRM virtual machine recovery user
role with the propagate option.

3 Log in as that user on the target site.

4 Select Monitor > vSphere Replication > Incoming Replications, select the replication, and start
recovery.

5 Select Recover with latest available data and follow the prompts to finish the recovery.
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Clone Existing VRM Administrator Role and Modify Privileges
In this example, you create a vSphere Replication user who cannot modify the replication infrastructure. The
user cannot register additional vSphere Replication servers.

Prerequisites

n Verify that you have a replication site.

n Verify that you have another user account.

Procedure

1 Log in as the Administrator user and clone the VRM Administrator role.

2 In the cloned role, remove the Manage VR privileges.

3 Select vCenter > Manage > Permissions and assign the cloned user with Propagate privilege.

4 Log in as the cloned user and select Manage > vSphere Replication > Replication Servers.

Trying to register a vSphere Replication server results in the error message Permission to perform this
operation was denied.

vSphere Replication Roles Reference
vSphere Replication includes a set of roles. Each role includes a set of privileges, which enable users with
those roles to complete different actions.

For information about how to assign roles, see Assigning Roles in the vSphere Web Client in vSphere Security.

NOTE   When assigning permissions with no propagation, make sure that you have at least Read-only
permission on all parent objects.

Chapter 2 vSphere Replication Roles and Permissions
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Table 2‑1.  vSphere Replication Roles

Role Actions that this Role Permits Privileges that this Role Includes

Objects in vCenter Server
Inventory that this Role Can
Access

VRM
replication
viewer

n View replications.
n Cannot change replication

parameters.

VRM remote.View VR
VRM remote.View VRM
VRM datastore mapper.View
Host.vSphere Replication.Manage
replication
Virtual machine.vSphere
Replication.Monitor replication

vCenter Server root folder
with propagation, at source
site (outgoing replications)
and target site (incoming
replications).
Alternatively, vCenter Server
root folder without
propagation on both sites and
virtual machine without
propagation on the source
site.

VRM virtual
machine
replication
user

n View replications.
n Manage datastores.
n Configure and unconfigure

replications.
n Manage and monitor

replications.
n View defined storage

capabilities and storage
profiles.

Requires a corresponding user
with the same role on the target
site and additionally
vSphere Replication target
datastore user role on the target
datacenter, or datastore folder
or each target datastore.

Datastore.Browse Datastore
VRM remote.View VR
VRM remote.View VRM
VRM datastore mapper.Manage
VRM datastore mapper.View
Host.vSphere Replication.Manage
replication
Virtual machine.vSphere
Replication.Configure replication
Virtual machine.vSphere
Replication.Manage replication
Virtual machine.vSphere
Replication.Monitor replication
Profile-driven storage .Profile-
driven storage view

vCenter Server root folder
with propagation on both
sites.
Alternatively, vCenter Server
root folder without
propagation on both sites,
virtual machine without
propagation on the source
site, source datastores without
propagation on the source
site.
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Table 2‑1.  vSphere Replication Roles (Continued)

Role Actions that this Role Permits Privileges that this Role Includes

Objects in vCenter Server
Inventory that this Role Can
Access

VRM
administrator

Incorporates all
vSphere Replication privileges.

VRM remote.Manage VR
VRM remote.View VR
VRM remote.Manage VRM
VRM remote.View VRM
VRM datastore mapper.Manage
VRM datastore mapper.View
VRM diagnostics .Manage
VRM session .Terminate
Datastore.Browse datastore
Datastore.Low level file
operations
Host.vSphere Replication.Manage
replication
Resource.Assign virtual machine
to resource pool
Virtual
machine.Configuration.Add
existing disk
Virtual
machine.Configuration.Add or
remove device
Virtual machine.Interaction.Power
On
Virtual
machine.Interaction.Device
connection
Virtual
machine.Inventory.Register
Virtual machine.vSphere
Replication.Configure replication
Virtual machine.vSphere
Replication.Manage replication
Virtual machine.vSphere
Replication.Monitor replication
Profile-driven storage .Profile-
driven storage view

vCenter Server root folder
with propagation on both
sites.
Alternatively, vCenter Server
root folder without
propagation on both sites,
virtual machine without
propagation on the source
site, target datastore, target
virtual machine folder with
propagation on the target site,
target host or cluster with
propagation on the target site.

VRM
diagnostics

Generate, retrieve, and delete
log bundles.

VRM remote.View VR
VRM remote.View VRM
VRM diagnostics .Manage

vCenter Server root folder on
both sites.
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Table 2‑1.  vSphere Replication Roles (Continued)

Role Actions that this Role Permits Privileges that this Role Includes

Objects in vCenter Server
Inventory that this Role Can
Access

VRM target
datastore user

Configure and reconfigure
replications.
Used on target site in
combination with the VRM
virtual machine replication user
role on both sites.

Datastore.Browse datastore
Datastore.Low level file
operations

Datastore objects on target
site, or datastore folder with
propagation at target site, or
target datacenter with
propagation.

VRM virtual
machine
recovery user

Recover virtual machines. Datastore.Browse datastore
Datastore.Low level file
operations
Host.vSphere Replication.Manage
replication
Virtual
machine.Configuration.Add
existing disk
Virtual
machine.Configuration.Add or
remove device
Virtual machine.Interaction.Power
On
Virtual
machine.Interaction.Device
connection
Virtual
machine.Inventory.Register
Resource.Assign virtual machine
to resource pool

Secondary vCenter Server root
folder with propagation.
Alternatively, secondary
vCenter Server root folder
without propagation, target
datastore without
propagation, target virtual
machine folder with
propagation, target host or
cluster with propagation.
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vSphere Replication System
Requirements 3

The environment in which you run the vSphere Replication virtual appliance must meet certain hardware
requirements.

vSphere Replication is distributed as a 64-bit virtual appliance packaged in the .ovf format. It is configured
to use a dual core CPU, a 16 GB and a 2 GB hard disk, and 4 GB of RAM. Additional vSphere Replication
servers require 716 MB of RAM.

You must deploy the virtual appliance in a vCenter Server environment by using the OVF deployment
wizard on an ESXi host.

vSphere Replication consumes negligible CPU and memory on the source host ESXi and on the guest OS of
the replicated virtual machine.

NOTE   vSphere Replication can be deployed with either IPv4 or IPv6 address. Mixing IP addresses, for
example having a single appliance with an IPv4 and an IPv6 address, is not supported. To register as an
extension, vSphere Replication relies on the VirtualCenter.FQDN property of the vCenter Server. When an
IPv6 address is used for vSphere Replication, the VirtualCenter.FQDN property must be set to a fully
qualified domain name that can be resolved to an IPv6 address or to a literal address. When operating with
an IPv6 address, vSphere Replication requires that all components in the environment, such as
vCenter Server and ESXi hosts are accessible using the IPv6 address.

This chapter includes the following topics:

n “vSphere Replication Licensing,” on page 23

n “vSphere Replication Network Ports,” on page 24

n “Operational Limits of vSphere Replication,” on page 24

n “Compatibility of vSphere Replication with Other vSphere Features,” on page 24

n “vSphere Replication Compatibility with Other Software,” on page 26

n “Bandwidth Requirements for vSphere Replication,” on page 26

vSphere Replication Licensing
You can use vSphere Replication with certain editions of vSphere that include vSphere Replication in the
license.

vSphere Replication does not have a separate license as it is a feature of certain vSphere license editions.

n vSphere Essentials Plus

n vSphere Standard

n vSphere Enterprise
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n vSphere Enterprise Plus

If you have the correct vSphere license, there is no limit on the number of virtual machines that you can
replicate by using vSphere Replication.

You cannot use vSphere Replication to replicate virtual machines on ESXi hosts that do not have the correct
vSphere license. If you install vSphere Replication on an ESXi host that does not have the correct license and
try to configure replication for virtual machines on that host, the replication fails with a licensing error.

If you configure a virtual machine for replication on a host with the correct vSphere license and move it to a
host with an unsupported license, vSphere Replication stops replication of that virtual machine. You can
disable vSphere Replication on a configured virtual machine on the unlicensed host.

vSphere Replication Network Ports
vSphere Replication uses default network ports for intrasite communication between hosts at a single site
and intersite communication between hosts at the protected and recovery sites.

For a list of all the ports that must be open for vSphere Replication, see http://kb.vmware.com/kb/2087769.

For the list of default ports that all VMware products use, see http://kb.vmware.com/kb/1012382.

Operational Limits of vSphere Replication
vSphere Replication has certain operational limits.

To ensure successful virtual machine replication, you must verify that your virtual infrastructure respects
certain limits before you start the replication.

n You can only deploy one vSphere Replication appliance on a vCenter Server instance. When you
deploy another vSphere Replication appliance, during the boot process vSphere Replication detects
another appliance already deployed and registered as an extension to vCenter Server. You have to
confirm if you want to proceed with the new appliance and recreate all replications or shut it down and
reboot the old appliance to restore the original vSphere Replication extension thumbprint in
vCenter Server.

n Each newly deployed vSphere Replication appliance can manage a maximum of 2000 replications. See 
http://kb.vmware.com/kb/2102453 for more information.

n Upgraded vSphere Replication appliances that use the embedded vSphere Replication database require
additional configuration to enable the support of a maximum of 2000 replications. See 
http://kb.vmware.com/kb/2102463. No additional configuration is required for vSphere Replication
appliances that are configured to use an external database.

Compatibility of vSphere Replication with Other vSphere Features
vSphere Replication is compatible with certain other vSphere management features.

You can safely use vSphere Replication in combination with certain vSphere features, such as vSphere
vMotion. Some other vSphere features, for example vSphere Distributed Power Management, require
special configuration for use with vSphere Replication.

NOTE   You cannot upgrade VMware Tools in the vSphere Replication appliance.
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Table 3‑1.  Compatibility of vSphere Replication with Other vSphere Features

vSphere Feature
Compatible with
vSphere Replication Description

vSphere vMotion Yes You can migrate replicated virtual machines by using vMotion.
Replication continues at the defined recovery point objective (RPO) after
the migration is finished.

vSphere Storage
vMotion

Yes You can move the disk files of a replicated virtual machine on the source
site using Storage vMotion with no impact on the ongoing replication.

vSphere High
Availability

Yes You can protect a replicated virtual machine by using HA. Replication
continues at the defined RPO after HA restarts a virtual machine.
vSphere Replication does not perform any special HA handling. You can
protect the vSphere Replication appliance itself by using HA.

vSphere Fault
Tolerance

No vSphere Replication cannot replicate virtual machines that have fault
tolerance enabled. You cannot protect the vSphere Replication appliance
itself with FT.

vSphere DRS Yes Replication continues at the defined RPO after resource redistribution is
finished.

vSphere Storage
DRS

Yes On the source site, Storage DRS can move the disk files of replicated
virtual machines with no impact on the ongoing replication.
On the target site, you must register the vSphere Replication appliance
with the SSO service to enable the communication between Storage DRS
and the vSphere Replication Management server. See “Register the
vSphere Replication Appliance with vCenter Single Sign-On,” on
page 32.

VMware Virtual
SAN datastore

Yes You can use VMware Virtual SAN datastores as the source and target
datastore when configuring replications.
NOTE   VMware Virtual SAN is a fully supported feature of vSphere 5.5
Update 1 and later.

vSphere
Distributed
Power
Management

Yes vSphere Replication coexists with DPM on the source site.
vSphere Replication does not perform any special DPM handling on the
source site. You can disable DPM on the target site to allow enough hosts
as replication targets.

VMware vSphere
Flash Read Cache

Yes You can protect virtual machines that contain disks that use VMware
vSphere Flash Read Cache storage. Since the host to which a virtual
machine recovers might not be configured for Flash Read Cache,
vSphere Replication disables Flash Read Cache on disks when it starts
the virtual machines on the recovery site. vSphere Replication sets the
reservation to zero. Before performing a recovery on a virtual machine
that is configured to use vSphere Flash Read Cache, take note of the
virtual machine's cache reservation from the vSphere Web Client. After
the recovery, you can migrate the virtual machine to a host with Flash
Read Cache storage and restore the original Flash Read Cache setting on
the virtual machine manually.

vCloud APIs Not applicable No interaction with vSphere Replication.

vCenter
Chargeback

Not applicable No interaction with vSphere Replication

VMware Data
Recovery

Not applicable No interaction with vSphere Replication.
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vSphere Replication Compatibility with Other Software
vSphere Replication is compatible with certain versions of ESXi, vCenter Server, Site Recovery Manager,
databases, and Web browsers.

vSphere Replication is compatible with the same versions as vCenter Server, except for ESXi:
vSphere Replication requires ESXi 5.0 or later. See the following documents for more information.

n Compatibility Matrixes for vSphere Replication 6.0 at 
http://www.vmware.com/support/vsphere-replication/doc/vsphere-replication-compat-
matrix-6-0.html .

n For vSphere Replication interoperability with backup software when using VSS, see 
http://kb.vmware.com/kb/2040754.

n VMware Compatibility Guide at http://partnerweb.vmware.com/comp_guide2/search.php

n Browser compatibility at vSphere Client and vSphere Web Client Software Requirements in vSphere
Installation and Setup.

n Browser compatibility of the VAMI depends on browsers supported by VMware Studio. See 
https://www.vmware.com/support/developer/studio/studio25/release_notes.html.

Bandwidth Requirements for vSphere Replication
Before configuring replications, VMware recommends that determine storage and network bandwidth
requirements for vSphere Replication to replicate virtual machines efficiently.

Storage and network bandwidth requirements can increase when using vSphere Replication. The following
factors play a role in the amount of network bandwidth vSphere Replication requires for efficient
replication.

Network Based Storage
Network bandwidth requirements increase if all storage is network-based because data operations between
the host and the storage also use network. When you plan your deployment, be aware of the following
levels of traffic:

n Between the host running the replicated virtual machine and the vSphere Replication server.

n Between the vSphere Replication server and a host with access to the replication target datastore.

n Between the host and storage.

n Between storage and the host during redo log snapshots.

Network based storage is a concern when you are replicating virtual machines within a single vCenter
Server instance that shares the network for the levels of traffic listed. When you have two sites with a
vCenter Server instance on each site, the link speed between the two sites is the most important as it can
slow down replication traffic between the two sites.

Dataset Size
vSphere Replication might not replicate every virtual machine nor every VMDK file in the replicated virtual
machines. To evaluate the dataset size that vSphere Replication replicates, calculate the percentage of the
total storage used for virtual machines, then calculate the number of VMDKs within that subset that you
have configured for replication.

For example, you might have 2TB of virtual machines on the datastores and usevSphere Replication to
replicate half of these virtual machines. You might only replicate a subset of the VMDKs and assuming all
the VMDKs are replicated, the maximum amount of data for replication is 1TB.
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Data Change Rate and Recovery Point Objective
The data change rate is affected by the recovery point objective (RPO). To estimate the size of the data
transfer for each replication, you must evaluate how many blocks change in a given RPO for a virtual
machine. The data change rate within the RPO period provides the total number of blocks that
vSphere Replication transfers. This number might vary throughout the day, which alters the traffic that
vSphere Replication generates at different times.

vSphere Replication transfers blocks based on the RPO schedule. If you set an RPO of one hour,
vSphere Replication transfers any block that has changed in that hour to meet that RPO. vSphere Replication
only transfers the block once in its current state at the moment that vSphere Replication creates the bundle
of blocks for transfer. vSphere Replication only registers that the block has changed within the RPO period,
not how many times it changed. The average daily data change rate provides an estimation of how much
data vSphere Replication transfers or how often the transfers occur.

If you use volume shadow copy service (VSS) to quiesce the virtual machine, replication traffic cannot be
spread out in small sets of bundles throughout the RPO period. Instead, vSphere Replication transfers all the
changed blocks as one set when the virtual machine is idle. Without VSS, vSphere Replication can transfer
smaller bundles of changed blocks on an ongoing basis as the blocks change, spreading the traffic
throughout the RPO period. The traffic changes if you use VSS and vSphere Replication handles the
replication schedule differently, leading to varying traffic patterns.

If you change the RPO, vSphere Replication transfers more or less data per replication to meet the new RPO.

Link Speed
If you have to transfer an average replication bundle of 4GB in a one hour period, you must examine the
link speed to determine if the RPO can be met. If you have a 10Mb link, under ideal conditions on a
completely dedicated link with little overhead, 4GB takes about an hour to transfer. Meeting the RPO
saturates a 10Mb WAN connection. The connection is saturated even under ideal conditions, with no
overhead or limiting factors such as retransmits, shared traffic, or excessive bursts of data change rates.

You can assume that only about 70% of a link is available for traffic replication. This means that on a 10Mb
link you obtain a link speed of about 3GB per hour. On a 100Mb link you obtain a speed of about 30GB per
hour.

To calculate the bandwidth, see “Calculate Bandwidth for vSphere Replication,” on page 27.

Calculate Bandwidth for vSphere Replication
To determine the bandwidth that vSphere Replication requires to replicate virtual machines efficiently, you
calculate the average data change rate within an RPO period divided by the link speed.

If you have groups of virtual machines that have different RPO periods, you can determine the replication
time for each group of virtual machines. For example, you might have four groups with RPO of 15 minutes,
one hour, four hours, and 24 hours. Factor in all the different RPOs in the environment, the subset of virtual
machines in your environment that is replicated, the change rate of the data within that subset, the amount
of data changes within each configured RPO, and the link speeds in your network.

Prerequisites

Examine how data change rate, traffic rates, and the link speed meet the RPO. Then look at the aggregate of
each group.

Procedure

1 Identify the average data change rate within the RPO by calculating the average change rate over a
longer period then dividing it by the RPO.

2 Calculate how much traffic this data change rate generates in each RPO period.
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3 Measure the traffic against your link speed.

For example, a data change rate of 100GB requires approximately 200 hours to replicate on a T1 network, 30
hours to replicate on a 10Mbps network, 3 hours on a 100Mbps network.
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Installing and Uninstalling
vSphere Replication 4

vSphere Replication uses the replication technologies included in ESXi with the assistance of virtual
appliances to replicate virtual machines between source and target sites.

Installing vSphere Replication
To use vSphere Replication, you must deploy the vSphere Replication appliance on an ESXi host by using
the vSphere Web Client.

The vSphere Replication appliance registers as an extension with the corresponding vCenter Server instance.
For example, on the source site, the vSphere Replication appliance registers with the vCenter Server instance
on the source site. Only one vSphere Replication appliance is allowed per vCenter Server.

The vSphere Replication appliance contains an embedded vSphere Replication server that manages the
replication process. To meet the load balancing needs of your environment, you might need to deploy
additional vSphere Replication servers at each site. Additional vSphere Replication servers that you deploy
are themselves virtual appliances. You must register any additional vSphere Replication server with the
vSphere Replication appliance on the corresponding site.

The vSphere Replication appliance provides a virtual appliance management interface (VAMI). You can use
this interface to reconfigure the vSphere Replication database, network settings, public-key certificates, and
passwords for the appliances.

Uninstalling vSphere Replication
To uninstall vSphere Replication from your environment, you must unregister the appliance from the SSO
service and from the vCenter Server, and then delete the vSphere Replication appliance.

In the event of deleting the vSphere Replication appliance before unregistering it from the SSO server and
the vCenter Server, a special procedure must be performed to clean your environment up.

This chapter includes the following topics:

n “Install vSphere Replication,” on page 30

n “Uninstall vSphere Replication,” on page 37

n “Unregister vSphere Replication from vCenter Server if the Appliance Was Deleted,” on page 38
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Install vSphere Replication
The installation procedure of vSphere Replication involves several steps.

Procedure

1 Prepare Your Environment to Install vSphere Replication on page 30
Before you deploy the vSphere Replication appliance, you must prepare the environment.

2 Deploy the vSphere Replication Virtual Appliance on page 31
vSphere Replication is distributed as an OVF virtual appliance.

3 Register the vSphere Replication Appliance with vCenter Single Sign-On on page 32
You must register the vSphere Replication Management Server with vCenter Single Sign-On on both
the source and the target sites.

4 Configure vSphere Replication Connections on page 34
To use vSphere Replication between two sites managed by different vCenter Server instances, you
need to configure a connection between the two vSphere Replication appliances.

Prepare Your Environment to Install vSphere Replication
Before you deploy the vSphere Replication appliance, you must prepare the environment.

Procedure

1 Verify that you have vSphere and vSphere Web Client installations for the source and target sites.

2 Download and install the Client Integration Plug-in from the login page of the vSphere Web Client.

If the plug-in is already installed, the link does not appear.

3 In the vSphere Web Client, select the vCenter Server instance on which you are deploying
vSphere Replication, click Manage > Settings > Advanced Settings, and verify that the
VirtualCenter.FQDN value is set to a fully-qualified domain name or a literal address.

NOTE   vSphere Replication can be deployed with either IPv4 or IPv6 address. Mixing IP addresses, for
example having a single appliance with an IPv4 and an IPv6 address, is not supported. To register as an
extension, vSphere Replication relies on the VirtualCenter.FQDN property of the vCenter Server. When
an IPv6 address is used for vSphere Replication, the VirtualCenter.FQDN property must be set to a fully
qualified domain name that can be resolved to an IPv6 address or to a literal address. When operating
with an IPv6 address, vSphere Replication requires that all components in the environment, such as
vCenter Server and ESXi hosts are accessible using the IPv6 address.

What to do next

You can deploy the vSphere Replication appliance.
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Deploy the vSphere Replication Virtual Appliance
vSphere Replication is distributed as an OVF virtual appliance.

You deploy the vSphere Replication appliance by using the standard vSphere OVF deployment wizard.

NOTE   vSphere Replication can be deployed with either IPv4 or IPv6 address. Mixing IP addresses, for
example having a single appliance with an IPv4 and an IPv6 address, is not supported. To register as an
extension, vSphere Replication relies on the VirtualCenter.FQDN property of the vCenter Server. When an
IPv6 address is used for vSphere Replication, the VirtualCenter.FQDN property must be set to a fully
qualified domain name that can be resolved to an IPv6 address or to a literal address. When operating with
an IPv6 address, vSphere Replication requires that all components in the environment, such as
vCenter Server and ESXi hosts are accessible using the IPv6 address.

Prerequisites

Download the vSphere Replication installation package to a local directory or obtain its online URL.

Procedure

1 Log in to the vSphere Web Client on the source site.

2 Select vCenter > Hosts and Clusters.

3 Right-click a host and select Deploy OVF template.

4 Provide the location of the OVF file from which to deploy the vSphere Replication appliance, and click
Next.

n Select URL and provide the URL to deploy the appliance from an online URL.

n Select Local file > Browse to locate the .ovf file if you downloaded the installation package to a
local machine.

5 Review the virtual appliance details and click Next.

6 Accept the end user license agreements (EULA) and click Next.

7 Accept the name, select or search for a destination folder or datacenter for the virtual appliance, and
click Next.

You can enter a new name for the virtual appliance. The name must be unique within each
vCenter Server virtual machine folder.

8 Select the number of vCPUs for the virtual appliance and click Next.

NOTE   Selecting higher number of vCPUs ensures better performance of the vSphere Replication
Management Server, but might slow down the replications that run on ESXi host systems that have 4 or
less cores per NUMA node. If you are unsure what the hosts in your environment are, select 2 vCPUs.

9 Select a cluster, host, or resource pool where you want to run the deployed template, and click Next.

10 Select a destination datastore and disk format for the virtual appliance and click Next.

11 Select a network from the list of available networks, set the IP protocol and IP allocation, and click Next.

vSphere Replication supports both DHCP and static IP addresses. You can also change network settings
by using the virtual appliance management interface (VAMI) after installation.

12 Set the password for the root account for the customized template, and click Next.

The password must be at least eight characters long.

13 Review the binding to the vCenter Extension vService and click Next.
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14 Review the settings, select the check box to power on the virtual appliance after deployment, and click
Finish.

The vSphere Replication appliance is deployed.

15 Take a note of the IP address of the appliance, log out of the vSphere Web Client and close the browser.

16 Repeat the procedure to deploy vSphere Replication on the target site.

What to do next

Register the vSphere Replication appliance with the SSO service.

Register the vSphere Replication Appliance with vCenter Single Sign-On
You must register the vSphere Replication Management Server with vCenter Single Sign-On on both the
source and the target sites.

After you deploy the vSphere Replication appliance, you use the Virtual Appliance Management Interface
(VAMI) to register the endpoint and the certificate of the vSphere Replication Management Server with the
vCenter Lookup Service, and to register the vSphere Replication solution user with the vCenter Single Sign-
On administration server.

If you do not register vSphere Replication with vCenter Single Sign-On on the target site,
vSphere Replication cannot operate as expected. In addition, storage DRS does not detect the replicated data
that vSphere Replication stores on the target site and might destroy it.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n Verify that the vSphere Replication management server is synchronized with the time of the Single
Sign-On server.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

3 Click the Configuration tab.

4 In the LookupService Address text box, enter the IP address or domain name of the server where the
lookup service runs.

5 Enter the credentials of a user with administrator privileges to vCenter Single Sign-On.

Initially, only the user administrator@vsphere.local has these privileges.

6 Click Save and Restart Service.

7 Repeat the procedure to register vSphere Replication on the target site.

vSphere Replication appears on the Home tab in the vSphere Web Client.

What to do next

NOTE   If you registered the vSphere Replication appliance with SSO as part of the upgrade procedure, all
existing connections will turn into Connection issue status. See “Reconnect to a Remote Site,” on page 36.
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If you competed this procedure as part of the installation process, you can configure connections between
the source and target sites.

Perform optional reconfiguration of the vSphere Replication appliance by using the VAMI. You can install a
certificate, change the appliance root password, change the trust policy, or configure vSphere Replication to
use an external database.

States of vSphere Replication Displayed in the vSphere Web Client
Before you can start using vSphere Replication, you must register the vSphere Replication appliance with
the vCenter Lookup Service and the Single Sign-On administration server in the environment.

In the vSphere Web Client, on the vSphere Replication Home tab, you can check the list of vCenter Server
instances in the Single-Sing On domain, and the status of vSphere Replication on each vCenter Server
instance.

The following table lists the vSphere Replication states that you can observe, their meanings, and what you
can do to change a state back to normal.

Table 4‑1.  vSphere Replication States on vCenter Server Instances

Status Description Remediation

Not installed The vSphere Replication extension is
not registered in the vCenter Server
Extension Manager.
The vSphere Replication appliance is
either not deployed or the
vSphere Replication extension has
been deleted from the vCenter Server
Extension Manager.

If a vSphere Replication appliance is
deployed on this vCenter Server,
restart the appliance or the
vSphere Replication Management
service on the appliance.
1 Use a supported browser to log in

to the vSphere Replication VAMI
as the root user.

The URL for the VAMI is
https://vr-appliance-address:5480.

2 On the Configuration tab, click
Save and Restart Service.

Enabled (Configuration issue) A configuration error occurred.
The vSphere Replication
Management Server is either not
registered with the vCenter SSO
components, or the configuration is
incorrect and must be updated.
You cannot manage existing
replications, or configure new
replications to this server .

Configure the vSphere Replication
appliance.
1 Select the row that indicates the

Enabled (Configuration
issue) status.

2 Point to the Enabled
(Configuration issue) status.

The detailed error message
appears in a tooltip.

3
Click the Configure icon ( )
above the list of vCenter Server
instances.

The vSphere Replication VAMI
opens.

4 On the Configuration tab, enter
the parameters that were indicated
in the error message and click
Save and Restart Service .
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Table 4‑1.  vSphere Replication States on vCenter Server Instances (Continued)

Status Description Remediation

Enabled (Not accessible) The vSphere Replication
Management Server is not accessible.
The vSphere Replication extension is
registered in the vCenter Server
Extension Manager, but the
vSphere Replication appliance is
missing or powered off, or the
vSphere Replication Management
service is not running.
You cannot manage existing
replications, or configure new
replications to this server .

n Verify that the vSphere Replication
appliance exists on the vCenter
Server.

n Verify that the vSphere Replication
appliance is powered on.

n Restart the VRM service.
a On the vSphere Replication

Home tab, select the row that
indicates the Enabled (Not
accessible) status and click

the Configure icon ( ) above
the list of replication servers.

b On the Configuration tab,
restart the VRM service.

Enabled (OK) The vSphere Replication appliance is
installed, configured, and functioning
properly.

Not needed.

Configure vSphere Replication Connections
To use vSphere Replication between two sites managed by different vCenter Server instances, you need to
configure a connection between the two vSphere Replication appliances.

If the source and target vCenter Server instances use the same SSO domain, the connection is considered
local. vSphere Replication uses the SSO service on the local site to authenticate with each vCenter Server in
the SSO domain.

If the source and the target vCenter Server instances use different SSO domains, the connection is
considered remote. The vSphere Replication Management Server on the source site registers with the
Platform Services Controller (PSC) of the remote SSO domain.

You can use vSphere Replication to replicate virtual machines between ESXi hosts that the same
vCenter Server manages. In this case, you deploy only one vSphere Replication appliance and do not need
to connect the source and target sites.

You can configure a connection on either site on which you have installed a vSphere Replication appliance.
If you are using an untrusted certificate, certificate warnings might appear during the process.

You can also set up a connection between two sites while you configure a replication between them.

Prerequisites

If you plan to configure a remote connection, obtain the IP address or domain name of the server where the
PSC runs. The address appears in the LookupService Address text box on the SSO tab under VR in the
vSphere Replication VAMI on the target site.

Procedure

1 Click vSphere Replication in the Navigator tree of the vSphere Web Client.

2 Under vSphere Replication, click the Home tab.

3 Click Manage.

4 Click Target Sites, and click the Connect to target site icon ( ).
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5 Select a target site option.

Option Description

Connect to a local site Select this option to connect to a vCenter Server that uses the same SSO
domain as the source vCenter Server. If the domain contains no
vCenter Server systems to which you can connect, this option is disabled.
For local connections, vSphere Replication uses the SSO service on the
local site to authenticate with each vCenter Server in the SSO domain. The
list of vCenter Server instances to which you can connect appears at the
bottom of the dialog box.

Connect to a remote site Select this option to connect to a vCenter Server that uses a different SSO
domain.
For remote connections, the vSphere Replication Management Server on
the source site registers with the PSC of the remote SSO domain. Therefore,
you must enter the IP address or host name of the server where the PSC
runs, and provide the credentials of a user that has the VRM
remote.Manage VRM privilege assigned.
When you log in to the remote SSO domain, a list of all vCenter Server
instances to which you can connect appears at the bottom of the dialog
box.

 
6 Select the vCenter Server to which you want to connect, and click OK.

Site Connection States Displayed in the vSphere Web Client
In the vSphere Web Client, on the vSphere Replication tab under Manage, you can check the states of the
connections to target sites.

The following table lists the states that you can observe, their meanings, and what you can do to change a
state back to normal.
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Table 4‑2.  Site Connection States

Icon Status Description Remediation

Connected The connection between
the source site and the
target site is working
properly.

Not needed.

Not authenticated The remote site is online,
but your user session has
expired.
In this state, you must
enter credentials to manage
replication tasks.
Already configured
replications are running in
the background.

Reconnect the sites. See 
“vSphere Replication Sites
Appear in the Not
Authenticated State,” on
page 96.

Connection issue n The SSL certificate on
the remote site has
been changed.

n The network
connection between the
source site and the
target site is not
functioning properly,
or the remote site is
offline.

n The user that is used
for authentication with
the Lookup Service or
the VRMS extension
user in the SSO might
be disabled or deleted.

In this state, configured
replications might not be
running.

n Select the target site that
indicates the
Connection issue
status and click the

Reconnect icon ( ).

See “Reconnect to a
Remote Site,” on
page 36.

n In the inventory tree,
click the vCenter Server
and navigate to the
Events tab under
Monitor to search for
events related to
vSphere Replication.

n Verify the status of the
remote site.

Reconnect to a Remote Site
If the state of the connection to a target site is Connection issue, you must repair the connection to manage
existing replications, and to enable the creation of new replications.

The states of connections to target sites appear in the vSphere Web Client, on the vSphere Replication tab
under Manage.

For reconnecting to cloud sites, see topic Reconnect to a Cloud Provider Site in the vSphere Replication for
Disaster Recovery to Cloud document.

If the source and the target vCenter Server instances use different SSO domains, the connection is
considered remote. The vSphere Replication Management Server on the source site registers with the
Platform Services Controller (PSC) of the remote SSO domain. To establish a connection to a remote site, you
provide the address of the vCenter Server and the PSC, and enter the credentials of a user that has the VRM
remote.Manage VRM privilege assigned. If the PSC address changes, the connection status changes to
Connection issue and you must reconnect the two sites.

Prerequisites

Verify that the vCenter Server and the vSphere Replication Management Server on the target site are up and
running, and that the Connection issue status is not caused by a network problem.
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Procedure

1 From the list of target sites, select the connection that indicates Connection issue status.

2 Click the Reconnect to the selected site icon ( ), and click Yes to confirm that you want to reconnect.

The Reconnect to Remote Site dialog box appears.

3 Enter the new PSC address and the credentials of a user that has the VRM remote.Manage VRM
privilege assigned, and click OK.

NOTE   If you upgraded from an earlier vSphere Replication version, the text box for the Platform
Service Controller address is automatically populated with the IP address of the target
vSphere Replication Management server. You must replace it with the address of the Platform Service
Controller on the target site before providing the credentials.

The connection status turns into Connected.

Uninstall vSphere Replication
You uninstall vSphere Replication by unregistering the appliance from vCenter Server and removing it from
your environment.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Stop all existing outgoing or incoming replications to the site.

n Disconnect any connections to other vSphere Replication sites.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Select the Configuration tab.

3 Click Unregister from vCenter Server.

4 In the vSphere Web Client, power off and delete the vSphere Replication appliance.

The vSphere Replication plug-in is uninstalled automatically.

You removed vSphere Replication from your environment.

What to do next

NOTE   If a vSphere Replication appliance is deleted before all replications that it manages are stopped,
target datastores remain tagged with the com.vmware.vr.HasVrDisks tag. If a target datastore that is tagged
with com.vmware.vr.HasVrDisks is part of a datastore cluster where Storage DRS is enabled, some
operations, like Enter maintenance mode, might not succeed when the vSphere Replication Management
server is missing. To prevent errors, you must remove the tags from all target datastores that were used for
replications by the deleted vSphere Replication appliance. See “Search and Remove the vSphere Replication
Tag from Target Datastores,” on page 38.
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Search and Remove the vSphere Replication Tag from Target Datastores
If a vSphere Replication appliance is deleted before all replications that it manages are stopped, target
datastores remain tagged with the com.vmware.vr.HasVrDisks tag.

If a target datastore that is tagged with com.vmware.vr.HasVrDisks is part of a datastore cluster where
Storage DRS is enabled, some operations, like Enter maintenance mode, might not succeed when the
vSphere Replication Management server is missing.

Prerequisites

n The vSphere Replication appliance is deleted.

n Required privilege: Inventory Service.vSphere Tagging.Assign or Unassign vSphere Tag on the root
vCenter Server instance.

Procedure

1 Use the vSphere Web Client to log in to the target vCenter Server.

2 In the search text box on the upper right, enter com.vmware.vr.HasVrDisks and search for the tag.

The list of users and groups that have permissions to manage the com.vmware.vr.HasVrDisks tag
appears.

3 Click the Related Objects tab.

The list of datastores that have the com.vmware.vr.HasVrDisks tag assigned appears.

4 Right-click a datastore and select Tags > Remove Tag.

5 In the Remove Tag dialog box, select the row that contains com.vmware.vr.HasVrDisks and click
Remove.

6 Repeat steps 4 and 5 for all datastores that are assigned the com.vmware.vr.HasVrDisks tag.

Unregister vSphere Replication from vCenter Server if the Appliance
Was Deleted

If the vSphere Replication appliance was deleted before you unregistered it form the environment , you
cannot use the virtual appliance management interface (VAMI) to unregister vSphere Replication from
vCenter Server.

Only a vSphere administrator can clean up the environment.

The procedures on removing the permissions for a solution user and on removing a solution user from the
vCenter Single Sign-On domain are documented in the vSphere 6.0 Security document. See topics Remove
Permissions and Delete vCenter Single Sign-On Solution Users.

Prerequisites

Verify that you know the credentials of a vSphere administrator.

Procedure

1 Log in to https://<vCenter_Server_address>/mob/?moid=ExtensionManager with vCenter Server
credentials.

2 In the extensionList property, click the link for the com.vmware.vcHms extension key to check the key
details.

3 Verify that the displayed data is for a vSphere Replication appliance that is already lost.

4 In ExtensionManager, click unregisterExtension.
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5 Type com.vmware.vcHms for the extension key value, and click Invoke Method.

6 Verify that the result displays void and not an error message.

An error message might appear if the specified extension is not registered, or if an unexpected runtime
error occurs.

7 Close the window.

8 Refresh the ExtensionManager page and verify that the extensionList entry does not include
com.vmware.vcHms.

9 Remove the permissions for the HMS solution user from all vCenter Server instances in the Single Sign-
On domain.

10 Remove the HMS solution user from the Single Sign-On domain.

What to do next

You can deploy a new vSphere Replication appliance.

NOTE   If a vSphere Replication appliance is deleted before all replications that it manages are stopped,
target datastores remain tagged with the com.vmware.vr.HasVrDisks tag. If a target datastore that is tagged
with com.vmware.vr.HasVrDisks is part of a datastore cluster where Storage DRS is enabled, some
operations, like Enter maintenance mode, might not succeed when the vSphere Replication Management
server is missing. To prevent errors, you must remove the tags from all target datastores that were used for
replications by the deleted vSphere Replication appliance. See “Search and Remove the vSphere Replication
Tag from Target Datastores,” on page 38.
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Deploying Additional
vSphere Replication Servers 5

Depending on replication traffic, you might need to deploy one or more additional vSphere Replication
servers.

This chapter includes the following topics:

n “Deploy an Additional vSphere Replication Server,” on page 41

n “Register an Additional vSphere Replication Server,” on page 42

n “Reconfigure vSphere Replication Server Settings,” on page 42

n “Unregister and Remove a vSphere Replication Server,” on page 43

n “Disable the Embedded vSphere Replication Server,” on page 44

Deploy an Additional vSphere Replication Server
The vSphere Replication appliance includes a vSphere Replication server. However, you might need to
deploy multiple vSphere Replication servers to meet your load balancing needs.

You can deploy multiple vSphere Replication servers to route traffic from source hosts to target datastores
without traveling between different sites managed by the same vCenter Server.

For information about the loads that a vSphere Replication management server and a vSphere Replication
server can support, see http://kb.vmware.com/kb/2034768.

Prerequisites

n Deploy vSphere Replication appliances on the source and target sites.

n Deploy vSphere Replication servers on a network that allows them to communicate with the
vSphere Replication appliances on the source and target sites.

n Verify that the vSphere Replication servers can communicate with the ESXi Server instances on the
source site that hosts the replicated virtual machines.

Procedure

1 In the vSphere Web Client, start the OVF deployment wizard from Manage > vSphere Replication >
Replication Servers.

2 Browse for the vSphere_Replication_AddOn_OVF10.ovf file, select it, and click Next.

3 Review the virtual appliance details and click Next.

4 Follow the prompts to select a destination host, datastore, and disk format for the virtual appliance.

5 Enter a password for the appliance that is at least eight characters long.
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6 Set the network properties. Select DHCP or set a static IP address.

You can change network settings after deployment in the VAMI.

7 Review your settings and select Power on after deployment to start the appliance immediately after
deployment completes.

8 Click Finish.

What to do next

When the OVF file has deployed, register the vSphere Replication server with the vSphere Replication
appliance.

Register an Additional vSphere Replication Server
If you deploy additional vSphere Replication servers, you must register these servers with the
vSphere Replication appliance to enable them as traffic handlers at the recovery site.

NOTE   You can register additional vSphere Replication servers that run within the same vSphere
environment.

Prerequisites

n Verify that the vSphere Replication appliance is deployed and configured.

n Verify that the additional vSphere Replication Server is deployed.

Procedure

1 In the vSphere Web Client, navigate to Manage > vSphere Replication > Replication Servers, and click
Register a virtual machine as vSphere Replication Server.

2 From the inventory, select a virtual machine that is a working vSphere Replication server and click OK.

The newly registered vSphere Replication server appears in the list of vSphere Replication servers.

Reconfigure vSphere Replication Server Settings
The vSphere Replication appliance contains a vSphere Replication server. If you deploy additional
vSphere Replication servers, the server settings are established during deployment. You can modify the
settings after you deploy the server.

A vSphere Replication server does not require additional configuration through the virtual appliance
management interface (VAMI) after deployment. To increase security, you can change the root password of
the vSphere Replication server and install a new certificate. Using a self-signed certificate provides the
benefit of public-key based encryption and authentication, although using such a certificate does not
provide the level of assurance offered when you use a certificate signed by a certificate authority.

You can also reconfigure the network settings for the vSphere Replication server virtual appliance.

NOTE   vSphere Replication can be deployed with either IPv4 or IPv6 address. Mixing IP addresses, for
example having a single appliance with an IPv4 and an IPv6 address, is not supported. To register as an
extension, vSphere Replication relies on the VirtualCenter.FQDN property of the vCenter Server. When an
IPv6 address is used for vSphere Replication, the VirtualCenter.FQDN property must be set to a fully
qualified domain name that can be resolved to an IPv6 address or to a literal address. When operating with
an IPv6 address, vSphere Replication requires that all components in the environment, such as
vCenter Server and ESXi hosts are accessible using the IPv6 address.
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Prerequisites

You deployed an optional vSphere Replication server in addition to the vSphere Replication appliance, and
the server is powered on.

Procedure

1 Use a supported browser to log in to the VAMI of the additional vSphere Replication Server that you
deployed.

The URL for the VAMI is https://vr-server-address:5480.

Use the root password that you set when you deployed the vSphere Replication server.

2 Click the VRS tab.

3 (Optional) Click Configuration to generate or upload a new certificate.

Option Action

Generate and install a self-signed
certificate

Click Generate and Install.

Upload an existing SSL certificate Click Browse next to the Upload PKCS#12 (*.pfx) file text box to browse
for an existing certificate, and click Upload and Install.

 
4 (Optional) Click Security to change the Super User password for the vSphere Replication server.

root is the Super User.

5 (Optional) Click the Network tab to change the network settings.

Option Action

View current network settings Click Status.

Set static or DHCP IPv4 or IPv6
addresses

n Click Address, and select DHCP, Static, or None for IPv4 addresses.
n Select Auto or Static for IPv6 addresses. If you select Static, type the

default gateway and DNS server addresses to use.

Configure proxy server Click Proxy, select the Use a proxy server check box, and type the proxy
server address and port number.

Save Settings If you do not click Save Settings, changes are discarded.
 

6 (Optional) Select VRS > Configuration > Restart to restart the vSphere Replication service.

7 (Optional) Select System > Reboot to reboot the vSphere Replication server appliance.

Unregister and Remove a vSphere Replication Server
If you deployed additional vSphere Replication server instances that you no longer require, you must
unregister them from the vSphere Replication appliance before you delete them.

Prerequisites

You deployed and registered a vSphere Replication server that you no longer require. Make sure it does not
serve any replications, otherwise the operations will fail.

Procedure

1 In Manage > vSphere Replication, click the Replication Servers tab and find the vSphere Replication
server in the list.

2 Select the server and click Unregister the selected vSphere Replication Server.

3 In the Hosts and Clusters view, power off and delete the vSphere Replication server virtual machine.
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Disable the Embedded vSphere Replication Server
vSphere Replication includes an embedded vSphere Replication Server by default. If you want to disable the
embedded vSphere Replication server, you can do so using ssh.

Prerequisites

Make sure no replications are using the embedded server. Stop the replications or move them to a different
server.

Procedure

1 Use ssh into the vSphere Replication appliance and type:

# /opt/vmware/hms/hms-configtool -cmd reconfig -property

hms-embedded-hbr=false

2 Restart the HMS service.

# service hms restart

You can now unregister the embedded vSphere Replication server from the vSphere Replication user
interface.

What to do next

Rebooting vSphere Replication does not automatically register the embedded server. To restore the default
behavior to automatically register the embedded vSphere Replication server, type

# /opt/vmware/hms/hms-configtool -cmd reconfig -property

hms-embedded-hbr=true

# service hms restart
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Upgrading vSphere Replication 6
You upgrade the vSphere Replication appliance and any additional vSphere Replication servers by using a
downloaded ISO image.

The downloadable ISO image is the only means of upgrading from vSphere Replication 5.5.1 or 5.8 to
vSphere Replication 6.0. You cannot upgrade vSphere Replication from version 5.5.1 or 5.8 to version 6.0 by
using vSphere Update Manager or the virtual appliance management interface (VAMI) of the
vSphere Replication appliance. After you have installed vSphere Replication 6.0 or upgraded to version 6.0
by using the ISO image, you can use the VAMI or Update Manager to install later 6.0.x update releases.

You cannot downgrade to an earlier version of vSphere Replication.

Example: vSphere Replication Upgrade Scenarios
You use the ISO file to upgrade to a major version of vSphere Replication, for example from 5.5.1 to 6.0.

You use Update Manager, the VAMI, or the ISO file to install an update release of vSphere Replication, for
example upgrade 5.5.0 to 5.5.1.

These examples of upgrade and update scenarios are not exhaustive. For the full list of supported upgrade
paths, see the Compatibility Matrixes for vSphere Replication 6.0 at https://www.vmware.com/support/vsphere-
replication/doc/vsphere-replication-compat-matrix-6-0.html.

n You can upgrade vSphere Replication 5.5.1 to 6.0 by using the ISO file for vSphere Replication 6.0.

n You cannot upgrade vSphere Replication 5.5.1 to 6.0 by using Update Manager or the VAMI.

n You can upgrade vSphere Replication 5.5.0 to 5.5.1 by using Update Manager, the VAMI, or the ISO file.

This chapter includes the following topics:

n “Upgrade vSphere Replication by Using the Downloadable ISO Image,” on page 45

n “Update the vCenter Server IP Address in the vSphere Replication Management Server,” on page 47

Upgrade vSphere Replication by Using the Downloadable ISO Image
You upgrade the vSphere Replication appliance and the vSphere Replication server by using a
downloadable ISO image.

Prerequisites

n Upgrade the vCenter Server instance that vSphere Replication extends.

n Download the VMware-vSphere_Replication-6.0.x.x-build_number.iso image from the vSphere
Downloads page. Copy the ISO image file to a datastore that is accessible from the vCenter Server
instance that you use with vSphere Replication.
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n If the vSphere Replication version that you run is not supported for direct upgrade to
vSphere Replication 6.0, upgrade your vSphere Replication instance to a supported version. For
example, to upgrade vSphere Replication 5.6 to 6.0, you must upgrade 5.6 to 5.8 first. See the
interoperability matrix at http://www.vmware.com/resources/compatibility/sim/interop_matrix.php for
solution upgrade paths for vSphere Replication.

n Shut down and power off the vSphere Replication virtual machine.

Procedure

1 Right-click the vSphere Replication virtual machine and select Edit Settings.

2 If you are upgrading a vSphere Replication Server appliance, reconfigure the virtual machine to
increase its memory from 512 MB to 716 MB RAM.

3 On the Virtual Hardware tab, select CD/DVD Drive > Datastore ISO File.

4 Navigate to the ISO image in the datastore.

5 For File Type, select ISO Image and click OK.

6 Select the option to connect at power on and follow the prompts to add the CD/DVD drive to the
vSphere Replication virtual machine.

7 Power on the vSphere Replication virtual machine.

8 In a Web browser, log in to the virtual appliance management interface (VAMI).

The URL for the VAMI is https://vr_appliance_address:5480.

9 Click the Update tab.

10 Click Settings, select Use CDROM Updates, and click Save.

11 Click Status and click Check Updates.

The appliance version appears in the list of available updates.

12 Click Install Updates and click OK.

13 After the updates install, click the System tab and click Reboot to complete the upgrade.

14 Log out of the vSphere Web Client, clear the browser cache, and log in again to see the upgraded
appliance.

What to do next

NOTE   If the vSphere Replication deployment that you upgraded was not registered with the vCenter
Lookup Service, after the upgrade the status of the vSphere Replication server will turn to Enabled
(Configuration issue). You must log in to the VAMI and register the vSphere Replication appliance with
the Lookup Service. See “Register the vSphere Replication Appliance with vCenter Single Sign-On,” on
page 32.

If your infrastructure uses more than one vSphere Replication Server, you must upgrade all
vSphere Replication Server instances to version 6.0.

IMPORTANT   If the vSphere Replication appliance that you upgraded uses the embedded database, you must
apply additional configuration to enable the support of up to 2000 replications. See 
http://kb.vmware.com/kb/2102463. No additional configuration is required for vSphere Replication
appliances that are configured to use an external database.
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Update the vCenter Server IP Address in the vSphere Replication
Management Server

After you upgrade vCenter Server and the vSphere Replication appliance, if the vCenter Server certificate or
the IP address changed during the upgrade, you must perform additional steps.

To update the vCenter Server certificate, see “vSphere Replication is Inaccessible After Changing vCenter
Server Certificate,” on page 102.

If vCenter Server uses a static IP address, it preserves the IP address by default after upgrade. If the
vCenter Server uses a DHCP address that changed during the upgrade, and the vSphere Replication
Management Server is configured to use the vCenter Server IP address and not FQDN, update the IP
address in the vSphere Replication Management Server.

Procedure

1 Upgrade vCenter Server to the new appliance.

2 Upgrade vSphere Replication.

3 Power off the vSphere Replication appliance and power it on to retrieve the OVF environment.

4 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

5 On the Configuration tab, enter the new IP address of the vCenter Server.

6 Click Save and Restart.
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Reconfigure the vSphere Replication
Appliance 7

If necessary, you can reconfigure the vSphere Replication appliance settings by using the virtual appliance
management interface (VAMI).

You provide the settings for the vSphere Replication appliance in the Deploy OVF wizard when you deploy
the appliance. If you selected automatic configuration of the appliance using an embedded database, you
can use the vSphere Replication appliance immediately after deployment. If necessary you can modify the
configuration settings of the vSphere Replication appliance after you deploy it.

n Reconfigure General vSphere Replication Settings on page 50
You can use vSphere Replication immediately after you deploy the vSphere Replication appliance. If
necessary, you can reconfigure the general settings after deployment in the virtual appliance
management interface (VAMI).

n Change the SSL Certificate of the vSphere Replication Appliance on page 50
vSphere Replication appliance uses certificate-based authentication for all connections that it
establishes with vCenter Server and remote site vSphere Replication appliances.

n Change the Password of the vSphere Replication Appliance on page 53
You set the password of the vSphere Replication appliance when you deploy the appliance. You can
change the password after installation by using the virtual appliance management interface (VAMI).

n Change Keystore and Truststore Passwords of the vSphere Replication Appliance on page 53
To increase security, you can change the default passwords of the vSphere Replication appliance
keystore and truststore. If you copy the keystores from the appliance to another machine, VMware
recommends that you change the passwords before the copy operation.

n Configure vSphere Replication Network Settings on page 54
You can review current network settings and change address and proxy settings for
vSphere Replication. You might make these changes to match network reconfigurations.

n Configure vSphere Replication System Settings on page 55
You can view the vSphere Replication system settings to gather information about the
vSphere Replication appliance. You can also set the system time zone, and reboot or shut down the
appliance.

n Reconfigure vSphere Replication to Use an External Database on page 56
The vSphere Replication appliance contains an embedded vPostgreSQL database that you can use
immediately after you deploy the appliance, without any additional database configuration. If
necessary, you can reconfigure vSphere Replication to use an external database.

n Use the Embedded vSphere Replication Database on page 59
If you configured vSphere Replication to use an external database, you can reconfigure
vSphere Replication to use the embedded database.
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Reconfigure General vSphere Replication Settings
You can use vSphere Replication immediately after you deploy the vSphere Replication appliance. If
necessary, you can reconfigure the general settings after deployment in the virtual appliance management
interface (VAMI).

The general settings of the vSphere Replication appliance include the name and IP address of the
vSphere Replication appliance, the address and port of the vCenter Server instance to which it connects, and
an administrator email address. You can change the general settings from the default values in the virtual
appliance management interface (VAMI).

For example, you can reconfigure the address of the vSphere Replication appliance if you did not specify a
fixed IP address when you deployed the appliance, and DHCP changes the address after deployment.
Similarly, you can update the address of the vCenter Server instance if the address changes after
deployment.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n Update the vCenter Server to 6.0.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Review and confirm the browser security exception, if applicable, to proceed to the login page.

3 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

4 On the VR tab, click Configuration.

5 Type the address of the vSphere Replication appliance or click Browse to select an IP address from a
list.

6 Type the address of the vCenter Server instance to use with this installation.

You must use the same address format that you used when you installed vCenter Server.

For example, if you used a fully qualified domain name during installation, you must use that FQDN. If
you used an IP address, you must use that IP address.

7 Type an administrator email address.

8 Click Save and Restart Service to apply the changes.

You reconfigured the general settings of the vSphere Replication appliance.

Change the SSL Certificate of the vSphere Replication Appliance
vSphere Replication appliance uses certificate-based authentication for all connections that it establishes
with vCenter Server and remote site vSphere Replication appliances.

vSphere Replication does not use user name and password based authentication. vSphere Replication
generates a standard SSL certificate when the appliance first boots and registers with vCenter Server. The
default certificate policy uses trust by thumbprint.
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You can change the SSL certificate, for example if your company's security policy requires that you use trust
by validity and thumbprint or a certificate signed by a certification authority. You change the certificate by
using the virtual appliance management interface (VAMI) of the vSphere Replication appliance. For
information about the SSL certificates that vSphere Replication uses, see “vSphere Replication Certificate
Verification,” on page 51 and “Requirements When Using a Public Key Certificate with vSphere
Replication,” on page 52.

See “vSphere Replication Certificate Verification,” on page 51 for details of how vSphere Replication
handles certificates.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n Update the vCenter Server to 6.0.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

3 (Optional) Click the VR tab and click Security to review the current SSL certificate.

4 Click Configuration.

5 (Optional) To enforce verification of certificate validity, select the Accept only SSL certificates signed
by a trusted Certificate Authority check box.

6 Generate or install a new SSL certificate.

Option Action

Generate a self-signed certificate Click Generate and Install. Using a self-signed certificate provides trust by
thumbprint only and might not be suitable for environments that require
high levels of security. You cannot use a self-signed certificate if you
selected Accept only SSL certificates signed by a trusted Certificate
Authority.

Upload a certificate Click Browse to select a PKCS#12 certificate and click Upload and Install.
Public key certificates must meet certain requirements. See “Requirements
When Using a Public Key Certificate with vSphere Replication,” on
page 52.

 
7 Click Save and Restart Service to apply the changes.

You changed the SSL certificate and optionally changed the security policy to use trust by validity and
certificates signed by a certificate authority.

NOTE   If you change a certificate on one of the source or target sites, the connection status to this site
changes to Connection issue. In the vSphere Web Client, you can check the list of target sites under
vSphere Replication on the Manage tab, and reconnect the sites.

vSphere Replication Certificate Verification
vSphere Replication verifies the certificates of vCenter Server and remote vSphere Replication servers.

All communication between vCenter Server, the local vSphere Replication appliance, and the remote
vSphere Replication appliance goes through a vCenter Server proxy at port 80. All SSL traffic is tunnelled.
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vSphere Replication can trust remote server certificates either by verifying the validity of the certificate and
its thumbprint or by verifying the thumbprint only. The default is to verify by thumbprint only. You can
activate the verification of the certificate validity in the virtual appliance management interface (VAMI) of
the vSphere Replication appliance by selecting the option Accept only SSL certificates signed by a trusted
Certificate Authority when you upload a certificate.

Thumbprint Verification vSphere Replication checks for a thumbprint match. vSphere Replication
trusts remote server certificates if it can verify the the thumbprints through
secure vSphere platform channels or, in some rare cases, after the user
confirms them. vSphere Replication only takes certificate thumbprints into
account when verifying the certificates and does not check certificate
validity.

Verification of
Thumbprint and
Certificate Validity

vSphere Replication checks the thumbprint and checks that all server
certificates are valid. If you select the Accept only SSL certificates signed by
a trusted Certificate Authority option, vSphere Replication refuses to
communicate with a server with an invalid certificate. When verifying
certificate validity, vSphere Replication checks expiration dates, subject
names and the certificate issuing authorities.

In both modes, vSphere Replication retrieves thumbprints from vCenter Server. vSphere Replication refuses
to communicate with a server if the automatically determined thumbprint differs from the actual
thumbprint that it detects while communicating with the respective server.

You can mix trust modes between vSphere Replication appliances at different sites. A pair of
vSphere Replication appliances can work successfully even if you configure them to use different trust
modes.

Requirements When Using a Public Key Certificate with vSphere Replication
If you enforce verification of certificate validity by selecting Accept only SSL certificates signed by a
trusted Certificate Authority in the virtual appliance management interface (VAMI) of the
vSphere Replication appliance, some fields of the certificate request must meet certain requirements.

vSphere Replication can only import and use certificates and private keys from a file in the PKCS#12 format.
Sometimes these files have a .pfx extension.

n The certificate must be issued for the same server name as the value in the VRM Host setting in the
VAMI. Setting the certificate subject name accordingly is sufficient, if you put a host name in the VRM
Host setting. If any of the certificate Subject Alternative Name fields of the certificate matches the VRM
Host setting, this will work as well.

n vSphere Replication checks the issue and expiration dates of the certificate against the current date, to
ensure that the certificate has not expired.

n If you use your own certificate authority, for example one that you create and manage with the
OpenSSL tools, you must add the fully qualified domain name or IP address to the OpenSSL
configuration file.

n If the fully qualified domain name of the appliance is VR1.example.com, add subjectAltName = DNS:
VR1.example.com to the OpenSSL configuration file.

n If you use the IP address of the appliance, add subjectAltName = IP: vr-appliance-ip-address to
the OpenSSL configuration file.

n vSphere Replication requires a trust chain to a well-known root certificate authority.
vSphere Replication trusts all the certificate authorities that the Java Virtual Machine trusts. Also, you
can manually import additional trusted CA certificates in /opt/vmware/hms/security/hms-
truststore.jks on the vSphere Replication appliance.
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n vSphere Replication accepts MD5 and SHA1 signatures, but VMware recommends that you use
SHA256 signatures.

n vSphere Replication does not accept RSA or DSA certificates with 512-bit keys. vSphere Replication
requires at least 1024-bit keys. VMware recommends using 2048-bit public keys. vSphere Replication
shows a warning if you use a 1024-bit key.

Change the Password of the vSphere Replication Appliance
You set the password of the vSphere Replication appliance when you deploy the appliance. You can change
the password after installation by using the virtual appliance management interface (VAMI).

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n Update the vCenter Server to 6.0.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

3 Click the VR tab and click Security.

4 Type the current password in the Current Password text box.

5 Type the new password in the New Password and the Confirm New Password text boxes.

The password must be a minimum of eight characters. vSphere Replication does not support blank
passwords.

6 Click Apply to change the password.

Change Keystore and Truststore Passwords of the
vSphere Replication Appliance

To increase security, you can change the default passwords of the vSphere Replication appliance keystore
and truststore. If you copy the keystores from the appliance to another machine, VMware recommends that
you change the passwords before the copy operation.

The keystore and truststore passwords might be stored in an access restricted config file.
vSphere Replication has the following keystores:

n /opt/vmware/hms/security/hms-keystore.jks, which contains the vSphere Replication appliance
private key and certificate.

n /opt/vmware/hms/security/hms-truststore.jks, which contains additional CA certificates besides the
ones that Java already trusts.

Procedure

1 To change the hms-keystore.jks password, log in as root.
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2 Obtain the current hms-keystore password.

# /opt/vmware/hms/hms-configtool -cmd list | grep keystore

Example of the output hms-keystore-password = old_password

3 Change the hms-keystore password.

 # /usr/java/default/bin/keytool -storepasswd -storepass old_password -new new_password -

keystore /opt/vmware/hms/security/hms-keystore.jks

4 Change the vSphere Replication appliance private key password.

# /usr/java/default/bin/keytool -keypasswd -alias jetty -keypass

old_password -new new_password -storepass new_password -keystore

/opt/vmware/hms/security/hms-keystore.jks

5 Update the configuration with the new password.

/opt/vmware/hms/hms-configtool -cmd reconfig -property

'hms-keystore-password=new_password'

6 Reboot the appliance for the changes to take effect.

# reboot

7 To change the hms-truststore.jks password, log in as root.

8 Obtain the current hms-truststore password.

# /opt/vmware/hms/hms-configtool -cmd list | grep truststore

Example of the output: hms-truststore-password = old_password

9 Change the hms-truststore password.

# /usr/java/default/bin/keytool -storepasswd -storepass

old_password -new new_password -keystore

/opt/vmware/hms/security/hms-truststore.jks

10 Update the configuration with the new password.

/opt/vmware/hms/hms-configtool -cmd reconfig -property 

'hms-truststore-password=new_password'

11 Restart the vSphere Replication service.

# service hms restart

Configure vSphere Replication Network Settings
You can review current network settings and change address and proxy settings for vSphere Replication.
You might make these changes to match network reconfigurations.

NOTE   vSphere Replication can be deployed with either IPv4 or IPv6 address. Mixing IP addresses, for
example having a single appliance with an IPv4 and an IPv6 address, is not supported. To register as an
extension, vSphere Replication relies on the VirtualCenter.FQDN property of the vCenter Server. When an
IPv6 address is used for vSphere Replication, the VirtualCenter.FQDN property must be set to a fully
qualified domain name that can be resolved to an IPv6 address or to a literal address. When operating with
an IPv6 address, vSphere Replication requires that all components in the environment, such as
vCenter Server and ESXi hosts are accessible using the IPv6 address.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.
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n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n Update the vCenter Server to 6.0.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

3 Click the Network tab.

4 Click Status to review current network settings.

5 Click Address to review or modify IPv4 and IPv6 address settings.

IP Address Type Option Description

IPv4 DHCP DHCP is not recommended if the IP address of the appliance might change if it
reboots.

IPv4 Static With a static IPv4 address, you can modify the IP settings, DNS settings, net mask,
and host name information.

IPv4 None Disabling IPv4 addresses forces the use of IPv6 addresses only.

IPv6 Auto Automatic assignment of IPv6 addresses is not recommended if the IP address of the
appliance might change if it reboots.

IPv6 Static With a static IPv6 address, you can modify the IP address and the address prefix.

6 Click Save Settings.

If you do not click Save Settings, changes are discarded.

7 Click Proxy to review or modify proxy settings.

a Select Use a proxy server to use a proxy server.

b Enter a proxy server name in the HTTP Proxy Server text box.

c Enter a proxy port in the Proxy Port text box.

d (Optional) Enter a proxy server user name and password.

8 Click Save Settings.

If you do not click Save Settings, changes are discarded.

What to do next

A network address change might require you to reconnect the source and target sites and might also require
a change of certificate if you have activated verification of certificate validity.

Configure vSphere Replication System Settings
You can view the vSphere Replication system settings to gather information about the vSphere Replication
appliance. You can also set the system time zone, and reboot or shut down the appliance.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.
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n Update the vCenter Server to 6.0.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Type the root user name and password for the server.

3 Click the System tab.

4 Click Information.

You can review information about vSphere Replication, and reboot or shutdown the appliance.

Option Description

Vendor Vendor name

Appliance Name vSphere Replication appliance name

Appliance Version vSphere Replication version

Hostname Hostname of the appliance

OS Name Operating system name and version

OVF Environment: View Displays information about the OVF environment

Reboot Reboots the virtual appliance

Shutdown Shuts down the virtual appliance
 
Shutting down the vSphere Replication appliance stops configured replications and prevents you from
configuring replication of new virtual machines as well as modifying existing replication settings.

5 Click Time Zone.

Option Description

System Time Zone Time zones are available from the drop-down list

Save Settings Saves settings

Cancel Changes Discards changes
 

Reconfigure vSphere Replication to Use an External Database
The vSphere Replication appliance contains an embedded vPostgreSQL database that you can use
immediately after you deploy the appliance, without any additional database configuration. If necessary,
you can reconfigure vSphere Replication to use an external database.

Each vSphere Replication appliance requires its own database. If the database at either site is corrupted,
vSphere Replication does not function. vSphere Replication cannot use the vCenter Server database because
it has different database schema requirements. However, if you do not use the embedded
vSphere Replication database you can use the vCenter database server to create and support an external
vSphere Replication database.

You might need to use an external database to improve performance or load balancing, for easier backup, or
to meet your company's database standards.

NOTE   vSphere Replication server inside the vSphere Replication appliance uses its own embedded database
and config files. Configuring VRMS to use external database does not provide protection of losing the
vSphere Replication appliance or any Additional vSphere Replication Server appliance.

If you reinitialize the database after you deploy vSphere Replication, you must go to the
vSphere Replication virtual appliance management interface (VAMI) to reconfigure vSphere Replication to
use the new database connection.
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Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n You must create and configure the external database before you connect it to vSphere Replication. See 
“Databases that vSphere Replication Supports,” on page 57 for the configuration requirements for
each supported type of database.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Review and confirm the browser security exception, if applicable, to proceed to the login page.

3 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

4 On the VR tab, click Configuration.

5 Select Manual configuration to specify a configuration or select Configure from an existing VRM
database to use a previously established configuration.

6 In the DB text boxes, provide information about the database for vSphere Replication to use.

Option Setting

DB Type Select SQL Server or Oracle.

DB Host IP address or fully qualified domain name of the host on which the database server is running.

DB Port Port on which to connect to the database.

DB Username Username for the vSphere Replication database user account that you create on the database server.

DB Password Password for the vSphere Replication database user account that you create on the database server.

DB Name Name of the vSphere Replication database instance.

DB URL Auto-generated and hidden by default. Advanced users can fine-tune other database properties by
modifying the URL, for example if you use a named instance of SQL Server.

7 Click Save and Restart Service to apply the changes.

You configured vSphere Replication to use an external database instead of the database that is embedded in
the vSphere Replication appliance.

Databases that vSphere Replication Supports
The vSphere Replication virtual appliance includes the VMware standard embedded vPostgreSQL database.
You can also configure vSphere Replication to use an external database.

Automated migration between the embedded database and any external databases is not supported in any
direction. If you must configure an external database, you must manually migrate the data or manually
recreate all replications.

You can configure vSphere Replication to use one of the supported external databases.

n Microsoft SQL

n Oracle

External vPostgreSQL databases are not supported. vSphere Replication supports the same database
versions as vCenter Server. For supported database versions, see the VMware Product Interoperability Matrixes
at http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php?.
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n Configure Microsoft SQL Server for vSphere Replication on page 58
When you create a Microsoft SQL Server database, you must configure it correctly to support
vSphere Replication.

n Configure Oracle Server for vSphere Replication on page 59
You must configure an Oracle Server database correctly to support vSphere Replication.

Configure Microsoft SQL Server for vSphere Replication
When you create a Microsoft SQL Server database, you must configure it correctly to support
vSphere Replication.

You use SQL Server Management Studio to create and configure an SQL Server database for
vSphere Replication.

This information provides the general steps that you must perform to configure an SQL Server database for
vSphere Replication. For instructions about how to perform the relevant steps, see the SQL Server
documentation.

Prerequisites

Verify that the SQL Server Browser service is running.

Procedure

1 Select Mixed Mode Authentication when you create the database instance.

The vSphere Replication appliance and the database server run on different hosts, so you must use
mixed mode authentication and not Windows Authentication.

2 Use either a named instance or the default instance of SQL Server.

If you intend to use dynamic TCP ports, you must use a named instance of SQL Server.

3 Enable TCP on the database instance.

4 Set a TCP port.

Option Action

Static TCP port Set the TCP port to the default of 1433.

Dynamic TCP port a Use a named instance of SQL Server. You can only use dynamic ports
with a named instance of SQL Server.

b Select the Show DB URL check box in the virtual appliance
management interface (VAMI) of the vSphere Replication appliance.

c Modify the DB URL value. Replace port=port_number with
instanceName=instance_name in the URL.

d Use the PortQuery command from a remote machine to check that the
port on which the SQL Server Browser service runs is not blocked by a
firewall. The SQL Server Browser runs on port 1434. Type the
PortQuery command in a terminal window.

PortQry.exe -n Machine_Name -p UDP -e 1434
 

5 Verify that the firewall on the database server permits inbound connections on the TCP port.

6 Create the vSphere Replication security login.

7 Create the vSphere Replication database and set the vSphere Replication security login as the database
owner.

8 Keep the dbo user and dbo schema settings.

Because the vSphere Replication security login is the database owner, it maps to the database user dbo
and uses the dbo schema.
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Configure Oracle Server for vSphere Replication
You must configure an Oracle Server database correctly to support vSphere Replication.

You create and configure an Oracle Server database for vSphere Replication by using the tools that Oracle
Server provides.

This information provides the general steps that you must perform to configure an Oracle Server database
for vSphere Replication. For instructions about how to perform the relevant steps, see the Oracle
documentation.

Procedure

1 When creating the database instance, select UTF-8 encoding.

2 Create the vSphere Replication database user account.

3 If they are not selected already, select the CONNECT and RESOURCE roles.

These roles provide the privileges that vSphere Replication requires.

Use the Embedded vSphere Replication Database
If you configured vSphere Replication to use an external database, you can reconfigure vSphere Replication
to use the embedded database.

The vSphere Replication appliance includes an embedded vPostgreSQL database. The embedded database
is preconfigured for use with vSphere Replication and is enabled if you accept the default Performs initial
configuration of the appliance using an embedded database option when you deploy the
vSphere Replication appliance. If you reconfigured vSphere Replication to use an external database after
deployment, you can switch to the embedded database. After switching databases, you must manually
configure replications again as the replication management data is not migrated to the database. You can
use the reset feature in the embedded database to drop replications, site connections and external
vSphere Replication registrations.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

n You must have reconfigured vSphere Replication to use an external database.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Review and confirm the browser security exception, if applicable, to proceed to the login page.

3 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

4 On the VR tab, click Configuration.

5 Select Configure using the embedded database.

6 (Optional) Click Reset Embedded Database to reset the database.

7 Click Save and Restart Service to apply the changes.

You configured vSphere Replication to use the embedded vSphere Replication database.
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Replicating Virtual Machines 8
With vSphere Replication you can replicate virtual machines from a source site to a target site.

You can set a recovery point objective (RPO) to a certain time interval depending on your data protection
needs. vSphere Replication applies all changes made to virtual machines configured for replication at the
source site to their replicas at the target site. This process reoccurs periodically to ensure that the replicas at
the target site are not older than the RPO interval that you set. See “How the Recovery Point Objective
Affects Replication Scheduling,” on page 62.

To replicate a virtual machine using vSphere Replication, you must deploy the vSphere Replication
appliance at the source and target sites. A vSphere Replication infrastructure requires one
vSphere Replication appliance at each site.

The source and target sites must be connected for you to be able to configure replications. You cannot
perform replications if one of the sites is in the Connection issue state. See “Site Connection States
Displayed in the vSphere Web Client,” on page 35. If the sites appear in the Not authenticated state,
scheduled replications continue as normal, but you cannot manage replications. See “vSphere Replication
Sites Appear in the Not Authenticated State,” on page 96.

vSphere Replication does not support the recovery of multiple virtual machines from the same workflow.
Each recovery workflow is for an individual virtual machine.

You can configure replications for powered-off virtual machines, but the data synchronization begins when
the virtual machine is powered on. While the source virtual machine is powered off, the replication appears
in Not active status.

You cannot use vSphere Replication to replicate virtual machine templates.

This chapter includes the following topics:

n “How the Recovery Point Objective Affects Replication Scheduling,” on page 62

n “How Retention Policy Works,” on page 62

n “Replicating a Virtual Machine and Enabling Multiple Point in Time Instances,” on page 64

n “Using vSphere Replication with Virtual SAN Storage,” on page 64

n “Using vSphere Replication with vSphere Storage DRS,” on page 66

n “How vSphere Replication Synchronizes Data Between vCenter Server Sites During Initial
Configuration,” on page 66

n “Replicating Virtual Machines Using Replication Seeds,” on page 67

n “Replicating a Virtual Machine in a Single vCenter Server Instance,” on page 68

n “Configure Replication for a Single Virtual Machine to vCenter Server,” on page 68

n “Configure Replication for Multiple Virtual Machines to vCenter Server,” on page 70
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n “Move a Replication to a New vSphere Replication Server,” on page 72

n “Stop Replicating a Virtual Machine,” on page 72

n “Reconfiguring Replications,” on page 73

How the Recovery Point Objective Affects Replication Scheduling
When you set a Recovery Point Objective (RPO) value during replication configuration, you determine the
maximum data loss that you can tolerate.

The RPO value affects replication scheduling, but vSphere Replication does not adhere to a strict replication
schedule. For example, when you set the RPO to 15 minutes, you instruct vSphere Replication that you can
tolerate losing the data for up to 15 minutes. This does not mean that data is replicated every 15 minutes.

If you set an RPO of x minutes, and the RPO is not violated, the latest available replication instance can
never reflect a state that is older than x minutes. A replication instance reflects the state of a virtual machine
at the time the synchronization starts.

Assume that during replication configuration you set the RPO to 15 minutes. If the synchronization starts at
12:00 and it takes five minutes to transfer to the target site, the instance becomes available on the target site
at 12:05, but it reflects the state of the virtual machine at 12:00. The next synchronization can start no later
than 12:10. This replication instance is then available at 12:15 when the first replication instance that started
at 12:00 expires.

If you set the RPO to 15 minutes and the replication takes 7.5 minutes to transfer an instance,
vSphere Replication transfers an instance all the time. If the replication takes more than 7.5 minutes, the
replication encounters periodic RPO violations. For example, if the replication starts at 12:00 and takes 10
minutes to transfer an instance, the replication finishes at 12:10. You can start another replication
immediately, but it finishes at 12:20. During the time interval 12:15-12:20, an RPO violation occurs because
the latest available instance started at 12:00 and is too old.

The replication scheduler tries to satisfy these constraints by overlapping replications to optimize
bandwidth use and might start replications for some virtual machines earlier than expected.

To determine the replication transfer time, the replication scheduler uses the duration of the last few
instances to estimate the next one.

How Retention Policy Works
When you configure a replication, you can enable the retention of up to 24 VM replica instances from
Multiple Points in Time (MPIT).

For example, you can configure the retention of 3 instances per day for the last 5 days.

After you recover a replicated virtual machine, the retained replicas appear as snapshots of the virtual
machine in the vSphere Web Client. The list of snapshots includes the retained instances according to the
retention policy that you set, and the latest instance. By the example above, the list will contain 15 snapshots
and the latest saved instance of the virtual machine, or a total of 16 snapshots. You can use the snapshots to
revert to an earlier state of the recovered virtual machine.

Administrators cannot configure the precise time when replica instances are created, because the retention
policy is not directly related to replication schedule and RPO. As a consequence, replications with the same
retention policy might not result in replicas retained at the same time instants.

RPO Without Retention Policy
By default, vSphere Replication is configured to a 4-hour RPO. This means that the latest available replica
instance can never reflect a state of the virtual machine that is older than 4 hours. You can adjust the RPO
interval when you configure or reconfigure a replication.
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When the age of the latest replication instance approaches the RPO interval, vSphere Replication starts a
sync operation to create a new instance on the target site. The replication instance reflects the state of the
virtual machine at the time the synchronisation starts. If no retention policy is configured, when the new
instance is created, the previous instance expires and the vSphere Replication Server deletes it.

How RPO and the Retention Policy Combine
To save some of the replica instances that are created during RPO synchronisations, you can configure
vSphere Replication to keep up to 24 instances per replication. The exact instances that vSphere Replication
keeps are determined by applying a specific algorithm. Using this algorithm, the vSphere Replication Server
tries to match each instance to a slot of the retention policy. Instances that do not match any slot expire and
are deleted. If a slot contains more than one instance, the instances that do not match the retention criteria
are also deleted. vSphere Replication always keeps the latest created instance and it is not taken into account
when determining the number of instances to keep.

When the age of the latest instance approaches the RPO interval, vSphere Replication starts creating a new
replica instance. The start time of the sync operation is the time of the new instance. When the sync
operation completes, vSphere Replication assesses the existing replica instances to determine which ones to
keep:

1 The granularity of the retention policy is determined based on the replication settings. For example, if
you configured vSphere Replication to keep 3 instances for the last 1 day, it means that you want to
keep 3 replica instances that are relatively evenly distributed over 24 hours. This equals approximately
1 instance in a 8-hour interval, or the granularity of this retention policy is 8 hours.

2 The time of the last saved instance is rounded down to the nearest slot time. If the granularity is 8
hours, the slot times are 0:00, 8:00, and 16:00.

3 The instances that are between the nearest slot time and the last saved instance are traversed. Let us
assume that the time of the last saved instance is 10:55. Following our example, the nearest slot time is
8:00 o'clock. Let us also assume that the RPO is 1 hour, and each sync operation takes 5 minutes to
complete. Between 8:00 o'clock and 10:55, the slot contains an 8:55 instance, and a 9:55 instance.

4 The earliest instance that is newer than the nearest slot time is saved, and the rest of the instances in this
slot are deleted, except for the latest created instance that vSphere Replication always keeps. Following
our example, the 8:55 instance is saved, and the 9:55 instance is deleted. The 10:55 instance is the latest
created instance, so it is also saved.

5 The slot time is decremented by the granularity of the retention policy and a check is performed for the
earliest instance between the beginning of the current slot and the beginning of the previous slot. If the
slot contains expiring instances, they are deleted.

6 The number of slots that contain saved instances is analyzed. If the number of slots with saved
instances is higher than the number of slots determined by the retention policy, the oldest saved
instance expires and is deleted. The last saved instance is not included in this count. In our example, if
we had an instance saved for the interval 8:00 - 16:00 o'clock of the previous day, that instance would be
deleted.

The number of replication instances that vSphere Replication keeps depends on the configured retention
policy, but also requires that the RPO period is short enough for these instances to be created. Because
vSphere Replication does not check whether the RPO settings will create enough instances to keep, and does
not display a warning message if the instances are not enough, you must ensure that you set
vSphere Replication to create the instances that you want to keep. For example, if you set
vSphere Replication to keep 6 replication instances per day, the RPO period should not exceed 4 hours, so
that vSphere Replication can create 6 instances in 24 hours.
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Replicating a Virtual Machine and Enabling Multiple Point in Time
Instances

You can recover virtual machines at specific points in time (PIT) such as the last known consistent state.

When you configure replication of a virtual machine, you can enable multiple point in time (PIT) instances
in the recovery settings in the Configure Replication wizard. vSphere Replication retains a number of
snapshot instances of the virtual machine on the target site based on the retention policy that you specify.
vSphere Replication supports maximum of 24 snapshot instances. After you recover a virtual machine, you
can revert it to a specific snapshot.

During replication, vSphere Replication replicates all aspects of the virtual machine to the target site,
including any potential viruses and corrupted applications. If a virtual machine suffers from a virus or
corruption and you have configured vSphere Replication to keep PIT snapshots, you can recover the virtual
machine and then revert it to a snapshot of the virtual machine in its uncorrupted state.

You can also use the PIT instances to recover the last known good state of a database.

NOTE   vSphere Replication does not replicate virtual machine snapshots.

Figure 8‑1.  Recovering a Virtual Machine at Points in Time (PIT)
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Using vSphere Replication with Virtual SAN Storage
You can use VMware Virtual SAN datastores as target datastores when configuring replications. Follow the
guidelines when using vSphere Replication with Virtual SAN storage.

NOTE   VMware Virtual SAN is a fully supported feature of vSphere 5.5 Update 1 and later.

Because user-friendly names of Virtual SAN datastores might change and cause errors during replication or
recovery operations, vSphere Replication automatically replaces the user-friendly name of a datastore with
its UUID, which is constant. Therefore, the UUID is displayed everywhere in the vSphere Replication user
interface, though you selected a human-readable name during replication configuration.

Limits of Using vSphere Replication with Virtual SAN Storage
For reasons of load and I/O latency, Virtual SAN storage is subject to limits in terms of the numbers of hosts
that you can include in a Virtual SAN cluster and the number of virtual machines that you can run on each
host. See the Limits section in the VMware Virtual SAN Design and Sizing Guide at 
http://www.vmware.com/products/virtual-san/resources.html.
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Using vSphere Replication adds to the load on the storage. Every virtual machine generates regular read
and write operations. Configuring replications on those virtual machines adds another read operation to the
regular read and write operations, which increases the I/O latency on the storage. The precise number of
virtual machines that you can replicate to Virtual SAN storage by using vSphere Replication depends on
your infrastructure. If you notice slower response times when you configure replications for virtual
machines in Virtual SAN storage, monitor the I/O latency of the Virtual SAN infrastructure. Potentially,
reduce the number of virtual machines that you replicate in the Virtual SAN datastore.

NOTE   When you stop a replication, vSphere Replication does not delete the replica directory at the target
datastore. As a result, stale directories remain on VMFS and NFS target datastores, and unused namespaces
remain on Virtual SAN and Virtual Volume target datastores. Because the maximum number of directories
and namespaces on a datastore is limited, you must manually clean them up to free resources on the
datastore. See “Clean Up the Target Datastore After You Stop a Replication,” on page 73.

Retaining Point-in-Time Snapshots when Using Virtual SAN Storage
Virtual SAN storage stores virtual machine disk files as a set of objects and components. Each disk object in
Virtual SAN storage has mirror and witness objects. In the default Virtual SAN storage policy, a disk object
has 2 mirrors and one witness. The number of mirror components is determined by the size of the virtual
machine disk and the number of failures to tolerate that you set in your Virtual SAN storage policy. A
mirror object is divided into components of a maximum size of 256 GB each.

n If a virtual machine has one 256 GB disk and you use the default Virtual SAN storage policy, the disk
object will have 2 mirror components of 256 GB each and 1 witness, to make a total of 3 components.

n If a virtual machine has one 512 GB disk and you use the default Virtual SAN storage policy, the disk
object will have 4 mirror components of 256 GB each and 1 witness, to make a total of 5 components.

See the VMware Virtual SAN Design and Sizing Guide at 
http://www.vmware.com/products/virtual-san/resources.html for explanations of objects, components,
mirrors, witnesses, and Virtual SAN storage policies.

If you enable multiple point-in-time (PIT) snapshots, you must make allowances for the additional
components that each snapshot creates in the Virtual SAN storage, based on the number of disks per virtual
machine, the size of the disks, the number of PIT snapshots to retain, and the number of failures to tolerate.
When retaining PIT snapshots and using Virtual SAN storage, you must calculate the number of extra
components that you require for each virtual machine:

Number of disks x number of PIT snapshots x number of mirror and witness components

Examples of using this formula demonstrate that retaining PIT snapshots rapidly increases the number of
components in the Virtual SAN storage for every virtual machine that you configure for
vSphere Replication:

n You have a virtual machine with two 256 GB disks for which you retain 10 MPIT snapshots, and you set
the default Virtual SAN storage policy:

n 2 (number of disks) x 10 (number of PIT snapshots) x 3 (2 mirror components + 1 witness) = 60
components for this one virtual machine.

n You have a virtual machine with two 512 GB disks for which you retain 10 PIT snapshots, and you set
the default Virtual SAN storage policy:

n 2 (number of disks) x 10 (number of PIT snapshots) x 5 (4 mirror components of 256 GB each + 1
witness) = 100 components for this one virtual machine.

The number of PIT snapshots that you retain can increase I/O latency on the Virtual SAN storage.
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Using vSphere Replication with vSphere Storage DRS
vSphere Replication can operate with target sites that have VMware vSphere® Storage DRS™ enabled.

Storage DRS can detect the data that vSphere Replication copies on the target site and can move replications
without affecting the replication process.

How vSphere Replication Synchronizes Data Between vCenter Server
Sites During Initial Configuration

When you configure a virtual machine for replication, vSphere Replication starts an initial configuration
task during which a replica virtual machine is created on the target site, and data synchronization occurs
between the source and the target vCenter Server site.

The speed of data synchronization depends on the availability of information about block allocation of the
VMDK files. vSphere Replication uses this information to find empty regions of the disks and accelerate the
sync operations by skipping these regions. The speed of data synchronization also depends on the site for
which block allocation information is available.

n If the allocation information is available at both sites, data synchronization occurs at the highest
possible speed.

n If the allocation information is available only at the source or the target site, vSphere Replication skips
the empty regions on the VMDK disks at that site, but processes the entire disk at the site where
allocation information is not available. Therefore, data synchronization is slower.

n If the allocation information is not available at either site, data synchronization is done by comparing all
blocks between the source site and the target site, even if many of the blocks have not been allocated on
the disk by the guest OS. This is the slowest method for data synchronization.

NOTE   The availability of block allocation information has little effect on the speed of data synchronization
for VMDK disks that are almost full.

Factors That Affect the Availability of Block Allocation Information
The availability of allocation information and the degree to which vSphere Replication can use it to
accelerate data synchronization depend on the ESXi versions, the vSphere Replication Management Server
versions, the type of VMDK disks, and the type of volumes on which the disks reside.

Product Versions at the
Source and the Target
Site

The acceleration of initial synchronization is supported only on ESXi hosts
6.0.x or later.

If the ESXi and the vSphere Replication Server on the source site are 6.0, but
the vSphere Replication Server or the hosts at the target site are not 6.0, the
allocation information will be available only on the source site.
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If the vSphere Replication Management servers at the source and at the
target site are both 6.0, but one or more ESXi hosts at the target site are not
6.0 or later, if the vSphere Replication Management Server selects a target
host that is not 6.0 or later, there will be no allocation information available
on the target site.

NOTE   Because vSphere Replication Management Server 6.0 cannot select
only ESXi 6.0 hosts for the initial synchronization, the acceleration of the
operations might vary depending on the selected host. To achieve maximum
acceleration, all ESXi hosts at the target site that act as storage servers for
vSphere Replication should be ESXi 6.0 or later.

The Type of the
Datastore

Disks on VMFS or VSAN datastores provide full allocation information.

NFS datastores cannot provide allocation information for the disks that are
located on them.

NOTE   Replication disks on the source and the target site can be on different
datastore types. The acceleration of the initial synchronization depends on
whether both sites can provide allocation information, or only one site. If
none of the sites can provide allocation information, no acceleration occurs.

The Type of Virtual Disk Lazy zeroed thick disks, thin disks, and vSAN sparse disks, Space-Efficient
sparse disks, and VMDK sparse snapshots provide allocation information.

Eager zeroed thick disks do not provide allocation information.

Virtual disks that are based on VVOLs are native to the volume.
vSphere Replication 6.0 can get allocation information from them only when
they are on the target site. For this reason, the acceleration of the initial
synchronization will be partial.

Replicating Virtual Machines Using Replication Seeds
To reduce the network traffic that is generated by data transfer during the initial full synchronization,
vSphere Replication allows you to copy virtual disk files or use files that already exist in the target datastore,
and point those as replication seeds when you configure a replication.

vSphere Replication compares the differences on the source and target site, and replicates only the changed
blocks.

When, during replication configuration, you select a target datastore for the virtual machine,
vSphere Replication looks for a disk with the same filename in the target datastore. If a file with the same
name exists, vSphere Replication prompts you with a warning and offers you the option to use the existing
disk file as a seed for the replication. If you accept the option, after the virtual machine replication is fully
configured and enabled, vSphere Replication compares the differences and replicates only the changed
blocks. If you do not accept the prompt, you must change the target location for your replication.

NOTE   If you plan to copy files from the source to the target datastore, the source virtual machine must be
powered off before downloading the vmdk files that will be used as seeds for the replication.

Chapter 8 Replicating Virtual Machines

VMware, Inc.  67



Replicating a Virtual Machine in a Single vCenter Server Instance
You can use vSphere Replication to replicate a virtual machine in a single vCenter Server even if the
vCenter Server instance has only one host in its inventory.

When you configure replication in a single vCenter Server instance, you can select the source site as the
target site for replication. You then configure replication in the same way as for an infrastructure with a
source and a target site. For example, you can replicate a virtual machine to a different datastore attached to
the same host or another host. vSphere Replication prevents you from using the source or replicated virtual
machine's vmdk files as the target of the replication.

The virtual machine name must be unique in the same folder in the vCenter Server inventory. In the
recovery wizard, vSphere Replication does not allow you to select a folder if there is already a virtual
machine with the same name registered to it. During recovery if there is a virtual machine with the same
name, you might see an error message. See “Error Recovering Virtual Machine in a Single vCenter Server
Instance,” on page 96 for more information.

Configure Replication for a Single Virtual Machine to vCenter Server
vSphere Replication can protect individual virtual machines and their virtual disks by replicating them from
one vCenter Server instance to another.

This procedure is for configuring replications to a target vCenter Server. To configure a replication to a
cloud provider, see vSphere Replication for Disaster Recovery to the Cloud.

When you configure replication, you set a recovery point objective (RPO) to determine the maximum data
loss that you can tolerate. For example, an RPO of 1 hour seeks to ensure that a virtual machine loses the
data for no more than 1 hour during the recovery. For smaller RPO values, less data is lost in a recovery, but
more network bandwidth is consumed keeping the replica up to date. The RPO value affects replication
scheduling, but vSphere Replication does not adhere to a strict replication schedule. See “How the Recovery
Point Objective Affects Replication Scheduling,” on page 62.

Every time that a virtual machine reaches its RPO target, vSphere Replication records approximately 3800
bytes of data in the vCenter Server events database. If you set a low RPO period, this can quickly create a
large volume of data in the database. To reduce the volume of data that is kept in the vCenter Server events
database, limit the number of days that vCenter Server retains event data. See Configure Database Retention
Policy in the vCenter Server and Host Management Guide. Alternatively, set a higher RPO value.

vSphere Replication guarantees crash consistency amongst all the disks that belong to a virtual machine. If
you use quiescing, you might obtain a higher level of consistency. The available quiescing types are
determined by the operating system of the virtual machine. See Compatibility Matrixes for vSphere
Replication 6.0 for quiescing support for Windows and Linux virtual machines.

You can configure virtual machines to replicate from and to Virtual SAN datastores. See “Using vSphere
Replication with Virtual SAN Storage,” on page 64 for the limitations when using vSphere Replication with
Virtual SAN.

NOTE   VMware Virtual SAN is a fully supported feature of vSphere 5.5 Update 1 and later.

Prerequisites

n Verify that the vSphere Replication appliance is deployed at the source and the target sites.

n To enable the quiescing of virtual machines that run Linux guest OS, install the latest version of
VMware Tools on each Linux machine that you plan to replicate.

Procedure

1 On the vSphere Web Client Home page, click vSphere Replication.
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2 Select a vCenter Server and in the left pane, double-click Virtual Machines.

On the Related Objects tab, the Virtual Machines tab lists the virtual machines.

3 Right-click the virtual machine and select All vSphere Replication Actions > Configure replication.

4 Select Replicate to a vCenter Server.

5 Select the target site.

n If you want to configure a replication to a local target site, select the target site from the list and
click Next.

If the source and target sites are not connected, the connection between the sites is configured
when you click Next.

n If you want to configure a replication to a remote target site, and the source and target sites are
connected, select the target site from the list and click Next.

n If you want to configure a replication to a remote target site, and the source and target sites are not
connected, click Add Remote Site), enter the IP address or host name of the server where the target
PSC runs, and provide the credentials of a user that has the VRM remote.Manage VRM privilege
assigned. When the user is authenticated with the target site, all vCenter Server instances on which
the vSphere Replication Management Server is registered with the Lookup Service appear in the
list of target sites. Select the target site from the list and click OK and Next.

6 Accept the automatic assignment of a vSphere Replication server or select a particular server on the
target site and click Next.

7 On the Target Location page, click Edit to select or change the target location datastore.

Optionally, you can select the virtual machine storage policy.

8 (Optional) To configure the replication of individual disks, click the name of the source virtual machine.

The list of disks on the source virtual machine expands.

For each disk, you can select the virtual format, storage policy, and a datastore where it is replicated.
You can disable the replication of a disk by clicking Disable in its Replication Enabled row.

9 (Optional) On the Replication options page, select the quiescing method for the guest operating system
of the source virtual machine.

NOTE   Quiescing options are available only for virtual machines that support quiescing.
vSphere Replication does not support VSS quiescing on Virtual Volumes.

10 (Optional) Select Enable network compression for VR data.

Compressing the replication data that is transferred through the network saves network bandwidth and
might help reduce the amount of buffer memory used on the vSphere Replication server. However,
compressing and decompressing data requires more CPU resources on both the source site and the
server that manages the target datastore.

11 On the Recovery settings page, use the RPO slider or the time spinners to set the acceptable period for
which data can be lost in the case of a site failure.

The available RPO range is from 15 minutes to 24 hours.

12 (Optional) To save multiple replication instances that can be converted to snapshots of the source
virtual machine during recovery, select Enable in the Point in time instances pane, and adjust the
number of instances to keep.

NOTE   You can keep up to 24 instances for a virtual machine. This means that if you configure
vSphere Replication to keep 6 replication instances per day, the maximum number of days you can set
is 4 days.
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The number of replication instances that vSphere Replication keeps depends on the configured
retention policy, but also requires that the RPO period is short enough for these instances to be created.
Because vSphere Replication does not check whether the RPO settings will create enough instances to
keep, and does not display a warning message if the instances are not enough, you must ensure that
you set vSphere Replication to create the instances that you want to keep. For example, if you set
vSphere Replication to keep 6 replication instances per day, the RPO period should not exceed 4 hours,
so that vSphere Replication can create 6 instances in 24 hours.

13 Click Next.

14 On the Ready to complete page, review the replication settings, and click Finish.

vSphere Replication starts an initial full synchronization of the virtual machine files to the designated
datastore on the target site.

Configure Replication for Multiple Virtual Machines to vCenter Server
You can configure replication for multiple virtual machines from one vCenter Server instance to another by
using the Multi-VM Configure Replication wizard.

When you configure replication, you set a recovery point objective (RPO) to determine the maximum data
loss that you can tolerate. For example, an RPO of 1 hour seeks to ensure that a virtual machine loses the
data for no more than 1 hour during the recovery. For smaller RPO values, less data is lost in a recovery, but
more network bandwidth is consumed keeping the replica up to date. The RPO value affects replication
scheduling, but vSphere Replication does not adhere to a strict replication schedule. See “How the Recovery
Point Objective Affects Replication Scheduling,” on page 62.

Every time that a virtual machine reaches its RPO target, vSphere Replication records approximately 3800
bytes of data in the vCenter Server events database. If you set a low RPO period, this can quickly create a
large volume of data in the database. To reduce the volume of data that is kept in the vCenter Server events
database, limit the number of days that vCenter Server retains event data. See Configure Database Retention
Policy in the vCenter Server and Host Management Guide. Alternatively, set a higher RPO value.

vSphere Replication guarantees crash consistency amongst all the disks that belong to a virtual machine. If
you use quiescing, you might obtain a higher level of consistency. The available quiescing types are
determined by the operating system of the virtual machine. See Compatibility Matrixes for vSphere
Replication 6.0 for quiescing support for Windows and Linux virtual machines.

You can configure virtual machines to replicate from and to Virtual SAN datastores. See “Using vSphere
Replication with Virtual SAN Storage,” on page 64 for the limitations when using vSphere Replication with
Virtual SAN.

NOTE   VMware Virtual SAN is a fully supported feature of vSphere 5.5 Update 1 and later.

Configuring vSphere Replication on a large number of virtual machines simultaneously when using Virtual
SAN storage can cause the initial full synchronization of the virtual machine files to run very slowly. Initial
full synchronization operations generate heavy I/O traffic, and configuring too many replications at the
same time can overload the Virtual SAN storage. Configure vSphere Replication in batches of a maximum of
30 virtual machines at a time.

Prerequisites

n Verify that the vSphere Replication appliance is deployed at the source and the target sites.

n To enable the quiescing of virtual machines that run Linux guest OS, install the latest version of
VMware Tools on each Linux machine that you plan to replicate.

Procedure

1 On the vSphere Web Client Home page, click vSphere Replication.
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2 Select a vCenter Server and in the left pane, double-click Virtual Machines.

On the Related Objects tab, the Virtual Machines tab lists the virtual machines.

3 Select the virtual machines to replicate by using the Ctrl or Shift keys.

4 Right-click the virtual machines and select All vSphere Replication Actions > Configure replication.

The virtual machines pass a validation check before they can be configured for replication.

5 Click Next.

6 Select Replicate to a vCenter Server.

7 Select the target site.

n If you want to configure a replication to a local target site, select the target site from the list and
click Next.

If the source and target sites are not connected, the connection between the sites is configured
when you click Next.

n If you want to configure a replication to a remote target site, and the source and target sites are
connected, select the target site from the list and click Next.

n If you want to configure a replication to a remote target site, and the source and target sites are not
connected, click Add Remote Site), enter the IP address or host name of the server where the target
PSC runs, and provide the credentials of a user that has the VRM remote.Manage VRM privilege
assigned. When the user is authenticated with the target site, all vCenter Server instances on which
the vSphere Replication Management Server is registered with the Lookup Service appear in the
list of target sites. Select the target site from the list and click OK and Next.

8 Accept the automatic assignment of a vSphere Replication server or select a particular server on the
target site and click Next.

9 On the Target Location page, click Edit to select or change the target location datastore.

Optionally, you can select the virtual machine storage policy.

10 (Optional) On the Replication options page, select the quiescing method for the guest operating system
of the source virtual machine.

NOTE   Quiescing options are available only for virtual machines that support quiescing.
vSphere Replication does not support VSS quiescing on Virtual Volumes.

11 (Optional) Select Enable network compression for VR data.

Compressing the replication data that is transferred through the network saves network bandwidth and
might help reduce the amount of buffer memory used on the vSphere Replication server. However,
compressing and decompressing data requires more CPU resources on both the source site and the
server that manages the target datastore.

12 On the Recovery settings page, use the RPO slider or the time spinners to set the acceptable period for
which data can be lost in the case of a site failure.

The available RPO range is from 15 minutes to 24 hours.

13 (Optional) To save multiple replication instances that can be converted to snapshots of the source
virtual machine during recovery, select Enable in the Point in time instances pane, and adjust the
number of instances to keep.

NOTE   You can keep up to 24 instances for a virtual machine. This means that if you configure
vSphere Replication to keep 6 replication instances per day, the maximum number of days you can set
is 4 days.

Chapter 8 Replicating Virtual Machines

VMware, Inc.  71



The number of replication instances that vSphere Replication keeps depends on the configured
retention policy, but also requires that the RPO period is short enough for these instances to be created.
Because vSphere Replication does not check whether the RPO settings will create enough instances to
keep, and does not display a warning message if the instances are not enough, you must ensure that
you set vSphere Replication to create the instances that you want to keep. For example, if you set
vSphere Replication to keep 6 replication instances per day, the RPO period should not exceed 4 hours,
so that vSphere Replication can create 6 instances in 24 hours.

14 Click Next.

15 Choose whether you want to use replication seeds.

This option searches the selected target datastore for replication seeds. If candidate files are found,
confirm whether to use the files as seeds.

16 On the Ready to complete page, review the replication settings, and click Finish.

vSphere Replication starts an initial full synchronization of the virtual machine files to the designated
datastore on the target site.

If a replication source virtual machine is powered off, the replication remains in Not Active state until you
power on the virtual machine.

Move a Replication to a New vSphere Replication Server
After configuring vSphere Replication, you can move replications to other vSphere Replication Server
instances. You might do this to complete maintenance tasks on existing servers or to balance the load on the
servers if one server becomes overloaded with replications.

Prerequisites

Other than the embedded vSphere Replication Server, you must have an additional vSphere Replication
Server deployed and registered.

Procedure

1 Select a replication from Outgoing Replications or Incoming Replications.

2 Right-click a replication and select Move to.

3 Select a vSphere Replication Server from the list, and click OK.

The newly assigned server is updated in the vSphere Replication Server column.

Stop Replicating a Virtual Machine
If you do not need to replicate a virtual machine, you can stop the replication of that virtual machine.

Take a note of the target datastore and the name of the replication that you are about to stop. You need this
information to clean up your environment after you stop the replication.

Prerequisites

Verify that you are logged in the vSphere Web Client as a VRM virtual machine replication user or a VRM
administration user. See “vSphere Replication Roles Reference,” on page 19.

Procedure

1 In the vSphere Replication Home page, go to the Monitor tab and click Incoming Replications or
Outgoing Replications.
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2 Right-click a replication and select Stop.

vSphere Replication asks you if you want to permanently stop the replication for the selected virtual
machine.

NOTE   The hosts and vSphere Replication server used by the replication must be accessible to stop a
replication on both sites. If a host or the server is not accessible, you can force stop the replication on the
accessible site by selecting Force stop replication. If you force stop the replication from Incoming
Replications, you must also force stop the corresponding replication from Outgoing Replications if the
source site is available. If you force stop the replication from Outgoing Replications, you can only
recover or force stop the corresponding replication from Incoming Replications.

3 Click Yes to confirm that you want to stop replicating this virtual machine.

The virtual machine does not replicate to the target site.

NOTE   When you stop a replication, vSphere Replication does not delete the replica directory at the target
datastore. As a result, stale directories remain on VMFS and NFS target datastores, and unused namespaces
remain on Virtual SAN and Virtual Volume target datastores. Because the maximum number of directories
and namespaces on a datastore is limited, you must manually clean them up to free resources on the
datastore. See “Clean Up the Target Datastore After You Stop a Replication,” on page 73.

Clean Up the Target Datastore After You Stop a Replication
When you stop a replication, vSphere Replication does not delete the replica directory at the target
datastore.

As a result, stale directories remain on VMFS and NFS target datastores, and unused namespaces remain on
Virtual SAN and Virtual Volume target datastores. Because the maximum number of directories and
namespaces on a datastore is limited, you must manually clean them up to free resources on the datastore.

Prerequisites

Verify that you know the name of the replication that was stopped and its target datastore.

Procedure

1 Log in to the vSphere Web Client as and administrator user and navigate to the datastore that was the
target for the stopped replication.

2 Enter the name of the stopped replication in the search text box and locate the folder that corresponds
to this name.

3 Verify that the folder is empty and delete it.

Reconfiguring Replications
You can reconfigure a replication to modify its settings.

For example, you can reconfigure the replication to enable or disable a virtual machine disk file for
replication, modify replication options, such as RPO, MPIT retention policy, or quiescing method. You can
also specify a different target datastore for replica configuration and disk files.

To reconfigure replication parameters, select the replication from Outgoing Replications or Incoming
Replications, and select Reconfigure.
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Reconfigure Recovery Point Objectives (RPO) in Replications
You can modify the settings for already configured replications to specify different recovery point objectives
(RPOs).

Procedure

1 Select a replication from Outgoing Replications or Incoming Replications.

2 Right-click a replication and select Reconfigure.

You might be prompted to provide login credentials for the target site.

3 Click Next until you reach Recovery settings.

4 Modify the RPO settings for this replication.

5 Click Finish to save your changes.

Resize the Virtual Machine Disk Files of a Replication that Uses Replication
Seeds

vSphere Replication prevents you from resizing the virtual machine disk files during replication. If you used
replication seeds for the target disk, you can resize the disk manually.

Procedure

1 Stop the replication on the source site.

2 Resize the disk of the source virtual machine.

3 On the target site, resize the disk that is left over after you stopped the replication.

4 Configure the replication on the source virtual machine and use the resized disk on the target site as
seed.

Resize Virtual Machine Disk Files of a Replication that Does Not Use
Replication Seeds

vSphere Replication prevents you from resizing the virtual machine disk files during replication. If you did
not use replication seeds during configuration of the target disk, vSphere Replication deletes the target disk
when you stop the replication.

To resize a virtual machine disk if you did not initially use replication seeds, you must perform a recovery,
resize the disk on source and target site manually, and use the target disk as a replication seed to configure a
new replication.

Procedure

1 Run a planned migration of the replication.

2 Stop the replication.

3 Resize the disk on the source site.

4 Resize the disk of the recovered virtual machine on the target site.

5 Unregister the recovered virtual machine on the target site, but do not delete the disks.

6 Configure replication by using the disks of the recovered virtual machine as seeds.
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Change the Point in Time Settings of a Replication
You can reconfigure a replication to enable or disable the saving of point in time instances, or to change the
number of instances that vSphere Replication keeps.

vSphere Replication can save replication instances that can be used as snapshots after recovery or planned
migration operations. You can save up to 24 point in time instances per VM.

Procedure

1 On the vSphere Replication Home page, click the Monitor tab, and click Outgoing Replications.

2
Select the replication that you want to reconfigure and click the Reconfigure replication icon , or
right-click the replication source virtual machine and select All vSphere Replication Actions >
Reconfigure.

The reconfiguration wizard opens. You might be prompted to provide login credentials for the target
site.

3 Click Next until you reach the Recovery settings page of the wizard.

4 In the Point in time instances pane, make the changes that you want to apply and click Next.

Action Procedure

Enable the saving of point in time
instances

Select the Enable check box.

Disable the saving of point in time
instances

Deselect the Enable check box.

Adjust the number of instances to
keep

Use the spin-boxes to adjust the number of instances to keep per day and
the number of past days for which you want to keep replication instances.
NOTE   You cannot keep more than 24 replication instances per virtual
machine.

 
5 Click Finish to save your changes.

If you selected to disable the saving of point in time instances, the instances that exist on the target site are
deleted when the next replication instance appears on the target site. The moment when a new replication
instance is saved on the target site depends on the RPO setting.

Change the Target Datastore Location of a Replication
You can reconfigure a replication to change the datastore where replicated data is saved.

NOTE   The old target datastore from which you want to move the replication data must be online. If the old
datastore is inaccessible, the reconfiguration task fails. To change the target datastore when the old datastore
is inaccessible, you must stop the replication to the old datastore and configure another replication to the
new datastore.

Procedure

1 In the vSphere Replication Home page, click the Monitor tab and click Outgoing Replications or
Incoming Replications.

2 Right-click the replication for which you want to change the target datastore and select Reconfigure.

The reconfiguration wizard open. You might be prompted to provide login credentials for the target
site.

3 Click Next to reach the Target location page of the wizard.
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4 Select the new target datastore.

5 Click Next until you reach the Ready to complete page and click Finish to save your settings.

vSphere Replication moves all replicated instances and configuration files to the new target datastore
according to your settings.
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Performing a Recovery with
vSphere Replication 9

With vSphere Replication, you can recover virtual machines that were successfully replicated at the target
site.

vSphere Replication performs a sequence of steps to recover replicated virtual machines.

n vSphere Replication prepares for the recovery operation.

n If you perform a synchronization of the latest changes, vSphere Replication checks that the source
site is available and source virtual machine is powered off before recovering the virtual machine on
the target site. Then vSphere Replication synchronizes the changes from the source to the target
site.

n If you skip synchronization and recover with the latest data available, for example, if the source
site is not available, vSphere Replication uses the latest available data at the target site.

n vSphere Replication rebuilds the replicated .vmdk files.

n vSphere Replication reconfigures the newly replicated virtual machine with the correct disk paths.

n vSphere Replication registers the virtual machine with vCenter Server at the target site.

You can recover one virtual machine at a time on the Incoming Replications tab at the target site.
Optionally, you can power on the recovered virtual machine. The network devices of the recovered virtual
machine are disconnected. You might need to configure the recovered virtual machine to render it fully
operational.

If you had enabled the saving of point in time instances, those instances are converted to snapshots of the
recovered virtual machine. You can use the vSphere Web Client to revert to a snapshot from the list.

This chapter includes the following topics:

n “Recover Virtual Machines by Using vSphere Replication,” on page 77

n “Failback of Virtual Machines in vSphere Replication,” on page 79

Recover Virtual Machines by Using vSphere Replication
With vSphere Replication, you can recover virtual machines that were successfully replicated at the target
site. You can recover one virtual machine at a time.

Prerequisites

Verify that the virtual machine at the source site is powered off. If the virtual machine is powered on, an
error message reminds you to power it off.

Procedure

1 Log in to the target site by using the vSphere Web Client.
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2 On the Incoming Replications tab, right-click the virtual machine to recover and select Recover.

3 Select whether to recover the virtual machine with all the latest data, or to recover the virtual machine
with the most recent data available on the target site.

Option Description

Recover with recent changes Performs a full synchronization of the virtual machine from the source site
to the target site before recovering the virtual machine. Selecting this
option avoids data loss, but it is only available if the data of the source
virtual machine is accessible. You can only select this option if the virtual
machine is powered off.

Recover with latest available data Recovers the virtual machine by using the data from the most recent
replication on the target site, without performing synchronization.
Selecting this option results in the loss of any data that has changed since
the most recent replication. Select this option if the source virtual machine
is inaccessible or if its disks are corrupted.

 
4 Select the recovery folder and click Next.

5 Select the target compute resource and click Next.

6 If the virtual machine contains hard disks for which you have not enabled replication, select a target
destination to attach an existing disk or detach the disk, and click Next.

This page only appears if the virtual machine contains hard disks for which you have not enabled
replication.

n To select a target destination, click Browse and navigate to a folder on a datastore in which disk file
is placed.

n To detach the disk and exclude disk files from the recovery, click Detach.

7 (Optional) Select Power on after recovery.

8 Click Finish.

vSphere Replication validates the provided input and recovers the virtual machine. If successful, the virtual
machine status changes to Recovered. The virtual machine appears in the inventory of the target site.

If you enabled multiple point in time instances when you configured replication for the virtual machine,
vSphere Replication presents the retained instances as standard snapshots after a successful recovery. You
can select one of these snapshots to revert the virtual machine. vSphere Replication does not preserve the
memory state when you revert to a snapshot.

If the recovery fails, the replication of the virtual machines reverts to the replication state before the
attempted recovery. For more information about the failed recovery attempt, check the last recovery error
message in the replication details pane or check vCenter Server tasks.

The recovery might also fail if you use the same name for the virtual machine in a scenario where you use
vSphere Replication to replicate a virtual machine in a single vCenter Server and the vCenter Server
instance has only one host in its inventory. See “Error Recovering Virtual Machine in a Single vCenter
Server Instance,” on page 96 for more information.

After a successful recovery, vSphere Replication disables the virtual machine for replication if the source site
is still available. When the virtual machine is powered on again it does not send replication data to the
recovery site. To unconfigure the replication, select Stop replication.

When the source virtual machine is no longer in the vCenter Server inventory, the replication is
unconfigured. Unconfigured replications do not appear in the Summary tab nor in the Incoming
Replications or Outgoing Replications tabs. Check vCenter Server task history for information on
performed recoveries.
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If a replicated virtual machine is attached to a distributed virtual switch and you attempt to perform a
recovery in an automated DRS cluster, the recovery operation succeeds but the resulting virtual machine
cannot be powered on. Edit the recovered virtual machine settings to attach it to the correct network.

vSphere Replication disconnects virtual machine network adapters to prevent damage in the production
network. After recovery, you must connect the virtual network adapters to the correct network. If target
host or cluster has no access to the DVS the virtual machine was configured with at the source site, manually
connect the virtual machine to a network or other DVS to successfully power on the virtual machine.

Failback of Virtual Machines in vSphere Replication
Failback of virtual machines between vCenter Server sites is a manual task in vSphere Replication.
Automated failback is not available.

After performing a successful recovery on the target vCenter Server site, you can perform failback. You log
in to the target site and manually configure a new replication in the reverse direction, from the target site to
the source site. The disks on the source site are used as replication seeds, so that vSphere Replication only
synchronizes the changes made to the disk files on the target site. For more information on replication seeds,
see “Replicating Virtual Machines Using Replication Seeds,” on page 67.

Before you configure a reverse replication, you must unregister the virtual machine from the inventory on
the source site.
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Monitoring and Managing
Replications in vSphere Replication 10

vSphere Replication provides a management interface where you can monitor and manage virtual machine
replication and connectivity states for local and remote sites.

The Home tab in vSphere Replication lists all vCenter Servers that are joined in the same SSO server and the
status of each vSphere Replication appliance with the total number of replications.

When you select a vCenter Server and go to the Summary tab, you can see vSphere Replication portlet with
a summary of the target sites, and outgoing and incoming replications for the vSphere Replication appliance
associated with that vCenter Server.

This chapter includes the following topics:

n “View the Replication Summary for a Site,” on page 81

n “View Replication Reports for a Site,” on page 82

n “Identifying Replication Problems in the Issues Tab,” on page 85

n “Manage Target Sites,” on page 85

n “Manage vSphere Replication Servers,” on page 86

View the Replication Summary for a Site
You can view summarized information for the target sites and the status of incoming and outgoing
replications for each site at the Summary tab of the vCenter Server to which vSphere Replication is
registered.

You can view the following information about a site:

n The target sites and their current status.

n A graphical representation of all incoming and outgoing replications with color-coded states of the
replicated virtual machines.

Prerequisites

Verify that vSphere Replication is running.

Procedure

1 Log in to the vSphere Web Client.

2 Select the vCenter Server root folder.

3 Click the Summary tab.
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Replication States for Virtual Machines
vSphere Replication shows the replication states of virtual machines that you configured for replication.

State Details for Each State

OK OK, Moving, Recovering

Warning Paused, OK(RPO violation), Not Active, Not Active(RPO violation), FullSync(RPO violation), Sync(RPO
violation)

In Progress FullSync, Sync, Initial Full Sync, Configuring

Error Error, Error(RPO violation)

Recovered Recovered

NOTE   If a replication is in the Not Active replication state, you might have connected the source and target
sites using network address translation (NAT). vSphere Replication does not support NAT. Use credential-
based authentication and network routing without NAT when connecting the sites. Another cause for a Not
Active replication state might be that the source virtual machine is powered off. Automatic replication
works only on virtual machines that are powered on.

Monitor Replication for Virtual Machines
You can monitor the replication status and view information for virtual machines configured for replication.

For more information about how to identify replication errors, see “Identifying Replication Problems in the
Issues Tab,” on page 85.

Prerequisites

n Verify that vSphere Replication is running.

n Verify that the virtual machines are configured for replication.

Procedure

1 Log in to the vSphere Web Client.

2 Select the vCenter Server to which the vSphere Replication appliance is registered.

3 Click Monitor, then click vSphere Replication.

4 Select Outgoing Replications to see details of the virtual machines replicated from this site.

5 Select Incoming Replications to see details of the virtual machines replicated to this site.

According to the status of a selected replication, you can perform different actions on the replication.

View Replication Reports for a Site
If you observe frequent RPO violations, want to learn more about the network usage of vSphere Replication,
or check the status of your incoming and outgoing replications, you can view replication statistics for source
and target vCenter Server sites.

Prerequisites

Verify that vSphere Replication is running.

Procedure

1 In the vSphere Web Client Home view, click vSphere Replication.
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2 On the vSphere Replication Home tab, click Monitor.

3 Click Reports.

The Reports page displays two types of data, current and historic. Current data appears in the graphs on the
left, and historic data is displayed on the right of the Reports page.

NOTE   Data is collected in 5 minute intervals and the graphs represent aggregated data for each interval.
Therefore, you cannot see the exact moment when a peak value occurred.

Table 10‑1.  Types of Data that vSphere Replication Collects

Data Type Report

Current data n Replicated VMs (by VC)
n Replicated VMs (by Hosts)

Historic data n Bytes transferred for all outgoing replications
n Bytes transferred for a specific outgoing replication
n RPO violations
n Replications Count
n Site connectivity
n VR server connectivity

What to do next

n You can use the drop-down menu above the historic data reports to limit the time range of the reports.

n You can maximize report widgets to zoom in the data.

n When you maximize the report for transferred bytes, you can use the drop-down menu to filter data by
virtual machine. This helps you identify virtual machines that generate the most intense replication
traffic in your environment.

Interpreting Replication Statistics for a Site
You can use the reports that vSphere Replication compiles to optimize your environment for replication,
identify problems in your environment, and reveal their most probable cause.

Server and site connectivity, number of RPO violations, and other metrics give you, as an administrator, the
information you need to diagnose replication issues.

The following sections contain examples of interpreting the data displayed under Reports on the vSphere
Replication tab under Monitor.

RPO Violations
The large number of RPO violations can be caused by various problems in the environment, on both the
source and the target site. With more details on historical replication jobs, you can make educated decisions
on how to manage the replication environment.
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Table 10‑2.  Analysing RPO Violations

Probable Cause Solution

n The network bandwidth cannot accommodate all
replications.

n The replication traffic might have increased.
n The initial full sync for a large virtual machine is taking

longer than the configured RPO for the virtual
machine.

n Disable the replication on some virtual machines with
high change rate to allow lower change rate virtual
machines to meet their RPO objectives.

n Increase the network bandwidth for the selected host.
n Check if the replication traffic has increased. If the

traffic has increased, investigate possible causes, for
example the usage of an application might have
changed without you being informed.

n Check the historical data for average of transferred
bytes for a notable and sustained increase. If an
increase exists, contact application owners to identify
recent events that could be related to this increase.

n Adjust to a less aggressive RPO or look at other ways
to increase bandwidth to accommodate the current
RPO requirements.

n A connectivity problem exists between the source and
the target site.

n An infrastructure change might have occurred on the
target site.

n Check the site connectivity data to verify the
connection between the source and target site.

n Check if the infrastructure on the target site has
changed or is experiencing problems that prevent
vSphere Replication from writing on the target
datastores. For example, storage bandwidth
management changes made to target hosts might result
in storage delays during the replication process.

n Check on the vSphere Replication Management Server
appliance and the vSphere Replication Server
appliance. Someone might have shut down the
appliance or it might have lost connection.

Transferred Bytes
Corelating the total number of transferred bytes and the number of RPO violations can help you make
decisions on how much bandwidth might be required to meet RPO objectives.

Table 10‑3.  Analysing the Rate of Transferred Bytes and RPO Violations

Graph Values Probable Cause Solution

n High rate of transferred bytes and high number of RPO
violations

n Low rate of transferred bytes and high number of RPO
violations

The network bandwidth
might be insufficient to
accommodate all
replications.

n Maximize the
transferred bytes graph
and use the drop-down
menu to filter the data
by virtual machine.
Disable the replication
on some virtual
machines with high
change rate to allow
lower change rate
virtual machines to meet
their RPO objectives.

n Increase the network
bandwidth for the
selected host.

n High rate of transferred bytes and a few or no RPO
violations

n Low rate of transferred bytes and a few or no RPO
violations

The environment operates
as expected.

N/A
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Replicated Virtual Machines by Host
The number of replicated virtual machines by host help you determine how replication workload is
distributed in your environment. For example, if the number of replicated virtual machines on a host is
high, the host might be overloaded with replication jobs. You might want to verify that the host has enough
resources to maintain all replication jobs. If needed, you can check for hosts with low number of replicated
virtual machines and optimize the allocation of resources in your environment.

Identifying Replication Problems in the Issues Tab
You can view and troubleshoot possible vSphere Replication problems that might occur during replication
at the Issues tab of the corresponding vCenter Server.

Table 10‑4.  Possible Replication Problems

Proble
m Cause Solution

Not
Active

The replication is not active because the virtual machine is
powered off and a warning icon appears. Replication is not
running for that virtual machine.

Power on the virtual machine to resume
replication.

Paused If you paused the replication, a warning icon appears. Resume the paused replication from the
Issues tab.

Error If you added a disk on a virtual machine which is already
configured for replication, the replication pauses and goes to
an error state.

Reconfigure the replication and enable or
disable the newly added disk.

Error While configuring replication, the replication fails with the
incorrect UUID. For example, the replication seed found and
intended for use has a different UUID from the original hard
disk.

Reconfigure the replication.

Error You do not use replication seeds during configuration, but a
disk with the same name is found during configuration.

Reconfigure the replication.

RPO
Violatio
n

A replication contains an RPO violation. See “Reconfigure Recovery Point Objectives
(RPO) in Replications,” on page 74.

Manage Target Sites
You can reconnect and disconnect target replication sites, and create connections to new target sites.

To create a connection to a new target site, see “Configure vSphere Replication Connections,” on page 34.

Prerequisites

Verify that vSphere Replication is running.

Procedure

1 Log in to the vSphere Web Client.

2 On the vSphere Web Client Home page, click vSphere Replication.

3 Click Manage and click vSphere Replication.

4 In Target Sites, right-click a site and select Disconnect or Reconnect.
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Manage vSphere Replication Servers
You can deploy and register new vSphere Replication Server instances in addition to the embedded one that
is included with the vSphere Replication appliance by default.

You can view, configure, reconnect and unregister vSphere Replication Server instances that are registered
in your environment.

Prerequisites

Verify that vSphere Replication is running.

Procedure

1 Log in to the vSphere Web Client.

2 Select the vCenter Server to which the vSphere Replication appliance is registered.

3 Click Manage and click the vSphere Replication tab.

4 In the Replication Servers section, click the icons to manage vSphere Replication servers.

Option Description

Deploy new vSphere Replication
Server from an OVF template

Click to deploy an additional vSphere Replication Server. See Chapter 5,
“Deploying Additional vSphere Replication Servers,” on page 41.

Register a virtual machine as
vSphere Replication Server

Click to register a virtual machine as a vSphere Replication Server. See 
“Register an Additional vSphere Replication Server,” on page 42.

Configure the selected vSphere
Replication Server

Click to access the VAMI of the vSphere Replication Server that you
selected from the list.

Reconnect Click if the status of the vSphere Replication Server that you selected from
the list is Disconnected.

Unregister the selected vSphere
Replication Server

Click to unregister the vSphere Replication Server that you selected from
the list. See “Unregister and Remove a vSphere Replication Server,” on
page 43.
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Troubleshooting vSphere Replication 11
Known troubleshooting information can help you diagnose and correct problems that occur while
replicating and recovering virtual machines with vSphere Replication.

If you have problems with deploying vSphere Replication, replicating or recovering virtual machines, or
connecting to databases, you can troubleshoot them. To help identify the problem, you might need to collect
and review vSphere Replication logs and send them to VMware Support.

See Chapter 10, “Monitoring and Managing Replications in vSphere Replication,” on page 81 to learn about
replication states and how to identify replication issues.

You can also search for solutions to problems in the VMware knowledge base at http://kb.vmware.com.

This chapter includes the following topics:

n “vSphere Replication Limitations,” on page 87

n “Access the vSphere Replication Logs,” on page 88

n “vSphere Replication Events and Alarms,” on page 89

n “Solutions for Common vSphere Replication Problems,” on page 92

vSphere Replication Limitations
vSphere Replication is subject to some limitations when replicating virtual machines.

Replicating Large Volumes
vSphere Replication can replicate virtual machines greater than 2TB with the following limitations:

n If you move a virtual machine with replicated disks over 2032GB back to a machine on an older release,
vSphere Replication cannot replicate or power on the virtual machine.

n Full sync of very large disks can take days.

n vSphere Replication must track changed blocks and consumes more memory on larger disks.

n vSphere Replication tracks larger blocks on disks over 2TB. Replication performance on a disk over 2TB
might be different on a disk over 2TB for the same workload depending on how much of the disk goes
over the network for a particular set of changed blocks.

n Replication might consume more or less bandwidth depending on the workload and how it changes
blocks on the disk during the RPO interval.

Shared Disk Support
vSphere Replication cannot replicate virtual machines that share vmdk files in this release.
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Raw Device Mapping (RDM)
vSphere Replication supports replicating RDMs in Virtual Compatibility Mode. RDMs in Physical
Compatibility Mode cannot be configured for replication.

Snapshots
vSphere Replication does not replicate virtual machine snapshot hierarchy at the target site.

Powered off Virtual Machines
You can configure virtual machines that are powered off for replication. However, actual replication traffic
begins when the virtual machine is powered on.

Access the vSphere Replication Logs
You can use the vSphere Replication logs for system monitoring and troubleshooting. A VMware support
engineer might request these logs during a support call.

To access and download the vSphere Replication logs, you need access to the vSphere Replication virtual
appliance management interface (VAMI). vSphere Replication rotates its logs when the log file reaches
50MB and keeps at most 12 compressed log files.

To manually copy log files, see “Manually Access the vSphere Replication Logs,” on page 88.

Prerequisites

n Verify that the vSphere Replication appliance is powered on.

n Verify that you have administrator privileges to configure the vSphere Replication appliance.

Procedure

1 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

2 Click the VRM tab and click Support.

3 Click Generate to generate a .zip package of the current vSphere Replication logs.

A link to the package containing the replication and system logs appears. Log files from the
vSphere Replication appliance and all connected Additional vSphere Replication Servers are included
in the same package.

4 Click the link to download the package.

5 (Optional) Click Delete next to existing log packages to delete them individually.

Manually Access the vSphere Replication Logs
You can copy and use the vSphere Replication logs for system monitoring and troubleshooting. A VMware
support engineer might request these logs during a support call.

Use SCP or Win SCP to copy log folders and files from the vSphere Replication appliance and all Additional
vSphere Replication Servers.

n /opt/vmware/hms/logs/

n /opt/vmware/var/log/lighttpd/

n /var/log/vmware/
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n /var/log/boot.msg

vSphere Replication Events and Alarms
vSphere Replication supports event logging. You can define alarms for each event that can trigger if the
event occurs. This feature provides a way to monitor the health of your system and to resolve potential
problems, ensuring reliable virtual machine replication.

Configure vSphere Replication Alarms
You can define and edit alarms to alert you when a specific vSphere Replication event occurs.

You can create an alarm that triggers when a specific event occurs, such as after you configure a virtual
machine for replication. See View and Edit Alarm Settings in the vSphere Web Client in the vSphere Web Client
documentation.

List of vSphere Replication Events
vSphere Replication Replication monitors replications and the underlying replication infrastructure, and
generates different types of events.

Table 11‑1.  vSphere Replication Events

Event Name Event Description Event Type
Cate
gory Event Target

vSphere Replication
configured

Virtual machine is
configured for
vSphere Replication

com.vmware.vcHm
s.replicationConfig
uredEvent

Info Virtual Machine

vSphere Replication
unconfigured

Virtual machine
was unconfigured
for
vSphere Replication

com.vmware.vcHm
s.replicationUnconfi
guredEvent

Info Virtual Machine

Host configured for
vSphere Replication

Host is configured
for
vSphere Replication

com.vmware.vcHm
s.hostConfiguredFo
rHbrEvent

Info Host System

Host unconfigured
for vSphere
Replication

Host with managed
object id <Host
Moid> was
unconfigured for
vSphere Replication

com.vmware.vcHm
s.hostUnconfigured
ForHbrEvent

Info Folder

Virtual machine is
not configured for
vSphere Replication

Virtual machine is
experiencing
problems with
vSphere Replication
and must be
reconfigured

com.vmware.vcHm
s.vmMissingReplica
tionConfigurationE
vent

Error Virtual Machine

VM cleaned up from
vSphere Replication

Virtual machine
cleaned up from
vSphere Replication
configuration

com.vmware.vcHm
s.vmReplicationCon
figurationRemoved
Event

Info Virtual Machine

RPO violated Virtual machine
vSphere Replication
RPO is violated by
<x> minutes

com.vmware.vcHm
s.rpoViolatedEvent

Error Virtual Machine

RPO restored Virtual machine
vSphere Replication
RPO is not longer
violated

com.vmware.vcHm
s.rpoRestoredEvent

Info Virtual Machine
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Table 11‑1.  vSphere Replication Events (Continued)

Event Name Event Description Event Type
Cate
gory Event Target

Remote vSphere
Replication site is
disconnected

Connection to the
remote
vSphere Replication
site <siteName> is
down

com.vmware.vcHm
s.remoteSiteDownE
vent

Error Folder

Remote vSphere
Replication site is
connected

Connection to the
remote
vSphere Replication
site <siteName> is
established

com.vmware.vcHm
s.remoteSiteUpEven
t

Info Folder

VR Server
disconnected

vSphere Replication
server <VR Server>
disconnected

com.vmware.vcHm
s.hbrDisconnectedE
vent

Info Folder

VR Server
reconnected

vSphere Replication
server <VR Server>
reconnected

com.vmware.vcHm
s.hbrReconnectedE
vent

Info Folder

Invalid vSphere
Replication cleaned
up

Virtual machine
<VM name> was
removed from
vCenter Server and
its
vSphere Replication
state was cleaned
up

com.vmware.vcHm
s.replicationCleane
dUpEvent

Info Folder

Virtual machine
recovered from
replica

Recovered virtual
machine <VM
Name> from
vSphere Replication
image

com.vmware.vcHm
s.vmRecoveredEve
nt

Info Virtual Machine

vSphere Replication
cannot access
datastore

Datastore is not
accessible for
vSphere Replication
Server

com.vmware.vcHm
s.datastoreInaccessi
bleEvent

Error Datastore

vSphere Replication
handled a disk
addition on a virtual
machine

vSphere Replication
detected and
handled the
addition of a disk to
virtual machine
<VM name>. Disks
added are <Disk
name>

com.vmware.vcHm
s.handledVmDiskA
ddEvent

Info Virtual Machine

vSphere Replication
handled a disk
removal on a virtual
machine

vSphere Replication
detected and
handled the
addition of a disk to
virtual machine
<VM name>. Disks
added are <Disk
name>

com.vmware.vcHm
s.handledVmDiskR
emoveEvent

Info Virtual Machine
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Table 11‑1.  vSphere Replication Events (Continued)

Event Name Event Description Event Type
Cate
gory Event Target

Failed to resolve
storage policy

Failed to resolve a
specific storage
policy for the
provided storage
profile ID <profile
ID> and datastore
with managed
object ID <Moid>

com.vmware.vcHm
s.failedResolvingSto
ragePolicyEvent

Error Datastore

vSphere Replication
paused

vSphere Replication
was paused as a
result of a
configuration
change, such as a
disk being added or
reverting to a
snapshot where
disk states are
different

hbr.primary.System
PausedReplication

Error Virtual Machine

Invalid vSphere
Replication
configuration

Invalid
vSphere Replication
configuration

hbr.primary.Invalid
VmReplicationConf
igurationEvent

Error Virtual Machine

Sync started Sync started hbr.primary.DeltaSt
artedEvent

Info Virtual Machine

Application
consistent sync
completed

Application
consistent sync
completed

hbr.primary.AppQ
uiescedDeltaCompl
etedEvent

Info Virtual Machine

File-system
consistent sync
completed

File-system
consistent sync
completed

hbr.primary.FSQuie
scedDeltaComplete
dEvent

Info Virtual Machine

Unquiesced crash
consistent sync
completed

Quiescing failed or
the virtual machine
is powered off.
Unquiesced crash
consistent sync
completed.

hbr.primary.Unquie
scedDeltaComplete
dEvent

Warn
ing

Virtual Machine

Crash consistent sync
completed

Crash consistent
sync completed

hbr.primary.DeltaC
ompletedEvent

Info Virtual Machine

Sync failed to start Sync failed to start hbr.primary.FailedT
oStartDeltaEvent

Error Virtual Machine

Full-sync started Full-sync started hbr.primary.SyncSt
artedEvent

Info Virtual Machine

Full-sync completed Full-sync completed hbr.primary.SyncCo
mpletedEvent

Info Virtual Machine

Full-sync failed to
start

Full-sync failed to
start

hbr.primary.FailedT
oStartSyncEvent

Error Virtual Machine

Sync aborted Sync aborted hbr.primary.DeltaA
bortedEvent

Warn
ing

Virtual Machine

No connection to VR
Server

No connection to
vSphere Replication
Server

hbr.primary.NoCon
nectionToHbrServe
rEvent

Warn
ing

Virtual Machine
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Table 11‑1.  vSphere Replication Events (Continued)

Event Name Event Description Event Type
Cate
gory Event Target

Connection to VR
Server restored

Connection to VR
Server has been
restored

hbr.primary.Connec
tionRestoredToHbr
ServerEvent

Info Virtual Machine

vSphere Replication
configuration
changed

vSphere Replication
configuration has
been changed

hbr.primary.VmRep
licationConfiguratio
nChangedEvent

Info Virtual Machine

Solutions for Common vSphere Replication Problems
Known troubleshooting information can help you diagnose and correct problems with vSphere Replication.

Error at vService Bindings When Deploying the vSphere Replication Appliance
When you deploy the vSphere Replication appliance, you get an error at vService bindings in the Deploy
OVF Template wizard.

Problem

When you deploy the vSphere Replication, an error appears at vService bindings in the Deploy OVF
Template wizard.

Unsupported section '{http://www.vmware.com/schema/ovf}vServiceDependencySection'(A vService 

dependency)

Cause

This error is typically the result of the vCenter Management Web service being paused or stopped.

Solution

Attempt to start the vCenter Management Web service. If vCenter Server is running as a Linux virtual
appliance, reboot the appliance.

OVF Package is Invalid and Cannot be Deployed
When you attempt to deploy OVF for the vSphere Replication appliance, an OVF package error might occur.

Problem

The error OVF package is invalid and cannot be deployed might appear while you attempt to deploy the
vSphere Replication appliance.

Cause

This problem is due to the vCenter Server port being changed from the default of 80.

Solution

If possible, change the vCenter Server port back to 80.

VMware vSphere Replication Administration

92  VMware, Inc.



Connection Errors Between vSphere Replication and SQL Server Cannot be
Resolved

You cannot resolve a connection error between the vSphere Replication appliance and SQL Server.

Problem

vSphere Replication might not be able to connect to SQL Server, and you have insufficient information to
solve this problem.

Cause

Several issues can cause this problem, and initially available information about the problem is insufficient to
affect a resolution.

Solution

1 Use a file management tool to connect to the vSphere Replication appliance.

For example, you might use SCP or WinSCP. Connect using the root account, which is the same account
used to connect to the VAMI.

2 Delete any files you find in /opt/vmware/hms/logs.

3 Connect to the VAMI and attempt to save the vSphere Replication configuration.

This action recreates the SQL error.

4 Connect to the vSphere Replication appliance again and find the hms-configtool.log file which is
in /opt/vmware/hms/logs.

This log file contains information about the error that just occurred. Use this information to
troubleshoot the connection issue, or provide the information to VMware for further assistance. See 
“Reconfigure vSphere Replication to Use an External Database,” on page 56.

Application Quiescing Changes to File System Quiescing During vMotion to an
Older Host

vSphere Replication can create an application quiesced replica for virtual machines with Windows Server
2008 and Windows 8 guest operating systems running on an ESXi 5.1 or newer host.

Problem

The ESXi 5.1 or newer host is in a cluster with hosts from older versions and you use vMotion to move the
replicated virtual machine to an older host. vSphere Replication then creates a file system quiesced replica.

Cause

A mix of ESXi 5.1 (or newer) and older hosts in the cluster creates a file system quiesced replica during
vMotion to an older host. The process should instead create an application quiesced replica.

Solution

Make sure that all hosts in the cluster are running ESXi 5.1 or newer before you use vMotion to move a
Windows Server 2008 and Windows 8 virtual machine with application quiescing.
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Configuring Replication Fails for Virtual Machines with Two Disks on Different
Datastores

If you try to configure vSphere Replication on a virtual machine that includes two disks that are contained
in different datastores, the configuration fails.

Problem

Configuration of replication fails with the following error:

Multiple source disks with device keys device_keys point to the same destination datastore and 

file path disk_path.

Cause

This problem occurs because vSphere Replication does not generate a unique datastore path or file name for
the destination virtual disk.

Solution

If you select different datastores for the VMDK files on the protected site, you must also select different
datastores for the target VMDK files on the secondary site.

Alternatively, you can create a unique datastore path by placing the VMDK files in separate folders on a
single target datastore on the secondary site.

vSphere Replication Service Fails with Unresolved Host Error
If the address of vCenter Server is not set to a fully qualified domain name (FQDN) or to a literal address,
the vSphere Replication service can stop unexpectedly or fail to start after a reboot.

Problem

The vSphere Replication service stops running or does not start after a reboot. The error unable to resolve
host: non-fully-qualified-name appears in the vSphere Replication logs.

Solution

1 In the vSphere Web Client, select the vCenter Server instance and click Manage > Settings > Advanced
Settings to check that the VirtualCenter.FQDN key is set to either a fully qualified domain name or to a
literal address.

2 Use a supported browser to log in to the vSphere Replication VAMI.

The URL for the VAMI is https://vr-appliance-address:5480.

3 Review and confirm the browser security exception, if applicable, to proceed to the login page.

4 Type the root user name and password for the appliance.

You configured the root password during the OVF deployment of the vSphere Replication appliance.

5 Enter the same FQDN or literal address for vCenter Server as you set for the VirtualCenter.FQDN key.

6 Click Save and Restart Service to apply the changes.
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Scalability Problems when Replicating Many Virtual Machines with a Short RPO
to a Shared VMFS Datastore on ESXi Server 5.0

Performance might be slow if you replicate a large number of virtual machines with a short Recovery Point
Objective (RPO) to a single virtual machine file store (VMFS) datastore that is accessible by multiple hosts
on the recovery site.

Problem

This problem occurs when running ESXi Server 5.0 on the recovery site. It can result in missed RPO targets.

The number of virtual machines that can successfully replicate to a single, shared VMFS datastore increases
if the RPO targets are longer.

Follow the guidelines when calculating the number of virtual machines that you should replicate to a single
VMFS volume on the recovery site.

n If all your virtual machines have an RPO of 15 minutes, performance is affected when replicating 50 to
100 virtual machines to the same VMFS datastore.

n If all your virtual machines have an RPO of 30 minutes, performance is affected when replicating 100 to
200 virtual machines to the same VMFS datastore.

If you have heterogeneous RPO targets in a protection group, calculate the harmonic mean of the RPO
targets when calculating the number of virtual machines that you can replicate to a single VMFS volume.
For example, if you have 100 virtual machines with an RPO of 20 minutes and 50 virtual machines with an
RPO of 600 minutes, you calculate the harmonic mean of the RPO as follows:

150/(100/20 + 50/600) = ~30

In this example, the configuration is similar to a setup with 150 virtual machines, each having an RPO of
approximately 30 minutes. In this case, performance is affected if these 150 virtual machines replicate to a
single VMFS volume.

Cause

This problem affects only VMFS datastores that are shared by multiple hosts. It does not occur on datastores
that are local to one host or on other datastore types, such as NFS. This problem affects only installations
that are running ESXi Server 5.0.

The number of vSphere Replication servers is not relevant. These limits apply to the number of virtual
machines that you can replicate to a single VMFS datastore.

Solution

1 Upgrade ESXi Server to version 5.1 or later on the recovery site.

2 If you cannot upgrade ESXi Server to version 5.1 or later, redistribute the replicated virtual machines or
adjust their RPO.

n Reduce the number of virtual machines with a short RPO that replicate to a single VMFS volume,
for example by using a larger number of smaller datastores.

n Increase the RPO of the virtual machines replicating to a single VMFS volume to create a longer
harmonic mean RPO.
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vSphere Replication Sites Appear in the Not Authenticated State
vSphere Replication sites that you have connected appear in the Not authenticated state.

Problem

In configurations with two vSphere Replication sites where each includes a vCenter Server instance and a
vSphere Replication appliance, the vSphere Replication sites can appear in the Not authenticated state,
even if you have successfully connected the sites.

Cause

Sites that you have successfully connected can appear in the Not authenticated state when you establish a
new login session to the vSphere Web Client and the previous login session has timed out. In this case, the
Not authenticated state reflects the connection to the remote site from the vSphere Web Client and not the
state of the connection between the sites. If the two sites are running, vSphere Replication still performs
replications at the schedules that you have configured. To restore the Connected state in the
vSphere Web Client, you must provide the login credentials for the remote site.

Solution

1 In the vSphere Web Client, select the vCenter Server to which the vSphere Replication is registered.

2 Click the Manage tab, and click vSphere Replication.

3 In Target Sites, right-click the remote site, select Reconnect site, and click Yes.

4 Enter the login credentials for the Platform Service Controller (PSC) on the remote site, and click OK.

The address of the PSC is pre-populated, but you can enter a new address if necessary. For example, if
the target vCenter Server was moved for load balancing, it might be managed by a new PSC.

Error Recovering Virtual Machine in a Single vCenter Server Instance
You might receive an error message when you are recovering a virtual machine with the same name in a
single vCenter Server instance.

Problem

Unable to register the recovered virtual machine VM_name with configuration file 

<path_to_vmx_config_file>.

Cause

You cannot recover virtual machines with the same name in the same source and destination folder in the
vCenter inventory.

Solution

Recover the virtual machine in a different VMs and Templates folder in the same datacenter. Optionally, after
successful recovery, you can remove the old virtual machine from the vCenter inventory and drag the
recovered virtual machine to the required virtual machine folder.

vSphere Replication RPO Violations
You might encounter RPO violations even if vSphere Replication is running successfully at the recovery site.

Problem

When you replicate virtual machines, you might encounter RPO violations.
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Cause

RPO violations might occur for one of the following reasons:

n Network connectivity problems between source hosts and vSphere Replication servers at the target site.

n As a result of changing the IP address, the vSphere Replication server has a different IP address.

n The vSphere Replication server cannot access the target datastore.

n Slow bandwidth between the source hosts and the vSphere Replication servers.

Solution

n Search the vmkernel.log at the source host for the vSphere Replication server IP address to see any
network connectivity problems.

n Verify that the vSphere Replication server IP address is the same. If it is different, reconfigure all the
replications, so that the source hosts use the new IP address.

n Check /var/log/vmware/*hbrsrv* at the vSphere Replication appliance at the target site for problems
with the server accessing a target datastore.

n To calculate bandwidth requirements, see http://kb.vmware.com/kb/2037268.

vSphere Replication Appliance Extension Cannot Be Deleted
If you delete the vSphere Replication appliance virtual machine, the virtual appliance management interface
(VAMI) is not available to delete the appliance extension that still exists in vCenter Server.

Problem

Deleting the vSphere Replication appliance does not remove the vSphere Replication extension from
vCenter Server.

Solution

1 Use the Managed Object Browser (MOB) to delete the vSphere Replication extension manually.

2 Redeploy the appliance and reconfigure the replications.

See “Unregister vSphere Replication from vCenter Server if the Appliance Was Deleted,” on page 38

vSphere Replication Does Not Start After Moving the Host
If you move the ESXi Server on which the vSphere Replication appliance runs to the inventory of another
vCenter Server instance, vSphere Replication operations are not available. vSphere Replication operations
are also unavailable if you reinstall vCenter Server.

Problem

If the ESXi Server instance on which vSphere Replication runs is disconnected from vCenter Server and is
connected to another vCenter Server instance, you cannot access vSphere Replication functions. If you try to
restart vSphere Replication, the service does not start.

Cause

The OVF environment for the vSphere Replication appliance is stored in the vCenter Server database. When
the ESXi host is removed from the vCenter Server inventory, the OVF environment for the
vSphere Replication appliance is lost. This action disables the mechanisms that the vSphere Replication
appliance uses to authenticate with vCenter Server.
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Solution

1 (Optional) If possible, redeploy the vSphere Replication appliance and configure all replications and if
possible, reuse the existing .vmdk files as initial copies.

a Power off the old vSphere Replication appliances.

b Remove any temporary hbr* files from the target datastore folders.

c Deploy new vSphere Replication appliances and connect the sites.

d Configure all replications, reusing the existing replica .vmdk files as initial copies.

2 (Optional) If you cannot redeploy the vSphere Replication appliance, use the VAMI to connect
vSphere Replication to the original vCenter Server instance.

a Reconnect the ESXi host to vCenter Server.

b Connect to the VAMI of the vSphere Replication server at https://vr-server-address:5480 .

c Select the Configuration tab.

d Type username:password@vcenter_server_address in vCenter Server Address, where username
and password are credentials of the vCenter Server administrator.

e Type the correct managed object id of the appliance VM in Appliance VM MO value. Use the
vCenter Server MOB to obtain the appliance id.

f Click Save and Restart Service.
If you use the VAMI solution, you must repeat the steps each time that you change the
vSphere Replication certificate.

Unexpected vSphere Replication Failure Results in a Generic Error
vSphere Replication includes a generic error message in the logs when certain unexpected failures occur.

Problem

Certain unexpected vSphere Replication failures result in the error message

A generic error occurred in the vSphere Replication Management Server.

In addition to the generic error, the message provides more detailed information about the problem, similar
to the following examples.

n A generic error occurred in the vSphere Replication Management Server. Exception details:

'org.apache.http.conn.HttpHostConnectException: Connection to https://vCenter_Server_address

refused'. This error relates to problems connecting to vCenter Server.

n Synchronization monitoring has stopped. Please verify replication traffic connectivity

between the source host and the target vSphere Replication Server. Synchronization monitoring

will resume when connectivity issues are resolved. This problem relates to a synchronization
operation error.

n Error - Unable to reverse replication for the virtual machine 'virtual machine name'. VRM

Server generic error. Please check the documentation for any troubleshooting information.

Exception details: 'org.hibernate.exception.LockAcquisitionException: Transaction (Process ID

57) was deadlocked on lock resources with another process and has been chosen as the deadlock

victim. Rerun the transaction. This problem relates to a deadlock in Microsoft SQL Server.

Cause

vSphere Replication sends this message when it encounters configuration or infrastructure errors. For
example, network issues, database connection issues, or host overload.
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Solution

Check the Exception details message for information about the problem. Depending on the details of the
message, you can choose to retry the failed operation, restart vSphere Replication, or correct the
infrastructure.

Reconnecting Sites Fails If One Of the vCenter Servers Has Changed Its IP
Address

When the vCenter Server address of one site changes, the connection status between two sites is displayed
as Connection issue and you cannot reconnect the sites.

Problem

If you have two connected sites, and the vCenter Server address of either site changes, the connection status
Connection issue appears and you cannot reconnect the sites.

Solution

1 Open the VAMI for the vSphere Replication appliance that is registered to the vCenter Server whose
address has changed.

2 Reconfigure the vSphere Replication appliance with the new vCenter Server address.

3 Click Save and Restart.

4 In the vSphere Web Client, verify that the status of the connection between the two sites is Connection
issue.

5 Select Reconnect to the selected site ( ).

6 Enter the IP address or host name of the server where the Platform Service Controller (PSC) runs, and
provide the credentials of a user that has the VRM remote.Manage VRM privilege assigned.

You can check the PSC address in the vSphere Replication VAMI on the target site, on the SSO tab
under VR, in the LookupService Address text box.

7 In the list of available vCenter Server instances, select the vCenter Server with the changed IP address
and click OK.

8 Verify that the connection between the two sites is successfully restored and the status is Connected.

Uploading a Valid Certificate to vSphere Replication Results in a Warning
When you upload a custom certificate to the vSphere Replication appliance, you see a warning even if the
certificate is valid.

Problem

When you use the virtual appliance management interface (VAMI) in Internet Explorer to upload
certificates to the vSphere Replication appliance, you see a certificate error:

The certificate installed with warnings. Remote VRM systems with the 'Accept only SSL 

certificate signed by a 

trusted CA' option enabled may be unable to connect to this site for the following reason: The 

certificate was not issued 

for use with the given hostname: vr_appliance_hostname.

Solution

Ignore this error, or connect to the VAMI by using a supported browser other than Internet Explorer.
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vSphere Replication Server Registration Takes Several Minutes
vSphere Replication server registration might take a long time depending on the number of hosts in the
vCenter Server inventory.

Problem

If the vCenter Server inventory contains a few hundred or more hosts, the Register VR Server task takes
more than a few minutes to complete.

Cause

vSphere Replication updates each host's SSL thumbprint registry. The vCenter Server Events pane displays
Host is configured for vSphere Replication for each host as the vSphere Replication server registration
task progresses.

Solution

1 Wait for the registration task to complete.

After it finishes, you can use vSphere Replication for incoming replication traffic.

2 Alternatively, edit /opt/vmware/hms/conf/hms-configuration.xml and change hms-config-host-at-
hbr-threadpool-size parameter to a higher value to enable parallel processing of more hosts at a time
and restart the vSphere Replication management server /etc/init.d/hms restart

Generating Support Bundles Disrupts vSphere Replication Recovery
If you generate a vSphere Replication log bundle and at the same time attempt to run a recovery, the
recovery might fail.

Problem

In heavily loaded environments, generating log bundles can cause vSphere Replication connection problems
during recovery operations. Recovery fails with the error

A generic error occurred in the vSphere Replication Management Server. Exception details: 

'Failed write-locking object: object_ID'.

Cause

vSphere Replication server is blocked when the log bundle is generated. This situation occurs if the storage
for the vSphere Replication virtual machine is overloaded.

Solution

Rerun the recovery. If the recovery still fails, reevaluate the storage bandwidth requirements of the cluster
on which vSphere Replication is running, and the network bandwidth if the storage is NAS.

vSphere Replication Operations Take a Long Time to Complete
Some vSphere Replication operations might take a long time to complete during a heavy load.

Problem

Operations such as recovering virtual machines fail with the following error:

Object object_GUID is locked by another ongoing operation in vSphere Replication Management 

Server. Try again later.
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Cause

When running under heavy load, some vSphere Replication operations might take a longer time to complete
and other operations can fail with this error because a background update operation on the replication
group is slow and holds a lock on the replication for a long time.

Solution

Retry the failed operation after a few minutes.

vSphere Replication Operations Fail with Authentication Error
An error message appears when you try to configure a replication between two sites, though the sites are
paired.

Problem

If two sites are paired, and, while the vSphere Web Client is open on the source site, you restart the
vCenter Server and the vSphere Replication Management Server on the target site, when you try to
configure a replication from the source to the target site, the configuration task fails with the following error
message:

Cannot verify login credentials. The authentication service infrastructure is not responding..

The following error message appears in the HMS log file on the restarted target site:

The VMOMI call does not contain an HMS session ID.

The following error message appears in the HMS log file on the source site:

Cannot check login credentials. Authentication service infrastructure failed.

Cause

When you establish a connection between two sites, the connection is cached in the user session on both
sites. When you restart the vCenter Server and the vSphere Replication Management Server on the target
site, the information about user sessions is discarded. Because the vSphere Web Client is open and
connected to the source site, the login data remains cached in the vSphere Replication Management Server.
When you configure a replication, the source site tries to connect to the target site using the cached login
data. The target site interprets that data as stale and stops the reconnecting thread.

Solution

n Click the global Refresh button in the vSphere Web Client.

n Log out the vSphere Web Client and log back in.

vSphere Replication Does Not Display Incoming Replications When the Source
Site is Inaccessible

The list of incoming replications between two remote sites fails to populate when the connection to the
source site is refused.

Problem

When you refresh the incoming replications list on a remote site soon after the connection to the source site
has become unavailable, the replications do not display due to a communication error between the two sites.

Solution

Refresh the vSphere Web Client. Alternatively, log out and log in again.
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vSphere Replication is Inaccessible After Changing vCenter Server Certificate
If you change the SSL certificate of vCenter Server, you cannot access vSphere Replication.

Problem

vSphere Replication uses certificate-based authentication to connect to vCenter Server. If you change the
vCenter Server certificate, vSphere Replication is inaccessible.

Cause

The vSphere Replication database contains the old vCenter Server certificate.

Solution

u Log into the virtual appliance management interface (VAMI) of the vSphere Replication appliance and
click Configuration > Save and Restart Service.

Do not change any configuration information before clicking Save and Restart Service.

vSphere Replication restarts with the new vCenter Server certificate.

vSphere Replication Cannot Establish a Connection to the Hosts
Replications fail because vSphere Replication cannot connect to the hosts.

Problem

vSphere Replication needs access to port 80. You might see forbidden HTTP connections in the
vSphere Replication logs.

Solution

Make sure the vSphere Replication appliance has access to port 80 on the storage hosts.

For a list of ports that must be open for vSphere Replication, see “vSphere Replication Network Ports,” on
page 24.

Anti-virus Agent in Firewall Terminates Virtual Machine Replication
If a virtual machine contains virus information, an anti-virus agent in the firewall might detect the virus
data and terminate the connection during replication.

Problem

When you reconfigure the replication and start a full sync, the replication stops in the same data block with
the virus information in it unless the virus data has moved on the disk. Clones of the disk fail, but other
virtual machines of the same size and configuration from the same host replicating to the same destination
datastore replicate successfully.

Solution

Remove the virus information from the replicated guest to avoid replicating virus information.

Make an exception in the anti-virus rules in the firewall to allow the replication to proceed.
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Initial Full Synchronization of Virtual Machine Files to VMware Virtual SAN
Storage Is Slow

When using VMware Virtual SAN storage and configuring vSphere Replication on multiple virtual
machines, the initial full synchronization takes a long time to complete.

Problem

Configuring vSphere Replication on a large number of virtual machines simultaneously when using
vSphere Replication with Virtual SAN storage causes the initial full synchronization of the virtual machine
files to run very slowly.

Cause

Initial full synchronization operations generate heavy I/O traffic. Configuring too many replications at the
same time can overload the Virtual SAN storage.

Solution

Configure vSphere Replication in batches of a maximum of 30 virtual machines at a time.

Configuring Replication Fails After Rebuilding VRMS
If you have two sites and reinstall the vSphere Replication Management Server appliance or reset its
database, configuring replications fails.

Problem

The other site contains information on the old appliance and database, and prevents you from configuring
new replications. You might see the following error message:

Unable to configure replication for virtual machine VM_name because group group_name cannot be 

created.

Another virtual machine configured_VM_name}' that has the same instance UUID instance_UUID 

already exists on protection site source_site_name.

Solution

1 Reinstall VRMS at the other site or reset its database.

2 Connect the sites and register any additional vSphere Replication Server appliances.

3 Remove any temporary hbr* files left over from the target datastore folders.

4 Configure all replications, reusing the existing replica .vmdk files as replication seeds.

Not Active Replication Status of Virtual Machines
The replication status of a virtual machine might appear as Not active without an obvious reason.

Problem

You use a vSphere Replication Server on the target site to manage replications, and the replication status for
the virtual machines that this vSphere Replication Server manages is Not active though there is no obvious
reason for this status.

Cause

The vSphere Replication appliance does not check the connectivity between vSphere Replication Server
instances that you register and the ESXi host on the primary site. If you deploy vSphere Replication servers
on the target site, but these servers cannot access the ESXi host on the primary site, the vSphere Replication
servers register successfully with the vSphere Replication appliance, but cannot operate as expected.
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Solution

u If the replication status of a virtual machine is Not active, check the network connectivity between the
host on which the replicated virtual machine is running and the target vSphere Replication Server.

vSphere Replication Operations Run Slowly as the Number of Replications
Increases

As you increase the number of virtual machines that you replicate, vSphere Replication operations can run
more slowly.

Problem

Response times for vSphere Replication operations can increase as you replicate more virtual machines. You
possibly experience recovery operation timeouts or failures for a few virtual machines, and RPO violations.

Cause

Every virtual machine in a datastore generates regular read and write operations. Configuring
vSphere Replication on those virtual machines adds another read operation to the regular read and write
operations, which increases the I/O load on the storage. The performance of vSphere Replication depends on
the I/O load of the virtual machines that you replicate and on the capabilities of the storage hardware. If the
load generated by the virtual machines, combined with the extra I/O operations that vSphere Replication
introduces, exceeds the capabilities of your storage hardware, you might experience slow response times.

Solution

When running vSphere Replication, if response times are greater than 30 ms, reduce the number of virtual
machines that you replicate to the datastore. Alternatively, increase the capabilities of your hardware. If you
suspect that the I/O load on the storage is an issue and you are using VMware Virtual SAN storage, monitor
the I/O latency by using the monitoring tool in the Virtual SAN interface.

Error at Reconfiguring the vSphere Replication Management Server from the
Virtual Appliance Management Interface

When you click Save and Restart in the virtual appliance management interface (VAMI) of
vSphere Replication, the HMS service cannot start, and you can no longer manage replications.

Problem

If you use the virtual appliance management interface (VAMI) to install a new SSL certificate, to change the
IP address of the VRM host, or apply another setting on the VR tab, and you click Save and Restart, the
following error message appears:

 Missing command-line argument.

Cause

The OVF environment of the vSphere Replication appliance might be missing or corrupted.

Solution

1 Establish an SSH connection to the vSphere Replication appliance and navigate
to /opt/vmware/etc/vami/.
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2 Open the ovfEnv.xml.

a If the ovfEnv.xml file is not empty, search for the vServiceEnvironmentSection element. If the
vServiceEnvironmentSection element is missing, there might be a problem with the vCenter
Management Web Services process on the vCenter Server machine. Verify that the vCenter
Management Web Services is running on the vCenter Server machine and then try powering the
vSphere Replication appliance off and on. To power the appliance off and on, use the
vSphere Web Client while you are connected to the vCenter Server, and not directly to the ESXi
host.

b If the ovfEnv.xml file is empty, try to power off and on the vSphere Replication appliance by using
the vSphere Web Client while you are connected to the vCenter Server, and not directly to the ESXi
host.

3 If powering the vSphere Replication appliance does not resolve the issue, most certainly the appliance
has been temporarily removed and re-added in the vCenter Server. There is no solution for restoring
the OVF environment in that case. You must re-deploy the vSphere Replication appliance by using an
empty database, and configure all replications from scratch.

Unable to Establish an SSH Connection to the vSphere Replication Appliance
SSH connections to the vSphere Replication appliance are disabled.

Problem

To apply custom settings to vSphere Replication, you need to establish an SSH connection to the
vSphere Replication appliance, and modify certain configuration files.

To transfer files from and to the vSphere Replication appliance, you use SCP or SFTP protocol.

Because the SSH connections are disabled, you cannot apply the changes that you need, and you cannot
transfer files.

Cause

By default, SSH connections to the vSphere Replication appliance are disabled to strengthen the security in
your environment.

Solution

Prerequisites

Verify that you have the root user credentials to log in to the vSphere Replication appliance.

Procedure

1 In the vSphere Web Client, right-click the vSphere Replication Management (HMS) virtual
machine, and select Open Console.

2 Log in as the root user, and run the following script.

/usr/bin/enable-sshd.sh

Procedure

The script configures the vSphere Replication appliance to enable SSH connections.
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About vSphere® Host Profiles

The vSphere Host Profiles documentation provides information about managing Host Profiles.

The vSphere Host Profiles documentation describes how to perform the following:

n Create Host Profiles

n Export and import a Host Profile

n Edit Host Profile policies

n Attach an entity to a Host Profile

n Apply a Host Profile to an entity attached to the Host Profile

n Check the Host Profile's compliance to an entity attached to the Host Profile

n View and update host customizations

Intended Audience
The vSphere Host Profiles documentation is intended for administrators who are familiar with vSphere host
configuration.
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Updated Information

This vSphere Host Profiles is updated with each release of the product or when necessary.

This table provides the update history of the vSphere Host Profiles.

Revision Description

001395-01 Updated “Configure Storage Host Profiles,” on page 15 to include information about configuring storage
host profiles for PSA devices.

001395-00 Initial release.
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Using Host Profiles 1
The Host Profiles feature creates a profile that encapsulates the host configuration and helps to manage the
host configuration, especially in environments where an administrator manages multiple hosts or clusters in
vCenter Server.

Host Profiles provide an automated and centrally-managed mechanism for host configuration and
configuration compliance. Host Profiles can improve efficiency by reducing reliance upon repetitive,
manual tasks. Host Profiles capture the configuration of a pre-configured and validated reference host, store
the configuration as a managed object and use the catalog of parameters contained within to configure
networking, storage, security and other host-level parameters. Host Profiles can be applied to either
individual hosts or to a cluster; applying a Host Profile to a cluster will affect all hosts in the cluster and
result in a consistent configuration across all hosts in that cluster.

Host Profiles can be used to validate the configuration of a host by checking compliance of a host or cluster
against the Host Profile that is associated with that host or cluster.

This chapter includes the following topics:

n “Host Profiles Usage Model,” on page 10

n “Access Host Profiles,” on page 10

n “Create a Host Profile,” on page 10

n “Attach Entities to a Host Profile,” on page 11

n “Detach Entities From a Host Profile,” on page 11

n “Check Compliance,” on page 12

n “Remediate a Host,” on page 12

n “Edit a Host Profile,” on page 13

n “Duplicate a Host Profile,” on page 16

n “Copy Settings from Host,” on page 16

n “Host Profiles and vSphere Auto Deploy,” on page 17

n “Import a Host Profile,” on page 17

n “Export a Host Profile,” on page 17
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Host Profiles Usage Model
The Host Profile workflow starts with the concept of a reference host; the reference host serves as the
template from which the Host Profile is extracted. The designation reference host, and the Host Profile
association to that host, persists even after creating the Host Profile.

Before you begin, ensure that you have an existing vSphere enviroment installation with at least one
properly and completely configured host.

The sequence required to create a Host Profile from a reference host, apply the Host Profile to a host or
cluster and check compliance against the Host Profile is as follows:

1 Set up and configure the reference host.

2 Create a Host Profile from the reference host.

3 Attach other hosts or clusters to the Host Profile.

4 Check the compliance to the Host Profile. If all hosts are compliant with the reference host, they are
correctly configured.

5 Apply (remediate).

As a licensed feature of vSphere, Host Profiles are only available when the appropriate licensing is in place.
If you see errors, ensure that you have the appropriate vSphere licensing for your hosts.

If you want the Host Profile to use directory services for authentication, the reference host needs to be
configured to use a directory service. See the vSphere Security documentation.

vSphere Auto Deploy
For hosts provisioned with vSphere Auto Deploy, vSphere Web Client owns the entire host configuration,
which is captured in a Host Profile. In most cases, the Host Profile information is sufficient to store all
configuration information. Sometimes the user is prompted for input when the host provisioned with Auto
Deploy boots. See the vSphere Installation and Setup documentation for more information on Auto Deploy.

Access Host Profiles
The Host Profiles main view lists all available profiles. Administrators can also use the Host Profiles main
view to perform operations on Host Profiles and configure profiles.

Procedure

1 From the vSphere Web Client Home, click Policies and Profiles.

2 Click Host Profiles.

Create a Host Profile
You create a new Host Profile by extracting the designated reference host's configuration.

NOTE   You can also extract a host profie by navigating to the specific host or cluster.

Prerequisites

Verify that you have a working vSphere installation and at least one completely and properly configured
host that will act as the reference host.

Procedure

1 Navigate to the Host profiles view.
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2 Click the Extract Profile from a Host icon ( ).

3 Select the host that will act as the reference host and click Next.

The selected host must be a valid host.

4 Type the name and enter a description for the new profile and click Next.

5 Review the summary information for the new profile and click Finish.

The new profile appears in the profile list.

NOTE   Host profiles do not capture offline or unpresented devices. Any changes made to offline devices
after extracting a host profile will not make a difference to the compliance check results.

Attach Entities to a Host Profile
After creating a Host Profile from a reference host, you must attach the host or cluster to the Host Profile.

Procedure

1 From the Profile List in the Host Profiles main view, select the Host Profile to be applied to a host or
cluster.

2 Click the Attach/Detach Hosts and clusters to a host profile icon ( ).

3 Select the host or cluster from the expanded list and click Attach.

The host or cluster is added to the Attached Entities list.

4 (Optional) Click Attach All to attach all listed hosts and clusters to the profile.

5 Click Next.

6 (Optional) You can update or change the user input parameters for the Host Profiles policies by
customizing the host.

See “Host Profiles and vSphere Auto Deploy,” on page 17.

7 Click Finish to complete attaching the host or cluster to the profile.

Detach Entities From a Host Profile
In order to remove the policy-managed configuration from a host or cluster, that host or cluster must be
detached from the Host Profile.

When a Host Profile is attached to a cluster, the host or hosts within that cluster are also attached to the Host
Profile. However, when the Host Profile is detached from the cluster, the association between the host or
host within the cluster and that Host Profile remains.

Procedure

1 From the Profile List in the Host Profiles main view, select the Host Profile to be detached from a host
or cluster.

2 Click the Attach/Detach Hosts and clusters to a host profile icon ( ).

3 Select the host or cluster from the expanded list and click Detach.

The host or cluster is added to the Attached Entities list.

4 (Optional) Click Detach All to detach all listed hosts and clusters from the profile.

5 Click Next.
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6 Click Finish to complete attaching the host or cluster to the profile.

Check Compliance
You can confirm the compliance of a host or cluster to its attached Host Profile and determine which, if any,
configuration parameters on a host are different from those specified in the Host Profile.

Procedure

1 Navigate to a Host Profile.

The Objects tab lists all Host Profies, the number or hosts attached to that Host Profile, and
summarized results of the last compliance check.

2 Click the Check Host Profile Compliance icon ( ).

In the Objects tab, the compliance status is updated as Compliant, Unknown, or Non-compliant.

A non-compliant status indicates a discovered and specific inconsistency between the profile and the host.
To resolve this, you should remediate the host. And unknown status indicates that the compliance of the
host could not be verified; to resolve the issue, remediate the host through the Host Profile.

NOTE   Host profiles do not capture offline or unpresented devices. Any changes made to offline devices
after extracting a host profile will not make a difference to the compliance check results.

What to do next

To see more detail on compliance failures, select a Host Profile from the Objects tab for which the last
compliance check produced one or more failures. In order to see specific detail on which parameters differ
between the host that failed compliance and the Host Profile, click on the Monitor tab and select the
Compliance view. Then, expand the object hierarchy and select the failing host. The differing parametersare
displayed in the Compliance window, below the hierarchy.

Remediate a Host
In the event of a compliance failure, use the Remediate function to apply the Host Profile settings onto the
host. This action changes all Host Profile managed parameters to the values contained in the Host Profile
attached to the host.

Prerequisites

Verify that the profile is attached to the host.

Procedure

1 Navigate to the profile you want to remediate to the host.

2 Select the Monitor tab, then click Compliance.

3 Right-click the host or hosts that you want remediated and select Host Profiles > Remediate

NOTE   Certain Host Profile policy configurations require that the host be rebooted after remediation. In
those cases, you are prompted to place the host into maintenance mode.

4 (Optional) You can update or change the user input parameters for the Host Profiles policies by
customizing the host, and click Next.

See “Host Profiles and vSphere Auto Deploy,” on page 17 for more information about vSphere Auto
Deploy.

5 Review the tasks that are necessary to remediate the Host Profile and click Finish.
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The compliance status is updated.

Edit a Host Profile
You can view and edit Host Profile policies, select a policy to be checked for compliance, and change the
policy name or description.

Procedure

1 Navigate to the Host Profile that you want to edit and click the Manage tab.

2 Click Edit Host Profile.

3 (Optional) Change the profile name and description and click Next.

4 Make changes to the profile policies.

See “Edit a Policy,” on page 13 for detailed instructions for editing a Host Profile policy. See “Disable
Host Profile Component,” on page 16 for detailed instructions on enabling or disabling a policy from
compliance check or remediation.

5 (Optional) Customize the hosts.

Make any changes to the available configuration values for this profile.

6 Click Finish.

The changes are made when the "Update Host Profile" task is completed in the Recent Tasks status. If you
attempt to remediate the profile before the task is complete, the profile configuration does not contain the
change.

Edit a Policy
A policy describes how a specific configuration setting is applied. You can edit policies belonging to a
specific Host Profile.

When you edit the Host Profile, you can expand the Host Profile's configuration hierarchy to see the sub-
profile components that comprise the Host Profile. These components are categorized by functional group
or resource class to make it easier to find a particular parameter. Each subprofile component contains one or
more attributes and parameters, along with the policies and compliance checks.

Each policy consists of one or more options that contains one or more parameters. Each parameter consists
of a key and a value. The value can be one of a few basic types, for example integer, string, string array, or
integer array.

NOTE   Currently, there is no way to remove or replace policy options policies, or sub-profiles that are
deprecated in this release. Metadata is added to these deprecated policies that allows old host profiles to
continue working but will extract new host profiles with only non-deprecated parts of a host profile.

Chapter 1 Using Host Profiles
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Table 1‑1.  Subset of Host Profile Subprofile Configurations

Component Categories Configuration Settings Notes and Examples

Advanced Configuration
Settings

Advanced Options, Agent VM ,
DirectPath I/O , Hosts file, Power
Ssytem, System Image Cache

n Host Profiles do not check advanced
settings if they are the same as the default
settings. vCenter Server copies only the
advanced configuration settings that have
changed and that differ from the default
values. In addition, compliance checks are
limited to the settings that are copied.

n Host Profiles does not support the
configuration of PCI devices for virtual
machine passthrough on the ESXi host.

CIM Indication
Subscriptions

CIM-XML Indication Subscriptions

General System Settings Console, Core Dump, Device Alias, Host
Cache, Kernel Modeule, Management
Agent, System Resource Pool, System
Swap, vFlash Host Swap Cache

For Date and Time Configuration:
n For the time zone, enter a UTC string. For

example, "America/Los_Angeles" for
United States Pacific time zone.

n The default time zone is set to the local time
and location of the vSphere Web Client
machine.

n Configure Network Time Protocol (NTP)
correctly. You can configure the NTP
settings on the host's Configuration tab.
Click Time Configuration, and then click
Properties at the top right of the panel.

Networking virtual switch, port groups, physical
NIC speed, security and NIC teaming
policies, vSphere Distributed Switch,
and vSphere Distributed Switch uplink
port.

When DHCPv6 is enabled in the networking
subprofile, manually turn on the corresponding
ruleset in the firewall subprofile.

Security Firewall, Security Settings, Service

Storage Configure storage options, including
Native Multi-Pathing (NMP), Pluggable
Storage Architecture (PSA), FCoE and
iSCSI adapters, and NFS storage.

n Use the vSphere CLI to configure or modify
the NMP and PSA policies on a reference
host, and then extract the Host Profile from
that host. If you use the Profile Editor to
edit the policies, to avoid compliance
failures, make sure that you understand
interrelationships between the NMP and
PSA policies and the consequences of
changing individual policies. For
information about the NMP and PSA, see
the vSphere Storage documentation.

n Add the rules that change device attributes
before extracting the Host Profile from the
reference host. After attaching a host to the
Host Profile, if you edit the profile and
change the device attributes (for example,
mask device paths or adding SATP rules to
mark the device as SSD) you are prompted
to reboot the host to make the changes.
However, after rebooting, compliance
failures occur because the attributes
changed. Because Host Profiles extract
device attributes before rebooting, if any
changes occur after the reboot, it evaluates
and finds those changes, and reports it as
noncompliant.

vSphere Host Profiles
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Other profile configuration categories include: user group, authentication, kernel module, DCUI keyboard,
host cache settings, SFCB, resource pools, login banner, SNMP agent, power system, and CIM indication
subscriptions.

Procedure

1 Edit the Host Profile.

2 Expand a subprofile until you reach the policy to edit.

3 Select the policy.

The policy options and parameters appear on the right side of the Edit Host Profile window.

4 Make changes to the policy.

Configure Storage Host Profiles
When you use storage devices that are not shared across a cluster, but that the vSphere storage stack cannot
detect as local , compliance failures might occur when you apply a host profile.

To resolve the compliance failures caused by using unshared storage devices, use the upgraded Pluggable
Storage Architecture (PSA) and Native Multipathing Plug-In host profile policies.

NOTE   ESXi diagnostic data that you obtain by running the vm-support command contains host profiles
information which includes storage host profiles, PSA, NMP, and Virtual Volumes data. No sensitive
information, such as passwords, is collected.

Prerequisites

Extract a host profile from a reference host. See “Create a Host Profile,” on page 10 for instructions.

Procedure

1 For SAS devices that are not detected as local, select Storage configuration > Pluggable Storage
Architecture configuration > PSA device sharing > name of device.

2 For each device not shared across the cluster, disable Device is shared clusterwide.

The Is Shared Clusterwide value for PSA devices helps you determine which devices in the cluster
should be configured by a host profile. Correctly setting this value for devices in the cluster eliminates
compliance errors due to non-shared devices.

By default, this value is populated to reflect the Is Local setting for the device. For example, a device
with Is Local set to True, this setting is disabled by default. This setting allows storage host profiles to
ignore these devices during compliance checks.

3 Do not disable Is Shared Clusterwide for SAN boot LUNs. In ESXi 6.0, SAN boot LUN devices are
handled as expected. If Is Shared Clusterwide is disabled for these devices, then compliance errors
caused by SAN boot LUN devices in previous releases do not occur, but the device configuration is not
applied to the other hosts in the cluster. Select Storage configuration > Pluggable Storage Architecture
configuration > Host boot device configuration and verify that this LUN is correctly captured.

4 Remediate the profile to the reference host for the changes in the sharing state to take effect on the
reference host.

If you must re-extract the profile (for example, if you attach more shared SAN boot LUNs to your
cluster), you do not need to reconfigure sharing for devices that you previously configured.

Chapter 1 Using Host Profiles
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Disable Host Profile Component
You can decide whether a Host Profile component is applied or considered during compliance check. This
allows administrators to eliminate non-critical attributes from consideration or ignore values that, while part
of the Host Profile, are likely to vary between hosts.

Procedure

1 Edit a Host Profile.

2 Expand the Host Profile Component hierarchy until you reach the desired component or component
element.

3 Disable the checkbox next to a component to remove it from being applied during remediation or
considered during a profile compliance check.

NOTE   The check box is enabled by default. If you disable the check box so this component or
component element is not checked for compliance or applied during remediation, the other policies that
are enabled will still be applied and checked.

Duplicate a Host Profile
A Host Profile duplicate is a copy of an existing Host Profile.

Procedure

1 Navigate to the profile that you want to duplicate.

2 Click the Duplicate Host Profile icon ( ).

3 Type the name and description for the duplicate Host Profile and click Next.

4 Review the summary information for the new profile and click Finish.

A clone of the profile appears in the Host Profiles list.

Copy Settings from Host
If the configuration of the reference host changes, you can update the Host Profile so that it matches the
reference host's new configuration.

After you create a Host Profile, you can make incremental updates to the profile. When making changes to a
Host Profile, consider the benefits and limitations of the two methods:

n Make the configuration changes to a host in the vSphere Web Client, and copy that host's settings to the
profile. The settings within the existing profile are updated to match those of the host. This method
allows you to validate the configuration on a single host before rolling it to the other hosts that are
attached to the profile.

n Update the profile directly by editing the Host Profile. This provides the ability to do more
comprehensive and immediate remediation of those changes.

Procedure

1 Navigate to the Host Profile.

2 Click Copy Settings from Host.

3 Select the host from which you want to copy the configuration settings.

4 Click OK.

vSphere Host Profiles
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Host Profiles and vSphere Auto Deploy
Host Profiles works with vSphere Auto Deploy to provision physical ESXi hosts have a complete and
expected configuration state for virtual switches, driver settings, boot parameters, and so on.

Because hosts that are provisioned with Auto Deploy are considered to be stateless, configuration state
information is not stored on the host. Instead, create a reference host and configure it completely with the
settings you want. Then, create a Host Profile from this reference host. Next, associate the Host Profile with
a new deploy rule using the Auto Deploy rules engine through the PowerCLI. Now, as new hosts are
provisioned through Auto Deploy, they will automatically have the Host Profile applied

Remediation for these hosts is the same as statefully deployed hosts. The user is prompted to customize the
hosts and enter answers for policies that are specified during Host Profile creation when the Host Profile is
applied.

NOTE   If you deploy ESXi through Auto Deploy, configure syslog to store logs on a remote server. See the
instructions to set up Syslog from the Host Profiles interface in the vSphere Installation and Setup
documentation.

For more information, see about setting up an Auto Deploy reference host in the vSphere Auto Deploy
documentation.

Import a Host Profile
You can import a profile from a file in the VMware profile format (.vpf).

When a host profile is exported, administrator and user profile passwords are not exported. This is a
security measure and stops passwords from being exported in plain text when the profile is exported. You
will be prompted to re-enter the values for the password after the profile is imported and the password is
applied to a host.

Procedure

1 Navigate to the Host Profiles view.

2 Click the Import Host Profile icon ( ).

3 Click Browse to browse for the VMware Profile Format file to import

4 Enter the Name and Description for the imported Host Profile, and click OK.

The imported profile appears in the profile list.

Export a Host Profile
You can export a profile to a file that is in the VMware profile format (.vpf).

When a host profile is exported, administrator and user profile passwords are not exported. This is a
security measure and stops passwords from being exported in plain text when the profile is exported. You
will be prompted to re-enter the values for the password after the profile is imported and the password is
applied to a host.

Procedure

1 Navigate to the Host Profile you want to export.

2 Right-click the profile and select Export Host Profile.

3 Select the location and type the name of the file to export the profile.

Chapter 1 Using Host Profiles

VMware, Inc.  17



4 Click Save.
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About Installing and Administering VMware
vSphere Update Manager
Draft comment filepath: GUID-F7191592-048B-40C7-A610-CFEE6A790AB0.xml

Installing and Administering VMware vSphere Update Manager provides information about installing,
configuring, and using VMware® vSphere Update Manager to scan and remediate the objects in your
vSphere environment. It also describes the tasks that you can perform to update your vSphere inventory
objects and make them compliant against attached baselines and baseline groups.

For scanning and remediation, Update Manager works with the following ESXi versions.

n For VMware Tools and virtual machine hardware upgrade operations, Update Manager works with
ESXi version 5.0 and later.

n For ESXi host patching operations, Update Manager works with ESXi 5.0 and later.

n For ESXi host upgrade operations, Update Manager works with ESXi 5.0 and later.

Intended Audience
Draft comment filepath: GUID-F7191592-048B-40C7-A610-CFEE6A790AB0.xml

This information is intended for anyone who wants to install, upgrade, or use Update Manager. The
information is written for experienced Windows or Linux system administrators who are familiar with
virtual machine technology and datacenter operations.
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Understanding Update Manager 1
Draft comment filepath: GUID-EF6BEE4C-4583-4A8C-81B9-5B074CA2E272.xml

Update Manager enables centralized, automated patch and version management for VMware vSphere and
offers support for VMware ESXi hosts, virtual machines, and virtual appliances.

With Update Manager, you can perform the following tasks:

n Upgrade and patch ESXi hosts.

n Install and update third-party software on hosts.

n Upgrade virtual machine hardware, VMware Tools, and virtual appliances.

Update Manager requires network connectivity with VMware vCenter Server. Each installation of
Update Manager must be associated (registered) with a single vCenter Server instance.

The Update Manager module consists of a server component, which you can install either on the same
computer as the vCenter Server system or on a different computer, and of client components.
Update Manager has two client components, which run in the different vSphere client components. There is
an Update Manager Client plug-in that runs on the vSphere Client, and an Update Manager Web Client that
runs on the vSphere Web Client. The vSphere Client is a desktop client, and the vSphere Web Client is a
Web-based client. You can use Update Manager Web Client to view scan results and compliance states for
vSphere inventory objects, and use the Update Manager Client to perform patch and version management
of the vSphere inventory.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you want to use Update Manager for each vCenter Server system, you must install
and register Update Manager instances with each vCenter Server system. You can use an Update Manager
instance only with the vCenter Server system with which it is registered.

To install Update Manager, you must have Windows administrator credentials for the computer on which
you install Update Manager.

You can deploy Update Manager in a secured network without Internet access. In such a case, you can use
the VMware vSphere Update Manager Download Service (UMDS) to download update metadata and
update binaries.

This chapter includes the following topics:

n “Overview of the Update Manager Client plug-in for the vSphere Client,” on page 12

n “Overview of the Update Manager Web Client for the vSphere Web Client,” on page 12

n “About the Update Manager Process,” on page 13
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Overview of the Update Manager Client plug-in for the vSphere Client
Draft comment filepath: GUID-834E6536-3FDC-40FE-B960-EF5002E0F4A9.xml

The Update Manager Client plug-in for the vSphere Client has two main views, Administration view and
Compliance view.

To access the Administration view, you can use the Update Manager icon under Solutions and Applications
in the vSphere Client Home page or click Admin view from the Update Manager tab. In the
Update Manager Client Administration view, you can do the following tasks:

n Configure the Update Manager settings

n Create and manage baselines and baseline groups

n View Update Manager events

n Review the patch repository and available virtual appliance upgrades

n Review and check notifications

n Import ESXi images

To view Compliance view information for a selected inventory object, click the Update Manager tab in the
Hosts and Clusters or VMs and Templates inventory view of the vSphere Client. In the Update Manager
Client Compliance view, you can do the following tasks:

n View compliance and scan results for each selected inventory object

n Attach and detach baselines and baseline groups from a selected inventory object

n Scan a selected inventory object

n Stage patches or extensions to hosts

n Remediate a selected inventory object

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have installed and registered more than one Update Manager instance, you can
configure the settings for each Update Manager instance. Configuration properties that you modify are
applied only to the Update Manager instance that you specify and are not propagated to the other instances
in the group. You can specify an Update Manager instance by selecting the name of the vCenter Server
system with which the Update Manager instance is registered from the navigation bar.

For a vCenter Server system that is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, you can also manage baselines and baseline groups as well as scan and remediate only the
inventory objects managed by the vCenter Server system with which Update Manager is registered.

Overview of the Update Manager Web Client for the
vSphere Web Client
Draft comment filepath: GUID-255001C1-B080-4789-B157-3523E7B80E1A.xml

Starting with Update Manager 5.1 Update 1, Update Manager has a new client interface, which runs in the
vSphere Web Client. If vSphere Web Client is the primary client that you use to manage your vSphere
inventory, you can use the Update Manager Web Client to view scan results and compliance states for
vSphere inventory objects, and later remediate them from the Update Manager Client plug-in in the
vSphere Client.

After you install the Update Manager server component, the Update Manager Web Client is automatically
enabled in the vSphere Web Client. The Update Manager Web Client appears as an Update Manager tab
under the Monitor tab in vSphere Web Client.
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To be able to see the Update Manager Web Client in vSphere Web Client you must have the View
Compliance Status privilege.

By using Update Manager Web Client, you can perform the following tasks:

n Attach and detach baselines and baseline groups from a selected inventory object

n View compliance and scan results for each selected inventory object

n Scan a selected inventory object

Operations such as creating baselines and baseline groups, importing ESXi images, staging, and remediation
are available only from the Update Manager Client plug-in for the vSphere Client.

In Update Manager Web Client, you can initiate scans on a datacenters and datacenter folders. You cannot
scan datacenters and datacenter folders from the Update Manager Client plug-in for the vSphere Client.

Except from the Update Manager tab, compliance information for an inventory object is also available from
the Summary tab of the vSphere Web Client, in the Update Manager Compliance portlet. You can initiate a
scan from the summary page of an object, but for a detailed status of the scan operation, you have to go to
the Update Manager tab.

About the Update Manager Process
Draft comment filepath: GUID-9E9D146E-40BB-4BB5-8FC6-C9CD735C0F11.xml

Upgrading vSphere objects and applying patches or extensions with Update Manager is a multistage
process in which procedures must be performed in a particular order. Following the suggested process
helps ensure a smooth update with a minimum of system downtime.

The Update Manager process begins by downloading information (metadata) about a set of patches,
extensions, and virtual appliance upgrades. One or more of these patches or extensions are aggregated to
form a baseline. You can add multiple baselines to a baseline group. A baseline group is a composite object
that consists of a set of nonconflicting baselines. You can use baseline groups to combine different types of
baselines, and scan and remediate an inventory object against all of them as a whole. If a baseline group
contains both upgrade and patch or extension baselines, the upgrade runs first.

A collection of virtual machines, virtual appliances, and ESXi hosts or individual inventory objects can be
scanned for compliance with a baseline or a baseline group and later remediated. You can initiate these
processes manually or through scheduled tasks.

n Configuring the Update Manager Download Source on page 14
You can configure the Update Manager server to download patches, extensions, and virtual appliance
upgrades either from the Internet or from a shared repository. You can also import patches and
extensions manually from a ZIP file.

n Downloading Updates and Related Metadata on page 15
Downloading virtual appliance upgrades, host patches, extensions, and related metadata is a
predefined automatic process that you can modify. By default, at regular configurable intervals,
Update Manager contacts VMware or third-party sources to gather the latest information (metadata)
about available upgrades, patches, or extensions.

n Importing ESXi Images on page 16
You can upgrade the hosts in your environment to ESXi 6.0 by using host upgrade baselines. To create
a host upgrade baseline, you must first upload at least one ESXi 6.0 .iso image to the Update Manager
repository.

n Creating Baselines and Baseline Groups on page 16
Baselines contain a collection of one or more patches, extensions, service packs, bug fixes, or upgrades,
and can be classified as patch, extension, or upgrade baselines. Baseline groups are assembled from
existing baselines.
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n Attaching Baselines and Baseline Groups to vSphere Objects on page 18
To use baselines and baseline groups, you must attach them to selected inventory objects such as
container objects, virtual machines, virtual appliances, or hosts. You can attach baselines and baseline
groups to vSphere objects from both the Update Manager Client and the Update Manager Web Client.

n Scanning Selected vSphere Objects on page 19
Scanning is the process in which attributes of a set of hosts, virtual machines, or virtual appliances are
evaluated against all patches, extensions, and upgrades in the attached baselines or baseline groups,
depending on the type of scan you select.

n Reviewing Scan Results on page 20
Update Manager scans vSphere objects to determine how they comply with baselines and baseline
groups that you attach. You can filter scan results by text search, group selection, baseline selection,
and compliance status selection.

n Staging Patches and Extensions to Hosts on page 20
You can stage patches and extensions before remediation to ensure that the patches and extensions are
downloaded to the host. Staging patches and extensions is an optional step that can reduce the time
during which hosts are in maintenance mode.

n Remediating Selected vSphere Objects on page 20
Remediation is the process in which Update Manager applies patches, extensions, and upgrades to
ESXi hosts, virtual machines, or virtual appliances after a scan is complete.

Configuring the Update Manager Download Source
Draft comment filepath: GUID-FAED5D47-1EFA-4ECA-AD6E-817227621AE4.xml

You can configure the Update Manager server to download patches, extensions, and virtual appliance
upgrades either from the Internet or from a shared repository. You can also import patches and extensions
manually from a ZIP file.

Configuring the Update Manager download source is an optional step.

If your deployment system is connected to the Internet, you can use the default settings and links for
downloading upgrades, patches, and extensions to the Update Manager repository. You can also add URL
addresses to download virtual appliance upgrades or third-party patches and extensions. Third-party
patches and extensions are applicable only to hosts that are running ESXi 5.0 and later.

If your deployment system is not connected to the Internet, you can use a shared repository after
downloading the upgrades, patches, and extensions by using Update Manager Download Service (UMDS).

For more information about UMDS, see Chapter 8, “Installing, Setting Up, and Using Update Manager
Download Service,” on page 49.

With Update Manager, you can import both VMware and third-party patches or extensions manually from
a ZIP file, also called an offline bundle. Import of offline bundles is supported only for hosts that are
running ESXi 5.0 and later. You download the offline bundle ZIP files from the Internet or copy them from a
media drive, and save them on a local or a shared network drive. You can import the patches or extensions
to the Update Manager patch repository later. You can download offline bundles from the VMware Web site
or from the Web sites of third-party vendors.

NOTE   You can use offline bundles for host patching operations only. You cannot use third-party offline
bundles or offline bundles that you generated from custom VIB sets for host upgrade from ESXi 5.x to
ESXi 6.0.

For detailed descriptions of the procedures, see “Configuring the Update Manager Download Sources,” on
page 60.
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Downloading Updates and Related Metadata
Draft comment filepath: GUID-4B95095F-224C-4C68-AE6B-9C7F121B4CCD.xml

Downloading virtual appliance upgrades, host patches, extensions, and related metadata is a predefined
automatic process that you can modify. By default, at regular configurable intervals, Update Manager
contacts VMware or third-party sources to gather the latest information (metadata) about available
upgrades, patches, or extensions.

VMware provides information about patches for ESXi hosts and virtual appliance upgrades.

Update Manager downloads the following types of information:

n Metadata about all ESXi 5.x patches regardless of whether you have hosts of such versions in your
environment.

n Metadata about ESXi 5.x patches as well as about extensions from third-party vendor URL addresses.

n Notifications, alerts, and patch recalls for ESXi 5.x hosts.

n Metadata about upgrades for virtual appliances.

Downloading information about all updates is a relatively low-cost operation in terms of disk space and
network bandwidth. The availability of regularly updated metadata lets you add scanning tasks for hosts or
appliances at any time.

Update Manager supports the recall of patches for hosts that are running ESXi 5.0 or later. A patch is
recalled if the released patch has problems or potential issues. After you scan the hosts in your environment,
Update Manager alerts you if the recalled patch has been installed on a certain host. Recalled patches cannot
be installed on hosts with Update Manager. Update Manager also deletes all the recalled patches from the
Update Manager patch repository. After a patch fixing the problem is released, Update Manager downloads
the new patch to its patch repository. If you have already installed the problematic patch, Update Manager
notifies you that a fix was released and prompts you to apply the new patch.

If Update Manager cannot download upgrades, patches, or extensions—for example, if it is deployed on an
internal network segment that does not have Internet access—you must use UMDS to download and store
the data on the machine on which UMDS is installed. The Update Manager server can use the upgrades,
patches, and extensions that UMDS downloaded after you export them.

For more information about UMDS, see Chapter 8, “Installing, Setting Up, and Using Update Manager
Download Service,” on page 49.

You can configure Update Manager to use an Internet proxy to download upgrades, patches, extensions,
and related metadata.

You can change the time intervals at which Update Manager downloads updates or checks for notifications.
For detailed descriptions of the procedures, see “Configure Checking for Updates,” on page 65 and 
“Configure Notifications Checks,” on page 66.

Types of Software Updates and Related Terms
Draft comment filepath: GUID-4B95095F-224C-4C68-AE6B-9C7F121B4CCD.xml

Update Manager downloads software updates and metadata from Internet depots or UMDS-created shared
repositories. You can import offline bundles and host upgrade images from a local storage device into the
local Update Manager repository.

Bulletin A grouping of one or more VIBs. Bulletins are defined within metadata.

Depot A logical grouping of VIBs and associated metadata that is published online.

Host upgrade image An ESXi image that you can import in the Update Manager repository and
use for upgrading ESXi 5.x hosts to ESXi 6.0.
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Extension A bulletin that defines a group of VIBs for adding an optional component to
an ESXi host. An extension is usually provided by a third party that is also
responsible for patches or updates to the extension.

Metadata Extra data that defines dependency information, textual descriptions, system
requirements, and bulletins.

Offline bundle ZIP An archive that encapsulates VIBs and corresponding metadata in a self-
contained package that is useful for offline patching. You cannot use third-
party offline bundles or offline bundles that you generated from custom VIB
sets for host upgrade from ESXi 5.x to ESXi 6.0.

Patch A bulletin that groups one or more VIBs together to address a particular
issue or enhancement.

Roll-up A collection of patches that is grouped for ease of download and
deployment.

VA upgrade Updates for a virtual appliance, which the vendor considers an upgrade.

VIB A VIB is a single software package.

Importing ESXi Images
Draft comment filepath: GUID-080744E5-1BE1-410C-B565-1959398FD5FF.xml

You can upgrade the hosts in your environment to ESXi 6.0 by using host upgrade baselines. To create a
host upgrade baseline, you must first upload at least one ESXi 6.0 .iso image to the Update Manager
repository.

With Update Manager 6.0 you can upgrade hosts that are running ESXi 5.x to ESXi 6.0. Host upgrades to
ESXi 5.0, ESXi 5.1 or ESXi 5.5 are not supported.

Before uploading ESXi images, obtain the image files from the VMware Web site or another source. You can
create custom ESXi images that contain third-party VIBs by using vSphere ESXi Image Builder. For more
information, see Using vSphere ESXi Image Builder .

You can upload and manage ESXi images from the ESXi Images tab of the Update Manager Administration
view.

ESXi images that you import are kept in the Update Manager repository. You can include ESXi images in
host upgrade baselines. To delete an ESXi image from the Update Manager repository, first you must delete
the upgrade baseline that contains it. After you delete the baseline, you can delete the image from the ESXi
Images tab.

For more information about importing ESXi images and creating host upgrade baselines, see “Create a Host
Upgrade Baseline,” on page 84.

Creating Baselines and Baseline Groups
Draft comment filepath: GUID-AB9A0079-1CBE-460D-89CB-D2D79B6BEC95.xml

Baselines contain a collection of one or more patches, extensions, service packs, bug fixes, or upgrades, and
can be classified as patch, extension, or upgrade baselines. Baseline groups are assembled from existing
baselines.

Host baseline groups can contain a single upgrade baseline, as well as a number of patch and extension
baselines.

Virtual machine and virtual appliance baseline groups can contain up to three upgrade baselines: one
VMware Tools upgrade baseline, one virtual machine hardware upgrade baseline, and one virtual appliance
upgrade baseline.
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When you scan hosts, virtual machines, and virtual appliances, you evaluate them against baselines and
baseline groups to determine their level of compliance.

Update Manager includes two predefined patch baselines and three predefined upgrade baselines. You
cannot edit or delete the three predefined virtual machine and virtual appliance upgrade baselines. You can
use the predefined baselines, or create patch, extension, and upgrade baselines that meet your criteria.
Baselines you create, as well as predefined baselines, can be combined in baseline groups. For more
information about creating and managing baselines and baseline groups, see Chapter 10, “Working with
Baselines and Baseline Groups,” on page 77.

Baseline Types
Draft comment filepath: GUID-E5180A59-AFF9-45AF-B3B7-F192592ACE28.xml

Update Manager supports different types of baselines that you can use when scanning and remediating
objects in your inventory.

Update Manager provides upgrade, patch, and extension baselines.

Upgrade Baselines
Draft comment filepath: GUID-E5180A59-AFF9-45AF-B3B7-F192592ACE28.xml

Baseline Description

Host Upgrade
Baseline

Defines to which version to upgrade the hosts in your environment. With Update Manager, you
can upgrade ESXi hosts from version 5.x to ESXi 6.0.

Virtual Appliance
Upgrade Baseline

Defines to which version to upgrade a selected virtual appliance. For example, you can upgrade
to the latest released virtual appliance version by using the predefined VA Upgrade to Latest
(Predefined) baseline.

Virtual Machine
Upgrade Baseline

Defines to which version to upgrade virtual hardware or VMware Tools. With
Update Manager 6.0 you can upgrade to hardware version vmx-11 and to the latest VMware
Tools version on hosts that are running ESXi 6.0.

Patch Baselines
Draft comment filepath: GUID-E5180A59-AFF9-45AF-B3B7-F192592ACE28.xml

Patch baselines define a number of patches that must be applied to a given host. Patch baselines can be
either dynamic or fixed.

Baseline Description

Dynamic Patch
Baseline

The contents of a dynamic baseline are based on available patches that meet the specified criteria.
As the set of available patches changes, dynamic baselines are updated as well. You can explicitly
include or exclude any patches.

Fixed Patch Baseline You manually specify which patches to include in the fixed patch baseline from the total set of
patches available in the Update Manager repository.

Extension Baselines
Draft comment filepath: GUID-E5180A59-AFF9-45AF-B3B7-F192592ACE28.xml

Baseline Description

Extension
Baseline

Contains extensions (additional software such as third-party device drivers) that must be applied to a
given host. Extensions are installed on hosts that do not have such software installed on them, and
patched on hosts that already have the software installed. All third-party software for ESXi hosts is
classified as a host extension, although host extensions are not restricted to just third-party software.
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Update Manager Default Baselines
Draft comment filepath: GUID-5E1D6088-9279-4D11-8629-811A4A31C493.xml

Update Manager includes default baselines that you can use to scan any virtual machine, virtual appliance,
or host to determine whether the hosts in your environment are updated with the latest patches, or whether
the virtual appliances and virtual machines are upgraded to the latest version.

Critical Host Patches
(Predefined)

Checks ESXi hosts for compliance with all critical patches.

Non-Critical Host
Patches (Predefined)

Checks ESXi hosts for compliance with all optional patches.

VMware Tools Upgrade
to Match Host
(Predefined)

Checks virtual machines for compliance with the latest VMware Tools
version on the host. Update Manager supports upgrading of VMware Tools
for virtual machines on hosts that are running ESXi 5.0 and later.

VM Hardware Upgrade
to Match Host
(Predefined)

Checks the virtual hardware of a virtual machine for compliance with the
latest version supported by the host. Update Manager supports upgrading to
virtual hardware version vmx-11 on hosts that are running ESXi 6.0.

VA Upgrade to Latest
(Predefined)

Checks virtual appliance compliance with the latest released virtual
appliance version.

Baseline Groups
Draft comment filepath: GUID-04782B06-4CEA-4F98-9605-5D341E1C3E1A.xml

Baseline groups can contain patch, extension, and upgrade baselines. The baselines that you add to a
baseline group must be non-conflicting.

A baseline group is limited to a combination of patches, extensions, and upgrades. The following are valid
combinations of baselines that can make up a baseline group:

n Multiple host patch and extension baselines.

n One upgrade baseline, multiple patch and extension baselines.

For example, one ESXi upgrade baseline and multiple ESXi patch or extension baselines.

n Multiple upgrade baselines, but only one upgrade baseline per upgrade type (like VMware Tools,
virtual machine hardware, virtual appliance, or host).

For example, VMware Tools Upgrade to Match Host baseline, VM Hardware Upgrade to Match Host
baseline and one VA Upgrade to Latest baseline. You cannot create a baseline group containing two
virtual appliance upgrade baselines.

Attaching Baselines and Baseline Groups to vSphere Objects
Draft comment filepath: GUID-03543BF5-8B46-4B84-979C-37354C550C12.xml

To use baselines and baseline groups, you must attach them to selected inventory objects such as container
objects, virtual machines, virtual appliances, or hosts. You can attach baselines and baseline groups to
vSphere objects from both the Update Manager Client and the Update Manager Web Client.

Although you can attach baselines and baseline groups to individual objects, a more efficient method is to
attach them to container objects, such as folders, vApps, clusters, and data centers. Individual vSphere
objects inherit baselines attached to the parent container object. Removing an object from a container
removes the inherited baselines from the object.
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For a detailed description of the procedure, see “Attach Baselines and Baseline Groups to Objects,”
on page 91 for Update Manager Client or “Attach Baselines and Baseline Groups to Objects in Update
Manager Web Client,” on page 92.

Scanning Selected vSphere Objects
Draft comment filepath: GUID-2E20CB3E-BD7B-425A-ACFE-F8B89CEF3DD7.xml

Scanning is the process in which attributes of a set of hosts, virtual machines, or virtual appliances are
evaluated against all patches, extensions, and upgrades in the attached baselines or baseline groups,
depending on the type of scan you select.

You can scan a host installation to determine whether the latest patches or extensions are applied, or you
can scan a virtual machine to determine whether it is up to date with the latest virtual hardware or
VMware Tools version.

Update Manager supports the following types of scan:

Host patch scan You can perform patch scans on ESXi 5.0 and later.

Host extensions scan You can scan ESXi 5.0 and later for extensions (additional software modules).

Host upgrade scan You can scan ESXi 5.x for upgrading to ESXi 6.0.

VMware Tools scan You can scan virtual machines running Windows or Linux for the latest
VMware Tools version. You can perform VMware Tools scans on online as
well as offline virtual machines and templates. You should power on the
virtual machine at least once before performing a VMware Tools scan.

Virtual machine
hardware upgrade scan

You can scan virtual machines running Windows or Linux for the latest
virtual hardware supported on the host. You can perform hardware-upgrade
scans on online as well as offline virtual machines and templates.

Virtual appliance
upgrade scan

You can scan powered-on virtual appliances that are created with VMware
Studio 2.0 and later.

You can use VMware Studio 2.0 and later to automate the creation of ready-to-deploy vApps with pre-
populated application software and operating systems. VMware Studio adds a network agent to the guest
so that vApps bootstrap with minimal effort. Configuration parameters specified for vApps appear as OVF
properties in the vCenter Server deployment wizard. For more information about VMware Studio, see the
VMware SDK and API documentation for VMware Studio. For more information about vApp, you can also
check the VMware blog site. You can download VMware Studio from the VMware Web site.

You can initiate scans on container objects, such as datacenters, clusters, vApps, or folders, to scan all the
ESXi hosts or virtual machines and appliances contained in the container object.

You can configure Update Manager to scan virtual machines, virtual appliances, and ESXi hosts against
baselines and baseline groups by manually initiating or scheduling scans to generate compliance
information. You should schedule scan tasks at a datacenter or vCenter Server system level to make sure
that scans are up to date.

For manual and scheduled scanning procedures, see Chapter 11, “Scanning vSphere Objects and Viewing
Scan Results,” on page 95.
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Reviewing Scan Results
Draft comment filepath: GUID-D8DFE1E6-CD37-4B0D-919C-82F7DE218F46.xml

Update Manager scans vSphere objects to determine how they comply with baselines and baseline groups
that you attach. You can filter scan results by text search, group selection, baseline selection, and compliance
status selection.

When you select a container object, you view the overall compliance status of the container against the
attached baselines as a group. You also see the individual compliance statuses of the objects in the selected
container against all baselines. If you select an individual baseline attached to the container object, you see
the compliance status of the container against the selected baseline.

If you select an individual virtual machine, appliance, or host, you see the overall compliance status of the
selected object against all attached baselines and the number of updates. If you select an individual baseline
attached to this object, you see the number of updates grouped by the compliance status for that baseline.

The compliance information is displayed on the Update Manager tab. For more information about viewing
compliance information, see “Viewing Scan Results and Compliance States for vSphere Objects,” on
page 99.

Staging Patches and Extensions to Hosts
Draft comment filepath: GUID-0457CB25-1104-4A39-9B46-DD8CBE46F3FE.xml

You can stage patches and extensions before remediation to ensure that the patches and extensions are
downloaded to the host. Staging patches and extensions is an optional step that can reduce the time during
which hosts are in maintenance mode.

Staging patches and extensions to hosts that are running ESXi 5.0 or later lets you download the patches and
extensions from the Update Manager server to the ESXi hosts without applying the patches or extensions
immediately. Staging patches and extensions speeds up the remediation process because the patches and
extensions are already available locally on the hosts.

IMPORTANT   Update Manager can stage patches to PXE booted ESXi hosts.

For more information about staging patches, see “Stage Patches and Extensions to ESXi Hosts,” on
page 119.

Remediating Selected vSphere Objects
Draft comment filepath: GUID-A20F1D74-2532-4AE0-9150-718D79EC4C21.xml

Remediation is the process in which Update Manager applies patches, extensions, and upgrades to ESXi
hosts, virtual machines, or virtual appliances after a scan is complete.

Remediation makes the selected vSphere objects compliant with patch, extension, and upgrade baselines.

As with scanning, you can remediate single hosts, virtual machines, or virtual appliances, and you can also
initiate remediation on the folder, cluster, or datacenter level, as well as on all objects in your virtual
infrastructure.

Update Manager supports remediation for the following inventory objects:

n Powered on, suspended, or powered off virtual machines and templates for VMware Tools and virtual
machine hardware upgrade.

n Powered on virtual appliances that are created with VMware Studio 2.0 and later, for virtual appliance
upgrade.

n ESXi hosts for patch, extension, and upgrade remediation.
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You can remediate the objects in your vSphere inventory by using either manual remediation or scheduled
remediation. For more information about manual and scheduled remediation, see Chapter 12, “Remediating
vSphere Objects,” on page 113.

Remediating Hosts
Draft comment filepath: GUID-A20F1D74-2532-4AE0-9150-718D79EC4C21.xml

Update Manager 6.0 supports upgrade from ESXi 5.x to ESXi 6.0.

IMPORTANT   You can patch PXE booted ESXi hosts if you enable the setting from the ESX Host/Cluster
Settings page of the Configuration tab or from the Remediate wizard.

After you upload ESXi images, upgrades for ESXi hosts are managed through baselines and baseline groups.

Typically hosts are put into maintenance mode before remediation if the update requires it. Virtual
machines cannot run when a host is in maintenance mode. To ensure a consistent user experience,
vCenter Server migrates the virtual machines to other hosts within a cluster before the host is put in
maintenance mode. vCenter Server can migrate the virtual machines if the cluster is configured for vMotion
and if VMware Distributed Resource Scheduler (DRS) and VMware Enhanced vMotion Compatibility (EVC)
are enabled. EVC is not a prerequisite for vMotion. EVC guarantees that the CPUs of the hosts are
compatible. For other containers or individual hosts that are not in a cluster, migration with vMotion cannot
be performed.

IMPORTANT   After you have upgraded your host to ESXi 6.0, you cannot roll back to your version ESXi 5.x
software. Back up your host configuration before performing an upgrade. If the upgrade fails, you can
reinstall the ESXi 5.x software that you upgraded from, and restore your host configuration. For more
information about backing up and restoring your ESXi configuration, see vSphere Upgrade.

Remediation of ESXi 5.0, 5.1 and 5.5 hosts to their respective ESXi update releases is a patching process,
while the remediation of ESXi hosts from version 5.x to 6.0 is an upgrade process.

Remediating Virtual Machines and Virtual Appliances
Draft comment filepath: GUID-A20F1D74-2532-4AE0-9150-718D79EC4C21.xml

You can upgrade virtual appliances, VMware Tools, and the virtual hardware of virtual machines to a later
version. Upgrades for virtual machines are managed through the Update Manager default virtual machine
upgrade baselines. Upgrades for virtual appliances can be managed through both the Update Manager
default virtual appliance baselines and custom virtual appliance upgrade baselines that you create.

NOTE   Update Manager 6.0 does not support virtual machines patch baselines.

Orchestrated Upgrades
Draft comment filepath: GUID-A20F1D74-2532-4AE0-9150-718D79EC4C21.xml

With Update Manager, you can perform orchestrated upgrades of hosts and virtual machines. Orchestrated
upgrades allow you to upgrade hosts and virtual machines in your vSphere inventory by using baseline
groups.

You can perform an orchestrated upgrade of hosts by using a baseline group that contains a single host
upgrade baseline and multiple patch or extension baselines. Update Manager first upgrades the hosts and
then applies the patch or extension baselines.

You can perform an orchestrated upgrade of virtual machines by using a virtual machine baseline group
that contains the following baselines:

n VM Hardware Upgrade to Match Host

n VMware Tools Upgrade to Match Host
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You can use orchestrated upgrades to upgrade the virtual hardware and VMware Tools of virtual machines
in the inventory at the same time. The VMware Tools upgrade baseline runs first, followed by the virtual
machine hardware upgrade baseline.

Orchestrated upgrades can be performed at a cluster, folder, or datacenter level.
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System Requirements 2
Draft comment filepath: GUID-5DDE6448-700F-40C1-BEC5-7C202C5C3A27.xml

To be able to run and use the Update Manager server and the Update Manager Client plug-in you must
ensure that your environment satisfies certain conditions. You also must ensure that the vCenter Server,
vSphere Client and Update Manager are of compatible versions.

Before you install Update Manager, you must set up an Oracle or Microsoft SQL Server database. If your
deployment is relatively small and contains up to 5 hosts and 50 virtual machines, you can use the bundled
Microsoft SQL Server 2012 Express database, which you can install during the Update Manager installation.

You can install the Update Manager server component on the same computer as vCenter Server or on a
different computer. After you install the Update Manager server component, to use Update Manager, you
must install the Update Manager Client plug-in and enable it on the vSphere Client.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, you can install and register Update Manager instances with each vCenter Server system.

This chapter includes the following topics:

n “Update Manager Hardware Requirements,” on page 23

n “Supported Operating Systems and Database Formats,” on page 24

n “Update Manager Compatibility with vCenter Server, vSphere Client and vSphere Web Client,” on
page 24

n “Required Database Privileges,” on page 25

Update Manager Hardware Requirements
Draft comment filepath: GUID-16BAD583-A12B-4105-9736-F12EDE2D2E1A.xml

You can run Update Manager on any system that meets the minimum hardware requirements.

Minimum hardware requirements for Update Manager vary depending on how Update Manager is
deployed. If the database is installed on the same machine as Update Manager, requirements for memory
size and processor speed are higher. To ensure acceptable performance, verify that your system meets the
minimum hardware requirements.

Table 2‑1.  Minimum Hardware Requirements

Hardware Requirements

Processor Intel or AMD x86 processor with two or more logical cores, each with a speed of 2GHz

Network 10/100 Mbps

For best performance, use a Gigabit connection between Update Manager and the ESXi
hosts
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Table 2‑1.  Minimum Hardware Requirements (Continued)

Hardware Requirements

Memory 2GB RAM if Update Manager and vCenter Server are on different machines

8GB RAM if Update Manager and vCenter Server are on the same machine

Update Manager uses a SQL Server or Oracle database. You should use a dedicated database for
Update Manager, not a database shared with vCenter Server, and should back up the database periodically.
Best practice is to have the database on the same computer as Update Manager or on a computer in the local
network.

Depending on the size of your deployment, Update Manager requires a minimum amount of free space per
month for database usage. For more information about space requirements, see the VMware vSphere Update
Manager Sizing Estimator.

Supported Operating Systems and Database Formats
Draft comment filepath: GUID-0F3FC3B9-EA82-40F6-9D56-0C0EEB256942.xml

Update Manager works with specific databases and operating systems.

The Update Manager server requires a 64-bit Windows system.

NOTE   Make sure the system on which you are installing the Update Manager server is not an Active
Directory domain controller.

The Update Manager plug-in requires the vSphere Client, and works with the same operating systems as
the vSphere Client.

Update Manager scans and remediates Windows and Linux virtual machines for VMware Tools and virtual
hardware upgrades.

The Update Manager server requires SQL Server or Oracle database. Update Manager can handle small-
scale environments using the bundled SQL Server 2012 Express. For environments with more than 5 hosts
and 50 virtual machines, create either an Oracle or a SQL Server database for Update Manager. For large
scale environments, you should set up the Update Manager database on a different computer than the
Update Manager server and the vCenter Server database.

To see a list of operating systems on which you can install the Update Manager server and the UMDS, see 
Supported host operating systems for VMware vCenter Server installation. The supported host operating
systems for vCenter Server installation listed in the article also apply for installation of the respective
versions of the Update Manager server and the UMDS.

To see a list of database formats that are compatible with the Update Manager server and the UMDS, select
the Solution/Database Interoperability option from the VMware Product Interoperability Matrixes at 
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

Update Manager Compatibility with vCenter Server , vSphere Client
and vSphere Web Client
Draft comment filepath: GUID-A97488D7-D97B-4141-86A1-E80E61232E6A.xml

Update Manager and vCenter Server must be of compatible versions. The Update Manager Client come as a
standalone installer in vSphere 6.0. The Update Manager Web Client is automatically enabled on a
vSphere Web Client of a compatible version after installation of the Update Manager server.

Update Manager is compatible with vCenter Server, vSphere Client and vSphere Web Client of the same
version.
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Update Manager 6.0 is compatible only with vCenter Server 6.0. Although multiple versions of the
Update Manager Client plug-in might coexist on the same computer, the Update Manager Client plug-in of
version 6.0 can be installed and enabled only on vSphere Client 5.5.

During installation you connect the Update Manager 6.0 server to a vCenter Server 6.0 system. After the
installation, the Update Manager Web Client 6.0 is automatically enabled on the vSphere Web Client 6.0 that
you use to connect to this vCenter Server system.

To see more information about the Update Manager compatibility with vCenter Server, vSphere Client and
vSphere Web Client, select the Solution Interoperability option from the VMware Product Interoperability
Matrixes at http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

Required Database Privileges
Draft comment filepath: GUID-D1B48445-EFE5-4AB5-B749-D1010F003B60.xml

The set of database privileges needed for the Update Manager installation and upgrade differs from the set
of privileges needed for the Update Manager administration.

Before installing or upgrading Update Manager, you must grant adequate privileges to the database user.

Table 2‑2.  Database Privileges Needed for Installation or Upgrade of Update Manager

Database Privileges

Oracle Either assign the DBA role, or grant the following set of privileges to the Update Manager Oracle
database user.
n connect
n execute on dbms_lock
n create view
n create procedure
n create table
n create sequence
n create any sequence
n create any table
n create type
n unlimited tablespace

Microsoft SQL
Server

Make sure that the database user has either a sysadmin server role or the db_owner fixed database
role on the Update Manager database and the MSDB database. Although the db_owner role is
required for the upgrade, SQL jobs are not created as part of the Update Manager installation or
upgrade.

To run Update Manager, you must grant a set of minimum privileges to the database user.

Table 2‑3.  Database Privileges Needed for Using Update Manager

Database Privileges

Oracle The minimum required privileges of the Oracle database user are the following:
n create session
n create any table
n drop any table

Microsoft SQL
Server

The database user must have either a sysadmin server role or the db_owner fixed database role on
the Update Manager database and the MSDB database.

Chapter 2 System Requirements
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Preparing the Update Manager
Database 3
Draft comment filepath: GUID-10219120-3050-410D-9E6C-2E8BA1DA2FBB.xml

The Update Manager server and Update Manager Download Service require a database to store and
organize server data. Update Manager supports Oracle, Microsoft SQL Server databases.

Before installing the Update Manager server, you must create a database instance and configure it to ensure
that all Update Manager database tables can be created in it. You can install and configure the Microsoft
SQL Server 2012 Express database that is embedded with Update Manager. Microsoft SQL Server 2012
Express is recommended for small deployments of up to 5 hosts and 50 virtual machines.

To use Microsoft SQL Server and Oracle databases, you must configure a 32-bit system DSN and test it with
ODBC.

IMPORTANT   Although you can install the Update Manager server only on 64-bit machines, Update Manager
is a 32-bit application and requires a 32-bit DSN.

The Update Manager database you use can be the same as the vCenter Server database. You can also use a
separate database, or you can use existing database clusters. For best results in a large scale environment,
you should use a dedicated Update Manager database that is located on a different computer than the
vCenter Server system database.

The Update Manager server requires administrative credentials to connect to the database. If the database
user name and password change after you install the Update Manager server or UMDS, you can reconfigure
Update Manager and UMDS without the need to reinstall them. See Reconfiguring VMware vSphere Update
Manager.

Before you begin the database setup, review the supported databases. If you create an ODBC connection to a
database server that is not supported, a DSN for the unsupported database might be displayed in the drop-
down menu of the Update Manager installation wizard. For more information about the supported database
patches, see VMware Product Interoperability Matrixes. If you do not prepare your database correctly, the
Update Manager installer might display error or warning messages.

This chapter includes the following topics:

n “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 28

n “About the Bundled Microsoft SQL Server 2012 Express Database Package,” on page 28

n “Maintaining Your Update Manager Database,” on page 28

n “Configure a Microsoft SQL Server Database Connection,” on page 28

n “Configure an Oracle Database,” on page 30

VMware, Inc.  27



Create a 32-Bit DSN on a 64-Bit Operating System
Draft comment filepath: GUID-042604BA-C226-46B4-A2CE-B2CDD8FE9302.xml

You can install or upgrade the Update Manager server on 64-bit operating systems. Even though
Update Manager runs on 64-bit operating systems, it is a 32-bit application and requires a 32-bit DSN.

The requirement for a 32-bit DSN applies to all supported databases. By default, any DSN created on a 64-
bit system is a 64-bit DSN.

Procedure

1 Install the ODBC drivers.

n For Microsoft SQL Server database servers, install the 64-bit database ODBC drivers on your
Microsoft Windows system. When you install the 64-bit drivers, the 32-bit drivers are installed
automatically.

n For Oracle database servers, install the 32-bit database ODBC drivers on your Microsoft Windows
system.

2 Run the 32-bit ODBC Administrator application, located at [WindowsDir]\SysWOW64\odbcad32.exe.

3 Use the application to create your DSN.

You now have a DSN that is compatible with the Update Manager server. When the Update Manager
installer prompts you for a DSN, you should select the 32-bit DSN.

About the Bundled Microsoft SQL Server 2012 Express Database
Package
Draft comment filepath: GUID-CE1BD24A-24CB-4FD9-9681-6E1267DC9C50.xml

The Microsoft SQL Server 2012 Express database package is installed and configured when you select
Microsoft SQL Server 2012 Express as your database during the Update Manager installation or upgrade.

No additional configuration is required.

Maintaining Your Update Manager Database
Draft comment filepath: GUID-2FF3CC8F-A75A-4694-ACE3-D6F3661A6A1B.xml

After your Update Manager database instance and Update Manager server are installed and operational,
perform standard database maintenance processes.

Maintaining your Update Manager database involves several tasks:

n Monitoring the growth of the log file and compacting the database log file, as needed. See the
documentation for the database type that you are using.

n Scheduling regular backups of the database.

n Backing up the database before any Update Manager upgrade.

See your database documentation for information about backing up your database.

Configure a Microsoft SQL Server Database Connection
Draft comment filepath: GUID-3DEAFE90-8C71-467E-AF81-918418596982.xml

When you install Update Manager, you can establish an ODBC connection with a SQL Server database.

If you use SQL Server for Update Manager, do not use the master database.
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See your Microsoft SQL ODBC documentation for specific instructions on configuring the SQL Server
ODBC connection.

Procedure

1 Create a SQL Server database by using SQL Server Management Studio on SQL Server.

The Update Manager installer creates all tables, procedures, and user-defined functions (UDF) within
the default schema of the database user that you use for Update Manager. This default schema does not
necessarily have to be dbo schema.

2 Create a SQL Server database user with database operator (DBO) rights.

Make sure that the database user has either a sysadmin server role or the db_owner fixed database role
on the Update Manager database and the MSDB database.

The db_owner role on the MSDB database is required for installation and upgrade only.

Create a New Data Source (ODBC)
Draft comment filepath: GUID-132F07F5-46FB-4AAC-A0EC-162893F571BB.xml

To prepare a Microsoft SQL Server database to work with Update Manager, you have to create a new data
source (ODBC).

Procedure

1 On your Update Manager server system, run the 32-bit ODBC Administrator application, located at
[WindowsDir]\SysWOW64\odbcad32.exe.

2 Click the System DSN tab.

3 Create or modify an ODBC system data source.

Option Action

Create an ODBC system data
source

a Click Add.
b For Microsoft SQL Server 2008, Microsoft SQL Server 2008 R2 Express,

Microsoft SQL Server 2012, or Microsoft SQL Server 2014 select SQL
Native Client, and click Finish.

Modify an existing ODBC system
data source

Double-click the ODBC system data source that you want to modify.

 
To see a detailed list of all Microsoft SQL Server database versions that are compatible with the
Update Manager server and the UMDS, select the Solution/Database Interoperability option from the
VMware Product Interoperability Matrixes at 
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

4 In the Microsoft SQL Server DSN Configuration window, enter the necessary information and click
Next.

a Type an ODBC DSN in the Name text field.

For example, type VUM.

b (Optional) Type an ODBC DSN description in the Description text field.

c Select the SQL Server name from the Server drop-down menu.

Type the SQL Server machine name in the text field if you cannot find it in the drop-down menu.
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5 Configure the SQL Server authentication, and click Next.

n If you are using a local SQL Server, you can select Integrated Windows NT authentication.

n If you are using a remote SQL Server, you must use the SQL Server authentication method.
If you use the SQL Server authentication method, in the Update Manager installation wizard supply the
same user name, password, and ODBC DSN that you used to configure the ODBC.

IMPORTANT   Update Manager does not support Windows authentication of the database when the
database is located on a different machine because of local system account issues. Make sure that if the
Update Manager database is located on a remote machine, the database and the system DSN use SQL
Server authentication.

6 Select a database from the Change the default database to drop-down menu, specify the ANSI settings,
and click Next.

7 Specify the language and translation settings, where to save the log files, and click Finish.

What to do next

To test the data source, in the ODBC Microsoft SQL Server Setup window, click Test Data Source, and click
OK. Ensure that SQL Agent is running on your database server by double-clicking the SQL Server icon in
the system tray.

Identify the SQL Server Authentication Type
Draft comment filepath: GUID-CC13EE6F-633C-4C6F-9F16-9F6B79095242.xml

You can identify whether your SQL Server is using Windows NT or SQL Server authentication.

Procedure

1 Open SQL Server Enterprise Manager.

2 Click the Properties tab.

3 Check the connection type.

Configure an Oracle Database
Draft comment filepath: GUID-83A9AE3B-4EC1-4CA8-9071-10D3D70BC006.xml

To use an Oracle database for Update Manager, you must first set up the database.

Procedure

1 Download Oracle 11g or Oracle 12c from the Oracle Web site, install it, and create a database (for
example, VUM).

Make sure that the TNS Listener is up and running, and test the database service to be sure it is
working.

2 Download Oracle ODBC from the Oracle Web site.

NOTE   For Oracle database servers of version 11.2.0.3 or 11.2.0.4, use Oracle Instant Client Package -
ODBC of version 11.2.0.2 for 32-bit Microsoft Windows.

3 Install the corresponding Oracle ODBC driver through the Oracle Universal Installer.

4 Increase the number of open cursors for the database.

Add the entry open_cursors = 300 to the ORACLE_BASE\ADMIN\VUM\pfile\init.ora file.

In this example, ORACLE_BASE is the root of the Oracle directory tree.
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Configure an Oracle Connection to Work Locally
Draft comment filepath: GUID-7634463E-0B83-4421-A4EF-458E3D280AF7.xml

You can configure an Oracle connection to work locally with Update Manager.

Prerequisites

Verify that the ODBC data source that you use is a 32-bit system DSN. See “Create a 32-Bit DSN on a 64-Bit
Operating System,” on page 28.

Procedure

1 Create a new tablespace specifically for Update Manager by using the following SQL statement:

CREATE TABLESPACE "VUM" DATAFILE 'ORACLE_BASE\ORADATA\VUM\VUM.dat' SIZE 1000M AUTOEXTEND ON 

NEXT 500K;

In this example, ORACLE_BASE is the root of the Oracle directory tree.

2 Create a user, such as vumAdmin, for accessing this tablespace through ODBC.

CREATE USER vumAdmin IDENTIFIED BY vumadmin DEFAULT TABLESPACE “vum”;

3 Either grant the dba permission to the user, or grant the following specific permissions to the user.

grant connect to vumAdmin

grant resource to vumAdmin

grant create any job to vumAdmin

grant create view to vumAdmin

grant create any sequence to vumAdmin

grant create any table to vumAdmin

grant lock any table to vumAdmin

grant create procedure to vumAdmin

grant create type to vumAdmin

grant execute on dbms_lock to vumAdmin

grant unlimited tablespace to vumAdmin

# To ensure space limitation is not an issue

4 Create an ODBC connection to the database.

These are example settings.

Data Source Name: VUM

TNS Service Name: VUM

User ID: vumAdmin

Configure an Oracle Database to Work Remotely
Draft comment filepath: GUID-D4497AD8-63B5-4C1C-B86B-F3E77594489F.xml

You can configure your Oracle database to work with Update Manager remotely.

Prerequisites

n Verify that the ODBC data source that you use is a 32-bit system DSN. See “Create a 32-Bit DSN on a
64-Bit Operating System,” on page 28.

n Set up a database as described in “Configure an Oracle Database,” on page 30.

Procedure

1 Install the Oracle client on the Update Manager server machine.
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2 Use the Net Configuration Assistant tool to add the entry to connect to the managed host.

VUM =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS=(PROTOCOL=TCP)(HOST=host_address)(PORT=1521))

)

(CONNECT_DATA =(SERVICE_NAME = VUM)

)

)

In this example, host_address is the managed host to which the client needs to connect.

3 (Optional) Edit the tnsnames.ora file located in ORACLE_HOME\network\admin\, as appropriate.

Here, ORACLE_HOME is located under C:\ORACLE_BASE, and it contains subdirectories for Oracle
software executable and network files.

4 Create an ODBC connection to the database.

These are example settings.

Data Source Name: VUM

TNS Service Name: VUM

User Id: vumAdmin

Installing and Administering VMware vSphere Update Manager

32  VMware, Inc.



Installing Update Manager 4
Draft comment filepath: GUID-3632A492-0462-47CF-BC70-C636544F800D.xml

Update Manager consists of a server component and a plug-in component. You can install the
Update Manager server and Update Manager Client plug-in on Windows machines only.

You can install the Update Manager server component either on the same computer as vCenter Server or on
a different computer. To improve performance, especially in large-scale environments, install the
Update Manager server component on a different computer. After you install the Update Manager server
component, to use the Update Manager application, you must install the Update Manager Client plug-in
and enable it on the vSphere Client.

Starting in version 5.1 Update 1, Update Manager provides an Update Manager Web Client plug-in for
vSphere Web Client. After you install the Update Manager server component, the
Update Manager Web Client plug-in is automatically enabled on vSphere Web Client. The
Update Manager Web Client plug-in appears as an Update Manager tab under the Monitor tab in
vSphere Web Client.

You can use Update Manager with a Update Manager instance installed on a Windows machine or with the
VMware vCenter Server Appliance.

The Update Manager 6.0 installer generates a 2048-bit key and self-signed certificate. To replace the self-
signed SSL certificate after installation, you can use the Update Manager Utility.

You can install vCenter Server and the Update Manager server in a heterogeneous network environment,
where one of the machines is configured to use IPv6 and the other is configured to use IPv4. In this case, to
install and enable the Update Manager plug-in, the machine on which vSphere Client is installed must be
configured to use both IPv6 and IPv4.

To run and use Update Manager, you must use a local system account for the machine on which
Update Manager is installed.

VMware uses designated ports for communication. Additionally, the Update Manager server connects to
vCenter Server, ESXi hosts, and the Update Manager Client plug-in on designated ports. If a firewall exists
between any of these elements and Windows firewall service is in use, the installer opens the ports during
the installation. For custom firewalls, you must manually open the required ports.

You can run Update Manager in deployments that you protect using SRM. Use caution before connecting
the Update Manager server to a vCenter Server instance to which the SRM server is connected. Connecting
the Update Manager server to the same vCenter Server instance as SRM might cause problems when you
upgrade SRM or vSphere, and when you perform daily tasks. Check the compatibility and interoperability
of Update Manager with SRM before you deploy.

This chapter includes the following topics:

n “Prerequisites for Installing the Update Manager Server,” on page 34

n “Obtain the Update Manager Installer,” on page 35
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n “Install the Update Manager Server,” on page 36

n “Install the Update Manager Client Plug-In,” on page 38

n “Enable the Update Manager Web Client Plug-In,” on page 38

Prerequisites for Installing the Update Manager Server
Draft comment filepath: GUID-F54C006C-C841-4BCD-8E9F-6CFB3F074144.xml

Before you install the Update Manager server, review the installation prerequisites.

Update Manager Database Requirements
Draft comment filepath: GUID-F54C006C-C841-4BCD-8E9F-6CFB3F074144.xml

Update Manager requires an Oracle or SQL Server database. Update Manager can handle small-scale
environments using the bundled Microsoft SQL Server 2012 Express. For environments with more than 5
hosts and 50 virtual machines, you must create either an Oracle or SQL Server database.

To see a list of database formats that are compatible with the Update Manager server and the UMDS, select
the Solution/Database Interoperability option from the VMware Product Interoperability Matrixes at 
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.

For large-scale environments, set up the database on a machine different than the machines on which the
Update Manager server is installed and the vCenter Server database is located. For more information about
setting up the Update Manager database, see Chapter 3, “Preparing the Update Manager Database,” on
page 27.

n Create a database and 32-bit DSN, unless you are using the bundled Microsoft SQL Server 2012
Express.

n Make sure that if the Update Manager database is located on a remote machine, the database and the
system DSN use SQL Server authentication.

Update Manager does not support Windows authentication of the database when the database is
located on a different machine because of local system account problems.

n If you plan to use the bundled Microsoft SQL Server 2012 Express database, make sure that you install
Microsoft Windows Installer version 4.5 (MSI 4.5) on your system.

n Make sure that the database privileges meet the requirements listed in “Required Database Privileges,”
on page 25.

n Create the 32-bit ODBC connection to a supported database server version by using a supported
database client version.

If you create an ODBC connection to a database server that is of an unsupported version, and your
database client is of a supported version, a DSN for the unsupported database might be displayed in
the drop-down menu of the Update Manager installation wizard.

vCenter Server Installation
Draft comment filepath: GUID-F54C006C-C841-4BCD-8E9F-6CFB3F074144.xml

n Install vCenter Server.

If prompted, you must restart the machine on which vCenter Server is installed. Otherwise, you might
not be able to register Update Manager with vCenter Server, and the Update Manager installation
might fail.

For more information about installing vCenter Server, see vSphere Installation and Setup.
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n Gather the following networking information for the vCenter Server system.

n User name and password for the vCenter Server system.

During the Update Manager installation process, you must register the Update Manager server
with the vCenter Server system. To register Update Manager with vCenter Server, you must
provide the credentials of the vCenter Server user that has the Register extension privilege. For
more information about managing users, groups, roles, and permissions, see vCenter Server and
Host Management.

n Port numbers. In most cases, the default Web service port 80 is used.

n IP address.

If the IP address of the vCenter Server system or Update Manager changes, you can re-register the
Update Manager server with the vCenter Server system. For more information about configuring
the Update Manager server after installation, see Reconfiguring VMware vSphere Update Manager.

Update Manager System Requirements
Draft comment filepath: GUID-F54C006C-C841-4BCD-8E9F-6CFB3F074144.xml

n Make sure that your system meets the requirements specified in Chapter 2, “System Requirements,” on
page 23.

IMPORTANT   You can install the Update Manager 6.0 server component only on a 64-bit machine. Make
sure the system on which you are installing the Update Manager server is not an Active Directory
domain controller.

n Log in as a local Administrator or a domain user that is member of the Administrators group.

Obtain the Update Manager Installer
Draft comment filepath: GUID-0671FBF4-9A00-4D85-824B-D66DB599706A.xml

You install the Update Manager components from the vCenter Server installer for Windows.

Update Manager can only run on a 64-bit Windows operating system. If you want to use a
vCenter Server Appliance to manage your virtual environment, you still need to obtain the vCenter Server
installer for Windows to install the Update Manager server or the UMDS on a Windows host machine of a
supported version.

Prerequisites

Create a My VMware account at https://my.vmware.com/web/vmware/.

Procedure

1 Download the vCenter Server installer from the VMware Web site at 
https://my.vmware.com/web/vmware/downloads.

vCenter Server is part of VMware vCloud Suite and of VMware vSphere, listed under Datacenter &
Cloud Infrastructure.

a Navigate to Downloads > All Products.

b Under Datacenter & Cloud Infrastructure, select View Download Components next to a VMware
vCloud Suite or VMware vSphere.

c Select a version from the Select Version drop-down menu, and click Go to Downloads next to
VMware vCenter Server.

d Download the .iso file of the VMware vCenter Server for Windows and modules.
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2 Confirm that the md5sum is correct.

See the VMware Web site topic Using MD5 Checksums at 
http://www.vmware.com/download/md5.html.

3 Mount the ISO image to the Windows virtual machine or physical server on which you want to install
the Update Manager server or the UMDS.

Install the Update Manager Server
Draft comment filepath: GUID-7DB71999-5B42-4D5F-9202-74823BD2BFC6.xml

The Update Manager installation requires a connection with a single vCenter Server instance. You can
install Update Manager on the same computer on which vCenter Server is installed or on a different
computer.

Prerequisites

n See installation prerequisites in “Prerequisites for Installing the Update Manager Server,” on page 34.

n Check the compatibility and interoperability of the vCenter Server server with S.M. You should use
caution when connecting the Update Manager server to a vCenter Server instance to which the S.M.
server is connected. Connecting the Update Manager server to the same vCenter Server instance as S.M.
might cause problems when you upgrade SRM or vSphere, and when you perform daily operations.

Procedure

1 In the software installer directory, double-click the autorun.exe file and select vSphere Update
Manager > Server.

If you cannot run autorun.exe, browse to the UpdateManager folder and run VMware-UpdateManager.exe.

2 (Optional) Select the option to Use Microsoft SQL Server 2012 Express as the embedded database, and
click Install.

NOTE   Skip this step only if you plan to use another supported Oracle or SQL Server database.

If the Microsoft SQL Server 2012 Express is not present on your system from previous Update Manager
installations, the installation wizard for the Microsoft SQL Server 2012 Express opens.

3 Click Install.

4 Select a language for the installer and click OK.

5 Review the Welcome page and click Next.

6 Read and accept the license agreement, and click Next.

7 Accept the terms in the license agreement and click Next.

8 Review the support information, select whether to download updates from the default download
sources immediately after installation, and click Next.

If you deselect Download updates from default sources immediately after installation, Update
Manager downloads updates once daily according to the default download schedule or immediately
after you click the Download Now button on the Download Settings page. You can modify the default
download schedule after the installation is complete.

If you deselect Download updates from default sources immediately after installation, the update
download task runs after installation, but it does not download any updates.
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9 Type the vCenter Server IP address or name, HTTP port, and the administrative account that the
Update Manager server will use to connect to the vCenter Server system, and click Next.

You can provide an IP address to a vCenter Server instance running on Windows, or a
vCenter Server Appliance.

In vSphere 6.0, the default administrative user account is administrator@vsphere.local.

10 (Optional) Select the database, and click Next.

If you selected to use the embedded Microsoft SQL Server 2012 Express database, the installation
wizard skips this page.

a Use an existing supported database, by selecting your database from the list of DSNs. If the DSN
does not use Windows NT authentication, enter the user name and password for the DSN and click
Next.

IMPORTANT   The DSN must be a 32-bit DSN.

11 (Optional) Select the database options.

n If the system DSN you specify points to an existing Update Manager database with the current
schema, you can either retain your existing database or replace it with an empty one.

n If the system DSN you specify points to an existing Update Manager database with different
schema, on the Database Upgrade page, select Yes, I want to upgrade my Update Manager
database and I have taken a backup of the existing Update Manager database, and click Next.

12 From the drop-down menu, select the IP address or the host name of your Update Manager instance.

If the computer on which you install Update Manager has one NIC, the Update Manager installer
automatically detects the IP address. If the computer has multiple NICs, you must select the correct IP
address or use a DNS name. The DNS name must be resolved from all hosts that this Update Manager
instance will manage.

13 Specify the Update Manager port settings, select whether you want to configure the proxy settings, and
click Next.

NOTE   Use caution when you specify the Update Manager port settings, as you cannot modify them
after installation.

For the SOAP port, you have no limitations to the range of ports used, as long as there are no conflicts.

For the Server port, you can use the following range: 80, 9000-9100. Update Manager automatically
opens ESXi firewall ports in this range to allow outbound HTTP traffic to the patch store.

14 (Optional) Provide information about the proxy server, the port, and whether the proxy should be
authenticated, and click Next.

15 Select the Update Manager installation and patch download directories, and click Next.

If you do not want to use the default locations, you can click Change to browse to a different directory.

16 (Optional) In the warning message about the disk free space, click OK.

This message appears when you try to install Update Manager on a computer that has less than 120GB
free space.

17 Click Install to begin the installation.

18 Click Finish.

The Update Manager server component is installed, and the client component appears as an available plug-
in in the Plug-in Manager of the vSphere Client.
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What to do next

In the vSphere Client, select Plug-ins > Manage Plug-ins to install and enable the Update Manager Client
plug-in.

Install the Update Manager Client Plug-In
Draft comment filepath: GUID-F2F45A52-1849-4F12-BD22-A22EB3F12C54.xml

To use Update Manager, you must install the Update Manager Client plug-in, which is delivered as a plug-
in for the vSphere Client.

You can install the Update Manager Client plug-in on both 32-bit and 64-bit operating systems.

Prerequisites

n Install the Update Manager server.

n Install Microsoft.NET Framework 4.0. You can download it from the vSphere installer.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered.

2 Select Plug-ins > Manage Plug-ins.

3 In the Plug-in Manager window, click Download and install for the VMware vSphere Update Manager
extension.

4 Select a language for the installer and click OK.

5 Review the Welcome page and click Next.

6 Read and accept the license agreement, and click Next.

7 Click Install.

8 Complete the Update Manager Client installation, and click Finish.

The status for the Update Manager extension is displayed as Enabled.

9 Click Ignore if a security warning appears.

The security warning appears when the vSphere client detects a certificate that is not added in the
Trusted Root Certification Authorities store. This is usually the case with the self-signed certificate used
by ESXi hosts by default. For highly secure environments, you must set up a trusted third-party
certificate later.

10 Click Close to close the Plug-in Manager window.

The icon for the Update Manager plug-in is displayed on the vSphere Client Home page under Solutions
and Applications.

Enable the Update Manager Web Client Plug-In
Draft comment filepath: GUID-F30370A3-AFF1-4EC5-AD5B-B2BA24595360.xml

You can use the Update Manager Web Client plug-in to use some of the Update Manager features from the
vSphere Web Client.

Prerequisites

Verify you have the View Compliance Status privilege, otherwise you cannot see and use the
Update Manager Web Client in vSphere Web Client.
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The Update Manager Web Client plug-in is automatically enabled in the vSphere Web Client after you
install the Update Manager server.

The Update Manager Web Client plug-in appears as an Update Manager tab under the Monitor tab in
vSphere Web Client.
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Upgrading Update Manager 5
Draft comment filepath: GUID-88A0BADB-1A3B-45A1-8A34-7A9E91887D31.xml

You can upgrade to Update Manager 6.0 only from Update Manager version 5.x that are installed on a 64-bit
operating system.

If you are running Update Manager of a version earlier than 5.x, or Update Manager that runs on a 32-bit
platform, you cannot perform an in-place upgrade to Update Manager 6.0. You must use the data migration
tool that is provided with Update Manager 5.0 installation media to upgrade your Update Manager system
to Update Manager 5.0 running on a 64-bit operating system, and then perform an in-place upgrade from
version 5.0 to version 6.0. For detailed information how to use the data migration tool, see the Installing and
Administering VMware vSphere Update Manager documentation for Update Manager 5.0.

When you upgrade Update Manager, you cannot change the installation path and patch download location.
To change these parameters, you must install a new version of Update Manager rather than upgrade.

Previous versions of Update Manager use a 512-bit key and self-signed certificate and these are not replaced
during upgrade. If you require a more secure 2048-bit key, you can either perform a fresh installation of
Update Manager 6.0, or use the Update Manager Utility to replace the existing certificate.

Scheduled tasks for virtual machine patch scan and remediation are not removed during the upgrade. After
the upgrade, you can edit and remove scheduled scan tasks that exist from previous releases. You can
remove existing scheduled remediation tasks but you cannot edit them.

Virtual machine patch baselines are removed during the upgrade. Existing scheduled tasks that contain
them run normally and ignore only the scanning and remediation operations that use virtual machine patch
baselines.

You must upgrade the Update Manager database during the Update Manager upgrade. You can select
whether to keep your existing data in the database or to replace it during the upgrade.

The Java Components (JRE) required by Update Manager are installed or upgraded silently on the system
when you install or upgrade Update Manager. Starting with Update Manager 5.5 update 1, you can upgrade
the Java Components separately from an Update Manager upgrade procedure to a version of the Java
Components that is released asynchronously from the Update Manager releases.

This chapter includes the following topics:

n “Upgrade the Update Manager Server,” on page 41

n “Upgrade the Update Manager Java Components,” on page 43

Upgrade the Update Manager Server
Draft comment filepath: GUID-4AF995DD-3240-4E49-953A-A393328AD5E9.xml

To upgrade an instance of Update Manager that is installed on a 64-bit machine, you must first upgrade
vCenter Server to a compatible version.

The Update Manager 6.0 release allows upgrades from only Update Manager 5.x.
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Prerequisites

n Grant the database user the required set of privileges. For more information, see Chapter 3, “Preparing
the Update Manager Database,” on page 27.

n Stop the Update Manager service and back up the Update Manager database. The installer upgrades
the database schema, making the database irreversibly incompatible with previous Update Manager
versions.

Procedure

1 Upgrade vCenter Server to a compatible version.

NOTE   The vCenter Server installation wizard warns you that Update Manager is not compatible when
vCenter Server is upgraded.

If prompted, you must restart the machine that is running vCenter Server. Otherwise, you might not be
able to upgrade Update Manager.

2 In the software installer directory, double-click the autorun.exe file at C:\installer_location, and
select vSphere Update Manager.

If you cannot launch the autorun.exe file, browse to locate the UpdateManager folder and run VMware-
UpdateManager.exe.

3 Select a language and click OK.

4 In the upgrade warning message, click OK.

5 Review the Welcome page and click Next.

6 Read the patent agreement and click Next.

7 Accept the terms in the license agreement and click Next.

8 Review the support information, select whether to delete old upgrade files, select whether to download
updates from the default download sources immediately after installation, and click Next.

If you deselect Delete the old host upgrade files from the repository, you retain files that you cannot
use with Update Manager 6.0.

If you deselect Download updates from default sources immediately after installation,
Update Manager downloads updates once daily according to the default download schedule or
immediately after you click Download Now on the Download Settings page. You can modify the
default download schedule after the installation is complete.

9 Type the vCenter Server system credentials and click Next.

To keep the Update Manager registration with the original vCenter Server system valid, keep the
vCenter Server system IP address and enter the credentials from the original installation.

10 Type the database password for the Update Manager database and click Next.

The database password is required only if the DSN does not use Windows NT authentication.

11 On the Database Upgrade page, select Yes, I want to upgrade my Update Manager database and I
have taken a backup of the existing Update Manager database, and click Next.

12 (Optional) On the Database re-initialization warning page, select to keep your existing remote database
if it is already upgraded to the latest schema.

If you replace your existing database with an empty one, you lose all of your existing data.
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13 Specify the Update Manager port settings, select whether you want to configure the proxy settings, and
click Next.

Configure the proxy settings if the computer on which Update Manager is installed has access to the
Internet.

14 (Optional) Provide information about the proxy server and port, specify whether the proxy should be
authenticated, and click Next.

15 Click Install to begin the upgrade.

16 Click Finish.

You upgraded the Update Manager server.

What to do next

Upgrade the Update Manager Client plug-in.

Upgrade the Update Manager Java Components
Draft comment filepath: GUID-CADBFECE-3248-4038-8F7C-9F308642A454.xml

The required Update Manager Java Components (JRE) are installed or upgraded silently when you install or
upgrade Update Manager. By using a vCenter Server Java components patch, you can also upgrade
Update Manager Java Components separately from Update Manager installer.

By using the separate installer, you can upgrade JRE to a version that is released asynchronously from
Update Manager releases. If an earlier version of JRE is present on the system, this procedure upgrades it.

When Update Manager runs on the same system as the vCenter Server, if an earlier version of
vCenter Server tc Server is present on that system, this procedure also upgrades the vCenter Server tc Server
component.

During the patch process, the Update Manager undergoes a downtime as the vCenter Server Java
Components patch restarts the Update Manager service.

Prerequisites

n Download the vCenter Server Java Components patch from VMware downloads page at 
https://my.vmware.com/web/vmware/downloads. The name format is VMware-VIMPatch-5.5.0-
build_number-YYYYMMDD.iso

n Stop any running Update Manager operations, such as scanning, staging, or remediation.

Procedure

1 On the system where Update Manager is installed, mount the ISO of the vCenter Server Java
Components patch.

2 In Windows Explorer, double-click the file ISO_mount_directory/autorun.exe.

A vCenter Server Java Components Update wizard opens.

3 Click Patch All.

If the Java components on the Update Manager system are up to date, a status message that confirms
that is displayed.

If the Java components on the Update Manager system are not up to date, they are silently upgraded.

When clicking the Patch All button, if vCenter Server, vCenter Single Sign-On, vCenter Inventory
Service or vSphere Web Client are also installed on the system where Update Manager is installed, the
Java components for all of these are also silently upgraded.
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The Java components are upgraded on the Update Manager system.
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Best Practices and
Recommendations for
Update Manager Environment 6
Draft comment filepath: GUID-E1D02025-5967-4740-B535-EEB1CDFAED66.xml

You can install Update Manager on the server on which vCenter Server runs or on a different server.

The Update Manager server and client plug-ins must be the same version. Update Manager and
vCenter Server, and the vSphere Client must be of a compatible version. For more information about
compatibility, see “Update Manager Compatibility with vCenter Server, vSphere Client and vSphere Web
Client,” on page 24.

Update Manager has two deployment models:

Internet-connected
model

The Update Manager server is connected to the VMware patch repository,
and third-party patch repositories (for ESXi 5.x and ESXi 6.0 hosts, as well as
for virtual appliances). Update Manager works with vCenter Server to scan
and remediate the virtual machines, appliances, hosts, and templates.

Air-gap model Update Manager has no connection to the Internet and cannot download
patch metadata. In this model, you can use UMDS to download and store
patch metadata and patch binaries in a shared repository. To scan and
remediate inventory objects, you must configure the Update Manager server
to use a shared repository of UMDS data as a patch datastore. For more
information about using UMDS, see Chapter 8, “Installing, Setting Up, and
Using Update Manager Download Service,” on page 49.

Outside of DRS clusters, you might not be able to remediate the host running the Update Manager or
vCenter Server virtual machines by using the same vCenter Server instance, because the virtual machines
cannot be suspended or shut down during remediation. You can remediate such a host by using separate
vCenter Server and Update Manager instances on another host. Inside DRS clusters, if you start a
remediation task on the host running the vCenter Server or Update Manager virtual machines, DRS
attempts to migrate the virtual machines to another host, so that the remediation succeeds. If DRS cannot
migrate the virtual machine running Update Manager or vCenter Server, the remediation fails. Remediation
also fails if you have selected the option to power off or suspend the virtual machines before remediation.
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Update Manager Deployment Models and Their Usage
Draft comment filepath: GUID-BA597036-E3F9-4D4E-9FCC-9BF63EF79594.xml

You can use the different Update Manager deployment models in different cases, depending on the size of
your system.

You can use one of several common host-deployment models for Update Manager server:

All-in-one model vCenter Server and Update Manager server are installed on one host and
their database instances are on the same host. This model is most reliable
when your system is relatively small.

Medium deployment
model

vCenter Server and Update Manager server are installed on one host and
their database instances are on two separate hosts. This model is
recommended for medium deployments, with more than 300 virtual
machines or 30 hosts.

Large deployment
model

vCenter Server and Update Manager server run on different hosts, each with
its dedicated database server. This model is recommended for large
deployments when the datacenters contain more than 1,000 virtual machines
or 100 hosts.
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Uninstalling Update Manager 7
Draft comment filepath: GUID-307AF332-DE11-40E7-844F-39FC953E6B99.xml

Update Manager has a relatively small impact on computing resources such as disk space. Unless you are
certain that you want to remove Update Manager, leave an existing installation in place for later use and
disable the Update Manager Client plug-in.

The Update Manager server and Update Manager Client plug-in can be uninstalled separately.

The Update Manager Web Client is automatically removed from the vSphere Web Client after you uninstall
the Update Manager server.

This chapter includes the following topics:

n “Uninstall the Update Manager Server,” on page 47

n “Uninstall the Update Manager Client Plug-In,” on page 47

Uninstall the Update Manager Server
Draft comment filepath: GUID-33B00587-5313-4B0A-86E6-CD39EBA805FF.xml

You can uninstall the Update Manager server component.

Procedure

1 From the Windows Start menu, select Settings > Control Panel > Add or Remove Programs.

2 Select VMware vSphere Update Manager and click Remove.

The Update Manager server component is uninstalled from your system. All downloaded metadata and
binaries, as well as log data remain on the machine where Update Manager was installed.

The Update Manager Web Client is automatically removed from the vSphere Web Client.

Uninstall the Update Manager Client Plug-In
Draft comment filepath: GUID-DBB31189-3CD4-48A8-8CB4-D0F97603E29F.xml

If you uninstall Update Manager, you might also want to uninstall the Update Manager Client plug-in from
the vSphere Client.

Prerequisites

Check if you have McAfee software installed on the system the Update Manager plug-in runs on. In case
McAfee software runs in the same system as Update Manager, you cannot uninstall the Update Manager
Client plug-in. To successfully uninstall the Update Manager Client plug-in, first disable all McAfee
services, then uninstall the Update Manager Client plug-in and enable the McAfee services again.
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Procedure

1 From the Windows Start menu, select Settings > Control Panel > Add or Remove Programs.

2 Select VMware vSphere Update Manager Client and click Remove.

After you uninstall the Update Manager plug-in, the Update Manager icon is no longer available in the
vSphere Client.
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Installing, Setting Up, and Using
Update Manager Download Service 8
Draft comment filepath: GUID-AB1032CF-2C9A-44E5-94BA-216396F167F9.xml

VMware vSphere Update Manager Download Service (UMDS) is an optional module of Update Manager.
UMDS downloads upgrades for virtual appliances, patch metadata, patch binaries, and notifications that
would not otherwise be available to the Update Manager server.

For security reasons and deployment restrictions, vSphere, including Update Manager, might be installed in
a secured network that is disconnected from other local networks and the Internet. Update Manager
requires access to patch information to function properly. In such an environment, you can install UMDS on
a computer that has Internet access to download upgrades, patch binaries, and patch metadata, and then
export the downloads to a portable media drive so that they become accessible to the Update Manager
server.

In a deployment where the machine on which Update Manager is installed has no Internet access, but is
connected to a server that has Internet access, you can automate the export process and transfer files from
UMDS to the Update Manager server by using a Web server on the machine on which UMDS is installed.

UMDS 6.0 supports patch recalls and notifications. A patch is recalled if the released patch has problems or
potential issues. After you download patch data and notifications with UMDS, and export the downloads so
that they become available to the Update Manager server, Update Manager deletes the recalled patches and
displays the notifications on the Update Manager Notifications tab. For more information about patch
recalls and notifications, see “Configuring and Viewing Notifications,” on page 66.

This chapter includes the following topics:

n “Installing UMDS,” on page 49

n “Setting Up and Using UMDS,” on page 52

Installing UMDS
Draft comment filepath: GUID-4D5E4C9E-960A-434B-9C40-EEE85B9CB791.xml

You can install and use UMDS to download virtual appliance upgrades, patch binaries, patch metadata, and
notifications if Update Manager does not have access to the Internet. The machine on which you install
UMDS must have Internet access.

NOTE   You cannot upgrade UMDS 5.x to UMDS 6.0. You can perform a fresh installation of UMDS 6.0
according to all system requirements, and use an existing patch store from UMDS 5.x. You can install UMDS
only on 64-bit machines.

Before installing UMDS, you must create a database instance and configure it to ensure that all tables are
placed in it. You must configure a 32-bit DSN and test the DSN from ODBC. If you are using Microsoft SQL
Server 2012 Express, you can install and configure the database when you install UMDS.
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Installing UMDS 6.0 in an Environment with Update Manager 6.0 Instances Only
Draft comment filepath: GUID-4D5E4C9E-960A-434B-9C40-EEE85B9CB791.xml

In the UMDS 6.0 installation wizard, you can select the patch store to be an existing download directory
from an earlier UMDS 5.x installation and reuse the applicable downloaded updates in UMDS 6.0. You
should uninstall existing UMDS 5.x instances before reusing the patch store. Once you associate an existing
download directory with UMDS 6.0, you cannot use it with earlier UMDS versions.

If you install UMDS with an existing download directory, make sure that you perform at least one
download by using UMDS 6.0 before you export updates.

Installing UMDS 6.0 in an Environment with both Update Manager 5.x and
Update Manager 6.0 Instances
Draft comment filepath: GUID-4D5E4C9E-960A-434B-9C40-EEE85B9CB791.xml

You should not install UMDS 6.0 with an existing UMDS 5.x download directory if your environment
contains both Update Manager 5.x and Update Manager 6.0 instances. In such a case, you need a UMDS 5.x
and a UMDS 6.0 installation on two separate machines, in order to export updates for the respective
Update Manager versions.

Regardless of the version, you must not install the UMDS on the same machine as the Update Manager
server.

Compatibility Between UMDS and the Update Manager Server
Draft comment filepath: GUID-EEAD2F70-5BCC-4CF3-9EDA-B7151AEA92E9.xml

UMDS must be of a version that is compatible with the Update Manager server.

Update Manager can work with a certain UMDS version if the metadata and structure of the patch store that
UMDS exports is compatible with Update Manager, and if the data can be imported and used by the
Update Manager server.

UMDS 6.0 is compatible and can work with Update Manager 5.x and their respective update releases, and
with Update Manager 6.0.

Install UMDS
Draft comment filepath: GUID-22BF9083-09FA-43F3-ACD2-1315A84419D9.xml

Install UMDS if the machine on which Update Manager is installed does not have access to the Internet.

Prerequisites

n Verify that the machine on which you install UMDS has Internet access, so that UMDS can download
upgrades, patch metadata and patch binaries.

n Uninstall UMDS 1.0.x, UMDS 4.x, or UMDS 5.x if it is installed on the machine. If such a version of
UMDS is already installed, the installation wizard displays an error message and the installation cannot
proceed.

n Before you install UMDS create a database instance and configure it. If you install UMDS on 64-bit
machine, you must configure a 32-bit DSN and test it from ODBC. The database privileges and
preparation steps are the same as the ones used for Update Manager. For more information, see 
Chapter 3, “Preparing the Update Manager Database,” on page 27.

n If you plan to use the bundled Microsoft SQL Server 2012 Express database, make sure that you install
Microsoft Windows Installer version 4.5 (MSI 4.5) on your system.

n UMDS and Update Manager must be installed on different machines.

Installing and Administering VMware vSphere Update Manager

50  VMware, Inc.



n To ensure optimal performance, install UMDS on a system with requirements same as the ones for the
Update Manager server listed in Chapter 2, “System Requirements,” on page 23.

Procedure

1 In the software installer directory, double-click the autorun.exe file and select vSphere Update
Manager > Download Service.

If you cannot run autorun.exe, browse to the umds folder and run VMware-UMDS.exe.

2 (Optional) Select the option to Use Microsoft SQL Server 2012 Express as the embedded database, and
click Install.

NOTE   Skip this step only if you plan to use another supported Oracle or SQL Server database.

If the Microsoft SQL Server 2012 Express is not present on your system from previous Update Manager
installations, the installation wizard for the Microsoft SQL Server 2012 Express opens.

3 Click Install.

4 Select the language for the installation and click OK.

5 (Optional) If the wizard prompts you, install the required items such as Windows Installer 4.5.

This step is required only if Windows Installer 4.5 is not present on your machine and you must
perform it the first time you install a vSphere 5.x product. After the system restarts, the installer
launches again.

6 Review the Welcome page and click Next.

7 Read and accept the license agreement, and click Next.

8 Accept the terms in the license agreement and click Next.

9 (Optional) Select the database, and click Next.

If you selected to use the embedded Microsoft SQL Server 2012 Express database, the installation
wizard skips this page.

a Use an existing supported database, by selecting your database from the list of DSNs. If the DSN
does not use Windows NT authentication, enter the user name and password for the DSN and click
Next.

IMPORTANT   The DSN must be a 32-bit DSN.

10 Enter the Update Manager Download Service proxy settings and click Next.

11 Select the Update Manager Download Service installation and patch download directories and click
Next.

If you do not want to use the default locations, you can click Change to browse to a different directory.
You can select the patch store to be an existing download directory from a previous UMDS 5.x
installation and reuse the applicable downloaded updates in UMDS 6.0. After you associate an existing
download directory with UMDS 6.0, you cannot use it with earlier UMDS versions.

12 (Optional) In the warning message about the disk free space, click OK.

13 Click Install to begin the installation.

14 Click OK in the Warning message notifying you that .NET Framework 4.0 is not installed.

The UMDS installer installs the prerequisite before the actual product installation.

15 Click Finish.

UMDS is installed.
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Setting Up and Using UMDS
Draft comment filepath: GUID-7D29B608-812B-41C4-868E-9D2006CEEBF9.xml

You can set up UMDS to download upgrades for virtual appliances, or patches and notifications for ESXi
hosts. You can also set up UMDS to download ESXi 5.x and ESXi 6.0 patch binaries, patch metadata, and
notifications from third-party portals.

After you download the upgrades, patch binaries, patch metadata, and notifications, you can export the data
to a Web server or a portable media drive and set up Update Manager to use a folder on the Web server or
the media drive (mounted as a local disk) as a shared repository.

You can also set up UMDS to download ESXi 5.x and ESXi 6.0 patches and notifications from third-party
portals.

To use UMDS, the machine on which you install it must have Internet access. After you download the data
you want, you can copy it to a local Web server or a portable storage device, such as a CD or USB flash
drive.

The best practice is to create a script to download the patches manually and set it up as a Windows
Scheduled Task that downloads the upgrades and patches automatically.

Set Up the Data to Download with UMDS
Draft comment filepath: GUID-CDC275B9-F4CD-4502-82AF-B127319CA28F.xml

By default UMDS downloads patch binaries, patch metadata, and notifications for hosts. You can specify
which patch binaries and patch metadata to download with UMDS.

Procedure

1 Log in to the machine where UMDS is installed, and open a Command Prompt window.

2 Navigate to the directory where UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Specify the updates to download.

n To set up a download of all ESXi host updates and all virtual appliance upgrades, run the
following command:

vmware-umds -S --enable-host --enable-va

n To set up a download of all ESXi host updates and disable the download of virtual appliance
upgrades, run the following command:

vmware-umds -S --enable-host --disable-va

n To set up a download of all virtual appliance upgrades and disable the download of host updates,
run the following command:

vmware-umds -S --disable-host --enable-va

What to do next

Download the selected data.
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Change the UMDS Patch Repository Location
Draft comment filepath: GUID-864152D0-86D0-43DC-BB8B-C949E286767F.xml

UMDS downloads upgrades, patch binaries, patch metadata, and notifications to a folder that you can
specify during the UMDS installation. The default folder to which UMDS downloads patch binaries and
patch metadata is C:\Documents and Settings\All Users\Application Data\VMware\VMware Update
Manager\Data. You can change the folder in which UMDS downloads data after you install UMDS.

If you have already downloaded any virtual appliances upgrades, or host updates, make sure that you copy
all the files and folders from the old location to the new patch store location. The folder in which UMDS
downloads patch binaries and patch metadata must be located on the machine on which UMDS is installed.

Procedure

1 Log in as an administrator to the machine where UMDS is installed, and open a Command Prompt
window.

2 Navigate to the directory where UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Change the patch repository directory by running the command:

vmware-umds -S --patch-store your_new_patchstore_folder

In this example, your_new_patchstore_folder is the path to the new folder in which you want to
download the patch binaries and patch metadata.

You successfully changed the directory in which UMDS stores patch data.

What to do next

Download data using UMDS.

Configure URL Addresses for Hosts and Virtual Appliances
Draft comment filepath: GUID-BA1A86BE-3EF9-4551-A370-650BC5F8A4E3.xml

You can configure UMDS to connect to the Web sites of third-party vendors to download ESXi 5.x and ESXi
6.0 host patches and notifications. You can also configure the URL addresses from which UMDS downloads
virtual appliance upgrades.

Procedure

1 Log in to the machine where UMDS is installed, and open a Command Prompt window.

2 Navigate to the directory where UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Configure UMDS to download data from the new URL address.

n To add a new URL address for downloading patches and notifications for ESXi 5.x or ESXi 6.0
hosts, run the following command:

vmware-umds -S --add-url https://host_URL/index.xml --url-type HOST

n To add a URL address for downloading virtual appliance upgrades, run the following command:

vmware-umds -S --add-url https://virtual_appliance_URL/index.xml --url-type VA
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4 (Optional) Remove a URL address, so that UMDS will not download data from it anymore.

Downloaded data is retained and can be exported.

vmware-umds.exe -S --remove-url https://URL_to_remove/index.xml

UMDS is configured to download host patches and notifications, as well as virtual appliance upgrades from
specific URL addresses.

What to do next

Download the patches and notifications using UMDS.

Download the Specified Data Using UMDS
Draft comment filepath: GUID-D7B10A98-DCB5-41DE-8D36-91BAABC9D418.xml

After you set up UMDS, you can download upgrades, patches and notifications to the machine on which
UMDS is installed.

Procedure

1 Log in to the machine where UMDS is installed, and open a Command Prompt window.

2 Navigate to the directory where UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Download the selected updates.

vmware-umds -D

This command downloads all the upgrades, patches and notifications from the configured sources for
the first time. Subsequently, it downloads all new patches and notifications released after the previous
UMDS download.

4 (Optional) If you have already downloaded upgrades, patches, and notifications and want to download
them again, you can include the start and end times to restrict the data to download.

The command to re-download patches and notifications deletes the existing data from the patch store
(if present) and re-downloads it.

To re-download the upgrades, patches and notifications that were downloaded in November 2010, for
example, run the following command:

vmware-umds -R --start-time 2010-11-01T00:00:00 --end-time 2010-11-30T23:59:59

The data previously downloaded for the specified period is deleted and downloaded again.

What to do next

Export the downloaded upgrades, patches, and notifications.
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Export the Downloaded Data
Draft comment filepath: GUID-B90838ED-96C6-4A1E-A7F0-28476440EB33.xml

You can export downloaded upgrades, patches, and notifications to a specific location that serves as a
shared repository for Update Manager. You can configure Update Manager to use the shared repository as a
patch download source. The shared repository can also be hosted on a Web server.

Prerequisites

If you installed UMDS with an existing download directory, make sure that you perform at least one
download by using UMDS 6.0 before you export updates.

Procedure

1 Log in to the machine where UMDS is installed and open a Command Prompt window.

2 Navigate to the directory where UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Specify the export parameters and export the data.

vmware-umds -E --export-store repository_path

In the command, you must specify the full path of the export directory.

If you are working in a deployment in which the Update Manager server is installed on a machine
connected to the machine on which UMDS is installed, repository_path can be the path to the folder on
the Web server that serves as a shared repository.

If the Update Manager server is installed on a machine in an isolated and secure environment,
repository_path can be the path to a portable media drive. Export the downloads to the portable media
drive to physically transfer the patches to the machine on which Update Manager is installed.

The data you downloaded by using UMDS is exported to the path you specify. Make sure that all files
are exported. You can periodically perform export from UMDS and populate the shared repository so
that Update Manager can use the new patch binaries and patch metadata.

4 (Optional) You can export the ESXi patches that you downloaded during a specified time window.

For example, to export the patches downloaded in November 2010, run the following command:

vmware-umds -E --export-store repository-path --start-time 2010-11-01T00:00:00 --end-time 

2010-11-30T23:59:59

What to do next

Configure Update Manager to use a shared repository as a patch download source. For more information,
see “Use a Shared Repository as a Download Source,” on page 62.
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Configuring Update Manager 9
Draft comment filepath: GUID-D53B8D36-A8D7-4B3B-895C-929267508026.xml

Update Manager runs with the default configuration properties if you have not modified them during the
installation. You can modify the Update Manager settings later from the Update Manager Administration
view.

You can modify the Update Manager settings only if you have the privileges to configure the
Update Manager settings and service. These permissions must be assigned on the vCenter Server system
with which Update Manager is registered. For more information about managing users, groups, roles and
permissions, see vCenter Server and Host Management. For a list of Update Manager privileges and their
descriptions, see “Update Manager Privileges,” on page 74.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have installed and registered more than one Update Manager instance, you can
configure the settings for each Update Manager instance. Configuration properties you modify are applied
only to the Update Manager instance you specify and are not propagated to the other instances in the group.
You can specify an Update Manager instance by selecting the name of the vCenter Server system with which
the Update Manager instance is registered from the navigation bar.

This chapter includes the following topics:

n “Update Manager Network Connectivity Settings,” on page 58

n “Change the Update Manager Network Settings,” on page 59

n “Configuring the Update Manager Download Sources,” on page 60

n “Configure the Update Manager Proxy Settings,” on page 64

n “Configure Checking for Updates,” on page 65

n “Configuring and Viewing Notifications,” on page 66

n “Take Snapshots Before Remediation,” on page 68

n “Configuring Host and Cluster Settings,” on page 69

n “Configure Smart Rebooting,” on page 73

n “Configure the Update Manager Patch Repository Location,” on page 73

n “Restart the Update Manager Service,” on page 74

n “Run the VMware vSphere Update Manager Update Download Task,” on page 74

n “Update Manager Privileges,” on page 74
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Update Manager Network Connectivity Settings
Draft comment filepath: GUID-8B5B9963-0E68-43AE-856B-7AB4AC47E81D.xml

The port, IP, and DNS settings are configured during the installation of Update Manager and do not depend
on your deployment model.

Default Network Ports
Draft comment filepath: GUID-8B5B9963-0E68-43AE-856B-7AB4AC47E81D.xml

The network port settings are configured during installation but you can change them later to avoid
conflicts with other programs installed on the same machine.

Table 9‑1.  Update Manager Default Network Ports

TCP Port Number Description

80 The port used by Update Manager to connect to vCenter Server.

9084 The port used by ESXi hosts to access host patch downloads over
HTTP.

902 The port used by Update Manager to push host upgrade files.

8084 The port used by Update Manager Client plug-in to connect to the
Update Manager SOAP server.

9087 The HTTPS port used by Update Manager Client plug-in to
upload host upgrade files.

IP Address and DNS Name
Draft comment filepath: GUID-8B5B9963-0E68-43AE-856B-7AB4AC47E81D.xml

The Update Manager network settings include the IP address or DNS name that the update utility on hosts
uses to retrieve the patch metadata and binaries from the Update Manager server (through HTTP). The IP
address is configured during installation, but you can change it later from the IP address or host name for
the patch store drop-down menu on the Network Connectivity page of the Configuration tab.

IMPORTANT   To avoid any potential DNS resolution problems, use an IP address whenever possible. If you
must use a DNS name instead of an IP address, ensure that the DNS name you specify can be resolved from
all hosts managed by Update Manager as well as by vCenter Server.

Update Manager supports Internet Protocol version 6 (IPv6) environments for scanning and remediating
hosts running ESXi 5.0 and later. Update Manager does not support IPv6 for scanning and remediation of
virtual machines and virtual appliances.

vCenter Server, Update Manager, and your ESXi hosts might exist in a heterogeneous IPv6 and IPv4
network environment. In such an environment, if you use IP addresses, and no dual stack IPv4 or IPv6 DNS
servers exist, the ESXi hosts configured to use only IPv4 address cannot access the IPv6 network resources.
The hosts configured to use only IPv6 cannot access the IPv4 network resources either.

You can install Update Manager on a machine on which both IPv4 and IPv6 are enabled. During host
operations such as scanning, staging, and remediation, Update Manager provides the address of its patch
store location to the ESXi hosts. If Update Manager is configured to use an IP address, it provides an IP
address of either IPv4 or IPv6 type, and can be accessed only by some of the hosts. For example, if
Update Manager provides an IPv4 address, the hosts that use only an IPv6 address cannot access the
Update Manager patch store. In such a case, consider the following configuration.

Installing and Administering VMware vSphere Update Manager

58  VMware, Inc.



Table 9‑2.  Update Manager Configuration

Host IP Version Action

IPv4 Configure Update Manager to use either an IPv4 address
or a host name. Using a host name lets all hosts rely on the
DNS server to resolve to an IPv4 address.

IPv6 Configure Update Manager to use either an IPv6 address
or a host name. Using a host name lets hosts rely on the
DNS server to resolve to an IPv6 address.

IPv4 and IPv6 Configure Update Manager to use either IPv4 or IPv6.

Change the Update Manager Network Settings
Draft comment filepath: GUID-DA0A8775-9215-437E-BF64-7FB65EA04701.xml

The network ports are configured during installation. You can modify the IP address or host name for the
patch store in the Update Manager network connectivity settings.

Prerequisites

n If any remediation or scan tasks are running, cancel them or wait until they complete.

n Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
click Update Manager under Solutions and Applications on the Home page.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter
Single Sign-On domain, specify the Update Manager instance to configure, by selecting the name of the
corresponding vCenter Server system in the navigation bar.

n To obtain metadata for the patches, Update Manager must be able to connect to 
https://www.vmware.com and requires outbound ports 80 and 443.

Procedure

1 On the Configuration tab, under Settings, click Network Connectivity.

You can see information about the network connectivity settings.

Option Description

SOAP port Update Manager Client uses this port to communicate with the
Update Manager server.

Server port (range: 80, 9000–9100) Listening port for the Web server that provides access to the plug-in client
installer, and provides access to the patch depot for ESXi hosts.

IP address or host name for the
patch store

The IP address or name of the host in which patches are downloaded and
stored.

 
2 Edit the IP address or host name for the patch store.

3 Click Apply.

What to do next

Restart the Update Manager service for network changes to take effect.

Chapter 9 Configuring Update Manager

VMware, Inc.  59

https://www.vmware.com


Configuring the Update Manager Download Sources
Draft comment filepath: GUID-E1E1C84D-44B3-4132-AB2D-0F12E45847D2.xml

You can configure the Update Manager server to download patches and extensions for ESXi hosts or
upgrades for virtual appliances either from the Internet or from a shared repository of UMDS data. You can
also import patches and extensions for ESXi hosts manually from a ZIP file.

If your deployment system is connected to the Internet, you can use the default settings and links for
downloading upgrades, patches, and extensions to the Update Manager repository. You can also add URL
addresses to download virtual appliance upgrades or third-party patches and extensions. Third-party
patches and extensions are applicable only to hosts that are running ESXi 5.0 and later.

Downloading host patches from the VMware Web site is a secure process.

n Patches are cryptographically signed with the VMware private keys. Before you try to install a patch on
a host, the host verifies the signature. This signature enforces the end-to-end protection of the patch
itself, and can also address any concerns about patch download.

n Update Manager downloads patch metadata and patch binaries over SSL connections. Update Manager
downloads patch metadata and patch binaries only after verification of both the validity of the SSL
certificates and the common name in the certificates. The common name in the certificates must match
the names of the servers from which Update Manager downloads patches.

If your deployment system is not connected to the Internet, you can use a shared repository after
downloading the upgrades, patches, and extensions by using Update Manager Download Service (UMDS).

For more information about UMDS, see Chapter 8, “Installing, Setting Up, and Using Update Manager
Download Service,” on page 49.

Changing the download source from a shared repository to Internet, and the reverse, is a change in the
Update Manager configuration. Both options are mutually exclusive. You cannot download updates from
the Internet and a shared repository at the same time. To download new data, you must run the VMware
vSphere Update Manager Download task. You can start the task by clicking the Download Now button at
the bottom of the Download Sources pane.

If the VMware vSphere Update Manager Update Download task is running when you apply the new
configuration settings, the task continues to use the old settings until it completes. The next time the task to
download updates starts, it uses the new settings.

With Update Manager, you can import both VMware and third-party patches or extensions manually from
a ZIP file, also called an offline bundle. Import of offline bundles is supported only for hosts that are
running ESXi 5.0 and later. You download the offline bundle ZIP files from the Internet or copy them from a
media drive, and save them on a local or a shared network drive. You can import the patches or extensions
to the Update Manager patch repository later. You can download offline bundles from the VMware Web site
or from the Web sites of third-party vendors.

NOTE   You can use offline bundles for host patching operations only. You cannot use third-party offline
bundles or offline bundles that you generated from custom VIB sets for host upgrade from ESXi 5.x to
ESXi 6.0.

Offline bundles contain one metadata.zip file, one or more VIB files, and optionally two .xml files,
index.xml and vendor-index.xml. When you import an offline bundle to the Update Manager patch
repository, Update Manager extracts it and checks whether the metadata.zip file has already been imported.
If the metadata.zip file has never been imported, Update Manager performs sanity testing, and imports the
files successfully. After you confirm the import, Update Manager saves the files into the Update Manager
database and copies the metadata.zip file, the VIBs, and the .xml files, if available, into the Update Manager
patch repository.
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n Configure Update Manager to Use the Internet as a Download Source on page 61
If your deployment system is connected to the Internet, you can directly download ESXi patches and
extensions, as well as virtual appliance upgrades.

n Add a New Download Source on page 62
If you use the Internet as a download source for updates, you can add a third-party URL address to
download virtual appliance upgrades, as well as patches and extensions for hosts that are running
ESXi 5.x and later.

n Use a Shared Repository as a Download Source on page 62
You can configure Update Manager to use a shared repository as a source for downloading virtual
appliance upgrades, as well as ESXi patches, extensions, and notifications.

n Import Patches Manually on page 64
Instead of using a shared repository or the Internet as a download source for patches and extensions,
you can import patches and extensions manually by using an offline bundle.

Configure Update Manager to Use the Internet as a Download Source
Draft comment filepath: GUID-E96C8E16-AF1C-49AA-9998-5801FBEA69E5.xml

If your deployment system is connected to the Internet, you can directly download ESXi patches and
extensions, as well as virtual appliance upgrades.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click Download Settings.

2 In the Download Sources pane, select Direct connection to Internet.

3 Choose the type of updates to download by selecting or deselecting the check box next to the type of
update.

You can choose whether to download virtual appliance upgrades and host patches and extensions. You
cannot edit the download source location of the default ESXi patches and extensions. You can only
enable or disable downloading.

4 (Optional) Add an additional third-party download source for virtual appliances or hosts that are
running ESXi 5.0 and later.

5 Click Apply.

6 Click Download Now to run the VMware vSphere Update Manager Update Download task.

All notifications and updates are downloaded immediately even if the Enable scheduled download
checkbox is not selected in Configuration > Notification Check Schedule or Configuration >
Download Schedule, respectively.
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Add a New Download Source
Draft comment filepath: GUID-92AD8317-36E0-41A4-96C4-CDD2B8452F40.xml

If you use the Internet as a download source for updates, you can add a third-party URL address to
download virtual appliance upgrades, as well as patches and extensions for hosts that are running ESXi 5.x
and later.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click Download Settings.

2 In the Download Sources pane, select Direct connection to Internet.

3 Click Add Download Source.

4 In the Add Download Source window, type the new download source URL.

Update Manager supports both HTTP and HTTPS URL addresses. You should specify HTTPS URL
addresses, so that the data is downloaded securely. The URL addresses that you add must be complete
and contain the index.xml file, which lists the vendor and the vendor index.

NOTE   The proxy settings for Update Manager are applicable to third-party URL addresses too. You can
configure the proxy settings from the Proxy Settings pane.

5 (Optional) Type a URL description.

6 Click Validate URL to verify that the URL is accessible.

7 Click OK.

8 Click Apply.

9 Click Download Now to run the VMware vSphere Update Manager Update Download task.

All notifications and updates are downloaded immediately even if the Enable scheduled download
checkbox is not selected in Configuration > Notification Check Schedule or Configuration >
Download Schedule, respectively.

The location is added to the list of Internet download sources.

Use a Shared Repository as a Download Source
Draft comment filepath: GUID-47CDC301-C46F-4191-AB99-D2859F3BA54B.xml

You can configure Update Manager to use a shared repository as a source for downloading virtual
appliance upgrades, as well as ESXi patches, extensions, and notifications.

Prerequisites

You must create the shared repository using UMDS and host it on a Web server or a local disk. The UMDS
version you use must be of a version compatible with your Update Manager installation.

For more information about the compatibility, see “Compatibility Between UMDS and the Update Manager
Server,” on page 50. You can find the detailed procedure about exporting the upgrades, patch binaries,
patch metadata, and notifications in “Export the Downloaded Data,” on page 55.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Installing and Administering VMware vSphere Update Manager

62  VMware, Inc.



Procedure

1 On the Configuration tab, under Settings, click Download Settings.

2 In the Download Sources pane, select Use a shared repository.

3 Enter the path or the URL to the shared repository.

For example, C:\repository_path\, https://repository_path/, or http://repository_path/

In these examples, repository_path is the path to the folder to which you have exported the downloaded
upgrades, patches, extensions, and notifications. In an environment where the Update Manager server
does not have direct access to the Internet, but is connected to a machine that has Internet access, the
folder can be on a Web server.

You can specify an HTTP or HTTPS address, or a location on the disk on which Update Manager is
installed. HTTPS addresses are supported without any authentication.

IMPORTANT   You cannot use folders located on a network drive as a shared repository. Update Manager
does not download updates from folders on a network share either in the Microsoft Windows Uniform
Naming Convention form (such as \\Computer_Name_or_Computer_IP\Shared), or on a mapped network
drive (for example, Z:\).

4 Click Validate URL to validate the path.

IMPORTANT   If the updates in the folder you specify are downloaded with a UMDS version that is not
compatible with the Update Manager version you use, the validation fails and you receive an error
message.

You must make sure that the validation is successful. If the validation fails, Update Manager reports a
reason for the failure. You can use the path to the shared repository only when the validation is
successful.

5 Click Apply.

6 Click Download Now to run the VMware vSphere Update Manager Update Download task and to
download the updates immediately.

The shared repository is used as a source for downloading upgrades, patches, and notifications.

Example: Using a Folder or a Server as a Shared Repository
Draft comment filepath: GUID-47CDC301-C46F-4191-AB99-D2859F3BA54B.xml

You can use a folder or a Web server as a shared repository.

n When you use a folder as a shared repository, repository_path is the top-level directory where patches
and notifications exported from UMDS are stored.

For example, export the patches and notifications using UMDS to F:\, which is a drive mapped to a
plugged-in USB device on the machine on which UMDS is installed. Then, plug in the USB device to the
machine on which Update Manager is installed. On this machine the device is mapped as E:\. The
folder to configure as a shared repository in the Update Manager is E:\.

n When you use a Web server as a shared repository, repository_path is the top-level directory on the Web
server where patches exported from UMDS are stored.

For example, export the patches and notifications from UMDS to C:\docroot\exportdata. If the folder is
configured on a Web server and is accessible from other machines at the URL
https://umds_host_name/exportdata, the URL to configure as a shared repository in Update Manager is
https://umds_host_name/exportdata.
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Import Patches Manually
Draft comment filepath: GUID-1F5292F1-904D-4607-871A-AE426EF9BD3F.xml

Instead of using a shared repository or the Internet as a download source for patches and extensions, you
can import patches and extensions manually by using an offline bundle.

You can import offline bundles only for hosts that are running ESXi 5.x or later.

Prerequisites

The patches and extensions you import must be in ZIP format.

To import patches and extensions, you must have the Upload File privilege. For more information about
managing users, groups, roles, and permissions, see vCenter Server and Host Management. For a list of
Update Manager privileges and their descriptions, see “Update Manager Privileges,” on page 74.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click Download Settings.

2 Click Import Patches at the bottom of the Download Sources pane.

3 On the Select Patches File page of the Import Patches wizard, browse to and select the .zip file
containing the patches you want to import.

4 Click Next and wait until the file upload completes successfully.

After a successful upload, the Confirm Import page appears.

In case of upload failure, check whether the structure of the .zip file is correct or whether the
Update Manager network settings are set up correctly.

5 On the Confirm Import page of the Import Patches wizard, review the patches that you have selected to
import into the Update Manager repository.

6 Click Finish.

You imported the patches into the Update Manager patch repository. You can view the imported patches on
the Update Manager Patch Repository tab.

Configure the Update Manager Proxy Settings
Draft comment filepath: GUID-975192DB-B2A7-485A-9D11-0D9CD29F1D7F.xml

You can configure Update Manager to download updates from the Internet using a proxy server.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click Download Settings.

2 In the Proxy Settings pane, select Use proxy and change the proxy information.

3 (Optional) If the proxy requires authentication, select Proxy requires authentication and provide a user
name and password.
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4 (Optional) Click Test Connection at any time to test that you can connect to the Internet through the
proxy.

5 Click Apply.

You configured Update Manager to use an Internet proxy to download upgrades, patches, extensions, and
related metadata.

Configure Checking for Updates
Draft comment filepath: GUID-84CBB764-0A66-45A3-949C-18784FC14C7C.xml

Update Manager checks for virtual appliance upgrades, host patches, and extensions at regular intervals.
Generally, the default schedule settings are sufficient, but you can change the schedule if your environment
requires more or less frequent checks.

In some cases you might want to decrease the duration between checks for updates. If you are not
concerned about the latest updates and want to reduce network traffic, or if you cannot access the update
servers, you can increase the duration between checks for updates.

By default the task to download update metadata and binaries is enabled and is called
VMware vSphere Update Manager Update Download task. By modifying this task, you can configure
checking for updates. You can modify the VMware vSphere Update Manager Update Download task from
either the Scheduled Tasks view of the vSphere Client or the Configuration tab of the Update Manager
Client Administration view.

Prerequisites

To download update data, the machine on which Update Manager is installed must have Internet access.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab under Settings, click Download Schedule.

2 Make sure that the Enable scheduled download check box is selected.

NOTE   If you deselect the check box, the scheduled task that checks for updates is disabled. However,
you can still force a check and download updates by clicking Download Now in Download Settings on
the Configuration tab.

3 Click Edit Download Schedule on the upper-right.

The Schedule Update Download wizard appears.

4 Specify a task name and, optionally, a description, or keep the defaults.

5 Specify the Frequency, Start Time, Interval of the update download, and click Next.

6 (Optional) Specify one or more email addresses to be notified when the new updates are downloaded,
and click Next.

You must configure mail settings for the vCenter Server system to enable this option.

7 On the Ready to Complete page, click Finish.

The task runs according to the time you specified.
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Configuring and Viewing Notifications
Draft comment filepath: GUID-0454B3CD-F3EE-424D-AA5F-BEC433D38CFF.xml

At regular time intervals, Update Manager contacts VMware to download information (notifications) about
patch recalls, new fixes, and alerts.

In case patches with issues or potential issues are released, the patch metadata is updated, and
Update Manager marks the patches as recalled. If you try to install a recalled patch, Update Manager
notifies you that the patch is recalled and does not install it on the host. Update Manager notifies you if a
recalled patch is already installed on certain hosts. Update Manager also deletes all the recalled patches
from the patch repository.

When a patch fixing the problem is released, Update Manager downloads the new patch and prompts you
to install it to fix the issues that the recalled patch might cause. If you have already installed a recalled patch,
Update Manager alerts you that the patch is recalled and that there is a fix you must install.

Update Manager supports patch recalls for offline bundles that you have imported. Patches from an
imported offline bundle are recalled when you import a new offline bundle. The metadata.zip file contains
information about the patches that must be recalled. Update Manager removes the recalled patches from the
patch repository, and after you import a bundle containing fixes, Update Manager notifies you about the
fixes and sends email notifications if you have enabled them.

If you use a shared repository as a source for downloading patches and notifications, Update Manager
downloads recall notifications from the shared repository to the Update Manager patch repository, but does
not send recall email alerts. For more information about using a shared repository, see “Use a Shared
Repository as a Download Source,” on page 62.

NOTE   After a download of patch recall notifications, Update Manager flags recalled patches but their
compliance state does not refresh automatically. You must perform a scan to view the updated compliance
state of patches affected by the recall.

Configure Notifications Checks
Draft comment filepath: GUID-23209F82-7012-4E01-8A65-11C3A2C12C79.xml

By default Update Manager checks for notifications about patch recalls, patch fixes, and alerts at certain time
intervals. You can modify this schedule.

By default the task to check for notifications and to send notifications alerts is enabled and is called the
VMware vSphere Update Manager Check Notification task. By modifying this task, you can configure the
time and frequency at which Update Manager checks for patch recalls or for the release of patch fixes, and
sends notifications to the email addresses you specify. You can modify the VMware vSphere 
Update Manager Check Notification task from either the Scheduled Tasks view of the vSphere Client or the
Configuration tab of the Update Manager Client Administration view.

Prerequisites

To configure notification checks, make sure that the machine on which Update Manager is installed has
Internet access.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab under Settings click Notification Check Schedule.
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2 Make sure that the Enable scheduled download check box is selected.

NOTE   If you deselect the check box, the scheduled task that checks for notifications is disabled.
However, you can still force a check and download notifications by clicking the Check Notifications
link on the Notifications tab or the Download Now button in Download Settings on the
Configuration tab.

3 Click Edit Notifications on the upper right.

The Schedule Notification wizard appears.

4 Specify a task name and, optionally, a description, or keep the defaults.

5 Specify the Frequency, Start Time, and Interval of the task, and click Next.

6 (Optional) Specify one or more email addresses where notifications about patch recalls or email alerts
are sent, and click Next.

You must configure mail settings for the vCenter Server system to enable this option.

7 On the Ready to Complete page, click Finish.

The task runs according to the time you specified.

View Notifications and Run the Notification Checks Task Manually
Draft comment filepath: GUID-B5D17AED-E6C5-43AD-8E9A-117112C56D98.xml

Notifications that Update Manager downloads are displayed on the Notifications tab of the
Update Manager Administration view.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 Click the Notifications tab in the Update Manager Administration view.

2 Double-click a notification to view the notification details.

3 Click Check Notifications on the upper-right to check for notifications immediately.

Any new notifications that are available on the VMware Web site are immediately downloaded even if
the Enable scheduled download checkbox is not selected in Configuration > Notification Check
Schedule.
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Types of Update Manager Notifications
Draft comment filepath: GUID-AD4FA8A3-5FED-4F83-8262-EFF567DBC08C.xml

Update Manager downloads all notifications that are available on the VMware Web site. Some notifications
can trigger an alarm. By using the Alarm Settings wizard, you can specify automated actions to be taken
when an alarm is triggered.

Information
notifications

Information notifications appear in the Update Manager Notifications tab.
They do not trigger an alarm. Clicking an information notification opens the
Notification Details window.

Warning notifications Warning notifications appear in the Update Manager Notifications tab and
trigger an alarm, which appears in the vSphere Client Alarms tab. Warning
notifications are typically fixes for patch recalls. Clicking a warning
notification opens the Patch Recall Details window.

Alert notifications Alert notifications appear in the Update Manager Notifications tab and
trigger an alarm, which appears in the vSphere Client Alarms tab. Alert
notifications are typically patch recalls. Clicking an alert notification opens
the Patch Recall Details window.

Take Snapshots Before Remediation
Draft comment filepath: GUID-87272942-C2D4-400C-AD05-8BA89BDBB9E3.xml

By default, Update Manager is configured to take snapshots of virtual machines before applying updates. If
the remediation fails, you can use the snapshot to return the virtual machine to the state before the
remediation.

Update Manager does not take snapshots of fault tolerant virtual machines and virtual machines that are
running virtual machine hardware version 3. If you decide to take snapshots of such virtual machines, the
remediation might fail.

You can choose to keep snapshots indefinitely or for a fixed period of time. Use the following guidelines
when managing snapshots:

n Keeping snapshots indefinitely might consume a large amount of disk space and degrade virtual
machine performance.

n Keeping no snapshots saves space, ensures best virtual machine performance, and might reduce the
amount of time it takes to complete remediation, but limits the availability of a rollback.

n Keeping snapshots for a set period of time uses less disk space and offers a backup for a short time.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, select Virtual Machine Settings.

2 To take snapshots of the virtual machines before remediating them, leave Take a snapshot of the
virtual machines before remediation to enable rollback selected.

3 Configure snapshots to be kept indefinitely or for a fixed period of time.

4 Click Apply.
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These settings become the default rollback option settings for virtual machines. You can specify different
settings when you configure individual remediation tasks.

Configuring Host and Cluster Settings
Draft comment filepath: GUID-38187A29-6443-44C8-9A44-88BFB1A91D1D.xml

When you update vSphere objects in a cluster with vSphere Distributed Resource Scheduler (DRS), vSphere
High Availability (HA), and vSphere Fault Tolerance (FT) enabled, you can temporarily disable vSphere
Distributed Power Management (DPM), HA admission control, and FT for the entire cluster. When the
update completes, Update Manager restores these features.

Updates might require the host to enter maintenance mode during remediation. Virtual machines cannot
run when a host is in maintenance mode. To ensure availability, vCenter Server can migrate virtual
machines to other ESXi hosts within a cluster before the host is put into maintenance mode. vCenter Server
migrates the virtual machines if the cluster is configured for vSphere vMotion, and if DRS is enabled.

You should enable Enhanced vMotion Compatibility (EVC) to help ensure vSphere vMotion compatibility
between the hosts in the cluster. EVC ensures that all hosts in a cluster present the same CPU feature set to
virtual machines, even if the actual CPUs on the hosts differ. Use of EVC prevents migrations with
vSphere vMotion from failing because of incompatible CPUs. EVC can only be enabled in a cluster where
host CPUs meet the compatibility requirements. For more information about EVC and the requirements that
the hosts in an EVC cluster must meet, see vCenter Server and Host Management.

If a host has no running virtual machines, DPM might put the host in standby mode and interrupt an
Update Manager operation. To make sure that scanning and staging complete successfully, Update Manager
disables DPM during these operations. To ensure successful remediation, have Update Manager disable
DPM and HA admission control before the remediation operation. After the operation completes,
Update Manager restores DPM and HA admission control. Update Manager disables HA admission control
before staging and remediation but not before scanning.

If DPM has already put hosts in standby mode, Update Manager powers on the hosts before scanning,
staging, and remediation. After the scanning, staging, or remediation is complete, Update Manager turns on
DPM and HA admission control and lets DPM put hosts into standby mode, if needed. Update Manager
does not remediate powered off hosts.

If hosts are put into standby mode and DPM is manually disabled for a reason, Update Manager does not
remediate or power on the hosts.

Within a cluster, temporarily disable HA admission control to allow vSphere vMotion to proceed. This
action prevents downtime of the machines on the hosts that you remediate. After the remediation of the
entire cluster, Update Manager restores HA admission control settings.

If FT is turned on for any of the virtual machines on hosts within a cluster, temporarily turn off FT before
performing any Update Manager operations on the cluster. If FT is turned on for any of the virtual machines
on a host, Update Manager does not remediate that host. Remediate all hosts in a cluster with the same
updates, so that FT can be reenabled after the remediation. A primary virtual machine and a secondary
virtual machine cannot reside on hosts of different ESXi version and patch levels.

As you remediate hosts that are part of a Virtual SAN cluster, be aware of the following behavior:

n The host remediation process might take an extensive amount of time to complete.

n By design, only one host from a Virtual SAN cluster can be in a maintenance mode at any time.

n Update Manager remediates hosts that are part of a Virtual SAN cluster sequentially even if you set the
option to remediate the hosts in parallel.
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n If a host is a member of a Virtual SAN cluster, and any virtual machine on the host uses a VM storage
policy with a setting for "Number of failures to tolerate=0", the host might experience unusual delays
when entering maintenance mode. The delay occurs because Virtual SAN has to migrate the virtual
machine data from one disk to another in the Virtual SAN datastore cluster. Delays might take up to
hours. You can workaround this by setting the "Number of failures to tolerate=1" for the VM storage
policy, which results in creating two copies of the virtual machine files in the Virtual SAN datastore.

Configure Host Maintenance Mode Settings
Draft comment filepath: GUID-20262ECD-90DF-43EE-AA3A-1E839F9E50C0.xml

ESXi host updates might require that the host enters maintenance mode before they can be applied.
Update Manager puts the ESXi hosts in maintenance mode before applying these updates. You can
configure how Update Manager responds if the host fails to enter maintenance mode.

For hosts in a container different from a cluster or for individual hosts, migration of the virtual machines
with vMotion cannot be performed. If vCenter Server cannot migrate the virtual machines to another host,
you can configure how Update Manager responds.

Hosts that are part of a Virtual SAN cluster can enter maintenance mode only one at a time. This is
specificity of the Virtual SAN clusters.

If a host is a member of a Virtual SAN cluster, and any virtual machine on the host uses a VM storage policy
with a setting for "Number of failures to tolerate=0", the host might experience unusual delays when
entering maintenance mode. The delay occurs because Virtual SAN has to migrate the virtual machine data
from one disk to another in the Virtual SAN datastore cluster. Delays might take up to hours. You can
workaround this by setting the "Number of failures to tolerate=1" for the VM storage policy, which results in
creating two copies of the virtual machine files in the Virtual SAN datastore.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click ESX Host/Cluster Settings.

2 Under Maintenance Mode Settings, select an option from the VM Power state drop-down menu to
determine the change of the power state of the virtual machines and appliances that are running on the
host to be remediated.

Option Description

Power Off virtual machines Powers off all virtual machines and virtual appliances before remediation.

Suspend virtual machines Suspends all running virtual machines and virtual appliances before
remediation.

Do Not Change VM Power State Leaves virtual machines and virtual appliances in their current power
state. This is the default setting.

 
3 (Optional) Select Retry entering maintenance mode in case of failure, specify the retry delay, and the

number of retries.

If a host fails to enter maintenance mode before remediation, Update Manager waits for the retry delay
period and retries putting the host into maintenance mode as many times as you indicate in Number of
retries field.
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4 (Optional) Select Temporarily disable any removable media devices that might prevent a host from
entering maintenance mode.

Update Manager does not remediate hosts on which virtual machines have connected CD/DVD or
floppy drives. All removable media drives that are connected to the virtual machines on a host might
prevent the host from entering maintenance mode and interrupt remediation.

After remediation, Update Manager reconnects the removable media devices if they are still available.

5 Click Apply.

These settings become the default failure response settings. You can specify different settings when you
configure individual remediation tasks.

Configure Cluster Settings
Draft comment filepath: GUID-CA85E578-AB6C-49C0-A686-223952CD5B56.xml

For ESXi hosts in a cluster, the remediation process can run either in a sequence or in parallel. Certain
features might cause remediation failure. If you have VMware DPM, HA admission control, or Fault
Tolerance enabled, you should temporarily disable these features to make sure that the remediation is
successful.

NOTE   Remediating hosts in parallel can improve performance significantly by reducing the time required
for cluster remediation. Update Manager remediates hosts in parallel without disrupting the cluster
resource constraints set by DRS. Avoid remediating hosts in parallel if the hosts are part of a Virtual SAN
cluster. Due to the specifics of the Virtual SAN cluster, a host cannot enter maintenance mode while other
hosts in the cluster are currently in maintenance mode.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click ESX Host/Cluster Settings.

2 Select the check boxes for features that you want to disable or enable.

Option Description

Distributed Power Management
(DPM)

VMware DPM monitors the resource use of the running virtual machines
in the cluster. If sufficient excess capacity exists, VMware DPM
recommends moving virtual machines to other hosts in the cluster and
placing the original host into standby mode to conserve power. If the
capacity is insufficient, VMware DPM might recommend returning
standby hosts to a powered-on state.
If you do not choose to disable DPM, Update Manager skips the cluster on
which VMware DPM is enabled. If you choose to temporarily disable
VMware DPM, Update Manager disables DPM on the cluster, remediates
the hosts in the cluster, and re-enables VMware DPM after remediation is
complete.

High Availability (HA) admission
control

Admission control is a policy used by VMware HA to ensure failover
capacity within a cluster. If HA admission control is enabled during
remediation, the virtual machines within a cluster might not migrate with
vMotion.
If you do not choose to disable HA admission control, Update Manager
skips the cluster on which HA admission control is enabled. If you choose
to temporarily disable HA admission control, Update Manager disables
HA admission control, remediates the cluster, and re-enables HA
admission control after remediation is complete.
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Option Description

Fault Tolerance (FT) FT provides continuous availability for virtual machines by automatically
creating and maintaining a secondary virtual machine that is identical to
the primary virtual machine. If you do not choose to turn off FT for the
virtual machines on a host, Update Manager does not remediate that host.

Enable parallel remediation for
hosts in cluster

Update Manager can remediate hosts in clusters in a parallel manner.
Update Manager continuously evaluates the maximum number of hosts it
can remediate in parallel without disrupting DRS settings. If you do not
select the option, Update Manager remediates the hosts in a cluster
sequentially.
By design only one host from a Virtual SAN cluster can be in a
maintenance mode at any time. Update Manager remediates hosts that are
part of a Virtual SAN cluster sequentially even if you select the option to
remediate them in parallel.

Migrate powered off and suspended
virtual machines to other hosts in
the cluster, if a host must enter
maintenance mode

Update Manager migrates the suspended and powered off virtual
machines from hosts that must enter maintenance mode to other hosts in
the cluster. You can select to power off or suspend virtual machines before
remediation in the Maintenance Mode Settings pane.

 
3 Click Apply.

These settings become the default failure response settings. You can specify different settings when you
configure individual remediation tasks.

Enable Remediation of PXE Booted ESXi Hosts
Draft comment filepath: GUID-4D2632D8-BD45-4582-AD1D-26DC58C2A408.xml

You can configure Update Manager to let other software initiate remediation of PXE booted ESXi hosts. The
remediation installs patches and software modules on the hosts, but typically the host updates are lost after
a reboot.

The global setting in the Update Manager Configuration tab enables solutions such as ESX Agent Manager
or Cisco Nexus 1000V to initiate remediation of PXE booted ESXi hosts. In contrast, the Enable patch
remediation of powered on PXE booted ESXi hosts setting in the Remediate wizard enables Update
Manager to patch PXE booted hosts.

To retain updates on stateless hosts after a reboot, use a PXE boot image that contains the updates. You can
update the PXE boot image before applying the updates with Update Manager, so that the updates are not
lost because of a reboot. Update Manager itself does not reboot the hosts because it does not install updates
requiring a reboot on PXE booted ESXi hosts.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click ESX Host/Cluster Settings.

2 To enable installation of software for solutions on PXE booted ESXi hosts, select Allow installation of
additional software on PXE booted ESXi hosts.

3 Click Apply.
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Configure Smart Rebooting
Draft comment filepath: GUID-DC8E2DDC-1611-4619-B3C2-C9BE231758AD.xml

Smart rebooting selectively restarts the virtual appliances and virtual machines in the vApp to maintain
startup dependencies. You can enable and disable smart rebooting of virtual appliances and virtual
machines in a vApp after remediation.

A vApp is a prebuilt software solution, consisting of one or more virtual machines and applications, which
are potentially operated, maintained, monitored, and updated as a unit.

Smart rebooting is enabled by default. If you disable smart rebooting, the virtual appliances and virtual
machines are restarted according to their individual remediation requirements, disregarding existing
startup dependencies.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Configuration tab, under Settings, click vApp Settings.

2 Deselect Enable smart reboot after remediation to disable smart rebooting.

Configure the Update Manager Patch Repository Location
Draft comment filepath: GUID-E818F84E-1775-46E2-A891-F43C427DF442.xml

When you install Update Manager, you can select the location for storing the downloaded patches and
upgrade binaries. To change the location after installation, you must manually edit the vci-integrity.xml
file.

Procedure

1 Log in as an administrator to the machine on which the Update Manager server is installed.

2 Stop the Update Manager service.

a Right-click My Computer and click Manage.

b In the left pane, expand Services and Applications and click Services.

c In the right pane, right-click VMware vSphere Update Manager Service and click Stop.

3 Navigate to the Update Manager installation directory and locate the vci-integrity.xml file.

The default location is C:\Program Files (x86)\VMware\Infrastructure\Update Manager.

4 Create a backup copy of this file in case you need to revert to the previous configuration.

5 Edit the file by changing the following fields:

<patchStore>your_new_location</patchStore>

The default patch download location is
C:\Documents and Settings\All Users\Application Data\VMware\VMware Update Manager\Data\.

The directory path must end with \.

6 Save the file in UTF-8 format, replacing the existing file.

7 Copy the contents from the old patchstore directory to the new folder.
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8 Start the Update Manager service by right-clicking VMware vSphere Update Manager Service in the
Computer Management window and selecting Start.

Restart the Update Manager Service
Draft comment filepath: GUID-748795FC-E035-4837-A731-2961054829C3.xml

In certain cases, such as when you change the network connectivity settings, you must restart the
Update Manager service.

Procedure

1 Log in as the administrator to the machine on which the Update Manager server component is installed.

2 Right-click My Computer and click Manage.

3 In the left pane of the Computer Management window, expand Services and Applications and click
Services.

4 In the right pane, right-click VMware vSphere Update Manager Service and select Restart.

The service restarts on the local computer.

Run the VMware vSphere Update Manager Update Download Task
Draft comment filepath: GUID-22CB0BC0-3977-46D3-9347-97A53EE49D4D.xml

If you change the patch download source settings, you must run the VMware vSphere Update Manager
Update Download task to download any new patches, extensions, and notifications.

Procedure

1 In the vSphere Client, select Home > Management > Scheduled Tasks in the navigation bar.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter
Single Sign-On domain, specify the Update Manager instance to configure, by selecting the name of the
corresponding vCenter Server system in the navigation bar.

2 Right-click the VMware vSphere Update Manager Update Download task and select Run.

You can see the running task listed in the Recent Tasks pane.

Update Manager Privileges
Draft comment filepath: GUID-B3F1BC4D-8B46-4564-ACC8-F3C33D8E4501.xml

To configure Update Manager settings, to manage baselines, patches, and upgrades, you must have the
proper privileges. You can assign Update Manager privileges to different roles from the vSphere Client.

Update Manager privileges cover distinct functionalities.

Table 9‑3.  Update Manager Privileges

Privilege Group Privilege Description

Configure Configure Service Configure the Update Manager service and
the scheduled patch download task.

Manage Baseline Attach Baseline Attach baselines and baseline groups to
objects in the vSphere inventory.

Manage Baseline Create, edit, or delete baseline and baseline
groups.
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Table 9‑3.  Update Manager Privileges (Continued)

Privilege Group Privilege Description

Manage Patches and Upgrades Remediate to Apply Patches,
Extensions, and Upgrades

Remediate virtual machines, virtual
appliances, and hosts to apply patches,
extensions, or upgrades. In addition, this
privilege allows you to view compliance
status.

Scan for Applicable Patches,
Extensions, and Upgrades

Scan virtual machines, virtual appliances,
and hosts to search for applicable patches,
extensions, or upgrades.

Stage Patches and Extensions Stage patches or extensions to hosts. In
addition, this privilege allows you to view
compliance status of the hosts.

View Compliance Status View baseline compliance information for
an object in the vSphere inventory.

Upload File Upload File Upload upgrade images and offline patch
bundles.

For more information about managing users, groups, roles, and permissions, see vCenter Server and Host
Management.
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Working with Baselines and Baseline
Groups 10
Draft comment filepath: GUID-9A0A487F-CE50-43A7-8ED8-7B78CEDBA850.xml

Baselines can be upgrade, extension, or patch baselines. Baselines contain a collection of one or more
patches, extensions, or upgrades.

Baseline groups are assembled from existing baselines, and might contain one upgrade baseline per type of
upgrade baseline and one or more patch and extension baselines, or might contain a combination of
multiple patch and extension baselines. When you scan hosts, virtual machines, and virtual appliances, you
evaluate them against baselines and baseline groups to determine their level of compliance.

To create, edit, or delete baselines and baseline groups, you must have the Manage Baseline privilege. To
attach baselines and baseline groups, you must have the Attach Baseline privilege. Privileges must be
assigned on the vCenter Server system with which Update Manager is registered. For more information
about managing users, groups, roles, and permissions, see vCenter Server and Host Management. For a list of
Update Manager privileges and their descriptions, see “Update Manager Privileges,” on page 74.

Update Manager includes two default dynamic patch baselines and three upgrade baselines.

Critical Host Patches
(Predefined)

Checks ESXi hosts for compliance with all critical patches.

Non-Critical Host
Patches (Predefined)

Checks ESXi hosts for compliance with all optional patches.

VMware Tools Upgrade
to Match Host
(Predefined)

Checks virtual machines for compliance with the latest VMware Tools
version on the host. Update Manager supports upgrading of VMware Tools
for virtual machines on hosts that are running ESXi 5.0 and later.

VM Hardware Upgrade
to Match Host
(Predefined)

Checks the virtual hardware of a virtual machine for compliance with the
latest version supported by the host. Update Manager supports upgrading to
virtual hardware version vmx-11 on hosts that are running ESXi 6.0.

VA Upgrade to Latest
(Predefined)

Checks virtual appliance compliance with the latest released virtual
appliance version.

In the vSphere Client, default baselines are displayed on the Baselines and Groups tab of the Update
Manager Client Administration view.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain and you have an Update Manager instance for each vCenter Server system in the group,
the baselines and baseline groups you create and manage are applicable only to inventory objects managed
by the vCenter Server system with which the selected Update Manager instance is registered. You can use
an Update Manager instance only with a vCenter Server system on which the instance is registered.
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This chapter includes the following topics:

n “Creating and Managing Baselines,” on page 78

n “Creating and Managing Baseline Groups,” on page 87

n “Attach Baselines and Baseline Groups to Objects,” on page 91

n “Attach Baselines and Baseline Groups to Objects in Update Manager Web Client,” on page 92

n “Filter the Baselines and Baseline Groups Attached to an Object,” on page 92

n “Detach Baselines and Baseline Groups from Objects,” on page 93

n “Detach Baselines and Baseline Groups from Objects in Update Manager Web Client,” on page 94

Creating and Managing Baselines
Draft comment filepath: GUID-A6307E9B-FE02-4D4D-B496-0DB60BCAC5FD.xml

You can create custom patches, extensions, and upgrade baselines to meet the needs of your specific
deployment by using the New Baseline wizard. You create and manage baselines in the
Update Manager Client Administration view.

Create and Edit Patch or Extension Baselines
Draft comment filepath: GUID-6DDFF0EF-AF9A-4E21-B9B3-D1128AFEAD47.xml

You can remediate hosts against baselines that contain patches or extensions. Depending on the patch
criteria you select, patch baselines can be either dynamic or fixed.

Dynamic patch baselines contain a set of patches, which updates automatically according to patch
availability and the criteria that you specify. Fixed baselines contain only patches that you select, regardless
of new patch downloads.

Extension baselines contain additional software modules for ESXi hosts. This additional software might be
VMware software or third-party software. You can install additional modules by using extension baselines,
and update the installed modules by using patch baselines.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have more than one Update Manager instance, patch and extension baselines that
you create are not applicable to all inventory objects managed by other vCenter Server systems. Baselines
are specific for the Update Manager instance you select.

Prerequisites

Ensure that you have the Manage Baseline privilege.

n Create a Fixed Patch Baseline on page 79
Fixed baselines consist of a specific set of patches that do not change as patch availability changes.

n Create a Dynamic Patch Baseline on page 79
Dynamic baselines consist of a set of patches that meet certain criteria. The contents of a dynamic
baseline varies as the available patches change. You can also exclude or add specific patches. Patches
you select to add or exclude do not change with new patch downloads.

n Create a Host Extension Baseline on page 80
Extension baselines contain additional software for ESXi hosts. This additional software might be
VMware software or third-party software. You create host extension baselines using the New Baseline
wizard.
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n Filter Patches or Extensions in the New Baseline Wizard on page 81
When you create a patch or extension baseline, you can filter the patches and extensions available in
the Update Manager repository to find specific patches and extensions to exclude or include in the
baseline.

n Edit a Patch Baseline on page 82
You can edit an existing host patch baseline.

n Edit a Host Extension Baseline on page 82
You can change the name, description, and composition of an existing extension baseline.

Create a Fixed Patch Baseline
Draft comment filepath: GUID-515431A7-A2B3-4B40-945E-4AA040AE97A4.xml

Fixed baselines consist of a specific set of patches that do not change as patch availability changes.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baselines pane.

2 Type a name, and optionally, a description of the baseline.

3 Under Baseline Type, select Host Patch, and click Next.

4 Select Fixed for the type of baseline and click Next.

5 Select individual patches to include and click the down arrow to add them to the Fixed Patches to Add
list.

6 (Optional) Click Advanced to find specific patches to include in the baseline.

7 Click Next.

8 On the Ready to Complete page, click Finish.

The new baseline is displayed in the Baselines pane of the Baselines and Groups tab.

Create a Dynamic Patch Baseline
Draft comment filepath: GUID-95A71727-B0FA-4144-9E57-2C41640047DD.xml

Dynamic baselines consist of a set of patches that meet certain criteria. The contents of a dynamic baseline
varies as the available patches change. You can also exclude or add specific patches. Patches you select to
add or exclude do not change with new patch downloads.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baselines pane.

2 Type a name, and optionally, a description of the baseline.

3 Under Baseline Type select Host Patch, and click Next.

4 Select Dynamic as the type of baseline, and click Next.
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5 On the Dynamic Baseline Criteria page, specify criteria to define the patches to include, and then click
Next.

Option Description

Patch Vendor Specifies which patch vendor to use.

Product Restricts the set of patches to the selected products or operating systems.
The asterisk at the end of a product name is a wildcard character for any
version number.

Severity Specifies the severity of patches to include.

Category Specifies the category of patches to include.

Release Date Specifies the range for the release dates of the patches.
 
The relationship between these fields is defined by the Boolean operator AND.

For example, when you select a product and severity option, the patches are restricted to the ones that
are applicable for the selected product and are of the specified severity level.

6 (Optional) On the Patches to Exclude page, select one or more patches in the list and click the down
arrow to permanently exclude them from the baseline.

7 (Optional) Click Advanced to search for specific patches to exclude from the baseline.

8 Click Next.

9 (Optional) On the Other Patches to Add page, select individual patches to include in the baseline and
click the down arrow to move them into the Fixed Patches to Add list.

The patches you add to the dynamic baseline stay in the baseline regardless of the new downloaded
patches.

10 (Optional) Click Advanced to search for specific patches to include in the baseline.

11 Click Next.

12 On the Ready to Complete page, click Finish.

The new baseline is displayed in the Baselines pane of the Baselines and Groups tab.

Create a Host Extension Baseline
Draft comment filepath: GUID-9C6BE830-29C7-4FE5-B0F9-F9A2485D0609.xml

Extension baselines contain additional software for ESXi hosts. This additional software might be VMware
software or third-party software. You create host extension baselines using the New Baseline wizard.

Extensions can provide additional features, updated drivers for hardware, Common Information Model
(CIM) providers for managing third-party modules on the host, improvements to the performance or
usability of existing host features, and so on.

Host extension baselines that you create are always fixed. You must carefully select the appropriate
extensions for the ESXi hosts in your environment.

To perform the initial installation of an extension, you must use an extension baseline. After the extension is
installed on the host, you can update the extension module with either patch or extension baselines.

NOTE   When applying extension baselines by using Update Manager, you must be aware of the functional
implications of new modules to the host. Extension modules might alter the behavior of ESXi hosts. During
installation of extensions, Update Manager only performs the checks and verifications expressed at the
package level.
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Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baselines pane.

2 Type a name, and optionally, a description of the baseline.

3 Under Baseline Type, select Host Extension and click Next.

4 On the Extensions page, select individual extensions to include in the baseline and click the down
arrow to add them to the Included Extensions list.

5 (Optional) Click Advanced to filter the extensions to include specific extensions in the baseline.

6 Click Next.

7 On the Ready to Complete page, click Finish.

The new baseline is displayed in the Baselines pane of the Baselines and Groups tab.

Filter Patches or Extensions in the New Baseline Wizard
Draft comment filepath: GUID-45A68939-B554-4F7E-8C00-FF60BE7E5431.xml

When you create a patch or extension baseline, you can filter the patches and extensions available in the
Update Manager repository to find specific patches and extensions to exclude or include in the baseline.

Procedure

1 In the New Baseline wizard, click Advanced.

n If you are creating a fixed patch baseline, on the Patches page, click Advanced.

n If you are creating a dynamic patch baseline, on the Patches to Exclude or Additional Patches page,
click Advanced.

n If you are creating a host extension baseline, on the Extensions page, click Advanced.

2 On the Filter Patches or Filter Extensions page, specify the criteria to define the patches or extensions to
include or exclude.

Option Description

Patch Vendor Specifies which patch or extension vendor to use.

Product Restricts the set of patches or extensions to the selected products or
operating systems.
The asterisk at the end of a product name is a wildcard character for any
version number.

Severity Specifies the severity of patches or extensions to include.

Category Specifies the category of patches or extensions to include.

Release Date Specifies the range for the release dates of the patches or extensions.

Text Restricts the patches or extensions to those containing the text that you
enter.

 
The relationship between these fields is defined by the Boolean operator AND.

3 Click Find.

The patches or extensions in the New Baseline wizard are filtered with the criteria that you specified.
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Edit a Patch Baseline
Draft comment filepath: GUID-7F4BA9AB-10CB-42B3-9E98-E69A34B62321.xml

You can edit an existing host patch baseline.

You edit patch baselines from the Update Manager Client Administration view.

Prerequisites

Ensure that you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Hosts.

2 Select a patch baseline and click Edit above the Baselines pane.

3 Edit the name and description of the baseline and click Next.

4 Go through the Edit Baseline wizard to change the criteria, and select patches to include or exclude.

5 On the Ready to Complete page, click Finish.

Edit a Host Extension Baseline
Draft comment filepath: GUID-21128778-D1C2-42EB-9695-068584B0DD2D.xml

You can change the name, description, and composition of an existing extension baseline.

You can edit extension baselines from the Update Manager Client Administration view.

Prerequisites

Ensure that you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click the Hosts button.

2 Select an extension baseline and click Edit above the Baselines pane.

3 Edit the name and description of the baseline and click Next.

4 Make your changes by going through the Edit Baseline wizard.

5 On the Ready to Complete page, click Finish.

Create and Edit Host Upgrade Baselines
Draft comment filepath: GUID-2892C473-FD46-4C75-A496-DCECF7C8B5DC.xml

You can create an ESXi host upgrade baseline by using the New Baseline wizard. You can create host
baselines with already uploaded ESXi 6.0 images.

You can upload and manage ESXi images from the ESXi Images tab of the Update Manager Administration
view.

Update Manager 6.0 supports upgrade from ESXi 5.x to ESXi 6.0.
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Before uploading ESXi images, obtain the image files from the VMware Web site or another source. You can
create custom ESXi images that contain third-party VIBs by using vSphere ESXi Image Builder. For more
information, see Using vSphere ESXi Image Builder .

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have more than one Update Manager instance, host upgrade files that you upload
and baselines that you create are not applicable to the hosts managed by other vCenter Server systems.
Upgrade files and baselines are specific for the Update Manager instance you select.

n Import Host Upgrade Images and Create Host Upgrade Baselines on page 83
You can create upgrade baselines for ESXi hosts with ESXi 6.0 images that you import to the
Update Manager repository.

n Create a Host Upgrade Baseline on page 84
To upgrade the hosts in your vSphere environment, you must create host upgrade baselines.

n Edit a Host Upgrade Baseline on page 85
You can change the name, description, and upgrade options of an existing host upgrade baseline. You
cannot delete a host upgrade image by editing the host upgrade baseline.

n Delete ESXi Images on page 85
You can delete ESXi images from the Update Manager repository if you no longer need them.

Import Host Upgrade Images and Create Host Upgrade Baselines
Draft comment filepath: GUID-B3AA9C16-963C-404E-8980-990773D8D5A3.xml

You can create upgrade baselines for ESXi hosts with ESXi 6.0 images that you import to the
Update Manager repository.

You can use ESXi .iso images to upgrade ESXi 5.x hosts to ESXi 6.0.

To upgrade hosts, use the ESXi installer image distributed by VMware with the name format VMware-
VMvisor-Installer-6.0.0-build_number.x86_64.iso or a custom image created by using vSphere ESXi
Image Builder.

Prerequisites

Ensure that you have the Upload File privilege. For more information about managing users, groups, roles,
and permissions, see vCenter Server and Host Management.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the ESXi Images tab click Import ESXi Image on the upper-right side.

2 On the Select ESXi Image page of the Import ESXi Image wizard, browse to and select the ESXi image
that you want to upload.

3 Click Next.

CAUTION   Do not close the import wizard. Closing the import wizard stops the upload process.
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4 (Optional) In the Security Warning window, select an option to handle the certificate warning.

A trusted certificate authority does not sign the certificates that are generated for vCenter Server and
ESXi hosts during installation. Because of this, each time an SSL connection is made to one of these
systems, the client displays a warning.

Option Action

Ignore Click Ignore to continue using the current SSL certificate and start the
upload process.

Cancel Click Cancel to close the window and stop the upload process.

Install this certificate and do not
display any security warnings

Select this check box and click Ignore to install the certificate and stop
receiving security warnings.

 
5 After the file is uploaded, click Next.

6 (Optional) Create a host upgrade baseline.

a Leave the Create a baseline using the ESXi image selected.

b Specify a name, and optionally, a description for the host upgrade baseline.

7 Click Finish.

The ESXi image that you uploaded appears in the Imported ESXi Images pane. You can see more
information about the software packages that are included in the ESXi image in the Software Packages pane.

If you also created a host upgrade baseline, the new baseline is displayed in the Baselines pane of the
Baselines and Groups tab.

What to do next

To upgrade the hosts in your environment, you must create a host upgrade baseline if you have not already
done so.

Create a Host Upgrade Baseline
Draft comment filepath: GUID-D5DF7949-FB96-4C19-BB91-DC32FE654A64.xml

To upgrade the hosts in your vSphere environment, you must create host upgrade baselines.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Upload at least one ESXi image.

Procedure

1 On the Baselines and Groups tab, click Create above the Baselines pane.

2 Under Baseline Type, select Host Upgrade and click Next.

3 On the ESXi Image page, select a host upgrade image and click Next.

4 Review the Ready to Complete page and click Finish.

The new baseline is displayed in the Baselines pane of the Baselines and Groups tab.
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Edit a Host Upgrade Baseline
Draft comment filepath: GUID-F2180C2A-A5FD-4D98-B50F-79426C60373D.xml

You can change the name, description, and upgrade options of an existing host upgrade baseline. You
cannot delete a host upgrade image by editing the host upgrade baseline.

You can edit upgrade baselines from the Update Manager Client Administration view.

Prerequisites

Ensure that you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click the Hosts button.

2 Select an existing host upgrade baseline and click Edit above the Baselines pane.

3 Edit the name and description of the baseline, and click Next.

4 Make your changes by going through the Edit Baseline wizard.

5 On the Ready to Complete page, click Finish.

Delete ESXi Images
Draft comment filepath: GUID-741C6A84-347C-4A07-8824-FC9FEF788DFF.xml

You can delete ESXi images from the Update Manager repository if you no longer need them.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Prerequisites

Verify that the ESXi images are not included in baselines. You cannot delete images that are included in a
baseline.

Procedure

1 In the Update Manager Administration view, click the ESXi Images tab.

2 Under Imported ESXi Images, select the file you want to delete and click Delete.

3 Click Yes to confirm the deletion.

The ESXi image is deleted and no longer available under Imported ESXi Images.

Create and Edit a Virtual Appliance Upgrade Baseline
Draft comment filepath: GUID-2189A1D9-E607-487D-B1F2-9F2D4292DD6A.xml

A virtual appliance upgrade baseline contains a set of updates to the operating system and to the
applications installed in the virtual appliance. The virtual appliance vendor considers these updates an
upgrade.

Virtual appliance baselines that you create consist of a set of user-defined rules. If you add rules that
conflict, the Update Manager displays an Upgrade Rule Conflict window so that you can resolve the
conflicts.

Virtual appliance baselines let you upgrade virtual appliances either to the latest available version or to a
specific version number.
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n Create a Virtual Appliance Upgrade Baseline on page 86
You upgrade virtual appliances by using a virtual appliance upgrade baseline. You can either use the
predefined virtual appliance upgrade baseline, or create custom virtual appliance upgrade baselines.

n Edit a Virtual Appliance Upgrade Baseline on page 87
You can change the name, description, and upgrade options of an existing upgrade baseline.

Create a Virtual Appliance Upgrade Baseline
Draft comment filepath: GUID-62B06171-0B97-4B0F-B606-B9C0470F3FC0.xml

You upgrade virtual appliances by using a virtual appliance upgrade baseline. You can either use the
predefined virtual appliance upgrade baseline, or create custom virtual appliance upgrade baselines.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baselines pane.

2 Type a name, and optionally, a description of the baseline.

3 Under Baseline Type, select VA Upgrade, and click Next.

4 On the Upgrade Options page, select Vendor and Appliance options from the respective drop-down
menus.

The options listed in these menus depend on the virtual appliance upgrades that are downloaded in the
Update Manager repository. If no upgrades are downloaded in the repository, the available options are
All Vendors and All Products, respectively.

5 Select an option from the Upgrade To drop-down menu.

Option Description

Latest Upgrades the virtual appliance to the latest version.

A specific version number Upgrades the virtual appliance to a specific version. This option is
available when you select a specific vendor and appliance name.

Do Not Upgrade Does not upgrade the virtual appliance.
 

6 Click Add Rule.

7 (Optional) Add multiple rules.

a Click Add Multiple Rules.

b Select one or all vendors.

c Select one or all appliances.

d Select one Upgrade To option to apply to the selected appliances, and click OK.

If you create multiple rules to apply to the same virtual appliance, only the first applicable rule in the
list is applied.

8 (Optional) Resolve any conflicts within the rules you apply.

a In the Upgrade Rule Conflict window, select whether to keep the existing rules, to use the newly
created rules, or to manually resolve the conflict.

b Click OK.

9 Click Next.
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10 On the Ready to Complete page, click Finish.

The new baseline is displayed in the Baselines pane of the Baselines and Groups tab.

Edit a Virtual Appliance Upgrade Baseline
Draft comment filepath: GUID-0EF42D99-78DD-41EA-8714-B43AE35D3A6F.xml

You can change the name, description, and upgrade options of an existing upgrade baseline.

You can edit upgrade baselines from the Update Manager Client Administration view.

Prerequisites

Ensure that you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click VMs/VAs.

2 Select an existing baseline and click Edit above the Baselines pane.

3 Edit the name and the description of the baseline and click Next.

4 Edit the upgrade options and click Next.

5 On the Ready to Complete page, click Finish.

Delete Baselines
Draft comment filepath: GUID-A798A354-D26A-4D13-AAE5-6CB823247928.xml

You can delete baselines that you no longer need from Update Manager. Deleting a baseline detaches it
from all the objects to which the baseline is attached.

You can delete baselines from the Update Manager Client Administration view.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 In the Baselines pane of the Baselines and Groups tab, select the baselines to remove, and click Delete.

2 In the confirmation dialog box, click Yes.

The baseline is deleted.

Creating and Managing Baseline Groups
Draft comment filepath: GUID-274B8F2B-D204-411C-9AB6-AEC7A505D768.xml

A baseline group consists of a set of non-conflicting baselines. Baseline groups allow you to scan and
remediate objects against multiple baselines at the same time.

You can perform an orchestrated upgrade of the virtual machines by remediating the same folder or
datacenter against a baseline group containing the following baselines:

n VMware Tools Upgrade to Match Host

n VM Hardware Upgrade to Match Host
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You can perform an orchestrated upgrade of hosts by using a baseline group that contains a single host
upgrade baseline and multiple patch or extension baselines.

You can create two types of baseline groups depending on the object type to which you want to apply them:

n Baseline groups for hosts

n Baseline groups for virtual machines and virtual appliances

Baseline groups that you create are displayed on the Baselines and Groups tab of the Update Manager
Client Administration view.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have more than one Update Manager instance, baseline groups you create are not
applicable to all inventory objects managed by other vCenter Server systems in the group. Baseline groups
are specific for the Update Manager instance that you select.

Create a Host Baseline Group
Draft comment filepath: GUID-7ADA3671-9A50-40E9-AF20-F3D913C68C7A.xml

You can combine one host upgrade baseline with multiple patch or extension baselines, or combine multiple
patch and extension baselines in a baseline group.

NOTE   You can click Finish in the New Baseline Group wizard at any time to save your baseline group and
add baselines to it at a later stage.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baseline Groups pane.

2 Enter a unique name for the baseline group.

3 Under Baseline Group Type, select Host Baseline Group and click Next.

4 Select a host upgrade baseline to include it in the baseline group.

5 (Optional) Create a new host upgrade baseline by clicking Create a new Host Upgrade Baseline at the
bottom of the Upgrades page and complete the New Baseline wizard.

6 Click Next.

7 Select the patch baselines that you want to include in the baseline group.

8 (Optional) Create a new patch baseline by clicking Create a new Host Patch Baseline at the bottom of
the Patches page and complete the New Baseline wizard.

9 Click Next.

10 Select the extension baselines to include in the baseline group.

11 (Optional) Create a new extension baseline by clicking Create a new Extension Baseline at the bottom
of the Patches page and complete the New Baseline wizard.

12 On the Ready to Complete page, click Finish.

The host baseline group is displayed in the Baseline Groups pane.
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Create a Virtual Machine and Virtual Appliance Baseline Group
Draft comment filepath: GUID-61214281-06E2-4080-B90F-D41117D28397.xml

You can combine upgrade baselines in a virtual machine and virtual appliance baseline group.

NOTE   You can click Finish in the New Baseline Group wizard at any time to save your baseline group, and
add baselines to it at a later stage.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Create above the Baseline Groups pane.

2 In the New Baseline Group wizard, under Baseline Group Type, select Virtual Machines and Virtual
Appliances Baseline Group.

3 Enter a name for the baseline group and click Next.

4 For each type of upgrade (virtual appliance, virtual hardware, and VMware Tools), select one of the
available upgrade baselines to include in the baseline group.

NOTE   If you decide to remediate only virtual appliances, the upgrades for virtual machines are
ignored, and the reverse. If a folder contains both virtual machines and virtual appliances, the
appropriate upgrades are applied to each type of object.

5 (Optional) Create a new Virtual Appliance upgrade baseline by clicking Create a new Virtual
Appliance Upgrade Baseline at the bottom of the Upgrades page, and complete the New Baseline
wizard.

After you complete the New Baseline wizard, you return to the New Baseline Group wizard.

6 Click Next.

7 On the Ready to Complete page, click Finish.

The new baseline group is displayed in the Baseline Groups pane.

Edit a Baseline Group
Draft comment filepath: GUID-0C25AC75-068D-4F00-BD3F-F03B01C9DA3E.xml

You can change the name and type of an existing baseline group, as well as add or remove the upgrade and
patch baselines from a baseline group.

You edit baseline groups from the Update Manager Client Administration view.

Prerequisites

You can edit baseline groups only if you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, select the type of baseline group to edit by clicking either Hosts or
VMs/VAs.

2 Select a baseline group from the Baseline Groups pane and click Edit above the pane.
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3 Edit the name of the baseline group.

4 (Optional) Change the included upgrade baselines (if any).

5 (Optional) Change the included patch baselines (if any).

6 (Optional) Change the included extension baselines (if any).

7 Review the Ready to Complete page and click OK.

Add Baselines to a Baseline Group
Draft comment filepath: GUID-97650E22-4918-47B7-9CC9-5B03BA3E91DD.xml

You can add a patch, extension, or upgrade baseline to an existing baseline group.

You can add baselines to baseline groups from the Update Manager Client Administration view.

Prerequisites

Ensure that you have the Manage Baseline privilege.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Hosts or VMs/VAs, depending on the type of baseline that you
want to add.

2 From the Baseline Groups pane, select a baseline group and expand it to view the included baselines.

3 Select a baseline from the list in the Baselines pane, and click the right arrow.

The baseline is added to the selected baseline group.

Remove Baselines from a Baseline Group
Draft comment filepath: GUID-D1EB3CD4-0646-45E5-A6DB-D2D41C43F4DE.xml

You can remove individual baselines from existing baseline groups.

You can edit the contents of baseline groups from the Update Manager Client Administration view.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, click Hosts or VMs/VAs, depending on the type of baseline that you
want to remove.

2 From the Baseline Groups pane, select a baseline group and expand it to view the included baselines.

3 Select a baseline from the Baseline Groups pane on the right and click the left arrow.

The baseline is removed from the selected baseline group.
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Delete Baseline Groups
Draft comment filepath: GUID-4EB203EF-BBB5-45CA-954A-EE23C60D5FB4.xml

You can delete baseline groups that you no longer need from Update Manager. Deleting a baseline group
detaches it from all the objects to which the baseline group is attached.

You can delete baseline groups from the Update Manager Client Administration view.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 On the Baselines and Groups tab, select the baseline group to remove, and click Delete.

2 In the confirmation dialog box, click Yes.

The baseline group is deleted.

Attach Baselines and Baseline Groups to Objects
Draft comment filepath: GUID-5EA28531-0813-4B04-99A7-F8D88756F3CC.xml

To view compliance information and remediate objects in the inventory against specific baselines and
baseline groups, you must first attach existing baselines and baseline groups to these objects.

You can attach baselines and baseline groups to objects from the Update Manager Client Compliance view.

Although you can attach baselines and baseline groups to individual objects, a more efficient method is to
attach them to container objects, such as folders, vApps, clusters, and data centers. Individual vSphere
objects inherit baselines attached to the parent container object. Removing an object from a container
removes the inherited baselines from the object.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, you can attach baselines and baseline groups to objects managed by the
vCenter Server system with which Update Manager is registered. Baselines and baseline groups you attach
are specific for the Update Manager instance that is registered with the vCenter Server system.

Prerequisites

Ensure that you have the Attach Baseline privilege.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
select Home > Inventory.

2 Select the type of object that you want to attach the baseline to.

For example, Hosts and Clusters or VMs and Templates.

3 Select the object in the inventory, and click the Update Manager tab.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, the Update Manager tab is available only for the vCenter Server
system with which an Update Manager instance is registered.

4 Click Attach in the upper-right corner.
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5 In the Attach Baseline or Group window, select one or more baselines or baseline groups to attach to
the object.

If you select one or more baseline groups, all baselines in the groups are selected. You cannot deselect
individual baselines in a group.

6 (Optional) Click the Create Baseline Group or Create Baseline links to create a baseline group or a
baseline and complete the remaining steps in the respective wizard.

7 Click Attach.

The baselines and baseline groups that you selected to attach are displayed in the Attached Baseline Groups
and Attached Baselines panes of the Update Manager tab.

Attach Baselines and Baseline Groups to Objects in
Update Manager Web Client
Draft comment filepath: GUID-276E471C-7B0F-46E0-84B0-7C143B2BDA94.xml

To view compliance information and scan objects in the inventory against baselines and baseline groups,
you must first attach existing baselines and baseline groups to these objects. You can attach baselines and
baseline groups to object from the Update Manager Web Client in the vSphere Web Client.

You cannot create baselines and baseline groups from the Update Manager Web Client interface. To attach a
different baseline or baseline group than the ones you see in the Attach Baseline or Group dialog of the
Update Manager Web Client, you must first create them in Update Manager Client plug-in for the
vSphere Client.

Prerequisites

n Verify that you have the Attach Baseline privilege.

n Verify that all the baselines or baseline groups that you want to use are already created. You can create
baselines and baseline groups only from the Update Manager Client plug-in for the vSphere Client.

Procedure

1 Start the vSphere Web Client, and log in to the vCenter Server system.

2 Select an appropriate object in the vSphere Web Client object navigator.

3 Click the Monitor tab, and click Update Manager.

4 Click Attach, and select the types of baselines you want to attach.

a In the Individual Baselines pane, select one or more baselines to attach to the object.

b In the Baseline Groups pane, select one or more baseline groups to attach to the object.

5 Click OK.

What to do next

Scan the selected object against the attached baselines.

Filter the Baselines and Baseline Groups Attached to an Object
Draft comment filepath: GUID-6DEF3C7A-296C-473B-A2C8-2B853B098D0D.xml

You can filter the baselines and baseline groups attached to a specific inventory object and search within the
baselines and baseline groups.

You can filter baselines and baseline groups attached to an object from the Update Manager Client
Compliance view.
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Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
select Home > Inventory.

2 Select the type of object that you want to view.

For example, Hosts and Clusters or VMs and Templates.

3 Select an object from the inventory.

This object can be a virtual machine, a virtual appliance, a host, or a container object.

4 Click the Update Manager tab.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter
Single Sign-On domain, the Update Manager tab is available only for the vCenter Server systems with
which an Update Manager instance is registered.

5 Type text in the Name contains text box above the Attached Baselines pane.

The baselines and baseline groups containing the text that you entered are listed in the respective panes. If
the inventory object you select is a container object, the virtual machines, appliances, or hosts in the bottom
pane of the Update Manager tab are also filtered.

Detach Baselines and Baseline Groups from Objects
Draft comment filepath: GUID-F1A12C50-2967-413C-9869-B8D090628832.xml

You can detach baselines and baseline groups from objects to which the baselines or baseline groups were
directly attached. Because vSphere objects can have inherited properties, you might have to select the
container object where the baseline or baseline group is attached and then detach it from the container
object.

You can detach baselines and baseline group from objects from the Update Manager Client Compliance
view.

Prerequisites

Ensure that you have the Attach Baseline privilege.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
select Home > Inventory.

2 Select the type of object that you want to detach the baseline or group from.

For example, Hosts and Clusters or VMs and Templates.

3 Select the object in the inventory, and click the Update Manager tab.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, the Update Manager tab is available only for the vCenter Server
systems with which an Update Manager instance is registered.

4 Right-click the baseline or baseline group to remove and select Detach Baseline or Detach Baseline
Group.

5 Select the inventory objects from which you want to detach the baseline or baseline group and click
Detach.

The baseline or baseline group you detach remains in the Compliance view until you detach it from all
objects.
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The baseline or baseline group that you detach is no longer listed in the Attached Baselines or Attached
Baseline Groups pane.

Detach Baselines and Baseline Groups from Objects in
Update Manager Web Client
Draft comment filepath: GUID-ACAB6319-E85C-403A-9D89-E05C9E2374FB.xml

You can detach baselines and baseline groups from objects to which the baselines or baseline groups are
directly attached. Because vSphere objects can have inherited properties, you might have to select the
container object where the baseline or baseline group is attached and then detach it from the container
object.

Prerequisites

Ensure that you have the Attach Baseline privilege.

Procedure

1 Start the vSphere Web Client, and log in to the vCenter Server system.

2 Select an appropriate object in the vSphere Web Client object navigator.

3 Click the Monitor tab, and click Update Manager.

4 Remove a baseline or a baseline group that you no longer need.

a To remove a baseline, select the baseline and click Detach on the upper left corner of the Attached
Baselines pane.

b To remove a baseline group, select the baseline group from the Attached Baseline Groups drop-
down menu, and click Detach at the upper right corner of the Attached Baseline Groups drop-
down menu.

5 In the Detach Baseline Group dialog box, select the entities that you want to detach the baseline or the
baseline group from.

6 Click OK.

The baseline or baseline group that you detach is no longer listed in the Attached Baselines pane or the
Attached Baseline Groups drop-down menu.

Installing and Administering VMware vSphere Update Manager

94  VMware, Inc.



Scanning vSphere Objects and
Viewing Scan Results 11
Draft comment filepath: GUID-728B4587-DE37-4AEF-8FDE-A202B662AD0B.xml

Scanning is the process in which attributes of a set of hosts, virtual machines, or virtual appliances are
evaluated against the patches, extensions, and upgrades included in the attached baselines and baseline
groups.

You can configure Update Manager to scan virtual machines, virtual appliances, and ESXi hosts by
manually initiating or scheduling scans to generate compliance information. To generate compliance
information and view scan results, you must attach baselines and baseline groups to the objects you scan.

To initiate or schedule scans, you must have the Scan for Applicable Patches, Extensions, and Upgrades
privilege. For more information about managing users, groups, roles, and permissions, see vCenter Server
and Host Management. For a list of Update Manager privileges and their descriptions, see “Update Manager
Privileges,” on page 74.

You can scan vSphere objects from the Update Manager Client Compliance view.

This chapter includes the following topics:

n “Manually Initiate a Scan of ESXi Hosts,” on page 95

n “Manually Initiate a Scan of ESXi Hosts in Update Manager Web Client,” on page 96

n “Manually Initiate a Scan of Virtual Machines and Virtual Appliances,” on page 96

n “Manually Initiate a Scan of Virtual Machines and Virtual Appliances in Update Manager Web
Client,” on page 97

n “Manually Initiate a Scan of a Datacenter in Update Manager Web Client,” on page 97

n “Schedule a Scan,” on page 98

n “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99

Manually Initiate a Scan of ESXi Hosts
Draft comment filepath: GUID-72B973CF-671A-4C7A-B5CA-2ACC0ECA31FE.xml

Before remediation, you should scan the vSphere objects against the attached baselines and baseline groups.
To run a scan of hosts in the vSphere inventory immediately, initiate a scan manually.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Inventory > Hosts and Clusters in the navigation bar.

2 Right-click a host, data center, or any container object and select Scan for Updates.

3 Select the types of updates to scan for.

You can scan for either Patches and Extensions or Upgrades.
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4 Click Scan.

The selected inventory object and all child objects are scanned against all patches, extensions, and upgrades
in the attached baselines. The larger the virtual infrastructure and the higher up in the object hierarchy that
you initiate the scan, the longer the scan takes.

Manually Initiate a Scan of ESXi Hosts in Update Manager Web Client
Draft comment filepath: GUID-312286E3-131B-48F4-BD86-E2C3E5EC52F4.xml

Before remediation, you should scan the vSphere objects against the attached baselines and baseline groups.
You can run a scan of hosts in the vSphere inventory immediately by initiating a scan from the
Update Manager Web Client, and later perform staging and remediation from the Update Manager Client
plug-in for the vSphere Client.

Procedure

1 Start the vSphere Web Client, and log in to the vCenter Server system.

2 In the vSphere Web Client object navigator, select an ESXi host, or a host folder.

3 Click the Monitor tab, and click Update Manager.

4 Click Scan and select the types of updates to scan for.

You can scan for Patches and Extensions and Upgrades.

5 Click OK.

The selected host, or the container object is scanned against all patches, extensions, and upgrades in the
attached baselines.

What to do next

Stage and remediate the scanned inventory object in Update Manager Client plug-in for the vSphere Client.

Manually Initiate a Scan of Virtual Machines and Virtual Appliances
Draft comment filepath: GUID-34AD4330-F20F-413A-8905-E2FDD51974BC.xml

To scan virtual machines and virtual appliances in the vSphere inventory immediately, you can manually
initiate a scan against attached baselines and baseline groups.

Prerequisites

After you import a VMware Studio created virtual appliance in the vSphere Client, power it on so that it is
discovered as a virtual appliance.

Procedure

1 Connect the vSphere Client to a vCenter Serverr system with which Update Manager is registered and
select Home > Inventory > VMs and Templates in the navigation bar.

2 Right-click a virtual machine, virtual appliance, a folder of virtual machines and appliances, or a
datacenter, and select Scan for Updates.

3 Select the types of updates to scan for.

The options are Virtual Appliance upgrades, VM Hardware upgrades, and VMware Tools upgrades.

4 Click Scan.
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The virtual machines and appliances that you select are scanned against the attached baselines, depending
on the options that you select. All child objects are also scanned. The larger the virtual infrastructure and the
higher up in the object hierarchy that you initiate the scan, the longer the scan takes and the more accurate
the compliance view is.

Manually Initiate a Scan of Virtual Machines and Virtual Appliances in
Update Manager Web Client
Draft comment filepath: GUID-79CC6726-420C-499F-A76F-A4F453C9B9AC.xml

You can scan virtual machines and virtual appliances in the vSphere inventory against attached baselines
and baseline groups from the vSphere Web Client by using the Update Manager Web Client. You can later
perform staging and remediation from the Update Manager Client plug-in for the vSphere Client.

After you import a VMware Studio created virtual appliance in the vSphere Web Client, power it on so that
it is discovered as a virtual appliance.

Procedure

1 Start the vSphere Web Client, and log in to the vCenter Server system.

2 In the vSphere Web Client object navigator, select a virtual machine, virtual appliance, or a folder of
virtual machines and appliances.

3 Click the Monitor tab, and click Update Manager.

4 Click Scan and select the types of updates to scan for.

You can scan for Virtual appliance upgrades, VMware Tools upgrades, and VM Hardware upgrades.

5 Click OK.

The virtual machines and appliances are scanned against the attached baselines, depending on the options
that you selected.

What to do next

Stage and remediate the scanned inventory object in Update Manager Client plug-in for the vSphere Client.

Manually Initiate a Scan of a Datacenter in Update Manager Web
Client
Draft comment filepath: GUID-1BD09564-4E66-454D-A47C-6CB86AD05017.xml

To start a simultaneous scan of hosts, virtual machines, and virtual appliances that are part of a datacenter
or a datacenter folder from the vSphere inventory, you can initiate a scan against attached baselines and
baseline groups from the Update Manager Web Client.

After you import a VMware Studio created virtual appliance in the vSphere Web Client, power it on so that
it is discovered as a virtual appliance.

Procedure

1 Start the vSphere Web Client, and log in to the vCenter Server system.

2 In the vSphere Web Client object navigator, select a datacenter or a datacenter folder.

3 Click the Monitor tab, and click Update Manager.
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4 Click Scan and select the types of updates to scan for.

For the ESXi hosts in the datacenter, you can scan for Patches and Extensions and Upgrades.

For virtual machines and virtual appliances in the datacenter, you can scan for Virtual appliance
upgrades, VMware Tools upgrades, and VM Hardware upgrades.

5 Click OK.

The selected inventory object and all child objects are scanned against the attached baselines, depending on
the options that you selected. The larger the virtual infrastructure and the higher up in the object hierarchy
you initiate the scan, the longer the scan takes.

What to do next

Stage and remediate the scanned inventory object in Update Manager Client plug-in for the vSphere Client.

Schedule a Scan
Draft comment filepath: GUID-7887FDB8-5BE1-4DEA-AA4E-571670578BC0.xml

You can configure the vSphere Client to scan virtual machines, virtual appliances, and ESXi hosts at specific
times or at intervals that are convenient for you.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Management > Scheduled Tasks.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter
Single Sign-On domain, specify the Update Manager instance that you want to use to schedule a scan
task by selecting the name of the corresponding vCenter Server system in the navigation bar.

2 Click New in the toolbar to open the Schedule Task dialog box.

3 Select Scan for Updates and click OK.

4 Select the type of vSphere infrastructure object to scan, and click Next.

5 In the inventory tree, select the inventory object to be scanned and click Next.

All child objects of the object that you select are also scanned.

6 Select the types of updates to scan for and click Next.

7 Enter a unique name, and optionally, a description for the scan.

8 Set the frequency and the start time for the task and click Next.

9 (Optional) Specify one or more email addresses to send the results to and click Next.

You must configure mail settings for the vCenter Server system to enable this option.

10 Review the Ready to Complete page and click Finish.

The scan task is listed in the Scheduled Tasks view of the vSphere Client.
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Viewing Scan Results and Compliance States for vSphere Objects
Draft comment filepath: GUID-F2C682AC-2EBD-4B57-BC7F-61F9D7FEB585.xml

Update Manager scans objects to determine how they comply with the attached baselines and baseline
groups. You can review compliance by examining results for a single virtual machine, virtual appliance,
template, or ESXi host, as well as for a group of virtual machines, appliances, or hosts.

Supported groups of virtual machines, appliances, or ESXi hosts include virtual infrastructure container
objects such as folders, vApps, clusters, and datacenters.

Baselines and baseline groups interact with virtual machines, virtual appliances, templates, and hosts in the
following ways:

n Objects must have an attached baseline or baseline group to be examined for compliance information.

n Compliance with baselines and baseline groups is assessed at the time of viewing, so a brief pause
might occur while information is gathered to make sure that all information is current.

n Compliance status is displayed based on privileges. Users with the privilege to view a container, but
not all the contents of the container are shown the aggregate compliance of all objects in the container. If
a user does not have permission to view an object, its contents, or a particular virtual machine, the
results of those scans are not displayed. To view the compliance status, the user must also have the
privilege to view compliance status for an object in the inventory. Users that have privileges to
remediate against patches, extensions, and upgrades and to stage patches and extensions on a
particular inventory object, can view the compliance status of the same object even if they do not have
the view compliance privilege. For more information about the Update Manager privileges, see 
“Update Manager Privileges,” on page 74. For more information about managing users, groups, roles
and permissions, see vCenter Server and Host Management.

In the vSphere infrastructure hierarchy, the baseline and baseline groups you attach to container objects are
also attached to the child objects. Consequently, the computed compliance state is also inherited. For
example, a baseline or baseline group attached to a folder is inherited by all objects in the folder (including
subfolders), but the status of inherited baselines or baseline groups propagates upwards, from the contained
objects to the folder. Consider a folder that contains two objects A and B. If you attach a baseline (baseline 1)
to the folder, both A and B inherit baseline 1. If the baseline state is noncompliant for A and compliant for B,
the overall state of baseline 1 against the folder is non-compliant. If you attach another baseline (baseline 2)
to B, and baseline 2 is incompatible with B, the overall status of the folder is incompatible.

NOTE   After a download of patch recall notifications, Update Manager flags recalled patches but their
compliance state does not refresh automatically. You must perform a scan to view the updated compliance
state of patches affected by the recall.

View Compliance Information for vSphere Objects
Draft comment filepath: GUID-239525B2-926F-4873-86AB-68F4C1BED872.xml

You can review compliance information for the virtual machines, virtual appliances, and hosts against
baselines and baseline groups that you attach.

When you select a container object, you view the overall compliance status of the attached baselines, as well
as all the individual compliance statuses. If you select an individual baseline attached to the container object,
you see the compliance status of the baseline.

If you select an individual virtual machine, appliance, or host, you see the overall compliance status of the
selected object against all attached baselines and the number of updates. If you further select an individual
baseline attached to this object, you see the number of updates grouped by the compliance status for that
baseline.
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Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
select Home > Inventory.

2 Select the type of object for which you want to view compliance information.

For example, Hosts and Clusters or VMs and Templates.

3 Select an object from the inventory.

4 Click the Update Manager tab to view the scan results and compliance states.

Review Compliance with Individual vSphere Objects
Draft comment filepath: GUID-C5A50058-F77A-4AC9-BD43-4D00891A7EBB.xml

Scan results provide information about the degree of compliance with attached baselines and baseline
groups. You can view information about individual vSphere objects and about the patches, extensions, and
upgrades included in a baseline or a baseline group.

The following information is included in the scan results:

n The last time that a scan was completed at this level.

n The total number of noncompliant, incompatible, unknown, and compliant updates.

n For each baseline or baseline group, the number of virtual machines, appliances, or hosts that are
applicable, noncompliant, incompatible, unknown, or compliant.

n For each baseline or baseline group, the number of updates that are applicable to particular virtual
machines, appliances, or hosts.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and
select Home > Inventory.

2 Select the type of object for which you want to view scan results.

For example, Hosts and Clusters or VMs and Templates.

3 Select an individual object from the inventory, such as a virtual machine, virtual appliance, or host.

4 Click the Update Manager tab.

5 Select a baseline group or baseline.

Select All Groups and Independent Baselines in the Attached Baseline Groups pane and All in the
Attached Baselines pane to view the overall compliance of all attached baselines and baseline groups.

6 In the Compliance pane, select the All Applicable compliance status to view the overall compliance
status of the selected object.

The selected object together with the number of patches, upgrades, and extensions (if the selected object
is a host) appear in the bottom pane of the Update Manager tab.

7 Click a number link in the bottom pane of the Update Manager tab to see more details about updates.

Column Description

Patches The link indicates the number of patches in the selected compliance state
and opens the Patch Details window.

Upgrades The link indicates the number of upgrades in the selected compliance state
and opens the Upgrade Details window.
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Column Description

Extensions The link indicates the number of extensions in the selected compliance
state and opens the Extension Details window.

Change log The link is available only if the upgrade in the baseline is applicable to the
selected virtual appliance. The link opens the Virtual Appliance Change
Log Details window.

 

Compliance View
Draft comment filepath: GUID-430FFB9A-FD67-4458-95A8-794F7DE7FD13.xml

Information about the compliance states of selected vSphere inventory objects against baselines and baseline
groups you attach is displayed in the Update Manager Client Compliance view.

The information is displayed in four panes.

Table 11‑1.  Update Manager Tab Panes

Pane Description

Attached Baseline Groups Displays the baseline groups attached to the selected object. If you select All
Groups and Independent Baselines, all attached baselines in the Attached
Baselines pane are displayed. If you select an individual baseline group, only
the baselines in that group are displayed in the Attached Baselines pane.

Attached Baselines Displays the baselines attached to the selected object and included in the
selected baseline group.
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Table 11‑1.  Update Manager Tab Panes (Continued)

Pane Description

Compliance Contains a compliance graph that changes dynamically depending on the
inventory object, baseline groups, and baselines that you select. The graph
represents the percentage distribution of the virtual machines, appliances, or
hosts in a selected container object that are in a particular compliance state
against selected baselines.
If you select an individual host, virtual machine, or appliance, the color of the
graph is solid and represents a single compliance state.
Above the graph, the following compliance states are displayed:

All Applicable Total number of inventory objects for which
compliance is being calculated. This number is the
total of objects in the selected container inventory
object minus the objects for which the selected
baselines are not applicable.

The applicability of a baseline is determined on the
basis of whether the baseline is directly attached to
the virtual machine, appliance, or host, or whether it
is attached to a container object. Applicability also
depends on whether the baseline contains patches,
extensions, or upgrades that can be applied to the
selected object.

Non-Compliant Number of virtual machines, appliances, or hosts in
the selected container object that are not compliant
with at least one patch, extension, or upgrade in the
selected baselines or baseline groups.

Incompatible Number of virtual machines, appliances, or hosts in
the selected container object that cannot be
remediated against the selected baselines and
baseline groups. Incompatible state requires more
attention and investigation for determining the
reason for incompatibility. To obtain more
information about the incompatibility, view patch,
extension, or upgrade details.

Unknown Number of virtual machines, appliances, or hosts in
the selected container object that are not scanned
against at least one of the patches, extensions, or
upgrades in the selected baselines and baseline
groups.

Compliant Number of compliant virtual machines, appliances,
or hosts in the selected container object.

Bottom pane The information in this pane depends on whether you select an individual
object or a container object.
If you select a container object, the bottom pane of the Update Manager tab
displays the following information:
n A list of virtual machines, appliances, or hosts that meet the selections

from the Attached Baseline Groups, Attached Baselines and Compliance
panes.

n The overall compliance of the objects against the patches, extensions, or
upgrades included in the selected baselines and baseline groups.

If you select an individual object (such as virtual machine, appliance, or
host), the bottom pane of the Update Manager tab displays the following
information:
n The number of patches, extensions, or upgrades included in the baseline

or baseline group that you select.
n The number of staged patches or extensions to a host.
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Table 11‑1.  Update Manager Tab Panes (Continued)

Pane Description

n The overall compliance of the objects against the patches, extensions, or
upgrades included in the selected baselines and baseline groups.

n The vendor, product, version, compliance, release date as well as change
log for the selected virtual appliance against the attached upgrade
baseline.

Compliance States for Updates
Draft comment filepath: GUID-EBAA4F4A-57E0-45ED-8730-4B851FC846A9.xml

In Update Manager, update stands for all patches, extensions, and upgrades that you can apply with
Update Manager. The compliance state of the updates in baselines and baseline groups that you attach to
objects in your inventory is calculated after you perform a scan of the target object.

Conflict The update conflicts with either an existing update on the host or another
update in the Update Manager patch repository. Update Manager reports the
type of conflict. A conflict does not indicate any problem on the target object.
It just means that the current baseline selection is in conflict. You can
perform scan, remediation, and staging operations. In most cases, you can
take action to resolve the conflict.

Conflicting New Module The host update is a new module that provides software for the first time,
but is in conflict with either an existing update on the host or another update
in the Update Manager repository. Update Manager reports the type of
conflict. A conflict does not indicate any problem on the target object. It just
means that the current baseline selection is in conflict. You can perform scan,
remediation, and staging operations. In most cases, you must take action to
resolve the conflict.

Incompatible Hardware The hardware of the selected object is incompatible or has insufficient
resources to support the update. For example, when you perform a host
upgrade scan against a 32-bit host or if a host has insufficient RAM.

Installed Installed compliance state indicates that the update is installed on the target
object, and no further user action is required.

Missing Missing compliance state indicates that the update is applicable to the target
object, but not yet installed. You must perform a remediation on the target
object with this update, so that the update becomes compliant.

Missing Package This state occurs when metadata for the update is in the depot but the
corresponding binary payload is missing. The reasons can be that the
product might not have an update for a given locale; the Update Manager
patch repository is deleted or corrupt, and Update Manager no longer has
Internet access to download updates; or you have manually deleted an
upgrade package from the Update Manager repository.

New Module New module compliance state indicates that the update is a new module. An
update in this compliance state cannot be installed when it is part of a host
patch baseline. When it is part of a host extension baseline, the new module
state signifies that the module is missing on the host and can be provisioned
by remediation. The compliance state of the baseline depends on the type of
baseline containing the update in new module state. If the baseline is a host
patch baseline, the overall status of the baseline is compliant. If the baseline
is a host extension baseline, the overall status of the baseline is not compliant.

Chapter 11 Scanning vSphere Objects and Viewing Scan Results

VMware, Inc.  103



Not Applicable Not applicable compliance state indicates that the patch is not applicable to
the target object. A patch might be in not applicable compliance state for one
of the following reasons:

n There are other patches in the Update Manager patch repository that
obsolete this patch.

n The update does not apply to the target object.

Not Installable The update cannot be installed. The scan operation might succeed on the
target object, but remediation cannot be performed.

Obsoleted By Host This compliance state applies mainly to patches. The target object has a
newer version of the patch. For example, if a patch has multiple versions,
after you apply the latest version to the host, the earlier versions of the patch
are in Obsoleted By Host compliance state.

Staged This compliance state applies to host patches and host extensions. It indicates
that the update is copied from the Update Manager repository to the host,
but is not yet installed. Staged compliance state might occur only when you
scan hosts running ESXi 5.0 and later.

Unknown A patch is in unknown state for a target object until Update Manager
successfully scans the object. A scan might not succeed if the target object is
of an unsupported version, if Update Manager lacks metadata, or if the patch
metadata is corrupt.

Unsupported Upgrade The upgrade path is not possible. For example, the current hardware version
of the virtual machine is greater than the highest version supported on the
host.

Baseline and Baseline Group Compliance States
Draft comment filepath: GUID-354DB50F-4379-441C-AEF4-5E7DEEE31CCE.xml

Compliance states are computed after you scan the objects in your inventory against attached baselines or
baseline groups. Update Manager computes the compliance state based on the applicability of the patches,
extensions, and upgrades contained in the attached baselines or baseline groups.

Compliant
Draft comment filepath: GUID-354DB50F-4379-441C-AEF4-5E7DEEE31CCE.xml

Compliant state indicates that a vSphere object is compliant with all baselines in an attached baseline group
or with all patches, extensions, and upgrades in an attached baseline. Compliant state requires no further
action. If a baseline contains patches or upgrades that are not relevant to the target object, the individual
updates, and baselines or baseline groups that contain them, are treated as not applicable, and represented
as compliant. Compliant are also hosts with attached patch baselines containing extensions or patches in
Obsoleted By Host state.

Compliant state occurs under the following conditions:

n Target objects are compliant with the baselines and baseline groups when all updates in the baseline or
baseline group are either installed on the target object, obsoleted by host, or are not applicable to the
target object.

n The updates in a baseline are compliant when they are installed on the target object, or are not
applicable to the object.
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Non-Compliant
Draft comment filepath: GUID-354DB50F-4379-441C-AEF4-5E7DEEE31CCE.xml

Non-compliant state indicates that one or more baselines in a baseline group, or one or more patches,
extensions, or upgrades in a baseline are applicable to the target object, but are not installed (missing) on the
target. You must remediate the target object to make it compliant.

When a baseline contains a non-compliant update, the overall status of the baseline is non-compliant. When
a baseline group contains a non-compliant baseline, the overall status of the baseline group is non-
compliant. The non-compliant state takes precedence over incompatible, unknown, and compliant states.

Unknown
Draft comment filepath: GUID-354DB50F-4379-441C-AEF4-5E7DEEE31CCE.xml

When you attach a baseline or a baseline group to a vSphere object, and you do not scan the object, the state
of the vSphere object against the baseline or baseline group is Unknown. This state indicates that a scan
operation is required, that the scan has failed, or that you initiated a scan on an unsupported platform (for
example, you performed a VMware Tools scan on a virtual machine running on an ESX 3.5 host).

When a baseline contains updates in compliant and unknown states, the overall status of the baseline is
unknown. When a baseline group contains unknown baselines as well as compliant baselines, the overall
status of the baseline group is unknown. The unknown compliance state takes precedence over compliant
state.

Incompatible
Draft comment filepath: GUID-354DB50F-4379-441C-AEF4-5E7DEEE31CCE.xml

Incompatible state requires attention and further action. You must determine the reason for incompatibility
by probing further. You can remediate the objects in this state, but there is no guarantee that the operation
will succeed. In most cases Update Manager provides sufficient details for incompatibility. For more
information about incompatible compliance state, see “Incompatible Compliance State,” on page 179.

When a baseline contains updates in incompatible, compliant, and unknown states, the overall status of the
baseline is incompatible. When a baseline group contains incompatible, unknown, and compliant baselines,
the overall status of the baseline group is incompatible. The incompatible compliance state takes precedence
over compliant and unknown compliance states.

Viewing Patch Details
Draft comment filepath: GUID-B043DC87-8CC5-4FAF-8B60-8EDDF80DDC71.xml

The Patch Details window displays a table of the patches ordered according to their compliance status with
the selected virtual machine or host.

The compliance summary above the table in the Patch Details window represents the number of the
applicable patches, missing patches (noncompliant), compliant patches, staged patches, and so on. If any of
the patches are in the incompatible state, the compliance summary displays a detailed view of the
incompatible patches. Incompatibility might be a result of a conflict, missing update packages, and so on.

You can obtain complete information about a patch by double-clicking a patch in the Patch Details window.

Table 11‑2.  Patch Details Window

Option Description

Patch Name Name of the update.

Vendor Vendor of the update.

Compliance Compliance status of the patch. The state might be Missing (Non-Compliant), Not
Applicable, Unknown, Installed (Compliant), and so on.

Chapter 11 Scanning vSphere Objects and Viewing Scan Results

VMware, Inc.  105



Table 11‑2.  Patch Details Window (Continued)

Option Description

Patch ID Vendor-assigned identification code of the update.

Severity Severity of the update. For hosts, the severity status might be Critical, General,
Security, and so on. For virtual machines, the severity might be Critical, Important,
Moderate, and so on.

Category Category of the update. The category might be Security, Enhancement, Recall, Info,
Other, and so on.

Impact The action that you must take to apply the update. This action might include rebooting
the system or putting the host into maintenance mode.

Release Date Release date of the update.

Viewing Extension Details
Draft comment filepath: GUID-BC07AA71-1606-4C51-9CF3-C23A452E5973.xml

The Extension Details window displays a table of the extensions in the order of their compliance status with
the selected host.

You can obtain complete information about an extension by double-clicking an extension in the Extension
Details window.

Table 11‑3.  Extension Details Window

Option Description

Patch Name Name of the update.

Vendor Vendor of the update.

Compliance Compliance status of the patch. The state might be Missing (Non-Compliant), Not
Applicable, Unknown, Installed (Compliant), and so on.

Patch ID Vendor-assigned identification code of the update.

Severity Severity of the update. For hosts, the severity status might be Critical, General,
Security, and so on. For virtual machines, the severity might be Critical, Important,
Moderate, and so on.

Category Category of the update. The category might be Security, Enhancement, Recall, Info,
Other, and so on.

Impact The action that you must take to apply the update. This action might include rebooting
the system or putting the host into maintenance mode.

Release Date Release date of the update.

Viewing Upgrade Details
Draft comment filepath: GUID-162BA96B-8A82-4408-B9DC-92CE63B02192.xml

The Upgrade Details window presents information about a specific upgrade you select.

Table 11‑4.  Host Upgrade Details Window

Option Description

Baseline Name Name of the upgrade baseline.

Baseline Type The baseline type is host upgrade.

Baseline Description Description of the baseline. If the baseline has no description, it is not displayed.

Compliance State Compliance status for the upgrade. It represents a comparison between the state of
the selected object and the upgrade baseline.
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Table 11‑4.  Host Upgrade Details Window (Continued)

Option Description

ESXi image Displays the ESXi image included in the baseline.

Product Displays the release version of the upgrade.

Version Target version of the upgrade baseline.

Vendor Vendor that provided the ESXi image.

Acceptance level Acceptance level of the ESXi image and included software packages. ESXi images
can be either Signed or Unsigned, indicating their level of acceptance by VMware.
Software packages included in ESXi images have the following acceptance levels:

VMware Certified The package has gone through a rigorous certification
program that verifies the functionality of the feature, and
is signed by VMware with a private key. VMware
provides customer support for these packages.

VMware Accepted The package has gone through a less rigorous acceptance
test program that only verifies that the package does not
destabilize the system, and is signed by VMware with a
private key. The test regimen does not validate the
proper functioning of the feature. VMware support will
hand off support calls directly to the partner.

Partner Supported The partner has signed an agreement with VMware and
has demonstrated a sound test methodology. VMware
provides a signed private/public key pair to the partner
to use for self-signing their packages. VMware support
will hand off support calls directly to the partner.

Community
Supported

The package is either unsigned, or signed by a key that is
not cross-signed by VMware. VMware does not provide
support for the package. For support, customers must
either utilize the community or contact the author of the
package.

Table 11‑5.  VMware Tools and Virtual Machine Hardware Upgrade Details Window

Option Description

Baseline Name Name of the upgrade baseline.

Baseline Type Type of the baseline. The values can be VMware Tools upgrade or virtual machine
hardware upgrade.

Baseline Description Description of the baseline.

Compliance State Compliance status for the upgrade. It represents a comparison between the state of
the selected object and the upgrade baseline.

VMware Tools Status Status of VMware Tools on the machine.

Current Hardware Version Hardware version of the virtual machine.

Target Hardware Version Target hardware version of the virtual machine.

Table 11‑6.  Virtual Appliance Change Log Details Window

Option Description

Name Name of the change.

Category Type of the change. For example, bug fix or feature.

Severity Severity of the change. For example, critical or moderate.

Reference ID Unique ID in the reference file domain.
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Table 11‑6.  Virtual Appliance Change Log Details Window (Continued)

Option Description

Reference Type Reference type of the change.

Reference URL URL location that provides a detailed description of the change, such as a link to a
knowledge base article.

Introduced in Version of the virtual appliance in which the change was introduced.

Host Upgrade Scan Messages in Update Manager
Draft comment filepath: GUID-EAA2A890-877F-4A05-B0BC-79D56F739C3F.xml

When you scan ESXi hosts against an upgrade baseline, Update Manager runs a precheck script and
provides informative messages in the Upgrade Details window for each host. The messages notify you
about potential problems with hardware, third-party software on the host, and configuration issues, which
might prevent a successful upgrade to ESXi 6.0.

Messages that Update Manager provides correspond to error or warning codes from running the host
upgrade precheck script.

For interactive installations and upgrades performed by using the ESXi installer, the errors or warnings
from the precheck script are displayed on the final panel of the installer, where you are asked to confirm or
cancel the installation or upgrade. For scripted installations and upgrades, the errors or warnings are
written to the installation log.

Update Manager provides scan result messages in the Upgrade Details window for errors or warnings from
the precheck script. To see the original errors and warnings returned by the precheck script during an
Update Manager host upgrade scan operation, review the Update Manager log file C:\Documents and
Settings\All Users\Application Data\VMware\VMware Update Manager\Logs\vmware-vum-server-

log4cpp.log.

Table 11‑7.  Scan Result Messages and Corresponding Error and Warning Codes

Scan Result Message in Update Manager Description

Host CPU is unsupported. New ESXi version
requires a 64-bit CPU with support for
LAHF/SAHF instructions in long mode.

This message appears if the host processor is 32-bit and
does not support required features.
The corresponding error code is 64BIT_LONGMODESTATUS.

Trusted boot is enabled on the host but the
upgrade does not contain the software package
esx-tboot. Upgrading the host will remove the
trusted boot feature.

This message indicates that the host upgrade scan did not
locate the esx-tboot VIB on the upgrade ISO.
The corresponding error code is TBOOT_REQUIRED

VMkernel and Service Console network interfaces
are sharing the same subnet subnet_name. This
configuration is not supported after upgrade.
Only one interface should connect to subnet
subnet_name.

Warning. An IPv4 address was found on an enabled
Service Console virtual NIC for which there is no
corresponding address in the same subnet in the vmkernel.
A separate warning will be output for each such
occurrence.
The corresponding error code is COS_NETWORKING.

New ESXi version requires a minimum of
core_count processor cores.

The host must have at least two cores.
The corresponding error code is CPU_CORES.

Processor does not support hardware
virtualization or it is disabled in BIOS.
Virtual machine performance may be slow.

Host performance might be impaired if the host processor
does not support hardware virtualization or if hardware
virtualization is not turned on in the host BIOS. Enable
hardware virtualization in the host machine boot options.
See your hardware vendor's documentation.
The corresponding error code is
HARDWARE_VIRTUALIZATION.
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Table 11‑7.  Scan Result Messages and Corresponding Error and Warning Codes (Continued)

Scan Result Message in Update Manager Description

Insufficient memory, minimum size_in_MB
required for upgrade.

The host requires the specified amount of memory to
upgrade.
The corresponding error code is MEMORY_SIZE.

Host upgrade validity checks for file_name are
not successful.

This test checks whether the precheck script itself can be
run.
The corresponding error code is PRECHECK_INITIALIZE.

The host partition layout is not suitable for
upgrade.

Upgrade is possible only if there is at most one VMFS
partition on the disk that is being upgraded and the VMFS
partition starts after sector 1843200.
The corresponding error code is PARTITION_LAYOUT.

Unsupported configuration. The file /etc/vmware/esx.conf must exist on the host.
This message indicates that the file /etc/vmware/esx.conf is
either missing, or the file data cannot be retrieved or read
correctly.
The corresponding error code is SANE_ESX_CONF.

The host does not have sufficient free space on
a local VMFS datastore to back up current host
configuration. A minimum of size_in_MB is
required.

The host disk must have enough free space to store the
ESXi 5.x configuration between reboots.
The corresponding error code is SPACE_AVAIL_CONFIG.

The upgrade is not supported for current host
version.

Upgrading to ESXi 6.0 is possible only from ESXi 5.x hosts.
The corresponding error code is SUPPORTED_ESX_VERSION.

Unsupported devices device_name found on the
host.

The script checks for unsupported devices. Some PCI
devices are not supported with ESXi 6.0.
The corresponding error code is UNSUPPORTED_DEVICES.

Host software configuration requires a reboot.
Reboot the host and try upgrade again.

To ensure a good bootbank for the upgrade, you must
reboot the hosts before remediation.
The corresponding error code is UPDATE_PENDING.

In an environment with Cisco Nexus 1000V Distributed
Virtual Switch, Update Manager displays different
messages in different situations. For details, see “Host
Upgrade Scan Messages When Cisco Nexus 1000V Is
Present,” on page 110.

If Cisco's Virtual Ethernet Module (VEM) software is found
on the host, the precheck script checks if the software is
part of the upgrade as well, and that the VEM supports the
same version of the Virtual Supervisor Module (VSM) as
the existing version on the host. If the software is missing
or is compatible with a different version of the VSM, the
script returns a warning and the scan result indicates the
version of the VEM software that was expected on the
upgrade ISO, and the version, if any, that was found on the
ISO.
The corresponding error code is
DISTRIBUTED_VIRTUAL_SWITCH.

The host uses an EMC PowerPath multipathing
module file_name to access storage. The host
will not be able to access such storage after
upgrade.

The script checks for installation of EMC PowerPath
software, consisting of a CIM module and a kernel module.
If either of these components is found on the host, the
script verifies that matching components (CIM, VMkernel
module) also exist in the upgrade. If they do not, the script
returns a warning that indicates which PowerPath
components were expected on the upgrade ISO and which,
if any, were found.
The corresponding error code is POWERPATH.
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Host Upgrade Scan Messages When Cisco Nexus 1000V Is Present
Draft comment filepath: GUID-740C50A4-B26B-42AA-A636-DD93F56786C8.xml

When you scan a host that is managed by the Cisco Nexus 1000V virtual switch, host upgrade scan
messages provide information about problems with compliance between the VEM modules installed on the
host and the modules available on the ESXi 6.0 image.

Update Manager supports Cisco Nexus 1000V, a virtual access software switch that works with VMware
vSphere and consists of two components.

Virtual Supervisor
Module (VSM)

The control plane of the switch and a virtual machine that runs NX-OS.

Virtual Ethernet Module
(VEM)

A virtual line card embedded in ESXi hosts.

Update Manager determines whether a host is managed by Cisco Nexus 1000V. Update Manager verifies
whether Cisco Nexus 1000V VEM VIBs in the ESXi upgrade image are compatible with the Cisco Nexus
1000V VSM managing the host.

By using vSphere ESXi Image Builder, you can create custom ESXi images, which contain third-party VIBs
that are required for a successful remediation operation.

Table 11‑8.  Host Upgrade Scan Messages for the Cisco Nexus 1000V network switch

Host Upgrade Scan Message Description

The upgrade does not contain any Cisco Nexus
1000V software package that is compatible with
the Cisco Nexus 1000V software package on the
host. Upgrading the host will remove the
feature from the host.

A VEM VIB is not available on the ESXi 6.0 upgrade image.

The host is currently added to a Cisco Nexus
1000V virtual network switch. The upgrade
contains a Cisco Nexus 1000V software package
VIB_name that is incompatible with the Cisco
Nexus 1000V VSM. Upgrading the host will remove
the feature from the host.

The VEM VIB on the ESXi 6.0 upgrade image is not
compatible with the version of the VSM.

The host is currently added to a Cisco Nexus
1000V virtual network switch. The upgrade does
not contain any Cisco Nexus 1000V software
package that is compatible with the Cisco Nexus
1000V VSM. Upgrading the host will remove the
feature from the host.

The host and the image do not contain VEM VIBs, but the
host is still listed in vCenter Server as managed by Cisco
Nexus 1000V.

Cannot determine whether the upgrade breaks
Cisco Nexus 1000V virtual network switch
feature on the host. If the host does not have
the feature, you can ignore this warning.

There was a problem with determining compatibility
between the VEM VIB on the ESXi 6.0 upgrade image and
the VSM. Check whether the version of the VSM managing
the host is certified as being compatible with
vCenter Server 6.0 and ESXi 6.0.
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VMware Tools Status
Draft comment filepath: GUID-AB055801-F59B-4743-9CBC-1C6A9AC6EEA0.xml

For VMware Tools, the Upgrade Details window provides information about both compliance state and
status. The status indicates whether the current version of VMware Tools is installed or supported and
whether upgrades are available.

Table 11‑9.  VMware Tools Status

VMware Tools Status Description Compliance State

VMware Tools version is
compliant.

The VMware Tools version is recent and
supported.
Remediation is not required.

Compliant

VMware Tools is installed,
supported, and newer than the
version available on the host.

VMware Tools is installed on a machine
that is running on an earlier ESXi version.
Remediation is not required.

Compliant

VMware Tools is installed and
supported, but a newer version is
available on the host.

An earlier supported version of
VMware Tools is installed on the virtual
machine.
You can upgrade VMware Tools, but the
existing earlier version is also supported.

Non-Compliant

VMware Tools is installed, but
the installed version has a known
issue and should be immediately
upgraded.

A serious issue is present in the
VMware Tools version that is installed on
the machine.
You must remediate the virtual machine
against a VMware Tools upgrade baseline.

Non-Compliant

VMware Tools is installed, but
the version is too new to work
correctly with this virtual
machine.

The existing newer version might cause
problems on the virtual machine.
You must remediate the virtual machine
against a VMware Tools upgrade baseline,
to downgrade to a supported version.

Non-Compliant

VMware Tools is installed, but
the version is too old.

The VMware Tools version is no longer
supported.
You must remediate the virtual machine
against a VMware Tools upgrade baseline.

Non-Compliant

VMware Tools is not installed. VMware Tools is not present on the virtual
machine.
You must install VMware Tools by using
the vSphere Client.

Incompatible

VMware Tools is not managed by
vSphere.

VMware Tools is installed by using
operating system specific packages that
cannot be upgraded with Update Manager.
To upgrade VMware Tools by using
Update Manager, you must install
VMware Tools from the vSphere Client.

Incompatible

Status is empty. The virtual machine has not been scanned. Unknown
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Remediating vSphere Objects 12
Draft comment filepath: GUID-6432F37B-C5C4-4A6C-9AF6-798E7FD5C50F.xml

You can remediate virtual machines, virtual appliances, and hosts using either user-initiated remediation or
scheduled remediation at a time that is convenient for you.

You can remediate virtual machines and appliances together.

If your vCenter Server is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, you can remediate only the inventory objects managed by the vCenter Server system with which
Update Manager is registered.

To remediate vSphere objects, you need the Remediate to Apply Patches, Extensions, and Upgrades
privilege. For more information about managing users, groups, roles, and permissions, see the vCenter Server
and Host Management. For a list of Update Manager privileges and their descriptions, see “Update Manager
Privileges,” on page 74.

This chapter includes the following topics:

n “Orchestrated Upgrades of Hosts and Virtual Machines,” on page 113

n “Remediating Hosts,” on page 114

n “Remediating Virtual Machines and Virtual Appliances,” on page 128

n “Scheduling Remediation for Hosts, Virtual Machines, and Virtual Appliances,” on page 131

Orchestrated Upgrades of Hosts and Virtual Machines
Draft comment filepath: GUID-99D10E55-CA78-42D2-984A-EEDB5A107147.xml

You can perform orchestrated upgrades of hosts or virtual machines in your vSphere inventory by using
baseline groups. Baseline groups contain baselines for either hosts or virtual machines.

You can perform an orchestrated upgrade at the level of a container object or an individual object.

Orchestrated Upgrade of Hosts
Draft comment filepath: GUID-99D10E55-CA78-42D2-984A-EEDB5A107147.xml

Orchestrated upgrades let you apply upgrades, patches, and extensions to hosts in your inventory by using
a single host baseline group.

If the baseline group contains an upgrade baseline, Update Manager first upgrades the hosts and then
applies the patch or extension baselines. Because the upgrade runs first and patches are applicable to a
specific host version, the orchestrated workflow ensures that patches are not lost during the upgrade.
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Orchestrated Upgrade of Virtual Machines
Draft comment filepath: GUID-99D10E55-CA78-42D2-984A-EEDB5A107147.xml

You can use an orchestrated upgrade to upgrade the virtual machine hardware and VMware Tools of all the
virtual machines in the vSphere inventory at the same time, using baseline groups containing the following
baselines:

n VM Hardware Upgrade to Match Host

n VMware Tools Upgrade to Match Host

Upgrading the virtual hardware of the virtual machines exposes new devices and capabilities to the guest
operating systems. You must upgrade VMware Tools before upgrading the virtual hardware version so that
all required drivers are updated in the guest. You cannot upgrade the virtual hardware of the virtual
machines if VMware Tools is not installed, is out of date, or is managed by third-party tools.

When you upgrade virtual machines against a baseline group containing the VM Hardware Upgrade to
Match Host baseline and the VMware Tools Upgrade to Match Host baseline, Update Manager sequences
the upgrade operations in the correct order, and VMware Tools is upgraded first.

During the upgrade of VMware Tools, the virtual machines must be powered on. If a virtual machine is in
the powered off or suspended state before remediation, Update Manager powers it on. After the upgrade
completes, Update Manager restarts the machine and restores the original power state of the virtual
machine.

During the virtual hardware upgrade, the virtual machines must be shut down. If a virtual machine is
powered on, Update Manager powers the machine off, upgrades the virtual hardware, and then powers the
virtual machine on.

Remediating Hosts
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

Host remediation runs in different ways depending on the types of baselines you attach and whether the
host is in a cluster or not.

Remediation of Hosts in a Cluster
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

For ESXi hosts in a cluster, the remediation process is sequential by default. With Update Manager 6.0 you
can select to run host remediation in parallel.

When you remediate a cluster of hosts sequentially and one of the hosts fails to enter maintenance mode,
Update Manager reports an error, and the process stops and fails. The hosts in the cluster that are
remediated stay at the updated level. The ones that are not remediated after the failed host remediation are
not updated. If a host in a DRS enabled cluster runs a virtual machine on which Update Manager or
vCenter Server are installed, DRS first attempts to migrate the virtual machine running vCenter Server or
Update Manager to another host, so that the remediation succeeds. In case the virtual machine cannot be
migrated to another host, the remediation fails for the host, but the process does not stop. Update Manager
proceeds to remediate the next host in the cluster.

The host upgrade remediation of ESXi hosts in a cluster proceeds only if all hosts in the cluster can be
upgraded.
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Remediation of hosts in a cluster requires that you temporarily disable cluster features such as VMware
DPM and HA admission control. You should also turn off FT if it is enabled on any of the virtual machines
on a host, and disconnect the removable devices connected to the virtual machines on a host, so that they
can be migrated with vMotion. Before you start a remediation process, you can generate a report that shows
which cluster, host, or virtual machine has the cluster features enabled. For more information, see “Cluster
Remediation Options Report,” on page 127.

When you remediate a cluster of hosts in parallel, Update Manager remediates multiple hosts concurrently.
During parallel remediation, if Update Manager encounters an error when remediating a host, it ignores the
host and the remediation process continues for the other hosts in the cluster. Update Manager continuously
evaluates the maximum number of hosts it can remediate concurrently without disrupting DRS settings.
You can limit the number of concurrently remediated hosts to a specific number.

Update Manager remediates hosts that are part of a Virtual SAN cluster sequentially even if you select the
option to remediate them in parallel. The reason is that by design only one host from a Virtual SAN cluster
can be in a maintenance mode at any time.

For multiple clusters under a datacenter, the remediation processes run in parallel. If the remediation
process fails for one of the clusters within a datacenter, the remaining clusters are still remediated.

Remediation Against Baseline Groups
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

When you remediate hosts against baseline groups containing an upgrade baseline and patch or extension
baselines, the upgrade is performed first.

Host Upgrade Remediation
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

When you upgrade an ESXi 5.x host to ESXi 6.0, all supported custom VIBs remain intact on the host after
the upgrade, regardless of whether the VIBs are included in the installer ISO.

You can upgrade hosts by using custom ESXi images that contain third-party modules for ESXi 6.0. In such
a case, third-party modules that are compatible with ESXi 6.0 are available on the upgraded host.

Host upgrade in a high-latency network in which Update Manager and the hosts are at different locations
might take a few hours because the upgrade file is copied from the Update Manager server repository to the
host before the upgrade. During this time, the host stays in maintenance mode.

IMPORTANT   After you have upgraded your host to ESXi 6.0, you cannot roll back to your version ESXi 5.x
software. Back up your host configuration before performing an upgrade. If the upgrade fails, you can
reinstall the ESXi 5.x software that you upgraded from, and restore your host configuration. For more
information about backing up and restoring your ESXi configuration, see vSphere Upgrade.

Update Manager 6.0 supports upgrade from ESXi 5.x to ESXi 6.0.

Host Patch Remediation
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

Update Manager handles host patches in the following ways:

n If a patch in a patch baseline requires the installation of another patch, Update Manager detects the
prerequisite in the patch repository and installs it together with the selected patch.

n If a patch is in conflict with other patches that are installed on the host, the conflicting patch might not
be installed or staged. However, if another patch in the baseline resolves the conflicts, the conflicting
patch is installed. For example, consider a baseline that contains patch A and patch C, and patch A
conflicts with patch B, which is already installed on the host. If patch C obsoletes patch B, and patch C
is not in conflict with patch A, the remediation process installs patches A and C.
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n If a patch is in conflict with the patches in the Update Manager patch repository and is not in conflict
with the host, after a scan, Update Manager reports this patch as a conflicting one. You can stage and
apply the patch to the host.

n When multiple versions of the same patch are selected, Update Manager installs the latest version and
skips the earlier versions.

During patch remediation, Update Manager automatically installs the prerequisites of patches.

With Update Manager 6.0, you can remediate hosts of version ESXi 5.x against offline bundles that you have
imported manually.

You can stage patches before remediation to reduce host downtime.

Host Extension Remediation
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

During extension remediation, Update Manager does not automatically install the prerequisites of the
extension. This might cause some remediation operations to fail. If the missing prerequisite is a patch, you
can add it to a patch baseline. If the missing prerequisite is an extension, you can add it to the same or
another extension baseline. You can then remediate the host against the baseline or baselines that contain
the prerequisite and the original extension. For more information about troubleshooting failures of host
extension remediation or staging, see “Host Extension Remediation or Staging Fails Due to Missing
Prerequisites,” on page 176.

Remediation of PXE Booted ESXi Hosts
Draft comment filepath: GUID-90AA4FDB-B29B-4F7F-A400-38EFC4110024.xml

Update Manager 6.0 lets you to remediate PXE booted ESXi hosts. Update Manager does not apply patches
that require a reboot to PXE booted ESXi hosts.

If there is any additional software installed on the PXE booted ESXi host, the software might be lost if the
host restarts. You should update your image profile with the additional software so that it will be present
after the reboot.

Remediation Specifics of ESXi Hosts
Draft comment filepath: GUID-1C87F994-F9D0-4DD1-AAA7-EBD9188EBFA1.xml

For ESXi hosts, updates are all-inclusive. The most recent update contains the patches from all previous
releases.

The ESXi image on the host maintains two copies. The first copy is in the active boot and the second one is in
the standby boot. When you patch an ESXi host, Update Manager creates a new image based on the content
of the active boot and the content of the patch. The new ESXi image is then located in the standby boot and
Update Manager designates the active boot as the standby boot and reboots the host. When the ESXi host
reboots, the active boot contains the patched image and the standby boot contains the previous version of
the ESXi host image.

When you upgrade an ESXi host, Update Manager replaces the backup image of the host with the new
image and replaces the active boot and the standby boot. During the upgrade, the layout of the disk hosting
the boots changes. The total disk space for an ESXi host remains 1GB, but the disk partition layout within
that 1GB disk space changes to accommodate the new size of the boots where the ESXi 6.0 images will be
stored.

For purposes of rollback, the term update refers to all ESXi patches, updates, and upgrades. Each time you
update an ESXi host, a copy of the previous ESXi build is saved on your host.

If an update fails and the ESXi 6.0 host cannot boot from the new build, the host reverts to booting from the
original boot build. ESXi permits only one level of rollback. Only one previous build can be saved at a time.
In effect, each ESXi 6.0 host stores up to two builds, one boot build and one standby build.
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Remediation of ESXi 5.0, 5.1 and 5.5 hosts to their respective ESXi update releases is a patching process,
while the remediation of ESXi hosts from version 5.x to 6.0 is an upgrade process.

Remediating Hosts That Contain Third-Party Software
Draft comment filepath: GUID-C8E388A0-F429-497C-9651-A0D75602EBBD.xml

Hosts might contain third-party software, such as Cisco Nexus 1000V VEMs or EMC PowerPath modules.
When you upgrade an ESXi 5.x host to ESXi 6.0, all supported custom VIBs are migrated, regardless of
whether the VIBs are included in the installer ISO.

If the host or the installer ISO image contains a VIB that creates a conflict and prevents the upgrade, an error
message identifies the VIB that created the conflict.

To discover potential problems with third-party software before an upgrade operation, scan the hosts
against an upgrade baseline and review the scan messages in the Update Manager Compliance view. See 
“Host Upgrade Scan Messages in Update Manager,” on page 108 and “Host Upgrade Scan Messages When
Cisco Nexus 1000V Is Present,” on page 110.

For information about upgrading with third-party customization, see the vSphere Upgrade documentation.
For information about using vSphere ESXi Image Builder to make a custom ISO, see the vSphere Installation
and Setup documentation.

Remediating ESXi 5.x Hosts Against ESXi 6.0 Image
Draft comment filepath: GUID-F7AE854A-82EB-48FE-A629-E7330786B82C.xml

When you upgrade an ESXi 5.x host to ESXi 6.0, all supported custom VIBs remain intact on the host after
the upgrade, regardless of whether the VIBs are included in the installer ISO.

When you perform a host scan, the target host is scanned against a set of VIBs from the upgrade image. In
Update Manager 5.0 and earlier, when you scan hosts against an upgrade baseline that contains an ISO
image of the same version as the target host, Update Manager displays Incompatible compliance state and
remediation is not possible.

Unlike Update Manager 5.0 and earlier, in Update Manager 5.5 and later, if you scan hosts against an
upgrade baseline that contains an ISO image of the same version as the target host, Update Manager
displays Compliant or Non-compliant scan result. If the upgrade image is the basic one distributed by
VMware, or is a custom ISO image that contains the same set of VIBs as the ones already installed on the
target host, the scan result is Compliant. If the upgrade ISO contains VIBs that are of different kind or
version than the target host, the scan result is Non-compliant.

The remediation process of ESXi 5.0, ESXi 5.1, and ESXi 5.5 host to ESXi 6.0 image is an upgrade process.

With Update Manager 6.0 you can use ESXi 6.0 ISO image in an upgrade operation of an ESXi 6.0 host. The
remediation process of ESXi 6.0 host by using ESXi 6.0 image with additional VIBs is equivalent to a
patching process. Because the upgrade image is of the same version as the target host, with completing the
upgrade operation the additional VIBs are added to the target host.

Table 12‑1.  Scan and Remediation Situations for ESXi 5.x Hosts Against ESXi 6.0 Images

Action Description

Scan and remediation of ESXi 5.x hosts against ESXi 6.0
image that contains additional non-conflicting and non-
obsoleting VIBs with the target host.

Update Manager displays Non-Compliant scan result.
Remediation succeeds. All VIBs on the target host before
remediation remain on the host. All VIBs from the upgrade
image that are not present on the target host before
remediation are added to the host.

Scan and remediation of ESXi 5.x hosts against ESXi 6.0
image that contains VIBs of later version than the same
VIBs on the target host.

Update Manager displays Non-Compliant scan result.
Remediation succeeds. VIBs on the target host are updated
to the later version.
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Table 12‑1.  Scan and Remediation Situations for ESXi 5.x Hosts Against ESXi 6.0 Images (Continued)

Action Description

Scan and remediation of ESXi 5.x hosts against ESXi 6.0
image that contains conflicting VIBs with the target host.

Update Manager displays Incompatible scan result.
Remediation fails. The host remains intact.

Scan and remediation of ESXi 5.x hosts against ESXi 6.0
image that contains vendor-tagged VIBs.

n If the vendor-tagged VIBs do not match the host
hardware, Update Manager displays Incompatible scan
result. Remediation fails.

n If the vendor-tagged VIBs match the host hardware,
Update Manager displays Non-Compliant scan result
and remediation succeeds.

Scan and remediation of ESXi 5.x hosts against an ESXi 6.0
image that contains VIBs that obsolete the VIBs installed on
the host.

Remediation succeeds. All VIBs that have been installed on
the target host before remediation are replaced by the
newer VIBs from the ESXi image.

Remediation Specifics of Hosts That Are Part of a Virtual SAN Cluster
Draft comment filepath: GUID-B178F453-E78F-43C1-B64C-54591B76E5F7.xml

There are some specifics about remediating hosts that are part of a Virtual SAN cluster.

By design only one host from a Virtual SAN cluster can be in a maintenance mode at any time. Because of
that the host remediation process might take extensive amount of time to complete since Update Manager
must handle the remediation of the hosts sequentially. Update Manager remediates hosts that are part of a
Virtual SAN cluster sequentially even if you select the option to remediate them in parallel.

You have several ways to handle remediation of a host that is part of a Virtual SAN cluster, depending on
how you want the virtual machines handled on the host:

n You can put the host in maintenance mode from the vSphere Web Client, and remediate the host by
using Update Manager.

n You can put the host in maintenance mode from the vSphere Client, and remediate the host by using
Update Manager.

n You can have a host entering maintenance mode during the Update Manager remediation process.

From the vSphere Web Client you can select between multiple options when putting a host from a Virtual
SAN cluster in maintenance mode: Ensure accessibility, Full data evacuation, and No data evacuation. The
Ensure accessibility option is the default option, and means that when you put a host in maintenance mode,
the Virtual SAN ensures that all accessible virtual machines on this host remain accessible. To learn more
about each of the options, see the Place a Member of Virtual SAN Cluster in Maintenance Mode topic from
vSphere Storage guide.

When you put a host from a Virtual SAN cluster into maintenance mode from the vSphere Client, you must
confirm a maintenance mode warning message. Before confirming the message, you can select to move
powered off and suspended virtual machines to other hosts in the cluster, but you have no options on how
to handle the powered on virtual machines on the host. The powered on virtual machines are automatically
handled equivalently to the default Ensure accessibility option.

When you use the Update Manager, the remediation process might put the host from the Virtual SAN
cluster in maintenance mode, which would handle the virtual machines on the host in the manner of the
default Ensure accessibility option.

If a host is a member of a Virtual SAN cluster, and any virtual machine on the host uses a VM storage policy
with a setting for "Number of failures to tolerate=0", the host might experience unusual delays when
entering maintenance mode. The delay occurs because Virtual SAN has to migrate the virtual machine data
from one disk to another in the Virtual SAN datastore cluster. Delays might take up to hours. You can
workaround this by setting the "Number of failures to tolerate=1" for the VM storage policy, which results in
creating two copies of the virtual machine files in the Virtual SAN datastore.
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Stage Patches and Extensions to ESXi Hosts
Draft comment filepath: GUID-BE017850-5815-4701-BCD4-19626F9D608C.xml

Staging allows you to download the patches and extensions from the Update Manager server to the ESXi
hosts, without applying the patches and extensions immediately. Staging patches and extensions speeds up
the remediation process because the patches and extensions are already available locally on the hosts.

You can reduce the downtime during remediation, by staging patches and extensions whose installation
requires that a host enters maintenance mode. Staging patches and extensions itself does not require that the
hosts enter maintenance mode.

Patches cannot be staged if they are obsoleted by patches in the baselines or baseline groups for the same
stage operation. Update Manager stages only patches that it can install in a subsequent remediation process,
based on the present scan results of the host. If a patch is obsoleted by patches in the same selected patch set,
the obsoleted patch is not staged.

If a patch is in conflict with the patches in the Update Manager patch repository and is not in conflict with
the host, after a scan, Update Manager reports this patch as a conflicting one. You can stage the patch to the
host and after the stage operation, Update Manager reports this patch as staged.

During the stage operation, Update Manager performs prescan and postscan operations, and updates the
compliance state of the baseline.

After you stage patches or extensions to hosts, you should remediate the hosts against all staged patches or
extensions.

After a successful remediation of hosts, the host deletes all staged patches or extensions from its cache
regardless of whether they were applied during the remediation. The compliance state of patches or
extensions that were staged but not applied to the to the hosts reverts from Staged to its previous value.

IMPORTANT   Staging patches and extensions is supported for hosts that are running ESXi 5.0 and later. You
can stage patches to PXE booted ESXi hosts, but if the host is restarted prior to remediation, the staged
patches will be lost and you will have to stage them again.

Prerequisites

To stage patches or extensions to hosts, first attach a patch or extension baseline or a baseline group
containing patches and extensions to the host.

To stage patches or extensions to ESXi hosts, you need the Stage Patches and Extensions privilege. For more
information about managing users, groups, roles, and permissions, see vCenter Server and Host Management.
For a list of Update Manager privileges and their descriptions, see “Update Manager Privileges,” on
page 74.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Inventory > Hosts and Clusters in the navigation bar.

2 Right click a datacenter, cluster, or host, and select Stage Patches.

3 On the Baseline Selection page of the Stage wizard, select the patch and extension baselines to stage.

4 Select the hosts where patches and extensions will be applied and click Next.

If you select to stage patches and extensions to a single host, it is selected by default.

5 (Optional) Deselect the patches and extensions to exclude from the stage operation.

6 (Optional) To search within the list of patches and extensions, enter text in the text box in the upper-
right corner.
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7 Click Next.

8 Review the Ready to Complete page and click Finish.

The number of the staged patches and extensions for the specific host is displayed in the Patches and
Extensions columns in the bottom pane of the Update Manager tab.

After a remediation is successfully completed, all staged patches and extensions, whether installed or not
during the remediation, are deleted from the host.

Remediate Hosts Against Patch or Extension Baselines
Draft comment filepath: GUID-BEF797B1-318D-46B3-8ACC-18DB5EF71D92.xml

You can remediate hosts against attached patch or extension baselines.

The remediation process for host extension baselines is similar to the remediation process for host patch
baselines. You can remediate a host against a single baseline or multiple baselines of the same type. To
remediate against baselines of different types, you must create a baseline group. For more information about
remediating hosts against baseline groups containing host upgrade, patch, and extension baselines, see 
“Remediate Hosts Against Baseline Groups,” on page 124.

Prerequisites

Before remediating a host against patch or extension baselines, ensure that a baseline is attached to the host.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered. If your
vCenter Server system is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, specify the Update Manager instance by selecting the name of the corresponding vCenter Server
system from the navigation bar.

Procedure

1 On the Home page of the vSphere Client, select Hosts and Clusters and click the Update Manager tab.

2 Right-click the inventory object you want to remediate and select Remediate.

If you select a container object, all hosts under the selected object are remediated.

3 On the Remediation Selection page of the Remediate wizard, select the baseline group and baselines to
apply.

4 (Optional) Select the hosts that you want to remediate and click Next.

If you have chosen to remediate a single host and not a container object, the host is selected by default.

5 (Optional) On the Patches and Extensions page, deselect specific patches or extensions to exclude them
from the remediation process, and click Next.

6 (Optional) On the Dynamic Patches and Extensions to Exclude page, review the list of patches or
extensions to be excluded and click Next.

7 On the Schedule page, specify a unique name and an optional description for the task.

8 Select Immediately to begin the process immediately after you complete the wizard, or specify a time
for the remediation process to begin, and click Next.
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9 On the Host Remediation Options page, from the Power state drop-down menu, you can select the
change in the power state of the virtual machines and virtual appliances that are running on the hosts
to be remediated.

Option Description

Power Off virtual machines Power off all virtual machines and virtual appliances before remediation.

Suspend virtual machines Suspend all running virtual machines and virtual appliances before
remediation.

Do Not Change VM Power State Leave virtual machines and virtual appliances in their current power state.
A host cannot enter maintenance mode until virtual machines on the host
are powered off, suspended, or migrated with vMotion to other hosts in a
DRS cluster.

 
Some updates require that a host enters maintenance mode before remediation. Virtual machines and
appliances cannot run when a host is in maintenance mode.

To reduce the host remediation downtime at the expense of virtual machine availability, you can choose
to shut down or suspend virtual machines and virtual appliances before remediation. In a DRS cluster,
if you do not power off the virtual machines, the remediation takes longer but the virtual machines are
available during the entire remediation process, because they are migrated with vMotion to other hosts.

10 (Optional) Select Retry entering maintenance mode in case of failure, specify the number of retries,
and specify the time to wait between retries.

Update Manager waits for the retry delay period and retries putting the host into maintenance mode as
many times as you indicate in Number of retries field.

11 (Optional) Select Disable any removable media devices connected to the virtual machine on the host.

Update Manager does not remediate hosts on which virtual machines have connected CD, DVD, or
floppy drives. In cluster environments, connected media devices might prevent vMotion if the
destination host does not have an identical device or mounted ISO image, which in turn prevents the
source host from entering maintenance mode.

After remediation, Update Manager reconnects the removable media devices if they are still available.

12 (Optional) Select the check box under ESXi Patch Settings to enable Update Manager to patch powered
on PXE booted ESXi hosts.

This option appears only when you remediate hosts against patch or extension baselines.

13 Click Next.

14 Edit the cluster remediation options.

The Cluster Remediation Options page is available only when you remediate hosts in a cluster.

Option Details

Disable Distributed Power
Management (DPM) if it is enabled
for any of the selected clusters.

Update Manager does not remediate clusters with active DPM.
DPM monitors the resource use of the running virtual machines in the
cluster. If sufficient excess capacity exists, DPM recommends moving
virtual machines to other hosts in the cluster and placing the original host
into standby mode to conserve power. Putting hosts into standby mode
might interrupt remediation.

Disable High Availability admission
control if it is enabled for any of the
selected clusters.

Update Manager does not remediate clusters with active HA admission
control.
Admission control is a policy used by VMware HA to ensure failover
capacity within a cluster. If HA admission control is enabled during
remediation, the virtual machines within a cluster might not migrate with
vMotion.
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Option Details

Disable Fault Tolerance (FT) if it is
enabled for the VMs on the selected
hosts.

If FT is turned on for any of the virtual machines on a host,
Update Manager does not remediate that host.
For FT to be enabled, the hosts on which the Primary and Secondary
virtual machines run must be of the same version and must have the same
patches installed. If you apply different patches to these hosts, FT cannot
be re-enabled.

Enable parallel remediation for the
hosts in the selected clusters.

Remediate hosts in clusters in a parallel manner. If the setting is not
selected, Update Manager remediates the hosts in a cluster sequentially.
By design only one host from a Virtual SAN cluster can be in a
maintenance mode at any time. Update Manager remediates hosts that are
part of a Virtual SAN cluster sequentially even if you select the option to
remediate them in parallel.
By default, Update Manager continuously evaluates the maximum number
of hosts it can remediate concurrently without disrupting DRS settings.
You can limit the number of concurrently remediated hosts to a specific
number.
NOTE   Update Manager remediates concurrently only the hosts on which
virtual machines are powered off or suspended. You can choose to power
off or suspend virtual machines from the Power State menu in the
Maintenance Mode Settings pane on the Host Remediation Options page.

Migrate powered off and suspended
virtual machines to other hosts in
the cluster, if a host must enter
maintenance mode.

Update Manager migrates the suspended and powered off virtual
machines from hosts that must enter maintenance mode to other hosts in
the cluster. You can choose to power off or suspend virtual machines
before remediation in the Maintenance Mode Settings pane.

 
15 (Optional) Generate a cluster remediation options report by clicking Generate Report on the Cluster

Remediation Options page and click Next.

16 On the Ready to Complete page, click Finish.

Remediate Hosts Against an Upgrade Baseline
Draft comment filepath: GUID-3D78D8AF-DDF0-4439-B430-3BA2E454D6C8.xml

You can remediate ESXi hosts against a single attached upgrade baseline at a time. You can upgrade all
hosts in your vSphere inventory by using a single upgrade baseline containing an ESXi 6.0 image.

Update Manager 6.0 supports upgrade from ESXi 5.x to ESXi 6.0.

To upgrade hosts, use the ESXi installer image distributed by VMware with the name format VMware-
VMvisor-Installer-6.0.0-build_number.x86_64.iso or a custom image created by using vSphere ESXi
Image Builder.

Any third-party software modules on a ESXi 5.x host will remain intact after upgrade to ESXi 6.0.

NOTE   In case of an unsuccessful upgrade from ESXi 5.x to ESXi 6.0, you cannot roll back to your previous
ESXi 5.x instance.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered. If your
vCenter Server system is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, specify the Update Manager instance by selecting the name of the corresponding vCenter Server
system from the navigation bar.

To remediate a host against an upgrade baseline, attach the baseline to the host.

Review any scan messages in the Upgrade Details window for potential problems with hardware, third-
party software, and configuration issues that might prevent a successful upgrade to ESXi 6.0. See “Host
Upgrade Scan Messages in Update Manager,” on page 108 and “Host Upgrade Scan Messages When Cisco
Nexus 1000V Is Present,” on page 110.
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Procedure

1 On the Home page of the vSphere Client, select Hosts and Clusters and click the Update Manager tab.

2 Right-click the inventory object you want to remediate and select Remediate.

If you select a container object, all hosts under the selected object are remediated.

3 On the Remediation Selection page of the Remediate wizard, select the upgrade baseline to apply.

4 (Optional) Select the hosts that you want to remediate and click Next.

If you have chosen to remediate a single host and not a container object, the host is selected by default.

5 On the End User License Agreement page, accept the terms and click Next.

6 (Optional) On the ESXi 6.0 Upgrade page, select the option to ignore warnings about unsupported
devices on the host, or no longer supported VMFS datastore in order to continue with the remediation.

7 Click Next.

8 On the Schedule page, specify a unique name and an optional description for the task.

9 Select Immediately to begin the process immediately after you complete the wizard, or specify a time
for the remediation process to begin, and click Next.

10 On the Host Remediation Options page, from the Power state drop-down menu, you can select the
change in the power state of the virtual machines and virtual appliances that are running on the hosts
to be remediated.

Option Description

Power Off virtual machines Power off all virtual machines and virtual appliances before remediation.

Suspend virtual machines Suspend all running virtual machines and virtual appliances before
remediation.

Do Not Change VM Power State Leave virtual machines and virtual appliances in their current power state.
A host cannot enter maintenance mode until virtual machines on the host
are powered off, suspended, or migrated with vMotion to other hosts in a
DRS cluster.

 
Some updates require that a host enters maintenance mode before remediation. Virtual machines and
appliances cannot run when a host is in maintenance mode.

To reduce the host remediation downtime at the expense of virtual machine availability, you can choose
to shut down or suspend virtual machines and virtual appliances before remediation. In a DRS cluster,
if you do not power off the virtual machines, the remediation takes longer but the virtual machines are
available during the entire remediation process, because they are migrated with vMotion to other hosts.

11 (Optional) Select Retry entering maintenance mode in case of failure, specify the number of retries,
and specify the time to wait between retries.

Update Manager waits for the retry delay period and retries putting the host into maintenance mode as
many times as you indicate in Number of retries field.

12 (Optional) Select Disable any removable media devices connected to the virtual machine on the host.

Update Manager does not remediate hosts on which virtual machines have connected CD, DVD, or
floppy drives. In cluster environments, connected media devices might prevent vMotion if the
destination host does not have an identical device or mounted ISO image, which in turn prevents the
source host from entering maintenance mode.

After remediation, Update Manager reconnects the removable media devices if they are still available.

13 Click Next.
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14 Edit the cluster remediation options.

The Cluster Remediation Options page is available only when you remediate hosts in a cluster.

Option Details

Disable Distributed Power
Management (DPM) if it is enabled
for any of the selected clusters.

Update Manager does not remediate clusters with active DPM.
DPM monitors the resource use of the running virtual machines in the
cluster. If sufficient excess capacity exists, DPM recommends moving
virtual machines to other hosts in the cluster and placing the original host
into standby mode to conserve power. Putting hosts into standby mode
might interrupt remediation.

Disable High Availability admission
control if it is enabled for any of the
selected clusters.

Update Manager does not remediate clusters with active HA admission
control.
Admission control is a policy used by VMware HA to ensure failover
capacity within a cluster. If HA admission control is enabled during
remediation, the virtual machines within a cluster might not migrate with
vMotion.

Disable Fault Tolerance (FT) if it is
enabled for the VMs on the selected
hosts.

If FT is turned on for any of the virtual machines on a host,
Update Manager does not remediate that host.
For FT to be enabled, the hosts on which the Primary and Secondary
virtual machines run must be of the same version and must have the same
patches installed. If you apply different patches to these hosts, FT cannot
be re-enabled.

Enable parallel remediation for the
hosts in the selected clusters.

Remediate hosts in clusters in a parallel manner. If the setting is not
selected, Update Manager remediates the hosts in a cluster sequentially.
By design only one host from a Virtual SAN cluster can be in a
maintenance mode at any time. Update Manager remediates hosts that are
part of a Virtual SAN cluster sequentially even if you select the option to
remediate them in parallel.
By default, Update Manager continuously evaluates the maximum number
of hosts it can remediate concurrently without disrupting DRS settings.
You can limit the number of concurrently remediated hosts to a specific
number.
NOTE   Update Manager remediates concurrently only the hosts on which
virtual machines are powered off or suspended. You can choose to power
off or suspend virtual machines from the Power State menu in the
Maintenance Mode Settings pane on the Host Remediation Options page.

Migrate powered off and suspended
virtual machines to other hosts in
the cluster, if a host must enter
maintenance mode.

Update Manager migrates the suspended and powered off virtual
machines from hosts that must enter maintenance mode to other hosts in
the cluster. You can choose to power off or suspend virtual machines
before remediation in the Maintenance Mode Settings pane.

 
15 (Optional) Generate a cluster remediation options report by clicking Generate Report on the Cluster

Remediation Options page and click Next.

16 On the Ready to Complete page, click Finish.

NOTE   In the Recent Tasks pane, the remediation task is displayed and will remain at about 22 percent for
most of the process. The process is still running and will take approximately 15 minutes to complete.

Remediate Hosts Against Baseline Groups
Draft comment filepath: GUID-45935686-296C-479E-ADEF-A5AE31EE43A8.xml

You can remediate hosts against attached groups of upgrade, patch, and extension baselines. Baseline
groups might contain multiple patch and extension baselines, or an upgrade baseline combined with
multiple patch and extension baselines.

You can perform an orchestrated upgrade by using a host baseline group. The upgrade baseline in the
baseline group runs first, followed by patch and extension baselines.
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Prerequisites

Ensure that at least one baseline group is attached to the host.

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered. If your
vCenter Server system is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, specify the Update Manager instance by selecting the name of the corresponding vCenter Server
system from the navigation bar.

Procedure

1 On the Home page of the vSphere Client, select Hosts and Clusters and click the Update Manager tab.

2 Right-click the inventory object you want to remediate and select Remediate.

If you select a container object, all hosts under the selected object are remediated.

3 On the Remediation Selection page of the Remediate wizard, select the baseline group and baselines to
apply.

4 (Optional) Select the hosts that you want to remediate and click Next.

If you have chosen to remediate a single host and not a container object, the host is selected by default.

5 On the End User License Agreement page, accept the terms and click Next.

6 (Optional) On the ESXi 6.0 Upgrade page, select the option to ignore warnings about unsupported
devices on the host, or no longer supported VMFS datastore in order to continue with the remediation.

7 Click Next.

8 (Optional) On the Patches and Extensions page, deselect specific patches or extensions to exclude them
from the remediation process, and click Next.

9 (Optional) On the Dynamic Patches and Extensions to Exclude page, review the list of patches or
extensions to be excluded and click Next.

10 On the Schedule page, specify a unique name and an optional description for the task.

11 Select Immediately to begin the process immediately after you complete the wizard, or specify a time
for the remediation process to begin, and click Next.

12 On the Host Remediation Options page, from the Power state drop-down menu, you can select the
change in the power state of the virtual machines and virtual appliances that are running on the hosts
to be remediated.

Option Description

Power Off virtual machines Power off all virtual machines and virtual appliances before remediation.

Suspend virtual machines Suspend all running virtual machines and virtual appliances before
remediation.

Do Not Change VM Power State Leave virtual machines and virtual appliances in their current power state.
A host cannot enter maintenance mode until virtual machines on the host
are powered off, suspended, or migrated with vMotion to other hosts in a
DRS cluster.

 
Some updates require that a host enters maintenance mode before remediation. Virtual machines and
appliances cannot run when a host is in maintenance mode.

To reduce the host remediation downtime at the expense of virtual machine availability, you can choose
to shut down or suspend virtual machines and virtual appliances before remediation. In a DRS cluster,
if you do not power off the virtual machines, the remediation takes longer but the virtual machines are
available during the entire remediation process, because they are migrated with vMotion to other hosts.

Chapter 12 Remediating vSphere Objects

VMware, Inc.  125



13 (Optional) Select Retry entering maintenance mode in case of failure, specify the number of retries,
and specify the time to wait between retries.

Update Manager waits for the retry delay period and retries putting the host into maintenance mode as
many times as you indicate in Number of retries field.

14 (Optional) Select Disable any removable media devices connected to the virtual machine on the host.

Update Manager does not remediate hosts on which virtual machines have connected CD, DVD, or
floppy drives. In cluster environments, connected media devices might prevent vMotion if the
destination host does not have an identical device or mounted ISO image, which in turn prevents the
source host from entering maintenance mode.

After remediation, Update Manager reconnects the removable media devices if they are still available.

15 (Optional) Select the check box under ESXi Patch Settings to enable Update Manager to patch powered
on PXE booted ESXi hosts.

This option appears only when you remediate hosts against patch or extension baselines.

16 Click Next.

17 Edit the cluster remediation options.

The Cluster Remediation Options page is available only when you remediate hosts in a cluster.

Option Details

Disable Distributed Power
Management (DPM) if it is enabled
for any of the selected clusters.

Update Manager does not remediate clusters with active DPM.
DPM monitors the resource use of the running virtual machines in the
cluster. If sufficient excess capacity exists, DPM recommends moving
virtual machines to other hosts in the cluster and placing the original host
into standby mode to conserve power. Putting hosts into standby mode
might interrupt remediation.

Disable High Availability admission
control if it is enabled for any of the
selected clusters.

Update Manager does not remediate clusters with active HA admission
control.
Admission control is a policy used by VMware HA to ensure failover
capacity within a cluster. If HA admission control is enabled during
remediation, the virtual machines within a cluster might not migrate with
vMotion.

Disable Fault Tolerance (FT) if it is
enabled for the VMs on the selected
hosts.

If FT is turned on for any of the virtual machines on a host,
Update Manager does not remediate that host.
For FT to be enabled, the hosts on which the Primary and Secondary
virtual machines run must be of the same version and must have the same
patches installed. If you apply different patches to these hosts, FT cannot
be re-enabled.
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Option Details

Enable parallel remediation for the
hosts in the selected clusters.

Remediate hosts in clusters in a parallel manner. If the setting is not
selected, Update Manager remediates the hosts in a cluster sequentially.
By design only one host from a Virtual SAN cluster can be in a
maintenance mode at any time. Update Manager remediates hosts that are
part of a Virtual SAN cluster sequentially even if you select the option to
remediate them in parallel.
By default, Update Manager continuously evaluates the maximum number
of hosts it can remediate concurrently without disrupting DRS settings.
You can limit the number of concurrently remediated hosts to a specific
number.
NOTE   Update Manager remediates concurrently only the hosts on which
virtual machines are powered off or suspended. You can choose to power
off or suspend virtual machines from the Power State menu in the
Maintenance Mode Settings pane on the Host Remediation Options page.

Migrate powered off and suspended
virtual machines to other hosts in
the cluster, if a host must enter
maintenance mode.

Update Manager migrates the suspended and powered off virtual
machines from hosts that must enter maintenance mode to other hosts in
the cluster. You can choose to power off or suspend virtual machines
before remediation in the Maintenance Mode Settings pane.

 
18 (Optional) Generate a cluster remediation options report by clicking Generate Report on the Cluster

Remediation Options page and click Next.

19 On the Ready to Complete page, click Finish.

NOTE   In the Recent Tasks pane, the remediation task is displayed and will remain at about 22 percent for
most of the process. The process is still running and will take approximately 15 minutes to complete.

Cluster Remediation Options Report
Draft comment filepath: GUID-8ECDD0CC-8426-44F9-A283-301F957D88A2.xml

The Cluster Remediation Options Report window contains a table with name of the cluster, host, or virtual
machine on which an issue is reported, as well as recommendations on how to fix the issue.

You can generate a cluster remediation report when you create a remediation task for hosts that are
contained in a cluster. You generate the report from the Cluster Remediation Options page of the Remediate
wizard.

Table 12‑2.  Cluster Remediation Options Report

Current Configuration/Issue
Changes applied for
remediation Details

A CD/DVD drive is attached. Disconnect the CD/DVD drive. Any CD/DVD drives or removable devices
connected to the virtual machines on a host might
prevent the host from entering maintenance
mode. When you start a remediation operation,
the hosts with virtual machines to which
removable devices are connected are not
remediated.

A floppy drive is attached. Disconnect the floppy drive. Any floppy drives or removable devices
connected to the virtual machines on a host might
prevent the host from entering maintenance
mode. When you start a remediation operation,
the hosts with virtual machines to which
removable devices are connected are not
remediated.
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Table 12‑2.  Cluster Remediation Options Report (Continued)

Current Configuration/Issue
Changes applied for
remediation Details

HA admission control
prevents migration of the
virtual machine.

Disable HA admission control. HA admission control prevents migration of the
virtual machines with vMotion and the hosts
cannot enter maintenance mode. Disable HA
admission control on a cluster to make sure that
remediation is successful.

DPM is enabled on the cluster. Disable DPM on the cluster. DPM might put hosts into standby mode before
or during remediation and Update Manager
cannot remediate them. Disable DPM on a cluster
to ensure that the remediation process is
successful.

EVC is disabled on the cluster. Enable EVC on the cluster. EVC helps ensure vMotion compatibility between
hosts in a cluster. When enabled on compatible
hosts, EVC ensures that all hosts in a cluster
present a common set of CPU features to virtual
machines. EVC must be enabled so that the
virtual machines are migrated successfully within
the cluster during remediation.

DRS is disabled on the cluster.
This prevents migration of the
virtual machines.

Enable DRS on the cluster. DRS enables vCenter Server to automatically
place and migrate virtual machines on hosts to
attain the best use of cluster resources.

FT is enabled for a VM on a
host in the cluster. FT prevents
successful remediation.

Disable FT on the virtual machine. If FT is enabled on for any of the virtual machines
on a host, Update Manager does not remediate
that host.

Remediating Virtual Machines and Virtual Appliances
Draft comment filepath: GUID-46B7F8AE-BFDC-4C42-9E75-B80D71423B6D.xml

You can manually remediate virtual machines and virtual appliances at the same time against baseline
groups containing upgrade baselines. You can also schedule a remediation operation at a time that is
convenient for you.

NOTE   Update Manager supports remediation of virtual appliances and vApps created with VMware Studio
2.0 and later.

To remediate virtual machines and virtual appliances together, they must be in one container, such as a
folder, vApp, or a datacenter. You must then attach a baseline group or a set of individual virtual appliance
or virtual machine baselines to the container. If you attach a baseline group, it can contain both virtual
machine and virtual appliance baselines. The virtual machine baselines apply to virtual machines only, and
the virtual appliance baselines apply to virtual appliances only.

During remediation, virtual appliances must be able to connect to the Update Manager server. Ensure that
the proxy configuration of virtual appliances lets them connect to the Update Manager server.

With Update Manager you can remediate templates. A template is a master copy of a virtual machine that
can be used to create and provision new virtual machines.
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You can set up automatic upgrades of VMware Tools on power cycle for virtual machines. For more
information, see “Upgrade VMware Tools on Power Cycle,” on page 130.

NOTE   Update Manager does not support virtual machine patch baselines.

If a host is connected to vCenter Server by using an IPv6 address, you cannot scan and remediate virtual
machines and virtual appliances that run on the host.

Remediation of VMware vCenter Server Appliance is not supported. For more information about upgrading
the virtual appliance, see the vCenter Server upgrade documentation.

Rolling Back to a Previous Version
Draft comment filepath: GUID-BAE37D17-BA54-4924-AF7B-80B1F2444EC4.xml

If remediation fails, you can roll back virtual machines and appliances to their previous state.

You can configure Update Manager to take snapshots of virtual machines and appliances and to keep them
indefinitely or for a specific period of time. After the remediation is completed, you can validate the
remediation and delete the snapshots if you do not need them.

NOTE   When you upgrade VMware Tools on power cycle in selected virtual machines, Update Manager
does not take a snapshot of the virtual machines before remediation and you cannot roll back. Update
Manager does not take snapshots of fault tolerant virtual machines.

Remediate Virtual Machines and Virtual Appliances
Draft comment filepath: GUID-3FD2CD6B-0279-4378-BE8F-F973B784282A.xml

You can manually remediate virtual machines and virtual appliances immediately, or can schedule a
remediation at a time that is convenient for you.

You can perform an orchestrated upgrade by using a virtual machine baseline group. The VMware Tools
upgrade baseline runs first, followed by the virtual machine hardware upgrade baseline.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered. If your
vCenter Server system is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, specify the Update Manager instance by selecting the name of the corresponding vCenter Server
system from the navigation bar.

Procedure

1 On the Home page of the vSphere Client , select VMs and Templates and click the Update Manager
tab.

2 Right-click a container object from the inventory and select Remediate.

All virtual machines and appliances in the container are also remediated.

3 On the Remediation Selection page of the Remediate wizard, select the baseline group and upgrade
baselines to apply.

4 Select the virtual machines and appliances that you want to remediate and click Next.

5 On the Schedule page, specify a name and an optional description for the task.

6 Select Immediately to begin the remediation process immediately after you complete the wizard, or
enter specific times for powered on, powered off, or suspended virtual machines.
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7 (Optional) Choose whether to upgrade VMware Tools on power cycle.

This option is active only when you perform an upgrade against a single Upgrade VMware Tools to
Match Host baseline. You can only enable VMware Tools upgrade on power cycle from the Remediate
wizard, but you cannot disable it. You can disable the setting by clicking the VMware Tools upgrade
settings button in the Update Manager Compliance view and deselecting the check box of a virtual
machine in the Edit VMware Tools upgrade settings window.

8 (Optional) Specify the rollback options.

This option is not available if you selected to upgrade VMware Tools on power cycle.

a On the Rollback Options page of the Remediate wizard, select Take a snapshot of the virtual
machines before remediation to enable rollback.

A snapshot of the virtual machine (or virtual appliance) is taken before remediation. If the virtual
machine (or virtual appliance) needs to roll back, you can revert to this snapshot.

Update Manager does not take snapshots of fault tolerant virtual machines.

If you perform a VMware Tools upgrade and select to upgrade VMware Tools on power cycle,
Update Manager takes no snapshots of the selected virtual machines before remediation.

b Specify when the snapshot should be deleted or select Don’t delete snapshots.

c Enter a name and optionally a description for the snapshot.

d (Optional) Select the Take a snapshot of the memory for the virtual machine check box.

9 Click Next.

10 Review the Ready to Complete page, and click Finish.

Upgrade VMware Tools on Power Cycle
Draft comment filepath: GUID-6F8C3BEF-7269-471A-8536-D3F782226C30.xml

You can automate the process to upgrade VMware Tools for the virtual machines in your inventory.

You can set up Update Manager to perform a check of the VMware Tools version when a machine is
powered on or restarted. If necessary, Update Manager upgrades VMware Tools to the latest version
supported by the host that is running the virtual machine.

When you perform a VMware Tools upgrade on power cycle, Update Manager does not take a snapshot of
the virtual machine, and you cannot roll back to the previous version.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered. If your
vCenter Server system is connected to other vCenter Server systems by a common vCenter Single Sign-On
domain, specify the Update Manager instance by selecting the name of the corresponding vCenter Server
system from the navigation bar.
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Procedure

u To enable upgrading of VMware Tools on power cycle, use one of the following options.

Option Action

VMware Tools upgrade settings a On the Home page of the vSphere Client , select VMs and Templates
and click the Update Manager tab.

b Select a virtual machine or a container object from the inventory.
c Click VMware Tools upgrade settings.
d In the Edit VMware Tools upgrade settings window, select the check

boxes of the virtual machines for which you want to enable
VMware Tools upgrade on power cycle.

e Click Apply.

Check and update Tools during
power cycle

a Right-click an object in the vSphere inventory and select Edit Settings.
b On the Options tab, click VMware Tools.
c In the Advanced section, select the Check and upgrade Tools during

power cycling checkbox.
d Click OK.

 

The next time the virtual machines are restarted or powered on, Update Manager checks the version of
VMware Tools installed in the machines and performs an upgrade, if necessary.

Scheduling Remediation for Hosts, Virtual Machines, and Virtual
Appliances
Draft comment filepath: GUID-8EB1EBF3-18CF-4DF2-A228-80CAD46F0BEC.xml

You can schedule the remediation process of hosts, virtual machines, and virtual appliances by using the
Remediate wizard.

You can schedule remediation for all hosts or all virtual machines in a container object from the vSphere
inventory. You can perform scheduled orchestrated upgrades of the hosts or virtual machines in a selected
container object.

To schedule remediation, you must specify a time for the remediation process on the Schedule page of the
Remediate wizard.

You cannot edit existing scheduled remediation tasks. You can remove a scheduled remediation task and
create a new one in its place.

If your vCenter Server system is connected to other vCenter Server by a common vCenter Single Sign-On
domain, and you have installed and registered more than one Update Manager instance, you can create
scheduled tasks for each Update Manager instance. Scheduled tasks you create are specific only to the
Update Manager instance you specify and are not propagated to the other instances in the group. From the
navigation bar, you can specify an Update Manager instance by selecting the name of the vCenter Server
system with which the Update Manager instance is registered.
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View Update Manager Events 13
Draft comment filepath: GUID-1440E8F9-FDAD-4416-A675-3EC483D5EBF6.xml

Update Manager stores data about events. You can review this event data to gather information about
operations that are in progress or are completed.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

u In the Update Manager Administration view, click the Events tab to get information about recent
events.

This chapter includes the following topics:

n “View Tasks and Events for a Selected Object,” on page 133

n “Update Manager Events,” on page 134

View Tasks and Events for a Selected Object
Draft comment filepath: GUID-AAAA509C-7BD7-4231-91C3-16CD649BA9D3.xml

You can view tasks and events that are associated with a single object or all objects in the vSphere inventory.

By default, the tasks list for an object includes tasks performed on its child objects. You can filter the list by
removing tasks performed on child objects and by using keywords to search for tasks.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, a column in the task list displays the name of the vCenter Server system on which the task
was performed.

Procedure

1 In the vSphere Client select Home > Inventory in the navigation bar.

2 Select the type of objects.

For example, Hosts and Clusters or VMs and Templates.

3 Select an object in the inventory.

4 Click the Task & Events tab.

5 Switch between tasks and events by clicking the Tasks and Events buttons.
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Update Manager Events
Draft comment filepath: GUID-669EBEBC-2A5E-4291-AC29-A8F44BF96A31.xml

Update Manager displays events that help you monitor the processes that the system is completing.

Table 13‑1.  Update Manager Events

Type Message Text Action

Info Successfully downloaded host patch definitions. New
patches: number_of_patches.

 

Error Could not download host patch definitions. Check your network connection to
make sure that your metadata source is
reachable.

Info Successfully downloaded host patch packages. New
packages: number_of_packages.

 

Error Could not download host patch packages. Check your network connection to
make sure that your patch source is
reachable.

Info Successfully downloaded notifications. New notifications:
number_of_notifications.

Error Could not download notifications. Check your network connection.

Info Successfully scanned vSphere_object_name.  

Info Scanning object vSphere_object_name.

Error Scanning of vSphere_object_name is canceled by user.  

Error Could not scan vSphere_object_name. Check the Update Manager log
(vmware-vum-server-log4cpp.log)
for scan errors.

Warning Found a missing patch: patch_name when scanning
vSphere_object_name. Re-downloading patch definitions
might resolve this problem.

 

Info Successfully scanned virtual_appliance_name for VA
upgrades.

Error Could not scan virtual_appliance_name for VA upgrades.

Info Successfully scanned vSphere_object_name for VMware
Tools upgrades.

Error Could not scan vSphere_object_name for VMware Tools
upgrades.

Warning VMware Tools is not installed on vSphere_object_name.
VMware vSphere Update Manager supports upgrading
only an existing VMware Tools installation.

Warning VMware Tools upgrade scan was not performed on
virtual_machine_name. VMware Tools upgrade scan is
supported only for VMs that run on ESXi 5.0 and later.
VMware Tools upgrade scan is not supported for virtual
appliances.

Warning VMware Tools upgrade was not performed on
virtual_machine_name. VMware Tools upgrade is supported
only for VMs that run on ESXi 5.0 and later. VMware Tools
upgrade is not supported for virtual appliances.

Error Could not scan virtual_machine_name because the virtual
machine has an invalid connection state:
virtual_machine_connection_state.

Check the state of the virtual machine.
Reboot the virtual machine to facilitate
scanning.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error Could not scan host_name because the host has an invalid
connection state: host_connection_state.

Check the state of the host. Reboot the
host to facilitate scanning.

Info Remediation succeeded for vSphere_object_name.  

Info Remediating object vSphere_object_name.

Error Remediation did not succeed for vSphere_object_name. Check the Update Manager log
(vmware-vum-server-log4cpp.log)
for remediation errors.

Info VMware Tools upgrade succeeded for vSphere_object_name.

Error VMware Tools upgrade did not succeed for
vSphere_object_name.

Info Successfully enabled the option for VMware Tools upgrade
on VM power cycle for virtual_machine_name.

Error Could not enable the option for VMware Tools upgrade on
VM power cycle for virtual_machine_name.

Info Successfully disabled the option for VMware Tools
upgrade on VM power cycle for virtual_machine_name.

Error Could not disable the option for VMware Tools upgrade
on VM power cycle for virtual_machine_name.

Error Could not remediate virtual_machine_name because the
virtual machine has an invalid connection state:
virtual_machine_connection_state.

Check the virtual machine’s state.
Restart the virtual machine to facilitate
remediation.

Error Could not remediate host_name because the host has an
invalid connection state: host_connection_state.

Check the state of the host. Restart the
host to facilitate remediation.

Info Staging succeeded for vSphere_object_name.

Error Staging did not succeed for vSphere_object_name,
error_message.

Info Staging patches to host host_name.

Error Could not stage patches to host_name because the host has
an invalid connection state: host_connection_state.

Error Scan or remediation is not supported on
vSphere_object_name because of unsupported or unknown
OS: operating_system_name.

 

Info VMware vSphere Update Manager download alert
(critical/total): ESX data.esxCritical/data.esxTotal.

Provides information about the
number of patches downloaded.

Info VMware vSphere Update Manager notification download
alert

Info VMware vSphere Update Manager recall alert

Info VMware vSphere Update Manager recall fix alert

Info VMware vSphere Update Manager informative notification
(moderate) alert

Info VMware vSphere Update Manager informative notification
(important) alert

Info VMware vSphere Update Manager informative notification
(critical) alert

Error Could not scan virtual_machine_name because host
host_name is of unsupported version host_version.

For the latest information on which
virtual machines can be scanned, see
the release notes.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error Could not remediate virtual_machine_name because host
host_name is of unsupported version host_version.

For the latest information on which
hosts can be scanned, see the release
notes.

Error Could not scan host_name for patches because it is of
unsupported version host_version.

For the latest information on which
ESXi hosts can be scanned, see the
release notes.

Error Could not stage patches to host_name because it is of
unsupported version host_version.

You can stage patches to hosts that are
running ESXi 5.0 or later.

Error Could not remediate host_name because it is of
unsupported version host_version.

For the latest information on which
ESXi hosts can be remediated, see the
release notes.

Error There is no VMware vSphere Update Manager license for
vSphere_object_name for the required operation.

Obtain the required licenses to
complete the desired task.

Warning VMware vSphere Update Manager is running out of
storage space. Location: path_location. Available space:
free_space.

Add more storage.

Warning VMware vSphere Update Manager is critically low on
storage space! Location: path_location. Available space:
free_space.

Add more storage.

Error An unknown internal error occurred during the required
operation on virtual_machine_name. Check the logs for more
details and retry the operation.

 

Error Could not install patches on vSphere_object_name.  

Info Installation of patches patch_ID started on host host_name.  

Info Installation of patches patch_ID succeeded on host_name.

Info The following additional patches are included to resolve a
conflict for installation on vSphere_object_name: message.

Info To resolve a conflict for installation on vSphere_object_name,
the following additional patches might need to be included
in the baseline: message.

Info VMware vSphere Update Manager could not find patches
to resolve the conflict for installation on
vSphere_object_name.

Info Installation of patches succeeded on vSphere_object_name.

Info Start rebooting host host_name.

Info Waiting for host host_name to reboot.

Info Host host_name is successfully rebooted.

Error Cannot reboot host host_name.

Error Cannot stage patch patch_name to host_name.

Info Staging of patch to host_name succeeded.

Info Started staging of patches patch_IDs on host_name.

Info Sysprep settings are restored.  

Info Sysprep is disabled during the remediation.  

Info Could not scan orphaned VM virtual_machine_name.  

Info Could not remediate orphaned VM virtual_machine_name.  
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error Could not download patch packages for following patches:
message.

Check your network connections to
make sure that your patch source is
reachable.

Warning virtual_machine_name contains an unsupported volume
volume_label. Scan results for this VM might be incomplete.

 

Info Canceling task on vSphere_object_name.  

Warning There are running tasks for the entity vSphere_object_name
that cannot finish within a specific time. The operation will
stop.

 

Warning Action is not supported for Linux VM/VA
virtual_machine_or_virtual_appliance_name. VMware Tools is
not installed or the machine cannot start.

Warning Action is not supported for offline or suspended virtual
appliance virtual_appliance_name.

A scan or remediation process is not
supported for offline or suspended
virtual appliance. Power on the virtual
appliance to scan or remediate it.

Info Successfully discovered virtual appliance
virtual_appliance_name.

 

Info Could not discover virtual appliance
virtual_appliance_name.

An error occurred during the discovery
of the virtual appliance.

Error Auto update is set to ON for virtual appliance
virtual_appliance_name.

If auto-update is set to ON in the
virtual appliance, Update Manager
cannot perform remediation.

Error No repository address is set for virtual appliance
virtual_appliance_name. The appliance does not support
updates by vCenter Server.

 

Info Open vSphere_object_name firewall ports.  

Info Close vSphere_object_name firewall ports.  

Info Patch definitions for vSphere_object_name are missing.
Download patch definitions first.

 

Info Patch definition for vSphere_object_name is corrupt. Check
the logs for more details. Re-downloading patch
definitions might resolve this problem.

 

Info Host upgrade in progress: Clearing partitions.

Info Host upgrade in progress: Partitioning physical hard
drives.

Info Host upgrade in progress: Partitioning virtual hard drives.

Info Host upgrade in progress: Mounting file systems.

Info Host upgrade in progress: Installing packages.

Info Host upgrade in progress: Migrating ESX v3 configuration
to ESX v4.
Author: rtsoneva Tue Nov 4 15:34:47 UTC+0200 2014
Status:
i'll delete this row

Info Host upgrade in progress: Installing network
configuration.

Info Host upgrade in progress: Setting timezone.

Info Host upgrade in progress: Setting keyboard.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Info Host upgrade in progress: Setting language.

Info Host upgrade in progress: Configuring authentication.

Info Host upgrade in progress: Setting root password.

Info Host upgrade in progress: Boot setup.

Info Host upgrade in progress: Running postinstallation script.

Info Host upgrade installer completed.

Error Host upgrade installer stopped.

Info Host upgrade in progress.

Error Host version host_version is not supported for upgrade.

Error The host cannot be upgraded due to incompatible partition
layout.

Error Upgrade requires at least disk_sizeMB free space on root
partition, only disk_sizeMB found.

Error Upgrade requires at least disk_sizeMB free space on
bootbank, only disk_sizeMB found.

Error Upgrade requires at least disk_sizeMB free space on VMFS
datastore, only disk_sizeMB found.

Warning Insufficient memory found on the host: memory_sizeMB
required, memory_sizeMB found.

Error Error in ESX configuration file configuration_file.

Error The passwords cannot be migrated because the password
encryption scheme is incompatible.

Warning Unsupported devices found on the host.

Warning The software modules modules found on the host are not
part of the upgrade image. These modules will be removed
during upgrade.

Warning Cisco Nexus 1000v vNetwork Distributed Switch feature
installed on the host will be removed during upgrade.

Warning Cisco Nexus 1000v vNetwork Distributed Switch software
package package_name in the upgrade image is
incompatible with the Cisco Nexus 1000v software package
package_name installed on the host. Upgrading the host will
remove the feature from the host.

Warning There is no Cisco Nexus 1000v vNetwork Distributed
Switch software package in the upgrade image. Upgrading
the host will remove the feature from the host.

Warning Cisco Nexus 1000v vNetwork Distributed Switch software
package package_name in the upgrade image is
incompatible with the Cisco Nexus 1000v VSM managing
the vDS. Upgrading the host will remove the feature from
the host.

Warning There is no Cisco Nexus 1000v vNetwork Distributed
Switch software package in the upgrade image that is
compatible with the Cisco Nexus 1000v VSM managing the
vDS. Upgrading the host will remove the feature from the
host.

Warning EMC PowerPath module module installed on the host will
be removed during upgrade.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error Upgrade precheck script error.

Info Successfully scanned vSphere_object_name for Virtual
Hardware upgrades.

Error Could not scan vSphere_object_name for Virtual Hardware
upgrades.

Error Virtual Hardware upgrade did not succeed for
virtual_machine_name, because VMware Tools is not the
latest version. To upgrade virtual hardware, VMware
Tools must be the latest version.

Error Virtual Hardware upgrade did not succeed for
virtual_machine_name, because VMware Tools state is
unknown. To upgrade virtual hardware, VMware Tools
must be the latest version.

Error Virtual Hardware upgrade did not succeed for
virtual_machine_name, because VMware Tools is not
installed. To upgrade virtual hardware, VMware Tools
must be the latest version.

Error Virtual Hardware upgrade did not succeed for
virtual_machine_name, because VMware Tools state is not
managed by VMware vSphere. To upgrade virtual
hardware, VMware Tools must be the latest version.

Warning Virtual Hardware upgrade scan was not performed for
virtual_machine_name. Virtual Hardware upgrade scan is
supported only for VMs that run on ESXi 5.0 hosts and
later. Virtual Hardware upgrade scan is not supported for
virtual appliances.

Warning Virtual Hardware upgrade was not performed for
virtual_machine_name. Virtual Hardware upgrade is
supported only for VMs that run on ESXi 5.0 and later.
Virtual Hardware upgrade is not supported for virtual
appliances.

Info Virtual Hardware upgrade succeeded for
vSphere_object_name.

Error Could not perform Virtual Hardware upgrade on
vSphere_object_name.

Error VM virtual_machine_name has either VMware vSphere
Update Manager or VMware vCenter Server installed. This
VM will be ignored for scan and remediation.

Virtual machines on which
Update Manager or vCenter Server is
installed are not scanned or
remediated.

Error The host host_name has a VM virtual_machine_name with
VMware vSphere Update Manager or VMware vCenter
Server installed. The VM must be moved to another host
for the remediation to proceed.

If a virtual machine on which
Update Manager or vCenter Server is
installed is on a host that is going to be
remediated, the virtual machine is
migrated to another host.

Error Error while waiting for VMware Tools to respond. Verify
that VMware Tools is running in VM virtual_machine_name.

Error The version of VMware Tools installed in
virtual_machine_name does not support automatic upgrade.
Upgrade VMware Tools manually.

Info Suspended VM virtual_machine_name has been skipped.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Warning Cannot remediate host host_name because it is a part of a
VMware DPM enabled cluster.

Update Manager does not remediate
hosts in clusters with enabled VMware
DPM. Disable VMware DPM.

Warning Cannot scan host host_name because it is a part of a
VMware DPM enabled cluster.

Update Manager does not scan hosts in
clusters with enabled VMware DPM.
Disable VMware DPM.

Warning Cannot stage host host_name because it is a part of a
VMware DPM enabled cluster.

Update Manager does not stage
patches to hosts in clusters with
enabled VMware DPM. Disable
VMware DPM.

Warning Cannot remediate host host_name because it is a part of a
HA admission control enabled cluster.

Update Manager does not remediate
hosts in clusters with enabled HA
admission control. Disable HA
admission control.

Warning Cannot remediate host host_name because it contains one or
more Primary or Secondary VMs on which FT is enabled.

Update Manager does not remediate
hosts in clusters on which virtual
machines are with enabled FT. Disable
FT.

Warning Cannot remediate host host_name because it is a part of a
VMware DPM enabled cluster and contains one or more
Primary or Secondary VMs on which FT is enabled.

Update Manager does not remediate
hosts in clusters with enabled VMware
DPM and hosts on which virtual
machines are with enabled FT. Disable
VMware DPM and FT.

Warning Host host_name has FT enabled VMs. If you apply different
patches to hosts in a cluster, FT cannot be re-enabled.

Update Manager does not remediate
hosts in clusters on which virtual
machines are with enabled FT. Disable
FT.

Warning Host host_name has FT enabled VMs. The host on which the
Secondary VMs reside is not selected for remediation. As a
result FT cannot be re-enabled.

Update Manager does not remediate
hosts in clusters on which virtual
machines are with enabled FT. Disable
FT.

Warning Host host_name is a PXE booted ESXi host. Scanning,
staging, and remediation are not supported on PXE booted
ESXi hosts of version 4.x.

Warning Host host_name is a PXE booted ESXi 5.0 host. You did not
enable remediation of this host.

You can enable remediation for PXE
booted ESXi hosts of version 5.0.

Warning Cannot remediate host host_name because it has VMs with
a connected removable device. Disconnect all removable
devices before remediation.

Update Manager does not remediate
hosts in clusters on which the virtual
machines are with connected
removable devices such as CD/DVD or
floppy drives. Disconnect any
removable devices from the virtual
machines on a host.

Error Cannot remediate host host_name because it cannot enter
maintenance mode.

Error Cannot remediate host host_name because it cannot enter
maintenance mode reason.

Error Cannot migrate VM virtual_machine_name from
source_host_name to destination_host_name.

If virtual machines cannot be migrated
with vMotion, and the host cannot
enter maintenance mode,
Update Manager does not remediate
the host.

Error Cannot enable FT for VM virtual_machine_name on host
host_name.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error Cannot disable FT for VM virtual_machine_name on host
host_name.

Update Manager does not scan, stage,
or remediate hosts on which virtual
machines are with enabled FT.

Error Cannot check compatibility of the VM
virtual_machine_name for migration with vMotion to host
host_name.

Error VMware vSphere Update Manager could not restore HA
admission control/DPM settings for cluster cluster_name to
their original values. These settings have been changed for
patch installation. Check the cluster settings and restore
them manually.

Error VMware vSphere Update Manager could not restore initial
Fault Tolerance state of one or more virtual machines.
Check the Fault Tolerance settings and restore them
manually.

Error VMware vSphere Update Manager could not restore the
original power state for all VMs in cluster cluster_name.
These settings have been changed for patch installation.
You can manually restore the original power state of the
VMs.

Error VMware vSphere Update Manager could not restore the
original removable device connection settings for all VMs
in cluster cluster_name. These settings have been changed
for patch installation. You can manually restore the
settings for the VMs.

Error Cannot deploy upgrade agent on host.

Error Unable to verify host reboot. To complete the upgrade
reboot the host host_name manually.

Reboot the host.

Error Cannot run upgrade script on host.

Error Host patch patch_name conflicts with patch patch_name
included in the baseline and cannot be staged. Remove
either of the patch from the baseline and retry the stage
operation.

Remove one of the conflicting patches
and retry the stage operation.

Error Host patch patch_name conflicts with the package
package_name installed on the host and cannot be staged.
Remove the patch from the baseline or include any
suggested additional patches in the baseline and retry
stage operation.

Remove the conflicting patch from the
baseline and retry the stage

Error Host patch patch_name conflicts with patch patch_name
included in the baseline and cannot be remediated.
Remove either of the patch from the baseline and retry the
remediation.

Remove one of the conflicting patches
from the baseline and retry the
remediation.

Error Host patch patch_name conflicts with the package
package_name installed on the host and cannot be
remediated. Remove the patch from the baseline or include
any suggested additional patches in the baseline and retry
remediation operation.

Remove the conflicting patch from the
baseline and retry the remediation.

Info Package package_name is successfully imported.

Error Import of package: package_name did not succeed.

Info number_bulletins new bulletins uploaded successfully
through offline bundle.

Error Host patch offline bundle upload did not succeed.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Info Host patch offline bundle upload is canceled by user.

Info Scanning, remediation, and staging are not supported on
PXE booted ESXi hosts.

Error Cannot remediate the host because the removable devices
cannot be disconnected from the VMs that are running on
the host.

Error PXE booted ESXi host host_name is supported for staging
and remediation.

Warning Patch patch_name was excluded from the stage operation
because its prerequisite prerequisite_name is neither
installed on the host nor included in the baseline. Include
the prerequisites in a Patch or Extension baseline and retry
the stage operation. You can also add the baselines to a
baseline group for convenience and perform the stage
operation.

Include the prerequisites in a Patch or
Extension baseline and retry the stage
operation.

Warning Patch patch_name was excluded from the remediation
because its prerequisite prerequisite_name is neither
installed on the host nor included in the baseline. Include
the prerequisites in a Patch or Extension baseline and retry
the remediation. You can also add the baselines to a
baseline group for convenience and perform the
remediation.

Include the prerequisites in a Patch or
Extension baseline and retry the stage
operation.

Error Cannot scan the host host_name because its power state is
state.

Error Cannot stage patches to the host host_name because its
power state is state.

Error Cannot remediate the host host_name because its power
state is state.

Error Could not scan host host_name because its power state is
invalid. The host is in standby mode and the individual
VMware DPM settings of the host are set to Disabled or
Manual.

Power on the host manually.

Error Could not stage patches to host host_name because its
power state is invalid. The host is in standby mode and the
individual VMware DPM settings of the host are set to
Disabled or Manual.

Power on the host manually.

Error Could not remediate host host_name because its power
state is invalid. The host is in standby mode and the
individual VMware DPM settings of the host are set to
Disabled or Manual.

Power on the host manually.

Info Scanning PXE booted ESXi host host_name.

Warning Staging patches to PXE booted ESXi host host_name. If the
host is rebooted prior to remediation of the staged patches,
these patches will no longer remain staged and will be lost.

Warning Remediating PXE booted ESXi host host_name. If the host is
rebooted prior to updating the image profile associated
with the host, the applied patches will longer remain
installed and will be lost.

Error Could not download virtual appliance upgrade metadata.

Error Could not download virtual appliance upgrade metadata
for virtual_appliance_name.
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Table 13‑1.  Update Manager Events (Continued)

Type Message Text Action

Error download_URL is not a valid virtual appliance download
URL.

Warning Staging patches whose installation requires a host reboot is
not supported on PXE booted ESXi host host_name. Update
your image profile.

Warning Remediation of PXE booted ESXi host host_name against
patches that require a host reboot is not supported.
Remove these patches from the baseline to install the
patches that do not require a reboot. To install patches
requiring a reboot, update your image profile.

Info Successfully downloaded virtual appliance upgrade
metadata.

Error Host host_name cannot download files from the VMware
vSphere Update Manager patch store. Check the network
connectivity and firewall setup, and verify that the host
can access the configured patch store.

Error Remediation did not succeed for host_name. The host could
not enter maintenance mode.

Error Remediation did not succeed for host_name. The host could
not exit maintenance mode.

Error Remediation did not succeed for host_name. The host did
not reboot after remediation.

Error Remediation did not succeed for host_name. VMware
vSphere Update Manager timed out waiting for the host to
reconnect.

Error Remediation did not succeed for host_name. VMware
vSphere Update Manager timed out waiting for the host to
reconnect after a reboot.

Error Remediation did not succeed for host_name. Restoring the
power state or device connection state for one or more
virtual machines on the host did not succeed.

Error Remediation did not succeed for host_name. The patch
metadata is corrupted. This might be caused by an invalid
format of metadata content. You can try to re-download
the patches.

Error Remediation did not succeed for host_name. There were
errors while downloading one or more software packages.
Check the VMware vSphere Update Manager network
connectivity settings.

Error Remediation did not succeed for host_name. The host has
virtual machines machine with connected removable media
devices. This prevents the host from entering maintenance
mode. Disconnect the removable devices and try again.

Error The patches selected for remediation on the host host_name
depend on other patches that have conflicts.

Error Remediation did not succeed for host_name.
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Patch Repository and Virtual
Appliance Upgrades 14
Draft comment filepath: GUID-CDC79A4C-2D70-4674-8A5D-0D1E71AFDD3B.xml

Update Manager stores patch and extension metadata, as well as downloaded virtual appliance upgrades in
the Update Manager repository.

You can use the patch repository to manage patches and extensions, check on new patches and extensions,
view patch and extension details, view which baseline a patch or an extension is included in, view recalled
patches, import patches, and so on.

You can use the virtual appliance repository to view change log information about the virtual appliance
upgrades and accept EULAs for the available upgrades.

If your vCenter Server system is connected to other vCenter Server systems by a common vCenter Single
Sign-On domain, and you have at least one Update Manager instance, you can select the Update Manager
repository that you want to view.

The patch repository and the virtual appliance upgrades are displayed in the Update Manager
Administration view.

This chapter includes the following topics:

n “View Available Patches and Extensions,” on page 145

n “Add and Remove Patches or Extensions from a Baseline,” on page 146

n “Search for Patches or Extensions in the Patch Repository,” on page 146

n “View Available Virtual Appliance Upgrades and Accept EULAs,” on page 147

View Available Patches and Extensions
Draft comment filepath: GUID-19A99CEA-AB60-4AF4-A422-7D218A9AFB7A.xml

The patch repository lets you view the available patches and extensions, and also lets you include available
patches and extensions in a baseline that you select.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

u Click the Patch Repository tab in the Update Manager Administration view to view all the available
patches and extensions.

The most recent patches and extensions are displayed in bold. The recalled patches are marked with a flag
icon.
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Add and Remove Patches or Extensions from a Baseline
Draft comment filepath: GUID-EC57653D-1D94-459F-B2E6-F4697411BB43.xml

From the Patch Repository, you can include available as well as recently downloaded patches and
extensions in a baseline of your choice.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 Click the Patch Repository tab to view all the available patches and extensions.

2 Click the Add to baseline link in the Baselines column for a selected patch.

3 In the Edit containing baselines window, select the baselines in which you want to include this patch or
extension and click OK.

If your vCenter Server system is connected to other vCenter Server systems by a common Single Sign-
On domain, you can add or exclude the patches from baselines specific to the selected Update Manager
instance.

Search for Patches or Extensions in the Patch Repository
Draft comment filepath: GUID-4B72675F-2B2D-4C62-B6CD-6325389FCEC7.xml

You can search for specific patches or extensions in the patch repository by using various criteria. An
advanced search provides a way to filter the list of patches and extensions to display only those items that
match the criteria that you specify.

Procedure

1 To locate a patch or an extension based on a keyword or phrase, enter text in the text box in the upper-
right corner of the Update Manager Patch Repository tab.

2 To search for patches or extensions using more specific criteria, click Advanced next to the text field.

3 In the Filter Patches window, enter the search criteria.

Option Description

Patch Vendor Specifies which patch or extension vendor to use.

Product Restricts the set of patches or extensions to the selected products or
operating systems.
The asterisk at the end of a product name is a wildcard character for any
version number.

Severity Specifies the severity of patches or extensions to include.

Category Specifies the category of patches or extensions to include.

Release Date Specifies the range for the release dates of the patches or extensions.

Text Restricts the patches or extensions to those containing the text that you
enter.

 

NOTE   With Update Manager 5.x and later you can sort security patches by category. In earlier vSphere
releases, security patches are only classified by severity. In Update Manager 5.x and later, old patches
that are marked as Security are classified as Category Security and Severity Critical. This ensures
that earlier security-related patches appear in the predefined critical updates dynamic baseline.
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4 Click Find.

If you want to clear the search field and remove the filter, click Clear.

The contents of the Patch Repository are filtered according to the criteria you entered.

View Available Virtual Appliance Upgrades and Accept EULAs
Draft comment filepath: GUID-F09CA9C0-5CD3-4BCB-ACE9-5C66F60AD02E.xml

You can view available virtual appliance upgrades in the Update Manager Administration view.

Available virtual appliance upgrades are stored in the Update Manager repository. When you upgrade
virtual appliances, you can select to which version to upgrade. You can view and filter available upgrades.
You can also view change logs and accept EULAs for the available virtual appliance upgrades.

Prerequisites

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered, and on
the Home page, click Update Manager under Solutions and Applications icon.

Procedure

1 In the Update Manager Administration view, click the VA Upgrades tab to view all available virtual
appliance upgrades.

2 (Optional) If available, click EULA - Not Accepted in the EULA column to accept EULAs for virtual
appliance upgrades.

You can accepts EULAs from either the Remediation wizard or from the VA Upgrades tab. EULAs
need to be accepted only once.

3 (Optional) Right-click the name of a virtual appliance and select View change log to view additional
information in the Virtual Appliance Change Log Details window.

Chapter 14 Patch Repository and Virtual Appliance Upgrades

VMware, Inc.  147



Installing and Administering VMware vSphere Update Manager

148  VMware, Inc.



Common User Goals 15
Draft comment filepath: GUID-06E9F3EE-9DA5-44EE-BDB2-E6FD5BB9E1F2.xml

With Update Manager, you can scan and remediate the objects in your vSphere inventory to keep them up
to date with the latest updates.

The common user goals provide task flows that you can perform with Update Manager to upgrade, apply
extensions and patches to your vSphere inventory objects and make them compliant against attached
baselines and baseline groups.

n Applying Patches to Hosts on page 150
Host patching is the process in which Update Manager applies VMware ESXi host patches or third-
party patches, such as Cisco Distributed Virtual Switch, to the ESXi hosts in your vSphere inventory.

n Applying Third-Party Patches to Hosts on page 151
You can use Update Manager to apply third-party software patches to the ESXi hosts in your vSphere
inventory.

n Testing Patches or Extensions and Exporting Baselines to Another Update Manager Server on
page 153
Before you apply patches or extensions to ESXi hosts, you might want to test the patches and
extensions by applying them to hosts in a test environment. You can then use Update Manager
PowerCLI to export the tested baselines to another Update Manager server instance and apply the
patches and extensions to the other hosts.

n Applying Extensions to Hosts on page 156
With Update Manager you can apply extensions to ESXi hosts. An extension is any additional
software that can be installed on the host or patched if the additional software already exists on the
host.

n Orchestrated Datacenter Upgrades on page 158
Orchestrated upgrades allow you to upgrade the objects in your vSphere inventory in a two-step
process: host upgrades followed by virtual machine upgrades. You can configure the process at the
cluster level for higher automation, or at the individual host or virtual machine level for granular
control.

n Upgrading and Patching Hosts Using Baseline Groups on page 160
You can use baseline groups to apply upgrade and patch baselines together for upgrading and
updating hosts in a single remediation operation.

n Upgrading Virtual Appliances on page 162
An upgrade remediation of a virtual appliance upgrades the entire software stack in the virtual
appliance, including the operating system and applications. To upgrade the virtual appliance to the
latest released or latest critical version, you can use one of the Update Manager predefined upgrade
baselines or create your own.
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n Keeping the Hosts Compliant With the Most Recent Patches on page 163
You can use Update Manager to keep your vSphere inventory updated with the most recent patches.

n Associating the UMDS Patchstore Depot with the Update Manager Server on page 163
UMDS is an optional module of Update Manager. UMDS downloads patch metadata and patch
binaries when Update Manager is installed in an air-gap or semi-air-gap deployment system and has
no access to the Internet. The patch metadata and patch binaries that you download using UMDS
must be associated with the Update Manager server so that Update Manager can patch the hosts and
virtual machines in your vSphere environment.

n Generating Common Database Reports on page 168
Update Manager uses Microsoft SQL Server and Oracle databases to store information.
Update Manager does not provide a reporting capability, but you can use a third-party reporting tool
to query the database views to generate reports.

n Setting a Bandwidth Limit for Downloading of ESXi 5.x Patches on page 170
You can limit the bandwidth used for downloading patches to ESXi 5.x hosts by using either the
vSphere Client or the ESXi Shell. Limiting the patch download bandwidth prevents network
congestion in slow networks.

Applying Patches to Hosts
Draft comment filepath: GUID-F05B68DB-109D-419E-9DDE-E994941A561B.xml

Host patching is the process in which Update Manager applies VMware ESXi host patches or third-party
patches, such as Cisco Distributed Virtual Switch, to the ESXi hosts in your vSphere inventory.

You must configure Update Manager network connectivity settings, patch download sources and schedule,
as well as proxy settings, so that Update Manager downloads the host patches, patch metadata, and patch
binaries. For more information, see Chapter 9, “Configuring Update Manager,” on page 57.

During host patch operations (scanning, staging, and remediation), you can check Update Manager events
for information about the status of the operations. You can also see which host patches are available in the
Update Manager repository.

This workflow describes the process to apply patches to the hosts in your vSphere inventory. You can apply
patches to hosts at a folder, cluster or datacenter level. You can also apply patches to a single host. This
workflow describes the process to apply patches to multiple hosts in a container object.

1 Configure the Update Manager host and cluster settings.

Some updates might require that the host enters maintenance mode during remediation. You should
configure the Update Manager response when a host cannot enter maintenance mode. If you want to
apply updates at a cluster level, you should configure the cluster settings as well. You can configure the
Update Manager settings from the Configuration tab of the Update Manager Administration view. For
more information and the detailed procedure about configuring host and cluster settings by using
Update Manager, see “Configuring Host and Cluster Settings,” on page 69.

2 Create fixed or dynamic host patch baselines.

Patch data in dynamic baselines change depending on the criteria you specify each time
Update Manager downloads new patches. Fixed baselines contain only the patches you select,
regardless of new patch downloads.

You can create patch baselines from the Baselines and Groups tab of the Update Manager
Administration view. For more information about creating fixed patch baselines, see “Create a Fixed
Patch Baseline,” on page 79. For detailed instructions about creating a dynamic patch baseline, see 
“Create a Dynamic Patch Baseline,” on page 79.

3 Attach the patch baselines to a container object containing the hosts that you want to scan or remediate.
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The container object can be a folder, cluster, or datacenter. You can attach baselines and baseline groups
to objects from the Update Manager Compliance view. For more information about attaching baselines
and baseline groups to vSphere objects, see “Attach Baselines and Baseline Groups to Objects,” on
page 91.

4 Scan the container object.

After you attach baselines to the selected container object, you must scan it to view the compliance state
of the hosts in the container. You can scan selected objects manually to start the scanning immediately.
For detailed instructions on how to scan your hosts manually, see “Manually Initiate a Scan of ESXi
Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

5 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

6 (Optional) Stage the patches in the attached baselines to the hosts that you want to update.

You can stage the patches and copy them from the Update Manager server to the hosts before applying
them. Staging patches speeds up the remediation process and helps minimize host downtime during
remediation. For a detailed procedure about staging patches and extensions to hosts, see “Stage Patches
and Extensions to ESXi Hosts,” on page 119.

7 Remediate the container object.

Remediate the hosts that are in Non-Compliant state to make them compliant with the attached
baselines. For more information about remediating hosts against patch or extension baselines, see 
“Remediate Hosts Against Patch or Extension Baselines,” on page 120.

During patch staging and remediation, Update Manager performs prescan and postscan operations. After
remediation is completed, the compliance state of the hosts against the attached baseline is updated to
Compliant.

Applying Third-Party Patches to Hosts
Draft comment filepath: GUID-BBD753EE-6E80-40A6-A212-F7251B5ADF31.xml

You can use Update Manager to apply third-party software patches to the ESXi hosts in your vSphere
inventory.

This workflow describes the overall process to apply third-party patches to the hosts in your vSphere
inventory. You can apply patches to hosts at the folder, cluster or datacenter level. You can also apply
patches to a single host. This workflow describes the process to apply patches to multiple hosts in a
container object.

1 Make the third-party software patches available to the Update Manager server.

n Download the third-party patches from the Internet to make them available to the Update Manager
server.

If the machine on which the Update Manager server is installed has access to the Internet, you must
either configure Update Manager to download patch binaries and patch metadata from third-party
Web sites, or you must manually download the third-party patches and import them into the
Update Manager patch repository as an offline bundle.
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By default, Update Manager contacts VMware at regular configurable intervals to gather
information about the latest available patches. You can add third-party URLs to download third-
party patches that are applicable to the ESXi 5.x and ESXi 6.0 hosts in your inventory. You can
configure the Update Manager download source from the Configuration tab of the
Update Manager Administration view. For a detailed procedure about configuring
Update Manager to use third-party download URL addresses as patch download sources, see 
“Add a New Download Source,” on page 62.

You can import offline bundles in the Update Manager repository from the Configuration tab of
the Update Manager Administration view. For a detailed procedure about importing offline
bundles, see “Import Patches Manually,” on page 64.

n Use UMDS to download third-party patches and make the patches available to the
Update Manager server.

If the machine on which the Update Manager server is installed is not connected to the Internet,
you can use UMDS to download the third-party patches. For more information about configuring
UMDS to download third-party patches, see “Configure URL Addresses for Hosts and Virtual
Appliances,” on page 53.

The patch metadata and patch binaries that you download using UMDS must be associated with
the Update Manager server so that Update Manager can patch the hosts in your vSphere
environment. For more information about associating the UMDS depot with the Update Manager
server, see “Associating the UMDS Patchstore Depot with the Update Manager Server,” on
page 163.

2 Configure the Update Manager host and cluster settings.

Some updates might require that the host enters maintenance mode during remediation. You should
configure the Update Manager response when a host cannot enter maintenance mode. If you want to
apply updates at a cluster level, you should configure the cluster settings as well. You can configure the
Update Manager settings from the Configuration tab of the Update Manager Administration view. For
more information and the detailed procedure about configuring host and cluster settings by using
Update Manager, see “Configuring Host and Cluster Settings,” on page 69.

3 Create fixed or dynamic patch baselines containing the third-party software patches that you
downloaded to the Update Manager repository.

You can create patch baselines from the Baselines and Groups tab of the Update Manager
Administration view. For more information about creating fixed patch baselines, see “Create a Fixed
Patch Baseline,” on page 79. For detailed instructions about creating a dynamic patch baseline, see 
“Create a Dynamic Patch Baseline,” on page 79.

4 Attach the patch baselines to a container object containing the hosts that you want to scan or remediate.

The container object can be a folder, cluster, or datacenter. You can attach baselines and baseline groups
to objects from the Update Manager Compliance view. For more information about attaching baselines
and baseline groups to vSphere objects, see “Attach Baselines and Baseline Groups to Objects,” on
page 91.

5 Scan the container object.

After you attach baselines to the selected container object, you must scan it to view the compliance state
of the hosts in the container. You can scan selected objects manually to start the scanning immediately.
For detailed instructions on how to scan your hosts manually, see “Manually Initiate a Scan of ESXi
Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

6 Review the scan results displayed in the Update Manager Client Compliance view.
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For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

7 Remediate the container object.

Remediate the hosts that are in Non-Compliant state to make them compliant with the attached
baselines. For more information about remediating hosts against patch or extension baselines, see 
“Remediate Hosts Against Patch or Extension Baselines,” on page 120.

After remediation is completed, the compliance state of the hosts against the attached baseline is updated to
Compliant.

Testing Patches or Extensions and Exporting Baselines to Another
Update Manager Server
Draft comment filepath: GUID-FB9C8381-9D6C-4451-8CCF-99A14B552D59.xml

Before you apply patches or extensions to ESXi hosts, you might want to test the patches and extensions by
applying them to hosts in a test environment. You can then use Update Manager PowerCLI to export the
tested baselines to another Update Manager server instance and apply the patches and extensions to the
other hosts.

Update Manager PowerCLI is a command-line and scripting tool built on Windows PowerShell, and
provides a set of cmdlets for managing and automating Update Manager. For more information about
installing and using Update Manager PowerCLI, see VMware vSphere Update Manager PowerCLI Installation
and Administration Guide.

This workflow describes how to test patches by using one Update Manager instance and how to export the
patch baseline containing the tested patches to another Update Manager instance.

1 Create fixed host patch baselines.

Create fixed patch baselines containing the patches that you want to test. Fixed patch baselines do not
change their content when new patches are downloaded into the Update Manager patch repository.
You can create a fixed patch baseline from the Baselines and Groups tab of the Update Manager
Administration view. For more information and a detailed procedure, see “Create a Fixed Patch
Baseline,” on page 79.

2 Attach the patch baselines to a container object containing the hosts that you want to scan or remediate.

The container object can be a folder, cluster, or datacenter. You can attach baselines and baseline groups
to objects from the Update Manager Compliance view. For more information about attaching baselines
and baseline groups to vSphere objects, see “Attach Baselines and Baseline Groups to Objects,” on
page 91.

3 Scan the container object.

After you attach baselines to the selected container object, you must scan it to view the compliance state
of the hosts in the container. You can scan selected objects manually to start the scanning immediately.
For detailed instructions on how to scan your hosts manually, see “Manually Initiate a Scan of ESXi
Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

4 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

5 (Optional) Stage the patches in the attached baselines to the hosts that you want to update.
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You can stage the patches and copy them from the Update Manager server to the hosts before applying
them. Staging patches speeds up the remediation process and helps minimize host downtime during
remediation. For a detailed procedure about staging patches and extensions to hosts, see “Stage Patches
and Extensions to ESXi Hosts,” on page 119.

6 Remediate the container object.

Remediate the hosts that are in Non-Compliant state to make them compliant with the attached
baselines. For more information about remediating hosts against patch or extension baselines, see 
“Remediate Hosts Against Patch or Extension Baselines,” on page 120.

7 Export the patch baselines from the Update Manager server that you used to test the patches, and
import them to another Update Manager server.

You can export and import patch baselines from one Update Manager server to another by using an
Update Manager PowerCLI script. The following example script creates a duplicate of the baseline
MyBaseline on the $destinationServer.

NOTE   The script works for fixed and dynamic patch baselines as well as for extension baselines.

# $destinationServer = Connect-VIServer <ip_address_of_the_destination_server>

# $sourceServer = Connect-VIServer <ip_address_of_the_source_server>

# $baselines = Get-PatchBaseline MyBaseline -Server $sourceServer

# ExportImportBaselines.ps1 $baselines $destinationServer

Param([VMware.VumAutomation.Types.Baseline[]] $baselines, 

[VMware.VimAutomation.Types.VIServer[]]$destinationServers)

$ConfirmPreference = 'None'

$includePatches = @()

$excludePatches = @()

function ExtractPatchesFromServer([VMware.VumAutomation.Types.Patch[]]$patches, 

[VMware.VimAutomation.Types.VIServer]$destinationServer){

    $result = @()

    if ($patches -ne $null){

        foreach($patch in $patches){

            $extractedPatches = Get-Patch -Server $destinationServer -SearchPhrase 

$patch.Name

   if ($extractedPatches -eq $null){

    Write-Warning -Message "Patch '$($patch.Name)' is not available on the server 

$destinationServer"

   } else {

    $isFound = $false

    foreach ($newPatch in $extractedPatches){

     if ($newPatch.IdByVendor -eq $patch.IdByVendor){

      $result += $newPatch

      $isFound = $true

              }

          }

    if ($isFound -eq $false) {

     Write-Warning -Message "Patch '$($patch.Name)' with VendorId '$($patch.IdByVendor)' is 

not available on the server $destinationServer"

    }

   }

  }

 }

 return .$result;
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}

function

CreateStaticBaseline([VMware.VumAutomation.Types.Baseline]$baseline,

[VMware.VimAutomation.Types.VIServer]$destinationServer){

 $includePatches = ExtractPatchesFromServer $baseline.CurrentPatches $destinationServer

 if ($includePatches.Count -lt 1){

  write-error "Static baseline '$($baseline.Name)' can't be imported. No one of the patches 

it contains are available on the server $destinationServer"

 } else {

  $command = 'New-PatchBaseline -Server $destinationServer -Name $baseline.Name -Description 

$baseline.Description -Static -TargetType $baseline.TargetType -IncludePatch $includePatches'

  if ($baseline.IsExtension) {

   $command += ' -Extension'

  }

  Invoke-Expression $command

 }

}

function 

CreateDynamicBaseline([VMware.VumAutomation.Types.Baseline]$baseline,

[VMware.VimAutomation.Types.VIServer]$destinationServer)

{

 if ($baseline.BaselineContentType -eq 'Dynamic'){

  $command = 'New-PatchBaseline -Server $destinationServer -Name $baseline.Name -Description 

$baseline.Description -TargetType $baseline.TargetType -Dynamic -SearchPatchStartDate 

$baseline.SearchPatchStartDate - SearchPatchEndDate $baseline.SearchPatchEndDate -

SearchPatchProduct $baseline.SearchPatchProduct -SearchPatchSeverity 

$baseline.SearchPatchSeverity -SearchPatchVendor $baseline.SearchPatchVendor'

 } elseif ($baseline.BaselineContentType -eq 'Both'){

        $includePatches = ExtractPatchesFromServer $baseline.InclPatches $destinationServer

     $excludePatches = ExtractPatchesFromServer $baseline.ExclPatches $destinationServer

  $command = 'New-PatchBaseline -Server $destinationServer -Name $baseline.Name -Description 

$baseline.Description -TargetType $baseline.TargetType -Dynamic -SearchPatchStartDate 

$baseline.SearchPatchStartDate -SearchPatchEndDate $baseline.SearchPatchEndDate -

SearchPatchProduct $baseline.SearchPatchProduct -SearchPatchSeverity 

$baseline.SearchPatchSeverity -SearchPatchVendor $baseline.SearchPatchVendor'

  if ($includePatches.Count -gt 0){

   $command += ' -IncludePatch $includePatches'

  }

  if ($excludePatches.Count -gt 0){

  $command += ' -ExcludePatch $excludePatches'

  }

 }

 #check for null because there is known issue for creating baseline with null 

SearchPatchPhrase

 if ($baseline.SearchPatchPhrase -ne $null){

  $command += ' -SearchPatchPhrase $baseline.SearchPatchPhrase'

 }

 Invoke-Expression $command
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}

foreach ($destinationServer in $destinationServers) {

 if ($baselines -eq $null) {

  Write-Error "The baselines parameter is null"

 } else {

  foreach($baseline in $baselines){

   if ($baseline.GetType().FullName -eq 'VMware.VumAutomation.Types.PatchBaselineImpl'){

    Write-Host "Import '" $baseline.Name "' to the server $destinationServer" 

    if($baseline.BaselineContentType -eq 'Static'){

     CreateStaticBaseline $baseline $destinationServer

    } else {

     CreateDynamicBaseline $baseline $destinationServer

    }

   } else {

    Write-Warning -Message "Baseline '$($baseline.Name)' is not patch baseline and will be 

skipped."    

   }

  }

 }

}

You have now exported the tested baseline to another Update Manager server.

8 Apply the patches to your ESXi hosts by using the Update Manager server instance to which you
exported the tested patch baseline.

Applying Extensions to Hosts
Draft comment filepath: GUID-E6AAACDC-3BD5-4493-9792-3E61B7106547.xml

With Update Manager you can apply extensions to ESXi hosts. An extension is any additional software that
can be installed on the host or patched if the additional software already exists on the host.

To perform the initial installation of an extension, you must use an extension baseline. After the extension is
installed on the host, you can update the extension module with either patch or extension baselines.

When applying extension baselines by using Update Manager, you must be aware of the functional
implications of new modules to the host. Extension modules might alter the behavior of ESXi hosts. During
installation of extensions, Update Manager only performs the checks and verifications expressed at the
package level.

This workflow describes the overall process to apply extensions to the hosts in your vSphere inventory. You
can apply extensions to hosts at a folder, cluster or datacenter level. You can also apply extensions to a
single host.

1 Configure the Update Manager host and cluster settings.

Some updates might require that the host enters maintenance mode during remediation. You should
configure the Update Manager response when a host cannot enter maintenance mode. If you want to
apply updates at a cluster level, you should configure the cluster settings as well. You can configure the
Update Manager settings from the Configuration tab of the Update Manager Administration view. For
more information and the detailed procedure about configuring host and cluster settings by using
Update Manager, see “Configuring Host and Cluster Settings,” on page 69.

2 (Optional) Import an offline bundle to download extensions to the Update Manager server.
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Offline bundles might contain extensions that you download from the Internet or copy from a media
drive. Offline bundles are ZIP files that can be located on a local or a shared network drive. You can
import offline bundles from the Configuration tab of the Update Manager Administration view. For
more information about importing offline bundles and for a detailed procedure on importing offline
bundles, see “Import Patches Manually,” on page 64.

3 Create extension baselines.

You can create host extension baselines from the Baselines and Groups tab in the Update Manager
Administration view. For a detailed procedure about creating extension baselines, see “Create a Host
Extension Baseline,” on page 80.

4 Attach the extension baselines to a container object containing the hosts that you want to remediate.

To scan and remediate hosts, attach the extensions baselines to a container object containing the hosts to
which you want to apply the extensions. The container object can be a folder, cluster, or datacenter. You
can attach baselines and baseline groups to objects from the Update Manager Compliance view. For
more information about attaching baselines and baseline groups to vSphere objects, see “Attach
Baselines and Baseline Groups to Objects,” on page 91.

5 Scan the container object.

After you attach baselines to the selected container object, you must scan it to view the compliance state
of the hosts in the container. You can scan selected objects manually to start the scanning immediately.
For detailed instructions on how to scan your hosts manually, see “Manually Initiate a Scan of ESXi
Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

6 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

7 (Optional) Stage the extensions from the attached baselines to the ESXi hosts.

You can stage the extensions and copy them from the Update Manager server to selected hosts before
applying them. Staging extensions speeds up the remediation process and helps minimize host
downtime during remediation. For a detailed procedure about staging patches and extensions to hosts,
see “Stage Patches and Extensions to ESXi Hosts,” on page 119.

8 Remediate the hosts in the container object against extension baselines.

You can remediate the container object of the hosts against the attached baselines. If hosts are in a Non-
Compliant state, remediate the container object to make the hosts compliant with the attached baselines.
You can start the remediation process manually or schedule a remediation task. See “Remediate Hosts
Against Patch or Extension Baselines,” on page 120 for a detailed procedure.

During staging extensions and extension remediation, Update Manager performs prescan and postscan
operations. After remediation is completed, the compliance state of the hosts against the attached baselines
is updated to Compliant.
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Orchestrated Datacenter Upgrades
Draft comment filepath: GUID-941C7666-E111-485D-9202-E7F0078CCA31.xml

Orchestrated upgrades allow you to upgrade the objects in your vSphere inventory in a two-step process:
host upgrades followed by virtual machine upgrades. You can configure the process at the cluster level for
higher automation, or at the individual host or virtual machine level for granular control.

You can upgrade clusters without powering the virtual machine off as long as VMware Distributed
Resource Scheduler (DRS) is available for the cluster. To perform an orchestrated upgrade, you must first
remediate a cluster against a host upgrade baseline, and then remediate the same cluster against a virtual
machine upgrade baseline group containing the VM Hardware Upgrade to Match Host and
VMware Tools Upgrade to Match Host baselines.

n Orchestrated Upgrade of Hosts on page 158
You can use Update Manager to perform orchestrated upgrades of the ESXi hosts in your vSphere
inventory by using a single upgrade baseline.

n Orchestrated Upgrade of Virtual Machines on page 159
An orchestrated upgrade allows you to upgrade VMware Tools and the virtual hardware for the
virtual machines in your vSphere inventory at the same time. You can perform an orchestrated
upgrade of virtual machines at the folder or datacenter level.

Orchestrated Upgrade of Hosts
Draft comment filepath: GUID-E96E5ACF-F7EF-4CA8-9E2B-35CE71399DAD.xml

You can use Update Manager to perform orchestrated upgrades of the ESXi hosts in your vSphere inventory
by using a single upgrade baseline.

This workflow describes the overall process to perform an orchestrated upgrade of the hosts in your
vSphere inventory.

You can perform orchestrated upgrades of hosts at the folder, cluster, or datacenter level.

Update Manager 6.0 supports upgrade from ESXi 5.x to ESXi 6.0.

IMPORTANT   After you have upgraded your host to ESXi 6.0, you cannot roll back to your version ESXi 5.x
software. Back up your host configuration before performing an upgrade. If the upgrade fails, you can
reinstall the ESXi 5.x software that you upgraded from, and restore your host configuration. For more
information about backing up and restoring your ESXi configuration, see vSphere Upgrade.

1 Configure the Update Manager host and cluster settings.

You can configure the Update Manager settings from the Configuration tab of the Update Manager
Administration view. For more information and the detailed procedures about configuring host and
cluster settings by using Update Manager, see “Configuring Host and Cluster Settings,” on page 69.

2 Import an ESXi image (which is distributed as an ISO file) and create a host upgrade baseline.

Import an ESXi 6.0 image so that you can upgrade the hosts in your vSphere inventory. You can import
a host image from the ESXi Images tab of the Update Manager Administration view.

For the complete procedure about importing host upgrade releases, see “Import Host Upgrade Images
and Create Host Upgrade Baselines,” on page 83.

3 Attach the host upgrade baseline to a container object containing the hosts that you want to upgrade.

You can attach baselines and baseline groups to objects from the Update Manager Compliance view.
For more information about attaching baselines and baseline groups to vSphere objects, see “Attach
Baselines and Baseline Groups to Objects,” on page 91.

Installing and Administering VMware vSphere Update Manager

158  VMware, Inc.



4 Scan the container object.

After you attach baselines to the selected container object, you must scan it to view the compliance state
of the hosts in the container. You can scan selected objects manually to start the scanning immediately.
For detailed instructions on how to scan your hosts manually, see “Manually Initiate a Scan of ESXi
Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

5 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

6 Remediate the container object.

If hosts are in Non-Compliant state, remediate the container object of the hosts to make it compliant
with the attached baseline. You can start the remediation process manually or schedule a remediation
task. For more information about remediating hosts against an upgrade baseline and for a detailed
procedure, see “Remediate Hosts Against an Upgrade Baseline,” on page 122.

Hosts that are upgraded reboot and disconnect for some time during the remediation.

Orchestrated Upgrade of Virtual Machines
Draft comment filepath: GUID-82DC93CC-C998-4A38-99E7-217F9F4D9155.xml

An orchestrated upgrade allows you to upgrade VMware Tools and the virtual hardware for the virtual
machines in your vSphere inventory at the same time. You can perform an orchestrated upgrade of virtual
machines at the folder or datacenter level.

Update Manager makes the process of upgrading the virtual machines convenient by providing baseline
groups. When you remediate a virtual machine against a baseline group containing the
VMware Tools Upgrade to Match Host baseline and the VM Hardware Upgrade to Match Host baseline,
Update Manager sequences the upgrade operations in the correct order. As a result, the guest operating
system is in a consistent state at the end of the upgrade.

This workflow describes the overall process to perform an orchestrated upgrade of the virtual machines in
your vSphere inventory.

1 Create a virtual machine baseline group.

To upgrade virtual machines, you must create a virtual machine baseline group containing the
VMware Tools Upgrade to Match Host baseline and the VM Hardware Upgrade to Match Host
baseline. You can create baseline groups from the Baselines and Groups tab of the Update Manager
Administration view. For more information about creating baseline groups and for detailed
instructions, see “Create a Virtual Machine and Virtual Appliance Baseline Group,” on page 89.

2 Attach the baseline group to an object containing the virtual machines that you want to upgrade.

To scan and remediate the virtual machines, attach the baseline group to a container object that contains
the virtual machines that you want to upgrade. The container object can be a folder or a datacenter. For
detailed instructions about attaching baselines and baseline groups to objects, see “Attach Baselines and
Baseline Groups to Objects,” on page 91.

3 Scan the container object.

You must scan it to view the compliance state of the virtual machines in the container. You can scan
selected objects manually to start the scanning immediately. For detailed instructions on how to scan
your virtual machines manually, see “Manually Initiate a Scan of Virtual Machines and Virtual
Appliances,” on page 96.
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You can also scan the virtual machines in the container object at a time convenient for you by
scheduling a scan task. For more information and detailed instructions about scheduling a scan, see 
“Schedule a Scan,” on page 98.

4 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

5 Remediate the non-compliant virtual machines in the container object to make them compliant with the
attached baseline group.

If virtual machines are in a Non-Compliant state, you can remediate the container object to make the
virtual machines compliant with the baselines in the attached baseline group. You can start the
remediation manually or schedule a remediation task. For more information about remediating virtual
machines and for detailed instructions, see “Remediate Virtual Machines and Virtual Appliances,” on
page 129.

During an upgrade of VMware Tools, the virtual machines must be powered on. If a virtual machine is
in a powered off or suspended state before remediation, Update Manager powers on the machine. After
the upgrade is completed, Update Manager restarts the machine and restores the original power state of
the virtual machine.

During a virtual machine hardware upgrade, the virtual machines must be shut down. After the
remediation is completed, Update Manager restores the original power state of the virtual machines. If
a virtual machine is powered on, Update Manager powers the machine off, upgrades the virtual
hardware, and then powers the virtual machine on.

The virtual machines in the container object become compliant with the attached baseline group.

Upgrading and Patching Hosts Using Baseline Groups
Draft comment filepath: GUID-CDFD68F2-E0EC-451D-BEA5-D33E381A3EC1.xml

You can use baseline groups to apply upgrade and patch baselines together for upgrading and updating
hosts in a single remediation operation.

You can upgrade all ESXi hosts in your deployment system by using a single upgrade baseline. You can
apply patches to the hosts at the same time by using a baseline group containing one upgrade baseline and
multiple host patch baselines.

This workflow describes how to upgrade and patch the hosts in your vSphere inventory at the same time.
You can upgrade hosts and apply patches to hosts at the folder, cluster, or datacenter level. You can also
upgrade and patch a single host. This workflow describes the process to patch and upgrade multiple hosts
in a container object.

1 Configure the Update Manager host and cluster settings.

Some updates might require that the host enters maintenance mode during remediation. You should
configure the Update Manager response when a host cannot enter maintenance mode. If you want to
apply updates at a cluster level, you should configure the cluster settings as well. You can configure the
Update Manager settings from the Configuration tab of the Update Manager Administration view. For
more information and the detailed procedure about configuring host and cluster settings by using
Update Manager, see “Configuring Host and Cluster Settings,” on page 69.

2 Import an ESXi image (which is distributed as an ISO file) and create a host upgrade baseline.

You must import an ESXi image, so that you can upgrade the hosts in your vSphere inventory. You can
import ESXi images from the ESXi Images tab of the Update Manager Administration view.

For a complete procedure about importing ESXi images, see “Import Host Upgrade Images and Create
Host Upgrade Baselines,” on page 83.
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3 Create fixed or dynamic host patch baselines.

Dynamic patch baselines contain a set of patches, which updates automatically according to patch
availability and the criteria that you specify. Fixed baselines contain only patches that you select,
regardless of new patch downloads.

You can create patch baselines from the Baselines and Groups tab of the Update Manager
Administration view. For more information about creating fixed patch baselines, see “Create a Fixed
Patch Baseline,” on page 79. The detailed instructions about creating a dynamic patch baseline are
described in “Create a Dynamic Patch Baseline,” on page 79.

4 Create a baseline group containing the patch baselines as well as the host upgrade baseline that you
created.

You can create baseline groups from the Baselines and Groups tab of the Update Manager
Administration view. For more information about creating baseline groups for hosts, see “Create a Host
Baseline Group,” on page 88.

5 Attach the baseline group to a container object.

To scan and remediate the hosts in your environment, you must first attach the host baseline group to a
container object containing the hosts that you want to remediate. You can attach baseline groups to
objects from the Update Manager Compliance view. For more information about attaching baseline
groups to vSphere objects, see “Attach Baselines and Baseline Groups to Objects,” on page 91.

6 Scan the container object.

After you attach the baseline group to the selected container object, you must scan it to view the
compliance state of the hosts in the container. You can scan selected objects manually to start the
scanning immediately. For detailed instructions on how to scan your hosts manually, see “Manually
Initiate a Scan of ESXi Hosts,” on page 95.

You can also scan the hosts in the container object at a time convenient for you by scheduling a scan
task. For more information and detailed instructions about scheduling a scan, see “Schedule a Scan,” on
page 98.

7 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

8 Remediate the container object.

Remediate the hosts that are in Non-Compliant state to make them compliant with the attached
baseline group. For more information about remediating hosts against baseline groups containing
patch, extension, and upgrade baselines, see “Remediate Hosts Against Baseline Groups,” on page 124.

During the remediation, the upgrade is performed first. Hosts that need to be both upgraded and
updated with patches are first upgraded and then patched. Hosts that are upgraded might reboot and
disconnect for a period of time during remediation.

Hosts that do not need to be upgraded are only patched.

The hosts in the container object become compliant with the attached baseline group.
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Upgrading Virtual Appliances
Draft comment filepath: GUID-8006FD4F-DB7F-415C-838B-A68F53B57119.xml

An upgrade remediation of a virtual appliance upgrades the entire software stack in the virtual appliance,
including the operating system and applications. To upgrade the virtual appliance to the latest released or
latest critical version, you can use one of the Update Manager predefined upgrade baselines or create your
own.

This workflow describes how to upgrade the virtual appliances in your vSphere inventory. You can
upgrade virtual appliances at the folder or datacenter level. You can also upgrade a single virtual appliance.
This workflow describes the process to upgrade multiple virtual appliances in a container object.

1 (Optional) Create a virtual appliance upgrade baseline.

You create virtual appliance baselines from the Baselines and Groups tab in the Update Manager
Administration view. For a detailed description of the procedure, see “Create and Edit a Virtual
Appliance Upgrade Baseline,” on page 85.

2 Attach virtual appliance upgrade baselines to an object containing the virtual appliances that you want
to upgrade.

To scan and upgrade virtual appliances, attach your virtual appliance upgrade baselines to a container
object containing the virtual appliances that you want to upgrade. The container object can be a folder,
vApp, or datacenter. For a detailed description of the procedure, see “Attach Baselines and Baseline
Groups to Objects,” on page 91.

3 Scan the container object.

After you attach the virtual appliance upgrade baselines to the selected container object, you must scan
it to view the compliance state of the virtual appliances in the container. You can scan selected objects
manually to start the scanning immediately. For detailed instructions on how to scan your virtual
appliances manually, see “Manually Initiate a Scan of Virtual Machines and Virtual Appliances,” on
page 96.

You can also scan the virtual appliances in the container object at a time convenient for you by
scheduling a scan task. For more information and detailed instructions about scheduling a scan, see 
“Schedule a Scan,” on page 98.

4 Review the scan results displayed in the Update Manager Client Compliance view.

For a detailed procedure about viewing scan results and for more information about compliance states,
see “Viewing Scan Results and Compliance States for vSphere Objects,” on page 99.

5 Remediate the virtual appliances in the container object against the attached virtual appliance upgrade
baselines.

If virtual appliances are in a Non-Compliant state, remediate the container object of the virtual
appliances to make it compliant with the attached baselines. You can start the remediation process
manually or schedule a remediation task. For a detailed description of the procedure, see “Remediate
Virtual Machines and Virtual Appliances,” on page 129.

Update Manager directs the virtual appliances to download the missing updates and controls the
remediation process of when and how to remediate, but the virtual appliance downloads and installs
the updates itself.

The remediated virtual appliances become compliant with the attached baselines.
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Keeping the Hosts Compliant With the Most Recent Patches
Draft comment filepath: GUID-96F35A4E-5A65-445C-9FD7-E4150AC7D1B4.xml

You can use Update Manager to keep your vSphere inventory updated with the most recent patches.

You can change the frequency of the checks for updates and patches, create dynamic patch baselines, attach
the baselines to the objects in the inventory, and perform regular scans and scheduled remediation, to keep
your vSphere inventory of hosts and virtual machines updated.

This workflow describes the overall process to keep the hosts and virtual machines in your vSphere
inventory updated with the most recent patches.

1 Configure the patch download schedule.

Update Manager checks for patches at regular intervals. You can modify the schedule for checking and
downloading patch data. For a detailed description of the procedure, see “Configure Checking for
Updates,” on page 65.

2 Create dynamic patch baselines.

The contents of dynamic patch baselines are updated when new patches that meet the criteria become
available. For information about creating dynamic patch baselines, see “Create a Dynamic Patch
Baseline,” on page 79.

3 Attach the baselines to a container object.

To scan and remediate the objects in your vSphere inventory, attach the baselines to selected objects in
the inventory. For a detailed description of the procedure, see “Attach Baselines and Baseline Groups to
Objects,” on page 91.

4 Schedule a scan.

You can schedule periodic scans of the hosts in your vSphere inventory. For a detailed description of
the procedure, see “Schedule a Scan,” on page 98.

5 Schedule remediation for the hosts.

Schedule remediation tasks at times convenient for you for the hosts in your vSphere inventory. For
more information about scheduling remediation, see “Scheduling Remediation for Hosts, Virtual
Machines, and Virtual Appliances,” on page 131.

Associating the UMDS Patchstore Depot with the Update Manager
Server
Draft comment filepath: GUID-013BCF81-7F46-4EFF-BA67-40FA08C91037.xml

UMDS is an optional module of Update Manager. UMDS downloads patch metadata and patch binaries
when Update Manager is installed in an air-gap or semi-air-gap deployment system and has no access to the
Internet. The patch metadata and patch binaries that you download using UMDS must be associated with
the Update Manager server so that Update Manager can patch the hosts and virtual machines in your
vSphere environment.

Before you associate the UMDS patchstore depot with the Update Manager server, set up UMDS and
download patches. For more information about installing, setting up UMDS, and downloading patches, see 
Chapter 8, “Installing, Setting Up, and Using Update Manager Download Service,” on page 49.
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You can either use a portable media drive to transfer the downloads to the machine on which
Update Manager is installed, or you can copy them to a Web server. You must then set up Update Manager
to use a shared repository as a patch download source.

IMPORTANT   You cannot use folders located on a network drive as a shared repository. Update Manager does
not download patch binaries and patch metadata from folders on a network share either in the Microsoft
Windows Uniform Naming Convention form (such as \\Computer_Name_or_Computer_IP\Shared), or on a
mapped network drive (for example, Z:\).

n Associate the UMDS Depot with the Update Manager Server Using a Portable Media Drive on
page 164
In an air-gap deployment system where the Update Manager server is installed on a computer with no
access to the Internet or other networks, the patch metadata and patch binaries you download using
UMDS must be transferred to the machine on which Update Manager is installed.

n Associate the UMDS Depot with Update Manager Server Using IIS on page 165
In a semi-air-gap environment, you can set up Internet Information Services (IIS) on the machine on
which UMDS is installed and configure Update Manager to use the downloaded patch binaries and
patch metadata from the IIS Web server.

n Associate the UMDS Depot with Update Manager Server Using Apache on page 167
In a semi-air-gap environment, you can set up an Apache Web server on the machine on which UMDS
is installed and configure Update Manager to use the downloaded patch binaries and patch metadata
from the Apache Web server.

Associate the UMDS Depot with the Update Manager Server Using a Portable
Media Drive
Draft comment filepath: GUID-987C1E77-B8DD-44B8-8F93-03A8E7D02B60.xml

In an air-gap deployment system where the Update Manager server is installed on a computer with no
access to the Internet or other networks, the patch metadata and patch binaries you download using UMDS
must be transferred to the machine on which Update Manager is installed.

Procedure

1 Connect a portable media drive to the computer on which you have installed UMDS and have
downloaded the patch binaries and patch metadata.

2 Open a Command Prompt window and navigate to the folder in which UMDS is installed.

The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Export the downloaded patches to the portable media drive.

vmware-umds -E --export-store F:\

Here F:\ is the path to the media drive, for example a USB flash drive.

4 Verify that all files are exported to the portable media drive, and then safely remove it and connect it to
the machine on which the Update Manager server is installed.

5 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Solutions and Applications > Update Manager.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, specify the Update Manager instance to configure by selecting the
name of the corresponding vCenter Server system in the navigation bar.

6 Click the Configuration tab in the Update Manager Administration view.
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7 Under Settings, click Patch Download Settings.

8 Select the Use a shared repository radio button.

9 Enter the path to the portable media drive.

F:\

Here F:\ is the path to the media drive, for example a USB flash drive.

10 Click Validate URL to validate the path.

Make sure that the validation is successful. If the validation fails, Update Manager reports the reason
for the failure. You can use the path to the shared repository only if the validation succeeds.

11 Click Apply to apply the changes.

12 Click Download Now to download the patch metadata immediately.

Update Manager downloads patch binaries during staging and remediation.

The patch binaries and patch metadata downloaded using the UMDS are imported to the machine on which
the Update Manager server is installed.

Associate the UMDS Depot with Update Manager Server Using IIS
Draft comment filepath: GUID-B189D5D3-0244-463E-91D8-854658EDD9F5.xml

In a semi-air-gap environment, you can set up Internet Information Services (IIS) on the machine on which
UMDS is installed and configure Update Manager to use the downloaded patch binaries and patch
metadata from the IIS Web server.

Use this approach when the Update Manager server is installed on a machine that is connected to the UMDS
machine, but does not have direct Internet access.

NOTE   The procedure uses IIS 6. Other versions of IIS can be configured similarly.

Prerequisites

Install and set up IIS on the machine on which UMDS is running. For information about setting up an IIS
Web server, see the Internet Information Services documentation on the Microsoft Web site.

Procedure

1 Log in to the computer on which you have installed UMDS and download the patch binaries and patch
metadata.

2 Create a directory for the patch data under the document root of the Web server.

For example, C:\inetpub\wwwroot\UMDS.

3 Export the downloaded metadata and binaries to the UMDS directory under the Web server root.

vmware-umds -E --export-store C:\inetpub\wwwroot\UMDS

4 Add .vib, .sig, and .xml as allowed MIME types for the Web server.

a Click Start > Programs > Administrative Tools > Internet Information Services (IIS) Manager.

b In the Internet Information Services (IIS) Manager window, select IIS Manager Information >
Computer Name (local computer) > Web Sites > Default Web Site.

Here Computer Name is the name of your machine.

c Right click the UMDS folder where you exported the patch data and select Properties.
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d Click HTTP Headers > MIME Types.

e Click New and add the new MIME types.

In the Extension text field, enter .vib, .sig, and .xml. Enter one file extension for each MIME type
entry. In the MIME Type field, enter application/octet-stream for .vib and .sig. For .xml, enter
text/xml in the MIME Type field.

5 Set appropriate permissions for the UMDS folder in the Web server root.

a Right-click the UMDS folder under Default Web Site in the Internet Information Services (IIS)
Manager window, and select Permissions.

b In the Advanced Security Settings dialog box, select the Allow inheritable permissions from the
parent to propagate to this object and all child objects. Include these with entries explicitly
defined here and Replace permission entries on all child objects with entries shown here that
apply to child objects check boxes.

c Click Apply.

6 Restart the IIS Admin Service in the Services Control Manager.

7 (Optional) Verify that you can view the UMDS directory under the Web server root in a browser and
download files.

8 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Solutions and Applications > Update Manager.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, specify the Update Manager instance to configure by selecting the
name of the corresponding vCenter Server system in the navigation bar.

9 Click the Configuration tab in the Update Manager Administration view.

10 Select the Use a shared repository radio button.

11 Enter the URL of the folder on the Web server where you exported the patch binaries and patch
metadata.

For example, http://ip_address_or_hostname/UMDS

12 Click Validate URL to validate the path.

Make sure that the validation is successful. If the validation fails, Update Manager reports the reason
for the failure. You can use the path to the shared repository only if the validation succeeds.

13 Click Apply to apply the changes.

14 Click Download Now to download the patch metadata immediately.

Update Manager downloads patch binaries during staging and remediation.

Update Manager is now configured to use the patch metadata and patch binaries downloaded through
UMDS and hosted on the IIS Web server.
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Associate the UMDS Depot with Update Manager Server Using Apache
Draft comment filepath: GUID-35983D7F-DA54-41BC-9FA7-7FC4B0CA3C34.xml

In a semi-air-gap environment, you can set up an Apache Web server on the machine on which UMDS is
installed and configure Update Manager to use the downloaded patch binaries and patch metadata from the
Apache Web server.

Use this approach when the Update Manager server is installed on a machine that is connected to the UMDS
machine, but does not have direct Internet access.

NOTE   The procedure uses Apache 2.2.14. Other versions of Apache can be configured similarly.

Prerequisites

Set up Apache on the machine on which UMDS is running. For information about setting up an Apache
Web server, see the documentation on the Apache HTTP Server Project Web site.

Procedure

1 Log in to the computer on which you have installed UMDS and download the patch binaries and patch
metadata.

2 Create a directory for the patch data under the document root of the Web server.

For example, C:\Program Files\Apache Software Foundation\Apache2.2\htdocs\UMDS.

3 Export the downloaded patch metadata and patch binaries to the UMDS directory in the Web server root.

vmware-umds -E --export-store C:\Program Files\Apache Software 

Foundation\Apache2.2\htdocs\UMDS

4 (Optional) Verify that you can view the UMDS directory under the Web server root in a browser and
download files.

5 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered and
select Home > Solutions and Applications > Update Manager.

If your vCenter Server system is connected to other vCenter Server systems by a common
vCenter Single Sign-On domain, specify the Update Manager instance to configure by selecting the
name of the corresponding vCenter Server system in the navigation bar.

6 Click the Configuration tab in the Update Manager Administration view.

7 Select the Use a shared repository radio button.

8 Enter the URL of the folder on the Web server where you exported the patch binaries and patch
metadata.

For example, http://ip_address_or_hostname/UMDS

9 Click Validate URL to validate the path.

Make sure that the validation is successful. If the validation fails, Update Manager reports the reason
for the failure. You can use the path to the shared repository only if the validation succeeds.

10 Click Apply to apply the changes.

11 Click Download Now to download the patch metadata immediately.

Update Manager downloads patch binaries during staging and remediation.

Update Manager is now configured to use the patch metadata and patch binaries downloaded through
UMDS and hosted on the Apache Web server.
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Generating Common Database Reports
Draft comment filepath: GUID-9DF4E194-9C9D-4CEC-9935-6B1A84213429.xml

Update Manager uses Microsoft SQL Server and Oracle databases to store information. Update Manager
does not provide a reporting capability, but you can use a third-party reporting tool to query the database
views to generate reports.

IMPORTANT   The Update Manager database does not contain information about the objects in the inventory,
but contains internal inventory entity IDs. To get the original IDs for virtual machines, virtual appliances,
and hosts, you must have access to the vCenter Server system database. From the vCenter Server system
database, you can retrieve the ID of the objects that you want to access. To obtain the Update Manager
database IDs of the objects, Update Manager adds the prefix vm- (for virtual machines), va- (for virtual
appliances), or host- (for hosts).

n Generate Common Reports Using Microsoft Office Excel 2003 on page 168
Using Microsoft Excel, you can connect to the Update Manager database and query the database views
to generate a common report.

n Generate Common Reports Using Microsoft SQL Server Query on page 169
Using a Microsoft SQL Server query, you can generate a common report from the Update Manager
database.

Generate Common Reports Using Microsoft Office Excel 2003
Draft comment filepath: GUID-B81DBB6C-E0D0-4C13-A5D1-11B461D149AA.xml

Using Microsoft Excel, you can connect to the Update Manager database and query the database views to
generate a common report.

Prerequisites

You must have an ODBC connection to the Update Manager database.

Procedure

1 Log in to the computer on which the Update Manager database is set up.

2 From the Windows Start menu, select Programs > Microsoft Office > Microsoft Excel.

3 Click Data > Import External Data > New Database Query.

4 In the Choose Data Source window, select VMware Update Manager and click OK.

If necessary, in the database query wizard, select the ODBC DSN name and enter the user name and
password for the ODBC database connection.
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5 In the Query Wizard - Choose Columns window, select the columns of data to include in your query
and click Next.

Option Description

Available tables and columns Lists the available tables, views, and columns. Scroll down to select a
database view beginning with VUMV_, and expand the view to select
specific columns by double-clicking them.

Columns in your query Lists the columns you can select to include in your query.

Preview of data in selected column Displays the data in a selected column when you click Preview Now.
 
For example, if you want to get the latest scan results for all objects in the inventory and all patches for
an inventory object, select the following database views and their corresponding columns from the
Available tables and columns pane:

n VUMV_UPDATES

n VUMV_ENTITY_SCAN_RESULTS

6 Click OK in the warning message that the query wizard cannot join the tables in your query.

7 In the Microsoft Query window, drag a column name from the first view to the other column to join the
columns in the tables manually.

For example, join the META_UID column from the VUMV_UPDATES database view with the
UPDATE_METAUID column from the VUMV_ENTITY_SCAN_RESULTS database view.

A line between the columns selected indicates that these columns are joined.

The data is automatically queried for all inventory objects in the Microsoft Query window.

Generate Common Reports Using Microsoft SQL Server Query
Draft comment filepath: GUID-76FF5DE0-85D4-45EC-8DED-37CE719FCE25.xml

Using a Microsoft SQL Server query, you can generate a common report from the Update Manager
database.

Procedure

u To generate a report containing the latest scan results for all objects in the inventory and for all patches
for an inventory object, run the query in Microsoft SQL Client.

SELECT r.entity_uid,r.ENTITY_STATUS, 

                u.meta_uid, u.title, u.description, u.type, u.severity,

                (case when u.SPECIAL_ATTRIBUTE is null then 'false' 

                else 'true'

                end) as IS_SERVICE_PACK,

                r.scanh_id, r.scan_start_time, r.scan_end_time 

FROM VUMV_UPDATES u JOIN VUMV_ENTITY_SCAN_RESULTS r ON (u.meta_uid = r.update_metauid)

ORDER BY r.entity_uid, u.meta_uid

The query displays all patches that are applicable to the scanned objects in the inventory.
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Setting a Bandwidth Limit for Downloading of ESXi 5.x Patches
Draft comment filepath: GUID-44AE6670-C618-43A7-99DD-2A5B423C90BE.xml

You can limit the bandwidth used for downloading patches to ESXi 5.x hosts by using either the
vSphere Client or the ESXi Shell. Limiting the patch download bandwidth prevents network congestion in
slow networks.

NOTE   You should not limit the download bandwidth when you upgrade hosts. When you start an upgrade
remediation, ESXi hosts are put into maintenance mode, and a limited download rate might cause hosts to
remain in maintenance mode for an extended period of time.

Patches are software updates that address a particular issue or enhancement on the host. Update Manager
downloads patches for ESXi 5.x and ESXi 6.0 hosts from download sources on the Internet. The download
sources can be provided by VMware or third-party vendors. To patch hosts by using Update Manager, you
use patch baselines.

To upgrade ESXi 5.x host to ESXi 6.0, you must upload at least one ESXi 6.0 .iso image to the
Update Manager repository and create a host upgrade baseline. For more information about different types
of software updates, see “Downloading Updates and Related Metadata,” on page 15.

In the Update Manager process, hosts download patches during remediation or staging operations. To
prevent patch downloads from using all available bandwidth in slow networks, you can configure
bandwidth throttling for ESXi 5.x hosts.

Limit the Update Download Bandwidth by Running an esxcli Command
Draft comment filepath: GUID-22449EC9-0189-447A-BF0D-9186B8198513.xml

You can set a maximum value for downloading VIBs to ESXi 5.x hosts by running an esxcli command.

Procedure

1 Verify that you can run esxcli commands on the ESXi 5.x host.

All esxcli commands are available in the ESXi Shell and also included in the vCLI package. For
improved security, VMware recommends you install the vCLI package or deploy the vMA virtual
appliance, then run commands against your ESXi hosts, instead of running commands in the ESXi Shell
itself. By default, remote command execution is disabled on an ESXi host. For more information about
running esxcli commands or enabling remote command execution, see Getting Started with vSphere
Command-Line Interfaces.

2 Run the esxcli command with a bandwidth limit value that suits your environment.

esxcli system settings advanced set -o /UserVars/EsximageNetRateLimit -i 1048756

The command limits the download rate to 1048756 bytes per second, or 1MB per second.

3 (Optional) To verify that you have set a download rate limit, run the following command.

esxcli system settings advanced list -o /UserVars/EsximageNetRateLimit

The following report appears.

Path: /UserVars/EsximageNetRateLimit

Type: integer

Int Value: 1048756

Default Int Value: 0

Min Value: 0

Max Value: 2147483647

String Value:
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Default String Value:

Valid Characters:

Description: Set the maximum rate, in bytes/sec, for downloading

VIBs (0=no limit)
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Troubleshooting 16
Draft comment filepath: GUID-DFCEFA13-858C-4FE3-90ED-3DF88DF8461D.xml

If you encounter problems when running or using Update Manager, you can use a troubleshooting topic to
understand and solve the problem, if there is a workaround.

This chapter includes the following topics:

n “Update Manager Web Client Remains Visible in the vSphere Web Client After Uninstalling Update
Manager Server,” on page 174

n “Connection Loss with Update Manager Server or vCenter Server in a Single vCenter Server System,”
on page 174

n “Gather Update Manager Log Bundles,” on page 175

n “Gather Update Manager and vCenter Server Log Bundles,” on page 175

n “Log Bundle Is Not Generated,” on page 175

n “Host Extension Remediation or Staging Fails Due to Missing Prerequisites,” on page 176

n “No Baseline Updates Available,” on page 176

n “All Updates in Compliance Reports Are Displayed as Not Applicable,” on page 177

n “All Updates in Compliance Reports Are Unknown,” on page 177

n “VMware Tools Upgrade Fails if VMware Tools Is Not Installed,” on page 177

n “ESXi Host Scanning Fails,” on page 178

n “ESXi Host Upgrade Fails,” on page 178

n “The Update Manager Repository Cannot Be Deleted,” on page 178

n “Incompatible Compliance State,” on page 179
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Update Manager Web Client Remains Visible in the
vSphere Web Client After Uninstalling Update Manager Server
Draft comment filepath: GUID-CB8D554B-CC50-49EE-A30A-0A6ED7CBCBA9.xml

After you uninstall Update Manager server, the Update Manager tab might remain visible under the
Monitor tab in the vSphere Web Client.

Problem

The Scan and Attach buttons appear active, but if you click them, the following error message appears:

There was an error connecting to VMware vSphere Update Manager.

Also after uninstallation of Update Manager server, the Update Manager installation directory might still
contain files. This does not affect future installations of Update Manager.

Solution

u Log out and log in to the vSphere Web Client.

The Update Manager tab disappears from the Monitor tab in the vSphere Web Client.

Connection Loss with Update Manager Server or vCenter Server in a
Single vCenter Server System
Draft comment filepath: GUID-CB7DC0CC-895E-41F7-8570-A2330788D986.xml

Because of loss of network connectivity or the restart of the servers, the connection between the
Update Manager plug-in and the Update Manager server or vCenter Server system might get interrupted.

Problem

The connection between the Update Manager Client plug-in and the Update Manager server or
vCenter Server system is interrupted, when the servers are restarting or are stopped. In such a case various
symptoms are observed.

n Update Manager Client plug-in displays a reconnection dialog, and after 15-20 seconds, a failure
message appears. The plug-in is disabled.

n Update Manager Client plug-in displays a reconnection dialog. Within 15-20 seconds, the dialog
disappears, and the Client plug-in can be used.

n vSphere Client displays a reconnection dialog. After an interval, it displays the login form. To use
Update Manager, you must re-enable the Update Manager Client plug-in.

Cause

n The Update Manager server stops and is not available for more than 15-20 seconds.

n The Update Manager server restarts, and the service becomes available within 15-20 seconds.

n vCenter Server stops.

Solution

n If the Update Manager server has stopped, start the Update Manager service and re-enable the
Update Manager Client plug-in.

n If the Update Manager server has restarted, wait for it to become available.

n If the vCenter Server service has stopped, start the vCenter Server service and enable the
Update Manager Client plug-in.
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Gather Update Manager Log Bundles
Draft comment filepath: GUID-9B52DB50-FB27-4C63-A435-389B4921BA5F.xml

You can gather information about recent events on the Update Manager server for diagnostic purposes.
When Update Manager and vCenter Server are installed on the same machine, you can also gather the
vCenter Server log bundle together with the Update Manager log bundle.

Procedure

1 Log in to the machine on which Update Manager is installed.

To obtain the complete set of the logs, you should log in with the user name and password used for
installing Update Manager.

2 Select Start > All Programs > VMware > Generate Update Manager log bundle.

Log files are generated as a ZIP package, which is stored on the current user’s desktop.

Gather Update Manager and vCenter Server Log Bundles
Draft comment filepath: GUID-0362BB64-428E-4134-89B8-6BBE828E37B0.xml

When the Update Manager server and vCenter Server are installed on the same computer, you can gather
information about recent events on the Update Manager server and vCenter Server system for diagnostic
purposes.

Procedure

1 Log in as an administrator to the computer on which vCenter Server and Update Manager are installed.

2 Select Start > All Programs > VMware > Generate vCenter Server log bundle.

Log files for vCenter Server and the Update Manager server are generated as a ZIP package, which is stored
on the current user’s desktop.

Log Bundle Is Not Generated
Draft comment filepath: GUID-0A054585-9FD3-4E2B-BD18-52EEDE5CBBC6.xml

Because of limitations in the ZIP utility used by Update Manager, the cumulative log bundle size cannot
exceed 2GB, although the script seems to complete successfully.

Problem

Update Manager does not generate log bundle after the script is run.

Solution

1 Log in to the computer on which Update Manager is installed, and open a Command Prompt window.

2 Change to the directory where Update Manager is installed.

The default location is C:\Program Files (x86)\VMware\Infrastructure\Update Manager.

3 To run the script and exclude the vCenter Server logs enter the following command:

cscript vum-support.wsf /n

The /n option lets the script skip the vCenter Server support bundle and collect only the
Update Manager log bundle.
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4 Press Enter.

The Update Manager log bundle is generated as a ZIP package successfully.

Host Extension Remediation or Staging Fails Due to Missing
Prerequisites
Draft comment filepath: GUID-A13C9DA1-DCB2-4999-A15D-8F780B9E1402.xml

Some host extension remediation or staging operations fail because Update Manager does not automatically
download and install missing prerequisites.

Problem

Host extension remediation or staging might fail.

Cause

Update Manager skips the extensions with missing prerequisites and lists the missing prerequisites as
events when it detects them during the staging and remediation operations. To proceed with staging and
remediation, you must install the prerequisites.

Solution

1 To see which prerequisites are missing, in Compliance View select Tasks & Events > Events.

2 Add the missing prerequisites manually to either an extension or a patch baseline, depending on the
type of the missing prerequisites.

3 (Optional) Create a baseline group that contains the new baseline as well as the original baseline.

4 Remediate the host against the two baselines.

No Baseline Updates Available
Draft comment filepath: GUID-D0FBC3E6-BDA8-469C-A10A-70B3CF6905D6.xml

Baselines are based on metadata that Update Manager downloads from the VMware and third-party Web
sites.

Problem

Updates for virtual appliances and ESXi hosts might be unavailable.

Cause

n Misconfigured Web server proxy.

n Third-party servers are unavailable.

n VMware update service is unavailable.

n Poor network connectivity.

Solution

n Check the connectivity settings. For more information, see “Change the Update Manager Network
Settings,” on page 59.

n Check the third-party Web sites to determine whether they are available.

n Check the VMware Web site (http://www.vmware.com) to determine whether it is available.

n Check whether other applications that use networking are functioning as expected. Consult your
network administrator to best assess whether the network is working as expected.
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All Updates in Compliance Reports Are Displayed as Not Applicable
Draft comment filepath: GUID-316FC183-4933-4AFB-A2CF-9FA3ED36AA6A.xml

Scan results usually consist of a mix of installed, missing, and not applicable results. Not applicable entries
are only a concern when this is the universal result or when you know that the patches should be applicable.

Problem

A scan might result in all baselines being marked as Not Applicable.

Cause

This condition typically indicates an error in scanning.

Solution

1 Examine the server logs for scan tasks that are marked as failed.

2 Retry the scan operation.

All Updates in Compliance Reports Are Unknown
Draft comment filepath: GUID-AFFAB729-4821-417E-A554-76A0B386CD1A.xml

Scanning is the process in which you generate compliance information about vSphere objects against
attached baselines and baseline groups. The compliance statuses of objects can be All Applicable, Non
Compliant, Incompatible, Unknown, and Compliant.

Problem

All results of a scan might be listed as Unknown.

Cause

Such a condition typically indicates an error at the start of the scanning process. This might also indicate
that no scan occurred or that the object is not supported for scan.

Solution

Schedule a scan or manually start a scan.

VMware Tools Upgrade Fails if VMware Tools Is Not Installed
Draft comment filepath: GUID-BA11C598-3A86-4DF4-9E7C-FC43756E39D8.xml

Update Manager upgrades only an existing installation of VMware Tools in a virtual machine running on a
host of version ESXi 5.x or later.

Problem

You cannot upgrade VMware Tools because a virtual machine in incompatible compliance state cannot be
remediated.

Cause

If no VMware Tools installation is detected on a virtual machine, a scan of the virtual machine against the
VMware Tools Upgrade to Match Host baseline or a baseline group containing this baseline results in an
incompatible compliance state of the virtual machine.

Solution

Install VMware Tools manually, or right-click the virtual machine in the vSphere Client Inventory and select
Guest > Install/Upgrade VMware Tools.
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ESXi Host Scanning Fails
Draft comment filepath: GUID-15E972C7-4483-4027-9EE2-ABF45271337C.xml

Scanning is the process in which you generate compliance information about the vSphere objects against
attached baselines and baseline groups. In some cases, the scan of ESXi hosts might fail.

Problem

The scan process of ESXi hosts might fail.

Cause

If the VMware vSphere Update Manager Update Download task is not completed successfully after you add
a host to the vSphere inventory, no host patch metadata is downloaded.

Solution

After you add a host or a virtual machine to the vSphere inventory, run the VMware vSphere Update
Manager Update Download task before performing the scan. For more information, see “Run the VMware
vSphere Update Manager Update Download Task,” on page 74.

ESXi Host Upgrade Fails
Draft comment filepath: GUID-5746A331-871E-4506-9C91-586C397A8B2E.xml

The remediation process of an ESXi host against an upgrade baseline or a baseline group containing an
upgrade baseline might fail.

Problem

An ESXi host might fail to upgrade.

Cause

When you upgrade an ESXi host with less than 10MB of free space in its /tmp directory, although
Update Manager indicates that the remediation process completed successfully, the ESXi host is not
upgraded.

Solution

1 If you see an Agent Deploy failure, make sure that the /tmp directory has at least 10MB of free space.

2 Repeat the remediation process to upgrade the host.

The Update Manager Repository Cannot Be Deleted
Draft comment filepath: GUID-181F7245-D874-43AB-B9AF-02C80BEE1F1B.xml

When you uninstall the Update Manager server, you might want to delete the Update Manager repository.

Problem

You might not be able to delete the Update Manager repository.

Cause

The maximum number of characters that a filename (including the path) can contain on the operating
system is set to 255 by default.

As part of the patch and upgrade download process, the files that Update Manager downloads in the
Update Manager repository, might have paths that are deeper than the Windows MAX_PATH. You cannot
open, edit, or delete such files, by using Windows Explorer, for example.
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Map a network drive to a folder that is as deep in the folder tree of the Update Manager repository as
possible. This shortens the virtual path.

IMPORTANT   Ensure that you have the necessary permissions on the network drive and the Update Manager
repository. Otherwise, you might not be able to delete the files from the Update Manager repository.

Solution

u Map the local folder to a network drive, in a command prompt run the following command.

subst Z: C:\Documents And Settings\All Users\Application Data\VMware\VMware Update 

Manager\data\vaupgrade\

For example, if the path to the folder of the Update Manager repository where Update Manager stores
virtual appliance upgrades is the following: C:\Documents And Settings\All Users\Application
Data\VMware\VMware Update Manager\data\vaupgrade\... , and the total length of this path exceeds 255
characters, you should map a network drive to the vaupgrade directory (inclusive) or a directory deeper.

Incompatible Compliance State
Draft comment filepath: GUID-497C7C3B-5C45-4770-8FEB-E2F9E945E3C8.xml

After you perform a scan, the compliance state of the attached baseline might be incompatible. The
incompatible compliance state requires more attention and further action to be resolved.

Incompatibility might be caused by an update in the baseline for a number of reasons.

Conflict The update conflicts with either an existing update on the host or another
update in the Update Manager patch repository. Update Manager reports the
type of conflict. A conflict does not indicate any problem on the target object.
It just means that the current baseline selection is in conflict. You can
perform scan, remediation, and staging operations. In most cases, you can
take action to resolve the conflict.

Conflicting New Module The host update is a new module that provides software for the first time,
but is in conflict with either an existing update on the host or another update
in the Update Manager repository. Update Manager reports the type of
conflict. A conflict does not indicate any problem on the target object. It just
means that the current baseline selection is in conflict. You can perform scan,
remediation, and staging operations. In most cases, you must take action to
resolve the conflict.

Missing Package This state occurs when metadata for the update is in the depot but the
corresponding binary payload is missing. The reasons can be that the
product might not have an update for a given locale; the Update Manager
patch repository is deleted or corrupt, and Update Manager no longer has
Internet access to download updates; or you have manually deleted an
upgrade package from the Update Manager repository.

Not Installable The update cannot be installed. The scan operation might succeed on the
target object, but remediation cannot be performed.

Incompatible Hardware The hardware of the selected object is incompatible or has insufficient
resources to support the update. For example, when you perform a host
upgrade scan against a 32-bit host or if a host has insufficient RAM.

Unsupported Upgrade The upgrade path is not possible. For example, the current hardware version
of the virtual machine is greater than the highest version supported on the
host.
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Updates Are in Conflict or Conflicting New Module State
Draft comment filepath: GUID-CB8491B9-EBE8-4F97-B625-F995D6289032.xml

After you perform a successful scan, the compliance state of the attached baseline might be incompatible
because of conflicting updates. The status of the update will be Conflict if the update is a patch, and
Conflicting New Module, if the update is a new module.

Problem

The state of the attached baseline is incompatible because an update in the baseline is in conflict with either
other updates in the Update Manager patch repository or an existing update on the host.

Cause

n The baseline contains a host update that conflicts with another update already installed on the host.

n The baseline contains a host update that conflicts with other updates in the Update Manager repository.

n The dynamic baseline criteria results in a conflicting set.

n The baseline is attached to a container object and conflicts with one or more inventory objects in the
folder. This is an indirect conflict.

Solution

n Detach or remove the baseline containing the update that conflicts with another update already
installed on the host.

If Update Manager suggests a resolution for the conflicting update, add the resolution update into the
baseline and retry the scan operation.

n Open the Patch Details or the Extension Details window to see details about the conflict and the other
updates with which the selected update is in conflict.

n If the conflicting updates are in the same baseline, remove the conflicting updates from the baseline
and perform the scan again.

n If the conflicting updates are not in the same baseline, ignore the conflict and proceed to install the
updates by starting a remediation.

n Edit the dynamic baseline criteria or exclude the conflicting patches and scan again.

If Update Manager suggests a resolution for the conflicting patch, add the resolution patches into the
baseline and retry the scan operation.

n If the conflict is indirect, you can remediate the container object, but only the objects that are not in
conflict are remediated. You should resolve the conflicts or move the inventory objects that are in
conflict, and then remediate.

Updates Are in Missing Package State
Draft comment filepath: GUID-44E421EE-AA9F-4021-9A0C-7DB1D9F69C5A.xml

The compliance state of the attached baseline might be incompatible because packages might be missing
from updates.

Problem

When you perform a host upgrade scan, if the binary package for the host is missing or not uploaded, or if
you upload the wrong binary package, the scan fails.

Solution

1 Edit the host upgrade baseline and import the required package.
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2 Repeat the scan.

Updates Are in Not Installable State
Draft comment filepath: GUID-17647C3B-D51F-44BA-B98E-86C1B7D38357.xml

After you perform a scan, the compliance state of the attached baseline might be displayed as incompatible
because of updates that cannot be installed on the object.

Problem

The state of the attached baseline is incompatible because it contains updates that cannot be installed.

Cause

n A VMware Tools Upgrade to Match Host baseline is attached to a virtual machine on which VMware
Tools is not installed. The Upgrade Details window shows the actual reason for the Incompatible state.

n A VMware Tools Upgrade to Match Host baseline is attached to a virtual machine with VMware Tools
not managed by the VMware vSphere platform. The Upgrade Details window shows the actual reason
for the Incompatible state.

Solution

n If VMware Tools is not installed on the virtual machine, install a version of VMware Tools and retry the
scan operation.

n If VMware Tools on the virtual machine is not managed by the VMware vSphere platform, you should
detach the baseline and perform the upgrade manually. For more information about upgrading
VMware Tools when it is packaged and distributed as OSPs, see VMware Tools Installation Guide for
Operating System Specific Packages.

Updates Are in Unsupported Upgrade State
Draft comment filepath: GUID-21195819-58FC-4D88-A8D4-1A2074D6DE3E.xml

After you perform a successful scan, the compliance state of the attached baseline might be incompatible
because of unsupported upgrade.

Problem

The state of the attached baseline is incompatible because of an unsupported upgrade.

Cause

The upgrade path for the virtual hardware of the virtual machine is not possible, because the current
hardware version is higher than the latest version supported on the host. The Upgrade Details window
shows the actual hardware version.

Solution

No workaround is available. See the upgrade details to check the current hardware version.
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Database Views 17
Draft comment filepath: GUID-F30F610E-6F07-4882-BC95-919B17ABAC66.xml

Update Manager uses Microsoft SQL Server and Oracle databases to store information. The database views
for Microsoft SQL Server and Oracle databases are the same.

This chapter includes the following topics:

n “VUMV_VERSION,” on page 184

n “VUMV_UPDATES,” on page 184

n “VUMV_HOST_UPGRADES,” on page 184

n “VUMV_VA_UPGRADES,” on page 185

n “VUMV_PATCHES,” on page 185

n “VUMV_BASELINES,” on page 186

n “VUMV_BASELINE_GROUPS,” on page 186

n “VUMV_BASELINE_GROUP_MEMBERS,” on page 186

n “VUMV_PRODUCTS,” on page 187

n “VUMV_BASELINE_ENTITY,” on page 187

n “VUMV_UPDATE_PATCHES,” on page 187

n “VUMV_UPDATE_PRODUCT,” on page 187

n “VUMV_ENTITY_SCAN_HISTORY,” on page 188

n “VUMV_ENTITY_REMEDIATION_HIST,” on page 188

n “VUMV_UPDATE_PRODUCT_DETAILS,” on page 188

n “VUMV_BASELINE_UPDATE_DETAILS,” on page 189

n “VUMV_ENTITY_SCAN_RESULTS,” on page 189

n “VUMV_VMTOOLS_SCAN_RESULTS,” on page 190

n “VUMV_VMHW_SCAN_RESULTS,” on page 190

n “VUMV_VA_APPLIANCE,” on page 190

n “VUMV_VA_PRODUCTS,” on page 191
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VUMV_VERSION
Draft comment filepath: GUID-6AD04D3B-4CEB-4BD5-87B2-B9345DB73277.xml

This database view contains Update Manager version information.

Table 17‑1.  VUMV_VERSION

Field Notes

VERSION Update Manager version in x.y.z format, for example 1.0.0

DATABASE_SCHEMA_VERSION Update Manager database schema version (an increasing integer
value), for example 1

VUMV_UPDATES
Draft comment filepath: GUID-F201FDC3-7699-4AB4-8F43-F2A37E72F2C2.xml

This database view contains software update metadata.

Table 17‑2.  VUMV_UPDATES

Field Notes

UPDATE_ID Unique ID generated by Update Manager

TYPE Entity type: virtual machine, virtual appliance, or host

TITLE Title

DESCRIPTION Description

META_UID Unique ID provided by the vendor for this update (for example,
MS12444 for Microsoft updates)

SEVERITY Update severity information: Not Applicable, Low, Moderate,
Important, Critical, HostGeneral, and HostSecurity

RELEASE_DATE Date on which this update was released by the vendor

DOWNLOAD_TIME Date and time this update was downloaded by the Update
Manager server into the Update Manager database

SPECIAL_ATTRIBUTE Any special attribute associated with this update (for example, all
Microsoft Service packs are marked as Service Pack)

COMPONENT Target component, such as HOST_GENERAL, VM_GENERAL,
VM_TOOLS, VM_HARDWAREVERSION or VA_GENERAL

UPDATECATEGORY Specifies whether the update is a patch or an upgrade.

VUMV_HOST_UPGRADES
Draft comment filepath: GUID-36A40A15-DADC-4722-9674-BB6AF1061D1F.xml

This database view provides detailed information about the host upgrade packages.

Table 17‑3.  VUMV_HOST_UPGRADES

Field Notes

RELEASE_ID Database-generated ID, which refers to VUMV_UPDATES
and UPDATE_ID

PRODUCT ESXi host

VERSION Version number represented in x.y.z format

BUILD_NUMBER Build number of the ESXi host version
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Table 17‑3.  VUMV_HOST_UPGRADES (Continued)

Field Notes

DISPLAY_NAME Name displayed to the user

FILE_NAME Name of the upgrade file

VUMV_VA_UPGRADES
Draft comment filepath: GUID-FC38F076-4C29-422A-8D78-A0F66151B612.xml

This database view represents detailed information about the virtual appliance upgrade packages.

Table 17‑4.  VUMV_VA_UPGRADES

Field Notes

UPGRADE_ID Upgrade ID used as a primary key

TITLE Short description used in the user interface

VENDOR_NAME Vendor name

VENDOR_UID Unique ID of the vendor

PRODUCT_NAME Product name

PRODUCT_RID Unique ID of the product

SEVERITY Security impact

LOCALE Locale information, if any

RELEASEDATE Release date of the upgrade

VUMV_PATCHES
Draft comment filepath: GUID-11D711B5-3E71-40F4-AA1E-220B2021945C.xml

This database view contains patch binary metadata.

Table 17‑5.  VUMV_PATCHES

Field Notes

DOWNLOAD_URL URL for the patch binary

PATCH_ID Unique ID for the current patch, generated by the Update Manager
server

TYPE Patch type: virtual machine or host

NAME Name of the patch

DOWNLOAD_TIME Date and time the patch was downloaded by the Update Manager
server into the Update Manager database

PATCH_SIZE Size of the patch in KB
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VUMV_BASELINES
Draft comment filepath: GUID-2FB1414D-D3D7-4DD5-A0DB-9B7196B41C33.xml

This database view contains the details for a particular Update Manager baseline.

Table 17‑6.  VUMV_BASELINES

Field Notes

BASELINE_ID Unique ID generated for this baseline by the Update Manager server

NAME Name of the baseline

BASELINE_VERSION History of when the baseline has been changed (old version remains
in the database)

TYPE Baseline type: virtual machine, virtual appliance, or host

BASELINE_UPDATE_TYPE Baseline type: fixed or dynamic

TARGET_COMPONENT Target component, such as HOST_GENERAL, VM_GENERAL,
VM_TOOLS, VM_HARDWAREVERSION, or VA_GENERAL

BASELINE_CATEGORY Baseline category, such as patch or upgrade

VUMV_BASELINE_GROUPS
Draft comment filepath: GUID-C6466A9A-3033-4158-8A2C-F3CA7CB4DB27.xml

This database view contains the details for a particular Update Manager baseline group.

Table 17‑7.  VUMV_BASELINE_GROUPS

Field Notes

BASELINE_GROUP_ID Unique ID generated for this baseline group by the Update Manager
server

VERSION Version of the baseline group

NAME Name of the baseline group

TYPE Type of targets that this baseline applies to: virtual machine, virtual
appliance, or ESXi host

DESCRIPTION Description of the baseline group

DELETED Information about the baseline group deletion, if it is deleted

LASTUPDATED Information about the last time that the baseline group was updated

VUMV_BASELINE_GROUP_MEMBERS
Draft comment filepath: GUID-7310B49F-1762-47B6-98CE-502F12DFF2C7.xml

This database view contains information about the relationship between the baseline and the baseline group
in which it is included.

Table 17‑8.  VUMV_BASELINE_GROUP_MEMBERS

Field Notes

BASELINE_GROUP_ID Unique ID generated for this baseline group by the Update Manager
server

BASELINE_GROUP_VERSION Version of the baseline group

BASELINE_ID Name of the baseline included in the baseline group
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VUMV_PRODUCTS
Draft comment filepath: GUID-7BAB39C2-213C-4B2E-ADC0-FE8AA911C497.xml

This database view contains product metadata, including that for operating systems and applications.

Table 17‑9.  VUMV_PRODUCTS

Field Notes

PRODUCT_ID Unique ID for the product, generated by the Update Manager server

NAME Name of the product

VERSION Product version

FAMILY Windows, Linux, ESX host, or Embedded ESXi host, Installable ESXi
host

VUMV_BASELINE_ENTITY
Draft comment filepath: GUID-3990E9D4-C0DF-4C5E-95AB-2BB2961914C1.xml

This database view contains the objects to which a particular baseline is attached.

Table 17‑10.  VUMV_BASELINE_ENTITY

Field Notes

BASELINE_ID Baseline ID (foreign key, VUMV_BASELINES)

ENTITY_UID Unique ID of the entity (managed object ID generated by vCenter
Server)

VUMV_UPDATE_PATCHES
Draft comment filepath: GUID-AFE79F0B-7F6B-492C-BB83-88265056F834.xml

This database view contains patch binaries that correspond to a software update.

Table 17‑11.  VUMV_UPDATE_PATCHES

Field Notes

UPDATE_ID Software update ID (foreign key, VUMV_UPDATES)

PATCH_ID Patch ID (foreign key, VUMV_PATCHES)

VUMV_UPDATE_PRODUCT
Draft comment filepath: GUID-1B1EFD20-00DB-423B-9B3C-507CA55DAEC9.xml

This database view contains products (operating systems and applications) to which a particular software
update is applicable.

Table 17‑12.  VUMV_UPDATE_PRODUCT

Field Notes

UPDATE_ID Software update ID (foreign key, VUMV_UPDATES)

PRODUCT_ID Product ID (foreign key, VUMV_PRODUCTS)
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VUMV_ENTITY_SCAN_HISTORY
Draft comment filepath: GUID-06F4AD48-7175-4882-8287-FA4767B30ED0.xml

This database view contains the history of scan operations.

Table 17‑13.  VUMV_ENTITY_SCAN_HISTORY

Field Notes

SCAN_ID Unique ID generated by the Update Manager server

ENTITY_UID Unique ID of the entity the scan was initiated on

START_TIME Start time of the scan operation

END_TIME End time of the scan operation

SCAN_STATUS Result of the scan operation (for example, Success, Failure, or
Canceled)

FAILURE_REASON Error message describing the reason for failure

SCAN_TYPE Type of scan: patch or upgrade

TARGET_COMPONENT Target component, such as HOST_GENERAL, VM_GENERAL,
VM_TOOLS, VM_HARDWAREVERSION or VA_GENERAL

VUMV_ENTITY_REMEDIATION_HIST
Draft comment filepath: GUID-0B065A63-98C4-4D11-A097-970FEC4F662D.xml

This database view contains the history of remediation operations.

Table 17‑14.  VUMV_ENTITY_REMEDIATION_HIST

Field Notes

REMEDIATION_ID Unique ID generated by the Update Manager server

ENTITY_UID Unique ID of the entity that the remediation was initiated on

START_TIME Start time of the remediation

END_TIME End time of the remediation

REMEDIATION_STATUS Result of the remediation operation (for example, Success, Failure, or
Canceled)

IS_SNAPSHOT_TAKEN Indicates whether a snapshot was created prior to the remediation

VUMV_UPDATE_PRODUCT_DETAILS
Draft comment filepath: GUID-FD8404E5-00D4-4AEE-960D-81C2D5893B26.xml

This database view contains information about the products (operating systems and applications) to which a
particular software update is applicable.

Table 17‑15.  VUMV_UPDATE_PRODUCT_DETAILS

Field Notes

UPDATE_METAUID Software update ID (foreign key, VUMV_UPDATES)

UPDATE_TITLE Update title

UPDATE_SEVERITY Update impact information: Not Applicable, Low, Moderate,
Important, Critical, HostGeneral, and HostSecurity
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Table 17‑15.  VUMV_UPDATE_PRODUCT_DETAILS (Continued)

Field Notes

PRODUCT_NAME Product name

PRODUCT_VERSION Product version

VUMV_BASELINE_UPDATE_DETAILS
Draft comment filepath: GUID-DADAC871-C9C6-4D24-A9B8-6C6EE31E3D23.xml

This database view contains information about the software updates that are part of a baseline.

Table 17‑16.  VUMV_BASELINE_UPDATE_DETAILS

Field Notes

BASELINE_NAME Baseline name

BASELINE_ID Unique ID generated for this baseline by the Update Manager server

BASELINE_VERSION History about when the baseline was changed (old version remains in
the database)

TYPE Baseline type: virtual machine, virtual appliance, or host

TARGET_COMPONENT Type of targets this baseline applies to: virtual machine, virtual
appliance, or host

BASELINE_UPDATE_TYPE Baseline type: fixed or dynamic

UPDATE_METAUID Update meta ID

TITLE Update title

SEVERITY Update severity: Not Applicable, Low, Moderate, Important, Critical,
HostGeneral, and HostSecurity

ID Unique ID generated by the database: UPDATE_ID for updates and
patches; RELEASE_ID for host upgrades; UPGRADE_ID for virtual
appliance upgrades

VUMV_ENTITY_SCAN_RESULTS
Draft comment filepath: GUID-2DD86D9E-018A-448B-BB87-7972F9432C32.xml

This database view contains status history of a particular entity for an update.

Table 17‑17.  VUMV_ENTITY_SCAN_RESULTS

Field Notes

SCANH_ID Unique ID of the scan, generated by the database

ENTITY_UID Entity unique ID (a managed object ID assigned by vCenter Server)

SCAN_START_TIME Start time of the scan process

SCAN_END_TIME End time of the scan process

UPDATE_METAUID Update meta unique ID

UPDATE_TITLE Update title
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Table 17‑17.  VUMV_ENTITY_SCAN_RESULTS (Continued)

Field Notes

UPDATE_SEVERITY Update severity: Not Applicable, Low, Moderate, Important, Critical,
HostGeneral, and HostSecurity

ENTITY_STATUS Status of the entity with regard to the update: Missing, Installed, Not
Applicable, Unknown, Staged, Conflict, ObsoletedByHost,
MissingPackage, NotInstallable, NewModule, UnsupportedUpgrade,
and IncompatibleHardware

VUMV_VMTOOLS_SCAN_RESULTS
Draft comment filepath: GUID-4C349261-F048-4D56-B526-B410BAE3C479.xml

This database view contains information about the latest results for VMware Tools scan.

Table 17‑18.  VUMV_VMTOOLS_SCAN_RESULTS

Field Notes

SCANH_ID Unique ID of the scan, generated by the database

ENTITY_UID Entity unique ID (a managed object ID assigned by vCenter Server)

SCAN_START_TIME Start time of the scan process

SCAN_END_TIME End time of the scan process

ENTITY_STATUS Status of the entity against the latest VMware Tools version

VUMV_VMHW_SCAN_RESULTS
Draft comment filepath: GUID-08F807C6-40C7-4001-8DA4-A6771F0DA5DB.xml

This database view contains information about the latest results for virtual machine hardware scan.

Table 17‑19.  VUMV_VMHW_SCAN_RESULTS

Field Notes

SCANH_ID Unique ID of the scan, generated by the database

ENTITY_UID Entity unique ID (a managed object ID assigned by vCenter Server)

SCAN_START_TIME Start time of the scan process

SCAN_END_TIME End time of the scan process

VM_HW_VERSION Virtual machine hardware version

HOST_HW_VERSION Hardware version recommended on the host

VUMV_VA_APPLIANCE
Draft comment filepath: GUID-92CA7AF8-47FF-4B87-978A-3706DCCE2452.xml

This database view contains information about virtual appliances.

Table 17‑20.  VUMV_VA_APPLIANCE

Field Notes

VAID Managed object ID of the virtual appliance, used as the primary key

MGMTPORT Port through which the virtual appliance is contacted or managed

MGMTPROTOCOL Management protocol
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Table 17‑20.  VUMV_VA_APPLIANCE (Continued)

Field Notes

SUPPORTEDFEATURES Free-form string for API feature compatibility

LASTGOODIP Last known IP address that the virtual appliance had (can be IPv6 or
IPv4)

VADKVERSION VMware Studio version

PRODUCTID ID in VUMV_VA_PRODUCTS

UPDATEVERSION Current patch version of the virtual appliance

DISPLAYVERSION Current patch display version of the virtual appliance

SERIALNUMBER Serial number of the virtual appliance

UPDATEURL Current software update URL of the virtual appliance

ORIGUPDATEURL Default software update URL of the virtual appliance

VUMV_VA_PRODUCTS
Draft comment filepath: GUID-96004598-FF0D-48D2-9325-1349BA79347C.xml

This database view contains information about the virtual appliance vendor.

Table 17‑21.  VUM_VA_PRODUCTS

Field Notes

ID Unique ID, a generated sequence number

VENDORNAME Vendor name

VENDORUUID Unique ID of the vendor

PRODUCTNAME Product name (without the release, for example, Database)

PRODUCTRID Product release ID (for example, 10gr2)

VENDORURL Vendor URL (this field is optional)

PRODUCTURL Product URL (this field is optional)

SUPPORTURL Support URL (this field is optional)
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About vSphere Troubleshooting

vSphere Troubleshooting describes troubleshooting issues and procedures for vCenter Server implementations
and related components.

Intended Audience
This information is for anyone who wants to troubleshoot virtual machines, ESXi hosts, clusters, and related
storage solutions. The information in this book is for experienced Windows or Linux system administrators
who are familiar with virtual machine technology and data center operations.
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Troubleshooting Overview 1
vSphere Troubleshooting contains common troubleshooting scenarios and provides solutions for each of these
problems. You can also find guidance here for resolving problems that have similar origins. For unique
problems, consider developing and adopting a troubleshooting methodology.

The following approach for effective troubleshooting elaborates on how to gather troubleshooting
information, such as identifying symptoms and defining the problem space. Troubleshooting with log files
is also discussed.

This chapter includes the following topics:

n “Guidelines for Troubleshooting,” on page 7

n “Troubleshooting with Logs,” on page 9

Guidelines for Troubleshooting
To troubleshoot your implementation of vSphere, identify the symptoms of the problem, determine which
of the components are affected, and test possible solutions.

Identifying Symptoms A number of potential causes might lead to the underperformance or
nonperformance of your implementation. The first step in efficient
troubleshooting is to identify exactly what is going wrong.

Defining the Problem
Space

After you have isolated the symptoms of the problem, you must define the
problem space. Identify the software or hardware components that are
affected and might be causing the problem and those components that are
not involved.

Testing Possible
Solutions

When you know what the symptoms of the problem are and which
components are involved, test the solutions systematically until the problem
is resolved.

Identifying Symptoms
Before you attempt to resolve a problem in your implementation, you must identify precisely how it is
failing.

The first step in the troubleshooting process is to gather information that defines the specific symptoms of
what is happening. You might ask these questions when gathering this information:

n What is the task or expected behavior that is not occurring?

n Can the affected task be divided into subtasks that you can evaluate separately?

n Is the task ending in an error? Is an error message associated with it?
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n Is the task completing but in an unacceptably long time?

n Is the failure consistent or sporadic?

n What has changed recently in the software or hardware that might be related to the failure?

Defining the Problem Space
After you identify the symptoms of the problem, determine which components in your setup are affected,
which components might be causing the problem, and which components are not involved.

To define the problem space in an implementation of vSphere, be aware of the components present. In
addition to VMware software, consider third-party software in use and which hardware is being used with
the VMware virtual hardware.

Recognizing the characteristics of the software and hardware elements and how they can impact the
problem, you can explore general problems that might be causing the symptoms.

n Misconfiguration of software settings

n Failure of physical hardware

n Incompatibility of components

Break down the process and consider each piece and the likelihood of its involvement separately. For
example, a case that is related to a virtual disk on local storage is probably unrelated to third-party router
configuration. However, a local disk controller setting might be contributing to the problem. If a component
is unrelated to the specific symptoms, you can probably eliminate it as a candidate for solution testing.

Think about what changed in the configuration recently before the problems started. Look for what is
common in the problem. If several problems started at the same time, you can probably trace all the
problems to the same cause.

Testing Possible Solutions
After you know the problem's symptoms and which software or hardware components are most likely
involved, you can systematically test solutions until you resolve the problem.

With the information that you have gained about the symptoms and affected components, you can design
tests for pinpointing and resolving the problem. These tips might make this process more effective.

n Generate ideas for as many potential solutions as you can.

n Verify that each solution determines unequivocally whether the problem is fixed. Test each potential
solution but move on promptly if the fix does not resolve the problem.

n Develop and pursue a hierarchy of potential solutions based on likelihood. Systematically eliminate
each potential problem from the most likely to the least likely until the symptoms disappear.

n When testing potential solutions, change only one thing at a time. If your setup works after many things
are changed at once, you might not be able to discern which of those things made a difference.

n If the changes that you made for a solution do not help resolve the problem, return the implementation
to its previous status. If you do not return the implementation to its previous status, new errors might
be introduced.

n Find a similar implementation that is working and test it in parallel with the implementation that is not
working properly. Make changes on both systems at the same time until few differences or only one
difference remains between them.
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Troubleshooting with Logs
You can often obtain valuable troubleshooting information by looking at the logs provided by the various
services and agents that your implementation is using.

Most logs are located in C:\ProgramData\VMware\CIS\logs. Common logs are available in all
implementations. Other logs are unique to certain deployment options (Management Node or Platform
Services Controller).

Common Logs
The following logs are common to all deployments on Windows.

Table 1‑1.  Directories for Common Logs

Log Directory Description

CloudVM Logs for allotment and distribution of resources between services

CM VMware Component Manager

FirstBoot Location where first boot logs are stored

rhttpproxy Reverse Web Proxy

SCA VMware Service Control Agent

vmaffd VMware Authentication Framework daemon

vmdird VMware Directory Service daemon

Postthaw, Prefreeze, Restore Utilized by CM and SCA to manipulate services

Management Node Logs
The following logs are available if a management node deployment is chosen.

Table 1‑2.  Management Node Logs

Log Description

APIProxy VMware vCenter API Proxy

AutoDeploy VMware vSphere Auto Deploy Waiter

EAM VMware ESX Agent Manager

InvSvc VMware Inventory Service

Mbcs VMware Message Bus Config Service

Netdump VMware vSphere ESXi Dump Collector

Perfcharts VMware Performance Charts

Vapi VMware vAPI Endpoint

Vmcad VMware Certificate Authority daemon

VMdird VMware Directory Service daemon

vmsyslog collector vSphere Syslog Collector

Vmware-sps VMware vSphere Profile-Driven Storage Service

Vmware-vpx VMware VirtualCenter Server

vPostgres vFabric Postgres database service

Vmsm VMware Message Bus Config Service

vSphere-Client VMware vSphere Web Client

Chapter 1 Troubleshooting Overview
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Table 1‑2.  Management Node Logs (Continued)

Log Description

Vws VMware System and Hardware Health Manager

Workflow VMware vCenter workflow manager

Platform Services Controller Logs
You can examine the following logs if a Platform Services Controller node deployment is chosen.

Table 1‑3.  Platform Services Controller Node Logs

Log Description

cis-license VMware Licensing Service

SSO VMware Secure Token Service

VMCA VMware Certificate Service

vmdird VMware Directory Service

For Platform Services Controller node deployments, additional runtime logs are located at
C:\ProgramData\VMware\CIS\runtime\VMwareSTSService\logs, including logs for these services:

n VMware Secure Token Service

n VMware Identity Management Service

ESXi Logs
The following logs are available with ESXi hosts. These logs are located in /var/run/log.

Table 1‑4.  ESXi Logs

Log Description

hostd.log Logs all hostd service operations

vpxa.log Logs interactions between the host vpxa agent and the vpxd service on vCenter
Server

fdm.log Logs related to vSphere HA clusters

rhttpproxy.log Rhttpproxy logs

syslog.log Default syslog catchall

usb.log USB related logs

hostprofiletrace.log Host profile trace logs

sdrsinjector.log vSphere Storage DRS device injector log
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Troubleshooting Virtual Machines 2
The virtual machine troubleshooting topics provide solutions to potential problems that you might
encounter when using your virtual machines.

This chapter includes the following topics:

n “Troubleshooting Fault Tolerant Virtual Machines,” on page 11

n “Troubleshooting USB Passthrough Devices,” on page 16

n “Recover Orphaned Virtual Machines,” on page 17

n “Virtual Machine Does Not Power On After Cloning or Deploying from Template,” on page 18

Troubleshooting Fault Tolerant Virtual Machines
To maintain a high level of performance and stability for your fault tolerant virtual machines and also to
minimize failover rates, you should be aware of certain troubleshooting issues.

The troubleshooting topics discussed focus on problems that you might encounter when using the vSphere
Fault Tolerance feature on your virtual machines. The topics also describe how to resolve problems.

You can also see the VMware knowledge base article at http://kb.vmware.com/kb/1033634 to help you
troubleshoot Fault Tolerance. This article contains a list of error messages that you might encounter when
you attempt to use the feature and, where applicable, advice on how to resolve each error.

Hardware Virtualization Not Enabled
You must enable Hardware Virtualization (HV) before you use vSphere Fault Tolerance.

Problem

When you attempt to power on a virtual machine with Fault Tolerance enabled, an error message might
appear if you did not enable HV.

Cause

This error is often the result of HV not being available on the ESXi server on which you are attempting to
power on the virtual machine. HV might not be available either because it is not supported by the ESXi
server hardware or because HV is not enabled in the BIOS.
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Solution

If the ESXi server hardware supports HV, but HV is not currently enabled, enable HV in the BIOS on that
server. The process for enabling HV varies among BIOSes. See the documentation for your hosts' BIOSes for
details on how to enable HV.

If the ESXi server hardware does not support HV, switch to hardware that uses processors that support
Fault Tolerance.

Compatible Hosts Not Available for Secondary VM
If you power on a virtual machine with Fault Tolerance enabled and no compatible hosts are available for its
Secondary VM, you might receive an error message.

Problem

You might encounter the following error message:

Secondary VM could not be powered on as there are no compatible hosts that can accommodate it.

Cause

This can occur for a variety of reasons including that there are no other hosts in the cluster, there are no
other hosts with HV enabled, Hardware MMU Virtualization is not supported by host CPUs, data stores are
inaccessible, there is no available capacity, or hosts are in maintenance mode.

Solution

If there are insufficient hosts, add more hosts to the cluster. If there are hosts in the cluster, ensure they
support HV and that HV is enabled. The process for enabling HV varies among BIOSes. See the
documentation for your hosts' BIOSes for details on how to enable HV. Check that hosts have sufficient
capacity and that they are not in maintenance mode.

Secondary VM on Overcommitted Host Degrades Performance of Primary VM
If a Primary VM appears to be executing slowly, even though its host is lightly loaded and retains idle CPU
time, check the host where the Secondary VM is running to see if it is heavily loaded.

Problem

When a Secondary VM resides on a host that is heavily loaded, the Secondary VM can affect the
performance of the Primary VM.

Cause

A Secondary VM running on a host that is overcommitted (for example, with its CPU resources) might not
get the same amount of resources as the Primary VM. When this occurs, the Primary VM must slow down to
allow the Secondary VM to keep up, effectively reducing its execution speed to the slower speed of the
Secondary VM.

Solution

If the Secondary VM is on an overcommitted host, you can move the VM to another location without
resource contention problems. Or more specifically, do the following:

n For FT networking contention, use vMotion technology to move the Secondary VM to a host with fewer
FT VMs contending on the FT network. Verify that the quality of the storage access to the VM is not
asymmetric.

n For storage contention problems, turn FT off and on again. When you recreate the Secondary VM,
change its datastore to a location with less resource contention and better performance potential.
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n To resolve a CPU resources problem, set an explicit CPU reservation for the Primary VM at an MHz
value sufficient to run its workload at the desired performance level. This reservation is applied to both
the Primary and Secondary VMs, ensuring that both VMs can execute at a specified rate. For guidance
in setting this reservation, view the performance graphs of the virtual machine (before Fault Tolerance
was enabled) to see how many CPU resources it used under normal conditions.

Increased Network Latency Observed in FT Virtual Machines
If your FT network is not optimally configured, you might experience latency problems with the FT VMs.

Problem

FT VMs might see a variable increase in packet latency (on the order of milliseconds). Applications that
demand very low network packet latency or jitter (for example, certain real-time applications) might see a
degradation in performance.

Cause

Some increase in network latency is expected overhead for Fault Tolerance, but certain factors can add to
this latency. For example, if the FT network is on a particularly high latency link, this latency is passed on to
the applications. Also, if the FT network has insufficient bandwidth (fewer than 10 Gbps), greater latency
might occur.

Solution

Verify that the FT network has sufficient bandwidth (10 Gbps or more) and uses a low latency link between
the Primary VM and Secondary VM. These precautions do not eliminate network latency, but minimize its
potential impact.

Some Hosts Are Overloaded with FT Virtual Machines
You might encounter performance problems if your cluster's hosts have an imbalanced distribution of FT
VMs.

Problem

Some hosts in the cluster might become overloaded with FT VMs, while other hosts might have unused
resources.

Cause

vSphere DRS does not load balance FT VMs (unless they are using legacy FT). This limitation might result in
a cluster where hosts are unevenly distributed with FT VMs.

Solution

Manually rebalance the FT VMs across the cluster by using vSphere vMotion. Generally, the fewer FT VMs
that are on a host, the better they perform, due to reduced contention for FT network bandwidth and CPU
resources.

Losing Access to FT Metadata Datastore
Access to the Fault Tolerance metadata datastore is essential for the proper functioning of an FT VM. Loss of
this access can cause a variety of problems.

Problem

These problems include the following:

n FT can terminate unexpectedly.
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n If both the Primary VM and Secondary VM cannot access the metadata datastore, the VMs might fail
unexpectedly. Typically, an unrelated failure that terminates FT must also occur when access to the FT
metadata datastore is lost by both VMs. vSphere HA then tries to restart the Primary VM on a host with
access to the metadata datastore.

n The VM might stop being recognized as an FT VM by vCenter Server. This failed recognition can allow
unsupported operations such as taking snapshots to be performed on the VM and cause problematic
behavior.

Cause

Lack of access to the Fault Tolerance metadata datastore can lead to the undesirable outcomes in the
previous list.

Solution

When planning your FT deployment, place the metadata datastore on highly available storage. While FT is
running, if you see that the access to the metadata datastore is lost on either the Primary VM or the
Secondary VM, promptly address the storage problem before loss of access causes one of the previous
problems. If a VM stops being recognized as an FT VM by vCenter Server, do not perform unsupported
operations on the VM. Restore access to the metadata datastore. After access is restored for the FT VMs and
the refresh period has ended, the VMs are recognizable.

Turning On vSphere FT for Powered-On VM Fails
If you try to turn on vSphere Fault Tolerance for a powered-on VM, this operation can fail.

Problem

When you select Turn On Fault Tolerance for a powered-on VM, the operation fails and you see an Unknown
error message.

Cause

This operation can fail if the host that the VM is running on has insufficient memory resources to provide
fault tolerant protection. vSphere Fault Tolerance automatically tries to allocate a full memory reservation
on the host for the VM. Overhead memory is required for fault tolerant VMs and can sometimes expand to 1
to 2 GB. If the powered-on VM is running on a host that has insufficient memory resources to accommodate
the full reservation plus the overhead memory, trying to turn on Fault Tolerance fails. Subsequently, the
Unknown error message is returned.

Solution

Choose from these solutions:

n Free up memory resources on the host to accommodate the VM's memory reservation and the added
overhead.

n Move the VM to a host with ample free memory resources and try again.

FT Virtual Machines not Placed or Evacuated by vSphere DRS
FT virtual machines in a cluster that is enabled with vSphere DRS do not function correctly if
Enhanced vMotion Compatibility (EVC) is currently disabled.

Problem

Because EVC is a prerequisite for using DRS with FT VMs, DRS does not place or evacuate them if EVC has
been disabled (even if it is later reenabled).

vSphere Troubleshooting
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Cause

When EVC is disabled on a DRS cluster, a VM override that disables DRS on an FT VM might be added.
Even if EVC is later reenabled, this override is not canceled.

Solution

If DRS does not place or evacuate FT VMs in the cluster, check the VMs for a VM override that is disabling
DRS. If you find one, remove the override that is disabling DRS.

NOTE   For more information on how to edit or delete VM overrides, see vSphere Resource Management.

Fault Tolerant Virtual Machine Failovers
A Primary or Secondary VM can fail over even though its ESXi host has not crashed. In such cases, virtual
machine execution is not interrupted, but redundancy is temporarily lost. To avoid this type of failover, be
aware of some of the situations when it can occur and take steps to avoid them.

Partial Hardware Failure Related to Storage
This problem can arise when access to storage is slow or down for one of the hosts. When this occurs there
are many storage errors listed in the VMkernel log. To resolve this problem you must address your storage-
related problems.

Partial Hardware Failure Related to Network
If the logging NIC is not functioning or connections to other hosts through that NIC are down, this can
trigger a fault tolerant virtual machine to be failed over so that redundancy can be reestablished. To avoid
this problem, dedicate a separate NIC each for vMotion and FT logging traffic and perform vMotion
migrations only when the virtual machines are less active.

Insufficient Bandwidth on the Logging NIC Network
This can happen because of too many fault tolerant virtual machines being on a host. To resolve this
problem, more broadly distribute pairs of fault tolerant virtual machines across different hosts.

Use a10-Gbit logging network for FT and verify that the network is low latency.

vMotion Failures Due to Virtual Machine Activity Level
If the vMotion migration of a fault tolerant virtual machine fails, the virtual machine might need to be failed
over. Usually, this occurs when the virtual machine is too active for the migration to be completed with only
minimal disruption to the activity. To avoid this problem, perform vMotion migrations only when the
virtual machines are less active.

Too Much Activity on VMFS Volume Can Lead to Virtual Machine Failovers
When a number of file system locking operations, virtual machine power ons, power offs, or vMotion
migrations occur on a single VMFS volume, this can trigger fault tolerant virtual machines to be failed over.
A symptom that this might be occurring is receiving many warnings about SCSI reservations in the
VMkernel log. To resolve this problem, reduce the number of file system operations or ensure that the fault
tolerant virtual machine is on a VMFS volume that does not have an abundance of other virtual machines
that are regularly being powered on, powered off, or migrated using vMotion.

Lack of File System Space Prevents Secondary VM Startup
Check whether or not your /(root) or /vmfs/datasource file systems have available space. These file systems
can become full for many reasons, and a lack of space might prevent you from being able to start a new
Secondary VM.
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Troubleshooting USB Passthrough Devices
Information about feature behavior can help you troubleshoot or avoid potential problems when USB
devices are connected to a virtual machine.

Error Message When You Try to Migrate Virtual Machine with USB Devices
Attached

Migration with vMotion cannot proceed and issues a confusing error message when you connect multiple
USB devices from an ESXi host to a virtual machine and one or more devices are not enabled for vMotion.

Problem

The Migrate Virtual Machine wizard runs a compatibility check before a migration operation begins. If
unsupported USB devices are detected, the compatibility check fails and an error message similar to the
following appears: Currently connected device 'USB 1' uses backing 'path:1/7/1', which is not
accessible.

Cause

To successfully pass vMotion compatibility checks, you must enable all USB devices that are connected to
the virtual machine from a host for vMotion. If one or more devices are not enabled for vMotion, migration
will fail.

Solution

1 Make sure that the devices are not in the process of transferring data before removing them.

2 Re-add and enable vMotion for each affected USB device.

USB Passthrough Device Is Nonresponsive
USB devices can become nonresponsive for several reasons, including unsafely interrupting a data transfer
or if a guest operating system driver sends an unsupported command to the device.

Problem

The USB device is nonresponsive.

Cause

A data transfer was interrupted or nonsupported devices are being used. For example, if a guest driver
sends a SCSI REPORT LUNS command to unsupported USB flash drives, the device stops responding to all
commands.

Solution

u Physically detach the USB device from the ESXi host and reattach it.

If the host is not physically accessible, you can shut down the host (not reboot) and leave it turned off
for at least 30 seconds to ensure that the host USB bus is completely powered off.

When you turn on the host, the USB device is restored from its nonresponsive state.
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Cannot Copy Data From an ESXi Host to a USB Device That Is Connected to the
Host

You can connect a USB device to an ESXi host and copy data to the device from the host. For example, you
might want to gather the vm-support bundle from the host after the host loses network connectivity. To
perform this task, you must stop the USB arbitrator.

Problem

If the USB arbitrator is being used for USB passthrough from an ESXi host to a virtual machine the USB
device appears under lsusb but does not mount correctly.

Cause

This problem occurs because the nonbootable USB device is reserved for the virtual machine by default. It
does not appear on the host's file system, even though lsusb can see the device.

Solution

1 Stop the usbarbitrator service:/etc/init.d/usbarbitrator stop

2 Physically disconnect and reconnect the USB device.

By default, the device location is /vmfs/devices/disks/mpx.vmhbaXX:C0:T0:L0.

3 After you reconnect the device, restart the usbarbitrator service:/etc/init.d/usbarbitrator start

4 Restart hostd and any running virtual machines to restore access to the passthrough devices in the
virtual machine.

What to do next

Reconnect the USB devices to the virtual machine.

Recover Orphaned Virtual Machines
Virtual machines appear with (orphaned) appended to their names.

Problem

Virtual machines that reside on an ESXi host that vCenter Server manages might become orphaned in rare
cases. Such virtual machines exist in the vCenter Server database, but the ESXi host no longer recognizes
them.

Cause

Virtual machines can become orphaned if a host failover is unsuccessful, or when the virtual machine is
unregistered directly on the host. If this situation occurs, move the orphaned virtual machine to another host
in the data center on which the virtual machine files are stored.

Solution

1 Determine the datastore where the virtual machine configuration (.vmx) file is located.

a Select the virtual machine in the vSphere Web Client inventory, and click the Related Objects tab.

b Click Datastores.

The datastore or datastores where the virtual machine files are stored are displayed.

c If more than one datastore is displayed, select each datastore and click the file browser icon to
browse for the .vmx file.

d Verify the location of the .vmx file.
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2 Return to the virtual machine in the vSphere Web Client, right-click it, and select All Virtual
Infrastructure Actions > Remove from Inventory.

3 Click Yes to confirm the removal of the virtual machine.

4 Reregister the virtual machine with vCenter Server.

a Right-click the datastore where the virtual machine file is located and select Register VM.

b Browse to the .vmx file and click OK.

c Select the location for the virtual machine and click Next.

d Select the host on which to run the virtual machine and click Next.

e Click Finish.

Virtual Machine Does Not Power On After Cloning or Deploying from
Template

Virtual machines do not power on after you complete the clone or deploy from template workflow in the
vSphere Web Client.

Problem

When you clone a virtual machine or deploy a virtual machine from a template, you might not be able to
power on the virtual machine after creation.

Cause

The swap file size is not reserved when the virtual machine disks are created.

Solution

n Reduce the size of the swap file that is required for the virtual machine. You can do this by increasing
the virtual machine memory reservation.

a Right-click the virtual machine and select Edit Settings.

b Select Virtual Hardware and click Memory.

c Use the Reservation dropdown menu to increase the amount of memory allocated to the virtual
machine.

d Click OK.

n Alternatively, you can increase the amount of space available for the swap file by moving other virtual
machine disks off of the datastore that is being used for the swap file.

a Browse to the datastore in the vSphere Web Client object navigator.

b Select the Related Objects tab and click the Virtual Machines tab.

c For each virtual machine to move, right-click the virtual machine and select Migrate.

d Select Change storage only.

e Proceed through the Migrate Virtual Machine wizard.

n You can also increase the amount of space available for the swap file by changing the swap file location
to a datastore with adequate space.

a Browse to the host in the vSphere Web Client object navigator.

b Select the Manage tab and click Settings.

c Under Virtual Machines, select Swap file location.
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d Click Edit.

NOTE   If the host is part of a cluster that specifies that the virtual machine swap files are stored in
the same directory as the virtual machine, you cannot click Edit. You must use the Cluster Settings
dialog box to change the swap file location policy for the cluster.

e Select Use a specific datastore and select a datastore from the list.

f Click OK.
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Troubleshooting Hosts 3
The host troubleshooting topics provide solutions to potential problems that you might encounter when
using your vCenter Servers and ESXi hosts.

This chapter includes the following topics:

n “Troubleshooting vSphere HA Host States,” on page 21

n “Troubleshooting Auto Deploy,” on page 25

n “Authentication Token Manipulation Error,” on page 30

n “Active Directory Rule Set Error Causes Host Profile Compliance Failure,” on page 31

Troubleshooting vSphere HA Host States
vCenter Server reports vSphere HA host states that indicate an error condition on the host. Such errors can
prevent vSphere HA from fully protecting the virtual machines on the host and can impede vSphere HA's
ability to restart virtual machines after a failure. Errors can occur when vSphere HA is being configured or
unconfigured on a host or, more rarely, during normal operation. When this happens, you should determine
how to resolve the error, so that vSphere HA is fully operational.

vSphere HA Agent Is in the Agent Unreachable State
The vSphere HA agent on a host is in the Agent Unreachable state for a minute or more. User intervention
might be required to resolve this situation.

Problem

vSphere HA reports that an agent is in the Agent Unreachable state when the agent for the host cannot be
contacted by the master host or by vCenter Server. Consequently, vSphere HA is not able to monitor the
virtual machines on the host and might not restart them after a failure.

Cause

A vSphere HA agent can be in the Agent Unreachable state for several reasons. This condition most often
indicates that a networking problem is preventing vCenter Server from contacting the master host and the
agent on the host, or that all hosts in the cluster have failed. This condition can also indicate the unlikely
situation that vSphere HA was disabled and then re-enabled on the cluster while vCenter Server could not
communicate with the vSphere HA agent on the host, or that the agent on the host has failed, and the
watchdog process was unable to restart it. Also, it is possible that the installation of the vSphere HA agent
on the host failed
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Solution

Determine if vCenter Server is reporting the host as not responding. If so, there is a networking problem or a
total cluster failure. After either condition is resolved, vSphere HA should work correctly. If not, reconfigure
vSphere HA on the host. Similarly, if vCenter Server reports the hosts are responding but a host's state is
Agent Unreachable, reconfigure vSphere HA on that host. To see if the agent installation for the host failed,
check the vSphere HA configuration task.

vSphere HA Agent is in the Uninitialized State
The vSphere HA agent on a host is in the Uninitialized state for a minute or more. User intervention might
be required to resolve this situation.

Problem

vSphere HA reports that an agent is in the Uninitialized state when the agent for the host is unable to enter
the run state and become the master host or to connect to the master host. Consequently, vSphere HA is not
able to monitor the virtual machines on the host and might not restart them after a failure.

Cause

A vSphere HA agent can be in the Uninitialized state for one or more reasons. This condition most often
indicates that the host does not have access to any datastores. Less frequently, this condition indicates that
the host does not have access to its local datastore on which vSphere HA caches state information, the agent
on the host is inaccessible, or the vSphere HA agent is unable to open required firewall ports.

Solution

Search the list of the host's events for recent occurrences of the event vSphere HA Agent for the host has
an error. This event indicates the reason for the host being in the uninitialized state. If the condition exists
because of a datastore problem, resolve whatever is preventing the host from accessing the affected
datastores. After the problem has been resolved, if the agent does not return to an operational state,
reconfigure vSphere HA on the host.

NOTE   If the condition exists because of a firewall problem, check if there is another service on the host that
is using port 8182. If so, shut down that service, and reconfigure vSphere HA.

vSphere HA Agent is in the Initialization Error State
The vSphere HA agent on a host is in the Initialization Error state for a minute or more. User intervention is
required to resolve this situation.

Problem

vSphere HA reports that an agent is in the Initialization Error state when the last attempt to configure
vSphere HA for the host failed. vSphere HA does not monitor the virtual machines on such a host and
might not restart them after a failure.

Cause

This condition most often indicates that vCenter Server was unable to connect to the host while the vSphere
HA agent was being installed or configured on the host. This condition might also indicate that the
installation and configuration completed, but the agent did not become a master host or a slave host within
a timeout period. Less frequently, the condition is an indication that there is insufficient disk space on the
host's local datastore to install the agent, or that there are insufficient unreserved memory resources on the
host for the agent resource pool. Finally, for ESXi 5.x hosts, the configuration fails if a previous installation
of another component required a host reboot, but the reboot has not yet occurred.
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Solution

When a Configure HA task fails, a reason for the failure is reported.

Reason for Failure Action

Host communication
errors

Resolve any communication problems with the host and retry the configuration operation.

Timeout errors Possible causes include that the host crashed during the configuration task, the agent failed to
start after being installed, or the agent was unable to initialize itself after starting up. Verify
that vCenter Server is able to communicate with the host. If so, see “vSphere HA Agent Is in
the Agent Unreachable State,” on page 21 or “vSphere HA Agent is in the Uninitialized State,”
on page 22 for possible solutions.

Lack of resources Free up approximately 75MB of disk space. If the failure is due to insufficient unreserved
memory, free up memory on the host by either relocating virtual machines to another host or
reducing their reservations. In either case, retry the vSphere HA configuration task after
resolving the problem.

Reboot pending If an installation for a 5.0 or later host fails because a reboot is pending, reboot the host and
retry the vSphere HA configuration task.

vSphere HA Agent is in the Uninitialization Error State
The vSphere HA agent on a host is in the Uninitialization Error state. User intervention is required to
resolve this situation.

Problem

vSphere HA reports that an agent is in the Uninitialization Error state when vCenter Server is unable to
unconfigure the agent on the host during the Unconfigure HA task. An agent left in this state can interfere
with the operation of the cluster. For example, the agent on the host might elect itself as master host and
lock a datastore. Locking a datastore prevents the valid cluster master host from managing the virtual
machines with configuration files on that datastore.

Cause

This condition usually indicates that vCenter Server lost the connection to the host while the agent was
being unconfigured.

Solution

Add the host back to vCenter Server (version 5.0 or later). The host can be added as a stand-alone host or
added to any cluster.

vSphere HA Agent is in the Host Failed State
The vSphere HA agent on a host is in the Host Failed state. User intervention is required to resolve the
situation.

Problem

Usually, such reports indicate that a host has actually failed, but failure reports can sometimes be incorrect.
A failed host reduces the available capacity in the cluster and, in the case of an incorrect report, prevents
vSphere HA from protecting the virtual machines running on the host.

Cause

This host state is reported when the vSphere HA master host to which vCenter Server is connected is unable
to communicate with the host and with the heartbeat datastores that are in use for the host. Any storage
failure that makes the datastores inaccessible to hosts can cause this condition if accompanied by a network
failure.
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Solution

Check for the noted failure conditions and resolve any that are found.

vSphere HA Agent is in the Network Partitioned State
The vSphere HA agent on a host is in the Network Partitioned state. User intervention might be required to
resolve this situation.

Problem

While the virtual machines running on the host continue to be monitored by the master hosts that are
responsible for them, vSphere HA's ability to restart the virtual machines after a failure is affected. First,
each master host has access to a subset of the hosts, so less failover capacity is available to each host. Second,
vSphere HA might be unable to restart a Secondary VM after a failure (see “Primary VM Remains in the
Need Secondary State,” on page 44).

Cause

A host is reported as partitioned if both of the following conditions are met:

n The vSphere HA master host to which vCenter Server is connected is unable to communicate with the
host by using the management (or Virtual SAN) network, but is able to communicate with that host by
using the heartbeat datastores that have been selected for it.

n The host is not isolated.

A network partition can occur for a number of reasons including incorrect VLAN tagging, the failure of a
physical NIC or switch, configuring a cluster with some hosts that use only IPv4 and others that use only
IPv6, or the management networks for some hosts were moved to a different virtual switch without first
putting the host into maintenance mode.

Solution

Resolve the networking problem that prevents the hosts from communicating by using the management
networks.

vSphere HA Agent is in the Network Isolated State
The vSphere HA agent on a host is in the Network Isolated state. User intervention is required to resolve
this situation.

Problem

When a host is in the Network Isolated state, there are two things to consider -- the isolated host and the
vSphere HA agent that holds the master role.

n On the isolated host, the vSphere HA agent applies the configured isolation response to the running
VMs, determining if they should be shut down or powered off. It does this after checking whether a
master agent is able to take responsibility for each VM (by locking the VM's home datastore.) If not, the
agent defers applying the isolation response for the VM and rechecks the datastore state after a short
delay.

n If the vSphere HA master agent can access one or more of the datastores, it monitors the VMs that were
running on the host when it became isolated and attempts to restart any that were powered off or shut
down.

Cause

A host is network isolated if both of the following conditions are met:

n Isolation addresses have been configured and the host is unable to ping them.
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n The vSphere HA agent on the host is unable to access any of the agents running on the other cluster
hosts.

NOTE   If your vSphere HA cluster has Virtual SAN enabled, a host is determined to be isolated if it cannot
communicate with the other vSphere HA agents in the cluster and cannot reach the configured isolation
addresses. Although the vSphere HA agents use the Virtual SAN network for inter-agent communication,
the default isolation address is still the gateway of the host. Hence, in the default configuration, both
networks must fail for a host be declared isolated.

Solution

Resolve the networking problem that is preventing the host from pinging its isolation addresses and
communicating with other hosts.

Configuration of vSphere HA on Hosts Times Out
The configuration of a vSphere HA cluster might time out on some of the hosts added to it.

Problem

When you enable vSphere HA on an existing cluster with a large number of hosts and virtual machines, the
setup of vSphere HA on some of the hosts might fail.

Cause

This failure is the result of a time out occurring before the installation of vSphere HA on the host(s)
completes.

Solution

Set the vCenter Server advanced option config.vpxd.das.electionWaitTimeSec to value=240. Once this
change is made, the time outs do not occur.

Troubleshooting Auto Deploy
The Auto Deploy troubleshooting topics offer solutions for situations when provisioning hosts with Auto
Deploy does not work as expected.

Auto Deploy TFTP Timeout Error at Boot Time
A TFTP Timeout error message appears when a host provisioned by Auto Deploy boots. The text of the
message depends on the BIOS.

Problem

A TFTP Timeout error message appears when a host provisioned by Auto Deploy boots. The text of the
message depends on the BIOS.

Cause

The TFTP server is down or unreachable.

Solution

u Ensure that your TFTP service is running and reachable by the host that you are trying to boot.
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Auto Deploy Host Boots with Wrong Configuration
A host is booting with a different ESXi image, host profile, or folder location than the one specified in the
rules.

Problem

A host is booting with a different ESXi image profile or configuration than the image profile or
configuration that the rules specify. For example, you change the rules to assign a different image profile,
but the host still uses the old image profile.

Cause

After the host has been added to a vCenter Server system, the boot configuration is determined by the
vCenter Server system. The vCenter Server system associates an image profile, host profile, or folder
location with the host.

Solution

u Use the Test-DeployRuleSetCompliance and Repair-DeployRuleSetCompliance PowerCLI cmdlets to
reevalute the rules and to associate the correct image profile, host profile, or folder location with the
host.

Host Is Not Redirected to Auto Deploy Server
During boot, a host that you want to provision with Auto Deploy loads iPXE. The host is not redirected to
the Auto Deploy server.

Problem

During boot, a host that you want to provision with Auto Deploy loads iPXE. The host is not redirected to
the AutoDeploy server.

Cause

The tramp file that is included in the TFTP ZIP file has the wrong IP address for the Auto Deploy server.

Solution

u Correct the IP address of the Auto Deploy server in the tramp file, as explained in the vSphere Installation
and Setup documentation.

Package Warning Message When You Assign an Image Profile to Auto Deploy
Host

When you run a PowerCLI cmdlet that assigns an image profile that is not Auto Deploy ready, a warning
message appears.

Problem

When you write or modify rules to assign an image profile to one or more hosts, the following error results:

Warning: Image Profile <name-here> contains one or more software packages that are not stateless-

ready. You may experience problems when using this profile with Auto Deploy.

vSphere Troubleshooting

26  VMware, Inc.



Cause

Each VIB in an image profile has a stateless-ready flag that indicates that the VIB is meant for use with
Auto Deploy. You get the error if you attempt to write an Auto Deploy rule that uses an image profile in
which one or more VIBs have that flag set to FALSE.

NOTE   You can use hosts provisioned with Auto Deploy that include VIBs that are not stateless ready
without problems. However booting with an image profile that includes VIBs that are not stateless ready is
treated like a fresh install. Each time you boot the host, you lose any configuration data that would
otherwise be available across reboots for hosts provisioned with Auto Deploy.

Solution

1 Use Image Builder PowerCLI cmdlets to view the VIBs in the image profile.

2 Remove any VIBs that are not stateless-ready.

3 Rerun the Auto Deploy PowerCLI cmdlet.

Auto Deploy Host with a Built-In USB Flash Drive Does Not Send Coredumps to
Local Disk

If your Auto Deploy host has a built-in USB flash drive, and an error results in a coredump, the coredump is
lost. Set up your system to use ESXi Dump Collector to store coredumps on a networked host.

Problem

If your Auto Deploy host has a built-in USB Flash, and if it encounters an error that results in a coredump,
the coredump is not sent to the local disk.

Solution

1 Install ESXi Dump Collector on a system of your choice.

ESXi Dump Collector is included with the vCenter Server installer.

2 Use ESXCLI to configure the host to use ESXi Dump Collector.

esxcli conn_options system coredump network set IP-addr,port

esxcli system coredump network set -e true

3 Use ESXCLI to disable local coredump partitions.

esxcli conn_options system coredump partition set -e false

Auto Deploy Host Reboots After Five Minutes
An Auto Deploy host boots and displays iPXE information, but reboots after five minutes.

Problem

A host to be provisioned with Auto Deploy boots from iPXE and displays iPXE information on the console.
However, after five minutes, the host displays the following message to the console and reboots.

This host is attempting to network-boot using VMware

AutoDeploy. However, there is no ESXi image associated with this host.

Details: No rules containing an Image Profile match this

host. You can create a rule with the New-DeployRule PowerCLI cmdlet

and add it to the rule set with Add-DeployRule or Set-DeployRuleSet. 

The rule should have a pattern that matches one or more of the attributes 

listed below.
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The host might also display the following details:

Details: This host has been added to VC, but no Image Profile

is associated with it. You can use Apply-ESXImageProfile in the

PowerCLI to associate an Image Profile with this host.

Alternatively, you can reevaluate the rules for this host with the

Test-DeployRuleSetCompliance and Repair-DeployRuleSetCompliance cmdlets.

The console then displays the host's machine attributes including vendor, serial number, IP address, and so
on.

Cause

No image profile is currently associated with this host.

Solution

You can temporarily assign an image profile to the host by running the Apply-EsxImageProfile cmdlet.

You can permanently assign an image profile to the host as follows.

1 Run the New-DeployRule cmdlet to create a rule that includes a pattern that matches the host with an
image profile.

2 Run the Add-DeployRule cmdlet to add the rule to a ruleset.

3 Run the Test-DeployRuleSetCompliance cmdlet and use the output of that cmdlet as the input to the
Repair-DeployRuleSetCompliance cmdlet.

Auto Deploy Host Cannot Contact TFTP Server
The host that you provision with Auto Deploy cannot contact the TFTP server.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host performs a network boot and is
assigned a DHCP address by the DHCP server, but the host cannot contact the TFTP server.

Cause

The TFTP server might have stopped running, or a firewall might block the TFTP port.

Solution

n If you installed the WinAgents TFTP server, open the WinAgents TFTP management console and verify
that the service is running. If the service is running, check the Windows firewall's inbound rules to
make sure the TFTP port is not blocked. Turn off the firewall temporarily to see whether the firewall is
the problem.

n For all other TFTP servers, see the server documentation for debugging procedures.

Auto Deploy Host Cannot Retrieve ESXi Image from Auto Deploy Server
The host that you provision with Auto Deploy stops at the iPXE boot screen.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the boot process stops at the iPXE boot
screen and the status message indicates that the host is attempting to get the ESXi image from the Auto
Deploy server.

Cause

The Auto Deploy service might be stopped or the Auto Deploy server might be unaccessible.
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Solution

1 Log in to the system on which you installed the Auto Deploy server.

2 Check that the Auto Deploy server is running.

a Click Start > Settings > Control Panel > Administrative Tools.

b Double-click Services to open the Services Management panel.

c In the Services field, look for the VMware vSphere Auto Deploy Waiter service and restart the
service if it is not running.

3 Open a Web browser, enter the following URL, and check whether the Auto Deploy server is accessible.

https://Auto_Deploy_Server_IP_Address:Auto_Deploy_Server_Port/vmw/rdb

NOTE   Use this address only to check whether the server is accessible.

4 If the server is not accessible, a firewall problem is likely.

a Try setting up permissive TCP Inbound rules for the Auto Deploy server port.

The port is 6501 unless you specified a different port during installation.

b As a last resort, disable the firewall temporarily and enable it again after you verified whether it
blocked the traffic. Do not disable the firewall on production environments.

To disable the firewall, run netsh firewall set opmode disable. To enable the firewall, run
netsh firewall set opmode enable.

Auto Deploy Host Does Not Get a DHCP Assigned Address
The host you provision with Auto Deploy fails to get a DHCP Address.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host performs a network boot but is
not assigned a DHCP address. The Auto Deploy server cannot provision the host with the image profile.

Cause

You might have a problem with the DHCP service or with the firewall setup.

Solution

1 Check that the DHCP server service is running on the Windows system on which the DHCP server is
set up to provision hosts.

a Click Start > Settings > Control Panel > Administrative Tools.

b Double-click Services to open the Services Management panel.

c In the Services field, look for the DHCP server service and restart the service if it is not running.

2 If the DHCP server is running, recheck the DHCP scope and the DHCP reservations that you
configured for your target hosts.

If the DHCP scope and reservations are configured correctly, the problem most likely involves the
firewall.
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3 As a temporary workaround, turn off the firewall to see whether that resolves the problem.

a Open the command prompt by clicking Start > Program > Accessories > Command prompt.

b Type the following command to temporarily turn off the firewall. Do not turn off the firewall in a
production environment.

netsh firewall set opmode disable

c Attempt to provision the host with Auto Deploy.

d Type the following command to turn the firewall back on.

netsh firewall set opmode enable

4 Set up rules to allow DHCP network traffic to the target hosts.

See the firewall documentation for DHCP and for the Windows system on which the DHCP server is
running for details.

Auto Deploy Host Does Not Network Boot
The host you provision with Auto Deploy comes up but does not network boot.

Problem

When you attempt to boot a host provisioned with Auto Deploy, the host does not start the network boot
process.

Cause

You did not enable your host for network boot.

Solution

1 Reboot the host and follow the on-screen instructions to access the BIOS configuration.

If you have an EFI host, you must switch the EFI system to BIOS compatibility mode.

2 In the BIOS configuration, enable Network Boot in the Boot Device configuration.

Authentication Token Manipulation Error
Creating a password that does not meet the authentication requirements of the host causes an error.

Problem

When you create a password on the host, the following fault message appears: A general system error
occurred: passwd: Authentication token manipulation error.

The following message is included: Failed to set the password. It is possible that your password
does not meet the complexity criteria set by the system.

Cause

The host checks for password compliance using the default authentication plug-in, pam_passwdqc.so. If the
password is not compliant, the error appears.

Solution

When you create a password, include a mix of characters from four character classes: lowercase letters,
uppercase letters, numbers, and special characters such as an underscore or dash.

Your user password must meet the following length requirements.

n Passwords containing characters from one or two character classes must be at least eight characters
long.
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n Passwords containing characters from three character classes must be at least seven characters long.

n Passwords containing characters from all four character classes must be at least six characters long.

NOTE   An uppercase character that begins a password does not count toward the number of character
classes used. A number that ends a password does not count toward the number of character classes used.

You can also use a passphrase, which is a phrase consisting of at least three words, each of which is 8 to 40
characters long.

For more information, see the vSphere Security documentation.

Active Directory Rule Set Error Causes Host Profile Compliance
Failure

Applying a host profile that specifies an Active Directory domain to join causes a compliance failure.

Problem

When you apply a host profile that specifies an Active Directory domain to join, but you do not enable the
activeDirectoryAll rule set in the firewall configuration, a compliance failure occurs. The
vSphere Web Client displays the error message Failures against the host profile: Ruleset
activedirectoryAll does not match the specification. The compliance failure also occurs when you
apply a host profile to leave an Active Directory domain, but you do not disable the activeDirectoryAll rule
set in the host profile.

Cause

Active Directory requires the activeDirectoryAll firewall rule set. You must enable the rule set in the
firewall configuration. If you omit this setting, the system adds the necessary firewall rules when the host
joins the domain, but the host will be noncompliant because of the mismatch in firewall rules. The host will
also be noncompliant if you remove it from the domain without disabling the Active Directory rule set.

Solution

1 Browse to the host profile in the vSphere Web Client.

To find a host profile, click Policies and Profiles > Host Profiles on the vSphere Web Client Home
page.

2 Right-click the host profile and select Edit Settings.

3 Click Next.

4 Select Security and Services > Firewall Configuration > Firewall configuration > Ruleset
Configuration > activeDirectoryAll.

5 In the right panel, select the Flag indicating whether ruleset should be enabled check box.

Deselect the check box if the host is leaving the domain.

6 Click Next, and then click Finish to complete the change to the host profile.

Chapter 3 Troubleshooting Hosts

VMware, Inc.  31



vSphere Troubleshooting

32  VMware, Inc.



Troubleshooting vCenter Server and
the vSphere Web Client 4

The vCenter Server and vSphere Web Client troubleshooting topics provide solutions to problems you
might encounter when you set up and configure vCenter Server and the vSphere Web Client, including
vCenter Single Sign-On.

This chapter includes the following topics:

n “Troubleshooting vCenter Server,” on page 33

n “Troubleshooting the vSphere Web Client,” on page 35

n “Troubleshooting vCenter Server and ESXi Host Certificates,” on page 36

n “Troubleshooting vCenter Server Plug-Ins,” on page 38

Troubleshooting vCenter Server
These troubleshooting topics provide solutions to problems you might encounter When you use install
vCenter Server on the Windows operating system or deploy the vCenter Server Appliance on a Linux
system.

vCenter Server Upgrade Fails When Unable to Stop Tomcat Service
A vCenter Server upgrade can fail when the installer is unable to stop the Tomcat service.

Problem

If the vCenter Server installer cannot stop the Tomcat service during an upgrade, the upgrade fails with an
error message similar to Unable to delete VC Tomcat service. This problem can occur even if you stop the
Tomcat service manually before the upgrade, if some files that are used by the Tomcat process are locked.

Solution

1 From the Windows Start menu, select Settings > Control Panel > Administrative Tools > Services.

2 Right-click VMware VirtualCenter Server and select Manual.

3 Right-click VMware vCenter Management Webservices and select Manual.

4 Reboot the vCenter Server machine before upgrading.

This releases any locked files that are used by the Tomcat process, and enables the vCenter Server
installer to stop the Tomcat service for the upgrade.

Alternatively, you can restart the vCenter Server machine and restart the upgrade process, but select the
option not to overwrite the vCenter Server data.
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Microsoft SQL Database Set to Unsupported Compatibility Mode Causes
vCenter Server Installation or Upgrade to Fail

vCenter Server installation with a Microsoft SQL database fails when the database is set to compatibility
mode with an unsupported version.

Problem

The following error message appears: The DB User entered does not have the required permissions
needed to install and configure vCenter Server with the selected DB. Please correct the following

error(s): %s

Cause

The database version must be supported for vCenter Server. For SQL, even if the database is a supported
version, if it is set to run in compatibility mode with an unsupported version, this error occurs. For example,
if SQL 2008 is set to run in SQL 2000 compatibility mode, this error occurs.

Solution

u Make sure the vCenter Server database is a supported version and is not set to compatibility mode with
an unsupported version. See the VMware Product Interoperability Matrixes at 
http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php?.

Error When You Change vCenter Server Appliance Host Name
When you change the host name of the vCenter Server Appliance, a lookup service error appears when you
restart the appliance.

Problem

After you change the host name of the vCenter Server Appliance, the following error appears when you
restart the appliance: Failed to connect to VMware Lookup Service. SSL certificate verification
failed.

Cause

You must update the vCenter Server certificate with the new host name.

Solution

1 Log in to the vCenter Server Appliance Web interface.

2 Click the Network tab and click Address.

3 Change the host name and click Save Settings.

You cannot change the host name if the appliance uses DHCP to obtain an address.

4 Click the Admin tab and click Toggle certificate setting.

vCenter Server generates new certificates for systems that use default certificates. For systems that use
custom certificates, you must regenerate the certificates manually.

5 Click the System tab and click Reboot to restart the vCenter Server Appliance.

You must restart the appliance, not just the services running on the appliance.

What to do next

If you use custom certificates, manually generate the certificates as described in the vSphere Security
documentation.
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Troubleshooting the vSphere Web Client
The vSphere Web Client topics provide solutions to potential problems you might encounter when using the
vSphere Web Client to manage vSphere components, including vCenter Single Sign-On and vCenter Server.

vCenter Server System Does Not Appear in vSphere Web Client Inventory
The vSphere Web Client does not display the vCenter Server systems that you expect to see in the inventory.

Problem

When you log in to the vSphere Web Client, the inventory appears to be empty or the vCenter Server system
you expected to see does not appear.

Cause

In releases of vSphere before vSphere 5.1, you log into individual vCenter Server systems with the vSphere
Client. Unless you work in Linked Mode, only one instance of vCenter Server appears in the inventory.

In vSphere 5.1 and 5.5, you log into the vSphere Web Client to view and manage multiple instances of
vCenter Server. Any vCenter Server system on which you have permissions appears in the inventory, if the
server is registered with the same Component Manager as the vSphere Web Client.

Solution

n Log in to the vSphere Web Client as a user with permissions on the vCenter Server system.

The vCenter Server system will not appear in the inventory if you do not have permissions on it. For
example, if you log in as the vCenter Single Sign On administrator user, you might not have
permissions on any vCenter Server system.

n Verify that the vCenter Server system is registered with the same Component Manager as the
vSphere Web Client.

The vSphere Web Client discovers only vCenter Server systems that are registered with the same
Componenent Manager.

Unable to Start the Virtual Machine Console
When you attempt to open a virtual machine console from the vSphere Web Client, the console does not
open.

Problem

When you attempt to open a virtual machine console from the vSphere Web Client, the console does not
open. The following error message appears:

HTTP ERROR 404

Problem accessin /. Reason:

Not Found

Errors similar to the following appear in the virgo-server.log file:

[2012-10-03 18:34:19.170] [ERROR] Thread-40

System.err                                                                                       

                                  2012-10-03

18:34:19.167:WARN:oejuc.AbstractLifeCycle:FAILED org.eclipse.jetty.server.Server@315b0333: 

java.net.BindException: Address already in use

[2012-10-03 18:34:19.170] [ERROR] Thread-40 System.err java.net.BindException: Address already 

in use
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Cause

Another program or process is using port 9443, the default port used by the HTML5 virtual machine
console.

Solution

u Edit the webclient.properties file to add the line html.console.port=port, where port is the new port
number.

The webclient.properties file is located in one of the following locations, depending on the operating
system on the machine on which the vSphere Web Client is installed:
 
Windows 2008 C:\ProgramData\VMware\vCenterServer\cfg\vsphere-client\

vCenter Server Appliance /var/lib/vmware/vsphere-client/

Unable to View the Alarm Definitions Tab of a Data Center
You might be unable to view the alarm definitions for a data center object in the vSphere Web Client.

Problem

When you click the Alarm Definitions tab on the Manage tab of a data center, the tab appears darkened by
a translucent overlay and no error message appears.

Cause

Inability to view the alarm definitions might be caused by insufficient memory. Problems that occur on the
vCenter Server side should result in an error message, but lack of available memory for Adobe Flash Player
on the client machine prevents the error notification dialog from appearing.

Solution

u Verify that your vCenter Server and vSphere Web Client instances are not constrained by insufficient
system resources.

For hardware requirements, see vSphere Installation and Setup.

Troubleshooting vCenter Server and ESXi Host Certificates
Certificates are automatically generated when you install vCenter Server. These default certificates are not
signed by a commercial certificate authority (CA) and might not provide strong security. You can replace
default vCenter Server certificates with certificates signed by a commercial CA. When you replace vCenter
Server and ESXi certificates, you might encounter errors.

vCenter Server Cannot Connect to the Database
After you replace default vCenter Server certificates, you might be unable to connect to the vCenter Server
database.

Problem

vCenter Server is unable to connect to the vCenter Server database after you replace default vCenter Server
certificates, and management web services do not start.

Cause

The database password must be updated in its encrypted form.

Solution

Update the database password by running the following command: vpxd -P pwd.
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vCenter Server Cannot Connect to Managed Hosts
After you replace default vCenter Server certificates and restart the system, vCenter Server might not be
able to connect to managed hosts.

Problem

vCenter Server cannot connect to managed hosts after server certificates are replaced and the system is
restarted.

Solution

Log into the host as the root user and reconnect the host to vCenter Server.

New vCenter Server Certificate Does Not Appear to Load
After you replace default vCenter Server certificates, the new certificates might not appear to load.

Problem

When you install new vCenter Server certificates, you might not see the new certificate.

Cause

Existing open connections to vCenter Server are not forcibly closed and might still use the old certificate.

Solution

To force all connections to use the new certificate, use one of the following methods.

n Restart the network stack or network interfaces on the server.

n Restart the vCenter Server service.

Cannot Configure vSphere HA When Using Custom SSL Certificates
After you install custom SSL certificates, attempts to enable vSphere High Availability (HA) fail.

Problem

When you attempt to enable vSphere HA on a host with custom SSL certificates installed, the following
error message appears: vSphere HA cannot be configured on this host because its SSL thumbprint has
not been verified.

Cause

When you add a host to vCenter Server, and vCenter Server already trusts the host's SSL certificate,
VPX_HOST.EXPECTED_SSL_THUMBPRINT is not populated in the vCenter Server database. vSphere HA obtains
the host's SSL thumbprint from this field in the database. Without the thumbprint, you cannot enable
vSphere HA.

Solution

1 In the vSphere Web Client, disconnect the host that has custom SSL certificates installed.

2 Reconnect the host to vCenter Server.

3 Accept the host's SSL certificate.

4 Enable vSphere HA on the host.
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VMware, Inc.  37



Troubleshooting vCenter Server Plug-Ins
In cases where vCenter Server plug-ins are not working, you have several options to correct the problem.

vCenter Server plug-ins that run on the Tomcat server have extension.xml files, which contain the URL
where the corresponding Web application can be accessed. These files are located in C:\Program
Files\VMware\Infrastructure\VirtualCenter Server\extensions. Extension installers populate these XML
files using the DNS name for the machine.

Example from the stats extension.xml file: <url>https://SPULOV-XP-VM12.vmware.com:
8443/statsreport/vicr.do</url>.

vCenter Server, plug-in servers, and the clients that use them must be located on systems under the same
domain. If they are not under the same domain, or if the DNS of the plug-in server is changed, the plug-in
clients will not be able to access the URL, and the plug-in will not work.

You can edit the XML files manually by replacing the DNS name with an IP address. Reregister the plug-in
after you edit its extension.xml file.
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Troubleshooting Availability 5
The availability troubleshooting topics provide solutions to potential problems that you might encounter
when using your hosts and datastores in vSphere HA clusters.

You might get an error message when you try to use vSphere HA or vSphere FT. For information about
these error messages, see the VMware knowledge base article at http://kb.vmware.com/kb/1033634.

This chapter includes the following topics:

n “Troubleshooting vSphere HA Admission Control,” on page 39

n “Troubleshooting Heartbeat Datastores,” on page 41

n “Troubleshooting vSphere HA Failure Response,” on page 42

n “Troubleshooting vSphere Fault Tolerance in Network Partitions,” on page 44

n “Troubleshooting VM Component Protection,” on page 45

Troubleshooting vSphere HA Admission Control
vCenter Server uses admission control to ensure that sufficient resources in a vSphere HA cluster are
reserved for virtual machine recovery in the event of host failure.

If vSphere HA admission control does not function properly, there is no assurance that all virtual machines
in the cluster can be restarted after a host failure.

Red Cluster Due to Insufficient Failover Resources
When you use the Host Failures Cluster Tolerates admission control policy, vSphere HA clusters might
become invalid (red) due to insufficient failover resources.

Problem

If you select the Host Failures Cluster Tolerates admission control policy and certain problems arise, the
cluster turns red.

Cause

This problem can arise when hosts in the cluster are disconnected, in maintenance mode, not responding, or
have a vSphere HA error. Disconnected and maintenance mode hosts are typically caused by user action.
Unresponsive or error-possessing hosts usually result from a more serious problem, for example, hosts or
agents have failed or a networking problem exists.
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Another possible cause of this problem is if your cluster contains any virtual machines that have much
larger memory or CPU reservations than the others. The Host Failures Cluster Tolerates admission control
policy is based on the calculation on a slot size consisting of two components, the CPU and memory
reservations of a virtual machine. If the calculation of this slot size is skewed by outlier virtual machines, the
admission control policy can become too restrictive and result in a red cluster. In this case, you can use the
vSphere HA advanced options to reduce the slot size, use a different admission control policy, or modify the
policy to tolerate fewer host failures.

Solution

Check that all hosts in the cluster are healthy, that is, connected, not in maintenance mode and free of
vSphere HA errors. vSphere HA admission control only considers resources from healthy hosts.

Unable to Power On Virtual Machine Due to Insufficient Failover Resources
You might get a not enough failover resources fault when trying to power on a virtual machine in a
vSphere HA cluster.

Problem

If you select the Host Failures Cluster Tolerates admission control policy and certain problems arise, you
might be prevented from powering on a virtual machine due to insufficient resources.

Cause

This problem can have several causes.

n Hosts in the cluster are disconnected, in maintenance mode, not responding, or have a vSphere HA
error.

Disconnected and maintenance mode hosts are typically caused by user action. Unresponsive or error-
possessing hosts usually result from a more serious problem, for example, hosts or agents have failed or
a networking problem exists).

n Cluster contains virtual machines that have much larger memory or CPU reservations than the others.

The Host Failures Cluster Tolerates admission control policy is based on the calculation on a slot size
comprised of two components, the CPU and memory reservations of a virtual machine. If the
calculation of this slot size is skewed by outlier virtual machines, the admission control policy can
become too restrictive and result in the inability to power on virtual machines.

n No free slots in the cluster.

Problems occur if there are no free slots in the cluster or if powering on a virtual machine causes the slot
size to increase because it has a larger reservation than existing virtual machines. In either case, you
should use the vSphere HA advanced options to reduce the slot size, use a different admission control
policy, or modify the policy to tolerate fewer host failures.

Solution

View the Advanced Runtime Info pane that appears in the vSphere HA section of the cluster's Monitor tab
in the vSphere Web Client. This information pane shows the slot size and how many available slots there are
in the cluster. If the slot size appears too high, click on the Resource Allocation tab of the cluster and sort
the virtual machines by reservation to determine which have the largest CPU and memory reservations. If
there are outlier virtual machines with much higher reservations than the others, consider using a different
vSphere HA admission control policy (such as the Percentage of Cluster Resources Reserved admission
control policy) or use the vSphere HA advanced options to place an absolute cap on the slot size. Both of
these options, however, increase the risk of resource fragmentation.
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Fewer Available Slots Shown Than Expected
The Advanced Runtime Info box might display a smaller number of available slots in the cluster than you
expect.

Problem

When you select the Host Failures Cluster Tolerates admission control policy, view the Advanced Runtime
Info pane that appears in the vSphere HA section of the cluster's Monitor tab in the vSphere Web Client.
This pane displays information about the cluster, including the number of slots available to power on
additional virtual machines in the cluster. This number might be smaller than expected under certain
conditions.

Cause

Slot size is calculated using the largest reservations plus the memory overhead of any powered on virtual
machines in the cluster. However, vSphere HA admission control considers only the resources on a host that
are available for virtual machines. This amount is less than the total amount of physical resources on the
host, because there is some overhead.

Solution

Reduce the virtual machine reservations if possible, use vSphere HA advanced options to reduce the slot
size, or use a different admission control policy.

Troubleshooting Heartbeat Datastores
When the master host in a vSphere HA cluster can no longer communicate with a slave host over the
management network, the master host uses datastore heartbeating to determine if the slave host might have
failed or is in a network partition. If the slave host has stopped datastore heartbeating, that host is
considered to have failed and its virtual machines are restarted elsewhere.

vCenter Server automatically selects a preferred set of datastores for heartbeating. This selection is made
with the goal of maximizing the number of hosts that have access to a given datastore and minimizing the
likelihood that the selected datastores are backed by the same storage array or NFS server. In most cases,
this selection should not be changed. To see which datastores vSphere HA has selected for use, in the
vSphere Web Client you can go to the cluster's Monitor tab and select vSphere HA and Heartbeat. Only
datastores mounted by at least two hosts are available here.

NOTE   There is no heartbeat datastore available if the only shared storage accessible to all hosts in the cluster
is Virtual SAN.

User-Preferred Datastore is Not Chosen
vCenter Server might not choose a datastore that you specify as a preference for vSphere HA storage
heartbeating.

Problem

You can specify the datastores preferred for storage heartbeating, and based on this preference, vCenter
Server determines the final set of datastores to use. However, vCenter Server might not choose the
datastores that you specify.

Cause

This problem can occur in the following cases:

n The specified number of datastores is more than is required. vCenter Server chooses the optimal
number of required datastores out of the stated user preference and ignores the rest.
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n A specified datastore is not optimal for host accessibility and storage backing redundancy. More
specifically, the datastore might not be chosen if it is accessible to only a small set of hosts in the cluster.
A datastore also might not be chosen if it is on the same LUN or the same NFS server as datastores that
vCenter Server has already chosen.

n A specified datastore is inaccessible because of storage failures, for example, storage array all paths
down (APD) or permanent device loss (PDL).

n If the cluster contains a network partition, or if a host is unreachable or isolated, the host continues to
use the existing heartbeat datastores even if the user preferences change.

Solution

Verify that all the hosts in the cluster are reachable and have the vSphere HA agent running. Also, ensure
that the specified datastores are accessible to most, if not all, hosts in the cluster and that the datastores are
on different LUNs or NFS servers.

Unmounting or Removing Datastore Fails
When you try to unmount or remove a datastore, the operation fails.

Problem

The operation to unmount or remove a datastore fails if the datastore has any opened files. For these user
operations, the vSphere HA agent closes all of the files that it has opened, for example, heartbeat files. If the
agent is not reachable by vCenter Server or the agent cannot flush out pending I/Os to close the files, a The
HA agent on host '{hostName}' failed to quiesce file activity on datastore '{dsName} fault is
triggered.

Cause

If the datastore to be unmounted or removed is used for heartbeating, vCenter Server excludes it from
heartbeating and chooses a new one. However, the agent does not receive the updated heartbeat datastores
if it is not reachable, that is, if the host is isolated or in a network partition. In such cases, heartbeat files are
not closed and the user operation fails. The operation can also fail if the datastore is not accessible because of
storage failures such as all paths down.

NOTE   When you remove a VMFS datastore, the datastore is removed from all the hosts in inventory. So if
there are any hosts in a vSphere HA cluster that are unreachable or that cannot access the datastore, the
operation fails.

Solution

Ensure that the datastore is accessible and the affected hosts are reachable.

Troubleshooting vSphere HA Failure Response
vSphere HA provides high availability for virtual machines by pooling them and the hosts that they reside
on into a cluster. Hosts in the cluster are monitored and in the event of a failure, the virtual machines on a
failed host are restarted on alternate hosts.

There are various reasons why affected virtual machines might not be restarted and if this happens you
should troubleshoot to determine the cause.
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Incorrect Virtual Machine Protection State
A virtual machine in a vSphere HA cluster is reported as vSphere HA unprotected although it has been
powered on for several minutes.

Problem

When a virtual machine is powered on for several minutes, yet its vSphere HA protection state remains as
unprotected, if a failure occurs, vSphere HA might not attempt to restart the virtual machine.

Cause

vCenter Server reports a virtual machine as protected after the vSphere HA master host that is responsible
for the virtual machine has saved to disk the information that the virtual machine must be restarted after a
failure. This process can fail for a number of reasons.

n vSphere HA master host has not been elected or vCenter Server is unable to communicate with it.

In this situation, vCenter Server reports the vSphere HA host state for the cluster hosts as Agent
Unreachable or Agent Uninitialized and reports a cluster configuration problem that a master host has
not been found.

n Multiple master hosts exist and the one with which vCenter Server is communicating is not responsible
for the virtual machine.

Problems occur when vCenter Server is in contact with a master host, but due to a management
network partition, there are multiple master hosts, and the agent with which vCenter Server is
communicating is not responsible for the virtual machine. This situation is likely if vCenter Server is
reporting the vSphere HA state of some hosts as network partitioned.

n Agent is unable to access the datastore on which the configuration file of the virtual machine is stored.

vCenter Server might be in contact with the vSphere HA master host that owns the virtual machine, but
the agent is unable to access the datastore on which the configuration file of the virtual machine is
stored. This situation can occur if an all paths down condition affects all hosts in the cluster.

Solution

1 Determine whether vCenter Server is in contact with a vSphere HA master host, and if not, address this
problem.

2 If vCenter Server is in contact with a master host, determine whether there is a network partition, and if
so, address that problem.

3 If the problem persists, determine if other virtual machines that use the same datastore for their
configuration files are also unprotected.

4 If these virtual machines are unprotected, verify that the vSphere HA master host can access the
datastore.

5 If none of the previous steps resolves the problem, restore protection by reconfiguring vSphere HA on
the host on which the virtual machine is running.

Virtual Machine Restart Fails
After a host or virtual machine failure, a virtual machine might not be restarted.

Problem

When a host fails or a virtual machine fails while its host continues running, the virtual machine might not
restart or restarts only after a long delay.
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Cause

vSphere HA might not restart a virtual machine after a failure or might delay its restart for several reasons.

n Virtual machine is not protected by vSphere HA at the time the failure occurred

n Insufficient spare capacity on hosts with which the virtual machine is compatible

n vSphere HA attempted to restart the virtual machine but encountered a fatal error each time it tried.

n Your cluster's shared storage is Virtual SAN and one of the virtual machine's files has become
inaccessible due to the occurrence of more than the specified number of host failures.

n Restart actually succeeded.

Solution

To avoid virtual machine restart failures, check that virtual machines become protected by vSphere HA after
they are powered on. Also, ensure that your admission control settings match your restart expectations if a
failure occurs. Maximizing the compatibility between virtual machines and hosts in the cluster can also
reduce the likelihood of restart failures.

NOTE   For information on the factors vSphere HA considers for virtual machine restarts, see "Determining
Responses to Host Issues" in vSphere Availability.

Troubleshooting vSphere Fault Tolerance in Network Partitions
When a vSphere HA cluster experiences a failure of the network that vSphere uses for inter-agent
communication (the management network), a subset of the cluster's hosts might be unable to communicate
with other cluster hosts. In this case, the set of hosts that can communicate with each other are considered to
be in a network partition.

A cluster partition impedes cluster management functions such as vMotion and can impact vSphere HA’s
ability to monitor and restart virtual machines after a failure. This condition must be corrected as soon as
possible.

Network partitions also degrade the functionality of vSphere Fault Tolerance. For example, in a partitioned
cluster, a Primary VM (or its Secondary VM) could end up in a partition managed by a master host that is
not responsible for the virtual machine. When a Secondary VM must be restarted, vSphere HA does so only
if the Primary VM is in a partition managed by the master host responsible for it. Ultimately, you must
correct the network partition, but until that is possible, you must troubleshoot and correct any problems that
arise with your fault-tolerant virtual machines to ensure that they are properly protected.

Primary VM Remains in the Need Secondary State
A fault tolerant Primary VM can remain in the need secondary state even though sufficient resources are
available to start the Secondary VM.

Problem

vSphere HA might not restart the Secondary VM of a vSphere Fault Tolerance (FT) virtual machine pair
even though there are sufficient resources available.

Cause

To restart a Secondary VM, vSphere HA requires that the Primary VM be running on a host that is in the
same partition as the one containing the vSphere HA master host responsible for the FT pair. In addition,
the vSphere HA agent on the Primary VM’s host must be operating correctly. If these conditions are met, FT
also requires that there be at least one other host in the same partition that is compatible with the FT pair
and that has a functioning vSphere HA agent.
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Solution

To fix this condition, check the vSphere HA host states reported by vCenter Server. If hosts are identified as
partitioned, isolated, or unreachable, resolve the problem before proceeding. In some situations, you can
resolve a restart problem by reconfiguring vSphere HA on the host that vCenter Server is reporting as the
master host. However, in most situations, this step is insufficient, and you must resolve all host state
problems.

After you have addressed any host state problems, check if there are any hosts in the cluster other than the
Primary VM's that are compatible with the FT virtual machine pair. You can determine compatibility by
trying to migrate the Primary VM to other hosts. Address any incompatibilities that are discovered.

Role Switch Behavior Problems
vCenter Server can report that the Primary VM of a vSphere Fault Tolerance virtual machine pair is
powered off, but the Secondary VM is powered on.

Problem

After a failover occurs, vCenter Server might incorrectly report that the Primary VM is powered off and
registered to its original host, and that the Secondary VM is powered on and registered to its original host.

Cause

This error occurs when vCenter Server is unable to communicate with the hosts on which the Primary VM
and Secondary VM are actually running. vCenter Server reports these hosts as not responding and the
problem persists until vCenter Server is able to communicate with the hosts.

Solution

To fix this problem, resolve the networking problem that is preventing vCenter Server from communicating
with the hosts in the cluster.

Troubleshooting VM Component Protection
If you enable VM Component Protection (VMCP) for your vSphere HA cluster it provides protection against
datastore accessibility failures that can affect a virtual machine running on one of the cluster's hosts.

If the response that you have configured VMCP to make for such a failure is not executed, you should
troubleshoot to determine the cause.

VM with a Swapfile on a Local Datastore is Not Protected
VMCP might not be able to find a compatible host for a virtual machine if its swapfile is on a local datastore.

Problem

If a virtual machine has its swapfile configured to be on a host-local datastore rather than in the default
directory where the VM's configuration file resides, VMCP might not restart the VM on a healthy host if it is
affected by an All Paths Down (APD) datastore accessibility failure.

Cause

VMCP monitors the list of datastores that a virtual machine depends on, including the datastores where the
VM's configuration file, swapfile and disks reside. When an APD failure is detected on a dependent
datastore, VMCP first determines if there is another host which is compatible and has sufficient capacity to
failover the affected VM to. To determine this compatibility, VMCP considers the dependent datastores
along with other factors such as CPU and memory reservations. If a suitable host is found, VMCP
terminates the VM on the host that experienced the APD failure.
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However, if a VM's swapfile is on a host-local datastore, such a datastore might not be configured on other
hosts in the cluster. This situation prevents VMCP from finding a compatible host to fail over the VM, and
the VM continues running on the host which experienced an APD failure.

Solution

u Keep the VM swap file in the default directory, or ensure that the host-local datastore that the VM's
swapfile resides on is shared among a set of hosts.

Datastore Inaccessibility Is Not Resolved for a VM
When a datastore becomes inaccessible, VMCP might not terminate and restart the affected virtual
machines.

Problem

When an All Paths Down (APD) or Permanent Device Loss (PDL) failure occurs and a datastore becomes
inaccessible, VMCP might not resolve the issue for the affected virtual machines.

Cause

In an APD or PDL failure situation, VMCP might not terminate a virtual machine for the following reasons:

n VM is not protected by vSphere HA at the time of failure.

n VMCP is disabled for this virtual machine.

Furthermore, if the failure is an APD, VMCP might not terminate a VM for several reasons:

n APD failure is corrected before the VM was terminated.

n Insufficient capacity on hosts with which the virtual machine is compatible

n During a network partition or isolation, the host affected by the APD failure is not able to query the
master host for available capacity. In such a case, vSphere HA defers to the user policy and terminates
the VM if the VM Component Protection setting is aggressive.

n vSphere HA terminates APD-affected VMs only after the following timeouts expire:

n APD timeout (default 140 seconds).

n APD failover delay (default 180 seconds). For faster recovery, this can be set to 0.

NOTE   Based on these default values, vSphere HA terminates the affected virtual machine after 320
seconds (APD timeout + APD failover delay)

Solution

To address this issue, check and adjust any of the following:

n Insufficient capacity to restart the virtual machine

n User-configured timeouts and delays

n User settings affecting VM termination

n VM Component Protection policy

n Host monitoring or VM restart priority must be enabled
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Troubleshooting Resource
Management 6

The resource management troubleshooting topics provide solutions to potential problems that you might
encounter when using your hosts and datastores in vSphere DRS or vSphere Storage DRS cluster.

This chapter includes the following topics:

n “Troubleshooting Storage DRS,” on page 47

n “Troubleshooting Storage I/O Control,” on page 52

Troubleshooting Storage DRS
The Storage DRS troubleshooting topics provide solutions to potential problems that you might encounter
when using Storage DRS-enabled datastores in a datastore cluster.

Storage DRS is Disabled on a Virtual Disk
Even when Storage DRS is enabled for a datastore cluster, it might be disabled on some virtual disks in the
datastore cluster.

Problem

You have enabled Storage DRS for a datastore cluster, but Storage DRS is disabled on one or more virtual
machine disks in the datastore cluster.

Cause

The following scenarios can cause Storage DRS to be disabled on a virtual disk.

n A virtual machine's swap file is host-local (the swap file is stored in a specified datastore that is on the
host). The swap file cannot be relocated and Storage DRS is disabled for the swap file disk.

n A certain location is specified for a virtual machine's .vmx swap file. The swap file cannot be relocated
and Storage DRS is disabled on the .vmx swap file disk.

n The relocate or Storage vMotion operation is currently disabled for the virtual machine in vCenter
Server (for example, because other vCenter Server operations are in progress on the virtual machine).
Storage DRS is disabled until the relocate or Storage vMotion operation is re-enabled in vCenter Server.

n The home disk of a virtual machine is protected by vSphere HA and relocating it will cause loss of
vSphere HA protection.

n The disk is a CD-ROM/ISO file.

n If the disk is an independent disk, Storage DRS is disabled, except in the case of relocation or clone
placement.
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n If the virtual machine has system files on a separate datastore from the home datastore (legacy), Storage
DRS is disabled on the home disk. If you use Storage vMotion to manually migrate the home disk, the
system files on different datastores will be all be located on the target datastore and Storage DRS will be
enabled on the home disk.

n If the virtual machine has a disk whose base/redo files are spread across separate datastores (legacy),
Storage DRS for the disk is disabled. If you use Storage vMotion to manually migrate the disk, the files
on different datastores will be all be located on the target datastore and Storage DRS will be enabled on
the disk.

n The virtual machine has hidden disks (such as disks in previous snapshots, not in the current snapshot).
This situation causes Storage DRS to be disabled on the virtual machine.

n The virtual machine is a template.

n The virtual machine is vSphere Fault Tolerance-enabled.

n The virtual machine is sharing files between its disks.

n The virtual machine is being Storage DRS-placed with manually specified datastores.

Solution

Address the problem that is causing Storage DRS to be disabled on the disk.

Datastore Cannot Enter Maintenance Mode
You place a datastore in maintenance mode when you must take it out of usage to service it. A datastore
enters or leaves maintenance mode only as a result of a user request.

Problem

A datastore in a datastore cluster cannot enter maintenance mode. The Entering Maintenance Mode status
remains at 1%.

Cause

One or more disks on the datastore cannot be migrated with Storage vMotion. This condition can occur in
the following instances.

n Storage DRS is disabled on the disk.

n Storage DRS rules prevent Storage DRS from making migration recommendations for the disk.

Solution

n If Storage DRS is disabled, enable it or determine why it is disabled. See “Storage DRS is Disabled on a
Virtual Disk,” on page 47 for reasons why Storage DRS might be disabled.

n If Storage DRS rules are preventing Storage DRS from making migration recommendations, you can
remove or disable particular rules.

a Browse to the datastore cluster in the vSphere Web Client object navigator.

b Click the Manage tab and click Settings.

c Under Configuration, select Rules and click the rule.

d Click Remove.
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n Alternatively, if Storage DRS rules are preventing Storage DRS from making migration
recommendations, you can set the Storage DRS advanced option IgnoreAffinityRulesForMaintenance to
1.

a Browse to the datastore cluster in the vSphere Web Client object navigator.

b Click the Manage tab and click Settings.

c Select SDRS and click Edit.

d In Advanced Options > Configuration Parameters, click Add.

e In the Option column, enter IgnoreAffinityRulesForMaintenance.

f In the Value column, enter 1 to enable the option.

g Click OK.

Storage DRS Cannot Operate on a Datastore
Storage DRS generates an alarm to indicate that it cannot operate on the datastore.

Problem

Storage DRS generates an event and an alarm and Storage DRS cannot operate.

Cause

The following scenarios can cause vCenter Server to disable Storage DRS for a datastore.

n The datastore is shared across multiple data centers.

Storage DRS is not supported on datastores that are shared across multiple data centers. This
configuration can occur when a host in one data center mounts a datastore in another data center, or
when a host using the datastore is moved to a different data center. When a datastore is shared across
multiple data centers, Storage DRS I/O load balancing is disabled for the entire datastore cluster.
However, Storage DRS space balancing remains active for all datastores in the datastore cluster that are
not shared across data centers.

n The datastore is connected to an unsupported host.

Storage DRS is not supported on ESX/ESXi 4.1 and earlier hosts.

n The datastore is connected to a host that is not running Storage I/O Control.

Solution

n The datastore must be visible in only one data center. Move the hosts to the same data center or
unmount the datastore from hosts that reside in other data centers.

n Ensure that all hosts associated with the datastore cluster are ESXi 5.0 or later.

n Ensure that all hosts associated with the datastore cluster have Storage I/O Control enabled.

Moving Multiple Virtual Machines into a Datastore Cluster Fails
Migrating more than one datastore into a datastore cluster fails with an error message after the first virtual
machine has successfully moved into the datastore cluster.

Problem

When you attempt to migrate multiple virtual machines into a datastore cluster, some virtual machines
migrate successfully, but migration of subsequent virtual machines fails. vCenter Server displays the error
message, Insufficient Disk Space on Datastore.
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Cause

Until each placement recommendation is applied, the space resources appear to be available to Storage DRS.
Therefore, Storage DRS might reallocate space resources to subsequent requests for space.

Solution

Retry the failed migration operations one at a time and ensure that each recommendation is applied before
requesting the next migration

Storage DRS Generates Fault During Virtual Machine Creation
When you create or clone a virtual machine on a datastore cluster, Storage DRS might generate a fault.

Problem

When you attempt to create or clone a virtual machine on a datastore cluster, you might receive the error
message, Operation Not Allowed in the Current State.

Cause

Storage DRS checks for rule violations when you create a virtual machine on a Storage DRS-enabled
datastore. If Storage DRS cannot create the new virtual machine's disks in compliance with the rules, it
generates a fault. The fault is generated because Storage DRS cannot reference the virtual machine, which is
in the process of being created and does not yet exist.

Solution

Revise or remove the rules and retry the create or clone virtual machine operation.

Storage DRS is Enabled on a Virtual Machine Deployed from an OVF Template
Storage DRS is enabled on a virtual machine that was deployed from an OVF template that has Storage DRS
disabled. This can occur when you deploy an OVF template on a datastore cluster.

Problem

When you deploy an OVF template with Storage DRS disabled on a datastore cluster, the resulting virtual
machine has Storage DRS enabled.

Cause

The vSphere Web Client applies the default automation level of the datastore cluster to virtual machines
deployed from an OVF template.

Solution

1 To manually change the automation level of the virtual machine, browse to the datastore cluster in the
vSphere Web Client object navigator.

2 Click the Manage tab and select Settings.

3 Select VM Overrides and click Add.

4 Select the virtual machine and click OK.

5 From the Keep VMDKs Together dropdown menu, select No and click OK.

vSphere Troubleshooting

50  VMware, Inc.



Storage DRS Rule Violation Fault Is Displayed Multiple Times
When you attempt to put a datastore into maintenance mode, the same affinity or anti-affinity rule violation
fault might appear to be listed more than once in the Faults dialog box.

Problem

The Faults dialog box appears to display multiple instances of identical faults, but in fact, each fault refers to
a different datastore. The Faults dialog box does not list the names of the datastores, which causes the faults
to appear to be redundant.

Solution

The Faults dialog box always displays a separate rule violation fault for each datastore that is considered for
placement. If you want the datastore to enter maintenance mode, remove the rule that prevents the virtual
machine from being migrated.

Storage DRS Rules Not Deleted from Datastore Cluster
Affinity or anti-affinity rules that apply to a virtual machine are not deleted when you remove the virtual
machine from a datastore cluster.

Problem

When you remove a virtual machine from a datastore cluster, and that virtual machine is subject to an
affinity or anti-affinity rule in a datastore cluster, the rule remains. This allows you to store virtual machine
configurations in different datastore clusters. If the virtual machine is moved back into the datastore cluster,
the rule is applied. You cannot delete the rule after you remove the virtual machine from the datastore
cluster.

Cause

vCenter Server retains rules for a virtual machine that is removed from a datastore cluster if the virtual
machine remains in the vCenter Server inventory.

Solution

To remove a rule from a datastore cluster configuration, you must delete the rule before you remove the
virtual machine to which the rule applies from the datastore cluster.

1 In the vSphere Web Client, browse to the datastore cluster.

2 Click the Manage tab and select Settings.

3 Under Configuration, click Rules.

4 Select the rule to delete and click Remove.

5 Click OK.

Alternative Storage DRS Placement Recommendations Are Not Generated
When you create, clone, or relocate a virtual machine, Storage DRS generates only one placement
recommendation.

Problem

Storage DRS generates a single placement recommendation when you create, clone, or relocate a virtual
machine. No alternative recommendations are provided when multiple alternative recommendations are
expected.
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Cause

If the destination host explicitly specifies the virtual machine's swap file location as a datastore in the target
datastore cluster, the disks to be placed in that cluster do not form a single affinity group. Storage DRS
generates alternative placement recommendations only for a single item or a single affinity group.

Solution

Accept the single recommendation. To obtain multiple recommendations, choose a destination host that
does not specify that the virtual machine swap file location is on a datastore that is in the target datastore
cluster.

Applying Storage DRS Recommendations Fails
Storage DRS generates space or I/O load balancing recommendations, but attempts to apply the
recommendations fail.

Problem

When you apply Storage DRS recommendations for space or I/O load balancing, the operation fails.

Cause

The following scenarios can prevent you from applying Storage DRS recommendations.

n A Thin Provisioning Threshold Crossed alarm might have been triggered for the target datastore, which
indicates that the datastore is running out of space and no virtual machines will be migrated to it.

n The target datastore might be in maintenance mode or is entering maintenance mode.

Solution

n Address the issue that triggered the Thin Provisioning Threshold Crossed alarm.

n Verify that the target datastore is not in maintenance mode or entering maintenance mode.

Troubleshooting Storage I/O Control
The Storage I/O Control troubleshooting topics provide solutions to potential problems that you might
encounter when using Storage I/O Control with datastores.

Unsupported Host Connected to Datastore
In the vSphere Web Client, an alarm is triggered when vCenter Server detects that a workload from a host
might be affecting performance.

Problem

The alarm Pre-4.1 host connected to SIOC-enabled datastore is triggered.

Cause

The datastore is Storage I/O Control-enabled, but it cannot be fully controlled by Storage I/O Control
because of the external workload.

This condition can occur if the Storage I/O Control-enabled datastore is connected to a host that does not
support Storage I/O Control.

Solution

Ensure that all hosts that are connected to the datastore support Storage I/O Control.
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Unmanaged Workload Detected on Datastore
In the vSphere Web Client, an alarm is triggered when vCenter Server detects that a workload from a host
might be affecting performance.

Problem

The alarm Unmanaged workload is detected on the datastore is triggered.

Cause

The array is shared with non-vSphere workloads, or the array is performing system tasks such as
replication.

Solution

There is no solution. vCenter Server does not reduce the total amount of I/O sent to the array, but continues
to enforce shares.

Unable to View Performance Charts for Datastore
Performance charts for a datastore do not appear on the Performance tab.

Problem

You are unable to view performance charts for a datastore on the Performance tab in the
vSphere Web Client.

Cause

Storage I/O Control is disabled for the datastore.

Solution

1 Browse to the datastore in the vSphere Web Client object navigator.

2 Right-click the datastore and select Configure Storage I/O Control.

3 Select the Enable Storage I/O Control check box.

4 Click OK.

Cannot Enable Storage I/O Control on Datastore
Storage I/O Control is disabled on a datastore and cannot be enabled.

Problem

You cannot enable Storage I/O Control on a datastore.

Cause

The following reasons might prevent you from enabling Storage I/O Control on a datastore.

n At least one host that is connected to the datastore is not running ESX/ESXi 4.1 or later.

n You do not have the appropriate license to enable Storage I/O Control.

Solution

n Verify that the hosts connected to the datastore are ESX/ESXi 4.1 or later.

n Verify that you have the appropriate license to enable Storage I/O Control.
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Troubleshooting Storage 7
The storage troubleshooting topics provide solutions to potential problems that you might encounter when
using vSphere in different storage environments that include SAN, Virtual SAN, or Virtual Volumes.

This chapter includes the following topics:

n “Resolving SAN Storage Display Problems,” on page 56

n “Resolving SAN Performance Problems,” on page 57

n “Virtual Machines with RDMs Need to Ignore SCSI INQUIRY Cache,” on page 62

n “Software iSCSI Adapter Is Enabled When Not Needed,” on page 62

n “Failure to Mount NFS Datastores,” on page 63

n “VMkernel Log Files Contain SCSI Sense Codes,” on page 63

n “Troubleshooting Storage Adapters,” on page 64

n “Checking Metadata Consistency with VOMA,” on page 64

n “Troubleshooting Flash Devices,” on page 66

n “Troubleshooting Virtual SAN,” on page 69

n “Troubleshooting Virtual Volumes,” on page 70
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Resolving SAN Storage Display Problems
When you use the vSphere Web Client to display Fibre Channel SAN or iSCSI storage devices, you might
not be able to see all devices available to your host. A number of troubleshooting tasks exist that you can
perform to resolve storage display problems.

Resolving Fibre Channel Storage Display Problems
If Fibre Channel storage devices do not display correctly in the vSphere Web Client, perform
troubleshooting tasks.

Table 7‑1.  Troubleshooting Fibre Channel LUN Display

Troubleshooting Task Description

Check cable connectivity. If you do not see a port, the problem could be cable connectivity. Check the cables first.
Ensure that cables are connected to the ports and a link light indicates that the
connection is good. If each end of the cable does not show a good link light, replace the
cable.

Check zoning. Zoning limits access to specific storage devices, increases security, and decreases traffic
over the network. Some storage vendors allow only single-initiator zones. In that case, an
HBA can be in multiple zones to only one target. Other vendors allow multiple-initiator
zones. See your storage vendor’s documentation for zoning requirements. Use the SAN
switch software to configure and manage zoning.

Check access control
configuration.

n The MASK_PATH plug-in allows you to prevent your host from accessing a specific
storage array or specific LUNs on a storage array. If your host is detecting devices
and paths that you do not want the host to access, path masking could have been set
up incorrectly.

n For booting from a SAN, ensure that each host sees only required LUNs. Do not
allow any host to see any boot LUN other than its own. Use storage system software
to make sure that the host can see only the LUNs that it is supposed to see.

n Ensure that the Disk.MaxLUN parameter allows you to view the LUN you expect to
see. For information on the parameter, see the vSphere Storage documentation.

Check storage processor
setup.

If a disk array has more than one storage processor (SP), make sure that the SAN switch
has a connection to the SP that owns the LUNs you want to access. On some disk arrays,
only one SP is active and the other SP is passive until there is a failure. If you are
connected to the wrong SP (the one with the passive path), you might see the LUNs but
get errors when trying to access them.

Rescan your HBA. Perform a rescan each time you complete the following tasks:
n Create new LUNs on a SAN.
n Change the path masking configuration on the host.
n Reconnect a cable.
n Make a change to a host in a cluster.
For information, see the vSphere Storage documentation.
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Resolving iSCSI Storage Display Problems
Perform troubleshooting tasks if iSCSI storage devices do not display correctly in the vSphere Web Client.

Table 7‑2.  Troubleshooting iSCSI LUN Display

Troubleshooting Task Description

Check cable connectivity. If you do not see a port, the problem could be cable connectivity or routing. Check the
cables first. Ensure that cables are connected to the ports and a link light indicates that
the connection is good. If each end of the cable does not show a good link light, replace
the cable.

Check routing settings. Controls connectivity between different subnets on your Ethernet configuration. If your
ESXi system and iSCSI storage are not on the same subnet, ensure that appropriate
routing exists between the subnets. Also, ensure that the subnet mask and gateway
address are set correctly on the iSCSI storage and the iSCSI initiator in the ESXi host.

Check access control
configuration.

If the expected LUNs do not appear after rescan, access control might not be configured
correctly on the storage system side:
n If CHAP is configured, ensure that it is enabled on the ESXi host and matches the

storage system setup.
n If IP-based filtering is used, ensure that the iSCSI HBA or the VMkernel port group

IP address is allowed.
n If you are using initiator name-based filtering, ensure that the name is a qualified

iSCSI name and matches the storage system setup.
n For booting from a SAN, ensure that each host sees only required LUNs. Do not

allow any host to see any boot LUN other than its own. Use storage system software
to make sure that the host can see only the LUNs that it is supposed to see.

n Ensure that theDisk.MaxLUN setting allows you to view the LUN you expect to see.
For information, see the vSphere Storage documentation.

Check storage processor
setup.

If a storage system has more than one storage processor, make sure that the SAN switch
has a connection to the SP that owns the LUNs you want to access. On some storage
systems, only one SP is active and the other SP is passive until a failure occurs. If you are
connected to the wrong SP (the one with the passive path) you might not see the
expected LUNs, or you might see the LUNs but get errors when trying to access them.

For software and dependent
hardware iSCSI, check
network configuration.

The software iSCSI and dependent hardware adapters in ESXi require that VMkernel
network port have access to the iSCSI storage. The adapters use the VMkernel for data
transfer between the ESXi system and the iSCSI storage.

Rescan your iSCSI initiator. Perform a rescan each time you complete the following tasks:
n Create new LUNs on a SAN.
n Change the LUN masking.
n Reconnect a cable.
n Make a change to a host in a cluster.
n Change CHAP settings or add new discovery addresses.
For information, see the vSphere Storage documentation.

Resolving SAN Performance Problems
A number of factors can negatively affect storage performance in the ESXi SAN environment. Among these
factors are excessive SCSI reservations, path thrashing, and inadequate LUN queue depth.

To monitor storage performance in real time, use the resxtop and esxtop command-line utilities. For more
information, see the vSphere Monitoring and Performance documentation.
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Excessive SCSI Reservations Cause Slow Host Performance
Operations that require getting a file lock or a metadata lock in VMFS result in short-lived SCSI reservations.
SCSI reservations lock an entire LUN. Excessive SCSI reservations by a host can cause performance
degradation on other servers accessing the same VMFS.

Problem

Excessive SCSI reservations cause performance degradation and SCSI reservation conflicts.

Cause

Several operations require VMFS to use SCSI reservations.

n Creating, resignaturing, or expanding a VMFS datastore

n Powering on a virtual machine

n Creating or deleting a file

n Creating a template

n Deploying a virtual machine from a template

n Creating a new virtual machine

n Migrating a virtual machine with VMotion

n Growing a file, such as a thin provisioned virtual disk

NOTE   ESXi hosts use the SCSI reservations mechanism only when storage devices do not support the
hardware acceleration. For storage devices that support the hardware acceleration, the hosts use the atomic
test and set (ATS) algorithm to lock the LUN. For more information on hardware acceleration, see the
vSphere Storage documentation.

Solution

To eliminate potential sources of SCSI reservation conflicts, follow these guidelines:

n Serialize the operations of the shared LUNs, if possible, limit the number of operations on different
hosts that require SCSI reservation at the same time.

n Increase the number of LUNs and limit the number of hosts accessing the same LUN.

n Reduce the number snapshots. Snapshots cause numerous SCSI reservations.

n Reduce the number of virtual machines per LUN. Follow recommendations in Configuration Maximums.

n Make sure that you have the latest HBA firmware across all hosts.

n Make sure that the host has the latest BIOS.

n Ensure a correct Host Mode setting on the SAN array.

For information about handling SCSI reservation conflicts on specific storage arrays, see the VMware
knowledge base article at http://kb.vmware.com/kb/1005009.
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Path Thrashing Causes Slow LUN Access
If your ESXi host is unable to access a LUN, or access is very slow, you might have a problem with path
thrashing, also called LUN thrashing.

Problem

Your host is unable to access a LUN, or access is very slow. The host's log files might indicate frequent path
state changes. For example:

Frequent path state changes are occurring for path vmhba2:C0:T0:L3. This may indicate a storage 

problem. Affected device: naa.600600000000000000edd1. Affected datastores: ds1

Cause

The problem might be caused by path thrashing. Path thrashing might occur when two hosts access the
same LUN through different storage processors (SPs) and, as a result, the LUN is never available.

Path thrashing typically occurs on active-passive arrays. Path thrashing can also occur on a directly
connected array with HBA failover on one or more nodes. Active-active arrays or arrays that provide
transparent failover do not cause path thrashing.

Solution

1 Ensure that all hosts that share the same set of LUNs on the active-passive arrays use the same storage
processor.

2 Correct any cabling or masking inconsistencies between different hosts and SAN targets so that all
HBAs see the same targets.

3 Ensure that the claim rules defined on all hosts that share the LUNs are exactly the same.

4 Configure the path to use the Most Recently Used PSP, which is the default.

Increased Latency for I/O Requests Slows Virtual Machine Performance
If the ESXi host generates more commands to a LUN than the LUN queue depth permits, the excess
commands are queued in VMkernel. This increases the latency, or the time taken to complete I/O requests.

Problem

The host takes longer to complete I/O requests and virtual machines display unsatisfactory performance.

Cause

The problem might be caused by an inadequate LUN queue depth. SCSI device drivers have a configurable
parameter called the LUN queue depth that determines how many commands to a given LUN can be active
at one time. If the host generates more commands to a LUN, the excess commands are queued in the
VMkernel.

Solution

1 If the sum of active commands from all virtual machines consistently exceeds the LUN depth, increase
the queue depth.

The procedure that you use to increase the queue depth depends on the type of storage adapter the host
uses.

2 When multiple virtual machines are active on a LUN, change the Disk.SchedNumReqOutstanding
(DSNRO) parameter, so that it matches the queue depth value.
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Adjust Queue Depth for QLogic, Emulex, and Brocade HBAs
If you are not satisfied with the performance of your hardware bus adapters (HBAs), change the maximum
queue depth on your ESXi host.

The maximum value refers to the queue depths reported for various paths to the LUN. When you lower this
value, it throttles the host's throughput and alleviates SAN contention concerns if multiple hosts are
overutilizing the storage and are filling its command queue.

To adjust the maximum queue depth parameter, use the vCLI commands.

In the procedure, --server=server_name specifies the target server. The specified target server prompts you
for a user name and password. Other connection options, such as a configuration file or session file, are
supported. For a list of connection options, see Getting Started with vSphere Command-Line Interfaces.

Prerequisites

Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started with
vSphere Command-Line Interfaces. For troubleshooting, run esxcli commands in the ESXi Shell.

Procedure

1 Verify which HBA module is currently loaded by entering the following command:

esxcli --server=server_name system module list | grep module

Use one the following options for module.

Option Description

qla QLogic

qln QLogic native drivers

lpfc Emulex

bfa Brocade
 

2 Adjust the queue depth for the appropriate module.

esxcli --server=server_name system module parameters set -p parameter=value -m module

Use the following strings for the parameter and module options.

String Description

-p ql2xmaxqdepth=value
-m qla2xxx

QLogic

-p ql2xmaxqdepth=value
-m qlnativefc

QLogic native drivers

-p lpfc0_lun_queue_depth=value
-m lpfc820

Emulex

-p lpfc0_lun_queue_depth=value
-m lpfc

Emulex native drivers

-p bfa_lun_queue_depth=value
-m bfa

Brocade

 
3 Reboot your host.

4 Verify your changes by running the following command:
esxcli --server=server_name system module parameters list -m=module.

module is an appropriate driver, such as qlnativefc or bfa.
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Adjust Maximum Queue Depth for Software iSCSI
If you notice unsatisfactory performance for your software iSCSI LUNs, change their maximum queue
depth by running the esxcli commands.

Prerequisites

n Install vCLI or deploy the vSphere Management Assistant (vMA) virtual machine. See Getting Started
with vSphere Command-Line Interfaces. For troubleshooting, you can run esxcli commands in the ESXi
Shell.

n In the procedure, the --server=server_name connection option specifies the target server. Be prepared to
enter a user name and password when the target server prompts you. For a list of other possible
connection options, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 Run the following command:

esxcli --server=server_name system module parameters set -m iscsi_vmk -p

iscsivmk_LunQDepth=value

The iscsivmk_LunQDepth parameter sets the maximum number of outstanding commands, or queue
depth, for each LUN accessed through the software iSCSI adapter. The default value is 128.

2 Reboot your system.

3 Verify your changes by running the
esxcli --server=server_name system module parameters list -m iscsi_vmk command.

The following output shows the queue depth for software iSCSI.

iscsivmk_LunQDepth  int   64  Maximum Outstanding Commands Per LUN  

CAUTION   Setting the queue depth to a value higher than the default can decrease the total number of LUNs
supported.

Change the Outstanding IO Requests Setting
If you adjusted the LUN queue depth, change the Disk.SchedNumReqOutstanding (DSNRO) parameter, so
that its value matches the queue depth. The parameter controls the maximum number of outstanding IO
requests that all virtual machines can issue to the LUN.

Change this parameter only when you have multiple virtual machines active on a LUN. The parameter does
not apply when only one virtual machine is active. In that case, the bandwidth is controlled by the queue
depth of the storage adapter.

The parameter is set per device.

Procedure

1 Enter the following command to display the current DSNRO setting for the specified device:

esxcli storage core device list -d device_ID

The get the output similar to the following:

  No of outstanding IOs with competing worlds: 32

2 Change the DSNRO value by entering the following command:

esxcli storage core device set -O | --sched-num-req-outstanding value -d device_ID
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3 Verify your changes by entering the following command:

esxcli storage core device list -d device_ID

Virtual Machines with RDMs Need to Ignore SCSI INQUIRY Cache
Storage vendors might require that virtual machines with RDMs ignore SCSI INQUIRY data cached by
ESXi.

Problem

Certain guest operating systems or applications run in virtual machines with RDMs display unpredictable
behavior.

Cause

This behavior might be caused by cached SCSI INQUIRY data that interferes with specific guest operating
systems and applications.

When the ESXi host first connects to a target storage device on a SAN, it issues the SCSI INQUIRY
command to obtain basic identification data from the device. By default, ESXi caches the received SCSI
INQUIRY data (Standard, page 80, and page 83) and the data remains unchanged afterwards.

Solution

u Configure the virtual machine with RDM to ignore the SCSI INQUIRY cache by adding the following
parameter to the .vmx file.

scsix:y.ignoreDeviceInquiryCache = "true"

where x is the SCSI controller number and y is the SCSI target number of the RDM.

Enable this parameter only when your storage vendor recommends that you do so. This parameter is
required for just a limited number of storage arrays and only for specific guest operating systems.

Software iSCSI Adapter Is Enabled When Not Needed
When your host uses a network adapter with iBFT, the software iSCSI adapter is always enabled by default.

Problem

After your ESXi host's first boot, the software iSCSI adapter is enabled and appears in the
vSphere Web Client on the list of storage adapters.

Cause

The iBFT-enabled network adapter on your host causes the software iSCSI to be always present. This
condition occurs even when you do not use iBFT for the iSCSI boot.

Solution

If you do not use the iBFT-enabled network adapter for the iSCSI boot and do not want the software iSCSI
adapter to be enabled, remove the iBFT configuration from the network adapter. Because this process is
vendor-specific, consult your vendor documentation for details.
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Failure to Mount NFS Datastores
Attempts to mount NFS datastores with names in international languages result in failures.

Problem

The use of non-ASCII characters for directory and file names on NFS storage might cause unpredictable
behavior. For example, you might fail to mount an NFS datastore or not be able to power on a virtual
machine.

Cause

ESXi supports the use of non-ASCII characters for directory and file names on NFS storage, so you can
create datastores and virtual machines using names in international languages. However, when the
underlying NFS server does not offer internationalization support, unpredictable failures might occur.

Solution

Always make sure that the underlying NFS server offers internationalization support. If the server does not,
use only ASCII characters.

VMkernel Log Files Contain SCSI Sense Codes
Certain VMkernel messages related to storage might contain SCSI Sense codes.

Problem

When you analyze ESXi host's /var/log/vmkernel log files, you encounter events or error messages that
contain SCSI Sense codes.

Solution

Ability to interpret the SCSI Sense codes can help you better understand problems in your storage
environment. Because the SCSI Sense code values are assigned by the T10 committee, you need to consult
the T10 standards documentation to determine the meaning of the codes. This topic explains how to use the
T10 documentation to interpret the SCSI Sense codes.

Example: Interpreting SCSI Sense Codes
The following is an example of a SCSI error message that appears in the ESXi log file:

2011-04-04T21:07:30.257Z cpu2:2050)ScsiDeviceIO: 2315: Cmd(0x4124003edb00) 0x12, CmdSN 0x51 to 

dev "naa.600508XXXXXXXXXXXXX" failed H:0x0 D:0x2 P:0x0 Valid sense data: 0x5 0x25 0x0

In this example, SCSI Sense codes are represented by two fields, H:0x0 D:0x2 P:0x0 and 0x5 0x25 0x0.

The first field, H:0x0 D:0x2 P:0x0, is a combination of SCSI Status codes for the three components in your
storage environment, the host, the device, and the plug-in. The SCSI Status code is used to determine the
success or failure of a SCSI command. To interpret each SCSI Status code, see the 
http://www.t10.org/lists/2status.htm.

NOTE   Hexadecimal numbers in the T10 documentation use the NNNh format, while SCSI Sense codes in
the ESXi log files follow the 0xNNN format. For example, 0x2 = 02h.

You will get the following interpretation for the status field of the above example: H:0x0 D:0x2 P:0x0 =
H(host):GOOD D(device):CHECK CONDITION P(plug-in):GOOD.

The second field in a typical SCSI error message provides more detailed information about the error. It is a
combination of Sense Key (sense), Additional Sense Code (asc), and Additional Sense Code Qualifier (ascq)
parameters.
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For example, the 0x5 0x25 0x0 field from the above error message can be represented as sense=5 asc=25
ascq=0.

To interpret Sense Keys, see http://www.t10.org/lists/2sensekey.htm.

To determine the meaning of the Additional Sense Code (asc) and Additional Sense Code Qualifier (ascq),
use the two codes together. See http://www.t10.org/lists/2asc.htm for details.

You should get the following interpretation for the 0x5 0x25 0x0 field:

sense=5 (ILLEGAL REQUEST), ASC=25 ASCQ=0 (LOGICAL UNIT NOT SUPPORTED)

Troubleshooting Storage Adapters
If your storage adapters experience performance problems, use the esxcli storage san commands to
identify the problems .

Problem

Storage adapters experience performance and I/O problem.

Solution

Use the esxcli storage san commands to obtain and display events and statistics for the adapters. You can
analyze the commands' output to identify adapter problems and to find appropriate solutions.

Table 7‑3.  esxcli storage san commands

Command Description Options

esxcli storage san [FC |
iSCSI | FCoE | SAS] list

List adapter attributes.
NOTE   iSCSI applies to software iSCSI only.

-- adapter | -A
Adapter name (vmhbaX),
or none, to list information
for all adapters of the
particular type.

esxcli storage san [FC |
iSCSI | FCoE | SAS] stats
get

Get adapter statistics.
NOTE   iSCSI applies to software iSCSI only.

-- adapter | -A
Adapter name (vmhbaX),
or none, to list information
for all adapters of the
particular type.

esxcli storage san [FC |
FCoE | SAS] reset

Reset a particular adapter. -- adapter | -A
Adapter name (vmhbaX).

esxcli storage san fc
events get

Retrieve events for Fibre Channel adapters. -- adapter | -A
Adapter name (vmhbaX),
or none, to list information
for all Fibre Channel
adapters on the system.

Checking Metadata Consistency with VOMA
Use vSphere On-disk Metadata Analyser (VOMA) to identify and fix incidents of metadata corruption that
affect file systems or underlying logical volumes.

Problem

You might need to check metadata consistency of a file system or a logical volume backing the file system
when you experience problems with various functionalities on a VMFS datastore or a virtual flash resource.
For example you might want to perform a metadata check if one of the following occurs:

n You experience storage outages.

n After you rebuild RAID or perform a disk replacement.
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n You see metadata errors in the vmkernel.log file.

n You are unable to access files on a VMFS.

n You see corruption being reported for a datastore in events tabs of vCenter Server.

Solution

To check metadata consistency, run VOMA from the CLI of an ESXi host. VOMA can be used to check and
fix metadata inconsistency issues for a VMFS datastore or a virtual flash resource. To resolve errors reported
by VOMA, consult VMware Support.

Follow these guidelines when you use the VOMA tool:

n Make sure that the VMFS datastore you analyze does not span multiple extents. You can run VOMA
only against a single-extent datastore.

n Power off any virtual machines that are running or migrate them to a different datastore.

The following example demonstrates how to use VOMA to check VMFS metadata consistency.

1 Obtain the name and partition number of the device that backs the VMFS datastore that you need to
check.

#esxcli storage vmfs extent list

The Device Name and Partition columns in the output identify the device. For example:

Volume Name  XXXXXXXX  Device Name                             Partition  

1TB_VMFS5    XXXXXXXX  naa.600508e000000000b367477b3be3d703    3

2 Run VOMA to check for VMFS errors.

Provide the absolute path to the device partition that backs the VMFS datastore, and provide a partition
number with the device name. For example:

# voma -m vmfs -f check -d /vmfs/devices/disks/naa.600508e000000000b367477b3be3d703:3

The output lists possible errors. For example, the following output indicates that the heartbeat address
is invalid.

XXXXXXXXXXXXXXXXXXXXXXX

Phase 2: Checking VMFS heartbeat region

 ON-DISK ERROR: Invalid HB address

Phase 3: Checking all file descriptors.

Phase 4: Checking pathname and connectivity.

Phase 5: Checking resource reference counts.

Total Errors Found:           1

Command options that the VOMA tool takes include the following.
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Table 7‑4.  VOMA Command Options

Command Option Description

-m | --module The module to run:
n vmfs. This is a default option. You can check VMFS3

and VMFS 5 datastores. If you specify this module,
minimal checks are performed for LVM as well.

n vmfsl. Check file systems that back virtual flash
volumes.

n lvm. Check logical volumes that back VMFS datastores.

-f | --func Functions to be performed:
n query. List functions supported by module.
n check. Check for errors.
n fix. Check and fix errors.

-d | --device Device or disk to be inspected. Make sure to provide the
absolute path to the device partition backing the VMFS
datastore. For example, /vmfs/devices/disks/naa.
00000000000000000000000000:1.

-s | --logfile Specify the log file to output the results.

-v | --version Display the version of VOMA.

-h | --help Display the help message for the VOMA command.

Troubleshooting Flash Devices
vSphere uses flash drives for such storage features as Virtual SAN, host swap cache, and Flash Read Cache.

The troubleshooting topics can help you avoid potential problems and provide solutions for issues that you
might encounter when configuring flash drives.

Local Flash Devices Are Unavailable for Use with Virtual SAN or Virtual Flash
A local flash device becomes unavailable for virtual flash resource or Virtual SAN configuration when it is
formatted with VMFS or any other file system.

Problem

When you attempt to configure either Virtual SAN or virtual flash resource, a local flash disk does not
appear on the list of disks to be used.

Cause

This problem might occur when a local flash intended for use with either feature has been already formatted
with VMFS. Neither Virtual SAN nor virtual flash can share the flash disk with VMFS or any other file
system.

Also, because virtual flash and Virtual SAN are mutually exclusive consumers of flash disks, both features
cannot share the same flash disk. If the flash disk is already claimed by one feature, for example Virtual
SAN, you are not be able to use it for another, such as virtual flash, unless you release the disk.

Solution

Use only unformatted flash disks for virtual flash resource and Virtual SAN configuration.

n Avoid formatting the flash disks with VMFS during ESXi installation or Auto Deploy.

n If the flash disk is already formatted with VMFS, remove the VMFS datastore. For information see the
vSphere Storage documentation.
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n To use the flash disk as a virtual flash resource, do not claim this disk for Virtual SAN. If the disk is
claimed by Virtual SAN, remove the disk from Virtual SAN. The flash disk is released from Virtual
SAN and becomes available on the list of disks to use with virtual flash. For information about
removing disks from Virtual SAN, see the VMware Virtual SAN documentation.

n If you intend to use the flash disk with Virtual SAN, do not use the disk for a virtual flash resource. If
the flash disk is used as the virtual flash resource, remove the virtual flash configuration. The disk
becomes available for Virtual SAN. See the vSphere Storage documentation.

Another reason that makes flash disk unavailable is when ESXi cannot detect the disk. See “Local Flash
Disks Are Undetectable,” on page 67.

Keeping Flash Disks VMFS-Free with Auto-Partitioning
When you use auto-partitioning boot option when installing or auto-deploying ESXi, the auto-partitioning
option creates a VMFS datastore on your host's local storage. You have several options to keep your local
storage flash disks unformatted.

Problem

By default, auto-partitioning deploys VMFS file systems on any unused local storage disks on your host,
including flash disks.

However, a flash disk formatted with VMFS becomes unavailable for such features as virtual flash and
Virtual SAN. Both features require an unformatted flash disk and neither can share the disk with any other
file system.

Solution

To ensure that auto-partitioning does not format the flash disk with VMFS, use the following boot options
when you install ESXi or boot the ESXi host for the first time:

n autoPartition=TRUE

n skipPartitioningSsds=TRUE

If you use Auto Deploy, set these parameters on a reference host.

1 In the vSphere Web Client, select the host to use as a reference host and click Manage.

2 Click Settings.

3 Click System to open the system options, and click Advanced System Settings.

4 Scroll to VMkernel.Boot.autoPartition and set the value to true.

5 Scroll to VMkernel.Boot.skipPartitioningSsds and set the value to true.

6 Reboot the host.

If flash disks that you plan to use with Flash Read Cache and Virtual SAN already have VMFS datastores,
remove the datastores.

Local Flash Disks Are Undetectable
If you query for local flash disks during creation of a virtual flash resource or Virtual SAN configuration, the
ESXi host might not return a complete list of the local flash disks.

Problem

ESXi might not be able to automatically detect flash disks, or recognize them as local.
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Cause

ESXi does not recognize certain devices as flash disks when their vendors do not support automatic flash
disk detection. In other cases, some non-SATA SAS flash disks might not be detected as local. When disks
are not recognized as local flash disks, they are excluded from the list of flash disks available for such
features that require only local flash disks.

Solution

You might need to manually tag disks as flash disks or as local.

n If ESXi does not automatically recognize its disks as flash disks, tag them as flash disk disks.

n If ESXi does not detect flash disks as local, manually set them as local.

Mark Storage Devices as Flash
If ESXi does not automatically recognize its devices as flash, mark them as flash devices.

ESXi does not recognize certain devices as flash when their vendors do not support automatic flash disk
detection. The Drive Type column for the devices shows HDD as their type.

CAUTION   Marking HDD disks as flash disks could deteriorate the performance of datastores and services
that use them. Mark disks as flash disks only if you are certain that those disks are flash disks.

Prerequisites

Verify that the device is not in use.

Procedure

1 Browse to the host in the vSphere Web Client object navigator.

2 Click the Manage tab, and click Storage.

3 Click Storage Devices.

4 From the list of storage devices, select one or several HDD devices that need to be recognized as flash
devices and click the Mark as Flash Disks icon.

5 Click Yes to save your changes.

The type of the devices changes to flash.

What to do next

If the flash device that you mark is shared among multiple hosts, make sure that you mark the device from
all hosts that share the device.

Mark Storage Devices as Local
ESXi enables you to mark devices as local. This is useful in cases when ESXi is unable to determine whether
certain devices are local.

Prerequisites

n Make sure that the device is not shared.

n Power off virtual machines that reside on the device and unmount an associated datastore.

Procedure

1 Browse to the host in the vSphere Web Client object navigator.

2 Click the Manage tab, and click Storage.
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3 Click Storage Devices.

4 From the list of storage devices, select one or several remote devices that need to be marked as local and
click the Mark as Local for the Host icon.

5 Click Yes to save your changes.

Troubleshooting Virtual SAN
If you encounter problems when using Virtual SAN, you can use troubleshooting topics. The topics help
you understand the problem and offer you a workaround, when it is available.

Using esxcli Commands with Virtual SAN
Use esxcli commands to obtain information about Virtual SAN and to troubleshoot your Virtual SAN
environment.

The following commands are available:

Command Description

esxcli vsan network list Verify which VMkernel adapters are used for Virtual SAN communication.

esxcli vsan storage list List storage disks that were claimed by Virtual SAN.

esxcli vsan cluster get Get Virtual SAN cluster information.

Virtual SAN Configuration on an ESXi Host Might Fail
In certain circumstances, the task of configuring Virtual SAN on a particular host might fail.

Problem

An ESXi host that joins a Virtual SAN cluster fails to have Virtual SAN configured.

Cause

If a host does not meet hardware requirements or experiences other problems, Virtual SAN might fail to
configure the host. For example, insufficient memory on the host might prevent Virtual SAN from being
configured.

Solution

1 Place the host that causes the failure in Maintenance Mode.

2 Move the host out of the Virtual SAN cluster.

3 Resolve the problem that prevent the host to have Virtual SAN configured.

4 Exit Maintenance Mode.

5 Move the host back to the Virtual SAN cluster.

Not Compliant Virtual Machine Objects Do Not Become Compliant Instantly
When you use the Check Compliance button, a virtual machine object does not change its status from Not
Compliant to Compliant even though Virtual SAN resources have become available and satisfy the virtual
machine profile.

Problem

When you use a force provisioning option, you can provision a virtual machine object even when the policy
specified in the virtual machine profile is not satisfiable with the resources currently available in the Virtual
SAN cluster. The object is created, but remains in the non-compliant status.
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Virtual SAN is expected to bring the object into compliance when storage resources in the cluster become
available, for example, when you add a host. However, the object's status does not change to compliant
immediately after you add resources.

Cause

This occurs because Virtual SAN regulates the pace of the reconfiguration to avoid overloading the system.
The amount of time it takes for compliance to be achieved depends on the number of objects in the cluster,
the IO load on the cluster and the size of the object in question. In most cases, compliance will be achieved
within the reasonable time.

Virtual SAN Cluster Configuration Issues
After you make any changes to Virtual SAN configuration, vCenter Server performs validation checks for
Virtual SAN configuration. Validation checks are also performed as a part of a host synchronization process.
If vCenter Server detects any configuration problems, it displays error messages.

Problem

A number of error messages indicate that vCenter Server has detected a problem with Virtual SAN
configuration.

Solution

Use the following methods to fix Virtual SAN configuration problems.

Table 7‑5.  Virtual SAN Configuration Errors and Solutions

Virtual SAN Configuration Error Solution

Host with the VSAN service enabled is not in the vCenter
cluster

Add the host to the Virtual SAN cluster.
1 Right-click the host, and select Move To.
2 Select the Virtual SAN cluster and click OK.

Host is in a VSAN enabled cluster but does not have VSAN
service enabled

Verify whether Virtual SAN network is properly
configured and enabled on the host. See Virtual SAN
Networking Requirements and Best Practices in the vSphere
Storage documentation.

VSAN network is not configured Configure Virtual SAN network. See Set Up Networking
for Virtual SAN in the vSphere Storage documentation.

Host cannot communicate with all other nodes in the
VSAN enabled cluster

Might be caused by network isolation. See Virtual SAN
Networking Requirements and Best Practices in the vSphere
Storage documentation.

Found another host participating in the VSAN service
which is not a member of this host's vCenter cluster.

Make sure that the Virtual SAN cluster configuration is
correct and all Virtual SAN hosts are in the same subnet.
See Virtual SAN Networking Requirements and Best
Practices in the vSphere Storage documentation.

Troubleshooting Virtual Volumes
Virtual volumes are encapsulations of virtual machine files, virtual disks, and their derivatives. Virtual
volumes are stored natively inside a storage system that is connected through Ethernet or SAN. They are
exported as objects by a compliant storage system and are managed entirely by hardware on the storage
side.

For information about the Virtual Volumes functionality, see the vSphere Storagepublication.
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Virtual Volumes and esxcli Commands
You can use the esxcli storage vvol commands to troubleshoot your Virtual Volumes environment.

The following command options are available:

Table 7‑6.  esxcli storage vvol commands

Namespace Command Option Description

esxcli storage vvol daemon unbindall Unbind all virtual volumes from
all VASA providers known to the
ESXi host.

esxcli storage vvol
protocolendpoint

List all protocol endpoints that
your host can access.

esxcli storage vvol
storagecontainer

list

restore

List all available storage
containers, or restore the set from
boot.

esxcli storage vvol vasacontext Operations on the Virtual
Volumes VASA context.

esxcli storage vvol vasaprovider list

restore

List all registered storage
providers, or restore the set from
boot.

Virtual Datastore Is Inaccessible
After you create a virtual datastore, it remains inaccessible.

Problem

The vSphere Web Client shows the datastore as inaccessible. You cannot use the datastore for virtual
machine provisioning.

Cause

This problem might occur when you fail to configure protocol endpoints for the SCSI-based storage
container that is mapped to the virtual datastore. Like traditional LUNs, SCSI protocol endpoints need to be
configured so that an ESXi host can detect them.

Solution

Before creating virtual datastores for SCSI-based containers, make sure to configure protocol endpoints on
the storage side.
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Troubleshooting Networking 8
The troubleshooting topics about networking in vSphere provide solutions to potential problems that you
might encounter with the connectivity of ESXi hosts, vCenter Server and virtual machines.

This chapter includes the following topics:

n “Troubleshooting MAC Address Allocation,” on page 74

n “The Conversion to the Enhanced LACP Support Fails,” on page 77

n “Unable to Remove a Host from a vSphere Distributed Switch,” on page 78

n “Hosts on a vSphere Distributed Switch 5.1 and Later Lose Connectivity to vCenter Server,” on
page 79

n “Hosts on vSphere Distributed Switch 5.0 and Earlier Lose Connectivity to vCenter Server,” on
page 80

n “Alarm for Loss of Network Redundancy on a Host,” on page 81

n “Virtual Machines Lose Connectivity After Changing the Uplink Failover Order of a Distributed Port
Group,” on page 82

n “Unable to Add a Physical Adapter to a vSphere Distributed Switch That Has Network I/O Control
Enabled,” on page 83

n “Troubleshooting SR-IOV Enabled Workloads,” on page 83

n “A Virtual Machine that Runs a VPN Client Causes Denial of Service for Virtual Machines on the Host
or Across a vSphere HA Cluster,” on page 85

n “Low Throughput for UDP Workloads on Windows Virtual Machines,” on page 87

n “Virtual Machines on the Same Distributed Port Group and on Different Hosts Cannot Communicate
with Each Other,” on page 88

n “Attempt to Power On a Migrated vApp Fails Because the Associated Protocol Profile Is Missing,” on
page 89

n “Networking Configuration Operation Is Rolled Back and a Host Is Disconnected from vCenter
Server,” on page 90
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Troubleshooting MAC Address Allocation
In vSphere, certain restrictions on the range of MAC addresses that can be assigned to virtual machines
might cause lost of connectivity or inability to power on workloads.

Duplicate MAC Addresses of Virtual Machines on the Same Network
You encounter loss of packets and connectivity because virtual machines have duplicate MAC addresses
generated by vCenter Server.

Problem

The MAC addresses of virtual machines on the same broadcast domain or IP subnet are in conflict, or
vCenter Server generates a duplicate MAC address for a newly created virtual machine.

A virtual machine powers on and functions properly, but shares a MAC address with another virtual
machine. This situation might cause packet loss and other problems.

Cause

Virtual machines might have duplicate MAC addresses due to several reasons.

n Two vCenter Server instances with identical IDs generate overlapping MAC addresses for virtual
machine network adapters.

Each vCenter Server instance has an ID between 0 and 63 that is randomly generated at installation
time, but can be reconfigured after installation. vCenter Server uses the instance ID to generate MAC
addresses for the network adapters of the machine.

n A virtual machine has been transferred in power-off state from one vCenter Server instance to another
in the same network, for example, by using shared storage, and a new virtual machine network adapter
on the first vCenter Server receives the freed MAC address.

Solution

n Change the MAC address of a virtual machine network adapter manually.

If you have an existing virtual machine with a conflicting MAC address, you must provide a unique
MAC address in the Virtual Hardware settings.

n Power off the virtual machine, configure the adapter to use a manual MAC address, and type the
new address.

n If you cannot power the virtual machine off for configuration, re-create the network adapter that is
in conflict with enabled manual MAC address assignment and type the new address. In the guest
operating system, set the same static IP address to the re-added adapter as before.

For information about configuring the network adapters of virtual machines, see the vSphere Networking
and vSphere Virtual Machine Administration documentation.
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n If the vCenter Server instance generates the MAC addresses of virtual machines according to the default
allocation, VMware OUI, change the vCenter Server instance ID or use another allocation method to
resolve conflicts.

NOTE   Changing the vCenter Server instance ID or switching to a different allocation scheme does not
resolve MAC address conflicts in existing virtual machines. Only virtual machines created or network
adapters added after the change receive addresses according to the new scheme.

For information about MAC address allocation schemes and setup, see the vSphere Networking
documentation.

Solution Description

Change the vCenter Server ID You can keep using the VMware OUI allocation scheme if your
deployment contains a small number of vCenter Server instances.
According to this scheme, a MAC address has the following format:
00:50:56:XX:YY:ZZ

where 00:50:56 represents the VMware OUI, XX is calculated as (80 +
vCenter Server ID), and YY:ZZ is a random number.
To change the vCenter Server ID, configure the vCenter Server unique ID
option in the Runtime Settings section from the General settings of the
vCenter Server instance and restart it.
The VMware OUI allocation works with up to 64 vCenter Server instances
and is suitable for small scale deployments.

Switch to prefix-based allocation You can use a custom OUI. For example, for a 02:12:34 locally
administered address range, MAC addresses have the form
02:12:34:XX:YY:ZZ. You can use the fourth octet XX to distribute the
OUI address space between the vCenter Server instances. This structure
results in 255 address clusters, each cluster managed by a vCenter Server
instance, and in about 65000 MAC addresses per vCenter Server. For
example, 02:12:34:01:YY:ZZ for vCenter Server A, 02:12:34:02:YY:ZZ
for vCenter Server B, and so on.
Prefix-based allocation is suitable for deployments of a larger scale.
For globally unique MAC addresses, the OUI must be registered in IEEE.

 
a Configure MAC address allocation.

b Apply the new MAC address allocation scheme to an existing virtual machine in its Virtual
Hardware settings.

n Power off a virtual machine, configure the adapter to use a manual MAC address, revert to
automatic MAC address allocation, and power on the virtual machine.

n If the virtual machine is in production and you cannot power it off for configuration, after you
change the vCenter Server ID or the address allocation scheme, re-create the network adapter
in conflict with enabled automatic MAC address assignment. In the guest operating system,
set the same static IP address to the re-added adapter as before.
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n Enforce MAC address regeneration when transferring a virtual machine between vCenter Server
instances by using the virtual machine files from a datastore.

a Power off a virtual machine, remove it from the inventory, and in its configuration file (.vmx), set
the ethernetX.addressType parameter to generated.

X next to ethernet stands for the sequence number of the virtual NIC in the virtual machine.

b Import the virtual machine from one vCenter Server system to another by registering the virtual
machine from a datastore in the target vCenter Server.

The virtual machine files can reside in a datastore that is shared between the two vCenter Server
instances or can be uploaded to a datastore that is accessible only from the target vCenter Server
system.

For information about registering a virtual machine from a datastore, see vSphere Virtual Machine
Administration.

c Power on the virtual machines for the first time.

While the virtual machine is starting up, an information icon appears on the virtual machine in the
vSphere Web Client.

d Right-click the virtual machine and select Guest OS > Answer Question.

e Select the I Copied It option.

The target vCenter Server re-generates the MAC address of the virtual machine. The new MAC address
starts with the VMware OUI 00:0c:29 and is based on the BIOS UUID of the virtual machine. The BIOS
UUID of the virtual machine is calculated from the BIOS UUID of the host.

n If the vCenter Server and hosts are version 6.0 and later and the vCenter Server instances are connected
in Enhanced Linked Mode, migrate virtual machines by using vMotion across vCenter Server systems.

When a virtual machine is migrated across vCenter Server systems, the source vCenter Server adds the
MAC address of the virtual machine to a blacklist and does not assign them to other virtual machines.

Attempt to Power On a Virtual Machine Fails Due to a MAC Address Conflict
After you set a certain static MAC address to a virtual machine adapter you cannot power on the virtual
machine.

Problem

In the vSphere Web Client, after you assign a MAC address within the range 00:50:56:40:YY:ZZ –
00:50:56:7F:YY:ZZ to a virtual machine, attempts to power the virtual machine on fail with a status message
that the MAC address is in conflict.

00:50:56:XX:YY:ZZ is not a valid static Ethernet address. It

conflicts with VMware reserved MACs for other usage.

Cause

You attempt to assign a MAC address which starts with the VMware OUI 00:50:56 and is within the
address range allocated for host VMkernel adapters on the vCenter Server system.

Solution

If you want to preserve the VMware OUI prefix, set a static MAC address within the range
00:50:56:00:00:00 – 00:50:56:3F:FF:FF. Otherwise, set an arbitrary MAC address whose prefix is different
from the VMware OUI one. For information about the ranges available for static MAC addresses that have
the VMware OUI prefix, see the vSphere Networking documentation.
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The Conversion to the Enhanced LACP Support Fails
Under certain conditions, the conversion from an existing LACP configuration to the enhanced LACP
support on a vSphere Distributed Switch 5.5 and later might fail.

Problem

After you upgrade a vSphere distributed switch to version 5.5 and later, when you initiate the conversion to
the enhanced LACP support from an existing LACP configuration, the conversion fails at a certain stage of
the process.

Cause

The conversion from an existing LACP configuration to the enhanced LACP support includes several tasks
for reconfiguring the distributed switch. The conversion might fail because another user might have
reconfigured the distributed switch during the conversion. For example, physical NICs from the hosts might
have been reassigned to different uplinks or the teaming and failover configuration of the distributed port
groups might have been changed.

Another reason for the failure might be that some of the hosts have disconnected during the conversion.

Solution

When the conversion to the enhanced LACP support fails on a certain stage, it is completed only partially.
You must check the configuration of the distributed switch and the participating hosts to identify the objects
with incomplete LACP configuration.

Check the target configuration that must result from each conversion stage in the order that is listed in the
table. When you locate the stage where the conversion has failed, complete its target configuration manually
and continue with the stages that follow.

Table 8‑1.  Steps to Complete the Conversion to the Enhanced LACP Manually

Conversion Stage Target Configuration State Solution

1. Create a new LAG. A newly created LAG must be
present on the distributed
switch.

Check the LACP configuration of the distributed switch
and create a new LAG if there is none.

2. Create a an intermediate
LACP teaming and failover
configuration on the
distributed port groups.

The newly created LAG must
be standby that lets you
migrate physical NICs to the
LAG without losing
connectivity.

Check the teaming and failover configuration of the
distributed port group. Set the new LAG as standby if it
is not.
If you do not want to use a LAG to handle the traffic for
all distributed port groups, revert the teaming and
failover configuration to a state where standalone
uplinks are active and the LAG is unused .

3. Reassign physical NICs
from standalone uplinks to
LAG ports.

All physical NICs from the
LAG ports must be reassigned
from standalone uplinks to
the LAG ports

Check whether physical NICs are assigned to the LAG
ports. Assign a physical NIC to every LAG port.
NOTE   The LAG must remain standby in the teaming and
failover order of the distributed port groups while you
reassign physical NICs to the LAG ports.

4. Create the final LACP
teaming and failover
configuration on the
distributed port groups.

The final LACP teaming and
failover configuration is the
following.
n Active: only the new LAG
n Standby: empty
n Unused: all standalone

uplinks

Check the teaming and failover configuration of the
distributed port group. Create a valid LACP teaming and
failover configuration for all distributed port groups for
which you want to apply LACP.
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For example, suppose you verify that a new LAG has been created on the distributed switch and that an
intermediate teaming and failover configuration has been created for the distributed port groups. You
continue with checking whether there are physical NICs assigned to the LAG ports. You find out that not all
hosts have physical NICs assigned to the LAG ports, and you assign the NICs manually. You complete the
conversion by creating the final LACP teaming and failover configuration for the distributed port groups.

Unable to Remove a Host from a vSphere Distributed Switch
Under certain conditions, you might be unable to remove a host from the vSphere distributed switch.

Problem

n Attempts to remove a host from a vSphere distributed switch fail, and you receive a notification that
resources are still in use. The notification that you receive might look like the following:

The resource '16' is in use.

vDS DSwitch port 16 is still on host 10.23.112.2 connected to MyVM nic=4000 type=vmVnic

n Attempts to remove a host proxy switch that still exists on the host from a previous networking
configuration fail. For example, you moved the host to a different data center or vCenter Server system,
or upgraded the ESXi and vCenter Server software, and created new networking configuration. When
trying to remove the host proxy switch, the operation fails because resources on the proxy switch are
still in use.

Cause

You cannot remove the host from the distributed switch or delete the host proxy switch because of the
following reasons.

n There are VMkernel adapters on the switch that are in use.

n There are virtual machine network adapters connected to the switch.

Solution

Problem Solution

Cannot remove a
host from a
distributed switch

1 In the vSphere Web Client, navigate to the distributed switch.
2 Select Manage > Ports.
3 Locate all ports that are still in use and check which VMkernel or virtual machine network

adapters on the host are still attached to the ports .
4 Migrate or delete the VMkernel and virtual machine network adapters that are still connected

to the switch.
5 Use the Add and Manage Hosts wizard in the vSphere Web Client to remove the host from

the switch.
After the host is removed, the host proxy switch is deleted automatically.

Cannot remove a
host proxy switch

1 In the vSphere Web Client, navigate to the host.
2 Delete or migrate any VMkernel or virtual machine network adapters that are still connected

to the host proxy switch.
3 Delete the host proxy switch from the Networking view on the host.
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Hosts on a vSphere Distributed Switch 5.1 and Later Lose
Connectivity to vCenter Server

Hosts on a vSphere Distributed Switch 5.1 and later cannot connect to vCenter Server after a port group
configuration.

Problem

After you change the networking configuration of a port group on a vSphere Distributed Switch 5.1 and
later that contains the VMkernel adapters for the management network, the hosts on the switch lose
connectivity to vCenter Server. In the vSphere Web Client the status of the hosts is nonresponsive.

Cause

On a vSphere Distributed Switch 5.1 and later in vCenter Server that has networking rollback disabled, the
port group containing the VMkernel adapters for the management network is misconfigured in
vCenter Server and the invalid configuration is propagated to the hosts on the switch.

Solution

1 From the Direct Console User Interface (DCUI) to an affected host, use the Restore vDS option from the
Network Restore Options menu to configure the uplinks and the ID of the VLAN for the management
network.

The DCUI creates a local ephemeral port and applies the VLAN and uplink configuration to the port.
The DCUI changes the VMkernel adapter for the management network to use the new host local port to
restore connectivity to vCenter Server.

After the host re-connects to vCenter Server, the vSphere Web Client displays a warning that some
hosts on the switch have different networking configuration from the configuration stored in vSphere
distributed switch.

2 In the vSphere Web Client, configure the distributed port group for the management network with
correct settings.

Situation Solution

You have altered the port group
configuration only once

You can roll the configuration of the port group back one step. Right-click
the port group, click Restore Configuration, and select Restore to
previous configuration.

You have backed up a valid
configuration of the port group

You can restore the configuration of the port group by using the backup
file. Right-click the port group, click Restore Configuration, and select
Restore configuration from a file.
You can also restore the configuration for the entire switch, including the
port group, from a backup file for the switch.

You have performed more than one
configuration step and you do not
have a backup file

You must provide valid settings for the port group manually.

 
For information about networking rollback, recovery, and restore, see the vSphere Networking
documentation.

3 Migrate the VMkernel adapter for the management network from the host local ephemeral port to a
distributed port on the switch by using the Add and Manage Hosts wizard.

Unlike distributed ports, the ephemeral local port of the VMKernel has a non-numeric ID.

For information about handling VMkernel adapters through the Add and Manage Hosts wizard, see
the vSphere Networking documentation.
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4 Apply the configuration of the distributed port group and VMkernel adapter from vCenter Server to
the host.

n Push the correct configuration of the distributed port group and VMkernel adapter from
vCenter Server to the host.

a In the vSphere Web Client, navigate to the host.

b Under the Manage tab, click Networking

c From the Virtual switches list, select the distributed switch and click Rectify.

n Wait until vCenter Server applies the settings within the next 24 hours.

Hosts on vSphere Distributed Switch 5.0 and Earlier Lose
Connectivity to vCenter Server

Hosts on a vSphere Distributed Switch 5.0 and earlier cannot connect to vCenter Server after a port group
configuration.

Problem

After you change the networking configuration of a port group on a vSphere Distributed Switch 5.0 or
earlier that contains the VMkernel adapters for the management network, the hosts on the switch lose
connectivity to vCenter Server. In the vSphere Web Client the status of the hosts is nonresponsive.

Cause

On a vSphere Distributed Switch 5.0 and earlier in vCenter Server, the port group containing the VMkernel
adapters for the management network is misconfigured in vCenter Server and the invalid configuration is
propagated to the hosts on the switch.

Solution

1 Connect to an affected host by using the vSphere Client.

2 Under Configuration, select Networking.

3 In the vSphere Standard Switch view, create a new standard switch if the host does not have a standard
switch suitable for the management network.

a Click Add Networking.

b In the Add Network wizard, under Connection Types select Virtual Machine, and click Next.

c Select Create a vSphere standard switch.

d Under the Create a vSphere standard switch section, select one or more unoccupied physical
adapters on the host to carry the management traffic and click Next.

If all physical adapters are already busy with traffic from other switches, create the switch without
a physical network adapter connected. Later, remove the physical adapter for the management
network from the proxy switch of the distributed switch and add it to this standard switch.

e In the Port Group Properties section, type a network label that identifies the port group that you
are creating and optionally a VLAN ID.

f Click Finish.
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4 In the vSphere Distributed Switch view, migrate the VMkernel adapter for the network to a standard
switch.

a Select the vSphere Distributed Switch view, and for the distributed switch, click Manage Virtual
Adapters.

b In the Manage Virtual Adapters wizard, select the VMkernel adapter from the list and click
Migrate.

c Select the newly created or another standard switch to migrate the adapter to, and click Next.

d Enter a network label that is unique in the scope of the host and optionally a VLAN ID for the
management network, and click Next.

e Review the settings on the target standard switch and click Finish.

5 In the vSphere Web Client, configure the distributed port group for the management network with
correct settings.

6 Migrate the VMkernel adapter for the management network from the standard switch to a port on the
distributed switch by using the Add and Manage Hosts wizard.

For information about the Add and Manage Hosts wizard, see the vSphere Networking documentation.

7 If you have moved the physical adapter from the proxy switch to the standard switch, you can reattach
it to the distributed switch again by using the Add and Manage Hosts wizard.

Alarm for Loss of Network Redundancy on a Host
An alarm reports a loss of uplink redundancy on a vSphere standard or a distributed switch for a host.

Problem

No redundant physical NICs for a host are connected to a particular standard or a distributed switch, and
the following alarm appears:

Host name or IP Network uplink redundancy lost

Cause

Only one physical NIC on the host is connected to a certain standard or a distributed switch. The redundant
physical NICs are either down or are not assigned to the switch.

For example, assume that a host in your environment has physical NICs vmnic0 and vmnic1 connected to
vSwitch0, and the physical NIC vmnic1 goes offline, leaving only vmnic0 connected to vSwitch0. As a result,
the uplink redundancy for vSwitch0 is lost on the host.

Solution

Check which switch has lost uplink redundancy on the host. Connect at least one more physical NIC on the
host to this switch and reset the alarm to green. You can use the vSphere Web Client or the ESXi Shell.

If a physical NIC is down, try to bring it back up by using the ESXi Shell on the host.

For information about using the networking commands in the ESXi Shell, see vSphere Command-Line Interface
Reference. For information about configuring networking on a host in the vSphere Web Client, see vSphere
Networking.
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Virtual Machines Lose Connectivity After Changing the Uplink
Failover Order of a Distributed Port Group

Changes in the failover NIC order on a distributed port group cause the virtual machines associated with
the group to disconnect from the external network.

Problem

After you rearrange the uplinks in the failover groups for a distributed port group in vCenter Server, for
example, by using the vSphere Web Client, some virtual machines in the port group can no longer access the
external network.

Cause

After changing the failover order, many reasons might cause virtual machines to lose connectivity to the
external network.

n The host that runs the virtual machines does not have physical NICs associated with the uplinks that
are set to active or standby. All uplinks that are associated with physical NICs from the host for the port
group are moved to unused.

n A Link Aggregation Group (LAG) that has no physical NICs from the host is set as the only active
uplink according to the requirements for using LACP in vSphere.

n If the virtual machine traffic is separated in VLANs, the host physical adapters for the active uplinks
might be connected to trunk ports on the physical switch that do not handle traffic from these VLANs.

n If the port group is configured with IP hash load balancing policy, an active uplink adapter is connected
to a physical switch port that might not be in an EtherChannel.

You can examine the connectivity of the virtual machines in the port group to associated host uplinks and
uplink adapters from the central topology diagram of the distributed switch or from the proxy switch
diagram for the host.

Solution

n Restore the failover order with the uplink that is associated with a single physical NIC on the host back
to active.

n Create a port group with identical settings, make it use the valid uplink number for the host, and
migrate the virtual machine networking to the port group.

n Move the NIC to an uplink that participates in the active failover group.

You can use the vSphere Web Client to move the host physical NIC to another uplink.

n Use the Add and Manage Hosts wizard on the distributed switch.

a Navigate to the distributed switch in the vSphere Web Client.

b From the Actions menu select Add and Manage Hosts.

c Select the Manage host networking option and select the host.

d To assign the NIC of the host to an active uplink, select the Manage physical adapters option
and associate the NIC to the switch uplink in the Manage physical adapters page.

n Move the NIC at the level of the host.

a Navigate to the host in the vSphere Web Client, and under Manage, click Networking.

b Select Virtual Switches and select the distributed proxy switch.

c Click Manage the physical adapters, and move the NIC to the active uplink
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Unable to Add a Physical Adapter to a vSphere Distributed Switch
That Has Network I/O Control Enabled

You might be unable to add a physical adapter with low speed, for example, 1 Gbps, to a vSphere
Distributed Switch that has vSphere Network I/O Control version 3 configured.

Problem

You try to add a physical adapter with low speed, for example, 1 Gbps, to a vSphere Distributed Switch that
is connected to physical adapters with high speed, for example, 10 Gbps. Network I/O Control version 3 is
enabled on the switch and bandwidth reservations exist for one or more system traffic types, such as
vSphere management traffic, vSphere vMotion traffic, vSphere NFS traffic, and so on. The task for adding
the physical adapter fails with a status message that a parameter is incorrect.

A specified parameter was not correct: spec.host[].backing.pnicSpec[]

Cause

Network I/O Control aligns the bandwidth that is available for reservation to the 10-Gbps speed of the
individual physical adapters that are already connected to the distributed switch. After you reserve a part of
this bandwidth, adding a physical adapter whose speed is less than 10 Gbps might not meet the potential
needs of a system traffic type.

For information about Network I/O Control version 3, see the vSphere Networking documentation.

Solution

1 In the vSphere Web Client, navigate to the host.

2 On the Manage tab, click Settings.

3 Expand the System group of settings and click Advanced System Settings.

4 List the physical adapters that you want to use outside the scope of Network I/O Control as a comma-
separated list to the Net.IOControlPnicOptOut parameter.

For example: vmnic2,vmnic3

5 Click OK to apply the changes.

6 In the vSphere Web Client, add the physical adapter to the distributed switch.

Troubleshooting SR-IOV Enabled Workloads
Under certain conditions, you might experience connectivity or power-on problems with virtual machines
that use SR-IOV to send data to physical network adapters.

Virtual Machine That Uses an SR-IOV Virtual Function Fails to Power On
Because the Host Is Out of Interrupt Vectors

On an ESXi host, one or more virtual machines that use SR-IOV virtual functions (VFs) for networking are
powered off.

Problem

On an ESXi host, one or more virtual machines that use SR-IOV virtual functions (VFs) for networking fail to
power on if the total number of assigned virtual functions is close to the maximum number of VFs specified
in the vSphere Configuration Maximums guide.
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The virtual machine log file vmware.log contains the following message about the VF:

PCIPassthruChangeIntrSettings: vf_name failed to register interrupt (error code 195887110)

The VMkernel log file vmkernel.log contains the following messages about the VF assigned to the virtual
machine:

VMKPCIPassthru: 2565: BDF = vf_name intrType = 4 numVectors: 3

WARNING: IntrVector: 233: Out of interrupt vectors

Cause

The number of allocatable interrupt vectors scales up with the number of physical CPUs on an ESXi host.
An ESXi host that has 32 CPUs can provide a total of 4096 interrupt vectors. When the host boots, devices on
the host such as storage controllers, physical network adapters, and USB controllers consume a subset of the
4096 vectors. If these devices require more than 1024 vectors, the maximum number of potentially
supported VFs is reduced.

When a virtual machine powers on and the guest operating system VF driver starts, interrupt vectors are
consumed. If the required number of interrupt vectors is not available, the guest operating system shuts
down unexpectedly without any error messages.

No rule presently exists to determine the number of interrupt vectors consumed or available on a host. This
number depends on the hardware configuration of the host.

Solution

u To be able to power on the virtual machines, reduce the total number of VFs assigned to virtual
machines on the host.

For example, change the SR-IOV network adapter of a virtual machine to an adapter that is connected
to a vSphere Standard Switch or vSphere Distributed Switch.

SR-IOV Enabled Workload Cannot Communicate After You Change Its MAC
Address

After you change the MAC address in the guest operating system of an SR-IOV enabled virtual machine, the
virtual machine loses connectivity.

Problem

When you connect the network adapter of a virtual machine to an SR-IOV virtual function (VF), you create a
passthrough network adapter for the virtual machine. After the (VF) driver in the guest operating system
modifies the MAC address for the passthrough network adapter, the guest operating system shows that the
change is successful but the VM network adapter loses connectivity. Although the guest operating system
shows that the new MAC address is enabled, a log message in the /var/log/vmkernel.log file indicates that
the operation has failed.

Requested mac address change to new MAC address on port VM NIC port number, disallowed by 

vswitch policy.

where

n new MAC address is the MAC address in the guest operation system.

n VM NIC port number is the port number of the VM network adapter in hexadecimal format.

Cause

The default security policy on the port group to which the passthrough network adapter is connected does
not allow changes in the MAC address in the guest operating system. As a result, the networking interface
in the guest operating system cannot acquire an IP address and loses connectivity.
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Solution

u In the guest operating system, reset the interface to cause the passthrough network adapter to regain its
valid MAC address. If the interface is configured to use DHCP for address assignment, the interface
acquires an IP address automatically.

For example, on a Linux virtual machine run the ifconfig console command.

ifconfig ethX down

ifconfig ethX up

where X in ethX represents the sequence number of the virtual machine network adapter in the guest
operating system.

A Virtual Machine that Runs a VPN Client Causes Denial of Service for
Virtual Machines on the Host or Across a vSphere HA Cluster

A virtual machine sending Bridge Protocol Data Unit (BPDU) frames, for example, a VPN client, causes
some virtual machines connected to the same port group to lose connectivity. The transmission of BPDU
frames might also break the connection of the host or of the parent vSphere HA cluster.

Problem

A virtual machine that is expected to send BPDU frames causes the traffic to the external network of the
virtual machines in the same port group to be blocked.

If the virtual machine runs on a host that is a part of a vSphere HA cluster, and the host becomes network-
isolated under certain conditions, you observe Denial of Service (DoS) on the hosts in the cluster.

Cause

As a best practice, a physical switch port that is connected to an ESXi host has the Port Fast and BPDU guard
enabled to enforce the boundary of the Spanning Tree Protocol (STP). A standard or distributed switch does
not support STP, and it does not send any BPDU frames to the switch port. However, if any BPDU frame
from a compromised virtual machine arrives at a physical switch port facing an ESXi host , the BPDU guard
feature disables the port to stop the frames from affecting the Spanning Tree Topology of the network.

In certain cases a virtual machine is expected to send BPDU frames, for example, when deploying VPN that
is connected through a Windows bridge device or through a bridge function. If the physical switch port
paired with the physical adapter that handles the traffic from this virtual machine has the BPDU guard on,
the port is error-disabled, and the virtual machines and VMkernel adapters using the host physical adapter
cannot communicate with the external network anymore.

If the teaming and failover policy of the port group contains more active uplinks, the BPDU traffic is moved
to the adapter for the next active uplink. The new physical switch port becomes disabled, and more
workloads become unable to exchange packets with the network. Eventually, almost all entities on the ESXi
host might become unreachable.

If the virtual machine runs on a host that is a part of a vSphere HA cluster, and the host becomes network-
isolated because most of the physical switch ports connected to it are disabled, the active master host in the
cluster moves the BPDU sender virtual machine to another host. The virtual machine starts disabling the
physical switch ports connected to the new host. The migration across the vSphere HA cluster eventually
leads to accumulated DoS across the entire cluster.
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Solution

n If the VPN software must continue its work on the virtual machine, allow the traffic out of the virtual
machine and configure the physical switch port individually to pass the BPDU frames.

Network Device Configuration

Distributed or
standard switch

Set the Forged Transmit security property on the port group to Accept to allow BPDU frames to
leave the host and reach the physical switch port.
You can isolate the settings and the physical adapter for the VPN traffic by placing the virtual
machine in a separate port group and assigning the physical adapter to the group.
CAUTION   Setting the Forged Transmit security property to Accept to enable a host to send BPDU
frames carries a security risk because a compromised virtual machine can perform spoofing
attacks.

Physical switch n Keep the Port Fast enabled.
n Enable the BPDU filter on the individual port. When a BPDU frame arrives at the port, it is

filtered out.
NOTE   Do not enable the BPDU filter globally. If the BPDU filter is enabled globally, the Port Fast
mode becomes disabled and all physical switch ports perform the full set of STP functions.

n To deploy a bridge device between two virtual machine NICs connected to the same Layer 2 network,
allow the BPDU traffic out of the virtual machines and deactivate Port Fast and BPDU loop prevention
features.

Network Device Configuration

Distributed or
standard switch

Set the Forged Transmit property of the security policy on the port groups to Accept to allow
BPDU frames to leave the host and reach the physical switch port.
You can isolate the settings and one or more physical adapters for the bridge traffic by placing
the virtual machine in a separate port group and assigning the physical adapters to the group.
CAUTION   Setting the Forged Transmit security property to Accept to enable bridge deployment
carries a security risk because a compromised virtual machine can perform spoofing attacks.

Physical switch n Disable Port Fast on the ports to the virtual bridge device to run STP on them.
n Disable BPDU guard and filter on the ports facing the bridge device.

n Protect the environment from DoS attacks in any case by activating the BPDU filter on the ESXi host or
on the physical switch.

n On a host running ESXi 4.1 Update 3, ESXi 5.0 Patch 04 and later 5.0 releases, and ESXi 5.1 Patch 01
and later, enable the Guest BPDU filter in one of the following ways and reboot the host:

n In the Advanced System Settings table on the Manage tab for the host in the
vSphere Web Client, set the Net.BlockGuestBPDU property to 1.

n In an ESXi Shell to the host, type the following vCLI command:

esxcli system settings advanced set -o /Net/BlockGuestBPDU -i 1

n On a host that does not have the Guest BPDU filter implemented enable the BPDU filter on the
physical switch port to the virtual bridge device.

Network Device Configuration

Distributed or
standard switch

Set the Forged Transmit property of the security policy on the port group to Reject.

Physical switch n Keep the Port Fast configuration.
n Enable the BPDU filter on the individual physical switch port. When a BPDU frame

arrives at the physical port, it is filtered out.
NOTE   Do not enable the BPDU filter globally. If the BPDU filter is enabled globally, the
Port Fast mode becomes disabled and all physical switch ports perform the full set of
STP functions.
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Low Throughput for UDP Workloads on Windows Virtual Machines
When a Windows virtual machine in vSphere 5.1 and later transmits large UDP packets, the throughput is
lower than expected or is oscillating even when other traffic is negligible.

Problem

When a Windows virtual machine transmits UDP packets larger than 1024 bytes, you experience lower than
expected or oscillating throughput even when other traffic is negligible. In case of a video streaming server,
video playback pauses.

Cause

For every UDP packet larger than 1024 bytes, the Windows network stack waits for a transmit completion
interrupt before sending the next packet. Unlike for earlier releases, vSphere 5.1 and later releases do not
provide a transparent workaround of the situation.

Solution

n Increase the threshold in bytes at which Windows changes its behavior for UDP packets by modifying
the registry of the Windows guest OS.

a Locate the HKLM\System\CurrentControlSet\Services\Afd\Parameters registry key.

b Add a value with the name FastSendDatagramThreshold of type DWORD equal to 1500.
For information about fixing this issue in the Windows registry, see 
http://support.microsoft.com/kb/235257.

n Modify the coalescing settings of the virtual machine NIC.

If the Windows virtual machine has a VMXNET3 vNIC adapter, configure one of the following
parameters in the .vmx file of the virtual machine. Use the vSphere Web Client, or directly modify
the .vmx file.

Action Parameter Value

Increase the interrupt rate of the virtual machine to a higher rate than
expected packet rate. For example, if the expected packet rate is 15000
interrupts per second, set the interrupt rate to 16000 interrupts per
second. Set the ethernetX.coalescingScheme parameter to rbc and
the ethernetX.coalescingParams parameter to 16000. The default
interrupt rate is 4000 interrupts per second.

ethernetX.coalescingScheme

ethernetX.coalescingParams

rbc
16000

Disable coalescing for low throughput or latency-sensitive workloads.
For information about configuring low-latency workloads, see Best
Practices for Performance Tuning of Latency-Sensitive Workloads in
vSphere VMs.

ethernetX.coalescingScheme disabled

Revert to the coalescing algorithm from earlier ESXi releases.
NOTE   The ability to revert to the earlier algorithm will not be
available in later vSphere releases.

ethernetX.coalescingScheme calibrate

X next to ethernet stands for the sequence number of the vNIC in the virtual machine.

For more information about configuring parameters in the .vmx file, see the vSphere Virtual Machine
Administrationdocumentation.

n Modify ESXi host coalescing settings.

This approach affects all virtual machines and all virtual machine NICs on the host.

You can edit the advanced system settings list for the host in the vSphere Web Client, or by using a
vCLI console command on the host from the ESXi Shell.
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Action
Parameter in the
vSphere Web Client

Parameter for the esxcli
system settings sdvanced
set Command Value

Set a default interrupt rate higher
than the expected packet rate. For
example, set the interrupt rate to
16000 if 15000 interrupts are expected
per second.

Net.CoalesceScheme

Net.CoalesceParams

/Net/CoalesceScheme

/Net/CoalesceParams

rbc
16000

Disable coalescing for low
throughput or latency-sensitive
workloads. For information about
configuring low-latency workloads,
see Best Practices for Performance
Tuning of Latency-Sensitive
Workloads in vSphere VMs.

Net.CoalesceDefaultOn /Net/CoalesceDefaultOn 0

Revert to the coalescing scheme from
earlier ESXi releases.
NOTE   The ability to revert to the
earlier algorithm will not be available
in later vSphere releases.

Net.CoalesceScheme /Net/CoalesceScheme calibrate

For information about configuring a host from the vSphere Web Client, see the vCenter Server and Host
Management documentation. For information about setting host properties by using a vCLI command,
refer to the vSphere Command-Line Interface Reference documentation.

Virtual Machines on the Same Distributed Port Group and on Different
Hosts Cannot Communicate with Each Other

Under certain conditions, the virtual machines that are on the same distributed port group but on different
hosts cannot communicate with each other.

Problem

Virtual machines that reside on different hosts and on the same port group are unable to communicate.
Pings from one virtual machine to another have no effect. You cannot migrate the virtual machines between
the hosts by using vMotion.

Cause

n There are no physical NICs on some of the hosts assigned to active or standby uplinks in the teaming
and failover order of the distributed port group.

n The physical NICs on the hosts that are assigned to the active or standby uplinks reside in different
VLANs on the physical switch. The physical NICs in different VLANs cannot see each other and thus
cannot communicate with each other.

Solution

n In the topology of the distributed switch, check which host does not have physical NICs assigned to an
active or standby uplink on the distributed port group. Assign at least one physical NIC on that host to
an active uplink on the port group.

n In the topology of the distributed switch, check the VLAN IDs of the physical NICs that are assigned to
the active uplinks on the distributed port group. On all hosts, assign physical NICs that are from the
same VLAN to an active uplink on the distributed port group.
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Attempt to Power On a Migrated vApp Fails Because the Associated
Protocol Profile Is Missing

You cannot power on a vApp or virtual machine that you transferred to a data center or a vCenter Server
system because a network protocol profile is missing.

Problem

After you cold migrate a vApp or a virtual machine to another data center or vCenter Server system, an
attempt to power it on fails. An error message states that a property cannot be initialized or allocated
because the network of the vApp or virtual machine does not have an associated network protocol profile.

Cannot initialize property 'property'. Network 'port group' has no associated network protocol 

profile. 

Cannot allocate IP address for property 'property'. Network 'port group' has no associated 

network protocol profile.

Cause

By using the OVF environment, the vApp or virtual machine retrieves network settings from a network
protocol profile that is associated with the port group of the vApp or virtual machine.

vCenter Server creates such a network protocol profile for you when you install the OVF of a vApp and
associates the profile with the port group that you specify during the installation.

The mapping between the protocol profile and port group is valid only in the scope of a data center. When
you move the vApp, the protocol profile is not transferred to the target data center because of the following
reasons:

n The network settings of the protocol profile might not be valid in the network environment of the target
data center.

n A port group that has the same name and is associated with another protocol profile might already exist
in the target data center, and vApps and virtual machines might be connected to this group. Replacing
the protocol profiles for the port group might affect the connectivity of these vApp and virtual
machines.

Solution

n Create a network protocol profile on the target data center or vCenter Server system with the required
network settings and associate the protocol profile with the port group to which the vApp or virtual
machine is connected. For example, this approach is suitable if the vApp or virtual machine is a
vCenter Server extension that uses the vCenter Extension vService.

For information about providing network settings to a vApp or virtual machine from a network
protocol profile, see the vSphere Networking documentation.

n Use the vSphere Web Client to export the OVF file of the vApp or virtual machine from the source data
center or vCenter Server system and deploy it on the target data center or vCenter Server system.

When you use the vSphere Web Client to deploy the OVF file, the target vCenter Server system creates
the network protocol profile for the vApp.

For information about managing OVF files in the vSphere Web Client, see the vSphere Virtual Machine
Administration documentation.
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Networking Configuration Operation Is Rolled Back and a Host Is
Disconnected from vCenter Server

When you attempt to add or configure networking on a vSphere Distributed Switch on a host, the operation
is rolled back and the host is disconnected from vCenter Server.

Problem

In vSphere 5.1 or later, an attempt to perform a networking configuration operation on a vSphere
Distributed Switch on a host, such as creating a virtual machine adapter or a port group, causes the host to
disconnect from vCenter Server and results in the error message Transaction has rolled back on the
host.

Cause

Under stressful conditions on a host, that is, if many concurrent networking operations compete for limited
resources, the time to perform some of the operations might exceed the default timeout for rollback of
network configuration operations on the distributed switch. As a result, these operations are rolled back.

For example, such a condition might come up when you create a VMkernel adapter on a host that has a very
high number of switch ports or virtual adapters, all of which consume system resources on the host.

The default timeout to roll an operation back is 30 seconds.

Solution

n Use the vSphere Web Client to increase the timeout for rollback on vCenter Server.

If you encounter the same problem again, increase the rollback timeout with 60 seconds incrementally
until the operation has enough time to succeed.

a On the Manage tab of a vCenter Server instance, click Settings.

b Select Advanced Settings and click Edit.

c If the property is not present, add the config.vpxd.network.rollbackTimeout parameter to the
settings.

d Type a new value, in seconds, for the config.vpxd.network.rollbackTimeout parameter

e Click OK.

f Restart the vCenter Server system to apply the changes.

n Increase the timeout for rollback by editing the vpxd.cfg configuration file.

If you encounter the same problem again, increase the rollback timeout with 60 seconds incrementally
until the operation has enough time to succeed.

a On a vCenter Server instance, navigate to the directory that contains the vpxd.cfg configuration
file.

n On a Windows Server operating system, navigate to vCenter Server home
directory\Application Data\VMware\VMware VirtualCenter.

n On the vCenter Server Appliance, navigate to /etc/vmware-vpx.

b Open the vpxd.cfg file for editing.
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c Under the <network> section, increase the timeout, in the <rollbackTimeout> element.

<config>

  <vpxd>

    <network>

      <rollbackTimeout>60</rollbackTimeout>

    </network>

  </vpxd>

</config>

d Save and close the file.

e Restart the vCenter Server system to apply the changes.
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Troubleshooting Licensing 9
The troubleshooting licensing topics provide solutions to problems that you might encounter as a result of
an incorrect or incompatible license setup in vSphere.

This chapter includes the following topics:

n “Troubleshooting Host Licensing,” on page 93

n “Unable to Power On a Virtual Machine,” on page 94

n “Unable to Configure or Use a Feature,” on page 94

Troubleshooting Host Licensing
You might encounter different problems that result from an incompatible or incorrect license configuration
of ESXi hosts.

Unable to Assign a License to an ESXi Host
Under certain conditions, you might be unable to assign a license to an ESXi host.

Problem

You try to assign a license to an ESXi host, but you cannot perform the operation and you receive an error
message.

Cause

You might be unable to assign a license to an ESXi host because of the following reasons:

n The calculated license usage for the host exceeds the license capacity. For example, you have a vSphere
license key with capacity for two CPUs. You try to assign the key to a host that has four CPUs. You
cannot assign the license, because the required license usage for the host is greater than the license
capacity.

n The features on the host do not match the license edition. For example, you might configure hosts with
vSphere Distributed Switch and vSphere DRS while in evaluation mode. Later, you try to assign
vSphere Standard license o the hosts. This operation fails because the vSphere Standard edition does
not include vSphere Distributed Switch and vSphere DRS.

n The host is connected to a vCenter Server system that is assigned a license that restricts the edition of
the license that you want to assign.

Solution

n Assign a license with larger capacity.
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n Upgrade the license edition to match the resources and features on the host, or disable the features and
resources that do not match the license edition.

n Assign a vSphere license whose edition is compatible with the license edition of vCenter Server.

ESXi Host Disconnects from vCenter Server
An ESXi host might disconnect from vCenter Server or all ESXi hosts might disconnect from vCenter Server
at the same time.

Problem

n An ESXi host disconnects fromvCenter Server or all ESXi hosts disconnect from vCenter Server and you
receive a licensing-related error message.

n You cannot add hosts to the vCenter Server inventory. The hosts and the virtual machines on the hosts
continue to run.

Cause

n The 60-day evaluation period of the host has expired or the host license has expired.

n The 60-day evaluation period of vCenter Server is expired or the vCenter Server license is expired.

Solution

n Assign a vSphere license to the ESXi host and try to reconnect it to vCenter Server.

n Assign a vCenter Server license to thevCenter Serversystem.

Unable to Power On a Virtual Machine
You try to power on a virtual machine, but the operation is unsuccessful and you receive an error message.

Problem

You cannot power on a virtual machine on an ESXi host.

Cause

You might be unable to power on a virtual machine because of the following reasons.

n The 60-day evaluation period of the host is expired.

n The license of the host is expired.

Solution

Table 9‑1.  Power on a Virtual Machine

Cause Solution

The evaluation period of the host is expired. Assign a vSphere license to the ESXi host.

The license of the host is expired.

Unable to Configure or Use a Feature
You cannot use a feature or change its configuration.

Problem

You cannot use or configure a feature and a licensing-related error message appears.
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Cause

The host or the vCenter Server system is assigned a license that does not support the features that you want
to configure.

Solution

Check the licensed features on the host and on the vCenter Server system. Upgrade the edition of the license
assigned to the host or vCenter Server if they do not include the features that you try to configure or use.

Chapter 9 Troubleshooting Licensing
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About vSphere Monitoring and Performance

VMware provides several tools to help you monitor your virtual environment and to locate the source of
potential issues and current problems.

Performance charts Allow you to see performance data on a variety of system resources
including CPU, Memory, Storage, and so on.

Performance monitoring
command-line utilities

Allow you to access detailed information on system performance through
the command line.

Host health Allows you to quickly identify which hosts are healthy and which are
experiencing problems.

Storage reports Provide an in-depth look at your storage resources.

Events, alerts, and
alarms

Allow you to configure alerts and alarms and to specify the actions the
system should take when they are triggered.

System Log Files System logs contain additional information about activities in your vSphere
environment.

Intended Audience
The content in this section is intended for vSphere administrators who perform the following tasks:

n Monitor the health and performance of physical hardware backings for the virtual environment.

n Monitor the health and performance of virtual devices in the virtual environment.

n Troubleshoot problems in the system.

n Configure alarms.

n Configure SNMP messages.

Virtual machine administrators also might find the section on Chapter 2, “Monitoring Guest Operating
System Performance,” on page 99 helpful.
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Monitoring Inventory Objects with
Performance Charts 1

The vSphere statistics subsystem collects data on the resource usage of inventory objects. Data on a wide
range of metrics is collected at frequent intervals, processed, and archived in the vCenter Server database.
You can access statistical information through command-line monitoring utilities or by viewing
performance charts in the vSphere Web Client.

Counters and Metric Groups
vCenter Server systems and hosts use data counters to query for statistics. A data counter is a unit of
information relevant to a given inventory object or device. Each counter collects data for a different statistic
in a metric group. For example, the disk metric group includes separate data counters to collect data for disk
read rate, disk write rate, and disk usage. Statistics for each counter are rolled up after a specified collection
interval. Each data counter consists of several attributes that are used to determine the statistical value
collected.

For a complete list and description of performance metrics, see the vSphere API Reference.

NOTE   Counters that are introduced in later versions might not contain data from hosts of earlier versions.
For details, see the VMware Knowledge Base.

Collection Levels and Collection Intervals
Collection levels determine the number of counters for which data is gathered during each collection
interval. Collection intervals determine the time period during which statistics are aggregated, calculated,
rolled up, and archived in the vCenter Server database. Together, the collection interval and collection level
determine how much statistical data is collected and stored in your vCenter Server database.

Data Availability
Real-time data appears in the performance charts only for hosts and virtual machines that are powered on.
Historical data appears for all supported inventory objects, but might be unavailable during certain
circumstances.

This chapter includes the following topics:

n “Performance Chart Types,” on page 8

n “Data Counters,” on page 8

n “Metric Groups in vSphere,” on page 9

n “Data Collection Intervals,” on page 10

n “Data Collection Levels,” on page 11
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n “View Performance Charts,” on page 12

n “Performance Charts Options Available Under the View Menu,” on page 12

n “Overview Performance Charts,” on page 13

n “Working with Advanced and Custom Charts,” on page 90

n “Troubleshoot and Enhance Performance,” on page 92

Performance Chart Types
Performance metrics are displayed in different types of charts, depending on the metric type and object.

Table 1‑1.  Performance Chart Types

Chart Type Description

Line chart Displays metrics for a single inventory object. The data for each performance counter is plotted on a
separate line in the chart. For example, a network chart for a host can contain two lines: one showing
the number of packets received, and one showing the number of packets transmitted.

Bar chart Displays storage metrics for datastores in a selected data center. Each datastore is represented as a bar
in the chart. Each bar displays metrics based on the file type: virtual disks, snapshots, swap files, and
other files.

Pie chart Displays storage metrics for a single object, based on the file types or virtual machines. For example, a
pie chart for a datastore can display the amount of storage space occupied by the virtual machines
taking up the largest space.

Stacked chart Displays metrics for the child objects that have the highest statistical values. All other objects are
aggregated, and the sum value is displayed with the term Other. For example, a host's stacked CPU
usage chart displays CPU usage metrics for the ten virtual machines on the host that are consuming
the most CPU. The Other amount contains the total CPU usage of the remaining virtual machines.
The metrics for the host itself are displayed in separate line charts.
Stacked charts are useful in comparing resource allocation and usage across multiple hosts or virtual
machines. By default, the ten child objects with the highest data counter values are displayed.

Data Counters
Each data counter includes several attributes that are used to determine the statistical value collected. See
the vSphere API Reference for a complete list and description of supported counters.

Table 1‑2.  Data Counter Attributes

Attribute Description

Unit of
Measurement

Standard in which the statistic quantity is measured.
n Kilobytes (KB) – 1024 bytes
n Kilobytes per second (KBps) – 1024 bytes per second
n Kilobits (kb) – 1000 bits
n Kilobits per second (kbps) – 1000 bits per second
n Megabytes (MB)
n Megabytes per second (MBps)
n Megabits (Mb), megabits per second (Mbps)
n Megahertz (MHz)
n Microseconds (µs)
n Milliseconds (ms)
n Number (#)
n Percent (%)
n Seconds (s)

Description Text description of the data counter.

vSphere Monitoring and Performance

8  VMware, Inc.



Table 1‑2.  Data Counter Attributes (Continued)

Attribute Description

Statistics Type Measurement used during the statistics interval. Related to the unit of measurement.
n Rate – Value over the current statistics interval
n Delta – Change from previous statistics interval.
n Absolute – Absolute value (independent of the statistics interval).

Rollup Type Calculation method used during the statistics interval to roll up data. Determines the type of
statistical values that are returned for the counter.
n Average – Data collected during the interval is aggregated and averaged.
n Minimum – The minimum value is rolled up.
n Maximum – The maximum value is rolled up.

The Minimum and Maximum values are collected and displayed only in statistics level 4.
Minimum and maximum rollup types are used to capture peaks in data during the interval.
For real-time data, the value is the current minimum or current maximum. For historical data,
the value is the average minimum or average maximum.

For example, the following information for the CPU usage chart shows that the average is
collected at statistics level 1 and the minimum and maximum values are collected at statistics
level 4.
n Counter: usage
n Unit: Percentage (%)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

n Summation – Data collected is summed. The measurement displayed in the chart represents
the sum of data collected during the interval.

n Latest – Data collected during the interval is a set value. The value displayed in the
performance charts represents the current value.

Collection level Number of data counters used to collect statistics. Collection levels range from 1 to 4, with 4
having the most counters.
NOTE   Be careful when you set a higher collection level, as the process requires significant increase
of resource usage. For more information, see “Data Collection Levels,” on page 11.

Metric Groups in vSphere
The performance data collection subsystem for vSphere collects performance data on a variety of inventory
items and their devices. Data counters define individual performance metrics. Performance metrics are
organized into logical groups based on the object or object device. Statistics for one or more metrics can be
displayed in a chart.

Table 1‑3.  Metric Groups

Metric group Description

Cluster
Services

Performance statistics for clusters configured by using vSphere Distributed Resource Scheduler,
vSphere High Availability, or both.

CPU CPU utilization per host, virtual machine, resource pool, or compute resource.

Datastore Statistics for datastore utilization.

Disk Disk utilization per host, virtual machine, or datastore. Disk metrics include I/O performance, such as
latency and read/write speeds, and utilization metrics for storage as a finite resource.

Memory Memory utilization per host, virtual machine, resource pool, or compute resource. The value obtained
is one of the following:
n For virtual machines, memory refers to the guest physical memory. Guest physical memory is the

amount of physical memory presented as a virtual-hardware component to the virtual machine, at
creation time, and made available when the virtual machine is running.

n For hosts, memory refers to the machine memory. Machine memory is the RAM that is installed on
the hardware that comprises the host.

Chapter 1 Monitoring Inventory Objects with Performance Charts
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Table 1‑3.  Metric Groups (Continued)

Metric group Description

Network Network utilization for both physical and virtual network interface controllers (NICs) and other
network devices, such as the virtual switches that support connectivity among all components, such as
hosts, virtual machines, VMkernel, and so on.

Power Energy usage statistics per host.

Storage
Adapter

Data traffic statistics per host bus adapter (HBA).

Storage Path Data traffic statistics per path.

System Overall system availability, such as system heartbeat and uptime. These counters are available directly
from hosts and from vCenter Server.

Virtual Disk Disk utilization and disk performance metrics for virtual machines.

Virtual Flash Virtual flash counters.

Virtual
Machine
Operations

Virtual machine power and provisioning operations in a cluster or data center.

vSphere
Replication

Statistics for virtual machine replication performed by VMware vCenter Site Recovery Manager.

Data Collection Intervals
Collection intervals determine the duration for which statistics are aggregated, calculated, rolled up, and
archived. Together, the collection interval and collection level determine how much statistical data is
gathered and stored in your vCenter Server database.

Table 1‑4.  Collection Intervals

Collection
Interval/Archive
Length

Collection
Frequency Default Behavior

1 Day 5 Minutes Real-time statistics are rolled up to create one data point every 5 minutes.
The result is 12 data points every hour and 288 data points every day. After
30 minutes, the six data points collected are aggregated and rolled up as a
data point for the 1 Week time range.
You can change the interval duration and archive length of the 1 Day
collection interval by configuring the statistics settings.

1 Week 30 Minutes 1 Day statistics are rolled up to create one data point every 30 minutes. The
result is 48 data points every day and 336 data points every week. Every 2
hours, the 12 data points collected are aggregated and rolled up as a data
point for the 1 Month time range.
You cannot change the default settings of the 1 Week collection interval.

1 Month 2 Hours 1 Week statistics are rolled up to create one data point every 2 hours. The
result is 12 data points every day and 360 data points every month
(assuming a 30-day month). After 24 hours, the 12 data points collected are
aggregated and rolled up as a data point for the 1 Year time range.
You cannot change the default settings of the 1 Month collection interval.

1 Year 1 Day 1 Month statistics are rolled up to create one data point every day. The
result is 365 data points each year.
You can change the archive length of the 1 Year collection interval by
configuring the statistics settings.

NOTE   If you change the duration of data collection intervals you might need to allocate more storage
resources.

vSphere Monitoring and Performance
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Data Collection Levels
Each collection interval has a default collection level that determines the amount of data gathered and which
counters are available for display in charts. Collection levels are also referred to as statistics levels.

Table 1‑5.  Statistics Levels

Level Metrics Best Practice

Level 1 n Cluster Services (VMware Distributed Resource Scheduler) –
all metrics

n CPU – cpuentitlement, totalmhz, usage (average), usagemhz
n Disk – capacity, maxTotalLatency, provisioned, unshared,

usage (average), used
n Memory – consumed, mementitlement, overhead,

swapinRate, swapoutRate, swapused, totalmb, usage
(average), vmmemctl (balloon)

n Network – usage (average), IPv6
n System – heartbeat, uptime
n Virtual Machine Operations – numChangeDS,

numChangeHost, numChangeHostDS

Use for long-term performance
monitoring when device statistics are
not required.
Level 1 is the default Collection Level
for all Collection Intervals.

Level 2 n Level 1 metrics
n CPU – idle, reservedCapacity
n Disk – All metrics, excluding numberRead and

numberWrite.
n Memory – All metrics, excluding memUsed and maximum

and minimum rollup values.
n Virtual Machine Operations – All metrics

Use for long-term performance
monitoring when device statistics are
not required but you want to monitor
more than the basic statistics.

Level 3 n Level 1 and Level 2 metrics
n Metrics for all counters, excluding minimum and maximum

rollup values.
n Device metrics

Use for short-term performance
monitoring after encountering
problems or when device statistics are
required.
Because of the large quantity of
troubleshooting data retrieved and
recorded, use level 3 for the shortest
time period (Day or Week collection
interval).

Level 4 All metrics supported by the vCenter Server, including
minimum and maximum rollup values.

Use for short-term performance
monitoring after encountering
problems or when device statistics are
required.
Because of the large quantity of
troubleshooting data retrieved and
recorded, use level 4 for the shortest
amount of time.

NOTE   When you increase the collection level the storage and system requirements might change. You
might need to allocate more system resources to avoid decrease in the performance.

Chapter 1 Monitoring Inventory Objects with Performance Charts
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View Performance Charts
The vCenter Server statistics settings, the type of object selected, and the features that are enabled on the
selected object determine the amount of information displayed in charts. Charts are organized into views.
You can select a view to see related data together on one screen. You can also specify the time range, or data
collection interval. The duration extends from the selected time range to the present time.

Overview charts display multiple data sets in one panel to easily evaluate different resource statistics,
display thumbnail charts for child objects, and display charts for a parent and a child object. Advanced
charts display more information than overview charts, are configurable, and can be printed or exported.
You can export data in the PNG, JPEG, or CSV formats. See “View Advanced Performance Charts,” on
page 90.

Procedure

1 Select a valid inventory object in the vSphere Web Client.

Overview and advanced performance charts are available for datacenter, cluster, host, resource pool,
vApp, and virtual machine objects. Overview charts are also available for datastores and datastore
clusters. Performance charts are not available for network objects.

2 Click the Monitor tab, and click Performance.

3 Select a view.

Available views depend on the type of object. For views that might contain a large number of charts in
a large environment, the vSphere Web Client displays the charts distributed on multiple pages. You can
use the arrow buttons to navigate between pages.

4 Select a predefined or custom time range.

Performance Charts Options Available Under the View Menu
The performance chart options that you can access under the View menu vary depending on the type of
inventory object you select.

For example, the Virtual Machines view is available when you view host performance charts only if there
are virtual machines on the selected host. Likewise, the Fault Tolerance view for virtual machine
performance charts is available only when that feature is enabled for the selected virtual machine.

Table 1‑6.  Performance Chart Views by Inventory Object

Object View List Items

Data center n Storage - space utilization charts for datastores in the data center, including space by file type and
storage space used by each datastore in the data center.

n Clusters - thumbnail CPU and memory charts for each cluster, and stacked charts for total CPU
and memory usage in the data center. This view is the default.

Datastore and
datastore
cluster

n Space - space utilization charts for the datastore:
n space utilization by file type
n space utilization by virtual machine
n space usage

n Performance - performance charts for the datastore or datastore cluster and for virtual machine
disks on the resource.

NOTE   The Performance view for datastores is only available when all hosts that are connected to the
datastores are ESX/ESXi 4.1 or greater. The Performance view for datastore clusters is only available
when the Storage DRS is enabled.
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Table 1‑6.  Performance Chart Views by Inventory Object (Continued)

Object View List Items

Cluster n Home - CPU and memory charts for the cluster.
n Resource Pools & Virtual Machines - thumbnail charts for resource pools and virtual machines,

and stacked charts for total CPU and memory usage in the cluster.
n Hosts - thumbnail charts for each host in the cluster, and stacked charts for total CPU, memory,

disk usage, and network usage.

Host n Home - CPU, memory, disk, and network charts for the host.
n Virtual Machines - thumbnail charts for virtual machines, and stacked charts for total CPU usage

and total memory usage on the host.

Resource Pool
and vApps

n Home - CPU and memory charts for the resource pool.
n Resource Pools & Virtual Machines - thumbnail charts for resource pools, and virtual machines

and stacked charts for CPU and memory usage in the resource pool or vApp.

Virtual
Machine

n Storage - space utilization charts for the virtual machine: space by file type, space by datastore, and
total gigabytes.

n Fault Tolerance - CPU and memory charts that display comparative metrics for the fault-tolerant
primary and secondary virtual machines.

n Home - CPU, memory, network, host (thumbnail charts), and disk usage charts for the virtual
machine.

Overview Performance Charts
The overview performance charts display the most common metrics for an object in the inventory. Use these
charts to monitor and troubleshoot performance problems.

The metrics provided in Overview performance charts are a subset of those collected for hosts and the
vCenter Server. For a complete list of all metrics collected by hosts and the vCenter Server, see the vSphere
API Reference.

Clusters
The cluster charts contain information about CPU, disk, memory, and network usage for clusters. The help
topic for each chart contains information about the data counters displayed in that chart. The counters
available are determined by the collection level set for vCenter Server.

CPU (MHz)
The CPU (MHz) chart displays CPU usage for the cluster.

Cluster Counters

This chart is located in the Home view of the Cluster Performance tab.
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Table 1‑7.  Data Counters

Chart Label Description

Usage Sum of the average CPU usage values, in Megahertz, of all virtual machines in the cluster.
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Total Total amount of CPU resources available in the cluster. The maximum value is equal to the
number of cores multiplied by the frequency of the processors.
For example, a cluster has two hosts, each of which has four CPUs that are 3GHz each, and one
virtual machine that has two virtual CPUs.
VM totalmhz = 2 vCPUs * 3000MHz = 6000MHz
Host totalmhz = 4 CPUs * 3000MHz = 12000MHz
Cluster totalmhz = 2 x 4 * 3000MHz = 24000MHz
n Counter: totalmhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Summation
n Collection Level: 1

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of cluster resources. However, if the
value is constantly high, the CPU demanded is likely greater than the CPU capacity available. A high CPU
usage value can lead to increased ready time and processor queuing of the virtual machines on the hosts in
the cluster.

If performance is impacted, consider taking the following actions.

Table 1‑8.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If the cluster is not a DRS cluster, enable DRS. Select the cluster, and click Manage > Settings > vSphere DRS >
Edit > Turn ON vSphere DRS.

3 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

4 Migrate one or more virtual machines to a new host.

5 Upgrade the physical CPUs or cores on each host in the cluster if necessary.

6 Enable CPU-saving features, such as TCP Segmentation Offload.

7 Replace software I/O with dedicated hardware, such as iSCSI HBAs or TCP Segmentation Offload NICs.

CPU Usage
The cluster CPU Usage charts monitors the CPU utilization of the hosts, resource pools, and virtual
machines in the cluster. This chart displays the 10 child objects in the cluster with the most CPU usage.

This chart is located in the Resource Pools and Virtual Machines view of the Cluster Performance tab.
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Table 1‑9.  Data Counters

Chart Label Description

<host>, <resource pool>, or
<virtual machine>

Amount of CPU actively used by the host, resource pool, or virtual machine in the
cluster.
n Counter: usagemhz
n Stats Type: Rate
n Unit: MegaHertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of cluster resources. However, if the
value is constantly high, the CPU demanded is likely greater than the CPU capacity available. A high CPU
usage value can lead to increased ready time and processor queuing of the virtual machines on the hosts in
the cluster.

If performance is impacted, consider taking the following actions.

Table 1‑10.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If the cluster is not a DRS cluster, enable DRS. Select the cluster, and click Manage > Settings > vSphere DRS >
Edit > Turn ON vSphere DRS.

3 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

4 Migrate one or more virtual machines to a new host.

5 Upgrade the physical CPUs or cores on each host in the cluster if necessary.

6 Enable CPU-saving features, such as TCP Segmentation Offload.

7 Replace software I/O with dedicated hardware, such as iSCSI HBAs or TCP Segmentation Offload NICs.

Disk (KBps)
The Disk (KBps) chart displays the disk I/O of the 10 hosts in the cluster with the most disk usage.

This chart is located in the Hosts view of the cluster Performance tab.

Table 1‑11.  Data Counters

Chart Label Description

host_name Average data I/O rate across all hosts in the cluster.
n Counter: usage
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)
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Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑12.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.
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Table 1‑12.  Disk I/O Performance Enhancement Advice (Continued)

# Resolution

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Memory (MB)
The Memory (MB) chart displays consumed memory for the cluster. The chart appears only at collection
level 1.

This chart is located in the Home view of the cluster Performance tab.

Table 1‑13.  Data Counters

Chart Label Description

Consumed Amount of host machine memory used by all powered on virtual machines in the cluster. A
cluster's consumed memory consists of virtual machine consumed memory and overhead
memory. It does not include host-specific overhead memory, such as memory used by the
service console or VMkernel.
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Total Total amount of machine memory of all hosts in the cluster that is available for virtual machine
memory (physical memory for use by the Guest OS) and virtual machine overhead memory.
Memory Total = Aggregate host machine memory - (VMkernel memory + Service Console
memory + other service memory)
NOTE   The totalmb data counter is the same as the effectivemem data counter, which is
supported only for backward compatibility.
n Counter: totalmb
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Memory usage is not an indicator of performance problems. Memory can be high if a host is swapping or
ballooning, which can result in virtual machine guest swapping. In such cases, check for other problems,
such as CPU over-commitment or storage latencies.

If you have constantly high memory usage in a cluster, resource pool, or vApp, consider taking the
following actions.

Table 1‑14.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Verify that the balloon driver is enabled. The balloon driver is installed with VMware Tools and is critical to
performance. The VMkernel regularly reclaims unused virtual machine memory by ballooning and swapping.
Generally, this does not impact virtual machine performance.
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Table 1‑14.  Memory Performance Enhancement Advice (Continued)

# Resolution

3 If the balloon value is high, check the resource shares, reservations, and limits for the virtual machines and resource
pools on the hosts. Verify that the host's settings are adequate and not lower than those set for the virtual machine.
If free memory is available on the hosts and the virtual machines are experiencing high swap or balloon memory,
the virtual machine (or resource pool, if it belongs to one) has reached its resource limit. Check the maximum
resource limit set on that host.

4 If the cluster is not a DRS cluster, enable DRS. Select the cluster in the object navigator, and click Manage > Settings
> vSphere DRS > Edit > Turn ON vSphere DRS.

5 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

6 Add more physical memory to one or more hosts.

Memory (MB)
The Memory (MB) chart displays memory data counters for clusters. The chart appears at all collection
levels except level 1.

Description

This chart is located in the Home view of the cluster Performance tab.

NOTE   These data counter definitions are for hosts. At the cluster level, the values are collected and totaled.
The counter values in the chart represent the aggregate amounts of the host data. The counters that appear
in the chart depend on the collection level set for your vCenter Server.

Table 1‑15.  Data Counters 

Chart Label Description

Active Sum of the active guest physical memory of all powered on virtual machines on the
host, plus memory used by basic VMkernel applications. Active memory is
estimated by the VMkernel.
n Counter: active
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Balloon Sum of the guest physical memory reclaimed by the balloon driver for all powered
on virtual machines on the host.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Consumed Amount of machine memory used on the host.
Consumed memory includes virtual machine memory, service console memory, and
VMkernel memory.
consumed memory = total host memory - free host memory
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)
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Table 1‑15.  Data Counters (Continued)

Chart Label Description

Granted Sum of the guest physical memory granted for all powered on virtual machines.
Granted memory is mapped to the host's machine memory.
Granted memory for a host includes the shared memory of each virtual machine on
the host.
n Counter: granted
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Swap Used Sum of the memory swapped by all powered on virtual machines on the host.
n Counter: swapused
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Total Aggregate total memory available to the cluster.
n Counter: totalmb
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

To ensure best performance, the host memory must be large enough to accommodate the active memory of
the virtual machines. The active memory can be smaller than the virtual machine memory size. This allows
you to over-provision memory, but still ensures that the virtual machine active memory is smaller than the
host memory.

Transient high-usage values usually do not cause performance degradation. For example, memory usage
can be high when several virtual machines are started at the same time or when a spike occurs in virtual
machine workload. However, a consistently high memory usage value (94% or greater) indicates that the
host is probably lacking the memory required to meet the demand. If the active memory size is the same as
the granted memory size, the demand for memory is greater than the memory resources available. If the
active memory is consistently low, the memory size might be too large.

If the memory usage value is high, and the host has high ballooning or swapping, check the amount of free
physical memory on the host. A free memory value of 6% or less indicates that the host cannot handle the
demand for memory. This leads to memory reclamation, which might degrade performance.

If the host has enough free memory, check the resource shares, reservation, and limit settings of the virtual
machines and resource pools on the host. Verify that the host settings are adequate and not lower than those
set for the virtual machines.

If the host has little free memory available, or if you notice a degradation in performance, consider taking
the following actions.

Table 1‑16.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.
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Table 1‑16.  Memory Performance Enhancement Advice (Continued)

# Resolution

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory Consumed
The Memory Consumed chart displays memory usage for the 10 child objects in the cluster with the most
consumed memory.

For resource pools and virtual machines in a cluster, this chart is located in the Resource Pools & Virtual
Machines view of the cluster Performance tab. For hosts in a cluster, this chart is located in the Hosts view
of the cluster Performance tab.

Table 1‑17.  Data Counters

Chart Label Description

resource_pool,
virtual_machine, or
host

Amount of machine memory used by all resource pools and virtual machines in the cluster or by
all hosts in the cluster, depending on the cluster view.
Consumed memory includes virtual machine memory, service console memory, and VMkernel
memory.
consumed memory = total host memory - free host memory
n Counter: consumed
n Stats Type: Absolute
n Unit: MegaBytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Memory usage is not an indicator of performance problems. Memory can be high if a host is swapping or
ballooning, which can result in virtual machine guest swapping. In such cases, check for other problems,
such as CPU over-commitment or storage latencies.

If you have constantly high memory usage in a cluster, resource pool, or vApp, consider taking the
following actions.

Table 1‑18.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Verify that the balloon driver is enabled. The balloon driver is installed with VMware Tools and is critical to
performance. The VMkernel regularly reclaims unused virtual machine memory by ballooning and swapping.
Generally, this does not impact virtual machine performance.

3 If the balloon value is high, check the resource shares, reservations, and limits for the virtual machines and resource
pools on the hosts. Verify that the host's settings are adequate and not lower than those set for the virtual machine.
If free memory is available on the hosts and the virtual machines are experiencing high swap or balloon memory,
the virtual machine (or resource pool, if it belongs to one) has reached its resource limit. Check the maximum
resource limit set on that host.

4 If the cluster is not a DRS cluster, enable DRS. Select the cluster in the object navigator, and click Manage > Settings
> vSphere DRS > Edit > Turn ON vSphere DRS.
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Table 1‑18.  Memory Performance Enhancement Advice (Continued)

# Resolution

5 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

6 Add more physical memory to one or more hosts.

Network (Mbps)
The Network (Mbps) chart displays network speed for the 10 hosts in the cluster with the most network
usage.

This chart is located in the Hosts view of the Cluster Performance tab.

Table 1‑19.  Data Counters

Chart Label Description

<host> Average rate at which data is transmitted and received across all NIC instances on the host.
n Counter: usage
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑20.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.
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Table 1‑20.  Networking Performance Enhancement Advice (Continued)

# Resolution

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Datacenters
The data center charts contain information about CPU, disk, memory, and storage usage for data centers.
The help topic for each chart contains information about the data counters displayed in that chart. The
counters available are determined by the collection level set for vCenter Server.

CPU (MHz)
The CPU (MHz) chart displays CPU usage for the 10 clusters in the data center with the most CPU usage.

This chart is located in the Clusters view of the Datacenters Performance tab.

Table 1‑21.  Data Counters

Chart Label Description

<cluster> Amount of CPU currently in use by the cluster. The active CPU usage is approximately equal to the
ratio of the used CPU cycles to the available CPU cycles.
The maximum possible value is the frequency of the processors multiplied by the number of cores.
For example, a two-way SMP virtual machine using 4000MHz on a host that has four 2GHz
processors is using 50% of the CPU (4000 ÷ 4 × 2000) = 0.5).
n Counter: usagemhz
n Stats Type: Rate
n Unit: MegaHertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of cluster resources. However, if the
value is constantly high, the CPU demanded is likely greater than the CPU capacity available. A high CPU
usage value can lead to increased ready time and processor queuing of the virtual machines on the hosts in
the cluster.

If performance is impacted, consider taking the following actions.
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Table 1‑22.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If the cluster is not a DRS cluster, enable DRS. Select the cluster, and click Manage > Settings > vSphere DRS >
Edit > Turn ON vSphere DRS.

3 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

4 Migrate one or more virtual machines to a new host.

5 Upgrade the physical CPUs or cores on each host in the cluster if necessary.

6 Enable CPU-saving features, such as TCP Segmentation Offload.

7 Replace software I/O with dedicated hardware, such as iSCSI HBAs or TCP Segmentation Offload NICs.

Memory (MB)
The Memory (MB) chart displays the average amount of consumed memory for the 10 clusters in the data
center with the most consumed memory.

This chart is located in the Clusters view of the Datacenters Performance tab.

Table 1‑23.  Data Counters

Chart Label Description

<cluster> Amount of host machine memory used by all powered on virtual machines in the
cluster.
n Counter: consumed
n Stats Type: Absolute
n Unit: MegaBytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A cluster's consumed memory consists of virtual machine consumed memory and overhead memory. It
does not include host-specific overhead memory, such as memory used by the service console or VMkernel.

If you experience problems with cluster memory usage, use the thumbnail cluster charts to examine
memory usage for each cluster and increase memory resources if needed.

If the cluster is a DRS cluster, check the aggressiveness threshold. If the value is low, increase the threshold.
Increasing the threshold might help avoid hot spots in the cluster.

Space used in GB
The Space in GB chart displays the 10 datastores in the data center with the most used disk space.

This chart is located in the Storage view of the Datacenter Performance tab.
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Table 1‑24.  Data Counters

Chart Label Description

<datastore> Amount of used storage space on the 10 datastores with the most used space.
n Counter: used
n Stats Type: Absolute
n Unit: GigaBytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Space Utilization By File Type
The Space Utilization By File Type chart displays datastore space usage for virtual disks, swap files,
snapshot files, and other virtual machine files.

NOTE   This chart does not show historical statistics. It only shows the most recently available data, which
may be up to 30 minutes late, depending on when the last statistics rollup occurred. In addition, statistics
are not collected across all datastores at one time. They are collected asynchronously.

The Space Utilization by File Type chart is located in the Storage view of the data center Performance tab.

Datastore Counters

Table 1‑25.  Data Counters

File Type Description

Virtual Disks Amount of disk space used by virtual disk files.
Virtual disk files store the contents of the virtual machine's hard disk drive, including information
that you write to a virtual machine's hard disk, such as the operating system, program files, and
data files. The files have the extension .vmdk and appear as a physical disk drive to a guest
operating system.
NOTE   Delta disks, which also have an extension .vmdk, are not included in this file type.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Swap Files Amount of disk space used by swap files.
Swap files back up the virtual machine's physical memory.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)
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Table 1‑25.  Data Counters (Continued)

File Type Description

Snapshots Amount of disk space used by virtual machine snapshot files.
Snapshot files store information about virtual machine snapshots. They include snapshot state
files and delta disk files. A snapshot state file stores the running state of the virtual machine at the
time of the snapshot. It has the extension .vmsn. A delta disk file stores the updates made by the
virtual machine to the virtual disks after a snapshot is taken.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Other VM Files Amount of disk space used by all other virtual machine files, such as configuration files and log
files.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Other Amount of disk space used by all other non-virtual machine files, such as documentation files and
backup files.

Free Space Amount of disk space not currently in use.

Total Space Amount of disk space available to the datastore. This is the datastore capacity. The chart displays
the information for datastores but not for data centers.
total space = virtual disk space + swap file space + snapshot space + other VM file space + other
space + free space

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Datastores
The datastore charts contain information about disk usage for datastores. The help topic for each chart
contains information about the data counters displayed in that chart. The counters available are determined
by the collection level set for vCenter Server.

Space in GB
The Space in GB chart displays space usage data counters for datastores.

This chart is located in the Space view of the datastore Performance tab.
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Table 1‑26.  Data Counters

Chart Label Description

Allocated Amount of physical space provisioned by an administrator for the datastore. It is the storage size
up to which files on the datastore can grow. Allocated space is not always in use.
n Counter: provisioned
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Used Amount of physical datastore space in use.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Capacity Maximum capacity of the datastore.
capacity = virtual machine file space + non-virtual machine file space + free space
NOTE   Storage data is collected and updated in the overview charts every 30 minutes. Therefore,
if you refresh the datastore, the capacity value might only be updated in the datastore Summary
tab, and not in the overview charts.
n Counter: capacity
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Space Utilization By File Type
The Space Utilization by File Type chart displays space used by virtual disks, swap files, snapshot files, and
other virtual machine files on the the datastore.

NOTE   This chart does not show historical statistics. It only shows the most recently available data, which
may be up to 30 minutes late, depending on when the last statistics rollup occurred. In addition, statistics
are not collected across all datastores at one time. They are collected asynchronously.

The Space Utilization by File Type chart is located in the Space view of the datastore Performance tab.
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Datastore Counters

Table 1‑27.  Data Counters

File Type Description

Virtual Disks Amount of disk space used by virtual disk files.
Virtual disk files store the contents of the virtual machine's hard disk drive, including information
that you write to a virtual machine's hard disk, such as the operating system, program files, and
data files. The files have the extension .vmdk and appear as a physical disk drive to a guest
operating system.
NOTE   Delta disks, which also have an extension .vmdk, are not included in this file type.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Swap Files Amount of disk space used by swap files.
Swap files back up the virtual machine's physical memory.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Snapshots Amount of disk space used by virtual machine snapshot files.
Snapshot files store information about virtual machine snapshots. They include snapshot state
files and delta disk files. A snapshot state file stores the running state of the virtual machine at the
time of the snapshot. It has the extension .vmsn. A delta disk file stores the updates made by the
virtual machine to the virtual disks after a snapshot is taken.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Other VM Files Amount of disk space used by all other virtual machine files, such as configuration files and log
files.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Other Amount of disk space used by all other non-virtual machine files, such as documentation files and
backup files.

Free Space Amount of disk space not currently in use.

Total Space Amount of disk space available to the datastore. This is the datastore capacity. The chart displays
the information for datastores but not for data centers.
total space = virtual disk space + swap file space + snapshot space + other VM file space + other
space + free space

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.
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If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Space Utilization by Virtual Machine
The Space Utilization by Virtual Machine chart displays the amount of space used by the five virtual
machines with the most space used on the datastore.

NOTE   This chart does not show historical statistics. It only shows the most recently available data, which
may be up to 30 minutes late, depending on when the last statistics rollup occurred. In addition, statistics
are not collected across all datastores at one time. They are collected asynchronously.

The Space Utilization by Virtual Machine chart is located in the Space view of the datastore Performance
tab.

Table 1‑28.  Data Counters

Chart Label Description

virtual_machine Amount of datastore space used by the five virtual machines with the most used
datastore space.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Storage I/O Control Normalized Latency
This chart displays the normalized latency in microseconds on the datastore, which is the latency that is
monitored by Storage I/O Control to detect congestion on the datastore. This metric computes a weighted
response time across all hosts and VMs accessing the datastore. I/O count is used as the weight for the
response time. It captures the device level latency and does not include any queuing inside the hypervisor
storage stack or inside the VM. It is adjusted for I/O size, meaning that high latencies that are the result of
very large I/Os are discounted so as not to make the datastore seem slower than it really is. Data for all
virtual machines is combined. This chart will display zero values when Storage I/O Control is disabled.

This chart is located in the Performance view of the datastore Performance tab. The
sizeNormalizedDatastoreLatency counter can also be displayed for datastore cluster charts.
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Table 1‑29.  Data Counters

Chart Label Description

Storage I/O Control
Normalized Latency

This is the latency that is monitored by Storage I/O Control to detect congestion on the
datastore.
n Counter: sizeNormalizedDatastoreLatency
n Stats Type: Absolute
n Unit: Microseconds
n Rollup Type: Average
n Collection Level: 3

Storage I/O Control Aggregate IOPs
This chart displays the number of I/O operations per second on the datastore, aggregated across all hosts
and virtual machines accessing the datastore. The chart displays zero values when Storage I/O Control is
disabled.

This chart is located in the Performance view of the datastore Performance tab. The datastoreIops counter
can also be displayed for datastore cluster charts.

Table 1‑30.  Data Counters

Chart Label Description

Storage I/O Control Aggregate
IOPs

Number of I/O operations per second on the datastore, aggregated across all hosts
and virtual machines accessing the datastore.
n Counter: datastoreIops
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Storage I/O Control Activity
This chart displays the percentage of time during which Storage I/O Control actively controlled the
datastore latency.

This chart is located in the Performance views of the datastore and datastore cluster Performance tabs.

Table 1‑31.  Data Counters

Chart Label Description

Storage I/O Control
Activity

This is the percentage of time during which the Storage I/O Control actively controlled the I/O
latency for the datastore.
n Counter: siocActiveTimePercentage
n Stats Type: Absolute
n Unit: Percent
n Rollup Type: Average
n Collection Level: 3

Average Device Latency per Host
This chart displays the average amount of latency on a host device. The chart displays the ten hosts with the
highest device latency.

This chart is located in the Performance view of the datastore Performance tab.
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Table 1‑32.  Data Counters

Chart Label Description

Average Device
Latency per Host

Measures the amount of time, in milliseconds, to complete a SCSI command issued from the
physical device.
n Counter: deviceLatency
n Stats Type: Absolute
n Unit: Milliseconds (ms)
n Rollup Type: Average
n Collection Level: 3

Maximum Queue Depth per Host
This chart displays maximum queue depth that hosts are currently maintaining for the datastore. When
Storage I/O is enabled, queue depth can change over time when congestion is detected at the array.

This chart is located in the Performance view of the datastore Performance tab. The chart displays
information about the ten hosts with the highest values.

Table 1‑33.  Data Counters

Chart Label Description

Max Queue Depth per Host Maximum queue depth. Queue depth is the number of commands the SCSI driver
queues to the HBA.
n Counter: maxQueueDepth
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Read IOPs per Host
This chart displays the per-host disk read rates for a datastore. The chart displays information about the ten
hosts with the highest values.

This chart is located in the Performance view of the datastore Performance tab.

Table 1‑34.  Data Counters

Chart Label Description

Read IOPs per Host Number of disk read commands completed on each disk on the host, per second.
Read rate = blocks read per second × block size
n Counter: numberReadAveraged
n Stats Type: Rate
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Write IOPs per Host
This chart displays the per-host disk write rates for a datastore. The chart displays information about the ten
hosts with the highest values.

This chart is located in the Performance view of the datastore Performance tab.
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Table 1‑35.  Data Counters

Chart Label Description

Write IOPs per Host Number of disk write commands completed on each disk on the host, per second.
Write rate = blocks written per second × block size
n Counter: numberWriteAveraged
n Stats Type: Rate
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Average Read Latency per Virtual Machine Disk
This chart displays the top ten virtual machine disks with the highest average read latency in milliseconds.
Data is not displayed when the virtual machine is powered off.

This chart is located in the Performance view of the datastore Performance tab.

Table 1‑36.  Data Counters

Chart Label Description

Average Read Latency
per Virtual Machine
Disk

Latency measures the time used to process a SCSI command issued by the guest OS to the
virtual machine. The kernel latency is the time VMkernel takes to process an I/O request. The
device latency is the time it takes the hardware to handle the request.
Total latency = kernelLatency + deviceLatency.
n Counter: totalReadLatency
n Stats Type: Absolute
n Unit: Milliseconds (ms)
n Rollup Type: Average
n Collection Level: 3

Average Write Latency per Virtual Machine Disk
This chart displays the top ten virtual machine disks with the highest average write latency in milliseconds.
Data is not displayed when the virtual machine is powered off.

This chart is located in the Performance view of the datastore Performance tab.

Table 1‑37.  Data Counters

Chart Label Description

Average Write Latency
per Virtual Machine
Disk

Latency measures the time used to process a SCSI command issued by the guest OS to the
virtual machine. The kernel latency is the time VMkernel takes to process an I/O request. The
device latency is the time it takes the hardware to handle the request.
Total latency = kernelLatency + deviceLatency.
n Counter: totalWriteLatency
n Stats Type: Absolute
n Unit: Milliseconds (ms)
n Rollup Type: Average
n Collection Level: 3

Read IOPs per Virtual Machine Disk
This chart displays the top ten virtual machines with the highest number of read operations. Data is not
displayed when the virtual machine is powered off.

This chart is located in the Performance view of the datastore Performance tab.
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Table 1‑38.  Data Counters

Chart Label Description

Read IOPs per Virtual
Machine Disk

Number of disk read commands completed on each virtual machine disk, per second.
Read rate = blocks read per second × block size
n Counter: numberReadAveraged
n Stats Type: Rate
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Write IOPs per Virtual Machine Disk
This chart displays the ten virtual machines with the highest number of write operations. Data is not
displayed when the virtual machine is powered off.

This chart is located in the Performance view of the datastore Performance tab.

Table 1‑39.  Data Counters

Chart Label Description

Write IOPs per Virtual
Machine Disk

Number of disk write commands completed on each virtual machine disk on the host.
Write rate = blocks read per second × block size
n Counter: numberWriteAveraged
n Stats Type: Rate
n Unit: Number
n Rollup Type: Average
n Collection Level: 3

Virtual Machine Observed Latency per Datastore
This chart displays the average datastore latency as observed by the virtual machines.

This chart is located in the Performance view of the datastore cluster Performance tab.

Table 1‑40.  Data Counters

Chart Label Description

VM observed latency
report per Datastore

This is the average datastore latency as observed by the virtual machines in the datastore
cluster.
n Counter: datastoreVMObservedLatency
n Stats Type: Absolute
n Unit: Microseconds
n Rollup Type: Latest
n Collection Level: 3

Hosts
The hosts charts contain information about CPU, disk, memory, network, and storage usage for hosts. The
help topic for each chart contains information about the data counters displayed in that chart. The counters
available are determined by the collection level set for vCenter Server.

CPU (%)
The CPU (%) chart displays CPU usage for the host.

This chart is located in the Home view of the Host Performance tab.
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Table 1‑41.  Data Counters

Chart Label Description

Usage Actively used CPU, as a percentage of the total available CPU, for each
physical CPU on the host.
Active CPU is approximately equal to the ratio of the used CPU to the
available CPU.
Available CPU = # of physical CPUs × clock rate.
100% represents all CPUs on the host. For example, if a four-CPU host is
running a virtual machine with two CPUs, and the usage is 50%, the host is
using two CPUs completely.
n Counter: usage
n Stats Type: Rate
n Unit: Percentage (%)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of the host resources. However, if the
value is constantly high, the host is probably lacking the CPU required to meet the demand. A high CPU
usage value can lead to increased ready time and processor queuing of the virtual machines on the host.

If performance is impacted, consider taking the actions listed below.

Table 1‑42.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

4 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

5 Upgrade the physical CPUs or cores on the host if necessary.

6 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

CPU (MHz)
The CPU (MHz) chart displays CPU usage for the host.

This chart is located in the Home view of the Host Performance tab.
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Table 1‑43.  Data Counters

Chart Label Description

Usage The sum, in megahertz, of the actively used CPU of all powered on virtual
machines on a host.
The maximum possible value is the frequency of the processors multiplied by
the number of processors. For example, if you have a host with four 2GHz
CPUs running a virtual machine that is using 4000MHz, the host is using two
CPUs completely.
4000 ÷ (4 × 2000) = 0.50
n Counter: usagemhz
n Stats Type: Rate
n Unit: MegaHertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of the host resources. However, if the
value is constantly high, the host is probably lacking the CPU required to meet the demand. A high CPU
usage value can lead to increased ready time and processor queuing of the virtual machines on the host.

If performance is impacted, consider taking the actions listed below.

Table 1‑44.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

4 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

5 Upgrade the physical CPUs or cores on the host if necessary.

6 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

CPU Usage
The CPU Usage chart displays CPU usage of the 10 virtual machines on the host with the most CPU usage.

This chart is located in the Virtual Machines view of the host Performance tab.
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Table 1‑45.  Counters

Name Description

virtual_machine Amount of CPU actively being used by each virtual machine on the host. 100% represents all
CPUs.
For example, if a virtual machine has one virtual CPU that is running on a host with four
CPUs and the CPU usage is 100%, the virtual machine is using one CPU resource.
virtual CPU usage = usagemhz ÷ (number of virtual CPUs × core frequency)
NOTE   This is the host's view of the CPU usage, not the guest operating system view.
n Counter: usage
n Stats Type: Rate
n Unit: Percentage (%). Precision is to 1/100%. A value between 0 and 100.
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage or CPU ready indicates that you are making the best use of the virtual machine
resources. However, if the CPU usage value for a virtual machine is above 90% and the CPU ready value is
above 20%, performance is being impacted.

If performance is impacted, consider taking the actions listed below.

Table 1‑46.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on the host or in
the resource pool. The stacked line chart on the host's Virtual Machine view shows the CPU usage for virtual
machines on the host.

4 Determine whether the high ready time for the virtual machine resulted from its CPU usage time reaching the CPU
limit setting. If so, increase the CPU limit on the virtual machine.

5 Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on the host
might remain at the same level if the host system is constrained by CPU. If the host ready time doesn't decrease, set
the CPU reservations for high-priority virtual machines to guarantee that they receive the required CPU cycles.

6 Increase the amount of memory allocated to the virtual machine. This decreases disk and or network activity for
applications that cache. This might lower disk I/O and reduce the need for the host to virtualize the hardware.
Virtual machines with smaller resource allocations generally accumulate more CPU ready time.

7 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

8 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

9 Upgrade the physical CPUs or cores on the host if necessary.

10 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

Disk (KBps)
The Disk (KBps) chart displays disk I/O of the host.

This chart is located in the Home view of the host Performance tab.
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Table 1‑47.  Data Counters

Chart Label Description

Usage Average data I/O rate across all LUNs on the host.
n Counter: usage
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑48.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

vSphere Monitoring and Performance

36  VMware, Inc.



Table 1‑48.  Disk I/O Performance Enhancement Advice (Continued)

# Resolution

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk Rate (KBps)
The Disk Rate chart displays disk read and write rates for LUNs on a host, including average rates.

This chart is located in the Home view of the host Performance tab.

Table 1‑49.  Data Counters

Chart Label Description

Read Number of disk read commands completed on each disk on the host, per second. The
aggregate number of all disk read commands is also displayed in the chart.
Read rate = blocksRead per second × blockSize
n Counter: read
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average
n Collection Level: 3

Write Number of disk write commands completed on each disk on the host, per second.
The aggregate number of all disk write commands is also displayed in the chart.
Write rate = blocksWritten per second × blockSize
n Counter: write
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average
n Collection Level: 3

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.
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n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑50.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk Requests (Number)
The Disk Requests chart displays disk usage for the host.

This chart is located in the Home view of the host Performance tab.
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Table 1‑51.  Data Counters

Chart Label Description

Read Requests Number of disk read commands completed on each LUN on the host. The
aggregate number of all disk read commands is also displayed in the chart.
n Counter: numberRead
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Write Requests Number of disk write commands completed on each LUN on the host. The
aggregate number of all disk write commands is also displayed in the chart.
n Counter: numberWrite
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑52.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.
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Table 1‑52.  Disk I/O Performance Enhancement Advice (Continued)

# Resolution

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk (Number)
The Disk (Number) chart displays maximum queue depth for the top ten LUNs on a host.

This chart is located in the Home view of the host Performance tab.

Table 1‑53.  Data Counters

Chart Label Description

Maximum Queue Depth Maximum queue depth. Queue depth is the number of commands the SCSI driver
queues to the HBA.
n Counter: maxQueueDepth
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Average
n Collection Level: 1

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.
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n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑54.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk (ms)
The Disk (ms) chart displays the amount of time taken to process commands on a host.

This chart is located in the Home view of the host Performance tab.
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Table 1‑55.  Data Counters

Chart Label Description

Highest Disk Latency Highest latency value of all disks used by the host.
Latency measures the time used to process a SCSI command issued by the guest OS to the
virtual machine. The kernel latency is the time VMkernel takes to process an I/O request. The
device latency is the time it takes the hardware to handle the request.
Total latency = kernelLatency + deviceLatency.
n Counter: maxTotalLatency
n Stats Type: Absolute
n Unit: Milliseconds (ms)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑56.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

vSphere Monitoring and Performance

42  VMware, Inc.



Table 1‑56.  Disk I/O Performance Enhancement Advice (Continued)

# Resolution

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk (KBps)
The Disk (KBps) chart displays disk usage for the 10 virtual machines on the host with the most disk usage.

This chart is located in the Virtual Machines view of the host Performance tab.

Table 1‑57.  Data Counters

Chart Label Description

virtual_machine Sum of the data read from the virtual machine.
n Counter: usage
n Stats Type: Rate
n Unit: KiloBytes per second (KBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.
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n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑58.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Memory (%)
The Memory (%) chart displays host memory usage.

This chart is located in the Home view of the host Performance tab.

Chart Analysis

To ensure best performance, the host memory must be large enough to accommodate the active memory of
the virtual machines. The active memory can be smaller than the virtual machine memory size. This allows
you to over-provision memory, but still ensures that the virtual machine active memory is smaller than the
host memory.

Transient high-usage values usually do not cause performance degradation. For example, memory usage
can be high when several virtual machines are started at the same time or when a spike occurs in virtual
machine workload. However, a consistently high memory usage value (94% or greater) indicates that the
host is probably lacking the memory required to meet the demand. If the active memory size is the same as
the granted memory size, the demand for memory is greater than the memory resources available. If the
active memory is consistently low, the memory size might be too large.
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If the memory usage value is high, and the host has high ballooning or swapping, check the amount of free
physical memory on the host. A free memory value of 6% or less indicates that the host cannot handle the
demand for memory. This leads to memory reclamation, which might degrade performance.

If the host has enough free memory, check the resource shares, reservation, and limit settings of the virtual
machines and resource pools on the host. Verify that the host settings are adequate and not lower than those
set for the virtual machines.

If the host has little free memory available, or if you notice a degradation in performance, consider taking
the following actions.

Table 1‑59.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (Balloon)
The Memory (Balloon) chart displays balloon memory on a host.

This chart is located in the Home view of the host Performance tab.

Table 1‑60.  Data Counters

Chart Label Description

Balloon Sum of the guest physical memory reclaimed by the balloon driver for all powered on virtual
machines on the host.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

To ensure best performance, the host memory must be large enough to accommodate the active memory of
the virtual machines. The active memory can be smaller than the virtual machine memory size. This allows
you to over-provision memory, but still ensures that the virtual machine active memory is smaller than the
host memory.

Transient high-usage values usually do not cause performance degradation. For example, memory usage
can be high when several virtual machines are started at the same time or when a spike occurs in virtual
machine workload. However, a consistently high memory usage value (94% or greater) indicates that the
host is probably lacking the memory required to meet the demand. If the active memory size is the same as
the granted memory size, the demand for memory is greater than the memory resources available. If the
active memory is consistently low, the memory size might be too large.
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If the memory usage value is high, and the host has high ballooning or swapping, check the amount of free
physical memory on the host. A free memory value of 6% or less indicates that the host cannot handle the
demand for memory. This leads to memory reclamation, which might degrade performance.

If the host has enough free memory, check the resource shares, reservation, and limit settings of the virtual
machines and resource pools on the host. Verify that the host settings are adequate and not lower than those
set for the virtual machines.

If the host has little free memory available, or if you notice a degradation in performance, consider taking
the following actions.

Table 1‑61.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (MBps)
The Memory (MBps) chart displays the swap in and swap out rates for a host.

This chart is located on the Home view of the Host Performance tab.

Table 1‑62.  Data Counters

Chart Label Description

swapinRate Average rate at which memory is swapped in from the host swap file.
n Counter: swapinRate
n Stats Type: Rate
n Unit: MegaBytes per second (MBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

swapoutRate Average rate at which memory is swapped out to the host swap file.
n Counter: swapoutRate
n Stats Type: Rate
n Unit: MegaBytes per second (MBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Host memory must be large enough to accommodate virtual machine workload. Transient high-usage
values usually do not cause performance degradation. For example, memory usage can be high when
several virtual machines are started at the same time or when there is a spike in virtual machine workload.
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However, a consistently high memory usage value (94% or greater) indicates the host does not have the
memory resources required to meet the demand. If the memory balloon and swap values are not high,
performance is probably not affected. If the memory usage value is high, and the host has high ballooning or
swapping, check the amount of free physical memory on the host. A free memory value of 6% or less
indicates that the host requires more memory resources.

If the host is not lacking memory resources, check the resource shares, reservation, and limit settings of the
virtual machines and resource pools on the host. Verify that the host settings are adequate and not lower
than those set for the virtual machines.

If the host is lacking memory resources or you notice a degredation in performance, consider taking the
following actions.

Table 1‑63.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of a virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (MB)
The Memory (MB) chart displays memory data counters for hosts.

This chart is located in the Home view of the host Performance tab.

NOTE   Guest physical memory refers to the virtual hardware memory presented to a virtual machine for its
guest operating system. Machine memory is the actual physical RAM in the host.

Not all counters are collected at collection level 1.

Table 1‑64.  Data Counters

Chart Label Description

Active Sum of the active guest physical memory of all powered on virtual machines on the
host, plus memory used by basic VMKernel applications. Active memory is
estimated by the VMkernel and is based on the current workload of the host.
n Counter: active
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Balloon Sum of the guest physical memory reclaimed by the balloon driver for all powered
on virtual machines on the host.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)
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Table 1‑64.  Data Counters (Continued)

Chart Label Description

Balloon Target Sum of the balloon target memory of all powered on virtual machines on the host.
If the balloon target value is greater than the balloon value, the VMkernel inflates the
balloon, causing more virtual machine memory to be reclaimed. If the balloon target
value is less than the balloon value, the VMkernel deflates the balloon, which allows
the virtual machine to consume additional memory if needed.
Virtual machines initiate memory reallocation. Therefore, it is possible to have a
balloon target value of 0 and a balloon value greater than 0.
n Counter: vmmemctltarget
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Consumed Amount of machine memory used on the host.
Consumed memory includes virtual machine memory, service console memory, and
VMkernel memory.
consumed memory = total host memory - free host memory
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Granted Sum of the guest physical memory granted for all powered on virtual machines.
Granted memory is mapped to the host's machine memory.
Granted memory for a host includes the shared memory of each virtual machine on
the host.
n Counter: granted
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Shared Common Amount of machine memory shared by all powered on virtual machines.
Shared common memory consists of the entire pool of memory from which sharing
is possible, including the amount of physical RAM required by the guest memory.
memory shared - memory shared common = amount of memory saved on the host
from sharing
n Counter: sharedcommon
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Swap Used Sum of the memory swapped by all powered on virtual machines on the host.
n Counter: swapused
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)
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Chart Analysis

To ensure best performance, the host memory must be large enough to accommodate the active memory of
the virtual machines. The active memory can be smaller than the virtual machine memory size. This allows
you to over-provision memory, but still ensures that the virtual machine active memory is smaller than the
host memory.

Transient high-usage values usually do not cause performance degradation. For example, memory usage
can be high when several virtual machines are started at the same time or when a spike occurs in virtual
machine workload. However, a consistently high memory usage value (94% or greater) indicates that the
host is probably lacking the memory required to meet the demand. If the active memory size is the same as
the granted memory size, the demand for memory is greater than the memory resources available. If the
active memory is consistently low, the memory size might be too large.

If the memory usage value is high, and the host has high ballooning or swapping, check the amount of free
physical memory on the host. A free memory value of 6% or less indicates that the host cannot handle the
demand for memory. This leads to memory reclamation, which might degrade performance.

If the host has enough free memory, check the resource shares, reservation, and limit settings of the virtual
machines and resource pools on the host. Verify that the host settings are adequate and not lower than those
set for the virtual machines.

If the host has little free memory available, or if you notice a degradation in performance, consider taking
the following actions.

Table 1‑65.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory Usage
The Memory Usage chart displays memory usage for the 10 virtual machines on the host with the most
memory usage.

This chart is located in the Virtual Machines view of the host Performance tab.

Virtual Machine Counters

NOTE   Guest physical memory refers to the virtual hardware memory presented to a virtual machine for its
guest operating system.
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Table 1‑66.  Data Counters

Chart Label Description

Usage Amount of guest physical memory currently in use on the virtual machine.
n Counter: usage
n Stats Type: Absolute
n Unit: Percentage (%)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑67.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Network (Mbps)
The Network (Mbps) chart displays network usage for the host.

This chart is located in the Home view of the Host Performance tab.
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Table 1‑68.  Host Counters

Chart Label Description

Usage Average rate at which data is transmitted and received across all NIC instances
connected to the host.
n Counter: usage
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑69.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.
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Table 1‑69.  Networking Performance Enhancement Advice (Continued)

# Resolution

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Network Rate (Mbps)
The Network Rate chart displays network bandwidth on a host.

The Network Data Transmitted/Received chart for hosts is located in the Home view of the Host
Performance tab.

Table 1‑70.  Data Counters

Chart Label Description

Data Receive Rate Rate at which data is received across the top ten physical NIC instances on the host.
This represents the bandwidth of the network. The chart also displays the
aggregated data receive rate of all physical NICs.
n Counter: received
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average
n Collection Level: 3 (4)

Data Transmit Rate Rate at which data is transmitted across the top ten physical NIC instances on the
host. This represents the bandwidth of the network. The chart also displays the
aggregated data transmit rate of all physical NICs.
n Counter: transmitted
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average
n Collection Level: 3 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.
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Table 1‑71.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Network Packets (Number)
The Network Packets chart displays the network bandwith on a host.

This chart is located in the Home view of the Host Performance tab.

Table 1‑72.  Data Counters

Chart Label Description

Packets Received Number of network packets received across the top ten physical NIC instances on
the host. The chart also displays the aggregated value for all NICs.
n Counter: packetRx
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Packets Transmitted Number of network packets transmitted across the top ten physical NIC instances on
the host. The chart also displays the aggregated value for all NICs.
n Counter: packetTx
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.
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If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑73.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Network (Mbps)
The Network (Mbps) chart displays network usage for the 10 virtual machines on the host with the most
network usage.

This chart is located in the Virtual Machines view of the host Performance tab.
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Table 1‑74.  Data Counters

Chart Label Description

<virtual machine> Sum of the data transmitted and received across all virtual NIC instances connected to
the virtual machine.
n Counter: usage
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑75.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.
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Table 1‑75.  Networking Performance Enhancement Advice (Continued)

# Resolution

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Resource Pools
The resource pool charts contain information about CPU and memory usage for resource pools. The help
topic for each chart contains information about the data counters displayed in that chart. The counters
available are determined by the collection level set for vCenter Server.

CPU (MHz)
The CPU (MHz) chart displays CPU usage in the resource pool or vApp.

This chart is located in the Home view of the Resource Pool or vApp Performance tab.

Counters

Table 1‑76.  Data Counters

Chart Label Description

Usage CPU usage is the sum of the average CPU usage values of the virtual machines in the resource
pool or vApp.
CPU usage = number of cores * CPU frequency
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of the resources available. However,
if the value is constantly high, the CPU demanded is likely greater than the CPU capacity available. A high
CPU usage value can lead to increased ready time and processor queuing of the virtual machines in the
resource pool. Generally, if the CPU usage value for a virtual machine is above 90% and the CPU ready
value for a virtual machine is above 20%, performance is impacted.

If performance is impacted, consider taking the following actions.

Table 1‑77.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Deploy single-threaded applications on uniprocessor virtual machines instead of SMP virtual machines.

3 Migrate one or more virtual machines to a new host.

4 Upgrade the physical CPUs or cores on each host if necessary.

5 Enable CPU-saving features, such as TCP Segmentation Offload.

6 Replace software I/O with dedicated hardware, such as iSCSI HBAs or TCP Segmentation Offload NICs.
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CPU Usage
The CPU Usage chart displays CPU usage of virtual machines in the resource pool or vApp. The chart
displays the top ten virtual machines with the highest CPU usage.

This chart is located in the Resource Pools & Virtual Machines view of the Resource Pool or vApp
Performance tab.

Table 1‑78.  Data Counters

Chart Label Description

virtual_machine Amount of CPU actively used by virtual machines.
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage or CPU ready indicates that you are making the best use of the virtual machine
resources. However, if the CPU usage value for a virtual machine is above 90% and the CPU ready value is
above 20%, performance is being impacted.

If performance is impacted, consider taking the actions listed below.

Table 1‑79.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on the host or in
the resource pool. The stacked line chart on the host's Virtual Machine view shows the CPU usage for virtual
machines on the host.

4 Determine whether the high ready time for the virtual machine resulted from its CPU usage time reaching the CPU
limit setting. If so, increase the CPU limit on the virtual machine.

5 Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on the host
might remain at the same level if the host system is constrained by CPU. If the host ready time doesn't decrease, set
the CPU reservations for high-priority virtual machines to guarantee that they receive the required CPU cycles.

6 Increase the amount of memory allocated to the virtual machine. This decreases disk and or network activity for
applications that cache. This might lower disk I/O and reduce the need for the host to virtualize the hardware.
Virtual machines with smaller resource allocations generally accumulate more CPU ready time.

7 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

8 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

9 Upgrade the physical CPUs or cores on the host if necessary.

10 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.
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Memory (MB)
The Memory (MB) chart displays memory usage in the resource pool or vApp.

This chart is located in the Home view of the resource pool or vApp Performance tab.

Table 1‑80.  Data Counters

Chart Label Description

resource_pool or vApp Sum of the active memory used by all virtual machines in the resource pool or vApp. Active
memory is determined by the VMkernel and includes overhead memory.
memory usage = active memory / configured virtual machine memory size
n Counter: used
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average
n Collection Level: 1

Chart Analysis

Memory usage is not an indicator of performance problems. Memory can be high if a host is swapping or
ballooning, which can result in virtual machine guest swapping. In such cases, check for other problems,
such as CPU over-commitment or storage latencies.

If you have constantly high memory usage in a cluster, resource pool, or vApp, consider taking the
following actions.

Table 1‑81.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Verify that the balloon driver is enabled. The balloon driver is installed with VMware Tools and is critical to
performance. The VMkernel regularly reclaims unused virtual machine memory by ballooning and swapping.
Generally, this does not impact virtual machine performance.

3 If the balloon value is high, check the resource shares, reservations, and limits for the virtual machines and resource
pools on the hosts. Verify that the host's settings are adequate and not lower than those set for the virtual machine.
If free memory is available on the hosts and the virtual machines are experiencing high swap or balloon memory,
the virtual machine (or resource pool, if it belongs to one) has reached its resource limit. Check the maximum
resource limit set on that host.

4 If the cluster is not a DRS cluster, enable DRS. Select the cluster in the object navigator, and click Manage > Settings
> vSphere DRS > Edit > Turn ON vSphere DRS.

5 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

6 Add more physical memory to one or more hosts.

Memory Consumed
The Memory Consumed chart displays the memory performance of all virtual machines in the resource pool
or vApp.

This chart is located in the Resource Pools & Virtual Machines view of the resource pool or vApp
Performance tab.

For resource pools and virtual machines in a resource pool or vApp, this chart is located in the Resource
Pools & Virtual Machines view of the resource pool or vApp Performance tab.
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Table 1‑82.  Data Counters

Chart Label Description

virtual_machine Amount of host memory used by the virtual machine for its guest operating system's physical
memory. Memory overhead is not included in consumed memory.
consumed memory = memory granted - memory saved from page sharing
For example, if a virtual machine has 100MB of memory that is shared equally with three other
virtual machines, its portion of the shared memory is 25MB (100MB ÷ 4 VMs). This amount is
counted in the memory consumed data counter.
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑83.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.
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Memory (MB)
The Memory (MB) chart displays memory data counters for resource pools or vApps.

Description

This chart is located in the Home view of the resource pool or vApp Performance tab.

NOTE   These data counter definitions are for virtual machines. At the resource pool level, the values are
collected and totaled. The counter values in the chart represent the aggregate amounts of the virtual
machine data.The counters that appear in the chart depend on the collection level set for your vCenter
Server.

Table 1‑84.  Data Counters 

Chart Label Description

Active Sum of the active guest physical memory of all powered on virtual machines in the
resource pool.
n Counter: active
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Balloon Sum of the guest physical memory reclaimed by the balloon driver for all powered
on virtual machines in the resource pool.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Consumed Amount of physical memory consumed by the virtual machine for guest memory.
Consumed memory does not include overhead memory. It includes shared memory
and memory that might be reserved, but not actually used.
consumed memory = memory granted – memory saved due to memory sharing
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Granted Sum of the guest physical memory granted for all powered on virtual machines.
Granted memory is mapped to the host's machine memory.
n Counter: granted
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)
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Table 1‑84.  Data Counters (Continued)

Chart Label Description

Shared Amount of guest physical memory shared with other virtual machines in the
resource pool.

Swapped Sum of the memory swapped by all powered on virtual machines in the resource
pool.
n Counter: swapused
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑85.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.
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vApps
The vApp charts contain information about CPU and memory usage for vApps. The help topic for each
chart contains information about the data counters displayed in that chart. The counters available are
determined by the collection level set for vCenter Server.

CPU (MHz)
The CPU (MHz) chart displays CPU usage in the vApp or resource pool.

This chart is located in the Home view of the vApp or resource pool Performance tab.

Counters

Table 1‑86.  Data Counters

Chart Label Description

Usage CPU usage is the sum of the average CPU usage values of the virtual machines in the resource
pool or vApp.
CPU usage = number of cores * CPU frequency
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage indicates that you are making the best use of the resources available. However,
if the value is constantly high, the CPU demanded is likely greater than the CPU capacity available. A high
CPU usage value can lead to increased ready time and processor queuing of the virtual machines in the
resource pool. Generally, if the CPU usage value for a virtual machine is above 90% and the CPU ready
value for a virtual machine is above 20%, performance is impacted.

If performance is impacted, consider taking the following actions.

Table 1‑87.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Deploy single-threaded applications on uniprocessor virtual machines instead of SMP virtual machines.

3 Migrate one or more virtual machines to a new host.

4 Upgrade the physical CPUs or cores on each host if necessary.

5 Enable CPU-saving features, such as TCP Segmentation Offload.

6 Replace software I/O with dedicated hardware, such as iSCSI HBAs or TCP Segmentation Offload NICs.

CPU Usage
The CPU Usage chart displays CPU usage of each virtual machine in the vApp or resource pool.

This chart is located in the Virtual Machines view of the vApp or resource pool Performance tab.
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Table 1‑88.  Data Counters

Chart Label Description

virtual_machine Amount of CPU actively used by virtual machines.
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage or CPU ready indicates that you are making the best use of the virtual machine
resources. However, if the CPU usage value for a virtual machine is above 90% and the CPU ready value is
above 20%, performance is being impacted.

If performance is impacted, consider taking the actions listed below.

Table 1‑89.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on the host or in
the resource pool. The stacked line chart on the host's Virtual Machine view shows the CPU usage for virtual
machines on the host.

4 Determine whether the high ready time for the virtual machine resulted from its CPU usage time reaching the CPU
limit setting. If so, increase the CPU limit on the virtual machine.

5 Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on the host
might remain at the same level if the host system is constrained by CPU. If the host ready time doesn't decrease, set
the CPU reservations for high-priority virtual machines to guarantee that they receive the required CPU cycles.

6 Increase the amount of memory allocated to the virtual machine. This decreases disk and or network activity for
applications that cache. This might lower disk I/O and reduce the need for the host to virtualize the hardware.
Virtual machines with smaller resource allocations generally accumulate more CPU ready time.

7 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

8 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

9 Upgrade the physical CPUs or cores on the host if necessary.

10 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

Memory (MB)
The Memory (MB) chart displays memory usage in the vApp or resource pool.

This chart is located in the Home view of the vApp or resource pool Performance tab.
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Table 1‑90.  Data Counters

Chart Label Description

resource_pool or vApp Sum of the active memory used by all virtual machines in the resource pool or vApp. Active
memory is determined by the VMkernel and includes overhead memory.
memory usage = active memory / configured virtual machine memory size
n Counter: used
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average
n Collection Level: 1

Chart Analysis

Memory usage is not an indicator of performance problems. Memory can be high if a host is swapping or
ballooning, which can result in virtual machine guest swapping. In such cases, check for other problems,
such as CPU over-commitment or storage latencies.

If you have constantly high memory usage in a cluster, resource pool, or vApp, consider taking the
following actions.

Table 1‑91.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 Verify that the balloon driver is enabled. The balloon driver is installed with VMware Tools and is critical to
performance. The VMkernel regularly reclaims unused virtual machine memory by ballooning and swapping.
Generally, this does not impact virtual machine performance.

3 If the balloon value is high, check the resource shares, reservations, and limits for the virtual machines and resource
pools on the hosts. Verify that the host's settings are adequate and not lower than those set for the virtual machine.
If free memory is available on the hosts and the virtual machines are experiencing high swap or balloon memory,
the virtual machine (or resource pool, if it belongs to one) has reached its resource limit. Check the maximum
resource limit set on that host.

4 If the cluster is not a DRS cluster, enable DRS. Select the cluster in the object navigator, and click Manage > Settings
> vSphere DRS > Edit > Turn ON vSphere DRS.

5 If the cluster is a DRS cluster:
n Increase the number of hosts, and migrate one or more virtual machines to the new host.
n Check the aggressiveness threshold. If the value is low, increase the threshold. This might help avoid hot spots

in the cluster.

6 Add more physical memory to one or more hosts.

Memory Consumed
The Memory Consumed chart displays the memory performance of the top ten virtual machines in the
vApp or resource pool.

This chart is located in the Virtual Machines view of the vApp or resource pool Performance tab.

For resource pools and virtual machines in a resource pool or vApp, this chart is located in the Resource
Pools & Virtual Machines view of the resource pool or vApp Performance tab.
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Table 1‑92.  Data Counters

Chart Label Description

virtual_machine Amount of host memory used by the virtual machine for its guest operating system's physical
memory. Memory overhead is not included in consumed memory.
consumed memory = memory granted - memory saved from page sharing
For example, if a virtual machine has 100MB of memory that is shared equally with three other
virtual machines, its portion of the shared memory is 25MB (100MB ÷ 4 VMs). This amount is
counted in the memory consumed data counter.
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑93.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.
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Virtual Machines
The virtual machine charts contain information about CPU, disk, memory, network, storage, and fault
tolerance for virtual machines. The help topic for each chart contains information about the data counters
displayed in that chart. The counters available are determined by the collection level set for vCenter Server.

CPU (%)
The CPU (%) chart displays virtual machine CPU usage and ready values.

This chart is located in the Home view of the virtual machine Performance tab.

Table 1‑94.  Data Counters

Chart Label Description

Usage Amount of actively used virtual CPU as a percentage of total available CPU.
CPU usage is the average CPU utilization over all available virtual CPUs in the virtual machine.
For example, if a virtual machine with one virtual CPU is running on a host that has four physical CPUs
and the CPU usage is 100%, the virtual machine is using one physical CPU completely.
virtual CPU usage = usagemhz ÷ (number of virtual CPUs × core frequency)
NOTE   This is the host's view of the CPU usage, not the guest operating system view.
n Counter: usage
n Stats Type: Rate
n Unit: Percentage (%). Precision is to 1/100%. A value between 0 and 100.
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Ready Percentage of time that the virtual machine was ready, but could not get scheduled to run on the physical
CPU.
CPU ready time is dependent on the number of virtual machines on the host and their CPU loads. At
collection level 1, the average CPU ready time of all virtual CPUs on the virtual machine is displayed. At
collection level 3, the average CPU ready time of each virtual CPU is also displayed.
n Counter: ready
n Stats Type: Rate
n Unit: Percentage (%)
n Rollup Type: Summation
n Collection Level: 1

Chart Analysis

A short spike in CPU usage or CPU ready indicates that you are making the best use of the virtual machine
resources. However, if the CPU usage value for a virtual machine is above 90% and the CPU ready value is
above 20%, performance is being impacted.

If performance is impacted, consider taking the actions listed below.

Table 1‑95.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on the host or in
the resource pool. The stacked line chart on the host's Virtual Machine view shows the CPU usage for virtual
machines on the host.

4 Determine whether the high ready time for the virtual machine resulted from its CPU usage time reaching the CPU
limit setting. If so, increase the CPU limit on the virtual machine.
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Table 1‑95.  CPU Performance Enhancement Advice (Continued)

# Resolution

5 Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on the host
might remain at the same level if the host system is constrained by CPU. If the host ready time doesn't decrease, set
the CPU reservations for high-priority virtual machines to guarantee that they receive the required CPU cycles.

6 Increase the amount of memory allocated to the virtual machine. This decreases disk and or network activity for
applications that cache. This might lower disk I/O and reduce the need for the host to virtualize the hardware.
Virtual machines with smaller resource allocations generally accumulate more CPU ready time.

7 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

8 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

9 Upgrade the physical CPUs or cores on the host if necessary.

10 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

CPU Usage (MHz)
The CPU Usage (MHz) chart displays virtual machine CPU usage.

This chart is located in the Home view of the Virtual Machine Performance tab.

Table 1‑96.  Data Counters

Chart Label Description

Usage Amount of actively used virtual CPU.
NOTE   This is the host's view of the CPU usage, not the guest operating system view.
n Counter: usagemhz
n Stats Type: rate
n Unit: MegaHertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A short spike in CPU usage or CPU ready indicates that you are making the best use of the virtual machine
resources. However, if the CPU usage value for a virtual machine is above 90% and the CPU ready value is
above 20%, performance is being impacted.

If performance is impacted, consider taking the actions listed below.

Table 1‑97.  CPU Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on every virtual machine on the host.

2 Set the CPU reservations for all high-priority virtual machines to guarantee that they receive the CPU cycles
required.

3 Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on the host or in
the resource pool. The stacked line chart on the host's Virtual Machine view shows the CPU usage for virtual
machines on the host.

4 Determine whether the high ready time for the virtual machine resulted from its CPU usage time reaching the CPU
limit setting. If so, increase the CPU limit on the virtual machine.
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Table 1‑97.  CPU Performance Enhancement Advice (Continued)

# Resolution

5 Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on the host
might remain at the same level if the host system is constrained by CPU. If the host ready time doesn't decrease, set
the CPU reservations for high-priority virtual machines to guarantee that they receive the required CPU cycles.

6 Increase the amount of memory allocated to the virtual machine. This decreases disk and or network activity for
applications that cache. This might lower disk I/O and reduce the need for the host to virtualize the hardware.
Virtual machines with smaller resource allocations generally accumulate more CPU ready time.

7 Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the workload. For
example, a single-threaded application on a four-way virtual machine only benefits from a single vCPU. But the
hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be used for other work.

8 If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the number of hosts
and migrate one or more virtual machines onto the new host.

9 Upgrade the physical CPUs or cores on the host if necessary.

10 Use the newest version of hypervisor software, and enable CPU-saving features such as TCP Segmentation Offload,
large memory pages, and jumbo frames.

Disk (KBps)
The Disk (KBps) chart displays disk usage for the virtual machine.

It is located in the Home view of the virtual machine Performance tab.

Table 1‑98.  Data Counters

Chart Label Description

Usage Average data I/O rate across all virtual disks on the virtual machine.
n Counter: usage
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.
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If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑99.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk Rate (KBps)
The Disk Rate chart displays disk usage for the virtual machine.

This chart is located in the Home view of the virtual machine Performance tab. It is available only at
collection levels 3 and 4.
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Table 1‑100.  Data Counters

Chart Label Description

Read Number of disk read commands completed on each virtual disk on the virtual
machine, per second. The aggregate number of all disk read commands per second is
also displayed in the chart.
Read rate = blocksRead per second × blockSize
n Counter: read
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average
n Collection Level: 2

Write Number of disk write commands completed on each virtual disk on the virtual
machine, per second. The aggregate number of all disk write commands per second
is also displayed in the chart.
Write rate = blocksWritten per second × blockSize
n Counter: write
n Stats Type: Rate
n Unit: Kilobytes per second (KBps)
n Rollup Type: Average
n Collection Level: 2

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.
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Table 1‑101.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Disk Requests (Number)
The Disk Requests chart displays disk usage for the virtual machine.

This chart is located in the Home view of the virtual machine Performance tab. It is available only at
collection levels 3 and 4.
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Table 1‑102.  Data Counters

Chart Label Description

Read Requests Number of disk read commands completed on each virtual disk on the
virtual machine. The aggregate number of all disk read commands is also
displayed in the chart.
n Counter: numberRead
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Write Requests Number of disk write commands completed on each virtual disk on the
virtual machine. The aggregate number of all disk write commands is also
displayed in the chart.
n Counter: numberWrite
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Chart Analysis

Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read or write requests, check whether any such applications
were running at that time.

The best ways to determine if your vSphere environment is experiencing disk problems is to monitor the
disk latency data counters. You can use the advanced performance charts to view these statistics.

n The kernelLatency data counter measures the average amount of time, in milliseconds, that the
VMkernel spends processing each SCSI command. For best performance, the value should be 0-1
milliseconds. If the value is greater than 4ms, the virtual machines on the host are trying to send more
throughput to the storage system than the configuration supports. Check the CPU usage, and increase
the queue depth.

n The deviceLatency data counter measures the average amount of time, in milliseconds, to complete a
SCSI command from the physical device. Depending on your hardware, a number greater than 15ms
indicates probable problems with the storage array. Move the active VMDK to a volume with more
spindles or add disks to the LUN.

n The queueLatency data counter measures the average amount of time taken per SCSI command in the
VMkernel queue. This value must always be zero. If not, the workload is too high and the array cannot
process the data fast enough.

If the disk latency values are high, or if you notice other problems with disk I/O performance, consider
taking the actions listed below.

Table 1‑103.  Disk I/O Performance Enhancement Advice

# Resolution

1 Increase the virtual machine memory. This should allow for more operating system caching, which can reduce I/O
activity. Note that this might require you to also increase the host memory. Increasing memory might reduce the
need to store data because databases can utilize system memory to cache data and avoid disk access.
To verify that virtual machines have adequate memory, check swap statistics in the guest operating system.
Increase the guest memory, but not to an extent that leads to excessive host memory swapping. Install VMware
Tools so that memory ballooning can occur.

2 Defragment the file systems on all guests.

3 Disable antivirus on-demand scans on the VMDK and VMEM files.
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Table 1‑103.  Disk I/O Performance Enhancement Advice (Continued)

# Resolution

4 Use the vendor's array tools to determine the array performance statistics. When too many servers simultaneously
access common elements on an array, the disks might have trouble keeping up. Consider array-side improvements
to increase throughput.

5 Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

6 Balance the disk load across all physical resources available. Spread heavily used storage across LUNs that are
accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

7 Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache settings on the
RAID controllers are adequate. If not, increase the number of outstanding disk requests for the virtual machine by
adjusting the Disk.SchedNumReqOutstanding parameter. For more information, see vSphere Storage.

8 For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the drive with the
system page file. This alleviates disk spindle contention during periods of high use.

9 On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the virtual
machine's VMX file.

10 If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

11 For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating system,
select Allocate all disk space now. The performance degradation associated with reassigning additional disk space
does not occur, and the disk is less likely to become fragmented.

12 Use the most current host hardware.

Virtual Disk Requests (Number)
The Virtual Disk Requests chart displays virtual disk usage for the virtual machine.

After you click Overview on the Performance tab of the virtual machine, you can view this chart by
selecting Home from the View drop-down menu. It is available at collection (display) levels 3 and 4.

Table 1‑104.  Data Counters

Chart Label Description

Read Requests Number of virtual disk read commands completed on each virtual disk on
the virtual machine. The aggregate number of all virtual disk read
commands is also displayed in the chart.
n Counter: numberRead
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Average
n Collection Level: 2

Write Requests Number of virtual disk write commands completed on each virtual disk on
the virtual machine. The aggregate number of all virtual disk write
commands is also displayed in the chart.
n Counter: numberWrite
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Average
n Collection Level: 2

Virtual Disk Rate (KBps)
The Virtual Disk Rate chart displays virtual disk usage rate for the virtual machine.

After you click Overview on the Performance tab of the virtual machine, you can view this chart by
selecting Home from the View drop-down menu. It is available only at collection levels 3 and 4.
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Table 1‑105.  Data Counters

Chart Label Description

Read Requests Number of virtual disk read commands completed on each virtual disk on
the virtual machine. The aggregate number of all virtual disk read
commands per second is also displayed in the chart. Read rate = blocksRead
per second × blockSize
n Counter: read
n Stats Type: Rate
n Unit: KiloBytes per second (KBps)
n Rollup Type: Average
n Collection Level: 3

Write Requests Number of virtual disk write commands completed on each virtual disk on
the virtual machine per second. The aggregate number of all virtual disk
write commands per second is also displayed in the chart. Write rate =
blocksWritten per second × blockSize
n Counter: write
n Stats Type: Rate
n Unit: KiloBytes per second (KBps)
n Rollup Type: Average
n Collection Level: 3

Memory (%)
The Memory (%) chart monitors virtual machine memory usage.

This chart is located in the Home view of the virtual machine Performance tab.

Virtual Machine Counters

NOTE   Guest physical memory refers to the virtual hardware memory presented to a virtual machine for its
guest operating system.

Table 1‑106.  Data Counters

Chart Label Description

Usage Amount of guest physical memory currently in use on the virtual machine.
n Counter: usage
n Stats Type: Absolute
n Unit: Percentage (%)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.
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If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑107.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (MB)
The Memory (MB) chart displays virtual machine balloon memory.

This chart is located in the Home view of the virtual machine Performance tab.

Table 1‑108.  Data Counters

Chart Label Description

Balloon Amount of guest physical memory reclaimed from the virtual machine by the balloon
driver.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.
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If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑109.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (MBps)
The Memory (MBps) chart displays virtual machine memory swap rates.

This chart is located in the Home view of the Virtual Machine Performance tab.

Table 1‑110.  Data Counters

Chart Label Description

swapinRate Average rate at which memory is swapped into the virtual machine.
n Counter: swapinRate
n Stats Type: Rate
n Unit: MegaBytes per second (MBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

swapoutRate Average rate at which memory is swapped out of the virtual machine.
n Counter: swapoutRate
n Stats Type: Rate
n Unit: MegaBytes per second (MBps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If there is sufficient swap space, a high balloon value is not a performance issue. However, if the swapin and
swapout values for the host are large, the host is probably lacking the memory required to meet the
demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. The host might require more memory resources. If it does not, check the resource shares, reservation,
and limit of the virtual machines and resource pools on the host. Verify that the host settings are adequate
and not lower than those set for the virtual machine.

If memory usage is high or you notice degredation in performance, consider taking the following actions.
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Table 1‑111.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of a virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory (MB)
The Memory (MB) chart displays memory data counters for virtual machines.

This chart is located in the Home view of the virtual machine Performance tab. It appears only at collection
levels 2, 3, and 4.

In the descriptions below, guest physical memory refers to the virtual-hardware memory presented to a
virtual machine for its guest operating system. Machine memory is actual physical RAM in the host. Note
that not all counters are collected at collection level 1.

Table 1‑112.  Data Counters

Chart Label Description

Active Amount of guest physical memory in use by the virtual machine.
Active memory is estimated by VMkernel statistical sampling and represents the actual
amount of memory the virtual machine needs. The value is based on the current workload
of the virtual machine.
n Counter: active
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Balloon Amount of guest physical memory reclaimed from the virtual machine by the balloon
driver.
n Counter: vmmemctl
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Balloon Target Desired amount of virtual machine balloon memory.
Balloon target memory is estimated by the VMkernel.
If the balloon target amount is greater than the balloon amount, the VMkernel inflates the
balloon amount, which reclaims more virtual machine memory. If the balloon target
amount is less than the balloon amount, the VMkernel deflates the balloon, which allows
the virtual machine to reallocate memory when needed.
n Counter: vmmemctltarget
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)
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Table 1‑112.  Data Counters (Continued)

Chart Label Description

Consumed Amount of guest physical memory consumed by the virtual machine for guest memory.
Consumed memory does not include overhead memory. It includes shared memory and
memory that might be reserved, but not actually used.
consumed memory = memory granted - memory saved due to memory sharing
n Counter: consumed
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Shared Amount of guest physical memory available for sharing. Memory sharing occurs through
transparent page sharing.
n Counter: shared
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Swapped The amount of guest physical memory swapped out to the disk by the VMkernel. This data
counter measures VMkernel swapping and not to guest OS swapping.
swapped = swapout – swapin
NOTE   In some cases, vMotion can skew these values and cause a virtual machine to arrive
on a host with some memory already swapped out. As a result, the swapped value can be
greater than the swapout – swapin value.
n Counter: swapped
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.

If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.
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Table 1‑113.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Network (Mbps)
The Network (Mbps) chart displays network bandwidth for the virtual machine.

This chart is located in the Home view of the Virtual Machine Performance tab.

Table 1‑114.  Virtual Machine Counters

Chart Label Description

Usage Average rate at which data is transmitted and received across all virtual NIC
instances connected to the virtual machine.
n Counter: usage
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 1 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.
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Table 1‑115.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Network Rate (Mbps)
The Network Rate chart displays network usage for virtual machines.

This chart is located in the Home view of the Virtual Machine Performance tab. It appears only at collection
levels 3 and 4.

Table 1‑116.  Data Counters

Chart Label Description

Data Receive Rate Rate at which data is received across each virtual NIC instance on the virtual
machine.
n Counter: received
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average
n Collection Level: 2 (4)

Data Transmit Rate Rate at which data is transmitted across each virtual NIC instance on the virtual
machine.
n Counter: transmitted
n Stats Type: Rate
n Unit: Megabits per second (Mbps)
n Rollup Type: Average
n Collection Level: 2 (4)

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.
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If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑117.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Network Packets (Number)
The Network Packets monitors network bandwidth for virtual machines.

This chart is located in the Home view of the Virtual Machine Performance tab. It appears only at collection
levels 3 and 4.
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Table 1‑118.  Data Counters

Chart Label Description

Packets Transmitted Number of network packets transmitted across the top ten virtual NIC instances on
the virtual machine. The chart also displays the aggregated value for each NIC.
n Counter: packetTx
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Packets Received Number of network packets received across the top ten virtual NIC instances on the
virtual machine. The chart also displays the aggregated value for each NIC.
n Counter: packetRx
n Stats Type: Absolute
n Unit: Number
n Rollup Type: Summation
n Collection Level: 3

Chart Analysis

Network performance depends on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. To determine whether packets are being dropped, use esxtop
or the advanced performance charts to examine the droppedTx and droppedRx network counter values.

If packets are being dropped, adjust the virtual machine shares. If packets are not being dropped, check the
size of the network packets and the data receive and transfer rates. In general, the larger the network
packets, the faster the network speed. When the packet size is large, fewer packets are transferred, which
reduces the amount of CPU required to process the data. When network packets are small, more packets are
transferred but the network speed is slower because more CPU is required to process the data.

NOTE   In some instances, large packets might result in high network latency. To check network latency, use
the VMware AppSpeed performance monitoring application or a third-party application.

If packets are not being dropped and the data receive rate is slow, the host is probably lacking the CPU
resources required to handle the load. Check the number of virtual machines assigned to each physical NIC.
If necessary, perform load balancing by moving virtual machines to different vSwitches or by adding more
NICs to the host. You can also move virtual machines to another host or increase the host CPU or virtual
machine CPU.

If you experience network-related performance problems, also consider taking the actions listed below.

Table 1‑119.  Networking Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine.

2 If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for high
performance.

3 If virtual machines running on the same host communicate with each other, connect them to the same vSwitch to
avoid transferring packets over the physical network.

4 Assign each physical NIC to a port group and a vSwitch.

5 Use separate physical NICs to handle the different traffic streams, such as network packets generated by virtual
machines, iSCSI protocols, vMotion tasks.

6 Ensure that the physical NIC capacity is large enough to handle the network traffic on that vSwitch. If the capacity
is not enough, consider using a high-bandwidth physical NIC (10Gbps) or moving some virtual machines to a
vSwitch with a lighter load or to a new vSwitch.

7 If packets are being dropped at the vSwitch port, increase the virtual network driver ring buffers where applicable.
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Table 1‑119.  Networking Performance Enhancement Advice (Continued)

# Resolution

8 Verify that the reported speed and duplex settings for the physical NIC match the hardware expectations and that
the hardware is configured to run at its maximum capability. For example, verify that NICs with 1Gbps are not
reset to 100Mbps because they are connected to an older switch.

9 Verify that all NICs are running in full duplex mode. Hardware connectivity problems might result in a NIC
resetting itself to a lower speed or half duplex mode.

10 Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TSO-Jumbo Frames are enabled
where possible.

Space in GB
The Space in GB chart displays space utilization data counters for virtual machines.

This chart is located in the Storage view of the virtual machine Performance tab.

Table 1‑120.  Data Counters

Chart Label Description

Allocated Total amount of logical datastore space provisioned by an administrator for the
virtual machine. It is the storage size up to which the virtual machine files on
datastores can grow. This includes log files, VMX files, and other miscellaneous files.
Allocated space is not always in use.
n Counter: provisioned
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Used Amount of physical datastore space in use by the virtual machine files.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Not Shared Amount of datastore space that belongs only to this virtual machine and is not shared
with other virtual machines. Only unshared space is guaranteed to be reclaimed for
the virtual machine if, for example, it is moved to a different datastore and then back
again.The value is an aggregate of all unshared space for the virtual machine, across
all datastores.
n Counter: unshared
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.
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Space Utilization by Datastores
The Space Utilization by Datastores chart displays the amount of space used by a virtual machine on
different datastores in the data center.

NOTE   This chart does not show historical statistics. It only shows the most recently available data, which
may be up to 30 minutes late, depending on when the last statistics rollup occurred. In addition, statistics
are not collected across all datastores at one time. They are collected asynchronously.

The Space Utilization by Datastores chart is located in the Storage view of the virtual machine Performance
tab.

Table 1‑121.  Data Counters

Chart Label Description

datastore_name Amount of disk space in the datastore currently in use by the virtual machine.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.

Space Utilization By File Type
The Space Utilization by File Type chart displays the datastore usage by virtual machine files.

NOTE   This chart does not show historical statistics. It only shows the most recently available data, which
may be up to 30 minutes late, depending on when the last statistics rollup occurred. In addition, statistics
are not collected across all datastores at one time. They are collected asynchronously.

The Space Utilization by File Type chart is located in the Storage view of the virtual machine Performance
tab.
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Datastore counters

Table 1‑122.  Data Counters

File Type Description

Virtual Disks Amount of disk space used by virtual disk files.
Virtual disk files store the contents of the virtual machine's hard disk drive, including information
that you write to a virtual machine's hard disk - the operating system, program files, and data
files. The files have the extension .vmdk and appear as a physical disk drive to a guest operating
system.
NOTE   Delta disks, which also have an extension .vmdk, are not included in this file type.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Swap Files Amount of disk space used by swap files.
Swap files back up the virtual machine's physical memory.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Snapshots Amount of disk space used by virtual machine snapshot files.
Snapshot files store information about virtual machine snapshots. They include snapshot state
files and delta disk files. A snapshot state file stores the running state of the virtual machine at the
time of the snapshot. It has the extension .vmsn. A delta disk file stores the updates made by the
virtual machine to the virtual disks after a snapshot is taken.
n Counter: used
n Stats Type: Absolute
n Unit: GigaBytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Other VM Files Amount of disk space used by all other virtual machine files, such as configuration files and log
files.
n Counter: used
n Stats Type: Absolute
n Unit: Gigabytes (GB)
n Rollup Type: Latest
n Collection Level: 1 (4)

Total Space Amount of disk space used by the virtual machine.
total space = virtual disk space + swap file space + snapshot space + other VM file space

Chart Analysis

The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be larger
than datastore capacity, for example, when you have snapshots and thin-provisioned disks. You can
provision more space to the datastore if possible, or you can add disks to the datastore or use shared
datastores.

If snapshot files are consuming a lot of datastore space, consider consolidating them to the virtual disk when
they are no longer needed. Consolidating the snapshots deletes the redo log files and removes the snapshots
from the vSphere Web Client user interface. For information about consolidating the data center, see the
vSphere documentation.
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Fault Tolerance Performance Counters
The fault tolerance charts contain information about CPU and memory for fault tolerant virtual machines.

NOTE   The performance charts and help topics for fault tolerance are available only when you have vSphere
Fault Tolerance enabled. If you select a link for a secondary virtual machine in the thumbnail section of the
Resource Pools and Virtual Machines view of the cluster Performance tab, the navigation in the inventory
updates to the primary virtual machine. This occurs because secondary machines are not displayed in the
inventory.

CPU (MHz)

The CPU (MHz) chart displays virtual CPU usage for fault tolerant virtual machines.

This chart is located in the Fault Tolerance view of the virtual machine Peformance tab. It is available only
at collection levels 3 and 4.

Table 1‑123.  Data Counters

Name Description

Usage The average amount of virtual CPU, per CPU instance, in use on the primary
and secondary fault tolerant virtual machines.
n Counter: usagemhz
n Stats Type: Rate
n Unit: Megahertz (MHz)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 3 (4)

Chart Analysis

A large discrepancy in CPU usage between the primary and secondary virtual machines might indicate
performance problems. The CPU ready, system, and wait times of each virtual machine should be
synchronized. A large discrepancy in these values might indicate performance problems. Consider taking
the following actions.

Table 1‑124.  CPU Performance Enhancement Advice

# Resolution

1 Verify that the primary and secondary hosts are in the same CPU model family and have similar CPU
configurations. For best results, use CPUs with the same stepping level.

2 Verify that the CPU resource reservations set for both virtual machines are consistent within the cluster. VMware
HA plans for a worst-case scenario by considering all powered on virtual machines in a cluster and finding the
maximum memory and CPU reservations.

3 Verify that the network and datastore connections for both virtual machines are similar.

4 Turn off power management (also known as power-capping) in the BIOS. If power management is enabled, the
secondary host might enter lower performance, power-saving modes. Such modes can leave the secondary virtual
machine with insufficient CPU resources, potentially making it impossible for the secondary to complete all tasks
completed on a primary in a timely fashion.

5 Turn off hyperthreading in the BIOS. If hyperthreading is enabled and the secondary virtual machine is sharing a
CPU with another demanding virtual machine, the secondary virtual machine might run too slowly to complete all
tasks completed on the primary in a timely fashion.

CPU System Time for vCPU (%)

The CPU System Time chart displays virtual CPU usage for fault tolerant virtual machines.

This chart is located in the Fault Tolerance view of the Virtual Machine Peformance tab. It is available only
at collection levels 3 and 4.
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Table 1‑125.  Data Counters

Chart Label Description

System Amount of time spent on system processes on each virtual CPU in the virtual machine.
NOTE   This is the host view of the CPU usage, not the guest operating system view.
n Counter: system
n Stats Type: Delta
n Unit: Percentage (%)
n Rollup Type: Summation
n Collection Level: 3

Chart Analysis

A large discrepancy in CPU usage between the primary and secondary virtual machines might indicate
performance problems. The CPU ready, system, and wait times of each virtual machine should be
synchronized. A large discrepancy in these values might indicate performance problems. Consider taking
the following actions.

Table 1‑126.  CPU Performance Enhancement Advice

# Resolution

1 Verify that the primary and secondary hosts are in the same CPU model family and have similar CPU
configurations. For best results, use CPUs with the same stepping level.

2 Verify that the CPU resource reservations set for both virtual machines are consistent within the cluster. VMware
HA plans for a worst-case scenario by considering all powered on virtual machines in a cluster and finding the
maximum memory and CPU reservations.

3 Verify that the network and datastore connections for both virtual machines are similar.

4 Turn off power management (also known as power-capping) in the BIOS. If power management is enabled, the
secondary host might enter lower performance, power-saving modes. Such modes can leave the secondary virtual
machine with insufficient CPU resources, potentially making it impossible for the secondary to complete all tasks
completed on a primary in a timely fashion.

5 Turn off hyperthreading in the BIOS. If hyperthreading is enabled and the secondary virtual machine is sharing a
CPU with another demanding virtual machine, the secondary virtual machine might run too slowly to complete all
tasks completed on the primary in a timely fashion.

CPU Used Time for vCPU (%)

The CPU Used Time chart displays virtual CPU usage for fault tolerant virtual machines.

This chart is located in the Fault Tolerance view of the Virtual Machine Peformance tab. The chart is
available only for collection levels 3 and 4.

Table 1‑127.  Data Counters

Chart Label Description

used Amount of used virtual CPU as a percentage of total available CPU on the primary and
secondary virtual machines.
A high value indicates excessive use of CPU resources.
n Counter: used
n Stats Type: Delta
n Unit: Percentage (%)
n Rollup Type: Summation
n Collection Level: 1
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Chart Analysis

A large discrepancy in CPU usage between the primary and secondary virtual machines might indicate
performance problems. The CPU ready, system, and wait times of each virtual machine should be
synchronized. A large discrepancy in these values might indicate performance problems. Consider taking
the following actions.

Table 1‑128.  CPU Performance Enhancement Advice

# Resolution

1 Verify that the primary and secondary hosts are in the same CPU model family and have similar CPU
configurations. For best results, use CPUs with the same stepping level.

2 Verify that the CPU resource reservations set for both virtual machines are consistent within the cluster. VMware
HA plans for a worst-case scenario by considering all powered on virtual machines in a cluster and finding the
maximum memory and CPU reservations.

3 Verify that the network and datastore connections for both virtual machines are similar.

4 Turn off power management (also known as power-capping) in the BIOS. If power management is enabled, the
secondary host might enter lower performance, power-saving modes. Such modes can leave the secondary virtual
machine with insufficient CPU resources, potentially making it impossible for the secondary to complete all tasks
completed on a primary in a timely fashion.

5 Turn off hyperthreading in the BIOS. If hyperthreading is enabled and the secondary virtual machine is sharing a
CPU with another demanding virtual machine, the secondary virtual machine might run too slowly to complete all
tasks completed on the primary in a timely fashion.

Memory Active (MB)

The Memory Active chart displays active memory usage for fault tolerant virtual machines.

This chart is located in the Fault Tolerance view of the Virtual Machine Peformance tab. It is not available at
collection level 1.

Table 1‑129.  Data Counters

Chart Label Description

Active Amount of guest physical memory in use by the fault tolerant virtual machine. Active
memory is estimated by VMkernel statistical sampling and represents the actual amount
of memory the virtual machine needs. Additional, unused memory may be swapped out
or ballooned with no performance impact.
n Counter: active
n Stats Type: Absolute
n Unit: Megabytes (MB)
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)
Make sure that the primary and secondary virtual machines have enough memory. If the
secondary system is not provisioned well, it might slow down performance of the
primary virtual machine or fail.

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If sufficient swap space is available, a high balloon value does not cause performance problems. However, if
the swapin and swapout values for the host are large, the host is probably lacking the amount of memory
required to meet the demand.
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If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. A free memory value of 6% or less indicates that the host cannot meet the memory requirements. This
leads to memory reclamation, which might degrade performance. If the active memory size is the same as
the granted memory size, demand for memory is greater than the memory resources available. If the active
memory is consistently low, the memory size might be too large.

If the host has enough free memory, check the resource shares, reservation, and limit of the virtual machines
and resource pools on the host. Verify that the host settings are adequate and not lower than those set for
the virtual machine.

If little free memory is available, or if you notice degradation in performance, consider taking the following
actions.

Table 1‑130.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Memory Swapout (MB)

The Memory Swapout chart displays the swapout memory usage for fault tolerant virtual machines.

This chart is located in the Fault Tolerance view of the Virtual Machine Peformance tab. It is not available at
collection level 1.

Table 1‑131.  Data Counters

Chart Label Description

Swapout Amount of machine memory written to the VMkernel swap file.
n Counter: swapout
n Stats Type: Absolute
n Unit: MegaBytes
n Rollup Type: Average (Minimum/Maximum)
n Collection Level: 2 (4)
Make sure that the primary and secondary virtual machines have enough memory and
that the swapout value is not high. If the secondary system is not provisioned well, it
might slow down performance of the primary virtual machine or fail.

Chart Analysis

A virtual machine's memory size must be slightly larger than the average guest memory usage. This enables
the host to accommodate workload spikes without swapping memory among guests. Increasing the virtual
machine memory size results in more overhead memory usage.

If there is sufficient swap space, a high balloon value is not a performance issue. However, if the swapin and
swapout values for the host are large, the host is probably lacking the memory required to meet the
demand.

Chapter 1 Monitoring Inventory Objects with Performance Charts

VMware, Inc.  89



If a virtual machine has high ballooning or swapping, check the amount of free physical memory on the
host. The host might require more memory resources. If it does not, check the resource shares, reservation,
and limit of the virtual machines and resource pools on the host. Verify that the host settings are adequate
and not lower than those set for the virtual machine.

If memory usage is high or you notice degredation in performance, consider taking the following actions.

Table 1‑132.  Memory Performance Enhancement Advice

# Resolution

1 Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools
and is critical to performance.

2 Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by
ballooning and swapping. Generally, this does not impact virtual machine performance.

3 Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory
for other virtual machines.

4 If the memory reservation of a virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host.

5 Migrate one or more virtual machines to a host in a DRS cluster.

6 Add physical memory to the host.

Working with Advanced and Custom Charts
Use advanced charts, or create your own custom charts, to see more performance data. Advanced charts can
be useful when you are aware of a problem but need more statistical data to pinpoint the source of the
trouble.

Advanced charts include the following features:

n More information. Hover over a data point in a chart and details about that specific data point are
displayed.

n Customizable charts. Change chart settings. Save custom settings to create your own charts.

n Export to spreadsheet.

n Save to image file or spreadsheet.

View Advanced Performance Charts
Advanced charts support data counters that are not supported in other performance charts.

Procedure

1 Navigate to an inventory object in the vSphere Web Client.

2 Click the Monitor tab, and click Performance.

3 Click Advanced.

4 (Optional) To view a different chart, select an option from the View list.

The amount of historical data displayed in a chart depends on the collection interval and statistics level
set for vCenter Server.
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Change Advanced Chart Settings
You can customize a performance chart by specifying the objects to monitor, the counters to include, the
time range, and chart type. You can customize preconfigured chart views and create new chart views.

Procedure

1 Select an inventory object in the vSphere Web Client.

2 Click the Monitor tab, and click Performance.

3 Click Advanced.

4 Click Chart Options.

5 In Chart Metrics, select a metric group for the chart.

6 Select a time range for the metric group.

Time range options are not active unless you select Custom interval in the Timespan menu.

If you choose Custom interval, do one of the following.

n Select Last and set the number of hours, days, weeks, or months for the amount of time to monitor
the object.

n Select From and select the beginning and end dates.

You can also customize the time range options by customizing the statistics collection interval setting.

7 In Target Objects, select the inventory objects to display in the chart.

You can also specify the objects using the All or None buttons.

8 Select the chart type.

When selecting the stacked graph option, consider the following.

n You can select only one item from the list of measurements.

n Per-virtual-machine stacked graphs are available only for hosts.

n Click a counter description name to display information about the counter’s function and whether
the selected metric can be stacked for per-virtual-machine graphs.

9 In Counters, select the data counters to display in the chart.

You can also specify counters using the All or None buttons. The All button is inactive when there are
more than two different counter units for the corresponding metric group.

10 Click OK.

Create a Custom Advanced Chart
You can create your own charts by saving customized chart settings. New charts are added to the View
menu and will appear there only when charts for the selected object are being displayed.

Procedure

1 Select an inventory object in the vSphere Web Client.

2 Click the Monitor tab, click Performance, and navigate to the Chart Options dialog of a chart.

3 Customize chart settings.

4 Click Save Options As....

5 Enter a name for your settings.
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6 Click OK.

The chart settings are saved and an entry for your chart is added to the View menu.

Delete a Custom Advanced Chart View
You can delete custom chart views from the vSphere Web Client.

Procedure

1 Select an inventory object in the vSphere Web Client.

2 Click the Monitor tab, and click Performance.

3 Click Advanced.

4 Click Chart Options.

5 Select a chart and click Delete Options.

6 Click OK to confirm deletion.

The chart is deleted, and it is removed from the View menu.

Save Chart Data to a File
You can save data from the advanced performance charts to a file in various graphic formats or in comma-
separated values (CSV) format.

Procedure

1 In the vSphere Web Client select an inventory object.

2 Click the Monitor tab, and click Performance.

3 Click Advanced.

4 Click the Export icon ( ).

5 Select a file type.

Option Description

To PNG Exports a bitmap image in the PNG format.

To JPEG Exports a bitmap image in the JPEG format.

To CSV Exports plain-text data in the CSV format.
 

6 Enter a name and location for the file.

7 Click Save.

The file is saved to the location and format you specified.

Troubleshoot and Enhance Performance
This section presents tips for identifying and solving performance problems.

The suggestions in this section are not meant to be a comprehensive guide to diagnosing and
troubleshooting problems in the virtual environment. It is meant to provide information about some
common problems that can be solved without contacting VMware Technical Support.
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Solutions for Consistently High CPU Usage
Temporary spikes in CPU usage indicate that you are making the best use of CPU resources. Consistently
high CPU usage might indicate a problem. You can use the CPU performance charts to monitor CPU usage
for hosts, clusters, resource pools, virtual machines, and vApps.

Problem

n Host CPU usage constantly is high. A high CPU usage value can lead to increased ready time and
processor queuing of the virtual machines on the host.

n Virtual machine CPU usage is above 90% and the CPU ready value is above 20%. Application
performance is impacted.

Cause

The host probably is lacking the CPU resources required to meet the demand.

Solution

n Verify that VMware Tools is installed on every virtual machine on the host.

n Compare the CPU usage value of a virtual machine with the CPU usage of other virtual machines on
the host or in the resource pool. The stacked bar chart on the host's Virtual Machine view shows the
CPU usage for all virtual machines on the host.

n Determine whether the high ready time for the virtual machine resulted from its CPU usage time
reaching the CPU limit setting. If so, increase the CPU limit on the virtual machine.

n Increase the CPU shares to give the virtual machine more opportunities to run. The total ready time on
the host might remain at the same level if the host system is constrained by CPU. If the host ready time
doesn't decrease, set the CPU reservations for high-priority virtual machines to guarantee that they
receive the required CPU cycles.

n Increase the amount of memory allocated to the virtual machine. This action decreases disk and or
network activity for applications that cache. This might lower disk I/O and reduce the need for the host
to virtualize the hardware. Virtual machines with smaller resource allocations generally accumulate
more CPU ready time.

n Reduce the number of virtual CPUs on a virtual machine to only the number required to execute the
workload. For example, a single-threaded application on a four-way virtual machine only benefits from
a single vCPU. But the hypervisor's maintenance of the three idle vCPUs takes CPU cycles that could be
used for other work.

n If the host is not already in a DRS cluster, add it to one. If the host is in a DRS cluster, increase the
number of hosts and migrate one or more virtual machines onto the new host.

n Upgrade the physical CPUs or cores on the host if necessary.

n Use the newest version of hypervisor software, and enable CPU-saving features such as TCP
Segmentation Offload, large memory pages, and jumbo frames.

Solutions for Memory Performance Problems
Host machine memory is the hardware backing for guest virtual memory and guest physical memory. Host
machine memory must be at least slightly larger than the combined active memory of the virtual machines
on the host. A virtual machine's memory size must be slightly larger than the average guest memory usage.
Increasing the virtual machine memory size results in more overhead memory usage.

Problem

n Memory usage is constantly high (94% or greater) or constantly low (24% or less).
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n Free memory consistently is 6% or less and swapping frequently occurs.

Cause

n The host probably is lacking the memory required to meet the demand. The active memory size is the
same as the granted memory size, which results in memory resources that are not sufficient for the
workload. Granted memory is too much if the active memory is constantly low.

n Host machine memory resources are not enough to meet the demand, which leads to memory
reclamation and degraded performance.

n The active memory size is the same as the granted memory size, which results in memory resources
that are not sufficient for the workload.

Solution

n Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with
VMware Tools and is critical to performance.

n Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine
memory by ballooning and swapping. Generally, this does not impact virtual machine performance.

n Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees
up memory for other virtual machines.

n If the memory reservation of the virtual machine is set to a value much higher than its active memory,
decrease the reservation setting so that the VMkernel can reclaim the idle memory for other virtual
machines on the host.

n Migrate one or more virtual machines to a host in a DRS cluster.

n Add physical memory to the host.

Solutions for Storage Performance Problems
Datastores represent storage locations for virtual machine files. A storage location can be a VMFS volume, a
directory on Network Attached Storage, or a local file system path. Datastores are platform-independent
and host-independent.

Problem

n Snapshot files are consuming a lot of datastore space.

n The datastore is at full capacity when the used space is equal to the capacity. Allocated space can be
larger than datastore capacity, for example, when you have snapshots and thin-provisioned disks.

Solution

n Consider consolidating snapshots to the virtual disk when they are no longer needed. Consolidating the
snapshots deletes the redo log files and removes the snapshots from the vSphere Web Client user
interface.

n You can provision more space to the datastore if possible, or you can add disks to the datastore or use
shared datastores.
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Solutions for Disk Performance Problems
Use the disk charts to monitor average disk loads and to determine trends in disk usage. For example, you
might notice a performance degradation with applications that frequently read from and write to the hard
disk. If you see a spike in the number of disk read/write requests, check if any such applications were
running at that time.

Problem

n The value for the kernelLatency data counter is greater than 4ms.

n The value for the deviceLatency data counter is greater than 15ms indicates there are probably
problems with the storage array.

n The queueLatency data counter measures above zero.

n Spikes in latency.

n Unusual increases in read/write requests.

Cause

n The virtual machines on the host are trying to send more throughput to the storage system than the
configuration supports.

n The storage array probably is experiencing internal problems.

n The workload is too high and the array cannot process the data fast enough.

Solution

n The virtual machines on the host are trying to send more throughput to the storage system than the
configuration supports. Check the CPU usage, and increase the queue depth.

n Move the active VMDK to a volume with more spindles or add disks to the LUN.

n Increase the virtual machine memory. This should allow for more operating system caching, which can
reduce I/O activity. Note that this may require you to also increase the host memory. Increasing
memory might reduce the need to store data because databases can utilize system memory to cache
data and avoid disk access.

n Check swap statistics in the guest operating system to verify that virtual machines have adequate
memory. Increase the guest memory, but not to an extent that leads to excessive host memory
swapping. Install VMware Tools so that memory ballooning can occur.

n Defragment the file systems on all guests.

n Disable antivirus on-demand scans on the VMDK and VMEM files.

n Use the vendor's array tools to determine the array performance statistics. When too many servers
simultaneously access common elements on an array, the disks might have trouble keeping up.
Consider array-side improvements to increase throughput.

n Use Storage vMotion to migrate I/O-intensive virtual machines across multiple hosts.

n Balance the disk load across all physical resources available. Spread heavily used storage across LUNs
that are accessed by different adapters. Use separate queues for each adapter to improve disk efficiency.

n Configure the HBAs and RAID controllers for optimal use. Verify that the queue depths and cache
settings on the RAID controllers are adequate. If not, increase the number of outstanding disk requests
for the virtual machine by adjusting the Disk.SchedNumReqOutstanding parameter.

n For resource-intensive virtual machines, separate the virtual machine's physical disk drive from the
drive with the system page file. This alleviates disk spindle contention during periods of high use.
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n On systems with sizable RAM, disable memory trimming by adding the line MemTrimRate=0 to the
virtual machine's .VMX file.

n If the combined disk I/O is higher than a single HBA capacity, use multipathing or multiple links.

n For ESXi hosts, create virtual disks as preallocated. When you create a virtual disk for a guest operating
system, select Allocate all disk space now. The performance degradation associated with reassigning
additional disk space does not occur, and the disk is less likely to become fragmented.

n Use the most current hypervisor software.

Solutions for Poor Network Performance
Network performance is dependent on application workload and network configuration. Dropped network
packets indicate a bottleneck in the network. Slow network performance can be a sign of load-balancing
problems.

Problem

Network problems can manifest in many ways:

n Packets are being dropped.

n Network latency is high.

n Data receive rate is low.

Cause

Network problems can have several causes:

n Virtual machine network resource shares are too few.

n Network packet size is too large, which results in high network latency. Use the VMware AppSpeed
performance monitoring application or a third-party application to check network latency.

n Network packet size is too small, which increases the demand for the CPU resources needed for
processing each packet. Host CPU, or possibly virtual machine CPU, resources are not enough to
handle the load.

Solution

n Determine whether packets are being dropped by using esxtop or the advanced performance charts to
examine the droppedTx and droppedRx network counter values. Verify that VMware Tools is installed on
each virtual machine.

n Check the number of virtual machines assigned to each physical NIC. If necessary, perform load
balancing by moving virtual machines to different virtual switches or by adding more NICs to the host.
You can also move virtual machines to another host or increase the host CPU or virtual machine CPU.

n If possible, use vmxnet3 NIC drivers, which are available with VMware Tools. They are optimized for
high performance.

n If virtual machines running on the same host communicate with each other, connect them to the same
virtual switch to avoid the cost of transferring packets over the physical network.

n Assign each physical NIC to a port group and a virtual switch.

n Use separate physical NICs to handle the different traffic streams, such as network packets generated
by virtual machines, iSCSI protocols, vMotion tasks.

n Ensure that the physical NIC capacity is large enough to handle the network traffic on that virtual
switch. If the capacity is not enough, consider using a high-bandwidth physical NIC (10Gbps) or
moving some virtual machines to a virtual switch with a lighter load or to a new virtual switch.
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n If packets are being dropped at the virtual switch port, increase the virtual network driver ring buffers
where applicable.

n Verify that the reported speed and duplex settings for the physical NIC match the hardware
expectations and that the hardware is configured to run at its maximum capability. For example, verify
that NICs with 1Gbps are not reset to 100Mbps because they are connected to an older switch.

n Verify that all NICs are running in full duplex mode. Hardware connectivity issues might result in a
NIC resetting itself to a lower speed or half duplex mode.

n Use vNICs that are TCP Segmentation Offload (TSO)-capable, and verify that TCP Segmentation
Offload-Jumbo Frames are enabled where possible.

Empty Performance Charts
No graphics or data are displayed in performance charts.

Problem

When data is missing for a performance chart, the chart appears empty and you see the message No data
available.

Cause

The causes for missing data in performance charts that are described herein are based on the assumption
that the default rollup configuration for the vCenter Server system has not changed. The causes include but
are not limited to the following scenarios:

n Metrics introduced in ESXi 5.0 are not available for hosts running earlier versions.

n Data is deleted when you remove or add objects to vCenter Server.

n Performance charts data for inventory objects that were moved to a new site by VMware vCenter Site
Recovery Manager is deleted from the old site and not copied to the new site.

n Performance charts data is deleted when you use VMware vMotion across vCenter Server instances.

n Real-time statistics are not available for disconnected hosts or powered off virtual machines.

n Real-time statistics are collected on hosts and aggregated every 5 minutes. After six data points are
collected for approximately 30 minutes, they are rolled up to the vCenter Server database to create the 1
Day statistics. 1 Day statistics might not be available for 30 minutes after the current time, depending on
when the sample period began.

n The 1 Day statistics are rolled up to create one data point every 30 minutes. If a delay occurs in the
rollup operation, the 1 Week statistics might not be available for 1 hour after the current time. It takes 30
minutes for the 1 Week collection interval, plus 30 minutes for the 1 Day collection interval.

n The 1 Week statistics are rolled up to create one data point every two hours. If a delay occurs in the
rollup operations, the 1 Month statistics might not be available for 3 hours. It takes 2 hours for the 1
Month collection interval, plus 1 hour for the 1 Week collection interval.

n The 1 Month statistics are rolled up to create one data point every day. If a delay occurs in the rollup
operations, the statistics might not be available for 1 day and 3 hours. It takes 1 day for the past year
collection interval, plus 3 hours for the past month collection interval. During this time, the charts are
empty.

Solution

u There is no solution available.
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Monitoring Guest Operating System
Performance 2

This section describes how to install and view VMware-specific performance data for virtual machines that
run Microsoft Windows operating systems. VMware provides performance counters that enable you to view
data on many aspects of guest operating system performance for the Microsoft Windows Perfmon utility.

Some virtualization processes dynamically allocate available resources depending on the status, or
utilization rates, of virtual machines in the environment. This can make obtaining accurate information
about the resource utilization (CPU utilization, in particular) of individual virtual machines, or applications
running within virtual machines, difficult. VMware now provides virtual machine-specific performance
counter libraries for the Windows Perfmon utility that enable application administrators to access accurate
virtual machine resource utilization statistics from within the Windows Perfmon utility.

You can take advantage of virtualized CPU performance counters to use performance tuning tools inside the
guest operating system. See the vSphere Virtual Machine Administration documentation.

This chapter includes the following topics:

n “Enable Statistics Collection for Guest Operating System Performance Analysis,” on page 99

n “View Performance Statistics for Windows Guest Operating Systems,” on page 99

Enable Statistics Collection for Guest Operating System Performance
Analysis

VMware-specific performance objects are loaded into Microsoft Windows Perfmon and enabled when
VMware Tools is installed.

To display a performance chart for any performance object, you must add counters. See “View Performance
Statistics for Windows Guest Operating Systems,” on page 99

View Performance Statistics for Windows Guest Operating Systems
You can display VMware specific statistics in the Microsoft Windows Perfmon utility.

Prerequisites

Verify that a virtual machine with a Microsoft Windows operating system and VMware Tools is installed.

Procedure

1 Open a console to the virtual machine and log in.

2 Select Start > Run.

3 Enter Perfmon and press Enter.

4 In the Performance dialog box, click Add .
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5 In the Add Counters dialog box, select Use local computer counters.

6 Select a virtual machine performance object.

Virtual machine performance object names begin with VM.

7 Select the counters that you want to display for that object.

8 If the performance object has multiple instances, select the instances you want to display.

9 Click Add.

The Performance dialog box displays data for the selected performance object.

10 Click Close to close the Add Counter dialog box and return to the Performance dialog box.
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Monitoring Host Health Status 3
You can use the vSphere Web Client to monitor the state of host hardware components, such as CPU
processors, memory, fans, and other components.

The host health monitoring tool allows you to monitor the health of a variety of host hardware components
including:

n CPU processors

n Memory

n Fans

n Temperature

n Voltage

n Power

n Network

n Battery

n Storage

n Cable/Interconnect

n Software components

n Watchdog

n PCI devices

n Other

The host health monitoring tool presents data gathered using Systems Management Architecture for Server
Hardware (SMASH) profiles. The information displayed depends on the sensors available on your server
hardware. SMASH is an industry standard specification providing protocols for managing a variety of
systems in the data center. For more information, see http://www.dmtf.org/standards/smash.

You can monitor host health status either by connecting the vSphere Client directly to a host, or by
connecting the vSphere Web Client to a vCenter Server system. You can also set alarms to trigger when the
host health status changes.

NOTE   The interpretation of hardware monitoring information is specific for each hardware vendor. Your
hardware vendor can help you understand the results of the host hardware components monitoring.
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This chapter includes the following topics:

n “Monitor Hardware Health Status,” on page 102

n “Reset Health Status Sensors,” on page 102

Monitor Hardware Health Status
You can monitor the health status of host hardware in the vSphere Web Client.

Procedure

1 Select a host in the vSphere Web Client navigator.

2 Click the Monitor tab, and click Hardware Status.

3 Select the type of information to view.

Option Description

Sensors Displays all sensors arranged in a tree view. If the status is blank, the
health monitoring service cannot determine the status of the component.
n Click the Expand All icon to expand the tree view to show all sensors

under each group.
n Click Collapse All icon to expand the tree view to show descriptive

details for every sensor.

Alerts and warnings Displays alerts and warnings.

System event log Displays the system event log.
 

Reset Health Status Sensors
Some host hardware sensors display data that is cumulative over time. You can reset these sensors to clear
the data in them and begin collecting new data.

If you need to preserve sensor data for troubleshooting or other purposes, take a screenshot, export the data,
or download a support bundle before resetting sensors.

Prerequisites

Verify that the vCenter Hardware Status plug-in is enabled.

Procedure

1 Select a host in the vSphere Web Client navigator.

2 Click the Monitor tab, and click Hardware Status.

3 Click Reset sensors.
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Monitoring Storage Resources 4
If you use vCenter Server to manage your hosts, you can review information on storage usage and visually
map relationships between all storage entities that are available in vCenter Server.

In the vSphere Web Client, for any inventory object except networking, storage usage data appears in the
Monitor tab.

In the vSphere Client, for any inventory object except networking, the storage usage data appears in the
Storage Views tab. To view this tab, you must have the vCenter Storage Monitoring plug-in, which is
generally installed and enabled by default. In the vSphere Client, you can display storage information as
storage topology maps.

Reports Reports display relationship tables that provide insight about how an
inventory object is associated with storage entities. They also offer
summarized storage usage data for the object’s virtual and physical storage
resources. Use the Reports view to analyze storage space utilization and
availability, multipathing status, and other storage properties of the selected
object and items related to it.

If you use arrays that support storage vendor providers developed through
Storage APIs - Storage Awareness, the Reports view offers additional
information about storage arrays, storage processors, ports, LUNs or file
systems, and so on. For more information about vendor providers, see the
vSphere Storage documentation.

Maps Storage topology maps visually represent relationships between the selected
object and its associated virtual and physical storage entities. Storage maps
are not available in the vSphere Web Client.

Working with Storage Reports
You can view storage reports in the vSphere Web Client Monitor tab. Storage reports provide an in-depth
look at your storage resources.

For the object you select in the inventory, a list of categories associated with the object is available. You can
display and review statistics for each category of items on the list depending on the inventory object.

For example, if the inventory object is a datastore, you can display information for all virtual machines that
reside on the datastore, all hosts that have access to the datastore, a LUN or LUNs, on which the datastore is
deployed, and so on. In addition, if your storage supports vendor providers developed through the Storage
APIs - Storage Awareness, you can also see information about physical arrays. For information on vendor
providers, see the vSphere Storage documentation.
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When you display the reports tables, the default column headings depend on the inventory object you
select. You can customize the tables by adding or removing columns. Reports are automatically updated
every 120 minutes. You can manually update the reports by clicking Rescan in the vSphere Web Client.

You can search for specific information by filtering reports tables based on storage attributes and keywords.

View Storage Reports
You can view storage reports in the vSphere Web Client.

You can view storage reports to review storage information for any inventory object except networking. For
example, if the inventory object is a virtual machine, you can review datastores and LUNs that the virtual
machine uses, the status of paths to the LUNs, the adapters that the host uses to access the LUNs, and so on.

Procedure

1 Log in to the vSphere Web Client.

2 Select an object in the object navigator.

3 Click the Monitor tab, and click Storage Reports.

4 Click Report on  category_of_items and select a category from the list to display information about that
category.

5 (Optional) Move the cursor over the column heading to see the description of each column.

Filter Storage Reports
To search for specific information you need, you can filter reports tables based on storage attributes you
select and keywords you enter in the search field.

Procedure

1 Log in to the vSphere Web Client.

2 Select an object in the object navigator.

3 Click the Monitor tab, and click Storage Reports.

4 Click Report on  category_of_items and select a category from the list to display information about that
category.

5 Click the search field arrow and select the attributes to include in the search.

6 Type a keyword into the box and press Enter.

The table is updated based on your search criteria. For example, if you are reviewing reports for datastores
in a data center, you can display information for only those datastores that have NFS format by selecting the
File System Type attribute and entering NFS as a key word. Filtering is persistent for the user session.

Customize Storage Reports
When you view the reports tables, the default column headings depend on the inventory object you select.
You can customize the tables by adding or removing columns.

Procedure

1 Log in to the vSphere Web Client.

2 Select an object in the object navigator.

3 Click the Monitor tab, and click Storage Reports.

vSphere Monitoring and Performance

104  VMware, Inc.



4 Click Report on  category_of_items and select a category from the list to display information about that
category.

5 Right-click the column heading and select Show/Hide Columns.

6 Select the columns to display.

Export Storage Reports
You can export storage usage data from a report to a file in various formats.

Procedure

1 Log in to the vSphere Web Client.

2 Select an object in the object navigator.

3 Click the Monitor tab, and click Storage Reports.

4 Click Report on  category_of_items and select a category from the list to display information about that
category.

5 Click the Export List icon ( ) below the table.

6 Specify a file name, type, and location.

7 Click Save.
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Monitoring Events, Alarms, and
Automated Actions 5

vSphere includes a user-configurable events and alarms subsystem. This subsystem tracks events happening
throughout vSphere and stores the data in log files and the vCenter Server database. This subsystem also
enables you to specify the conditions under which alarms are triggered. Alarms can change state from mild
warnings to more serious alerts as system conditions change, and can trigger automated alarm actions. This
functionality is useful when you want to be informed, or take immediate action, when certain events or
conditions occur for a specific inventory object, or group of objects.

Events
Events are records of user actions or system actions that occur on objects in vCenter Server or on a host.
Actions that might be recordered as events include, but are not limited to, the following examples:

n A license key expires

n A virtual machine is powered on

n A user logs in to a virtual machine

n A host connection is lost

Event data includes details about the event such as who generated it, when it occured, and what type of
event it is. There are three types of events:

n Information

n Warning

n Error

In the vSphere Web Client, event data is displayed in the Monitor tab. See “View Events,” on page 108.

Alarms
Alarms are notifications that are activated in response to an event, a set of conditions, or the state of an
inventory object. An alarm definition consists of the following elements:

n Name and description - Provides an identifying label and description.

n Alarm type - Defines the type of object that will be monitored.

n Triggers - Defines the event, condition, or state that will trigger the alarm and defines the notification
severity.

n Tolerance thresholds (Reporting) - Provides additional restrictions on condition and state triggers
thresholds that must be exceeded before the alarm is triggered. Thresholds are not available in the
vSphere Web Client.
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n Actions - Defines operations that occur in response to triggered alarms. VMware provides sets of
predefined actions that are specific to inventory object types.

Alarms have the following severity levels:

n Normal – green

n Warning – yellow

n Alert – red

Alarm definitions are associated with the object selected in the inventory. An alarm monitors the type of
inventory objects specified in its definition.

For example, you might want to monitor the CPU usage of all virtual machines in a specific host cluster.
You can select the cluster in the inventory, and add a virtual machine alarm to it. When enabled, that alarm
will monitor all virtual machines running in the cluster and will trigger when any one of them meets the
criteria defined in the alarm. If you want to monitor a specific virtual machine in the cluster, but not others,
you would select that virtual machine in the inventory and add an alarm to it. One easy way to apply the
same alarms to a group of objects is to place those objects in a folder and define the alarm on the folder.

NOTE   You can enable, disable, and modify alarms only from the object in which the alarm is defined. For
example, if you defined an alarm in a cluster to monitor virtual machines, you can only enable, disable, or
modify that alarm through the cluster; you can not make changes to the alarm at the individual virtual
machine level.

Alarm Actions
Alarm actions are operations that occur in response to the trigger. For example, you can have an email
notification sent to one or more administrators when an alarm is triggered.

NOTE   Default alarms are not preconfigured with actions. You must manually set what action occurs when
the triggering event, condition, or state occurs.

This chapter includes the following topics:

n “View Events,” on page 108

n “View System Logs,” on page 109

n “Export Events Data,” on page 109

n “View Triggered Alarms and Alarm Definitions,” on page 109

n “Set an Alarm,” on page 110

n “Acknowledge Triggered Alarms,” on page 118

n “Reset Triggered Event Alarms,” on page 118

n “Preconfigured vSphere Alarms,” on page 119

View Events
You can view events associated with a single object or view all vSphere events. The events list for a selected
inventory object includes events associated with child objects. vSphere keeps information about tasks and
events for 30 days.

Procedure

1 Select an inventory object in the vSphere Web Client.

2 Click the Monitor tab, and click Events.
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3 Select an event to see details.

4 (Optional) Use the filter controls above the list to filter the list.

5 (Optional) Click a column heading to sort the list.

View System Logs
vSphere records events in the vCenter Server database. System log entries include such information as who
generated the event, when the event was created, and the type of event.

Prerequisites

n Required privilege: Global.Diagnostics

Procedure

1 Select a vCenter Server instance in the vSphere Web Client navigator.

2 Click Monitor, and click System Logs.

3 From the drop-down menu, select the log.

4 (Optional) Click Show All Lines or Show Next 2000 Lines to see additional log entries.

Export Events Data
You can export all or part of the events data stored in the vCenter Server database.

Prerequisites

Required Role: Read-only

Procedure

1 Select an inventory object in the vSphere Web Client.

2 Click the Monitor tab, and click Events.

3 Click the Export icon ( ).

4 In the Export Events window, specify what types of event information you want to export.

5 Click Generate CSV Report, and click Save.

6 Specify a file name and location and save the file.

View Triggered Alarms and Alarm Definitions
Triggered alarms are visible in several locations throughout the vSphere Web Client.

Procedure

n To view all triggered alarms, click All in the Alarms sidebar panel.

NOTE   The list of alarms in the sidebar refreshes every 120 seconds. For information about changing the
default refresh period, see the VMware knowledge base article at http://kb.vmware.com/kb/2020290.

n To view only newly triggered alarms, click New in the Alarms sidebar panel.

The sidebar panel displays the latest 30 most critical alarms.

n To view acknowledged alarms, click Acknowledged in the Alarms sidebar panel.
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n To view alarms triggered on a selected inventory object, click the Monitor tab, click Issues, and click
Triggered Alarms.

n To view a list of available alarm definitions for a selected inventory object, click the Manage tab, and
click Alarm Definitions.

Set an Alarm
You can monitor inventory objects by setting alarms on them. Setting an alarm involves selecting the type of
inventory object to monitor, defining when and for how long the alarm will trigger, and defining actions
that will be performed as a result of the alarm being triggered. You define alarms in the alarm definition
wizard under the Manage tab.

Prerequisites

Verify that you have logged in to the vSphere Web Client.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

n View and Edit Alarm Settings on page 110
To monitor your environment, you can create and modify alarm definitions in the vSphere Web
Client. You can view alarm settings from any object, but you can modify settings only through the
object on which the alarm is defined.

n Specify Alarm Name, Description, and Type on page 111
General settings of an alarm definition include alarm name, description, and type. You can also enable
and disable the alarm from the general settings page. When you select the alarm type, you also select
the type of inventory object and the type of activity (events, or conditions and states) that you want to
monitor. The options on the Triggers page change depending on the type of activity that you choose to
monitor.

n Specify How an Event-Based Alarm is Triggered on page 111
You can specify the events, states, or conditions that trigger the alarm on the Triggers page of the
alarm definition wizard. The alarm type options that you selected determine the options available on
the Triggers page. An alarm definition must contain at least one trigger before you can save it.

n Specify How a Condition-Based or State-Based Alarm is Triggered on page 112
You can select and configure the events, states, or conditions that trigger the alarm on the Triggers
page of the alarm definition wizard. The options that you choose on the General page of the alarm
definition wizard determine the options available on the Triggers page. An alarm definition must
contain at least one trigger before you can save it.

n Specify Alarm Actions on page 112
You can define actions that the system performs when the alarm is triggered or changes status. You
can enable and disable alarms and alarm actions independently of each other.

View and Edit Alarm Settings
To monitor your environment, you can create and modify alarm definitions in the vSphere Web Client. You
can view alarm settings from any object, but you can modify settings only through the object on which the
alarm is defined.

You can access alarm definitions in the Manage tab or in the pop-up menu.

Prerequisites

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm
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Procedure

n Create or edit alarms in the Manage tab.

a Select an inventory object and click the Manage tab.

b Click Alarm Definitions.

c Right-click the list of alarms and select one of the options to add or edit an alarm.

n Add an alarm to an object in the object navigator.

a Right-click an inventory object and select Alarms > New Alarm Definition.

Specify Alarm Name, Description, and Type
General settings of an alarm definition include alarm name, description, and type. You can also enable and
disable the alarm from the general settings page. When you select the alarm type, you also select the type of
inventory object and the type of activity (events, or conditions and states) that you want to monitor. The
options on the Triggers page change depending on the type of activity that you choose to monitor.

Prerequisites

Verify that you have navigated to the General page of the alarm definition wizard. See “View and Edit
Alarm Settings,” on page 110.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Type a name and description.

2 Select the type of inventory object that this alarm will monitor.

3 Select the type of activity that this alarm will monitor.

The options on the Triggers page change depending on the type of activity you select.

4 Click Next.

What to do next

Specify alarm triggers.

Specify How an Event-Based Alarm is Triggered
You can specify the events, states, or conditions that trigger the alarm on the Triggers page of the alarm
definition wizard. The alarm type options that you selected determine the options available on the Triggers
page. An alarm definition must contain at least one trigger before you can save it.

Prerequisites

Verify that you have navigated to the Triggers page of the alarm definition wizard. See “View and Edit
Alarm Settings,” on page 110.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Select the trigger that you want to change, or click the Add icon to add a new trigger.

2 Click in the Event column, and select an option from the drop-down menu.

3 Click in the Status column, and select an option from the drop-down menu.
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4 (Optional) Configure additional conditions to be met before the alarm triggers.

a Click the Add icon to add an argument.

b Click in the Argument column, and select an option from the drop-down menu.

c Click in the Operator column, and select an option from the drop-down menu.

d Click in the Value column, and enter a value into the text field.

You can add more than one argument.

5 Click Next.

You selected and configured alarm triggers.

What to do next

Configure alarm actions.

Specify How a Condition-Based or State-Based Alarm is Triggered
You can select and configure the events, states, or conditions that trigger the alarm on the Triggers page of
the alarm definition wizard. The options that you choose on the General page of the alarm definition wizard
determine the options available on the Triggers page. An alarm definition must contain at least one trigger
before you can save it.

You can add multiple triggers and choose whether to trigger the alarm when one or all of them become
active.

For information about defining triggers for an event-based alarm, see “Specify How an Event-Based Alarm
is Triggered,” on page 111.

Prerequisites

Verify that you have navigated to the Triggers page of the alarm definition wizard. See “View and Edit
Alarm Settings,” on page 110.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 Select the trigger that you want to change, or click the Add icon to add a new trigger.

2 Click in the Trigger column, and select an option from the drop-down menu.

3 Click in the Operator column, and select an option from the drop-down menu.

4 Click in the Warning Condition column, and select an option from the drop-down menu to set the
threshold for triggering a warning.

5 Click in the Critical Condition column, and select an option from the drop-down menu.

6 Click Next.

You selected and configured alarm triggers.

What to do next

Configure alarm actions.

Specify Alarm Actions
You can define actions that the system performs when the alarm is triggered or changes status. You can
enable and disable alarms and alarm actions independently of each other.

vCenter Server can perform alarm actions in response to triggered alarms.
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Prerequisites

Verify that you have navigated to the Actions page of the alarm definition wizard. See “View and Edit
Alarm Settings,” on page 110.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

n Send Email as an Alarm Action on page 114
You can use the SMTP agent included with vCenter Server to send email notifications when alarms are
triggered.

n Send SNMP Traps as an Alarm on page 115
The SNMP agent included with vCenter Server can be used to send traps when alarms are triggered
on a vCenter Server instance. The default hardware health alarms send SNMP traps by default.

n Run a Script or a Command as an Alarm Action on page 115
You can configure an alarm to run a script or a command in the vSphere Web Client when the alarm is
triggered.

Procedure

1 Select the action that you want to change, or click the Add icon to add one.

2 Click in the Action column, and select an option from the drop-down menu.

3 Click in the Configuration column, and enter configuration information for actions that require
additional information:

Option Action

Send a notification email Type email addresses, separated by a comma.

Migrate VM Complete the virtual machine migration wizard.

Run a command Take one of the following actions and press Enter:
n If the command is a .exe file, enter the full path name of the command

and include any parameters. For example, to run the cmd.exe
command in the C:\tools directory, with the alarmName and
targetName parameters, type:
c:\tools\cmd.exe alarmName targetName

n If the command is a .bat file, enter the full path name of the command
as an argument to the c:\windows\system32\cmd.exe command.
Include any parameters. For example, to run the cmd.bat command in
the C:\tools directory, with the alarmName and targetName
parameters, type:
c:\windows\system32\cmd.exe /c c:\tools\cmd.bat
alarmName targetName

For .bat files, the command and its parameters must be formatted
into one string.

 
4 (Optional) For each alarm status change column, select whether the alarm should be triggered when the

alarm status changes.

Some actions do not support re-triggering when alarm status change.

5 For repeat actions, select the time interval for the repetition.

6 Click Finish.

You configured the alarm general settings, triggers, and actions. The alarm monitors the object on which it is
defined, as well as child objects.
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Send Email as an Alarm Action
You can use the SMTP agent included with vCenter Server to send email notifications when alarms are
triggered.

Prerequisites

Ensure that the vCenter Server SMTP agent is properly configured to send email notifications.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 On the Actions page of the alarm definition wizard, click Add to add an action.

2 In the Actions column, select Send a notification email from the drop-down menu.

3 In the Configuration column, enter recipient addresses. Use commas to separate multiple addresses.

4 (Optional) Configure alarm transitions and frequency.

vCenter Server Email Agent Notifications

The following tables describe the information that is included in Alarm-based and Event-based email
notifications. The first table described the information included in all email notifications; the second table
describes additional information that is included in Event-based notifications.

Table 5‑1.  Basic SNMP Email Notification Details

Email Entry Description

Target Object for which the alarm was triggered.

Old Status Previous alarm status. Applies only to state triggers.

New Status Current alarm status. Applies only to state triggers.

Metric Value Threshold value that triggered the alarm. Applies only to metric condition triggers.

Alarm Definition Alarm definition in vCenter Server, including the alarm name and status.

Description Localized string containing a summary of the alarm. For example:
Alarm New_Alarm on host1.vmware.com changed from Gray to Red.

Table 5‑2.  Additional Notification Details for Alarms Triggered by Events

Detail Description

Event Details VMODL event type name.

Summary Alarm summary, including the event type, alarm name, and target object.

Date Time and date the alarm was triggered.

UserName Person who initiated the action that caused the event to be created. Events caused by an
internal system activity do not have a UserName value.

Host Host on which the alarm was triggered.

Resource Pool Resource pool on which the alarm was triggered.

Datacenter Data center on which the alarm was triggered.

Arguments Arguments passed with the alarm and their values.
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Send SNMP Traps as an Alarm
The SNMP agent included with vCenter Server can be used to send traps when alarms are triggered on a
vCenter Server instance. The default hardware health alarms send SNMP traps by default.

Prerequisites

Ensure that vCenter Server SNMP agents and ESXi SNMP agents are properly configured.

Ensure that SNMP trap receiver agents are properly configured.

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 On the Actions page of the alarm definition wizard, click Add.

2 In the Actions column, select Send a notification trap from the drop-down menu.

3 (Optional) Configure alarm transitions and frequency.

4 Click Finish to save the alarm settings.

SNMP Trap Notifications

The following table describes the information that is included in vCenter Server and ESXi trap notifications.

Table 5‑3.  SNMP Trap Notification Details

Trap Entry Description

Type The state vCenter Server is monitoring for the alarm. Options include Host Processor (or CPU)
usage, Host Memory usage, Host State, Virtual Machine Processor (or CPU) usage, Virtual
Machine Memory usage, Virtual Machine State, Virtual Machine Heartbeat.

Name The name of the host or virtual machine that triggers the alarm.

Old Status The alarm status before the alarm was triggered.

New Status The alarm status when the alarm is triggered.

Object Value The object value when the alarm is triggered.

Run a Script or a Command as an Alarm Action
You can configure an alarm to run a script or a command in the vSphere Web Client when the alarm is
triggered.

Use the alarm environment variables to define complex scripts and attach them to multiple alarms or
inventory objects. For example, you can write a script that enters the following trouble ticket information
into an external system when an alarm is triggered:

n Alarm name

n Object on which the alarm was triggered

n Event that triggered the alarm

n Alarm trigger values

When you write the script, include the following environment variables in the script:

n VMWARE_ALARM_NAME

n VMWARE_ALARM_TARGET_NAME

n VMWARE_ALARM_EVENTDESCRIPTION
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n VMWARE_ALARM_ALARMVALUE

You can attach the script to any alarm on any object without changing the script.

The script runs on the vCenter Server machine, and it runs even if you close the vSphere Web Client.

Prerequisites

Required Privilege: Alarms.Create alarm or Alarms.Modify alarm

Procedure

1 On the Actions tab of the alarm definitions wizard, click Add to add an action.

2 In the Actions column, select Run a command from the drop-down menu.

3 In the Configuration column, type script or command information:

For this type of command... Enter this...

EXE executable files Full pathname of the command. For example, to run the cmd.exe
command in the C:\tools directory, type:
c:\tools\cmd.exe.

BAT batch file Full pathname of the command as an argument to the
c:\windows\system32\cmd.exe command. For example, to run the
cmd.bat command in the C:\tools directory, type:
c:\windows\system32\cmd.exe /c c:\tools\cmd.bat.
NOTE   The command and its parameters must be formatted into one string.

 
If your script does not make use of the alarm environment variables, include any necessary parameters
in the configuration field. Enclose parameters in curly brackets. For example:

c:\tools\cmd.exe {alarmName} {targetName}

c:\windows\system32\cmd.exe /c c:\tools\cmd.bat {alarmName} {targetName}

The script can run on any platform. You must provide the path to the script and argument keys. For
example:

/var/myscripts/myAlarmActionScript {alarmName} {targetName}

4 (Optional) Configure alarm transitions and frequency.

5 Click Finish to save the alarm settings.

Alarm Environment Variables for Scripts

To simplify script configuration for alarm actions, VMware provides environment variables for VMware
alarms. Use the variables to define more complex scripts and attach them to multiple alarms or inventory
objects so that the alarm action occurs when the alarm triggers.

Table 5‑4.  Alarm Environment Variables

Variable Name Variable Description Supported Alarm Type

VMWARE_ALARM_NAME The name of the triggered alarm. Condition, State, Event

VMWARE_ALARM_ID The MOID of the triggered alarm. Condition, State, Event

VMWARE_ALARM_TARGET_NAME The name of the entity on which
the alarm triggered.

Condition, State, Event

VMWARE_ALARM_TARGET_ID The MOID of the entity on which
the alarm triggered.

Condition, State, Event

VMWARE_ALARM_OLDSTATUS The old status of the alarm. Condition, State, Event

VMWARE_ALARM_NEWSTATUS The new status of the alarm. Condition, State, Event
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Table 5‑4.  Alarm Environment Variables (Continued)

Variable Name Variable Description Supported Alarm Type

VMWARE_ALARM_TRIGGERINGSUMMARY A multiline summary of the
alarm.

Condition, State, Event

VMWARE_ALARM_DECLARINGSUMMARY A single-line declaration of the
alarm expression.

Condition, State, Event

VMWARE_ALARM_ALARMVALUE The value that triggered the
alarm.

Condition, State

VMWARE_ALARM_EVENTDESCRIPTION A description of the alarm status
change event.

Condition, State

VMWARE_ALARM_EVENTDESCRIPTION A description of the event that
triggered the alarm.

Event

VMWARE_ALARM_EVENT_USERNAME The user name associated with
the event.

Event

VMWARE_ALARM_EVENT_DATACENTER The name of the data center in
which the event occurred.

Event

VMWARE_ALARM_EVENT_COMPUTERESOURCE The name of the cluster or
resource pool in which the event
occurred.

Event

VMWARE_ALARM_EVENT_HOST The name of the host on which
the event occurred.

Event

VMWARE_ALARM_EVENT_VM The name of the virtual machine
on which the event occurred.

Event

VMWARE_ALARM_EVENT_NETWORK The name of the network on
which the event occurred.

Event

VMWARE_ALARM_EVENT_DATASTORE The name of the datastore on
which the event occurred.

Event

VMWARE_ALARM_EVENT_DVS The name of the vSphere
Distributed Switch on which the
event occurred.

Event

Alarm Command-Line Parameters

VMware provides command-line parameters that function as a substitute for the default alarm environment
variables. You can use these parameters when running a script as an alarm action for a condition, state, or
event alarm.

The command-line parameters enable you to pass alarm information without having to change an alarm
script. For example, you can use these parameters when you have an external program for which you do not
have the source. You can pass in the necessary data by using the substitution parameters, which take
precedence over the environment variables. You pass the parameters through the Configuration dialog box
in the alarm definition wizard or on a command line.

Table 5‑5.  Command-Line Parameters for Alarm Action Scripts

Variable Description

{eventDescription} The text of the alarmStatusChange event. The {eventDescription} variable
is supported only for Condition and State alarms.

{targetName} The name of the entity on which the alarm is triggered.

{alarmName} The name of the alarm that is triggered.

{triggeringSummary} A summary of the alarm trigger values.

{declaringSummary} A summary of the alarm declaration values.
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Table 5‑5.  Command-Line Parameters for Alarm Action Scripts (Continued)

Variable Description

{oldStatus} The alarm status before the alarm is triggered.

{newStatus} The alarm status after the alarm is triggered.

{target} The inventory object on which the alarm is set.

Acknowledge Triggered Alarms
After you acknowledge an alarm in the vSphere Web Client, its alarm actions are discontinued. Alarms are
neither cleared, nor reset when acknowledged.

Acknowledging an alarm lets other users know that you are taking ownership of the issue. For example, a
host has an alarm set on it that monitors CPU usage and that sends an email to an administrator when the
alarm is triggered. The host CPU usage spikes, triggering the alarm which sends an email to the host's
administrator. The administrator acknowledges the triggered alarm to let other administrators know he is
working on the problem, and to prevent the alarm from sending more email messages. The alarm, however,
is still visible in the system.

Prerequisites

Required privilege: Alarm.Alarm Acknowledge

Procedure

n Right-click the alarm in the Alarms sidebar panel and select Acknowledge.

n Acknowledge the alarm in the Monitor tab.

a Select an inventory object in the object navigator.

b Click the Monitor tab.

c Click Issues, and click Triggered Alarms.

d Right-click an alarm and select Acknowledge.

Reset Triggered Event Alarms
An alarm triggered by an event might not reset to a normal state if vCenter Server does not retrieve the
event that identifies the normal condition. In such cases, reset the alarm manually in the vSphere Web Client
to return it to a normal state.

Prerequisites

Required privilege: Alarm.Set Alarm Status

Procedure

n Right-click an alarm in the Alarms sidebar pane and select Reset to green.

n Reset triggered alarms in the Monitor tab.

a Select an inventory object.

b Click the Monitor tab.

c Click Issues, and click Triggered Alarms.
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d Select the alarms you want to reset.

Use Shift+left-click or Ctrl+left-click to select multiple alarms.

e Right-click an alarm and select Reset to Green.

Preconfigured vSphere Alarms
vCenter Server provides a list of default alarms, which monitor the operations of vSphere inventory objects.
You only need to set up actions for these alarms.

Some alarms are stateless. vCenter Server does not keep data on stateless alarms and neither computes nor
displays their status. Stateless alarms cannot be acknowledged or reset. Stateless alarms are indicated by an
asterisk next to their name.

Table 5‑6.  Default vSphere Alarms

Alarm Name Description

Host connection and power state Monitors the power state of the host and whether the host
is reachable.

Host CPU usage Monitors host CPU usage.

Host memory usage Monitors host memory usage.

Virtual machine CPU usage Monitors virtual machine CPU usage.

Virtual machine memory usage Monitors virtual machine memory usage.

Datastore usage on disk Monitors datastore disk usage.
NOTE   This alarm controls the Status value for datastores in
vSphere Web Client. If you disable this alarm, the datastore
status is displayed as Unknown.

Virtual machine CPU ready Monitors virtual machine CPU ready time.

Virtual machine total disk latency Monitors virtual machine total disk latency.

Virtual machine disk commands canceled Monitors the number of virtual machine disk commands
that are canceled.

Virtual machine disk reset Monitors the number of virtual machine bus resets.

License inventory monitoring Monitors the license inventory for compliance.

License user threshold monitoring Monitors whether a user-defined license threshold is
exceeded.

License capacity monitoring Monitors whether a license capacity is exceeded.

The host license edition is not compatible with the
vCenter Server license edition

Monitors the compatibility of the vCenter Server and host
licence editions.

Host flash capacity exceeds the licensed limit for Virtual
SAN

Monitors whether the flash disk capacity on the host
exceeds the limit of the Virtual SAN license.

Expired Virtual SAN license Monitors the expiry of the Virtual SAN license and the end
of the evaluation period.

Errors occurred on the disk(s) of a Virtual SAN host Default alarm that monitors whether the host disks in the
Virtual SAN cluster have errors.

Timed out starting Secondary VM * Monitors whether starting a secondary virtual machine has
timed out. .

No compatible host for Secondary VM Monitors the availability of compatible hosts on which a
secondary virtual machine can be created and run.

Virtual machine Fault Tolerance state changed Monitors changes in the Fault Tolerance state of a virtual
machine.
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Table 5‑6.  Default vSphere Alarms (Continued)

Alarm Name Description

Virtual Machine Fault Tolerance vLockStep interval Status
Changed

Monitors changes in the Fault Tolerance Secondary
vLockStep interval.

Host processor status Monitors the host processors.

Host memory status Monitors host memory usage.

Host hardware fan status Monitors host fans.

Host hardware voltage Monitors host hardware voltage.

Host hardware temperature status Monitors the temperature status of the host hardware.

Host hardware power status Monitors the host power status.

Host hardware system board status Monitors the status of host system boards.

Host battery status Monitors the battery status of hosts.

Status of other host hardware objects Monitors other host hardware objects.

Host storage status Monitors host connectivity to storage devices.

Host IPMI System Event Log status Monitors the capacity of the IPMI system event log.

Host Baseboard Management Controller status Monitors the status of the Baseboard Management
Controller.

Host error * Monitors host error and warning events.

Virtual machine error * Monitors virtual machine error and warning events.

Host connection failure * Monitors host connection failures.

Unmanaged workload detected on SIOC-enabled datastore Monitors the unmanaged I/O workload on a SIOC-enabled
datastore.

Thin-provisioned volume capacity threshold exceeded Monitors whether the thin provisioning threshold on the
storage array exceeds for volumes backing the datastore.

Datastore capability alarm Monitors the change in the capability status for volumes
backing the datastore.

VASA provider disconnected Monitors the changes in the connection state of VASA
providers.

VASA Provider certificate expiration alarm Monitors whether VASA provider certificates are getting
close to their expiry date.

VM storage compliance alarm Monitors the virtual disk compliance with the object-based
storage.

Datastore compliance alarm Monitors wether the virtual disk on the datastore complies
with the object-based storage.

Refreshing CA certificates and CRLs for a VASA provider
failed

Monitors whether the refreshing of CA certificates and
CRLs for some of the VASA providers has failed.

Insufficient vSphere HA failover resources Monitors the sufficiency of failover cluster resources
required for vSphere High Availability.

vSphere HA failover in progress Monitors the failover progress of vSphere High
Availability.

Cannot find vSphere HA master agent Monitors whether vCenter Server is able to connect to a
vSphere High Availability master agent.

vSphere HA host status Monitors the host health status reported by vSphere High
Availability.

vSphere HA virtual machine failover failed Monitors whether a failover operation that uses vSphere
High Availability failed.
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Table 5‑6.  Default vSphere Alarms (Continued)

Alarm Name Description

vSphere HA virtual machine monitoring action Monitors whether vSphere High Availability has restarted
a virtual machine.

vSphere HA virtual machine monitoring error Monitors whether vSphere High Availability failed to reset
a virtual machine.

vSphere HA VM Component Protection could not power
off a virtual machine

Monitors whether vSphere High Availability VM
Component Protection cannot power off a virtual machine
with an inaccessible datastore.

License error * Monitors license errors.

Health status changed * Monitors changes to service and extension health status.

Virtual machine component protection restart error Monitors whether the vSphere HA VM Component
Protection fails to restart a virtual machine.

Storage DRS recommendation Monitors Storage DRS recommendations.

Storage DRS is not supported on a host Monitors and alerts when Storage DRS is not supported on
a host.

Datastore cluster is out of space Monitors whether a datastore cluster runs out of disk
space.

Datastore is in multiple datacenters Monitors whether a datastore in a datastore cluster is
visible in more than one data center.

vSphere Distributed Switch VLAN trunked status Monitors changes in vSphere Distributed Switch VLAN
trunked status.

vSphere Distributed Switch MTU matched status Monitors changes in vSphere Distributed Switch MTU
matched status.

vSphere Distributed Switch MTU supported status Monitors changes in vSphere Distributed Switch MTU
supported status.

vSphere Distributed Switch teaming matched status Monitors changes in vSphere Distributed Switch teaming
matched status.

Virtual Machine network adapter reservation status Monitors changes in the reservation status of a virtual
machine network adapter.

Virtual machine Consolidation Needed status Monitors changes in the virtual machine Consolidation
Needed status.

Host virtual flash resource status Monitors the Flash Read Cache resource status on the host.

Host virtual flash resource usage Monitors the Flash Read Cache resource usage on the host.

Registration/unregistration of a VASA vendor provider on
a Virtual SAN host fails

Default alarm that monitors whether the registration or
unregistration of a VASA vendor provider on a Virtual
SAN host fails.

Registration/unregistration of third-party IO filter storage
providers fails on a host

Default alarm that monitors whether vCenter Server fails to
register or unregister third-party IO filter storage providers
on a host.

Service Control Agent Health Alarm Monitors the health status of the VMware Service Control
Agent.

Identity Health Alarm Monitors the health status of the Identity Management
Service.

vSphere Client Health Alarm Monitors the health status of the vSphere Web Client.

ESX Agent Manager Health Alarm Monitors the health status of the ESX Agent Manager.

Message Bus Config Health Alarm Monitors the health status of the Message Bus
Configuration Service.

Cis License Health Alarm Monitors the health status of the License Service.
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Table 5‑6.  Default vSphere Alarms (Continued)

Alarm Name Description

Appliance Management Health Alarm Monitors the health status of the Appliance Management
Service.

Inventory Health Alarm Monitors the health status of the Inventory Service.

vCenter Server Health Alarm Monitors the health status of vCenter Server.

Data Service Health Alarm Monitors the health status of the Data Service.

RBD Health Alarm Monitors the health status of the vSphere Auto Deploy
Waiter.

vService Manager Health Alarm Monitors the health status of the vService Manager.

Performance Charts Service Health Alarm Monitors the health status of the Performance Charts
Service.

Content Library Service Health Alarm Monitors the health status of the VMware Content Library
Service.

Transfer Service Health Alarm Monitors the health status of the VMware Transfer Service.

VMware vSphere ESXi Dump Collector Health Alarm Monitors the health status of the VMware vSphere ESXi
Dump Collector Service.

VMware vAPI Endpoint Service Health Alarm Monitors the health status of the VMware vAPI Endpoint
Service.

VMware System and Hardware Health Manager Service
Health Alarm

Monitors the health status of the VMware System and
Hardware Health Manager Service.

VMware vSphere Profile-Driven Storage Service Health
Alarm

Monitors the health status of the VMware vSphere Profile-
Driven Storage Service.

VMware Common Logging Service Health Alarm Monitors the health status of the VMware Common
Logging Service.

VMware vFabric Postgres Service Health Alarm Monitors the health status of the VMware vFabric Postgres
Service.

ESXi Host Certificates Update Failure Status Monitors whether the update of the ESXi host certificates
failed.

ESXi Host Certificate Status Monitors the certificate status of an ESXi host.

ESXi Host Certificate Verification Failure Status Monitors whether the verification of an ESXi host
certificate failed.

vSphere vCenter Host Certificate Management Mode Monitors changes in the certificate management mode of
vCenter Server.

Root Certificate Status Monitors whether a root certificate is getting close to its
expiration date.

GPU ECC Uncorrected Memory Alarm Monitors the GPU ECC uncorrected memory status.

GPU ECC Corrected Memory Alarm Monitors the GPU ECC corrected memory status.

GPU Thermal Condition Alarm Monitors the GPU Thermal condition status.

Network connectivity lost Monitors the network connectivity on a virtual switch.

Network uplink redundancy lost Monitors network uplink redundancy on a virtual switch.

Network uplink redundancy degraded * Monitors network uplink redundancy degradation on a
virtual switch.

VMKernel NIC not configured correctly * Monitors incorrectly configured VMkernel NICs.

Cannot connect to storage * Monitors host connectivity to a storage device.

vSphere Monitoring and Performance

122  VMware, Inc.



Table 5‑6.  Default vSphere Alarms (Continued)

Alarm Name Description

Migration error * Monitors whether a virtual machine cannot be migrated or
relocated, or is orphaned.

Exit standby error Monitors whether a host cannot exit standby mode.

Table 5‑7.  Deprecated vSphere Alarms

Alarm name Description

Cannot connect to network Monitors the network connectivity on a virtual switch.

IPv6 TSO not supported Monitors whether the IPv6 TSO packets sent by the guest
operating system of a virtual machine are dropped.

SRM Consistency Group Violation Datastore cluster has datastores that belong to different
SRM consistency groups.

Virtual machine high availability error Monitors High Availability errors on a virtual machine.

Cluster high availability error * Monitors High Availability errors on a cluster.

Health status monitoring Monitors changes in the overall health status of
vCenter Server components.

Pre-4.1 host connected to SIOC-enabled datastore Monitors whether a host running ESX/ESXi 4.1 or earlier is
connected to a SIOC-enabled datastore.

Host service console swap rates Monitors host service console memory swap rates.
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Monitoring Solutions with the
vCenter Solutions Manager 6

In the vSphere Web Client, you can view an inventory of installed solutions, view detailed information
about the solutions, and monitor the solution health status. A solution is an extension of vCenter Server that
adds new functions to a vCenter Server instance.

VMware products that integrate with vCenter Server are also considered solutions. For example, vSphere
ESX Agent Manager is a solution provided by VMware to let you manage host agents that add new
capabilities to ESX/ESXi hosts.

You can install a solution to add functionality from third-party technologies to the standard functions of
vCenter Server. Solutions typically are delivered as OVF packages. You can install and deploy solutions
from the vSphere Web Client. You can integrate solutions into the vCenter Solutions Manager, which
provides a view in the vSphere Web Client that lists all solutions.

If a virtual machine or vApp is running a solution, a custom icon represents it in the inventory of the
vSphere Web Client. Each solution registers a unique icon to identify that the virtual machine or vApp is
being managed by that solution. The icons show the power states (powered on, paused, or powered off).
The solutions display more than one type of icon if they manage more than one type of virtual machine or
vApp.

When you power on or power off a virtual machine or vApp, you are notified that you are performing this
operation on an entity that is managed by the Solutions Manager. When you attempt an operation on a
virtual machine or a vApp that is managed by a solution, an informational warning message appears.

For more information, see the Developing and Deploying vSphere Solutions, vServices, and ESX Agents
documentation.

This chapter includes the following topics:

n “View Solutions and vServices,” on page 125

n “Monitoring Agents,” on page 126

n “Monitoring vServices,” on page 126

View Solutions and vServices
In the vSphere Web Client, you can view information about solutions and vService providers. A vService is
a service that a solution provides to specific applications that run inside virtual machines and vApps.

Procedure

1 Navigate to the vCenter Server system in the object navigator.

2 Double-click the vCenter Server object.

3 Click Extensions.

VMware, Inc.  125



4 Select a solution.

The Summary tab displays more information about the solution.

5 To view vService provider information, click Monitor, and click vServices.

Monitoring Agents
The vCenter Solutions Manager displays the vSphere ESX Agent Manager agents that you use to deploy and
manage related agents on ESX/ESXi hosts.

You can use the Solutions Manager to keep track of whether the agents of a solution are working as
expected. Outstanding issues are reflected by the solution's ESX Agent Manager status and a list of issues.

When the status of a solution changes, the Solutions Manager updates the ESX Agent Manager summary
status and state. Administrators use this status to track whether the goal state is reached.

The agent health status is indicated by a specific color.

Table 6‑1.  ESX Agent Manager health status

Status Description

Red The solution must intervene for the ESX Agent Manager to
proceed. For example, if a virtual machine agent is
powered off manually on a compute resource and the ESX
Agent Manager does not attempt to power on the agent.
The ESX Agent Manager reports this action to the solution,
and the solution alerts the administrator to power on the
agent.

Yellow The ESX Agent Manager is actively working to reach a goal
state. The goal state can be enabled, disabled, or
uninstalled. For example, when a solution is registered, its
status is yellow until the ESX Agent Manager deploys the
solutions agents to all the specified compute resources. A
solution does not need to intervene when the ESX Agent
Manager reports its ESX Agent Manager health status as
yellow.

Green A solution and all its agents have reached the goal state.

Monitoring vServices
A vService is a service or function that a solution provides to virtual machines and vApps. A solution can
provide one or more vServices. These vServices integrate with the platform and are able to change the
environment in which the vApp or virtual machine runs.

A vService is a type of service for a virtual machine and a vApp provided by a vCenter extension. Virtual
machines and vApps can have dependencies on vServices. Each dependency is associated with a vService
type. The vService type must be bound to a particular vCenter extension that implements that vService type.
This vService type is similar to a virtual hardware device. For example, a virtual machine can have a
networking device that at deployment must be connected to a particular network.

The vService Manager allows a solution to connect to operations related to OVF templates:

n Importing OVF templates. Receive a callback when OVF templates with a vService dependancy of a
certain type is imported.

n Exporting OVF templates. Inserts OVF sections when a virtual machine is exported.

n OVF environment generation. Inserts OVF sections into the OVF environment at the power-on instance.

The vServices tab in the Solution Manager provides details for each vCenter extension. This information
allows you to monitor vService providers and list the virtual machines or vApps to which they are bound.
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Monitoring the Health of Services and
Nodes 7

You can monitor the health status of services and nodes to determine whether problems exist in your
environment.

The vSphere Web Client provides an overview of all services and nodes across the management stack of the
vCenter Server system. A list of default services is available for each vCenter Server instance.

View the Health Status of Services and Nodes
In the vSphere Web Client, you can view the health status of vCenter Server services and nodes.

vCenter Server instances and machines that run vCenter Server services are considered nodes. Graphical
badges represent the health status of services and nodes.

Prerequisites

Verify that the user you use to log in to the vCenter Server instance is a member of the
SystemConfiguration.Administrators group in the vCenter Single Sign-On domain.

Procedure

1 Log in as administrator@your_domain_name to the vCenter Server instance by using the
vSphere Web Client.

2 On the vSphere Web Client Home page, click System Configuration.

You can view the health status badges for the services and nodes.

Table 7‑1.  Health States

Badge Icon Description

Good. The health of the object is normal.

Warning. The object is experiencing some
problems.

Critical. The object is either not functioning
properly or will stop functioning soon.

Unknown. No data is available for this
object.
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3 (Optional) In the Services Health and Nodes Health panes, click the hyperlink next to the health badge
to view all services and nodes in this health state.

For example, in the Services Health pane, click the hyperlink of the Warning health status, and in the
dialog box that pops up, select a service to view more information about the service and attempt to
resolve the health issues of the service.
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Performance Monitoring Utilities:
resxtop and esxtop 8

The resxtop and esxtop command-line utilities provide a detailed look at how ESXi uses resources in real
time. You can start either utility in one of three modes: interactive (default), batch, or replay.

The fundamental difference between resxtop and esxtop is that you can use resxtop remotely, whereas you
can start esxtop only through the ESXi Shell of a local ESXi host.

This chapter includes the following topics:

n “Using the esxtop Utility,” on page 129

n “Using the resxtop Utility,” on page 130

n “Using esxtop or resxtop in Interactive Mode,” on page 130

n “Using Batch Mode,” on page 144

n “Using Replay Mode,” on page 145

Using the esxtop Utility
You can run the esxtop utility using the ESXi Shell to communicate with the management interface of the
ESXi host. You must have root user privileges.

Type the command, using the options you want:

esxtop [-h] [-v] [-b] [-s] [-a] [-c config file] [-R vm-support_dir_path]  [-d delay] [-n 

iterations]

The esxtop utility reads its default configuration from .esxtop50rc on the ESXi system. This configuration
file consists of nine lines.

The first eight lines contain lowercase and uppercase letters to specify which fields appear in which order on
the CPU, memory, storage adapter, storage device, virtual machine storage, network, interrupt, and CPU
power panels. The letters correspond to the letters in the Fields or Order panels for the respective esxtop
panel.

The ninth line contains information on the other options. Most important, if you saved a configuration in
secure mode, you do not get an insecure esxtop without removing the s from the seventh line of
your .esxtop50rc file. A number specifies the delay time between updates. As in interactive mode, typing c,
m, d, u, v, n, I, or p determines the panel with which esxtop starts.

NOTE   Do not edit the .esxtop50rc file. Instead, select the fields and the order in a running esxtop process,
make changes, and save this file using the W interactive command.
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Using the resxtop Utility
The resxtop utility is a vSphere CLI command.

Before you can use any vSphere CLI commands, you must either download and install a vSphere CLI
package or deploy the vSphere Management Assistant (vMA) to your ESXi host or vCenter Server system.

After it is set up, start resxtop from the command line. For remote connections, you can connect to a host
either directly or through vCenter Server.

The command-line options listed in the following table are the same as for esxtop (except for the R option)
with additional connection options.

NOTE   resxtop does not use all the options shared by other vSphere  CLI commands.

Table 8‑1.  resxtop Command-Line Options

Option Description

[server] Name of the remote host to connect to (required). If connecting directly to the
ESXi host, use the name of that host. If your connection to the ESXi host is indirect
(that is, through vCenter Server), use the name of the vCenter Server system for
this option.

[vihost] If you connect indirectly (through vCenter Server), this option should contain the
name of the ESXi host you connect to. If you connect directly to the host, this
option is not used. Note that the host name needs to be the same as what appears
in the vSphere Web Client.

[portnumber] Port number to connect to on the remote server. The default port is 443, and
unless this is changed on the server, this option is not needed.

[username] User name to be authenticated when connecting to the remote host. The remote
server prompts you for a password.

You can also use resxtop on a local ESXi host by omitting the server option on the command line. The
command defaults to localhost.

Using esxtop or resxtop in Interactive Mode
By default, resxtop and esxtop run in interactive mode. Interactive mode displays statistics in different
panels.

A help menu is available for each panel.

Interactive Mode Command-Line Options
You can use various command-line options with esxtop and resxtop in interactive mode.

Table 8‑2.  Interactive Mode Command-Line Options

Option Description

h Prints help for resxtop (or esxtop) command-line options.

v Prints resxtop (or esxtop) version number.

s Calls resxtop (or esxtop) in secure mode. In secure mode, the -d command, which specifies
delay between updates, is disabled.

d Specifies the delay between updates. The default is five seconds. The minimum is two
seconds. Change this with the interactive command s. If you specify a delay of less than two
seconds, the delay is set to two seconds.

n Number of iterations. Updates the display n times and exits. Default value is 10000.
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Table 8‑2.  Interactive Mode Command-Line Options (Continued)

Option Description

server The name of the remote server host to connect to (required for resxtop only).

vihost If you connect indirectly (through vCenter Server), this option should contain the name of the
ESXi host you connect to. If you connect directly to the ESXi host, this option is not used.
Note that the host name needs to be the same as what is displayed in the vSphere Web Client.

portnumber The port number to connect to on the remote server. The default port is 443, and unless this is
changed on the server, this option is not needed. (resxtop only)

username The user name to be authenticated when connecting to the remote host. The remote server
prompts you for a password, as well (resxtop only).

a Show all statistics. This option overrides configuration file setups and shows all statistics. The
configuration file can be the default ~/.esxtop50rc configuration file or a user-defined
configuration file.

c filename Load a user-defined configuration file. If the -c option is not used, the default configuration
filename is ~/.esxtop50rc. Create your own configuration file, specifying a different filename,
using the W single-key interactive command.

Common Statistics Description
Several statistics appear on the different panels while resxtop (or esxtop) is running in interactive mode.
These statistics are common across all four panels.

The Uptime line, found at the top of each of the four resxtop (or esxtop) panels, displays the current time,
time since last reboot, number of currently running worlds and load averages. A world is an ESXi VMkernel
schedulable entity, similar to a process or thread in other operating systems.

Below that the load averages over the past one, five, and fifteen minutes appear. Load averages take into
account both running and ready-to-run worlds. A load average of 1.00 means that there is full utilization of
all physical CPUs. A load average of 2.00 means that the ESXi system might need twice as many physical
CPUs as are currently available. Similarly, a load average of 0.50 means that the physical CPUs on the ESXi
system are half utilized.

Statistics Columns and Order Pages
You can define the order of fields displayed in interactive mode.

If you press f, F, o, or O, the system displays a page that specifies the field order on the top line and short
descriptions of the field contents. If the letter in the field string corresponding to a field is uppercase, the
field is displayed. An asterisk in front of the field description indicates whether a field is displayed.

The order of the fields corresponds to the order of the letters in the string.

From the Field Select panel, you can:

n Toggle the display of a field by pressing the corresponding letter.

n Move a field to the left by pressing the corresponding uppercase letter.

n Move a field to the right by pressing the corresponding lowercase letter.

Interactive Mode Single-Key Commands
When running in interactive mode, resxtop (or esxtop) recognizes several single-key commands.

All interactive mode panels recognize the commands listed in the following table. The command to specify
the delay between updates is disabled if the s option is given on the command line. All sorting interactive
commands sort in descending order.
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Table 8‑3.  Interactive Mode Single-Key Commands

Key Description

h or ? Displays a help menu for the current panel, giving a brief summary of commands, and the status of secure
mode.

space Immediately updates the current panel.

^L Erases and redraws the current panel.

f or F Displays a panel for adding or removing statistics columns (fields) to or from the current panel.

o or O Displays a panel for changing the order of statistics columns on the current panel.

# Prompts you for the number of statistics rows to display. Any value greater than 0 overrides automatic
determination of the number of rows to show, which is based on window size measurement. If you change
this number in one resxtop (or esxtop) panel, the change affects all four panels.

s Prompts you for the delay between updates, in seconds. Fractional values are recognized down to
microseconds. The default value is five seconds. The minimum value is two seconds. This command is not
available in secure mode.

W Write the current setup to an esxtop (or resxtop) configuration file. This is the recommended way to write a
configuration file. The default filename is the one specified by -c option, or ~/.esxtop50rc if the -c option is
not used. You can also specify a different filename on the prompt generated by this W command.

q Quit interactive mode.

c Switch to the CPU resource utilization panel.

p Switch to the CPU Power utilization panel.

m Switch to the memory resource utilization panel.

d Switch to the storage (disk) adapter resource utilization panel.

u Switch to storage (disk) device resource utilization screen.

v Switch to storage (disk) virtual machine resource utilization screen.

n Switch to the network resource utilization panel.

i Switch to the interrupt panel.

CPU Panel
The CPU panel displays server-wide statistics as well as statistics for individual world, resource pool, and
virtual machine CPU utilization.

Resource pools, virtual machines that are running, or other worlds are at times called groups. For worlds
belonging to a virtual machine, statistics for the virtual machine that is running are displayed. All other
worlds are logically aggregated into the resource pools that contain them.
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Table 8‑4.  CPU Panel Statistics

Line Description

PCPU USED(%) A PCPU refers to a physical hardware execution context. This can be a physical CPU core if
hyperthreading is unavailable or disabled, or a logical CPU (LCPU or SMT thread) if
hyperthreading is enabled.
PCPU USED(%) displays the following percentages:
n percentage of CPU usage per PCPU
n percentage of CPU usage averaged over all PCPUs
CPU Usage (%USED) is the percentage of PCPU nominal frequency that was used since the last
screen update. It equals the total sum of %USED for Worlds that ran on this PCPU.
NOTE   If a PCPU is running at frequency that is higher than its nominal (rated) frequency, then
PCPU USED(%) can be greater than 100%.
If a PCPU and its partner are busy when hyperthreading is enabled, each PCPU accounts for half
of the CPU usage.

PCPU UTIL(%) A PCPU refers to a physical hardware execution context. This can be a physical CPU core if
hyperthreading is unavailable or disabled, or a logical CPU (LCPU or SMT thread) if
hyperthreading is enabled.
PCPU UTIL(%) represents the percentage of real time that the PCPU was not idle (raw PCPU
utilization) and it displays the percentage CPU utilization per PCPU, and the percentage CPU
utilization averaged over all PCPUs.
NOTE   PCPU UTIL(%) might differ from PCPU USED(%) due to power management technologies
or hyperthreading.

ID Resource pool ID or virtual machine ID of the resource pool or virtual machine of the world that is
running, or world ID of the world that is running.

GID Resource pool ID of the resource pool or virtual machine of the world that is running.

NAME Name of the resource pool or virtual machine of the world that is running, or name of the world
that is running.

NWLD Number of members in the resource pool or virtual machine of the world that is running. If a
Group is expanded using the interactive command e, then NWLD for all the resulting worlds is 1.

%STATE TIMES Set of CPU statistics made up of the following percentages. For a world, the percentages are a
percentage of one physical CPU core.

%USED Percentage of physical CPU core cycles used by the resource pool, virtual machine, or world.
%USED might depend on the frequency with which the CPU core is running. When running with
lower CPU core frequency, %USED can be smaller than %RUN. On CPUs which support turbo
mode, CPU frequency can also be higher than the nominal (rated) frequency, and %USED can be
larger than %RUN.
%USED = %RUN + %SYS - %OVRLP

%SYS Percentage of time spent in the ESXi VMkernel on behalf of the resource pool, virtual machine, or
world to process interrupts and to perform other system activities. This time is part of the time
used to calculate %USED.
%USED = %RUN + %SYS - %OVRLP

%WAIT Percentage of time the resource pool, virtual machine, or world spent in the blocked or busy wait
state. This percentage includes the percentage of time the resource pool, virtual machine, or world
was idle.
100% = %RUN + %RDY + %CSTP + %WAIT

%VMWAIT The total percentage of time the Resource Pool/World spent in a blocked state waiting for events.

%IDLE Percentage of time the resource pool, virtual machine, or world was idle. Subtract this percentage
from %WAIT to see the percentage of time the resource pool, virtual machine, or world was
waiting for some event. The difference, %WAIT- %IDLE, of the VCPU worlds can be used to
estimate guest I/O wait time. To find the VCPU worlds, use the single-key command e to expand
a virtual machine and search for the world NAME starting with "vcpu". (The VCPU worlds might
wait for other events in addition to I/O events, so this measurement is only an estimate.)
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Table 8‑4.  CPU Panel Statistics (Continued)

Line Description

%RDY Percentage of time the resource pool, virtual machine, or world was ready to run, but was not
provided CPU resources on which to execute.
100% = %RUN + %RDY + %CSTP + %WAIT

%MLMTD (max
limited)

Percentage of time the ESXi VMkernel deliberately did not run the resource pool, virtual machine,
or world because doing so would violate the resource pool, virtual machine, or world's limit
setting. Because the resource pool, virtual machine, or world is ready to run when it is prevented
from running in this way, the %MLMTD (max limited) time is included in %RDY time.

%SWPWT Percentage of time a resource pool or world spends waiting for the ESXi VMkernel to swap
memory. The %SWPWT (swap wait) time is included in the %WAIT time.

EVENT COUNTS/s Set of CPU statistics made up of per second event rates. These statistics are for VMware internal
use only.

CPU ALLOC Set of CPU statistics made up of the following CPU allocation configuration parameters.

AMIN Resource pool, virtual machine, or world attribute Reservation.

AMAX Resource pool, virtual machine, or world attribute Limit. A value of -1 means unlimited.

ASHRS Resource pool, virtual machine, or world attribute Shares.

SUMMARY STATS Set of CPU statistics made up of the following CPU configuration parameters and statistics. These
statistics apply only to worlds and not to virtual machines or resource pools.

AFFINITY BIT
MASK

Bit mask showing the current scheduling affinity for the world.

HTSHARING Current hyperthreading configuration.

CPU The physical or logical processor on which the world was running when resxtop (or esxtop)
obtained this information.

HTQ Indicates whether the world is currently quarantined or not. N means no and Y means yes.

TIMER/s Timer rate for this world.

%OVRLP Percentage of system time spent during scheduling of a resource pool, virtual machine, or world
on behalf of a different resource pool, virtual machine, or world while the resource pool, virtual
machine, or world was scheduled. This time is not included in %SYS. For example, if virtual
machine A is currently being scheduled and a network packet for virtual machine B is processed
by the ESXi VMkernel, the time spent appears as %OVRLP for virtual machine A and %SYS for
virtual machine B.
%USED = %RUN + %SYS - %OVRLP

%RUN Percentage of total time scheduled. This time does not account for hyperthreading and system
time. On a hyperthreading enabled server, the %RUN can be twice as large as %USED.
%USED = %RUN + %SYS - %OVRLP
100% = %RUN + %RDY + %CSTP + %WAIT

%CSTP Percentage of time a resource pool spends in a ready, co-deschedule state.
NOTE   You might see this statistic displayed, but it is intended for VMware use only.
100% = %RUN + %RDY + %CSTP + %WAIT

POWER Current CPU power consumption for a resource pool (in Watts).

%LAT_C Percentage of time the resource pool or world was ready to run but was not scheduled to run
because of CPU resource contention.

%LAT_M Percentage of time the resource pool or world was ready to run but was not scheduled to run
because of memory resource contention.
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Table 8‑4.  CPU Panel Statistics (Continued)

Line Description

%DMD CPU demand in percentage. It represents the average active CPU load in the past minute.

CORE UTIL(%) Percentage of CPU cycles per core when at least one of the PCPUs in this core is unhalted, and its
average over all cores.
This statistic only appears when hyperthreading is enabled.
In batch mode, the correspondening CORE UTIL(%) statistic is displayed for each PCPU. For
example, PCPU 0 and PCPU 1 have the same the CORE UTIL(%) number, and that is the number
for core 0.

You can change the display using single-key commands.

Table 8‑5.  CPU Panel Single-Key Commands

Command Description

e Toggles whether CPU statistics are displayed expanded or unexpanded.
The expanded display includes CPU resource utilization statistics broken down by individual worlds
belonging to a resource pool or virtual machine. All percentages for the individual worlds are
percentage of a single physical CPU.
Consider these examples:
n If the %Used by a resource pool is 30% on a two-way server, the resource pool is utilizing 30

percent of one physical core.
n If the %Used by a world belonging to a resource pool is 30 percent on a two-way server, that

world is utilizing 30% of one physical core.

U Sorts resource pools, virtual machines, and worlds by the resource pool’s or virtual machine’s %Used
column. This is the default sort order.

R Sorts resource pools, virtual machines, and worlds by the resource pool’s or virtual machine’s %RDY
column.

N Sorts resource pools, virtual machines, and worlds by the GID column.

V Displays virtual machine instances only.

L Changes the displayed length of the NAME column.

CPU Power Panel
The CPU Power panel displays CPU Power utilization statistics.

On the CPU Power panel, statistics are arranged per PCPU. A PCPU is a physical hardware execution
context -- a physical CPU core if hyper-threading is unavailable or disabled, or a logical CPU (LCPU or SMT
thread) if hyper-threading is enabled.

Table 8‑6.  CPU Power Panel Statistics

Line Description

Power Usage Current total power usage (in Watts).

Power Cap Total power cap (in Watts).

PSTATE MHZ Clock frequency per state.

%USED Percentage of PCPU nominal frequency used since the last screen update. It is the same as
PCPU USED(%) shown in the CPU Screen.

%UTIL Raw PCPU utilization, that is the percentage of real time that PCPU was not idle. It is the same
as PCPU UTIL(%) shown in the CPU Screen.

%Cx Percentage of time the PCPU spent in C-State 'x'.
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Table 8‑6.  CPU Power Panel Statistics (Continued)

Line Description

%Px Percentage of time the PCPU spent in P-State 'x'. On systems with Processor Clocking Control,
P-states are not directly visible to ESXi, so esxtop instead shows the percentage of time spent at
full speed under the heading 'P0' and the percentage of time spent at any lower speed under
'P1'.

%Tx Percentage of time the PCPU spent in T-State 'x'.

Memory Panel
The Memory panel displays server-wide and group memory utilization statistics. As on the CPU panel,
groups correspond to resource pools, running virtual machines, or other worlds that are consuming
memory.

The first line, found at the top of the Memory panel displays the current time, time since last reboot, number
of currently running worlds, and memory overcommitment averages. The memory overcommitment
averages over the past one, five, and fifteen minutes appear. Memory overcommitment of 1.00 means a
memory overcommitment of 100 percent.

Table 8‑7.  Memory Panel Statistics

Field Description

PMEM (MB) Displays the machine memory statistics for the server. All numbers are in megabytes.

total Total amount of machine memory in the server.

vmk Amount of machine memory being used by the ESXi VMkernel.

other Amount of machine memory being used by everything other
than the ESXi VMkernel.

free Amount of machine memory that is free.

VMKMEM (MB) Displays the machine memory statistics for the ESXi VMkernel. All numbers are in
megabytes.

managed Total amount of machine memory managed by the ESXi
VMkernel.

min free Minimum amount of machine memory that the ESXi VMkernel
aims to keep free.

rsvd Total amount of machine memory currently reserved by
resource pools.

ursvd Total amount of machine memory currently unreserved.

state Current machine memory availability state. Possible values are
high, soft, hard and low. High means that the machine memory
is not under any pressure and low means that it is.

NUMA (MB) Displays the ESXi NUMA statistics. This line appears only if the ESXi host is running on a
NUMA server. All numbers are in megabytes.
For each NUMA node in the server, two statistics are displayed:
n The total amount of machine memory in the NUMA node that is managed by ESXi.
n The amount of machine memory in the node that is currently free (in parentheses).
Shared memory for the ESXi host might be larger than the total amount of memory if
memory is over-commited.
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Table 8‑7.  Memory Panel Statistics (Continued)

Field Description

PSHARE (MB) Displays the ESXi page-sharing statistics. All numbers are in megabytes.

shared Amount of physical memory that is being shared.

common Amount of machine memory that is common across worlds.

saving Amount of machine memory that is saved because of page
sharing.

shared = common + saving

SWAP (MB) Displays the ESXi swap usage statistics. All numbers are in megabytes.

curr Current swap usage.

rclmtgt Where the ESXi system expects the reclaimed memory to be.
Memory can be reclaimed by swapping or compression.

r/s Rate at which memory is swapped in by the ESXi system from
disk.

w/s Rate at which memory is swapped to disk by the ESXi system.

ZIP (MB) Displays the ESXi memory compression statistics. All numbers are in megabytes.

zipped Total compressed physical memory.

saved Saved memory by compression.

MEMCTL (MB) Displays the memory balloon statistics. All numbers are in megabytes.

curr Total amount of physical memory reclaimed using the
vmmemctl module.

target Total amount of physical memory the ESXi host attempts to
reclaim using the vmmemctl module.

max Maximum amount of physical memory the ESXi host can
reclaim using the vmmemctl module.

AMIN Memory reservation for this resource pool or virtual machine.

AMAX Memory limit for this resource pool or virtual machine. A value of -1 means Unlimited.

ASHRS Memory shares for this resource pool or virtual machine.

NHN Current home node for the resource pool or virtual machine. This statistic is applicable only
on NUMA systems. If the virtual machine has no home node, a dash (-) appears.

NRMEM (MB) Current amount of remote memory allocated to the virtual machine or resource pool. This
statistic is applicable only on NUMA systems.

N% L Current percentage of memory allocated to the virtual machine or resource pool that is
local.

MEMSZ (MB) Amount of physical memory allocated to a resource pool or virtual machine. The values are
the same for the VMM and VMX groups.
MEMSZ = GRANT + MCTLSZ + SWCUR + "never touched"

GRANT (MB) Amount of guest physical memory mapped to a resource pool or virtual machine. The
consumed host machine memory is equal to GRANT - SHRDSVD. The values are the same
for the VMM and VMX groups.

SZTGT (MB) Amount of machine memory the ESXi VMkernel wants to allocate to a resource pool or
virtual machine. The values are the same for the VMM and VMX groups.

TCHD (MB) Working set estimate for the resource pool or virtual machine. The values are the same for
the VMM and VMX groups.
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Table 8‑7.  Memory Panel Statistics (Continued)

Field Description

%ACTV Percentage of guest physical memory that is being referenced by the guest. This is an
instantaneous value.

%ACTVS Percentage of guest physical memory that is being referenced by the guest. This is a slow
moving average.

%ACTVF Percentage of guest physical memory that is being referenced by the guest. This is a fast
moving average.

%ACTVN Percentage of guest physical memory that is being referenced by the guest. This is an
estimation. (You might see this statistic displayed, but it is intended for VMware use only.)

MCTL? Memory balloon driver is installed or not. N means no, Y means yes.

MCTLSZ (MB) Amount of physical memory reclaimed from the resource pool by way of ballooning.

MCTLTGT (MB) Amount of physical memory the ESXi system attempts to reclaim from the resource pool or
virtual machine by way of ballooning.

MCTLMAX (MB) Maximum amount of physical memory the ESXi system can reclaim from the resource pool
or virtual machine by way of ballooning. This maximum depends on the guest operating
system type.

SWCUR (MB) Current swap usage by this resource pool or virtual machine.

SWTGT (MB) Target where the ESXi host expects the swap usage by the resource pool or virtual machine
to be.

SWR/s (MB) Rate at which the ESXi host swaps in memory from disk for the resource pool or virtual
machine.

SWW/s (MB) Rate at which the ESXi host swaps resource pool or virtual machine memory to disk.

LLSWR/s (MB) Rate at which memory is read from the host cache. The reads and writes are attributed to
the VMM group only, LLSWAP statistics are not displayed for the VM group.

LLSWW/s (MB) Rate at which memory is written to the host cache from various sources. The reads and
writes are attributed to the VMM group only, LLSWAP statistics are not displayed for the
VM group.

CPTRD (MB) Amount of data read from checkpoint file.

CPTTGT (MB) Size of checkpoint file.

ZERO (MB) Resource pool or virtual machine physical pages that are zeroed.

SHRD (MB) Resource pool or virtual machine physical pages that are shared.

SHRDSVD (MB) Machine pages that are saved because of resource pool or virtual machine shared pages.

OVHD (MB) Current space overhead for resource pool.

OVHDMAX (MB) Maximum space overhead that might be incurred by resource pool or virtual machine.

OVHDUW (MB) Current space overhead for a user world. (You might see this statistic displayed, but it is
intended for VMware use only.)

GST_NDx (MB) Guest memory allocated for a resource pool on NUMA node x. This statistic is applicable
on NUMA systems only.

OVD_NDx (MB) VMM overhead memory allocated for a resource pool on NUMA node x. This statistic is
applicable on NUMA systems only.

TCHD_W (MB) Write working set estimate for resource pool.

CACHESZ (MB) Compression memory cache size.

CACHEUSD (MB) Used compression memory cache.

ZIP/s (MB/s) Compressed memory per second.

UNZIP/s (MB/s) Decompressed memory per second.
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Table 8‑8.  Memory Panel Interactive Commands

Command Description

M Sort resource pools or virtual machines by MEMSZ column. This is the default sort order.

B Sort resource pools or virtual machines by Group Memctl column.

N Sort resource pools or virtual machines by GID column.

V Display virtual machine instances only.

L Changes the displayed length of the NAME column.

Storage Adapter Panel
Statistics in the Storage Adapter panel are aggregated per storage adapter by default. Statistics can also be
viewed per storage path.

Table 8‑9.  Storage Adapter Panel Statistics

Column Description

ADAPTR Name of the storage adapter.

PATH Storage path name. This name is only visible if the corresponding adapter is expanded. See
interactive command e in Table 8-10.

NPTH Number of paths.

AQLEN Current queue depth of the storage adapter.

CMDS/s Number of commands issued per second.

READS/s Number of read commands issued per second.

WRITES/s Number of write commands issued per second.

MBREAD/s Megabytes read per second.

MBWRTN/s Megabytes written per second.

RESV/s Number of SCSI reservations per second.

CONS/s Number of SCSI reservation conflicts per second.

DAVG/cmd Average device latency per command, in milliseconds.

KAVG/cmd Average ESXi VMkernel latency per command, in milliseconds.

GAVG/cmd Average virtual machine operating system latency per command, in milliseconds.

QAVG/cmd Average queue latency per command, in milliseconds.

DAVG/rd Average device read latency per read operation, in milliseconds.

KAVG/rd Average ESXi VMkernel read latency per read operation, in milliseconds.

GAVG/rd Average guest operating system read latency per read operation, in milliseconds.

QAVG/rd Average queue latency per read operation, in milliseconds.

DAVG/wr Average device write latency per write operation, in milliseconds.

KAVG/wr Average ESXi VMkernel write latency per write operation, in milliseconds.

GAVG/wr Average guest operating system write latency per write operation, in milliseconds.

QAVG/wr Average queue latency per write operation, in milliseconds.

FCMDS/s Number of failed commands issued per second.

FREAD/s Number of failed read commands issued per second.

FWRITE/s Number of failed write commands issued per second.

FMBRD/s Megabytes of failed read operations per second.

Chapter 8 Performance Monitoring Utilities: resxtop and esxtop

VMware, Inc.  139



Table 8‑9.  Storage Adapter Panel Statistics (Continued)

Column Description

FMBWR/s Megabytes of failed write operations per second.

FRESV/s Number of failed SCSI reservations per second.

ABRTS/s Number of commands aborted per second.

RESETS/s Number of commands reset per second.

PAECMD/s The number of PAE (Physical Address Extension) commands per second.

PAECP/s The number of PAE copies per second.

SPLTCMD/s The number of split commands per second.

SPLTCP/s The number of split copies per second.

The following table displays the interactive commands you can use with the storage adapter panel.

Table 8‑10.  Storage Adapter Panel Interactive Commands

Command Description

e Toggles whether storage adapter statistics appear expanded or unexpanded. Allows you to view
storage resource utilization statistics broken down by individual paths belonging to an expanded
storage adapter. You are prompted for the adapter name.

r Sorts by READS/s column.

w Sorts by WRITES/s column.

R Sorts by MBREAD/s read column.

T Sorts by MBWRTN/s written column.

N Sorts first by ADAPTR column, then by PATH column. This is the default sort order.

Storage Device Panel
The storage device panel displays server-wide storage utilization statistics.

By default, the information is grouped per storage device. You can also group the statistics per path, per
world, or per partition.

Table 8‑11.  Storage Device Panel Statistics

Column Description

DEVICE Name of the storage device.

PATH Path name. This name is visible only if the corresponding device is expanded to paths. See the
interactive command p in Table 8-12.

WORLD World ID. This ID is visible only if the corresponding device is expanded to worlds. See the
interactive command e in Table 8-12. The world statistics are per world per device.

PARTITION Partition ID. This ID is visible only if the corresponding device is expanded to partitions. See
interactive command t in Table 8-12.

NPH Number of paths.

NWD Number of worlds.

NPN Number of partitions.

SHARES Number of shares. This statistic is applicable only to worlds.

BLKSZ Block size in bytes.

NUMBLKS Number of blocks of the device.
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Table 8‑11.  Storage Device Panel Statistics (Continued)

Column Description

DQLEN Current device queue depth of the storage device.

WQLEN World queue depth. This is the maximum number of ESXi VMkernel active commands that the
world is allowed to have. This is a per device maximum for the world. It is valid only if the
corresponding device is expanded to worlds.

ACTV Number of commands in the ESXi VMkernel that are currently active. This statistic applies to only
worlds and devices.

QUED Number of commands in the ESXi VMkernel that are currently queued. This statistic applies to only
worlds and devices.

%USD Percentage of the queue depth used by ESXi VMkernel active commands. This statistic applies to
only worlds and devices.

LOAD Ratio of ESXi VMkernel active commands plus ESXi VMkernel queued commands to queue depth.
This statistic applies to only worlds and devices.

CMDS/s Number of commands issued per second.

READS/s Number of read commands issued per second.

WRITES/s Number of write commands issued per second.

MBREAD/s Megabytes read per second.

MBWRTN/s Megabytes written per second.

DAVG/cmd Average device latency per command in milliseconds.

KAVG/cmd Average ESXi VMkernel latency per command in milliseconds.

GAVG/cmd Average guest operating system latency per command in milliseconds.

QAVG/cmd Average queue latency per command in milliseconds.

DAVG/rd Average device read latency per read operation in milliseconds.

KAVG/rd Average ESXi VMkernel read latency per read operation in milliseconds.

GAVG/rd Average guest operating system read latency per read operation in milliseconds.

QAVG/rd Average queue read latency per read operation in milliseconds.

DAVG/wr Average device write latency per write operation in milliseconds.

KAVG/wr Average ESXi VMkernel write latency per write operation in milliseconds.

GAVG/wr Average guest operating system write latency per write operation in milliseconds.

QAVG/wr Average queue write latency per write operation in milliseconds.

ABRTS/s Number of commands aborted per second.

RESETS/s Number of commands reset per second.

PAECMD/s Number of PAE commands per second. This statistic applies to only paths.

PAECP/s Number of PAE copies per second. This statistic applies to only paths.

SPLTCMD/s Number of split commands per second. This statistic applies to only paths.

SPLTCP/s Number of split copies per second. This statistic applies to only paths.

The following table displays the interactive commands you can use with the storage device panel.
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Table 8‑12.  Storage Device Panel Interactive Commands

Command Description

e Expand or roll up storage world statistics. This command allows you to view storage resource
utilization statistics separated by individual worlds belonging to an expanded storage device. You are
prompted for the device name. The statistics are per world per device.

P Expand or roll up storage path statistics. This command allows you to view storage resource
utilization statistics separated by individual paths belonging to an expanded storage device. You are
prompted for the device name.

t Expand or roll up storage partition statistics. This command allows you to view storage resource
utilization statistics separated by individual partitions belonging to an expanded storage device. You
are prompted for the device name.

r Sort by READS/s column.

w Sort by WRITES/s column.

R Sort by MBREAD/s column.

T Sort by MBWRTN column.

N Sort first by DEVICE column, then by PATH, WORLD, and PARTITION column. This is the default
sort order.

L Changes the displayed length of the DEVICE column.

Virtual Machine Storage Panel
This panel displays virtual machine-centric storage statistics.

By default, statistics are aggregated on a per-resource-pool basis. One virtual machine has one
corresponding resource pool, so the panel displays statistics on a per-virtual-machine basis. You can also
view statistics on per-VSCSI-device basis.

Table 8‑13.  Virtual Machine Storage Panel Statistics

Column Description

ID Resource pool ID or VSCSI ID of VSCSI device.

GID Resource pool ID.

VMNAME Name of the resource pool.

VSCSINAME Name of the VSCSI device.

NDK Number of VSCSI devices

CMDS/s Number of commands issued per second.

READS/s Number of read commands issued per second.

WRITES/s Number of write commands issued per second.

MBREAD/s Megabytes read per second.

MBWRTN/s Megabytes written per second.

LAT/rd Average latency (in milliseconds) per read.

LAT/wr Average latency (in milliseconds) per write.

The following table lists the interactive commands you can use with the virtual machine storage panel.
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Table 8‑14.  Virtual Machine Storage Panel Interactive Commands

Command Description

e Expand or roll up storage VSCSI statistics. Allows you to view storage resource utilization
statistics broken down by individual VSCSI devices belonging to a group. You are prompted to
enter the group ID. The statistics are per VSCSI device.

r Sort by READS/s column.

w Sort by WRITES/s column.

R Sort by MBREAD/s column.

T Sort by MBWRTN/s column.

N Sort first by VMNAME column, and then by VSCSINAME column. This is the default sort order.

Network Panel
The Network panel displays server-wide network utilization statistics.

Statistics are arranged by port for each virtual network device configured. For physical network adapter
statistics, see the row in the table that corresponds to the port to which the physical network adapter is
connected. For statistics on a virtual network adapter configured in a particular virtual machine, see the row
corresponding to the port to which the virtual network adapter is connected.

Table 8‑15.  Network Panel Statistics

Column Description

PORT-ID Virtual network device port ID.

UPLINK Y means the corresponding port is an uplink. N means it is not.

UP Y means the corresponding link is up. N means it is not.

SPEED Link speed in Megabits per second.

FDUPLX Y means the corresponding link is operating at full duplex. N means it is not.

USED-BY Virtual network device port user.

DTYP Virtual network device type. H means HUB and S means switch.

DNAME Virtual network device name.

PKTTX/s Number of packets transmitted per second.

PKTRX/s Number of packets received per second.

MbTX/s MegaBits transmitted per second.

MbRX/s MegaBits received per second.

%DRPTX Percentage of transmit packets dropped.

%DRPRX Percentage of receive packets dropped.

TEAM-PNIC Name of the physical NIC used for the team uplink.

PKTTXMUL/s Number of multicast packets transmitted per second.

PKTRXMUL/s Number of multicast packets received per second.

PKTTXBRD/s Number of broadcast packets transmitted per second.

PKTRXBRD/s Number of broadcast packets received per second.

The following table displays the interactive commands you can use with the network panel.
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Table 8‑16.  Network Panel Interactive Commands

Command Description

T Sorts by Mb Tx column.

R Sorts by Mb Rx column.

t Sorts by Packets Tx column.

r Sorts by Packets Rx column.

N Sorts by PORT-ID column. This is the default sort order.

L Changes the displayed length of the DNAME column.

Interrupt Panel
The interrupt panel displays information about the use of interrupt vectors.

Table 8‑17.  Interrupt Panel Statistics

Column Description

VECTOR Interrupt vector ID.

COUNT/s Total number of interrupts per second. This value is cumulative of the count for every CPU.

COUNT_x Interrupts per second on CPU x.

TIME/int Average processing time per interrupt (in microseconds).

TIME_x Average processing time per interrupt on CPU x (in microseconds).

DEVICES Devices that use the interrupt vector. If the interrupt vector is not enabled for the device, its name is
enclosed in angle brackets (< and >).

Using Batch Mode
Batch mode allows you to collect and save resource utilization statistics in a file.

After you prepare for batch mode, you can use esxtop or resxtop in this mode.

Prepare for Batch Mode
To run in batch mode, you must first prepare for batch mode.

Procedure

1 Run resxtop (or esxtop) in interactive mode.

2 In each of the panels, select the columns you want.

3 Save this configuration to a file (by default ~/.esxtop50rc) using the W interactive command.

You can now use resxtop (or esxtop) in batch mode.
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Use esxtop or resxtop in Batch Mode
After you have prepared for batch mode, you can use esxtop or resxtop in this mode.

Procedure

1 Start resxtop (or esxtop) to redirect the output to a file.

For example:

esxtop -b > my_file.csv 

The filename must have a .csv extension. The utility does not enforce this, but the post-processing tools
require it.

2 Process statistics collected in batch mode using tools such as Microsoft Excel and Perfmon.

In batch mode, resxtop (or esxtop) does not accept interactive commands. In batch mode, the utility runs
until it produces the number of iterations requested (see command-line option n, below, for more details), or
until you end the process by pressing Ctrl+c.

Batch Mode Command-Line Options
You can use batch mode with command-line options.

Table 8‑18.  Command-Line Options in Batch Mode

Option Description

a Show all statistics. This option overrides configuration file setups and shows all statistics. The
configuration file can be the default ~/.esxtop50rc configuration file or a user-defined
configuration file.

b Runs resxtop (or esxtop) in batch mode.

c filename Load a user-defined configuration file. If the -c option is not used, the default configuration
filename is ~/.esxtop41rc. Create your own configuration file, specifying a different filename,
using the W single-key interactive command.

d Specifies the delay between statistics snapshots. The default is five seconds. The minimum is two
seconds. If a delay of less than two seconds is specified, the delay is set to two seconds.

n Number of iterations. resxtop (or esxtop) collects and saves statistics this number of times, and
then exits.

server The name of the remote server host to connect to (required, resxtop only).

vihost If you connect indirectly (through vCenter Server), this option should contain the name of the
ESXi host you connect to. If you connect directly to the ESXi host, this option is not used. Note
that the host name needs to be the same as what appears in the vSphere Web Client.

portnumber The port number to connect to on the remote server. The default port is 443, and unless this is
changed on the server, this option is not needed. (resxtop only)

username The user name to be authenticated when connecting to the remote host. You are prompted by the
remote server for a password, as well (resxtop only).

Using Replay Mode
In replay mode, esxtop replays resource utilization statistics collected using vm-support.

After you prepare for replay mode, you can use esxtop in this mode. See the vm-support man page.

In replay mode, esxtop accepts the same set of interactive commands as in interactive mode and runs until
no more snapshots are collected by vm-support to be read or until the requested number of iterations are
completed.
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Prepare for Replay Mode
To run in replay mode, you must prepare for replay mode.

Procedure

1 Run vm-support in snapshot mode in the ESXi Shell.

Use the following command.

vm-support -S -d duration -I interval

2 Unzip and untar the resulting tar file so that esxtop can use it in replay mode.

You can now use esxtop in replay mode.

Use esxtop in Replay Mode
You can use esxtop in replay mode.

Replay mode can be run to produce output in the same style as batch mode (see the command-line option b,
below).

NOTE   Batch output from esxtop cannot be played back by resxtop.

Snapshots collected by vm-supported can be replayed by esxtop. However, vm-support output generated
by ESXi can be replayed only by esxtop running on the same version of ESXi.

Procedure

u To activate replay mode, enter the following at the command-line prompt.

esxtop -R vm-support_dir_path

Replay Mode Command-Line Options
You can use replay mode with command-line options.

The following table lists the command-line options available for esxtop replay mode.

Table 8‑19.  Command-Line Options in Replay Mode

Option Description

R Path to the vm-support collected snapshot’s directory.

a Show all statistics. This option overrides configuration file setups and shows all statistics. The
configuration file can be the default ~/.esxtop50rc configuration file or a user-defined
configuration file.

b Runs esxtop in Batch mode.

c filename Load a user-defined configuration file. If the -c option is not used, the default configuration
filename is ~/.esxtop50rc. Create your own configuration file and specify a different filename
using the W single-key interactive command.

d Specifies the delay between panel updates. The default is five seconds. The minimum is two
seconds. If a delay of less than two seconds is specified, the delay is set to two seconds.

n Number of iterations esxtop updates the display this number of times and then exits.
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Using the vimtop Plug-In to Monitor
the Resource Usage of Services 9

You can use the vimtop utility plug-in to monitor vSphere services that run in the vCenter Server Appliance.

vimtop is a tool similar to esxtop, which runs in the environment of the vCenter Server Appliance. By using
the text-based interface of vimtop in the appliance shell, you can view overall information about the
vCenter Server Appliance, and a list of vSphere services and their resource usage.

This chapter includes the following topics:

n “Monitor Services by Using vimtop in Interactive Mode,” on page 147

n “Interactive Mode Command-Line Options,” on page 147

n “Interactive Mode Single-Key Commands for vimtop,” on page 148

Monitor Services by Using vimtop in Interactive Mode
You can use the vimtop plug-in to monitor services in real time.

The default view of the vimtop interactive mode consists of the overview tables and the main table. You can
use single-key commands in interactive mode to switch the view from processes to disks or network.

Procedure

1 From an SSH client program, log in to the vCenter Server Appliance shell.

2 Run the vimtop command to access the plug-in in interactive mode.

Interactive Mode Command-Line Options
You can use various command-line options when you run the vimtop command to enter the plug-in
interactive mode.

Table 9‑1.  Interactive Mode Command-Line Options

Option Description

-h Prints help for the vimtop command-line options.

-v Prints the vimtop version number.

-c filename Loads a user-defined vimtop configuration file. If the -c option is not used, the default
configuration file is /root/vimtop/vimtop.xml.
You can create your own configuration file, specifying a different file name and path by
using the W single-key interactive command.
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Table 9‑1.  Interactive Mode Command-Line Options (Continued)

Option Description

-n number Sets the number of performed iterations before the vimtop exits interactive mode. vimtop
updates the display number number of times and exits. The default value is 10000.

-p / -d seconds Sets the update period in seconds.

Interactive Mode Single-Key Commands for vimtop
When running in interactive mode, vimtop recognizes several single-key commands.

All interactive mode panels recognize the commands listed in the following table.

Table 9‑2.  Interactive Mode Single-Key Commands

Key Names Description

h Show a help menu for the current panel, giving a brief summary of commands, and the status of
secure mode.

i Show or hide the top line view of the overview panel of the vimtop plug-in.

t Show or hide the Tasks section, which displays information in the overview panel about the tasks
currently running on the vCenter Server instance .

m Show or hide the Memory section in the overview panel.

f Show or hide the CPU section which displays information in the overview panel about all
available CPUs.

g Show or hide the CPUs section which displays information in the overview panel about the top 4
physical CPUs.

spacebar Immediately refreshes the current pane.

p Pause the displayed information about the services resource usage in the current panels.

r Refresh the displayed information about the services resource usage in the current panels.

s Set refresh period.

q Exit the interactive mode of the vimtop plug-in .

k Displays the Disks view of the main panel.

o Switch the main panel to Network view.

Esc Clear selection or return to the Processes view of the main panel.

Enter Select a service to view additional details.

n Show or hide names of the headers in the main panel.

u Show or hide the measurement units in the headers in the main panel.

left, right arrows Select columns.

up, down arrows Select rows.

<,> Move a selected column.

Delete Remove selected column.

c Add a new column to the current view of the main panel. Use spacebar to add or remove columns
from the displayed list.

a Sort the selected column in ascending order.

d Sort the selected column in descending order.

z Clear the sort order for all columns.

l Set width for the selected column.
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Table 9‑2.  Interactive Mode Single-Key Commands (Continued)

Key Names Description

x Return the column widths to their default values.

+ Expand selected item.

- Collapse selected item.

w Write the current setup to a vimtop configuration file. The default file name is the one specified by
-c option, or /root/vimtop/vimtop.xml if the -c option is not used. You can also specify a
different file name on the prompt generated by the w command.
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Monitoring Networked Devices with
SNMP and vSphere 10

Simple Network Management Protocol (SNMP) is commonly used by management programs to monitor a
variety of networked devices.

vSphere systems run SNMP agents, which can provide information to a management program in at least
one of the following ways:

n In response to a GET, GETBULK, or GETNEXT operation, which is a specific request for information from the
management system.

n By sending a notification which is an alert sent by the SNMP agent to notify the management system of
a particular event or condition.

Management Information Base (MIB) files define the information that can be provided by managed devices.
The MIB files define managed objects, described by object identifiers (OIDs) and variables arranged in a
hierarchy.

vCenter Server and ESXi have SNMP agents. The agent provided with each product has different
capabilities.

This chapter includes the following topics:

n “Using SNMP Traps with vCenter Server,” on page 151

n “Configure SNMP for ESXi,” on page 152

n “SNMP Diagnostics,” on page 161

n “Monitor Guest Operating Systems with SNMP,” on page 161

n “VMware MIB Files,” on page 162

n “SNMPv2 Diagnostic Counters,” on page 163

Using SNMP Traps with vCenter Server
The SNMP agent included with vCenter Server can be used to send traps when vCenter Server starts and
when an alarm is triggered on vCenter Server. The vCenter Server SNMP agent functions only as a trap
emitter and does not support other SNMP operations, such as receiving GET, GETBULK, and GETNEXT requests.

vCenter Server can send SNMP v1 traps to other management programs. You must configure your
management server to interpret the SNMP traps sent by vCenter Server.

To use the vCenter Server SNMP traps, configure the SNMP settings on vCenter Server and your
management client software to accept the traps from vCenter Server.

The traps sent by vCenter Server are defined in VMWARE-VC-EVENT-MIB.mib.
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Configure SNMP Settings for vCenter Server
If you plan to use SNMP with vCenter Server, you must use the vSphere Web Client to configure the SNMP
settings.

Prerequisites

n Verify that the vSphere Web Client is connected to a vCenter Server instance.

n Verify that you have the domain name or IP address of the SNMP receiver, the port number of the
receiver, and the community string.

Procedure

1 In the vSphere Web Client, navigate to a vCenter Server instance.

2 Click the Manage tab, and click Settings.

3 Click Edit.

4 Click SNMP receivers to edit their settings.

5 Enter the following information for the primary receiver of the SNMP traps.

Option Description

Primary Receiver URL Enter the domain name or IP address of the receiver of SNMP traps.

Enable receiver Select the check box to enable the SNMP receiver.

Receiver port Enter the port number of the receiver to which the SNMP agent sends
traps.
If the port value is empty, vCenter Server uses the default port, 162.

Community string Enter the community string that is used for authentication.
 

6 (Optional) Enter information about other SNMP receivers in the Receiver 2 URL, Receiver 3 URL, and
Receiver 4 URL options, and select Enabled.

7 Click OK.

The vCenter Server system is now ready to send traps to the management system you have specified.

What to do next

Configure your SNMP management software to receive and interpret data from the vCenter Server SNMP
agent. See “Configure SNMP Management Client Software,” on page 161.

Configure SNMP for ESXi
ESXi includes an SNMP agent that can send notifications (traps and informs) and receive GET, GETBULK, and
GETNEXT requests.

In ESXi 5.1 and later releases, the SNMP agent adds support for version 3 of the SNMP protocol, offering
increased security and improved functionality, including the ability to send informs. You can use esxcli
commands to enable and configure the SNMP agent. You configure the agent differently depending on
whether you want to use SNMP v1/v2c or SNMP v3.

As an alternative to configuring SNMP manually using esxcli commands, you can use host profiles to
configure SNMP for an ESXi host. See the vSphere Host Profiles documentation for more information.

NOTE   For information on configuring SNMP for ESXi 5.0 or earlier or ESX 4.1 or earlier, see the
documentation for the appropriate product version.
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n Configure the SNMP Agent for Polling on page 153
If you configure the ESXi SNMP agent for polling, it can listen for and respond to requests from SNMP
management client systems, such as GET, GETNEXT and GETBULK requests.

n Configure ESXi for SNMP v1 and v2c on page 154
When you configure the ESXi SNMP agent for SNMP v1 and v2c, the agent supports sending
notifications and receiving GET requests.

n Configure ESXi for SNMP v3 on page 155
When you configure the ESXi SNMP agent for SNMP v3, the agent supports sending informs as well
as traps. SNMP v3 also provides stronger security than v1 or v2c, including key authentication and
encryption.

n Configure the Source of Hardware Events Received by the SNMP Agent on page 159
You can configure the ESXi SNMP agent to receive hardware events either from IPMI sensors or CIM
indications.

n Configure the SNMP Agent to Filter Notifications on page 160
You can configure the ESXi SNMP agent to filter out notifications if you don't want your SNMP
management software to receive those notifications.

n Configure SNMP Management Client Software on page 161
After you have configured a vCenter Server instance or an ESXi host to send traps, you must configure
your management client software to receive and interpret those traps.

Configure the SNMP Agent for Polling
If you configure the ESXi SNMP agent for polling, it can listen for and respond to requests from SNMP
management client systems, such as GET, GETNEXT and GETBULK requests.

By default, the embedded SNMP agent listens on UDP port 161 for polling requests from management
systems. You can use the esxcli system snmp set command with the --port option to configure an
alternative port. To avoid conflicting with other services, use a UDP port that is not defined
in /etc/services.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

1 Run the esxcli system snmp set command with the --port option to configure the port.

For example, run the following command:

esxcli system snmp set --port port

Here, port is the port the SNMP agent uses to listen for polling requests.

NOTE   The port you specify must not be already in use by other services. Use IP addresses from the
dynamic range, port 49152 and up.

2 (Optional) If the ESXi SNMP agent is not enabled, run the following command:

esxcli system snmp set --enable true
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Configure ESXi for SNMP v1 and v2c
When you configure the ESXi SNMP agent for SNMP v1 and v2c, the agent supports sending notifications
and receiving GET requests.

In SNMP v1 and v2c authentication is performed by using community strings. Community strings are
namespaces which contain one or more managed objects. This form of authentication does not secure the
communication between the SNMP agent and the management system. To secure the SNMP
communication in your environment, use SNMP v3.

Procedure

1 Configure SNMP Communities on page 154
To enable the ESXi SNMP agent to send and receive SNMP v1 and v2c messages, you must configure
at least one community for the agent.

2 Configure the SNMP Agent to Send SNMP v1 or v2c Notifications on page 154
You can use the ESXi SNMP agent to send virtual machine and environmental notifications to
management systems.

Configure SNMP Communities
To enable the ESXi SNMP agent to send and receive SNMP v1 and v2c messages, you must configure at
least one community for the agent.

An SNMP community defines a group of devices and management systems. Only devices and management
systems that are members of the same community can exchange SNMP messages. A device or management
system can be a member of multiple communities.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

u Run the esxcli system snmp set command with the --communities option to configure an SNMP
community.

For example, to configure public, East, and West network operation centers communities, run the
following command:

esxcli system snmp set --communities public,eastnoc,westnoc

Each time you specify a community with this command, the settings you specify overwrite the previous
configuration. To specify multiple communities, separate the community names with a comma.

Configure the SNMP Agent to Send SNMP v1 or v2c Notifications
You can use the ESXi SNMP agent to send virtual machine and environmental notifications to management
systems.

To send SNMP v1/v2c notifications with the SNMP agent, you must configure the target (receiver) unicast
address, community, and an optional port. If you do not specify a port, the SNMP agent sends traps to UDP
port 162 on the target management system by default.
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To configure SNMP v3 traps, see “Configure SNMP v3 Targets,” on page 158.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

1 Run the esxcli system snmp set command with the --targets option:

esxcli system snmp set --targets target_address@port/community

Here, target_address is the address of the target system, port is the port number to send the notifications
to, and community is the community name.

Each time you specify a target with this command, the settings you specify overwrite all previously
specified settings. To specify multiple targets, separate them with a comma.

For example, run the following command for configuring the targets 192.0.2.1@163/westnoc and
2001:db8::1@163/eastnoc:

esxcli system snmp set --targets 192.0.2.1@163/westnoc,2001:db8::1@163/eastnoc

2 (Optional) If the ESXi SNMP agent is not enabled, run the following command:

esxcli system snmp set --enable true

3 (Optional) Send a test trap to verify that the agent is configured correctly by running the esxcli system
snmp test command.

The agent sends a warmStart trap to the configured target.

Configure ESXi for SNMP v3
When you configure the ESXi SNMP agent for SNMP v3, the agent supports sending informs as well as
traps. SNMP v3 also provides stronger security than v1 or v2c, including key authentication and encryption.

An inform is a notification that the sender will resend up to 3 times or until the notification is acknowledged
by the receiver.

Procedure

1 Configure the SNMP Engine ID on page 156
Every SNMP v3 agent has an engine ID which serves as a unique identifier for the agent. The engine
ID is used with a hashing function to generate keys for authentication and encryption of SNMP v3
messages.

2 Configure SNMP Authentication and Privacy Protocols on page 156
SNMP v3 optionally supports authentication and privacy protocols.

3 Configure SNMP Users on page 157
You can configure up to 5 users who can access SNMP v3 information. User names must be no more
than 32 characters long.

4 Configure SNMP v3 Targets on page 158
Configure SNMP v3 targets to allow the ESXi SNMP agent to send SNMP v3 traps and informs.
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Configure the SNMP Engine ID
Every SNMP v3 agent has an engine ID which serves as a unique identifier for the agent. The engine ID is
used with a hashing function to generate keys for authentication and encryption of SNMP v3 messages.

If you do not specify an engine ID, when you enable the SNMP agent, an engine ID is automatically
generated.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

u Run the esxcli system snmp set command with the --engineid option to configure the SNMP engine
ID.

For example, run the following command:

esxcli system snmp set --engineid id

Here, id is the engine ID and it must be a hexadecimal string between 5 and 32 characters long.

Configure SNMP Authentication and Privacy Protocols
SNMP v3 optionally supports authentication and privacy protocols.

Authentication is used to ensure the identity of users. Privacy allows for encryption of SNMP v3 messages
to ensure confidentiality of data. These protocols provide a higher level of security than is available in
SNMP v1 and v2c, which use community strings for security.

Both authentication and privacy are optional. However, you must enable authentication in order to enable
privacy.

The SNMP v3 authentication and privacy protocols are licensed vSphere features and might not be available
in some vSphere editions.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

1 (Optional) Run the esxcli system snmp set command with the --authentication option to configure
authentication.

For example, run the following command:

esxcli system snmp set --authentication protocol

Here, protocol must be either none (for no authentication), SHA1, or MD5.

vSphere Monitoring and Performance

156  VMware, Inc.



2 (Optional) Run the esxcli system snmp set command with the --privacy option to configure privacy.

For example, run the following command:

esxcli system snmp set --privacy protocol

Here, protocol must be either none (for no privacy) or AES128.

Configure SNMP Users
You can configure up to 5 users who can access SNMP v3 information. User names must be no more than 32
characters long.

While configuring a user, you generate authentication and privacy hash values based on the user's
authentication and privacy passwords and the SNMP agent's engine ID. If you change the engine ID, the
authentication protocol, or the privacy protocol after configuring users, the users are no longer valid and
must be reconfigured.

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

n Verify that you have configured the authentication and privacy protocols before configuring users.

n Verify that you know the authentication and privacy passwords for each user you plan to configure.
Passwords must be at least 7 characters long. Store these passwords in files on the host system.

n Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere
Command-Line Interfaces for more information on how to use ESXCLI.

Procedure

1 If you are using authentication or privacy, get the authentication and privacy hash values for the user
by running the esxcli system snmp hash command with the --auth-hash and --priv-hash flags.

For example, run the following command:

esxcli system snmp hash --auth-hash secret1 --priv-hash secret2

Here, secret1 is the path to the file containing the user's authentication password and secret2 is the path
to the file containing the user's privacy password.

Alternatively, you can pass the --raw-secret flag and specify the passwords directly on the command
line.

For example, you can run the following command:

esxcli system snmp hash --auth-hash authsecret --priv-hash privsecret --raw-secret

The produced output might be the following:

Authhash: 08248c6eb8b333e75a29ca0af06b224faa7d22d6

Privhash: 232ba5cbe8c55b8f979455d3c9ca8b48812adb97

The authentication and privacy hash values are displayed.

2 Configure the user by running the esxcli system snmp set command with the --users flag.

For example, you can run the following command:

esxcli system snmp set --users userid/authhash/privhash/security

The command accepts the following parameters:
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Parameter Description

userid The user name.

authhash The authentication hash value.

privhash The privacy hash value.

security The level of security enabled for that user, which can be auth (for authentication only), priv (for
authentication and privacy), or none (for no authentication or privacy).

For example, run the following command to configure user1 for access with authentication and privacy:

esxcli system snmp set --users user1/08248c6eb8b333e75a29ca0af06b224faa7d22d6/

232ba5cbe8c55b8f979455d3c9ca8b48812adb97/priv

You must run the following command to configure user2 for access with no authentication or privacy:

esxcli system snmp set --users user2/-/-/none

3 (Optional) Test the user configuration by running the following command:

esxcli system snmp test --users username --auth-hash secret1 --priv-hash secret2

If the configuration is correct, this command returns the following message: "User username validated
correctly using engine id and security level: protocols". Here, protocols indicates the security protocols
configured.

Configure SNMP v3 Targets
Configure SNMP v3 targets to allow the ESXi SNMP agent to send SNMP v3 traps and informs.

SNMP v3 allows for sending both traps and informs. An inform is a message that the sender will resend a
maximum of three times, waiting 5 seconds between each attempt, unless the message is acknowledged by
the receiver.

You can configure a maximum of three SNMP v3 targets, in addition to a maximum of three SNMP v1/v2c
targets.

To configure a target, you must specify a hostname or IP address of the system that will receive the traps or
informs, a user name, a security level, and whether to send traps or informs. The security level can be either
none (for no security), auth (for authentication only), or priv (for authentication and privacy).

If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

n Ensure that the users who will access the traps or informs are configured as SNMP users for both the
ESXi SNMP agent and the target management system.

n If you are configuring informs, you need the engine ID for the SNMP agent on the remote system that
will receive the informs.

n Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere
Command-Line Interfaces for more information on how to use ESXCLI.
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Procedure

1 (Optional) If you are configuring informs, configure the remote users by running the esxcli system
snmp set command with the --remote-users option.

For example, run the following command:

esxcli system snmp set --remote-users userid/auth-protocol/auth-hash/priv-protocol/priv-

hash/engine-id

The command accepts the following parameters:

Parameter Description

userid The user name.

auth-protocol The authentication protocol, none (for no authentication), MD5, or SHA1.

auth-hash The authentication hash or - if the authentication protocol is none.

priv-protocol The privacy protocol, AES128 or none.

priv-hash The privacy hash, or - if the privacy protocol is none.

engine-id The engine ID of the SNMP agent on the remote system that will receive the informs.

2 Run the esxcli system snmp set command with the --v3targets option.

For example, run the following command:

esxcli system snmp set --v3targets hostname@port/userid/secLevel/message-type

The parameters of the command are as follows.

Parameter Description

hostname The host name or IP address of the management system that will receive the traps or informs.

port The port on the management system that will receive the traps or informs. If you do not specify a
port, the default port, 162, is used.

userid The user name.

secLevel The level of authentication and privacy you have configured. Use auth if you have configured
authentication only, priv if you have configured both authentication and privacy, and none if you
have configured neither.

message-type The type of the messages received by the management system. Use trap or inform.

3 (Optional) If the ESXi SNMP agent is not enabled, run the following command:

esxcli system snmp set --enable true

4 (Optional) Send a test notification to verify that the agent is configured correctly by running the esxcli
system snmp test command.

The agent sends a warmStart notification to the configured target.

Configure the Source of Hardware Events Received by the SNMP Agent
You can configure the ESXi SNMP agent to receive hardware events either from IPMI sensors or CIM
indications.

IPMI sensors are used for hardware monitoring in ESX/ESXi 4.x and earlier. The conversion of CIM
indications to SNMP notifications is available in ESXi 5.0 and later.
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If you run ESXCLI commands through vCLI, you must supply connection options that specify the target
host and login credentials. If you use ESXCLI commands directly on a host using the ESXi Shell, you can use
the commands as given without specifying connection options. For more information on connection options
see vSphere Command-Line Interface Concepts and Examples.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

1 Run the esxcli system snmp set --hwsrc source command to configure the source for hardware
events.

Here, source is sensors or indications, for hardware event received from IPMI sensors or CIM
indications respectively.

2 (Optional) If the ESXi SNMP agent is not enabled, run the following command:

esxcli system snmp set --enable true

Configure the SNMP Agent to Filter Notifications
You can configure the ESXi SNMP agent to filter out notifications if you don't want your SNMP
management software to receive those notifications.

Prerequisites

Configure the ESXi SNMP agent by using the ESXCLI commands. See Getting Started with vSphere Command-
Line Interfaces for more information on how to use ESXCLI.

Procedure

1 Run the esxcli system snmp set command to filter notifications:

esxcli system snmp set --notraps oid_list

Here, oid_list is a list of OIDs for the notifications to filter, separated by commas. This list replaces any
OIDs that were previously specified using this command.

For example, to filter out coldStart (OID 1.3.6.1.4.1.6876.4.1.1.0) and warmStart (OID
1.3.6.1.4.1.6876.4.1.1.1) traps, run the following command:

esxcli system snmp set --notraps 1.3.6.1.4.1.6876.4.1.1.0,1.3.6.1.4.1.6876.4.1.1.1

2 (Optional) If the ESXi SNMP agent is not enabled, run the following command:

esxcli system snmp set --enable true

The traps identified by the specified OIDs are filtered out of the output of the SNMP agent, and are not sent
to SNMP management software.

What to do next

To clear all notification filters, run the esxcli system snmp set --notraps reset command.
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Configure SNMP Management Client Software
After you have configured a vCenter Server instance or an ESXi host to send traps, you must configure your
management client software to receive and interpret those traps.

To configure your management client software, specify the communities for the managed device, configure
the port settings, and load the VMware MIB files. See the documentation for your management system for
specific instructions for these steps.

Prerequisites

To complete this task, download the VMware MIB files from the VMware Web site: 
http://communities.vmware.com/community/developer/managementapi.

Procedure

1 In your management software, specify the vCenter Server instance or ESXi host as an SNMP-based
managed device.

2 If you are using SNMP v1 or v2c, set up appropriate community names in the management software.

These names must correspond to the communities set for the SNMP agent on the vCenter Server
instance or ESXi host.

3 If you are using SNMP v3, configure users and authentication and privacy protocols to match those
configured on the ESXi host.

4 If you configured the SNMP agent to send traps to a port on the management system other than the
default UDP port 162, configure the management client software to listen on the port you configured.

5 Load the VMware MIBs into the management software so you can view the symbolic names for
vCenter Server or the host variables.

To prevent lookup errors, load these MIB files in the following order before loading other MIB files:

a VMWARE-ROOT-MIB.mib

b VMWARE-TC-MIB.mib

c VMWARE-PRODUCTS-MIB.mib

The management software can now receive and interpret traps fromvCenter Server or ESXi hosts.

SNMP Diagnostics
You can use SNMP tools to diagnose configuration problems.

n Run the esxcli system snmp test command from the vSphere CLI set to prompt the SNMP agent to
send a test warmStart trap.

n Run the esxcli system snmp get command to display the current configuration of the SNMP agent.

n The SNMPv2-MIB.mib file provides a number of counters to aid in debugging SNMP problems. See 
“SNMPv2 Diagnostic Counters,” on page 163.

n The VMWARE-AGENTCAP-MIB.mib file defines the capabilities of the VMware SNMP agents by product
version. Use this file to determine if the SNMP functionality that you want to use is supported.

Monitor Guest Operating Systems with SNMP
You can use SNMP to monitor guest operating systems or applications running in virtual machines.

The virtual machine uses its own virtual hardware devices. Do not install agents in the virtual machines that
are intended to monitor physical hardware.
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Procedure

u Install the SNMP agents you normally would use for that purpose in the guest operating systems.

VMware MIB Files
VMware MIB files define the information provided by ESXi hosts and vCenter Server to SNMP management
software.

You can download these MIB files from 
http://communities.vmware.com/community/developer/forums/managementapi#SNMP-MIB.

Table 10-1 lists the MIB files provided by VMware and describes the information that each file provides.

Table 10‑1.  VMware MIB Files

MIB File Description

VMWARE-ROOT-MIB.mib Contains VMware’s enterprise OID and top level OID assignments.

VMWARE-AGENTCAP-MIB.mib Defines the capabilities of the VMware agents by product versions. This file is
optional and might not be supported by all management systems.

VMWARE-CIMOM-MIB.mib Defines variables and trap types used to report on the state of the CIM Object
Management subsystem.

VMWARE-ENV-MIB.mib Defines variables and trap types used to report on the state of physical
hardware components of the host computer. Enables conversion of CIM
indications to SNMP traps.

VMWARE-OBSOLETE-MIB.mib For use with versions of ESX/ESXi prior to 4.0. Defines OIDs that have been
made obsolete to maintain backward compatibility with earlier versions of
ESX/ESXi. Includes variables formerly defined in the files VMWARE-TRAPS-
MIB.mib and VMWARE-VMKERNEL-MIB.mib.

VMWARE-PRODUCTS-MIB.mib Defines OIDs to uniquely identify each SNMP agent on each VMware
platform by name, version, and build platform.

VMWARE-RESOURCES-MIB.mib Defines variables used to report information on resource usage of the
VMkernel, including physical memory, CPU, and disk utilization.

VMWARE-SYSTEM-MIB.mib The VMWARE-SYSTEM-MIB.mib file is obsolete. Use the SNMPv2-MIB to
obtain information from sysDescr.0 and sysObjec ID.0.

VMWARE-TC-MIB.mib Defines common textual conventions used by VMware MIB files.

VMWARE-VC-EVENTS-MIB.mib Defines traps sent by vCenter Server. Load this file if you use vCenter Server
to send traps.

VMWARE-VMINFO-MIB.mib Defines variables for reporting information about virtual machines, including
virtual machine traps.

Table 10-2 lists MIB files included in the VMware MIB files package that are not created by VMware. These
can be used with the VMware MIB files to provide additional information.

Table 10‑2.  Other MIB Files

MIB File Description

ENTITY-MIB.mib Allows the description of relationships between physical
entities and logical entities managed by the same SNMP
agent. See RFC 4133 for more information.

HOST-RESOURCES-MIB.mib Defines objects that are useful for managing host
computers.

HOST-RESOURCES-TYPES.mib Defines storage, device, and filesystem types for use with
HOST-RESOURCES-MIB.mib.

IEEE8021-BRIDGE-MIB Defines objects for managing devices that support IEEE
802.1D.
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Table 10‑2.  Other MIB Files (Continued)

MIB File Description

IEEE8023-LAG-MIB Defines objects for managing devices that support IEEE
802.3ad link aggregation.

IEEE8021-Q-BRIDGE-MIB Defines objects for managing Virtual Bridged Local Area
Networks.

IF-MIB.mib Defines attributes related to physical NICs on the host
system.

IP-MIB.mib Defines objects for managing implementations of the
Internet Protocol (IP) in an IP version independent manner.

IP-FORWARD-MIB.mib Defines objects for managing IP forwarding.

LLDP-V2-MIB.mib Defines objects for managing devices using Linked Layer
Discovery Protocol (LLDP).

SNMPv2-CONF.mib Defines conformance groups for MIBs.

SNMPv2-MIB.mib Defines the SNMP version 2 MIB objects.

SNMPv2-SMI.mib Defines the Structure of Managment Information for SNMP
version 2.

SNMPv2-TC.mib Defines textual conventions for SNMP version 2.

TCP-MIB.mib Defines objects for managing devices using the TCP
protocol.

UDP-MIB.mib Defines objects for managing devices using the UDP
protocol.

SNMPv2 Diagnostic Counters
The SNMPv2-MIB.mib file provides a number of counters to aid in debugging SNMP problems.

Table 10-3 lists some of these diagnostic counters.

Table 10‑3.  Diagnostic Counters from SNMPv2-MIB

Variable ID Mapping Description

snmpInPkts snmp 1 The total number of messages delivered to the SNMP
entity from the transport service.

snmpInBadVersions snmp 3 The total number of SNMP messages that were delivered
to the SNMP entity and were for an unsupported SNMP
version.

snmpInBadCommunityNames snmp 4 The total number of community-based SNMP messages
delivered to the SNMP entity that used an invalid SNMP
community name.

snmpInBadCommunityUses snmp 5 The total number of community-based SNMP messages
delivered to the SNMP entity that represented an SNMP
operation that was not allowed for the community named
in the message.

snmpInASNParseErrs snmp 6 The total number of ASN.1 or BER errors encountered by
the SNMP entity when decoding received SNMP
messages.

snmpEnableAuthenTraps snmp 30 Indicates whether the SNMP entity is permitted to
generate authenticationFailure traps. The value of this
object overrides any configuration information. It
therefore provides a means of disabling all
authenticationFailure traps.
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Table 10‑3.  Diagnostic Counters from SNMPv2-MIB (Continued)

Variable ID Mapping Description

snmpSilentDrops snmp 31 The total number of Confirmed Class PDUs delivered to
the SNMP entity that were silently dropped because the
size of a reply containing an alternate Response Class
PDU with an empty variable-bindings field was greater
than either a local constraint or the maximum message
size associated with the originator of the request.

snmpProxyDrops snmp 32 The total number of Confirmed Class PDUs delivered to
the SNMP entity that were silently dropped because the
transmission of the message to a proxy target failed in a
manner other than a time-out such that no Response
Class PDU could be returned.
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System Log Files 11
In addition to lists of events and alarms, vSphere components generate assorted logs.

These logs contain additional information about activities in your vSphere environment.

This chapter includes the following topics:

n “View System Log Entries,” on page 165

n “View System Logs on an ESXi Host,” on page 165

n “External System Logs,” on page 166

n “Export System Log Files,” on page 166

n “Managing ESXi Log Files,” on page 167

n “Configure Syslog on ESXi Hosts,” on page 168

n “Configuring Logging Levels for the Guest Operating System,” on page 169

n “Collecting Log Files,” on page 170

n “Viewing Log Files with the Log Browser,” on page 172

View System Log Entries
You can view system logs generated by vSphere components.

These instructions apply only to vCenter Server management nodes.

Procedure

1 In the vSphere Web Client navigate to a vCenter Server.

2 From the Monitor tab, click System Logs.

3 From the drop-down menu, select the log and entry you want to view.

View System Logs on an ESXi Host
You can use the direct console interface to view the system logs on an ESXi host. These logs provide
information about system operational events.

Procedure

1 From the direct console, select View System Logs.

2 Press a corresponding number key to view a log.

vCenter Server agent (vpxa) logs appear if the host is managed by vCenter Server.
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3 Press Enter or the spacebar to scroll through the messages.

4 (Optional) Perform a regular expression search.

a Press the slash key (/).

b Type the text to find.

c Press Enter

The found text is highlighted on the screen.

5 Press q to return to the direct console.

External System Logs
VMware technical support might request several files to help resolve any issues you have with the product.
This section describes the types and locations of log files found on various ESXi component systems.

NOTE   On Windows systems, several log files are stored in the Local Settings directory, which is located at
C:\Documents and Settings\<user name>\Local Settings\. This folder is hidden by default.

ESXi System Logs
You might need the ESXi system log files to resolve technical issues.

The ESXi system logs can be found in the /var/run/log directory.

vSphere Client System Logs
You might need the vSphere Client system log files to resolve technical issues.

Table 11-1 lists log files associated with the vSphere Client machine.

Table 11‑1.  vSphere Client System Logs

Component Location

vSphere Client
Installation log

Temp directory on the vSphere Client machine.
Pre-Windows 2008 example: C:\Documents and Settings\Local
Settings\Temp\vminst.log or vim-vic-msi.log
Windows 2008 and Windows 7 example:
C:\Users\user_name\AppData\Local\Temp\vminst.log or vim-vic-msi.log

vSphere Client
Service log

\vpx directory in the Application Data directory on the vSphere Client machine.
Pre-Windows 2008 example: C:\Documents and Settings\user_name\Local
Settings\Application Data\VMware\vpx\viclient-x.log

Windows 2008 and Window 7 example: C:\Users\user_name\Local
Settings\AppData\Local\VMware\vpx\viclient-x.log

x(=0, 1, ... 9)

Export System Log Files
When the vSphere Web Client is connected to vCenter Server, you can select hosts from which to download
system log files.

To save diagnostic data for ESXi hosts and vCenter Server, the vSphere Web Client must be connected to the
vCenter Server system.

Required privileges:

n To view diagnostic data: Read-Only User
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n To manage diagnostic data: Global.Licenses

Procedure

1 In the inventory, navigate to a vCenter Server instance and click the Monitor tab.

2 Click System Logs.

3 Click Export System Logs.

4 If you are connected to vCenter Server, select the object for which you want to export data.

Selecting an object selects all of its child objects.

5 If you are connected to vCenter Server, select Include information from vCenter Server and vSphere
Client to download vCenter Server and vSphere Client log files and host log files, and click Next.

6 If the selected host supports manifest driven exports of system log files, select the system log files to
collect. Select the specific system log files to download.

If the host does not support manifest exports of log files, all system log files are exported.

7 Select Gather performance data to include performance data information in the log files. Click
Generate Log Bundle.

You can update the duration and interval time you want the data collected.

8 Once the log bundle generates, click Download Log Bundle to save it to your local computer.

9 Specify the location to which to save the log files.

The host or vCenter Server generates a tar.tgz file containing the log files. The Recent Tasks panel
shows the Generate diagnostic bundles task in progress.

10 Click Save.

The Downloading Log Bundles dialog box appears when the Generating Diagnostic Bundle task is
finished. The download status of each bundle appears in the dialog box.

Some network errors can cause download failures. When you select an individual download in the
dialog box, the error message for that operation appears under the name and location of the log bundle
file.

11 Verify the information in the Summary and click Finish to download the log files.

Diagnostic bundles containing log files for the specified objects are downloaded to the location specified.

Managing ESXi Log Files
Log files are an important component of troubleshooting attacks and obtaining information about breaches
of host security. Logging to a secure, centralized log server can help prevent log tampering. Remote logging
also provides a long-term audit record.

Take the following measures to increase the security of the host.

n Configure persistent logging to a datastore. By default, the logs on ESXi hosts are stored in the in-
memory file system. Therefore, they are lost when you reboot the host, and only 24 hours of log data is
stored. When you enable persistent logging, you have a dedicated record of server activity available for
the host.

n Remote logging to a central host allows you to gather log files onto a central host, where you can
monitor all hosts with a single tool. You can also do aggregate analysis and searching of log data, which
might reveal information about things like coordinated attacks on multiple hosts.

n Configure remote secure syslog on ESXi hosts using a remote command line such as vCLI or PowerCLI,
or using an API client.
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n Query the syslog configuration to make sure that a valid syslog server has been configured, including
the correct port.

Configure Syslog on ESXi Hosts
All ESXi hosts run a syslog service (vmsyslogd), which logs messages from the VMkernel and other system
components to log files. Up to 30 hosts are supported.

You can use the vSphere Web Client or the esxcli system syslog vCLI command to configure the syslog
service.

For more information about using vCLI commands, see Getting Started with vSphere Command-Line Interfaces.

Procedure

1 In the vSphere Web Client inventory, select the host.

2 Click the Manage tab.

3 In the System panel, click Advanced System Settings.

4 Locate the Syslog section of the Advanced System Settings list.

5 To set up logging globally, select the setting to change and click the Edit icon.

Option Description

Syslog.global.defaultRotate Sets the maximum number of archives to keep. You can set this number
globally and for individual subloggers.

Syslog.global.defaultSize Sets the default size of the log, in KB, before the system rotates logs. You
can set this number globally and for individual subloggers.

Syslog.global.LogDir Directory where logs are stored. The directory can be located on mounted
NFS or VMFS volumes. Only the /scratch directory on the local file
system is persistent across reboots. The directory should be specified as
[datastorename] path_to_file where the path is relative to the root of the
volume backing the datastore. For example, the path
[storage1] /systemlogs maps to the
path /vmfs/volumes/storage1/systemlogs.

Syslog.global.logDirUnique Selecting this option creates a subdirectory with the name of the ESXi host
under the directory specified by Syslog.global.LogDir. A unique directory
is useful if the same NFS directory is used by multiple ESXi hosts.

Syslog.global.LogHost Remote host to which syslog messages are forwarded and port on which
the remote host receives syslog messages. You can include the protocol
and the port, for example, ssl://hostName1:1514. UDP (default), TCP,
and SSL are supported. The remote host must have syslog installed and
correctly configured to receive the forwarded syslog messages. See the
documentation for the syslog service installed on the remote host for
information on configuration.

 
6 (Optional) To overwrite the default log size and log rotation for any of the logs.

a Click the name of the log you that want to customize.

b Click the Edit icon and enter the number of rotations and log size you want.

7 Click OK.

Changes to the syslog options take effect immediately.
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Configuring Logging Levels for the Guest Operating System
Virtual machines can write support and troubleshooting information into a virtual machine log file stored
on a VMFS volume. The default settings for virtual machines are appropriate for most situations.

If your environment relies heavily on using VMotion, or if the defaults do not seem suitable for other
reasons, you can modify the logging settings for virtual machine guest operating systems.

New log file creation happens as follows:

n Each time you power on or resume a virtual machine, and each time you migrate a virtual machine
with VMotion, a new log file is created.

n Each time an entry is written to the log, the size of the log is checked. If vmx.log.rotateSize is set to a
nondefault value, and the size is over the limit, the next entry is written to a new log. If the maximum
number of log files exists, the oldest log file is deleted.

The default for vmx.log.rotateSize is zero (0), which means new logs are created during power on, resume,
and so on. You can ensure new log file creation happens more frequently by limiting the maximum size of
the log files with the vmx.log.rotateSize configuration parameter.

VMware recommends saving 10 log files, each one limited to no less than 2MB. These values are large
enough to capture sufficient information to debug most problems. If you need logs for a longer time span,
you can set vmx.log.keepOld to 20.

Change the Number of Virtual Machine Log Files
You can change the number of the log files for all virtual machines on an ESXi host or for individual virtual
machines.

This procedure discusses limiting the virtual machine log file number on an individual virtual machine.

To limit the number of log files for all virtual machines on a host, edit the /etc/vmware/config file. If the
vmx.log.KeepOld property is not defined in the file, you can add it. For example, to keep ten log files for each
virtual machine, add the following to /etc/vmware/config:

vmx.log.keepOld = "10"

You can use a PowerCLI script to change this property on all the virtual machines on a host.

You can use the log.keepOld parameter to affect all log files, not just the virtual machine log files.

Prerequisites

Turn off the virtual machine.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a Select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Select VM Options.

4 Click Advanced and click Edit Configuration.

5 Add or edit the vmx.log.keepOld parameter to the number of files to keep for this virtual machine.

For example, to keep 20 log files and begin deleting the oldest files as new ones are created, enter 20.

6 Click OK.
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Control When to Switch to New Virtual Machine Log Files
The vmx.log.rotateSize parameter specifies the log file size at which the switch to new log files happens for
the logs for individual virtual machines. Use this parameter together with the vmx.log.keepOld parameter to
ensure acceptable log file sizes without losing critical logging information.

The vmx.log.keepOld parameter determines how many virtual machine log file instances the ESXi host
retains before overwriting the first log file. The default value of vmx.log.keepOld is ten, a suitable number to
properly log complex operations such as VMotion. You must increase this number significantly when you
change the value of vmx.log.rotateSize.

This procedure discusses changing the virtual machine rotate size on an individual virtual machine.

To limit the rotate size for all virtual machines on a host, edit the /etc/vmware/config file. If the
vmx.log.KeepOld property is not defined in the file, you can add it. You can use a PowerCLI script to change
this parameter for selected virtual machines on a host.

You can use the log.rotateSize parameter to affect all log files, not just the virtual machine log files.

You can change the value of vmx.log.rotateSize for all virtual machine s from the vSphere Web Client or
by using a PowerCLI script.

Prerequisites

Turn off the virtual machine.

Procedure

1 Find the virtual machine in the vSphere Web Client inventory.

a Select a data center, folder, cluster, resource pool, or host.

b Click the Related Objects tab and click Virtual Machines.

2 Right-click the virtual machine and click Edit Settings.

3 Select VM Options.

4 Click Advanced and click Edit Configuration.

5 Add or edit the vmx.log.rotateSize parameter to the maximum file size before log information is
added to a new file, or to the first log file if you have more log files than the vmx.log.keepOld parameter
specifies.

Specify the size in bytes.

6 Click OK.

Collecting Log Files
VMware technical support might request several files to help resolve technical issues. The following sections
describe script processes for generating and collecting some of these files.

Set Verbose Logging
You can specify how verbose log files will be.

You can only set verbose logging for vpxd logs.

Procedure

1 Select Administration > vCenter Server Settings.

2 Select Logging Options.
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3 Select Verbose from the pop-up menu.

4 Click OK.

Collect vSphere Log Files
You can collect vSphere log files into a single location.

Procedure

u View the log file using one of the following methods.

Task Action

View the viclient-*.log file Change to the directory, %temp%.

Download the log bundle from
vSphere Web Client connected to a
vCenter Server system

To download the log bundle, do the following:
a Select Administration > System Configuration.
b From the Objects tab, select Actions > Export Support Bundles...
The log bundle is generated as a .zip file. By default, the vpxd logs within
the bundle are compressed as .tgz files. You must use gunzip to
uncompress these files.

Generate vCenter Server log
bundles from a vCenter Server
system

Select Start > Programs > VMware > Generate vCenter Server log bundle.
You can use this to generate vCenter Server log bundles even when you
are unable to connect to the vCenter Server using the vSphere Client.
The log bundle is generated as a .zip file. By default, the vpxd logs within
the bundle are compressed as .tgz files. You must use gunzip to
uncompress these files.

 

Collect ESXi Log Files
You can collect and package all relevant ESXi system and configuration information, a well as ESXi log files.
This information can be used to analyze the problems.

Procedure

u Run the following script on the ESXi Shell: /usr/bin/vm-support

The resulting file has the following format: esx-date-unique-xnumber.tgz

ESXi Log File Locations
ESXi records host activity in log files, using a syslog facility.

Component Location Purpose

VMkernel /var/log/vmkernel.log Records activities related to virtual
machines and ESXi.

VMkernel warnings /var/log/vmkwarning.log Records activities related to virtual
machines.

VMkernel summary /var/log/vmksummary.log Used to determine uptime and
availability statistics for ESXi (comma
separated).

ESXi host agent log /var/log/hostd.log Contains information about the agent
that manages and configures the ESXi
host and its virtual machines.

vCenter agent log /var/log/vpxa.log Contains information about the agent
that communicates with vCenter
Server (if the host is managed by
vCenter Server).
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Component Location Purpose

Shell log /var/log/vpxa.log Contains a record of all commands
typed into the ESXi Shell as well as
shell events (for example, when the
shell was enabled).

Authentication /var/log/auth.log Contains all events related to
authentication for the local system.

System messages /var/log/syslog.log Contains all general log messages and
can be used for troubleshooting. This
information was formerly located in
the messages log file.

Virtual machines The same directory as the affected
virtual machine's configuration files,
named vmware.log and vmware*.log.
For
example, /vmfs/volumes/datastor
e/virtual machine/vwmare.log

Contains virtual machine power
events, system failure information,
tools status and activity, time sync,
virtual hardware changes, vMotion
migrations, machine clones, and so on.

Turn Off Compression for vpxd Log Files
By default, vCenter Server vpxd log files are rolled up and compressed into .gz files. You can turn off this
setting to leave the vpxd logs uncompressed.

Procedure

1 Log in to the vCenter Server using the vSphere Web Client.

2 Select Administration > vCenter Server Settings.

3 Select Advanced Settings.

4 In the Key text box, type log.compressOnRoll.

5 In the Value text box, type false.

6 Click Add, and click OK.

ESXi VMkernel Files
If the VMkernel fails, an error message appears and then the virtual machine reboots. If you specified a
VMware core dump partition when you configured your virtual machine, the VMkernel also generates a
core dump and error log.

More serious problems in the VMkernel can freeze the machine without an error message or core dump.

Viewing Log Files with the Log Browser
You can view, search, and export one or more vCenter Server and ESXi log files at a time using the log
browser.

You can also export, manage, and view different log types.

NOTE   The log browser cannot be used for the Platform Services Controller in the vCenter Server Appliance
or vCenter Server on Windows.
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Retrieve Logs
When you retrieve logs for a host or vCenter Server, you can use these logs to view, search, filter, and
compare with other system logs.

Procedure

1 Navigate to the host or vCenter Server that contain the logs you want to retrieve.

2 Click the Monitor tab.

3 Click Log Browser.

4 (Optional) If no logs for the host or vCenter Server are available, click Retrieve now to retrieve the logs
for that object.

The retrieved logs are based on a current snapshot of the system. Retrieving logs can take a few
minutes. You can perform other tasks while the logs are being retrieved.

5 (Optional) Click Refresh to retrieve newer logs.

6 Select the type of log you want to browse.

The log displays in the browser.

Search Log Files
You can search the log files by text or by time.

Prerequisites

If the log is unavailable, you must retrieve it. See “Retrieve Logs,” on page 173.

Procedure

1 Navigate to the Log Browser.

2 Select the type of log you want to browse.

3 In the Actions menu, select either Find by Text or Find by Time.

4 In the search area at the bottom of the Log Browser type the text or select the time you want to search.

5 Click Next to view the next line containing the text or time searched or Previous to view the previous
line.

The Log Browser displays the line (in the 3rd row) that contains the text or time you searched.

Filter Log Files
The Log Browser displays filtered searches.

Procedure

1 Navigate to the Log Browser and select a log file to browse.

2 Select the number of Adjacent lines you want the Log Browser to display.

3 Type the text that you want filtered in the search box.

When displaying adjacent lines, groups of consecutive entries are highlighted with a different
background color.

The log browser displays the lines in the log that contain the word you typed, along with the number of
adjacent (before and after) lines.

Chapter 11 System Log Files

VMware, Inc.  173



Create Advanced Log Filters
You can create and save log file filters to your local system.

Procedure

1 Navigate to the Log Browser and retrieve a log file object.

2 Click Advanced filter.

3 Enter the conditions you want included in the filter.

4 Type a filter name.

5 Click Save to save the filter.

The filter is saved on the vSphere Web Client server and is available the next time you start the
vSphere Web Client.

6 Click Filter to view the results in the Log Browser.

What to do next

You can load saved filters from your local system by clicking Save to local system. The filters are saved in
XML format. You can also load filters from an XML file from your local system by clicking Load from local
system.

Adjust Log Times
You might want to adjust the times in the log files to a different time zone or to compare multiple log files.

Procedure

1 Navigate to the Log Browser and retrieve a log file from an object.

2 In the Actions menu, select Adjust by Time.

3 Select Add or Subtract and adjust the days, hours, minutes, seconds, or milliseconds from the original
time stamps in the log.

The adjusted time stamp appears.

4 (Optional) Click Reset to adjust the time stamp back to the original times.

5 Click Apply.

The log browser displays the log entries with the adjusted times.

Export Logs from the Log Browser
You can export log files using the Log Browser.

Procedure

1 Navigate to the Log Browser and select an object to browse.

2 Select Action > Export.

3 Select the type of file that you want to export.

Selecting the log file bundle downloads a potentially large file.

4 Click Export.

After a few seconds a new web browser displays.

5 Enter the location where you want to save the file.
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The log file is downloaded to your local machine and you can close the new browser window.

Compare Log Files
You can open multiple windows in the Log Browser to compare log files.

Procedure

1 Navigate to the Log Browser and retrieve a log file from an object.

2 Select Actions > New Browser Window to open a window in the Log Browser.

3 In the Log Browser window, retrieve another log file to view.

You can perform the same actions with the log file opened in the new window as you can with the
original Log Browser window.

Manage Logs Using the Log Browser
From the Log Browser, you can update, remove, and see a list of available log file bundles.

To manage log file bundles, you must access the Log Browser from the vSphere Web Client home.

Procedure

1 From the vSphere Web Client home, click Log Browser.

2 Click the Manage tab.

3 Select an object's log file in the list of sources.

4 (Optional) Click Remove to delete the log file bundle.

Deleting the log file bundle reclaims disk space on the vSphere Web Client server.

All log files generated from that bundle are deleted.

5 (Optional) Click Update to update the list of log file bundles.

You can view the log bundles created by other vSphere Web Client sessions.

The log does not appear in the retrievable objects list.

Browse Log Files from Different Objects
You can browse multiple log files coming from different objects within the Log Browser at the same time.
This is helpful if you want to simultaneously compare log files.

Procedure

1 From the vSphere Web Client home, click Log Browser.

2 Click the View tab.

3 Select an object (ESXi host or vCenter Server) to view its logs.

4 Open a new browser window by selecting Actions > New Browser Window and select another object
to view its logs.
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VMware vCenter Operations Manager Getting
Started Guide

The VMware vCenter Operations Manager Getting Started Guide provides information about using VMware®

vCenter™ Operations Manager to monitor your virtual environment.

Intended Audience
This guide is intended for administrators of VMware vSphere who want to familiarize themselves with
workflow tasks to monitor and manage the performance of the vCenter Operations Manager virtual
environment.
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Introducing Key Features and
Concepts 1

vCenter Operations Managerprovides monitoring functionality for your virtual environment.
Understanding important features and concepts of vCenter Operations Manager helps you use the product
effectively.

This chapter includes the following topics:

n “vCenter Operations Manager Features,” on page 7

n “Main Concepts of vCenter Operations Manager,” on page 8

n “Metric Concepts for vCenter Operations Manager,” on page 9

vCenter Operations Manager Features
vCenter Operations Manager collects performance data from each object at every level of your virtual
environment, from individual virtual machines and disk drives to entire clusters and datacenters. It stores
and analyzes the data, and uses that analysis to provide real-time information about problems, or potential
problems, anywhere in your virtual environment.

vCenter Operations Manager works with existing VMware products to add the following functions:

n Combines key metrics into single scores for environmental health and efficiency and capacity risk.

n Calculates the range of normal behavior for every metric and highlights abnormalities. Adjusts the
dynamic thresholds as incoming data allows it to better define the normal values for a metric.

n Presents graphical representations of current and historical states of your entire virtual environment or
selected parts of it.

n Displays information about changes in the hierarchy of your virtual environment. For example, when a
virtual machine is moved to a different ESX host, you can see how these changes affect the performance
of the objects involved.

n Allows you to define "group" containers to organize monitored objects in accordance with the structure
of your environment.
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Main Concepts of vCenter Operations Manager
vCenter Operations Manager uses certain concepts that can help you understand the product, its interface,
and how to use it.

Attributes and Metrics
vCenter Operations Manager collects several kinds of data for each inventory object. For example, for a
virtual machine, vCenter Operations Manager might receive data about free disk space, CPU load, and
available memory. Each type of data that vCenter Operations Manager collects is called an attribute. An
instance of an attribute for a specific inventory object is called a metric. For example, free memory for a
specific virtual machine is a metric.

For each metric, vCenter Operations Manager collects and stores multiple readings over time. For example,
the vCenter Operations Manager server polls for information about the CPU load for each virtual machine
once every five minutes. Each piece of data that vCenter Operations Manager collects is called a metric
value.

Dynamic Thresholds
vCenter Operations Manager defines dynamic thresholds for every metric based on the current and
historical values of the metric. The normal range of values for a metric can differ on different days at
different times because of regular cycles of use and behavior. vCenter Operations Manager tracks these
normal value cycles and sets the dynamic thresholds accordingly. High metric values that are normal at one
time might indicate potential problems at other times. For example, high CPU use on Friday afternoons,
when weekly reports are generated, is normal. The same value on Sunday morning, when nobody is at the
office, might indicate a problem.

vCenter Operations Manager continuously adjusts the dynamic thresholds. The new incoming data allows
vCenter Operations Manager to better define what value is normal for a metric. The dynamic thresholds add
context to metrics that allows vCenter Operations Manager to distinguish between normal and abnormal
behavior.

Dynamic thresholds eliminate the need for the manual effort required to configure hard thresholds for
hundreds or thousands of metrics. More importantly, they are more accurate than hard thresholds. Dynamic
thresholds allow vCenter Operations Manager to detect deviations based on the actual normal behavior of
an object and not on an arbitrary set of limits.

The analytics algorithms take seven days to calculate the initial values for dynamic thresholds. Dynamic
thresholds appear as line segments under the bar graphs for use metrics on the Details page and on the
Scoreboard page. The length and the position of the dynamic threshold line segment depends on the
calculated normal values for the selected use metrics. Dynamic thresholds also appear as shaded gray areas
of the use metrics graphs on the All Metrics page.

Hard Thresholds
Unlike dynamic thresholds, hard thresholds are fixed values that you enter to define what is normal
behaviour for an object. These arbitrary values do not change over time unless you change them manually.
You cannot fix hard thresholds with vCenter Operations Manager.

Key Performance Indicators
vCenter Operations Manager defines attributes that are critical to the performance of an object as key
performance indicators (KPI). KPI are weighted more heavily in the calculations that determine the health of
an object. Graphs of KPI performance appear before other metrics in several areas of the product.
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Alerts and Faults
vCenter Operations Manager generates alerts when events occur on the monitored objects, when data
analysis indicates deviations from normal metric values, or when a problem occurs with one of the
vCenter Operations Manager components.

Events that the vCenter Serverpublishes are the main source for faults. These events might originate in the
vCenter Server itself, or ESX servers might generate them and the vCenter Server publishes them externally.
Only a subset of vCenter events are considered as important for fault generation.

Metric Concepts for vCenter Operations Manager
Preparing to monitor your environment with vCenter Operations Manager involves some familiarity with
metrics that help you to identify a problem.

vCenter Server presents a use-based model of metrics. vCenter Operations Manager presents a demand-
based model of metrics. Some knowledge of the metrics that affect the data and graphs is useful to
determine what to do next in a workflow.

Table 1‑1.  Major Metric Concepts

Metric Description

Provisioned Amount of a resource that the user configures.
The provisioned metric might apply to the amount of
physical memory for a host or the number of vCPUs for a
virtual machine.

Usable Actual amount of a resource that the object can use.
The usable amount is less than or equal to the provisioned
amount. The difference between the provisioned amount
and usable amount stems from virtualization overhead.
This overhead might include the memory that an ESX host
uses to run the host, to support reservations for virtual
machines, and to add a buffer for high availability.
The usable metric does not apply to virtual machines.

Usage Amount of a resource that an object consumes.
The usage amount is less than or equal to the usable
amount.

Demand Amount of a physical resource that the object might
consume without any existing constraints.
An object becomes constrained because of under-
provisioning or contention with other consumers of the
resource. A virtual machine might require 10GB of memory
but can only get 5GB because the virtual machine must
share resources with other virtual machines on the host.
When the demand amount is less than the usage amount,
the environment might have wasted resources. When the
demand amount is greater than the usage amount, the
environment might incur latency and exhibit decreased
performance.

Contention Difference between the amount of the resource that the
object requires and the amount of the resource that the
object gets.
This metric measures the effect of conflict for a resource
between consumers. Contention measures latency or the
amount of time it takes to gain access to a resource. This
measurement accounts for dropped packets for
networking.
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Table 1‑1.  Major Metric Concepts (Continued)

Metric Description

Limit Maximum amount that an object can obtain from a
resource.
The limit sets the upper bound for CPU, memory, or disk
I/O resources that you allocate and configure in vCenter
Server.
The usage amount is less than or equal to the limit amount.
The demand amount can be greater than the limit amount.
The limit amount is less than or equal to the provisioned
amount.
The default limit amount is unlimited.
Rules: Usage <= Limit
Demand can be greater than Limit .

Reservation Guaranteed amount of resources for an object.
The object does not start without this reserved amount. The
default amount is 0.

Entitlement Amount of a resource that a virtual machine can use based
on the relative priority of that consumer set by the
virtualization configuration.
This metric is a function of provisioned, limit, reservation,
shares, and demand. Shares involve proportional
weighting that indicates the importance of a virtual
machine.
The entitlement amount is less than or equal to the limit
amount.
The entitlement metric applies only to virtual machines.
Rules: Entitlement <= Limit <= Provisioned
Entitlement >= Reservations
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Beginning to Monitor the Virtual
Environment 2

To use vCenter Operations Manager to monitor your virtual environment, you must understand the icons,
badges, and key metric concepts used in the product.

This chapter includes the following topics:

n “Object Type Icons in the Inventory Pane,” on page 11

n “Badge Concepts for vCenter Operations Manager,” on page 12

n “Major Badges in vCenter Operations Manager,” on page 12

n “Working with Metrics and Charts on the All Metrics Tab,” on page 22

Object Type Icons in the Inventory Pane
All objects that vCenter Operations Manager monitors are listed in the inventory pane.

vCenter Operations Manager uses specific icons so that you can distinguish between virtual machines, ESX
hosts, and other objects in the inventory.

Table 2‑1.  Object Type Icons

Icon Description

World
The World object is a logical container for all monitored
objects in vCenter Operations Manager.

vCenter Server system

Datacenter

Cluster

ESX host that is in powered-off state

ESX host that is in powered-on state

Datastore

Virtual machine that is in powered-off state
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Table 2‑1.  Object Type Icons (Continued)

Icon Description

Virtual machine that is in powered-on state

Custom group created by vCenter Operations Manager or
by administrators

By default, objects in the inventory pane are grouped by hosts and clusters. You can select Datastores from
the drop-down menu at the top of the inventory pane to switch the way objects are grouped.

Badge Concepts for vCenter Operations Manager
vCenter Operations Manager uses badges to illustrate derived metrics to provide an overview of the state of
the virtual environment or an individual object. These badges serve as focus points to narrow the scope of a
potential problem and provide details about the cause of the problem.

vCenter Operations Manager provides major and minor badges that are color coded and range from a
healthy green to a potentially problematic yellow, orange, or red. Badges are organized in a simple
hierarchy in which the scores of minor badges contribute to the scores of major badges.

Scores might reflect a healthy state or a potential problem depending on the type of badge. For example, low
scores for health, time remaining, and capacity remaining might indicate potential problems, while low
scores for faults, stress, or anomalies indicate a normal state.

You can use the Dashboard tab for an overview of the performance and condition of your virtual
infrastructure. The information you see on the Dashboard tab depends on the object you select in the
navigation tree. See “Object Type Icons in the Inventory Pane,” on page 11.

You can expand the panes on the Dashboard to view information about a specific badge. You can also
double-click badges to view details about the metrics that affect badge scores.

Major Badges in vCenter Operations Manager
vCenter Operations Manager generates major badges that start a workflow and help you to identify health,
capacity risk, and efficiency issues.

Each major badge contains minor badges. vCenter Operations Manager calculates major badges based on
the state of the minor badges.

Using Health to Measure the Overall State of the Environment
The vCenter Operations Manager Health badge serves as the first high-level indicator of the state of the
virtual environment.

The Health badge indicates immediate problems that might require your attention. It helps you identify the
current health of your system. vCenter Operations Manager combines workload, anomalies, and faults to
assess the overall health and to determine whether the workload level is expected in that environment. A
low health score might indicate a potential problem.

vCenter Operations Manager calculates the Health score by using the scores of the sub-badges that the
Health badge contains. Faults are given precedence in the Health score because they describe existing
problems, while Workload and Anomalies are combined to identify performance problems. This approach
ensures that the score of the Health badge reflects the actual state of the object, without exaggerating or
underestimating problems.

The Health score ranges between 0 (bad) and 100 (good). The badge changes its color based on the badge
score thresholds that are set by the vCenter Operations Manager administrator.

VMware vCenter Operations Manager Getting Started Guide

12  VMware, Inc.



Table 2‑2.  Object Health States

Badge Icon Description User Action

The health of the object is
normal.

No attention required.

The object is experiencing some
level of problems.

Check the Details tab and take
appropriate action.

The object might have serious
problems.

Check the Details tab and take
appropriate action as soon as
possible.

The object is either not
functioning properly or will
stop functioning soon.

Check the Details tab to identify
the most probable cause of the
problem and act immediately.

No data is available.

The object is offline.

A vCenter Operations Manager administrator can change the badge score thresholds. For example, a green
Health badge can indicate a score above 80 instead of 75, as set by default.

The Health Weather Map
The Health Weather Map displays the health status of all the objects related to the object that you have
selected in the inventory pane.

The Health Weather Map is available for all objects in the inventory except virtual machines. For virtual
machines, vCenter Operations Manager displays a Health Trend graph.

Each square in the Weather Map represents a related object, directly or indirectly connected to the selected
object. For example, if you selected an ESX host in the inventory pane, the number of squares in the Health
Weather Map equals the sum of all virtual machines and datastores under this ESX host plus the Datacenter,
vCenter Server, and the World object that are above the ESX host in the inventory pane. The squares in the
Health Weather Map are not sized, so there is no visible correspondence between object types in the
inventory and the squares in the map. You can use the Health Weather Map for a quick overview of the
current condition and how it has changed during the past 6 hours. If you notice a red or yellow square, you
can click it to navigate to the Details tab of the object that corresponds to this square, and view more
information about its health.

By default, the Health Weather Map displays the current badge values. You can click the time line in the
bottom of the map to switch to earlier periods.

NOTE   Selecting an earlier time period that is one or more hours away from the current moment displays the
condition of the monitored system as it was on the hour. For example, if the current time is 3:15 p.m. and
you click -1, vCenter Operations Manager displays the Health Weather Map for 3:00 p.m. If you click -2,
vCenter Operations Manager displays the Health Weather Map for 2:00 p.m.

Using the Workload Badge Under the Health Badge
The vCenter Operations Manager Workload badge measures how hard an object must work for resources. A
workload score of 0 indicates that a resource is not being used and a score that approaches or exceeds 100
might cause performance problems.

Workload is an absolute measurement that calculates the demand for a resource divided by the capacity of
an object. Resources might include CPU, memory, disk I/O, or network I/O.
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The Workload score ranges from 0 (good) to over 100 (bad). The badge changes its color based on the badge
score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑3.  Object Workload States

Badge Icon Description User Action

Workload on the object is not
excessive.

No attention required.

The object is experiencing some
high resource workloads.

1 At the upper right of the
Health tab, click the View

details icon  to open
the
VMware vCenter Operations
Manager user interface.

2 Check the Details tab to
identify which resources
experience abnormal
workload.

Workload on the object is
approaching its capacity in at
least one area.

1 At the upper right of the
Health tab, click the View

details icon  to open
the
VMware vCenter Operations
Manager user interface.

2 Check the Details tab to
identify which resources are
limited, and take appropriate
action as soon as possible.

Workload on the object is at or
over its capacity in one or more
areas.

1 At the upper right of the
Health tab, click the View

details icon  to open
the
VMware vCenter Operations
Manager user interface.

2 Check the Details tab to
identify which resources are
exhausted. Act immediately
to avoid or correct problems.

No data is available.

The object is offline.

A vCenter Operations Manager administrator can change the badge score thresholds. For example, a green
Workload badge can indicate a score below 80 instead of 85, as set by default.
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Using the Anomalies Badge Under the Health Badge
The vCenter Operations Manager Anomalies badge measures the extent of abnormal behavior for an object
based on historical metrics data. A high number of anomalies might indicate a potential issue.

A low Anomalies score indicates that an object is behaving in accordance with its established historical
parameters. Most or all of the object metrics, especially its KPIs, are within their thresholds. Because changes
in behavior often indicate developing problems, if the metrics of an object go outside the calculated
thresholds, the anomalies score for the object grows. As more metrics breach the thresholds, anomalies
continue to increase. Violations by KPI metrics increase the Anomalies score more than violations by non-
KPI metrics. A high number of anomalies usually indicates a problem or at least a situation that requires
your attention.

Anomalies involves the number of statistics that fall outside of the expected behavior trends while
Workload involves an absolute measurement of how hard an object works for resources. Both Anomalies
and Workload are useful when attempting to find a probable cause and troubleshooting performance
problems.

The Anomalies score ranges between 0 (good) and 100 (bad). The badge changes its color based on the
badge score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑4.  Object Anomalies States

Badge Icon Description User Action

The Anomalies score is normal. No attention required.

The Anomalies score exceeds
the normal range.

Check the Details tab to identify
what causes the abnormal
number of anomalies, and take
appropriate action.

The Anomalies score is very
high.

Check the Details tab to identify
the cause of the abnormal
behaviour, and take appropriate
action as soon as possible.

Most of the metrics are beyond
their thresholds. This object
might not be working properly
or might stop working soon.

Check the Details tab, and act
immediately to avoid or correct
problems.

No data is available.

The object is offline.

A vCenter Operations Manager administrator can change the badge score thresholds. For example, a green
Anomalies badge can indicate a score below 60 instead of 50, as set be default.
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Using the Faults Badge Under the Health Badge
The Faults badge measures the degree of problems that the object might experience based on events
retrieved from the vCenter Server.

The events that might generate faults include the loss of redundancy in NICs or HBAs, memory checksum
errors, high availability failover, or Common Information Model (CIM) events, which require your
immediate attention.

NOTE   vCenter Operations Manager calculates the Faults score for the World object by using the Faults
scores of the vCenter Server systems, the ESX hosts and clusters, and the datastores that belong to the World
inventory.

Therefore, if you have one vCenter Server with a Faults score of 100 and another vCenter Server with a
Faults score of 0, this might not necessarily result in a Faults score of 50 for the World object. The final Faults
score for the World object also depends on the number of datastores, ESX hosts and clusters in the
environment, and the Fault scores of these objects.

Fault scores of virtual machines are not taken into account when calculating the Faults score for the World
object.

While the Faults score ranges between 0 to 100, the badge changes color based on the badge score thresholds
that are set by the vCenter Operations Manager administrator. For example, a green Faults badge can
indicate a score below 40 instead of a score below 25 (the system default).

Table 2‑5.  Object Faults States

Badge Icon Description User Action

No faults are registered on the
selected object.

No attention required.

Faults of low importance are
registered on the selected
object.

Check the Details tab to find
more information and take
appropriate action.

Faults of high importance are
registered on the selected
object.

Check the Details tab to find
more information about the
reported faults, and take
appropriate action as soon as
possible.

Faults of critical importance are
registered on the selected
object.

Check the Details tab to find
more information about the
reported faults, and act
immediately to avoid or correct
problems.

No data is available.

The object is offline.

While the Faults score ranges between 0 to 100, the badge changes color based on the badge score thresholds
that are set by the vCenter Operations Manager administrator. For example, a green Faults badge can
indicate a score below 40 instead of a score below 25 (the system default).
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Defining Risk to Assess Future Problems in vCenter Operations Manager
The vCenter Operations Manager Risk badge indicates a potential performance problem in the near future
that might affect the virtual environment.

Risk involves the time remaining, capacity remaining, and stress factors that account for the time buffer,
remaining virtual machines, and degree of habitual high workload.

vCenter Operations Manager calculates the risk score using the scores of the sub-badges that the Risk badge
contains. The formula that is applied to calculate the risk score is inverse geometric weighted mean.

The overall risk score for an object ranges between 0 (no risk) to 100 (serious risk). The badge changes its
color based on the badge score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑6.  Object Risk States

Badge Icon Description User Action

The selected object has no
current problems. No problems
are expected in the future.

No attention required.

A low chance of future
problems exists or a potential
problem might occur in the far
future.

Navigate to the Scoreboard tab
to check which resources are
likely to exhaust and plan for
appropriate actions.

A chance of a more serious
problem exists or a problem
might occur in the medium-
term future.

Navigate to the Scoreboard tab
to check which resources are
close to exhausting and take
appropriate actions as soon as
possible.

The chances of a serious future
problem are high or a problem
might occur in the near future.

Navigate to the Scoreboard tab
in to check which resources are
exhausted and act immediately
to resolve or prevent problems.

No data is available.

The object is offline.

Using the Time Remaining Badge Under the Risk Badge
The vCenter Operations Manager Time Remaining badge measures the time before a resource associated
with an object reaches capacity. This badge indicates the available timeframe to provision or load balance
the physical or virtual resources for a selected object.

vCenter Operations Manager calculates the Time Remaining score as a percentage of time that is remaining
for each compute resource compared to the provisioning buffer you set in the Configuration dialog box. By
default, the Time Remaining score provisioning buffer is 30 days. If even one of the compute resources has
less capacity than the provisioned buffer, the Time Remaining score is 0.

For example, if the provisioning buffer is set to 30 days, and the object that you selected has CPU resources
for 81 days, memory resources for 5 days, disk I/O resources for 200 days, and network I/O resources for
more than one year, the Time Remaining score is 0, because one of the resources has capacity for less than 30
days.

The Time Remaining score ranges between 0 (bad) and 100 (good). The badge changes its color based on the
badge score thresholds that are set by the vCenter Operations Manager administrator.
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Table 2‑7.  Time Remaining States

Badge Icon Description User Action

The number of days that
remain is much higher than the
score provisioning buffer you
specified.

No attention required.

The number of days that
remain is higher than the score
provisioning buffer, but is less
than two times the buffer you
specified.

Check and take appropriate
action.

The number of days that
remain is higher than the score
provisioning buffer, but
approaches the buffer you
specified.

Check and take appropriate
action as soon as possible.

The number of days that
remain is lower than the score
provisioning buffer you
specified. The selected object
might have exhausted some of
its resources or will exhaust
them soon.

Act immediately.

No data is available for the
Time Remaining score.

The object is offline.

Using the Capacity Remaining Badge Under the Risk Badge
The vCenter Operations Manager Capacity Remaining badge measures the number of additional virtual
machines that the object can handle before reaching capacity.

The remaining virtual machines count represents the number of virtual machines that can be deployed on
the selected object, based on the current amount of unused resources and the average virtual machine
profile for the last "n" weeks. The remaining virtual machines count is a function of the same compute
resources of CPU, Mem, Disk I/O, Net I/O, and Disk Space that are used to calculate the Time Remaining
score.

vCenter Operations Manager calculates the Capacity Remaining score as a percentage of the remaining
virtual machines count compared to the total number of virtual machines that can be deployed on the
selected object.

The Capacity Remaining score ranges between 0 (bad) and 100 (good). The badge changes its color based on
the badge score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑8.  Object Capacity States

Icon Description User Action

The capacity remaining for
the object is at normal
level.

No attention required.

The capacity remaining for
the object is less than the
normal level.

Check and take appropriate action.
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Table 2‑8.  Object Capacity States (Continued)

Icon Description User Action

The capacity remaining for
the object is at seriously
low level.

Check and take appropriate action as soon
as possible.

The object is expected to
run out of capacity soon or
has already run out of
capacity.

Act immediately.

No data is available for any
of the metrics for the time
period.

The object is offline.

Using the Stress Badge Under the Risk Badge
The vCenter Operations Manager Stress badge measures a long-term workload that might involve
undersized virtual machines or ESX hosts or an excessive number of virtual machines. These conditions
might generate performance problems over time.

While workload is based on an instantaneous value, stress measures statistics over a longer period of time.

The Stress score helps you identify hosts and virtual machines that do not have enough resources allocated,
or hosts that are running too many virtual machines. A high Stress score does not imply a current
performance problem, but highlights potential for future performance problems.

The Stress score ranges between 0 (good) and 100 (bad). The badge changes its color based on the badge
score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑9.  Stress States

Badge Icon Description User Action

The Stress score is normal. No attention required.

Some of the object resources are
not enough to meet the
demands.

Check and take appropriate
action.

The object is experiencing
regular resource shortage.

Check and take appropriate
action as soon as possible.

Most of the resources on the
object are constantly
insufficient. The object might
stop functioning properly.

Act immediately.

No data is available for the
Stress score.

The object is offline.
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The Compliance Badge
The Compliance badge value is based on the results of compliance templates that are run in
vCenter Configuration Manager and are pulled into vCenter Operations Manager to contribute to the Risk
badge calculation.

The Compliance badge value is a score based on one or more compliance templates that you run in VCM
against the data collected from vCenter Server, datacenter, cluster, host system, virtual machine objects that
are managed by vCenter Operations Manager and by VCM. The scores are calculated based on configured
VCM settings.

A VCM compliance template comprises one or more rules that define the configuration standards for
different object groups or all your objects. A rule is defined with one or more conditions that are run against
objects to determine if the configuration meets the required standards. The success or failure of the
conditions determines whether the rule is successful or unsuccessful. The compliance templates are not run
against each object, but are run against the collected configuration data for each object.

The Compliance score ranges from 0 (completely non-compliant) to 100 (completely compliant). The color of
the badge changes based on the badge score thresholds that are set by the vCenter Operations Manager
administrator.

Table 2‑10.  Object Compliance States

Badge Icon Description User Action

The object is in compliance with the
defined standards.

No attention required.

The object is not as compliant as you
would like based on the default
values you defined.

1 Click the Compliance badge.
2 Check the template scores and take

appropriate action.

The object is seriously out of
compliance.

1 Click the Compliance badge.
2 Check the template scores and take

appropriate action as soon as
possible.

The object is non-compliant. 1 Click the Compliance badge.
2 Act immediately to correct non-

compliant states based on template
results.

No data is available for any of the
templates.

The object is offline.

Defining Efficiency to Optimize the Environment
The vCenter Operations Manager Efficiency badge identifies the potential opportunities to improve the
performance or cost of your virtual environment.

Efficiency accounts for the waste and infrastructure density in your environment. A large amount of wasted
resources combined with a low density ratio generates a poor efficiency score.

The Efficiency score ranges between 0 (bad) and 100 (good). The badge changes its color based on the badge
score thresholds that are set by the vCenter Operations Manager administrator.
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Table 2‑11.  Object Efficiency States

Badge Icon Description User Action

The resource use on the
selected object is optimal.

No attention required.

The efficiency is good, but can
be improved. Some resources
are not fully used.

1 On the Planning tab, click
Views.

2 Use the views that are
available for the selected
object to identify underused
resources.

The resources on the selected
object are not used in the most
optimal way.

1 On the Planning tab, click
Views.

2 Use the views that are
available for the selected
object to identify underused
resources.

The efficiency is bad. Many
resources are wasted.

1 On the Planning tab, click
Views.

2 Try optimizing the resource
use to avoid resource waste.

No data is available.

The object is offline.

Using the Reclaimable Waste Badge Under the Efficiency Badge
The vCenter Operations Manager Reclaimable Waste badge accounts for resource types such as CPU,
memory, or disk, and measures the extent of excessive provisioning for an object. It also identifies the
amount of resources that you can reclaim and provision to other objects in your virtual environment.

The Reclaimable Waste score ranges between 0 (good) and 100 (bad). The badge changes its color based on
the badge score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑12.  Reclaimable Waste States

Badge Icon Description User Action

No resources are wasted on the
selected object.

No attention required.

Some resource can be used
better.

Select Planning > Views to
identify underused resources.

Many resources are underused. Select Planning > Views to
identify underused resources.

Most of the resources on the
selected object are wasted.

Select Planning > Views to
identify underused resources.

No data is available for any of
the metrics for the time period.

The object is offline.

A vCenter Operations Manager administrator can change the badge score thresholds. For example, a green
badge can indicate a score below 50 instead of 75, as set by default.
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Using the Density Badge Under the Efficiency Badge
The vCenter Operations Manager Density badge measures consolidation ratios to assess cost savings. You
can assess the behavior and performance of a virtual machine and related applications to maximize the
consolidation ratio without affecting the performance or service level agreements.

The density score is the ratio of the actual density to an ideal density based on the demand, the amount of
virtual capacity, and the amount of physical usable capacity. Density calculates the amount of resources that
you can provision before contention or conflict for a resource occurs between objects. The ratios account for
the number of virtual machines to host, the number of virtual CPUs to physical CPU, and the amount of
virtual memory to physical memory.

The Density score ranges between 0 (bad) and 100 (good). The badge changes its color based on the badge
score thresholds that are set by the vCenter Operations Manager administrator.

Table 2‑13.  Object Density States

Badge Icon Description User Action

The resource consolidation is
good.

No attention required.

Some resources are not fully
consolidated.

Select Planning > Views to
identify resource consolidation
opportunities.

The consolidation for many
resources is low.

Select Planning > Views to
identify resource consolidation
opportunities.

The resource consolidation is
extremely low.

Select Planning > Views to
identify resource consolidation
opportunities.

No data is available for any of
the metrics for the time period.

The object is offline.

A vCenter Operations Manager administrator can change the badge score thresholds. For example, a green
Density badge can indicate a score above 40 instead of 25, as set by default.

Working with Metrics and Charts on the All Metrics Tab
You can check the location of an object in the hierarchy and select metrics to view graphs of their historic
values for a period you define.

You can use the panes on the All Metrics tab under the Operations tab to search metrics and view metric
graphs.

The Health Tree Pane
The Health Tree pane displays the location of the currently selected object in the hierarchy of your virtual
infrastructure. You can check all parent and child objects related to the currently selected object.

For example, the sample hierarchy shows the parent and child objects in the virtual infrastructure. The red
icon indicates a presence of a potential problem in the vCenter Server object. You can investigate the
probable cause of the problem from the Dashboard tab.
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The Metric Selector Pane
The Metric Selector pane contains a list of all metric groups that are applicable to the currently selected
object. Metric groups contain all the metrics that are applicable to the currently selected object. The list of
available metrics is updated depending on the object you selected in the Health Tree pane.

The Search text box allows you find metrics using part of their names and filter the search results by metric
groups, instances or metric types.

For example, if you type % in the Search text box and select Metric from the drop-down menu, the search
result contains only metrics that are calculated as percentage.

The Metric Chart Pane
The Metric Chart pane displays the graphs of the metrics you select from the Metric Selector pane. You can
view as many graphs as you want. You can control the appearance of metric graphs and create screenshots
by using the buttons in the Metric Chart pane.

Health Tree Pane Buttons
In the All Metrics tab under the Operations tab, you can use the buttons of the Health Tree pane to control
the appearance of monitored objects in the health tree.

Button Tooltip Icon Description

Zoom to fit Resizes the view so all related objects fit in the health tree area. All previous zoom
operations are discarded.

Enter pan mode Allows you to pan the health tree.

Show values on point Enables metric value tooltips so that they appear when you point the graph with the
mouse pointer.

Enter zoom mode Allows you to enlarge sections of the health tree by drawing rectangles to enclose the area
to enlarge.

Zoom in Enlarges the middle of the health tree by one level.

Zoom out Reduces the middle of the health tree by one level.

Reset to initial object Reset the Health Tree pane to the original view for the selected object..
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Metric Chart Pane Buttons
On the All Metrics page, you can use the buttons of the Metric Chart pane to customize the appearance of
charts, and add or delete charts.

Global Control Buttons
These buttons control the appearance of all graphs that you open in the Metric Chart pane.

Button Tooltip Icon Description

Separate graphs by period Splits the current metrics graph in separate graphs by periods based on your
selection in the time and date widget.

Show/hide Y-axis Displays or hides the Y axis of the graph to display metric values.

Show/hide metric line Displays or hides the line that connects the data points in the metric graph.

Show/hide trend line Displays or hides the line that represents the trend of the currently selected metric
in the graph.

Show 24-hour dynamic
thresholds

Displays or hides the calculated dynamic threshold values for a 24-hour period in
the graph.

Show entire period dynamic
thresholds

Displays or hides the calculated dynamic threshold values for the entire
monitoring period in the graph.

Show/hide anomalies Displays or hides the anomalies that occurred during the selected period in the
graph.

Retrieve complete metric
values

In zoom mode, displays the values of the selected metric when you move the
mouse pointer over the graph.

Enable X-axis zoom Allows you to enlarge the selected area of the graph only on the X axis while the Y
axis remains static.

Enable Y-axis zoom Allows you to enlarge the selected area of the graph only on the Y axis while the X
axis remains static.

Zoom to fit Resizes the charts so the entire graphs for all selected periods fit in the chart area.
All previous zooms are discarded.

Zoom Y-axis to dynamic
thresholds

Resizes the Y axis of the metric chart so that the highest and the lowest values on
the axis are the highest and the lowest values of the dynamic threshold calculated
for this metric.

Compress Y-axis Shortens the graph.

Zoom all graphs together Resizes all metric graphs that are open in the Metric Chart pane.

Enter zoom mode Enables resizing of the metric graphs on both axis Y and axis X.

Enter pan mode When in zoom mode, allows you to drag the enlarged section of the graph around
to view higher, lower, earlier, or later values of the metric.

Show value on point Enables metric value tooltips so that they appear when you point the graph with
the mouse pointer.

Refresh Reloads all graphs in the Metric Chart.

Turn auto refresh on/off Activates or deactivates the auto refresh option for metric charts.
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Button Tooltip Icon Description

Open date/time controls Opens the date and time widget for you to select the period to display on the
metric graph.

Remove all graphs Deletes all graphs from the Metric Chart pane.

Chart-Specific Buttons
These buttons control the specific chart to which they are attached. Some chart-specific buttons are available
only when you view graphs split by period.

Button Tooltip Icon Description

Move up When multiple graphs are open in the Metric Chart pane, this button moves the selected
graph one place up. Available only for split graphs view.

Move down When multiple graphs are open in the Metric Chart pane, this button moves the selected
graph one place down. Available only for split graphs view.

Save a snapshot Creates a real-size snapshot of the selected graph and opens a File Download window for
you to open or save the PNG file.

Save a full screen
snapshot

Creates an enlarged snapshot of the selected graph and opens a File Download window
for you to open or save the PNG file.

Download comma
separated data

Creates a comma separated values file with the metric data for the selected graph and
opens a File Download window for you to open or save the CSV file. Available only for
split graphs view.

Close Deletes the selected graph from the Metric Chart pane. Available only for split graphs
view.
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Viewing Members and Relationships
in the Monitored Environment 3

The Environment tab allows you to look at the objects in your virtual environment from different
perspectives.

The Overview Tab
The Overview tab provides a visual representation of the population of your virtual environment by object
types. You can click objects to highlight their related parent and child objects. You can compare the scores of
related objects to narrow down the possible causes for a bad badge score.

For example, if the Health badge of an ESX host is red, but the health badge of its parent cluster is green, the
problem is either with the host itself, or with the virtual machines that run on that host. If the Health badges
of one or two virtual machines are red, these virtual machines might be causing the problem on the ESX
host. Therefore, you must check these virtual machines first. If the Health badges of all virtual machines are
red, the host system is experiencing hardware problems or cannot meet the demands of the virtual machines
that run on it.

The Scoreboard Tab
On the Scoreboard tab, you can view a population of data across multiple metrics dimensions to get a quick
glance overview of where and why problems exist. Scoreboards are useful for any object that has a
population, including group objects.

On the Scoreboard tab, you can compare the badge values of child objects of the currently selected object.
For example, you can use the Scoreboard tab to compare objects and analyze the current distribution and
availability of resources in your virtual environment.

The Members Tab
On the Members tab, you can vew a list of all objects under the currently selected object or group. In
addition to the names of objects and their parents, the list displays information about the policy that is
assigned to each object.

The Relationships Tab
The Relationships tab displays application related information provided by VMware vCenter Infrastructure
Navigator. You can view the relationship graph and object properties of the selected object and its related
objects.

This chapter includes the following topics:

n “Check the Performance of Your Virtual Environment,” on page 28

n “Balancing the Resources in Your Virtual Environment,” on page 28
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n “Find an ESX Host that Has Resources for More Virtual Machines,” on page 29

n “Find a Cluster that Has Resources Available for More Virtual Machines,” on page 30

n “Ranking the Health, Risk, and Efficiency Scores,” on page 30

n “View the Compliance Details,” on page 31

n “View a List of Members,” on page 33

n “Overview of Relationships,” on page 34

Check the Performance of Your Virtual Environment
On the Overview tab under the Environment tab, you can check the performance of your virtual
infrastructure to identify objects with potential performance problems.

You can check the performance of all objects on the vCenter Server that you added for monitoring in
vCenter Operations Manager.

Prerequisites

Verify that you are logged in to a vSphere Client, and that vCenter Operations Manager is open.

Procedure

1 On the Environment tab, click Overview, and click the badge that you want to inspect.

Option Description

Health (default) Click to check the Health scores of all monitored objects.

Workload Click to check the Workload scores of all monitored objects.

Anomalies Click to check the Anomalies scores for all monitored objects.

Faults Click to check the Faults scores for all monitored objects.
 
The states of all objects for the metric you selected appear in the Environment tab as colored badges.

2 (Optional) To filter objects by state, use the Status Filter buttons in the upper right of the Overview tab.

What to do next

How you proceed depends on your findings of the performance in your virtual environment.

Balancing the Resources in Your Virtual Environment
You can get an overview of where and why problems exist in your virtual environment, and how the
resources are distributed among objects.

On the Scoreboard tab under the Environment tab, you can compare the performance and available
resources of all child objects of the currently selected object, and look for answers to the following questions.

n What is the current distribution and availability of resources in my virtual environment?

n Which hosts have the resources to accommodate new virtual machines?

n Which hosts require load balancing? Can I move virtual machines from an overloaded host to a less
loaded host?

n Which child objects have the highest and the lowest scores for health, workload, anomalies, and faults?
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The Custom Overview Chart
The Custom Overview chart is a bubble chart that allows you to compare objects by their badge values. By
using the Custom Overview chart, you can draw better inferences from the data that
vCenter Operations Manager collects.

The chart presents data by four dimensions, using the following variables: color, size, x-axis, and y-axis. The
value that is represented by each variable depends on the selection in the View drop-down menu. When
Health, Risk, or Efficiency is selected in the View drop-down menu, the values for color, size, x-axis, and y-
axis are populated automatically and cannot be modified. You can specify your own values only when
Custom is selected in the View drop-down menu.

You can use the buttons above the Custom Overview chart to filter objects by type and badge status.
Filtering allows you to slice the problem and narrow down the objects that are experiencing the problem to
a certain degree.

The Members List
The Members list displays details for all objects that are visualized in the Custom Overview chart. This list is
filtered based on the criteria that you specify for the Custom Overview chart. The columns contain object
name, type, and spark lines for all badges related to the object. At the end of each spark line, the latest
known value for the badge is displayed as a numeric label.

You can click objects in the Members list to highlight them in the Custom Overview chart, and you can click
objects in the Custom Overview chart to highlight them in the Members list.

The procedure that you must follow when searching for a host that can accommodate a new virtual machine
depends on the use of Distributed Resource Scheduler (DRS) on the vCenter Server.

Find an ESX Host that Has Resources for More Virtual Machines
If a vCenter Server host does not use Distributed Resource Scheduler (DRS), you can use the Scoreboard tab
to check the available resources on the ESX hosts in a cluster and make decisions on moving virtual
machines in your virtual infrastructure.

Prerequisites

Verify that you are logged in to a vSphere Client, and that vCenter Operations Manager is open.

Procedure

1 In the inventory view, click the datacenter or cluster that contains the ESX host that you want to assess.

2 On the Scoreboard tab, select Health from the View drop-down menu.

The colored bubbles in the Custom Overview chart represent the health scores for all object in the
datacenter that are online. The workload is represented by the X-axis.

The objects with highest workload appear to the right on the X-axis.

3 (Optional) To filter object types out of the Custom Overview chart, click their icons.

4 In the Custom Overview chart, click the bubble for a host that you think might accommodate more
virtual machines.

Usually, this should be the ESX host that is situated closer to the Y-axis.

The name of the host becomes highlighted in the Members List pane.

5 In the Members List pane, click the host name to open its Details tab.
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6 On the Details tab, review the Resources pane and the Workload graphs to assess the potential capacity
for new virtual machines.

If one or more resources of the host are approaching their limits, you might not want to add a virtual
machine to this ESX host.

What to do next

If the selected ESX host has enough resources, you can add the new virtual machines.

Find a Cluster that Has Resources Available for More Virtual
Machines

If the vCenter Server host uses Distributed Resource Scheduler (DRS), you can use the Scoreboard tab to
check the available resources in each cluster and make decisions on moving virtual machines in your virtual
infrastructure.

Prerequisites

Verify that you are logged in to a vSphere Client, and that vCenter Operations Manager is open.

Procedure

1 In the inventory view, click the datacenter that contains the cluster that you want to assess, and click the
Environment tab.

2 On the Scoreboard tab, select Health from the View drop-down menu.

The colored bubbles in the Custom Overview chart represent the health scores for all objects in the
datacenter that are online. The workload is represented by the X-axis.

The objects with highest workload appear to the right on the X-axis.

3 (Optional) To filter object types out of the Custom Overview chart, click their icons.

4 In the Custom Overview chart, click the bubble of a cluster that you think might accommodate more
virtual machines.

Usually, this is a cluster that is situated closer to the Y-axis.

The name of the cluster becomes highlighted in the Members List pane.

5 In the Members List pane, click the object name to open its Details tab.

6 On the Details tab, review the Resources pane and the Workload graphs to assess the potential capacity
for new virtual machines.

If one or more resources are approaching their limits, you might not want to add a virtual machine to
this cluster.

What to do next

If the selected cluster has enough resources, you can add the new virtual machines.

Ranking the Health, Risk, and Efficiency Scores
On the Scoreboard tab, you can compare the scores of the Health, Risk, and Efficiency badges and their sub-
badges for child objects that are directly related to the object selected in the inventory pane.

Each child object is displayed as a circle in the Custom Overview chart. Larger circle size means higher score
for the badge that is selected in the Size drop-down menu.

VMware vCenter Operations Manager Getting Started Guide

30  VMware, Inc.



When you compare the Health scores, you can find health problems and see why the health has degraded.
You can also identify groups of objects that might have similar problems, check whether the workload is
high in the selected population, and whether the population has a lot of faults or anomalies.

When you compare the Efficiency scores, you can analyse visually the distribution of resources among child
objects of the selected object.

When you compare the Risk scores, you can prioritize objects that need your attention sooner than others.

You can click the names of objects in the Members List to navigate to their Details tabs. Viewing details
about the workload and resources that are available to the selected object can help you identify the possible
reasons for poor badge scores.

View the Compliance Details
The Compliance score is a value that is based on results that are generated in
vCenter Configuration Manager when the compliance templates that are mapped to the Compliance badge
are run. You can review the number of failed conditions that contribute to the score and access the template
in VCM to evaluate the results. Based on your evaluation, you can make changes to improve the score.

Prerequisites

n Verify that the vCenter Configuration Manager adapter is installed. See 
https://www.vmware.com/support/pubs/vcops-pubs.html.

n Verity that you have access to a supported version of Internet Explorer on the physical or virtual
machine on which you are running vCenter Configuration Manager so that you can open the templates
in VCM. See the https://www.vmware.com/support/pubs/vcm_pubs.html for supported versions of
Internet Explorer.

n Verify that the VCM mappings are created, tested, and scoring as expected. See the VCM online Help
and the https://www.vmware.com/support/pubs/vcm_pubs.html.

Procedure

1 In the inventory panel, select a vCenter Server, datacenter, cluster, host, or virtual machine object.

2 Click the Dashboard tab and expand Why is Risk {score}?.

3 To see the details of the compliance score, click the Compliance badge.

4 On the Views tab, click Compliance.

The templates from which the badge score was calculated appear in the Details pane. The templates
with the worst noncompliant scores are at the top of the list.

5 To view the non-compliant results so that you can determine what needs to be resolved, click View
details in VCM.

The Info window that appears provides the full URL for the template results.

6 If necessary, copy and paste the URL into the Internet Explorer address bar and go to the address.

7 On the VMware vCenter Configuration Manager page, click Login.

The selected template results appear in the VCM console.

What to do next

Review and resolve noncompliance results in vCenter Configuration Manager. See “Resolve Non-Compliant
Rules for Compliance Templates,” on page 32.
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Resolve Non-Compliant Rules for Compliance Templates
The Compliance score is is a value based on template rules that are run in VCM. To improve score, view the
template results and determine how to resolve non-compliant rules for the target objects.

When you are working in VCM, click the Help icon to access information about the page on which you are
working and for more information about the available actions.

Prerequisites

n Select the template for which you are evaluating results. See “View the Compliance Details,” on
page 31.

n If you do not see the name of the object for which you are resolving non-compliant results, correlate the
name that appears in VCM with the name used in vCenter Operations Manager. See “Correlate
Compliance Object Names,” on page 33.

Procedure

1 On the VMware vCenter Configuration Manager page, click Login.

The selected template results appear in the VCM console.

2 Review the status column to identify the non-compliant rules that require your attention.

3 Resolve non-compliance results.

Click Help on the template results data grid for more information about the following options for
resolving non-compliant results.

n Use enforceable compliance to enforce results.

n Use VCM to enforce non-enforceable compliance results.

n Manually change the settings or configurations.

n Add exceptions when you expect the object to not meet the rule and you do not want to see it again
as a non-compliant object.

4 Collect data from the machine groups and virtual object groups for which resolved non-compliant
results.

5 Run the mappings in VCM.

When you run the mappings, the templates are run for the objects.

6 To review the badge scores in VCM, click Console and select Dashboard > Virtual Environments >
vCenter Operations Manager Compliance Rollup.

Verify the scores to ensure that you resolved all the necessary non-compliant results.

What to do next

In vCenter Operations Manager, review the Compliance badge scores to ensure that your scores are now at
acceptable levels. You must allow approximately five minutes for vCenter Operations Manager to pull the
new scores from VCM.
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Differing Object Names for Compliance Objects
The virtual machine object name in vCenter Operations Manager might be different from the object name in
the VCM compliance templates. This difference is a result of how vCenter Operations Manager and VCM
retrieve and collect data from vCenter Server.

Some virtual objects in the templates might be managed in VCM as both a virtual machine on which the
VCM Agent is installed and as a virtual object that is managed through a vCenter Server instance using the
Managing Agent. When the object is managed as a virtual machine and as a virtual object, the name that
appears in the template detail results might be different from the name that appears in
vCenter Operations Manager.

The name in the VCM template results is the object name that you assigned when the object was created,
usually similar to the DNS name. The name in vCenter Operations Manager is based on the vCenter Server
object name unless you renamed the object in vCenter Server. If you renamed the object,
vCenter Operations Manager displays the user-assigned name. If the name is different from the originally
assigned name, you see one name in vCenter Operations Manager and the DNS-derived name in VCM.

To verify that you are working with the same object, use the data in VCM to correlate the object name, the
guest object name, and the DNS name.

Correlate Compliance Object Names

If the object name in the VCM template results does not match the name of the object in
vCenter Operations Manager, use VCM to correlate the object names and ensure that you are evaluating and
remediating the same object.

To verify that you are working with the same object, use the data in VCM to correlate the object name, the
guest object name, and the DNS name.

Procedure

1 In VCM, click Console and select Virtual Environments > vCenter > Guests > Summary.

2 In the Guest column, locate the name used in vCenter Operations Manager and identify the Guest
Machine Name and the DNS Name that is used by VCM.

The Guest Machine name and the DNS name are commonly the names used in the template results.

View a List of Members
You can view the objects that belong to the currently selected object or group.

The list of objects contains columns that show the object name, object type, parent object, parent type, and
the policy that is assigned to the object. By default, all columns appear. You can sort the list by one column
in ascending or descending order. You can also hide or show columns.

Procedure

1 Click the Environment tab, and click Members.
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2 To sort the list by a specific column: with the mouse, point to the column header and click the triangle
to display the menu of sort options.

Option Action

Sort the Members list by the
selected column.

Click Sort Ascending or Sort Descending.

Display the drop-down list of
columns, and select or deselect the
checked columns to hide or show
them.

With the mouse, point to Columns.

 

Overview of Relationships
VMware vCenter Infrastructure Navigator is an application awareness plug-in to the vCenter Server.
Infrastructure Navigator probes the virtual machine entities inside the vCenter Server and provides
application related information.

After Infrastructure Navigator integration with vCenter Operations Manager, the application related
information is displayed in the Relationships tab under the Environment tab of the
vCenter Operations Manager.

The Relationships tab displays the relationship graph and object properties of the selected object. The object
that you select is highlighted and displayed in the middle of the graph. For all the objects that are running in
your environment, the Relationships tab displays the various types of relationships with respect to the
highlighted object.

Relationship Graph Pane Buttons
You can use the relationship graph pane buttons to control the appearance of objects in the relationship
graph.

Table 3‑1.  Relationship Graph Pane Buttons

Button Tooltip Button Icon Description

Zoom to fit Resizes the view so that all related objects fit in the
relationship graph.

Enter pan mode Allows you to pan the relationship graph.

Show values on point Enables metric value tooltips so that they appear when you
point the graph with the mouse pointer.

Enter zoom mode Allows you to enlarge sections of the relationship graph by
drawing rectangles to enclose the area to enlarge.

Zoom in Enlarges the middle of the relationship graph by one level.

Zoom out Reduces the middle of the relationship graph by one level.

Reset to initial object Reset the relationship graph and the properties table pane to
the object selected from the inventory tree.

Resource details Opens the Details page under the Operations tab.
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Select a Relationship
The Relationships tab displays different types of relationships of a selected object. Depending on your
choice you can select the type of relationship that you want to view.

Procedure

1 Click the Relationships tab under the Environment tab.

2 From the Show drop-down menu, select the relationships that you want to view.

Relationships Description

All Relationships Displays the sum of all the three relationships. This relationship is selected
by default.

vSphere Relationships Displays relationships between the vSphere objects.

Group Relationships Displays the group relationships with respect to the selected object.

Application Relationships You can view this relationship only at the virtual machine level. Displays
the following relationships between the virtual machines and application
objects:
n Set of applications that run on the selected virtual machine.
n Set of applications that the selected virtual machine depends on.

 

Viewing the Properties of an Object
You can see a graphical view of an object's child relationships on the Relationships tab. You can use the
Relationship graph pane buttons to manipulate the graph, and select the type of relationships to view.

For the selected object in the left-hand inventory pane, the Relationships tab displays a graph of the object's
relationships and a list of its properties. The list displays the number of objects that have each property.
Properties vary according to the type of object.

Procedure

1 In the inventory pane, click the object for which you want to view relationships.

2 Click the Relationships tab under the Environment tab.

The relationship graph and properties of the object are displayed. (You can also directly select the object
and see its object properties by double-clicking the object from the relationship graph.)

3 Use the Relationships graph pane buttons to examine objects in the graph.

4 Use the Show drop-down list to select the type of relationships to view.

5 (Optional) To view the properties of any object in the relationship graph, click the object.

View the Properties of the Application Object
The vCenter Operations Manager user interface displays the relationships graph and object properties of an
application object. The properties of an application object include Process, Listening Port, Category, Runs
on, and Dependent of Service.

At the virtual machine level, the relationship graph also displays the application that are running on this
virtual machine and applications that this selected virtual machine depends on. If you select any application
from the relationship graph, the application object properties of that application is displayed. The virtual
machines that are above the application node are a set of virtual machines that depend on the selected
application. The virtual machines that are below the application node are the virtual machines that the
application runs on.
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Procedure

1 In the inventory pane, click the virtual machine object.

2 Click the Relationships tab under the Environment tab.

The relationship graph and properties of the virtual machine object are displayed. The relationship
graph also displays the applications that run on the virtual machine and the applications that the
virtual machine depends on.

3 Click the application object for which you want to see the object properties.

The application object properties are displayed. You can also directly select the application object and
see its relationship graph and application object properties by double-clicking the application object
from the relationship graph.

Table 3‑2.  Properties of the Application Object

Application Description

Title Displays the name of the selected application.

Process Displays the process name of the selected application.

Listening Port Displays a list of listening port numbers of the selected
application.

Category Displays the name of the category the selected
application belong to.

Runs on Displays the name of the entity on which the selected
application is running. If it is an external entity, IP
address is displayed. If it is a virtual machine that is
managed by vCenter Operations Manager, you can click
on the link to navigate to that virtual machine.

Dependent of Service Displays a set of virtual machines that depend on the
selected application. You can click the link to navigate to
the dependent virtual machine.

4 (Optional) To view the properties of any object other than the application object in the relationship
graph, click the object

VMware vCenter Operations Manager Getting Started Guide

36  VMware, Inc.



Troubleshooting with
vCenter Operations Manager 4

You can use the monitoring features of vCenter Operations Manager to troubleshoot performance and
capacity problems in the virtual environment.

This chapter includes the following topics:

n “Troubleshooting Overview,” on page 37

n “Troubleshooting a Help Desk Problem,” on page 38

n “Troubleshooting an Alert,” on page 38

n “Finding Problems in the Virtual Environment,” on page 39

n “Finding the Cause of the Problem,” on page 41

n “Fix the Cause of the Problem,” on page 47

Troubleshooting Overview
vCenter Operations Manager provides visual and metric indicators that enable you to research performance
and capacity problems in the virtual environment.

The troubleshooting process consists of these main steps:

1 Find an object that has a problem.

2 Identify the cause of the problem.

3 Fix the cause of the problem.

For example, a user might call the help desk and report a performance problem. You can use the Health
major badge and Workload, Anomalies, and Faults minor badges to identify the object that is experiencing
performance degradation. After you identify the problem area, you can relocate the object or transfer
resources to it.

Finding an Object with a Problem
A troubleshooting process is often initiated in one of these ways:

n An end user reports a problem with their system.

n One or more alert notifications are received, reporting problems with the environment.

n A vCenter Operations Manager user, such as a system administrator, identifies an immediate or near-
term problem.
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Identifying the Cause
Consider these items to help find and isolate the cause of a problem:

n The symptoms that appear in vCenter Operations Manager. For example, what are the Workload,
Faults, and Anomalies scores?

n The population affected. Which objects are experiencing the symptoms?

n The time frame of the problem. Is it temporary or long-term?

Addressing the Cause
After you understand the cause, you can take appropriate action in the virtual environment to fix the
problem. Typically, remediation involves shifting or adding resources in the environment.

Troubleshooting a Help Desk Problem
Use the vCenter Operations Manager Search feature to find an object that a user is having problems with.

If you receive a notice that a user is experiencing a problem with their environment, you can use the
vCenter Operations Manager Search feature to find the object that is causing the problem. For example, a
user might be experiencing performance problems with a virtual machine.

You can search for any object in the virtual environment, including groups of objects created in
vCenter Operations Manager.

Procedure

1 In the Search text box in the upper right of the page, type all or part of the object name.

You can search using any fragment of the object's name, for example, Storage. The resulting list might
display Storage3-ESX41, Storage5-ESX41U1, and the like.

A list of objects that match your search criteria appears as you type. The list is limited to the first 10
matching items.

2 In the list of matching objects, find the object you are searching for and click it.

The object is highlighted in the Inventory pane and the Dashboard tab is updated.

3 On the Dashboard tab, check the badge scores and colors, especially the Health badge for the object
and the Alert Volume chart for the object.

4 Navigate to the Workload, Anomalies, and Faults badges under the object's Health badge, and
examine alert notifications, to determine the cause of the user's problem.

Troubleshooting an Alert
Use the Alert Volume graph or the alert icons to begin investigating one or more alerts.

The vCenter Operations Manager Dashboard displays alert information in the Alert Volume chart under
the Health badge, and in the alert icons on the far right. The chart shows the number and type of alerts that
occurred over the past week, and the icons show the type and number of alerts that are currently active.

Procedure

1 Examine the Alert Volume chart to see if a pattern exists over the past seven days.

A pattern can indicate an ongoing problem.

2 Navigate to the Alerts tab by clicking the Alert Volume chart or clicking an alert icon.
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3 On the Alerts tab, review the list and the information given for each alert.

You can use the columns and filters to sort the alert list.

The alert information provides actionable data for identifying and resolving a problem. For example, it
shows whether a resource is unavailable or running out of capacity. You can address the problem in the
vSphere Client.

Finding Problems in the Virtual Environment
When you log in to vCenter Operations Manager, examine the badges and graphs on the Dashboard tab to
determine if problems exist.

The Dashboard tab provides an overview of your virtual environment. The Health badge indicates
immediate issues.

In addition, the Stress badge, which is a component of the Risk badge, shows the objects in the virtual
inventory that have habitual high workloads that you might need to adjust.

n Identify an Overall Health Issue on page 39
The Health badge is the indicator of a potential problem in the virtual environment that
vCenter Operations Manager monitors.

n Identify Objects with Stressed Capacity on page 40
Identify the stressed virtual machines, hosts, and clusters that might require more capacity.

n Identify Stressed Hosted or Clusters for Load Balancing on page 40
Identify the stressed or undersized hosts and clusters to assign more capacity to those objects and
optimize the load.

Identify an Overall Health Issue
The Health badge is the indicator of a potential problem in the virtual environment that
vCenter Operations Manager monitors.

By default, the Dashboard tab displays information about the World object. You can select another object in
the inventory pane to check for immediate health problems on the object. (You can also use the Search text
box at the upper right, entering part or all of the object's name, to locate an object.)

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 On the Dashboard tab, check the color of the Health badge.

2 If the color of the Health badge is other than green, click the arrow under the badge to expand the
detailed view.

The Health pane displays the sub-badges for Workload, Anomalies, and Faults. Badge colors help you
identify the possible cause of the problem.
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3 Identify the cause of the health problem depending on the object that you selected in the inventory
pane.

Selected Object Action

n World
n vCenter Server
n Datacenter
n Cluster

a In the Health pane, identify the sub-badge that indicates poor score.
b Click the Environment tab under the Operations tab.
c Select the sub-badge that indicated poor score on the Dashboard page.
d Check the Environment tab for badges of related objects that are

indicating problems.
e Double-click an object that indicates poor score.
f On the Details tab under the Operations tab, navigate to the object

that the badge represents and review the resource data, key metrics,
and badge-specific information.

n ESX host
n Virtual machine
n Datastore

a In the Health pane, identify the sub-badge that indicates poor score
and click it.

b On the Details tab under the Operations tab, review the resource data,
key metrics, and badge-specific information.

 

What to do next

How you proceed depends on your findings on the Details page.

Identify Objects with Stressed Capacity
Identify the stressed virtual machines, hosts, and clusters that might require more capacity.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 Click the Risk tab under the Dashboard tab, and click the arrow under the badge to expand the
detailed view.

2 To view the number of any stressed objects, select an object other than a datastore from the inventory
pane.

3 To investigate the details of stressed objects, click the Stress badge.

The Views tab opens.

4 Select the Stress badge and access the view that corresponds to the object.

What to do next

Assign less work to the virtual machines or reconfigure the capacity appropriate to the virtual machine load.

Identify Stressed Hosted or Clusters for Load Balancing
Identify the stressed or undersized hosts and clusters to assign more capacity to those objects and optimize
the load.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.
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2 Click the View tab under the Planning tab and select the Stressed Hosts and Clusters - List view.

The objects that appear in this view are overused and have fewer resources than the virtual machines
demand.

What to do next

Assign less work to these hosts and clusters or reconfigure the capacity appropriate to the workload.

Finding the Cause of the Problem
To find the cause of a problem, examine its symptoms, the objects affected, and the time frame.

Perform these main steps to research the cause of a problem.

1 Examine the symptoms on the Workload, Anomalies, and Faults badges and scores.

If workload is high, review performance degradation. In particular, examine memory resource
problems and the top consumers of resources.

If anomalies are high or the workload is abnormal, look for events that occurred when the objects
experienced the problem.

2 Determine the affected population.

Determine whether one object is affected, or whether peers or families are affected.

3 Determine the time frame of the problem.

Use the Health weather map and Stress charts to determine if the problem is recent and isolated or
chronic in nature.

n Determine Whether the Environment Operates as Expected on page 42
Anomalies in vCenter Operations Manager provide insight into the behavior of your environment and
help you to determine whether a high workload might still reflect a normal or expected load.

n Identify the Source of Performance Degradation on page 42
Identifying the probable source of performance degradation in vCenter Operations Manager involves
investigating the percentage of CPU, memory, disks, and network resources usage in the virtual
environment.

n Identify the Underlying Memory Resource Problem for a Virtual Machine on page 43
When you navigate through a vCenter Operations Manager workflow and identify a virtual machine
with a potential problem, you can resolve the underlying problem by using the memory metric data.

n Identify the Underlying Memory Resource Problem for Clusters and Hosts on page 44
When you navigate through a vCenter Operations Manager workflow and identify a cluster or a host
with a potential problem, check the CPU metric graphs to identify a possible resolution.

n Identify the Top Resource Consumers on page 44
To address high use levels in your virtual environment, identify the top resource consumers.

n Identify Events that Occurred when an Object Experienced Performance Degradation on page 45
Identifying when the abnormal events started to cause performance degradation and the trend of the
problem in vCenter Operations Manager involves examining the Health scores of the object and its
related objects.

n Determine the Extent of a Performance Degradation on page 45
After you identify the performance problem, determine the effect on the rest of the object population
and the consistency of the issue.

Chapter 4 Troubleshooting with vCenter Operations Manager

VMware, Inc.  41



n Determine the Timeframe and Nature of a Health Issue on page 45
The Dashboard provides information to help you determine the nature and timeframe of a health
issue, including whether it is a transient or chronic problem.

n Determine the Cause of a Problem with a Specific Object on page 46
Determining a cause of a problem with a specific object involves identifying whether the problem is
transient or chronic in the virtual environment.

Determine Whether the Environment Operates as Expected
Anomalies in vCenter Operations Manager provide insight into the behavior of your environment and help
you to determine whether a high workload might still reflect a normal or expected load.

By default, the Dashboard tab displays information about the World object. You can select another object in
the inventory pane to check for immediate health problems on the object. (You can also use the Search text
box at the upper right, entering part or all of the object's name, to locate an object.)

In the Anomalies pane, the blue line represents the actual level of anomalies for the selected object. The gray
line represents the noise threshold line that shows the normal level of anomalies for the selected object.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Health badge to expand the detailed view.

3 In the Anomalies pane, check the badge score and the noise threshold line.

If the blue line of the abnormal metric count is far below the noise line, the level of anomalies is normal.
If the blue line of abnormal metric count approaches or surpasses the noise line, the object might be
experiencing health degradation.

4 If you see an abnormal level of anomalies, click the Anomalies badge.

The Details tab opens and you can continue investigating the problem.

What to do next

On the Details tab under the Operations tab, you can check metric values to identify the resource that might
be causing the high Anomalies score. Depending on which resource indicates abnormal operation, check the
Key Metrics pane for further information.

Identify the Source of Performance Degradation
Identifying the probable source of performance degradation in vCenter Operations Manager involves
investigating the percentage of CPU, memory, disks, and network resources usage in the virtual
environment.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Environment tab under the Operations tab, and select the Workload badge.
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3 To filter the objects and related objects by state, click the Status Filter buttons to view only the red,
orange, and yellow states.

4 Point to the object state other than green to view the workload details.

5 Double-click a related object to investigate why it is experiencing heavy resource demands.

6 On the Details tab under the Operations tab, you can check the percentage of resource use that might
be causing the high Workload score.

7 To locate the available resources of the object and related objects, click the Scoreboard tab under the
Operations tab, and select the Workload badge.

The Scoreboard tab displays the workload scores for all ESX hosts in the cluster. By default, ESX hosts
with a high workload are presented as large badges.

8 To filter the objects and related objects by state, click the Status Filter buttons to view only the red,
orange, and yellow states.

9 Click the object that indicates a poor score.

10 On the Details tab under the Operations tab, review the Resources pane and the Workload graphs to
assess the potential capacity to move virtual machines to balance the workload.

What to do next

Click the Analysis tab to compare the performance of selected objects across the virtual infrastructure. You
can use this information to balance the load across ESX hosts and virtual machines.

Identify the Underlying Memory Resource Problem for a Virtual Machine
When you navigate through a vCenter Operations Manager workflow and identify a virtual machine with a
potential problem, you can resolve the underlying problem by using the memory metric data.

The CPU graphs for clusters and hosts show the Provisioned metric. The CPU graphs for virtual machines
show the Entitlement metric. See “Metric Concepts for vCenter Operations Manager,” on page 9.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Environment tab under the Operations tab.

3 If the color of the badge is other than green, double-click it.

4 On the Details tab, select the Workload badge to analyze the memory metrics graphs.

Metric Relationship Meaning

Demand is equal to Usage Object has enough resources.

Demand is greater than Usage Virtual machine might be in the process of waiting for CPU cycles.

Demand is greater than Usage and
less than Provisioned

This metric relationship indicates the following implications:
n Limits set on a virtual machine might cause the virtual machine to use

less CPU resources than the demand. vCenter Operations Manager
aggregates CPU metrics for virtual machines into the host CPU graph.

n The CPU Dynamic Power Management in the BIOS might cause a CPU
issue. Verify that the setting is in operating system control mode or
disable the setting.

n Virtual machines that are usually idle but happen to become busy at
the same time might cause contention.
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Understand the metric relationships in the memory graphs and solve the underlying resource problem for
the virtual machine.

Identify the Underlying Memory Resource Problem for Clusters and Hosts
When you navigate through a vCenter Operations Manager workflow and identify a cluster or a host with a
potential problem, check the CPU metric graphs to identify a possible resolution.

vCenter Operations Manager presents memory information that shows the metric relationships and the
breakdown of the way the virtual machines use the memory resource.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Environment tab under the Operations tab.

3 Click the Workload badge.

4 On the Details tab, analyze the memory metrics graphs for the virtual machine's workload.

Metric Relationship Meaning

Demand is less than Usage Virtual machines that receive memory relinquish that memory only when
other virtual machines require it. The host does not reclaim memory from
a virtual machine just because that memory is not in demand.

Memory Reserved is less than
Memory Usable

It is acceptable for memory reservation to be less than usable memory.
However, you might want to increase the reservation to guarantee
resources in the range of normal demand.

 

What to do next

Understand the metric relationships in the CPU graphs and solve the underlying resource problem.

Identify the Top Resource Consumers
To address high use levels in your virtual environment, identify the top resource consumers.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Click the Analysis tab to view the heat map gallery.

2 Depending on the resource, select a CPU, memory, network, or storage focus area.

3 To view a heat map that shows contention by use, select the host, virtual machine, or cluster object.

The larger the size of the heat map tile, the higher the use.

Click the Analysis tab to view the heat map gallery.

4 If a color other than green indicates a potential problem, click Details for the object in the pop-up
window to investigate the resources for that object.

What to do next

Identify the top consumers of resources such as CPU or memory.
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Identify Events that Occurred when an Object Experienced Performance
Degradation

Identifying when the abnormal events started to cause performance degradation and the trend of the
problem in vCenter Operations Manager involves examining the Health scores of the object and its related
objects.

In the Events tab under the Operations tab, you can view graphs of health-related badge scores and events
that occurred on the selected object and its related objects. When you notice that the score of a badge
changed after an event occurred, you can click that event to view more details.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 If the color of the Health badge is other than green, click the Events tab under the Operations tab to see
events that occurred as far back as a month.

Use the buttons above the badge score graph to control what you see on the Events tab.

3 Point to the abnormal event in the Events graph to view the time range when the problem started to
decrease the possible causes that contributed to the poor badge score.

What to do next

Depending on the details of the event, investigate the problem in vCenter Server.

Determine the Extent of a Performance Degradation
After you identify the performance problem, determine the effect on the rest of the object population and
the consistency of the issue.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Health badge if it is other than green.

3 In the Related Objects pane of the Details tab, verify the color of the Parent Objects and Peer Objects
icons.

n If the selected object is the only object with a high score, no effect exists on the Peer Objects or
Child Objects.

n If the Parent Object is in a red, yellow, or orange state, click the Parent Object to investigate the
details.

Determine the Timeframe and Nature of a Health Issue
The Dashboard provides information to help you determine the nature and timeframe of a health issue,
including whether it is a transient or chronic problem.

By default, the Dashboard tab displays information about the World object. You can select another object in
the inventory pane to check for immediate health problems on the object. (You can also use the Search text
box at the upper right, entering part or all of the object's name, to locate an object.)
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Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the Health pane, check whether the Weather Map of Health displays colors other than green. (The
weather map is most appropriate for grouped objects such as the World, vCenters, and Datacenters.)

Colors that dominate the map over the past six hours indicate a larger trend.

2 If a trend exists, click the Health badge.

The Details tab under the Operations tab appears.

3 To identify the type of problem an object has, click the Workload, Anomalies, or Faults badge and
point to the metric values for more information.

4 Click the Dashboard tab and expand the Risk pane to check the Stress graph.

The graph in the Stress pane displays the resource demand over the past week and helps you determine
when the peak demand occurred.

5 If a particular peak, such as a 6 p.m. peak, exists that might require investigation, click the Stress badge.

The Views tab under the Planning page appears.

What to do next

Click the Views tab under the Planning tab to investigate possible causes of the problem and assess
resources allocation.

Determine the Cause of a Problem with a Specific Object
Determining a cause of a problem with a specific object involves identifying whether the problem is
transient or chronic in the virtual environment.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Check the Health, Risk and Efficiency scores for the object.

n If any of the scores are in the yellow, orange or red state, click the badge and investigate the sub-
badges.

n If the problem is because of Health, click the Anomalies badge to check for changes in expected
behavior and the Workload badge to assess whether heavy resource demand exists.

3 Determine whether the demand experienced is for a specific time or whether it indicates a longer trend.

n If the demand is transient, in the Health pane check the Workload badge.

n If the problem results from chronic stress, in the Risk pane, check the Stress badge and click the
object in the yellow, orange, or red state.

4 Click the Summary tab under the Planning tab to check the trend and forecast of CPU and memory
demand for that object.

If the object is approaching capacity, consider moving some virtual machines to a less resource-
constrained object.
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5 Identify the top transient resource consumers, click the Scoreboard tab under the Operations tab, and
select the Workload badge.

6 To filter the objects and related objects by Workload, click the Status Filter buttons to view only the red,
orange, and yellow states.

You can prioritize the virtual machines with high Workload scores and move them to a less resource-
constrained object.

7 Identify the resource consumers causing chronic stress, click the Scoreboard tab under the Planning
tab, and select the Stress badge.

8 To filter the objects and related objects by Stress, click the Status Filter buttons to view only the red,
orange, and yellow states.

You can prioritize the virtual machines with high Stress scores and move them to a less resource-
constrained object.

What to do next

Identify a candidate object to which to move the problem virtual machines, click the Analysis tab, and select
the CPU or Memory focus area depending on the constrained resource for the virtual machine object.

The heat map gallery helps identify candidate objects to which to move the virtual machines.

Fix the Cause of the Problem
After you know the cause of a problem, you can take steps to resolve it, such as shifting or adding resources.

You can use the views in vCenter Operations Manager to diagnose a problem and decide how to solve it.
You can investigate and navigate to these views using the Capacity Remaining badge, which is a component
of the Risk badge.

You use the vSphere Client to make changes, such as adding a virtual machine or transferring a virtual
machine to another host.

Determine the Percentage of Used and Remaining Capacity to Assess Current
Needs

The Capacity Remaining pane under the Risk badge provides an overview of the used and remaining
capacity for all objects in the inventory except for virtual machine objects.

You can use the bar chart under the Capacity Remaining badge to determine how many new virtual
machines you can add to your environment.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Risk badge to expand the detailed view.

3 Under the Capacity Remaining badge, review the bar chart of used and remaining capacity.

4 To view more details about capacity-related metrics, click the Capacity Remaining badge.

5 On the Views tab, you can switch views to find aggregate information for used and total capacity, and
capacity trends.

Chapter 4 Troubleshooting with vCenter Operations Manager

VMware, Inc.  47



VMware vCenter Operations Manager Getting Started Guide

48  VMware, Inc.



Assessing Risk and Efficiency in
vCenter Operations Manager 5

vCenter Operations Manager provides workflows for assessing efficient use of the infrastructure as well as
risks to future capacity.

Planning for capacity risk involves analyzing, optimizing, and forecasting data to determine how much
capacity is available and whether you make efficient use of the infrastructure.

This chapter includes the following topics:

n “Analyzing Data for Capacity Risk,” on page 49

n “Optimizing Data for Capacity,” on page 54

n “Forecasting Data for Capacity Risk,” on page 58

Analyzing Data for Capacity Risk
vCenter Operations Manager provides using more than 20 predefined heat maps on the Analysis tab that
you can use to compare commonly used metrics. You can use this data to plan to reduce waste and increase
capacity in the virtual infrastructure.

Determine When an Object Might Run Out of Resources
The Time Remaining pane under the Risks badge provides a summary of when an object in the virtual
environment might run out of resources such as disk space, memory, CPU, or network.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Risk tab under the Dashboard tab, and click the arrow under the badge to expand the
detailed view.

3 In the Time Remaining pane, identify the resource that is approaching capacity.

4 Click the Summary tab under the Planning tab.

5 In the Objects and Resources pane, view a breakdown of the remaining capacity and trend information
for each resource.

The Time Remaining value represents an aggregated forecast based on the number of virtual machines
and indicates when capacity might equal resource use.
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What to do next

To further investigate which resources constrain the virtual machine count, click the Views tab and select
the Virtual Machine Capacity - Summary view.

Identify Clusters with the Space for Virtual Machines
Identify the clusters in a datacenter that have space for your next set of virtual machines.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Click the Analysis tab.

2 In the heat map gallery, narrow the scope from the drop-down menu to display the remaining capacity
for clusters.

Option Action

Focus Area Select Capacity.

Smallest Box Shows Select Cluster.

Description Select Which clusters have the most free capacity and least stress? .
 

3 Click the Which clusters have the most free capacity and least stress? view.

4 In the heat map, point to each cluster area to view the percentage of remaining capacity.

5 If a color other than green indicates a potential problem, click Details in the pop-up window to
investigate the resources for the cluster or datacenter.

What to do next

Identify the green clusters with the most capacity to store virtual machines.

Investigating Abnormal Host Health
Identifying the source of a performance problem with a host involves investigating its workload.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Analysis tab.

3 In the heat map, narrow the scope from the drop-down menu to display the cluster and host health
sized according to workload.

Option Action

Focus Area Section Health.

Smallest Box Shows Section Host.

Description Section Which hosts currently have the most abnormal Workload? .
 

4 Click the Which hosts currently have the most abnormal Workload? view.
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5 In the heat map, point to the cluster area to view the percentage of remaining capacity.

A color other than green indicates a potential problem.

6 Click Details for the ESX host in the pop-up window to investigate the resources for that host.

What to do next

Adjust workloads to balance resources as necessary.

Identify Datastores with Space for Virtual Machines
Identify the datastores that have the most space for your next set of virtual machines.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Click the Analysis tab.

2 In the heat map gallery, narrow the scope from the drop-down menu to display the datastore space.

Option Action

Focus Area Select Storage.

Smallest Box Shows Select Datastore.

Description Select Which datastores have the highest disk space overcommitment
and lowest time remaining?

 
3 Click Which datastores have the highest disk space overcommitment and lowest time remaining?

4 In the heat map, point to each datacenter area to view the space statistics.

5 If a color other than green indicates a potential problem, click Details for the datastore in the pop-up
window to investigate the disk space and disk I/O resources.

What to do next

Identify the datastores with the largest amount of available space for virtual machines.

Identify Datastores with Wasted Space
Identify datastores with the highest amount of wasted space that you can reclaim to improve the efficiency
of your virtual infrastructure.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Click the Analysis tab.

2 In the heat map gallery, narrow the scope from the drop-down menu to display the datastore waste.

Option Action

Focus Area Select Storage.

Smallest Box Shows Select Datastore.

Description Select Which datastores have the most wasted space and total space
usage?
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3 Click the Which datastores have the most wasted space and total space usage? view.

4 In the heat map, point to each datacenter area to view the waste statistics.

5 If a color other than green indicates a potential problem, click Details for the datastore in the pop-up
window to investigate the disk space and disk I/O resources.

What to do next

Identify the red, orange, or yellow datastores with the highest amount of wasted space.

Address a Problem with a Specific Virtual Machine
Identifying the cause of a problem with a specific virtual machine involves investigating whether the
problem is because of a constraining environment or because of changes in the guest operating system
configuration.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Search for the problematic virtual machine name in the vCenter Operations Manager search box.

2 Check the Health, Risk and Efficiency scores for the virtual machine.

n If any of the badges are in the yellow, orange or red state, click the badge and investigate the
subbadges.

n If the problem is because of Health, check the Anomalies badge for changes in expected behavior
and the Workload badge to assess whether heavy resource demand exists.

n If the problem results from chronic stress, identify the constraining resource, such as CPU or
memory, and click the Stress badge under the Risk pane for more information.

3 Click the Summary tab under the Planning tab to check the trend and forecast of CPU and memory
demand for that virtual machine and the host that stores it.

If the forecast indicates a virtual machine resource demand problem, increase the resources allocated to
the virtual machine.

4 Identify an object candidate to which to move the virtual machines, click the Analysis tab, and select
the CPU or memory focus areas depending on the constrained resource for the virtual machine.

The heat map gallery helps identify cluster or host candidates to which to move the virtual machines.

5 If the problem results from changes to the guest operating system configuration, click the Events tab
under the Operations tab for that virtual machine.

6 Examine the Events graph to see if the guest operating system change events or vSphere events caused
the problem.

The guest change events will have a different icon shape.

Identify the Virtual Machines with Resource Waste Across Datastores
Identify the virtual machines that waste resources because of idle, oversized, or powered off virtual machine
states or because of snapshots.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.
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Procedure

1 Click the Analysis tab.

2 In the heat map gallery, narrow the scope from the drop-down menu to display the virtual machines
with waste across datastores.

Option Action

Focus Area Select Storage.

Smallest Box Shows Select VM.

Description Select For each datastore, which VMs have the most wasted disk space?
 

3 Click the For each datastore, which VMs have the most wasted disk space? view.

4 In the heat map, point to each virtual machine to view the waste statistics.

5 If a color other than green indicates a potential problem, click Details for the virtual machine in the
pop-up window to investigate the disk space and disk I/O resources.

What to do next

Identify the red, orange, or yellow virtual machines with the highest amount of wasted space.

Address a Problem with a Specific Datastore
Identifying the cause of a problem with a specific datastore involves investigating the I/O intensive virtual
machines that adversely affect the disk space.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Search for the problematic datastore name in the vCenter Operations Manager search box.

2 Check the Health, Risk and Efficiency scores for the datastore.

3 If the Risk badge shows that disk I/O is approaching capacity, click the Summary tab under the
Planning tab to view the forecast of resources and constrained resources.

a On the Analysis tab, select the Storage focus area and the Datastore object to view Datastore I/O
Contention Sized by I/O Usage Grouped by Datastore candidates that can accommodate the large
disk I/O virtual machines.

b Move the disk I/O intensive virtual machines to another datastore.

4 If the datastore shows that disk space is approaching capacity, click the Summary tab under the
Planning tab to view the breakdown of the resource capacity usage.

If snapshots occupy a significant amount of disk space, remove snapshots from some of the virtual
machines on the datastore.

5 On the Analysis tab, select the Storage focus area and click Which datastores have the most wasted
space and total space usage? to list the virtual machines in the datastore.

What to do next

Filter the virtual machines in the red, orange, and yellow states to identify the virtual machines that waste
the most disk space.
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Identify the Host and Datastore with the Highest Latency
Identify the host and datastore pair with the highest latency to prevent a potential performance problem.

The heat map statistics for host I/O contention measure the latency or the time it takes to gain access to a
resource.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 Click the Analysis tab.

2 In the heat map gallery, narrow the scope from the drop-down menu to display the datastore waste.

Option Action

Focus Area Select Storage.

Smallest Box Shows Select Host.

Description Select For each datastore, which hosts currently have the highest I/O
usage and latency?

 
3 Click theFor each datastore, which hosts currently have the highest I/O usage and latency? view.

4 In the heat map, point to each datacenter area to view the latency statistics.

What to do next

Identify the host and datastore pair with the highest latency. Then determine how many hosts are using the
datastore. If only one VM is using the datastore, or if more than one is but none of the others have high
latency, there might be a problem with the host. Find out which VMs are on the host and what their storage
usage is. If there are multiple hosts and they all are red, there might be a population pressure problem on
the datastore. If this is the case, you should consider relocating some VMs.

Optimizing Data for Capacity
Optimizing data for capacity in vCenter Operations Manager involves finding opportunities for resource
optimization and cost savings.

Determine How Efficiently You Use the Virtual Infrastructure
Determining the efficiency of the vCenter Operations Manager virtual infrastructure involves investigating
the optimal, waste, and stressed virtual machines.

Prerequisites

In the vCenter Operations Manager interface, verify that the Dashboard tab is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

The Efficiency pane displays the subbadges for Reclaimable Waste and Density.
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What to do next

Examine the Reclaimable Waste and Density subbadge colors to identify whether resources are underused
or partially consolidated.

Depending on your findings, you can investigate possible opportunities to improve efficiency.

Identify the Consolidation Ratio Trend for a Datacenter or Cluster
The consolidation ratio trend of a datacenter or cluster helps you understand the behavior and performance
of your virtual machines and applications.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

3 In the Density pane, compare the consolidation ratio trend in the VM : Host Ratio and the vCPU : CPU
Ratio graphs.

If the ratios are below the optimal rate, the resource consolidation is low.

What to do next

To further investigate opportunities to optimize resource consolidation, click the Views tab under the
Planning tab.

Determine Reclaimable Resources from Underused Objects
Determining reclaimable resources in vCenter Operations Manager involves identifying the objects that are
underused.

Reclaimable waste is calculated for each resource type like CPU, memory, and disk, for each object in the
virtual environment.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

3 In the Reclaimable Waste pane, identify the CPU, memory, and disk resources that are underused and
click the Reclaimable Waste badge.

4 In the Views tab, select the Undersized Virtual Machines - List view.

What to do next

Identify the virtual machines that are underused and provision fewer resources for them (or delete them).
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Assess Virtual Machine Capacity Use
Identify optimization opportunities for a single virtual machine with vCenter Operations Manager.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Views tab under the Planning tab and select Virtual Machine Capacity Usage - Summary.

If the Host CPU and Memory use is high, the virtual machine does not have enough capacity to
perform assigned work.

What to do next

Determine whether you can optimize performance for this virtual machine by assigning capacity to match
typical load demand. If the virtual machine is powered off or idle, you can decommission the virtual
machine to reclaim unused capacity.

Implement a strategy for optimizing use of this virtual machine based on the information you obtain from
the view. Save your results by exporting the information to an export file.

Assess Virtual Machine Optimization Data
To optimize data with vCenter Operations Manager, identify overused and underused virtual machines for
a selected object.

A virtual machine can be oversized in memory and undersized in CPU or the reverse.
vCenter Operations Manager counts the virtual machine in both the oversized virtual machine count and in
the undersized virtual machine count.

This double counting can be misleading because you might expect the values for powered-off, undersized,
oversized, and idle virtual machines to add up to the total virtual machine value.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Views tab under the Planning tab and select Virtual Machine Optimization - Summary.

3 Examine the Total Virtual Machines, Powered-Off Virtual Machines, Undersized Virtual Machines,
Oversized Virtual Machines, and Idle Virtual Machines values to determine how many machines
assigned to this object can be optimized.

Table 5‑1.  Example of Virtual Machine Optimization - Summary

Virtual Machine Type Number

Total Virtual Machines 12

Powered-Off Virtual Machines 0

Undersized Virtual Machines 6

Oversized Virtual Machines 6

Idle Virtual Machines 1
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Identify Powered-Off Virtual Machines to Optimize Data
Powered-off virtual machines in your infrastructure are resources with capacity that you can reclaim.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

3 In the Reclaimable Waste pane, identify the powered off virtual machines and delete the virtual click
the Reclaimable Waste badge.

4 In the Views tab, select the Powered-Off Virtual Machines view.

The virtual machines that appear in this view are powered off and you can restart the machines in the
vSphere Client.

What to do next

In the vSphere Client, determine why the virtual machine is powered off. If the virtual machine is obsolete,
you can remove it from the inventory.

Identify Idle Virtual Machines to Optimize Capacity
Optimizing the capacity in the virtual environment involves identifying idle virtual machines that are
powered on but not in use.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

3 In the Reclaimable Waste pane, identify the powered off virtual machines and click the Reclaimable
Waste badge.

4 In the Views tab, select the Idle Virtual Machines - List view.

The idle virtual machines in this view either do not perform any work or perform below a specified
threshold.

5 Select the Oversized Virtual Machines - List view to evaluate candidate objects that can receive more
work.

Identify Oversized Virtual Machines to Optimize Data
To optimize and right-size the capacity for your virtual environment, identify the oversized virtual
machines and assign less capacity to those virtual machines.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.
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Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the arrow under the Efficiency badge to expand the detailed view.

3 In the Views tab, select the Oversized Virtual Machines - List view.

The virtual machines that appear in this view are underused and have more capacity than is required
for the workload.

4 To determine how to update the CPU, check the value in the Recommended vCPU column.

5 (Optional) To examine a datacenter, run a Capacity Overview Report from the Reports tab.

What to do next

Assign more work to the underused virtual machines or reconfigure the capacity appropriate to the virtual
machine load.

Determine the Trend of Waste for a Virtual Machine
To optimize the capacity for your virtual environment, determine the trend of powered off, idle, undersized,
and oversized virtual machines over a period of time to help you identify wasted resources.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Views tab under the Planning tab and select the Virtual Machine Waste and Stress -Trend
view.

The CPU, memory, disk I/O, and network resources trend charts appear in this view.

3 (Optional) To view the object resource data in a list, click the Table link.

4 To view the object resource data interval, select the timeframe from the Interval drop-down menu and
click Update.

What to do next

Depending on the trend of wasted resources, reconfigure the capacity to be appropriate for the virtual
machine load.

Forecasting Data for Capacity Risk
Forecasting data for capacity risk in vCenter Operations Manager involves creating capacity scenarios to
examine the demand and supply of resources in the virtual infrastructure.

A what-if scenario is a supposition about how capacity and load change if certain conditions are changed,
without making actual changes to your virtual infrastructure. If you implement the scenario, you know in
advance what your capacity requirements are.

NOTE   The What-if Scenario wizard is accessible only if you select a host or a cluster in the inventory pane.

vCenter Operations Manager assigns names, such as Add 1 New VM, to scenarios. The What-if Scenarios
pane refreshes as each new scenario is applied in the view results. Scenarios persist until you delete them or
until you refresh vCenter Operations Manager.
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Create Capacity Scenarios for Virtual Machines With New Profiles
Virtual machine scenarios assess the consequences of adding a new virtual machine to a cluster or host
without applying actual changes to your virtual environment.

To help you make configuration selections for virtual machines, the right pane of the What-If Scenario
wizard contains population information that shows the total virtual machine use of the selected object and
representative virtual machine data. vCenter Operations Manager calculates virtual machine data by
partitioning the range of capacity for CPU, memory, and disk dimensions into thirds, assigning the virtual
machines to bins based on configuration, and creating a profile for each bin where the capacity of the profile
is the maximum configuration of the virtual machines in the bin and the use of the profile is the average
usage of the virtual machines in the bin. The value of the virtual machines assigned to the profile and the
use is the average of the virtual machines assigned to the profile. The right pane includes information on the
smallest and largest hosts.

For information about relevant CPU and memory maximums, see the VMware vSphere documentation.

NOTE   The What-if Scenario wizard is accessible only if you select a host or a cluster in the inventory pane.

Prerequisites

In vCenter Operations Manager, verify that the Summary tab under the Planning tab is open.

Procedure

1 Select the destination object in the inventory pane.

The destination object is a cluster or host where you locate the new virtual machines if you implement
your scenario.

2 Click the New what-if scenario link.

The What-If Scenario wizard opens.

3 Select a view for the scenario and click Next.

This step is not available if you opened the What-if Scenario wizard from the Views tab.

4 On the Change Type page, select Virtual machines and click Next.

5 Select Add virtual machines by specifying profile of new virtual machines and click Next.

6 Set the virtual machine count and the configuration for the virtual machine.

Option Description

vCPU Configuration Number of virtual CPU cores that a target virtual machine will have,
followed by the target processor core speed, in GHz or MHz.

vCPU Utilization Expected average CPU use for this virtual machine.

vCPU Reservation Required minimum of CPU resources that the virtual machine must have.

vCPU Limit Amount of maximum CPU resources that the virtual machine can use.

Memory Reservation Required minimum of memory for this virtual machine.

Memory Limit Amount of maximum memory that the destination virtual machine can
have.

Virtual Disk Type Thin or Thick disk configuration.
You might apply thin disk provisioning when you start with only the
necessary partition and plan to grow it over time.
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Option Description

Virtual Disk Linked Clone Shared space that uses linked clones.
Linked clones involve delta disks that reference a master disk rather than a
full copy of the entire virtual hard disk. For thick disks with linked clones,
vCenter Operations Manager calculates linked clone capacity as one
master copy that uses 100 percent of the specified disk size and the
remaining copies use 10 percent delta disks. For thin disks with linked
clones, vCenter Operations Manager uses the same calculation but the disk
size multiplied by the use percentage defines the master copy size.

Virtual Disk Configuration Disk size.

Virtual Disk Utilization Expected average disk use for the virtual machine.
The use percentage applies only to thin disks.

 
vCenter Operations Manager does not require you to specify the disk I/O and network I/O use of the
new virtual machines, and instead uses the average disk I/O and network I/O use across virtual
machines in the host or cluster as an estimation of the new virtual machine use.

7 Click Next when your configuration selections are complete.

8 On the Ready to Complete page, check the parameters of your what-if scenario and click Finish to view
the outcomes.

vCenter Operations Manager applies the scenario to the view you selected and shows current capacity
compared to the expected capacity if you add the virtual machines to the target object.

Create Capacity Scenarios for Virtual Machines With Existing Profiles
You can create a scenario that uses profiles of existing virtual machines as models to simulate adding one or
more new virtual machines to a host or a cluster.

To help you make configuration selections for virtual machines, the right pane of the What-If Scenario
wizard contains population information that shows the total virtual machine use of the selected object and
representative virtual machine data. vCenter Operations Manager calculates virtual machine data by
partitioning the range of capacity for CPU, memory, and disk dimensions into thirds, assigning the virtual
machines to bins based on configuration, and creating a profile for each bin where the capacity of the profile
is the maximum configuration of the virtual machines in the bin and the use of the profile is the average
usage of the virtual machines in the bin. The value of the virtual machines assigned to the profile and the
use is the average of the virtual machines assigned to the profile. The right pane includes information on the
smallest and largest hosts.

For information about relevant CPU and memory maximums, see the VMware vSphere documentation.

NOTE   The What-if Scenario wizard is accessible only if you select a host or a cluster in the inventory pane.

Prerequisites

In vCenter Operations Manager, verify that the Summary tab under the Planning tab is open.

Procedure

1 Select the destination object in the inventory pane.

The destination object is a cluster or host where you locate the new virtual machines if you implement
your scenario.

2 Click the New what-if scenario link.

The What-If Scenario wizard opens.

3 Select a view for the scenario and click Next.

This step is not available if you opened the What-if Scenario wizard from the Views tab.
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4 On the Change Type page, select Virtual machines and click Next.

5 Select Add virtual machines using profiles of existing virtual machines as models and click Next.

6 Select existing virtual machines from the list to use as profiles for the new virtual machines.

The list of the existing virtual machines applies to the datacenter of the selected object. The Datacenter
and the Cluster or Host drop-down menus narrow the scope of the virtual machine list. The list
provides CPU, memory, and disk information such as the used space and the use of thin disks or linked
clones.

7 Click Next.

8 To duplicate any virtual machines, increase the virtual machine count and click Next.

9 On the Ready to Complete page, check the parameters of your what-if scenario and click Finish to view
the outcomes.

vCenter Operations Manager applies the scenario to the view you selected and shows current capacity
compared to the expected capacity if you add the virtual machines to the target object.

What to do next

If you have more than one scenario for a view, you can combine and compare the outcomes. To save the
information, export the scenario results.

Create a Hardware Change Scenario
Before you purchase new hardware, you can create hardware change scenarios to determine if the purchase
is necessary. To determine the effect of adding, removing, or updating the hardware capacity in a cluster,
create a scenario that models changes to hosts and datastores.

Prerequisites

In vCenter Operations Manager, verify that the Summary tab under the Planning tab is open.

Procedure

1 Select the target host in the inventory panel.

The target host is where you simulate changes to the environment to examine possible outcomes.

2 Click the New what-if scenario link.

3 Select a view for the scenario and click Next.

This step is not available if you opened the What-if Scenario wizard from the Views tab.

4 On the Change Type page, select Hosts & Datastores and click Next.

5 Use the buttons to add, remove, or restore hosts in the host list.

Actions are applied only to hosts that you selected using the check boxes in the hosts list.

6 Click host rows to change the physical resources and click Save.

You can use the text boxes and drop-down menus to modify the CPU capacity and the memory size of
the selected host.

Option Description

CPU Total Number of CPU cores that a target single host will have, followed by the
target processor core speed.

Memory Total Amount of memory that the target host profile will have.
 

7 Click Next.
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8 Use the buttons to add, remove, or restore datastores in the datastores list.

Actions are applied only to datastores that you selected using the check boxes in the datastores list.

9 Click datastore rows to modify the disk size and click Save.

The Population Details pane to the right contains information about the actual datastore capacity, the
disk I/O use, and the number of hosts that link the datastore. The sharing status indicates whether
different hosts share the datastore.

10 Click Next.

11 On the Ready to Complete page, check the parameters of your what-if scenario and click Finish to view
the outcomes.

vCenter Operations Manager applies the scenario to the view that you selected. The scenario forecast
appears in the chart as a gray dotted line. You can compare the actual current capacity to the expected
capacity if you apply the changes you specified in the hardware change scenario.

What to do next

If you have more than one scenario, you can combine or compare the scenario outcomes. You can export the
scenario results to an Adobe PDF or CSV file to save the information.

Create a What-If Scenario to Remove Virtual Machines
You can create a scenario that simulates removing a virtual machine or group of virtual machines from a
host or a cluster.

Prerequisites

In vCenter Operations Manager, verify that the Summary tab under the Planning tab is open.

Procedure

1 Select the target object in the inventory panel.

The target object identifies the host or the cluster from which the virtual machines are removed if you
implement your scenario.

2 Click the New what-if scenario link.

3 Select a view for the scenario and click Next.

This step is not available if you opened the What-if Scenario wizard from the Views tab.

4 On the Change Type page, select Virtual machines and click Next.

5 Select Remove virtual machines and click Next.

6 On the Configuration page, select the virtual machines to remove from the selected host or cluster and
click Next.

7 On the Ready to Complete page, check the parameters of your what-if scenario and click Finish to view
the outcomes.

vCenter Operations Manager applies the scenario to the view that you selected. The forecasted capacity
appears in the chart as a gray dotted line. You can compare the current capacity to the expected capacity if
you remove the virtual machines from the target object.

What to do next

If you have more than one scenario, you can combine or compare the scenario outcomes. You can export the
scenario results to an Adobe PDF or CSV file to save the information.
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Combine the Results of What-If Scenarios
You can combine the results of all what-if scenarios to assess their cumulate effect on your environment.

The list of scenarios that you created appears in the What-If Scenarios pane under the Legend pane.

Prerequisites

In vCenter Operations Manager, verify that the Views tab under the Planning tab is open.

Verify that you have created at least two what-if scenarios.

Procedure

1 In the What-If Scenarios pane, select Combine from the drop-down menu.

The combined values for all what-if scenarios appear as dotted lines in the Forecasted area of the view.

2 To view aggregate scenario values in tabular form, click the Table link.

What to do next

You can compare the results of different what-if scenarios to determine the best course of action.

Compare the Results of What-If Scenarios
You can compare a scenario result to the actual capacity of your environment and to other scenario results
and determine the best course of action.

The list of scenarios that you created appears in the What-If Scenarios pane under the Legend pane.

Prerequisites

In vCenter Operations Manager, verify that the Views tab under the Planning tab is open.

Procedure

1 In the What-If Scenarios pane, select Compare from the drop-down menu.

Existing data and scenario data appear in different line styles in the Forecasted area of the view.

2 (Optional) To view scenario results in tabular form, click the Table link.

The table view contains separate columns to show the effect of the simulated change.

What to do next

You can combine scenario results to assess the cumulative effect of all scenarios.

Delete a Scenario from the What-If Scenarios List
You can remove scenarios in the What-If Scenarios pane if you do not need them.

The list of scenarios that you created appears in the What-If Scenarios pane under the Legend pane.

When you finish examining a what-if scenario, you can delete it.

Prerequisites

In vCenter Operations Manager, verify that the Views tab under the Planning tab is open.

Procedure

1 To delete a what-if scenario, click the X icon to the right of the scenario name.

A confirmation dialog box opens.
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2 Click Yes to confirm the deletion and return to the Views tab.

vCenter Operations Manager refreshes the view in the Details pane to remove the data from the scenario.
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Working with Faults and Alerts 6
vCenter Operations Manager generates alerts when events occur on the monitored objects, when data
analysis indicates deviations from normal metric values, or when a problem occurs with one of the
vCenter Operations Manager components. Events that the vCenter Server publishes are the main source for
faults.

This chapter includes the following topics:

n “Events that Generate Faults,” on page 65

n “Monitoring Alerts in vCenter Operations Manager,” on page 66

Events that Generate Faults
Problem events and problem remediation events generate faults.

Events that the vCenter Server publishes are the main source for faults. These events might originate in the
vCenter Server itself, or ESX servers might generate them and the vCenter Server publishes them externally.
Only a subset of vCenter events are considered as important for fault generation.

Faults are collected by the vCenter adapter for vCenter Operations Manager. During normal operation, fault
events are collected every 5 minutes by the vCenter adapter.

If the Faults badge of an object has a high score, you can use the information from the Details tab to
troubleshoot and resolve the faults. For information about a particular fault for an object, see the help topic
for the fault event on that type of object.

Problem Events
Problem events indicate the occurrence of a fault scenario. vCenter Operations Manager computes a fault
badge score and creates an alert for the problem event. The greater the severity of the problem, the higher
the fault badge score that is computed. An example of this type of event is Host Connectivity Lost, which
occurs on a host object. This event indicates that the vCenter Server cannot communicate to the host. More
than one event might result from the same problem or type of fault.

Remediation or Clear Events
Remediation, or clear, events communicate resolution of a problem. Upon receiving a remediation or clear
event, vCenter Operations Manager resets the fault score and clears or cancels the associated alert. An
example of this type of event is Connected to Host, Connected to Host, which indicates that communication
between the vCenter Server and the host is active again.
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Device-Specific Faults
Faults occur on a resource, but at times can represent a problem that is more specific. For example, a
vSphere host can lose network connectivity, but the problem is also specific to a NIC within the host.
Another example is when a vSphere host loses connectivity to a storage device. The fault manifests itself on
the host, but it is also specific to the storage device to which the connectivity was lost.

These types of device-specific faults are a subcategory of problem events. Device-specific faults exhibit a
unique behavior. A fault alert of this type consists of all devices exhibiting the problem. This list of devices
changes dynamically, based on devices entering and leaving the problem state. The fault state is restored
when no devices exhibit a problem. This behavior ensures that the fault on a resource is cleared only if all
traces of the problem are resolved completely.

For example, consider a host with two physical NICs, A and B. Network connectivity on NIC A is lost.
vCenter Operations Manager creates a fault with NIC A listed as an affected device. If NIC B encounters the
same problem, it is added to the device list on the already created fault. Whenever NIC A or NIC B have a
restored connection, they are removed from the fault, and the fault is cleared after both NICs are connected.

The behavior of device-specific faults is completely different from that of alarms in vCenter Server. vCenter
alarms are agnostic to devices and are generic. They are created and cleared regardless of which devices
have a problem. This vCenter Server alarm behavior can lead to discrepancies between vCenter alarms and
vCenter Operations Manager faults.

Monitoring Alerts in vCenter Operations Manager
The alerts workflow in a vCenter Operations Manager virtual environment involves identifying alerts to
respond to, maintaining alerts, and identifying alert trends.

Alerts in vCenter Operations Manager are available for all of the minor badges. Alert messages provide an
alternate path to identify and resolve issues.

What Is an Alert in vCenter Operations Manager
vCenter Operations Manager generates alerts when events occur on the monitored objects, when data
analysis indicates deviations from normal metric values, or when a problem occurs with one of the
vCenter Operations Manager components.

The Alert Volume Chart
The Alert Volume chart is a graphical representation of the number of alerts that were activated during the
last 7 days. The color coding in the graph represents the level of criticality of alerts.

Alert Icon Description

Critical alert. You must act immediately.

Immediate alert. Act as soon as possible.

Warning alert. Check the condition of the selected object.

Information alert.

The Alert Volume chart helps you visually assess what is the overall volume of alerts triggered in your
environment, what is the ratio between alerts of different criticality, and what criticality level prevails in
your environment.
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Types of Alerts
vCenter Operations Manager generates several types of alerts. Double-click alerts in the list to view the alert
details.

Badge Score Alerts Badge score alerts are triggered when a badge changes its color. Badge colors
change based on the hard thresholds that you set in the Configuration dialog
box. Alerts can be triggered for the Workflow, Anomalies, Time Remaining,
Capacity Remaining, Stress, Waste, and Density badges. You can select
which badges activate alerts in the Configuration dialog box.

NOTE   You cannot cancel badge score alerts.

Fault Alerts The color of the Faults badge changes based on the number of events that
occurred in the virtual infrastructure that you monitor.
vCenter Operations Manager does not weigh the importance of events, and
the Faults badge color might remain unchanged if a single event occurs. As a
result, you might miss an isolated, but critical fault event that occurred on
the vCenter Server. Therefore, fault alerts are triggered when an individual
event occurs and are not related to the color of the Faults badge. You can
enable and disable fault alerts in the Configuration dialog box.

NOTE   Only fault alerts can be cancelled in vCenter Operations Manager.

Administrative Alerts
Administrative alerts  are displayed only when the World object is
selected in the navigation tree. Administrative alerts are related to problems
on the vCenter Operations Manager system and virtual environment and do
not affect monitored objects, but affect the proper operation and data
collection of the application.

Administrative alerts can be two types: system and environment. If any
administrative alerts are present, a purple notification icon appears in the
vertical alert pane on the far right. If the number of administrative alerts is
zero, the icon is not present. The following table lists the alert icons.

Alert Icon
Administrative Alert
Type Description

Notification One or more administrative alerts has
occurred.

System alert A component of the
vCenter Operations Manager application has
failed.

Environment alert vCenter Operations Manager has stopped
receiving data from one or more resources.
This might indicate a problem with the
resource or the network infrastructure.

NOTE   You cannot cancel administrative alerts.
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External Alert Notifications
An administrator can configure vCenter Operations Manager to send email and SNMP notifications when
an alert triggers. SMTP and SNMP notifications are set on the vCenter Operations Manager Administration
Web page. The URL format is https://VM-IP/admin/, where VM-IP is the IP address or fully qualified host
name of the UI VM virtual machine that is part of the vCenter Operations Manager virtual appliance.

Filter Alerts to Identify Notifications
Filter the alerts in your virtual environment to easily identify notifications by time, severity, and duration.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Alerts tab to view a list of active alerts.

3 In the Alerts list, filter the alerts by columns or select an alert icon.

Option Action

To view the most critical alerts that
need immediate attention.

Select the Criticality column.

To filter badge alerts in the object. Select the Type column.

To filter sub-badge alerts in the
object.

Select the Sub-Type column.

To view the most recent alerts in
the object.

Select the Start Time column.

To filter the duration of the alert to
identify the alerts that the
administrator has not attended to.

Select the Duration column.

To view the Administrative alerts in
the object.

Select the Administrative Alert icon.

To view the System alerts in the
object.

Select the System icon.

To view the Environment alerts in
the object.

Select the Environment icon.

 

What to do next

To investigate the possible causes of an alert, double-click the alert for details.

Identify Capacity-Related Alerts
Capacity-related alerts might be triggered because of resources running out of capacity, stressed virtual
machines, or resources wasting memory.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Alerts tab to view a list of active alerts.
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3 In the Alerts list, filter the list by the Capacity Remaining badge to view alerts that address capacity.

When you double-click an alert, vCenter Operations Manager opens a pop-up window displaying the
alert details.

What to do next

To find aggregate information for used and total capacity and capacity trends, click the Views tab under the
Planning tab and select the Capacity badge.

Identify the Overall Trend of Alert Types
You can use the overall trend of alert types to identify the number of critical alerts over a period of time.

Prerequisites

Verify that you are logged in to a vSphere Client and that vCenter Operations Manager is open.

Procedure

1 In the inventory pane, select the object that you want to inspect.

2 Click the Alerts tab to view a list of active alerts.

3 To view the alert distribution across the last seven days, check the Alert Volume graph.

A trend in alerts typically indicates a problem to investigate. Over time, you might also want to
customize alert settings, which will be reflected in the trend display.

Maintaining vCenter Operations Manager Alerts
Maintaining alerts in the vCenter Operations Manager environment requires administrative privileges.

After identifying an alert from the Alerts list, administrators can take and release ownership of the alert,
suspend, suppress, or cancel an alert.

n Take Ownership of an Alert on page 70
Users can take ownership of alerts in the Alerts list.

n Release Ownership of an Alert on page 70
If you are no longer responsible for an alert or want to let other users take ownership of that alert, you
must release the ownership.

n Suppress an Alert on page 70
You can hide an alert from the Alerts list for a specific number of days.

n Suspend an Alert on page 71
You can hide an alert from the Alerts list for a specific number of minutes.

n Cancel a Fault Alert on page 72
You can deactivate fault alerts if they are no longer valid.

n Cancel a Compliance Alert on page 72
You can cancel compliance alerts if you want to acknowledge or ignore a compliance score until the
issue is resolved and you run the mappings in vCenter Configuration Manager.
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Take Ownership of an Alert
Users can take ownership of alerts in the Alerts list.

Owning an alert means that you are responsible for taking the necessary remediation actions, and prevents
other users from suspending or suppressing the alert. This can reduce overlapping efforts when multiple
operators manage alerts. The user names of alert owners appear in the User Name column of the Alerts list.

IMPORTANT   Only owners can suspend or suppress the alerts they own.

Prerequisites

Verify that you are logged in to a vSphere Client, and vCenter Operations Manager is open.

Procedure

1 Click the Alerts tab.

2 In the Alerts list, click the alert you want to own.

3 (Optional) To select multiple alerts in the list, press the Shift or Control key and click to select the alerts.

4
Click the Take Ownership button .

5 Click Yes to confirm.

The alert appears as Assigned in the Control State column of the alert list.

Release Ownership of an Alert
If you are no longer responsible for an alert or want to let other users take ownership of that alert, you must
release the ownership.

Prerequisites

Verify that you are logged in to a vSphere Client, and vCenter Operations Manager is open.

Procedure

1 Click the Alerts tab.

2 In the Alerts list, click one of the alerts that you own.

3 (Optional) To select multiple alerts in the list, press the Shift or Control key and click to select the alerts.

4
Click the Release Ownership button .

5 Click Yes to confirm.

Your user name is removed from the User Name column of the Alerts list.

Suppress an Alert
You can hide an alert from the Alerts list for a specific number of days.

When you suppress an alert, you take ownership of this alert.

NOTE   You cannot suppress an alert owned by another user.
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Prerequisites

Verify that you are logged in to a vSphere Client, and vCenter Operations Manager is open.

NOTE   You do not need administrative privileges to suppress or suspend alerts.

Procedure

1 Click the Alerts tab.

2 In the Alerts list, click the alert you want to suppress.

3 (Optional) To select multiple alerts in the list, press the Shift or Control key and click to select the alerts.

4
Click the Suppress button .

5 In the Confirm dialog box, type the number of days to suppress the alert for, and click OK.

By default, vCenter Operations Manager hides suppressed and suspended alerts from the Alerts list for the
period you specified. You can use the filters in the Control State column header to show or hide suppressed
and suspended alerts.

If the problem still exists when the period you specified expires, vCenter Operations Manager reactivates
the alert and the alert appears in the Alerts list. Your user name remains assigned as the alert owner.

Suspend an Alert
You can hide an alert from the Alerts list for a specific number of minutes.

When you suspend an alert, you take ownership of the alert.

NOTE   You can suspend only alerts that are not owned by another user.

Prerequisites

Verify that you are logged in to a vSphere Client, and vCenter Operations Manager is open.

NOTE   You do not need administrative privileges to suppress or suspend alerts.

Procedure

1 Click the Alerts tab.

2 In the Alerts list, click the alert you want to suspend.

3 (Optional) To select multiple alerts in the list, press the Shift or Control key and click to select the alerts.

4
Click the Suspend button .

5 In the Confirm dialog box, type the number of minutes to suspend the alert for, and click OK.

By default, vCenter Operations Manager hides suppressed and suspended alerts from the Alerts list for the
period you specified. You can use the filters in the Control State column header to show or hide suppressed
and suspended alerts.

If the problem still exists when the period you specified expires, vCenter Operations Manager reactivates
the alert and the alert appears in the Alerts list. Your user name remains assigned as the alert owner.
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Cancel a Fault Alert
You can deactivate fault alerts if they are no longer valid.

Fault alerts are triggered by events that are retrieved from the vCenter Server. All the fault events that
appear in vCenter Operations Manager have associated remediation events that will clear the fault badge
score and the associated alert. To deactivate a fault alert, vCenter Operations Manager must receive a
remediation notification when the problem on the vCenter Server is resolved. If
vCenter Operations Manager does not receive such an event, the fault alert remains active.

Because faults contribute to the Health badge score, active fault alerts degrade the health score even if the
problems that triggered them are solved. Although relatively rare, there can be scenarios where the ESXi
host or vCenter Server fails to generate or publish the remediation event, causing the fault score to remain
high and the alert to remain active after the problem causing the fault has been resolved. Therefore, you
might need to deactivate outdated fault alerts manually.

NOTE   Only fault alerts can be cancelled in vCenter Operations Manager. You cannot cancel badge score
alerts nor administrative alerts.

Fault alerts cannot be cancelled on custom groups. Instead, you must correct any problems causing the fault
on each individual group member. Cancelling alerts on group members will also clear the group-level alert.

Prerequisites

Verify that you are logged in to a vSphere Client, and vCenter Operations Manager is open.

NOTE   You do not need administrative privileges to cancel fault alerts.

Procedure

1 Click the Alerts tab.

2 In the Alerts list, click the fault alert that you want to deactivate.

You can press the Shift or Control key while you click to select multiple fault alerts in the list.

3 Click the Cancel Fault Alert button .

4 Click Yes to confirm.

Canceling a fault manually has the same effect as a remediation event.The canceled fault alert is removed
from the Alerts list and vCenter Operations Manager updates the Fault badge score and the Health Score.

NOTE   Badge scores are not refreshed in real time. These values are refreshed on each data collection cycle.
The data collection interval is five minutes by default.

Cancel a Compliance Alert
You can cancel compliance alerts if you want to acknowledge or ignore a compliance score until the issue is
resolved and you run the mappings in vCenter Configuration Manager.

Canceling a compliance alert sets the Compliance badge score to 100. The score remains 100 until new scores
are pulled from VCM.

Compliance alerts cannot be cancelled on custom groups. Instead, you must act on any problem causing the
alert for each affected group member. Canceling alerts on group members will also clear the group-level
alert.

Procedure

1 In the inventory panel, select a vCenter Server, datacenter, cluster, host, or virtual machine object.
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2 Click the Alerts tab.

3 In the Alerts list, click the compliance alert you are canceling.

You can press the Shift or Control key while you click to select multiple compliance alerts in the list.

4 Click the Cancel Fault or Compliance Alert button.

5 Click Yes to confirm.

The canceled compliance alert is removed from the Alerts list and vCenter Operations Manager updates the
Compliance badge score and the Risk score.

What to do next

Resolve the noncompliant rules for the virtual object. See “Resolve Non-Compliant Rules for Compliance
Templates,” on page 32.
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Working with Groups 7
Groups allow you to create your own containers for objects in your environment.

vCenter Operations Manager has several fixed container objects that are defined mainly by the adapters
used. These containers include the World group, vCenter Server objects, Datacenter objects, ESX and Cluster
objects, and Datastore objects that appear in the inventory view. Fixed containers follow the structure of
your virtual environment. You cannot control the objects that are included in these containers.

To define your own containers to group monitored objects depending on the logical organization of your
environment, you can use groups.

Metrics and Badges for Groups
The approach that vCenter Operations Manager applies for calculating metrics and badge values for groups
differs from the approach that is applied for calculating metrics for fixed container objects. The metrics on a
fixed container object use data about the object itself and are computed using prescriptive formulas that can
be arbitrarily complex. Metrics on a group are about the child objects that the group contains, and are
simply rolled up from them.

Types of Groups
Adapter-Managed
Groups

In these groups, group membership is managed by the adapters that are
installed on the vCenter Operations Manager system. For example, the
vCenter Server adapter creates groups like datastore, host, network, and so
on, which correspond to container objects in the vSphere inventory. Some
folder groups created by the vCenter Server adapter might appear empty if
the objects that they contain are not supported as first class objects in
vCenter Operations Manager.

NOTE   You cannot modify adapter-based groups from the user interface.

Rule-Managed Groups In these groups, group membership is based on the rules that you define
while you create or update a group. You create these groups by selecting
Dynamic membership type in the New Group wizard, and can update them
in the Edit Group dialog box.

Manually Managed
Groups

In these groups, you select group members one by one from the inventory.
You create these groups by selecting Manual membership type in the New
Group wizard, and can edit them in the Edit Group wizard.
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Each group must be assigned a group type. Group types are categories that you define to help organize the
groups that you create. You use the Configuration dialog box to create group types.

NOTE   All operations on a group are based on the current members of the group. You cannot go back in time
and run operations based on the group members at that point in the past.

This chapter includes the following topics:

n “Create a Group Type,” on page 76

n “Edit a Group Type,” on page 76

n “Delete a Group Type,” on page 77

n “Create a Group,” on page 77

n “Managing Groups,” on page 81

n “Application Custom Group,” on page 84

Create a Group Type
As part of the groups creation process, you must select a group type from a list of predefined types.

By creating a group type, you create a new category in the groups inventory. Group types help you organize
the groups that you create.

vCenter Operations Manager provides a set of pre-defined group types for you to use. The available types
are: Location, Environment, Department, Function, Service Level Objective, and Security Zone.

Procedure

1 Click the Configuration link at the upper right of the vCenter Operations Manager interface.

2 In the Configuration dialog box, click Manage Group Types.

3 Click the Add Group Type icon .

4 Enter a name for the group type and click OK.

The new group type appears in the list.

5 Click Done to close the Configuration dialog box.

A new object named after the group type appears in the groups inventory tree.

Edit a Group Type
Edit a group type to change its name.

A group type is a named category used to help organize custom groups of objects that you create. You can
edit group types that you or other users create, and you can edit group types that are currently assigned to
groups.

You cannot edit group types created by vCenter Operations Manager adapters. These group types are: VCM
Machine Groups (created by the VCM adapter), Application (created by the Infrastructure Navigator
adapter, and Folder (created by the vCenter adapter).

Procedure

1 Click the Configuration link at the upper right of the window.

2 In the Configuration dialog box, click Manage Group Types.
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3 Select the group type you want to edit.

The group type must be managed by a user.

4 Click the Edit icon  at the top of the dialog box.

5 In the text box that displays the Group Type name, make changes.

6 Click OK to confirm the editing change.

Delete a Group Type
Delete a group type when you decide to no longer use it to organize groups in your inventory.

A group type is a named category used to help organize custom groups of objects that you create. You can
delete group types that you or other users create.

NOTE   If you delete a group type that is assigned to a custom group, that group will be deleted as well.

You cannot edit group types created by vCenter Operations Manager adapters. These group types are: VCM
Machine Groups (created by the VCM adapter), Application (created by the Infrastructure Navigator
adapter, and Folder (created by the vCenter adapter).

Procedure

1 Click the Configuration link at the upper right of the window.

2 In the Configuration dialog box, click Manage Group Types.

3 Select the group type you want to delete.

The group type must be managed by a user.

4 Click the Delete icon  at the top of the dialog box.

A warning dialog box appears, asking you to confirm the permanent deletion. If the group type is
assigned to any custom groups, you are warned that the group type and its custom groups will be
deleted.

5 Click OK to confirm the deletion.

Create a Group
You create groups to monitor batches of objects that belong to different generic containers.

Grouping objects in custom containers allows you to view aggregated data for these objects, regardless of
their location in the inventory.

You must have a vCenter Operations Manager admin or vCenter Server Administrator role, or vCenter
Operations Manager Admin permission assigned to your user name on the vCenter Server level in order to
create or edit groups.

Procedure

1 Specify the Basic Parameters of the New Group on page 78
When you create a new group, you must specify the basic details of the group.

2 Define Group Members on page 79
You can populate groups either automatically based on rules or manually.

3 Review Your Settings and Create the Group on page 81
Before you add a group to the groups list, you must verify that all group members appear as expected,
and that the group settings are correct.
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Specify the Basic Parameters of the New Group
When you create a new group, you must specify the basic details of the group.

Prerequisites

If not group types exist, you must define at least one group type before you can create a group. See “Create
a Group Type,” on page 76.

Procedure

1 From the Actions drop-down menu, select Create new group.

2 On the Edit group details page of the New Group wizard, fill in the basic parameters of the group.

Option Description

Name Type a name for the new group.

Description Optionally, type a description for the group.

Type Select the group type from the drop-down menu. You create group types
before you create groups.

Policy Select the policy to apply to group members.
n Inherit policy from parent - if the group that you create is nested

under another group, you can select this option to propagate the
policy assigned to the parent group to the nested group.

n Default policy - You can select this option to use the default policy
that is set in the Configuration dialog box.
NOTE   Default policy is the policy that you have decided to apply to
monitored objects by default.

n All custom policies that you created appear as separate entries in the
Policy drop-down menu. You can select the one to apply to the new
group.

NOTE   If an object belongs to several groups that have different policies
assigned, the policy with the highest priority applies to this object. The
priority of policies is determined by their position in the list of policies.
You can find the list of policies on the Manage Policies page of the
Configuration dialog box.

Membership Type Select the way group members are added to the group.
n Dynamic - members are added to the group based on the rules that

you specify on the following pages of the New Group wizard. Select
this option to create a rule-based group.
NOTE   This option must be selected if you want to create lists of objects
to exclude from the group.

n Manual - you select group members manually, from the inventory
tree. No rules are applied to the group, and you update group
members manually. Select this option to create a manually managed
group.

Automatically keep the membership
up to date

This option is available only for rule-based groups, if you selected
Dynamic membership type.
n Select the option if you want vCenter Operations Manager to run

periodically a search query to find objects that match the group
membership rules, and update the list of group members according to
search results.

n Do not select this option if, after the initial creation and population of
the group, you want group members to be added or deleted only
when you select the Update members option from the Actions drop-
down menu.

 
3 Click Next.
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What to do next

Set the rules that determine which objects belong to the group or select these objects manually.

Define Group Members
You can populate groups either automatically based on rules or manually.

The mechanism for adding group members depends on the option that you select from the Membership
Type drop-down menu on the Edit group details page.

Table 7‑1.  Defining Group Members Depending on the Membership Type

Membership Type Procedure to Follow

Dynamic Define Group Membership Criteria

Manual Select Group Members Manually

Define the Rules for Group Membership
You create rules to define which objects belong to a group. Based on these rules,
vCenter Operations Manager adds or removes group members.

You define the rules for group membership in the New Group wizard. You can modify the rules that you
created for a group in the Edit Group dialog box.

Each criterion defines a set of objects that needs to be considered for group membership. The format of all
criteria is Scope:Property:Condition:Value.

A group of criteria is called a rule set. You add new criteria to the rule set by using the Add a new criteria
button. The logical operator between criteria in a rule set is AND.

A rule group contains two or more rule sets. You add rule sets by using the Add a new rule set button. The
logical operator between rule groups is OR.

Prerequisites

Verify that Dynamic membership type is selected on the Edit group details page of the New Group wizard.

Procedure

1 On the Define membership page, use the drop-down menus to create the rules that determine which
objects belong to the group.

The logical operation between criteria in a rule is AND. The logical operation between rule sets is OR.

NOTE   The custom group criteria use the last stored value from the vCenter Operations Manager
database. For example, the last recorded state of virtual machines from a host is powered-on. The host
is disconnected from the vCenter Server and all virtual machines on the host were powered off. If you
create a group that must contain only powered-on virtual machines, the powered-off machines from the
disconnected host are added as group members because their last known state is powered-on.

2 (Optional) Create lists of exceptions to the rules.

You can select the objects to include and objects to exclude from the group despite the rules that you
defined.

3 (Optional) To view the list of objects that match the membership rules that you defined, click Preview.

4 Click Next.

What to do next

You can review the settings for the new group.
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Create Whitelists and Blacklists for Group Members

Optionally, you can control whether specific objects are included in or excluded from your group,
irrespective of the membership rules that you set.

You list the objects that are exceptions to the rules that you specified while you create a rule-based group on
the Define membership page of the New Group wizard.

You can modify these lists later, by using the Edit Group dialog box.

NOTE   These settings override the membership criteria and rules that you have defined.

Prerequisites

Verify that Dynamic membership type is selected on the Edit group details page of the New Group wizard.
You can create lists of object to include or exclude only for groups with dynamic membership type enabled.

Procedure

1 To permanently include objects in the group, select the check boxes of the objects in the navigation tree,
and click Add on the left of the Objects to Include list.

You can use the search text box to locate objects in the inventory.

You can use the drop-down options of the Add button to add only the selected object, or the selected
object and its child objects.

2 To permanently exclude specific objects from the group, select the check boxes of the objects in the
navigation tree, and click Add on the left of the Objects to Exclude list.

You can use the search text box to locate objects in the inventory.

You can use the drop-down options of the Add button to add only the selected object, or the selected
object and its child objects.

3 Click Next.

What to do next

You can review the settings for the new group.

Select Group Members Manually
You can add objects objects from the inventory to a group.

You select the group members in the New Group wizard. You can add or delete group members in the Edit
Group dialog box.

Prerequisites

Manual membership type must be selected on the Edit group details page of the New Group wizard.

Procedure

1 On the Define membership page, select the view for inventory objects.

Option Description

Hosts and Clusters Click to view the entire inventory tree and select from vCenter Server
objects to individual virtual machines.

Groups Click to nest groups within the group that you create.
NOTE   You cannot nest adapter-managed groups.

Datastores Click to limit the view to vCenter Server objects, Datacenters, and
Datastores.
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2 Select the check boxes in front of the objects that you want to add to the group, and click Add.

If you select groups, these groups will be nested in the new group that you create.

3 Click Next.

Example: Nesting Groups in groups

Assume that you have created a group that is called group1, and you want to nest group1 in a new group,
called new group.

1 From the Actions drop-down menu, select Create new group.

2 On the Edit group detail page of the New Group wizard, type new group in the Name text box.

3 From the Membership Type drop-down menu, select Manual, and click Next.

4 On the Define Membership page, click the Groups icon.

5 In the inventory, select group1, and click Add.

6 Click Next and Finish to close the New Group wizard.

What to do next

You can review the settings for the new group.

Review Your Settings and Create the Group
Before you add a group to the groups list, you must verify that all group members appear as expected, and
that the group settings are correct.

Procedure

u On the Review settings page of the New Group wizard, verify that all group members are displayed
correctly and click Finish.

The group that you created appears in the groups navigation tree, under the group type that you selected
during the configuration.

What to do next

You can view aggregated metrics for the objects that belong to the group.

Managing Groups
You can add groups, modify their settings, apply policies, and delete groups from the groups inventory
view.

The options for managing a group appear in the Actions drop-down menu on the upper right when a group
is selected in the groups inventory view.

n Modify a Group on page 82
You can change the settings that you applied to a group to add or remove members that are included
in the group, or to change how vCenter Operations Manager updates group members.

n Clone an Existing Group on page 83
To save time for creating groups with similar settings, you can clone existing groups, and modify part
of their parameters to create new groups.

n Delete a Group on page 84
If you no longer need a group that you created, you can remove it from the list of groups.
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Modify a Group
You can change the settings that you applied to a group to add or remove members that are included in the
group, or to change how vCenter Operations Manager updates group members.

Prerequisites

You must have a vCenter Operations Manager admin or vCenter Server Administrator role, or vCenter
Operations Manager Admin permission assigned to your user name on the vCenter Server level in order to
create or edit groups.

Procedure

1 In the groups inventory view, select the group that you want to edit.

2 From the Actions drop-down menu, select Edit group.

3 From the navigation pane on the left, select the set of options that you want to modify.

Option Description

Edit group details On this page of the Edit Group dialog box, you can change the following
parameters.
n Group name
n Group description
n Policy that is applied to group members
NOTE   You cannot change the group type.

Define membership On this page of the Edit Group dialog box, you can change the following
parameters.
n Group membership type
n Membership criteria and rules for rule-based groups
n Automatic updates of group members for rule-based groups
n Group members for manually managed groups
n Objects to include in the group. Applies to manually defined groups

 
4 To apply the changes, click OK or select another page from the navigation pane of the Edit Group

dialog box.

Change the Group Membership Type of an Existing Group
The group membership type determines how a group is populated. You can select a different membership
type if you want to change how group is populated.

Prerequisites

Verify that you understand the difference between dynamic, or rule-based, and manual group membership
type. See Chapter 7, “Working with Groups,” on page 75.

Procedure

1 Click the groups icon  to navigate to the groups view.

2 In the groups inventory view, click the group that you want to modify.

3 From the Actions drop-down menu, select Edit group.
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4 Change the group membership type.

Option Description

Make a manual group dynamic a On the Define membership page of the Edit Group dialog box, select
the Advanced settings check box.

b Click OK to confirm.

All group members are added to the Objects to always include list.
You can create the rules for dynamic addition of group members.

Make a dynamic group manual a On the Define membership page of the Edit Group dialog box,
deselect the Advanced settings check box.

b Click OK to confirm.

All current group members and objects from the whitelist are moved
to the group members list. The objects from the blacklist are not saved.

 
5 To apply the changes, click OK or select another page from the navigation pane of the Edit Group

dialog box.

Change How vCenter Operations Manager Updates Group Members
For rule-based groups, you can switch between manual or automatic updating of group members.

Prerequisites

Verify that the group that you want to modify is rule-based. See Chapter 7, “Working with Groups,” on
page 75.

Procedure

1 Click the groups icon  to navigate to the groups view.

2 In the groups inventory view, click the group that you want to modify.

3 From the Actions drop-down menu, select Edit group.

4 In the navigation pane of the Edit Group dialog box, select Define Membership.

5 Select or deselect the Automatically keep the membership up to date option.

Option Description

Option selected vCenter Operations Manager periodically runs a search query to find
objects that match the group membership rules, and updates the list of
group members according to search results.

Option not selected vCenter Operations Manager adds or deletes group members only when
you select the Update members option from the Actions drop-down
menu.

 
6 To apply the changes, click OK or select another page from the navigation pane of the Edit Group

dialog box.

Clone an Existing Group
To save time for creating groups with similar settings, you can clone existing groups, and modify part of
their parameters to create new groups.

NOTE   You cannot clone adapter-managed groups.
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Prerequisites

You must have a vCenter Operations Manager admin or vCenter Server Administrator role, or vCenter
Operations Manager Admin permission assigned to your user name on the vCenter Server level in order to
create or edit groups.

Verify that you have created at least one group.

Procedure

1 In the groups inventory view, select the group that you want to clone.

2 From the Actions drop-down menu, select Clone group.

3 Type a new name for the cloned group.

NOTE   The names of cloned groups cannot duplicate the names of other groups in your environment.

4 Use the Next button to navigate to the set of options that you want to modify.

Option Description

Edit group details On this page of the Clone Group dialog box, you can change the following
parameters.
n Group type
n Group description
n Group membership type
n Automatic updates of group members for rule-based groups
n Policy that is applied to group members

Define membership On this page of the Clone Group dialog box, you can change the following
parameters.
n Membership criteria and rules for rule-based groups
n Group members for manually managed groups
n Objects to include in the group. Applies to manually defined groups

 
5 To apply the changes, click Next or Finish.

Delete a Group
If you no longer need a group that you created, you can remove it from the list of groups.

Procedure

1 In the groups inventory view, click the group that you want to delete.

2 From the Actions drop-down menu, select Delete group, and click Yes to confirm the deletion.

Application Custom Group
vCenter Infrastructure Navigator discovers a set of virtual machines that are correlated as a platform for a
multi-tier application by using a user configured application template or static applications, and publishes
this information.

If you integrate Infrastructure Navigator 2.0 with vCenter Operations Manager,
vCenter Operations Manager queries and processes this application related information and reports this
application correlated group of virtual machines as an adapter-defined application custom group. You can
monitor the discovered application custom group as a vCenter Operations Manager object.

Two types of Infrastructure Navigator data are published.
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Type Description

Application Definition Describes an application definition. For example, name and description.

Application Describes an application instance and its member entities.

You can also manually create a custom group based on a selected application. For example, you can specify
an application, Tomcat, and then create a custom group with a group of virtual machines all running
Tomcat. For more information, see “Create a Group,” on page 77.

View Entities of an Application Custom Group
After the integration of Infrastructure Navigator 2.0, application custom group related information is
queried, processed, and displayed in the vCenter Operations Manager user interface.

Procedure

1 Click the Groups tab.

The discovered application custom group is listed under the Application folder.

2 Select the application custom group for which you want to view the entity information.

3 Click the Members tab under the Environment tab.

The Members tab displays the member entities of the discovered application custom group.
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Set How Data Appears in
vCenter Operations Manager 8

An administrator can modify the way vCenter Operations Manager analyzes and presents data in the
dashboard, in different views, and reports.

All settings in the Configuration window are optional, and allow you to adapt the appearance and operation
of vCenter Operations Manager to your environment and preferences.

NOTE   The settings that are available to you depend on the license that you have.

Initial Setup After you install and configure vCenter Operations Manager and before you
work with the application, review the default policy settings with other
users. Decide whether to begin work using the default policy settings or to
modify them. The default policy is applied to all objects and newly created
groups by default. You can change the policy associated with a certain group
by using the Configurations dialog box. Most changes are noticeable
immediately.

Applying Custom
Settings

An administrator can modify any policy in vCenter Operations Manager at
any time. The changes that the administrator applies affect all users.
Therefore, the administrator must notify the users who are working with
vCenter Operations Manager about any new settings that are applied to the
policies.

CAUTION   Be sure you understand how data is affected before you modify the
default policy settings.

Always change the settings at the end of a performance period. For example,
if you change the settings for calculating average usage in the middle of the
collection period, partial data for that period is based on the old settings and
the remainder of the data is based on the new settings. The discrepancy
might be difficult to reconcile.

You can view a summary of settings that affect calculations for the currently
selected view in the View Information pane of the Views tab under
Planning. You can change the settings as you work with a selected view. For
example, if you know that your disk I/O will behave differently from its
usual pattern for a week and this might affect the views, you can change the
settings in the Configuration dialog box to turn off the resource.

Ordering Policies in the
Configuration Dialog
Box

The order in which policies appear in the Manage Policies pane of the
Configuration dialog box determines their priority. The higher a policy is in
the list, the higher its priority.
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The priority of policies is important for objects that belong to more that one
group. If an object belongs to two or more groups and different policies are
assigned to each group, the object is associated with the policy that has the
highest priority.

This chapter includes the following topics:

n “Create a New Policy,” on page 88

n “Modify an Existing Policy,” on page 109

n “Modify Summary, Views, and Reports Settings,” on page 110

Create a New Policy
You create policies to define a set of rules for vCenter Operations Manager to apply when analyzing and
presenting data in the user interface.

Associating Policies
with Groups

You can associate policies to specific groups.

NOTE   You can associate only one policy per group, while one policy can be
associated with many groups.

You can associate a policy with a group while you create or edit groups, and
while you create or modify policies.

While creating or modifying a group, you can select the policy that you want
to associate with the group from a list of already defined policies.

While creating or modifying a policy, you can select the groups that you
want to associate with the policy.

The Default Policy The Default policy is the policy that is associated with all groups for which
no other policy is selected.

If you have modified the Default policy, but want to revert to the original
policy settings, open the Default policy for editing and go to section 1a
General. From the Clone from drop down menu, select Original Defaults.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

n Set the General Parameters of a Policy on page 89
To distinguish a policy from other policies in the list, you must specify a name and provide a
comprehensive description of the policy.

n Associate a Policy with One or More Groups on page 90
You can determine what policies are applied to groups in vCenter Operations Manager.

n Customize Badge Thresholds for Infrastructure Objects on page 91
You can modify the default badge threshold levels for virtual infrastructure objects so that your own
ranges appear in the vCenter Operations Manager interface.

n Customize Badge Thresholds for Virtual Machine Objects on page 92
You can modify the default badge threshold levels for virtual machines so that your own ranges
appear in the vCenter Operations Manager interface.
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n Customize the Badge Thresholds for Groups on page 95
You can modify the default badge threshold levels for groups so that your own ranges appear in the
vCenter Operations Manager interface.

n Modify Capacity and Time Remaining Settings on page 96
Select whether to use stress to account for spikes and peaks, specify the bases for Capacity and Time
Remaining, and, select Demand and Allocation models for compute resources.

n Modify Usable Capacity Settings on page 98
If you activate the use of usable capacity, you can modify usable capacity settings to specify High
Availability, calculation, and buffer rules.

n Modify Usage Calculation Settings on page 99
Specify the number of hours during the work week over which average capacity usage is calculated,
and identify peak hours or spikes by excluding data that falls into a regular pattern. If the allocation
model is enabled, set the target ratios for CPU, Memory, and Disk Space.

n Modify the Criteria for Powered-Off and Idle Virtual Machine State on page 100
You can specify the amount of time after which the virtual machine is classified as powered-off or idle,
and select the threshold used to detect idle status for virtual machines.

n Modify the Criteria for Oversized and Undersized Virtual Machines on page 102
You can select the level of activity that constitutes an oversized or undersized virtual machine.

n Modify the Criteria for Underused and Stressed Capacity on page 103
Underused and stressed capacity settings help you identify the load on clusters and hosts before you
deploy virtual machines.

n Select Which Badges Generate Alerts on page 106
You can select the badges for which you want alerts to appear on the Alerts tab in
vCenter Operations Manager.

n Modify Trend and Forecast Analysis Settings on page 106
You can define trend and forecast parameters around data points that include outlier detection or
smoothing filters.

Set the General Parameters of a Policy
To distinguish a policy from other policies in the list, you must specify a name and provide a
comprehensive description of the policy.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Type a name and description for the policy.
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4 From the Clone from drop-down menu, select an existing policy to reuse its settings.

Option Description

Default Policy Select to apply the Default policy that is associated with all groups for
which no other policy is selected.

Original Default Select to use the original policy settings of vCenter Operations Manager.
For the original default policy, stress is included in capacity and time
calculations (see section 3a Capacity and Time Remaining). However,
resource allocation is not included in stress calculations (see section4c
Underuse and Stress).

Optimized for 15-minute peak
period

Select to detect resources using more than 100% of their usable capacity for
more than 15 minutes within any given hour.

Optimized for 30- minute peak
period

Select to detect resources using more than 100% of their usable capacity for
more than 30 minutes within any given hour.

Excludes over-sized analysis Select if your company policy allows the existence of over-sized virtual
machines in your environment. For example, if you provision certain
virtual machines with enough resources to cover the highest possible
workload, these machines might be considered as over-sized when the
workload is normal. You can create a separate group for such highly-
provisioned machines and assign the Excludes over-sized analysis policy
to the group, so that these machines will not be included in calculating the
values for capacity-related badges.

Ignore these objects For testing and development. This policy deactivates all alerts and badge
threshold settings.

Production environment For real-world production. Both demand and allocation models are
configured. Uses a 4-hour sliding window for measurement. Container
object thresholds for CPU and memory are set to demand above 40% for
more than 10% of the configured time period (see section4c Underuse and
Stress).

Test and development environment For testing and development. Uses the current defaults, and a demand
model, in which requested resources are used to determine capacity
remaining (see section3a Capacity and Time Remaining).Only fault alerts
are enabled (see section5 Configure alerts).

Batch workloads For production. Optimized for throughput. Uses an 8-hour sliding window
for measurement.

Interactive workloads For production. Optimized for response time. Uses a 1-hour sliding
window for measurement.

 
5 Click OK or Finish to save your settings, or select another option to configure.

6 Click Done to close the Configuration dialog box.

Associate a Policy with One or More Groups
You can determine what policies are applied to groups in vCenter Operations Manager.

You can use the Configuration dialog box to associate policies with groups either while you create a new
policy or while modifying an existing policy.

NOTE   You can assign only one policy per group.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.
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2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Under Policy Details, click 1b Associations.

4 In the list of groups, select the groups that you want to associate with the current policy and click Add.

5 (Optional) To remove groups that are already associated with the policy, select the groups in the list on
the right and click Remove.

6 Click OK or Finish to save your settings, or select another option to configure.

7 Click Done to close the Configuration dialog box.

The policy is associated with the selected groups.

NOTE   If an object belongs to more than one group and different policies are assigned to each group, the
object will be associated with the policy that stands higher in the list of policies in the Configuration dialog
box.

Example: Associating policies to objects that belong to numerous groups
Assume that a virtual machine belongs to group A and group B. Policy X is assigned to group A. Policy Y is
assigned to group B. In the Manage Policies pane of the Configuration dialog box, policies are ordered as
follows.

n Default Policy

n Policy X

n Policy C

n Policy Y

The virtual machine is associated with policy X because this policy appears higher in the list.

Customize Badge Thresholds for Infrastructure Objects
You can modify the default badge threshold levels for virtual infrastructure objects so that your own ranges
appear in the vCenter Operations Manager interface.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.
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2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Under Configure badges, click 2a Infrastructure badge thresholds.

4 Slide the color icons on the selected axis to modify the default values and set the ranges to show the
green, yellow, orange, or red badge.

NOTE   You cannot revert the changes you apply to badge thresholds. Topic Default Badge Threshold
Values lists the default threshold values for your reference.

5 (Optional) To enable or disable a color range for a badge, click the icon of that color.

Only the outlines of the icon that you disabled remain on the axis.

If the badge score crosses the threshold marked by the disabled icon, the badge color does not change.

vCenter Operations Manager does not trigger alerts derived from disabled badge thresholds.

6 Click OK or Finish to save your settings, or select another option to configure.

7 Click Done to close the Configuration dialog box.

Badge thresholds are updated. The badge colors will change when the next collection cycle begins.

NOTE   Depending on your selection in the Configure alerts section of the policy configuration dialog box,
new badge thresholds might affect the number of alerts that vCenter Operations Manager generates.

Customize Badge Thresholds for Virtual Machine Objects
You can modify the default badge threshold levels for virtual machines so that your own ranges appear in
the vCenter Operations Manager interface.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Under Configure badges, click 2b VM badge thresholds.
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4 Slide the color icons on the selected axis to modify the default values and set the ranges to show the
green, yellow, orange, or red badge.

NOTE   You cannot revert the changes you apply to badge thresholds. Topic Default Badge Threshold
Values lists the default threshold values for your reference.

5 (Optional) To enable or disable a color range for a badge, click the icon of that color.

Only the outlines of the icon that you disabled remain on the axis.

If the badge score crosses the threshold marked by the disabled icon, the badge color does not change.

vCenter Operations Manager does not trigger alerts derived from disabled badge thresholds.

6 Click OK or Finish to save your settings, or select another option to configure.

7 Click Done to close the Configuration dialog box.

Badge thresholds are updated. The badge colors will change when the next collection cycle begins.

NOTE   Depending on your selection in the Configure alerts section of the policy configuration dialog box,
new badge thresholds might affect the number of alerts that vCenter Operations Manager generates.

Default Badge Threshold Values
If you modify the badge thresholds in the Configuration window, you cannot reset to the default values.

Because you cannot revert the changes you apply to badge thresholds for infrastructure, virtual machine,
and group objects, Table 8-1 lists the default badge threshold values for your reference.

Table 8‑1.  Default Badge Threshold Values

Badge Icon Status

Default Score
Range for
Infrastructur
e

Default Score
Range for VM

Default Score
Range for Groups

Health Good 100-76 100-76 100-76

Abnormal 75-51 75-51 75-51

Degraded 50-26 50-26 50-26

Bad 25-0 25-0 25-0

Workload Good 0-79 0-84 0-24

Abnormal 80-89 85-94 25-49

Degraded 90-95 95-100 50-74

Bad >95 >100 75-100

Anomalies Good 0-49 0-49 0-24

Abnormal 50-74 50-74 25-49
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Table 8‑1.  Default Badge Threshold Values (Continued)

Badge Icon Status

Default Score
Range for
Infrastructur
e

Default Score
Range for VM

Default Score
Range for Groups

Degraded 75-89 75-89 50-74

Bad 90-100 90-100 75-100

Faults Good 0-24 0-24 0-24

Abnormal 25-49 25-49 25-49

Degraded 50-74 50-74 50-74

Bad 75-100 75-100 75-100

Compliance Good 100-76 100-76 100-76

Abnormal 75-51 75-51 75-51

Degraded 50-26 50-26 50-26

Bad 25-0 25-0 25-0

Risk Good 0-49 0-49 0-24

Abnormal 50-74 50-74 25-49

Degraded 75-100 75-100 50-74

Bad 100 100 75-100

Time
Remaining

Good 100-51 100-51 100-76

Abnormal 50-26 50-26 75-51

Degraded 25-1 25-1 50-26

Bad 0 0 25-0

Capacity
Remaining

Good 100-11 100-11 100-76

Abnormal 10-6 10-6 75-51

Degraded 5-1 5-1 50-26

Bad 0 0 25-0
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Table 8‑1.  Default Badge Threshold Values (Continued)

Badge Icon Status

Default Score
Range for
Infrastructur
e

Default Score
Range for VM

Default Score
Range for Groups

Stress Good 0 0 0-24

Abnormal 1-4 1-4 25-49

Degraded 5-29 5-29 50-74

Bad 30-100 30-100 75-100

Efficiency Good 100-26 100-26 100-76

Abnormal 25-11 25-11 75-51

Degraded 10-1 10-1 50-26

Bad 0 0 25-0

Reclaimable
Waste

Good 0-49 0-49 0-24

Abnormal 50-89 50-74 25-49

Degraded 75-99 75-99 50-74

Bad 100 100 75-100

Density Good 100-26 100-26 100-76

Abnormal 25-11 25-11 75-51

Degraded 10-1 10-1 50-26

Bad 0 0 25

Customize the Badge Thresholds for Groups
You can modify the default badge threshold levels for groups so that your own ranges appear in the
vCenter Operations Manager interface.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.
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Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Under Configure badges, click 2c Groups badge thresholds.

4 Slide the color icons on the selected axis to modify the default values and set the ranges to show the
green, yellow, orange, or red badge.

NOTE   You cannot revert the changes you apply to badge thresholds. Topic Default Badge Threshold
Values lists the default threshold values for your reference.

5 (Optional) To enable or disable a color range for a badge, click the icon of that color.

Only the outlines of the icon that you disabled remain on the axis.

If the badge score crosses the threshold marked by the disabled icon, the badge color does not change.

vCenter Operations Manager does not trigger alerts derived from disabled badge thresholds.

6 Click OK or Finish to save your settings, or select another option to configure.

7 Click Done to close the Configuration dialog box.

Badge thresholds are updated. The badge colors will change when the next collection cycle begins.

NOTE   Depending on your selection in the Configure alerts section of the policy configuration dialog box,
new badge thresholds might affect the number of alerts that vCenter Operations Manager generates.

Modify Capacity and Time Remaining Settings
Select whether to use stress to account for spikes and peaks, specify the bases for Capacity and Time
Remaining, and, select Demand and Allocation models for compute resources.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.
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2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 3a Capacity and time remaining and modify the settings.

Option Description

Spikes and Peaks Determines whether to take the more conservative approach of using
stress in accounting for spikes and peaks in capacity use.
Select the check box if you want a more conservative approach to account
for demand used in capacity and time remaining calculations using the
settings for stress calculation in sections 4b and 4c of the policy
configuration dialog box. Deselect the check box if you want the demand
to be the average demand without accounting for spikes and peaks.

Capacity Remaining is based on: Choose the model for capacity calculations:
n Physical or Configured Capacity. Uses physical capacity in metric

calculations. vCenter Operations Manager does not calculate VMware
HA and buffer percentages.

n Usable Capacity. Activates support for VMware HA and buffer
percentages in metric calculations. You can further specify HA and
buffer settings in the Usable Capacity global settings.

Time Remaining is based on: Contains settings that affect the calculations of Time Remaining badge
scores and alerts.
n From the drop-down menu, select the algorithm to be used for

calculating the Time Remaining badge score.
n Select Planning Cyclical to use planning data and algorithm.

vCenter Operations Manager considers historical data based on
the business cycle and data calculation that you define such as
specifying usable capacity, stress, and business hours.

n Select Real Time to use real time data and algorithm.
vCenter Operations Manager considers real data and does not
consider any other configuration details.

n In the Days of provisioning buffer text box, type the number of days
to be used as score provisioning buffer when calculating the score of
the Time Remaining badge. vCenter Operations Manager applies the
following formula to calculate the badge score.

Time Remaining badge score = Log10(Time Remaining - 
Provisioning Buffer
Threshold + 1) / Log10(Time Remaining Window - 
Provisioning Buffer Threshold + 1) * 100

Demand or Allocation by Compute
Resource

For each compute resource (VM, Datastore, or Containers), select whether
to use Demand or Allocation (or both) in calculations for CPU, Memory,
Disk I/O, Disk Space, and Network I/0. Containers are the World,
vCenters, data centers, clusters and hosts, but not groups.
A Demand model uses requested resources to calculate remaining
resources. A Demand model considers the actual usage of a resource. An
Allocation model considers allocated resources to be used and unallocated
resources as capacity remaining. An Allocation model is used in
calculations for CPU, memory, and disk space. A Demand model is more
aggressive, while an Allocation model is more conservative. When you
select the check box for disk space (container), it is the sum of all the
allocated resources like virtual machine disk and so on.
Reservations for CPU and Memory are always included in Capacity and
Time remaining calculations.
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4 Click OK or Finish to save your settings, or select another option to configure.

5 Click Done to close the Configuration dialog box.

The capacity and time remaining settings are reconfigured.

Example: Examples of Capacity and Time Remaining Settings
These examples show how some of the settings are used.

Compute Resources to
Analyze

If you have a mixed host environment or your ESX or vSphere version limits
the ability to view disk I/O metrics, you can turn off that resource type.

Usable Capacity If you stress the load on your systems and want extra headroom for error,
activate buffer support with this setting.

What to do next

If you selected Usable Capacity, configure the high availability and buffer settings in section 3b Usable
capacity of the policy configuration dialog box.

Modify Usable Capacity Settings
If you activate the use of usable capacity, you can modify usable capacity settings to specify High
Availability, calculation, and buffer rules.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

The capacity buffer is a percentage of virtual machine capacity that is held in reserve to prevent the virtual
machine from consuming 100 percent of its resources.. Buffer limits apply to hosts and virtual machines. For
example, if a virtual machine is used at 50 percent capacity, adding a scenario that would simulate using
another 50 percent of capacity onto that virtual machine puts the virtual machine at its capacity limit. A
peak load might demand more performance from the virtual machine than it can deliver. The buffer limits
help prevent this event by forecasting the remaining capacity. This information appears in the following
places:

n In the Time Remaining and Trend Information table on the Summary tab under the Planning tab.

n In the Total Remaining column of some views on the Views tab under the Planning tab.

NOTE   For the following settings to apply, you must have set the basis for Capacity Remaining to Usable
Capacity on the Capacity and Time Remaining tab.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.
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2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 3b Usable Capacity and change the settings for usable capacity.

Option Description

Use High Availability (HA)
Configuration, and reduce capacity

If HA is configured on the clusters in your virtual environment, selecting
this option excludes the CPU and memory reserved per the HA settings
when calculating capacity scores in vCenter Operations Manager.

% of resource capacity to reserve
as buffer:

Sets the percent of reserve capacity for CPU, memory, disk I/O, disk space,
or Network I/O.

Capacity Calculation Rules Select how to calculate capacity.
n Use last known capacity. Bases capacity calculations on the last

known capacity for the selected data interval. This setting affects the
remaining capacity. Although you expect a proportional relationship
between utilization and capacity, the average utilization might exceed
the last known capacity when the capacity drops.

n Use actual capacity. Bases capacity calculations on the average known
capacity for the selected data interval.

 
If you choose Use last known capacity and your capacity has dropped over time, it is likely that your
average usage will be larger than your last known capacity. This situation can generate an alert due to
negative capacity remaining.

4 Click OK or Finish to save your settings, or select another option to configure.

5 Click Done to close the Configuration dialog box.

The usable capacity settings are reconfigured.

Example: Examples of Usable Capacity Global Settings
These examples show how some of the settings are used.

Use last known capacity If the interval included in the view is two months, and today is June 30,
views of capacity such as Average Virtual Machine Capacity show you the
capacity used on June 30.

Use actual capacity If the interval included in the view is two months, and today is June 30,
views of capacity show you the average of capacity used in May and June.

Modify Usage Calculation Settings
Specify the number of hours during the work week over which average capacity usage is calculated, and
identify peak hours or spikes by excluding data that falls into a regular pattern. If the allocation model is
enabled, set the target ratios for CPU, Memory, and Disk Space.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.
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Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 3c Usage calculation to change the settings for work week calculation and allocation overcommit
ratios.

4 Set the Usage Work Week to a continual array of sampling or specific times to sample.

Option Description

All hours on all days Average capacity use is calculated based on inventory and performance
data collected during all 24 hours of each day throughout the business
week.

Specific hours and days Average capacity use is calculated based on inventory and performance
data collected during business hours that you define for each day
throughout the business week.

 
5 Enter Allocation Overcommit Ratios

An allocation model considers allocated resources as used in resource calculations. Allocation or
demand models for compute resources are configured in section 3a Capacity and Time Remaining.

Option Description

CPU Sets a numeric ratio for virtual-to-physical overcommitment.

Memory Sets a percentage ratio for virtual-to-physical overcommitment.

Disk Space Sets a percentage ratio for virtual-to-physical overcommitment.
 

6 Click OK or Finish to save your settings, or select another option to configure.

7 Click Done to close the Configuration dialog box.

The Usage Calculation settings are reconfigured.

Modify the Criteria for Powered-Off and Idle Virtual Machine State
You can specify the amount of time after which the virtual machine is classified as powered-off or idle, and
select the threshold used to detect idle status for virtual machines.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

vCenter Operations Manager uses performance counters to measure the activity for a host or virtual
machine. The following counters detect activity thresholds:

n CPU use in MHz
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n Disk I/O in KBps

n Network I/O in KBps

The thresholds are evaluated for the period specified for views. You set this period in the Number of
intervals to use text box of the Manage Display Settings section in the Configuration dialog box. For
example, if the default setting for Number of intervals to use is four, and the Interval to use is weekly,
vCenter Operations Manager examines the performance activity for the past month.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 4a Powered off and idle VMs and change the settings for powered-off and idle virtual machines.

Option Description

% Time Powered-off threshold Percentage of time during which the virtual machine is powered off.
A virtual machine is considered as powered off by using the following
calculation.

The number of hours that vm is powered off in non-trend 
view interval
/ number of hours set in non-trend view >= %time powered 
off threshold

Idle VM Detection Rules

% Time Idle threshold Percentage of time during which the virtual machine is powered on but
inactive, so that you identify the virtual machine as idle.
For a given hour, a virtual machine passes the idle detection criteria for
that hour if it satisfies the resource threshold for all/any specified enabled
resource.
A virtual machine is considered idle by using the followinf calculation.

Number of hours that virtual machine passes the idle 
detection criteria in non-trend view interval
/ number of hours in non-trend view >= %time idle threshold

Detection based on any of the
thresholds

If any of the selected counters falls below the minimum threshold, the
virtual machine is considered to be idle.

Detection based on all of the
thresholds

All selected counters must fall below the minimum threshold for the
virtual machine to be considered idle.

Average Resource Usage Criteria You can select the minimum usage of CPU, Disk I/O, and network
resources to determine the idle detection criteria.
vCenter Operations Manager uses these criteria to determine if the virtual
machine is idle, based on the % Time Idle threshold that you set.

 
4 Click OK or Finish to save your settings, or select another option to configure.

5 Click Done to close the Configuration dialog box.
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The settings for powered off and idle virtual machines are reconfigured.

Modify the Criteria for Oversized and Undersized Virtual Machines
You can select the level of activity that constitutes an oversized or undersized virtual machine.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

IMPORTANT   Oversizing and undersizing refers to the amount of capacity that a virtual machine has
available, not the amount of work being performed. An undersized virtual machine has less capacity than is
needed to perform work. An oversized virtual machine has more capacity than is needed to perform work.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 In the Configure state-related thresholds section, click 4b Oversized and undersized VMs.

4 Change the settings for oversized and undersized virtual machines.

Option Description

VMs are oversized when:

Amount of CPU demand below Considers the virtual machine oversized when the following conditions
are met:
n CPU use is less than the percentage of its allocated capacity as

indicated in this field.
n Duration of CPU activity under this threshold compared to total time

evaluated meets the % oversized threshold.

Amount of memory demand below Considers the virtual machine oversized when the following conditions
are met:
n Memory use is less than the percentage of its allocated capacity as

indicated in this field.
n Duration of memory activity under this threshold compared to total

time evaluated meets the % oversized threshold.

is more than number% for the entire
range

Sets the amount of nonusage in the the entire environment defined by the
% oversized thresholds and the time range to analyze.
You define the time range in the Manage Display Settings section of the
Configuration dialog box.

VMs are undersized when:
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Option Description

Amount of CPU demand peaks
above

Considers the virtual machine undersized when the following conditions
are met:
n CPU demand is more than the percentage of its allocated capacity as

indicated in this field.
n Duration of CPU activity under this threshold compared to total time

evaluated meets the % undersized threshold.

Amount of memory demand peaks
above

Considers the virtual machine undersized when the following conditions
are met:
n Memory use is more than the percentage of its allocated capacity as

indicated in this field.
n Duration of memory activity under this threshold compared to total

time evaluated meets the % undersized threshold.

is more than number% for Sets the amount of use in the entire environment defined by the %
undersized threshold and the time range to analyze.

Any number hour period Sets the time range to analyze as a period of hours.

Entire range Sets the time range to analyze as the range defined in the Manage Display
Settings section of the Configuration dialog box.

 
5 Click OK or Finish to save your settings, or select another option to configure.

6 Click Done to close the Configuration dialog box.

The criteria for oversized and undersized virtual machines are reconfigured.

Example: Oversized and Undersized Virtual Machine Settings
The following examples show how some of the settings are used.

% oversized threshold If the threshold is 70 percent, a virtual machine that has an average capacity
use of 60 percent is considered oversized. A virtual machine with an average
capacity use of 75 percent is not oversized.

% undersized threshold If the threshold is 10 percent, a virtual machine that has an average capacity
use of 8 percent is considered undersized. A virtual machine with an average
capacity use of 45 percent is not undersized.

Modify the Criteria for Underused and Stressed Capacity
Underused and stressed capacity settings help you identify the load on clusters and hosts before you deploy
virtual machines.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.
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2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 4c Underuse and stress and change the settings for underused and stressed rules.

Containers include World, vCenters, data centers, clusters, and hosts, but not groups or datastores.

Option Description

Containers are underused when:

Amount of CPU demand below Considers the container underused when either of the following conditions
are met:
n CPU use is less than the percentage of its allocated capacity as

indicated in this field.
n Duration of CPU activity under the threshold compared to total time

evaluated meets the percentage Underused threshold.

Amount of memory demand below Considers the container underused when either of the following conditions
are met:
n Memory use is less than the percentage of its allocated capacity as

indicated in this field.
n Duration of memory activity under the threshold compared to total

time evaluated meets the percentage Underused threshold.

is more than number% for the entire
range

Sets the amount of nonusage in the entire environment defined by the %
underuse thresholds, calculated for the time interval over which the
nonusage is analyzed.
You define the time range in the Manage Display Settings section of the
Configuration dialog box.

Datastores:

Snapshots and templates are
considered waste after numberdays

Determines the number of days since creation when a snapshot or a
template becomes a waste resource. For example, if the waste bin is set to
90 days and a snapshot is 88 days old, the snapshot is not considered as
waste. Only snapshots or templates that are older than 90 days are
considered as waste.

Containers have stress when:

Amount of CPU demand above Considers the host or cluster stressed when either of the following
conditions are met:
n CPU use is more than the percentage of its allocated capacity as

indicated in this field.
n Duration of CPU activity under the threshold compared to total time

evaluated meets the % stressed threshold.

Amount of memory demand above Considers the host or cluster stressed when either of the following
conditions are met:
n Memory use is more than the percentage of its allocated capacity as

indicated in this field.
n Duration of memory activity under the threshold compared to total

time evaluated meets the % stressed threshold.

is more than number% for Sets the amount of use in the entire environment defined by the % stressed
threshold and the time range to analyze.

Any number hour period Sets the time range to analyze as a period of hours.
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Option Description

Entire range Sets the time range to analyze as the range defined in the Manage Display
Settings section of the Configuration dialog box.

Consider allocation in stress
calculation

Enables an allocation model in calculating stress. Allocation considers
allocated resources as used, and unallocated resources as capacity
remaining.

 
4 Click OK or Finish to save your settings, or select another option to configure.

5 Click Done to close the Configuration dialog box.

The criteria for underused and stressed capacity are reconfigured.

Determining the Underused and Stressed Capacity Thresholds
You determine the thresholds for underused and stressed capacity on ESX hosts and clusters to define what
is acceptable in your virtual environment.

You can set the underused and stressed capacity thresholds in the 4 Configure state-related thresholds
section of the Edit Policy dialog box.

You determine the time period for which values are computed by using the Usage Work Week setting in the
3c Usage calculation section. By default, vCenter Operations Manager uses a 24-hour period, 7 days a week,
but you can modify this setting. The following examples use the default usage calculation setting.

Underused and stressed capacity thresholds represent the degree to which you allow the resources to be
underused or stressed. Underused and stressed capacity thresholds are computed as an area ratio between
the demand area in the stressed zone and the area of the stressed zone.

Example: Calculating the Thresholds for a Stressed or Underused Resources

To set the thresholds for a one-week interval, open the Configuration dialog box and click Manage Display
Settings. Set the Non-Trend Views Interval to Weekly and select 1 as the number of intervals to use.

You set the percentage of affordable stress or underuse in the 4c Underused and stressed section of the Edit
Policy dialog box. Determine the area ratio for which you can afford to have high stress or low use in your
environment.

To determine the stress threshold for a day, multiply the stress area ratio by 100.

Demand in the stress zone/stressed zone * 100

For stress, even an hour or two per week might represent a problem, because during that time the capacity
is almost exhausted. Therefore, you can set a peak time period as well as the stress threshold, and specify
the maximum number of hours that can have stress levels above the specified threshold.

By setting this peak period, you define a "moving window" of a number of hours, and the stress calculation
will be applied to every such window in the Non-Trend Views Interval. The stress calculation is:

stressed % = max_(for each moving window)(demand area in the stress zone in the window/area of 

stressed zone in the window)

Example: Calculating the Thresholds for Underused and Stressed Resources for Four Weekly
Intervals

To set the thresholds for four weekly intervals, open the Configuration dialog box and click Manage
Display Settings. Set the Non-Trend Views Interval to Weekly and select 4 as the number of intervals to
use.

Example: Limiting the Thresholds for Business Days and Hours

To restrict the stress limit to 8 business hours, Monday to Friday, specify the hours and days in the 3c Usage
calculation section of the policy configuration dialog box.
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Select Which Badges Generate Alerts
You can select the badges for which you want alerts to appear on the Alerts tab in
vCenter Operations Manager.

Alerts are generated when a badge changes its color based on the badge score metrics.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 5 Configure Alerts and select the badges for which you want to generate alerts when their color
changes.

You can activate alerts for virtual machines, for other virtual infrastructure objects, and for groups.

4 (Optional) To trigger an alert each time a fault occurs on the vCenter Server, select Generate alerts on
individual faults.

vCenter Operations Manager calculates fault badge scores based on the number of events retrieved
from the vCenter Server and does not weigh the importance of the events. Therefore, if the Generate
alerts on individual faults option is disabled, the Faults badge color might remain unchanged if a
single event occurs, and as a result, you might miss a critical fault event that occurs on the vCenter
Server.

5 Click OK or Finish to save your settings, or select another option to configure.

6 Click Done to close the Configuration dialog box.

vCenter Operations Manager generates alerts based on the settings you have applied.

Modify Trend and Forecast Analysis Settings
You can define trend and forecast parameters around data points that include outlier detection or
smoothing filters.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

For information about techniques to address outliers and fluctuations in data points that might mislead the
trend and forecast calculations, see “Outlier Detection and Smoothing Filters in vCenter Operations
Manager,” on page 108.
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Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Create a new policy or open an existing policy for editing.

Option Description

To create a new policy
In the Manage Policies pane, click the Create Policy icon .

To modify an existing policy In the Manage Policies pane, select the policy that you want to associate to

groups and click the Edit Policy icon .
 

3 Click 6 Configure forecast and trends, and change the settings for trend and forecast analysis.

Option Description

Forecast Functions

Do not forecast answers beyond
percentage % of the time range
used for analysis

Determines how far into the future to forecast data. If this setting is too
limited, it can cause Time Remaining data in the dashboard to appear as a
dash (-). This occurs because vCenter Operations Manager cannot calculate
the remaining values within the forecast period.

Forecast Method

Select Best Fit from all Forecast
Methods

Instructs vCenter Operations Manager to determine the function with the
least potential error. vCenter Operations Manager applies all functions
before determining the function with the best fit. The best fit function is
based only on the current data.

Eliminate functions that have more
than percentage % of curvature
change beyond fitted data and prior
to forecast limit

Discards functions that cause the trend to increase or decrease at a faster
rate than the specified setting.

Eliminate non-linear functions for
data sets less than number of data
points points

Specifies that the best fit function use the linear function when the number
of data points is less than this setting.

Force Forecast Method Forces the forecast function for trend analysis. The linear method provides
a true representation of the range.

Trend and Forecast Data Filter

Trend collected data with no
filtering

Prevents the use of outlier detection or smoothing.

Apply one or more smoothing filters
prior to trending

Activates outlier detection and smoothing options.

Smooth data prior to fit Activates smoothing. You can select the smoothing method.
n EWMA (Exponentially Weighted Moving Average) calculates each

smooth data point as a weighted mean of the preceding data points
such that more weight or importance is given to data points closer to
it.

n GWMA (Geometrically Weighted Moving Average) applies a
weighted geometric mean instead of a weighted arithmetic mean.
GWMA is more stable amidst fluctuations than EWMA.

n Lifetime Average calculates each smooth data point as a simple
arithmetic mean of the preceding data points.

Detect outliers and plateaus using
progressive fit analysis

Activates outlier detection.
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Option Description

Outlier detection variance limit Sets an error threshold against the progressive fits that are part of the
algorithm to detect outliers.

Outlier percentage of data allowed
before giving up

Sets the threshold for the percentage of data points marked as outliers.
This is useful when vCenter Operations Manager detects too many outliers
and the data set becomes too small to continue outlier detection. The
calculation for the number of data points is (outlier percentage limit x total
number of data points) rounded up to the next whole number. Outliers that
appear in the Average Virtual Machine Capacity view depend on the VM
Count Capacity compound metric and outliers might exceed the threshold
in this global setting because each outlier indicates at least one outlier in
the dependent metrics.

 
4 Click OK or Finish to save your settings, or select another option to configure.

5 Click Done to close the Configuration dialog box.

The Trend and Forecast Analysis settings are reconfigured.

Example: Examples of Trend and Forecast Analysis Global Settings
These examples show how some of the settings are used.

Forecast Functions -
Use up to data point
number data points for
trend and forecast

You might set the viewing default time window to six but use more data
points for this setting to calculate the trend.

Outlier percentage of
data allowed before
giving up (outlier
detection)

If you have eight data points and you set the percentage to 10,
vCenter Operations Manager takes the final value of .8 and rounds it up to 1.

Outlier Detection and Smoothing Filters in vCenter Operations Manager
vCenter Operations Manager provides data filtering techniques to address outliers and temporary
fluctuations in data points. Outlier detection and smoothing remove anomalies or sudden changes in
patterns during maintenance or other cycles that might mislead the trend and forecast calculations.

When you apply smoothing, vCenter Operations Manager applies a smoothing function to data points and
calculates the trend using the smooth data set. The value of a data point in a graph is affected by the value of
the preceding data points. vCenter Operations Manager assigns a weight or priority to each data point and
that weight determines the contribution of the data point to a smoothed value.

Activating different combinations of outlier detection and smoothing generates different results.

Table 8‑2.  Outlier Detection and Smoothing Results

Data Filter Result

No data filter Shows the original data points and trend.

Outlier detection Shows the original data points, trends, and outliers. In the
views, outliers appear as hollow circles.
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Table 8‑2.  Outlier Detection and Smoothing Results (Continued)

Data Filter Result

Smoothing Shows the smooth data points and trends.
vCenter Operations Manager does not show the original
data points.
In a table view, vCenter Operations Manager identifies the
smooth data points with (S).

Outlier detection and smoothing Shows the smooth data points, trends, and outlier data.
vCenter Operations Manager does not show the original
data points. In this case, outlier detection occurs first
followed by smoothing.
If the data involves 10 data points, outlier detection
eliminates two data points as outliers and smoothing
occurs on the remaining eight data points.

You can set the trend, outlier detection, and smoothing filters in the global settings.

NOTE   The Average Virtual Machine Capacity view relies on the VM Count Capacity compound metric for
data. Because the outliers in this view indicate outliers in at least one of the dependent metrics for the time
stamp, the view might exceed the threshold for the percentage of data points marked as outliers in the
Outlier percentage of data allowed before giving up policy setting. To investigate the resource dimension
that might cause the outlier, look at the Cluster or Host Capacity Usage view.

The settings for outlier detection and smoothing are located in the 6 Configure forecast and trends section
of each policy.

Modify an Existing Policy
You can modify a previously configured policy to improve the way vCenter Operations Manager interprets
and presents data in your environment.

An administrator can modify any policy in vCenter Operations Manager at any time. The changes that the
administrator applies affect all users. Therefore, the administrator must notify the users who are working
with vCenter Operations Manager about any new settings that are applied to the policies.

Associating Policies
with Groups

You can associate policies to specific groups.

NOTE   You can associate only one policy per group, while one policy can be
associated with many groups.

You can associate a policy with a group while you create or edit groups, and
while you create or modify policies.

While creating or modifying a group, you can select the policy that you want
to associate with the group from a list of already defined policies.

While creating or modifying a policy, you can select the groups that you
want to associate with the policy.

The Default Policy The Default policy is the policy that is associated with all groups for which
no other policy is selected.

If you have modified the Default policy, but want to revert to the original
policy settings, open the Default policy for editing and go to section 1a
General. From the Clone from drop down menu, select Original Defaults.
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Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Click Manage Policies, select the policy that you want to modify, and click the Edit Policy icon .

3 In the Edit Policy dialog box, select the option that you want to modify and apply the necessary
changes.

The settings in the Edit Policy dialog box are the same as in the New Policy dialog box.

4 Click OK to save your settings or select another option to modify.

NOTE   Your settings are saved only when you click OK in the Edit Policy dialog box.

Modify Summary, Views, and Reports Settings
You can configure how information appears in the Planning tab of vCenter Operations Manager.

An administrator can modify the settings for summary, views, trends, and reports that appear on the
Planning tab in vCenter Operations Manager. The changes that the administrator applies affect all policies
and users. Therefore, the administrator must notify other users who are working with
vCenter Operations Manager about the new settings that are applied.

Prerequisites

Verify that you are logged in to a vSphere Client as an administrator, and vCenter Operations Manager is
open.

Procedure

1 Click the Configuration link on the main vCenter Operations Manager page.

2 Click Manage Display Settings and click Edit.

3 Change the settings to specify how information appears in the Planning tab.

Option Description

Summary n Summary trend intervals. Time intervals for which information for
objects and resources appears as a bar graph on the planning
Summary tab.

Trend Views n Default interval. Time intervals for which information on the Views
trend graphs or information tables appear. Trends are based on
information retroactively from the present. Data that has a high degree
of variability might distort trends.

n Default time window. Number of data points that appear in a view. If
you set the window to 6, you can view 6 data points.

n Forecast horizon. Default number of intervals for which a forecast is
calculated and shown in views or the dashboard. You can adjust the
interval in the view.

Non-Trend Views n Interval to use. Time interval used to display nontrending data in a
view. Nontrend views include list and summary views that combine
all values into a single value.

n Number of intervals to use. Number of intervals to include for display
of nontrending data.
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Option Description

Distribution Views n Distribution buckets. Default value that determines the level of detail
in which distribution views are presented. Increasing the buckets can
provide more insight into the data.

Trend & Forecast n Use up to data point number data points for trend and forecast.
Indicates the number of data points used to calculate the trend. This
setting decouples what you view from the data set used to calculate
the trend.

Reports n Report period. Specifies the scope of the report data. You can create
reports for one day at a time, or for greater time periods up to a year.

n Interval start. Specifies the interval start period using either the
current interval or an offset number of previous intervals.

n Report interval. Determines the number of intervals in which
information is presented.

 
4 Click OK to save your settings.

5 Click Done to close the Configuration dialog box.

The Summary, Views, and Reports settings are reconfigured.

Example: Examples of Summary, Views, and Reports Settings
The following examples show how some of the settings are used.

Default time window If your default interval is months, this field is set to 4, and the current month
is May, your view includes activity for February through May. You can
adjust the interval in the view.

Distribution buckets If Distribution buckets is set to 4, the data on the x-axis of the Chart view and
in the Table view appears in increments of 25 percent: 10 percent to 25
percent, 25 percent to 50 percent, 50 percent to 75 percent, and 75 percent to
100 percent. If Distribution buckets is set to 10, the data appears in
increments of 10 percent: 0 percent to 10 percent, 10 percent to 20 percent,
and so on.

Interval start If you select Current interval and the current month is September, the report
provides data for September. If you select Offset and specify 1 interval ago,
the report provides data for August.

Report interval If you select a monthly report period with weekly report intervals, your
monthly report includes a weekly breakdown of the data. Your selection
must be smaller than or equal to the entry you select for the Report period
setting.
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Monitor the Performance of
vCenter Operations Manager 9

vCenter Operations Manager collects metrics about its own performance, as it does for other monitored
objects. You can view information about the health, alerts, and metrics of the vCenter Operations Manager
object.

Prerequisites

You must be logged in to the vSphere UI of vCenter Operations Manager.

n Check the Health State of vCenter Operations Manager on page 113
You can view a chart of the health status of vCenter Operations Managerand take corrective actions if
necessary.

n Monitor Specific Metrics for vCenter Operations Manager on page 114
You can view the behavior of a specific metric for vCenter Operations Manager such as Alert Count
Critical, Availability, and so on or compare the behavior of multiple metrics for the product to perform
deeper analysis.

n Monitor Specific Metrics for a vCenter Operations Manager Component on page 114
You can view the behavior of a specific metric for a vCenter Operations Manager component or
compare the behavior of multiple metrics for one or more components.

Procedure

1 Click About at the upper right.

A dialog box appears.

2 Click Self Info at the lower right.

Check the Health State of vCenter Operations Manager
You can view a chart of the health status of vCenter Operations Managerand take corrective actions if
necessary.

Prerequisites

You must be logged in to the vSphere UI of vCenter Operations Manager.

Procedure

1 Click About and click Self Info at the lower right.

2 In the Health status pane, see the health graph for vCenter Operations Manager for the past 6 hours.
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What to do next

You can see the Root cause ranking pane for more information about problems with any of the nodes
analytics, collector, Web, or MQ, and take actions accordingly.

Monitor Specific Metrics for vCenter Operations Manager
You can view the behavior of a specific metric for vCenter Operations Manager such as Alert Count Critical,
Availability, and so on or compare the behavior of multiple metrics for the product to perform deeper
analysis.

Prerequisites

You must be logged in to the vSphere UI of vCenter Operations Manager.

Procedure

1 Click About and click Self Info at the lower right.

2 In the Metric Selector pane, expand a metric group to view the individual metrics in it.

Any alarm set on a metric are shown on the metric chart. The alarms are colored according to their
criticality level.

3 Double-click a metric to view a graph of its values for the past 6 hours.

You can change the period for the metric graph by using the date and time controls in the Metric Chart
pane.

You can add multiple graphs at a time.

Monitor Specific Metrics for a vCenter Operations Manager
Component

You can view the behavior of a specific metric for a vCenter Operations Manager component or compare the
behavior of multiple metrics for one or more components.

Prerequisites

You must be logged in to the vSphere UI of vCenter Operations Manager.

Procedure

1 Click About and click Self Info at the lower right.

2 In the Health Tree pane, double click a component.

3 In the Metric Selector pane, expand a metric group to view the individual metrics in it.

Any alarm set on a metric are shown on the metric chart. The alarms are colored according to their
criticality level.

4 Double-click a metric to view a graph of its values for the past 6 hours.

You can change the period for the metric graph by using the date and time controls in the Metric Chart
pane.

You can add multiple graphs at a time.
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VMware vCenter Operations Manager Getting
Started Guide

The VMware vCenter Operations Manager Getting Started Guide (Custom User Interface) introduces the
VMware® vCenter™ Operations Manager Custom user interface, explains key terms and concepts, and
describes how to set up dashboards and configure widgets.

Intended Audience
This information is intended for anyone who uses or administers vCenter Operations Manager by using the
Custom user interface.
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Introducing Custom User Interface
Features and Concepts 1

vCenter Operations Manager collects performance data from monitored software and hardware resources in
your enterprise and provides predictive analysis and real-time information about problems. The Custom
user interface presents data and analysis through alerts, in configurable dashboards, on predefined pages,
and in several predefined reports.

Before you start using the Custom user interface, become familiar with key features, concepts, and
terminology.

This chapter includes the following topics:

n “Viewing Resources,” on page 7

n “Understanding How vCenter Operations Manager Collects Data,” on page 8

n “Understanding Alerts,” on page 8

n “Understanding Health Ratings,” on page 10

n “Monitoring Virtual Resources,” on page 11

n “Analyzing Performance and Capacity,” on page 13

Viewing Resources
In vCenter Operations Manager, a resource is an entity in your computing environment for which
vCenter Operations Manager collects data. A resource can be a single entity, such as a router or database, or
a container that holds other resources.

Applications and tiers are types of container resources. An application defines an interdependent set of
hardware and software components. A tier is a group of resources that performs a specific task in an
application. An application can contain multiple tiers. With applications and tiers, you can combine, track,
and analyze metrics for related resources over a period of time.

To make resources easier to find in the Custom user interface, an administrator assigns resources to resource
tag values. A resource tag is a type of information, and a resource tag value is an individual instance of that
type of information.

You can view resources in many places in the Custom user interface, including the Environment Overview
page. The list on the left side of the Environment Overview page contains the resource tags and resource tag
values. The List tab contains the resources.

In the example, the resource tag value called VMware vCenter Operations is selected in the left pane under
the Application resource tag, and the List tab shows the resources assigned to the VMware vCenter
Operations resource tag value. The resources are tiers in the VMware vCenter Operations application.
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Figure 1‑1.  Example of Resources on the Environment Overview Page

Understanding How vCenter Operations Manager Collects Data
vCenter Operations Manager can collect several types of data for a single resource. For example, for a
database server it might receive data on free disk space, CPU use, and average response time. Each type of
data that vCenter Operations Manager collects is called an attribute.

A metric is an instance of an attribute for a particular resource. For each metric,
vCenter Operations Manager collects and stores multiple readings over time. Each piece of data that
vCenter Operations Manager collects is called a metric observation or value.

A vCenter Operations Manager administrator creates attribute packages to define combinations of attributes
and assigns attribute packages to resources. An attribute package specifies the attributes to collect for the
resource to which it is assigned.

An administrator identifies the attributes that are most important in your enterprise as key performance
indicators (KPIs). A KPI is a high-priority metric that might indicate a severe problem in your infrastructure
if it exceeds its normal value range. vCenter Operations Manager treats KPIs differently from other
attributes.

A vCenter Operations Manager administrator might also create super metrics and super metric packages. A
super metric is useful when a single metric cannot tell you what you need to know about the behavior of
your enterprise. For example, you might have a super metric that tracks the average free disk space for all of
the database servers in your enterprise by averaging the free disk space metric for all servers. A super metric
package is similar to an attribute package, except that it defines combinations of super metrics.

Understanding Alerts
For each attribute, vCenter Operations Manager maintains thresholds of normal behavior and generates
anomalies when a metric violates a threshold. If vCenter Operations Manager determines that the current
combination of anomalies indicates a real problem, or if a KPI violates a threshold, it generates an alert.

An alert is a notification that informs you of an abnormal condition that might require attention. An alert
can describe a problem in a resource, including applications and tiers. Different combinations of conditions
cause different types of alerts.

For example, if CPU use for all of the servers in a tier exceeds a threshold, vCenter Operations Manager
generates an anomaly for each out-of-threshold metric value and sends an alert to notify you of the problem.
The alert lists all of the anomalies for each metric.

VMware vCenter Operations Manager Getting Started Guide

8  VMware, Inc.



You can view alerts in several places in the Custom user interface, including the Alerts Overview page. If a
vCenter Operations Manager administrator sets up the alert notification feature, you might also receive
alerts in email messages.

On the Alerts Overview page, the list on the left side of the page contains resource tags and resource tag
values and the right pane contains alerts. By default, the alert list includes alerts for all resources. If you
select a resource tag value in the left pane, the alert list contains only the alerts for the resources that have
the selected resource tag value.

Figure 1‑2.  Example of Alerts on the Alerts Overview Page

Using Thresholds to Identify Abnormal Behavior
A threshold is a value that marks the boundary between normal and abnormal behavior for a metric. When
a metric crosses a threshold, vCenter Operations Manager generates an anomaly.
vCenter Operations Manager uses dynamic thresholds and hard thresholds.

With dynamic thresholds, vCenter Operations Manager determines whether to generate an anomaly based
on how often a metric has violated its thresholds and by the amount of the violation.
vCenter Operations Manager calculates and continually adjusts a degree of abnormality for the metric. If the
metric value is within this degree of abnormality, vCenter Operations Manager does not generate an
anomaly, even if the value is outside of the dynamic threshold.

A hard threshold is a value that a vCenter Operations Manager administrator defines for a metric. A hard
threshold changes only when an administrator changes it.

The dynamic threshold for a metric appears as a shaded area in a metric graph. Out-of-range values that
generated anomalies appear as yellow areas. You can view metric graphs in several places in the Custom
user interface, including the Metric Graph widget.

Figure 1‑3.  Example of a Dynamic Threshold for a Metric
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Understanding KPI Alert Generation
When a KPI violates a threshold, vCenter Operations Manager always generates an alert. When they
configure attribute packages, vCenter Operations Manager administrators can identify any attribute for any
resource as a KPI.

The type of alert that vCenter Operations Manager generates depends on the type of threshold that the KPI
uses. When a KPI violates an internally calculated dynamic threshold, vCenter Operations Manager sends a
Smart KPI Breach alert. When a KPI violates a user-defined hard threshold, vCenter Operations Manager
sends a Classic KPI HT Breach alert.

Identifying the Root Causes of Alert Symptoms
The root cause of an alert is the condition or symptom that was the first step in the chain of events that led to
the alert. For example, a slowdown in network traffic through a particular router could lead to an increased
time per transaction for users of your Web site, which in turn could cause vCenter Operations Manager to
generate an alert for the Web server resource.

For each alert, vCenter Operations Manager lists the most likely root causes of the symptoms that caused the
alert and ranks the causes in order of importance.

You can view root causes in the Root Cause column on the Alerts Overview page and in the Root Cause
Ranking widget.

Figure 1‑4.  Example of Root Causes on the Alerts Overview Page

Understanding Health Ratings
vCenter Operations Manager examines internally generated metrics and uses its proprietary analytics
formulas to determine an overall health rating for a resource. The health rating, which ranges from 0 to 100,
gives you a quick overview of the current state of a resource.

vCenter Operations Manager generates and stores internally generated metrics for every resource. Internally
generated metrics include the total number of alerts and anomalies and the number of active alerts.

The health rating appears as a numeric rating and as a colored indicator in the Custom user interface. The
color is based on the range of the health rating. You can view the health rating for a resource anywhere that
a resource is listed and in the Health widget. For resources that VMware vCenter Server™ manages, health
ratings appear in the VC Relationship widget and on the Resource Detail page.
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Figure 1‑5.  Example of Health Ratings on the Environment Overview Page

Monitoring Virtual Resources
vCenter Operations Manager provides performance, relationship, and capacity data for objects in your
virtual environment. It uses badges to represent derived metrics and give you a high-level, broad view of
the performance and condition of your virtual environment.

Interpreting Workload Scores for Virtual Resources
vCenter Operations Manager combines the metrics that show demand on virtual machines and other virtual
objects in a single value called a workload. These metrics include CPU use and memory use.
vCenter Operations Manager indicates workload as a numeric score and as a colored circle. The color is
based on the range of the workload score.

Workload scores typically range from 0 to 100. A score of 0 indicates that an object is not being used. A score
greater than 100 indicates that an object is trying to access more resources than are currently available.
When an object's workload score is greater than 100, you might need to allocate more resources to the object
or move some tasks to other objects.

You can view workload scores for virtual objects in the VC Relationship widget and on the Resource Detail
page.

Chapter 1 Introducing Custom User Interface Features and Concepts
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Figure 1‑6.  Example of a Workload Score on the Resource Detail Page

Interpreting Capacity Scores for Virtual Resources
The capacity score indicates how close a virtual object is to exhausting its available computing resources.
The computing resources include disk space, memory size, and network capacity.

To calculate the capacity score, vCenter Operations Manager combines applicable metrics from the object
and applies its analytics algorithms to determine long-term cycles and trends. It uses these results to
calculate when an object might run out of a type of resource.

vCenter Operations Manager indicates capacity as a numerical score and a colored hexagon. The color is
based on the range of the capacity score. You can view capacity scores for virtual objects in the VC
Relationship (Planning) widget.

Figure 1‑7.  Example of a Capacity Score in the VC Relationship (Planning) Widget

Viewing Change Events for Virtual Resources
A change event is any change to the virtual infrastructure. It can include changes on virtual machines or
ESX hosts, such as adding, removing, connecting, or disconnecting an ESX host, and starting, stopping, or
reconfiguring a virtual machine.

vCenter Operations Manager can show change events on its performance graph on the Resource Detail page
for a virtual object. A vCenter Operations Manager administrator can configure whether change events
appear on performance graphs.
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Analyzing Performance and Capacity
With vCenter Operations Manager forensics features, you can analyze the performance and capacity of your
resources and use this information to balance the resources in your environment. Forensics features include
cross-silo analysis, top-n analysis, the problem fingerprint library, capacity analysis, and VC analysis.

Examining Anomalies with Cross-Silo Analysis
With cross-silo analysis, you can examine graphs that show the number of anomalies over time for
particular resources. You can zoom in on a graph to focus on a specific period of time, such as immediately
before an alert. You can also click on a location in a graph to see a ranking of the likely root causes for the
anomalies at that specific time.

Cross-silo analysis information appears on the Cross-Silo Analysis page. For applications, the anomaly
graph includes a line that shows the internally determined 90 percent threshold. If the number of anomalies
exceeds this threshold, vCenter Operations Manager generates an early warning Smart Alert.

Figure 1‑8.  Example of Cross-Silo Analysis

Using Top-N Analysis to Determine Best and Worst Performers
With top-n analysis, you can identify the top or bottom resources, metrics, or alerts in selected categories,
such as the five most or least healthy resources in a tier. You can also select the resource tag and time frame
to analyze and the categories to show.

Top-n analysis information appears on the Top-N Analysis page and in the Top-N Analysis widget. The
Resource Health pane shows the health of the resource. The information that you select in the Tools pane
appears in the right pane.
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Figure 1‑9.  Example of Top-N Analysis

Isolating and Resolving Issues with Problem Fingerprinting
When a KPI for an application or tier violates a threshold, vCenter Operations Manager examines the events
that preceded the violation. If it finds enough related information, it captures the set of events that preceded
the violation as a fingerprint. If vCenter Operations Manager finds a similar series of events in the future, it
can issue a predictive alert to warn of a likely KPI violation.

Fingerprinting helps you to quickly isolate and resolve problems by reducing the number of possible silos
and tiers in which a problem might have occurred, capturing the events that precede a problem for root-
cause analysis, and notifying you of problems before they occur.

You can see fingerprint information on the Problem Fingerprint Library page. If you select a fingerprint
branch in the left pane, the details for that branch appear in the right pane.

Figure 1‑10.  Example of Problem Fingerprints
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Performing Capacity Analysis
Some metrics, such as disk space use or network traffic measurements, frequently show long-term trends.
Short-term fluctuations can hide this data or make it difficult to calculate.

The capacity analysis feature looks at the overall value trend for a selected metric, tells you when a metric is
likely to reach a threshold, and indicates how confident vCenter Operations Manager is of the prediction.
This information can help you plan for infrastructure upgrades, such as adding additional storage and
network routers.

Capacity analysis information appears on the Capacity Analysis page.

Figure 1‑11.  Example of Capacity Analysis Information

Analyzing and Balancing Virtual Resources
With the VC analysis feature, you can compare the metric values of different objects in your virtual
environment by using predefined heat maps or by creating your own custom heat maps.

A heat map contains rectangles of different colors and sizes, and each rectangle represents an object in your
virtual environment. The color of a rectangle represents the value of one metric, and the size of a rectangle
represents the value of another metric. For example, one of the predefined heat maps shows the total
memory and percentage of memory use for each virtual machine. Larger rectangles are virtual machines
that have more total memory. Green indicates low memory use and red indicates high memory use.

vCenter Operations Manager updates heat maps in real time as its collects new values for each object and
metric. The colored bar below a heat map is the legend. The legend identifies the values that the endpoints
represent and the midpoint of the color range.

Heat map objects are grouped by parent. A heat map that shows virtual machine performance groups
virtual machines by the ESX hosts on which they run.
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Introducing Common Tasks 2
With vCenter Operations Manager, you can perform a large number of monitoring and troubleshooting
tasks, including tracking anomalies, handling alerts, and optimizing resources based on predictive
information that vCenter Operations Manager generates. The best way to learn the full feature set of
vCenter Operations Manager is to get hands-on experience with the system.

Before you can perform these tasks, a vCenter Operations Manager administrator must configure the
resources that vCenter Operations Manager monitors and start data collection. For information about
configuring vCenter Operations Manager, see the VMware vCenter Operations Manager Administration Guide
(Custom User Interface).

For information about all monitoring and troubleshooting tasks, see the vCenter Operations Manager online
help.

NOTE   Your ability to use any vCenter Operations Manager feature depends on the access rights that a
vCenter Operations Manager administrator assigns to you. If you cannot use a feature, contact your
administrator to find out if your access rights should be adjusted.

This chapter includes the following topics:

n “Logging In and Using vCenter Operations Manager,” on page 17

n “Monitoring Day-to-Day Operations,” on page 19

n “Handling Alerts,” on page 24

n “Optimizing Your Resources,” on page 33

Logging In and Using vCenter Operations Manager
The vCenter Operations Manager client is a Web-based application. You use vCenter Operations Manager
by typing the URL of the Custom user interface in a Web browser.

Log In to the Custom User Interface
After you install vCenter Operations Manager and the vCenter Operations Manager services are running,
you can use a supported Web browser to connect to the vCenter Operations Manager server or vApp and
use the Custom user interface.

Prerequisites

Verify that you have a supported Web browser.
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Procedure

1 In your Web browser, type the URL for the Custom user interface.

Option Description

Standalone version https://ip_address

vApp version https://ip_address/vcops-custom
 
ip_address is the IP address or fully qualified host name of the vCenter Operations Manager server or
vApp.

2 Type your user name and password.

3 Click Login.

After you log in, the Home page appears in your browser window.

NOTE   If your session is inactive for 30 minutes, it times out and you must log in again.

Using the Custom User Interface
After you log in to the Custom user interface, your Home page appears in the browser window.

Figure 2‑1.  Example Home Page

The Home page contains the following components.

Dashboards The tabs near the top of the Home page are your dashboards. In the example,
the dashboards are Operations and Alerts by Type. The user groups to
which you belong determine which dashboards are available to you. A
vCenter Operations Manager administrator assigns you to one or more user
groups when he or she creates your user account. You can switch to a
different dashboard by clicking its tab or selecting it from the Dashboards
menu. You can click Home at any time to return to your Home page.

Widgets The panes on a dashboard are called widgets. A widget is a collection of
related information about attributes, resources, applications, or the overall
processes in your environment. Each dashboard contains one or more
widgets. In the example, the Operations dashboard contains the Resource
Selector and Active Alerts widgets. If your user account has the necessary
access rights, you can customize dashboards and widgets.
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Menus You use the menus at the top of your Home page to select and use
vCenter Operations Manager features. For example, you use the Reports
menu to generate reports, the Alerts menu to view alerts, and the Forensics
menu to use forensics features.

Icons You click icons on pages and widgets to perform tasks in the Custom user
interface. For example, you can click the icons in a widget to expand,
collapse, resize, or remove the widget. When you point to an icon, a tooltip
appears that describes the function of the icon.

Using Breadcrumbs
When you move away from your Home page, a breadcrumb appears in the top left corner of the page under
the menu bar. Breadcrumbs help you navigate the Custom user interface and determine where you are.

You click the link in a breadcrumb to return to a specific page in the user interface.

Modify User Preferences
You can change the color scheme for your workspace, specify the time zone that
vCenter Operations Manager uses when it displays times in your workspace, or edit the password for your
user account.

Procedure

1 Click User Preferences at the top of your Home page.

2 Modify your user preferences on the Manage User Account Settings window.

Option Action

Password Click change to change your password.

Scheme Select light or dark to change the color scheme for your workspace.

Time Preference Select Browser to use the time settings on your computer or Host to sync
your vCenter Operations Manager session with the time on the
vCenter Operations Manager server.

 
You cannot change your user name, first name, last name, email address, or account description on the
Manage User Account Settings window. Only a vCenter Operations Manager administrator can change
these values for a user account.

3 Click OK to save your changes.

Monitoring Day-to-Day Operations
Monitoring day-to-day operations involves evaluating the overall health of your enterprise and identifying
health problems for specific resources.

For each resource, vCenter Operations Manager determines a health score, which is a 0 to 100 ranking. One
of the ways that vCenter Operations Manager indicates the health of a resource is to show a colored
indicator. The color is based on the range of the health score.
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Table 2‑1.  Default Health Color Ranges

Color Range

Green 76 to 100

Yellow 51 to 75

Orange 26 to 50

Red 1 to 25

Blue 0

View an Overview of Resource Health
You can view a graphical representation of the health of all vCenter Operations Manager resources that
have a specific resource tag value on the Environment Overview page.

Procedure

1 Select Environment > Environment Overview to view the Environment Overview page.

2 Select one or more resource tag values in the left pane.

3 Click the Group tab.

The Group tab shows a colored icon that represents the current health of each resource that has the
selected tag value. If you point to a colored icon, a tooltip appears that describes the resource that the
icon represents.

Option Action

View the health icons for any time
in the past six hours

Move the slider at the bottom of the Group tab to the left. The slider moves
in five-minute increments.

View detailed information for a
resource

Click the icon for the resource and click the Show Detail icon on the
toolbar.

 

Identify Health Problems for a Specific Resource
You can use the Resource Detail page to identify health problems for a specific resource. For a global
resource, the Resource Detail page contains information about the current state of the resource, its metrics,
and its place in the resource tree. For a virtual resource, the Resource Detail page shows information about
the main performance characteristics, key metrics, and events for the virtual resource.

Procedure

1 Select Environment > Environment Overview.

2 (Optional) In the left pane, expand a resource tag and select a tag value that is assigned to the resource.

Selecting a tag value can shorten the resource list and make it easier to find a specific resource.

3 Select the resource on the List tab.

4 Click the Show Detail icon.

The Resource Detail page appears for the resource.
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Resource Detail Information for Global Resources
For global resources, the Resource Detail page contains information about the current state of the resource,
its metrics, and its place in the resource tree. Because problems might be related to or caused by the
behavior of related resources, the Resource Detail page also shows details for child or parent resources.

For complete information about using the Resource Detail page, see the online help.

Health Status Pane

Located in the upper left of the Resource Detail page, this pane shows the current health score of the
resource. A health score is a 0 to 100 ranking that vCenter Operations Manager determines for each
resource. The Health Status pane shows the current health score of a global resource and a graph that shows
how the health score has changed over the last six hours.

NOTE   If vCenter Operations Manager does not receive metrics for a resource at a particular time, it cannot
calculate the health score for that time and it shows a score of -1 on the graph. A -1 score can occur if
collection is turned off for a resource or if vCenter Operations Manager encounters a data gathering
problem.

Root Cause Ranking Pane

This pane shows information about metrics on related resources that contributed to alerts, including the
percentage likelihood that the metrics contributed to a root cause. vCenter Operations Manager bases the
percentage likelihood that a metric contributed to a root cause on the number of symptoms and when the
symptoms occurred relative to the alert.

For more information about the information in the Root Cause Ranking pane, see “Understanding Health
Symptoms,” on page 23.

Health Tree Pane

This pane shows the section of the resource hierarchy around a global resource, including all of the parent
container resources that hold the resource. If the resource is a container, the health tree also shows all of the
child resources that the container resource holds.

Metric Selector and Metric Graph Panes

When you click a resource in the Health Tree pane, the metric groups for the resource appear in the Metric
Selector pane. You can expand a metric group to view the individual metrics in the group. You can double-
click a metric in the Metric Selector pane to view a graph for the metric in the Metric Graph pane. Metric
graphs show the recent performance and predicted future performance of metrics for a resource.

Resource Detail Information for Virtual Resources
For virtual resources, the Resource Detail page shows information about performance characteristics, key
metrics, and events. The information on the Resource Detail page is organized in several panes.

For resource pools and folders, the Resource Detail page shows the same information that it does for global
resources.

Status Pane

Located in the upper left of the Resource Detail page, this pane contains aggregated information about the
health, workload, anomalies, and faults of the selected resource. The default history graph period is six
hours. You can click metric icons to switch the metric to view.

Metric Details Pane

This pane occupies the middle of the Resource Detail page. The information that appears in this pane
depends on the metric that you select to view in the Status pane.

Chapter 2 Introducing Common Tasks

VMware, Inc.  21



Table 2‑2.  Information in the Metric Details Pane

Metric Description

Health Shows information for workload, anomalies, and faults.

Workload Shows information for CPU and memory used by the currently selected resource, by the
hypervisor, and by the child objects of the selected resource. You can point to colored sections in
the bars to view information about the objects that they represent.

Anomalies Contains a list of symptoms for all child container objects of the currently selected resource. A
symptom is a metric that contributes to the health state of an objects. See “Understanding Health
Symptoms,” on page 23.

Faults Shows information for faults. A fault score indicates the degree of problems that the object is
experiencing. It includes events such as loss of redundancy in NICs or HBAs, memory checksum
errors, HA failover problems, and CIM events.

Workload Pane

This pane shows information about space use and read and write capacity. The Space bar represents the
amount of space used. The IOPs (input/output operations per second), Throughput, and Latency bars
provide read and write capacity information.

Key Metrics Pane

This pane contains the metrics of greatest interest related to the performance characteristic that you select.

In the Default key metrics view, vCenter Operations Manager selects the four most interesting metrics,
through bubbling, by following these criteria.

n From all metrics, vCenter Operations Manager selects KPIs that are violating their thresholds. It sorts
KPIs by display order (CPU, memory, network I/O, and disk I/O).

n From all remaining metrics, vCenter Operations Manager adds non-KPI metrics that are violating their
thresholds to the list by display order.

n vCenter Operations Manager adds other metrics to the list by display order.

You can click All Metrics to view health status and resource hierarchy information, identify root causes of
health degradation, and view metric graphs that show recent performance and predicted performance of
metrics for the selected resource.

Resources Pane

This pane shows the current list of properties for the resource. You can click the More Details link to show
more available properties for the selected resource. The More Details link is not provided for certain virtual
resources.

Related Objects Pane

This pane shows values for the currently selected performance characteristic of all objects that are related to
the selected resource. Depending on the resource type that you selected (virtual machine, datacenter, or
vCenter Server system), this pane shows parent objects, peer objects, and child objects.

Events and Health Pane

This pane appears in the lower third of the Resource Detail page when you click Health in the Status pane.
You can expand this pane to view the graph of the current health metric values. If an administrator
configures it, the graph contains events that might affect the selected resource. You can use the icons at the
top of the pane to change the display.
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Events and Workload Pane

This pane appears in the lower third of the Resource Detail page when you click Workload in the Status
pane. You can expand this pane to view the graph of recent workload metric values. If an administrator
configures it, the graph shows events that might affect the selected resource. You can use the icons at the top
of the pane to change the display.

Events and Anomalies Pane

This pane appears in the lower third of the Resource Detail page when you click Anomalies in the Status
pane. You can expand this pane to view the graph of anomalies. If an administrator configures it, the graph
shows corresponding events that might affect the selected resource. You can use the icons at the top of the
pane to change the display.

Events and Faults Pane

This pane appears in the lower third of the Resource Detail page when you click Faults in the Status pane.
You can expand this pane to view a graph of faults. If an administrator configures it, the graph shows
corresponding events that might affect the selected resource. You can use the icons at the top of the pane to
change the display.

Storage and Network Pane

For objects that have storage and network resources, this pane shows basic storage-related metrics. The pie
chart uses both volume and color to present information. The volume of the pie chart represents the amount
of used disk space. The color coding visualizes the nearness of the moment when disk space is exhausted.

Understanding Health Symptoms
A symptom is a metric that contributes to the health state of an object. For a global resource, you view health
symptoms in the Root Cause Ranking pane on the Resource Detail page. For a virtual resource, you view
health symptoms in the Metric Details pane on the Resource Detail page.

The Resource Detail page lists symptoms by child resource kinds. The parentheses after the resource kind
name contain information about the number of symptoms that are violating their thresholds for the resource
group.

Figure 2‑2.  Example of a Symptom Group

The example shows a portion of the type of information that you might see when you view health
symptoms. Metrics that are violating their thresholds appear in metric groups. The parentheses after the
metric group name contain the number of violations for the metrics in the metric group.

When you expand a metrics group, the list of metrics that are violating their thresholds appears. In each
metric row, you can check the percentage of objects that have threshold violations for the metric. A vertical
blue line represents the point in time when the first symptom became active.

Figure 2‑3.  Example of an Expanded Symptom Group
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The icons in a metric row add information about the metric values that the row contains. When you point to
an icon, a tooltip appears that describes the meaning of the icon. You can double-click a metric row to view
details about the selected symptom.

Handling Alerts
An alert is a notification that informs you of an abnormal condition that might require attention. Handling
alerts involves viewing alerts, determining which alerts to respond to, managing alerts in the Custom user
interface, and identifying alert trends.

View Alerts on the Alerts Overview Page
By default, the Alerts Overview page shows alerts for all resources. You can filter the alert list by resource,
alert type and subtype, and alert status. You can also search for alerts generated for particular resources and
during a specific time period.

Procedure

1 Select Alerts > Alerts Overview.

2 (Optional) Filter the alert list.

Option Action

Show alerts for resources that have
a specific value

Select one or more resource tag values in the resource tag list. If you select
more than one value for the same tag, the list includes resources that have
either value. If you select values for two or more different tags, the list
includes only resources that have all of the selected values.

Show alerts for resources that do
not have a specific value

Select one or more resource tag values in the resource tag list and click the
Invert Result icon. For example, if you select New York and London, alerts
for all resources that are not in either city appear in the list.

Show alerts for resources that have
a specific resource name or
resource kind

Type a full or partial name in the Search text box and click the right angle
bracket (>).

Show alerts for a specific time
period

Select a date from the Start Date and End Date menus and click the right
angle bracket (>).

Show alerts that have a specific
type or subtype

Click one or more of the alert type icons at the top of the alert list. For
example, click the Smart (Early Warning), Smart (KPI Breach), and Smart
(KPI Prediction) icons to show all smart alerts.

Show alerts that have a specific
status

Click one or more of the alert status icons at the top of the alert list. For
example, click the Active Alerts icon and the Own Alerts icon to show the
active alerts assigned to you.

Remove an alert type or alert status
filter

Click the icon again to toggle it off.

Remove all resource filters Click the Deselect All icon at the top of the resource tag list.
 

3 (Optional) Click a column header and use the controls in the pop-up menu to sort the alert list or add or
remove columns from the display.

Alerts Overview Page Information
The information on the Alerts Overview page is organized in multiple columns.

Table 2‑3.  Columns on the Alerts Overview Page

Column Name Description

Critical Level A color-coded icon that indicates the criticality level of the alert. See “Alert Criticality Levels,” on
page 25.

Sub-Type An icon that indicates the subtype of the alert. See “Alert Types and Subtypes,” on page 26.
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Table 2‑3.  Columns on the Alerts Overview Page (Continued)

Column Name Description

Start Time The date and time that vCenter Operations Manager first generated the alert.

Duration How long the alert lasted.

Status An icon that indicates whether the alert is active or canceled.

Resource Name The resource that is associated with the alert.

Resource Kind The kind of resource for which vCenter Operations Manager generated the alert.

Metric The metric that violated a threshold and triggered the alert.

Root Cause The symptom that most likely indicates the start of the chain of events that led to the alert.

Worst Sub
Containers

If the alert is for a resource that contains other container resources, such as an application that
contains tiers, this column contains icons that represent the subcontainers that most likely
contributed to the alert.

Id A sequential alert ID number.

Type An icon that indicates the type of alert. See “Alert Types and Subtypes,” on page 26.

Cancel Time The date and time that a user canceled the alert.

Info For external notification alerts, this column might contain additional information that was sent
along with the alert message.

Update Time The date and time that the alert was most recently updated.

Resource
Identifiers

Up to five identifiers that uniquely identify the resource. Resource identifiers are often the same as
the resource name. Multiple resources can have the same name. The adapter type determines the
identifiers that appear.

Control State An icon that indicates whether the alert is open, assigned, suspended, or suppressed.

Resource Id The ID of the resource that is associated with the alert.

User Name If the alert is assigned to a user, the name of the user.

Alert Criticality Levels
Every alert has a criticality level that specifies how serious the problem is and how quickly you should take
action.

Table 2‑4.  Alert Criticality Levels

Level Color Value

Critical Red 4

Immediate Orange 3

Warning Yellow 2

Info Blue 1

None 0

vCenter Operations Manager predictive Smart Alerts, KPI prediction, and early warning alerts are always
critical alerts. Other types of alerts might be of any criticality, depending on the alert type and how the
attribute that trigged the alert is configured.

You can color code alerts by criticality on the Alerts Overview page and in the Alerts widget.
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Alert Types and Subtypes
vCenter Operations Manager generates several types of alerts, and each alert type has its own triggers and
contents. An alert might be caused by abnormal behavior of one or more metrics for a resource, including a
tier or application, or when a fingerprint predicts an upcoming problem.

By default, vCenter Operations Manager generates all types of alerts except for classic abnormality alerts.
Because they do not involve KPIs, classic abnormality alerts are unlikely to require any action.

Smart Alerts

A Smart Alert is triggered when an internally calculated value indicates that a problem occurs, or soon will
occur. The internally calculated value can be a correlated prediction of future behavior or a dynamic
threshold breach on a KPI. Except for metrics that are designated as KPIs, Smart Alerts do not depend on
user-defined values. Smart Alerts have certain subtypes.

Table 2‑5.  Smart Alert Subtypes

Subtype Description Determined By

KPI DT Breach A KPI breached one of its internally
calculated dynamic thresholds.

Analytics based on a user-defined
KPI.

KPI Prediction vCenter Operations Manager predicts that a
KPI will soon breach a threshold. The current
combination of metrics might match a stored
metric fingerprint that predicts the breach, or
a metric that is correlated with the KPI has
breached its threshold.
KPI Prediction alerts are always critical.

Analytics based on a user-defined
KPI.

Early Warning vCenter Operations Manager correlation
algorithms calculate a greater than 90 percent
chance above the noise threshold that there is
a problem with an application.
Early Warning alerts are always critical.

Analytics based on application
topology.

Classic Alerts

A classic alert is an alert that is generated by classic monitoring software. It relies on user-defined hard
thresholds, not vCenter Operations Manager dynamic thresholds or other advanced calculations. Classic
alerts have certain subtypes.

Table 2‑6.  Classic Alert Subtypes

Subtype Description Reason

KPI HT Breach A user-defined KPI breached a user-
defined hard threshold.

A user-defined KPI breached one of its
user-defined hard thresholds.

Abnormality A non-KPI metric breached one of its
internally calculated dynamic
thresholds.

A single non-KPI metric breached one of its
dynamic thresholds.

Notification A non-KPI metric breached a user-
defined hard threshold. Typical system
and network management applications
send this type of alert.

A single non-KPI metric breached one of its
internally calculated dynamic thresholds.

Administrative Alerts

An administrative alert indicates a problem with vCenter Operations Manager, the monitoring software
from which it collects data, or the enterprise network. Administrative alerts have certain subtypes.
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Table 2‑7.  Administrative Alert Subtypes

Subtype Description

System A vCenter Operations Manager component failed.

Environment vCenter Operations Manager stopped receiving data from
one or more resources. A problem might exist with the
resource, the monitoring software, or the network
infrastructure.

Resolve an Alert
How you resolve an alert depends on the alert's type and criticality level and your organization's rules,
procedures, and priorities. You can view information about the event that triggered an alert, its effects, and
its likely causes, on the Alert Summary page. The Alert Summary page usually contains enough information
to determine who in your enterprise should respond to the alert.

The top of the Alert Summary page shows the alert type, when the alert started, the duration of the alert,
and the associated resource or metric. The rest of the page is divided into separate panes.

NOTE   Do not follow this procedure to resolve administrative system alerts.

Procedure

1 Select Alerts > Alerts Overview and double-click the row for the alert in the alert list.

2 Examine the information in the Reason pane on the Alert Summary page and determine the action to
take.

The Reason pane contains specific information about the alert, including the type of trigger that caused
it, the resource or metric for the trigger, and details about the trigger. You can click More next to the
resource name to view all of the properties for the resource.

Option Action

The alert is for an application, tier,
or container

Identify the owner of the resource.

The alert is for a KPI Identify the service level agreement (SLA) that is associated with the KPI.
 

3 Examine the information in the Impact pane on the Alert Summary page.

The Impact pane shows health information for the last six hours for the resource for which the alert was
generated, including any subcontainers in the resource. For a tier, the pane shows a health graph for the
application that contains the tier and the current health of all of the tiers in the application. The pane
also shows a graph for up to five metrics. Breaching KPIs appear first, followed by breaching super
metrics, non-breaching KPIs, and non-breaching super metrics.

4 If the information in the Impact pane indicates that KPIs were breached, identify the SLAs that are
associated with the KPIs.
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5 Examine the information in the Root Cause pane on the Alert Summary page.

The Root Cause pane shows the likely root cause container resources, ranked by analytical algorithm on
the container resource. You can perform actions on the Root Cause pane to view symptom information.

Option Action

Show the symptom groups for a
resource

Double-click the resource. Symptom groups are ranked by percentage of
possible resources that exhibit the symptoms in the group.

Show the top five individual
symptoms in a symptom group

Double-click the symptom group. Symptoms are ranked by percentage of
possible resources that exhibit the symptom.

List the individual anomalies that
comprise a symptom

Double-click the symptom. A pop-up window opens that lists the
individual anomalies.
n To copy the list to the clipboard, click the Copy to Clipboard icon.

This feature is useful if you are opening a problem ticket or sending an
email message about the alert.

n To graph an anomaly, select an anomaly in the pop-up window and
click the Dynamic Dashboard icon.

 
6 Identify the owner of the root cause resource.

Option Action

The Root Cause pane indicates
multiple tiers

Examine the first tier and identify its owner. Select all metrics that have 50
percent or greater probability.

The Root Cause pane indicates a
single resource

Select all metrics that have 50 percent or greater probability.

 
7 Hand off resolution of the alert to the owner that you identified in Step 6.

Provide the highest-probability abnormal metrics from the Root Cause pane and the URL of the Alert
Summary page. For predictive alerts, also provide due time and probability information from the
Reason pane.

8 Notify the owner that you identified in Step 2 and any other interested parties.

Provide SLA and KPI breach information, the URL of the Alert Summary page, and the name of the
person responsible for resolving the alert.

Resolving Administrative System Alerts
An administrative system alert indicates a problem with one of the vCenter Operations Manager
components. When you resolve an administrative system alert, follow certain recommended procedures.

For information about resolving administrative system alerts, see the VMware vCenter Operations Manager
Administration Guide (Custom User Interface) or the online help.

Troubleshoot an Alert
The person responsible for fixing the condition that caused an alert typically uses the Alert Detail page to
troubleshoot the problem.

The Alert Detail page contains information that can help you diagnose the cause of the behavior that
resulted in the alert and determine how to prevent the alert from happening again.

Procedure

1 Select Alerts > Alerts Overview and double-click the row for the alert in the alert list.

2 On the Alert Summary page, click the Troubleshoot button.

The Alert Detail page appears for the alert.
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Alert Detail Information
The Alert Detail page contains information that can help you diagnose the cause of the behavior that
resulted in the alert and determine how to prevent the alert from happening again.

For detailed information about using each pane and tab on the Alert Detail page, see the online help.

Reason Pane

This pane contains specific information about the alert, including the type of trigger that caused it, the
resource or metric for the trigger, and details about the trigger.

Impact Pane

This pane shows health information for the last six hours for the resource for which the alert was generated,
including any subcontainers in the resource. For a tier, the pane shows a health graph for the application
that contains the tier and the current health of all of the tiers in the application. The pane also shows a graph
for up to five metrics. Breaching KPIs appear first, followed by breaching super metrics, non-breaching
KPIs, and non-breaching super metrics.

Mashup Tab

This tab contains mashup charts, which show different aspects of the behavior of a resource. Mashup charts
include a health chart, an anomaly count graph, and metric graphs.

n The health chart includes each alert for the specified time period.

n The anomaly count graph shows the number of anomalies for the resource and its children at a specific
time. For an application, the anomaly graph shows the anomaly count for tiers that contain root cause
metrics for the resource. A red line marks the noise threshold for the resource. An anomaly count
higher than the red line indicates a 90 percent probability of a problem and triggers an early warning
alert.

n Metric graphs appear for all of the KPIs for any resource that is listed as a root-cause resource. For an
application, the root-cause resource is the application and tiers that contain root causes.

Timeline Tab

This tab shows all of the anomalies that contributed to an alert. The anomalies appear in a dual-drag
timeline that starts with the beginning of the first anomaly and ends with the current time or, if the alert was
canceled, the cancel time.

Relationships Tab

This tab shows a resource relationship chart for the resource for which an alert was generated. Resource
relationship charts show the structure of the topography around a specific resource, including parent and
child resources.

Metric Charts Tab

This tab shows metric graphs for the resource for which an alert was generated. Metric graphs show the
recent performance and predicted future performance of metrics.

Correlations Tab

You can show the behavior or anomaly correlations to the KPI metrics that contributed to an alert on this
tab. Each metric has a percentage correlation. The larger the number, the more closely the metrics are
related.

Notes Tab

You can add and view notes for an alert on this tab.
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Managing Alerts
You can suspend, suppress, and take or release ownership of multiple alerts on the Alerts Overview page.
When you perform an action on an alert, the alert's status changes. You can also manage a single alert on the
Alert Detail page.

Take Ownership of an Alert
When you take ownership of an alert, you acknowledge that the alert is yours. Taking ownership of an alert
is important if multiple operators manage alerts in your environment. You can take ownership of multiple
alerts on the Alerts Overview page.

You can also take ownership of alerts in the Alerts widget.

Procedure

1 Select Alerts > Alerts Overview and select the alert or alerts in the alert list.

You can press Ctrl+click to select multiple alerts or Shift+click to select a range of alerts.

2 Click the Take Ownership icon.

3 Click Yes in the confirmation dialog box.

When you own the alert, the Assigned Alerts icon appears in the Control State column and your user name
appears in the User Name column in the alert list.

Suspend an Alert
When you suspend an alert, you can specify a number of minutes. If the problem condition exists after the
time elapses, vCenter Operations Manager reactivates the alert. You can suspend multiple alerts on the
Alerts Overview page.

When you suspend an alert, you take ownership of it. You cannot suspend an alert that another user owns.

You can also suspend alerts in the Alerts widget.

NOTE   Suspending an alert does not cancel its cancel cycle. The alert is still canceled according to the cancel
cycle value set when the resource or application was configured.

Procedure

1 Select Alerts > Alerts Overview and select the alert or alerts in the alert list.

You can press Ctrl+click to select multiple alerts or Shift+click to select a range of alerts.

2 Click the Suspend icon.

3 Type the number of minutes to suspend the alert and click OK.

When the alert is suspended, the Suspended Alerts icon appears in the Control State column in the alert list.

Suppress an Alert
When you suppress an alert, you can specify a specific number of days. If the problem condition exists after
the time has elapsed, vCenter Operations Manager reactivates the alert. You can suppress multiple alerts on
the Alerts Overview page.

When you suppress an alert, you take ownership of it. You cannot suppress an alert that another user owns.
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You can also suppress alerts in the Alerts widget.

NOTE   Suppressing an alert does not cancel its cancel cycle. The alert is still canceled according to the cancel
cycle value set when the resource or application was configured.

Procedure

1 Select Alerts > Alerts Overview and select the alert or alerts in the alert list.

You can press Ctrl+click to select multiple alerts or Shift+click to select a range of alerts.

2 Click the Suppress icon.

3 Type the number of days to suppress the alert and click OK.

When the alert is suppressed, the Suppressed Alerts icon appears in the Control State column in the alert
list.

Release Ownership of an Alert
You release ownership of an alert when you need to return a suspended or suppressed alert to the open
state. You can release ownership of multiple alerts on the Alerts Overview page.

You can also release ownership of alerts in the Alerts widget.

Procedure

1 Select Alerts > Alerts Overview and select the alert or alerts in the alert list.

You can press Ctrl+click to select multiple alerts or Shift+click to select a range of alerts.

2 (Optional) Filter the alert list.

Option Action

Show only assigned alerts Click the Assigned Alerts icon.

Show only alerts that you own Click the Own Alerts icon.
 

3 Select the alert in the alert list.

You can press Ctrl-click to select multiple alerts or Shift-click to select a range of alerts.

4 Click the Release Ownership icon.

5 Click Yes on the confirmation dialog box.

When ownership of the alert is released, the Open Alerts icon appears in the Control State column in the
alert list.

Cancel an Alert
You can cancel an alert on the Alerts Overview page.

NOTE   You cannot cancel an alert on the Alert Detail page or in the Alerts widget.

Procedure

1 Select Alerts > Alerts Overview and select the alert or alerts in the alert list.

You can press Ctrl+click to select multiple alerts or Shift+click to select a range of alerts.

2 Click the Cancel Alert icon.
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Manage a Single Alert
You can suspend, suppress, and take or release ownership of a single alert on the Alert Detail page.

Procedure

1 Select Alerts > Alerts Overview and double-click the row for the alert in the alert list.

2 On the Alert Summary page for the alert, click the Troubleshoot button.

3 On the Alert Detail page for the alert, click the icon for the alert operation.

Option Action

Take ownership of the alert Click the Take Ownership icon. Owning an alert means that you
acknowledge the alert is yours. Taking ownership is important when
multiple operators manage alerts.

Release ownership of the alert Click the Release Ownership icon. You release ownership of an alert when
you need to return a suspended or suppressed alert to the open state.

Suspend the alert Click the Suspend This Alert icon. You can suspend an alert for a number
of minutes. If the problem condition exists after the time has elapsed,
vCenter Operations Manager reactivates the alert.

Suppress the alert Click the Suppress This Alert icon. You can suppress an alert for a
number of days. If the problem condition exists after the time has elapsed,
vCenter Operations Manager reactivates the alert.

 

View Alerts in the Alert Watch List
The alert watch list shows the number of alerts for each criticality level and the trend.
vCenter Operations Manager determines the trend by comparing the sum of all alerts of a particular type
during the current time period to the average of the alerts during the previous three time periods. The trend
can be up, down, or no change.

You can change several alert watch list settings, including the refresh interval and baseline time period. You
can also filter the alerts that appear in the alert watch list. See “Change the Alert Watch List Settings,” on
page 32.

Procedure

1 Find the alert watch list in the upper right corner of the browser window.

The alert watch list appears on all vCenter Operations Manager pages.

2 Point to the icon for an alert criticality level.

The alerts that have that criticality level appear in a pop-up window.

3 Double-click an alert in the pop-up window to view the Alert Summary page for the alert.

Change the Alert Watch List Settings
You can change the default refresh interval and baseline time period for the alert watch list and the number
of alerts that appear when you point to a criticality icon. You can also filter the alerts in the alert watch list.

Procedure

1 Click Edit to the right of the alert watch list.

2 In the Refresh Time text box, type how often, in seconds, to refresh the alert watch list.

The default is 30 seconds.
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3 In the Baseline Time text box, type the time period, in minutes, that the alert watch list uses when it
compares the total alerts in the current time period to the average number of the alerts in the previous
three time periods.

The default is 30 minutes.

4 Filter the alerts that appear in the alert watch list.

Option Description

Show alerts only for resources that
have certain tag values

Select the tag values in the Select which tags to filter list. If you select
more than one value for the same tag, the alert watch list shows resources
that have either value. If you select values for two or more different tags,
the alert watch list shows resources that have all of the selected values.

Limit alerts to specific criticality
levels

Select the check boxes for the criticality levels to include in the alert watch
list in the Criticality Level Range pane.

Limit alerts to only values that you
specify

Click the links in the Filter By pane and select the values to include in the
alert watch list. If you select a combination of the Open, Assigned,
Suspended, and Suppressed alert control states, all of the alerts that match
your selections appear in the alert watch list. If you select Own Alerts and
one or more other states, only the alerts that you own that match the other
states appear in the alert watch list.

 
5 In the Number of alerts to show in tooltip pane, select the number of alerts that appear when you point

to a criticality icon in the alert watch list.

6 Click Save to save your changes.

Optimizing Your Resources
You can use the information provided by the vCenter Operations Manager forensics features to analyze
performance and capacity and balance the resources in your environment. You can also use forensics
features to assess whether any mission critical resources are at risk of reaching capacity in the future.

View the Top and Bottom Performers
You can view the top or bottom performers in specific categories on the Top-N Analysis page. For example,
you can show the most or least healthy tiers in an application, the most volatile KPIs, or the top root cause
metrics. Viewing the extreme performers in a category can help you assess the overall performance of your
environment.

The Top-N Analysis widget contains similar information to the Top-N Analysis page, but it offers fewer
options.

Procedure

1 Select Forensics > Top-N Analysis.

2 Click the Configure icon at the top right of the Resource Health pane.

3 (Optional) Change the Top-N analysis default configuration settings.

Option Description

Time Period Change the time period for the data that appears on the Top-N Analysis
page. The default is the last 30 days.

Depth Select the number of levels to show for parent-child relationships for the
selected entity. For example, if you select 1, the widget shows information
for applications and tiers. If you select 2, the widget also shows
information for resources that are children of tiers. The default is 10.

Bars Count Select the number of items to show on the page. The default is five items.
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4 Select a resource in the resource tree.

You can use the icons at the top of the Configuration window to expand or collapse the tree and clear
your selection.

5 Click Save to save the Top-N analysis configuration.

The Configuration window closes, the Top-N Analysis page appears, and the Resource Health pane
shows the health of the selected resource for the configured time period.

6 In the Tools pane, select the check box for each type of information to view.

The information appears in the right pane.

7 Click an object in the right pane to view the Resource Detail page for the object.

Perform Capacity Analysis for a Selected Metric
The vCenter Operations Manager capacity analysis feature uses the performance history of a metric to
predict its future growth and when it is likely to reach a specified limit. You can use this information to plan
when to perform infrastructure upgrades, such as adding disk storage to a server or increasing your
network capacity.

To perform capacity analysis, you select a metric to use, such as PctUsedDiskSpace, and a limiting value,
such as 95 percent full. vCenter Operations Manager examines the past and current performance of the
metric and its analytics algorithms determine the cycles in the metric's values. vCenter Operations Manager
uses this analysis to extrapolate the metric's likely future performance.

The capacity analysis results show when the metric is likely to exceed the value you set, the predictability of
the metric (higher predictability indicates a higher signal-to-noise ratio), and other information about its
behavior. For more information, see “Interpreting Capacity Analysis Results,” on page 35.

NOTE   Capacity analysis works best and is most useful with metrics that tend to show long-term trends in
one direction, such as disk space use and network traffic.

Procedure

1 Select Forensics > Capacity Analysis.

2 (Optional) Filter the resources on the List tab by selecting one or more tag values in the Resources-Tags
list.

Option Action

Show resources that have a specific
value

Select one or more resource tag values in the resource tag list. If you select
more than one value for the same tag, the list includes resources that have
either value. If you select values for two or more different tags, the list
includes only resources that have all of the selected values.

Show resources that do not have a
specific value

Select one or more resource tag values in the resource tag list and click the
Invert Result icon. For example, if you select New York and London, all
resources that are not in either of those cities appear in the resource list.

 
3 On the List tab, select the resource that contains the metric to use in the analysis.

The attribute groups for the selected resource appear in the Metrics pane.

4 (Optional) Filter the metrics in the Metrics pane.

Option Action

Show only KPI metrics Click the KPI Metric icon.

Find a particular metric group,
metric instance, or metric

Type a full or partial name in the Search text box, select the value type
from the drop-down menu, and click >.
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5 In the Metrics pane, expand the group that contains the metric and double-click the metric.

The performance information for the metric appears in the center pane.

6 (Optional) To change the graph's range, type the minimum and maximum values to show in the Y-max
and Y-min text boxes and click the arrow to the right of each text box.

By default, the graph's range depends on the past performance of the metric.

7 To set limit values for the graph, type a value in the Threshold text box and click the Upper or Lower
icon to indicate whether the value represents an upper or lower threshold.

You can also drag the slider to the left of the graph to set the limit value.

8 In the Probability text box, type the percentage of metric values that must be out of threshold within a
24-hour period before it is considered a breach.

9 Select the time period for the forecast from the Show Forecast drop-down menu.

10 Click the Forecast This! button.

The capacity analysis predictions appear in the Analysis Results pane.

11 (Optional) Save the current configuration.

a Click the Capture New icon.

b Type a name for the configuration in the Configuration text box.

c Click OK.

You can return to a saved configuration later by selecting it from the Configuration drop-down menu.
Only you can use configurations that you save.

12 (Optional) Click an icon at the top of the Analysis Results pane to save the forecast data.

You can save the data as a snapshot or full-screen snapshot, or download it to a tab-separated CSV file.

What to do next

After you perform a capacity analysis, you can change any criteria, such as the forecast period or the limit
value, and click Forecast This! again.

If you saved the configuration, you can select it from the Configuration drop-down menu and click the
Update selected configuration or Delete selected icon to update or delete the configuration.

Interpreting Capacity Analysis Results
Capacity analysis results appear in the Analysis Results pane on the Capacity Analysis page and include the
following information

n The amount of time until vCenter Operations Manager predicts that the metric will breach the limit that
you set and the date and time it is predicted to occur.

n The predictability of the metric’s behavior, which is expressed as a decimal between 0 and 1. Higher
values indicate more predictable behavior and more certainty in the predicted beach time.

n If the analytics mechanisms detect a correlation between the behavior of the selected metric and another
metric, the degree of the correlation. You can click the value to open a pop-up window that shows the
correlated metrics, including the resource, the metric name, and the percentage of correlation. You can
also display a column that shows the type of correlation, either Anomaly, in which the metrics’
anomalies are correlated, or Behavior, in which the metrics’ behavior is correlated.

n The predicted minimum and maximum values within the forecast period and when
vCenter Operations Manager expects them to occur.
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n A metric graph that shows recent behavior and the predicted behavior for the forecast period. The
graph includes a line that shows the most likely predicted value. A shaded area appears around the
area to indicate the confidence bound of the prediction.

n A graph that shows the calculated cycles in the metric’s behavior. Captions below the graph indicate
the period and relative strength of each cycle. You can click All Cycles to show a pop-up window that
contains information about the cycles.

NOTE   Depending on your screen resolution, you might need to click the thin bar at the top of the page to
collapse the Resources-Tags pane and Metrics pane to show the cycle graph.

Comparing Metric Values for Virtual Objects
With the VC Analysis view, you can compare the metric values of different objects in your virtual
environment by using predefined heat maps or creating your own custom heat maps.

A heat map contains rectangles of different colors and sizes. Each rectangle represents an object in your
virtual environment. The color of a rectangle represents the value of one metric, and the size of a rectangle
represents the value of another metric. For example, one predefined heat map shows the total memory and
percentage of memory use for each virtual machine. Larger rectangles are virtual machines that have more
total memory. Green indicates low memory use and red indicates high memory use.

vCenter Operations Manager updates heat maps in real time as it collects new values for each object and
metric. The colored bar below a heat map is the legend. The legend identifies the values that the endpoints
represent and the midpoint of the color range.

Heat map objects are grouped by parent. A heat map that shows virtual machine performance groups
virtual machines by the ESX hosts on which they run.

Compare the Performance of Selected Metrics
You can use the information provided by the heat maps on the VC Analysis page to compare the
performance of selected metrics in the virtual infrastructure and balance the load across ESX hosts and
virtual machines.

Prerequisites

If the combination of metrics to compare is not available in a predefined heat map, create a custom heat
map. See “Create a Custom Heat Map,” on page 38.

Procedure

1 Select Forensics > VC Analysis.

2 From the Focus Area drop-down menu, select a metric group.

All metric heat maps that are related to the selected group appear in the list of heat maps.

3 From the Smallest Box Shows drop-down menu, select the object type to be represented by the colored
boxes in the heat map.

The list of heat maps updates based on your selection.

4 Select a heat map from the list.

The heat map of the selected metrics appears, sized and grouped according to your selection.

5 Use the heat map to compare the resources and metric values for all of the objects in your virtual
environment.
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6 (Optional) To view the list of names and metric values for all of the objects in the heat map, expand the
Details pane in the lower third of the VC Analysis page.

You can click column headers to sort the list by column. If you sort the list by a metric column, you can
view the highest or lowest values for the metric on top.

7 (Optional) To view more information about a particular object in the heat map, point to the rectangle
that represents the object and click the Details link in the pop-up window.

What to do next

Based on your findings, reorganize the objects in your virtual environment to balance the load among ESX
hosts, clusters, or datastores.

Find the Best or Worst Performing Objects
You can find the objects that have the highest or lowest values for a particular metric on the VC Analysis
page.

Prerequisites

If the combination of metrics to compare is not available in a predefined heat map, create a custom heat
map. See “Create a Custom Heat Map,” on page 38.

Procedure

1 Select Forensics > VC Analysis.

2 From the Focus Area drop-down menu, select a metric group.

All metric heat maps that are related to the selected group appear in the list of heat maps.

3 From the Smallest Box Shows drop-down menu, select the object type to be represented by the colored
boxes in the heat map.

The list of heat maps updates based on your selection.

4 Select a heat map from the heat map list.

The heat map of the selected metrics appears, sized and grouped according to your selection.

5 Expand the Details pane.

The name and metrics values for each object in the heat map appear in the list.

6 Click the column heading for the metric.

You can view the best or worst performing objects at the top of the column. The Details list is sorted
based on the metric value that you select. You can click the header again to reverse the sort order.

7 (Optional) To view more information about a particular object in the heat map, point to the rectangle
that represents the object and click the Details link in the pop-up window.

Identify Objects that Operate Outside of a Defined Metric Range
Objects must operate within a specified range of values to use resources efficiently. High metric values
might mean an overload, which can lead to performance problems, and low metric values indicate
inefficiency or waste of resources. You can analyze the operation of different object types within or outside
the defined range for each metric on the VC Analysis page.

Prerequisites

Create a custom heat map to track the metric and set the minimum and maximum values to the top and
bottom of the range for the metric. See “Create a Custom Heat Map,” on page 38.
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Procedure

1 Select Forensics > VC Analysis.

2 Select a metric group from the Focus Area drop-down menu.

All metric heat maps that are related to the selected group appear in the list of heat maps.

3 Select the object type for the colored boxes in the heat map to represent from the Smallest Box Shows
drop-down menu.

The list of heat maps updates based on your selection.

4 Select your custom heat map in the heat map list.

Because you set the endpoints for the graphed colors in your custom heat map, any object that shows
the endpoint color, either green and red or orange and blue, is outside of the defined range. Objects that
operate within the defined range show intermediate colors.

5 (Optional) To view the list of names and metric values for all objects on the heat map, expand the
Details pane.

You can click column headings to sort the list by column. If you sort the list by a metric column, you
can view the highest or lowest values for that metric on top.

6 (Optional) If you notice an object in the heat map that operates outside of the defined range, point to the
rectangle that represents the object and click the Details link to view more information about the object
performance.

Create a Custom Heat Map
If the predefined heat maps do not meet your needs, you can create a custom heat map. When you create a
custom heat map, you select every aspect of the heat map, including the objects and metrics it tracks, the
colors that it uses, and the endpoints for its values. A custom heat map can analyze one metric or two
metrics in the same metric group.

Procedure

1 Select Forensics > VC Analysis.

2 Click Customize.

3 Click the Add new configuration icon in the upper right corner of the heat map configuration window.

4 In the confirmation dialog box, type a description for the custom heat map and click OK.

5 Select the type of object for which to display the metric from the Smallest Box drop-down menu.

You can select only objects that are parents to your selection.

6 Select how to group metric boxes in the custom heat map from the Group By drop-down menu.

7 From the Then By drop-down menu, select the next level of organization for metric boxes that are
already grouped by the criterion that you selected from the Group By drop-down menu.

8 Click in the Color By drop-down menu and double-click the metric to be represented in the heat map.

You can use these methods to find a metric in the list.

Option Action

Show the metrics in a group Expand the metric group.

Find a particular metric Type a full or partial name in the Search text box and click the right angle
bracket (>).

Filter the list Select a value type from the drop-down menu.
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9 Select the metric to be tracked by color in the heat map from the Color Focus drop-down menu.

The custom heat map appears under this category in the Focus Area drop-down menu on the VC
Analysis page.

10 (Optional) To analyze a second metric value in the same group, click in the Size By drop-down menu
and double-click the metric to use.

You can use these methods to find a metric in the list.

Option Action

Show the metrics in a group Expand the metric group.

Find a particular metric Type a full or partial name in the Search text box and click the right angle
bracket (>).

Filter the list Select a value type from the drop-down menu.
 

11 (Optional) If you selected a second metric from the Size By drop-down menu, select the type of metric
to be tracked by the size of boxes in the heat map from the Size Focus drop-down menu.

12 Type the minimum and maximum values to represent the end colors of the heat map in the Color
Picker text boxes.

If you do not specify a minimum value, the custom heat map uses the lowest collected metric value for
the end color. If you do not specify a maximum value, the custom heat map uses the highest collected
metric value for the end color.

13 (Optional) If you specified a maximum value, select the Extend check box to extend the maximum color
range to the highest observable Color By value for the smallest boxes on the heatmap.

14 (Optional) To change the color scheme of the custom heat map, click the Templates link and select a
different color scheme.

15 Click Save to save the custom heat map.

The custom heat map appears in the Configuration drop-down menu.

16 Click Close to close the heat map configuration window.

The custom heat appears in the list of heat maps on the VC Analysis page.
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Designing Your Workspace 3
You can customize your vCenter Operations Manager workspace to meet your specific needs. Depending on
your access rights, you can add, delete, and arrange widgets on your dashboards, create new dashboards,
import or export dashboards from other instances, edit widget configuration options, and configure widget
interactions.

This chapter includes the following topics:

n “Working with Dashboards,” on page 41

n “Working with Widgets,” on page 50

Working with Dashboards
When your user account is created, a vCenter Operations Manager administrator assigns you to one or more
user groups. These user groups determine which dashboards are available to you when you first log in to
vCenter Operations Manager. If your user account has the necessary access rights, you can modify your
dashboards and create new dashboards.

Administrators can use dbcli commands to manage dashboards and dashboard templates from the
command line. For more information, see the VMware vCenter Operations Manager Administration Guide
(Custom User Interface).

Create a Dashboard
You typically create a dashboard by selecting a dashboard template. A dashboard template contains all of
the information in a dashboard definition. You can also create a dashboard by defining and arranging the
widgets that the dashboard contains.

vCenter Operations Manager includes predefined dashboard templates. If the predefined templates do not
meet your needs, you can create your own templates. See “Create a Dashboard Template,” on page 44.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n If you are creating a dashboard by selecting widgets, become familiar with the available widgets. See 
“Working with Widgets,” on page 50.

Procedure

1 Select Dashboards > Add.
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2 Create the dashboard by selecting widgets or by using a dashboard template.

Option Action

Create a dashboard by selecting
widgets

a Drag each widget from the left pane to the right pane.
b Select the number of columns to use on the dashboard from the Select

Layout drop-down menu.
c (Optional) To change the size of the columns, drag the divider bars

under Drag to Change Layout.

Create a dashboard from a template a Click the Create Dashboard Using Templates icon in the corner of the
left pane to show the available dashboard templates.

b Drag a dashboard template to the right side of the window.
c Select the number of columns to use on the dashboard from the Select

Layout drop-down menu.
 

3 Type a name for the new dashboard in the Tab Name text box.

To make the new dashboard appear in a group in the Dashboards menu, use the following syntax for
the dashboard name.

dashboard-group/dashboard-name

dashboard-group is the name of a dashboard group and dashboard-name is the name of the new
dashboard. If the dashboard group already exists, the new dashboard appears in the existing group. If
the dashboard group does not already exist, vCenter Operations Manager adds it. You can nest
dashboard groups by typing multiple dashboard group names, for example,
dashboard-group/dashboard-group/dashboard-name

NOTE   Only the dashboard name appears in the Dashboard menu and on the dashboard tab.

4 (Optional) Select Yes next to Mark as Default to make the new dashboard your default dashboard.

5 Click OK to save your changes.

Example: Creating a Multilevel Dashboard Menu
In the following example, a dashboard named Web Server Alerts appears in a dashboard group named
Alerts in the Dashboards menu.

To create this dashboard, type Alerts/Web Server Alerts in the Tab Name text box.

What to do next

The tab for the new dashboard appears to the right of the other dashboard tabs on your home page. To
change the order of the dashboard tab, see “Change the Order of Dashboard Tabs,” on page 45.

If you used a template to create the dashboard, you might want to change the layout or the widgets that it
contains. See “Edit a Dashboard,” on page 43 or “Working with Widgets,” on page 50.
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Clone a Dashboard
You can create a dashboard by making a copy of an existing dashboard.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard to clone.

2 Click Clone on the Dashboard Tools bar.

3 Type a name for the new dashboard and click OK.

What to do next

The tab for the new dashboard appears to the right of the other dashboard tabs on your Home page. To
change the order of the dashboard tab, see “Change the Order of Dashboard Tabs,” on page 45.

When you clone a dashboard, all of the widgets that are in the original dashboard appear in the new
dashboard. You might want to change the layout of the new dashboard or the widgets that it contains. See 
“Edit a Dashboard,” on page 43 or “Working with Widgets,” on page 50.

Edit a Dashboard
You can change a dashboard name, select or deselect a dashboard as your default dashboard, and change
the number and size of the columns that appear on a dashboard.

For information about adding and removing widgets from a dashboard, see “Working with Widgets,” on
page 50.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab of the dashboard to edit.

2 Click Edit on the Dashboard Tools bar.

The available widgets appear in the left pane of the Dashboard Editing: Edit a Tab window.

3 Edit the dashboard.

Option Action

Change the name of the dashboard Type a different name in the Tab Name text box.

Move the dashboard to a dashboard
group

Type dashboard-group/dashboard-name in the Tab Name text box.
dashboard-group is the name of the dashboard group and dashboard-name is
the name of the dashboard. You can nest dashboard groups by typing
multiple dashboard group names, for example,
dashboard-group/dashboard-group/dashboard-name.

Make the dashboard your default
dashboard

Select Yes next to Mark as Default.
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Option Action

Change the number of columns on
the dashboard

Select a different value from the Select Layout drop-down menu.

Change the size of the columns on
the dashboard

Drag the divider bars under Drag to Change Layout.

 
4 Click OK to save your changes.

Delete a Dashboard
If you do not need a dashboard, you can delete it.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard to delete.

2 Click Delete on the Dashboard Tools bar.

3 Click Yes on the confirmation dialog box to delete the dashboard.

After the dashboard is deleted, its tab does not appear on your Home page.

Create a Dashboard Template
If the predefined dashboard templates do not meet your needs, you can create your own dashboard
templates. A dashboard template contains all of the information in a dashboard definition. You can use a
dashboard template to create dashboards.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Select a dashboard to use for the template, or create a dashboard to use for the template. See “Create a
Dashboard,” on page 41.

Procedure

1 Click the tab for the dashboard to use for the template.

2 Click Create Template on the Dashboard Tools bar.

3 Type a name for the new dashboard template and click OK.

After the dashboard template is created, you and other users can use the template to create dashboards. See 
“Create a Dashboard,” on page 41.

VMware vCenter Operations Manager Getting Started Guide

44  VMware, Inc.



Hide a Dashboard Tab
When you first log in to vCenter Operations Manager, you can see the tab for your default dashboard. An
additional tab appears each time you select a dashboard from the Dashboards menu. To optimize your
workspace, you might want to hide some of these dashboard tabs.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

n To hide a dashboard tab, click the close icon on the dashboard.

The close icon appears as an x after the dashboard name.

n To show a dashboard tab that was previously hidden, select the dashboard from the Dashboards menu.

Visible dashboard tabs persist between sessions.

Change the Order of Dashboard Tabs
You can change the order of the dashboard tabs on your home page.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Select Dashboards > Reorder Tabs.

2 Drag and drop the tab to its new location.

3 Click OK to save your changes.

Delete a Dashboard Template
If you do not need a dashboard template, you can delete it.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Select Dasbboards > Add.

2 Click the Create Dashboard Using Templates icon in the corner of the left pane.

The available dashboard templates appear in the left pane.

3 Click the Manage Templates link.

4 Select the dashboard template to remove and click the Remove Selected Dashboard Template icon.

5 Click Yes on the confirmation dialog box to delete the dashboard template.
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Configure Dashboard Switching
You can configure vCenter Operations Manager to switch from one dashboard to another. This feature is
useful if you have several dashboards that show different aspects of your enterprise's performance and you
want to look at each dashboard in turn.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Select Dashboards > Reorder Tabs.

2 Select On next to the dashboard.

3 Type the number of seconds to wait before switching the dashboard in the Seconds text box next to the
dashboard.

4 Select the dashboard to switch to from the To this Tab drop-down menu next to the dasbhoard.

5 Click OK to save your changes.

Share a Dashboard
You can share a dashboard with one or more user groups. When you share a dashboard, it becomes
available to all of the users in the user group that you select. The dashboard appears the same to all of the
users who share it. If you edit a shared dashboard, the dashboard changes for all users.

NOTE   Other users can only view a shared dashboard. They cannot change it.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard to share.

2 Click Share on the Dashboard Tools bar.

3 Select the dashboard in the Shared Dashboards pane and drag it to one or more user groups in the
Accounts Groups pane.

4 Click OK to save your changes.

After you share a dashboard, an icon appears on the dashboard tab to indicate that you are sharing the
dashboard. When another user views the shared dashboard, a key icon on the dashboard tab indicates that
the user cannot edit the dashboard.

Stop Sharing a Dashboard for all Users
If you do not want other users to be able to use a dashboard that you previously shared, you can stop
sharing it.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.
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Procedure

1 Click the tab for the dashboard to stop sharing.

2 Click Share on the Dashboard Tools bar.

3 Select the dashboard on the Shared Dashboards pane and click the Stop Sharing Dashboard icon.

4 Click OK to save your changes.

Stop Sharing a Dashboard for a Group
If you do not want a specific group of users to be able to use a dashboard that you previously shared, you
can stop sharing it.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the dashboard tab that you want to stop sharing.

2 Click Share on the Dashboard Tools bar.

3 Click the group you want to stop sharing the dashboard with from the Account Groups pane.

4 Select the dashboard on the Shared Dashboards pane and drag it to the Not Grouped group in the
Account Groups pane.

5 Click OK to save your changes.

Export a Dashboard
You can export a dashboard from one vCenter Operations Manager instance and import it into another
vCenter Operations Manager instance.

When you export a dashboard, vCenter Operations Manager creates a dashboard file in XML format.

Procedure

1 Click the tab for the dashboard to export.

2 Click Export on the Dashboard Tools bar.

3 Select Save File and click OK to download the dashboard file to your computer.

What to do next

Import the dashboard file into another instance of vCenter Operations Manager. See “Import a Dashboard,”
on page 47.

Import a Dashboard
You can import a dashboard that was exported from another instance of vCenter Operations Manager. You
can import XML format and Java binary object (.bin) format dashboard files.

Prerequisites

Export a dashboard from another vCenter Operations Manager instance. See “Export a Dashboard,” on
page 47.

The dashboard to import must be exported from an instance that is running the same version of
vCenter Operations Manager as the target instance.
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Procedure

1 Click Import on the Dashboard Tools bar.

2 Click Browse, select the exported dashboard file, and click Open.

3 Click Import to import the dashboard.

4 If the target instance contains a dashboard that has the same name as the dashboard you are importing,
click Yes to create a duplicate dashboard or click No to cancel the import.

The dashboard tab appears in the user interface after the import is finished.

vSphere Dashboards
The vSphere group in the Dashboards menu contains several default dashboards for managing virtual
objects in a vSphere environment. These default dashboards are available to all members of the
Administrators, Operators, and Users user groups.

Troubleshooting Dashboard
The Troubleshooting dashboard contains several widgets to help you troubleshoot virtual resources. For
example, you can use the VC Object widget to search for virtual resources and the VC Relationship widget
to view performance and relationship data for virtual resources. If you select a resource in the VC
Relationship widget, problem symptoms and important metrics for that resource appear in the Ordered
Symptoms and Interesting Metrics widgets.

VM Utilization Dashboard
The VM Utilization dashboard shows the top 25 virtual machines by CPU use, memory use, disk input-
output per second (IOPS), network traffic received, and network traffic transmitted.

You can use the widgets that appear below the Top 25 widgets to identify trends. For example, if you select
a virtual machine in the Top 25 VMs by Mem Usage (%) widget, a memory use graph for that virtual
machine appears in the Select Above for Mem Usage (%) History widget. You can use the Date Controls
icon on the widget toolbar to select a specific time period for the history view.

VM Performance Dasbhoard
The VM Performance widget shows the top 25 virtual machines by CPU ready percentage, swap in and
swap out rate, read and write latency, disk commands per second, and packets received and transmitted per
second.

Host Utilization Dashboard
The Host Utilization dashboard shows the top 25 hosts by CPU use, memory use, disk IOPS, and
transmitted and received network traffic.

You can use the widgets that appear below the Top 25 widgets to identify trends. For example, if you select
a host in the Top 25 Hosts by CPU Usage (%) widget, a CPU use graph for that host appears in the Select
Above for CPU Usage (%) History widget. You can click the Date Controls icon on the widget toolbar to
select a specific time period for the history view.

Cluster Utilization Dashboard
The Cluster Utilization dashboard shows the top 25 clusters by CPU use, memory use, disk IOPS, and
transmitted and received network traffic.
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You can use the widgets that appear below the Top 25 widgets to identify trends. For example, if you select
a cluster in the Top 25 Clusters by Mem Usage (%) widget, a memory use graph for that cluster appears in
the Select Above for Mem Usage (%) History widget. You can the Date Controls icon on the widget toolbar
to select a specific time period for the history view.

Datastore Performance Dashboard
The Datastore Performance dashboard shows the top 25 datastores by disk command latency and
commands per second and identifies the virtual machines that are causing latency.

Datastore Space Dashboard
The Datastore Space dashboard shows datastore capacity and identifies the virtual machines that are using
disk space on each datastore. You can point to a datastore in the Datastore Capacity widget to view
available space and total capacity. If you select a datastore in the Datastore Capacity widget, the virtual
machines that use disk space in that datastore appear in the VM Using Diskspace widget.

The widget that appears below the Datastore Capacity widget identifies trends in datastore use. You can use
the Date Controls icon on the widget toolbar to select a specific time period for the historical view.

Heatmaps Dashboard
The Heatmaps dashboard includes heat maps for CPU, memory, disk, and network load. You can use the
Configuration drop-down menu on a heat map widget toolbar to change the display. For example, for the
CPU Load widget you can select configurations to show virtual machines by CPU use or CPU ready
percentage, hosts by CPU use, or clusters by CPU demand.

You can use the widgets that appear below the heat map widgets to identify trends. For example, if you
select a virtual machine in the Disk Load widget, a disk use graph appears for that virtual machine in the
Click Above to See Disk History View widget. The Date Controls icon on the widget toolbar lets you select a
specific time period for the history view.

Alerts Dashboard
The Alerts dashboard shows operational alerts for host systems and vCenter Server resources. If you select a
resource in the Operations Alerts widget, the Health Tree widget shows the section of your resource
hierarchy around that resource.

The Interesting Metrics widget helps you to identify the values of important metrics during a specific period
of time. You can use the Date Controls icon on the Interesting Metrics widget toolbar to select a specific
time period for the history view.

Host Memory Dashboard
The Host Memory dashboard shows the top 25 hosts by memory use and identifies the virtual machines that
are using memory on each host. If you select a host in the Top 25 Hosts by Memory Usage widget, the
virtual machines that use memory on that host appear in the Click Above to See VM Memory Usage widget.
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Working with Widgets
A widget is a pane on a dashboard that contains information about configured attributes, resources,
applications, or the overall processes in your environment. Widgets can provide a holistic, end-to-end view
of the health of all of the applications in your enterprise. If your user account has the necessary access rights,
you can add and remove widgets from your dashboards.

Summary of Widgets
vCenter Operations Manager includes many types of widgets.

Table 3‑1.  Summary of Widgets

Widget Name Description

Advanced Health Tree Similar to the Health Tree widget, but includes information about the
resource's grandchildren and indicates the health of each resource that it
shows.

Alerts Lists all alerts for all monitored resources.

Application Detail Shows the health and alert counts for each tier in a single selected
application.

Application Overview Shows the overall health and the health of each tier for one or more
applications.

Configuration Overview Shows statistics for the overall monitored environment.

Data Distribution Analysis Shows how often a metric had a particular value, as a percentage of all
values, within a given time period. It can also compare percentages for two
time periods.

Geo Shows the location of resources that are assigned to GEO Location tag values.

Health Status Shows health information for selected resources, or all resources that have a
selected tag.

Health Tree Shows the indicator for a selected resource, its parent resource, and its child
resources.

Health-Workload Scoreboard Shows color-coded health or workload scores for selected resources.

Heat Map Shows performance information for a selected application as a heat map.

Mashup Chart Brings together disparate pieces of information for a resource. It shows a
health chart, an anomaly count graph, and metric graphs for key
performance indicators (KPIs). This widget is typically used for an
application.

Metric Graph Shows the recent performance of selected metrics graphically.

Metric Graph (Rolling View) Cycles through selected metrics at an interval that you define and shows one
metric graph at a time. Miniature graphs, which you can expand, appear for
all selected metrics at the bottom of the widget.

Metric Selector Shows all metrics for the resources that are selected in the Resources widget.

Metric Sparklines Shows the values collected for one or more selected metrics graphically over
a time period that you select.

Metric Weather Map Uses changing colors to show the behavior of a selected metric over time for
multiple resources.

Resources Lists all defined resources.

Root Cause Ranking Shows the likely root causes for symptoms for a selected resource.

Generic Scoreboard Shows values for selected metrics, which are typically KPIs, with color
coding for defined value ranges.
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Table 3‑1.  Summary of Widgets (Continued)

Widget Name Description

Tag Selector Lists all defined resource tags.

Text Reads text from a Web page or text file and shows the text in the user
interface.

Top-N-Analysis Shows the top or bottom five metrics or resources in various categories, such
as the five applications that have the best or worth health score.

VC Relationship Shows the performance status of objects in your virtual environment and
their relationships. You can click an object to highlight its related objects and
double-click an object to view its Resource Detail page.

VC Relationship (Planning) Provides use and badge metric information (risk, time, capacity, stress,
efficiency, waste, and density) for the resources in your virtual environment.
You can use this information to plan for capacity upgrades or rebalance the
workload in your virtual infrastructure.

For detailed information about these widgets, see Chapter 4, “Using and Configuring Widgets,” on
page 55.

Add a Widget to a Dashboard
You add a widget to a dashboard by editing the dashboard. You can add any widget to any dashboard. A
dashboard typically contains widgets that show related information, such as different views of the
performance of a particular group of resources or similar alerts for separate applications.

NOTE   You can add any number of widgets to a dashboard, but the more widgets that you add, the further
you must scroll down the browser window to use a widget.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Become familiar with the available widgets. See Chapter 4, “Using and Configuring Widgets,” on
page 55.

Procedure

1 Click the tab for the dashboard.

2 Click Edit on the Dashboard Tools bar.

The available widgets appear in the left pane of the Dashboard Editing: Edit a Tab window.

3 Drag the widget to add from the left pane to the right pane.

4 Click OK to save your changes.

The widget appears on the dashboard.

What to do next

If necessary, edit the widget configuration. See “Edit a Widget Configuration,” on page 56.
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Remove a Widget from a Dashboard
You can remove a widget from a dashboard by editing the dashboard or by clicking an icon on the widget's
toolbar.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard that contains the widget to remove.

2 Remove the widget from the dashboard.

Option Action

Remove the widget by editing the
dashboard

a Click Edit on the Dashboard Tools bar.
b Find the widget in the right pane and click its Delete Widget icon.
c Click OK to save your changes.

Remove the widget by using the
widget toolbar

a Click the Close Widget icon on the widget's toolbar.
b Click Yes on the confirmation dialog box to remove the widget.

 

Resize a Widget
You can change the height of a widget on a dashboard.

The width of the column that contains a widget determines the width of the widget. To change the size of
the columns on a dashboard, see “Edit a Dashboard,” on page 43.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard that contains the widget to resize.

2 Resize the widget.

Option Description

Make the widget larger Click the Expand Widget icon on the widget's toolbar.

Make the widget smaller Click the Shrink Widget icon on the widget's toolbar.
 

Expand or Collapse a Widget
When you collapse a widget, its data is hidden and only its title bar is visible. You can expand a collapsed
widget to make its data visible again.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Click the tab for the dashboard that contains the widget to expand or collapse.
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2 To expand a widget, or collapse an expanded widget, click the Expand/Collapse Widget icon on the
widget's toolbar.

The Expand/Collapse Widget icon arrow changes direction depending on whether the widget is
collapsed or expanded.
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Using and Configuring Widgets 4
Widgets include configuration options that you can edit to customize them for your use. For example, you
can select the metrics that the Data Distribution Analysis widget shows by editing its configuration. The
available configuration options vary depending on the widget type. Some widgets do not show any data
until you configure them.

Most widgets can provide information to, or receive information from, other widgets. For example, you can
configure the Metric Sparklines widget to show a graph for a metric that you select in the Metric Selector
widget. These relationships are called widget interactions.

This chapter includes the following topics:

n “Edit a Widget Configuration,” on page 56

n “Supported Widget Interactions,” on page 57

n “Configure Widget Interactions,” on page 63

n “Advanced Health Tree Widget,” on page 64

n “Alerts Widget,” on page 66

n “Application Detail Widget,” on page 68

n “Application Overview Widget,” on page 69

n “Configuration Overview Widget,” on page 70

n “Custom Relationship Widget,” on page 71

n “Data Collection Results Widget,” on page 73

n “Data Distribution Analysis Widget,” on page 74

n “Generic Scoreboard Widget,” on page 77

n “GEO Widget,” on page 79

n “Health Status Widget,” on page 80

n “Health Tree Widget,” on page 82

n “Health-Workload Scoreboard Widget,” on page 84

n “Heat Map Widget,” on page 85

n “Mashup Charts Widget,” on page 88

n “Metric Graph Widget,” on page 90

n “Metric Graph (Rolling View) Widget,” on page 94

n “Metric Selector Widget,” on page 97
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n “Metric Sparklines Widget,” on page 98

n “Metric Weather Map Widget,” on page 101

n “Resources Widget,” on page 103

n “Root Cause Ranking Widget,” on page 105

n “Tag Selector Widget,” on page 106

n “Text Widget,” on page 107

n “Top-N Analysis Widget,” on page 108

n “VC Relationship Widget,” on page 111

n “VC Relationship (Planning) Widget,” on page 112

n “Define Metric Sets for a Widget,” on page 113

Edit a Widget Configuration
You customize a widget by editing its configuration options. Some widgets do not show data until you
configure them. The available configuration options vary depending on the widget type.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Become familiar with the configuration options for the widget to edit.

Procedure

1 Click the tab for the dashboard that contains the widget to edit.

2 Click the Edit Widget icon on the widget's toolbar.

The content of the Edit Widget window depends on the type of widget.

3 Type another name in the Widget title text box to customize the name of the widget.

4 Select a Self Provider option to specify where the objects that the widget shows are defined.

This option is not available if the widget cannot receive data from other widgets.

Option Description

On Define the objects that the widget shows in the widget configuration.

Off You configured, or plan to configure, one or more other widget to provide
objects to the widget.

 
5 Select a Refresh Widget Content option to specify whether the widget refreshes data after a specific

time period.

The default setting is Off.

6 If you set Refresh Widget Content to On, type the refresh interval, in seconds, in the Widget Refresh
Interval text box.

7 Edit any remaining configuration options, if required.

For example, if you set Self Provider to On, you must define the objects that the widget shows.

8 Click OK to save the widget configuration.
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Supported Widget Interactions
Many widgets can provide data to, and accept data from, other widgets. These relationships are called
widget interactions.

In the following table, the widgets in the Providing Widgets 1 column can provide a resource ID to the
widget in the Receiving Widget column, and the widgets in the Providing Widgets 2 column can provide a
metric ID to the widget in the Receiving Widget column.

If widgets appear in both the Providing Widget 1 and Providing Widget 2 columns, you can select one
providing widget from each column.

Table 4‑1.  Widget Interactions

Receiving Widget Providing Widget 1 Providing Widget 2

Advanced Health Tree n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Alerts n Advanced Health Tree
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Heat Map
n Health-Workload Scoreboard
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Application Detail n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

Application Overview None

Configuration Overview n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Heat Map
n Health-Workload Scoreboard
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Custom Relationship n Advanced Health Tree
n Alerts
n Application Overview
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Metric Sparklines
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Data Distribution Analysis n Alerts
n Generic Scoreboard
n Health-Workload Scoreboard
n Heat Map
n Metric Selector
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Generic Scoreboard n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

GEO n Tag Selector

Health Status n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Health Tree n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Health-Workload Scoreboard n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Heat Map
n Metric Sparklines
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

Heat Map n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Mashup Charts n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Metric Graph n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

n Alerts
n Generic Scoreboard
n Health-Workload Scoreboard
n Heat Map
n Metric Selector
n Metric Sparklines
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

Metric Graph (Rolling View) n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

n Alerts
n Generic Scoreboard
n Health-Workload Scoreboard
n Heat Map
n Metric Selector
n Root Cause Ranking
n Top-N Analysis

Metric Selector n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Anaysis
n VC Relationship
n VC Relationship (Planning)

Metric Sparklines n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

n Alerts
n Generic Scoreboard
n Health-Workload Scoreboard
n Heat Map
n Metric Selector
n Root Cause Ranking
n Top-N Analysis

Metric Weather Map None
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

Resources n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Root Cause Ranking
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

n Tag Selector
n Alerts
NOTE   For the Resources widget, the
Alerts widget is in a separate provider
category. If it is a provider, selecting
one or more alerts displays the
resources for those alerts. You can
select the Alerts widget and any
providing widget that is selected from
the other two categories.

Root Cause Ranking n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Resources
n Top-N Analysis
n VC Relationship
n VC Relationship (Planning)

Tag Selector

Tag Selector None

Top-N-Analysis Tag Selector
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Table 4‑1.  Widget Interactions (Continued)

Receiving Widget Providing Widget 1 Providing Widget 2

VC Relationship n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Metric Sparklines
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship (Planning)

VC Relationship Planning n Advanced Health Tree
n Alerts
n Application Overview
n Custom Relationship
n Generic Scoreboard
n Health Status
n Health Tree
n Health-Workload Scoreboard
n Heat Map
n Metric Sparklines
n Resources
n Root Cause Ranking
n Top-N Analysis
n VC Relationship

Configure Widget Interactions
You can configure a widget to show information for resources, applications, tags, or metrics that you select
in another widget. For example, you can configure the Metric Sparklines widget to show a graph for a
metric that you select in the Metric Selector widget. Both widgets must appear on the same dashboard.

When you configure widget interaction, you specify the widget that provides the information, called the
providing widget, to the widget that shows the information, called the receiving widget.

For some widgets, you can define two providing widgets. For example, you can configure the Root Cause
Ranking widget to receive data from the Tag Selector widget and the Health Status widget. In this case, the
Root Cause Ranking widget shows root cause data for any resource that you select in the Health Status
widget or for resources that have the tag value that you select in the Tag Selector widget.

Widget interactions apply only to the dashboard where you define them. For example, on one dashboard,
the Root Cause Ranking widget might receive its resources from the Health Widget widget. On another
dashboard, the Root Cause Ranking widget might receive its resources from the Tag Selector widget.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Become familiar with the widgets that can provide and receive data from other widgets. See 
“Supported Widget Interactions,” on page 57.
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Procedure

1 Click the tab for the dashboard that contains the widgets to interact.

2 Click Interactions on the Dashboard Tools bar.

The Receiving Widget column on the Configure Widget Interactions window lists the widgets on the
dashboard that can receive information from another widget on the dashboard.

3 For each receiving widget, select a providing widget or select None.

If the Providing Widget column has two drop-down menus for a receiving widget, you can select one
providing widget from each menu. When you select None for all of the providing widgets, that widget
does not show any data unless you configure it is as a self provider.

4 Click OK to save the configuration.

Advanced Health Tree Widget
The Advanced Health Tree widget shows the section of your resource hierarchy around any resources that
you select. The widget shows the selected resource and its parent and child resources. The Advanced Health
Tree widget is similar to the Health Tree widget, except that it includes information about the resource's
grandchildren and indicates the health of each resource.

Figure 4‑1.  Advanced Health Tree Widget

The color of the icon for each resource indicates its current health. The Advanced Health Tree widget shows
the number of children for each child, by current health color. For example, it might show that one child
resource has five children that have good health (green), and three children that have abnormal health
(yellow).

You can click any resource to make it the center of the relationships. When a resource is the center of the
relationships, the widget shows the resource's parents, children, and grandchildren count.

The toolbar at the top of the Advanced Health Tree widget contains icons that you can use to change the
appearance of the hierarchy.

Table 4‑2.  Advanced Health Tree Widget Toolbar Icons

Icon Description

Zoom to Fit Changes the size of the resource icons for the best possible fit in the widget.

Pan Click this icon and click and drag the hierarchy to show different parts of the
hierarchy.

Image Map Tooltip Click this icon and point to a resource to show its name and current health.

Zoom the view Click this icon and drag to outline a part of the hierarchy. The display zooms to
show only the outlined section.

Zoom in Zooms in on the hierarchy.

Zoom out Zooms out on the hierarchy.
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Table 4‑2.  Advanced Health Tree Widget Toolbar Icons (Continued)

Icon Description

Reset To Initial Resource If you changed the central resource of the hierarchy, click this icon to return to the
initial resource. Clicking this icon also resets the initial display size.

Resource Detail Select a resource and click this icon to show the Resource Detail page for the
resource.

Show Alerts Select the resource in the hierarchy and click this icon to show alerts for the
resource. Alerts appear in a pop-up window. You can double-click an alert to
view its Alert Summary page.

Display Filtering Criteria Shows the filtering settings for the widget in a pop-up window.

Configure the Advanced Health Tree Widget
By default, the Advanced Health Tree widget includes all parent and child resources that match the selected
resource. You can edit the widget configuration to limit the parent and child resources that the widget
shows.

You can also configure other widgets to provide a resource to the Advanced Health Tree widget. See 
“Configure Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Advanced Health Tree widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define a resource in the widget configuration.

2 In the Resource Selection pane, select the resource.

To find a specific resource, type all or part of the resource name in the Search text box and click the
right angle bracket (>).

The name of the resource that you select appears after Selected Resource.

3 (Optional) To limit the parent and child resources that the widget shows, select one or more tag values
in the Select which tags to filter pane.

You can use icons on the toolbar at the top of the pane to collapse, expand, and deselect all of the tags in
the list

When you select more than one value for the same tag, the widget shows resources that have either
value. When you select values for two or more tags, the widget shows only resources that have all of
the values that you select. When you click the Invert Result icon, the widget shows only resources that
do not match the tag values that you select.

4 Click OK to save the widget configuration.

5 (Optional) To verify the filtering settings that you configured for the widget, click the Display Filtering
Criteria icon on the widget's toolbar.

The filtering settings appear in a pop-up window.
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Alerts Widget
The Alerts widget lists alerts for selected resources and provides a convenient way to view and manage
alerts. When you double-click an alert in the Alerts widget, the Alert Summary page appears and shows
more detailed information about the alert.

Figure 4‑2.  Alerts Widget

If the Alerts widget accepts resources from another widget, it shows alerts for the provided resource and all
of its children unless the resource is an application. For applications, it shows alerts for the application, its
tiers, and the resources in the tiers.

The toolbar at the top of the Alerts widget contains icons that you can use to view alert information.

Table 4‑3.  Alerts Widget Toolbar Icons

Icon Description

RSS Feed Lets you receive RSS feeds of issued alerts in your Web browser. Only alerts that appear in the
widget as it is configured are included. For example, if the widget is set to show alerts only for a
particular application, only alerts for that application are included in the RSS feed. The detail
message of an individual alert appears in the feed's headline. Depending on the RSS client that
you use, details for all anomalies related to the alert appear in the feed's body.

Reset Grid Sort Returns the grid to the default sort order, which is set on the Edit Alerts Widget window, if you
changed it when you used the widget.

Reset Interaction Returns the widget to its initial configured state and undoes any interactions made from another
providing widget.

Perform Multi-Select
Interaction

Press Ctrl+click to select multiple individual resources or Shift+click to select a range of resources
and click this icon.

Colorize Rows By
Alert Type

Sets the background color for each alert’s row based on its criticality.
n Critical is Red
n Immediate is Orange
n Warning is Yellow
n Information is Blue

Cancel Alert Cancels the selected alert. You can cancel only one alert at a time. You can cancel an alert only if
your user account name has administrative access rights.

Suspend Suspends the selected alerts. You can enter the number of minutes to suspend the alerts.
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Table 4‑3.  Alerts Widget Toolbar Icons (Continued)

Icon Description

Suppress Suppresses the selected alerts. You can enter the number of days to suppress the alerts.

Take Ownership Takes ownership of the selected alerts.

Release Ownership Releases ownership of the selected alerts.

Configure the Alerts Widget
You can configure the Alerts widget to show alerts for specific resources. You can also configure filters to
limit the alerts that the widget shows and specify the default sort order of the alerts.

The Alerts widget uses the filters that you configure whether you define resources in the Alerts widget
configuration or another widget provides resources to the Alerts widget. If you select a resource in the
providing widget that does not match the filters that you configure, its alerts do not appear in the Alerts
widget.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Alerts widget. See “Edit a Widget Configuration,” on page 56.

Procedure

1 To limit the number of alerts that appear on each page of the Alerts widget, type a value in the
Pagination number text box.

The default value is 100.

2 To configure the Alerts widget to show alerts only for resources that have certain tag values, select the
tag values to monitor in the Select which tags to filter pane.

You can use icons on the toolbar at the top of the Select which tags to filter pane to collapse, expand,
and deselect all of the tags in the list.

When you select more than one value for the same tag, the widget includes resources that have either
value. When you select values for two or more tags, the widget includes only resources that have all of
the values that you select. When you click the Invert Result icon, the widget includes only resources
that do not match the tag values that you select.

3 Click one or more categories in the Filter By pane and select values to further limit the alerts that the
Alerts widget shows.

For example, if you click Time Range, you can select a range from the drop-down menu or type specific
dates and times in the From Date and To Date text boxes.

When you specify multiple filters, an alert must meet all of the criteria to appear in the widget.

4 Select sort criteria in the Sort Data By pane to set the default sort order for the alerts that the Alerts
widget shows.

You can use up to to four column values and any of the standard columns to sort by, except for
Resource Identifier.

5 Click OK to save the widget configuration.
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Application Detail Widget
The Application Detail widget shows information for a selected application or other container resources that
have at least one child container resource. The top of the widget shows the number of containers, resources,
and metrics that the application or container resource contains and the number of Smart Alerts and classic
alerts on the application or container resource.

Figure 4‑3.  Application Detail Widget

For each container resource, the Application Detail widget shows the icons for the health of each resource in
that container, the container name, the metric sparkline for the last 24 hours, the container's current health
score, and the number of active Smart Alerts and classic alerts for the container itself.

The Application Detail widget shows only container resources that have at least one child container. It does
not show information for child resources.

Configure the Application Detail Widget
If the Application Detail widget is a self provider, you can select a tag value to monitor in the widget. You
can also configure the column arrangement in the widget.

You can also configure other widgets to provide an application or container resource to the Application
Detail widget. See “Configure Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Application Detail widget. See “Edit a Widget Configuration,”
on page 56.

Procedure

1 Set Self Provider to On to define applications in the widget configuration.

2 Select the tag value to monitor in the Select which tags to filter list.

You can use toolbar icons to collapse, expand, and deselect all tags in the list.

3 Use the Mode option to configure the Application Detail in Compact or Large mode.

The same information appears in both modes, but the column arrangement is different.

4 Click OK to save the widget configuration.
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Application Overview Widget
The Application Overview widget can list all of the applications and other container resources in the
enterprise, or only applications and container resources that you select. The widget lists only application
and other container resources that have at least one child container resource.

Figure 4‑4.  Application Overview Widget

The Application Overview widget shows a health graph for the last 24 hours, the current health score, the
current health of child container resources, and the number of alerts for the application or container
resource itself. You can double-click an application or container resource to open its Resource Detail page.

The toolbar at the top of the Application Overview widget contains icons that you can use to select multiple
widgets or to search for applications and container resources.

Table 4‑4.  Application Overview Widget Toolbar Icons

Icon Description

Perform Multi-Select
Interaction

If the Application Overview widget is a provider for another widget on the dashboard,
you can click this icon to select multiple applications or container resources to display in
the receiving widget.

Search To search for a particular application or container resource, type all or part of its name in
this text box and click the right angle bracket (>).

Configure the Application Overview Widget
You can filter the applications and container resources to show in the Application Overview widget by
editing the widget configuration. If you do not filter the applications and container resources in the widget
configuration, the Application Overview widget lists all of the applications and container resources in the
enterprise.

You cannot configure the Application Overview widget to accept applications or container resources from
other widgets.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Application Overview widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Select one or more tag values in the Select which tags to filter list.

You can use toolbar icons to collapse, expand, and deselect all tags in the list.

2 Click OK to save the widget configuration.
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Configuration Overview Widget
The Configuration Overview widget shows the current uptime functional status of defined resources,
applications, and collected metrics for the environment.

Figure 4‑5.  Configuration Overview Widget

You can click the Reset Interaction icon on the toolbar at the top of the Configuration Overview widget to
return the widget to its initial configured state.

Configure the Configuration Overview Widget
You can filter the data and resources that the Configuration Overview widget shows by editing the widget
configuration.

You can also configure other widgets to provide resources to the Configuration Overview widget. See 
“Configure Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Configuration Overview widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define resources in the widget configuration.

2 Select one or more categories or values to configure the data to include in the Configuration Overview
widget.

If you select the check box for a category, all of the data in that category is selected. If you do not make a
selection, all data appears in the widget.

3 Select the tag values for the resources in the Select which tags to filter list.

You can use toolbar icons to collapse, expand, and deselect all of the tags in the list.

4 Click OK to save the widget configuration.
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Custom Relationship Widget
The Custom Relationship widget is a customizable widget that shows metric types for resource kinds that
you select. You specify the order in which the resource kinds appear in the widget display, set up metric
mappings for the resource kinds, define user interface labels, and set color range boundaries for each
mapped metric.

Figure 4‑6.  Custom Relationship Widget

The toolbar at the top left of the widget contains icons for each configured metric type. You can click these
icons to change the widget display.

The selected resource kinds appear in the widget display in the configured hierarchical order. You can use
the SORT BY drop-down menu to sort the resources of each resource kind by name or metric value. You
can move your mouse over a badge to see detailed metric information for a resource, or double-click a
badge to view the resource's Resource Detail page. Clicking a resource highlights the resource's parent and
child resources.

With the STATUS FILTER buttons at the top right of the widget, you can filter resources by resource state.
In large inventories, filtering resources by state can help you quickly find resources that have degraded
performance characteristics. A question mark (?) indicates an unknown metric and an X indicates an
unavailable resource.

Configure the Custom Relationship Widget
The Custom Relationship widget does not show any data until you configure it. You must select the metric
icons and resource kinds to show in the widget display, configure metric mappings for each selected
resource kind, and provide units of measure and color range boundaries for each mapped metric.

You can also configure other widgets to provide resources to the Custom Relationship widget. When you
select a resource in a providing widget, including resources that have resource kinds that are not configured
in the Custom Relationship widget, the Custom Relationship widget highlights the related resources. For a
list of providing widgets, see “Supported Widget Interactions,” on page 57.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Custom Relationship widget. See “Edit a Widget Configuration,”
on page 56.

Procedure

1 Select the metric type icons to show in the widget display.
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2 In the Resource Kinds pane, select the resource kinds to show in the widget display.

Option Action

Select a specific resource kind Double-click the resource kind.

Select multiple resource kinds a Press Ctrl+click to select multiple resource kinds or Shift+click to select
a range of resource kinds.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the Resource Kinds pane.

Select all resource kinds a Click the Select All icon on the toolbar at the top of the Resoure Kinds
pane.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the Resource Kinds pane.

Remove selected resource kinds Click the Clear Selections icon.
 
The resource kinds that you select appear in the Selected Resource Kinds pane.

3 (Optional) Change the order of the resource kinds in the Selected Resource Kinds pane.

To reorder a resource kind, drag it to a new location in the list.

4 (Optional) Filter resources that have certain tag values.

a In the Selected Resource Kinds pane, click Select Tags next to the resource kind name.

b Select the tag values to filter in the Select which tags to filter list.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags
in the list. When you click the Invert Result icon, the widget shows only resources that do not
match the tag values that you select.

When you select more than one value for the same tag, the widget shows resources that have either
value. When you select values for two or more tags, the widget shows only resources that have all of
the values that you select.

5 Configure a metric mapping for each resource kind.

a In the Selected Resource Kinds pane, click Edit Metrics Mapping next to the resource kind name.

b For each metric type icon in the Metrics Mapping pane, click the Select Metric link.

The Pick Metrics with Resource Kind dialog box appears.

c Select a metric in the Metric Selector with Resource Selection pane.

The resource kind is preselected. You can select only one metric per metric type icon.

The metric that you select appears in the Selected Metrics pane.

d In the Selected Metrics pane, type a label for the selected metric.

e Click Save to save your changes.

6 In the Metrics Mapping pane, set values for each metric type icon.

To enter a value, move your cursor to the text box under the column heading, double-click in the text
box, and type the value.

Option Action

Box Label (Optional) Modify the label for the metric.

Measurement Unit Type the measurement unit that appears after the metric value.

Yellow Bound Type the highest or lowest value that should be yellow.
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Option Action

Orange Bound Type the highest or lowest value that should be orange.

Red Bound Type the highest or lowest value that should be red.
 
You cannot edit the color boundaries for health-related metrics, such as vCenter Operations Generated
| Self - Health Score, in the Metrics Mapping pane. The color boundaries for these metrics are
configured for you when you save the widget configuration. vCenter Operations Manager obtains color
range values for health-related metrics from global settings (select Admin > Global Settings) .

7 Click OK to save the widget configuration.

Data Collection Results Widget
This Data Collection Results widget lets you run an action and view the results of the actions that are
initiated. The results of the actions are stored in the database.

The Execute Action access right is required to view actions and action statuses, run actions, and delete
actions in the Data Collection Results widget. The data retention policy has been enhanced to automatically
clean up the action tasks history. You can also view a list of recent tasks and view detailed and associated
object information for selected tasks on the Recent Tasks tab of the Support page in the vCenter Operations
Manager Custom user interface. You can also filter tasks and detailed information based on selected criteria
in the Recent Tasks tab. For more information about recent tasks and data retention policy, see the VMware
vCenter Operations Manager for Horizon Supplement.

This widget can be used for the VMware vCenter Operations Manager for Horizon adapter version 1.7 only.

Configure the Data Collection Results Widget
You must configure another widget to provide a resource to the Data Collection Results widget, or you must
select a resource when you configure the Data Collection Results widget. You can optionally change the
widget title and refresh interval and specify the default data collection action for specific resource kinds.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Data Collection Results widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 If you configured another widget to provide a resource to the Data Collection Results widget, perform
these steps.

a Verify that the Self Provider option is set to Off.

This setting enables the widget to receive a resource from another widget. The default setting is
Off.

b On the Config tab, select a Start new data collection on interaction change option.

If you select On, a new data collection action is invoked whenever the resource selection changes in
the providing widget. The default setting is Off.
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2 If you did not configure another widget to provide a resource to the Data Collection Results widget,
select the resource to display.

a Set the Self Provider option to On.

This setting specifies that the resource the widget displays is defined in the widget configuration.
The default setting is Off.

b On the Config tab, select a resource in the Resources pane.

You can select only one resource. The resource that you select appears in the Selected Resource text
box.

3 (Optional) For each resource kind that can appear in the widget, select a default data collection action.

This action appears by default in the Data Collection Results widget in the Choose Action drop-down
menu when a resource of that kind is selected.

a On the Defaults tab, select the resource kind in the Resource Kinds pane.

You can use the Search text box to search for a particular resource kind. The available actions for
the resource kind that you selected appear in the Default Data Collection Action pane.

b Select a default data collection action in the Default Data Collection Action pane.

You can select only one default action for each resource kind. You can use the Search text box to
search for a particular action.

4 Click OK to save the widget configuration.

Data Distribution Analysis Widget
The Data Distribution Analysis widget shows a graph for selected metrics. For each metric, the graph shows
the data distribution of the metric, including how often it had a particular value.

Figure 4‑7.  Data Distribution Widget

You can use the Data Distribution Analysis widget to compare the values of a metric over two time periods.
By default, the widget compares the last seven days to the last 30 days. The x-axis of the graph shows the
range of received values for the metric, from lowest to highest, over the selected time period. The y-axis is
the percentage of the received metrics that had that value.
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The graph has a Density mode and a Distribution mode.

Density mode Shows how often the metric had each particular value.

Distribution mode Shows the percentage possibility that the metric was at or below the x-axis
value. The y-axis always ranges from 0 to 1. The right edge of the graph
always reaches a value of 1, which shows that all received readings were at
or below the maximum value indicated on the x-axis. At any point in the
middle of the graph, the y-axis value is the percentage of collected values
that were at or below the x-axis value, or the probability that any one
collected value was at or below that value.

To change the graph to Distribution mode, click the Change to distribution mode icon.

If you graph only one time period in either mode, the graph might include vertical lines at the 75, 90, and 95
percent levels. You can edit the widget to add or remove the percentage lines.

You can click the Date Controls icon to change either or both time periods on the graph. In the two drop-
down menus that appear, select the time periods for the graph. To show only one time period, select Not
Selected from the second drop-down menu. You can click the Date Controls icon again to hide the date.

Configure the Data Distribution Analysis Widget
You can select the metrics that the Data Distribution Analysis widget shows by editing the widget
configuration.

You can also configure other widgets to provide metric selections to the Data Distribution Analysis widget.
See “Configure Widget Interactions,” on page 63.

To define a fixed set of metrics for the widget to draw when you select a particular resource, see “Define
Metric Sets for a Widget,” on page 113.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Data Distribution Analysis widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define metric selections in the widget configuration.

2 (Optional) Select one or more tag values in the Resources-Tags pane to filter the resources that appear
on the List tab.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.
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3 On the List tab, select one or more resources.

Option Action

Select a specific resource Select the resource in the list. You can type all or part of the resource name
in the Search text box and click the right angle bracket (>) to search for the
resource.

Select multiple resources a Press Ctrl+click to select multiple resources or Shift+click to select a
range of resources.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the List pane.

Clear all of your selections Click the Clear Selection icon on the toolbar at the top of the List pane.
 
The metrics for the resources appear in the Metric Selector With Resource Selection pane.

4 In Metric Selector With Resource Selection pane, select the metrics to show in the widget.

Option Action

Select a specific metric Double-click the metric.

Select multiple metrics a Press Ctrl+click to select multiple metrics or Shift+click to select a
range of metrics.

b Click the Perform Multi-Select icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

List the metrics that are common to
multiple selected resources

Click the Show Common Metrics icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

Search for a specific metric Type all or part of the metric name in the Search text box and click the
right angle bracket (>) to search for the metric.

 
The metrics that you select appear in the Selected Metrics pane.

5 (Optional) Manage the metrics in the Selected Metrics pane.

Option Action

Change the order of a metric in the
list

Select the metric and drag and drop it to another position in the list.

Remove a metric from the list Select the metric and click the Remove Selected Metrics icon on the
toolbar at the top of the Selected Metrics pane.

Select all of the metrics in the list Click the Select All icon on the toolbar at the top of the pane.

Remove all of the metrics from the
list

Click the Clear Selections icon on the toolbar at the top of the Selected
Metrics pane.

 
6 Select 75th percentile, 90th percentile, or 95th percentile to show a vertical line on the graph at the 75,

90, or 95 percent level.

7 Click OK to save the widget configuration.
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Generic Scoreboard Widget
The Generic Scoreboard widget shows the current value for each metric that you select. Each metric appears
in a separate box. The value of the metric determines the color of the box. You define the values for each
color when you edit the widget. If you point to a box, the widget shows the source resource and metric data.

Figure 4‑8.  Generic Scoreboard Widget

Configure the Generic Scoreboard Widget
You can select the metrics that the Generic Scoreboard widget shows by editing the widget configuration.

You can also configure other widgets to provide metric selections to the Generic Scoreboard widget. See 
“Configure Widget Interactions,” on page 63.

To define a fixed set of metrics for the widget to draw when you select a particular resource, see “Define
Metric Sets for a Widget,” on page 113.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Generic Scoreboard widget. See “Edit a Widget Configuration,”
on page 56.

Procedure

1 Set Self Provider to On to define metric selections in the widget configuration.

2 Set options to configure the layout of the metric display.

Option Description

Layout Mode Select Fixed Size to define the height for each metric box in Box Height, or
Fixed View to have vCenter Operations Manager size the boxes so all
metrics fit in the displayed widget.

Box Height If Layout Mode is set to Fixed Size, this value is the height, in pixels, of
each metric box.

Box Columns Number of boxes to include in each row, from 2 to 10. If Layout Mode is
set to Fixed View, vCenter Operations Manager changes the box width as
needed to fit this many columns in the widget width.
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Option Description

Label size Point size to use for the label of each metric box.
vCenter Operations Manager decreases this value if needed to fit the label
in the box width.

Value size Point size to use for the value in each metric box.
vCenter Operations Manager decreases this value if needed to fit the value
in the box width.

Round Decimals To round decimal values, select a value from 0 to 10.
 

3 (Optional) Select one or more tag values in the Resources-tags pane to filter the resources that appear
on the List tab.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.

4 On the List tab, select one or more resources.

Option Action

Select a specific resource Select the resource in the list. You can type all or part of the resource name
in the Search text box and click > to search for the resource.

Select multiple resources a Press Ctrl+click to select multiple resources or Shift+click to select a
range of resources.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the List pane.

Clear all of your selections Click the Clear Selection icon on the toolbar at the top of the List pane.
 
The metrics for the resources appear in the Metric Selector With Resource Selection pane.

5 In the Metric Selector With Resource Selection pane, select the metrics to show in the widget.

Option Action

Select a specific metric Double-click the metric.

Select multiple metrics a Press Ctrl+click to select multiple metrics or Shift+click to select a
range of metrics.

b Click the Perform Multi-Select icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

List the metrics that are common to
multiple selected resources

Click the Show Common Metrics icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

Search for a specific metric Type all or part of the metric name in the Search text box and click > to
search for the metric.

 
The metrics that you select appear in the Selected Metrics pane.

6 (Optional) Manage the metrics in the Selected Metrics pane.

Option Action

Change the order of a metric in the
list

Select the metric and drag it to another position in the list.

Remove a metric from the list Select the metric and click the Remove Selected Metrics icon on the
toolbar at the top of the Selected Metrics pane.
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Option Action

Select all of the metrics in the list Click the Select All icon on the toolbar at the top of the Selected Metrics
pane.

Remove all of the metrics from the
list

Click the Clear Selections icon on the toolbar at the top of the Selected
Metrics pane.

 
7 Set values for each metric in the Selected Metrics pane.

You can set a value for one metric and apply it to all metrics by clicking the Apply to all icon.

Option Action

Box Label Type a label to include in the box for the metric.

Measurement Unit Type the text that appears after the metric value in the box.

Yellow Bound Type the highest or lowest value that should be yellow.

Orange Bound Type the highest or lowest value that should orange.

Red Bound Type the highest or lowest value that should be red.
 
You cannot edit the color boundaries for health-related metrics, such as vCenter Operations Generated
| Self - Health Score, in the Selected Metrics pane. The color boundaries for these metrics are configured
for you when you save the widget configuration. vCenter Operations Manager obtains color range
values for health-related metrics from global settings (select Admin > Global Settings).

8 Click OK to save the widget configuration.

GEO Widget
If your configuration assigns values to the GEO Location resource tag, the GEO widget shows where your
resources are located on a world map. The GEO widget is similar to the GEO tab on the Environment
Overview page.

You can move the map and zoom in or out by using the controls on the map. The icons at each location
show the health of each resource that has the GEO Location tag value.

You can click the Auto Refresh icon on the GEO widget toolbar to refresh the widget data. Clicking the
Reset Interaction icon returns the widget to its initial configured state.

Configure the GEO Widget
You can filter the resources that the GEO widget shows by editing the widget configuration.

You can also configure other widgets to provide resources to the GEO widget. See “Configure Widget
Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the GEO widget. See “Edit a Widget Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define resources in the widget configuration.
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2 Select tag values in the Select which tags to show list to show only resources that have certain tag
values in the widget.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the widget includes resources that have either
value. When you select values for two or more tags, the widget includes only resources that have all of
the selected values. When you click the Invert Result icon, the widget includes only resources that do
not match the tag values that you select.

3 Click OK to save the widget configuration.

Health Status Widget
The Health Status widget shows the health score for selected resources. You can also configure the widget to
show a custom metric and specify colors for metric ranges.

Health status is a 0 to 100 ranking that vCenter Operations Manager determines for each resource. For each
resource, the widget includes the current health score and a graph that shows how the health score has
changed over time. You can double-click the graph for a resource to view the Resource Detail page for that
resource.

Figure 4‑9.  Health Status Widget

If vCenter Operations Manager does not receive metrics for a resource at a particular time, it cannot
calculate a health score for that time and it shows a score of -1 on the graph. A -1 score can occur if collection
is turned off for a resource or if vCenter Operations Manager encounters a data gathering problem.

Configure the Health Status Widget
You can filter the resources that the Health Status widget shows by editing the widget configuration. You
can also configure the widget to show a custom metric.

You can also configure other widgets to provide resources to the Health Status widget. See “Configure
Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Health Status widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Set Self Provider to On to define resources in the widget configuration.
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2 Configure options to control the appearance of the resource display.

Option Description

Mode Sets the widget mode.

Self The widget shows the selected resources.

Children The widget shows child resources.

Parents The widget shows parent resources.

If you select Children or Parents, the selected resources themselves do not
appear in the widget, whether you select resources by editing the widget
or the widget accepts resources from a providing widget.

Order By Sets whether the list is ordered by health score or resource name, and
whether the order is ascending or descending.

Pagination Number Sets the number of resources that appear on each page of the widget.

Period Length Sets the amount of time that appears on the health graph for each resource.
 

3 Select Health or Custom to specify whether the widget shows resource health or a custom metric.

You can search for a custom metric by typing the metric name in the text box next to Custom. When the
correct metric name appears, select it from the drop-down menu. You can also open the drop-down
menu, scroll through the list of available metrics, and select a metric. Pagination controls are provided
at the bottom of the drop-down list.

4 If you configured a custom metric, configure metric ranges.

You can configure the ranges in ascending or descending order.

Option Description

Yellow Bound Type the highest or lowest value that should be yellow.

Orange Bound Type the highest or lowest value that should be orange.

Red Bound Type the highest or lowest value that should be red.
 

5 Select tag values in the Select which tags to show list to show only resources that have certain tag
values in the widget.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the widget includes resources that have either
value. When you select values for two or more tags, the widget includes only resources that have all of
the selected values. When you click the Invert Result icon, the widget includes only resources that do
not match the tag values that you select.

6 Click OK to save the widget configuration.
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Health Tree Widget
The Health Tree widget shows the section of your resource hierarchy around a resource that you select. The
widget shows all of the parent container resources that hold the resource. If you select a container resource,
the widget shows all of the child resources that the container holds.

Figure 4‑10.  Health Tree Widget

Unless you are in Pan or Zoom the view mode, you can point to a resource to show its name and current
health. You can double-click a resource to shift the display to show its parents and children.

If you configure a filter tag for the Health Tree widget, only the parent and child resources that match the
tag appear in the widget. You can double-click a resource to turn off the filter and show all of its parents and
children.

The toolbar at the top of the Health Tree widget contains icons that you can use to change the view.

Table 4‑5.  Health Tree Widget Toolbar Icons

Icon Description

Zoom to Fit Changes the size of the resource icons for the best possible fit in the widget.

Pan Click this icon and click and drag the hierarchy to show different parts of the
hierarchy.

Image Map Tooltip Click this icon and point to a resource to show its name and current health.

Zoom the view Click this icon and drag to outline a part of the hierarchy. The display zooms to
show only the outlined section.

Zoom in Zooms in on the hierarchy.

Zoom out Zooms out on the hierarchy.

Reset To Initial Resource If you changed the central resource of the hierarchy, click this icon to return to the
initial resource. Clicking this icon also resets the initial display size.

Resource Detail Select a resource and click this icon to show the Resource Detail page for the
resource.

Show Alerts Select the resource in the hierarchy and click this icon to show alerts for the
resource. Alerts appear in a pop-up window. You can double-click an alert to
view its Alert Summary page.

Display Filtering Criteria Shows the filtering settings for the widget in a pop-up window.
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Configure the Health Tree Widget
By default, the Health Tree widget includes all parent and child resources that match the selected resource.
You can edit the widget configuration to limit the parent and child resources that the widget shows.

You can also configure other widgets to provide a resource to the Health Tree widget. See “Configure
Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Health Tree widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Set Self Provider to On to define a resource in the widget configuration.

2 (Optional) To configure a fixed zoom level for resource icons in the widget display, set Auto Zoom To
Fixed Node Size to On and type an icon size, in pixels, in the Node Size (pixels) text box.

If your widget display contains many resources and you always need to use manual zooming, this
feature is particularly useful because it enables you to set the zoom level only once.

The widget shows resource icons at the pixel size that you configure. You can still click the Zoom to Fit
icon to change the size of the resource icons for the best possible fit in the widget. The fixed zoom level
feature is disabled by default.

3 Select the resource in the Resource Selection pane.

To find a specific resource, type all or part of the resource name in the Search text box and click the
right angle bracket (>).

The name of the resource that you select appears after Selected Resource.

4 (Optional) To limit the parent and child resources that the widget shows, select one or more tag values
in the Select which tags to filter pane.

You can use icons on the toolbar at the top of the pane to collapse, expand, and deselect all of the tags in
the list

When you select more than one value for the same tag, the widget shows resources that have either
value. When you select values for two or more tags, the widget shows only resources that have all of
the values that you select. When you click the Invert Result icon, the widget shows only resources that
do not match the tag values that you select.

5 Click OK to save the widget configuration.

6 (Optional) To verify the filtering settings that you configured for the widget, click the Display Filtering
Criteria icon on the widget's toolbar.

The filtering settings appear in a pop-up window.
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Health-Workload Scoreboard Widget
The Health-Workload Scoreboard widget shows the health or workload score of selected resources. The
icons for each resource are color coded. Green indicates best performance, which is 100 for health or 0 for
workload. Red indicates worst performance, which is 0 for health or 100 for workload.

Figure 4‑11.  Health-Workload Scoreboard Widget

The workload score applies only to specific resources monitored through the VMware adapter. If you
configure the widget to show the workload for resources that do not have the workload metric, those
resources have blue icons.

You can double-click a resource icon to show the Resource Detail page for the resource. A dashed red line
appears around a selected resource icon.

Configure the Health-Workload Scoreboard Widget
You can define resources for the Health-Workload Scoreboard widget by editing the widget configuration.

You can also configure other widgets to provide resource selections to the Health-Workload Scoreboard
widget. See “Configure Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Health-Workload Scoreboard widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define resources in the widget configuration.

2 Configure the image type and metric type options.

Option Action

Select the image to show for each
resource

Select an Image Type option.

Set the metric to show for each
resource

Select a Metric option. If you select Workload, select the attribute to use
for the workload score. If the attribute you select is not collected for the
listed resources, those resources always show blue for unknown. You can
filter the attribute list by typing part of the attribute name and pressing
Enter to list only matching attributes.
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3 Select one or more tag values in the list to the left of the List pane to filter the resources that appear in
the List pane.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.

4 In the List pane, select the resources to show in the widget.

Option Action

Select a specific resource Type a full or partial name in the Search text box, click the right angle
bracket (>), and double-click the resource in the search results.

Select multiple resources Press Ctrl+click to select multiple resources or Shift+click to select a range
of resources and click the Perform Multi-Select Interaction icon on the
toolbar at the top of the List pane.

Clear all of your selections Click the Clear Selections icon on the toolbar at the top of the List pane.
 
The resources that you select appear in the Selected Resources pane.

5 (Optional) Select the resource and click the Delete Resource icon to delete a selected resource.

6 Click OK to save the widget configuration.

Heat Map Widget
The Heat Map widget contains graphical indicators that show the current value of two selected attributes
for resources that belong to tag values that you select. In most cases, you can select only from internally
generated attributes that describe the general operation of the resources, such as health or the active
anomaly count. When you select a single resource kind, you can select any metric for that resource kind.

The Health Map widget has a General mode and an Instance mode.

General mode The widget shows a colored rectangle for each selected resource. The size of
the rectangle indicates the value of one selected attribute. The color of the
rectangle indicates the value of another selected attribute.

Instance mode Each rectangle represents a single instance of the selected metric for a
resource. A resource can have multiple instances of the same metric. The
rectangles are all the same size. The color of the rectangles varies based on
the instance value. You can use instance mode only if you select a single
resource kind.

In either mode, you can group the rectangles according to tag type and select the color range to use. By
default, green indicates a low value and red indicates the high end of the value range. You can change the
high and low values to any color and set the color to use for the midpoint of the range. You can also set the
values to use for either end of the color range, or let vCenter Operations Manager define the colors based on
the range of values for the attribute.

When you point to the rectangle for a resource, the widget shows the resource's name, group-by values, and
the current values of the two tracked attributes. You can click Show Sparkline in the pop-up window to see
a small sparkline of the tracked metric by the heat map color. You can click the Resource Detail icon to
show the Resource Detail page for a selected resource.
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If you configure the Heat Map widget as a provider to another widget, such as the Metric Graph widget,
you can double-click a rectangle to select that resource for the widget. If the widget is in Metric mode,
double-clicking a rectangle selects the resource associated with the metric and provides that resource to the
receiving widget.

Configure the Heat Map Widget
The Heat Map widget contains graphical indicators that show the current value of two selected attributes
for resources that belong to tag values that you select.

You can configure the widget to show different combinations of data, and you can save multiple
configurations for the widget. You use the Configuration drop-down menu on the toolbar at the top of the
Heat Map widget to select the widget configuration to use.

You can also configure other widgets to provide a resource to the Heat Map widget. See “Configure Widget
Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Heat Map widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Set Self Provider to On to define a resource in the widget configuration.

2 Select the tag to use for first-level grouping of the resources from the Group By drop-down menu.

If a selected resource does not have a value for this tag, it appears in a group called Other.

3 Select the tag to use to separate the resources into subgroups from the Then By drop-down menu.

If a selected resource does not have a value for this tag, it appears in a subgroup called Other.

4 Select a Mode option.

Option Description

Instance Track all instances of a metric for a resource with a separate rectangle for
each metric.

General Pick an individual instance of a metric for each resource and track only
that metric.

 
5 If you selected General mode, select the attribute to use to set the size of the rectangle for each resource

in the Size By list and the attribute to use to determine the color of the rectangle for each resource in the
Color By list.

Resources that have higher values for the Size By attribute have larger areas of the widget display. You
can also select fixed-size rectangles. The color varies between the colors you set based on the value of
the Color By attribute.

In most cases, the attribute lists include only metrics that vCenter Operations Manager generates. If you
select a resource kind, the list shows all of the attributes that are defined for the resource kind.

6 To track metrics only for resources of a particular kind, select the resource kind from the Resource
Kinds drop-down menu.

7 If you selected Instance mode, select an attribute kind from the Attribute Kinds list.

The attribute kind determines the color of the rectangle for each resource.
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8 Configure colors for the heat map.

a Click each of the small blocks under the color bar to set the color for low, middle, and high values.

The bar shows the color range for intermediate values. You can also set the values to match the
high and low end of the color range.

b (Optional) Type minimum and maximum color values in the Min Value and Max Value text
boxes.

If you leave the text boxes blank, vCenter Operations Manager maps the highest and lowest values
for the Color By metric to the end colors. If you set a minimum or maximum value, any metric at
or beyond that value appears in the end color.

9 To define the resources to show in the widget, select the tag values to monitor in the Select which tags
to filter list.

If you select a resource kind, the widget shows only resources of that kind that meet the tag filter
conditions.

When you select more than one value for the same tag, the widget includes resources that have either
value. When you select values for two or more tags, the widget includes only resources that have all of
the values that you select.

10 Click the Capture new configuration icon, type a name for the configuration, and click OK to save the
configuration.

You must save a Heat Map widget configuration before you can use it.

11 (Optional) Select the configuration from the Configuration drop-down menu on the widget's toolbar to
verify the Heat Map widget configuration.

Example: Heat Map Widget Configuration
Consider an environment that has these characteristics.

n Multiple physical servers, in multiple data servers, that are running multiple virtual servers.

n Each virtual server is defined as a resource in vCenter Operations Manager.

n Each resource has several attributes for which vCenter Operations Manager collects data.

For this enviroment, the following Heat Map widget configuration shows at a glance which virtual
machines have anomalies, whether those anomalies are for KPIs, and on which physical servers the virtual
machines reside.

n All resources that have a resource kind tag value of virtual machine are shown.

n The resources are grouped by physical server and then by data center.

n For each resource, the size of its rectangle is based on the number of current anomalies for that resource,
and the color of its rectangle is based on the number of KPI breaches.

What to do next

You can update a Heat Map widget configuration by selecting it from the Configuration drop-down menu
and clicking the Update selected configuration icon. You can delete a configuration by selecting it from the
Configuration drop-down menu and clicking the Delete selected configuration icon.
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Mashup Charts Widget
The Mashup Charts widget contains charts that show different aspects of the behavior of a selected resource.
By default, the charts show data for the past six hours. The Mashup Charts widget shows the same
information as the Mashup tab on the Alert Detail page.

Figure 4‑12.  Mashup Charts Widget

The Mashup Charts widget contains the following charts.

n A Health chart for the resource, which can include each alert for the specified time period. Click an alert
to see more information, or double-click an alert to open the Alert Summary page.

n An Anomaly Count Graph for the resource, which is similar to the anomaly graph that the cross-silo
analysis feature generates. The graph shows the number of anomalies for the resource and its children
at the indicated time. For an application, it also shows the count for each tier in a stacked chart. A red
line marks the noise threshold for the resource. An anomaly count higher than this threshold indicates a
90 percent probability of a problem and triggers an early warning alert.

n Metric graphs for any or all of the KPIs for any resource listed as a root cause resource. For an
application, this chart shows the application and any tiers that contain root causes. You can select the
KPI to include by selecting Chart Controls > KPIs on the widget toolbar. Any shared area on a graph
indicates that the KPI violated its threshold during that time period. Click the top left of the shaded area
to see details about the anomaly.

The Anomaly Count Graph chart and metric graphs reflect up to five levels of resources, including the
selected resource and four child levels.

The toolbar at the top of the Mashup Charts widget contains icons that you can use to change the view.

Table 4‑6.  Mashup Charts Widget Toolbar Icons

Icon Description

Allow zoom by X axis When you click this icon, zooming the graph affects the X axis. You can use Zoom by X and
Zoom by Y simultaneously.

Allow zoom by Y axis When you click this icon, zooming the graph affects the Y axis. You can use Zoom by X and
Zoom by Y simultaneously.

Zoom to fit Changes all graphs to show the entire time period and value range.

Zoom the view Click this icon and drag to outline a part of the hierarchy. The display zooms to show only
the outlined section.
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Table 4‑6.  Mashup Charts Widget Toolbar Icons (Continued)

Icon Description

Pan When you click this icon, dragging in the graph changes the time period. It does not zoom
the graph.

Point Values Click this icon and point to a graphed KPI data point to see its time and exact value. You can
show values only if the selected time period is 24 hours or less.

Show All Alerts Click this icon to show both active and inactive alerts after clicking the Show Only Active
Alerts or Show Only Inactive Alerts icon. Inactive alerts appear grey in the display.

Show Only Active
Alerts

Filter the alerts to show only active alerts.

Show Only Inactive
Alerts

Filter the alerts to show only inactive alerts.

Chart Controls See Table 4-7.

Date Controls Select the time period to show on the graphs. You can select a period in the top box, or select
start and end dates and times.

You use the Chart Controls drop-down menu at the top of the widget to select which charts to view.

Table 4‑7.  Chart Controls

Menu Item Description

Show Charts Select the types of graphs to include in the widget.

Layers Select the types and subtypes of alerts to show on the metric graph. You can show change
events, which are user-defined notifications that the vCenter Operations Manager
OpenAPI sends to vCenter Operations Manager.

Show in Stacked Mode Changes the Anomaly Count Graph to a single stacked graph that shows anomalies for all
selected resources.

Resources Select the resources to include in the Anomaly Count Graph.

KPIs Select the KPI for which to include metric graphs.

Configure the Mashup Charts Widget
You can define the resource that the Mashup Charts widget shows by editing the widget configuration.

You can also configure other widgets to provide a resource to the Mashup Charts widget. See “Configure
Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Mashup Charts widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Set Self Provider to On to define a resource in the widget configuration.
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2 (Optional) Select one or more tag values in the list to the left of the List pane to filter the resources that
appear in the List pane.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.

3 In the List pane, select the resource to show in the widget.

To find a specific resource, type all or part of the resource name in the Search text box and click the
right angle bracket (>).

The name of the resource that you select appears after Selected Resource.

4 Click OK to save the widget configuration.

Metric Graph Widget
The Metric Graph widget shows a graph of the recent performance, and predicted future performance, of a
metric. The important metrics count, which a vCenter Operations Manager administrator sets, determines
the number of metrics that appear in the Metric Graph widget. The key in the graph indicates the maximum
and minimum points on the line chart.

Figure 4‑13.  Metric Graph Widget

The toolbar at the top of the Metric Graph widget contains icons that you can use to change the view of the
graphs.

Table 4‑8.  Metric Graph Widget Toolbar Icons

Icon Description

Split Graphs When two or three time periods are selected, this icon shows the values for each
period on a different graph.

Stacked Graph Shows metrics in a stacked graph. This graph is useful for seeing how the total or
sum of the metric values varies over time. Not available in split mode.

Y Axis Shows or hides the Y-axis scale.

Metric Graph Shows or hides the line that connects the data points on the graph.

Trend Line Shows or hides the trend line. The trend line filters out metric noise along the
timeline by plotting each data point relative to the average of its adjoining data
points.

Dynamic Thresholds Shows or hides the dynamic threshold for each metric for the last 24 hours.
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Table 4‑8.  Metric Graph Widget Toolbar Icons (Continued)

Icon Description

Show Entire Period Dynamic
Thresholds

Shows or hides dynamic thresholds for the entire time period of the graph.

Anomalies Shows or hides anomalies on the graph. Time periods when the metric violates a
threshold are shaded. The color indicates the criticality of the violation. You can
click the top-left corner of the shaded area to show details for an anomaly.

Show data point tips Retrieves the metric readings for the graphed data points. Click the Show Data
Values icon to show the values.

Zoom by X When you click this icon, zooming the graph affects the X axis. You can use Zoom
by X and Zoom by Y simultaneously.

Zoom by Y When you click this icon, zooming the graph affects the Y axis. You can use Zoom
by X and Zoom by Y simultaneously.

Zoom to fit Changes all graphs to show the entire time period and value range.

Zoom to Dynamic Thresholds Changes the Y axis of the graphs to match the dynamic threshold of the metric.

Compress Graphs Compress
Graphs

Shortens the Y axis of all graphs to use less vertical space.

Zoom All Graphs When you click this icon, zooming one graph changes all graphs to match.

Zoom the view Click this icon and drag to outline a part of the hierarchy. The display zooms to
show only the outlined section.

Pan When you click this icon, dragging in the graph changes the time period. It does not
zoom the graph.

Show Data Values After you click the Show data point tips icon to retrieve the data, click this icon and
point to a graphed data point to show its time and exact value. In non-split mode,
you can hover over a metric in the legend to show the full metric name, the names
of the adapter instances (if any) that provide data for the resource to which the
metric belongs, the current value, and the normal range. If the metric is currently
alarming, the text color in the legend changes to yellow or red, depending on your
color scheme. Click a metric in the legend to highlight the metric in the display.
Clicking the metric again toggles its highlighted state.

Auto Refresh Turns auto-refresh on or off.

Date Controls Select up to three time periods to show on the graph. For the first period, select a
value in the top box or select start and end times and dates. To graph multiple
periods, select the first period and select the previous periods to which to compare
it. All periods must be the same length. If you set a start date and time for the
second or third period, vCenter Operations Manager fills in the end time.
NOTE   For most time periods, vCenter Operations Manager includes predicted
values for the near future. For example, if you select the last hour,
vCenter Operations Manager also shows 15 minutes into the future. If you select the
last day, vCenter Operations Manager predicts four hours into the future. Periods
longer than 30 days do not show any future time. If a user-defined time period
includes time in the future, vCenter Operations Manager shows predicted values
for the defined future period.

Generate Dashboard Creates a new dashboard that contains only the Metric Graph widget, in self-
provider mode, which shows the currently displayed metrics.

Remove All Removes all graphs.

Each graph has a toolbar at the top right. The icons on this toolbar affect only that graph.
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Table 4‑9.  Individual Graph Icons

Icon Description

Data Source Point to this icon to see the name of the data source, or adapter instance, for the metric.
For super metrics, the name is vCenter Operations Manager.

Show Correlated Metrics Appears only if vCenter Operations Manager determines that the behavior or anomalies
of other metrics are correlated to this metric. When you click this icon, a pop-up
window opens that shows the correlated metrics, including the resource, the metric
name, and the percentage of correlation. You can also display a column that shows the
type of correlation, either Anomaly, in which the anomalies of the metrics are
correlated, or Behavior, in which the behavior of the metrics is correlated. If the widget
is not in self-provider mode, you can select a correlated metric to add it to the widget
display.

Save a Chart Snapshot Downloads the current graph image as a PNG file, which you can display or save.

Save a Fullscreen Snapshot Downloads the current graph image as a full-page PNG file, which you can display or
save.
NOTE   For both snapshots, the default file name contains the resource, attribute group,
and metric name.

Download tab-separated data Downloads the data points currently shown on the graph to a tab-separated CSV file.
Each file includes the resource name and metric name and, for each value, date and
time of the collected metric, the value, and the lower and upper bounds of dynamic
thresholds. You can open or save the file.

Move Down Moves the graph down one position.

Move Up Moves the graph up one position.

Close Removes the graph.

Configure the Metric Graph Widget
You can select the metrics that the Metric Graph widget shows by editing the widget configuration.

You can also configure other widgets to provide metric selections to the Metric Graph widget. See 
“Configure Widget Interactions,” on page 63.

To define a fixed set of metrics for the widget to draw when you select a particular resource, see “Define
Metric Sets for a Widget,” on page 113.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Metric Graph widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Set Self Provider to On to define metric selections in the widget configuration.

2 (Optional) Select one or more tag values in the Resources-Tags pane to filter the resources that appear
on the List tab.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.
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3 On the List tab, select one or more resources.

Option Action

Select a specific resource Select the resource in the list. You can type all or part of the resource name
in the Search text box and click the right angle bracket (>) to search for the
resource.

Select multiple resources a Press Ctrl+click to select multiple resources or Shift+click to select a
range of resources.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the List pane.

Clear all of your selections Click the Clear Selection icon on the toolbar at the top of the List pane.
 
The metrics for the resources appear in the Metric Selector With Resource Selection pane.

4 In Metric Selector With Resource Selection pane, select the metrics to show in the widget.

Option Action

Select a specific metric Double-click the metric.

Select multiple metrics a Press Ctrl+click to select multiple metrics or Shift+click to select a
range of metrics.

b Click the Perform Multi-Select icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

List the metrics that are common to
multiple selected resources

Click the Show Common Metrics icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

Search for a specific metric Type all or part of the metric name in the Search text box and click the
right angle bracket (>) to search for the metric.

 
The metrics that you select appear in the Selected Metrics pane.

5 (Optional) Manage the metrics in the Selected Metrics pane.

Option Action

Change the order of a metric in the
list

Select the metric and drag and drop it to another position in the list.

Remove a metric from the list Select the metric and click the Remove Selected Metrics icon on the
toolbar at the top of the Selected Metrics pane.

Select all of the metrics in the list Click the Select All icon on the toolbar at the top of the Selected Metrics
pane.

Remove all of the metrics from the
list

Click the Clear Selections icon on the toolbar at the top of the Selected
Metrics pane.

 
6 Click OK to save the widget configuration.
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Metric Graph (Rolling View) Widget
The Metric Graph (Rolling View) widget shows a full chart for one selected metric at a time. Miniature
graphs for the other selected metrics appear at the bottom of the widget. You can click a miniature graph to
see the full graph for that metric, or set the widget to rotate through all selected metrics at an interval that
you define. The key in the graph indicates the maximum and minimum points on the line chart.

Figure 4‑14.  Metric Graph (Rolling View) Widget

The toolbar at the top of the Metric Graph (Rolling View) widget contains icons that you can use to change
the view of the graphs.

Table 4‑10.  Metric Graph Widget Toolbar Icons

Icon Description

Y Axis Shows or hides the Y-axis scale.

Metric Graph Shows or hides the line that connects the data points on the graph.

Trend Line Shows or hides the trend line. The trend line filters out metric noise along the
timeline by plotting each data point relative to the average of its adjoining data
points.

Dynamic Thresholds Shows or hides the dynamic threshold for each metric for the last 24 hours.

Show Entire Period Dynamic
Thresholds

Shows or hides dynamic thresholds for the entire time period of the graph.

Anomalies Shows or hides anomalies on the graph. Time periods when the metric violates a
threshold are shaded. The color indicates the criticality of the violation. You can
click the top-left corner of the shaded area to show details for an anomaly.

Show data point tips Retrieves the metric readings for the graphed data points. Click the Show Data
Values icon to show the values.

Zoom by X When you click this icon, zooming the graph affects the X axis. You can use Zoom
by X and Zoom by Y simultaneously.

Zoom by Y When you click this icon, zooming the graph affects the Y axis. You can use Zoom
by X and Zoom by Y simultaneously.

Zoom to fit Changes all graphs to show the entire time period and value range.

Zoom to Dynamic Thresholds Changes the Y axis of the graphs to match the dynamic threshold of the metric.

Zoom the view Click this icon and drag to outline a part of the hierarchy. The display zooms to
show only the outlined section.

Pan When you click this icon, dragging in the graph changes the time period. It does not
zoom the graph.
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Table 4‑10.  Metric Graph Widget Toolbar Icons (Continued)

Icon Description

Show Data Values After you click the Show data point tips icon to retrieve the data, click this icon and
point to a graphed data point to show its time and exact value. In non-split mode,
you can hover over a metric in the legend to show the full metric name, the names
of the adapter instances (if any) that provide data for the resource to which the
metric belongs, the current value, and the normal range. If the metric is currently
alarming, the text color in the legend changes to yellow or red, depending on your
color scheme. Click a metric in the legend to highlight the metric in the display.
Clicking the metric again toggles its highlighted state.

Date Controls Select up to three time periods to show on the graph. For the first period, select a
value in the top box or select start and end times and dates. To graph multiple
periods, select the first period and select the previous periods to which to compare
it. All periods must be the same length. If you set a start date and time for the
second or third period, vCenter Operations Manager fills in the end time.
NOTE   For most time periods, vCenter Operations Manager includes predicted
values for the near future. For example, if you select the last hour,
vCenter Operations Manager also shows 15 minutes into the future. If you select the
last day, vCenter Operations Manager predicts four hours into the future. Periods
longer than 30 days do not show any future time. If a user-defined time period
includes time in the future, vCenter Operations Manager shows predicted values
for the defined future period.

Configure the Metric Graph (Rolling View) Widget
You can select the metrics that the Metric Graph (Rolling View) widget shows by editing the widget
configuration.

You can also configure other widgets to provide metric selections to the Metric Graph (Rolling View)
widget. See “Configure Widget Interactions,” on page 63.

To define a fixed set of metrics for the widget to draw when you select a particular resource, see “Define
Metric Sets for a Widget,” on page 113.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Metric Graph (Rolling View) widget. See “Edit a Widget
Configuration,” on page 56.

Procedure

1 Set Self Provider to On to define metric selections in the widget configuration.

2 Configure the transition interval and chart toolbar options.

Option Description

AutoTransition Interval Type the metric graph rotation interval, in seconds. The graph switches
after the number of seconds that you specify.

Show Chart Toolbar Specify whether to include the toolbar on the widget display.
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3 (Optional) Select one or more tag values in the Resources-Tags pane to filter the resources that appear
on the List tab.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.

4 On the List tab, select one or more resources.

Option Action

Select a specific resource Select the resource in the list. You can type all or part of the resource name
in the Search text box and click the right angle bracket (>) to search for the
resource.

Select multiple resources a Press Ctrl+click to select multiple resources or Shift+click to select a
range of resources.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the List pane.

Clear all of your selections Click the Clear Selection icon on the toolbar at the top of the List pane.
 
The metrics for the resources appear in the Metric Selector With Resource Selection pane.

5 In Metric Selector With Resource Selection pane, select the metrics to show in the widget.

Option Action

Select a specific metric Double-click the metric.

Select multiple metrics a Press Ctrl+click to select multiple metrics or Shift+click to select a
range of metrics.

b Click the Perform Multi-Select icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

List the metrics that are common to
multiple selected resources

Click the Show Common Metrics icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

Search for a specific metric Type all or part of the metric name in the Search text box and click the
right angle bracket (>) to search for the metric.

 
The metrics that you select appear in the Selected Metrics pane.

6 (Optional) Manage the metrics in the Selected Metrics pane.

Option Action

Change the order of a metric in the
list

Select the metric and drag and drop it to another position in the list.

Remove a metric from the list Select the metric and click the Remove Selected Metrics icon on the
toolbar at the top of the Selected Metrics pane.

Select all of the metrics in the list Click the Select All icon on the toolbar at the top of the Selected Metrics
pane.

Remove all of the metrics from the
list

Click the Clear Selections icon on the toolbar at the top of the Selected
Metrics pane.

 
7 Click OK to save the widget configuration.
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Metric Selector Widget
The Metric Selector widget shows attribute packages for one or more resources that you select in the Alerts,
Generic Scoreboard, Health Status, Health Tree, Health-Workload Scoreboard, Heat Map, Resources, Root
Cause Ranking, VC Relationship, or VC Relationship (Planning) widget.

Figure 4‑15.  Metric Selector Widget

You can expand each attribute group to view its metrics. When the widget shows metrics for only one
resource, metrics that have anomalies are yellow.

The toolbar at the top of the Metric Selector widget contains icons that you can use to change the view.

Table 4‑11.  Metric Selector Widget Toolbar Icons

Icon Description

Move To Graph Select one or more metrics and click this icon to make the metrics appear in the
Metric Graph widget. You can also double-click any attribute to make it appear
in the Metric Graph widget.

Show Common Metrics If you selected multiple metrics in the providing widget, click this icon to show
only those metrics that are common to all resources. Click the icon again to list
all of metrics for the resources.
This icon appears only if you selected multiple metrics in the providing widget.

Show Metrics Collecting Shows only currently collected metrics for the resources. Click the icon again to
show all metrics.

Search To find a particular metric group, metric instance, or metric, type all or part of its
name in the Search text box, select the type of value you are searching for, and
click this icon.

The only configuration option for the Metric Selector widget is the widget title.
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Metric Sparklines Widget
The Metric Sparklines widget shows simple graphs that contain the values of selected metrics over time and
provides a quick view of the trends in KPIs.

Figure 4‑16.  Metric Sparklines Widget

If all of the metrics in the widget are for a resource that another widget provides, the resource name appears
at the top right of the widget.

If you select a metric in the widget display, the widget uses the metric and its corresponding resource as the
source for dashboard interactions.

The toolbar at the top of the Metric Sparklines widget contains icons that you can use to change the view.

Table 4‑12.  Metric Sparklines Widget Toolbar Icons

Icon Description

Auto Refresh Refreshes the widget data.

Date Controls Select the time period to show on the graphs. You can select a period in the top box, or
select start and end dates and times.

Remove All Removes all graphs from the widget.

Configure the Metric Sparklines Widget
You can select the metrics that the Metric Sparklines widget shows by editing the widget configuration. You
can also specify whether the metric graph or metric label appears in the first column of the widget display
and configure metric labels, metric units of measure, and metric value color ranges.

You can also configure other widgets to provide metric selections to the Metric Sparklines widget. See 
“Configure Widget Interactions,” on page 63.

To define a fixed set of metrics for the widget to draw when you select a particular resource, see “Define
Metric Sets for a Widget,” on page 113.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Metric Sparklines widget. See “Edit a Widget Configuration,” on
page 56.

VMware vCenter Operations Manager Getting Started Guide

98  VMware, Inc.



Procedure

1 Set Self Provider to On to define metric selections in the widget configuration.

2 Select a Selector Mode option.

Option Description

Resource Enables you to select metrics for specific resources during widget
configuration.

Resource Kind Enables you to select metrics for specific resource kinds during widget
configuration. This option is useful if specific resources are not currently
available.

 
3 Select a Column Sequence option.

Option Description

Graph First Metric graph appears in the first column in the widget display.

Label First Metric label appears in the first column in the widget display.
 

4 (Optional) If you selected the Resource selector mode, select one or more tag values in the Resources-
Tags pane to filter the resources that appear on the List tab.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resources that have either value.
When you select values for two or more tags, the list includes only resources that have all of the values
that you select. When you click the Invert Result icon, the list includes only resources that do not match
the tag values that you select.

5 If you selected the Resource selector mode, select one or more resources on the List tab.

Option Action

Select a specific resource Select the resource in the list. You can type all or part of the resource name
in the Search text box and click the right angle bracket (>) to search for the
resource.

Select multiple resources a Press Ctrl+click to select multiple resources or Shift+click to select a
range of resources.

b Click the Perform Multi-Select Interaction icon on the toolbar at the
top of the List pane.

Clear all of your selections Click the Clear Selection icon on the toolbar at the top of the List pane.
 
The metrics for the resources appear in the Metric Selector With Resource Selection pane.

6 If you selected the Resource Kind selector mode, select a resource kind in the Resource Kinds pane.

The metrics for the resource kind appear in the Metric Selector With Resource Selection pane. You can
select multiple resource kinds

7 In Metric Selector With Resource Selection pane, select the metrics to show in the widget.

Option Action

Select a specific metric Double-click the metric.

Select multiple metrics a Press Ctrl+click to select multiple metrics or Shift+click to select a
range of metrics.

b Click the Perform Multi-Select icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.
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Option Action

List the metrics that are common to
multiple selected resources

Click the Show Common Metrics icon on the toolbar at the top of the
Metric Selector With Resource Selection pane.

Search for a specific metric Type all or part of the metric name in the Search text box and click the
right angle bracket (>) to search for the metric.

 
The metrics that you select appear in the Selected Metrics pane.

8 Set values for each metric in the Selected Metrics pane.

To enter a value, point to the text box under the column heading, double-click in the text box, and type
the value.

Option Action

Box Label Type a label for the metric.

Measurement Unit Type the measurement unit that appears after the metric value.

Yellow Bound Type the highest or lowest value that should be yellow.

Orange Bound Type the highest or lowest value that should be orange.

Red Bound Type the highest or lowest value that should be red.
 
If you do not provide color boundaries for a non-health-related metric, the color is green if the metric is
normal and yellow if the metric is abnormal.

You cannot edit the color boundaries for health-related metrics, such as vCenter Operations Generated
| Self - Health Score, in the Selected Metrics pane. The color boundaries for these metrics are configured
for you when you save the widget configuration. vCenter Operations Manager obtains color range
values for health-related metrics from global settings (select Admin > Global Settings).

9 (Optional) Manage the metrics in the Selected Metrics pane.

Option Action

Change the order of a metric in the
list

Select the metric and drag it to another position in the list.

Remove a metric from the list Select the metric and click the Remove Selected Metrics icon on the
toolbar at the top of the Selected Metrics pane.

Select all of the metrics in the list Click the Select All icon on the toolbar at the top of the Selected Metrics
pane.

Remove all of the metrics from the
list

Click the Clear Selections icon on the toolbar at the top of the Selected
Metrics pane.

Apply settings from one metric to
all of the metrics in the list

Select the metric and click the Apply to all icon on the toolbar at the top of
the Selected Metrics pane.

 
10 Click OK to save the widget configuration.
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Metric Weather Map Widget
The Metric Weather Map widget provides a graphical display of the changing values of a single metric for
multiple resources over time. The widget uses colored icons to represent each value of the metric. Each icon
location represents the metric value for particular resources. The color of an icon changes to show changes
in the value of the metric.

Figure 4‑17.  Metric Weather Map Widget

Watching how the map changes can help you understand how the performance of the metric varies over
time for different resources.

The map does not show the real-time performance of the metrics. You select the time period, how fast the
map refreshes, and the interval between readings. For example, you might have the widget play the metric
values for the last day, refreshing every half second, and have each change represent five minute's worth of
metric values.

To view the resource that an icon represents, click the resource. A hyperlink of the resource name appears.
You can click the hyperlink to show the Resource Detail page for the resource.

The toolbar at the top of the Metric Weather Map widget contains the icons that you can use to view the
graph.

Table 4‑13.  Metric Weather Map Widget Toolbar Icons

Icon Description

Pause and Play Start or stop the display. The icon remains in the same state if you leave the widget
display and return.

Display Filtering Criteria View the current settings settings for the widget, including the current metric.

Configure the Metric Weather Map Widget
You define the metric that the Metric Weather Map widget shows by editing the widget configuration. You
must edit the widget to select the metric to show. You cannot configure the Metric Weather Map widget to
accept a metric selection from another widget. The Metric Weather Map widget does not show data until
you configure it.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.
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n Open the Edit Widget window for the Metric Weather Map widget. See “Edit a Widget Configuration,”
on page 56.

Procedure

1 Configure the appearance of the widget display.

Option Action

Image Redraw Rate Select how often the widget gets new metric data and updates the display.
This option is the same as the Widget Refresh Interval for other widgets.

Metric History Select the time period for the weather map, from the previous hour to the
last 30 days.

Metric Sample Increment Select the interval between metric readings. For example, if you set this
option to one minute and set the Metric History to one hour, the widget
has a total of 60 readings for each metric.

Group by To group the resources by tag value, select the tag.

Sort by To sort the resources by resource name or metric value, select Resource
name or Metric value.

Frame transition interval Type how fast the icons change to show each new value. You can select the
interval between frames or the number of frames per second (fps).

Start over delay (seconds) The number of seconds for the display to remain static when it reaches the
end of the Metric History period, the most current readings, before it starts
over again from the beginning.

Colors Select the colors in the weather map. Click each of the small blocks under
the color bar to set the color for minimum, middle, and maximum values.
The bar shows the color range for intermediate values.
You can also set the values to match the high and low end of the color
range. If you do not type values in the Min Value and Max Value text
boxes, vCenter Operations Manager maps the actual minimum and
maximum values of the metric over the time period to the end colors. If
you set a minimum or maximum value, any metric at or beyond that value
appears in the end color.

 
2 (Optional) To filter the resource kinds in the Resource Kinds pane, select one or more tag values in the

left pane.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the list includes resource kinds that have either
value. When you select values for two or more tags, the list includes only resource kinds that have all of
the values that you select.

3 In the Resource Kinds pane, select a resource kind.

You can type all or part of the resource kind name in the Search text box and click the right angle
bracket (>) to search for a specific resource kind.

The metrics for the resource kind appear in the Metrics pane.

4 In the Metrics pane, select the metric to show in the widget.

You can click the Show Common Metrics icon at the top of the list to show only metrics that are shared
by all resources of the selected resource kind. You can also type all or part of the metric name in the
Search text box and click the right angle bracket (>) to search for a specific metric.

5 Click OK to save the widget configuration.

6 (Optional) To verify the filtering settings that you configured for the widget, click the Display Filtering
Criteria icon on the widget's toolbar.

The filtering criteria appears in a pop-up window.
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Resources Widget
The Resources widget lists the resources that are defined in vCenter Operations Manager.

Figure 4‑18.  Resources Widget

The toolbar at the top of the Resources widget contains icons that you can use to set the data to view in the
widget.

Table 4‑14.  Resources Widget Toolbar Icons

Icon Description

Reset Grid Sort Returns all column sorting to the default settings.

Reset Interaction Returns the widget to its initial configured state and undoes any widget interactions made
from providing widgets.

Resource Detail Select a resource and click this icon to show the Resource Detail page for the resource.

Perform Multi-Select
Interaction

Press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources and click this icon.

Search To find a particular resource, type all or part of its name in the Search text box and click
this icon.

Configure the Resources Widget
You can configure the Resources widget to show specific resources. By default, the widget shows Name,
Health, and Resource Kind columns for the resources that you select. You can configure the widget to show
additional columns for resources of a particular resource kind.

You can also configure filters to limit the resources that the widget shows and specify the default sort order
of the resources. The filtering criteria that you define applies whether you define resources in the Resources
widget configuration or another widget provides resources to the Resources widget. If a resource that
another widget provides does not meet the filtering criteria, it does not appear in the widget.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Resources widget. See “Edit a Widget Configuration,” on
page 56.
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Procedure

1 Type a value in the Pagination number text box to configure the number of resources that appear on
each page in the Resources widget.

2 Select a Mode option to specify whether the widget shows the selected child or parent resources.

If you select Children or Parents, the selected resources themselves do not appear.

3 Select the tag values in the Select which tags to filter list to configure the Resources widget to show
only resources that have certain tag values.

You can use icons on the toolbar at the top of the list to collapse, expand, and deselect all of the tags in
the list.

When you select more than one value for the same tag, the widget shows resources that have either
value. When you select values for two or more tags, the widget shows only resources that have all of
the values that you select. When you click the Invert Result icon, the widget shows only resources that
do not match the tag values that you select.

4 Click one or more categories in the Filter By list and select status values to configure the Resources
widget to show only resources that have specific status values.

5 To set the default sort order for the resources that the Resources widget shows, select sort criteria in the
Sort Data By pane.

You can sort up to four column values and by any of the standard columns, except for Resource
Identifier.

6 (Optional) Add one or more columns to the widget display.

This feature is useful if you want to show metrics, such as workload or capacity, that are specfiic to a
particular resource kind.

a Click Add/Remove in the Additional Column pane.

b Select a resource kind in the Resource Kinds pane.

The metrics for the resource kind appear in the Metric Selector With Resource Selection pane.

c Select the metrics to show in the new column in the Metric Selector With Resource Selection pane.

You can press Ctrl+click and click the Perform Multi-Select Interaction icon to select a range of
metrics. The metrics that you select appear in the Selected Metrics pane.

d Type a box label for each metric in the Selected Metrics pane.

To enter a value, move your cursor to the text box under the column heading, double-click in the
text box, and type the value.

e (Optional) Manage the metrics in the Selected Metrics pane.

You can click the Remove Selected Metrics icon to delete selected metrics, click the Select All icon
to select all of the metrics, or click the Clear Selections icon to deselect all of the selected metrics.

f Click Save to save the new column configuration.

7 Click OK to save the widget configuration.

8 (Optional) Click the Display Filtering Criteria icon on the Resources widget's toolbar to verify the
filtering settings that you configured for the widget.

The filtering settings appear in a pop-up window.
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Root Cause Ranking Widget
The Root Cause Ranking widget provides an instant view of the probable causes of health degradation for a
selected resource. The widget shows information about metrics on related resources that contributed to
alerts on the resources, including the percentage likelihood that the metric contributed to the cause.
vCenter Operations Manager bases the percentage likelihood on the number of symptoms and when the
symptoms occurred relative to the alert.

Figure 4‑19.  Root Cause Ranking Widget

You can view root causes in Symptom mode and Resource mode.

Symptom mode Shows root cause information based on anomalies that occurred during the
previous six hours, unless a providing widget passes a different time period.
You can double-click a resource to see the symptom groups ranked by
percentage of possible resources that exhibit symptoms in the group. You
can double-click a group to see the top five individual symptoms ranked by
percentage of possible resources that exhibit the symptom. You can double-
click a symptom, or select it and click Show Bar Details, to open a pop-up
window that shows detailed information about the symptom. This is the
default mode.

Resource mode Shows root cause information based on anomalies that occurred during the
previous two hours. If a providing widget passes a different time period, it
shows information for all anomalies active in that time period. Double-click a
resource, or select it and click Show Bar Details, to list the individual
anomalies.

A change event symptom might include different types of events that have different messages. If all of the
change events for a symptom are the same type, the message appears to the right of the symptom bar. If the
message does not fit, you can point to the message to the see the full message. If the symptom includes
different messages, Multiple Change Events appears.

NOTE   If the Health Status widget provides resources to the Root Cause Ranking widget and you click at a
point in the past on the health score graph for a resource, the Root Cause Ranking widget shows root causes
for the time that you selected.

The toolbar at the top of the Root Cause Ranking widget contains icons that you can use to view the graph.
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Table 4‑15.  Root Cause Ranking Widget Toolbar Icons

Icon Description

Auto Refresh Refreshes the widget data.

Show Bar Details Opens a new window that shows detailed information about the threshold violations
that contributed to the selected root cause.

Perform Interaction Shows the first five alarming metrics for the resource of the selected symptom in
either the Metric Graph or Metric Sparklines widget. You must include either the
Metric Graph widget or the Metric Sparklines widgets on the dashboard and set it to
receive data from the Root Cause widget to use this feature.

Change mode Switches between Resource mode and Symptom mode.

You can double-click a root cause symptom to open a pop-up window that lists the individual threshold
violations that comprise the symptom. You can then click the Copy to Clipboard button to copy the list to
the clipboard. You might want to use this feature if you are opening a problem ticket or sending an email
message about the alert. To see the Dynamic Dashboard for a root cause resource, select it in the pop-up
window and click the Dynamic Dashboard button.

Configure the Root Cause Ranking Widget
You can configure the Root Cause Ranking widget to show specific resources.

You can also configure other widgets to provide resources to the Root Cause Ranking widget. See 
“Configure Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Root Cause Ranking widget. See “Edit a Widget Configuration,”
on page 56.

Procedure

1 Set Self Provider to On to define resources in the widget configuration.

2 Select a Bars Show option to specify whether to show bars for symptoms or resources.

If you select Resources, you can choose how many bars to show.

3 Select the tag values to include in the Select which tags to filter list.

You can use icons on the toolbar at the top of the Select which tags to filter pane to collapse, expand,
and deselect all of the tags in the list.

When you select more than one value for the same tag, the widget includes resources that have either
value. When you select values for two or more tags, the widget includes resources that have all of the
selected values.

4 Click OK to save the widget configuration.

Tag Selector Widget
The Tag Selector widget lists all defined resource tags and tag values. You can select one or more tag values
to change the information that appears in the Alerts, Configuration Overview, Health Status, Root Cause
Ranking, and Health Tree widgets.

If you select more than one value for the same tag, the widget includes resources that have either value. If
you select values for two or more tags, the widget includes only resources that have all of the tags you
select.
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The toolbar at the top of the Tag Selector widget contains icons that you can use to change the view.

Table 4‑16.  Tag Selector Widget Toolbar Icons

Icon Description

Collapse All Collapses all expanded tag branches.

Expand All Expands all tag branches.

Deselect All Clears any selected tag values.

Perform Multi-Select
Interaction

Press Ctrl+click to select multiple individual tag values or Shift+click to select a range of
tag values and click this icon.

Invert Result Includes resources that do not match the tag values that you select.

The only configuration option for the Tag Selector widget is the widget title.

Text Widget
You can use the Text widget to show text in the user interface. The text appears in the Text widget on the
dashboard.

The Text widget can read text from a Web page or text file. You specify the URL of the Web page or the
name of the text file when you configure the Text widget.

The textDisplay_root property in the vcenter-ops/user/conf/web.properties file specifies the root folder
that contains the files that the Text widget can read.

Configure the Text Widget
You specify the URL of the Web page or the name of the text file from which the Text widget reads text by
editing the widget configuration.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Create a text file or Web page for the Text widget to read.

n Become familiar with how to edit a widget. See “Edit a Widget Configuration,” on page 56.

Procedure

1 (Optional) To configure the Text widget to read text from a file, configure the root folder that contains
the text file.

a Add the textDisplay_root property to the vcenter-ops\user\conf\web\web.properties file.

On Windows, use double backslash characters in the path.

For example: textDisplayroot=C:\\folder\example

b Restart the Web service to make your changes take effect.

IMPORTANT   Any vCenter Operations Manager user who can view the dashboard, including non-
admin users, can read the files in the root folder specified in the web.properties file.

2 In vCenter Operations Manager, open the Edit Widget window for the Text widget.
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3 Select a View mode option to specify how the text appears in the widget.

Option Description

Text Select this option to show plain, unformatted text.
NOTE   If the text is in HTML format, the widget shows the source text.

HTML Select this option if the text is in HTML format and you want the widget to
show the formatted text. For example, if the text is on a Web page, the
widget shows the Web page, not the source text.

 
4 Specify the location of the Web page or file that contains the text to display.

Option Action

URL Type the URL of a Web page for the widget to display, for example,
http://www.vmware.com.
NOTE   The Text widget uses an inline frame (<iframe> tag) to load external
Web pages. Certain Web sites, such as www.google.com, do not allow
their content to appear in an inline frame. If you specify the URL of a Web
page that does not support inline frames, the Text widget shows a blank
page.
IMPORTANT   For security reasons, you should configure the Text widget to
display only trusted Web pages.

File Type the name of the text file that contains the text for the widget to
display, or click Browse to browse to and select the file.

 
5 Click Test to test whether the widget can read the Web page or file that you specified.

If the textDisplay_root property is not configured in the web.properties file,
vCenter Operations Manager returns the message The root folder is not configured in the
properties file.

6 Click OK to save the widget configuration.

Top-N Analysis Widget
The Top-N Analysis widget lists the top five items, or another number that you specify, of a type that you
select. For example, you might select the five metrics that show the highest volatility or the five most or least
healthy tiers in an application. Viewing the extreme performers in any category can help you to assess the
overall performance of your environment.

Figure 4‑20.  Top-N Analysis Widget

The toolbar at the top of the Top-N Analysis widget contains icons that you can use to change the view.
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Table 4‑17.  Top-N Analysis Widget Toolbar Icons

Icon Description

Auto Refresh Refreshes the widget data.

Resource Detail Select a resource and click this icon to show the Resource Detail page for the resource.

Display Filtering Criteria Shows the filtering settings for the widget in a pop-up window.

Configure the Top-N Analysis Widget
You can select the metric that the Top-N Analysis widget considers when it builds its list by editing the
widget configuration. The Top-N Analysis widget does not show data until you configure it.

You can configure other widgets to provide a metric selection to the Top-N Analysis widget. See “Configure
Widget Interactions,” on page 63.

Prerequisites

n Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

n Open the Edit Widget window for the Top-N Analysis widget. See “Edit a Widget Configuration,” on
page 56.

Procedure

1 Configure the appearance of the widget display.

Option Action

Image Redraw Rate Select how often the widget retrieves new metric data and updates the
display.

Period Length To show an average of historical metric values, select a time period such as
Last Hour, or select Current Value to show a ranked order of resources
based only on current metric values.
NOTE   If you select Current Value, the widget shows more up-to-date
information and performance improves because the widget requires only
the latest metric value for each resource rather than a number of historical
values.

Bars Count By default, the widget shows the top five items in the category you select.
You can change the count to 10 or 15, or select User Defined and type a
number in the text box.

Depth Select how many levels of the selected resources' related children that
vCenter Operations Manager should consider for analysis. The default is
10 levels.

 
2 Select a Widget Mode option.

Option Description

Tag Shows items that are related to resources.

Metric Shows items that are related to specific metrics. Because Metric mode
requires you to select a specific metric, it does not provide results if the
Top-N Analysis widget accepts resources from the Application Overview
or Tag Selector widget.
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3 Select a Filter old metrics option.

This setting is available only when you select Current Value for Period Length.

Option Description

On Filter out metric data that is more than five collection cycles old. On is the
default value.

Off Include data that is more than five collection cycles old. Select Off only if
you need the widget to consider less frequently collected metrics.

 
4 If you selected Tag mode, perform these configuration steps.

a Select an Application Health and Performance category or a Problem and Alert Analysis category
for which the widget can show information.

b Select one or more tag values in the Select which tag to show list.

You can press Ctrl+click or Shift+click to select multiple tag values. You can use icons on the
toolbar at the top of the list to collapse, expand, and deselect all of the tags in the list. When you
select more than one value for the same tag, the list includes resource kinds that have either value.
When you select values for two or more tags, the list includes only resource kinds that have all of
the values that you select.

5 If you selected Metric mode, perform these configuration steps.

a Select a Metric Analysis category for which the widget can show information.

b Select one or more tag values in the Select which tag to show pane to filter the resource kinds in the
Resource Kinds pane.

You can press Ctrl+click or Shift+click to select multiple tag values. You can use icons on the
toolbar at the top of the list to collapse, expand, and deselect all of the tags in the list. When you
select more than one value for the same tag, the list includes resource kinds that have either value.
When you select values for two or more tags, the list includes only resource kinds that have all of
the values that you select.

c Select a resource kind in the Resource Kinds pane.

The metrics for the resource kind appear in the Metrics pane.

d In the Metrics pane, select the metric to show in the widget.

You can click the Show Common Metrics icon at the top of the list to show only metrics that are
shared by all resources of the selected resource kind. You can also type all or part of a metric name
in the Search text box to search for a specific metric.

6 Click OK to save the widget configuration.

7 (Optional) To verify the filtering settings that you configured for the widget, click the Display Filtering
Criteria icon on the widget's toolbar.

The filtering settings appear in a pop-up window.
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VC Relationship Widget
The VC Relationship widget provides performance and relationship data for objects in your virtual
environment. It uses badges to represent derived metrics and give you a high-level, broad view of the
performance and condition of your virtual environment.

Figure 4‑21.  VC Relationship Widget

Objects appear in hierarchy levels. If a badge does not have a green status, the object has a potential
problem. You can double-click a badge to see the Resource Detail page for that object.

The toolbar at the top left of the widget contains icons that you can use to change the object display.

Table 4‑18.  VC Relationship Widget Icons

Icon Description

Show Health Values Changes the object display to show health ratings. The health rating gives you a quick
overview of the current state of a resource. vCenter Operations Manager examines internally
generated metrics and uses its proprietary analytics formulas to determine the health rating.
Internally generated metrics include the total number of alerts and anomalies and the
number of active alerts.

Show Workload Values Changes the object display to show workload scores. The workload score is a combination of
the metrics that show the demand on an object. These metrics include CPU use and memory
use. If an object has a workload score that is greater than 100, you might need to allocate
more resources to the object or move some tasks to other objects.

Show Anomalies Values Changes the object display to show anomalies scores. The anomalies score indicates how
abnormal an object's behavior is based on the object's historical metrics. A low anomalies
score indicates that an object is behaving in accordance with its established historical
parameters. A high number of anomalies typically indicates a problem or situation that
requires your attention.

Show Faults Values Changes the object display to show fault scores. The faults score indicates the degree of
problems that the object is experiencing. It includes events such as loss of redundancy in
NICs or HBAs, memory checksum errors, HA failover problems, and CIM events.

You can use the STATUS FILTER buttons to filter objects by state. In large inventories, filtering objects by
state can help you quickly find objects that have degraded performance characteristics.

You can use the VC FILTER drop-down menu to filter objects by vCenter Server system. If you select a
specific vCenter Server system, the widget shows only objects for that vCenter Server system. If you select
ALL, the widget shows objects for all vCenter Server systems in your environment.

With the SORT BY drop-down menu, you can sort the object display by object name or value.

The only configuration options for the VC Relationship widget are the widget title and widget refresh
settings.
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VC Relationship (Planning) Widget
The VC Relationship (Planning) widget provides use and available badge metric information (risk, time,
capacity, stress, efficiency, waste, and density) for the resources in your virtual environment. You can use
this information to plan for capacity upgrades or rebalance the workload in your virtual infrastructure.

Figure 4‑22.  VC Relationship (Planning) Widget

The VC Relationship (Planning) widget uses badges to represent derived metrics and give you a high-level,
broad view of the condition of your virtual environment. Objects appear in hierarchy levels. If a badge does
not have a green status, the object has a potential problem. You can double-click a badge to see the Resource
Detail page for that object.

The toolbar at the top left of the widget contains icons that you can use to change the object display.

Table 4‑19.  VC Relationship Widget Icons

Icon Description

Show Risk Values Changes the object display to show risk scores. The risk score indicates potential future
problems that might affect the performance of your system. vCenter Operations Manager
calculates the risk score based on the time remaining and stress scores.

Show Time Remaining
Values

Changes the object display to show time remaining scores. The time remaining score
indicates how much time remains before the resources of the object are exhausted.
vCenter Operations Manager calculates the score by resource type (for example, CPU use or
disk I/O) based on historical data for the pattern of use for the resource type. You can use the
time remaining score to plan provisioning of physical or virtual resources for the object or
rebalance the workload in your virtual infrastructure.

Show Capacity Values Changes the object display to show capacity scores. The capacity score indicates how close a
virtual object is to exhausting its available computing resources. Computing resources
include disk space, memory size, and network capacity.

Show Stress Values Changes the object display to show stress scores. The stress score indicates the historic
workload of the object.

Show Efficiency Values Changes the object display to show efficiency values. The efficiency score helps you identify
optimization opportunities in your system. vCenter Operations Manager calculates the
efficiency score based on the scores of the waste and density badges.

Show Waste Values Changes the object display to show waste scores. The waste score indicates over-
provisioning in your virtual infrastructure or for a specific object.
vCenter Operations Manager calculates waste for each resource type, such as CPU, memory,
and disk, for each object in the environment. You can use the waste score to identify the
amount of resources that you can reclaim and provision to other objects in your
environment.

Show Density Values Changes the object display to show density scores. The density score indicates the
consolidation ratios, such as virtual machine per host, virtual CPUs per physical CPU,
virtual memory per physical memory, and so on. You can use the density score to achieve
higher consolidation ratios and cost savings.

You can use the STATUS FILTER buttons to filter objects by state. In large inventories, filtering objects by
state can help you quickly find objects that have degraded performance characteristics.
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You can use the VC FILTER drop-down menu to filter objects by vCenter Server system. If you select a
specific vCenter Server system, the widget shows only objects for that vCenter Server system. If you select
ALL, the widget shows objects for all vCenter Server systems in your environment.

With the SORT BY drop-down menu, you can sort the object display by object name or value.

The only configuration options for the VC Relationship (Planning) widget are the widget title and widget
refresh settings.

Define Metric Sets for a Widget
You can use an XML file to define metric sets for the Metric Graph, Metric Graph (Rolling View), Metric
Sparklines, Data Distribution Analysis, and Generic Scoreboard widgets.

A metric set defines a fixed set of of metrics for the widget to draw when you select a particular resource.
You can select a metric set definition XML file when you edit the widget configuration.

You can obtain keys and identifiers to use in a metric set definition XML file by accessing the
vCenter Operations Manager database and running SQL queries. See “Retrieve Keys and Identifiers from
the Database,” on page 114.

Prerequisites

Verify that you have the necessary access rights to perform this task. Your vCenter Operations Manager
administrator can tell you which actions you can perform.

Procedure

1 Create a metric set definition XML file.

For example:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<AdapterKinds>

 <AdapterKind adapterKindId="5" adapterKindKey="VMWARE">

  <ResourceKind resourceKindId="17" resourceKindKey="HostSystem">

    <Metric attrkey="sys:host/vim/vmvisor/slp|resourceMemOverhead_latest" /> 

    <Metric attrkey="cpu|capacity_provisioned" />

    <Metric attrkey="mem|host_contention" />

  </ResourceKind>

 </AdapterKind>

</AdapterKinds>

In the example, the widget draws the resourceMemOverhead_latest, capacity_provisioned, and
host_contention metrics for host system resources.

2 Save the metric set definition XML file in the tomcat\webapps\ROOT\WEB-
INF\classes\resources\reskndmetrics directory.

You can save multiple files in this directory.

3 Log in to vCenter Operations Manager.

4 Click the tab for the dashboard that contains the widget to edit.

5 Click the Edit Widget icon on the widget's toolbar.

6 Set Self Provider to Off.

7 Select the metric set definition XML file from the Res. Interaction Mode menu.

8 Click OK to save the widget configuration.
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Example: Defining a Metric Set for the Generic Scoreboard Widget
This metric set definition XML file defines a metric set for the Generic Scoreboard widget.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<AdapterKinds>

 <AdapterKind adapterKindKey="VMWARE">

  <ResourceKind resourceKindKey="HostSystem">

    <Metric attrkey="badge|workload" label="Workload" unit="%" yellow="50" orange="60" 

red="80" /> 

    <Metric attrkey="men|host_usage" label="Host Usage" unit="%" yellow="50" orange="60" 

red="80" /> 

    <Metric attrkey="cpu|usage_average" label="Usage Avg" unit="%" yellow="50" orange="60" 

red="80" /> 

  </ResourceKind>

 </AdapterKind>

</AdapterKinds>

If you select this metric set definition XML file from the Res. Interaction Mode menu when you edit the
Generic Scoreboard widget, the widget draws the Workload, Host Usage, and Usage Avg metrics for host
system resources.

Retrieve Keys and Identifiers from the Database
You can obtain keys and identifiers to use in a metric set definition XML by accessing the
vCenter Operations Manager database and running SQL queries.

Procedure

1 In a Web browser, type http://ip_address/dbAccessQuery.action where ip_address is the IP address of
the host of the vCenter Operations Manager database.

2 Type your SQL query in the top right window.

For example:

select a.ADAPTER_KIND_ID, a.ADAPTER_KEY, b.RESKND_ID, b.RESKND_KEY, e.ATTRKEY_ID, e.ATTR_KEY

from AdapterKind a

inner join ResourceKind b on (b.ADAPTER_KIND_ID = a.ADAPTER_KIND_ID)

inner join AliveResource c on (c.RESKND_ID = b.RESKND_ID)

inner join ResourceAttributeKey d on (d.RESOURCE_ID = c.RESOURCE_ID)

inner join AttributeKey e on (e.ATTRKEY_ID = d.ATTRKEY_ID)

where a.ADAPTER_KEY = 'something' or b.RESKND_KEY = 'something'

3 Click the Execute SQL icon.

The results appear in the lower right window.
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VMware vCenter Operations Manager
Administration Guide

The VMware vCenter Operations Manager Administration Guide (Custom User Interface) describes how to
configure and manage the VMware® vCenter™ Operations Manager Custom user interface.

Intended Audience
The information in this document is intended for anyone who must configure or manage
vCenter Operations Manager by using the Custom user interface.
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Configuring and Managing
vCenter Operations Manager 1

Before vCenter Operations Manager can begin collecting and analyzing your data, you must configure it.
After it is configured, you can manage vCenter Operations Manager by performing basic system
administration tasks.

This chapter includes the following topics:

n “Configuring vCenter Operations Manager,” on page 9

n “Managing vCenter Operations Manager,” on page 9

n “Log In as the admin User,” on page 10

n “Using the Custom User Interface,” on page 11

Configuring vCenter Operations Manager
The key to getting the greatest benefit from vCenter Operations Manager is to configure it properly.
vCenter Operations Manager can perform some configuration tasks for you, such as discovering resources,
but you must perform most configuration tasks manually.

The configuration tasks must be performed in a particular order.

1 Define the adapter instances that vCenter Operations Manager uses to collect data. See Chapter 2,
“Configuring Adapters,” on page 13.

2 Define the resources for which vCenter Operations Manager collects data. See Chapter 3, “Configuring
Resources,” on page 19.

3 Specify the information that vCenter Operations Manager stores for each resource, and identify which
types of information are key performance indicators (KPIs). See Chapter 4, “Configuring Attribute
Packages,” on page 39.

4 Define how related resources fit together into groups and how those groups relate to each other. See 
Chapter 5, “Configuring Applications,” on page 59.

5 Configure vCenter Operations Manager for your users. See Chapter 6, “Configuring and Managing
Users,” on page 67.

6 (Optional) Set up the alert notification feature to notify users of alerts when they are not using
vCenter Operations Manager. See Chapter 7, “Configuring Alert Notifications,” on page 79.

Managing vCenter Operations Manager
You manage vCenter Operations Manager by performing typical system administration tasks.

n Manage your vCenter Operations Manager users. See Chapter 6, “Configuring and Managing Users,”
on page 67.
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n View system performance and status information and examine log messages. See Chapter 8,
“Performing Basic System Administration Tasks,” on page 105.

n View, respond to, and resolve administrative system alerts. See Chapter 9, “Resolving Administrative
System Alerts,” on page 119.

n Back up vCenter Operations Manager data and processing components. See Chapter 10, “Backing Up
and Recovering Data,” on page 127.

n Troubleshoot database and connection issues. See Chapter 12, “Using System Tools,” on page 149.

Log In as the admin User
When vCenter Operations Manager is initially installed, you must log in as the admin user to perform
administrative tasks. During the configuration process, you can create additional administrators by
assigning users to the Administrators group.

NOTE   Some vCenter Operations Manager features, such as querying the vCenter Operations Manager
database directly, require you to log in as the admin user.

Procedure

1 In a Web browser, type the URL for the Custom user interface.

Option Description

Standalone version https://ip_address

vApp version https://ip_address/vcops-custom
 
ip_address is the IP address or fully qualified host name of the vCenter Operations Manager server or
vApp.

2 Type admin in the User name and Password text boxes.

The default admin account password is admin.

3 Click Login.

After you are logged in, your Home page appears in the browser window.

NOTE   If your session is inactive for 30 minutes, it times out and you must log in again.

What to do next

If you are using the standalone version of vCenter Operations Manager, change the default admin account
password as soon as possible. To change your password, select User Preferences at the top of your Home
page.
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Using the Custom User Interface
When you log in to the Custom user interface, your Home page appears in the browser window. The Home
page contains the following components.

Dashboards The tabs near the top of the Home page are your dashboards. The user
groups to which your account belongs determine which dashboards are
available to you. You can switch to a different dashboard by clicking its tab
or selecting it from the Dashboards menu. You can click Home at any time
to return to your Home page.

Widgets The panes on a dashboard are called widgets. A widget is a collection of
related information about attributes, resources, applications, or the overall
processes in your environment. Each dashboard contains one or more
widgets. For information about configuring and using widgets, see the
VMware vCenter Operations Manager Getting Started Guide (Custom User
Interface).

Menus You use the menus at the top of your Home page to select and use Custom
user interface features.

Icons You click icons on pages and widgets to perform tasks in the Custom user
interface. When you point to an icon, a tooltip appears that describes the
function of the icon.

Chapter 1 Configuring and Managing vCenter Operations Manager
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Configuring Adapters 2
vCenter Operations Manager uses adapters to exchange information with the data collection landscape.
Configuring adapters involves defining and maintaining adapter instances and credentials.

This chapter includes the following topics:

n “How Adapters Collect and Process Data,” on page 13

n “Defining Adapter Instances,” on page 14

n “Modifying Adapter Instances,” on page 16

n “Customize an Adapter Kind Icon,” on page 17

n “Suppress No Data Receiving Alerts,” on page 17

How Adapters Collect and Process Data
Adapters work with the vCenter Operations Manager Collector to collect and process data.

The Collector acts as a gateway between vCenter Operations Manager and its adapters. The adapters
connect to and collect data from data sources, transform the data into a format that
vCenter Operations Manager can consume, and pass the data to the Collector for final processing.

Depending on the data source and the adapter implementation, an adapter might collect data by making
API calls, using a command-line interface, or sending database queries. Some adapters collect data for each
resource independently and other adapters extract data for all resources based on a specified time range.

vCenter Operations Manager uses embedded adapters and external adapters. Embedded adapters are the
most common type of adapter implementation.

Embedded Adapters
An embedded adapter is a Java component that runs as a plug-in in the Collector. Embedded adapters
actively connect to a data source and pull values from it.

Advantages of embedded adapters include better maintainability, control, and visibility into the
management of the adapter and the data that it collects. Embedded adapters also use common functions,
such as job scheduling, that are already part of the Collector.
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Embedded adapters create resources through manual or auto-discovery. A particular embedded adapter
might support one or both resource creation methods.

Manual discovery You send a request to the data source to return all available resources and
select the resources to add. This method is often referred to as discovering
resources or the discovery process.

Auto-discovery The data collection process discovers new resources and creates the
resources for you. You do not need to manually add new resources.

You configure and manage embedded adapters in the user interface.

External Adapters
External adapters push data from outside sources. The key advantage of an external adapter is flexibility in
how the adapter is created and deployed.

External adapters use vCenter Operations Manager OpenAPI to send information. OpenAPI has a simple
form, which accepts data through an HTTP request, and an advanced form, which uses Java RMI.

External adapters use auto-discovery to create resources. With auto-discovery, the data collection process
discovers new resources and creates the resources for you. You do not need to manually add new resources.

You configure and manage external adapters outside of the user interface.

Defining Adapter Instances
An adapter instance defines the type of adapter to use to connect to a particular data source. It also defines
the information that is required to identify and access that data source. A vCenter Operations Manager
administrator must define an adapter instance for each data source that uses an embedded adapter.

NOTE   You do not define adapter instances for external adapters. External adapters push data from outside
sources to vCenter Operations Manager. You manage external adapters outside of the core
vCenter Operations Manager domain.

An adapter instance definition typically includes the data access method and a host, port, and credential.
The exact information in a particular adapter instance definition depends on the type of adapter.

An adapter instance can have one or more credentials. You can add credentials before you create an adapter
instance and select the correct credential when you define the adapter instance, or you can add credentials
when you define the adapter instance.

After you define an adapter instance, you can discover and define resources for it.

View the List of Defined Credentials
Before you add, edit, or modify credentials for an adapter instance, you must list the defined credentials for
the specific adapter kind and credential kind combination.

Procedure

1 Select Environment > Configuration > Credentials.

2 Select the adapter kind to list credentials for from the Adapter kind drop-down menu.

3 Select the kind of credentials to list from the Credential kind drop-down menu.

The available credential kinds depend on the adapter kind. For example, if you select Hyperic Adapter,
the credential kind that you select might be Hyperic database credentials.

Existing instances appear for the credential kind that you select.
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Add a Credential
You must define a credential for each adapter instance that provides data to vCenter Operations Manager.
Adapter instances use credentials to sign on to data sources. The information that you provide depends on
the adapter kind and credential kind combination.

Prerequisites

View the list of defined credentials for the adapter kind and credential kind combination. See “View the List
of Defined Credentials,” on page 14.

Procedure

1 At the top of the list of credentials, next to Action, click Add.

2 Type a unique name for the credential instance in the Instance name text box.

3 Type or select additional information for the credentials.

4 Click OK to add the credential for the adapter kind.

The credential appears in the list in the Manage Credentials window.

Add an Adapter Instance
You must add an adapter instance in vCenter Operations Manager for each embedded adapter. The
information that you provide depends on the type of adapter.

Prerequisites

n Install the adapter. For information about installing a particular adapter, see the installation and
configuration guide for that adapter.

n Create a credential or, if you plan to create a credential when you add the adapter instance, become
familiar with creating credentials. See “Add a Credential,” on page 15.

Procedure

1 Select Environment > Configuration > Adapter Instances.

2 Select the collector to use from the Collector drop-down menu.

Unless you added additional collectors, the only available collector is vCenter Operations Server. You
can change the name of this collector when you install the standalone version.

3 Select the adapter kind to add from the Adapter kind drop-down menu.

4 Click the Add New Adapter Instance icon.

5 Type a name for the adapter in the Adapter Instance Name text box.

6 Type or select additional information for the adapter instance.

7 Select the credential to use to sign on to the data source from the Credential drop-down menu, or click
Add to add a new credential.

8 (Optional) Click Test to test the adapter instance.

9 Click OK to save your configuration.

Chapter 2 Configuring Adapters

VMware, Inc.  15



Modifying Adapter Instances
To maintain adapter instances, you might need to edit or delete credentials or adapter instances.

Edit a Credential
When you edit a credential, you can change its user name or password.

The information that you can modify depends on the adapter kind and credential kind combination.

Prerequisites

View the list of defined credentials for the adapter kind and credential kind combination. See “View the List
of Defined Credentials,” on page 14.

Procedure

1 In the list of credentials, click Edit next to the credential.

2 Edit the credential information.

3 Click OK to save your changes.

Delete a Credential
If you do not need a credential, you can delete it. You cannot delete a credential if a resource is using it.

Prerequisites

View the list of defined credentials for the adapter kind and credential kind combination. See “View the List
of Defined Credentials,” on page 14.

Procedure

1 In the list of credentials, click Delete next to the credential.

2 Click Yes to confirm the deletion.

Edit an Adapter Instance
When you edit an adapter instance, you can change any of its attributes. The information that you can
modify depends on the adapter kind.

Procedure

1 Select Environment > Configuration > Adapter Instances.

2 (Optional) Filter the list of adapter instances.

a Select the collector to use from the Collector drop-down menu.

Unless you added additional collectors, the only available collector is vCenter Operations Server.
You can change the name of this collector when you install vCenter Operations Manager
Standalone.

b Select the adapter kind of the adapter instance to edit from the Adapter kind drop-down menu.

3 Select the adapter instance to edit and click the Edit Selected Adapter Instance icon.

4 Edit the adapter instance information.

5 Click Test to test the adapter instance.

6 Click OK to save your changes.
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Delete an Adapter Instance
If an adapter instance is no longer needed, you can delete it.

Procedure

1 Select Environment > Configuration > Adapter Instances.

2 (Optional) Filter the list of adapter instances.

a Select the collector to use from the Collector drop-down menu.

Unless you added additional collectors, the only available collector is vCenter Operations Server.
You can change the name of this collector when you install vCenter Operations Manager
Standalone.

b Select the kind of the adapter instance to delete from the Adapter kind drop-down menu.

3 Select the adapter instance and click the Remove Selected Adapter Instance icon.

4 Click Yes to confirm the deletion.

Customize an Adapter Kind Icon
vCenter Operations Manager uses icons to represent the kind of adapter through which you access each
resource. For example, icons appear in the Data Source column of widgets that list resources. You can
customize icons to represent any kind of adapter.

Procedure

1 Select Enviroment > Advanced > Adapter Kind Icons.

2 (Optional) To upload your own icon to use, click the Upload Icon icon, browse to and select the file to
use, and click Open.

The icon appears in the icon list.

3 Assign the adapter kind icon.

Option Description

Assign an icon or change an
assigned icon

Select the adapter kind in the list, click the icon to assign, and click the
Assign Icon icon.

Return to the default icon Select the adapter kind in the list and click the Assign Default Icons icon.
 

4 Click OK.

5 (Optional) If you returned to the default icon and you want to delete your icon from the icon list, delete
the icon file in the vcenter-ops\tomcat\webapps\ROOT\images\adpknd directory.

You cannot remove an icon file from within vCenter Operations Manager.

Suppress No Data Receiving Alerts
You can configure an adapter instance to stop generating alerts when it is not receiving data.

Prerequisites

Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.
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Procedure

1 Open the advanced.properties file in the vcenter-ops\user\conf\analytics directory.

2 Add the property disabledNoDataReceivingAlertIds = resourceID.

resourceID is the resource ID of the adapter instance.

3 Save your changes and close the advanced.properties file.

4 Restart the Analytics service.
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Configuring Resources 3
A resource is any entity in your environment for which vCenter Operations Manager can collect data, such
as a router, switch, firewall, database, application server, or TCP/IP-based application.

This chapter includes the following topics:

n “Defining Resources,” on page 19

n “Creating and Assigning Resource Tags,” on page 23

n “Grouping Resources by Physical Location,” on page 27

n “Configure Parent-Child Resource Relationships,” on page 29

n “Starting and Stopping Metric Collection,” on page 30

n “Using Maintenance Mode,” on page 31

n “Modifying Resources,” on page 33

n “Modifying Resource Tags,” on page 35

n “Customize a Resource Kind Icon,” on page 36

Defining Resources
Before vCenter Operations Manager can collect data for resources in your environment, a
vCenter Operations Manager administrator must define each resource to vCenter Operations Manager. You
define only resources that use embedded adapters. Resources that use external adapters are already defined
in vCenter Operations Manager.

vCenter Operations Manager requires specific information about each resource. You typically obtain this
information by performing resource discovery in vCenter Operations Manager for each adapter instance.
During the resource discovery process, vCenter Operations Manager lists all of the resources for the adapter
instance and you select which resources to track. For adapters that do not support resource discovery, you
must define resources individually.

A resource can be a single entity, such as a database, or a container that holds other resources. For example,
if you have multiple Web servers, you can define a single resource for each Web server and define a
separate container resource to hold all of the Web server resources. Applications and tiers are types of
container resources. See Chapter 5, “Configuring Applications,” on page 59.

If you do not want vCenter Operations Manager to collect all of the available attributes for a resource, you
can define a specific set of attributes to collect, called an attribute package, and assign it to the resource. See 
“Creating Attribute Packages,” on page 42.
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Discover Resources
You typically define resources to vCenter Operations Manager through the manual discovery process.
Discovering resources is usually more efficient than adding resources individually.

NOTE   You use discovery to define resources for embedded adapters. Resources that use external adapters
are already added to vCenter Operations Manager and do not need to be discovered.

If the adapter type does not support discovery, you must add resources individually. See “Add an
Individual Resource,” on page 21.

Prerequisites

n Add adapter instances for the resources that you plan to define or, if you plan to add adapter instances
during the discovery process, become familiar with defining adapter instances. See “Add an Adapter
Instance,” on page 15.

n If you plan to add an attribute package during the discovery process, become familiar with creating
attribute packages. See “Creating Attribute Packages,” on page 42.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, click the Discover Resources icon.

3 Select the collector to use from the Collector drop-down menu.

Unless you added additional collectors, the only available collector is vCenter Operations Server. You
can change the name of this collector when you install the standalone version.

4 Select the adapter kind from the Adapter kind drop-down menu.

5 Select an adapter instance from the Adapter instance drop-down menu, or click Add to create a new
adapter instance.

6 Make any additional selections for the adapter kind.

Depending on the adapter kind that you select, additional menus might appear.

7 (Optional) To omit resources that have already been added from the discovery results, select the Only
New Resources check box.

8 Click OK to start the discovery process.

The discovery process can take several seconds to several minutes.

When the discovery process is finished, the Discovery Results window lists your resource kinds.

9 Double-click each resource kind that contains resources to add.

The resource list shows all of the resources of the specified resource kind. You can sort the resource list
by clicking any column header. To find a specific resource in the list, type all or part of the resource
name in the Search text box and click Search.
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10 Select options for each resource kind.

Option Description

Import Import the resources but do not start collecting data. Resources appear in
the resource list as Not Collecting and data is not stored and analysis is
not performed.

Collect Import the resources and start collecting data. When you select the Collect
check box, the Import check box is also selected.

Attribute Package To use a nondefault attribute package for the resource kind, select an
attribute package from the drop-down menu or click Add to define a new
attribute package.

 
11 Click OK.

The Discovery Results window closes and the new resources appear on the List tab.

What to do next

If you did not select the option to start metric collection when you defined a resource, you can start metric
collection after the resource is defined. See “Starting and Stopping Metric Collection,” on page 30.

Add an Individual Resource
In some cases, you might want to add an individual resource by providing its information to
vCenter Operations Manager. If an adapter instance does not support resource discovery, you must add
each resource individually.

When you add an individual resource, you must provide specific information about it, including the kind of
adapter to use to make the connection and the connection method. If you do not know this information, use
the discovery process to define the resource. See “Discover Resources,” on page 20.

You can add resources for most devices and application servers that use embedded adapters. You do not
add resources that use external adapters. Resources that use external adapters are already added to
vCenter Operations Manager.

Prerequisites

n Add an adapter instance for the resource or, if you plan to add an adapter instance when you add the
resource, become familiar with defining adapter instances. See “Add an Adapter Instance,” on page 15.

n If you plan to add an attribute package for the resource, become familiar with creating attribute
packages. See “Creating Attribute Packages,” on page 42.

n If you plan to add a super metric package for the resource, become familiar with creating super metric
packages. See “Creating Super Metric Packages,” on page 45.

n For Hyperic or IM portal server resource kinds, obtain the attribute files from the software supplier and
install them on the vCenter Operations Manager collector.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, click the Add Resource icon.

3 Type a name for the resource in the Resource name text box.

Use only letters and numbers in the resource name. Do not use nonalphanumeric characters or spaces.
The resource description is for informational purposes only.

4 (Optional) Type a description of the resource in the Resource description text box.

5 Select an adapter kind from the Adapter kind drop-down menu.
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6 Select an adapter instance from the Adapter instance drop-down menu, or click Add to add a new
adapter instance.

7 Select a resource kind from the Resource kind drop-down menu.

Additional configuration options might appear, depending on your selection.

8 Type the name of the resource that the adapter monitors in the Target to collect from text box.

The name must be the name of the resource as it appears in the adapter's operating environment. For
example, if the adapter kind is Hyperic and you select MS SQL 2005 Database as the resource kind,
type the name that Hyperic assigns, such as MSSQL 2005 MSSQL.4.

NOTE   Depending on the resource kind that you selected, the Target to collect from text box might not
be available and additional text boxes might appear.

9 Accept the default attribute package in the Attribute package drop-down menu, select a different
package, or click Add to define a new package for the resource.

The default attribute package depends on the resource kind.

10 Accept the default super metric package, if any, in the Super metric package drop-down menu, select a
different package, or click Add to define a new package for the resource.

A default super metric package is not available unless you previously defined a default super metric
package for the selected resource kind.

11 Type the collection interval, in minutes, in the Collection Interval (Minutes) text box.

For example, if you expect the resource to generate performance data every 30 minutes, set the
collection interval to 30 minutes.

The collection interval for a resource influences the collection status for that resource. The collection
interval for the adapter instance resource determines how often to collect data. For example, if the
collection interval for the adapter instance resource is set to five minutes, setting the collection interval
for a resource to 30 minutes prevents the resource from having the No Data Receiving collection status
after five collection cycles (25 minutes).

12 Select the Enabled or Disabled check box to enable or disable dynamic thresholding and early warning
smart alerts.

Dynamic thresholding is enabled by default, which is the recommended value. Early warning smart
alerts are enabled by default only for applications. Early warning smart alerts work best for
applications and application-like container resources. Container resources have at least two levels of
resources beneath them, such as an application that contains tiers, which each contain resources.

Early warning smart alerts are generated for a resource only if the resource and its children have at least
the required number of metrics defined. By default, the minimum number of metrics is 40, not
including vCenter Operations Manager generated metrics.

13 (Optional) If you plan to take the resource offline for maintenance at regular intervals, select the
maintenance schedule for it to use from the Maintenance Schedule drop-down menu, or click Add to
define a new maintenance schedule.

14 Click OK to add the resource.

What to do next

When you add an individual resource, vCenter Operations Manager does not begin collecting metrics for
the resource until you start metric collection. See “Starting and Stopping Metric Collection,” on page 30.

For each new resource, vCenter Operations Manager assigns tag values for its collector and its resource
kind. In some cases, you might want to assign other tags. See “Creating and Assigning Resource Tags,” on
page 23.
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Creating and Assigning Resource Tags
A large enterprise can have thousands of resources defined in vCenter Operations Manager. Creating
resource tags and tag values makes it easier to find resources and metrics in vCenter Operations Manager.
With resource tags, you select the tag value assigned to a resource and view the list of resources that are
associated with that tag value.

A tag is a type of information, such as Application or GEO Location. Application and GEO Location are
predefined tags in vCenter Operations Manager. Tag values are individual instances of that type of
information. For example, if your offices are located in New York, London, and Mumbai, you define GEO
Location tag values for those locations.

You can assign any number of resources to each tag value, and you can assign a single resource to tag values
under any number of tags. You typically look for a resource by looking under its application, its location, its
tier, and possibly other tags.

n Predefined Resource Tags on page 23
vCenter Operations Manager includes several predefined resource tags. It creates values for most of
these tags and assigns resources to the values.

n Add a Resource Tag on page 24
If the predefined resource tags do not meet your needs, you can create your own resource tags to
categorize and manage resources in your environment.

n Add a Value to a Resource Tag on page 25
A resource tag is a type of information, and a tag value is an individual instance of that type of
information. You can add multiple values to a resource tag. If a resource tag is locked, you cannot add
values to it. vCenter Operations Manager maintains locked resource tags.

n Create a Resource Kind Tag on page 25
You can create a tag for any resource kind that has existing resources. The tag has a value for each
resource of that kind.

n Associate a Resource with a Tag Value on page 26
You can assign any number of resources to each tag value, and you can assign a single resource to tag
values under any number of tags.

n Use a Tag to Find a Resource on page 26
The quickest way to find a resource in vCenter Operations Manager is to use tags. Using tags is more
efficient than searching through the entire resource list.

Predefined Resource Tags
vCenter Operations Manager includes several predefined resource tags. It creates values for most of these
tags and assigns resources to the values.

For example, when you add a resource, vCenter Operations Manager assigns it to the tag value for the
collector it uses and the kind of resource that it is. It creates tag values if they do not already exist.
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Table 3‑1.  Predefined Tags

Tag Description

Collectors (Full Set) Each defined collector is a tag value. Each resource is
assigned to the tag value for the collector that it uses when
you add the resource to vCenter Operations Manager. The
default collector is vCenter Operations Server.

Application Each defined application is a tag value. When you add a
tier to an application, the tier is assigned to that tag value.
Resources that belong to the tiers are not given the tag
value.

Applications (Full Set) Each defined application is a tag value. When you add a
tier to an application, or a resource to a tier in an
application, the tier is assigned to that tag value.

Maintenance Schedules (Full Set) Each defined maintenance schedule is a tag value, and
resources are assigned to the value when you give them a
schedule by adding or editing them.

Adapter Kinds Each adapter kind is a tag value, and each resource that
uses that adapter kind is given the tag value.

Adapter Instances Each adapter instance is a tag value, each resource is
assigned the tag value for the adapter instance or instances
through which its metrics are collected.

Resource Kinds Each kind of resource is a tag value, and each resource is
assigned to the tag value for its kind when you add the
resource.

Recently Added Resources The last day, seven days, 10 days, and 30 days have tag
values. Resources have this tag value as long as the tag
value applies to them.

Health Ranges Good (green), Abnormal (yellow), Degraded (orange), Bad
(red), and Unknown (blue) health statuses have tag values.
Each resource is assigned the value for its current health
status.

Entire Enterprise The only tag value is Entire Enterprise Applications. This
tag value is assigned to each application.

GEO Location This tag always exists, but it has no default values. You
must create values and assign resources to them manually.

Tier Each defined tier is a tag value. When you add a resource
to a tier, the resource is assigned to that tag value.

Add a Resource Tag
If the predefined resource tags do not meet your needs, you can create your own resource tags to categorize
and manage resources in your environment.

Prerequisites

Become familiar with the predefined resource tags. See “Predefined Resource Tags,” on page 23.

Procedure

1 Select Environment > Environment Overview.

2 Click the Manage Tags icon on the left side of the Environment Overview page.

3 Click the Add Tag icon to add a new row and type the name of the tag in the row.
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4 Click OK to add the tag.

The new tag appears in the tags list.

What to do next

Add a value to the resource tag. See “Add a Value to a Resource Tag,” on page 25.

Add a Value to a Resource Tag
A resource tag is a type of information, and a tag value is an individual instance of that type of information.
You can add multiple values to a resource tag. If a resource tag is locked, you cannot add values to it.
vCenter Operations Manager maintains locked resource tags.

Prerequisites

Add a resource tag. See “Add a Resource Tag,” on page 24.

Procedure

1 Select Environment > Environment Overview.

2 Click the Manage Tags icon on the left side of the Environment Overview page.

3 Select the tag to add values to and click the Add Tag Value icon.

4 Type the name of the tag value in the new row.

For example, if the resource group is composed of JBoss servers and you assigned the name JBoss to the
tag, type a name to associate with one of the JBoss servers, such as JBoss1.

5 Click OK to add the tag value.

The tag value appears in the tag list.

Because vCenter Operations Manager considers each tag value to be a resource, it starts collecting metrics
that vCenter Operations Manager generates when you create a tag value. You can view the health score for
any tag value. See “Metrics that vCenter Operations Manager Generates,” on page 40.

What to do next

Associate a resource with the tag value. See “Associate a Resource with a Tag Value,” on page 26.

Create a Resource Kind Tag
You can create a tag for any resource kind that has existing resources. The tag has a value for each resource
of that kind.

For example, if you have a resource kind of AppServers, and resources of that kind named AppServer1,
AppServer2, and so on, you can create a resource kind tag named AppServers and it will have tag values of
AppServer1, AppServer2, and so on.

Procedure

1 Select Environment > Environment Overview.

2 Click the Manage Resource Kind Tags icon on the left side of the Environment Overview page.

The Manage Resource Kind Tags window opens.

3 To create a resource kind tag for a resource kind, select the check box in the Show Tag column of its
row.

4 Click OK.
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If resources of the kind that you selected are present, a tag for that kind appears in the tag list on the
Environment Overview page. If you expand the tag, a tag value appears for each resource of that type.

What to do next

Associate resources with the tag values. See “Associate a Resource with a Tag Value,” on page 26.

Associate a Resource with a Tag Value
You can assign any number of resources to each tag value, and you can assign a single resource to tag values
under any number of tags.

Prerequisites

n Create a resource tag. See “Add a Resource Tag,” on page 24.

n Add a value to the resource tag. See “Add a Value to a Resource Tag,” on page 25.

Procedure

1 Select Environment > Environment Overview.

2 Drag the resource from the list in the right pane of the Environment Overview page onto the tag value
name.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

The resources that you selected are now associated with the tag value.

Use a Tag to Find a Resource
The quickest way to find a resource in vCenter Operations Manager is to use tags. Using tags is more
efficient than searching through the entire resource list.

Tag values that can also be tags are Applications and Resource Kinds. For example, the Applications tag has
values for each application that is defined in vCenter Operations Manager, such as Online Banking. Each of
these applications is also a tag that has values equal to the tiers that it contains. The Online Banking
application might have tag values for Web Servers, DB Servers, and so on. These tiers might also contain
subvalues. You can expand the tag value list to select the value for which you want to see resources.

Procedure

1 Select Environment > Environment Overview.

2 In the tag list on the left side of the page, click a tag for a resource with an assigned value.

When you click a tag, the list of values expands under the tag. The number of resources that is
associated with each value appears next to the tag value.

A plus sign next to a tag value indicates that the value is also a tag and that it contains other tag values.
You can click the plus sign to see the subvalues.
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3 Select the tag value.

The resources that have that tag value appear in the pane on the right. If you click the Invert Results
icon, the list includes resources that do not match the tag values that you select. For example, if you
select New York and London, all of the resources that are not in either of those cities appear in the list.
If you select multiple tag values, the resources in the list depend on the values that you select.

Option Action

Select more than one value for the
same tag

The list includes resources that have either value. For example, if you
select two values of the GEO Location tag, such as New York and London,
the list shows resources that have either value.

Select values for two or more
different tags

The list includes only resources that have all of the selected values. For
example, if you select two values of the GEO Location tag, such as New
York and London, and you also select the Tier value of the Resource kind
tag, only tiers that are in New York or London appear in the list. Tiers in
other locations do not appear in the list, nor do resources in those cities
that are not tiers.

 
4 Select the resource from the list.

Grouping Resources by Physical Location
Depending on your environment, you might want to group some or all of your resources according to their
physical location. When resources are grouped according to their physical location, you can see the health of
all of the resources in a particular place.

To group resources by their physical location, you must activate the geographical location feature, create
values for the GEO Location tag, and assign the resources that you want to track to GEO Location tag
values.

n Activate the Geographical Location Feature on page 27
To group resources by location, you must activate the geographical location feature in
vCenter Operations Manager.

n Create a GEO Location Tag Value on page 28
Before you can assign resources to a location, you must create that location as a value of the GEO
Location tag and define its position on the map. Create tag values for each of your office locations.

n Assign a Resource to a GEO Location Tag Value on page 28
You define a resource's location by assigning it to a value of the GEO Location tag.

n View the Resource Map on page 29
You can use the world map on the Geographical tab on the Environment Overview page to see the
health of the resources at some or all of your defined locations.

Activate the Geographical Location Feature
To group resources by location, you must activate the geographical location feature in
vCenter Operations Manager.

The Geographical tab on the Environment Overview page and the GEO widget show a world map that
includes the locations of resources that have GEO Location tag values. Because these maps use the Google
Maps API, you must license the Google Maps API to use the geographical location feature.

Prerequisites

Go to the Google support Web site at http://support.google.com, read the license agreement for the Google
Maps API, and follow the procedure to license the API for your use.
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Procedure

1 Select Admin > Global Settings.

2 Select Google from the Geo Panel Provider drop-down menu.

3 In the Google Map Key text box, type the key that you received from Google.

4 Click OK to save your settings.

After you activate the geographical location feature, any user who connects to vCenter Operations Manager
can use the Geographical tab or GEO widget.

What to do next

Create GEO Location tag values. See “Create a GEO Location Tag Value,” on page 28.

Create a GEO Location Tag Value
Before you can assign resources to a location, you must create that location as a value of the GEO Location
tag and define its position on the map. Create tag values for each of your office locations.

Prerequisites

Activate the geographical location feature in vCenter Operations Manager. See “Activate the Geographical
Location Feature,” on page 27.

Procedure

1 Select Environment > Environment Overview.

2 Click the Manage Tags icon on the left side of the page.

3 In the tag list, select GEO Location.

4 In the Tag Value pane, click the Add Tag Value icon.

5 Type the name for the location and press ENTER.

6 Select the new tag and click the Manage Location icon.

7 Type the location in the Search text box and click Search.

Your entry does not have to match the tag value exactly. For example, you can create a tag value called
Los Angeles and search for Los Angeles, CA.

8 In the list of search results, click the location.

You must click the location even if it is the only search result.

9 Click Save to save the tag value.

What to do next

Assign resources to the tag value. See “Assign a Resource to a GEO Location Tag Value,” on page 28.

Assign a Resource to a GEO Location Tag Value
You define a resource's location by assigning it to a value of the GEO Location tag.

Prerequisites

n Activate the geographical location feature in vCenter Operations Manager. See “Activate the
Geographical Location Feature,” on page 27.

n Create GEO Location Tag values for your office locations. See “Create a GEO Location Tag Value,” on
page 28.
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Procedure

1 Select Environment > Environment Overview.

2 Drag the resource from the list in the right pane of the Environment Overview page to the GEO
Location tag value name.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

The resources that you selected are now associated with the GEO Location tag value.

View the Resource Map
You can use the world map on the Geographical tab on the Environment Overview page to see the health of
the resources at some or all of your defined locations.

The GEO widget shows a map similar to the map on the Geographical tab. You can add the GEO widget to
any dashboard.

Prerequisites

n Activate the geographical location feature in vCenter Operations Manager. See “Activate the
Geographical Location Feature,” on page 27.

n Create GEO Location tag values for your office locations. See “Create a GEO Location Tag Value,” on
page 28.

n Assign resources to the GEO Location tag values. See “Assign a Resource to a GEO Location Tag
Value,” on page 28.

Procedure

n To show the world map, select Environment > Environment Overview and select the Geographical tab
in the right pane.

n To show specific locations on the map, select one or more tag values under the GEO Location tag in the
left pane.

By default, the Geographical tab shows all resources for all locations.

n To move the map, drag the map or use the direction arrows in the top left corner of the map.

n To zoom the map, click the plus and minus buttons under the direction arrows.

Configure Parent-Child Resource Relationships
When resources are related, the health score of one resource is based on the metrics of its child resources
and its own metrics. You can define resource relationships so that vCenter Operations Manager analytics
can consider these relationships when it calculates health scores.

Most, if not all, resources in an enterprise environment are related to other resources in that environment.
Resources are either part of a larger resource, or they contain smaller component resources, or both.

The most common resource relationships gather similar resources into tiers and related tiers into
applications. You define those relationships by defining applications. In addition, frequently other
relationships exist between resources. For example, for each application that runs on an application server,
you might define a child resource. You define these types of relationships by configuring resource
relationships.

You must define applications and tiers to add resources to tiers or tiers to applications. See Chapter 5,
“Configuring Applications,” on page 59.
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Procedure

1 Select Environment > Advanced > Resource Relationship.

2 In the Parent Selection column, expand the resource tag and select a tag value that contains the resource
to act as the parent resource.

The resources for the tag value appear in the top pane of the second column.

3 (Optional) If the list of resources is long, filter the list to find the child resource or resources.

Option Description

Navigate the resource tag list for a
resource

Expand the resource tag and select a tag value that contains the resource.
The resources for the tag value appear in the top pane of the List column.
If you select more than one value for the same tag, the list contains
resources that have either value. If you select values for two or more
different tags, the list includes only resources that have all of the selected
values. You can click the Invert Result icon to show the resources that do
not match the tag values that you selected.

Search for a resource by name If you know all or part of the resource name, type it in the Search text box
and press Enter.

 
4 To make a resource a child resource of the parent resource, select the resource from the list and drag it

to the parent resource in the top pane of the second column, or click the Add All Resources To Parent
icon to make all of the listed resources children of the parent resource.

You can use Ctrl+click to select multiple resources or Shift+click to select a range of resources.

Starting and Stopping Metric Collection
When you add an individual resource to vCenter Operations Manager, vCenter Operations Manager does
not start collecting metrics for the resource until you start metric collection. When you discover a resource,
you can select an option to start metric collection on the discovery results page. If you did not select this
option, you must start metric collection for the resource.

You can start and stop metric collection for specific resources, including tag values, and for adapter
instances.

Start or Stop Metric Collection for a Resource
You can start and stop metric collection for specific resources. When you add an individual resource to
vCenter Operations Manager, vCenter Operations Manager does not begin collecting metrics for the
resource until you start metric collection. When you stop metric collection for a resource,
vCenter Operations Manager retains its metric data in case you restart metric collection at a later time.

Because tag values are stored in vCenter Operations Manager as resources, you can also start and stop
metric collection for tag values. When you start metric collection for a tag value,
vCenter Operations Manager generated metrics are collected for it. With these metrics, you can see the
health score that reflects all of the resources that have that tag value.

Procedure

1 Select Environment > Environment Overview.

2 (Optional) On the List tab, select the resource or resources to affect.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources. If you do not select any resources, all of the resources in the system are affected.

3 Click the Start Collecting or Stop Collecting icon to start or stop metric collection for the selected
resources.
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Start or Stop Metric Collection for an Adapter Instance
When you start or stop metric collection for an adapter instance, metric collection starts or stops by using
specific adapter instances for the resources that you want to affect. Resources that do not use the adapter
instance are not affected.

If a resource collects metrics through more than one adapter instance, only the metrics that are collected
through the selected instance are stopped are started. Other metrics remain in the same collection state.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, select the resource or resources to affect.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

3 Click the Perform Multi-Collecting icon.

The Adapter Instance Resources window opens. The window lists all of the adapter instances that the
selected resources use.

4 Click the adapter instance to start or stop metric collection.

You can press Ctrl+click to select multiple individual adapter instances or Shift+click to select a range of
adapter instances. To select all of the listed adapter instances, click the heading row.

5 Click the Start Collecting or Stop Collecting icon to start or stop metric collection.

Using Maintenance Mode
Many resources in the enterprise might be intentionally taken offline. For example, a server might be
deactivated to update software. If vCenter Operations Manager collects metrics when a resource is offline, it
might generate incorrect anomalies and alerts that affect the data for setting dynamic thresholds for the
resource's attributes. When a resource is in maintenance mode, vCenter Operations Manager does not
collect metrics from the resource or generate anomalies or alerts for it.

If a resource undergoes maintenance at fixed intervals, you can create a maintenance schedule and assign it
to the resource. For example, you can put a resource in maintenance mode from midnight until 3 a.m. each
Tuesday night. You can also manually put a resource in maintenance mode, either indefinitely or for a
specified period of time. These methods are not mutually exclusive. You can manually put a resource in
maintenance mode, or take it out of maintenance mode, even it if has an assigned maintenance schedule.

Add a Maintenance Schedule
You can use maintenance schedules to put certain resources into maintenance mode at specified times. The
scheduled maintenance time can be daily, weekly, monthly, or yearly.

To set up a maintenance schedule for a resource, you define the schedule, then you assign the schedule to
the resource, either by adding the resource or by editing it. You can create multiple maintenance schedules,
and you can assign each schedule to multiple resources.

Procedure

1 Select Environment > Maintenance Schedules.

2 Click the Add Schedule icon at the top of the list of maintenance schedules.

3 Type a name for the maintenance schedule in the Schedule Name text box.
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4 Select the start and end times that resources assigned to the schedule will be in maintenance mode from
the Start Time and End Time drop-down menus.

5 Configure the recurrence pattern.

Option Description

Daily Set the number of days between maintenance periods or set to every
weekday.

Weekly Set the number of weeks between maintenance periods and the day of the
week.

Monthly Set the number of months between maintenance periods and either the day
of the month or the week and day.

Yearly Set to a specific date or a specific month, day, and week.
 

6 Click OK to save the maintenance schedule.

The new maintenance schedule appears in the list in the Manage Maintenance Schedules window and is
available when you add or edit resources.

Start Maintenance Mode on a Resource
You can place one or more resources in maintenance mode.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, select the resource or resources to place in maintenance mode.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

3 Click the Start Maintenance icon.

4 Select how long to keep the resource in maintenance mode.

Option Action

I will come back and end
maintenance myself

Maintenance mode starts for the selected resource when you click OK. You
must manually end maintenance mode for the resource.

End Maintenance in Type the number of minutes that the resource is in maintenance mode.

End Maintenance on n Type the date that maintenance mode stops in the text box, or click the
calendar icon and select a date.

n Select the time that maintenance mode stops from the drop-down
menu.

 
5 Click OK to save your changes.

The resource is now in maintenance mode. The Collection Status column shows either In Maintenance
(Manual) or In Maintenance till, depending on your selection.
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Stop Maintenance Mode on a Resource
If a resource was in maintenance mode for an unspecified period of time, the only way to remove it and
restart metric collection is to manually stop maintenance mode. You can also stop maintenance mode for a
resource that was in maintenance mode for a specified period of time or that is in maintenance mode
because of its assigned maintenance schedule.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, select the resource or resources on which to stop maintenance.

You can press Ctrl+click to select multiple individual resources or Shift+click to select range of
resources.

3 Click the End Maintenance icon.

Delete a Maintenance Schedule
When you do not need a maintenance schedule, you can delete it.

Procedure

1 Select Environment > Maintenance Schedules.

2 Select the maintenance schedule to delete and cilck the Delete Schedule icon.

3 Click Yes on the confirmation window to delete the schedule.

Edit a Maintenance Schedule
When you edit a maintenance schedule, you can change the schedule name, start time and end times, and
recurrence pattern.

Procedure

1 Select Environment > Maintenance Schedules.

2 Select the maintenance schedule to edit and click the Edit Schedule icon.

3 Edit the maintenance schedule.

4 Click OK to save your changes.

Modifying Resources
You might need to edit or delete resources to maintain your resources in vCenter Operations Manager. You
can also change the default settings for a resource kind.

Edit a Resource
When you edit a resource, you can modify one or more of its permanent characteristics, such as its collector
or attribute package.

To temporarily change the state of a resource, start or stop collection or place the resource in maintenance
mode. See “Starting and Stopping Metric Collection,” on page 30 or “Using Maintenance Mode,” on
page 31.

Procedure

1 Select Environment > Environment Overview.
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2 On the List tab, select the resource to edit.

3 Click the Edit Resource icon on the top of the list.

The Resource Management window opens. The items that appear in the window depend on the type of
resource that you are editing.

4 Edit the resource.

IMPORTANT   Modifing some characteristics can have unintended consequences.

5 Click OK to save your changes.

Edit Multiple Resources
You can change the same property for multiple resources at the same time. For example, you can assign a
new attribute package to several resources, or to all resources of a given resource kind, at the same time.
You can change one or more properties and leave other properties unchanged.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, select the resources to edit.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

3 Click the Edit Resource icon on the top of the list.

The Resource Management window opens. The window contains only the values that you can change
for the selected combination of resources.

NOTE   If you select resources of different kinds, the window might include only the Super Metric
package drop-down menu.

4 To change a value, select the check box next to the menu or text box and type or select the new value.

5 Click OK to save your changes.

Only the selected values are changed. If you did not select the check box next to a text box or menu, its
value is not changed.

Delete a Resource
If you do not need a resource, you can delete it.

Procedure

1 Select Environment > Environment Overview.

2 On the List tab, select one or more resources to delete.

You can press Ctrl+click to select multiple individual resources or Shift+click to select a range of
resources.

3 Click the Delete Resource icon on the top of the list.

4 Click Yes on the confirmation window to delete the resource.

Each resource that you selected is marked for deletion and locked. Resource deletion occurs in the
background and might take a few seconds or longer, depending on the number of resources that you are
deleting.
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Change the Default Settings for a Resource Kind
Most or all resources of a particular resource kind typically use the same attribute package and super metric
package. You can set the default packages to use for a resource kind and specify whether resources generate
early warning smart alerts and use dynamic thresholds by default.

vCenter Operations Manager uses the default values that you specify when you add a new resource of that
kind, either manually or through resource discovery. In most cases, you can change the default values when
you add or edit a resource. You cannot change the default super metric package for a resource during
resource discovery, but you can edit the resource after it is added.

Procedure

1 Select Environment > Configuration > Resource Kind Defaults.

2 Select the adapter kind that contains the resource kind for which you want to set defaults from the
Adapter kind drop-down menu.

3 In the list on the left, select the resource kind.

4 Select the default attribute package from the Attribute package drop-down menu.

5 Select the default super metric package from the Super Metric package drop-down menu.

6 Select the Enable or Disable check box to specify whether resources generate early warning smart
alerts and use dynamic thresholds by default.

7 Click OK to save your changes.

Skip Health Rollup for a Resource
You can configure vCenter Operations Manager to skip the health rollup of a particular resource to the
parent resource.

Procedure

1 Open the analytics.properties file in the vcenter-ops\user\conf\analytics directory.

NOTE   The vCenter Operations Manager vApp uses the analytics.properties file on the Analytics
virtual machine.

2 List the resource kinds that you do not want to be dependent on their children's health in the
skipHealthRollupRKList property.

For example: skipHealthRollupRKList = HostSystem

3 Save your changes and close the analytics.properties file.

4 Restart the Analytics service to make your changes take effect.

Modifying Resource Tags
To maintain resource tags, you might need to remove a resource from a tag value, edit or delete a resource
tag, or edit or delete a tag value.

Edit a Resource Tag
When you edit a resource tag, you can change the tag name and the names of its tag values.

Procedure

1 Select Environment > Environment Overview.
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2 Click the Manage Tags icon on the left side of the page.

3 Edit the resource tag.

Option Action

Change the resource tag name Double-click the tag name and type a new name.

Change a tag value name Expand the tag to show its values and double-click the value to type a new
name.

 
4 Click OK to save your changes.

Your changes appear in the tag list on the Environment Overview page.

Delete a Resource Tag or Tag Value
If you do not need a resource tag or tag value, you can delete it.

Procedure

1 Select Environment > Environment Overview.

2 Click the Manage Tags icon on the left side of the page.

3 Delete the tag or tag value.

Option Action

Delete a tag Click the tag name and click the Remove Tag icon.

Delete a tag value Expand the tag, select the value, and click the Remove Tag Value icon.
 

4 Click OK.

The tag or tag value does not appear in the tag list on the Environment Overview page.

Remove a Resource from a Tag Value
If you need to recategorize a resource, you can remove the resource from its current tag value.

If a tag is locked, you cannot add resources to or remove resources from any of its values.
vCenter Operations Manager maintains locked tags.

Procedure

1 Select Enviroment > Environment Overview.

2 Select the tag value from the tag list on the left side of the Environment Overview page.

The assigned resources for the tag value appear on the right side of the Environment Overview page.

3 Drag the resource from the right side of the Environment Overview page to the UnTag line at the end
of the tag list.

Customize a Resource Kind Icon
You can customize the icon to show for any resource kind. In most locations where it shows metric data for
resources, vCenter Operations Manager includes an icon to show the kind of each resource.

You can select from the default icons that vCenter Operations Manager provides, or you can upload your
own graphics files. When you change a resource kind icon, your changes take effect for all users.
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Prerequisites

If you plan to use your own icon files, verify that each image is in PNG format and has the same height and
width. The best image size is 256x256 pixels.

Procedure

1 Select Environment > Advanced > Resource Kind Icons.

2 To list resource kinds for only one adapter, select the adapter kind from the Adapter kind drop-down
menu.

By default, the list contains all resource kinds appear and their icons.

3 (Optional) To upload your own icon to use, click the Upload Icon icon, browse to and select the file to
use, and click Open.

The icon appears in the icon list.

4 Assign the resource kind icon.

Option Action

Assign an icon or change an
assigned icon

Select the resource kind in the list, click the icon to assign, and click the
Assign Icon icon.

Return to the default icon Select the resource kind and click the Assign Default Icons icon.
 

5 Click OK to save your changes.

6 If you removed an icon from a resource kind and you want to delete the icon from the icon list, delete
the icon file in the vcenter-ops\tomcat\webapps\ROOT\images\resknd directory.

You cannot remove an icon file from within vCenter Operations Manager.
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Configuring Attribute Packages 4
vCenter Operations Manager can collect several types of data for a single resource. For example, for a
database server, it might receive data on free disk space, CPU use, and the average response time for a
database request. Each type of data is called an attribute in vCenter Operations Manager. A
vCenter Operations Manager administrator creates attribute packages to tell vCenter Operations Manager
which attributes to track for your resources.

This chapter includes the following topics:

n “Understanding Data Collection,” on page 39

n “Creating Attribute Packages,” on page 42

n “Creating Super Metric Packages,” on page 45

n “Modifying Attribute Packages,” on page 53

n “Modifying Super Metric Packages,” on page 54

n “Super Metric Use Case,” on page 56

n “Configure Weighted Metric Groups,” on page 57

n “Prioritize Threshold Checking,” on page 57

n “Enable the Combined Dynamic Threshold Plug-in,” on page 57

Understanding Data Collection
Before you begin creating and modifying attribute packages in vCenter Operations Manager, become
familiar with how vCenter Operations Manager collects data. The key concepts to understand include
attributes, metrics, super metrics, thresholds, and Key Performance Indicators (KPIs).

Attributes and Metrics
Each type of data that vCenter Operations Manager collects is called an attribute. An attribute package
contains a combination of those attributes. You assign attribute packages to resources to specify the
attributes to collect for the resource.

A metric is an instance of an attribute for a particular resource. For each metric,
vCenter Operations Manager collects and stores multiple instances over time. Each piece of data that
vCenter Operations Manager collects is called a metric observation or value.

If a single metric cannot tell you what you need to know about the behavior of your enterprise, you can
define a super metric. A super metric is a formula that contains a combination of one or more metrics for
one or more resources. Like attributes, super metrics are combined in packages, called super metric
packages. You can assign super metric packages to resources.
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Dynamic and Hard Threshold Calculations
A threshold is a value that marks the boundary between normal and abnormal behavior for a metric. When
a metric crosses one of its thresholds, vCenter Operations Manager generates an anomaly.

vCenter Operations Manager can use dynamic and hard thresholds. It defines dynamic thresholds for a
metric based on historical and incoming data. A dynamic threshold changes, and a hard threshold is static.
A hard threshold changes only when you change it.

With dynamic thresholds, vCenter Operations Manager uses historical data to evaluate the performance of
IT components in the context of previous conditions, and it uses incoming data to adjust dynamic thresholds
to better define what is normal and abnormal for a metric. By determining what is normal in your
environment, vCenter Operations Manager can filter out alerts that are associated with normal behavior,
including alerts that might be triggered by hard thresholds, and instead generate alerts only for abnormal
behaviors that are precursors to real problems.

vCenter Operations Manager uses dynamic thresholds by default for all metrics except system attributes.
You can specify hard thresholds for specific attributes when you create an attribute package. In most
environments, you should use dynamic thresholds.

Configuring Dynamic Threshold Properties
The analytics.properties and advanced.properties files in the vcenter-ops\user\conf\analytics
directory define important configuration settings, including dynamic threshold properties.

For example, one of the properties in the analytics.properties file controls when
vCenter Operations Manager recalculates dynamic thresholds. Its default is 1:00 a.m. Another property
controls whether vCenter Operations Manager checks the integrity of each metrics file in the
vCenter Operations Manager file system database (FSDB) once a week during the recalculation. If it finds a
problem, vCenter Operations Manager can either generate a system alert for that resource, or try to repair
the file and generate the system alert only if it cannot repair the file.

Edit the analytics.properties and advanced.properties files only if you are an advanced user.

Key Performance Indicators
You identify the attributes that are most important in your environment as KPIs.
vCenter Operations Manager treats KPIs differently from other attributes. Threshold violations by a KPI
generate different types of alerts from non-KPI attributes.

When a KPI for an application or a tier violates a threshold, vCenter Operations Manager examines the
events that preceded the violation. If it finds enough related information, vCenter Operations Manager
captures the set of events that preceded the violation as a fingerprint. If it finds a similar series of events in
the future, it can issue a predictive alert warning that the KPI violation is likely to occur.

Metrics that vCenter Operations Manager Generates
For every resource that you define, vCenter Operations Manager generates and stores metrics in an attribute
package metric group called vCenter Operations Generated. vCenter Operations Manager uses these metrics
when it calculates the health of a resource. The vCenter Operations Generated package appears when you
list the metrics for a resource.

The vCenter Operations Generated metric group is included as part of every attribute package. Because
these metrics are similar to other metrics that you define, you can mark them as KPIs or include them in
other attribute packages, but this is typically not necessary. You cannot remove metrics from the vCenter
Operations Generated attribute package metric group.

VMware vCenter Operations Manager Administration Guide

40  VMware, Inc.



Except for Self - Total, any metric that vCenter Operations Manager generates that begins with Self
includes data only for the resource. Metrics that begin with Full Set include data for all of the resource's
children, but do not include the resource itself.

Table 4‑1.  vCenter Operations Generated Attribute Package Metrics

Name Description

Self - Health Score Health score of the resource.

Self - Metric Count Number of metrics defined for the resource.

Self - KPI Count Number of KPI defined for the resource.

Self - Active Anomaly Count Number of currently active anomalies for the resource.

Self - New Anomaly Count Number of new anomalies for the resource. An anomaly is
new if it occurred for the first time in the most recent
collection cycle.

Self - Active KPI Breach Count Number of KPIs for the resource which are currently
violating their thresholds.

Self - New KPI Breach Count Number of KPIs for the resource with new threshold
violations. A breach is new if it occurred for the first time
in the most recent collection cycle.

Full Set - Metric Count Number of metrics defined for the resource’s children.

Full Set - KPI Count Number of KPI defined for the resource’s children.

Full Set - Anomaly Count Number of currently active anomalies for the resource’s
children.

Full Set - New Anomaly Count Number of new anomalies for the resource’s children. An
anomaly is new if it occurred for the first time in the most
recent collection cycle.

Full Set - Active KPI Breach Count Number of KPIs for the resource’s children which are
currently violating their thresholds.

Full Set - New KPI Breach Count Number of KPIs for the resource’s children with new
threshold violations. A breach is new if it occurred for the
first time in the most recent collection cycle.

Self - Total Anomalies Total number of active anomalies for the resource and all
its children. This is the only vCenter Operations Manager
generated metric that includes the resource itself and its
children. If you display the metric graph for this attribute,
it includes the calculated noise line for the resource, which
is the number of anomalies that triggers an early warning
alert.

Availability Can be one of the following values.
n 1 (data is being received properly)
n 0 (resource is unavailable)
n -1 (adapter resource is not receiving data for this

resource)
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Creating Attribute Packages
An attribute package is a group of attributes that are related to a specific resource. When you assign an
attribute package to a resource, vCenter Operations Manager collects metrics for the attributes in the
attribute package.

n Add an Attribute Package on page 42
When you add an attribute package, you set a collection interval, specify the attributes to collect for a
resource, configure the type of threshold to use for each attribute, and indicate which attributes are
KPIs.

n Set Hard Thresholds for an Attribute on page 43
By default, vCenter Operations Manager uses dynamic thresholding for attributes. You can override
this behavior by setting hard thresholds for an attribute in an attribute package.

n Metric Data Types on page 44
Most of the data that vCenter Operations Manager stores and analyzes is numeric, but it can also track
other types of data and alert you if the values are unexpected.

n Set the Data Type for an Attribute on page 44
By default, vCenter Operations Manager recognizes the type of data that it receives for each attribute.
You can override this behavior by explicitly setting the data type for an attribute in an attribute
package.

Add an Attribute Package
When you add an attribute package, you set a collection interval, specify the attributes to collect for a
resource, configure the type of threshold to use for each attribute, and indicate which attributes are KPIs.

To set hard thresholds for an attribute in a package, see “Set Hard Thresholds for an Attribute,”
on page 43. To set the metric data type for an attribute in a package, see “Set the Data Type for an
Attribute,” on page 44.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 Select the adapter kind for the attribute package from the Adapter kind drop-down menu.

3 Select the resource kind for the attribute package from the Resource kind drop-down menu.

The list shows attribute packages for your selections.

4 Click the Add New Attribute Package icon.

5 Type a name for the attribute package in the Package name text box.

6 Type a collection interval value, in minutes, in the Collection Interval (mins) text box.

For example, if you expect the resource to generate performance data every 30 minutes, set the
collection interval to 30 minutes.

The collection interval for a resource influences the collection status for that resource. The collection
interval for the adapter instance resource determines how often to collect data. For example, if the
collection interval for the adapter instance resource is set to five minutes, setting the collection interval
for a resource to 30 minutes prevents the resource from having the No Data Receiving collection status
after five collection cycles (25 minutes).

NOTE   The collection interval that you set for a resource overrides the collection interval in the attribute
package that you assign to the resource.
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7 Select the check box next to each attribute to include in the package.

8 For each attribute, select whether a violation of the upper or lower dynamic threshold is a KPI.

9 Click OK to return to the Manage Attribute Packages window.

10 Click OK to save the attribute package.

What to do next

After you create an attribute package, you can assign it to a resource. You can assign an attribute package
when you add a resource, either through discovery or individually, and when you edit a resource. See 
“Defining Resources,” on page 19.

To make the attribute package the default package for resources of its resource kind, see “Change the
Default Settings for a Resource Kind,” on page 35.

Set Hard Thresholds for an Attribute
By default, vCenter Operations Manager uses dynamic thresholding for attributes. You can override this
behavior by setting hard thresholds for an attribute in an attribute package.

A hard threshold is static. A hard threshold changes only when you change it. In most environments, you
should use dynamic thresholding instead of hard thresholding.

You can set multiple thresholds, each with a different criticality level, for the same attribute. You can also
define the criticality level that a metric must violate for it to be considered a KPI breach. Hard thresholds
that are not set as KPIs generate notification alerts if they are violated.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 Select the adapter kind of the attribute package from the Adapter kind drop-down menu.

3 Select the resource kind of the attribute package from the Resource kind drop-down menu.

The Manage Attribute Package window lists the attribute packages for the resource kind that you
selected.

4 Select the attribute package and click the Edit Selected Attribute Package icon.

The Manage Attribute Package window displays the attribute details for the package.

5 In the directory tree in the left pane, select the check box for the attribute.

Information about the attribute appears in the right pane.

6 Click the arrow on the right side of the Advanced Configuration bar to view additional configuration
options.

7 Configure the hard thresholds options for the attribute.

Option Action

Critical Level Select the criticality level of the threshold.

Threshold Operator Select the threshold operator.

Compare Value Type the value to compare to the threshold.
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Option Action

Wait Cycle Type a value for the wait cycle. vCenter Operations Manager multiplies
the wait cycle value by the collection interval to calculate the number of
minutes that a threshold must be out of bounds before generating an
anomaly.

Cancel Cycle Type a value for the cancel cycle. vCenter Operations Manager multiplies
the cancel cycle value by the collection interval to calculate the number of
minutes the metric must be in bounds before canceling an anomaly.

 
8 To make a violation of the hard threshold a KPI, select the Violation of the Hard threshold is a Key

Indicator check box and select the criticality level from the Select Criticality Level at which a Hard
Threshold becomes Key Indicator drop-down menu.

The criticality level indicates the level that must be reached for a violation to be considered a KPI
breach.

9 Click OK to save your settings.

10 Click OK to return to the Manage Attribute Packages window.

Metric Data Types
Most of the data that vCenter Operations Manager stores and analyzes is numeric, but it can also track other
types of data and alert you if the values are unexpected.

For example, if a resource sends the string Good when operation is normal and Bad when a problem occurs,
vCenter Operations Manager analytics can learn this information and generate an anomaly when it receives
Bad.

Table 4‑2.  Metric Types

Data Type Description

common The attribute data is numeric. This is the most common
type of attribute.

multinomial The attribute data is one of a limited set of possible values,
either string or numeric.

sparse If you know that vCenter Operations Manager will not
receive data for an attribute on a regular basis, use the
sparse data type. Using the sparse data type prevents
vCenter Operations Manager from generating anomalies
when it does not receive the metric as expected.

Set the Data Type for an Attribute
By default, vCenter Operations Manager recognizes the type of data that it receives for each attribute. You
can override this behavior by explicitly setting the data type for an attribute in an attribute package.

IMPORTANT   If you do not set the correct the data type, vCenter Operations Manager does not use the proper
analytic algorithms when it evaluates the metric.

Prerequisites

Become familiar with the metric data types. See “Metric Data Types,” on page 44.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 Select the adapter kind of the attribute package from the Adapter kind drop-down menu.
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3 Select the resource kind of the attribute package from the Resource kind drop-down menu.

The Manage Attribute Packages window lists the attribute packages for the resource kind that you
selected.

4 Select the attribute package and click the Edit Selected Attribute Package icon.

The Manage Attribute Packages window displays the attribute details for the package.

5 In the directory tree in the left pane, select the attribute.

Information about the attribute appears in the right pane.

6 Click the arrow on the right side of the Advanced Configuration bar to show additional configuration
options.

7 Select the data type for the attribute from the DT Type drop-down menu.

If you do not make a selection, vCenter Operations Manager detects the metric type. If the metric type is
sparse, you must set it. vCenter Operations Manager cannot detect a sparse data metric.

8 Click OK to save your settings.

9 Click OK to return to the Manage Attribute Packages window.

Creating Super Metric Packages
You can combine different metrics by using mathematical formulas to define a super metric. Super metrics
are useful when you need to track combinations of metrics, either from a single resource or, more
commonly, from multiple resources. A super metric is a formula that contains a combination of one or more
metrics for one or more resources. A super metric package contains one or more super metrics.

For example, consider the transfer of packets along a network. The ratio of packets out should stay
approximately equal to 1, and a slight deviation can indicate an abnormality. This abnormality cannot be
detected if packets in and packets out are studied separately. You must be able to track the ratio of these two
metrics.

You cannot assign a super metric directly to a resource. Instead, you create a super metric package that
contains the super metric and assign the package to the resource. The same super metric can be part of more
than one package. For example, if you create one super metric package that contains the super metrics for
WebServer1 and another package that contains all of the super metrics for all Web servers, the super metrics
for WebServer1 can be in both packages.

n Design a Super Metric on page 46
Because super metric formulas can be complex, design a super metric before you use the
vCenter Operations Manager user interface to create it. The key to creating a super metric that alerts
you to the right situations is knowing your own enterprise and your data.

n Super Metric Specifications on page 47
A super metric formula can consist of one or more metric specifications. You can specify a particular
resource and metric, such as CPU use for Database Server 2, or you can specify a metric and use This
Resource, which indicates the resource to which the super metric is assigned.

n Super Metric Functions on page 47
vCenter Operations Manager includes functions that you can use in super metric formulas. The
functions are either looping functions or single functions.

n Build a Super Metric Formula on page 49
A super metric formula can include one or more metric specifications, super metric functions,
arithmetic operators (such as the plus or minus sign), and constants. You can enter any number of
constants as part of the formula.
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n Add a Super Metric on page 50
You create a super metric when only a combination of metrics can let you know if your systems are
behaving normally.

n Add a Super Metric Package on page 51
When you create a super metric package, you specify the metrics that it contains, configure threshold
characteristics for each super metric, and indicate which threshold violations should be considered
KPIs. If you include the same super metric in more than one package, you can set different
characteristics for it in each package.

n Assigning Super Metric Packages on page 52
You can assign a super metric package to any resource, regardless of whether any metrics from the
resource are used in the super metric package. In most cases, you assign each super metric package to
a related resource.

n Export a Super Metric on page 52
You can export a super metric from one vCenter Operations Manager instance and import it to
another vCenter Operations Manager instance.

n Import a Super Metric on page 53
You can import a super metric that was exported from another instance of
vCenter Operations Manager.

Design a Super Metric
Because super metric formulas can be complex, design a super metric before you use the
vCenter Operations Manager user interface to create it. The key to creating a super metric that alerts you to
the right situations is knowing your own enterprise and your data.

Procedure

1 Determine the resources that are involved in the behavior to track.

When you define the metrics to use, you can select either specific resources or resource kinds. For
example, you can select the specific resources Database Server 2 and Database Server 4, or you can
select the resource kind Database Servers. When you select a resource kind, the super metric uses all of
the resources of that kind that are children of the resource to which you assign the super metric.

2 Determine the metrics to include in the super metric.

If you are tracking the transfer of packets along a network, the metrics are packets in and packets out
because you are interested in the ratio of those metrics. In another common use of super metrics, the
metrics might be the average CPU use or average memory use of the resource kind that you select

3 Decide how to combine or compare the metrics.

For example, to find the ratio of packets in to packets out, you must divide the two metrics. If you are
tracking CPU use for a resource kind, you might want to determine the average use, or you might want
to determine what the highest or lowest use is for any any resource of that kind. In more complex
scenarios, you might need a formula that uses constants or trigonometric functions.

4 Decide where to assign the super metric.

You place super metrics in a package and assign the package to a resource. For many super metrics, you
assign the super metric package to an application to have it monitor all of the resources of the specified
kind in that application. In other cases, you define the resources to track in the super metric, but the
resource that you assign the super metric to determines where alerts occur if the super metric shows
abnormal behavior. You typically assign super metrics to a tier or application.
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Super Metric Specifications
A super metric formula can consist of one or more metric specifications. You can specify a particular
resource and metric, such as CPU use for Database Server 2, or you can specify a metric and use This
Resource, which indicates the resource to which the super metric is assigned.

For example, if you select the transaction time metric and instruct vCenter Operations Manager to use this
resource, when the super metric is in a package assigned to Web Server 1, it uses the transaction time for
Web Server 1. If you assign the package to Web Server 2, it uses the transaction time for Web Server 2.

Assign any package that contains the super metric only to resources for which the metric is collected. You
can combine specific resource metrics and This Resource metrics in the same formula.

Super Metric Functions
vCenter Operations Manager includes functions that you can use in super metric formulas. The functions
are either looping functions or single functions.

Looping Functions
Looping functions work on more than one value.

Table 4‑3.  Looping Functions

Function Description

avg Average of the collected values.

combine Combines all of the values of the metrics of the included
resources into a single metric timeline.

count Number of values collected.

max Maximum of the collected values.

min Minimum of the collected values.

sum Total of the collected values.

Looping Function Formats
All looping functions have four possible formats.

Table 4‑4.  Looping Function Formats

Format Description

funct(res:met) Checks one level below the indicated resource and acts on the values of the metric
for all of the resource's children.
For example, avg(Tier1;CPUuse) returns the average of the CPUuse metric for all
of the children of the Tier1 resource.

funct(reskind:met) Checks down the resource tree and acts on the values of the metric for all of the
resources of the indicated resource kind that are below the resource to which the
super metric is assigned. The metric might be a specific metric or an attribute kind.
For example, sum(DomCont:BytesReadSec) totals the value of all instances of the
BytesReadSec attributes for all resources of DomCont kind below the resource to
which you assign the super metric.
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Table 4‑4.  Looping Function Formats (Continued)

Format Description

functN(res:met,n) Similar to funct(res:met), except that it checks down or up the number of levels
indicated by n instead of working on only the immediate children. This behavior is
inclusive.
For example, avgN(App1:CPUuse,3) averages the CPUuse metric for the children,
grandchildren, and great-grandchildren of the App1 resource. If n is negative, the
function checks the resource's parents instead of its children. If n is 1, this format is
the same as funct(res:met).

funct([val1,val2,val3...]) Array format of a looping function. It can include any number of of the following
values, separated by commas.
n A resource:metric or resource kind:metric pair. The function takes the value of

the specified resource, not its children, unless you include a resource kind. If
you use a resource kind, you must specify a single metric for it, not a metric
kind. The function checks all resources of that type below the resource to which
it is assigned and acts on the value of the specified metric for those resources.

n A constant.
n A function or expression that returns a single value, such as

floor($This:AvgTransTime) or 100-(DBServer3:MemoryUsed).

For example, max([$This:CPUavg,Host3:CPUavg,VM:CPUavg]) finds the value of the CPUavg metric for the
resource to which the super metric is assigned, for the resource called Host3, and for all resources of type
VM that are below the resource to which the super metric is assigned in the resource tree.

Although this example uses the same metric in all three res:met pairs, you do not need to use the same
metric. For example, you can have one function take the average of the physical memory used for one
attribute, and the virtual memory used for a second attribute for one or more defined resources.

Single Functions
Single functions work on only a single value or a single pair of values.

Table 4‑5.  Single Functions

Function Format Description

abs abs(x) Absolute value of x. x can be any floating point number.

acos acos(x) Arccosine of x.

asin asin(x) Arcsine of x.

atan atan(x) Arctangent of x.

ceil ceil(x) The smallest integer that is greater than or equal to x.

cos cos(x) Cosine of x.

cosh cosh(x) Hyperbolic cosine of x.

exp exp(x) e raised to the power of x.

floor floor(x) The largest integer that is less than or equal to x.

log log(x) Natural logarithm (base x) of x.

log10 log10(x) Common logarithm (base 10) of x.

pow pow(x,y) Raises x to the y power.

rand rand(x:y) Generates a random number between x and y.

sin sin(x) Sine of x.

sinh sinh(x) Hyperbolic sine of x.

sqrt sqrt(x) Square root of x.

VMware vCenter Operations Manager Administration Guide

48  VMware, Inc.



Table 4‑5.  Single Functions (Continued)

Function Format Description

tan tan(x) Tangent of x.

tanh tanh(x) Hyperbolic tangent of x.

Build a Super Metric Formula
A super metric formula can include one or more metric specifications, super metric functions, arithmetic
operators (such as the plus or minus sign), and constants. You can enter any number of constants as part of
the formula.

You must follow certain procedures and rules when you build a super metric formula in the
vCenter Operations Manager user interface.

Prerequisites

n Become familiar with how to construct super metric specifications. See “Super Metric Specifications,”
on page 47.

n Become familiar with the super metric functions that vCenter Operations Manager provides. See “Super
Metric Functions,” on page 47.

Procedure

n To use a function, select it in from the Function drop-down menu and select the resource or resource
kind and metric or attribute kind to use in its argument.

n For looping functions that are in functN format, type the comma and value of n in the function
argument.

n To select a resource and metric, click the resource in the Resource pane and double-click the metric in
the Metrics pane.

The database IDs of the resource and metric appear in the formula line at the top of the window.

n Define a metric for the resource to which the super metric is assigned.

a In the Resources pane, click any resource that contains the metric to use.

b Click the This Resource icon or type $This on the formula line.

If the This Resource icon is already selected, do not click it again. After you click the This
Resource icon, you must click it again to turn it off before you can add a specific resource to the
formula.

c In the Metrics pane, double-click the metric.

n To select a resource kind and attribute kind as an argument for a looping function, click the kind in the
Resource Kinds pane and double-click the kind in the Attribute Kinds list.

The database IDs of the resource kind and attribute kind appear in the formula line.

n To shorten the resource kinds list, type all or part of the resource kind in the Search text box and click
the arrow next to the text box.

n To use looping functions in array mode, type brackets to enclose the array and type commas between
each value.

n Use values that are the same type, either single values or arrays.

Arrays are defined when you select a resource kind and attribute kind instead of a particular metric.
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n Select a resource kind and single metric only as part of the argument for a looping function.

If you select a resource kind, you must select an attribute kind.

n To see the formula with resource and metric names instead of IDs, click the Show Formula Description
icon in the area beneath the formula line.

n To select function names and formats and arithemetic operators, either type them directly on the
formula line or select them from the drop-down menus.

n To use parentheses to specify the order of operations in the formula, either type them directly on the
formula line or select them from the Operators drop-down menu.

n To clear the metrics or attribute kinds lists, click the Clear Selection icon in the Resources or Resources
kind pane at any time.

Add a Super Metric
You create a super metric when only a combination of metrics can let you know if your systems are
behaving normally.

When you add a super metric, you might find it helpful to open two vCenter Operations Manager browser
tabs. For example, you can create the super metric in one tab and view a dashboard that shows the Resource
Selector, Metric Selector, and Metric Graph widgets in the other tab. When you use two tabs, you can also
see the metric graph of a metric and verify that it is correct before you use it in a super metric.

Prerequisites

n Design your super metric formula. See “Design a Super Metric,” on page 46.

n Become familiar with the user interface for building super metric formulas. See “Build a Super Metric
Formula,” on page 49.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Click the Add New Super Metric icon.

3 Type a name for the super metric in the Super Metric Name text box.

4 Define the formula for the super metric.

Select, in order, each function or operator to use and the metrics or attribute kinds to use in each
function or with each operator.

5 To verify the formula, display a metric graph that shows what its value was during a past time period.

a Click the Visualize Supermetric icon.

The metric graph pane replaces the Metrics and Attribute Kinds panes.

b If you are prompted to select a resource, select the resource to which to assign the super metric in
the Resources pane.

c Click the Data Controls icon and select the date range for the data.

d If the formula uses resource kinds, and you want the graph to use only resources that are current
being collected, select the Only Monitoring Resources check box.

e Click the Show Graph icon.
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6 Click OK.

vCenter Operations Manager checks the syntax of your formula. For example, it verifies that the
number of opening and closing parentheses are the same and that single values and arrays are not
mixed. If your formula is not valid, an error message appears that describes the cause of the problem.
You must correct the formula before you can save the super metric.

What to do next

Add the super metric to an existing super metric package, or create a new super metric package. See “Edit a
Super Metric Package,” on page 55 or “Add a Super Metric Package,” on page 51.

Add a Super Metric Package
When you create a super metric package, you specify the metrics that it contains, configure threshold
characteristics for each super metric, and indicate which threshold violations should be considered KPIs. If
you include the same super metric in more than one package, you can set different characteristics for it in
each package.

You can also add a super metric package when you add an individual resource or edit a resource. See “Add
an Individual Resource,” on page 21 or “Edit a Resource,” on page 33.

Prerequisites

Create one or more super metrics. See “Add a Super Metric,” on page 50.

Procedure

1 Select Environment > Super Metrics and click the Package Editor tab.

2 Click the Add New Attribute Package icon.

3 Type a name for the super metric package in the Package name text box.

4 Select a super metric to add to the package from the list on the left side of the window.

The characteristics that you can set for the super metric appear in the right pane.

5 (Optional) To set the upper dynamic threshold violation for a super metric as a KPI, select the Violation
of the Upper Dynamic threshold is a Key Indicator check box.

6 (Optional) To set the lower dynamic threshold violation for a super metric as a KPI, select the Violation
of the Lower Dynamic threshold is a Key Indicator check box.

7 (Optional) To set and use hard thresholds for a super metric, click the down arrow to the right of
Advanced Configuration and configure the hard threshold options.

Option Action

Critical Level Select the criticality level of the hard threshold.

Threshold Operator Select the threshold operator.

Compare Value Type the value to compare to the hard threshold.

Wait Cycle Type a value for the wait cycle. vCenter Operations Manager multiples the
wait cycle value by the collection interval to calculate the number of
minutes that the hard threshold must be out of bounds before generating
an anomaly.

Cancel Cycle Type a value for the cancel cycle. vCenter Operations Manager multiplies
the cancel cycle value by the collection interval to calculate the number of
minutes that the hard threshold must be in bounds before canceling an
anomaly.

 

Chapter 4 Configuring Attribute Packages

VMware, Inc.  51



8 To make a violation of a hard threshold a KPI, select the Violation of the Hard threshold is a Key
Indicator check box and select the criticality level from the Select Criticality Level at which a Hard
Threshold becomes Key Indicator drop-down menu.

The criticality level indicates the level that must be reached for a violation to be considered a KPI
breach.

9 Click OK to save the super metric package.

What to do next

After you create the super metric package, you can assign it to a resource. See “Assigning Super Metric
Packages,” on page 52.

To make the super metric package the default package for a resource kind, see “Change the Default Settings
for a Resource Kind,” on page 35.

Assigning Super Metric Packages
You can assign a super metric package to any resource, regardless of whether any metrics from the resource
are used in the super metric package. In most cases, you assign each super metric package to a related
resource.

For example, if a super metric package includes the average free space for all database servers, you assign
the package to the database server tier. If another super metric package includes all of the super metrics that
are defined for a particular application, you assign it to the application. Super metrics are the only attributes
that you can assign directly to a tier or an application.

To make vCenter Operations Manager generate problem fingerprints for your applications, you must assign
super metrics to an application or its tiers and designate the super metrics as KPI. Fingerprints can help you
predict problems with applications.

If you use looping functions that have resource kinds or This Resource metrics in a super metric, the
resource to which you assign the super metric determines which of the resource's metrics are included in the
super metric.

When you use resource discovery to define a resource, vCenter Operations Manager assigns the default
super metric package, if any, for its resource kind. When you add a resource individually, you can accept
the default super metric package or assign a different package. A default super metric package is not
available unless you previously defined a default super metric package for the selected resource kind. To
change the super metric package for one or more resources, see “Modifying Resources,” on page 33.

Export a Super Metric
You can export a super metric from one vCenter Operations Manager instance and import it to another
vCenter Operations Manager instance.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Select the super metric to export and click the Export icon.

vCenter Operations Manager creates a super metric file, for example, SuperMetric.bin.

3 Select Save File and click OK to download the super metric file to your computer.

What to do next

Import the super metric file to another instance of vCenter Operations Manager. See “Import a Super
Metric,” on page 53.
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Import a Super Metric
You can import a super metric that was exported from another instance of vCenter Operations Manager.

If the super metric to import contains a reference to an object that does not exist in the target instance, the
import fails. vCenter Operations Manager returns a brief error message and writes detailed information to
the log file.

Prerequisites

Export a super metric from another vCenter Operations Manager instance. See “Export a Super Metric,” on
page 52.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Click the Import icon.

3 Click Browse, select the super metric file to import, and click Open.

4 Click Import to import the super metric file.

If the target instance has a super metric with the same name as the super metric you are importing, you
can click Yes to create a super metric with the same name or No to cancel the import.

After the import is finished, the super metric appears in the Manage Super Metric window.

Modifying Attribute Packages
To maintain your attribute packages in vCenter Operations Manager, you might need to edit, clone, or
delete an attribute package.

Edit an Attribute Package
When you edit an attribute package, you can change the package name, change the collection interval, and
add or remove attributes from the package.

To change hard threshold settings for an attribute in a package, see “Set Hard Thresholds for an Attribute,”
on page 43. To change the metric data type for an attribute in a package, see “Set the Data Type for an
Attribute,” on page 44.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 (Optional) Select the adapter kind of the attribute package to edit from the Adapter kind drop-down
menu.

3 (Optional) Select the resource kind of the attribute package to edit from the Resource kind drop-down
menu.

4 Select the attribute package to edit and click the Edit Selected Attribute Package icon.

5 Edit the attribute package.

Option Action

Change the package name Type a new name in the Package name text box.

Change the collection interval Type a new value in the Collection interval (mins) text box.

Add or remove an attribute from the
package

Select or deselect the check box next to the attribute name.

 

Chapter 4 Configuring Attribute Packages

VMware, Inc.  53



6 Click OK to save your changes.

Clone an Attribute Package
You can make a copy of an attribute package by cloning it.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 (Optional) Select the adapter kind and resource kind of the attribute package to clone.

3 Select the attribute package to clone and click the Clone Selected Attribute Package icon.

4 Type a name for the cloned attribute package.

5 Click OK to create the attribute package.

Delete an Attribute Package
If you do not need an attribute package, you can delete it.

Procedure

1 Select Environment > Configuration > Attribute Packages.

2 (Optional) Select the adapter kind and resource kind of the attribute package to delete.

3 Select the attribute package to delete and click the Remove Selected Attribute Package icon.

4 Click Yes on the confirmation window to delete the package.

Modifying Super Metric Packages
To maintain your super metric packages in vCenter Operations Manager, you might need to edit or remove
a super metric package.

Edit a Super Metric
When you edit a super metric, you can change its name and edit the super metric formula.

Prerequisites

If you plan to change the super metric formula, see “Design a Super Metric,” on page 46 and “Build a Super
Metric Formula,” on page 49 for information on designing your formula and using the
vCenter Operations Manager user interface to build it.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Select the super metric to edit.

You can use the Search box to search for the super metric.

The packages to which the super metric belongs appear in the Packages pane.

3 Click the Edit Selected Super Metric icon.

4 To change the super metric name, type a new name in the Super Metric Name text box.

5 To change the formula for the super metric, select, in the order in which they will be used, each function
or operator to use and the metrics or attributes kinds to use in each function or with each operator.

6 To save your changes, click OK.
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vCenter Operations Manager checks the syntax of your formula. For example, it verifies that the number of
opening and closing parentheses are the same and that single values and arrays are not mixed. If your
formula is not valid, an error message appears that describes the cause of the problem. You must correct the
formula before you can save your changes.

Edit a Super Metric Package
When you edit a super metric package, you can change the name of the package, add or remove super
metrics from the package, and change threshold settings for super metrics in the package.

You can also edit a super metric package when you add an individual resource or edit a resource. See “Add
an Individual Resource,” on page 21 or “Edit a Resource,” on page 33.

Procedure

1 Select Environment > Super Metrics and click the Package Editor tab.

2 Select the super metric package to modify.

You can use the Search box to search for the super metric package.

The resources to which the super metric package is applied appear in the Resources pane.

3 Click the Edit Selected Attribute Package icon.

4 To change the package name, type a new name in the Package name text box.

5 To add or remove a super metric from the package, select or deselect the check box next to the super
metric name.

6 (Optional) To set the upper dynamic threshold violation for a super metric as a KPI, select the Violation
of the Upper Dynamic threshold is a Key Indicator check box.

7 (Optional) To set the lower dynamic threshold violation for a super metric as a KPI, select the Violation
of the Lower Dynamic threshold is a Key Indicator check box.

8 (Optional) To set and use hard thresholds for a super metric, click the down arrow to the right of
Advanced Configuration and configure the hard threshold options.

Option Action

Critical Level Select the criticality level of the hard threshold.

Threshold Operator Select the threshold operator.

Compare Value Type the value to compare to the hard threshold.

Wait Cycle Type a value for the wait cycle. vCenter Operations Manager multiples the
wait cycle value by the collection interval to calculate the number of
minutes that the hard threshold must be out of bounds before generating
an anomaly.

Cancel Cycle Type a value for the cancel cycle. vCenter Operations Manager multiplies
the cancel cycle value by the collection interval to calculate the number of
minutes that the hard threshold must be in bounds before canceling an
anomaly.

 
9 To make a violation of a hard threshold a KPI, select the Violation of the Hard threshold is a Key

Indicator check box and select the criticality level from the Select Criticality Level at which a Hard
Threshold becomes Key Indicator drop-down menu.

The criticality level indicates the level that must be reached for a violation to be considered a KPI
breach.

10 Click OK to save your changes.
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Delete a Super Metric
If you do not need a super metric, you can delete it.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Select the super metric to delete.

You can use the Search box to search for the super metric.

The packages to which the super metric belongs appear in the Packages pane.

3 Click the Remove Selected Super Metric icon.

Delete a Super Metric Package
If you do not need a super metric package, you can delete it.

Procedure

1 Select Environment > Super Metrics and click the Package Editor tab.

2 Select the super metric package to delete.

You can use the Search box to search for the super metric package.

The resources to which the super metric package is applied appear in the Resources pane.

3 Click the Remove Selected Attribute Package icon.

Super Metric Use Case
Consider an application, such as a Web-based business, where all of the servers in a tier perform a similar
activity, such as processing transactions. In this use case, it might be useful to know the average of a metric,
such as CPU usage, for all of the servers. You can define a super metric to track this number and assign it to
the tier.

Prerequisites

n Become familiar with creating or editing super metric packages. See “Add a Super Metric Package,” on
page 51 or “Edit a Super Metric Package,” on page 55.

n Become familiar with assigning super metric packages. See “Assigning Super Metric Packages,” on
page 52.

Procedure

1 Select Environment > Super Metrics and click the Super Metric Editor tab.

2 Click the Add New Super Metric icon.

3 Type a name for the super metric in the Super Metric Name text box.

For example, Average CPU Use.

4 Select avg from the Functions drop-down menu.

5 In the Resource Kinds pane, select the resource kind, or type all or part of the name of the resource type
for the transaction servers in the Search text box, for example, AppServ, and click the arrow next to the
text box.

The attributes for the resource kind appear in the Attribute Kinds pane.
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6 Double-click the AvgCPUtil attribute.

The database ID of the resource and metric appear in the formula line at the top of the window.

7 (Optional) To see the resource name and metric name, click below the formula line.

8 Click OK to save the super metric.

9 Add the super metric to an existing super metric package, or create a new super metric package.

10 Assign the super metric package to the tier.

Configure Weighted Metric Groups
With the weighted metric groups feature, vCenter Operations Manager calculates the weight of individual
metrics based on the number of metrics in the group so that every top-level group has equal weight in the
health calculation.

When the weighted metric groups feature is enabled, the total anomalies metric shows the weighted total
anomalies that are related to the total number of metrics. When the weighted metric group feature is
disabled, each metric has equal weight when vCenter Operations Manager calculates health, for example,
two CPU metrics have the same effect on health as two memory metrics.

Procedure

1 Open the analytics.properties file in the vcenter-ops\user\conf\analytics directory.

The vCenter Operations Manager vApp uses the analytics.properties file on the Analytics virtual
machine.

2 To enable or disable weighted metric groups, set the useMetricGroupWeightingForHealth property to
true or false.

3 Save your changes and close the analytics.properties file.

4 Restart the Analytics service to make your changes take effect.

Prioritize Threshold Checking
You can pause dynamic threshold calculation when the data queue size exceeds a certain value. This feature
enables you to prioritize threshold checking over the dynamic threshold calculation.

Procedure

1 Open the advanced.properties file in the vcenter-ops\user\conf\analytics directory.

2 Set the dtBlockIfDataQueueSizeOver property to the data queue size.

For example: dtBlockIfDataQueueSizeOver = 200

NOTE   Setting the dtBlockIfDataQueueSizeOver property to 0 disables the feature.

3 Save your changes and close the advanced.properties file.

4 Restart the Analytics service.

Enable the Combined Dynamic Threshold Plug-in
The combined dynamic threshold plug-in provides faster and more accurate dynamic threshold calculations
by combining the information learned from all previous dynamic threshold algorithms.

Procedure

1 Open the advanced.properties file in the vcenter-ops\user\conf\analytics directory.
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2 Set the useCombinedDTPlugin property to true.

For example: useCombinedDTPlugin = true

3 Save your changes and close the advanced.properties file.

4 Restart the Analytics service.
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Configuring Applications 5
An application is a type of container resource that defines an interdependent set of hardware and software
components that delivers a specific capability that supports your business. A vCenter Operations Manager
administrator builds application topologies to determine how applications are affected when one or more of
the resources that they contain experience problems.

After you configure an application, you can view real-time analysis for any or all of the affected resources in
the application, understand where in the application problems arise, and determine how problems spread to
other resources.

This chapter includes the following topics:

n “Understanding Applications,” on page 59

n “Add an Application,” on page 60

n “Creating and Assigning Application Tags,” on page 61

n “Use a Tag to Find an Application,” on page 62

n “Modifying Applications,” on page 63

n “Modifying Application Tags,” on page 64

Understanding Applications
In vCenter Operations Manager, applications are three-level hierarchies. Each application contains one or
more tiers, and each tier contains one or more resources.

A tier is a group of resources that performs a specific task in an application. For example, you can group all
of your database servers together in a tier. The resources that make up a tier can also contain other
resources, but they do not have to.

When you define application hierarchies for your resources, vCenter Operations Manager can calculate and
store fingerprints for your applications. When a KPI for an application or tier violates a threshold,
vCenter Operations Manager examines the events that preceded the violation. If it finds enough related
information, such as other anomalies, it captures the set of events that preceded the violation. This captured
series of events is called a fingerprint.

With fingerprints, vCenter Operations Manager can monitor events in the future and, if it finds a similar
series of events, issue a predictive alert to warn you that a KPI violation is likely to occur. The information
that vCenter Operations Manager obtains after it generates the fingerprint assists you in correcting the
problem.
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vCenter Operations Manager generates fingerprints only for applications. Because the only type of attribute
that you can assign directly to an application or tier is a super metric, vCenter Operations Manager
generates fingerprints only if you assign super metrics to a tier or application and mark them as KPIs. See 
“Creating Super Metric Packages,” on page 45.

To maintain the highest possible server performance, vCenter Operations Manager tracks each captured
fingerprint to determine if the set of conditions it represents recurs and if those conditions help to predict
future problems. If a fingerprint is not useful in predicting problems, vCenter Operations Manager
deactivates it and stops checking for its recurrence.

Add an Application
You build an application topology by adding an application. When you add an application, you can select
from a list of predefined templates, or create your own custom template, to define the tiers in the
application.

Configured application tags appear in the left pane of the Application Overview page and the list of
configured applications appears in the right pane. For each application, a graph shows the application
health over the last 24 hours, the current health score, icons that indicate the health of each tier, and the
number of Smart Alerts and Classic Alerts.

Procedure

1 Select Environment > Applications Overview.

2 Click the Add New Application icon.

3 Select a template, or select Custom to define your own application from a blank template, and click Go.

The default tiers for each template appear next to the template name. The tiers for the selected template
also appear at the bottom of the window.

4 Type a name for the application in the Application text box.

5 (Optional) To add a tier to the application, click the Add New Tier icon and type the tier name in the
row that appears.

For example, if you are configuring a tier of Web servers, you might type Web Servers.

6 Select a tier in the Tiers pane.

7 Filter the resources to add to the tier.

You can select a resource tag and tag value in the Resource-Tags list to show only the resources that
have that tag value. If you click the Invert Result icon, the list includes resources that do not match the
tag values that you selected. For example, if you select New York and London, all of the resources that
are not in either of the cities appear in the list. If you select multiple tags, the resources in the list
depend on the values that you select.

Option Description

Select more than one value for the
same tag

The list includes resources that have either value.

Select values for two or more
different tags

The list includes only resources that have all of the selected values.
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8 Select the resources to add to the tier from the List tab and drag them to the tier Resources pane.

You can select one resource, press Shift+click to select a range of resources, press Ctrl+click to select
multiple individual resources, or click the Select All to icon to select all of the listed resources.

You can also add all listed resources to a tier by clicking the Add All Resources To Tier icon.

NOTE   You can add the same resource to more than one tier.

9 Continue to select tiers, filter resources, and add resources to tiers until the application topology is
finished.

10 Click Save to save the application.

The new application appears in the list of applications in the Application Overview page.

Creating and Assigning Application Tags
You can use application tags to categorize and manage applications in your environment. Creating
application tags and tag values makes it easier to find applications in vCenter Operations Manager. Rather
than searching through thousands of applications in a long list, you can easily use tags to find the
applications you want.

n Add an Application Tag on page 61
With application tags, you can index applications for ease of manageability. Defining tags appropriate
to your environment makes it easier to find applications in vCenter Operations Manager.

n Add a Value to an Application Tag on page 62
You can assign any number of applications to each tag value, and you can assign a single application
to tag values under any number of application tags.

n Associate an Application with a Tag Value on page 62
When an application is associated with a tag value, you can use the application tag hierarchy to select
it in vCenter Operations Manager.

Add an Application Tag
With application tags, you can index applications for ease of manageability. Defining tags appropriate to
your environment makes it easier to find applications in vCenter Operations Manager.

Procedure

1 Select Environment > Applications Overview.

2 Click the Manage Tags icon.

3 Click the Add Tag icon to add a new row and enter the name of the tag in the row.

4 Click OK to save the tag.

The new tag appears in the tags list on the Application Overview page.

What to do next

Add a value to the application tag. See “Add a Value to an Application Tag,” on page 62.
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Add a Value to an Application Tag
You can assign any number of applications to each tag value, and you can assign a single application to tag
values under any number of application tags.

Prerequisites

Add an application tag. See “Add an Application Tag,” on page 61.

Procedure

1 Select Environment > Applications Overview.

2 Click the Manage Tags icon on the left side of the Application Overview page.

3 Select the tag to which to add values and click the Add Tag Value icon.

4 Type a name for the tag value in the new row.

5 Click OK to add the tag value.

The tag value appears in the tag list.

What to do next

Associate an application with the tag value. See “Associate an Application with a Tag Value,” on page 62.

Associate an Application with a Tag Value
When an application is associated with a tag value, you can use the application tag hierarchy to select it in
vCenter Operations Manager.

Prerequisites

n Create an application tag. See “Add an Application Tag,” on page 61.

n Add a value to the application tag. See “Add a Value to an Application Tag,” on page 62.

Procedure

1 Select Environment > Applications Overview.

2 Drag the application from the list in the right pane of the Application Overview page onto the tag value
name.

You can select one application, press Ctrl+click to select multiple individual applications, or press Shift
+click to select a range of applications.

The applications that you selected are now associated with the tag value.

Use a Tag to Find an Application
Rather than searching through the entire application list, you can use tags to find the applications you want
more easily.

Procedure

1 Select Environment > Applications Overview.
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2 In the tag list on the left side of the page, click the tag for which the application was assigned a value.

When you click a tag, the list of values expands below the tag. The number of applications associated
with each value appears next to the tag value. You can collapse and expand a tag by clicking it again.
You can also use the toolbar buttons above the tag list to collapse and expand application tag branches,
clear all selected application tags, and manage tags.

3 Click the tag value.

The applications with that tag value appear in the right pane.

4 Select the application from the list.

Modifying Applications
To maintain your applications in vCenter Operations Manager, you might need to add or delete tiers, add or
delete resources from tiers, change the names of tiers, or delete applications.

Edit an Application
When you edit an application, you can add and delete tiers, add and delete resources from tiers, and change
the names of tiers.

IMPORTANT   Do not delete a tier that contains resources for which metrics are being collected. If metrics are
being collected when you delete a tier, vCenter Operations Manager generates alerts regarding the negative
performance of the individual resources that correspond with their respective applications. In addition,
metric collection might malfunction.

Procedure

1 Select Environment > Applications Overview.

2 Select the application to edit.

3 Click the Edit Selected Application icon.

4 Edit the application.

Option Action

Add a tier to the application Click the Add New Tier icon and type the tier name in the row that
appears. For example, if you are configuring a tier of Web servers, you
might type Web Servers.

Remove a tier from the application Select the tier in the list and click the Remote Selected Tier icon.

Change the name of a tier Double-click the existing name and type a new name.

Add a resource to a tier a Select the tier in the Tiers pane.
b Select the resources to add to the tier from the resource list.
c Drag the selected resources from the tier Resources pane.

Delete a resource from a tier a Select the tier in the Tiers pane.
b Select the resources to remove from the tier in the resource list.
c Click the Remote Selected Resources From Tier icon.

 
5 Click Save to save your changes.
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Delete an Application
If you do not need an application, you can delete it. When you delete an application, the fingerprints, alerts,
and anomalies associated with the application are also deleted.

Procedure

1 Select Environment > Applications Overview.

2 Select the application to delete.

3 Click the Remove Selected Application icon.

4 Click Yes on the confirmation window to delete the application.

Modifying Application Tags
To maintain application tags, you might need to remove an application from a tag value, edit or delete an
application tag, or edit or delete a tag value.

Edit an Application Tag
When you edit an application tag, you can change the tag name and the names of its tag values.

Procedure

1 Select Environment > Applications Overview.

2 Click the Manage Tags icon on the left side of the page.

3 Edit the application tag.

Option Description

Change the tag name Double-click the tag name and type a new name.

Change a tag value name Expand the tag to show its values and double-click the value to type a new
name.

 
4 Click OK to save your changes.

Your changes appear in the tag list in the Application Overview page.

Delete an Application Tag or Tag Value
If you do not need an application tag or tag value, you can delete it.

Procedure

1 Select Environment > Applications Overview.

2 Click the Manage Tags icon on the left side of the page.

3 Delete the tag or tag value.

Option Description

Delete a tag Click the tag name and click Remove Tag.

Delete a tag value Expand the tag, select the value, and click Remove Tag Value.
 

4 Click Close.

The tag or tag value does not appear in the tag list in the Application Overview page.
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Remove an Application from a Tag Value
If you need to recategorize an application, you can remove it from its current tag value.

Procedure

1 Select Environment > Applications Overview.

2 Select the tag value from the list on the left side of the Application Overview page.

The assigned applications for the tag value appear in the tag list.

3 Drag the application from the list on the right to the UnTag line at the end of the tag list on the left.
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Configuring and Managing Users 6
To use vCenter Operations Manager, a user must have a user account. If your organization uses an LDAP
user database, a vCenter Operations Manager administrator can import some or all of the LDAP users to
vCenter Operations Manager.

vCenter Operations Manager provides user group-based security. You can place each user in one or more
user groups, and you can assign access rights to user groups. For example, one user group might be able to
view only the resource integrity levels, another user group might be able to configure resources, and a third
user group might have root permissions to administer other users.

This chapter includes the following topics:

n “Create a User Account,” on page 67

n “Importing LDAP Users,” on page 68

n “Configuring User Groups and Access Rights,” on page 72

n “Set Password Policies,” on page 75

n “Maintaining Users and User Groups,” on page 75

n “Run the User Audit Report,” on page 77

Create a User Account
You must create a user account for each person who uses vCenter Operations Manager. You can create users
from the vCenter Operations Manager user interface.

If you use an LDAP user database, you can also import some or all of your LDAP users into
vCenter Operations Manager. See “Importing LDAP Users,” on page 68.

NOTE   In a vApp installation, users that you create from the Custom user interface do not have access to the
vSphere user interface.

Procedure

1 Select Admin > Security.

2 Click the User Management tab and click the Add New User Account icon in the User Accounts pane.

3 Type the user's first and last names, the user name and password for the user account, and the user's
email address.

4 (Optional) Type information about the user in the Description text box, such as the purpose of the
user's interaction with vCenter Operations Manager.
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5 Select the Is Enabled check box to activate the user profile.

If you do not select this check box, the user account is inactive and the user cannot log in to
vCenter Operations Manager.

6 Deselect the Is Locked check box.

If you select this check box, the user account is locked and the user cannot use
vCenter Operations Manager.

7 Select Change Pswd At Next Login to force the user to change his or her password at the next login.

8 Click OK to save your configuration.

After vCenter Operations Manager creates the user account, the account appears in the User Accounts pane.
By default, new users are set to use the light color scheme, the local browser time, and to have no
administrative privileges.

What to do next

Assign the user to a user group. See “Assign a User to a User Group,” on page 74.

Importing LDAP Users
If you use an LDAP database to manage users and groups, you can import users from one or more groups to
vCenter Operations Manager. When you import LDAP users, you can create user records and assign them
to vCenter Operations Manager groups in one operation.

When you import LDAP users to vCenter Operations Manager, only the user name is imported. The user
password is not imported. When an LDAP user logs in, vCenter Operations Manager queries the LDAP
database to validate the password. LDAP users cannot change their passwords in
vCenter Operations Manager.

You can import LDAP users manually or with autosynchronization. When you import LDAP users
manually, vCenter Operations Manager retrieves the users that match your criteria. With
autosynchronization, you map LDAP groups to vCenter Operations Manager groups. Autosynchronization
runs at specified intervals. You can import LDAP users manually at any time.

Before you can import LDAP users, you must define the LDAP host in vCenter Operations Manager. To use
SSL to communicate securely with the LDAP server, you must import a security certificate on the
vCenter Operations Manager server.

n Add or Modify an LDAP Host Definition on page 69
To import LDAP users, you must define the LDAP host in vCenter Operations Manager. You can also
modify existing LDAP host definitions.

n Configure Secure Communication for LDAP Import on page 70
You can import a security certificate to the vCenter Operations Manager server truststore file to
communicate securely with an LDAP host.

n Import LDAP Users Manually on page 70
When you import LDAP users manually, vCenter Operations Manager retrieves the LDAP users that
match your criteria. You can import all users, or select specific users, and assign users to
vCenter Operations Manager groups. You can manually import users at any time.

n Import LDAP Users with Autosynchronization on page 71
With autosynchronization, you map LDAP groups to vCenter Operations Manager groups. The
import retrieves all members of the LDAP groups and adds them to the mapped
vCenter Operations Manager groups.
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n Stop Importing LDAP Users on page 72
You can configure the autosynchronization feature to stop importing LDAP users to a
vCenter Operations Manager group.

Add or Modify an LDAP Host Definition
To import LDAP users, you must define the LDAP host in vCenter Operations Manager. You can also
modify existing LDAP host definitions.

Procedure

1 Select Admin > Security.

2 In the User Accounts pane, click the Import From LDAP icon.

3 Add, edit, or delete an LDAP host.

Option Action

Add a new LDAP host Click Add.

Modify an LDAP host definition Select an LDAP host definition and click Edit.

Remove an LDAP host definition Click Delete
 

4 Define or modify the LDAP host settings.

Option Action

LDAP Description Type a unique description for the LDAP host.

LDAP Host Name Type the LDAP host name or IP address.

Port Type the port number to connect to the LDAP host.

SSL Select if you imported an SSL certificate for LDAP import. You can use SSL
only if you imported a security certificate in the
vCenter Operations Manager server trust store.

Username Field Select or type the LDAP field to use as the user name in
vCenter Operations Manager.

Base DN Type the base distinguished name for the user search. Only users under
this base will be found.

Username Type the user name to connect to the LDAP database.

Password Type the password to connect to the LDAP database.
 

5 (Optional) To limit the users that vCenter Operations Manager finds on the LDAP host when you
import LDAP users, type values in the search criteria and attribute text boxes.

All of the text boxes are optional.

Option Description

Group Search Criteria The LDAP search criteria for finding groups. If you do not specify group
search criteria, vCenter Operations Manager uses the default search
parameters (|(objectClass=group)(objectClass=groupOfNames)).

Member Attribute The name of the attribute of a group object that contains the list of
members. If you do not specify a member attribute,
vCenter Operations Manager uses member by default.

User Search Criteria The LDAP search criteria for finding and caching specific users that the
member field looks up. Type sets of key=value pairs, for example, (|
(key1=value1)(key2=value2)). If you do not specify search criteria,
vCenter Operations Manager searches for each user separately and the
search operation might be time consuming.
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Option Description

Member Match Field The attribute name of a User object to be matched with the Member entry
from the Group object. If you do not specify an attribute name,
vCenter Operations Manager treats the Member entry as a DN.

LDAP Context Attributes Additional attributes to apply to the LDAP context environment. Type sets
of key=value pairs separated by commas, for example,
java.naming.referral=ignore,java.naming.ldap.deleteRDN-
false.

 
6 Click OK to save the LDAP host definition.

What to do next

If you configured SSL for the LDAP host, import a security certificate. See “Configure Secure
Communication for LDAP Import,” on page 70.

Configure Secure Communication for LDAP Import
You can import a security certificate to the vCenter Operations Manager server truststore file to
communicate securely with an LDAP host.

Prerequisites

n Obtain a security certificate.

n Become familiar with how to start and stop the vCenter Operations Manager Web service. See “Start or
Stop vCenter Operations Manager Services,” on page 108.

Procedure

1 Open a command prompt on the vCenter Operations Manager server.

2 Use the keytool utility to import the security certificate to the server truststore file.

For example:

"vcenter-ops\jre\bin\keytool.exe" -import -alias NDSCERT -file certificate.cer -keystore

"vcenter-ops\user\conf\truststore" -storepass oxygen

certificate.cer is the name of the security certificate.

3 Restart the vCenter Operations Manager Web service.

Import LDAP Users Manually
When you import LDAP users manually, vCenter Operations Manager retrieves the LDAP users that match
your criteria. You can import all users, or select specific users, and assign users to
vCenter Operations Manager groups. You can manually import users at any time.

Prerequisites

n Define the LDAP host in vCenter Operations Manager. See “Add or Modify an LDAP Host Definition,”
on page 69.

n Verify that you have the Import From LDAP access right.

Procedure

1 Select Admin > Security.

2 In the User Accounts pane, click the Import from LDAP icon.
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3 Select the LDAP host from the Ldap Host drop-down menu.

vCenter Operations Manager populates the user name and password text boxes by using values from
the LDAP host definition.

4 Click Lookup.

vCenter Operations Manager searches the LDAP data and lists all of the users that it finds. If the search
returns a user who is already imported to vCenter Operations Manager, that row is dimmed and
locked. You cannot reimport users.

5 Select the users to import.

Option Description

Import all of the users in an LDAP
group

Check Import All for that group.

Import an individual user in an
LDAP group

Click in the Import column and select true.

 
6 For each user that you selected to import, select the vCenter Operations Manager group to which to add

the user in the Groups column.

7 Click Import.

If you try to import a user who has the same name as a user in vCenter Operations Manager, a message
states that one or more users could not be imported and the row for the user is yellow.

After the LDAP users are imported, their user accounts appear in the User Accounts pane.

Import LDAP Users with Autosynchronization
With autosynchronization, you map LDAP groups to vCenter Operations Manager groups. The import
retrieves all members of the LDAP groups and adds them to the mapped vCenter Operations Manager
groups.

By default, autosynchronization runs at one hour intervals. If you are an advanced user, you can change the
autosynchronization interval by editing the ldapSyncInterval property in the vcenter-
ops\user\conf\web\web.properties file.

Prerequisites

n Define the LDAP host in vCenter Operations Manager. See “Add or Modify an LDAP Host Definition,”
on page 69.

n Verify that you have the Import From LDAP access right.

Procedure

1 Select Admin > Security.

2 In the User Accounts pane, click the Import from LDAP icon.

3 Select the LDAP host from the Ldap Host drop-down menu and click Edit.

4 Select the Auto Sync check box to enable autosynchronization.

The Account Groups and LDAP Groups lists appear at the bottom of the window.

5 Click Load LDAP Groups.

vCenter Operations Manager populates the LDAP Groups list.

6 In the Account Groups pane, select a vCenter Operations Manager group.

7 Click the Add Group icon.
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8 Select the LDAP group to import to the vCenter Operations Manager group that you selected.

9 Repeat Step 6 through Step 8 for each LDAP group to import.

10 Click OK to save your configuration.

The next time that autosynchronization runs, vCenter Operations Manager retrieves the members of the
LDAP groups that you selected and adds them to the mapped vCenter Operations Manager groups.

Stop Importing LDAP Users
You can configure the autosynchronization feature to stop importing LDAP users to a
vCenter Operations Manager group.

Prerequisites

Verify that you have the Import From LDAP access right.

Procedure

1 Select Admin > Security.

2 In the User Accounts pane, click the Import from LDAP icon.

3 Select the LDAP host and click Edit.

4 Select the Auto Sync check box to enable autosynchronization.

The Account Groups and LDAP Groups lists appear at the bottom of the window.

5 Click Load LDAP Groups.

vCenter Operations Manager populates the LDAP Groups list.

6 In the Account Groups pane, select the vCenter Operations Manager group.

7 Click the Remove Groups icon.

The LDAP Groups list shows all of the LDAP groups that were imported to the selected
vCenter Operations Manager group.

8 Select the LDAP group to stop importing to the selected vCenter Operations Manager group.

9 Click OK to save your configuration.

vCenter Operations Manager stops importing LDAP users to the vCenter Operations Manager group that
you selected. The next autosynchronization also removes any existing users from the selected
vCenter Operations Manager group.

Configuring User Groups and Access Rights
You can place each user in one or more user groups, and you can assign access rights to user groups. The
access rights that you assign to a user group determine the vCenter Operations Manager features that
members of the user group can use. vCenter Operations Manager provides several predefined user groups.
You can also create your own custom user groups.

Perform access rights-related tasks only when you are logged in as a user who has administrative privileges.

n Predefined User Groups on page 73
vCenter Operations Manager includes several predefined user groups.

n Add a User Group on page 73
If the predefined user groups do not meet your needs, you can create your own user groups.
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n Configure Access Rights for a User Group on page 74
To enable users to perform certain actions in vCenter Operations Manager, you must assign access
rights to each user group. You define which menus users within a user group can access and the
actions that the users can perform.

n Assign a User to a User Group on page 74
You can assign any number of users to a user group, and each user can belong to any number of
groups. You can create administrators in addition to the default admin user by assigning users to the
Administrators group.

Predefined User Groups
vCenter Operations Manager includes several predefined user groups.

Table 6‑1.  Predefined User Groups

Group Description

Administrators Have full access to the system.

Operators Can manage the environment, but cannot manage users and user groups or edit the
password policy.

Users Can view the environment, including the Environment Overview, Applications Overview,
Alerts Overview, Cross-Silo Analysis, and Problem Fingerprint Library pages. Members of
this group can also view the support Status tab and run performance, behavior, and
anomaly correlation reports.

Add a User Group
If the predefined user groups do not meet your needs, you can create your own user groups.

Prerequisites

Become familiar with the predefined user groups. See “Predefined User Groups,” on page 73.

Procedure

1 Select Admin > Security.

2 On the User Management tab, click the Add New Group icon in the Account Groups pane.

3 Type a name for the user group in the Group name text box.

4 (Optional) Type a description for the user group in the Description text box.

The description can include information about the group, such as the purpose of the group's interaction
with vCenter Operations Manager.

5 Click OK to save your configuration.

The new user group appears in the Account Groups pane.

What to do next

Assign access rights to the user group. See “Configure Access Rights for a User Group,” on page 74.
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Configure Access Rights for a User Group
To enable users to perform certain actions in vCenter Operations Manager, you must assign access rights to
each user group. You define which menus users within a user group can access and the actions that the
users can perform.

Prerequisites

Add user groups to vCenter Operations Manager. See “Add a User Group,” on page 73.

Procedure

1 Select Admin > Security.

2 On the Access Rights tab, select the user group under Account Groups.

3 In the Access Rights pane on the right, select the check box for each menu and menu option that group
members can access.

The Access Rights pane contains an expandable list of access rights for actions that you can perform in
the vCenter Operations Manager menus. The Administrative Access right provides access to the Admin
menu. If the check box for an access right is deselected, group members cannot perform the associated
action.

4 Click the Save Changes icon to save the access rights for the user group.

What to do next

Add users to the user group. See “Assign a User to a User Group,” on page 74.

Assign a User to a User Group
You can assign any number of users to a user group, and each user can belong to any number of groups.
You can create administrators in addition to the default admin user by assigning users to the Administrators
group.

NOTE   Only by the admin user can perform some vCenter Operations Manager features, such as querying
the vCenter Operations Manager database.

Prerequisites

n Become familiar with the predefined user groups. See “Predefined User Groups,” on page 73.

n If the predefined user groups do not meet your needs, create new user groups. See “Add a User
Group,” on page 73.

Procedure

1 Select Admin > Security.

2 On the User Management tab, select a user in the User Accounts pane.

You can press Ctrl+click to select multiple individual users or Shift+click to select a range of users.

3 Drag the user to the Account Groups pane and drop it into the user group.
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Set Password Policies
You can configure the account lockout, password strength, and password change policy settings for
vCenter Operations Manager user passwords.

NOTE   vCenter Operations Manager sessions time out after 30 minutes of inactivity and require users to log
in again. You cannot change this timeout value.

Procedure

1 Select Admin > Security.

2 Select the Password Policy tab.

3 In the Account Lockout Policy group, configure the account lockout settings.

Option Description

Active Locks users out of vCenter Operations Manager after the number of failed
login attempts specified in Allowed Login Attempts.

Allowed Login Attempts The number of login attempts that a user can attempt before being locked
out of vCenter Operations Manager.

 
4 In the Password Strength Policy group, configure the password strength policy settings.

Option Description

Active Select this check box to set password strength requirements.

Password Min Length The minimum number of characters that a password can contain.

Password Must Have Letters and
Numbers

Select this check box to require passwords to contain at least one letter and
at least one number.

Password Must Not Equal To User Select this check box to prevent users from using their user name as their
password.

 
5 In the Password Change Policy group, configure the password change policy settings.

Option Description

Active Forces users to change their passwords after the number of days specified
in Password Expiration Period.

Password Expiration Period (days) Number of days before users are forced to change their passwords.

Password Prior Expiration Warn
Period (days)

Number of days before a password expires that users are warned that their
passwords are about to expire.

 
6 Click the Save Policy icon to save your configuration.

Maintaining Users and User Groups
To maintain users and user groups in vCenter Operations Manager, you might need to add, remove, or edit
user accounts and user groups.

Edit a User Account
When you edit a user account, you can change user and password information. You can also activate,
deactivate, lock out, or unlock a user account.

If you imported a user from LDAP, you cannot change user name or password-related information, but you
can edit other user information.
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Procedure

1 Select Admin > Security.

2 On the User Management tab, select the user and click the Edit Selected User Account icon.

3 Type different values in the appropriate text boxes to modify the user's first and last name, user name,
password, email address, or description.

4 Change the user account options to modify the behavior of the user account.

Option Action

Enable or disable the user account Select or deselect the Is Enabled check box. When a user account is
disabled, it becomes inactive and the user cannot log in to
vCenter Operations Manager.

Lock or unlock the user account Select or deselect the Is Locked check box. When a user account is locked,
the user cannot use vCenter Operations Manager.

Change the password change
policy

Select or deselect the Change Pswd At Next Login check box.

 
5 Click OK to save your changes.

Remove a User Account
You can remove a user account from vCenter Operations Manager.

Procedure

1 Select Admin > Security.

2 On the User Management tab, select the user account in the User Accounts pane and click the Remove
Selected User Account icon.

3 Click Yes in the confirmation window to delete the user account.

Edit a User Group
When you edit a user group, you can change its name and description.

Procedure

1 Select Admin > Security.

2 On the User Management tab, select the user group in the Account Groups pane and click the Edit
Selected Group icon.

3 Modify the user group information.

You can change the user group name and description.

4 Click OK to save your changes.

Remove a User Group
If you do not need a user group, you can remove it.

Procedure

1 Select Admin > Security.

2 On the User Management tab, select the user group in the Account Groups pane and click the Remove
Selected Group icon.

3 Click Yes in the confirmation window to remove the user group.
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Run the User Audit Report
The User Audit report shows information about the users, groups, and access rights configuration of a
vCenter Operations Manager system. For each user, it shows the groups that the user belongs to and the
access rights that are granted to each group. The access rights are arranged by group.

Procedure

1 Select Admin > User Audit Report.

2 Select the report format from the Report type drop-down menu.

3 Click Submit.

The User Audit Report window appears.
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Configuring Alert Notifications 7
vCenter Operations Manager generates an anomaly when a metric violates its threshold. If
vCenter Operations Manager determines that the current combination of anomalies indicates a real problem,
it generates an alert. An alert is a notification to inform you of an abnormal condition that might require
attention.

Alerts appear in the vCenter Operations Manager user interface on the Alerts Overview page, in the alert
watch list, and in the Alerts widget. If a vCenter Operations Manager administrator sets up the alert
notification feature, users can find out about alerts even when they are not using
vCenter Operations Manager.

This chapter includes the following topics:

n “Configuring and Modifying Alert Handler Instances,” on page 79

n “Configuring Email Alert Notifications,” on page 83

n “Modifying Email Alert Notifications,” on page 93

n “Configuring Mulitilevel Alert Rules,” on page 97

n “Configuring Hint Text for Alerts,” on page 99

n “Configure Alerts for vCenter Server Events,” on page 103

n “Retrieve Keys from the vCenter Operations Manager Database,” on page 103

Configuring and Modifying Alert Handler Instances
An alert handler sends alert notifications. You can configure alert handler instances to send alert
notifications as email messages or SNMP traps, or to save alert notifications in a log file. If you use EMC
Smarts, you can configure an alert handler instance to send notifications to the SAMS Global Console. You
can create an unlimited number of alert handler instances.

An alert handler instance sends alert notifications for all new, updated, and canceled alerts. If an attempt to
send an alert notification fails, the handler continually retries the notification. After five minutes, if all alert
notification attempts fail, the handler generates an administrative system alert and continues to retry the
notification until it succeeds.

n Add or Edit an Email Alert Handler Instance on page 80
To send alert notifications to users in email messages, you must create an alert handler that sends alert
notifications to an email filter.

n Add or Edit an SNMP Trap Alert Handler Instance on page 81
An SNMP trap alert handler instance sends all alerts, of all types, as SNMP traps to a destination host
that you specify. Any filtering, by alert type or any other critieria, must be done on the destination
host.
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n Add or Edit a Log File Alert Handler Instance on page 81
A log file alert handler instance saves alert nominations to a log file on the
vCenter Operations Manager server.

n Add or Edit an EMC Smarts Alert Handler Instance on page 82
If you use vCenter Operations Manager with EMC Smarts, you can configure an alert handler instance
to send alerts directly to the EMC Smarts SAM Global Console.

n Start or Stop an Alert Handler Instance on page 83
You can start and stop alert handler instances from the vCenter Operations Manager user interface.

n Delete an Alert Handler Instance on page 83
If you do not need an alert handler instance, you can delete it.

Add or Edit an Email Alert Handler Instance
To send alert notifications to users in email messages, you must create an alert handler that sends alert
notifications to an email filter.

Prerequisites

Set up filtering rules, define email templates, and configure email alert notification settings. See 
“Configuring Email Alert Notifications,” on page 83.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Add or edit an email alert handler instance.

Option Action

Add an email alert handler instance a Click the Add Alert Handler icon.
b Select Email from the Outbound Alert Type drop-down menu.
c Type a name for the alert handler instance in the Instance Name text

box.

Edit an email alert handler instance Select the alert handler instance and click the Edit Alert Handler icon. You
cannot change the outbound alert type.

 
3 Configure or modify the email alert handler settings.

Option Description

SMTP_HOST Type the IP address of the SMTP server. The SMTP server delivers email
messages to the recipients of the alert notifications.

SMTP_PORT Type the SMTP port number. The default value is 25.
 

4 Click Test to test the filter.

vCenter Operations Manager verifies that the SMTP host and port you specified are valid and checks
the syntax and data of the emailFilter.xml file.

5 Click OK to save your configuration.

vCenter Operations Manager starts the alert handler instance.
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Add or Edit an SNMP Trap Alert Handler Instance
An SNMP trap alert handler instance sends all alerts, of all types, as SNMP traps to a destination host that
you specify. Any filtering, by alert type or any other critieria, must be done on the destination host.

The MIB file vcenter-ops\user\plugins\outbound\snmp_alertplugin\mibs\VMWARE-VCOPS-EVENT-MIB.mib
contains the information that you need to enable the receiving party to interpret the traps.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Add or edit an SNMP trap alert handler instance.

Option Action

Add an SNMP trap alert handler
instance

a Click the Add Alert Handler icon.
b Select SNMP Trap from the Outbound Alert Type drop-down menu.
c Type a name for the alert handler instance in the Instance Name text

box.

Edit an SNMP trap alert handler
instance

Select the alert handler and click the Edit Alert Handler icon. You cannot
change the outbound alert type.

 
3 Configure or modify the alert handler settings.

Option Action

Instance Name Type a name for the alert handler instance.

destination_host Type the IP address of the SNMP trap receiving host.

port Type the port number to use. The default port number for SNMP traps is
162.

community Type the community name of the SNMP trap receiver. The default is
public.

 
4 Click Test to send a test trap with test data to the configured destination.

If the attempt fails, vCenter Operations Manager generates an error message.

5 Click OK to save your configuration.

vCenter Operations Manager starts the alert handler instance.

Add or Edit a Log File Alert Handler Instance
A log file alert handler instance saves alert nominations to a log file on the vCenter Operations Manager
server.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Add or edit a log file alert handler instance.

Option Action

Add a log file alert handler instance a Click the Add Alert Handler icon.
b Select Log File from the Outbound Alert Type drop-down menu.
c Type a name for the alert handler instance in the Instance Name text

box.

Edit a log file alert handler instance Select the alert handler instance and click the Edit Alert Handler icon. You
cannot change the outbound alert type.
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3 Configure or modify the alert handler settings.

Option Action

Instance Name Type a name for the alert handler instance.

Alert Output Folder Type the log file path. The path must be on the
vCenter Operations Manager Server. The complete path must be no longer
than 50 characters. If the path is too long, vCenter Operations Manager
cannot update the alert instance.

 
4 Click OK to save your configuration.

NOTE   You cannot use the Test button to test a log file alert handler instance.

vCenter Operations Manager starts the alert handler instance.

Add or Edit an EMC Smarts Alert Handler Instance
If you use vCenter Operations Manager with EMC Smarts, you can configure an alert handler instance to
send alerts directly to the EMC Smarts SAM Global Console.

When you use an EMC Smarts alert handler, EMC Smarts users can see vCenter Operations Manager alert
information and can open vCenter Operations Manager to see alert details from their EMC Smarts display.

Prerequisites

Obtain the broker name, SAM server name, and user name and password for your EMC Smarts
configuration. See the Integration Guide for VMware vCenter Operations Manager and EMC Smarts.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Add or edit an EMC Smarts alert handler instance.

Option Action

Add an EMC Smarts alert handler
instance

a Click the Add Alert Handler icon.
b Select Email from the Outbound Alert Type drop-down menu.
c Type a name for the alert handler instance in the Instance Name text

box.

Edit an EMC Smarts alert handler
instance

Select the alert handler instance and click the Edit Alert Handler icon.
When you edit an alert handler instance, you cannot change the outbound
alert type.

 
3 Configure the alert handler settings.

Option Action

Instance Name Type a name for the alert handler instance.

Broker Type the broker name, SAM server name, and user credentials for your
Smarts configuration.

SAM Server Type the name of the SAM server.

User Name Type the user name.

Password Type the password.
 

4 Click Test to test the alert handler instance.

vCenter Operations Manager verifies that all required fields contain values and tries to connect to EMC
Smarts.
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5 Click OK to save your configuration.

vCenter Operations Manager starts the alert handler instance.

Start or Stop an Alert Handler Instance
You can start and stop alert handler instances from the vCenter Operations Manager user interface.

NOTE   When you create an alert handler instance, vCenter Operations Manager starts it for you.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Select the alert handler instance.

Option Action

Start the alert handler instance Click the Start button on the toolbar at the top of the page. The Alert
Handler Status column shows Started when the instance is activated.

Stop the alert handler instance Click the Stop button on the toolbar at the top of the page. The Alert
Handler Status column shows Stopped when the instance is deactivated.

 

Delete an Alert Handler Instance
If you do not need an alert handler instance, you can delete it.

Procedure

1 Select Admin > Configure Outbound Alert.

2 Select the alert handler instance and click the Delete Alert Handler icon.

3 Click Yes to confirm the deletion.

Configuring Email Alert Notifications
Configuring email alert notifications involves adding filtering rules, defining email templates, and
configuring email alert notification settings.

A filtering rule is a set of conditions and email addresses. The vCenter Operations Manager email plug-in
uses filtering rules to send email alert notifications to the proper users based on the affected application,
resource kind, alert level, and other criteria.

An email template definition specifies which email template file to use for a given alert type, subtype, and
status. An email template file defines the body text of an email alert notification.

vCenter Operations Manager provides several default email template files. You can also create your own
custom email template files. In general, you use the default email template files for most notifications and
create custom email template files for users that require different information in their notifications. You can
create custom email template files before or after you configure email template definitions.

You typically have more email template file definitions than email template files. Most email template
definitions point to the same email template file, even though they are for different combinations of alert
types and recipients.

Chapter 7 Configuring Alert Notifications

VMware, Inc.  83



emailFilter.xml File
emailFilter.xml is an XML file that defines the filtering rules and template files to use for email alert
notifications. The file also contains general settings that apply to all email alert notifications.

IMPORTANT   Do not edit emailFilter.xml directly unless you are familiar with XML structure and syntax. A
formatting mistake might prevent email alert notifications from working. If you edit emailFilter.xml
directly, make a backup copy of the file before you change it.

After you edit the emailFilter.xml file, you must restart the email filter plug-in instance in
vCenter Operations Manager to make your changes take effect.

Sample emailFilter.xml File
This sample emailFilter.xml file shows the entire content of emailFilter.xml contained within the
<EmailFilter> and </EmailFilter> tags. None of the entries are case-sensitive.

<EmailFilter >

  <Templates>

    <Template alert_type="Administrative" alert_subtype="Environment"

      status="New">New-Administrative-Environment.html</Template>

    <Template alert_type="Administrative" alert_subtype="Environment"

      status="Cancel">Cancel-Administrative-Environment.html</Template>

    <Template alert_type="Administrative" alert_subtype="System"

      status="New">New-Administrative-System.html</Template>

    <Template alert_type="Administrative" alert_subtype="System"

      status="Cancel">Cancel-Administrative-System.html</Template>

...

  </Templates>

<SendFromEmail>name1@example.com</SendFromEmail>

  <FilterRule name="WebTierAlerts">

    <Conditions>

      <condition type="Application">Online Trading</condition>

      <condition type="Tier">Online Trading:Web</condition>

      <condition type="Tier">Online Trading:Web</condition>

      <condition type="Level">Critical</condition>

    </Conditions>

    <Addresses>

      <sendTo type="email">name2@example.com</sendTo>

      <sendTo type="sms">9495554444@vtext.com </sendTo>

    </Addresses>

  </FilterRule>

  <FilterRule name="ResourceKindAlerts">

    <Conditions>

      <condition type="ResourceKind">OPEN_API:DEMO</condition>

      <condition type="Status">New</condition>

      <condition type="Tag">Location:NewYork</condition>

    </Conditions>

    <Addresses>

      <sendTo type="email">name3@example.com</sendTo>
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      <sendTo type="sms">9495551212@vtext.com</sendTo>

    </Addresses>

  </FilterRule>

</EmailFilter>

<Templates> Element
The first part of the emailFilter.xml file is a <Templates> element, which contains a series of <Template>
elements. Each element specifies the template file to use for alert email messages of a particular type,
subtype, and status. You can use the following types of template files.

Default templates Default template files, which are included with
vCenter Operations Manager, are designed to use with an alert type,
subtype, and status if a custom file is not specified for the recipient.
emailFilter.xml includes a <template> element for each default template. Do
not change these elements. To change the messages sent to all users for a
particular alert type, modify the default message template.

Custom templates Custom template files are unique to your installation and are designed for
particular users. The <template> element for a custom template includes a
<sendTo> attribute that specifies the recipient.

The following sample element is a default template.

<Template alert_type="ADMINISTRATIVE" alert_subtype="ENVIRONMENT" status="NEW">

New-Administrative-Environment.html</Template>

The following sample element is a custom template.

<Template sendTo="abc@example.com" alert_type="ADMINISTRATIVE" alert_subtype="ENVIRONMENT"

status="NEW">abc-New-Administrative-Environment.html</Template>
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Table 7‑1.  <template> Element Attributes

Attribute Description and Values

alert_type Alert type. Valid values are as follows:
n RESOURCE
n TIER
n APPLICATION
n FINGERPRINT_PREDICTION
n FINGERPRINT_GENERATION
n SMART
n CLASSIC
n ADMINISTRATIVE
n HEALTH
n RISK
n EFFICIENCY

alert_subtype Alert subtype.
Valid values for SMART alerts are as follows:
n EARLYWARNING
n KPI_BREACH
n KPI_PREDICTION
Valid values for CLASSIC alerts are as follows:
n KPI_HT_BREACH
n NOTIFICATION
n ABNORMALITY
Valid values for ADMINISTRATIVE alerts are as follows:
n SYSTEM
n ENVIRONMENT
Valid values for HEALTH alerts are as follows:
n WORKLOAD
n ANOMALY
n FAULT
Valid values for RISK alerts are as follows:
n TIME
n CAPACITY
n STRESS
n COMPLIANCE
Valid values for EFFICIENCY alerts are as follows:
n WASTE
n DENSITY

status Change in alert condition that generated the notification. Valid values are
NEW, UPDATE, and CANCEL.

sendTo Email address of the intended recipient. This attribute is used only with
custom templates.

The content of the <template> element is the file name of the template file.

Elements for General Settings
Email alert notifications use general settings.
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Table 7‑2.  Elements for General Options

Element Description

<SendFromEmail> (Optional) Sets the address to use as the from address for all email alert
notifications. If you do not include this element,
vCenter Operations Manager sends messages from the default email
sender address in the vcenter-ops\user\conf\email.properties
configuration file.

<FilterRule> Element
The rest of the emailFilter.xml file contains one or more <FilterRule> elements. Each <FilterRule> element
defines a set of conditions for an alert and one or more email addresses to which to send notifications for all
alerts that meet those conditions. <FilterRule> should have a name attribute. The name attribute can be any
text that describes the filter rule.

Each <FilterRule> has one or more conditions, which are contained in a <Conditions> tag. Each <condition>
element includes a type setting and a value to match. In the sample file, the following conditions are used in
the first rule:

<Conditions>

  <condition type="Application">Online Trading</condition>

  <condition type="Tier">Online Trading:Web</condition>

  <condition type=Level">Critical</condition>

</Conditions>

In this example, the rule contains three conditions. The first condition is of type Application and it checks
for the value Online Trading. The type setting defines the type of data to check for the matching value to
determine if the condition is met.

Table 7‑3.  Valid Type Settings

Type Description

AlertType Type of alert. For a list of alert types, see Table 7-1.
For example: <condition type="AlertType">ADMINISTRATIVE</condition>

AlertSubType Subtype of the alert. For the subtypes that you can use with each alert type, see Table 7-1.
For example: <condition type="AlertSubType">ENVIRONMENT</condition>

Application Name of a vCenter Operations Manager application. The condition matches if the alert is
for any resource in the application.
For example: <condition type="Application">OnlineTrading</condition>

Collector Unique name of a vCenter Operations Manager collector.
For example: <condition type="Collector">vCenter Operations
Collector</condition>

Level Minimum alert criticality level. Alerts of this level or above match this condition. Valid
types are NONE, INFO, WARNING, IMMEDIATE, and CRITICAL.
For example: <condition type="Level">immediate</condition>

ResourceKind Name of a resource kind in the format AdapterKind:ResourceKind.
For example: <condition type="ResourceKind">OPEN_API:DEMO</condition>

RootCauseTier Tier in an application. It is a match if one of the root causes of the alert is on the tier. You
must include the application name and the tier name in the format Application:Tier.
For example: <condition type="RootCauseTier">Online
Trading:Network</condition>

State State of the alert. Valid values are OPEN, ASSIGNED, SUSPENDED, and SUPPRESSED.
For example: <condition type="State">Open</condition>
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Table 7‑3.  Valid Type Settings (Continued)

Type Description

Status Status of the alert. Valid values are ACTIVE, NEW, or CANCEL.
For example: <condition type="Status">Cancel</condition>

Tag Tag name and value pair in the format TagName:TagValue.
For example: <condition type="Tag">Geo Location:Chicago</condition>

Tier Tier within an application. You must include the application name and the tier name in
the format Application:Tier. The condition matches if the alert is for any resource in the
tier.
For example: <condition type="Tier">Online Trading:Network</condition>

If the filter contains multiple conditions, an alert must meet all of the conditions to be considered a match
for the filter.

Following the conditions, each rule contains an <Addresses> element that contains one or more <sendto>
subelements, each of which specifies a single email address, the type of message to send, and a delay time
and resend time. The delay time and resend time are optional.

type Specifies the type of message to send, which is either email or sms. sms sends
the full alert message and sms sends only header information. The address is
the email address to which to send the notification.

resend Sets the repeat interval for the notification. For example, if the resend
interval is set to 60, vCenter Operations Manager sends a notification to the
address every hour for as long as the alert condition is met.

delay Interval between when an alert that meets the conditions of the filtering rule
occurs and when vCenter Operations Manager sends the first message to the
address. For example, you might want to delay the message if the recipient
should be notified only if the condition is not corrected within a specified
time period.

For example, the following element sends a notification to the email address name3@example.com.

<sendTo type="email" delay="120" resend="60">name3@example.com</sendTo>

In this example, the first message is sent two hours after the alert condition occurs and the message repeats
every hour until the condition is resolved.

You can enter as many <FilterRule> elements as necessary to filter alert notifications and send each
notification to the correct members of your organization. If an alert matches the conditions for more than
one filter, it is sent to the address for each condition that it matches.

Email Template File Format
An email template file can be in text (.txt) or HTML (.html) format. The default email template files are
HTML files.

Formatting Rules
Email template files must follow specific formatting rules.

n If you create an email template in HTML format, it must contain standard HTML formatting tags.

n An email template file can contain a single line for the message subject and any amount of text for the
message body.

n The subject line in an email template file must start with $$Subject=. The text that follows the equals
sign is the message subject. If you do not include a subject line, the message uses a default subject.
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n You must store custom email template files in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf\custom_templates directory.

Placeholders
All email template files can include placeholders, which are replaced with information from the alert. A
placeholder can be a replaced by a single value, such as an alert type, or it can represent multiple values,
such as the health of the parent or child resources. Placeholders must be enclosed in double braces ({{}}).
The subject line can contain only single-value placeholders.

Table 7‑4.  Placeholders

Single-Value Placeholders Multiple-Value Placeholders

{{AlertId}} {{KPIFiring}}

{{AlertStatus}} {{Anomalies}}

{{AlertType}} {{ChildrenHealth}}

{{AlertSubType}} {{ParentsHealth}}

{{AlertCriticality}} {{AlertRootCause}}

{{AffectedResourceName}} {{AlertRootCauseDetails}}

{{AffectedResourceKind}} {{AlertTrigger}}

{{AlertGenerateTime}}

{{AlertUpdateTime}}

{{AlertCancelTime}}

{{AlertMessage}}

{{AlertOwner}}

{{AlertSummaryLink}}

{{AlertDetailLink}}

{{vcopsServerName}}

{{FilterRuleName}}

{{ConsolidatedAffectedResourcesCount}}

{{ConsolidatedAffectedResourcesAddedCount}}

{{ConsolidatedAffectedResourcesRemovedCount}}

{{ConsolidatedAffectedResourcesCountChange}}

{{ConsolidatedAffectedResourcesList}}

{{AlertHints}}

Add a Filtering Rule
A filtering rule is a set of conditions and email addresses. The vCenter Operations Manager email plug-in
uses filtering rules to send email alert notifications to the proper users based on the affected application,
resource kind, alert level, and other criteria.

You define filtering rules in the emailFilter.xml file, which is in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.
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For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open to open emailFilter.xml or another XML file, or select Actions > New to create a
new XML file.

To review your changes before they take effect, you can create and modify other XML files.

3 Click the Add icon near the top right of the window to add a filtering rule.

4 Type a name for the filtering rule in the Rule name text box.

5 Click the Add icon near the top center of the window.

6 Select the condition type and condition value and click OK.

An alert must meet all of the conditions that you enter to be considered a match for the filter. You can
add any number of conditions for a filtering rule.

7 Click the Add icon near the top right of the window.

You can add any number of addresses for a filtering rule.

a From the Address type drop-down menu, select email to send the message subject and text, or
select SMS to send only the message subject to the email address.

b Type the destination email address in the Address value text box.

c (Optional) If the email address should receive messages at intervals while the alert condition
remains in effect, type a value in the Resend value text box.

For example, type 60 to send an alert notification email message every hour as long as the alert
condition is met.

d (Optional) To specify a delay between the time an alert meets the conditions of the filtering rule
and when vCenter Operations Manager sends the first message to the email address, type a value
in the Delay value text box.

For example, you might want to delay sending the message if the recipient should be notified only
if the condition is not corrected within a specific period of time.

e Click OK.

8 Click OK to close the Filtering Rule window.

9 Save your changes.

Option Action

Save your changes to the currently
open file

Select Actions > Save.

Save your changes to a different file Select Actions > Save As. The plug-in only reads emailFilter.xml.
 

10 Select Actions > Close to close the Configuration File editor.
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11 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Add an Email Template Definition
An email template definition specifies which email template file to use for a given alert type, subtype, and
status. An email template file defines the body text of an email alert notification.

You configure email template definitions in the emailFilter.xml file, which is located in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

vCenter Operations Manager provides several default email template files in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf\default_templates directory. If the default template
files do not meet your needs, you can create custom template files. For formatting requirements, see “Email
Template File Format,” on page 88. You can create custom email template files before or after you configure
email template definitions.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open to open emailFilter.xml or another XML file, or select Actions > New to create
an XML file.

To review your changes before they take effect, you can create or modify other XML files.

3 Click the Add icon near the top center of the window.

4 Define the alerts for which the template definition should be used.

Option Action

Alert Type Select the alert type.

Alert Sub-type Select the alert subtype.

Status Select the change in alert condition that generates the notification. Active
indicates that the existing alert was updated.

 
5 (Optional) To use the template definition for email alert notifications sent to a specific email address,

type the email address in the Send to text box.

This setting is an additional condition for the use of the template.
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6 In the Template text box, type the name of the email template file to use for the email alert notifications
that meet the conditions in the template definition.

The email template file does not have to exist. You can define the template and create the actual email
template file later.

7 Click OK to close the Email Template window.

8 Save your changes.

Option Action

Save your changes to the currently
open file

Select Actions > Save.

Save your changes to a different file Select Actions > Save As. The plug-in only reads the emailFilter.xml.
 

9 Click Actions > Close to close the Configuration File Editor.

10 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Configure General Settings for Email Alert Notifications
You can configure the subject for generic email messages, the email address from which alert notification
email messages are sent, and the number of minutes that vCenter Operations Manager waits before
checking the emailFilter.xml file for changes. These settings apply to all email alert notification messages.

You configure general settings for email alert notifications in the emailFilter.xml file, which is located in
the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 In the Subject text box, type the subject line to use for generic messages.

If vCenter Operations Manager cannot find a valid email template to use to send a particular alert
message, it sends a generic message to the defined recipient.

3 In the Email sender text box, type the email address from which to send alert notification email
messages.

NOTE   Do not type a value in the File reload time (minutes) text box. The file reload feature is obsolete.

VMware vCenter Operations Manager Administration Guide

92  VMware, Inc.



4 Select Actions > Save to save your changes to the currently open file, or select Actions > Save As to
save your changes to a different file.

The plug-in only reads the emailFilter.xml file.

5 Select Actions > Close to close the Configuration File editor.

6 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Modifying Email Alert Notifications
You can edit and delete filtering rules and email template definitions.

Edit a Filtering Rule
When you edit a filtering rule, you can modify the condition type, condition value, and email address values
for specific conditions.

You define filtering rules in the emailFilter.xml file, which is in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open to open emailFilter.xml or another XML file, or select Actions > New to create a
new XML file.

To review your changes before they take effect, you can create and modify other XML files.

3 Select the filtering rule from the list on the right.

4 Click the Edit icon near the top right of the window.

The list on the left shows the existing conditions for the filtering rule. The list on the right shows where
to send alert notifications if they meet the conditions for the rule.

5 To edit a condition, select the condition and click the Edit icon.

You can change the condition type or condition value.
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6 To edit an email address for a condition, select the address and click the Edit icon.

Option Description

Address type Select email to send both the message subject and text, or SMS to send
only the message subject to the email address.

Address value Type the destination email address.

Resend value (Optional) If the email address should receive messages at intervals while
the alert condition remains in effect, type a value in the Resend value text
box. For example, type 60 to send an alert notification email message every
hour as long as the alert condition is met.

Delay value (Optional) To specify a delay between the time an alert meets the
conditions of the filtering rule and when vCenter Operations Manager
sends the first message to the email address, type a value in the Delay
value text box. For example, you might want to delay sending the message
if the recipient should be notified only if the condition is not corrected
within a specific period of time.

 
7 Save your changes.

Option Action

Save your changes to the currently
open file

Select Actions > Save.

Save your changes to a different file Select Actions > Save As. The plug-in only reads emailFilter.xml.
 

8 Select Actions > Close to close the Configuration File editor.

9 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Delete a Filtering Rule
If you do not need a filtering rule, you can delete it.

You define filtering rules in the emailFilter.xml file, which is in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open and open emailFilter.xml.

3 Select the filtering rule from the list on the right.
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4 Click the Delete icon.

5 Select Actions > Save to save your changes to emailFilter.xml.

6 Select Actions > Close to close the Configuration File editor.

7 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Edit an Email Template Definition
When you edit an email template definition, you can change the alerts and email address for which the
template is used and specify a different email template file.

You configure email template definitions in the emailFilter.xml file, which is located in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84.

vCenter Operations Manager provides several default email template files in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf\default_templates directory. If the default template
files do not meet your needs, you can create custom template files. For formatting requirements, see “Email
Template File Format,” on page 88. You can create custom email template files before or after you edit email
template definitions.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open to open emailFilter.xml or another XML file, or select Actions > New to create
an XML file.

To review your changes before they take effect, you can create or modify other XML files.

3 Select the template definition in the list on the left.

4 Click the Edit icon near the top center of the window.

5 To change the alerts for which the template is used, select a different option from the appropriate drop-
down menu.

Option Action

Alert Type Select the alert type.

Alert Sub-type Select the alert subtype.

Status Select the change in alert condition that generates the notification. Active
indicates that the existing alert was updated.
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6 To change the email address for the template definition, type a different email address in the Send to
text box.

The template definition is used for email alert notifications sent to this email address.

7 To change the email template file to use, type the name of a different template file in the Template text
box.

The email template file does not have to exist. You can define the template and create the actual email
template file later.

8 Click OK to close the Email Template window.

9 Save your changes.

Option Action

Save your changes to the currently
open file

Select Actions > Save.

Save your changes to a different file Select Actions > Save As. The plug-in only reads the emailFilter.xml.
 

10 Click Actions > Close to close the Configuration File Editor.

11 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Delete an Email Template Definition
If you do not need an email template definition, you can delete it.

You configure email template definitions in the emailFilter.xml file, which is located in the vcenter-
ops\user\plugins\outbound\filter_alertplugin\conf directory.

If you are using the vCenter Operations Manager vApp, edit the emailFilter.xml file on the second virtual
machine.

For vCenter Operations Manager Standalone, you can edit emailFilter.xml directly or you can use the
Configuration File editor. This procedure describes how to use the Configuration File editor.

For the vCenter Operations Manager vApp, you must edit emailFilter.xml directly. You cannot use the
Configuration File editor with the vCenter Operations Manager vApp. For descriptions of the XML
elements in emailFilter.xml, see “emailFilter.xml File,” on page 84 for descriptions of the XML elements in
emailFilter.xml.

Procedure

1 To start the Configuration File editor, use any standard Windows method to run the file
FilterPluginConfEditor.jar.

FilterPluginConfEditor.jar is in the vcenter-ops\user\plugins\outbound\filter_alertplugin\conf
directory.

2 Select Actions > Open and open emailFilter.xml.

3 Select the email template definition from the list on the left.

4 Click the Delete icon.

5 Select Actions > Save to save your changes to emailFilter.xml.

6 Click Actions > Close to close the Configuration File Editor.
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7 To make your changes take effect, restart the email filter plug-in.

a In vCenter Operations Manager, select Admin > Configure Outbound Alert.

b Select the email filter plug-in instance and click the Stop icon.

c Select the email filter plug-in instance and click the Start icon.

Configuring Mulitilevel Alert Rules
You can configure complex alert rules that evaluate multiple conditions on related resources. For example,
you can write a multilevel alert rule that generates an alert if the workload on a virtual machine exceeds A
for B cycles, health is below C, and the host's CPU use is above the dynamic threshold.

Because the hard threshold conditions in multilevel alert rules do not generate additional alerts, the
multilevel alert feature reduces the number of alerts and lets you focus only on important alerts.

Multilevel alert rules do not have a specific alert type in the vCenter Operations Manager user interface. The
user interface shows a multilevel alert as KPI HT alerts, but the alert description identifies the alert as Multi
Level Rule. Rule details and triggers appear in the Reason pane on the Alert Details page. Multilevel alerts
are also visible as KP HT Breach in the mashup chart for the alert and the INFO field shows the rule details.

Multilevel Alert Rules XML File Format
The multi-level-alert-rules.xml file contains elements and attributes that define multilevel alert rules.

The following sample multi-level-alert-rules.xml file contains a multilevel alert rule that includes nested
conditions and dynamic threholds.

<rules> 

<rule tag="some text here" alert="VirtualMachine" attributeKey="System Attributes|health" 

criticality="critical"> 

<cond operator="and"> 

<cond type="ht" operator="&lt;=" cancelCycles="5" waitCycles="3"> 

<token resourceKind="VirtualMachine" attributeKey="System Attributes|health" /> 

<value>100</value> 

</cond> 

<cond operator="and"> 

<cond type="ht" operator="&gt;" cancelCycles="5" waitCycles="3"> 

<token resourceKind="HostSystem" attributeKey="summary|workload" /> 

<value>0</value> 

</cond> 

<cond type="dt" operator="below"> 

<token resourceKind="VirtualMachine" attributeKey="cpu|usage_average" /> 

</cond> 

</cond> 

</cond> 

</rule> 

</rules>

<rule> Element
The <rule> element defines a multilevel alert rule. The <rule> element contains several attributes.
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Table 7‑5.  <rule> Element Attributes

Attribute Description

tag Specifies a text string. vCenter Operations Manager adds this text to the information string of
alerts that the rule triggers.

alert Specifies the resource kind on which the alert is defined. vCenter Operations Manager checks all
resources of the specified resource kind if the resource or its parents satisfy the rule. For example,
the rule VirtualMachine cpu_usage > 50 AND HostSystem cpu_usage 50 defines an alert
on VirtualMachine.

attributeKey The attribute key of an attribute. You can obtain attribute keys from the
vCenter Operations Manager database. See “Retrieve Keys from the vCenter Operations Manager
Database,” on page 103.

criticality Criticality level of the alert. Valid values are critical, immediate, info, none, and warning.

<cond> Element
The <rule> element can contain one or more <cond> elements. Each <cond> element defines a condition. You
can nest <cond> elements.

The <cond> element contains several attributes.

Table 7‑6.  <cond> Element Attributes

Attribute Description

operator Arithmetic operator. Valid values are and and or. You can nest operators.

type Threshold type. Valid values are ht for hard threshold and dt for dynamic threshold.
Operators for ht are >, >=, <=, =, and !=. You must escape operators, for example, < is &lt.
Operators for dt are above, below, and abnormal.

Add a Multilevel Alert Rule
To add a multilevel alert rule, you define a rule in the multi-level-alert-rules.xml file.

Leaving the multi-level-alert-rules.xml file empty disables the multilevel alert rule feature.

Prerequisites

Become familiar with the syntax of the multi-level-alert-rules.xml file. See “Multilevel Alert Rules XML
File Format,” on page 97.

Procedure

1 Open the multi-level-alert-rules.xml file in the vcenter-ops\user\conf\analytics directory.

In a vApp installation, the multi-level-alert-rules.xml file is in the Analytics virtual machine.

2 Add the rule to the multi-level-alert-rules.xml file.

3 Save your changes and close the multi-level-alert-rules.xml file.

Your changes take effect the next time vCenter Operations Manager reads the multi-level-alert-rules.xml
file. By default, vCenter Operations Manager reads the multi-level-alert-rules.xml every 30 minutes. You
can change this interval by modifying the multiLevelAlertRulesUpdateInterval property in the vcenter-
ops\user\conf\analytics\advanced.properties file.

Each time vCenter Operations Manager parses the multi-level-alert-rules.xml file, it cancels alerts that
do not have corresponding rules.
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Configuring Hint Text for Alerts
You can configure hint text for all types of alerts. Alert hint text can appear on the Alert Detail page in the
Custom user interface or in email alert notifications.

You configure hint text that appears in the user interface in the alert-hints.xml file.

You use the {{AlertHints}} placeholder in an email template file to configure alert hint text for email alert
notifications. For more information, see “Configuring Email Alert Notifications,” on page 83.

Alert Hint Text XML File Format
The alert-hints.xml file contains elements and attributes that define alert hint text. An alert hint text
definition is composed of a condition and alert hint text. For the hint text to appear in the user interface for
an alert, the alert must meet the defined condition.

<condition> Element
The <condition> element defines the conditions that an alert must meet for the hint text to appear in the user
interface for the alert. If an alert satisfies more than one condition, all of the associated hint text appears for
the alert.

The <condition> element contains several attributes. None of the attributes are required.

Table 7‑7.  <condition> Element Attributes

Attribute Description

attributeKey Matches an attribute key associated with the alert. You can obtain attribute keys from the
vCenter Operations Manager database. See “Retrieve Keys from the vCenter Operations
Manager Database,” on page 103 .
NOTE   Specify all metrics by attribute key, except for super metrics. Specify super metrics by
name.

resourceKind Matches the resource kind key associated with the alert.

minDuration Duration of the alert, in minutes, must be greater than or equal to this value.

criticality Matches the criticality level of the alert. Valid values are critical, immediate, info, none, and
warning.

alertType Matches the type of the alert. Valid values are as follows:
n Resource Alerts
n Tier Alerts
n Business Service Alerts
n Fingerprint Prediction Alerts
n Fingerprint Generation Alerts
n Notification Alerts
n System Alerts
n Smart Alerts
n Classic Alerts
n Administrative Alerts
n Health Alerts
n Risk Alerts
n Efficiency Alerts
n Consolidated Alerts
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Table 7‑7.  <condition> Element Attributes (Continued)

Attribute Description

alertSubtype Matches the subtype of the alert. Valid values are as follows:
n Smart Early Warning
n Smart KPI Breach
n Smart KPI Prediction
n Classic KPI HT Breach
n Classic Notification
n Administrative System
n Administrative Environment
n Abnormality
n Workload
n Anomalies
n Faults
n Time Remaining
n Capacity Remaining
n Stress
n Waste
n Density

infoRegEx Regular expression that matches the info of the alert.
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Table 7‑7.  <condition> Element Attributes (Continued)

Attribute Description

eventClass Class of an event that is part of the alert. Valid values are as follows:
n empty
n dt
n ht
n failure
n system
n cusum
n noise
n prediction
n environment
n change
n notification
n fault
n multilevel ht
For this attribute to be evaluated, you must also specify attributeKey.
vCenter Operations Manager checks only events that have a matching attributeKey value.

eventSubclass Subclass of an event that is part of the alert. Valid values are as follows:
n above
n below
n down
n exception
n extevent
n outofrange
n rateabove
n ratebelow
n not collected
n collector down
n abnormal dt
n fingerprint
n perform degradation
n change
n equal
n not equal
n corrupt
For this attribute to be evaluated, you must also specify attributeKey.
vCenter Operations Manager checks only those events that have a matching attributeKey
value.

<text> Element
The <text> element defines the hint text that appears in the user interface when the alert meets the condition
defined in the associated <condition> element. The following example defines the hint text Some text here.

<text>Some text here</text>
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Alert Hint Text Definition Examples
In the following example, the first alert hint text definition matches alerts that have the attribute key Super
Metric|test and are assigned to resources that have the resource kind Tier. The second definition uses the
eventClass and eventSubclass attributes to match all HT above alerts.

<root>

  <kbItem>

    <condition attributeKey="Super Metric|test" resourceKind="Tier" minDuration="" 

criticality="critical" alertType="" alertSubtype="" infoRegEx="" eventClass="" eventSubclass=""/>

    <text>Some text here</text>

  </kbItem>

  <kbItem>

    <condition attributeKey="" resourceKind="" minDuration="" criticality="critical" 

alertType="" alertSubtype="" infoRegEx="" eventClass="ht" eventSubclass="above"/>

    <text>Some text here</text>

  </kbItem>

</root>

Configure Hint Text for Alerts
You can configure hint text for any type of alert in the alert-hints.xml file. The text appears on the HINT
field in the Reason pane on the Alert Detail page in the Custom user interface.

NOTE   The alertsKb.xml file is no longer supported. If you configured alert hint text for KPI alerts in the
alertsKb.xml file, you can import the definitions into the alert-hints.xml file.

Prerequisites

Become familiar with the syntax of the alert-hints.xml file. See “Alert Hint Text XML File Format,” on
page 99.

Procedure

1 Open the alert-hints.xml file in the vcenter-ops/user/conf/analytics directory.

In a vApp, the alert-hints.xml file is in the Analytics virtual machine.

2 Define the condition that the alert must satisfy for the hint to appear.

For example:

<condition attributeKey="Super Metric|test" 

resourceKind="Tier" minDuration="" criticality="critical" 

alertType="" alertSubtype="" infoRegEx="" eventClass="" 

eventSubclass=""/>

3 Define the alert hint.

For example: <text>Some text here</text>

4 Save your changes and close the alert-hints.xml file.

vCenter Operations Manager reads the alert-hints.xml file every 30 minutes by default. You can
change this interval by editing the alertHintsReloadInterval property in the advanced.properties file
in the vcenter-ops/user/conf/analytics directory.

If an alert satisfies the condition that you configured, the hint text appears in the HINT field in the Reason
pane on the Alert Detail page.
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Configure Alerts for vCenter Server Events
You can configure vCenter Server events to generate alerts.

Procedure

1 Open the eventlist.txt file in the vcenter-ops\user\plugins\inbound\vmwarevi_adapter3\conf
directory.

The eventlist.txt file defines the list of events that the vCenter adapter collects from vCenter Server.

2 Type the event ID of the event to generate an alert and set it to alert.

For example: vim.event.AlarmActionTriggeredEvent = alert

3 Save your changes and close the eventlist.txt file.

When the vCenter adapter collects an event that is marked as an alert, it sends a notification message to the
vCenter Operations Manager server and the Analytics service generates an alert.

Retrieve Keys from the vCenter Operations Manager Database
You can obtain keys and identifiers for data fields by accessing the vCenter Operations Manager database
and running SQL queries.

NOTE   If you are using version 1.0.1 or later, you can also use the HTTP Post Adapter interface to retrieve
keys and identifiers for data fields.

Procedure

1 In a Web browser, type http://ip_address/dbAccessQuery.action where ip_address is the IP address
of the vCenter Operations Manager server.

2 Type your SQL query in the top right window.

For example:

 select a.ADAPTER_KIND_ID, a.ADAPTER_KEY, b.RESKND_ID, b.RESKND_KEY, e.ATTRKEY_ID, 

e.ATTR_KEY from AdapterKind a

 inner join ResourceKind b on (b.ADAPTER_KIND_ID = a.ADAPTER_KIND_ID)

 inner join AliveResource c on (c.RESKND_ID = b.RESKND_ID)

 inner join ResourceAttributeKey d on (d.RESOURCE_ID = c.RESOURCE_ID)

 inner join AttributeKey e on (e.ATTRKEY_ID = d.ATTRKEY_ID)

 where a.ADAPTER_KEY = 'something' or b.RESKND_KEY = 'something'

3 Click the Execute SQL icon.

The results appear in the lower right window.
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Performing Basic System
Administration Tasks 8

vCenter Operations Manager administrators monitor system operations and perform basic system
maintenance tasks, such as starting and stopping vCenter Operations Manager services. If a problem occurs
that requires VMware assistance, an administrator can create a support bundle and send it to VMware
technical support for analysis.

System administrators are also responsible for monitoring and responding to administrative alerts. See 
Chapter 9, “Resolving Administrative System Alerts,” on page 119.

This chapter includes the following topics:

n “View Performance Information,” on page 105

n “View Status Information,” on page 106

n “vCenter Operations Manager Service Names,” on page 107

n “Start or Stop vCenter Operations Manager Services,” on page 108

n “Viewing and Managing System Log Files,” on page 109

n “Delete Old Data in the File System Database,” on page 113

n “Run the Audit Report,” on page 113

n “Modify Global Settings,” on page 114

n “Modify Global Settings for Virtual Environments,” on page 115

n “Create a Support Bundle,” on page 117

View Performance Information
You can view performance information related to vCenter Operations Manager operation.

Procedure

1 Select Admin > Support.

2 Click the Status tab.

The performance information on the Status tab is divided into multiple panes.

What to do next

Interpret the information on the Status tab. See “Interpreting Performance Information,” on page 106.
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Interpreting Performance Information
vCenter Operations Manager provides performance information related to its own operation. Performance
information is divided into multiple panes on the Status tab.

Health Status
Shows the health graph and the current health score. To see the exact health score from a time on the graph,
point to that time. You can point to the More icon to see its collector and other information.

Root Cause Ranking
Shows the root causes of any current health degradation. Double-click a symptom group to list specific
resources that show that symptom. You can also double-click a specific symptom resource to open a pop-up
window that shows details about the specific threshold violations.

Metric Selector
Shows the metric groups that are selected in the Health Tree pane. Expand a metric group to see the
individual metrics. To see a graph for a metric in the Metric Graphs pane, double-click it or select it and click
the Move to Graph icon.

Health Tree
Shows the section of the health tree around vCenter Operations Manager. You can select a resource to list its
metrics, select a resource and click the Show Detail icon to show the Resource Detail page, or select a
resource and click the Show Alerts icon to list current alerts.

Metric Graph
Shows graphs for the selected metrics.

View Status Information
You can view status information for vCenter Operations Manager collectors, adapters, and dynamic
threshold calculations. Dynamic threshold calculations are part of vCenter Operations Manager analytics.

Procedure

1 Select Admin > Support.

2 Click the Info tab.

The status information on the Info tab is divided into multiple panes.

Interpret the information on the Info tab. See “Interpreting Status Information,” on page 106.

Interpreting Status Information
vCenter Operations Manager reports status information for collectors, adapters, and dynamic threshold
calculations. Status information is divided into multiple panes on the Info tab.

Describe Info
Shows the status of the describe process, which sends information about the data that can be collected from
each adapter to the vCenter Operations Manager server. The describe status for individual adapters appears
in the Adapter Info pane.
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Collectors Info
Shows the status of the synchronize process that vCenter Operations Manager runs for each collector. The
synchronize process sends any updated configuration information from the controller to each adapter. The
describe process sends information about the data that can be collected from each adapter to the
vCenter Operations Manager server.

Adapter Info
Shows the status of the describe process, the adapter version, and any messages from the adapter for each
installed adapter. The adapter version consists of major and minor versions and the build number.

NOTE   The describe.xml file contains an additional adapter version number. This version number changes
only if you must rerun the describe process because of an adapter change, for example, when the metrics
that the adapter collects change, or when the format of the adapter's credentials change.

The synchronize and describe processes usually run only when the vCenter Operations Manager server
process starts. If you make changes and want to run these processes without restarting
vCenter Operations Manager, click the Describe icon in the Adapter Info pane.

Replication Info
If you are using a replication server to back up the primary vCenter Operations Manager server, this pane
indicates whether synchronization is on, when it started, and the percentage completed.

DT Calculation Info
Shows statistics for dynamic threshold calculations. You can click the Generate Dynamic Thresholds icon
in this pane to manually generate dynamic thresholds on all collected metrics.

The regular schedule for calculating dynamic thresholds is set by the updateTime property in the
analytics.properties file. When updateTime is set to a positive number, vCenter Operations Manager
calculates thresholds once a day, starting at the hour specified, in military time. For example, updateTime=23
starts threshold calculation at 11:00 p.m. When updateTime is set to a negative number,
vCenter Operations Manager calculates dynamic thresholds every x hours. For example, updateTime=-6
starts threshold calculation every six hours.

Slowest DT Objects
The five resources for which vCenter Operations Manager spent the most time calculating dynamic
thresholds appear on this pane. This information might help VMware technical support diagnose certain
types of problems.

vCenter Operations Manager Service Names
The services and service names are different for vCenter Operations Manager Standalone and the
vCenter Operations Manager vApp.

vCenter Operations Manager Standalone
For vCenter Operations Manager Standalone, the services are the same on Windows and Linux servers but
the service names are different.
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Table 8‑1.  vCenter Operations Manager Standalone Services

Windows Server Name
Linux Server
Name Description

vcopsWebService vcopsserver vCenter Operations Manager Web service. Runs on the
vCenter Operations Manager server.

AnalyticsService analytics Analytics service. Runs on the vCenter Operations Manager server.

ActiveMQ activemq ActiveMQ service. Runs on the vCenter Operations Manager server.

CollectorService collector Collector service. Runs on the vCenter Operations Manager server.

DTProcessorService dtprocessor DT Processor service. Runs on the server where the analytics processor
is installed.

ReplicationServerService replication Replication Server service. Runs only on a vCenter Operations Manager
replication server.

vCenter Operations Manager vApp
The vCenter Operations Manager vApp includes these services.

Table 8‑2.  vCenter Operations Manager vApp Services

Service Description

vCenter Operations Service Meta service that starts and stops the Collector, Analytics, and ActiveMQ
services. Runs on the UI virtual machine in the vApp.

vCenter Operations Collector Service Collector service. Runs on the Analytics virtual machine in the vApp.

vCenter Operations Analytics Service Analytics Service. Runs on the Analytics virtual machine in the vApp.

vCenter Operations ActiveMQ Broker
Service

ActiveMQ service. Runs on the Analytics virtual machine in the vApp.

vCenter Operations Web Service Server for the Advanced Web application. Runs on the UI virtual machine in the
vApp.

vCenter Operations Web Enterprise
Service

Server for the Enterprise Web application. Runs on the UI virtual machine in the
vApp.

vCenter Operations Admin Service Server for the Admin Web application. Runs on the UI virtual machine in the
vApp.

Start or Stop vCenter Operations Manager Services
You might need to start or stop one or more of the vCenter Operations Manager services.

Prerequisites

For the names of the vCenter Operations Manager services, see “vCenter Operations Manager Service
Names,” on page 107.

Procedure

n To start or stop all vCenter Operations Manager services on a Windows server, select Start > All
Programs > VMware > vCenter Operations Enterprise and select Start all services or Stop all services.
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n To start or stop individual vCenter Operations Manager services on a Windows server, use the
Windows Services dialog box or open a command prompt and type the sc command.

For example:

sc start service_name

sc stop service_name

service_name is the name of the service on Windows.

n To start or stop vCenter Operations Manager services on a Linux server, use the Background Services
tab of the Service Configuration dialog box or open a terminal window and type the service vcops
command.

For example:

service vcops start [service_name]

service vcops stop [service_name]

service_name is the name of the service on Linux. If you do not include a service name, the command
starts or stops all vCenter Operations Manager services.

NOTE   To use vcops.sh, the shell script form of the service vcops command, you must be in the
common/bin directory.

n To list the vCenter Operations Manager environment variables on a Linux server, type the service
vcops env command.

Viewing and Managing System Log Files
You can view vCenter Operations Manager system log files in the vCenter Operations Manager user
interface. System log files are organized in log type folders.

The software component log type folders, which include the vCenter Operations Web, Apache Tomcat, and
vCenter Operations Analytics folders, contain log files related to those components. The Admin Log folder
contains the Action log file, which logs user actions.

Each installed collector has a separate log type folder, which contains subfolders for each adapter. Each
adapter folder contains a subfolder for each instance. The instance folders contain the instance log files.

n Enable Logging for Widgets on page 110
You can enable logging for widgets by editing the log4.properties file.

n View System Log Files in vCenter Operations Manager on page 110
Viewing log files in vCenter Operations Manager is similar to opening the log files in an external text
viewer.

n Using an External Log Monitoring Tool on page 111
If you use an external log file monitoring tool to search for significant messages in
vCenter Operations Manager log files, you might want to check for specific message strings in specific
log files.

n Modify Logging Levels on page 112
You can modify logging levels for the vCenter Operations Web, vCenter Operations Analytics, and
vCenter Operations Collector logs.
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Enable Logging for Widgets
You can enable logging for widgets by editing the log4.properties file.

Procedure

1 Open the log4.properties file.

For vCenter Operations Manager Standalone, log4.properties is in the vcenter_ops\user\conf
directory. For the vCenter Operations Manager vApp, it is in the vcenter-ops\user\conf\web directory.

2 Add the following line after the line log4j.rootLogger=ERROR.

log4j.logger.com.integrien.alive.ui=debug

3 Save your changes and close the log4.properties file.

View System Log Files in vCenter Operations Manager
Viewing log files in vCenter Operations Manager is similar to opening the log files in an external text
viewer.

Prerequisites

By default, vCenter Operations Manager does not create log files for widgets. To view log files for widgets
in vCenter Operations Manager, enable logging for widgets. See “Enable Logging for Widgets,” on
page 110.

Procedure

n To list all viewable log files, select Admin > Support and click the Logs tab.

The log type folders appear in the Logs pane.

n To view the log files in a folder, double-click the folder.

n To view the contents of a log file, double-click the log file.

The contents of the log file appear in the Log Content pane.

n To view a specific part of a log file, type line numbers in the Line Position and Row Limit text boxes.

The line position value determines the starting line and the row limit value determines the maximum
lines to show in the Log Content pane.

n To delete a log file, select the file and click the Delete Selected File icon.

n If the data source for any of your resources changes, click the Recalculate Data Source icon.

vCenter Operations Manager recalculates the data sources for all resources.

n To reload the log tree information and collapse all open log type folders, click the Reload Tree icon.

What to do next

You can use an external log file monitoring tool to search for significant messages in
vCenter Operations Manager log files. See “Using an External Log Monitoring Tool,” on page 111.
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Using an External Log Monitoring Tool
If you use an external log file monitoring tool to search for significant messages in
vCenter Operations Manager log files, you might want to check for specific message strings in specific log
files.

Analytics Log File Messages
These messages in the analytics.log file might indicate that an Oracle database is down.

ERROR [Thread-10]

com.integrien.alive.common.hibernate.util.OracleConnectionProvider.getConnection - Exception

trying to set up connection

java.sql.SQLException: Io exception: Connection reset by peer: socket write error

ERROR [Thread-10] com.integrien.alive.common.hibernate.dao.BaseDAO.executeSingle -

org.hibernate.HibernateException: org.hibernate.exception.GenericJDBCException: Cannot open

connection

ERROR [Thread-10]

com.integrien.alive.common.availability.AvailabilityChecker.isDBConnectionAvailable -

org.hibernate.HibernateException: org.hibernate.exception.GenericJDBCException: Cannot open

connection

These messages indicate that the AnalyticsService service started successfully.

INFORMATION [WrapperListener_start_runner] com.integrien.analytics.AnalyticsMain.start -

AnalyticsService has been started 10.1.11.40

INFORMATION [Thread-1] com.integrien.analytics.AnalyticsMain.doRun – Ready

Controller Log File Messages
These messages in the controller.log file might indicate a problem with an SQL Server database.

ERROR [Thread-1] com.integrien.alive.ui.util.MainPortalListener.contextInitialized -

org.hibernate.exception.GenericJDBCException: Cannot open connection

ERROR [Thread-5] com.integrien.alive.common.hibernate.dao.BaseDAO.executeInTransaction - Cannot

open connection

org.hibernate.exception.GenericJDBCException: Cannot open connection

These messages indicate that the ActiveMQ service is not available.

ERROR [http-80-3]

com.integrien.alive.common.rmi.MetricDataDistributorClient.getCurrentHealthsFromMemory -

MetricDataDistributorClient -- Failed to Receive Metric Data. Re-initializing Failed. Null

ERROR [Communicator] com.integrien.alive.controller.collector.CommunicatorThread.connect - Can

not connect to the MQ Broker. The reason is Could not connect to broker URL:

tcp://localhost:61616?wireFormat.maxInactivityDuration=0. Reason: java.net.ConnectException:

Connection refused: connect

These messages indicate that the vcopsWebService service started successfully.

INFORMATION [Thread-1] com.integrien.alive.ui.util.MainPortalListener.contextInitialized -

AliveService has been started 10.1.11.40

INFORMATION [Describe thread] com.integrien.alive.controller.collector.DescribeThread.describe -

Staring describe

INFORMATION [Describe thread]

com.integrien.alive.controller.collector.DescribeUtils.constructAdapterDescribes - Beginning

Describe on Controller

INFORMATION [Describe thread] com.integrien.alive.controller.collector.DescribeThread.describe -

Finished describe in 2281 ms
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Collector Log File Messages
These messages in the collector.log file indicate that the ActiveMQ service is down.

2010-04-12 19:04:10,715 ERROR [ActiveMQ Task]

org.apache.activemq.transport.failover.FailoverTransport.doReconnect - Failed to connect to

transport after: 5 attempt(s)

2010-04-12 19:04:10,715 ERROR [Communicator]

com.integrien.alive.collector.CommunicatorThread.connect - Can not connect to the MQ Broker. The

reason is Connection refused: connect

These messages indicate that the CollectorServer service started successfully.

INFORMATION [WrapperListener_start_runner] com.integrien.alive.collector.CollectorMain.start -

CollectorService has been started 10.1.11.40

INFORMATION [Communicator] com.integrien.alive.collector.CommunicatorThread.connect - Collector

by id 1 successfully connected to MQ.

INFORMATION [Thread-5] com.integrien.alive.collector.Collector.describe - Beginning Describe on

Collector

INFORMATION [Thread-5] com.integrien.alive.collector.Collector.describe - Describe succeeded

Modify Logging Levels
You can modify logging levels for the vCenter Operations Web, vCenter Operations Analytics, and vCenter
Operations Collector logs.

The available logging levels are ALL, DEBUG, ERROR, FATAL, INFO, OFF, and WARN. The logging level
is set to ERROR by default. To troubleshoot problems, set the logging level to INFO. To view detailed
messages, including micro steps, queries, and returned results, set the logging level to DEBUG.

NOTE   If you set the logging level to DEBUG, log files can become large very quickly. Set the logging level to
DEBUG only for short periods of time.

Procedure

1 Select Admin > Support.

2 On the Logs tab, select the log type folder and click the Edit Properties icon.

You can select vCenter Operations Web, vCenter Operations Analytics, or any vCenter Operations
Collector folder.

3 Edit the logging level settings.

Option Action

To set the root logging level Select a level from the Root Logger Level drop-down menu.

To specify how long to keep log
files

Type the number of days in the Maximum backup days text box.

To set the logging level for a
component group

Click the component group and select a logging level from the Group Log
Level drop-down menu.

To set the logging level for a
specific component

Expand the component group, select the current logging level or Please
Select for the component, and select a new logging level from the drop-
down menu.

 
4 Click OK to save your configuration.
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Delete Old Data in the File System Database
You can configure how often vCenter Operations Manager removes old data from the file system database
(FSDB) by modifying properties in the advanced.properties file.

IMPORTANT   Always make a backup copy of the advanced.properties file. Changes you make to the file
might cause errors that can adversely affect vCenter Operations Manager operations.

Prerequisites

Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

Procedure

1 Make a backup copy of the advanced.properties file in the vcenter_ops\user\conf\analytics directory
on the vCenter Operations Manager server.

2 Open the original advanced.properties file.

3 Change the oldDataCleanerExecutionFrequency property to how often, in days, to erase old data.

For example, to erase old data once a week, set oldDataCleanerExecutionFrequency to 7. A value of 0
causes old data not to be erased.

4 Change the oldDataCleanerDateRange property to how old, in days, data must be before it is erased.

For example, to erase data that is 900 or more days old, set oldDataCleanerDateRange to 900.

5 Save your changes and close the advanced.properties file.

6 Restart the Analytics service.

vCenter Operations Manager deletes old data for the first time when the frequency that you specified
elapses. For example, if you set the frequency to 7, the first data purge occurs one week later.

Run the Audit Report
The Audit report shows the number of resources configured, resources that are having data collected,
resource kinds, resources for each defined adapter, metrics configured and being collected, super metrics,
metrics generated by vCenter Operations Manager, and applications.

You can also run a report to view information about users, groups, and access rights. See “Run the User
Audit Report,” on page 77.

Procedure

1 Select Admin > Audit Report.

2 Select the report type format.

3 Click Submit.

The Audit Report window appears.
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Modify Global Settings
You can customize certain vCenter Operations Manager user interface behaviors by modifying global
settings. Global settings control the ranges for health color indicators, the interaction metrics count, and the
number of root cause groups. These settings affect all users.

Modify Health Ranges
One of the ways that vCenter Operations Manager indicates the health of a resource is to show a colored
indicator. The color is based on the range of the health score. You can change the range for all colors except
for blue.

You can also choose whether the health chart that appears on many vCenter Operations Manager windows
is colored according to the health score for each time period.

Table 8‑3.  Default Health Color Ranges

Color Range

Green 76 to 100

Yellow 51 to 75

Orange 26 to 50

Red 1 to 25

Blue 0

Procedure

1 Select Admin > Global Settings.

2 Modify the health range settings.

Option Action

Change the range for a color Type different values in the From and To text boxes.

Change whether the health chart is
colored

Select or deselect the Health Chart Colored check box.

 
3 Click OK to save your changes.

Set the Interaction Metrics Count
In several locations in vCenter Operations Manager, you can select an object to see related items of another
type. For example, you can click a resource in the Resources widget to see its metrics in the Metric
Sparklines widget. You can select how many related items appear when you perform an interaction of this
kind.

Procedure

1 Select Admin > Global Settings.

2 Select a number from the Important Metrics Count drop-down menu.

3 Click OK to save your changes.
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Set the Number of Root Cause Groups
When vCenter Operations Manager shows root cause information, for example, in the Root Cause widget or
on the Alert Summary page, it breaks the causes into groups. You can set the maximum number of first-
level root cause groups that vCenter Operations Manager shows for any condition.

The number of first-level groups that vCenter Operations Manager stores when it captures root cause
information is set in the advanced.properties file. The default is 50. If you set the number of root cause
groups to show a higher number than the number of groups captured, the setting has no effect.

Procedure

1 Select Admin > Global Settings.

2 Type the maximum number of first-level root cause groups to show in the Root Cause Groups To
Show text box.

3 Click OK to save your changes.

Modify Global Settings for Virtual Environments
You can change the way vCenter Operations Manager displays information for objects that are part of your
virtual environment by modifying virtual machine global settings. These settings affect all users.

n Customize the Workload Icon on page 115
You can specify whether the Workload icon spins on the Resource Detail page.

n Customize the Performance Graph on page 116
You can specify whether change events appear in the performance graph on the Resource Detail page.

n Set the Time Period for History Graphs on page 116
You can specify the time period to include in the health, workload, and capacity history graphs that
appear in the upper-left pane of the Resource Detail page.

n Modify Level Ranges on page 116
vCenter Operations Manager uses colored indicators for the health, workload, anomalies, faults, risk,
time remaining, capacity, stress, efficiency, waste, and density levels that appear in the VC
Relationship widget and on the Resource Detail page. You can modify the default values and define
your own ranges for these levels.

n Configure the Hierarchy Sort Order on page 116
You can set the order in which objects appear in the VC Relationship widget.

Customize the Workload Icon
You can specify whether the Workload icon spins on the Resource Detail page.

Procedure

1 Select Admin > VM Global Settings.

2 To specify whether the Workload icon spins, select a Spin Workload option.

If you select Yes, the icon spins when users view the Resource Detail page.

3 Click OK to save your changes.
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Customize the Performance Graph
You can specify whether change events appear in the performance graph on the Resource Detail page.

NOTE   The performance graph is named Events and Performance or Events and Health, depending on
whether Health is selected.

Procedure

1 Select Admin > VM Global Settings.

2 To specify whether to show change events, select a Show Change Events option.

If you select Yes, change events appear as labels in the performance graph.

3 Click OK to save your changes.

Set the Time Period for History Graphs
You can specify the time period to include in the health, workload, and capacity history graphs that appear
in the upper-left pane of the Resource Detail page.

Procedure

1 Select Admin > VM Global Settings.

2 Select a time period from the History Duration drop-down menu.

3 Click OK to save your changes.

Modify Level Ranges
vCenter Operations Manager uses colored indicators for the health, workload, anomalies, faults, risk, time
remaining, capacity, stress, efficiency, waste, and density levels that appear in the VC Relationship widget
and on the Resource Detail page. You can modify the default values and define your own ranges for these
levels.

Procedure

1 Select Admin > VM Global Settings.

2 For each level to modify, slide the triangular icons on the axis to the new values.

3 Click OK to save your changes.

The ranges are updated the next time the vCenter Operations Manager client refreshes.

Configure the Hierarchy Sort Order
You can set the order in which objects appear in the VC Relationship widget.

Procedure

1 Select Admin > VM Global Settings.
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2 Select a Hierarchy Sort Order option.

Option Description

Parent Name/Self Name Group all child objects of a parent object.

Self Name Sort objects alphabetically by object name.

Value Sort object icons according to the currently selected metric, from worst
range to best range.

 
3 Click OK to save your changes.

Create a Support Bundle
You can package all log and configuration files into one compressed ZIP file and send it to VMware
technical support. You can download the support bundle ZIP file to your local hard drive or upload it to an
FTP server location that you configure.

vCenter Operations Manager creates support bundles in the vcenter-ops\tomcat\webapps\ROOT\support
directory on the vCenter Operations Manager server. It creates the directory the first time you create a
support bundle.

Procedure

1 Select Admin > Support.

2 Click the Create Support Bundle icon.

The name of the ZIP file for the support bundle appears. The file name contains the creation date, for
example, VCOpsSupport2008.03.07-16.52.28-0400.zip.

3 Download the support bundle ZIP file to your local hard drive or upload it to an FTP server.

Option Action

Download the support bundle to
your local hard drive

a Select the support bundle and click the Download Support Bundle
icon.

b Attach the support bundle ZIP file to an email message and send it to
VMware technical support.

Upload the support bundle to an
FTP server

a Select the support bundle and click the Upload Support Bundle to Ftp
server icon.

b Type the host name, user name, and password of the FTP server.
c (Optional) Click Test to test the connection to the FTP server.
d Click OK to upload the support bundle ZIP file to the FTP server.
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Resolving Administrative System
Alerts 9

An administrative system alert indicates a problem with one of the vCenter Operations Manager
components. When you resolve an administrative system alert, follow certain recommended procedures.

This chapter includes the following topics:

n “Analytics FSDB Overloaded,” on page 119

n “Analytics Threshold Checking Overloaded,” on page 120

n “Collector Is Down,” on page 120

n “Controller Is Unable to Connect to MQ,” on page 121

n “DataQueue Is Filling Up,” on page 122

n “Describe Failed,” on page 122

n “Failed to Connect to Replication MQ,” on page 123

n “Failed to Repair Corrupted FSDB Files,” on page 123

n “File Queue Is Full,” on page 123

n “FSDB Files Corrupted for Resources,” on page 124

n “FSDB Storage Drive Free Space Is Less Than 10%,” on page 124

n “No DT Processors Connected,” on page 124

n “One or More Resources Were Not Started,” on page 125

n “Outbound Alert Send Failed,” on page 125

n “Replication MQ Sender Is Blocked,” on page 126

Analytics FSDB Overloaded
The vCenter Operations Manager file system database (FSDB) is overloaded.

Problem

The message Analytics FSDB Overloaded appears in the Reason pane of the Alert Summary page for the
alert.

Cause

No more FSDB savings threads are available.
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Solution

1 Increase the number of FSDB savings threads by modifying the FSDBSaveThreads property in the
vcenter-ops\user\conf\analytics\advanced.properties file.

The default value for the FSDBSaveThreads property is 3. You can increase the value up to the number of
CPU cores on the host.

2 Use the FSDBHomeChanger tool to create additional mount points for the FSDB so that files are
distributed on multiple file systems.

3 Use the FSDBHomeChanger tool to move the FSDB home to a larger or faster drive.

4 Reduce the number of resources and metrics that are collected to reduce the demand on the drive.

Analytics Threshold Checking Overloaded
No more threshold checking threads are available.

Problem

The message Analytics Threshold Checking Overloaded appears in the Reason pane of the Alert Summary
page for the alert.

Cause

Threshold checking threads can become depleted when the vCenter Operations Manager Analytics server is
CPU bound or when the database access has reached its limit.

Solution

1 If the Analytics server has unused CPU cycles, increase the number of dynamic threshold processing
threads by changing the ThresholdProcessingThreads property in the vcenter-
ops\user\conf\analytics\advanced.properties file.

The default setting for the ThresholdProcessingThreads property is 10. The maximum value is 25, or the
number of CPU cores, whichever is higher.

2 Reduce the number of resources and metrics that are collected to reduce the demand on the
vCenter Operations Manager server host CPU.

3 If database access is causing the problem, check the latency between the vCenter Operations Manager
server and the database server.

Latency should be less than two milliseconds.

4 If necessary, upgrade the database server so that it can handle the load from
vCenter Operations Manager.

Collector Is Down
A heartbeat message was not received from a collector.

Problem

The message Collector is Down appears in the Reason pane of the Alert Summary page for the alert.

Cause

By default, each collector sends a heartbeat message to the controller or Web service every three seconds to
indicate that it is up and running. This alert indicates that a one of the collectors did not send a heartbeat for
five minutes.
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Solution

1 Verify that the collector service is running.

2 If the collector service is not running, check the collector (vcenter-ops\user\log\collector.log) and
Java service wrapper (vcenter-ops\user\log\collector-wrapper.log) log files.

3 Verify that the network connection is available between the collector and the
vCenter Operations Manager server.

For example, you can try to Telnet from the collector to the vCenter Operations Manager server on the
RMI port that is used for communication, which is 1199 by default.

Controller Is Unable to Connect to MQ
The controller cannot connect to ActiveMQ.

Problem

The message Controller is Unable to Connect to MQ appears in the Reason pane of the Alert Summary
page for the alert.

Cause

The controller cannot connect to ActiveMQ either during or after installation.

Solution

1 If the problem occurs during installation, determine if a port conflict is preventing the service from
starting.

a Check the vcenter-ops\user\log\activemq-wrapper.log log file for messages that indicate a port
conflict.

b Run the netstat -ano command and look for the process ID that is using ports 1099 and 61616,
which are the ports that ActiveMQ uses.

2 (Optional) If the ActiveMQ service is running, use the jconsole ipaddress:1099 command to determine
if the sendQueue, receiveQueue, and dataQueue queues are running.

NOTE   The JConsole tool is part of the Java SDK and is not included with vCenter Operations Manager.

3 (Optional) If the ActiveMQ service is not running, check the sendQueue setting, log files, and memory
allocation.

a Use the jconsole ipaddress:1099 command to determine if a sendQueue ConsumerCount attribute is
greater than one.

A value that is greater than one indicates that the ActiveMQ service is attempting to communicate
with more than one Web service.

b If a ConsumerCount attribute is greater than one, restart the vCenter Operations Manager service.

c Check the vcenter-ops\user\log\activemq-wrapper.log log file for a message that indicates the
database behind ActiveMQ is corrupted.

d Check the vcenter-ops\user\log\activemq-wrapper.log log file for an out-of-memory error.

e If an out-of-memory error has occurred, increase the memory allocation in vcenter-
ops\user\conf\activemq\wrapper.com and restart the ActiveMQ service.
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DataQueue Is Filling Up
The data queue has reached the maximum limit.

Problem

The message DataQueue is Filling Up appears in the Reason pane of the Alert Summary page for the alert.

Cause

The size of the data queue has sequentially reached the predefined maximum limit.

Solution

n If the Analytics service is not running, restart it.

n If the Analytics service is running, select Admin > Support and examine the DT Calculation setting in
the DT Calculation Info panel.

Option Action

If DT Calculation: On The dynamic threshold processing engine is running, but the queue might
be filling up because of contention when the DT processing engine tries to
read FSDB files. To reduce the number of DT threads and reduce the I/O
load, modify the DTProcessingThreads property in the vcenter-
ops\user\conf\analytics\advanced.properties file. The minimum
setting is 1.

If DT Calculation: Off The dynamic threshold processing engine is not running, which might
mean that the drive system is not fast enough for the number of resources
and metrics being processed.
n Use the FSDBHomeChanger tool to create additional mount points for

the FSDB so that files are distributed on multiple file systems.
n Use the FSDBHomeChanger tool to move the FSDB to a larger or faster

drive.
n Reduce the number of resources and metrics being collected to reduce

the demands on the drive.
 

Describe Failed
A describe failed for one of the adapters.

Problem

The message Describe Failed appears in the Reason pane of the Alert Summary page for the alert.

Cause

This problem can occur when you make changes to an adapter and try to update it. This alert is generated
only when the vCenter Operations Manager Web resource already exits. If the first describe for an adapter
fails, vCenter Operations Manager writes an error to the log file and sends a Describe failed email message.

Solution

1 Verify the changes to the adapter and try the update again.

2 If the update fails again, roll back the changes and revert to the older version of the adapter.
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Failed to Connect to Replication MQ
vCenter Operations Manager cannot connect to the replication queue.

Problem

The message Failed to Connect to Replication MQ appears in the Reason pane of the Alert Summary page
for the alert.

Cause

The connection to the replication queue failed.

Solution

1 Open the replication.properties file and verify that the replication queue is configured properly.

2 Verify that the ActiveMQ service configured in the replication.properties file is running.

You can use JConsole to connect to port 1099.

3 Verify that the connection to the replication server on ports 61616 and 1099 is available from the
machine that is running the Analytics service.

Failed to Repair Corrupted FSDB Files
The FSDB check was unable to repair one or more corrupted files.

Problem

The message Failed to repair corrupted FSDB file(s) for resource(s): resource_ID_list appears in
the Reason pane of the Alert Summary page for the alert.

Cause

The FSDB repair option was enabled for the analytics process, but the FSDB check cannot repair one or more
corrupted files.

Solution

This alert indicates a significant problem with FSDB files for the resources listed in the alert message. Metric
data for these resources might not be recorded until the problem is resolved.

File Queue Is Full
The file queue has reached its maximum limit.

Problem

The message The File queue is full, replication MQ is no longer available. Data replication has
been disabled. appears in the Reason pane of the Alert Summary page for the alert.

Cause

The number of data points in the replication file queue reached its maximum limit. The hard drive is full
because the replication service cannot retrieve data from the queue quickly enough.

Solution

1 Increase the size of the disk drive where the MQ resides.
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2 Increase the network bandwidth between the vCenter Operations Manager server and the replication
server or increase the processing capacity of the replication server.

Increasing replication server performance enables the server to retrieve data from the queue more
quickly, which prevents the queue from filling the disk.

FSDB Files Corrupted for Resources
One or more FSDB files are corrupted.

Problem

The message FSDB file(s) corrupted for resource(s): resource_ID_list appears in the Reason pane of
the Alert Summary page for the alert.

Cause

The analytics process has the FSDB check enabled, and it found one or more corrupted FSDB files. The FSDB
repair option was disabled.

Solution

Use the FSDBCheck tool to repair the corrupted files.

FSDB Storage Drive Free Space Is Less Than 10%
One of the FSDB drives has less than 10 percent free space.

Problem

The message FSDB Storage Drive Free Space is Less Than 10% appears in the Reason pane of the Alert
Summary page for the alert.

Cause

The available free space on one of the FSDB drives is less than 10 percent of capacity.

Solution

1 Add storage capacity to the existing drive system or use the FSDBHomeChanger tool to move the FSDB
location to a drive system that has more capacity.

2 Purge old metric data from vCenter Operations Manager.

The minimum data that vCenter Operations Manager analytics requires is three times the length of
your normal business cycle or data pattern. The business cycle might be weekly, monthly, quarterly, or
yearly.

No DT Processors Connected
No data requests have been received from the dynamic threshold calculation process within the configured
time period.

Problem

The message No DT Processors Connected appears in the Reason pane of the Alert Summary page for the
alert.
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Cause

The vCenter Operations Manager server did not receive data requests from the remote dynamic threshold
calculation process, the DT Processor service, for at least the time period specified by the
externalDTAlertGenerationTime property in the vcenter-ops\user\conf\analytics\advanced.properties
file.

Solution

1 If the DT Processor service is not running on the remote server where it was installed, try to start it.

2 Select Admin > Support, click the Logs tab, open the vCenter Operations Analytics folder, and look
for the cause of the problem in the log for the analytics process.

3 If the DT Processor service was stopped for maintenance, or if a network outage occurs between the
vCenter Operations Manager server and the remove server, change the configuration so that dynamic
thresholds are processed on the vCenter Operations Manager server.

One or More Resources Were Not Started
One or more resource or metric limits were reached.

Problem

One of the following messages appears in the Reason pane of the Alert Summary page for the alert.

n One or more resources were not started because the maximum number of collecting

resources/metrics was not reached.

n One or more resources/metrics were not started/created because the maximum number of

resources/metrics was reached.

Cause

One of the following problems has occurred.

n vCenter Operations Manager analytics reached the maximum number of resources or metrics and did
not load caches for one or more resources. The resources are stopped.

n The controller did not create a resource because it reached the maximum number of resources or
metrics in the database.

Solution

1 If the analytics process failed, remove recently added resources and restart the Analytics service.

2 Upgrade vCenter Operations Manager to a more powerful server host.

You can increase the resource and metric limits based on the new server host.

Outbound Alert Send Failed
One of the alert handler plug-ins failed to send an outbound alert.

Problem

The message Outbound Alert Send Failed for alert-plug-in appears in the Reason pane of the Alert
Summary page for the alert.

Cause

This problem can occur with email filter, SNMP trap, log file, and EMC Smarts console handlers.

Solution

1 Check the alert handler for errors.
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2 Verify that the alert destination is available.

For example, verify that the disk is not full. For email alerts, verify that the SMTP server is running.

Replication MQ Sender Is Blocked
The replication queue has reached its maximum size and cannot accept any more data from the
vCenter Operations Manager server.

Problem

The message Replication MQ sender is blocked, data replication has been disabled appears in the
Reason pane of the Alert Summary page for the alert.

Cause

The replication server cannot keep up, either because of a lack of resources or a slow network connection.

Solution

1 Check for possible bottlenecks.

a Increase network capacity.

The most likely cause of a bottleneck is lack of network capacity between the
vCenter Operations Manager server and the replication server.

b If the disk drive on the replication server is slow, replace it with a disk drive that has faster I/O.

c If the replication server CPU is the limiting factor, replace the CPU with a faster processor.

2 Decrease the amount of data that is replicated, either by decreasing the number of resources that are
monitored or increasing the monitoring interval between metric data collection samples.
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Backing Up and Recovering Data 10
You can configure vCenter Operations Manager to handle backup and recovery options, including high-
availability clustering and remote failover. The appropriate amount of component redundancy varies from
organization to organization.

At a minimum, include vCenter Operations Manager data components in the standard backup procedures
of your organization. Perform a complete backup of vCenter Operations Manager data before you upgrade
the vCenter Operations Manager software.

NOTE   The vCenter Operations Manager vApp does not support replication, remote collectors, or
distributed analytics.

This chapter includes the following topics:

n “Backing Up and Recovering Data Components,” on page 127

n “Backing Up and Recovering Processing Components,” on page 134

Backing Up and Recovering Data Components
vCenter Operations Manager stores data in the file system database (FSDB), its relational database (RDB),
and its system files. Follow certain guidelines when you back up and recover these data components.

n Backing Up the FSDB on page 128
All metric values that vCenter Operations Manager collects are stored in its file system database
(FSDB). This implementation enables the vCenter Operations Manager analytics software high access
rates to the large amounts of data that vCenter Operations Manager stores.

n Backing Up the RDB on page 131
The vCenter Operations Manager RDB contains configuration and state information, such as dynamic
threshold results, anomalies, alerts, and data correlation results that vCenter Operations Manager
analytics and the vCenter Operations Manager user interface use.

n Backing Up System Files on page 132
vCenter Operations Manager uses system files for configuration, integration, and logging. These files
are located in the vCenter Operations Manager software directory tree.

n Recovering Data Components on page 133
No data components depend on other components, and they do not need to be absolutely in sync
relative to backup and recovery times. Keep the RDB and the vCenter Operations Manager system
files as up-to-date as possible because they contain the configuration of the
vCenter Operations Manager system, integration adapters, and monitored environment.

VMware, Inc.  127



Backing Up the FSDB
All metric values that vCenter Operations Manager collects are stored in its file system database (FSDB).
This implementation enables the vCenter Operations Manager analytics software high access rates to the
large amounts of data that vCenter Operations Manager stores.

The FSDB is located on the vCenter Operations Manager server in either internal hard drives or a high-
speed storage area network (SAN) device. vCenter Operations Manager does not support NAS or NFS file
systems.

The default location for the FSDB is vcenter-ops\data, which is suitable for smaller environments. In larger
environments, place the FSDB in a different file system than the vCenter Operations Manager software. You
can store the FSDB in one path location, or split it into multiple locations.

Each resource has its own folder within the FSDB. The resource ID is the folder name. Each resource folder
contains one data file for each month's data. Each file contains all metric values for all metrics for that
resource for that month. While vCenter Operations Manager is collecting data, the current month's files in
the FSDB are continually being updated.

FSDB Backup Guidelines
Back up all files in the vCenter Operations Manager FSDB folder regularly. You define these folders during
installation, and you can find them by looking at the FSDB_HOME folder specification in the Configure
VMware vCenter Operations Enterprise utility.

You can copy the FSDB at any time without stopping any vCenter Operations Manager services. The timing
of the backup does not depend on other file backups. Performing incremental backups can reduce backup
time and storage requirements, because only the most recent month's files are updated at any given time.

Over time, the FSDB can grow to be over 100GB. An efficient way to make incremental backups is to take
advantage of the FSDB Replication Sync capability, which is provided to enable disaster recovery failover.
The FSDB Replication Sync capability requires a separate vCenter Operations Manager server and FSDB
data store, which runs in a warm or passive mode.

Set Up FSDB Replication
You can use the FSDB Replication Sync capability to make incremental backups of the FSDB. The FSDB
Replication Sync capability requires a separate vCenter Operations Manager server and FSDB data store,
which runs in a warm or passive mode.

NOTE   The vCenter Operations Manager vApp does not support replication, remote collectors, or
distributed analytics.

Prerequisites

n Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

n Contact VMware technical support before you change any replication settings.

Procedure

1 Create two vCenter Operations Manager servers, one primary and one backup.

2 Install the same version and build number of vCenter Operations Manager on both servers.

3 Open the replication.properties file in the vcenter-ops\user\conf\analytics directory on the
vCenter Operations Manager server.
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4 Set enabled=true to enable replication of FSDB content.

NOTE   Because the synchronization process is independent from the replication process, you do not
need to enable replication to run the synchronization process.

5 Save your changes and close the replication.properties file.

6 Restart the Analytics service on the primary vCenter Operations Manager server.

If a resource file is deleted on the primary vCenter Operations Manager server, it is also deleted on the
replication server.

Switch the Primary and Backup Replication Servers
You can use the Configure VMware vCenter Operations utility to switch the replication server configuration
from primary to backup, and the reverse.

NOTE   The vCenter Operations Manager vApp does not support replication, remote collectors, or
distributed analytics.

Prerequisites

n Set up FSDB replication. See “Set Up FSDB Replication,” on page 128.

n In a clustered environment, verify that the cluster resources are offline.

Procedure

1 From the Start menu, select All Programs > VMware > vCenter Operations Enterprise > Configure
VMware vCenter Operations to start the Configure VMware vCenter Operations utility on each server.

n On the primary vCenter Operations Manager server, on the Analytics page, select the Enable
Replication check box and set the host to the backup vCenter Operations Manager server.

n On the backup vCenter Operations Manager server, on the Replication Server page, set the host to
be the local server.

2 Click Finish to save the configuration.

NOTE   Because the vCenter Operations Manager services are reinstalled and restarted when you click
Finish, click Exit, not Finish, to close the utility if you do not make any changes.

Enable FSDB Synchronization
Enable synchronization of FSDB content between the primary and backup vCenter Operations Manager
servers only if missing or different data must be updated on the backup vCenter Operations Manager
server. For example, if you configure and start the backup server after vCenter Operations Manager was
already collecting data.

When synchronization is enabled, the task is sent to the replication server on the backup
vCenter Operations Manager server. If the replication server is running, it returns a response to the primary
Analytics service, which sends all missing and different data to the replication server.

If replication is enabled, the Analytics service continues to send real-time incoming data to the backup
server, but not data from the FSDB.

NOTE   The vCenter Operations Manager vApp does not support replication, remote collectors, or
distributed analytics.
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Prerequisites

n Create a replicaton server. Because the synchronization process is independent from the replication
process, you do not need to enable replication to run the synchronization process. See “Set Up FSDB
Replication,” on page 128.

n Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

n Contact VMware technical support before you change any FSDB synchronization settings.

Procedure

1 Open the replication.properties file in the vcenter-ops\user\conf\analytics directory on the
vCenter Operations Manager server.

2 Set synchronize=true.

3 Specify the resource ID from which to start synchronization.

4 Save your changes and close the replication.properties file.

5 Restart the Analytics service on the primary vCenter Operations Manager server.

Manage the Replication Process
If you use a replication server to back up the primary vCenter Operations Manager server, you can use the
Custom user interface to manage the replication process.

Prerequisites

Create and configure a replication server. See “Set Up FSDB Replication,” on page 128.

Procedure

1 Select Admin > Support and click the Info tab.

Replication information appears in the Replication Info pane.

2 Use the icons at the top of the Replication Info pane to manage the replication process.

Option Description

Start the replication process a Click the Start Replication icon.
b Click Yes in the Start Replication dialog box to start the replication

process.

Stop the replication process a Click the Stop Replication icon.
b Click Yes in the Stop Replication dialog box to stop the replication

process.
 
When the replication process begins, the Replication status changes to Running. If an error occurs
during the replication process, an error message appears in the Replication Info pane.

3 (Optional) Click the Refresh icon to update the status information.

The status information refreshes every five minutes by default.

Manage the Synchronization Process
If you have a replication server, you can manage synchronization from the Custom user interface.

Prerequisites

Create a replication server. Because the synchronization process is independent from the replication process,
you do not need to enable replication to run the synchronization process. See “Set Up FSDB Replication,” on
page 128.
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Procedure

1 Select Admin > Support and click the Info tab.

The status of the synchronization process appears in the Replication Info pane.

2 Use the icons at the top of the Replication Info pane to manage the synchronization process.

Option Action

Start the synchronization process a Click the Start Synchronization icon.
b (Optional) Select the Restart synchronization check box to restart the

synchronization process for all resources that have already
synchronized their data.

c Select the start date and time of the data to be synchronized.
d Click OK to save your configuration.

Pause the synchronization process a Click the Pause Synchronization icon.
b Click Yes in the Pause Synchonization dialog box to pause the

synchronization process.
 
When the synchronization process begins, the Synchronization status changes to Running. If an error
occurs during the synchronization process, an error message appears in the Replication Info pane.

3 (Optional) Click the Reload icon to refresh the status information in the Replication Info pane.

Status information refreshes every five minutes by default.

Backing Up the RDB
The vCenter Operations Manager RDB contains configuration and state information, such as dynamic
threshold results, anomalies, alerts, and data correlation results that vCenter Operations Manager analytics
and the vCenter Operations Manager user interface use.

In most cases, you put the RDB on a dedicated database server that is separate from the
vCenter Operations Manager server but that is in close network proximity, such as in the same data center
within the same firewall. In smaller environments, it might be suitable to host the RDB on the
vCenter Operations Manager server.

Backing up the vCenter Operations Manager database has no special requirements. Your organization's
database administrator can use standard corporate RDB procedures to back up the
vCenter Operations Manager RDB on a regular basis.
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Backing Up System Files
vCenter Operations Manager uses system files for configuration, integration, and logging. These files are
located in the vCenter Operations Manager software directory tree.

Table 10‑1.  System File Backup Guidelines

System File Directory Description Backup Guidelines

vcenter-ops\user\conf\analytics Analytics configuration directory. It
includes files that contain parameters for
the analytics algorithms, including which
algorithms are enabled.

Back up this directory after
vCenter Operations Manager is installed
and configured and again if you make
any configuration changes.
This directory and its files are copied
from the vcenter-ops\save directory
during vCenter Operations Manager
software upgrades.

vcenter-ops\user\conf\plugins Analytics plug-ins directory. It contains
algorithms that
vCenter Operations Manager analytics
uses, including files delivered with the
software and any future algorithms that
might become available. It contains a
subdirectory for each installed Dynamic
Threshold algorithm.
Each plug-in directory includes a plug-in
properties file, vcenter-
ops\user\conf\plugins\plugin_nam
e\conf\plugin_name.properties, that
contains parameters for the algorithms.

Files in this directory are rarely updated
after vCenter Operations Manager is in
production. Back up the directory after
vCenter Operations Manager is installed
and configured and again if you change
the configuration.

vcenter-ops\user\plugins\outbound Outbound alert plug-ins directory. It
contains alert notification formats that
vCenter Operations Manager uses.

Files in this directory are rarely updated
after vCenter Operations Manager is in
production. Back up the directory after
vCenter Operations Manager is installed
and configured and again if you make
any changes to the notification
configuration.

vcenter-ops\collector vCenter Operations Manager collector
adapters directory. It contains all of the
currently installed and configured collector
adapters and their configurations.

Files and subdirectories in this directory
are updated whenever you add or
remove adapters. Back up this directory,
on the vCenter Operations Manager
server and any remote server, after
installation and after installing any new
adapters.
The installer does not overwrite these
files and directories during software
upgrades unless adapter code has
changed.

vcenter-ops\user\config\collector vCenter Operations Manager collector
configuration directory. It contains files
that include parameters for the
CollectorService and the trap listener.

Files in this directory are rarely updated
after vCenter Operations Manager is in
production. Back up this directory, on
the vCenter Operations Manager server
and any remote server, after installation
and after installing any new adapters.
This directory and its files are copied to
the vcenter-ops\save directory during
vCenter Operations Manager software
upgrades.
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Table 10‑1.  System File Backup Guidelines (Continued)

System File Directory Description Backup Guidelines

vcenter-
ops\uninstall_vcops\installvariab
les.properties

Install variables file. It contains key data
from the initial install, which is reused for
upgrades and the vCenter Operations
adapter.

Rarely updated after
vCenter Operations Manager is in
production. Back up this file after
installation. This file is overwritten
during vCenter Operations Manager
software upgrades.

vcenter-
ops\activemq\conf\log4j.propertie
s

ActiveMQ logging properties file. It
contains log4j parameters for ActiveMQ
logging.

Rarely updated after
vCenter Operations Manager is in
production. Back up this file after
installation. Ths file is overwritten
during vCenter Operations Manager
software upgrades.

vcenter-ops\user\logs vCenter Operations Manager log files,
which include the optional
vCenter Operations Manager Logs and the
vCenter Operations Manager Collector
Logs.

Files in this directory are rolled over on
a daily basis. By default,
vCenter Operations Manager is
configured to keep up to seven daily log
files of each type, but you can adjust this
limit. To retain a copy of these files, you
can back up this directory regularly on
the vCenter Operations Manager server
and remote servers.
You can copy log files at any time
without stopping
vCenter Operations Manager services.
To restore these log files, you must stop
vCenter Operations Manager services.

Recovering Data Components
No data components depend on other components, and they do not need to be absolutely in sync relative to
backup and recovery times. Keep the RDB and the vCenter Operations Manager system files as up-to-date
as possible because they contain the configuration of the vCenter Operations Manager system, integration
adapters, and monitored environment.

If you need to restore the RDB, follow the guidelines provided by your database administrator.

For information about how to recover the FSDB or vCenter Operations Manager system files, see “Recover
the FSDB or System Files,” on page 133.

Recover the FSDB or System Files
You can recover the FSDB or vCenter Operations Manager system files.

Procedure

1 Stop the vCenter Operations Manager processes.

vCenter Operations Manager processes lock some files, particularly log files. You cannot restore them
until the associated process stops. The vCenter Operations Manager processes include
vcopsWebService, AnalyticsServer, ActiveMQ, and CollectorService.

2 Copy and paste the backup files back to their live locations.

3 After restoring all files, restart the vCenter Operations Manager processes.
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Backing Up and Recovering Processing Components
You must follow certain guidelines when you back up and recover the vCenter Operations Manager
processing components. The processing components include the vCenter Operations Manager server, the
vCenter Operations Manager Remote Collector server, the DT processor server, and the database server.

n Selecting a Backup and Recovery Strategy for the Server on page 134
The vCenter Operations Manager server runs the services that make up the
vCenter Operations Manager application. These services include the vCenter Operations Manager
Web service, Collector service, ActiveMQ service , and Analytics service. Because it is a high-
performance and resource-intensive application, vCenter Operations Manager usually requires a
dedicated server.

n Backing Up and Recovering the RDB Server on page 136
vCenter Operations Manager uses commercially available relational databases. If the
vCenter Operations Manager RDB is unavailable, vCenter Operations Manager becomes unavailable.
If you require a high availability or remote failover capability, configure the RDB server to use
clustering or a remote warm backup.

n Backing Up and Recovering a Remote Collector Server on page 136
The vCenter Operations Manager remote collector is a remote host that has only the
vCenter Operations Manager collector installed. A remote collector does not store data. You might
want to install one or more remote collectors to navigate firewalls, reduce bandwidth across data
centers, and reduce the load on the vCenter Operations Manager server.

n Backing Up and Recovering a Remote DT Processor Server on page 136
A remote DT processor is a vCenter Operations Manager Server process that performs analytics
calculations. It does not store data. You can distribute the load by starting a separate analytics process
on one or more remote hosts to perform just the dynamic threshold (DT) portion of analytics
processing.

Selecting a Backup and Recovery Strategy for the Server
The vCenter Operations Manager server runs the services that make up the vCenter Operations Manager
application. These services include the vCenter Operations Manager Web service, Collector service,
ActiveMQ service , and Analytics service. Because it is a high-performance and resource-intensive
application, vCenter Operations Manager usually requires a dedicated server.

Many organizations use the vCenter Operations Manager server, and by extension the FSDB, as a mission-
critical application. You can implement vCenter Operations Manager as a set of clustered servers for high
availability, or as a set of remote servers for disaster recovery or failover purposes, or both.

Implementing High Availability for the Server
You can implement high availability for the vCenter Operations Manager server by using shared disks and
clustering software. When a server that hosts vCenter Operations Manager becomes unavailable, the
clustering software maps the shared disk and vCenter Operations Manager services to the backup server
and brings them online.

High availability capability has the following hardware and software requirements.

n A shared disk (SAN) to install the vCenter Operations Manager software and
vCenter Operations Manager FSDB.

n Two separate servers on which to deploy vCenter Operations Manager services and environment
variables.

n Cluster software on both servers to manage vCenter Operations Manager services.
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n A virtual IP address representing the cluster, for end users and remote collectors that point to the
vCenter Operations Manager server to use.

When a server that hosts vCenter Operations Manager becomes unavailable and is remapped by the
clustering software, any users that are logged in to vCenter Operations Manager are logged out and the
vCenter Operations Manager system becomes unavailable for about 15 seconds. Because it is installed on the
shared disk, the FSDB is not affected. The RDB remains accessible from both servers because it is installed
on a different server than the vCenter Operations Manager software.

For more information about how to install and configure of a clustered environment, see your specific
clustering documentation.

Implementing Disaster Recovery for the Server
vCenter Operations Manager has built-in abilities to enable a quick transition to a completely separate
backup vCenter Operations Manager server or cluster if the primary server or cluster is unavailable. You
must manually switch the vCenter Operations Manager software to use the backup server or cluster as the
primary server or cluster.

The separate backup server typically resides in a different location than the primary system for disaster
recovery purposes. The remote backup server or cluster contains a vCenter Operations Manager instance
that serves as a backup replication server. This instance keeps a warm, updated copy of the FSDB.

Disaster recovery has the following hardware and software requirements.

n A separate remote vCenter Operations Manager instance that is configured as a backup server.

n A vCenter Operations Manager FSDB replication server that is running the replication service. After the
remote FSDB is synchronized with the local FSDB, the data should be identical.

n A vCenter Operations Manager database that is synchronized with the appropriate vendor software.

n A scheduled batch file that copies key vCenter Operations Manager files to the backup server. For
information about the vCenter Operations Manager files that are required on the backup server, see 
“Backing Up System Files,” on page 132.

When the primary server or cluster that hosts vCenter Operations Manager becomes unavailable, the
vCenter Operations Manager database should failover to the backup database by using the appropriate
vendor software. Users who were logged in to vCenter Operations Manager are logged out. The
vCenter Operations Manager system is unavailable until you configure the backup server to be the primary
server and all services are turned back on. See “Switch the Primary and Backup Servers,” on page 135.

The typical critical path timing item is the restoration of the RDB. All alerts in the new
vCenter Operations Manager system at the time of the most recent RDB backup are active, but
vCenter Operations Manager analytics should reset all alerts to the appropriate state after 15 minutes.

Switch the Primary and Backup Servers
If the primary server or cluster is unavailable, you must manually switch the vCenter Operations Manager
software to use the backup server or cluster as the primary server or cluster.

Prerequisites

Implement disaster recovery. See “Implementing Disaster Recovery for the Server,” on page 135.

Procedure

1 From the Start menu, select All Programs > VMware > vCenter Operations Enterprise > Configure
VMware vCenter Operations to start the Configure VMware vCenter Operations utility on the backup
server.
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2 On the Full Configuration page, change the Server Configuration setting from Backup to Primary.

This setting converts the vCenter Operations Manager system on the backup server to serve as the new
primary server.

3 Update the server IP address, or the virtual IP address that represents the cluster, to the correct IP
address for the new primary server or cluster.

End users and remote collectors that point to the vCenter Operations Manager server must use the new
IP address.

4 Click Finish to save the configuration.

NOTE   Because the vCenter Operations Manager services are reinstalled and restarted when you click
Finish, click Exit, not Finish, to close the utility if you do not make any changes.

What to do next

If you need to switch a vCenter Operations Manager replication server to the primary server, you might
need to make additional changes. See “Switch the Primary and Backup Replication Servers,” on page 129.

Backing Up and Recovering the RDB Server
vCenter Operations Manager uses commercially available relational databases. If the
vCenter Operations Manager RDB is unavailable, vCenter Operations Manager becomes unavailable. If you
require a high availability or remote failover capability, configure the RDB server to use clustering or a
remote warm backup.

Instances that are configured against a single database are unavailable if that database becomes unavailable.
If this situation occurs, a high availability strategy that includes a clustered database environment enables
the cluster to immediately switch the shared disks and the vCenter Operations Manager instance to the
backup server if one database becomes unavailable.

Backing Up and Recovering a Remote Collector Server
The vCenter Operations Manager remote collector is a remote host that has only the
vCenter Operations Manager collector installed. A remote collector does not store data. You might want to
install one or more remote collectors to navigate firewalls, reduce bandwidth across data centers, and
reduce the load on the vCenter Operations Manager server.

If a remote collector server becomes unavailable, the primary vCenter Operations Manager server does not
receive data from the portion of the monitored environment that is configured for that particular remote
collector.

Although you can install a remote collector on a cluster, typical implementations install a separate collector
on another server. This backup remote collector should have the same vCenter Operations Manager
collector adapters folder and the same vCenter Operations Manager collector configuration folder as the
primary remote collector. If the primary remote collector becomes unavailable, you can bring the backup
remote collector online.

Backing Up and Recovering a Remote DT Processor Server
A remote DT processor is a vCenter Operations Manager Server process that performs analytics
calculations. It does not store data. You can distribute the load by starting a separate analytics process on
one or more remote hosts to perform just the dynamic threshold (DT) portion of analytics processing.

If a remote processor server goes down, vCenter Operations Manager continues to collect and store data,
but dynamic thresholds are not recalculated based on the new data.
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You do not need to have a backup of a remote DT processor. If the remote DT processor becomes
unavailable, you can configure the analytics process on the vCenter Operations Manager server to perform
the dynamic threshold calculations. See “Configure the Analytics Process to Perform DT Calculations,” on
page 137.

You can also install the remote DT analytics process on a different host. See the VMware vCenter Operations
Installation Guide.

Configure the Analytics Process to Perform DT Calculations
If the remote DT processor becomes unavailable, you can configure the analytics process on the
vCenter Operations Manager server to perform dynamic threshold calculations.

IMPORTANT   Always make a backup copy of the advanced.properties file. Changes that you make might
cause errors in the file that can adversely affect vCenter Operations Manager operations.

Prerequisites

Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

Procedure

1 Make a backup copy of the advanced.properties file in the vcenter-ops\user\conf\analytics directory
on the vCenter Operations Manager server.

2 Open the original advanced.properties file and find the distributedDTCalculationsEnabled property.

3 Change distributedDTCalculationsEnabled to false.

4 Save your changes and close the advanced.properties file.

5 Restart the Analytics service.
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Configuring the Repository Adapter 11
You can use the Repository adapter to export metrics from vCenter Operations Manager on a schedule that
you set. The destination can be a relational database or a comma-separated value (CSV) file.

This chapter includes the following topics:

n “Repository Adapter Requirements and Limitations,” on page 139

n “Repository Adapter Configuration Steps,” on page 141

n “Creating a Database User for the Repository Adapter,” on page 141

n “Configure the Source Database Connection for the Repository Adapter,” on page 141

n “Configure the Output Destination for the Repository Adapter,” on page 142

n “Configuring the Source and Destination Columns for the Repository Adapter,” on page 143

n “Configure Data Export Values for the Repository Adapter,” on page 144

n “Customizing Repository Adapter Operation,” on page 146

n “Start the Repository Adapter,” on page 146

Repository Adapter Requirements and Limitations
The Repository adapter has certain requirements and limitations.

Connection Requirements
You must configure a connection to the vCenter Operations Manager relational database for the Repository
adapter.

You do not configure a connection to the FSDB. The Repository adapter uses the local RMI configuration
(rmi.properties file) to connect to the Analytics service and retrieve FSDB data.

Database Requirements
If you plan to use the Repository adapter to export data to an output database rather than a CSV file, you
must create a table on the destination database server. You must also configure the source database and
destination database columns. The vcenter-ops\tools\RepositoryAdapter\conf directory contains several
sample creation scripts.
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The following sample creation script is for SQL server.

CREATE TABLE TestTable

(    RID1 int,

     RNAME1 nvarchar(1000),

     MID1 int,

     MNAME1 nvarchar(900),

     RKNAME1 nvarchar(50),

     MKNAME1 nvarchar(1000),

     AKNAME1 nvarchar(50),

     timestamp1 datetime,

     min_threshold1 nvarchar(50),

     value1 nvarchar(50),

     max_threshold1 nvarchar(50)

)

The following sample creation script is for Oracle.

CREATE TABLE TestTable (

      RID1 INTEGER,

      RNAME1 NVARCHAR2(1000),

      MID1 INTEGER,

      MNAME1 NVARCHAR2(900),

      RKNAME1 NVARCHAR2(50),

      MKNAME1 NVARCHAR2(1000),

      AKNAME1 NVARCHAR2(50),

      timestamp1 TIMESTAMP,

      min_threshold1 NVARCHAR2(50),

      value1 NVARCHAR2(50),

      max_threshold1 NVARCHAR2(50)

);

The following sample creation script is for Postgres.

CREATE TABLE TestTable

(     RID1 int2 ,

      RNAME1 varchar(1000),

      MID1 int2,

      MNAME1 varchar(900),

      RKNAME1 varchar(50),

      MKNAME1 varchar(1000),

      AKNAME1 varchar(50),

      timestamp1 timestamp,

      min_threshold1 varchar(20) null,

      value1 varchar(20),

      max_threshold1 varchar(20) null

)

Limitations
The Repository adapter is designed to extract only a small subset of data for specific purposes. Exporting a
large amount data can result in a significant load on the system.
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Repository Adapter Configuration Steps
You must perform certain steps to configure the Repository adapter.

1 (Optional) If you have a vApp installation, create a Postgres database user for the Repository adapter to
use. See “Creating a Database User for the Repository Adapter,” on page 141.

2 Configure the connection to the vCenter Operations Manager relational database . See “Configure the
Source Database Connection for the Repository Adapter,” on page 141.

3 Configure the connection to the output database or CSV file. See “Configure the Output Destination for
the Repository Adapter,” on page 142.

4 (Optional) If you use the Repository adapter to export data to an output database, configure the source
and destination columns. See “Configuring the Source and Destination Columns for the Repository
Adapter,” on page 143.

5 Configure the resources and metrics for which the Repository adapter exports values. See “Configure
Data Export Values for the Repository Adapter,” on page 144.

6 (Optional) Customize Repository adapter operation. See “Customizing Repository Adapter Operation,”
on page 146.

7 Start the Repository adapter. See “Start the Repository Adapter,” on page 146.

Creating a Database User for the Repository Adapter
In a vApp installation, the relational database is the Postgres instance on the Analytics virtual machine. If
you have a Postgres instance, you should create a read-only user for the Repository adapter to use and
configure that user to have access to select tables.

For example:

su postgres

psql -d alivevm

create user repouser with password 'my_password';

grant select on aliveresource to repouser;

grant select on resourceattributekey to repouser;

grant select on attributekey to repouser;

grant select on resourcekind to repouser;

grant select on adapterkind to repouser;

grant select on resourcekindattribute to repouser;

Configure the Source Database Connection for the Repository
Adapter

You must configure a connection to the vCenter Operations Manager relational database for the Repository
adapter.

Prerequisites

In a vApp installation, the relational database is the Postgres instance in the Analytics virtual machine. If
your relational database is the Postgres instance, create a read-only user for the Repository adapter to use
and configure the user to have access to select tables. See “Creating a Database User for the Repository
Adapter,” on page 141.
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Procedure

1 Open the conf.properties file in a text editor.

The conf.properties file is in the vcenter-ops\tools\RepositoryAdapter\conf directory. In a vApp
installation, edit the conf.properties file on the Analytics virtual machine.

2 Use the sourcedb properties to define the connection to the source database.

The following example is an SQL Server source database definition.

sourcedbDriver = com.microsoft.sqlserver.jdbc.SQLServerDriver

sourcedbUrl = jdbc:sqlserver://host:port

sourcedbName = databasename

sourcedbUserName = username

sourcedbPassword = password

The following example is an Oracle source database definition.

sourcedbDriver = oracle.jdbc.driver.OracleDriver

sourcedbUrl = jdbc:oracle:thin:@host:port:sid

sourcedbUserName = username

sourcedbPassword = password

The following example is a Postgres source database definition.

sourcedbDriver = org.postgresql.Driver

sourcedbUrl = jdbc:postgresql://host:port

sourcedbName = alivevm

sourcedbUserName = username

sourcedbPassword = password

3 Verify that the encrypted property is set to false.

When the Repository adapter runs, it encrypts the sourcedbName and sourcedbUserName values and sets
the encrypted property to true.

IMPORTANT   If you set the encrypted property to true before the Repository adapter runs for the first
time, the adapter fails because vCenter Operations Manager expects the credentials to be in an
encrypted state. If you need to change the user name and password values, type them in plain text and
set encrypted to false.

4 Save your changes and close the conf.properties file.

Configure the Output Destination for the Repository Adapter
You must configure a connection to an output destination for the Repository adapter. The output
destination can be a relational database or a CSV file.

Procedure

1 Open the conf.properties file in a text editor.

The conf.properties file is in the vcenter-ops\tools\RepositoryAdapter\conf directory. In a vApp
installation, edit the conf.properties file on the Analytics virtual machine.
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2 Define the output destination method.

You can define only one output destination method.

Option Action

Send output to a database Set exportToCsv to false.

Send output to a CSV file Set exportToCsv to true.
 

3 If you set exportToCsv to false, use the destdb properties to define the connection to the output
database.

The following example is an SQL Server output database definition.

destdbDriver = com.microsoft.sqlserver.jdbc.SQLServerDriver

destdbUrl = jdbc:sqlserver://host:port

destdbName = databasename

destdbuserName = username

destdbPassword = password

The following example is an Oracle output database definition.

destdbDriver = oracle.jdbc.driver.OracleDriver

destdbUrl = jdbc:oracle:thin:@host:port:sid

destdbuserName = username

destdbPassword = password

The following example is a Postgres output database definition.

destdbDriver = org.postgresql.Driver

destdbUrl = jdbc:postgresql://host:port

destdbName = databasename

destdbuserName = username

destdbPassword = password

4 If you set exportToCsv to true, use the csvFilePath and csvDelimiter properties to specify the location
of the CSV file.

For example:

csvFilePath = /path/filename.csv

csvDelimiter = \,

5 Save your changes and close the conf.properties file.

Configuring the Source and Destination Columns for the Repository
Adapter

If you use the Repository adapter to export data to an output database, you must use the insertCommand
statement in the conf.properties file to define where the Repository adapter puts the data that it exports.

The conf.properties file is in the vcenter-ops\tools\RepositoryAdapter\conf directory on the
vCenter Operations Manager server. In a vApp installation, edit the conf.properties file on the Analytics
virtual machine.

insertCommand Format
The insertCommand statement contains two sets of values in parentheses, for example:

insertCommand=INSERT INTO TestTable (column1; column2) values(field1; field2)
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The first set of values defines the columns in the output database. You change TestTable to the name of
your output table. The second set of values, which appears after values in the statement, defines the source
fields in the vCenter Operations Manager data model to export to the output database columns.

Source Fields
The sample conf.properties file includes all of the possible source fields. You can change the order of the
source fields or remove fields, but you cannot add source fields. If you change the source fields, you must
also change the output column list.

Field names that start with alive are from the vCenter Operations Manager relational database.

Table 11‑1.  Relational Database Fields

Field Description

alive.RID Resource ID.

alive.RNAME Resource name.

alive.MID Metric ID.

alive.MNAME Metric key, hierarchical format, including group keys, instance names, and attribute
kind keys. For example, cpu:0|utilization_pct.

alive.RKNAME Resource kind key.

alive.MKNAME Attribute kind key, one level (the last item in the metric key).

alive.AKNAME Adapter kind key.

Field names that start with fsdb are from the vCenter Operations Manager FSDB.

Table 11‑2.  FSDB Fields

Field Description

fsdb.timestamp Metric time stamp.

fsdb.min_threshold Minimum threshold for the metric.

fsdb.value Metric value.

fsdb.max_threshold Maximum threshold for the metric.

insertCommand Statement Example
The following insertCommand statement exports the alive.RID field from the vCenter Operations Manager
relational database to the RID1 column of the output database and the alive.RNAME field from the
vCenter Operations Manager relational database to the RNAME1 column of the output database.

insertCommand=INSERT INTO TestTable (RID1; RNAME1) values(alive.RID; alive.RNAME)

Configure Data Export Values for the Repository Adapter
You can use the conditions.properties file to filter the resources and metrics for which the Repository
adapter exports values. If you do not use the conditions.properties file, the Repository adapter exports all
data.

The conditions.properties file can contain multiple conditions. Each condition specifies the name of an
output column in the destination database or CSV file and one or more values.
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A condition defines either a white list of values (equals operator) or a black list of values (not equals
operator). If you define both a white list and a black list, the Repository adapter applies AND logic to the
lists. For example, the following conditions cause the Repository adapter to export data if resource ID equals
1, 21, or 54 and metric ID is not equal to 1, 2, or 3.

RID1=1;21;154

MID=<>1;2;3

If you do not specify an output column in the conditions.properties file, the Repository adapter does not
filter on that column and exports all of its values.

Follow these rules when you add or edit values in the conditions.properties file:

n Enclose string values in single quotes.

n Do not quote numeric values, such as resource or attribute IDs.

n Use an asterisk (*) to specify a wildcard character. A wildcard matches any number of characters,
including no characters. You cannot use wildcards in numeric values.

Procedure

1 Open the conditions.properties file in the vcenter-ops\tools\RepositoryAdapter\conf directory.

In a vApp installation, edit the conditions.properties file on the Analytics virtual machine.

2 Use an equals operator (=) to define the values to include in an output column.

For example:

Column=value1;value2

The Repository adapter exports the value only if the value for the corresponding field in the
vCenter Operations Manager database matches one of the listed values.

3 Use a not equals operator (=<>) to define the values to exclude from an output column.

For example:

Column=<>value1;value2

The Repository adapter exports the value only if the value for the corresponding field in the
vCenter Operations Manager database does not match any of the listed values.

4 Save your changes and close the conditions.properties file.

Example: conditions.properties File
The following example maps the resource name field to the RNAME1 output column and the metric name field
to the MKNAME1 output column. The Repository adapter exports data for the Collector, Web, and Analytics
resources, and for any resource that has a name that begins with Business. The adapter does not export data
for the health metric or for any metric that has a name that begins with avail.

RKNAME1='Collector';'Web';'Analytics';'Business*'

MKNAME1=<>'health';'avail*'
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Customizing Repository Adapter Operation
You can modify properties in the vcenter-ops\tools\RepositoryAdapter\conf\conf.properties file to
customize Repository adapter operation. In a vApp installation, edit the conf.properties file on the
Analytics virtual machine.

Table 11‑3.  Repository Adapter Properties

Property Description Default

runOnce Set to true to run the adapter once, or set to false to sleep and run the
adapter again after scheduleTime.

true

scheduleTime Time to run the adapter, in hours. Set this property to a positive
number to run the adapter at a particular time of day, or set it to a
negative number to run the adapter at specific intervals. For example, if
you set this property to 23, the adapter runs at 11:00 p.m. each day. If
you set this property to -1, the adapter runs once per hour.

24

dtEnabled Enables or disables retrieval of dynamic thresholds for metrics.
NOTE   Enabling this property can affect performance. Enable this
property only when required and only if the adapter selectively exports
metrics

false

readResourceDataAtOnce Set to true to read all of the data for a resource at one time. Enabling
this property improves retrieval performance because the number of
read operations is decreased.
You must set dtEnabled to false for this property to be effective.

true

incremental Set to true to retrieve only metric values collected after the last adapter
run.

true

maxDays Specifies the number of days to retrieve data. For example, if you set
this property to 365, the adapter retrieves data for the past year.

1

retryConnectCount Number of times that the adapter retries the database connection. 5

delayBetweenRetries Amount of time, in milliseconds, between retries. 10000

Start the Repository Adapter
You can start the Repository adapter on a Windows or Linux host.

Procedure

n Start the Repository adapter on a Windows host.

a Open a command prompt on the Windows host.

b Change the directory to vcenter-ops\tools\RepositoryAdapter.

c Run the batch file.

For example: run.bat

n Start the Repository adapter on a Linux host or on the Analytics virtual machine.

a Open a terminal window on the Linux host or Analytics virtual machine.

b Change the directory to vcenter-ops/tools/RepositoryAdapter.

c Run the shell script.

For example: ./run.sh
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After the Repository adapter starts, it runs according to the schedule that you configured in the
conf.properties file.
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Using System Tools 12
vCenter Operations Manager includes several system tools. You can use these tools to manage and
troubleshoot the file system database (FSDB), monitor and troubleshoot vCenter Operations Manager
performance, check communication between the vCenter Operations Manager server host and remote or
local collectors, configure and run the Repository Adapter, and estimate how many resources a host can
support.

This chapter includes the following topics:

n “Summary of System Tools,” on page 149

n “Check the FSDB and Repair Problems,” on page 150

n “Move the FSDB,” on page 151

n “Monitor vCenter Operations Manager Services in JConsole,” on page 152

n “Configuring and Running runvcopsServerConfiguration,” on page 152

n “Eliminating Linearly Correlated Metrics from the DT Calculation,” on page 155

Summary of System Tools
For each system tool, vCenter Operations Manager provides a batch (.bat) file version for Windows hosts
and a shell script (.sh) file version for Linux hosts.

Table 12‑1.  Summary of System Tools

Tool Description

dbcli Database command line interface. You can use this tool to perform
operations in the vCenter Operations Manager database, including
importing and exporting dashboards, dashboard templates, and
super metrics. See Chapter 13, “Using the Database Command Line
Interface,” on page 157.

FilterPluginConfEditor Configuration File editor. You can use the Configuration File editor
to edit the emailFilter.xml file. See Chapter 7, “Configuring Alert
Notifications,” on page 79.

FSDBCheck Checks for and repairs problems, such as data corruption caused by a
power failure, in the vCenter Operations Manager FSDB.

FSDBHomeChanger Moves the vCenter Operations Manager FSDB to a new location and
updates all properties associated with its location.

PCA Eliminates linearly correlated metrics from the dynamic threshold
calculation.
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Table 12‑1.  Summary of System Tools (Continued)

Tool Description

run-jconsole Starts the Java JConsole tool to open the Java application console.
You can use this tool to troubleshoot certain
vCenter Operations Manager performance issues.
NOTE   You must install the Java SDK, which includes JConsole, to
use run-jconsole. JConsole is not shipped with
vCenter Operations Manager.

Reporting Repository Adapter Copies a defined subset of data from the
vCenter Operations Manager FSDB to another database where you
can use the data for reporting purposes.

runvcopsServerConfiguration Estimates how many resources a server can support based on the
server CPU, memory, disk space, and file I/O specifications.

Check the FSDB and Repair Problems
You can use the FSDBCheck tool to check for and repair problems, such as data corruption caused by a
power failure, in the vCenter Operations Manager FSDB. FSDBCheck stores a corrected copy of the FSDB in
an output directory that you specify.

Prerequisites

n Become familiar with how to start and stop the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

n Become familiar with the FSDBHomeChanger tool. See “Move the FSDB,” on page 151.

Procedure

1 Stop the Analytics service.

2 Start the FSDBCheck tool.

Option Action

Windows host Open a command prompt and type
vcenter-ops\tools\FSDBCheck\fsdbcheck.bat .

Linux host Open a terminal window and type
vcenter-ops/tools/SDBCheck/sdbcheck.sh .

 
For example:

path_fsdbcheck fsdb_dir [-out fsdb_outdir] [-5 count]

n path_fsdbcheck is the path to the .bat or .sh file.

n fsdb_dir is the path the FSDB home directory to check.

n fsdb_outdir is the path to the output directory for the checked files. If the output directory does not
exist, FSDBCheck creates it. If you do not include the -out option, the output directory is vcenter-
ops\data_backup_yyyy_mm_dd_hh_mm_ss. The final lines of the output file specify whether any files
were fixed.

n count is the number of threads to use for the command. The thread count can be 1 to 100. The
default thread count is 1. For best load balancing, set the thread count to the number of cores in the
server where you are running the command.
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3 If FSDBCheck fixes any files, change the home directory or continue using the current directory.

Option Action

Switch vCenter Operations Manager
to use the new copy of the FSDB

Use FSDBHomeChanger to change the FSDB home directory to use the
corrected files, for example, FSDBHomeChanger homedir -out
FSDBCheck_output_dir.
Do not include the -o option. Do not overwrite the files in the new
directory.

Continue using the current FSDB
home directory

Use Windows Explorer to copy the files from the FSDBCheck output
directory back to the home directory, overwriting the files there.

 
4 Restart the Analytics service.

Move the FSDB
You can use the FSDBHomeChanger tool to copy all of the files in the vCenter Operations Manager FSDB to
a new disk drive or file system. FSDBHomeChanger also updates all of the vCenter Operations Manager
properties that are associated with the FSDB location to use the new location. You might need to use
FSDBHomeChanger after you use FSDBCheck to correct problems in the database.

Prerequisites

Become familiar with how to stop and start the Analytics service. See “Start or Stop vCenter Operations
Manager Services,” on page 108.

Procedure

1 Stop the Analytics service.

2 Start FSDBHomeChanger.

Option Action

Start FSDBHomeChanger on a
Windows host

Open a command prompt and type
vcenter-ops\tools\FSDBHomeChanger\fsdbhomechanger.bat.

Start FSDBHomeChanger on a
Linux host

Open a terminal window and type
vcenter-ops/tools/FSDBHomeChanger/fsdebhomechanger.sh.

 
For example:

path_fsdbhomechanger fsdbd-indir -out fsdb_outdir [-o] [-s]

n path_fsdbhomechanger is the path to the .bat or .sh file.

n fsdbd-indir is the path to the source FSDB home directory.

n fsdb_outdir is the path to the output directory for the copied files. If the output directory does not
already exist, FSDBHomeChanger creates it.

The -o option causes FSDBHomeChanger to overwrite files if they already exist in the output directory.
By default, existing files are not overwritten. The -s option puts all data for each resource in a single file
instead of a separate file for each month's data for each resource. Using -s reduces I/O operations, but it
slows the calculation of dynamic thresholds.
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3 (Optional) If you are using FSDBHomeChanger after using FSDBCheck, and FSDBCheck corrects any
files, you might want to change the FSDB home directory to the FSDBCheck output directory so that it
uses the corrected files.

For example:

FSDBHomeChanger homedir -out FSDBCheck_output-dir

In the example, homedir is the currently defined FSDB home directory and FSDBCheck_output_dir is the
output directory from the FSDBCheck command. Because you do not want to overwrite the corrected
files in the new location, do not include the -o option. The example assumes that you are using a
Windows server and that you changed to the directory that contains fsdbhomechanger.bat.

4 Restart the Analytics service.

Monitor vCenter Operations Manager Services in JConsole
You can use the run-jconsole tool to monitor vCenter Operations Manager services and troubleshoot
performance issues. run-jconsole starts the Java JConsole tool to open the Java application console.

Prerequisites

Install the Java SDK, which includes JConsole. JConsole must be installed to use run-jconsole. JConsole is
not included with vCenter Operations Manager. For more information about JConsole, see the Java Web site
(http://java.sun.com).

Procedure

1 Start run-jconsole.

Option Action

Start run-jconsole on a Windows
host

Open a command prompt and type
vcenter-ops\tools\run-jconsole.bat.

Start run-jconsole on a Linux host Open a terminal window and type
vcenter-ops/tools/run-jconsole.sh.

 
2 Type the name of the service to monitor.

You can type all, web, analytics, collector, or mq.

Configuring and Running runvcopsServerConfiguration
The runvcopsServerConfiguration tool calculates the resources that a vCenter Operations Manager server
host can support with acceptable performance based on the host's available CPU, memory, disk space, and
file I/O and your vCenter Operations Manager configuration.

Before you can use runvcopsServerConfiguration, you must set values in the vcops_parameters.properties
and vcops_server_configuration.properties files. Both files are located in the vcenter-
ops\vcopsServerConfiguration\vcops_server_configuration\conf directory.

vcops_parameters.properties File
runvcopsServerConfiguration uses values in the vcops_parameters.properties file to estimate the
maximum number of resources that a vCenter Operations Manager server host can support.

The vcops_parameters.properties file is located in the vcenter-
ops\vcopsServerConfiguration\vcops_server_configuration\conf directory.
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Table 12‑2.  vcops_parameters.properties File Properties

Property Description

NUMBER_INBOUND_ADAPTERS_ON_ALIVE_SERVER Number of inbound adapters that
vCenter Operations Manager uses.

NUMBER_CONTAINERS Estimated number of container resources that will be
configured.

NUMBER_RESOURCES Number of resources for the tool to use as a starting point
for the estimation. Set this number to approximately twice
the maximum number of resources that you estimate this
installation needs to support.

NUMBER_METRICS_PER_RESOURCE Average number of metrics to track for each resource.

NUMBER_APPLIED_SUPERMETRICS_PER_CONTAINER Average number of super metrics for each container
resource.

MINUTE_COLLECTION_PERIOD How often metric values are collected, in minutes.

DAYS_DATA_RETENTION Number of days metric data is retained.

CONCURRENT_USERS Estimated average number of concurrent
vCenter Operations Manager users.

REMOTE_COLLECTORS Number of installed remote collectors.

OUTBOUND_ADAPTERS Number of outbound adapters.

NUMBER_FSDB_WRITE_CYCLES Number of times to write data to the FSDB during the file
I/O test. The higher the number, the more accurate the
estimation, but the longer the test takes.

GOAL_HOURS_DT_CALCULATION Maximum number of hours dynamic threshold
calculations should take to complete.

NUMBER_DT_PLUGINS Average number of dynamic threshold processors that are
used for dynamic threshold calculations.

vcops_server_configuration.properties File
The vcops_server_configuration.properties file contains connection information for the
vCenter Operations Manager server on the host. runvcopsServerConfiguration uses the values in this file to
connect to a host.

You set the properties in vcops_server_configuration.properties only on a Windows host. You do not
need to modify this file on a Linux host.

Table 12‑3.  vcops_server_configuration.properties Properties

Property Description

ALIVE_SERVER_HOSTNAME Host name or IP address of the host. If you are using
runvcopsServerConfiguration on the host, you can set this
property to localhost.

ALIVE_SERVER_USERNAME User name to use to connect to the host.

ALIVE_SERVER_PASSWORD_ENCRYPTED Leave this property set to false. When you first run the
runvcopsServerConfiguration, the tool encrypts the
password value and change this value to true.

ALIVE_SERVER_PASSWORD Password for the user named in
ALIVE_SERVER_USER_NAME. This property is encrypted
when you run runvcopsServerConfiguration.
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Set Properties for runvcopsServerConfiguration
runvcopsServerConfiguration uses values in the vcops_parameters.properties file to estimate the
maximum number of resources that the vCenter Operations Manager server host can support. The
vcops_server_configuration.properties file contains connection information for the
vCenter Operations Manager server on the host. runvcopsServerConfiguration uses the values in this file to
connect to a host.

Prerequisites

Become familiar with the properties in the vcops_parameters.properties and
vcops_server_configuration.properties files. See “vcops_parameters.properties File,” on page 152 and 
“vcops_server_configuration.properties File,” on page 153.

Procedure

1 Open the vcops_parameters.properties file and set each property to the correct value, or the best
estimate of the correct value, for the vCenter Operations Manager server host.

2 Save your changes and close the vcops_parameters.properties file.

3 (Windows host only) Open the vcops_server_configuration.properties file and configure connection
information for the vCenter Operations Manager server host.

4 Save your changes and close the vcops_server_configuration.properties file.

What to do next

Run runvcopsServerConfiguration. See “Run runvcopsServerConfiguration,” on page 154.

Run runvcopsServerConfiguration
On a Windows host, you start runvcopsServerConfiguration by running a batch (.bat) file. On a Linux host,
you start runvcopsServerConfiguration by running a shell script.

Prerequisites

Configure runvcopsServerConfiguration. See “Configuring and Running runvcopsServerConfiguration,” on
page 152.

Procedure

n On a Windows host, open a command prompt and type the following command.

vcenter-ops\tools\vcopsServerConfiguration\runvcopsServerConfiguration.bat [-print | -test]

n On a Linux host, open a terminal window and type the following command.

vcenter-ops\tools\vcopsServerConfiguration\runvcopsServerConfiguration.sh [-print | -test ]

When you run runvcopsServerConfiguration in print mode using the -print option, it returns a summary
that shows the number of CPU cores, total physical memory, available free space on drives or file systems
where the vCenter Operations Manager FSDB is located, and the estimated number of resources that the
host can support.

When you run runvcopsServerConfiguration in test mode using the -test option, it returns the same
information, but it also runs a file I/O test. The file I/O test writes data to the defined FSDB home directory
and uses the measured speed of the writes in its estimation of the maximum number of resources. The value
of the NUMBER_FSDB_WRITE_CYCLES property in the vcops_parameters.properties file determines the number
of times to writes to the FSDB. For information on the NUMBER_FSDB_WRITE_CYCLES property, see 
“vcops_parameters.properties File,” on page 152. Test mode takes longer than print mode, but it generally
returns a more accurate estimate.
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If FSDB home directories exist on more than one Windows drive or Linux file system,
runvcopsServerConfiguration uses the minimum amount of available space on any of the defined drives or
file systems and multiplies it by the defined number of drives or file systems. If the drives or files systems
have very different amounts of available space, runvcopsServerConfiguration might underestimate the
amount of available space. For example, if FSDB home directories exist on two drives and one drive has
40GB available and the other drive has 300GB available, runvcopsServerConfiguration estimates the disk
space as 80GB (40GB multiplied by 2).

The maximum number of resources that runvcopsServerConfiguration calculates is an approximation. In
many cases, the server host might be able to support a slightly higher number of resources. For example, if
runvcopsServerConfiguration estimates that the host can support 1485 resources, the host might be able to
support 1500 resources.

Eliminating Linearly Correlated Metrics from the DT Calculation
In certain circumstances, you might want to eliminate linearly correlated metrics from the dynamic
threshold calculation. For example, if the CPU | Usage (%) metric is outside of normal bounds for a virtual
machine, the CPU | Usage (MHz) metric also will be outside of normal bounds because the metrics are
correlated. In this case, calculating dynamic thresholds on both metrics is not necessary.

The PCA tool eliminates linearly correlated metrics from the dynamic threshold calculation. You use the
pca.properties file to identify the resource kinds on which to run the PCA tool, specify the number of days
of data to include in the PCA calculation, and configure other properties.

pca.properties File
The pca.properties file in the vcenter-ops\tools\pca\conf folder contains configuration information for
the PCA tool. In a vApp installation, you edit the pca.properties file on the Analytics virtual machine.

Table 12‑4.  pca.properties File Properties

Property Description

pcaRKList Comma-separated list of resource kind keys. This list determines the resource kinds
on which to run the PCA tool.

pcaDaysToProcess Number of days of data to include in the PCA calculation.

pcaDaysAgoEnd End date for the metric data to include in the PCA calculation, counted in number of
days from the current date.

pcaTimeWindowIncrement Size of the interval between data windows, expressed as a number of samples.

pcaTimeWindowSize Size of each data window, expressed as a number of samples.

pcaPFraction Value of the p fraction variable to use in the PCA calculation.

pcaDataSetSamplePercent Percentage, from 0 to 100, of the data set to use as a random sample when
determining the monitoring cycle.

pcaConstantPercentile Percentile to take when determining when data sets are constant.

pcaEpsilon Rounding error for determining when data sets are constant.

The following example is a sample pca.properties file.

pcaRKList = Tier

pcaDaysToProcess = 1

pcaDaysAgoEnd = 0

pcaTimeWindowIncrement = 10.0

pcaTimeWindowSize = 20.0
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pcaPFraction = 0.9

pcaDataSetSamplePercent = 10.0

pcaConstantPercentile = 90.0

pcaEpsilon = 0.00001

Run the PCA Tool
You can use the PCA tool to eliminate linearly correlated metrics from the dynamic threshold calculation.

Prerequisites

Become familiar with the pca.properties file. See “pca.properties File,” on page 155.

Procedure

1 Configure the resource kinds on which to run the PCA tool and the number of days to include in the
PCA calculation.

a Open the pca.properties file in a text editor.

The pca.properties file is in the vcenter-ops\tools\pca\conf directory. In a vApp installation, edit
the pca.properties file on the Analytics virtual machine.

b Set the pcaRKList property to a comma-separated list of resource kind keys.

This list determines the resource kinds on which to run the PCA tool.

c Set the pcaDaysToProcess property to the number days of data to include in the PCA calculation.

d Save your changes and close the pca.properties file.

2 Start the PCA tool.

Option Description

Windows host Open a command prompt and type vcenter-ops\tools\pca\run-
pca.bat.

Linux host Open a terminal window and type vcenter-ops/tools/pca/run-
pca.sh.

 

A PCA results file appears in the vcenter-ops\user\conf\analytics directory. The PCA log file contains the
statistics of how many metrics were eliminated. The Analytics service stops calculating dynamic thresholds
for the eliminated metrics.
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Using the Database Command Line
Interface 13

The database command line interface, dbcli, is a command line Java application that you can use to perform
operations in the vCenter Operations Manager database. With dbcli commands, you can manage
dashboards, dashboard templates, attributes, super metrics, and resources. You can also perform certain
control operations.

This chapter includes the following topics:

n “Run the Database Command Line Interface,” on page 157

n “Managing Dashboards,” on page 157

n “Managing Dashboard Templates,” on page 160

n “Managing Attributes and Super Metrics,” on page 163

n “Managing Resource Kinds,” on page 167

n “Performing Control Operations,” on page 168

Run the Database Command Line Interface
You can run the database command line interface on Windows and Linux systems.
vCenter Operations Manager provides a batch (.bat) file version for Windows and a shell script (.sh) file
version for Linux.

Procedure

u Start the database command line interface.

Option Action

Windows host Open a command prompt and type
vcenter-ops\tools\dbcli\dbcli.bat command.

Linux host Open a terminal window and type
vcenter-ops/tools/dbcli/dbcli.sh command.

 
vcenter-ops represents the vCenter Operations Manager installation directory and command represents a
dbcli command.

Managing Dashboards
You can use dbcli commands to efficiently create, modify, and maintain dashboards for multiple users and
vCenter Operations Manager instances.

You can also use the Custom user interface to perform many dashboard operations. For more information,
see the VMware vCenter Operations Manager Getting Started Guide (Custom User Interface).
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Export a Dashboard
You can use the dbcli dashboard export command to export a dashboard from a
vCenter Operations Manager instance. When you export a dashboard, vCenter Operations Manager creates
a dashboard file in XML format.

The dashboard export command has the following syntax.

dashboard export user-name "dashboard-name" [output-dir]

user-name Name of the user account that owns the dashboard.

dashboard-name Name of the dashboard to export.

output-dir Directory where the command exports the dashboard file. If you do not
provide an output directory name, the command exports the dashboard file
to the current directory.

If the user account or dashboard does not exist, the command fails.

The following dashboard export command exports a dashboard named MyDashboard that belongs to the
MyUser user account to the MyDashboard.xml file in the tools\dbcli\dashboards directory.

dbcli.sh dashboard export MyUser "MyDashboard" dashboards

Import a Dashboard
You can use the dbcli dashboard import command to import a dashboard that you exported from another
instance of vCenter Operations Manager. You can import XML format and Java binary object (.bin) format
dashboard files.

The dashboard import command has the following syntax.

dashboard import user-name "input-file" [--force] [--share all | group-name[,group-name]...] [--

retry maxRetryMinutes] [--default]

user-name Name of the user account to own the imported dashboard on the target
system.

input-file Name of a previously exported dashboard file.

If the user name or dashboard file does not exist, the command fails.

The dashboard import command has certain options.

Table 13‑1.  dashboard import Command Options

Option Description

--force Use this option to import the dashboard even if a dashboard that has
the same name already exists on the target system.
NOTE   This option can cause the command to create a duplicate
dashboard on the target system.

--share all | group-name [,group-
name]...

List of user groups that can share the dashboard on the target system.
Separate multiple names with a comma. To share the dashboard with
all user groups, type all instead of individual user group names.
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Table 13‑1.  dashboard import Command Options (Continued)

Option Description

--retry maxRetryMinutes Maximum amount of time, in minutes, that the command retries the
import operation. The command retries the import operation at one-
minute intervals until it reaches this time limit.
NOTE   This option is useful if data is missing from the dashboard
when you initiate the command.

--default Makes the imported dashboard the default dashboard for the specified
user account or user groups. The default dashboard is the first
dashboard users see when they log in.

The following dashboard import command imports the dashboards/MyDashboard.xml dashboard file. The
MyUser2 user account owns the dashboard and members of the Users user group can share the dashboard.
If the required information is not available when you initiate the command, the command retries the import
operation at one-minute intervals for up to 10 minutes.

dbcli.sh dashboard import MyUser2 "dashboards/MyDashboard.xml" --retry 10 --share Users

Share a Dashboard
You can use the dbcli dashboard share command to share a dashboard with one or more user groups.

The dashboard share command has the following syntax.

dashboard share user-name "dashboard-name" {all | group-name[,group-name]...}

user-name Name of the user account that owns the dashboard.

dashboard-name Name of the dashboard to share.

You can type the name of each user group that can share the dashboard or type all to share the dashboard
with all user groups. Use a comma to separate multiple user group names.

The following dashboard share command shares a dashboard named MyDashboard that belongs to the
MyUser user account with members of the Users and Operators user groups.

dbcli.sh dashboard share MyUser "MyDashboard" Users,Operators

Unshare a Dashboard
You can use the dbcli dashboard unshare command to stop sharing a dashboard that you previously
shared.

The dashboard unshare command has the following syntax.

dashboard unshare user-name "dashboard-name" {all | group-name[,group-name]...}

user-name Name of the user account that owns the dashboard.

dashboard-name Name of the dashboard to stop sharing.

You can type the name of each user group with which to stop sharing the dashboard or type all to stop
sharing the dashboard with all user groups. Use a comma to separate multiple user group names.

The following dashboard unshare command stops sharing for the dashboard named MyDashboard. The
dashboard is owned by the MyUser user account. The command stops sharing the dashboard with all user
groups.

dbcli.sh dashboard unshare MyUser "MyDashboard" all
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Reorder a Dashboard
You can use the dbcli dashboard reorder command to control the order in which a dashboard appears in
the user interface.

The dashboard reorder command has the following syntax.

dashboard reorder user-name "dashboard-name" [--set rank] [--default]

user-name Name of the user account that owns the dashboard.

dashboard-name Name of the dashboard to reorder.

The dashboard reorder command has certain options.

Table 13‑2.  dashboard reorder Command Options

Option Description

--set rank Sets the dashboard order. For example, --set 1 makes the dashboard the first dashboard in
the dashboard list. If you do not specify this option, the dashboard order is not changed.

--default Makes the dashboard the default dashboard for the specified user. The default dashboard is
the first dashboard users see when they log in.

The following dashboard reorder command makes the dashboard named MyDashboard the first dashboard
in the dashboard list and the default dashboard for the MyUser user account.

dbcli.sh dashboard reorder MyUser "MyDashboard" --set 1 --default

Delete a Dashboard
You can use the dbcli dashboard delete command to delete a dashboard.

The dashboard delete command has the following syntax.

dashboard delete user-name "dashboard-name"

user-name Name of the user account that owns the dashboard.

dashboard-name Name of the dashboard to delete.

The following dashboard delete command deletes the dashboard named MyDashboard that belongs to the
MyUser user account.

dbcli.sh dashboard delete MyUser "MyDashboard"

Managing Dashboard Templates
You can use dbcli commands to efficiently create, modify, and maintain dashboard templates for multiple
users and vCenter Operations Manager instances.

You can also use the Custom user interface to perform many dashboard template operations. For more
information, see the VMware vCenter Operations Manager Getting Started Guide (Custom User Interface).

Export a Dashboard Template
You can use the dbcli template export command to export a dashboard template from a
vCenter Operations Manager instance. When you export a dashboard template,
vCenter Operations Manager creates a dashboard template file in XML format.

The template export command has the following syntax.
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template export "template-name" [output-dir]

template-name Name of the dashboard template to export. If the dashboard template does
not exist, the command fails.

output-dir Directory where the command exports the dashboard template file. If you do
not provide an output directory name, the command exports the dashboard
template file to the current directory.

The following template export command exports a dashboard template named MyTemplate to a file named
MyTemplate.xml in the tools\dbcli\templates directory.

dbcli.sh template export "MyTemplate" templates

Import a Dashboard Template
You can use the dbcli template import command to import a dashboard template that you exported from
another instance of vCenter Operations Manager. You can import XML format and Java binary object (.bin)
format dashboard template files.

The template import command has the following syntax.

template import "input-file" [--force] [--share all | group-name[,group-name]... ] [--retry

maxRetryMinutes]

input-file is the name of a previously exported dashboard template file. If the file does not exist, the
command fails.

The template import command has certain options.

Table 13‑3.  template import Command Options

Option Description

--force Use this option to import the dashboard template even if a
dashboard template that has the same name already exists
on the target system.
NOTE   This option can cause the command to create a
duplicate dashboard tempate on the target system.

--share all | group-name[,group-name]... List of user groups that can share the dashboard template
on the target system. Separate multiple names with a
comma. To share the dashboard template with all user
groups, type all instead of individual user group names.

--retry maxRetryMinutes Maximum amount of time, in minutes, that the command
retries the import operation. The command retries the
import operation at one-minute intervals until it reaches
this time limit.
NOTE   This option is useful if data is missing from the
dashboard template when you initiate the command.

The following template import command imports a dashboard template file named
templates\MyTemplate.xml and shares it with all existing user groups. If the required information is not
available when you initiate the command, the command retries the import operation at one-minute intervals
for up to 10 minutes.

dbcli.sh template import "templates\MyTemplate.xml" --retry 10 -share all
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Share a Dashboard Template
You can use the dbcli template share command to to share a dashboard template with one or more user
groups.

The template share command has the following syntax.

template share "template-name" {all | group-name[,group-name]...}

template-name is the name of the dashboard template to share.

You can type the name of each user group that can share the dashboard template or type all to share the
dashboard with all user groups. Use a comma to separate multiple user group names.

The following template share command shares the dashboard template named MyTemplate with members
of the Users user group.

dbcli.sh template share "MyTemplate" Users

Unshare a Dashboard Template
You can use the dbcli template unshare command to stop sharing a dashboard template that you
previously shared.

The template unshare command has the following syntax.

template unshare "template-name" {all | group-name[,group-name]...}

template-name is the name of the dashboard template to stop sharing.

You can type the name of each user group with which to stop sharing the dashboard template or type all to
stop sharing the dashboard template with all user groups. Use a comma to separate multiple user group
names.

The following template unshare command stops sharing the dashboard template named MyTemplate with
all user groups.

dbcli.sh template unshare "MyTemplate" all

Reorder a Dashboard Template
You can use the dbcli template reorder command to control the order of dashboards that are created from
a specific dashboard template.

The template reorder command has the following syntax.

template reorder "template-name" [--set rank]

template-name is the name of the dashboard template.

You can use the --set option to set the dashboard rank to a certain value. For example, --set 1 makes
dashboards created from the specified dashboard template first in the list of dashboards that are created
from templates. If you do not specify this option, the dashboard template order is not changed.

The following template reorder command makes dashboards created from the dashboard template named
MyTemplate first in the list of dashboards that are created from templates.

dbcli.sh template reorder "MyTemplate" --set 1

Delete a Dashboard Template
You can use the dbcli template delete command to delete a dashboard template.

The template delete command has the following syntax.
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template delete "template-name"

template-name is the name of the dashboard template to delete.

The following template delete command deletes a dashboard template named MyTemplate.

dbcli.sh template delete "MyTemplate"

Managing Attributes and Super Metrics
You can use dbcli commands to manage attributes and super metrics.

You can also use the Custom user interface to perform attribute and super metric operations. For more
information, see Chapter 4, “Configuring Attribute Packages,” on page 39.

Configure an Attribute
You can use the dbcli attribute configure command to configure properties of an attribute in an attribute
package.

The attribute configure command provides similar functionality to the attribute package editor in the
Custom user interface. For more information, see “Add an Attribute Package,” on page 42.

The attribute configure command has the following syntax.

attribute configure "adapterkind-key:resourcekind-key" "attribute-name" --packages {all |

"package-name[,package-name]..."} --check {true | false} --ht {true | false} --htcriticality

level-name --dtabove {true | false} --dtbelow {true | false} --thresholds {none | "threshold-

def[;threshold-def]..."}

adapterkind-
key:resourcekind-key

Defines the resource kind to configure. The value consists of an adapter kind
key and a resource kind key. If the keys contain spaces, you must enclose the
combination of both values in quotes, for example,
"VMWARE:VirtualMachine".

attribute-name Hierarchical name of the attribute to configure. Use the metric key naming
convention group_key[|group_key]|attributekind_key, for example, mem|
active_average.

Because the configuration is associated with attribute kinds, the attribute configure command ignores
group instance names.

The attribute configure command has certain options. All of the options are required.

Table 13‑4.  attribute configure Command Options

Option Description

--packages {all | "package-name[,package-name]..."} List of attributes packages to which to apply the operation.
To apply the operation to all existing attribute packages,
type all instead of individual attribute package names. If a
named attribute package does not exist, the command
creates it.

--check {true | false} Checks or unchecks the attribute for collection in the
specified attribute packages.

--ht {true | false} Marks or unmarks hard threshold violations of the
attribute as KPI violations.

--htcriticality level-name Sets the criticality level for hard threshold violations of the
attribute to generate KPI violations.

--dtabove {true | false} Marks or unmarks violations above the dynamic threshold
of the attribute as KPI violations.
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Table 13‑4.  attribute configure Command Options (Continued)

Option Description

--dtbelow {true | false} Marks or unmarks violations below the dynamic threshold
of the attribute as KPI violations.

--thresholds {none | "threshold-def[;threshold-
def]..."}

List of threshold definitions for the attribute package. Type
none instead of a threshold definition to remove all
existing thresholds. For more information, see “Threshold
Definitions,” on page 166.

The following attribute configure command checks the attribute named active_average under the group
named mem for collection inside attribute packages named Default Attributes and Reduced package. If
either attribute package does not already exist, the command creates it. The command also creates two
thresholds and marks HT from level critical and DT above and DT below as KPI violations.

dbcli.sh attribute configure "VMWARE:VirtualMachine" "mem|active_average" --packages "Default 

Attributes,Reduced package" --check true --ht true --htcriticality critical --dtabove true --

dtbelow true --thresholds "critical,>=,90,2,3;immediate,=,70,3,3"

Configure a Super Metric
You can use the dbcli supermetric configure command to configure properties of a super metric in a super
metric package.

The supermetric configure command provides similar functionality to the super metric editor in the
Custom user interface. For more information, see “Add a Super Metric,” on page 50.

The supermetric configure command has the following syntax.

supermetric configure supermetric-name --packages {all | "package-name[,package-name]..."} --

check {true | false} --ht {true | false} --htcriticality level-name --dtabove {true | false} --

dtbelow {true | false} --thresholds {none | "threshold-def[;threshold-def]..."}

supermetric-name is the name of the super metric to configure.

The supermetric configure command has certain options. All of the options are required.

Table 13‑5.  supermetric configure Command Options

Option Description

--packages {all | "package-name[,package-name]..."} List of super metric packages to which to apply the
operation. To apply the operation to all super metric
packages, type all instead of individual super metric
package names.

--check {true | false} Checks or unchecks the super metric for collection in the
specified packages.

--ht {true | false} Marks or unmarks hard threshold violations of the super
metric as KPI violations.

--htcriticality level-name Sets the criticality level for hard threshold violations of the
super metric to generate KPI violations.

--dtabove {true | false} Marks or unmarks violations above the dynamic threshold
of the super metric as KPI violations.

--dtbelow {true | false} Marks or unmarks violations below the dynamic threshold
of the super metric as KPI violations.

--thresholds {none | "threshold-def[;threshold-
def]..."}

List of threshold definitions for the super metric. Type
none instead of a threshold definition to remove all
existing thresholds. For more information, see “Threshold
Definitions,” on page 166.
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The following supermetric configure command checks the super metric named SM1 for collection in the
super metric package named package1. It creates two thresholds and marks HT from level critical and DT
above and DT below as KPIs violations.

dbcli.sh supermetric configure "SM1" --packages "package1" --check true --ht true --

htcriticality critical --dtabove true --dtbelow true --thresholds "critical,>=,

90,2,3;immediate,=,70,3,3"

Export a Super Metric
You can use the dbcli supermetric export command to export a super metric from a
vCenter Operations Manager instance. When you export a super metric, vCenter Operations Manager
creates a super metric file in XML format.

The supermetric export command has the following syntax.

supermetric export "supermetric-name" [output-dir]

supermetric-name Name of the super metric to export. If the named super metric does not exist,
the command does not export a super metric file. If multiple super metrics
exist that have the same name, the command exports only one of the super
metrics.

output-dir Name of the directory where the command exports the super metric file. If
you do not provide an output directory name, the command exports the
super metric file to the current directory.

The following supermetric export command exports a super metric named SM1 to the SM1.xml file in the
supermetrics directory.

dbcli.sh supermetric export "SM1" supermetrics

Import a Super Metric
You can use the dbcli supermetric import command to import a super metric that you exported from
another instance of vCenter Operations Manager.

supermetric import "input-file" [--force] [--packages {all | "package-name[,package-name]..."}]

[--check {true | false} ] [--retry maxRetryMinutes] [--create]

input-file is the name of the a previously exported super metric file. If the super metric file does not exist, the
command fails.

The supermetric import command has certain options.

Table 13‑6.  supermetric import Command Options

Option Description

--force Use this option to import the super metric even if a super metric
that has the same name already exists on the target system.
NOTE   This option can cause the command to create a duplicate
super metric on the target system.

--packages {all | "package-name[,package-
name]..."}

List of super metric packages to which to apply the import
operation. To apply the import operation to all super metric
packages, type all instead of individual super metric package
names.

--check {true | false} Checks or unchecks the super metric for collection in the
specified packages.
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Table 13‑6.  supermetric import Command Options (Continued)

Option Description

--retry maxRetryMinutes--retry Maximum amount of time, in minutes, that the command
retries the import operation. The command retries the import
operation at one-minute intervals until it reaches this time limit.
NOTE   This option is useful if data is missing from the super
metric when you initiate the command.

--create Creates missing resources, if any, in the imported configuration.

The following supermetric import command imports the SM1.xml super metric file. If the required
information is not available when you initiate the command, the command retries the import information at
one-minute intervals for up to 10 minutes. The command applies the import information to all super metric
packages and creates missing resources, if any, in the imported configuration.

dbcli.sh supermetric import "SM1.xml" --retry 10 --packages all --check true

Delete a Super Metric
You can use the dbcli supermetric delete command to delete a super metric.

The supermetric delete command has the following syntax.

supermetric delete "supermetric-name"

supermetric-name is the name of the super metric to delete. If multiple super metrics have the same name, the
command deletes all of those super metrics.

The following supermetric delete command deletes the super metric named SM1.

dbcli.sh supermetric delete "SM1"

Threshold Definitions
You can use the --thresholds option to define thresholds in the dbcli attribute configure and
supermetric configure commands. An attribute or super metric can have one or more threshold definitions
within an attribute package or super metric package.

The --thresholds option has the following syntax.

--thresholds {none | "threshold-def[;threshold-def]..."}

none is a special value that removes all existing thresholds. It does not create new thresholds. threshold-def
defines a threshold. Each threshold-def has the following format.

criticality-name,threshold-operator,compare-value,wait-cycle,cancel-cycle

criticality-name Criticality level of the threshold. Can be one of the following values.

n critical

n immediate

n warning

n info

n none

threshold-operator Numeric operator. Can be one of the following values.

n >

n >=
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n <

n <=

n =

n !=

compare-value Threshold value. Can be a floating number for regular metrics or a string
value for string metrics.

wait-cycle Number of consecutive violations that can occur before generating an alarm.

cancel-cycle Number of consecutive violation-free cycles that can occur before canceling
the alarm.

The following definition contains two thresholds. In the first definition, the criticality level is critical, the
operator is >=, the threshold value is 90, the wait cycle is 2, and the cancel cycle is 3. In the second definition,
the criticality level is immediate, the operator is =, the threshold value is 70, and the wait and cancel cycles
are both 3.

"critical,>=,90,2,3;immediate,=,70,3,3"

Managing Resource Kinds
You can use dbcli commands to manage resource kinds.

You can also use the Custom user interface to perform resource kind operations. See Chapter 3,
“Configuring Resources,” on page 19.

Configure Resource Kind Default Settings
You can use the dbcli reskind configure command to set the default packages to use for a resource kind
and specify whether resources generate early warning smart alerts and use dynamic thresholds by default.

The reskind configure command has the following syntax.

reskind configure "adapterkind-key:resourcekind-key" [--package {none | "package-name"}] [--

smpackage {none | "smpackage-name"}] [--dt {true | false} ] [--smartalert {true | false}]

adapterkind-key:resourcekind-key defines the resource kind to configure. The value consists of an adapter kind
key and a resource kind key. If the keys contain spaces, you must enclose the combination of both values in
quotes, for example,"SampleStorage:Volume".

The reskind configure command has certain options.

Table 13‑7.  reskind configure Command Options

Option Description

--package {none | "package-name"} Name of an attribute package to use as the default attribute
package for the specified resource. Type none instead of an
attribute package name to reset the default attribute
package.

-smpackage {none | "smpackage-name"} Name of a super metric package to use as the default super
metric package for the specfiied resource. Type none
instead of a super metric package name to reset the default
super metric package.

--dt {true | false} Enables or disables dynamic threshold calcuation for
resources of the specfiied resource kind.

--smartalert {true | false} Enables or disables early warning smart alert generation
for resources of the specified resource kind.
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The following reskind configure command sets default values for the SampleStorage adapter's Volume
resource kind. It enables early warning smart alert generation, sets the default attribute package to Default
Attributes, and resets the default super metric package setting.

dbcli.sh reskind configure "SampleStorage:Volume" --smartalert true --package "Default 

Attributes" --smpackage none

Performing Control Operations
You can use dbcli commands to perform certain control operations.

Start the Describe Process for Adapters
You can use the dbcli control redescribe command to start the describe process for adapters.

The control redescribe command provides the same functionality as the Describe icon on the Support
page in the Custom user interface. For more information about the describe process, see the VMware vCenter
Operations Manager Adapter Guide.

The control redescribe command has the following syntax.

dbcli.sh control redescribe
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1. Getting Started
1.1 About This Guide
The purpose of this document is to support a self-guided, hands-on evaluation of VMware® vCenter™ Operations 
Standard. This document is intended to provide IT professionals with the necessary information to monitor and 
manage the performance of their virtual datacenter environment using VMware vCenter Operations Standard.

1.2 How to Use This Guide

This guide will walk users through some key use cases for VMware vCenter Operations Standard to help you 
conduct a successful product evaluation. The content includes an overview, installation and configuration, and 
key use cases of VMware vCenter Operations Standard to demonstrate how to diagnose and correct 
performance problems in the virtual infrastructure. 

1.3 Help and Support During the Evaluation

This guide is not intended to be a substitute for product documentation. For detailed information regarding 
installation, configuration, administration, and usage of VMware products, refer to the online documentation. 
You can also consult the online Knowledge Base if you have any additional questions. If you require further 
assistance, contact a VMware sales representative or channel partner. 

The following are some links to online resources, documentation and self-help tools:

VMware vSphere™ and VMware vCenter Server Resources:
•	Product overview 

http://www.vmware.com/products/vsphere/

•	Product documentation 
http://www.vmware.com/support/pubs/vs_pubs.html

•	White papers and technical papers 
http://www.vmware.com/resources/techresources/

VMware vCenter Operations Standard resources:
•	Product overview 

http://www.vmware.com/products/vcenter-operations/

•	Product documentation 
http://www.vmware.com/support/pubs/vcops-standard-pubs.html

•	VMware vCenter Operations Standard community 
http://communities.vmware.com/community/vmtn/mgmt/vcops

•	Support Knowledge Base   
http://kb.vmware.com
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2. What is VMware vCenter Operations 
Standard?
Operations Management disciplines are converging in the cloud. Performance, capacity and configuration 
management are becoming inseparable due to the dynamic nature of converged infrastructure. Traditional tools 
and processes designed for siloed, static physical infrastructures don’t provide the automation and control 
needed to effectively manage highly virtualized and private cloud environments. From the leader in 
virtualization and cloud infrastructure, VMware vCenter Operations Standard is designed to dramatically simplify 
and automate Operations Management. 

VMware vCenter Operations Standard is a revolution in real-time performance management for virtual 
environments. With VMware vCenter Operations Standard, administrators are able to diagnose and repair 
performance problems while effectively balancing divergent goals in managing their virtual environment, 
including: 

•	Maximizing the performance of individual virtual components to proactively ensure service levels in dynamic 
virtual and cloud environments

•	Optimizing the performance of your entire virtual infrastructure while maintaining high VM to ESX 
consolidation ratio

•	Forecasting and keeping capacity on hand to handle business growth and other changes 

VMware vCenter Operations Standard fills the existing gap for automated performance management for 
VMware administrators with patented learning-based analytics and an elegant and easy-to-use web-based 
interface. VMware administrators no longer must rely on classic monitoring tools and techniques that provide 
limited insight into the performance of their virtual infrastructure. With the introduction of VMware vCenter 
Operations Standard, they are provided with a detailed behavioral analysis of the entire virtual environment. 
VMware vCenter Operations Standard collects and analyzes performance data, correlates abnormalities and 
identifies the root cause of building performance problems. VMware vCenter Operations Standard abstracts 
performance to three measures – Workload , Health and Capacity – that allow instant identification of issues 
from the datacenter level down to individual components. 

The benefits of VMware vCenter Operations Standard include:

•	Unprecedented visibility into the virtualized environment in one screen; increased ability to isolate visually 
problems via a HUD-like interface to VMware vCenter 

•	Simple interface, reducing the complexity of VMware vCenter and removing guesswork and speeds MTTR 

•	Massive optimization of metric data storage and analysis; patented analytics calculate health, capacity and 
workload for any element

•	Achievement of greater density of virtual machines per ESX, as well as optimization of resource usage, 
ensuring consistent and maximized ESX workloads 

•	Immediate visibility into the impact of a change through visual correlation to the component’s health; 
determine if a change has a positive (expected) or negative (unexpected) effect on the virtual element

VMware vCenter Operations Standard is shipped as a virtual appliance—a preconfigured virtual machine image 
that contains an operating system and application software in a ready-to-use configuration—installed in the 
VMware vSphere environment. VMware vCenter Operations Standard is built for smaller vCenter environments 
(<= 500 VMs). The virtual appliance includes the following components: 

•	Administrative server – provides a user interface for the VMware vCenter Operations Standard system 
administrator to configure and maintain the virtual appliance

•	Analytics server – hosts an operating system and the VMware vCenter Operations Standard application

•	Database server – stores performance data collected from objects managed in VMware vCenter

•	Collector server – collects inventory and performance data
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Figure 2.1. VMware vCenter Operations Standard Architecture Overview .

The VMware vCenter Operations Standard user interface can be accessed in two ways—from a plug-in to the 
vSphere Client or directly from a Web browser. No changes to your VMware vCenter setup, such as modifying 
the logging levels, are required. VMware vCenter Operations Standard begins collecting performance data 
shortly after installation, using standard vSphere APIs. Data collection remains continuous unless you stop 
VMware vCenter Operations Standard. VMware vCenter Operations Standard collects performance data from 
each object at every level of your virtual infrastructure, from individual virtual machines and disk drives to entire 
clusters and datacenters. It stores and analyzes the data, and uses that analysis to provide real-time information 
about problems, or potential problems, anywhere in your enterprise.

VMware vCenter Operations Standard works with existing VMware products to add the following functions:

•	Combines key metrics related to CPU, memory, disk and network into single scores for performance, health 
and capacity

•	Calculates the range of normal behavior for every metric, and highlights abnormalities; adjusts the dynamic 
thresholds as incoming data enables it to define more accurately the normal values for a metric

•	Presents graphical representations of current and historical states of the entire virtual infrastructure or 
selected parts of it

•	Displays information about changes in the hierarchy of the virtual infrastructure; for example, when a virtual 
machine is moved to a different ESX host, shows how these changes affect the performance of the objects involved

The next sections in this guide will detail how to conduct a successful evaluation of VMware vCenter  
Operations Standard. 
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3. System Requirements
3.1 Hardware and Software Requirements
VMware vCenter Operations Standard typically is configured in an existing environment and does not require an 
isolated dedicated environment for evaluation purposes. The minimum hardware requirements for a successful 
evaluation include the following components:

•	At least one physical server running ESX 4.0.2 or higher; see the VMware ESX 4.0 hardware compatibility list 
for supported server models 

•	VMware vCenter Server 4.0.2 or higher, which can run as virtual machine on this ESX server 

•	One Windows workstation or laptop, which should be used to connect to the VMware vCenter Server using the 
locally installed VMware vSphere Client and to access VMware vCenter Operations Standard using a Web 
browser

NOTE: Some storage related performance metrics such as Host I/O Commands, Host Throughput (KBps) and 
Host Latency (ms) are available only if both the vCenter Server and the ESX host version is 4.1 or later.

The VMware vCenter Operations Standard virtual appliance has the following hardware requirements:

•	2vCPU on a 2.4GHz or faster CPU

•	8GB RAM

•	124GB HDD for VMware vSphere 4.x with thick disk provisioning (can be thin-provisioned)

The VMware vCenter Operations Standard administrator portal supports the following browsers:

•	Internet Explorer 7.0.x and 8.0.x

•	Mozilla Firefox 3.x

Please see the VMware vCenter Operations Standard product page for the latest compatibility matrices.  
http://www.vmware.com/products/vcenter-operations/

VMware offers a free 60-day evaluation for VMware vCenter Operations Standard 1.0. Follow the instructions at 
http://www.vmware.com/go/try-vcenter-ops to download the necessary licenses and the following binaries:

BINARY USAGE

VMware vCenter Operations Standard 1.0 (.ova file) Download the OVA for VMware vCenter Operations 
Standard 1.0 to a temporary folder. Point to this file 
when deploying the OVF template from VMware 
vSphere Client.

3.2 VMware vCenter Operations Standard Installation and Configuration
Before installing VMware vCenter Operations Standard, you must ensure that the prerequisites listed in the 
following VMware vCenter Operations Standard preinstall checklist are met. Completing this checklist will ensure 
that you are ready to proceed with the VMware vCenter Operations Standard setup.

http://www.vmware.com/go/hcl
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# DESCRIPTION YES / NO

1 You are using compatible ESX and VMware vCenter versions (ESX 
Server 4.0.2 or higher and VMware vCenter Server 4.0.2 or higher are 
supported). The services for VMware vCenter Server and VMware 
Virtual Center Management Web services are running on the VMware 
vCenter Server.

2 You have the IP address and username and password credentials of 
the VMware vCenter Server.

3 You have opened the appropriate TCP ports that VMware vCenter 
Operations Standard needs.

4 You have adequate disk space and system resources for the VMware 
vCenter Operations Standard virtual appliance (VMware vCenter 
Operations Standard requires 2vCPU, 124GB of HDD, and 8,192 RAM).

5 You have downloaded the VMware vCenter Operations Standard 
virtual appliance (in OVF format).

6 Your vSphere environment consists of 500 virtual machines or less. 

Table 1. VMware vCenter Operations Standard Preinstall Checklist .

The following table describes TCP ports that VMware vCenter Operations Standard accesses, in order to meet 
the TCP ports prerequisite listed in Step 3 on the checklist.

PORT NUMBER DESCRIPTION

22 Port 22 must be open to enable SSH access to the 
VMware vCenter Operations Standard virtual 
appliance

443 Administrator portal HTTPS server port

5480 HTTP server port for the VMware Studio version of the 
administrator portal

Table 2 . TCP Ports Accessed by VMware vCenter Operations Standard .

VMware vCenter Operations Standard also uses the following listening ports, but it does not require an opening 
in your firewall.

PORT NUMBER DESCRIPTION

5432 PostgreSQL server port (listens to connections from 
local host only)

5488, 5489 Ports used by the VMware Studio version of the 
administrator portal

8005 Apache Tomcat management ports for the 
administrator portal

Table 3 . Listening Ports Used by VMware vCenter Operations Standard .
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The following steps provide an overview of VMware vCenter Operations Standard installation:

3.2.1 Deploy the Appliance
The first step is to deploy the virtual appliance containing VMware vCenter Operations Standard:

1. Download the .ova file to a local directory.

2. Start VMware vSphere Client, connected to a VMware vCenter installation, and choose a host and datastore 
to which the appliance will be deployed.

3. Invoke the “File/Deploy OVF Template…” menu. Navigate to the location of the .ova file above, and click 
“Next.” 

4. Continue through the dialog. You’ll be asked to accept the EULA, and later, to select the host and datastore 
to deploy the appliance to (from the step preceding).

a. When prompted for the name of the appliance, it’s generally a good idea to enter something other than the 
default value of “vCenter Operations Standard”; choose a meaningful name that you will remember.

b. NOTE: If your datastore does not have 124GB of free disk space, you can thin-provision the 
appliance, but you’ll have to be careful not to fill up the datastore as the appliance grows.

5. After you click “Finish,” the appliance will be created.

3.2.2 Power-on the Appliance
You can now power on the appliance in vSphere Client. To view the console of the virtual machine, open the 
virtual machine console tab. When the appliance finishes booting up, you can see a blue screen in the virtual 
machine console, with a welcome message and a menu of command options at the bottom.

3.2.3 Configure Networking (if needed)
The default configuration of VMware vCenter Operations Standard virtual appliance will attempt to allocate an IP 
address using DHCP. If this is not what you desire, or the appliance is unable to assign itself an IP address using 
DHCP, you can change this configuration after the appliance boots up, to assign the appliance a static IP 
address. Using a static IP address is recommended. 

From the blue console screen above, navigate to the “Configure the Network” menu item, and hit <CR>. This will 
give you a series of prompts. Answer “n” to add a new IPv6 address, and “n” to the question “Use a DHCP server 
instead of a static IPv4 address?”

You will then be asked for the static networking information (IP address, netmask, gateway, DNS server, and so 
on). After you enter all of this information, the appliance will reconfigure itself and go back to the blue console 
screen (where it will show you the newly assigned IP address), and you can test the networking by pinging the IP 
address shown.

Once you can ping the appliance, you can proceed to the next steps to configure the software.

NOTE: Logging in to the appliance gives you a shell prompt if you wish to perform any other OS-level 
configuration actions; the initial password for the root account is “vmware” when the appliance is first 
deployed. But see the following; this will be changed once you configure the appliance software for the  
first time.



T E C H N I C A L  W H I T E  P A P E R  /  9

VMware vCenter Operations Standard 
Evaluator’s Guide

3.2.4 Change the Time Zone
To change the time zone of the VMware vCenter Operations Standard virtual appliance:

•	Open the http://<ipaddress>:5480 where “<ipaddress>” is the IP of the virtual appliance you deployed in the 
previous step.

•	Log in with the following default credentials: root/vmware. 

•	Navigate to the time zone tab on this page to change the time zone.

3.2.5 Configure the Software
To configure the appliance, use a web browser (Internet Explorer 7 or 8, or Firefox 3.6.x) to visit the URL shown 
in the blue console screen (http://<ipaddress>). Log in as the administrative user with the default password 
(“admin”/”admin”).

This will take you to a screen where you will be prompted to change the administrative password. You must do 
this immediately, and you must enter a strong password (at least 8 characters, and a mix of letters and digits 
and/or special characters).

NOTE: As a one-time action, this will also set the password for the “root” account in the appliance’s operating 
system to the same password. (Any future changes of the administrator password will leave the root password 
untouched; it will be necessary to log in to the virtual machine console’s blue console screen in order to change 
the root password after that).

3.2.6 Register a VMware vCenter Server
After you save the new password above, you will be taken to a new screen to register a VMware vCenter Server. 
Enter this information when prompted:

•	The name is just a convenient name for the VMware vCenter Server—this information is shown in the appliance 
screens. 

•	The host (IP) is the hostname or IP address of the VMware vCenter Server.

•	The user name and password must be that of an administrative user of VMware vCenter (with full 
administrative rights over the root folder, so that it can register solutions).

•	The Collector user name and Collector password can be the same as the administrative user, or for the sake of 
security, you might specify a user who has read-only access to all or a subset of the VMware vCenter Server 
inventory.

NOTE: If you get an error during this step, carefully check the username and password typed. Also, you might 
need to make sure to specify the fully qualified domain name of the VMware vCenter Server.

3.2.7 Apply License to VMware vCenter Operations Standard
You must apply a license to the VMware vCenter Operations Standard before you can start using it. The 
following steps enable you to do so:

•	Log in using VMware vSphere Client to the VMware vCenter Server with which you have registered the VMware 
vCenter Operations Standard virtual appliance.

•	From the home page, select the licensing tab under ”Administration.”

•	Select the view by “Asset” option, and you will see “vCenter Operations Standard” under this. If not, refresh the 
page.

•	Right-click on the asset and select “change license key,” and enter the license. 

•	If there are no errors then your VMware vCenter Operations Standard installation has been licensed and is 
ready to use. 

Refer to the VMware vCenter Operations Standard Installation and Administration Guide for any further details.

In the remainder of this evaluator’s guide, we will detail the suggested evaluation tasks to demonstrate the value 
of VMware vCenter Operations Standard.
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4. VMware vCenter Operations Standard 
Evaluation Tasks
This section outlines the suggested evaluation tasks for VMware vCenter Operations Standard and lists the 
recommended steps for the tasks. The following tasks are covered:

•	Review hierarchy views

•	Examine workload details

•	Examine health details

•	Examine capacity details

•	Use scorecards

•	Analyze using heatmaps

4.1  Review Hierarchy Views 
VMware vCenter Operations Standard analyzes the performance statistics for objects managed in the VMware 
infrastructure, such as ESX hosts, clusters and virtual machines, to help you monitor and diagnose performance 
in your virtual environment. 

After login, you see the VMware vCenter Operations Standard initial page showing the Infrastructure view. 
VMware vCenter Operations Standard enables rich and flexible Web 2.0–like user interface loaded with features 
to navigate through the hierarchy views easily.

 

From this view, you can see the hierarchy of your VMware vCenter Server—Datacenters, clusters, ESXs, and 
virtual machines—through three different perspectives: Workload, Health, and Capacity, with the current 
perspective being Workload. Each object in the VMware vCenter hierarchy is assigned these three scores and 
will appear in one of the predefined colors, based on its score. 
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These values represent:

1.   Workload – an assessment of the level of work being done by a virtual element, based on the four key 
potential constraints of CPU, memory, disk I/O, and net I/O; values range from 0 (no usage of these 
resource characteristics) to more than 100 (one or more of these resource characteristics are seriously 
constrained). 

2.   Health – an assessment of the abnormal/normal behavior of performance metrics, combined with best-
practice understanding of key metrics; values range from 0 (very abnormal behavior) to 100 (very normal 
behavior).

3.   Capacity – an assessment of past behavior as a means of anticipating future constraints on the four key 
potential constraints of CPU, memory, disk I/O, and net I/O; values range from 0 (one or more of these 
resource characteristics either are already constrained or will be within 30 days) to 100 (none of the four 
resource characteristics is expected to be constrained within the next year, under current usage patterns).

Switch to a Health perspective for the hierarchy by clicking the large Health icon in the upper left section of the 
page. Notice the change of values and icon shape for the hierarchy elements.
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Switch to a Capacity perspective for the hierarchy by clicking the large Capacity icon in the upper left section of 
the page. Notice the change of values and icon shape for the hierarchy elements.
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NOTE: It is not uncommon to see some gray colors until VMware vCenter Operations Standard appliance 
completes the first few data collection intervals. Workload score shows up immediately after initial data 
collection. Health scores will start showing up after few hours, however, it is recommended to have two weeks 
of historical data for better accuracy. Capacity scores also rely on historical data for forecasting extrapolation 
and require two weeks for accurate predictions. 

In the next sections, we will explore each of these three perspectives in more detail. The remainder of this 
section will familiarize you with the key features of the VMware vCenter Operations Standard user interface. To 
proceed, switch back to the Workload perspective by clicking the Workload icon in the upper left section of the 
page. 

You can expand or collapse the view for each level in the VMware vCenter hierarchy by clicking  or  
icons.
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Next, in the upper right corner of the screen, there are status filter options, which currently show all elements 
regardless of their status. 

To see how this filtering works, click the     icon to remove “unknown” elements, and then click the         icon to 
remove “turned off” elements. The result is a filtered view of the environment similar to the following screenshot:

You can mouse-over each element to see its name and the three scores. In this case, we hovered over one of the 
red Workload icons in the ESX layer of the hierarchy to see details about the ESX host “10.135.188.119,” which 
shows a high workload.
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Single-clicking an element shows you all related elements in its hierarchy. In this case, you can see the 
highlighted ESX (which is surrounded by red box annotations in the below image) and virtual machines that are 
running on that ESX. This is helpful in determining the associated virtual machine workloads resulting in heavy 
ESX workload.

Similarly, double-clicking an element takes you to the details view for the selected element. Notice the hot-link 
breadcrumb path in the upper left corner; it shows the hierarchical chain of elements, with the currently viewed 
ESX at the end of the chain:

You can also sort the elements in different ways using the “Sort By” drop-down list next to the filter options. 
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Example: When you select the “0–100” option, you will see a view similar to the following:

The search box at the top right enables you to search for specific elements by name.

This section explains how you can navigate the VMware vCenter Operations Standard user interface. The next 
sections in this evaluation guide will explain how to diagnose performance issues in your virtual infrastructure by 
using VMware vCenter Operations Standard.

4.2  Examine Workload Details 
Workload provides a single aggregated score of the demand placed on an object. Simply put, it reflects the 
resources that an object needs relative to the resources that it can get for the four key potential constraints of 
CPU, memory, disk I/O, and net I/O. An object with a workload score of 0 is not being used. An object with a 
workload score of 100 or more is operating at maximum capacity and might require you to allocate additional 
resources or to move some tasks to other objects. 

To diagnose an object showing high workload, you must display the Workload details page for the object. You 
can do so in two ways: either double-click the Workload icon for the object or click the details link when you 
single-click the mouse over the specific object. 



T E C H N I C A L  W H I T E  P A P E R  /  1 7

VMware vCenter Operations Standard 
Evaluator’s Guide

There is a tremendous amount of information on this one screen, providing a complete view of what is affecting 
the workload of this element. 

NOTE: Because this detailed view began from a workload perspective at the hierarchy view, the details on this 
page are workload related. We will see later how detailed views themselves have different perspectives for 
Workload/Health/Capacity). 

When diagnosing workload problems, you should also look at the health score. If the health score is good, the 
high workload might be normal for the object. If it is not, you should also diagnose the health problem, either 
before or after diagnosing the high workload. 

Notice the summary section in the upper left corner, showing the element’s last “6 hours” of workload level—it 
clearly shot up to its current 127 value (by the way, the “6-hour” timeline is adjustable through a configuration 
setting). A quick assessment of this section suggests that this ESX is operating under very heavy constraint 
(Workload = 127) with a bound by indication of Disk I/O. This constraint is unusual for this ESX, given that its 
normal workload range is 32–100. Perhaps this is a reason why the health score has also degraded (Health = 
65); from a long-term trending perspective, there is not yet a worry about the capacity of this ESX (Capacity = 
100). Therefore, we do have an unusual situation worth investigating.
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If the workload increased recently, you should scroll down to expand the Events and Workload section to see a 
graph of recent workload values and any change events that might have affected this object. In case the 
workload increased immediately following an event, you can mouse over the event icon to see the description of 
the event that might have caused or contributed to the increased workload.

The section following this summary shows us how the four critical resource considerations are performing. 
Clearly, Disk I/O is seriously constrained, and this constraint is also out of range from normal behavior (the 
normal range of behavior for these four resource characteristics can be seen by the small blue band (e.g., “ ”) that 
is situated above the associated color bar). 

When the object workload is constrained due to CPU or memory, refer to the CPU and Memory section for more 
details. When workload is high due to disk or network I/O, scroll down to expand the Storage and Network 
Resources pane for further analysis.

The ESX Resources section shows additional confirmation and usage data, including the ESX version. You can 
mouse-over each of the numeric entries to see a detailed sparkline view of that value over the previous six hours.
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In the top right-hand section called Key Metrics is a series of sparkline graphs with selection buttons. The 
metrics appear in this order: KPI that is violating its threshold; non-KPI that is violating its threshold; other KPI; 
and other metrics. In this case, we click the Disk I/O button to reveal the important metrics associated with disk 
workload for this ESX. Notice that all disk I/O–related KPI—Workload %, Commands per Second, and 
Command Latency—shot up significantly.

In the section following the Key Metrics, you will see a graphic breakdown of how the CPU and memory are 
allocated and utilized by the object and, if applicable, by its child objects (in this case, ESX and various virtual 
machines running on this host). Mouse-over any of the color-bar sections to see a floating pop-up with details 
about that section of the color bar—see how an individual virtual machine is using CPU (or memory) and that 
virtual machine’s workload/health/capacity.
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In the case of a virtual machine, the CPU usage graph in the middle of the page shows the total CPU entitlement, 
usage and demand for the virtual machine. The virtual machine memory graph shows memory entitlement and 
use by the guest operating system on the virtual machine, while the ESX memory graph shows demand and 
actual physical memory used on the ESX host for this virtual machine. Memory pressure and page sharing on 
the ESX host might cause the two memory graphs to show different usage by the virtual machine.
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The VMware vCenter Operations Standard tracks virtual machine CPU and memory in different categories:

•	Configured capacity – this is the CPU or memory configured for a virtual machine.

•	Entitlement – this is the CPU or memory capacity that the virtual machine is entitled to based on resource 
allocation resulting from shares, reservations and limits, as well as on resource contention on a busy ESX 
server. The entitlement cannot be more than configured capacity.

•	Usage – this indicates the CPU or memory resources that a virtual machine is actually using or getting. The 
usage cannot be more than the entitlement for the specific resource. 

•	Demand – this indicates the CPU or memory resources that a virtual machine really needs. Demand metric 
takes into account resource contention on a busy system in addition to the actual resource utilization. Example: 
CPU demand includes CPU usage and any CPU ready time experienced. Consequently, demand can be greater 
than usage or entitlement.

If demand is greater than usage, first check if the virtual machine is constrained because of shares or limits. If 
other virtual machines on the same parent ESX server also show higher demand compared to usage, it is likely 
due to contention resulting from virtual machine population. Check the parent ESX server workload details to 
see whether more usable CPU or memory is available. If yes, you can reconfigure the virtual machine with 
additional resources. If no, you might need to move virtual machines around using VMware vMotion™ or add 
more resources to the ESX server.

Scroll down the details view to reveal the Related Objects and Events and Workload sections.
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The Related Objects section shows the workload values for the elements directly tied to the object being 
examined. Notice the workload for the parent of this ESX (the CIQDataCenter datacenter), the workload for the 
peers of this ESX (the five other ESX servers), and the workload for the children of this ESX (the 14 virtual 
machines).

The Related Objects section helps you diagnose performance issues in several ways: 

•	Review the parent object to see if it is also showing excessive workload. Excessive workload on the parent 
object might indicate a wider problem. If so, double-click the icon for the parent object to display its details 
page and to troubleshoot further. 

•	If one or more child objects show high workload, you can mouse-over the children objects to see their 
performance scores. You can double-click a child object to display its details page to troubleshoot further. 

•	If no child objects show high workload, and yet the object is experiencing a heavy workload, the problem likely 
might be due to hosting too many virtual machines. Possible resolutions might involve allocating more 
resources to the object or removing and/or reconfiguring one or more child objects from it.

The Events and Workload section shows the recent values for workload. In case the workload increased 
immediately following an event, you can mouse-over the event icon to see the description of the event that 
might have caused or contributed to the increased workload. You can also look at related parent, peer or child 
events, as applicable. Make sure to select appropriate time frame, and zoom in as needed in the event graph. 
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The Storage and Network section will help diagnose disk and network I/O-related issues if the workload is 
constrained on disk or net I/O. Click the “+” icon next to Storage and Network to see the corresponding details. 

Click the “+” icon next to the ESX Attached Disk Subsystems section title in order to expand the section to 
reveal the current behavior of the LUNs attached to the ESX being examined.
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Click on the LUNs button to toggle to a view of LUN detail. Notice the ability to click through to each LUN (in this 
case, there are 19 different LUNs attached to the ESX)

The ESX Used Network Interface section provides detailed information about the network I/O traffic, by default 
showing the total aggregate. Click the pNics button to show a per–network adaptor view of the metrics, with the 
ability to click through to each one (in this case, there are four different physical network adaptors attached to 
the ESX).
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All of these sparkline graphs include gray bands around the metric graphs. These bands represent a very 
sophisticated analysis of the normal behavior of that metric, taking into consideration the entire history of that 
metrics measurement and adjusting for time of day, day of week, or any other cyclical patterns that might be 
exhibited by that metric (e.g., “end of month” differences, and so on).

4.3 Examine Health Details
The health rating gives you a quick overview of the current state of any object, from an individual virtual 
machine to the entire virtual infrastructure. VMware vCenter Operations Standard calculates health by using the 
performance of the KPI for the object, the number of abnormally behaving metrics for the object, and other 
aspects of the object performance. The overall health score for an object ranges from 0 to 100. A high health 
score indicates that an object is performing in accordance with its established historical parameters—most or all 
of its metrics are behaving normally. Because changes in behavior often indicate developing problems, if the 
metrics of an object behave abnormally, the health score for the resource decreases. As more metrics behave 
abnormally, health score continues to decrease.

To access the Detail view for health of an object, toggle the view from the hierarchy page, or from this Detail 
page directly. To view the health perspective for the entire hierarchy, you must click the Home link at the top left 
of the page to return to the initial landing page.

Click the vcops-qa-vc breadcrumb link at the top left of the page. This will return the focus to the entire 
hierarchy, not just the one element you had been reviewing.
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Click the Health icon in the upper left section, and notice the before and after difference with this section:

Before:  

 

After:

A similar layout, but now Health is the primary icon and the 3D graph shows the past six hours of the health 
score.

Most of the other sections are unchanged when toggling to the Health (or Capacity) perspectives. The sections 
– Workload, ESX Resources, Key Metrics, ESX Attached Disk Subsystems and ESX Used Network Interfaces 
– all are unchanged. 

The Related Objects section still shows the various parent/pier/children elements but now shows their Health 
values (not their Workload values), hence the change in icon shape to represent Health.
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 The major change in the Health view is in the central panel. Notice its default layout:

This section now shows an automatic assessment of which metrics within this element’s ecosystem (i.e., the 
parent, children and datastores) are performing abnormally, with these metrics grouped by element type.

Click the expansion icon (  ) next to the currently collapsed element types, Datastore and Virtual Machine, to 
reveal this view: 
 

Click the expansion icon ( ) next to the Host System and Network metric category to reveal specific metrics 
that are performing abnormally.

Notice the “ ” icon, indicating that the metric is “above” its historically normal value (given the time of day, day 
of week and so on). Or you can mouse-over the icon to see the “Over dynamic threshold” text. 
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Double-click any of the blue bars to see the actual elements reporting that abnormality. Close the pop-up 
window when you complete this step. 

4.4 Examine Capacity Details
This section of the lab will focus on the Capacity perspective of VMware vCenter Operations Standard. The 
capacity score indicates how close an object is to exhausting the computing resources that are available to it. 
These computing resources include disk space, memory size, network capacity, and so on. To calculate the 
capacity score, VMware vCenter Operations Standard combines applicable metrics from the monitored VMware 
vCenter Server and applies its analytics algorithms to these metrics to determine long-term cycles and trends. 
VMware vCenter Operations Standard can use these results to calculate when an object is likely to run out of a 
type of resource; for example, when an object will run out of disk space. Unlike Workload, which represents the 
short-term condition of a monitored object, Capacity represents a longer-term characteristic. It is calculated in 
the context of time remaining until the resources of an object are exhausted. Therefore, an object might have 
very high workload and, at the same time, normal capacity levels. 

To begin, click the Home link at the top left of the page to return to the initial landing page.

Click the vcops-qa-vc breadcrumb link at the top left of the page. This will return the focus to the entire 
hierarchy, not just the one element you had been reviewing.

Click the large Capacity icon in the top left to pivot to the Capacity view.
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Your view should be similar to the following:

Notice that the changed icon shape for the elements in the hierarchy denotes the Capacity perspective.

Similar mouse-over pop-ups and filtering are possible in this perspective, as with the Workload and Health 
perspectives.

Double-click this virtual machine to drill into its details. Notice again how much of the content of this detailed 
view is common whether viewed from the Capacity, Health or Workload perspective. 
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You will see, however, that the upper right section shows the three large icons, with Capacity being the largest 
focus and the six-hour view showing the recent history of the capacity score. Notice how you see in this view 
that the capacity score is “0,” meaning that you will be running out of a resource within the next 30 days, as 
opposed to “100,” which would mean no anticipated capacity issues for the next year. Yet the workload is not 
currently very high (Workload = 78) and the Health score of 100 indicates that this virtual machine is operating 
as it normally does. 

But focus on the center section, which is specific to the current Capacity perspective. It is showing that 
Memory|Overall Workload (%) is expected to breach capacity and specifically is anticipated in four days (4d). 
The chart shows a visual depiction of the cycles and what patterns exist, suggesting the future breach. Notice 
also that there is another breach that would cause concern (CPU Usage| Workload(%)) in eight days (8d). The 
Disk|Workload (%) is also expected to breach, though it is not anticipated to breach for 136 days.
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As with Workload and Health detailed views, you can scroll down the Capacity details view to reveal the 
Related Objects and Events and Workload sections.

Double-clicking on the parent object shows you capacity details for the parent ESX host. You can see that in this 
case, Memory|Overall Workload (%) is expected to breach capacity in 68 days (68d), CPU Usage| 
Workload(%) in 76 days (76d) and Disk|Workload (%) in 148 days (148d).
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Click the CPU Usage|Workload (%) link in the center section to switch the graph to the projected behavior (and 
potential breach) of any of these Capacity metrics.

Scroll down to see the familiar section showing Related Objects, Events and Capacity, and Virtual Machine 
Attached Disk Subsystems.
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You can now take appropriate action based on which type of resource is expected to be exhausted. This might 
involve ordering more resources, increasing resources for the ESX host and one or more virtual machines on the 
ESX host, moving virtual machines to another ESX host or other actions as appropriate.

4.5 Use Scorecard
You can use the Scoreboard page to determine stressed or underused hosts and clusters in your virtual 
infrastructure. This can also help you decide which resources can best accommodate any new virtual machine 
that you plan to provision for upcoming projects. To monitor available resources in a cluster or ESX host, click 
the scoreboard in the pop-up window for the object, to open the Scoreboard page.

In this case, we are looking at the Scorecard page for the Workload perspective. The Scoreboard page displays 
the workload scores for all child objects in the selected object. By default, it emphasizes the objects with high 
workload, meaning the objects that are constrained for resources. Notice that the object icon sizes reflect the 
relative performance score of the object, suggesting that the larger, red objects are more stressed, compared to 
the smaller, green objects. 
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Objects with low workload are the most likely candidates for hosting more virtual machines. To make the icons 
larger for ESX hosts with low workload, click the Reverse large and small button at the upper right.

You can double-click the icon of a possible candidate host or cluster to open its Details page.

Similarly, you can switch from Workload to Health to Capacity views to see the respective Scorecard pages. For 
example, you review the Capacity Scorecard page to show which objects are likely to exceed their capacity 
limits. In such cases, you might not want to add a new virtual machine to the ESX host or cluster.
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4.6 Analyze Using Heatmaps
You can use the heatmaps available in the Analysis view to compare the performance of objects across the 
virtual infrastructure in real time. More than 20 predefined heatmaps compare commonly used metrics. You can 
define an unlimited number of custom heatmaps to display exactly the metrics that you need. Heatmaps can 
help you in several ways:

•	You can use the heatmaps available in the Analysis view to compare performance of selected metrics across 
the virtual infrastructure. You can use this information to balance the load across ESX hosts and virtual 
machines.

•	You can use the Analysis view to find the objects with the highest or lowest values for a particular metric.

•	You can use the Analysis view to analyze the operation of different object types within or outside the desired 
range for each metric. Usually, you prefer objects to operate within a specific range of values. High metric 
values might mean an overload, which can lead to performance problems. Low metric values indicate 
inefficiency or waste of resources.

Click Analysis to access the heatmaps available in VMware vCenter Operations Standard. From the focus area 
drop-down menu, select the metric to compare, or select All. Next, select the object type, or select All 
Configurations from the Smallest Box drop-down menu. The heatmaps that match your selections appear in 
the list. To display, click the heatmap you are interested in. 

Each heatmap is a collection of differently colored and sized rectangles. Each rectangle represents a resource. 
The color of the rectangle represents the value of one metric; the size represents the value of another. For 
example, one heatmap shows the total memory and percentage of memory usage for each virtual machine. 
Larger rectangles are virtual machines with more total memory; green indicates low memory use and red 
indicates high use. The display is updated in real time as new values are collected from each resource.

The bar below the heatmap is the legend. It shows what values are represented by the endpoints and midpoint 
of the color range. The objects shown on the heatmap are grouped by their parents. Example: A heatmap that 
shows virtual machine performance will group virtual machines by the ESX hosts they belong to.
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You can click the column header for the metric in order to sort the Details section by the metric value. Sorting by 
a metric column enables you to see the highest and lowest values for that metric. To reverse the sort order, click 
the column header again. Similarly, double-clicking a rectangle in the heatmap will take you to the Details page 
for the object.

If no predefined heatmap shows the information that you want to see, you can define a custom heatmap. You 
can select every aspect of a heatmap: the objects and metrics it tracks, the colors it uses, and the endpoints for 
its value range. When defining the custom heatmap, set the Max Value and Min Value fields to the top and 
bottom of the desired range for this metric. Because you have set the endpoints for the graphed colors, any 
object showing the endpoint color, either green and red or orange and blue, is outside the desired range. 
Objects operating within the desired range will show intermediate colors. In this case, we create a new heatmap 
to show virtual machine I/O contention based on disk latency. 
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The following screenshot shows the output produced by this custom heatmap.

 

Heatmaps can serve as “single pane,” at-a-glance performance dashboards for your virtual infrastructure that 
can help you prioritize performance troubleshooting efforts. 

5. Next Steps
In this guide, we have presented the key evaluation tasks for VMware vCenter Operations Standard. Refer to the 
VMware vCenter Operations Standard Installation and Administration Guide for any further details.

5.1 VMware Contact Information
For additional information, or to purchase VMware vCenter Operations Standard, the global network of VMware 
solutions providers is ready to assist. If you would like to contact VMware directly, you can reach a sales 
representative at 1-877-4VMWARE (650-475-5000 outside North America) or email sales@vmware.com. When 
emailing, include the state, country and company name from which you are inquiring. 

5.2 Providing Feedback
VMware appreciates your feedback on the material included in this guide—in particular, any guidance on the 
following topics: 

•	How useful was the information in this guide?

•	Which other specific topics would you like to see covered?

•	Overall, how would you rate this guide?

Send your feedback to the following address: tmdocfeedback@vmware.com, with “VMware vCenter  
Operations Standard 1.0 Evaluator’s Guide” in the subject line. Thank you for your help in making this guide  
a valuable resource.
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